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EDITORIAL

This issue continues our inexorable advance on several fronts:
#10is larger thanever, with48 densely packed pages (and would
have been 56 pages if not for cuts forced by escalating costs).
Color enlivens the cover for the first time. Distribution, both in
the USA and internationally, has grown greatly since last issue:
2,500 copies are being printed and distributed all over the planet.
This external growth accompanies an influx of new writers with
a talent for intelligent, radical, and clear expression.

Rapidly growing circulationand production quality imme-
diately increased costs unmatched by short-term income gains,
forcing us to trim theissue down from the original monster. Two
items postponed until next issue are economist Julian Simon's
analysis ofhow environmentalist Cassandras falselyalarm people
regarding population and resources, and my review of Rational
Readings on Environmental Concerns.

In this issue, David Krieger conducts the first in a series of
interviews with leading transhumanist thinkers and research-
ers. David's first subject is Mark Miller, a software developer
working on the fabled Xanadu hypertext project. Mature
hypertext will vastly increase the interconnectedness of infor-
mation, allowing us to uncover knowledge and opinion with far
greater selectivity, productivity, and ease.

Master roboticist Hans Moravec returns with a sweeping
look atour futureexpansioninto cyberspaceand physicalspace.
Hal Finney's excellent introduction to electronic cash and public
key cryptography reveals a powerful means of protecting our
privacy while facilitating remote market transactions. A
“cypherpunks” group has formed in Northern California to
discuss and develop these techniques.

“Technological self-transformation” continues my devel-
opment of the Extropian philosophy. J. Storrs Hall, moderator
of the Internet newsgroup sci.nanotech, provides an illuminat-
ing introd uction to the designand potential of nanocomputers —
molecular-scale computers orders of magnitude smaller and
faster than our current computing devices. He also reviews
Drexler's long-awaited technical tome Nanosystems.

In “Beyond the poor man's Extropianism,” Mark Plus re-
views two recent books on Ayn Rand's philosophy of Objectiv-
ism, examining the extent to which Rand's intellectual descen-

MISSING CREDITS: In a grievous oversight, resulting
from last-minute haste, I omitted to credit Extropy Institute
director Tom Morrow for producing the new five-arrow
spiral Extropy emblem gracing the cover of Extropy #9. Tom
alsodesigned the ExI logo. My thanks and apologies to Tom.

dents havesucceeded in building her ideas into a philosophy of
life fit for today and tomorrow. Harry Shapiro reviews Gleick's
book on the unconventional genius, Richard Feynman.

Thespread of Extropianideas is bursting beyond the confines of
these pages: Apart from several e-mail lists spawned by
Extropians, a growing number of reporters are calling ExI for
our unique input on stories regarding advanced technologies
and the future. On January 27 I will appear on Breakthroughs: A
TransCentury Update — a public access cable-TV show in Los
Angeles — explaining the Extropian worldview for thirty min-
utes to a potential audience of 120,000. We may also be men-
tioned soon in Time, and ina London newspaper. This exposure
should attract new readers to Extropy, and bring new members
into Extropy Institute, helping to ensure our sustained and
expanded activity. Ifall goes well, Extropy may move to three or
four issues per year in 1994.

Max More
Editor

NEXT ISSUE: Extropy #11, is due to be mailed on
July 15 1993. Likely features include:

* A memetic analysis of the spread of Extropianideas.
* The construction and politics of ocean habitats for
experimental living.

* Artificial languages and increased rationality.

* How to upload consciousness to a computer.

¢ Part II of the Mark Miller interview.

* Space colonization — future space launch and habita-
tion systems.

* Anarticle on”fuzzylogic” by its foremost proponent.
® Economist Julian Simon's “Bunkrapt: The Abstrac-
tions that Lead to Scares About Resources and Popula-

tion Growth.”
* Plus other possible articles, and the usual detailed

reviews in The Transhuman Taste.

In the months before Extropy #11 is published, more
Extropianreading will appearinissues 4, 5,and 6 of the
Extropy Institute newsletter, Exponent. See p.38 for
more information.

EXT ROPY— a measure of intelligence, information, energy, life, experience, diversity, opportunity and growth. Extropianism
is the philosophy that seeks to increase extropy. The Extropian Principles are: (1} Boundless Expansion; (2] Self-

Transformation; (3) Intelligent Technology; (4) Spontaneous Order; {5) Dynamic Optimism.

[See Extropy #9]

TRANSHUMANISM — Philosophies of life ([such as Extropianism) that seek the continuation and acceleration of the evolution
of intelligent fife beyond its currently human form and human limitations by means of science and technology, guided by life-

promating principles and values, while rejecting dogma and religion.

[See Extropy #6]

EXTROPY #10 Winter/Spring 1993 a



| in cyberspace

Hans Moravec

Robotics Institute
Carnegie Mellon University
Pittsburgh, PA 15213
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Explorationand colonizationof the universe awaits,
butearth-adapted biological humansareill-equipped
to respond to the challenge. Machines have gone
fartherand seenmore, limited though they presently
are by insect-like behavioral inflexibility. As they
become smarter over the coming decades, space will
be theirs. Organizations of robots of ever increasing
intelligence and sensory and motor ability will ex-
pand and transform what they occupy, working
with matter, spaceand time. As they grow,a smaller
and smaller fraction of their territory will be unde-
veloped frontier. Competitive success will depend
more and more on using already available matter
and space in ever more refined and useful forms.
The process, analogous to the miniaturization that
makes today’s computers a trillion times more pow-
erful than the mechanical calculators of the past, will
gradually transform all activity from grossly physi-
cal homesteading of raw nature, to minimum-en-
ergy quantum transactions of computation. The
final frontier will be urbanized, ultimately into an
arena where every bit of activity is a meaningful
computation: the inhabited portion of the universe
will transformed into a cyberspace.

Because it will use resources more efficiently, a
mature cyberspace of the distant future will be
effectively much bigger than the present physical
universe. While only an infinitesimal fraction of
existing matter and space is doing interesting work,
ina well developed cyberspace every bit will be part
of arelevantcomputation or storing a useful datum.
Over time, more compact and faster ways of using
space and matter will be invented, and used to
restructure the cyberspace, effectivelyincreasing the
amount of computational spacetime per unit of
physical spacetime.

Computational speedups will affect the sub-
jective experience of entities in the cyberspace in a
paradoxicalway. Atfirstglimpse, thereis nosubjec-
tive effect, because everything, inside and outside
theindividual, speeds up equally. But, moresubtly,
speedup produces an expansion of the cyber uni-
verse, because, as thought accelerates, more subjec-
tive time passes during the fixed (probably lightspeed)
physical transit time of a message between a given
pair of locations—so those fixed locations seem to
grow farther apart. Also, as information storage is
madecontinually more efficient through bothdenser
utilization of matter and more efficient encodings,

there will be increasingly more cyber-stuff between any two points. The
effect may somewhat resemble the continuous-creation process in the old
steady-state theory of the physical universe of Hoyle, Bondi and Gold,
where hydrogen atoms appear just fast enough throughout the expanding
cosmos to maintain a constant density.

A quantum-mechanical entropy calculation by Bekenstein suggests
that the ultimate amount of information that can be stored given the mass
and volume of a hydrogenatom is abouta megabyte. But let’s be conserva-
tive, and imagine that at some point in the future only “conventional”
physics is in play, but every few atoms stores a useful bit. There are about
1056 atoms in the solar system. I estimate thata human brain-equivalent can
be encoded in less than 1015 bits. If a body and surrounding environment
takes a thousand times more storage in addition, a human, with immediate
environment, might consume 1018 bits. An AI with equivalent intelligence
could probably get by with less, since it does without the body-simulation
“life support” needed to keep a body-oriented human mind sane. So a city
of a million human-scale inhabitants might be efficiently stored in 1024 bits.
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If the atoms of the solar system were
cleverly rearranged so every 100 could
represent a bit, then a single solar system
could hold 1030 cities—far more than the
number (1022) of stars in the visible uni-
verse! Multiply that by 1011 stars in'a
galaxy,and onegets 1041cities pergalaxy.
The visible universe, with 1011 galaxies,
would then have room for 1051 cities—
except that by the time intelligence has
expanded that far, more efficient ways of
usingspacetimeand encoding datawould
surely have been discovered, increasing
the number much further.

Mind without body?

Start with the concepts of telepresence
and virtual reality. You wear a harness
that, with optical, acoustical, mechanical
and chemical devices controls all that you
sense, and measures all of your actions.
Its machinery presents pictures to your
eyes, sounds to your ears, pressures and
temperatures to your skin, forces to your
musclesand evensmells and tastes for the
remaining senses. Telepresence results
when the inputs and outputs of this har-
ness connect to a distant machine that
looks like a humanoid robot. The images
from the robot’s two camera eyes appear
on your “eyeglass” viewscreens, and you
hear through its ears, feel throughits skin
and smell through its chemical sensors.
When you move your head or body, the
robot moves in exact synchrony. When
you reach for an object seen in the
viewscreens, the robot reaches for the
object, and when it makes contact, your
muscles and skin feel theresulting weight,
shape, textureand temperature. For most
practical purposes you inhabit therobot’s
body—your sense of consciousness has
migrated to the robot’s location, in a true
“out of body” experience.

Virtual reality retains the harness,
but replaces the remote robot with a com-
puter simulation of a body and its sur-
roundings. When connected to a virtual
reality, the location you seem to inhabit
does not exist in the usual physical sense,
rather you are in a kind of computer-
generated dream. If the computer has
access to data from the outside world, the
simulationmay containsome “real” items,
for instance representations of other
peopleconnected via their ownharnesses,
or even views of the outside world, per-
haps through simulated windows.

One might imagine a hybrid system
where a virtual “central station” is sur-
rounded by portals that open on to views
of multiple real locations. While in the
station oneinhabits a simulated body, but
when one steps through a portal, the har-
ness link is seamlessly switched from the

simulation toa telepresence robotwaiting
at that location.

The technical challenges limit the
availability, “fidelity” and affordability
of telepresenceand virtualreality systems
today—in fact, they exist only in a few
highly experimental demonstrations. But
progress is being made, and its possibleto
anticipate a time, a few decades hence,
when people spend more time in remote
and virtual realities than in their immedi-
atesurroundings, justas today most of us
spend more time in artificial indoor sur-
roundings thanin thegreatoutdoors. The
remotebodieswewillinhabitcanbestron-
ger, faster and have better senses than our
“home” body. In fact, as our home body
ages and weakens, we might compensate
by turning up some kind of “volume con-
trol.” Eventually, we might wish to by-
pass our atrophied muscles and dimmed
senses altogether, if neurobiology learns
enough to connect our sensory and motor

The visible universe, with
10" galaxies, would then
have room for 1057 cit-
ies—except that by the
time intelligence has ex-
panded that far, more
efficient ways of using
spacetime and encoding
data would surely have
been discovered, increas-
ing the number much
further.

nerves directly to electronic interfaces.
Then all the harness hardware could be
discarded asobsolete,along withoursense
organs and muscles, and indeed most of
our body. There would be no “home”
experiences to return to, but our remote
and virtual existences would be better
than ever.

The picture is that we are now a
“braininavat,” sustained bylife-support
machinery, and connected by wonderful
electronic links, at will, to a series of
“rented” artificial bodies at remote loca-
tions, or to simulated bodies in artificial
realities. But the brain is a biological
machinenotdesigned to function forever,
eveninanoptimal physical environment.
As it begins to malfunction, might we not
choose to use the same advanced neuro-
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logical electronics that make possible our
links to the external world, to replace the
gray matter as it begins to fail? Bit by bit
ourbrainisreplaced by electronicequiva-
lents, whichwork at least as well, leaving
our personality and thoughts clearer than
ever. Eventually everything has been re-
placed by manufactured parts. No ves-
tige of our original body remains, but our
thoughts and awareness continue. We
willcall this process,and otherapproaches
with the same end result, the downloading
of a human mind into a machine. After
downloading, our personality is a pattern
impressed on electronic hardware, and
wemay then find ways tomoveour minds
to other similar hardware, just as a com-
puter programand its data can be copied
from processor to processor. So not only
can our sense of awareness shift from
place to placeat the speed of communica-
tion, butthevery components ofour minds
may ride on the same data channels. We
might find ourselves distributed over
many locations, one piece of our mind
here, another piece there, and oursense of
awareness at yet another place. Time
becomes more flexible—when our mind
resides in very fast hardware, one second
of real time may provide a subjective year
of thinking time, while a thousand years
of real time spent on a passive storage
medium may seemlike no timeatall. Can
we then consider ourselves to be a mind
without a body? Not quite.

A human totally deprived of bodily
senses does not do well. After twelve
hoursinasensorydeprivation tank{where
one floats in a body-temperature saline
solution that produces almost no skin
sensation, in total darkness and silence,
with taste and smell and the sensations of
breathing minimized)a subject will begin
tohallucinate, as themind, somewhatlike
a television tuned to a nonexistent chan-
nel, turns up the amplification, desper-
ately looking for a signal, becoming ever
less discriminating in the theories it offers
to make sense of the random sensory hiss
it receives. Even the most extreme
telepresence and virtual reality scenarios
we have presented avoid complete
bodylessness by always providing the
mind with a consistent sensory (and mo-
tor) image, obtained from an actual re-
mote robot body, or from a computer
simulation. In those scenarios, a person
may sometimes exist without a physical
body, but never without the illusion of
having one.

But in our computers there are al-
ready many entities that resemble truly
bodilessminds. A typical computer chess
program knows nothing about physical
chess pieces or chessboards, or about the
staring eyes of its opponent or the bright



lights of a tournament. Nor does it work
withaninternal simulationof those physi-
cal attributes. It reasons instead with a
very efficient and compact mathematical
representation of chess positions and
moves. For the benefit of human players
this internal representation is sometimes
translated to a recognizable graphicona
computer screen, but such images mean
nothing to the program that actually
chooses the chess moves. Forall practical
purposes, the chess program’s thoughts
and sensations—its consciousness—is
pure chess, with no taint of the physical,
or any other, world. Much more than a
humanmind withasimulated bodystored
ina computer, a chess program is a mind
without a body.

So now, imagine a future world
where programs thatdo chess, mathemat-
ics, physics, engineering, art, business or
whatever, have grown up to become at
least as clever as the human mind. Imag-
inealso the most of the inhabited universe
has been converted to a computer net-
work—a cyberspace—where such pro-
grams live, side by side with downloaded
human minds and accompanying simu-
lated human bodies. Suppose that all
these entities make their living in some-
thing of a free market way, trading the
products of theirlabor for the essentials of
life—in this world memory space and
computing cycles. Some entities do the
equivalent of manual work, converting
undeveloped parts of the universe into
cyberspace, orimproving the performance
of existing patches, thus creating new
wealth. Others work on physics or engi-
neering problems whose solutions. give
the developers new and better ways to
construct computing capacity. Some cre-
ate programs that can become part of
one’s mental capacity. They trade their
discoveries and inventions formorework-
ing space and time. Thereare entities that
specialize as agents, collecting commis-
sions in return for locating opportunities
and negotiating deals for their clients.
Others act as banks, storing and redistrib-
uting resources, buying and selling com-
puting space, timeand information. Some
we might class as artists, creating struc-
tures that don’t obviously result in physi-
cal resources, but which, for idiosyncratic
reasons, are deemed valuable by some
customers, and are traded at prices that
fluctuate for subjective reasons. Some
entities in the cyberworld will fail to pro-
duce enough value to support their re-
quirements for existence—these eventu-
ally shrink and disappear, or merge with
other ventures. Others will succeed and
grow. The closest present day parallel is
the growth, evolution, fragmentationand
consolidation of corporations, whose op-

tions are shaped primarily by their eco-
nomic performance.

A human would likely fare poorly
insuch a cyberspace. Unlike the stream-
lined artificial intelligences that zipabout,
making discoveries and deals,
reconfiguring themselves to efficiently
handle the data that constitutes their in-
teractions, a human mind would lumber
about in a massively inappropriate body
simulation, analogous to someone in a
deep diving suit plodding along among a
troupe of acrobaticdolphins. Everyinter-
action with the data world would first
have to be analogized as some recogniz-
able quasi-physical entity: other programs
might be presented as animals, plants or
demons, data items as books or treasure
chests,accounting entriesascoinsorgold.
Maintaining such fictions increases the

We might then be
tempted toreplace some
of our innermost mental
processes with more
cyberspace-appropriate
programs purchased
from the Als, and so, bit
by bit, transform our-
selves into something
much like them. Ultimately
our thinking procedures
could be totally liberated
from any traces of our
original body, indeed of
any body.

cost of doing business, as does operating
themind machinery thatreduces thephysi-
cal simulations into mental abstractions
inthedownloaded humanmind. Though
a few humans may find a niche exploiting
their baroque construction to produce
human-flavored art, moremay feelagreat
economic incentive to streamline their in-
terface to the cyberspace.

The streamlining could begin with
the elimination of the body-simulation
along withthe portions of thedownloaded
mind dedicated tointerpreting sense-data.
These would be and replaced with sim-
pler integrated simpler programs that
produced approximately the same net
effect in one’s consciousness. One would

still view the cyber world in terms of
location, color, smell, faces, and soon, but
only thosedetails weactually noticewould
be represented. We would still be at a
disadvantage compared with the true ar-
tificial intelligences, who interact with the
cyberspace in ways optimized for their
tasks. We might then be tempted to re-
place some of our innermost mental pro-
cesses with more cyberspace-appropriate
programs purchased from the Als, and
so, bit by bit, transform ourselves into
something much like them. Ultimately
our thinking procedures could be totally
liberated from any traces of our original
body, indeed of any body. But the bodi-
less mind that results, wonderful though
it may be in its clarity of thought and
breadth ‘of understanding, could in no
sense be considered any longer human.

So, one way or another, the immen-
sities of cyberspace will be teeming with
very unhumandisembodied superminds,
engaged in affairs of the future thatare to
human concerns as ours are to those of
bacteria. But, once in a long while, hu-
mans do think of bacteria, even particular
individual bacteria seen in particular mi-
croscopes. Similarly, a cyberbeing may
occasionally bring tomind a human event
of the distant past. If a sufficiently pow-
erful mind makes a sufficiently large ef-
fort, such recall could occur with great
detail—call it high fidelity. With enough
fidelity, the situation of a remembered
person, along with all the minutiae of her
body, her thoughts, and feelings would
be perfectly recreated in a kind of mental
simulation: a cyberspace within a
cyberspace where the person would be as
alive there as anywhere. Sometimes the
recall might be historically accurate, in
other circumstances it could be artisti-
cally enhanced: it depends on the pur-
poses of the cybermind. An evolving
cyberspacebecomes effectivelyever more
capacious and long lasting, and so can
support ever more minds of ever greater
power. If these minds spend only an
infinitesimal fraction of their energy con-
templating the human past, their sheer
power should ensure that eventually our
entire history is replayed many times in
many places, and in many variations. The
very moment we are now experiencing
may actually be (almost certainly is) such
adistributed mentalevent, and mostlikely
is a complete fabrication that never hap-
pened physically. Alas, there is noway to
sort it out from our perspective: we can
only wallow in the scenery.
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privacy
electronic

by Hal Finney

y)
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How canwe defend our privacy inanera
of increased computerization? Today,
~ our lives are subject to monitoring in a

host of different ways. Every creditcard
transaction goes into a database. Our
phone calls are logged by the phone com-
pany and used for its own marketing
purposes. Our checks are photocopied
and archived by the banks. And new
“matching” techniques combineinforma-
tion from multiple databases, revealing
even more detail about our lives. As
computer databases grow, as more trans-
actions take place electronically, over
phone systems and computer networks,
the possible forms of monitoring willgrow
with them'.

Predictably, most proposed solutions
to this problem involvemoregovernment.
One suggestion is to pass a set of laws
designed to restrict information usage:
“No information shall be used for a pur-
pose different from that for which it was
originally collected.” Thus, income data
collected by a bank through monitoring
checking acoount activity could not be
madeavailable to mailing list companies;
phone records could not be sold to
telemarketing agencies, etc.

But this is a bad solution, for many
reasons. The government is notoriously
inefficient at enforcing existing laws, and
the ease of collecting and using informa-
tion suggests that it would be almost im-
possible to successfully enforce a law like
this. Thegovernmentalso has a tendency
to exempt itself from its own laws. It's
unlikely that the IRS, for example, will
happily give up theuseofdatabase match-
ing, which it uses to track down tax evad-
ers. And, of course, the very notion of
trying to restrict the uses of information
requires strict restrictions on the private
actions of individuals which Extropians
will find unacceptable.

But there is another solution, one
advocated forcefully by computer scien-
tist David Chaum of the Center for Math-
ematics and Computer Science in the
Netherlands. While most people con-
cerned with this problem have looked to
paternalistic government solutions,
Chaum has been quietly putting together
the technical basis for a new way of orga-
nizing our financial and personal infor-
mation. Rather than relying on new laws

and more government, Chaum looks to
technical solutions. And these solutions
rely on the ancient science devoted to
keeping information confidential: cryp-
tography.

Cryptography, the art of secret writ-
ing, has undergonea revolutionin the last
two decades, a revolution sparked by the
invention of “public-key” cryptography.
Seizing on this new technology, computer
scientists have branched out into dozens
of directions, pushing the frontiers of se-
crecy and confidentiality into new terri-
tory. And itis these new applications for
cryptography which offer such promise
foravoiding thedangers described above.

Chaum'’s approach to the protection
of privacy can be thought of as having
three layers. The first layer is public-key
cryptography, which protects the privacy
of individual messages. The second layer
is anonymous messaging, which allows
peopletocommunicateviaelectronicmail
(“email”) withoutrevealing their trueiden-
tities. And the third layer is electronic
money, which allows people to not only
communicate, butto transactbusiness via
a computer network, with the same kind
of privacy you get when you use cash. If
you go into a store today and make a
purchase with cash, no records are left
tying you personally to the transaction.
With no records, there is nothing to go
into a computer database. The goal of
electronic cash is to allow these same
kinds of private transactions to take place
electronically.

(Be aware that there are other pro-
posals for “electronic money” which are
not nearly so protective of individuals’
privacy. Chaum’s proposalsareintended
to preserve the privacy attributes of cash,
so the term “digital cash” is appropriate.
Butother electronic replacements for cash
not only lack its privacy, but would actu-
ally facilitate computer monitoring by
putting more detailed information into
databases, and by discouraging the use of
cash. If you see a proposal for an elec-
tronicmoneysystem,checktosee whether
ithas theability to preserve the privacy of
financial transactions the way paper
money does today. If not, realize that the
proposal is designed to harm, not help,
individual privacy.)
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Public-Key Cryptography
The first of the three layers in the privacy-
protecting electronic money system is
public-key cryptography. The basic con-
ceptof public-keycryptography, invented
in 1976 by Diffie and Hellman?, is simple.
Cryptographers have traditionally de-
scribed an, encryption system as being
composed of two parts: an encryption
method and akey. Theencryptionmethod
is assumed to be publicly available, but
the key is kept secret. If two people want
to communicate, they agree on a secret
key, and use that to encrypt and decrypt
the message.

Public key cryptography introduced
the idea that there could be two keys
rather than one. One key, the public key,
is known to everyone, and is used to
encrypt messages. The other key, the
secret key, is known only to you, and is
used to decrypt messages. Public and
secret keys are created in pairs, with each
public key corresponding to one secret
key, and vice versa.

So, to use a public-key system, you
first create a public/secret key pair. You
tell all your friends your publickey, while
keeping your secret key secret. When
they want tosend to you, they encrypt the
message using your public key. The re-
sultingencrypted messageisreadableonly
by using your secret key. This means that -
even the person who encrypted the mes-
sagecan’tdecryptit! If he forgets what his
original message said, and he deleted it,
he has no chance of reconstructing the
original. Only youcando that. Thisis the



Alice

Bob

Public key

mQA9AIsP3mwAAAEBfj VESnEPGCw4VNNKmT]6CiHI YgGenEpKAAKgMISy4F 2c9Q

NgggSgiAIBﬁVMupQAFE7QFQWmY2U=

Public key

SMWAAAEB]

» mQAQA VESNnEPGCWAVNNKmT|6CjHIYgGenEpKAAKQMISY4F 2c9Q
NgggngAlaﬂvMupQAF 16GIRIgGenEp R

QFQWxpY2U=

Secret key

1QDAAIsP3mWAAAEBI) VEsSnEPGCwA4VNNKmT]6CHI YgGCnEpKAAKQMISy4F /2c9Q

2CsPgkiJi9E235datU3cHHQ

IgpGr+S Vpr67Kamp/CsaJCwC A UJEFk3pkRhLJHSOGITA2KE VhRIdVEMRAL94
WIG3BUaKeWzd/JXmeG 1bHX 1g6dUAV2/R3 XeuypKzXcLFtitoRtLefxqiA97a

N(_‘SCSgAlBﬁVMUpOA EwWABfAVQUF XrzCTWL
mi
Zu

hj9BIAVBLGI2Q==
=pX3h

-+

Message

Hello, Alice, how have
time now, but | havent
deal, though, and there is a lot | want to say...

mbssn? f've been meani

to write to you for some
achance. I've been thinking about you a great

'

Encrypted message

hDWCWIVLX7/+LgUBAX4vxXwSvILI4OFNIsO6ezLA1GLUE
Qmvr8q3g6liLY YybaamAAAAQJGEU47ZVnFuviEueN4

=Jjc2

9UJxis+wiZbepU
rjWKIIIQQBinGAOVquUAFomHWXNDiAUJzZMIadeGhtEOan«rdeBg?Sye(smuP
atBac1LkK YikNoGqin YpTMsOmMgWbBUAShSHPIT X2R7Qa0oNBkMlybmCzqQemé7q
B63re+KKraJITh YKLUXQNN2088bF TKEJE BnModjmnOHgBmI27J+ CHVG 38w==

Encrypted message

F517JnxwHijwiyke
QmvriBq3gblILY:

=jjc2

th(.vavLX7/+L?UBAX4vavalL140FN9$O662LA1GLUE O3F517JnxwHitjwyke
ybaamAAAAGJGEUA7ZVWinFUVIEUeN45GZOUJXIs+wiZbcpUWBe
WKI1/998in6A0 VbadU4FomHWXNDIAUJz2Miag QdGhtEONc9+mPdBg7Syxs79uP
atdqe1LkK YikNoGqin YpTMsOmMg

B63ro+KKr3JThYkLUXQNN2d88bF TKEGEBnModjmnOHgBmI27.J+ CHVG 38w=

WbBUdShSHPTT X2R7Qa0oNBkMIybmCzqQemé67q

Decrypted message

Hello, Alice, how have you been? l've been meani
time now, but
deal, though, and there is a lot | want to say...

o write to you for some
haven't had a chance. {'ve been thinking about you a great

paradoxof publickey cryptography- that

a person can transform a message insuch
a way that they can’t un-transform it,
even though they know the exactformula
used to make the transformation. -

Figure 1illustrates thesteps involved
in using a public-key system. (The keys
and messages are based on actual output
from Phillip Zimmermann's free public-
key program, PGP.) Alice, ontheleft, first
creates a public and secret key pair, the
top two boxes on that side. The top box,
the public key, she sends to her friend
Bob, on the right. The second box is her
secret key, which she keeps private. Bob,
on the right, receives and saves Alice’s
publickey. Then, when he wants to write
to her, he composes a message, shown in
the second box on that side. Witha pub-
lic-key encryption program like PGP, he
encrypts the message using Alice’s public
key, producing output such as the third
box on theright. This encrypted message
is what he sends to Alice, as shownin the
arrow leading back to the left side. Alice
uses her saved secret key to decrypt the
message from Bob, allowing her to recon-
struct Bob's original message, shown as
the last box on the left side.

There is no longer any need for pub-
lic-key cryptography to be mysterious.
There are now public-domain software
packages which will let you experiment
with public-key cryptography on your
owncomputer, including Zimmermann’s
PGP and others. See the “ Access” box for

Figure 1
information on how to get them.

Anonymous Messages
Public-key cryptography allows people
to communicate electronically with pri-
vacy and security. You can send mes-
sages safe from prying eyes using these
techniques. But this is justa step towards
the solution to the privacy problems we
face. The next step provides the second
layer of privacy: anonymous messages -
messages whose source and destination
can’t be traced.

This is necessary because of the goal
of providing in an electronic network the
privacy of an ordinary cash transaction.
Justas a merchant will accept cash froma
customer without demanding proof of
identity, we also want our electronic
money system to allow similar transac-
tions to take place, without the identity of
the people involved being revealed to
each other, or even to someone who is
monitoring the network. ,

There are problems with providing
anonymous messaging in current email
systems. The national email networks are
composed of thousands of machines, in-
terconnected through a variety of gate-
ways and message-passing systems. The
fundamental necessity foramessage tobe
delivered in such a system is that it be
addressed appropriately. Typically an
email address consists of a user’s name,
and the name of the computer system

which is his electronic “home”. As the

‘message works its way through the net-

work, routing information is added to it,
to keep a record of where the message
came from and what machines it passed
throughenroute to its destination. In this
system, all messages are prominently
stamped with their source and destina-
tion. Providing anonymous messages in
such a system at firstappears impossible.
Chaum has proposed two separate
systems for overcoming this problem?®. I
will focus hereonwhathecalls a “Mix” as
itis simpler and more appropriate for the
applicationof anonymous electronicmail.
The notion of a Mix is simple. It is basi-
cally a message forwarding service.  An
analogy with ordinary paper mail may be
helpful. Imagine that you want tosend a
letter to a friend, but in such a way that
even someone monitoring your outgoing
mail would not know that you were do-
ing this. One solution would be to put
your letter into an envelope addressed to
your friend, then to place this envelope
insidealarger envelope which youwould
send to someone else, along with a note
asking them to forward the letter to your
friend. This would hide the true destina-
tion of your mail from someone who was
watching your outgoing envelopes.
Chaum’s Mixes use this basic idea,
but applied to email and improved with
public-key cryptography. A Mix is a
computer program capable of receiving
email. It receives messages which contain
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=Jjc2

B2k858huWp

* Add remailing instructions

h4zu1enyaboOZMcU4ee p+lekH\ﬁls6wq kgoog

&%GZZqurEu LQgOIvolS YOthG10V5SzMEvHU/S9 603X
wkUdeYAISZouo MJk1KPOGed8FaDd2RGPIp8+/f4eP2c VDU YgOwdUdigzug
yz';lUtAZbequﬂsTgsstA—

Bob Mix
Encrypted message for Alice Encrypted message for Mix
thCwleX7I+LqUBAX4vava!U4OFN9sOSezLA1 GLUEYO3F517JnxwHtjwiyke hDwCY] szBsBAX:%SOevaDnURrNSJénXdrhNMl UyaBwwBCl YpcFRNFrOINTHT
Qmwvit 6IILYYybagm, IGEU47ZVvnFuviEueN SUJxis+wiZbepU! I {FBtLweblu YCGo%iWqmAAABTCLOOQXSiF IzWyncsz7cLAstZ kVZpZOts
WK, INBAO VbadU4FomHWXNDIAUJZ2MIagQAGhtEONcS+mPdBg7Syxs79uP WqEhMaGVJFhRcemWBhTItNbcsFO7 QitPNhGRkocOmhJlyx7c
a18qc1LkK YikNoGqin YpTMsOmMg Wh8UdShSHPIT X2R7Qa0oNBkMfybmCzqQem67q +ZPbwNDPLIgBLWwohQ5SMLFJH2mIzqJmgmG6 690J 00! UuTV Awupy
BsarmKKﬂJlThYkLUxQNntSbFTkEdEBnMdemnOHani27J+CHvGSBw— wwrtwr9YDILjsMs9Q1C2y1nRmcEQxUH YpuDs: 1EGLoS1V4JroAZ Xkir

mZ) EjLT30p5FUeRACT

Zct

Message for Alice with remalling instructios
Remall -To: Alice@alice.com

van%SIILYbeqquAAAqJGEUﬂZWnFuerue

DWCWIVLX7/+LQUBAX4vXXwWSVILIAOFNIsOBezLA1 GLléé%OSF& 7Jnwat]wl%Bc

* Decrypt with Mix secret key

WK N6AO VbqdU4FomHW XNDIAUJz2MIagQdGhtEONc9+mPdBg7Syxs79uP Remail-To: Alice@alice.com
atBac1LkK YikNoGain YpTMsOmMg WhBUdShSHPrT X2R7Qa0oNBkMybmCzqQcem67q hDWCWIVLX7/4+LqUBAX4vxXwSVILI4OFN9sOBezLA1 GLléG§03F51 7Jnwa‘UW|x
863re+KKmIThYkLUxQNnmeebFTkEdEBand;mnoHani27J+CHvGSBw— Qmvrl 6lILYYybagmAAAAQJGEU47ZVwnFuviEueN4
=Jjc2 I1WK|I NBAO VbadU4FomHWXNDIAUJz2MfagQdGhtEONc9+mPd 7Syxs790P
at8qe1LkK YikNoGqin YpTMsOmMg WbBUdShSHPIT X2R7Qa0oNBkMf) 2qQem67q

* Encrypt with Mix public key

=Jjc2

Message for Alice with remailing instructios

BS3re+KK|‘3]IThYkLUxQNntSbFTkEdEBand]mnOHaniZ?J-&CHVG%w——

* Strip remailing instructions

Hello, Alice, how have
time now, but | haven't
deal, though, and there is a Iot | want to say...

ad a chance. I've been thil

been? I've been meanln%to write 10 you for some
Ing about you a great

Encrypted message for Mix
i e et
u WamAAAI ZWync ( Vi S
g EMMaG VJFhRcemWBhTItNbCSFO7 QtPNhGRKocOmJlyx7cAMaBIa9Y XIS 1Q Encrypted message for Alice
421 wNDPUgBwaohosMLFJHemlzq.mquSyS+ 690.Jj00KbULT VStpAwupy hDWCWIVLX7/+LqUBAX4vxXwSVILIAOFNSsOBezL A1GLU! F517Jnwat1wuykc
DfLisMs9Q1 1nnnceoxunvpuoszonm u+IEGLOG1VAJroAZP Xkir QmviBaagBIILYYybagmA GEU47ZVWFuviEueN 45G£9 WiZbcpUWBS
h42u19nyaboOZNcU46e p+pVIKH i6pbnE|LT 30p5F UeRdC SRICTyd WKII9EINGAC WbadUFomH XND«AUJzszadeGhtEOr\c9+deBg7Syxs79uP
B2kB58hUWDWET rEu HgLQgOlvolSYOth 10VESZMEVHU/SS60axT T Zct 8qc1LKK YikNoGqin Yo TMsOmMgWb8UASHSHPIT X2R7Qa0oNBkMiybmCzqQemé7q
wkUdvwY AI9zouoW3MJk1KPOGedBFaDd2RGPIps+14eP2cVDUI YgOkwdUdigzug B63re+KKr3JITh UxQNnmsabFTka!EBandjmnOHgBmi27J+CHvG38w—
yZyZJuZMbﬂijZkTgSQNKA— =Jjc2
P
Alice
Encrypted message for Alice
hDWCWIVLX7/+LqUBAX4VXXWSVILIAOFNSsO602LA1GLUEYO3F51 7nxwHtwiyke
Qmvri8q3geiiL Y YybaamAAAAGJGEU4TZVWFUVIEUeNA5GZOUJXIs+ UWBC
1/ WKII/S98In6A0 VbadU4FomHWXNDIAUJZ2MIagQdGHEONC9+mPdBg7Syxs79uP
atBac1LkK YikNoGain YpTMsOmMg WbBUd5hSHPTTX2R7Qal0oNB 2qQcmé7q
EJegrstKmlTnvkLUonnmasbrrkEdEBnMad]mnougBm27J+chesaw=
j
+ Decrypt with Alice's secret key
Decrypted message

requests for remailing to another ad-
dress, and basically just strips off these
remailing instructions and forwards the
messages as requested. Chaum adds se-
curity by having a different public key for
each Mix. Now, instead of just sending
the message with its forwarding request,
the message plus forwarding info is en-
crypted with the Mix’s public key before
being sent to the Mix. The Mix simply
decrypts the incoming message with its
secret key, revealing the forwarding in-
formation, and sends the message on.
To protect the privacy of the sender,
the Mix removes information about the
originalsenderof themessagebeforesend-
ing it. For even greater security, it's pos-
sible for the original sender to specify a
“Cascade” of Mixes, a whole chain of
Mixes that themessageshould go through
before finally being sent to its destination.
That way even if one of the Mixes is
corrupt, it still can’t determine who is
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Figure 2

sending to whom.

Using Mixes, then, the basic require-
ment for anonymous mail is met. A mes-
sage en route in the network does not
have to reveal its source and destination.
It may be coming from a Mix, going to a
Mix, or some combination of these.

Figure 2 shows an example of an
anonymous message-as it is forwarded
through a Mix, using public-key cryptog-
raphy to protect its privacy. As in Figure
1, Bob wants to send his encrypted mes-
sage to Alice, but this time he wants to use
a Mix to provide more confidentiality.
Starting with theencrypted message from
Figure 1, Bob (on the left, this time) first
adds remailing instructions which will be
interpreted by theMix. Thesewillinclude
Alice’semailaddressinsomeformatspeci-
fied by the Mix. (This example uses a
simplified form of commands currently
being used in experimental remailers.)
Then he encrypts the whole message with

10

the Mix’s public key and sends it to the
Mix.

Upon receipt, the Mix reverses the
steps which Bob applied. It decrypts the
message using its own secret key, then
strips off the remailing instructions which
Bobadded. Theresulting message (which
the Mix can’t read, being encrypted using
Alice’s secret key) is then forwarded to
Aliceas specified in the remailing instruc-
tions. As before, Alice receives and de-
crypts the message using her secret key.
But this time, the message path has been
protected by the Mix, and the fact that
Alice and Bob are communicating is kept
confidential.

Anonymous Return
Addresses

We need something more advanced than
messageanonymity for truly private mes-




Bob

Alice

Remailing instructios for Bob
Remail-To: Bob@bob.com

* Encrypt with Mix public key

=xcK/

Bob's anonymous retum address
hDOWCYp2C0ZLw/SsBAXsGIZyRWg XZS Ve DPilszZKU7hkhm7 WXZ7btPcRBXy44Zqer
7ViGrigyTqC/AWOrEiemA,
btVeT+2keRaMKsishyMKHITKTA==

MB2hzux8T}rCbssc1E3ZilQdj0AxydqQg8DVPrdk

Bob's anonymous retum address

7VGrigyTqC/AWOrEiem:
btvgqn keRaMKsIshyMkHTkTA==
=xc|

hDWCYp2C0ZLw/SsBAXSGIZYR XZSVcDPiIsﬂ(U7hmm7WXZTbtPcHBV)g44qum /
MB2hzux8T]rCbssc1E32ZiIQdj0AxydqQg8DVPrdk

-+

Hi - 1 saw your anon

Alice's message to Bob

10 send you a message. | don't know you, and you don't know me, but | think we

might have a lotin common. For instance...

retum address on the local newsgroup, and | wanted

Y

Mix

have a lot in common. Forinstance...

Hi - | saw your anonymous retum address on the local newsg
send you a message. | don't know you, and you don't know me,

Alice's message to Bob with ARA BIVET,
hDwWCYp2C02ZL w/SsBAXsGIZyR! XZSVCDPilszKU7hmm7WXZ7b1PcRBVXJ44qulu [ =xcK/
™G qglAWOrElemA MB2h2ux8TjrCbssc1E3ZilQdj0AxydqQg8DVFrdk o
tiQTKI+ keRaMKslshyMKHTKkTA== /
=xe|

, and [ wanted to
1 think we might

Alice's message to Bob with ARA

hDWCYp2C0zLwiSsBAXSGIZyRWGXZS Ve DPilszZKUThkhm7 WXZ7btPCRBXy44Zqeru
TViGrigyTQC/AWOrEiem. k
eRaMKsIshyMKHITKTA==

Hi - | saw your anonymous retum address on the local newsgroup
send you a message. | don't know you, and you don't know me, but [ think we might
have alct in common. Forinstance...

MB2hzuxBTjrCbssc1E3ZilQdj0AxyiqQg8D VP

, and { wanted to

* Decrypt ARA with Mix secret key

Bob

Remall-To: Bob@bob.com

to send you
might have a lotin common. For instance...

Alice’s message to Bob with decrypted remailing instructios

Hi-1saw anonymous retum address on the local newsgroup, and | wanted
yogrmessaga I don't know you, and you don't know me, but | think we

to send

Alice's message to Bob

Hi - | saw your anonymous retum address on the local newsgroup, and | wanted
you a message. | don't know you, and you don't know me, but 1 think we

might have a lotin common. Forinstance...

* Strip remailing instructions

Alice's message to Bob

to send you
might have a lotin common. Forinstance...

Hi - | saw your anonymous retum address on the local newsgroup, and | wanted /
amessage. 1don't know you, and you don't know me, but | think we

saging, though. These anonymous mes-
sages are basically “one-way”. I cansend
you a message, with the sourceand desti-
nation hidden, and when you receive the
message youwon’thaveanywayofknow-
ing whosentit. This means that youcan’t
reply to me. We need the ability to have
such replies.

Here, we havea seemingly paradoxi-
cal requirement: being able to reply to
someone without knowing either who
they are or what their email address is.
Chaum shows how this can be solved
using public-keycryptographyand Mixes.
The basic idea is what Chaum calls an
Anonymous Return Address (ARA). In
its simplest form, I create an ARA by
taking my regular email address and en-
crypting it with the public key of a par-
ticular Mix - call itMixA for this example.
I send this resulting block of encrypted
text along with my message to you,
through a Cascade of Mixes.

Now, when you receive the message,
you see no returnaddress, but you do see
the block of text that is the ARA. Youcan

Figure 3

reply tomewithoutknowing wholamby
sending your reply back to MixA, along
with the ARA itself. MixA decrypts the
ARA using its secret key, getting back my
original email address that I encrypted.
Using this email address, it is able to
forward the mail to me. I was able to
receive this message from you, although
you have no knowledge of my true iden-
tity.

Figure 3 shows this process graphi-
cally. Bob, in the upper left, creates his
ARAbyencryptingaremailingcommand,
similar to what was used inFigure 2, with
the Mix’s public key. He then includes
this ARA in messages which he anony-
mously sends or publically posts. In the
example, Alicesees Bob’s ARAand wishes
torespond to him,eventhoughshedoesn’t
know his ermail address. She composes
her message, in the second box on the
right, then combines her message with
Bob’s ARA. The combined message is
sent to the Mix. The Mix now uses its
secret key to decrypt the ARA portion of
the message, revealing the remailing in-
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structions which Bob encrypted to create
the ARA. Theremainder of the process is
just as in Figure 3. The Mix strips off the
remailing request and forwards the mes-
sage to Bob’s address, as shown.

" These tools open many possibilities.
With Mixes, Cascades, and ARAs, people
cancommunicate withoutknowing other
people’s true identities. You can makean
anonymous posting to a public message
board, include your ARA, and receive
replies from scores of people who don’t
know who you are. Some of them may
replyanonymouslyand include theirown
ARAs. People can end up communicat-
ing with each other with none of them
knowing the true identity of any of the
others.

(Some “Chat” or “CB Simulator” sys-
tems today offer theillusionof suchanony-
mous communication, but in most cases
the system operators can easily break
through the cover of handles and pseud-
onyms and discover true identities. With
a Cascade of Mixes, no single Mix can
establish this relationship. As long as

EXTROPY #10 Winter/Spring 1993




even one Mix of the Cascade remains
uncorrupted, your identity is safe.)

Digital Pseudonyms

Anonymous messages bring forth the use-
fulness of “digital pseudonyms,” another
concept from Chaum. With no identifica-
tionof thesourceof messages, therewould
seem to be no way of verifying that two
messages came from the same person.
There could be a problem with imposters
pretending tobe other people, resulting in
utter confusion. To solve this problem,
we need another concept from public-key
cryptography: the “digital signature.”

Asdescribed above, public-key cryp-
tography allows messages encrypted with
my public key to be decrypted with my
secret key. However, it works the other
way around as well. Messages can be
encrypted with my secret key and then
decrypted only with my public key. This
property is what is used to implement the
digital signature. IfI encrypta document
with my secret key, anyone can decrypt it
withmy public key. And since my secret
key is secret, only I can do this type of
encryption. That means that if a docu-
ment can be decrypted with my public
key, then I, and only I, must have en-
crypted it with my secret key. This is
considered adigitalsignature, inthesense
that it is a proof that I was the one that
“signed” (that is, encrypted) the docu-
ment.

The digital signature concept can be
used to solve the imposter problem by
allowing for “digital pseudonyms.” My
digital pseudonym is simply a public/
secret key pair, where, as usual, I let the
public part be known. Typically,I’d pub-
licize it along with my ARA. Now, to
prove that a given message is from me
and no one else, I sign the message using
the secret key of my digital pseudonym.
Any set of messages signed by that same
digital pseudonym is therefore known to
come from me, because only I know the
secret key. People may not know whoI
am, butI canstill maintaina stable public
persona on the computer nets via my
digital pseudonym. And thereis nodan-
ger of anyone else successfully masquer-
ading as me.

With public-key cryptography,
Mixes, and digital pseudonyms, we have
all we need for a network of people com-
municating privately and anonymously.
Now, we need a way for them to transact
business while maintaining these condi-
tions.

Electronic Money

The next step, the third layer in our de-
scription, is digital cash-electronicmoney.
Cash, ordinary folding paper money, is
one of the last bastions of privacy in our
financial lives. And many of the prob-
lems described above - the losses of pri-
vacy, the increase in computerized infor-
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mation - could beavoided if cash could be
used more easily. But cash has many
disadvantages. It can be lost, or stolen,
and it’s not safe to carry in large quanti-
ties. Also, itis useless for purchases made
electronically, over the phone or (in the
future) over computer networks. Digital
cash is designed to combine the advan-
tages of electronic payment systems - the
safety and convenience - with the advan-
tages of paper money - the privacy and
anonymity.

Once again, we are faced with para-
doxes in the notion of digital cash. Since
digital cash may be sent by email and
other electronic methods, it must basi-
cally be an information pattern - in con-
crete terms, some pattern of letters and
numbers. How could such a string of
characters have value, in the same sense
that the dollar bill in your wallet does?
What about counterfeiting? Couldn’tan-
other copy of the character string be cre-
ated trivially? What prevents a person
from “spending” the same money twice?

To answer these questions we turn
again to public-key cryptography. Real-
ize, though, that electronic money is an
active area of research in cryptography.
Many people have proposed different
systems for electronic cash, each of which
has its own advantages and disadvan-
tages. 1 will present here a simplified
concept togivea feel for the problems and
solutions which exist!.

One way to think of digital cash is by
analogy to the early days of paper money.
At one time, paper money was not the
monopoly ofgovernments thatitis today.
Instead, paper money was “bank notes”,
often given as receipts for the deposit of
gold or similar “real money” in bank
vaults. These notes would carry a de-
scription of what they were worth, such
as, “Redeemable for one ounce of gold.”
A particular bank note could beredeemed
at the issuing bank for its face value.
People used these bank notes as we use
paper money today. They were valuable
because they were backed by materials of
value in the bank vaults.

In a sense, then, a bank note can be
viewed as a signed document, a promise
to perform a redemption for the bearer
who presents itat the bank. Thissuggests
a way of thinking of digital money. In-
stead of a paper note with an engraved
signature, we instead would use an elec-
tronic mail message with a digital signa-
ture.

An electronic bank could, like the
banks of old, have valuable materials in
its vaults. Today, these would likely be
dollars or other government currency,
but they could be gold or other commodi-
ties. Using these as backing, it would
issue bank notes. These would be elec-
tronic messages, digitally signed by the
bank’s secret key, promising to transfer a
specified sum to the account of whom-
ever presented the note to the bank (o, if
desired, to redeem the note in dollars or

12

other valuables.)

Here is how itmightwork. Youopen
an account with an electronic bank, de-
positing some money as in any bank. The
bank then credits your account with your
initial balance. Now, suppose you are
going to want to make an electronic pay-
ment to me. Prior toany transactions, you
would send a message to the bank, re-
questing one or more bank notes in speci-
fied denominations. (This isexactly analo-
gous towithdrawing cash fromyourregu-
lar bank account.) The bank debits your
account, creates new bank note messages,
and sends them to you. They are sent to
you as signed messages, encrypted with
the bank’s secret key. When decrypted
with the bank’s public key, which every-
one knows, a one-dollar digital bank note
would say, in effect, “This note is worth
$1.00, payableondemand.” Itwould also
include a unique serial number, like the
serial number on a dollar bill.

The serial number is important; as
we will see below, itis used by the bank to
make sure- that a particular note is ac-
cepted for deposit only once. But putting
serial numbers on the bank notes hurts
anonymity; thebank can remember which
accounta bank notewas withdrawn from,
and then when it is deposited the bank
willknow that thedepositer is doing busi-
ness with the withdrawer. To avoid this,
Chaum introduces a clever mathematical
trick (too complex to describe here) which
allows the serial number to be randomly
changed as the note is withdrawn from
the bank. The bank note still retains its
proper form and value, but the serial
number is different from the one the bank
saw. This allows the bank to check that
the same note isn't deposited more than
once, while making it impossible for the
bank to determine who withdrew any
note that is deposited.

When you are ready to purchase
something from me, yousimply email me
theappropriatebank note messages. Ican
check that they are legitimate bank notes
by using thebank's public key to verify its
signature. I then email the notes to the
bank, which checks that theaccount num-
bers on the notes have notbeendeposited
before this. If they are valid bank notes,
the bank credits my account for the face
value of the notes. Your account was
decreased when you withdrew the bank
notes,which you held like cash, and mine
was increased when I sent them to the
bank. Theresultissimilar tohow itwould
work if you withdrew (paper) cash from
the bank, mailed it to me, and I deposited
the cash in my own account.

Figure 4 shows a similar transaction
between Alice and Bob. The bank, in the
upper left corner, creates a digital bank
noteby signing a message which specifies
the serial number and value of the note,
and sends it to Alice. Alice, as she with-
draws it, uses Chaum’s technique to alter
the serial number so that the bank will not
recognize thenoteas being from this with-



Bank

Unsigned bank note
Serial Number: 123456 Value: $1.00

Increase Bob's account by $1.00

Verified bank note

* Sign with bank secret key

Serial Number: 547691 Value: $1.00

* Verify bank signature, check serial humber

Bank note ’
oM. 2U;
btvsrg eRaMKsishyMKHITKT A== o g8 Bank note
excK/ VGl ClAWOrElemAAAAMBZlmxBT]rObssﬂEaZHOd;O DVPrdk
hDWC' 7| WSSBAXsGIZyRWGXZS\VEDPi/s2KU7hkhm7W. CRBXy44Zqemn
ti;!’ql’-r koRaMKsishyMKHITKTA==
" =xc
Decrease Alice's account by $1.00
Bank note
TGl IAWOrElemAAAAMBthuxaT]rObssmEM!M]]OA%OF?GDVPMK
hDwC 2L w/SSBAXSGIZyRWGXZSVeDPI/szKU7hihim/W. tPcRBXy44Zqery
I b!VilT+2keRaMKsI§lyMkaT KTA==
' Alice =e
Bank note Send bank note to bank
hDWCYp2C02Lw/SsBA XsGIZyRWq XZS Ve DPIfszZKU7Zhkhm7 WXZ7btPcRBXy44Zqeru
7ViGrigyTqC/AWOrEiemAAAAMB2hzuxBTjrCbssc 1E3ZIIQdj0AxydqQg8DVPrdk Signature-checked bank note

ti;!(’n keRaMKsishyMKHITKTA==
=XC

Serial Number: 547691 Value: $1.00

* Change serial number of bank note

* Verify bank signature

drawal. She then pays Bob electronically
by sending the bank note to him. Bob
checks the note’s validity by decrypting
using the bank’s public key to check its
signature. He then sends the note to the
bank, which checks the serial number to
confirm that this bank note hasn’t been
spent used before. The serial number is
different from thatin Alice’s withdrawal,
preventing the bank from linking the two
transactions.

With this simple picture in mind, we
can begin to answer some of the objec-
tions listed above. Bank notes cannot be
forged because only the bank knows the
secretkey thatis used toissue them. Other
people will therefore not be able to create
banknotes of theirown. Also,anyonecan
check that a bank note is not a forgery by
verifying the bank’s digital signature on
the note. As for the copying issue, pre-
venting a person from spending the same
bank note more than once, this is handled
by checking with the bank to see if the
serial number on the note had been used
before before accepting a bank note as
payment. If it had been, the note would
not be accepted. Any attempt to re-usea
bank note will be detected because the
serial number will be a duplicate of one

Bank note Bank note
7VIGrgyT CIAWOrElemAAAAMBthuxBanbssmE3ZIIQd;0A§§17%QgBDVPrdk 7VGHgyT: é%IAWOﬁmAMAMBZ:mmnmESZIOGWDVPMK
hDwCY) ZLw/SSBAXsGIZyRWqXZS Ve DPisszZKU7hkhm7W, tPcRBXy44Zqeru thCYg L w/SsBA XSGIZyRWqXZS Ve DPifszZKU7hkhm! PcRBXy44Zqeru
btVIT +2keRaMKsIshyMKHITKTA== » btVaT+2keRaMKsIshyMKHITKTA==
=xcK/ =xcK/
Figure 4

used before. This means, too, that once
you”“spend” yourdigital cashby emailing
it to someone, you should delete it from
your computer, as it will be of no further
value to you.

Thissimpleschemegivessomeof the
flavor of electronic cash, but it still has
awkward features. The need to check
with the bank for each transaction may be
inconvenientin manyenvironments. And
thefixed denominations of the bank notes
described here, the inability to split them
into smaller pieces, will also limit their
usefulness. Chaum and others have pro-
posed more complexsystems whichsolve
these problems in different ways.> With
these more advanced systems, the ano-
nymity, privacy, and convenience of cash
transactions can be achieved even in a
purely electronic environment.

Electronic Money in Practice

Having described the three layers of pri-
vacy protection, we can now see how
electronic transactions can maintain indi-
vidual privacy. Public-key cryptography
protects the confidentiality of messages,
as well as playing a key role in the other
layers. Anonymous messaging further
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allows people to communicate without
revealingmoreabout themselves thanthey
choose. And electronic money combines
the anonymity of cash with the conve-
nience of electronic payments. David
Chaum has described variations of these
techniques that can extend privacy pro-
tection to many other areas of our lives as
well.$

Although my description of digital
cash has been in terms of computer net-
works with email message transactions, it
can be applied on a more local scale as
well. With credit card sized computers,
digital cash could just as easily be used to
pay for groceries at the local supermarket
as to order software from an anonymous
supplier on the computer networks.
“Smartcard” computers using digital cash
could replace credit or debit cards for
many purposes. The same types of mes-
sages would be used, with the interaction
being between your smart card and the
merchant’s card reader.

On the nets themselves, any goods or
serviceswhichare primarily information-
based would be natural candidates for
digital cash purchases. Today this might
includesuch thingsas software, electronic
magazines, even electronic books. In the
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future, with higher-bandwidth networks, it may be pos-
sible to purchase music and video recordings across the
nets.

As another example, digital cash and anonymous
remailers (such as Chaum’s Mixes) have a synergistic
relationship; thatis, each directly benefits the other. With-
outanonymous remailers, digital cashwould be pointless,
as the desired confidentiality would be lost with each
transaction, with message source and destination bla-
tantly displayed in the electronic mail messages. And in
the other direction, digital cash can be used to support
anonymous remailing services. There could be a wide
range of Mix services available on the nets;some would be
free, and presumably offer relatively simple services, but
others would charge, and would offer more service or
more expensive security precautions. Such for-profit
remailers could be paid for by digital cash.

What are the prospects for the eventual implementa-
tion of digital cash systems and the other technologies
described here? Someexperiments arealready beginning.
David Chaum has started a company, DigiCash, based in
Amsterdam, which is attempting to set up an electronic
money systemona smallscale. As withany new business
concept, though, especially in the conservative financial
community, it will take'time béfore a new system like this
is widely used.

The many laws and regulations covering the banking
and financial services industries in most Western nations
will undoubtedly slow the acceptance of digital cash.
Some have predicted that the initial success of electronic
money may be in the form of a technically illegal “black
market” where crypto-hackers buy and sell information,
using cryptography to protect against government crack-
downs.

In the nearer term, the tools are in place now for
people to begin experimenting with the other concepts
discussed here. Public-key cryptography is becoming a
reality on the computer networks. And experimental
remailers with integrated public-key cryptosystems are
already in use on a small scale. Digital-pseudonym-based
anonymous message posting should begin happening
within the next year. The field is moving rapidly, as
privacy advocates around the world hurry to bring these
systems into existence beforegovernments and other large
institutions can react. See the “Access” box for informa-
tion on how you can play a part in this quiet revolution.

Weareona path today which, if nothing changes, will
lead to a world with the potential for greater government
power, intrusion, and control. We can change this; these
technologies can revolutionize the relationship between
individuals and organizations, putting them both on an
equal footing for the first time. Cryptography can make
possible a world in which people have control over infor-
mation about themselves, not because government has
granted them that control, but because only they possess
the cryptographic keys to reveal that information. This is
the world we are working to create.

Notes

'For a review of the status of current monitoring technology, see
[Clarke 88].

ee [Diffie 76].

3 The “Mix” is described in [Chaum 81]. Chaum’s other solution,
the “DC-Net”, is described in [Chaum 88A].

4The electronic money scheme I describe is a simplification of
Chaum’s first proposal in [Chaum 88B].

5For more proposals about electronic cash, see: [Even 83}, [Chaum
85], [Okamoto 89], [Okamoto 90}, [Hayes 90}, and [Chaum 90].

¢See [Chaum 85} and [Chaum 92].
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‘ Access
Public-Key Cryptography

Philip Zimmermann's free program PGP (“Pretty Good Privacy”) is
a widely available implementation of public key cryptography. It
features high speed and has excellent key management, and operates
onmany systems, including PCcompatibles, Macintoshes, and most
Unix-based workstations. At publication time, version 2.1 was
current. Readers with Internet access should be able to find PGP on
suchhosts as princeton.edu(/pub/pgp20) and pencil .cs.missouri.edu
(/pub/crypt). Many of the larger bulletin-board systems carry PGP
as well. Send email to Hugh Miller at <info-pgp-
request@lucpul.it.luc.edu> for current information, or check the
Usenet newsgroup alt.security.pgp-

Mark Riordan's free program RIPEM was in beta test at press time,
with a release expected soon. Contact the author at
<mrr@scss3.cl.msu.edu> for information about availability.

The Internet PEM (“Privacy Enhanced Mail”) standard was due to
be completed soon at press time. PEM uses a key-management
hierarchy in which users register their public keys with a centralized
organization. Free software implementing the basic public-key
algorithms was expected to be available soon after the standard is
finalized. Mail to <pem-dev@tis.com> for more information on
availability.

Anonymous Remailers

An email discussion group exists which is devoted to the topics of
encryption, remailers, digital cash, and other topics related to these.
Experimental anonymous remailers are under development at press
time and should be widely available soon. Contact <cypherpunks-
request@toad.com> for information.
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We, however, want to be those who we are —the new, the unique,
the incomparable, those who give themselves their own law,
those who create themselves!

[Friedrich Nietzsche, The Gay Science, p335]

‘Will aself.” — Active, successful natures act, notaccordingtothe

dictum ‘know thyself’, but as if there hovered before them the

commandment: will a self and thou shalt become a self.
[Friedrich Nietzsche, Assorted Opinions and Maxims.]

Self-transformation and personal extropy

Self-transformation is a process that increases personal extropy.

Extropy is a measure of a system’s intelligence, information
content, availableenergy, longevity, vitality, diversity, complex-
ity, and capacity for growth. Clearly,Iintend “self-transforma-
tion” to necessarily imply “positive self-transformation.” The
changes thatI will discuss, rather than being value-neutral, all in
some way amplify the extropy in your life and person: They
make you more intelligent and wiser, physically healthier and
more vigorous, increasingly psychologically- effective, more
creative, rational, and productive, and more effective at gather-
ing and filtering information.

The Extropian philosophy of life sees self-transformation
as a primary virtue. A virtueis a psychological characteristic, a
moral excellence that propels us to live superbly in a particular
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manner. The virtue of independence, for example, is the charac-
teristic exhibited by a person who makes their own decisions,
using their own judgment, rather than allowing their decisions
tobe made by others by default. The virtue of self-transformation
isacharacteristic thatreflectsand empowersa person’sdrive for
physical, intellectual, moral, and psychological excellence. A
commitment toself-transformation means a refusal toacquiesce
in mediocrity, a questioning of limits to one’s potential, and a
drive to perpetually overcome psychological, social, physi-
ological, genetic, and neurological constraints.

Self-transformation is more than a mere preference. Ayn
Rand identified the fundamental and ultimate choice perpetu-
ally confronting every organism: To live or to die. Without
necessarily endorsing Rand’s view that all values and virtues
can strictly be derived from the ultimate choice to live, I do
affirm the claim that a commitment to successful and fulfilling
living — Aristotle’s vision of human flourishing and Nietzsche’s
will to power — requires a conscious effort to overcome our-
selves, to push pastall limits to ourgrowth. Self-transformation
isavirtuebecauseitpromotes oursurvival, ourefficacy,and our
well-being. Asa dynamic process of self-overcoming, an inter-
nally generated drive to grow and thrive, it is the very essence
and highest expression of life.

The nature of self-transformation provides part of the
reason why the Extropian philosophy has no place for notions
of gods and the supernatural. As Feuerbach and Nietzsche
realized, positing a divine realm of perfection undermines life
since ‘God’ and ‘spirit’ are reactive concepts, being defined in
terms of what physical life is not. In the major religions, the
World is baseand corrupt, our physical existence transitory and
inferior. Allegiance to life consists in resolving to seek vitality
within, not from an external deity or a supernatural realm. A
conception of a perfect, infinite, eternal, and wholly good
supernatural realm, contrasted with the world of experience,
degrades and strips our world and our physical selves of worth
and significance. Life is fundamentally a ceaseless process,
whose quintessence is a self-overcoming, a progression, a self-
transformation and self-augmentation. Life’s purpose is not
mere survival, for its energies remain once that basic goal is
secured; nor is its purpose a drive to serve or glorify anything
external, for then it would be self-alienating. The essence of life
is whatNietzsche called the will to power -life’s perpetual drive
toward its own increase and excellence. Extropic life can thus
never manifest self-sacrifice or worship of superior beings.

The practice of self-transformation interacts synergisti-
cally with the other Exquian principles, as they are embodied
inanindividual’sactions.” Dynamicoptimismserves tomotivate
continuous personal transformation, and to sustain transforma-
tive efforts, conquering barriers and overwhelming discourage-
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ment during times of difficulty or weari-
ness. Boundless expansion as a society
provides the context required for us to
sustain truly long-term personal progress,
to provide energy, space, and the frame-
work for the diversity implicit in indi-
vidualself-transformation. Intelligent tech-
nology in this context means directing sci-
enceand technology toward the transcen-
dence of our hitherto inherently limited
abilities. Spontaneous order is an enabling
condition, allowing each individual to
pursue his or her self-transformation with
minimal interference from others and to
maximummutual benefit from theresult-
ing diversity. :

ST and extreme longevity

The extropian commitment to self-trans-
formation coheres naturally with the
extropian desire for extreme longevity
and the quest for physical immortality.
Practically immortal transhumans will
need both to modify themselves continu-
ally to keep up with the world, and to
ensure fulfillment over the long term.
Completion of the ancient alchemists’
quest for the key to abolishing aging is in
sight. After crawling along for years with
only minor successes (such as dietary re-
striction and Co-enzyme Q10 experi-
ments), over thelast fiveyearsinterventive
gerontology hasbegun toemploy thetools
of molecular biology. Progress in both
theory and practice is accelerating, and
will make another leap forward once the
analytical and interventive tools of
nanomedicine are brought to bear, prob-
ably by the end of the first quarter of the
21st century. Itis no longer so radical to
claim that we can expectenormous exten-
sion of the human lifespan by the middle
of the 21st Century (and perhaps much
sooner).

Many of those who think superfi-
cially about the possibilities and conse-
quences of indefinite lifespans paint a
picture of stagnant persons grown bored
with life. They picture thoseadvanced in
age to be psychologically decrepit. They
equate deep maturity with boredom and
ennui. This is a false image, except for
those who (at any age) choose a passive
life of stagnation despite the pressures of
change. We need not look into the next
century to see how this projection ob-
scures rather thanilluminates. Evennow,
with estimated lifespans approaching 80
years (ignoring future gerontological ad-
vances), the conditions of life relevant to
personal transformation have undergone
drastic changes as compared to the his-
torically recent past. When most people
died in their thirties or forties, or younger,
and technology, culture, and social orga-
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nization changed at a glacial rate, per-
sonal transformation was neither neces-
sary nor lauded. A man working on the
land in 16th century Europe felt no need
to challenge his limits in favor of an inno-
vative life. His job would likely remain
unchanged throughout his entire life. He
would probably be married for life, and
the organization of his family would be
set — no troubling alternative lifestyle to
upset his equanimity. He would rarely, if
ever, have to rise to the challenge of new
technologies, important new ideas, or sig-
nificant political change.

Now, in 1993, few people can get
through life without undergoing major
change, and almost no one (the Amish
may be exceptions) can avoid some
changes to their lifestyle. Increasingly
absurd in a young person is the belief that
they can train for a career and stay in that
career indefinitely. Workers in manufac-
turing have had to learn service skills;
business executives have had to become
proficient at using computers; and doc-
tors have had to adapt to new diagnostic
and treatment modalities. Family struc-
tureisnolongeragiven, to beentered into
unconsciously, and by which to be bound
forlife. Themale providerand head of the
household is being challenged, as is the
need for a large family, a partner of the
other sex, and lifelong commitments. We
have a growing choice of ideas, gadgets,
cultures,sports,and games tochoose from,
and the choices grow at an accelerating
rate due to population growth and eco-
nomic pressures. '

So, even now, self-transformation —
learning new skills, modifying habits, se-
lecting new interests and behaviors — is
necessary if weare tostay involved inour
protean world. Whereas the Old World
smothered personal innovationinasea of
stasis, the contemporary world repeat-
edly electrifies us with the charge of
change. The 21st Century — the era of the
transition from the human to the
transhuman —can only boost this current.
Whilesome conservatives willalwaysseek
to stagnate as far as possible, the pres-
sures will all favor personal transforma-
tion. Biotechnology, nanotechnology,
neural networks, synthetic intelligence,
expansion intospace, intelligence intensi-
fication, and neurochemical modification
(plus innovations as yet unforeseen) will
ensure the flow of change and the widen-
ing field of choice. We are used to associ-
ating ‘advanced age’ (as we now think of
it) with lack of vigor, ill health, and senil-
ity. But the centenarians of next century
will appear youthful and exude energy.
Notonlywill physicalillness becomeprac-
tically unknown, we will fully under-
stand the basis of depression and lack of
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enthusiasm, allowing us to choose to
maintain ourselves in a perpetually high
energy condition. With the termination of
aging, chronic illness, and depression,
advanced age will cease to imply weari-
ness, retirement, or resignation.

Apart from transforming ourselves
in order to keep up, we would-be immor-
tals will find self-transformation neces-
sary for a fulfilling, meaningful life.
Whereas old views held thatameaningful
life required a strong and stablebond toa
particular community, a particular social
role, and a particular god, the Extropian
view sees meaning and fulfillment partly
in the bonds one chooses to form, and in
the process of growth, renewal, and the
dissolving of old bonds and the forming
ofnewones.3 A stimulating, challenging,
and fulfilling life will require periodic,
though not continual, metamorphosis.
Rather than permanently retiring after six
decades, the long-lived will take periodic
temporary retirements in order to reflect
on their current life, to slow the pace fora
time, or to learn new skills. No matter
howlong welive, we canalways find new
interests, new fields of study, new friends,
new cultures and subcultures, and new
sports and games. By avoiding stasis, we
can forever elude the existential boredom
typified in tales such as Capek’s The
Makropulos Case. Some may eventually
choose to end their otherwise limitless
lives, as does Elina Makropulos, but only
those who do not challenge themselves to
transform.

A long-lived and deeply mature
person will be quite different from the
humans of today (even ignoring the tech-
nologicalaugmentations sketched below).
In comparison, all of us today are callow,
undeveloped infants. We make our deci-
sions based on a narrow perspective ar-
rived atafter asmall number of years, like
the view of a dark auditorium illumi-
nated by a solitary spotlight. Qur senior
selves will have come to understand their
ownand others’ motivations, desires, and
behavior far more deeply; they will have
experimented with many moreideas, cul-
tures, and relationships. These senior
selves will look back on their first century
of life, and see their early selves as imma-
tureand impulsive, ignorantand ignoble,
making decisions largely in ignorance of
the world and of their own selves. Up
until the 20th Century, all the experience
and wisdom accumulated by the oldest
persons has been degraded by old age,
and annihilated by death. The elders of
the future will be able to build on their
learning, evolving a level of sophistica-
tion and maturity that we mere neonates
are incapable of fully comprehending.

Immortalism and self-transforma-



tionbelong togetherinanotherway: Some
of us now living will not remain alive
until theabolitionofaging. Inlightof this,
longevists with sufficient foresight, inde-
pendence, and determination, are mak-
ing arrangements to have themselves
placed into biostasis (currently in the
unperfected form of cryonic suspension)
in the event of cessation of life functions
resulting from disease, accident, or old
age. Opting for biostasis isa probablelife-
saver, but brings with it the possibility of
true future shock. Patients remaining in
biostasis for more than a few years will be
greeted byajoltingly differentworld. The
prospectof sucha rudejoltshooting them
from a familiar to a strange world has
beenenough to frighten peopleaway from
theidea of biostasis. The prospectunseats
those people so much that they choose
risking becoming food for worms over
facing analien future. The more commit-
ted we are to self-transformation, the less
fear we will have of a sudden jump into
the future. We will be familiar with the
unfamiliar. We will be experienced in
adapting, learning, and innovating. We
may even reflect on this prospect more
with excitement than trepidation.

Self-definition

One thing is needed — “To give style’
to one’s character — a great and rare
art! He exercises it who surveys all
that his nature presents in strength
and weakness and then molds it to an
artistic plan until everything appears
as art and reason, and even the weak-
nesses delight the eye.

[Friedrich Nietzsche, The Gay Sci-
ence, p.290]

The history of humanity has been a his-
tory of the growth of our ability to define
ourselves as individuals. Our future will
see the continuation and deepening of
this evolutionary process. The primitive
lifeforms from which we evolved were
completely defined by forces external to
choice, such as genetic and environmen-
tal determinants. The continued impor-
tance of these factors manifests itself in
the tired “nature vs. nurture,” or genetic
heritage vs.environment, debate. Yetwe,
more than any previous organisms or
earlier humans, have the power to define
our selves, to choose who and how to be.
As Richard Dawkins argued in The Selfish
Gene, as conscious beings we can under-
stand and thus allow for the imperatives
of our genes. We can rebel against the
tyranny of the selfish replicators. This
capacity for rebellion against our genetic
programming is whatallows us to control
our reproduction, to redirect our sexual

the human to the posthuman.

nanotechnology, uploading.

energies, and to rethink and reorganize
gender roles and family structures. As
our environments have grown more di-
verse, so our range of choices has grown.
Many humans may continue to be pro-
grammed byaspects of theirenvironment
(incoming information, family upbring-
ing, geographical location, political ideol-
ogy, predominant morality, religion, etc.),
but now they must usually choose be-
tween competing programming forces.
Here lies the budding of autonomy. The
existence of diverse options facilitates -
but does not guarantee — that any indi-
vidual will make conscious choices.
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DEFINITIONS

Biological fundamentalism: A new conservatism that resists
asexual reproduction, genetic engineering, altering human
anatomy, overcoming death. A resistance to the evolution from

Ideal identity: A internal model of our personality as we wish
it to be; the person we seek to become.

Immortalist: A person who believes in the possibility of, and
who seeks to attain, physical immortality.

Longevist: A person who seeks to extend their life beyond
current norms (but who may not wish to live forever).
Morphological freedom: The ability to alter bodily form at will
through technologies such as surgery, genetic engineering,

Nanomedicine: The use of molecular-scale devices to repair
damage and boost the immune system.

The Net: The interlinked collection of computer networks,

including the Internet, allowing remote conversation, data pro-

cessing, and information retrieval.

Optimal Persona: A personally constructed and sustained

model of the person into whom you intend to develop.

Smart drugs/nootropics: Substances that, without negative .
side-effects, can enhance retention, recall, and concentration.

Transhuman: Someone in the transition stage from human to

biologically, neurologically, and genetically posthuman. One

who orients his/her thinking towards the future to prepare for
coming changes and who seeks out and takes advantage of
opportunities for self-advancement.

Transbiomorphosis: The transformation of the human body
from a natural, biological organism into a superior, consciously
designed vehicle of personality.

Uploading: The transferance of personality patterns embodied

in the brain to an appropriately configured supercomputer,

allowing the same person to live in more powerful hardware.

The continuing increase in our be-
havioral, morphological, neurological,
and genetic freedom can be seen in ex-
amples ranging from thesuperficial to the
profound. Our choice of clothing can be
used both to express something about
ourselves (“I'm an efficient executive,”
“I'ma Grateful Dead fan”) and to help us
attain an appropriate mood. Adoptinga
more formal attire for certain times of the
day may help us to focus on the task at
hand. Dressing in sporting gear may
generate a mood favoring exercise. Ad-
vertising provides crude role models and
may help us to feel like a certain kind of
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person by using the product.

The partial personas wefind inbooks
and in film — more encompassing and
profound than those in advertising — act
as templates guiding us in sculpting our-
selves into the self we want to become.
Many males try, atleast partially, to emu-
latetough characters portrayed by Arnold
Schwarzenegger, Clint Eastwood,
Harrison Ford, and Jean-Claude van
Damme. Lately women, too, havehad the
choiceof personas portrayed in Sigourney
Weaver’s Ripley, and Linda Hamilton’s
Sarah Connor. Many readers of this jour-
nal have, to varying degrees, sought to
emulate qualities found in the characters
of writers Ayn Rand and RobertHeinlein.
By focusing on the paradigm personali-
ties in these didactic stories, we can home
in our desired self without having to de-
duce the requisite behavior from abstract
rules. Animage of our intended result is
more effective at promoting change than
isanabstractsetof prescriptions. In times
of intellectual opposition and isolation,
for instance, recalling an image of Rand’s
Howard Roark will stiffen our resolve
and independence more than advising
oneself to “be independent!”

Changes of name have long been a
method for redefining and committing
oneself to specific values. Traditionally,
woman who marry have given up their
surname for that of their husband. This
action was a way of supporting the belief
that men were primary and women were
subservient. Adoption of a new name
may reflect rejection of one’s native cul-
ture, religion, or nationality, and identifi-
cation with new communities. Assumed
names are common on the computer net-
works, the new names frequently differ-
ing wildly from standard names. A num-
ber of Extropians have adopted new
names, to project what they value, rather
than retaining a label connecting them to
an unchosen background.

The computer networks are now a
major locus of self-definition, atleast with
respect to the ability to choose how we
appear to others. Apart from use of as-
sumed names on the Net, some like to
present a virtual image different from
their physical image. Some women use a
normally male name and carefully main-
tain this pretense in order to see how
differently they will be treated. Since
what you can know about someone re-
gardless of their wishes across the Net is
severely limited by the medium, itis easy
to present personal characteristics selec-
tively, or even misleadingly. Those who
want to interact with others free of sexist,
racist or nationalist prejudice may with-
hold or conceal these facts about them-
selves. The precocious but acne-ridden
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adolescent can contribute to discussions
without fear that others will discount his
or her contributions due to age or appear-
ance.
Whatwill happenas networkspeeds
increase, allowing affordable video and
voice transmission? Will this force virtual
images to conformto physicalimages? At
first perhaps, but further computational
advances will allow real-time modifica-
tion or synthesis of our virtual appear-
ance. Anamusing and plausibleexample
of this is found in Bruce Sterling’s SF
novel Schismatrix, where video images
are processed to remove stubble and skin
blemishes, and to enhance attractiveness
in the absence of make-up. Morphing
techniques and digital image processing
are already moving us in this direction.
Just as netters now use adopted names,
many in the future will create synthetic
faces and voices as vehicles of expression.
Their bodies will largely cease to con-
strain their mode of expression; they will

be able to choose a form mildly or drasti--

cally different from their actual form.
Further in the future, if we upload our-
selves and exist primarily in thecomputa-
tionalworld (downloading ourselves into
a range of bodies as it suits us), the range
of possible forms and their ease of adop-
tion will become practically unlimited.
The distinction between virtual image or
identity and actual image will increas-
ingly weaken over the coming years, and
will dissolve entirely if we upload. Our
synthetic images will have become our
actual images.

Attention to posture and bodily
motion is another path to achieving a
desired psychological state. More physi-
cally drastic modifications, such as cos-
metic surgery and implants, are becom-
ing increasingly common. As costs fall
and expertise climbs, more people will
choose moreradical surgicaland physical
modifications, especially once
nanomedicine has superseded crudesur-
gical alteration. We may yet see
physiognomic choices as bizarre as those
of the Urban Surgery youth group por-
trayed by SF writer Walter Jon Williams.

In the 21st Century, the depth and
significance of self-transformation and
augmentation will far exceed our current
experience. Within a decade biologists
will havedecoded the humangenetic pro-
gram, and we will then accelerate our
ability to understand and correct geneti-
cally-related physical (and psychological
and intellectual) deficits, and to enhance
normal abilities to transhuman levels.
Today’s gene therapy is a magnificent
achievement, but will seem minor once
nanomedicine is able to alter any of the
DNA of a developed, adult human. Each
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of us can then choose to alter mildly or
massively our physical constitution. We
can boost our immune systems, alter our
facial features, become taller or shorter,
stronger or more delicate, and sharpen
our senses.

These capabilities will leave us still
human, merely giving us a choice of the
peaks of humanity. But genetic changes
could be radical enough to make the ap-
pellation ‘human’ inaccurate. If some
people’sgeneticcodingisdifferentenough
from that of humans, they will be a dis-
tinct species. If the changes are positive
changes, these new peaks in the evolu-
tionary landscape will be transhuman.
Genetic enhancement will be used along-
side neurochemical modification, and
other cognitive enhancements such as
neural-computer integration (asdescribed
below). We who prize moving forward,
thrusting pastold limits,and seeking new
abilities, will nolonger be confined by our
genetic, biological, and neurological heri-
tage. Wewill ignore the biological funda-
mentalists who will invoke “God’s plan,”
or “the natural order of things,” in an
effort to imprison us at the human level.
We will move through the transhuman
stageinto posthumanity, where our physi-
cal and intellectual capacities will exceed
ahuman’s asa human’s capacities exceed
anape’s. Tofully flower, self-transforma-
tion requires a rebellion against human-
ity. As Nietzsche put it:

I teach you the superman. Man is
something that should be overcome.
What have you done toovercome him?
[Thus spake Zarathustra, 1 prologue,
p-3]
Emergingand future technologies of trans-
formation will be resisted by some reli-
gious and humanist groups precisely be-
cause of their powerful abilities to change
our human constitution. Some opposi-
tion will resultfrom fearsabout purported
dangers of these technologies. Granted,
caution is warranted, but such fears typi-
cally are vastly overinflated — as the hys-
teria over genetic engineering research
illustrated. Opposition will also be moti-
vated by a vaguer notion that humans
should not ‘interfere’ with ‘God’s plan,’
orthe natural order.” This notionshould
only amuse us who believe inno god and
who understand that transformation of
self and environment is perfectly natural
for humans.

Ideal self/Optimal Persona

In pursuing self-transformation we facea
plethora of options of both ends and
means. Questions about ends may in-
clude: Whichskills shall I concentrate on



developing? Dol want tobecome moreor
less judgmental? More or less giving to
others? What kind of occupation do I
desire? Is physical cultivation important
to me? With regard to means, we may
ask: Should I stay in/return to formal
education longer? Should I work for
others or work for myself? Should I use
the current generation of smart drugs?
Should I'sign up for cryonic suspension?
Proceeding effectively in our self-sculpt-
ing will require a clearly defined goal.
Knowing our destination will allow us to
set priorities, and to choose among meth-
ods and means, picking those we find
mostdesirableand believe most effective.

We will ignore the bio-
logical fundamentalists
who will invoke “God’s
plan,” or “the natural
order of things,” in an
effort to imprison us at
the human level. We will
move through the
transhuman stage into
posthumanity, where our
physical and intellectual
capacities will exceed a
human’s as a human’s
capacities exceed an
ape’s.

Setting a goal for self-transforma-
tion is best implemented by creating for
ourselves a paradigm, anidealized model
of the person we want to become. Com-
paring our present condition to our para-
digmwillallow us tosteeracourse through
distractions and temptations more effec-
tively than trying to reasonour way along
soley by using abstract rules, principles,
and guidelines. Cybernetic control sys-
tems work on this principle. They have
some map or representation of their des-
tination, and continually compare their
present state or location to the map, then
make adjustments to keep on track. Our
paradigm —which I will call the ideal self,
or the Optimal Persona — differs from the
map of many cyberneticsystems in that it
is dynamic, not static. Wedecide who we
want to become, and there is nothing to
prevent us from changing our minds
(though we should realize that constancy
and tenacity are generally more produc-

tive than frequent changes of direction).
Our ideal self should evolve as we revise
the ranking of our values, as we see come
to recognize new goals as worthwhile,
and as we learn new behaviors that con-
tribute more effectively to our ideal. The
Optimal Persona is Nietzsche’s
Ubermensch, the higher being existing
within us as potential waiting to be actu-
alized.

Constructingand periodically revis-
ing an Optimal Persona requires a high
degree of self-awareness, an understand-
ing of what we are motivated to do and
what are the causes of these motivations.
We need to have an idea of what we can
reasonably expect to change in any given
timeframe. Before setting out to change
some of our personality characteristics so
as to cohere with and support other char-
acteristics, weshould thinkcriticallyabout
which parts of our current selves we have
freely chosen and which we adopted un-
consciously, absorbing them from the fa-
milial and cultural environment. For in-
stance, someone might have been raised
to be unfailingly polite, never speaking
out directly against something they re-
gard as mistaken or despicable. This per-
son may have adopted this pattern of
behavior, feeling it tobea partof them, yet
critical reflection may lead them todecide
that this behavior frustrates their more
considered values and goals — those that
aremore truly personal because theywere
formed consciously in the light of their
broader view of themselves and of the
world. Beliefs, values, or behaviors
adopted largely unreflectively (i.e., most
of those personal qualities acquired early
in life) may nevertheless form part of
one’s ideal self, but only after examining
and reaffirming their worth and their co-
herence withotherdesired qualities. [See
sidebar for a practical exercise based on
the ideal self.]

Danger lurks in any desire to be
different from our currentself. Holdinga
conception of an Optimal Persona, and
the critical self-examination necessary to
actualize it, introduces the possibility of
denying the worth of one’s current self.
Self-disgustand self-denigration, whether
in recurring but transient episodes or as
an enduring characteristic, is common
among persons of high standards. Such
people often treat themselves far more
harshly for their shortcomings than they
would another person. On making an
error, on discovering their ignorance of
something, or on failing their own stan-
dards, theseindividuals curse themselves,
insult themselves, and in extreme cases
may physically punish themselves. To
avoid this, we need to be aware of the
difference between dissatisfaction on the
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one hand, and disgust, anger, and hatred
on the other. You can respectand esteem
yourself for what you can do, for what
you get right, and for what you achieve,
while simultaneously being dissatisfied
with yourself. Dissatisfaction means you
believe you can (and perhaps should) do
better. Self-disgust means that you be-
lieve you must do better, that you are
worthless unless you are perfect. Evenif
perfection is measured by your own stan-
dards, this kind of perfectionism is both
painful and self-defeating.

Hatred of self brings depressionand
paralysis. A better response to mistakes,
slips, and backsliding is to praise yourself
for your current and past achievements
and successes, while acknowledging the
faulty behavior and focusing on ways to
prevent a recurrence and to minimize the
negative consequences. Similar remarks
apply to the temptation torepress feelings
that you believe to be inconsistent with
your ideal.> One might, for example, feel
fear when confronted with some threat or
uncertainty. Repressing the emotion,
rather than experiencing it and acting
appropriately in response, will bury im-
portant information about yourself and
your situation. A better response is to
acknowledge the unwelcome feeling of
fear, anxiety, anger, or weakness, and to
investigate the possible ways of changing
yourself or your situation so that these
emotional responses willnotoccur. Inthe
case of fear, this might mean working out
orarming yourself for more physical con-
fidence, or learning the skills needed to
copewithadifficultsituation. Or thebest
strategy might be to learn to live with the
unpleasant emotion, reducing its severity
by critically challenging the basis of the
feeling, such as by thinking of a frustra-
tion as an inconvenience rather thanas a
disaster.

Continuity and self-direction

Before describing some possible cogni-
tive, physical, and psychological trans-
formations possible today or in the fu-
ture, I wish to stress the importance of the
selfin “self-transformation.” Discussions
of actual and hypothetical instances of
radical transformation usually provoke
the question, “But is the person after the
change really the same person as the per-
son before the change?” This is too com-
plexanissue to exploreadequately here.
I will limit myself to claiming that an
important consideration determining
whether a person undergoing dramatic
change remains logically the same is the
extent to which that person selects and
directs the changes.

The sense in which the pre- and
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tions.

post-transformation individuals are the
same is the logical, not the qualitative
sense. Clearly, by hypothesis, they are
significantly different qualitatively. They
are the same — they are logically identical
—if they can reasonably be considered as
two temporal stages of one persisting en-
tity. If a person suffers a massive brain
injury, causing loss of all rational capaci-
ties, major changesinemotional response,
aninability torecognizeclose friends, and
erasure of memory, the psychological
connections between the earlier and the
later individual are too tenuous for them
to count as the same person (though we
can say the same body persists). Loss of
continuity need not (at least in principle)
require a loss to occur. If the entire psy-
chology of someone changes instanta-
neously and these are changes for the
better (evenaccording to their pre-change
standards), personal continuity will have
been destroyed, leaving behind a new
person. Obviously, a spectrum exists be-
tween cases of total discontinuity and
total absence of change; personal continu-
ity may be disrupted to varying degrees.
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TECHNOLOGIES OF
TRANSFORMATION

Nootropics (smart drugs): Drugs that
enhance retention, recall, and concentration.
- Electronic networks: Online databases,
virtual fora discussions on numerous topics.

- Hypertext: Massively interconnected data-
base; references can be tracked in both direc-

- Genetic engineering
- Neurochemical modification: Per-
sonal control of emotional and cognitive states.

- Nanocomputer implants: Molecular
computer integrated with the brain, providing
additional memory, processing power, and run-
ning decision-making programs.

- Internal nanotech: Nanoengineered im-
mune system, strengthened bones, reinforced
skull, backup organs, muscular augmentation.

There are two reasons why self-di-
rection of one’s transformation is impor-
tant in maintaining continuity. The more
obvious reason is that another person is
less likely to make thechanges in you that
you would choose, either because they
don’tknow what thoseare, or because the
modifications they choose to make will be
influenced by their own interests. The
second reason is that continuity requires
that later stages of an individual develop
out of earlier stages, rather than simply
usurping their place. Thus replacing 90%
of a person’s brain with neural matter of
a different configuration would not pre-
serve continuity, because in no way is the
resulting personadevelopment out of the
earlier. Changing ourselves is morelikely
toresultincontinuous developmentrather
than disruption of self since the outcome
will better reflect our values and goals. In
choosing which changes to make and
when to make them, we will be better able
to integrate the new or modified charac-
teristics into our overall character. Con-
trol over our own transformations will
grow in importance as more powerful
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technologies (some described below) are
introduced, e.g.,geneticengineering, neu-
rochemical modulation of mood and cog-
nition, neural-computer integration.

Cognitive self-transformation

This category of self-transformation en-
compasses intellectual virtues that foster
personalgrowth, non-technological meth-
ods of enhancing intelligence and ratio-
nality, and technologies capable of aug-
menting our intellectual powers to a su-
perhuman level.

The intellectual virtues are those
enduring qualities of character thatreveal
themselves in our methods and habits of
thinking. Rationality — the unlimited ap-
plication of critical thinking — should be
regarded as the primary intellectual vir-
tue. Rational thinking means not believ-
ing assertions casually; it requires a habit
of asking questions such as: “What is
your evidence for that?” “According to
whom?” Rationality means questioning,
examining, assessing your own beliefs for
their coherence and grounding, and an
avoidance of belief in a proposition sim-
ply because it is easy or comforting.

Rationality does not allow room for
accepting ideas on faith. ‘Faith,” in the
sense used here, means believing insome-
thing in the absence of or contrary to the
evidence; I do not use the term to include
trust in what someone says where that
trust is justified on the basis of past expe-
rience. Faith in a method of personal
transformation leads to stagnation, since
the continuing failure of the method to
produce results will be ignored or ratio-
nalized. Critical rationality playanessen-
tial role in effectively assessing compet-
ing means to our goals. For instance, we
should be open to evidence showing the
ineffectiveness of current nootropics
(smart drugs), so as not to waste our
resources and to free us to pursue other
methods.

Determining where to draw the line
between persistence and faith can be dif-
ficult. Some methods of self-improve-
ment may only take effect after consider-
ableand repeated effort;abandoning them
too soon will as surely lead to stultifica-
tion as will clinging to failed methods.
Knowing when toabandononeavenue of
exploration in favor of a fresh one will
partly depend on knowledge about our
own propensities either togive up prema-
turely or to persist irrationally. Critical
rationality therefore requires a balance; it
is not simply a matter of being constantly
and supremely critical. A propensity con-
stantly to criticize all attempts at self-
improvement may reflect, not a reason-
able caution, butanevasjonof therespon-



sibility to choose a method and imple-
ment it.

Achieving this balance between per-
sistence and critical analysis requires an
ability to tolerate uncertainty and ambi-
guity. Authoritarian personalities, like
authoritarian governments, cannot bear
disagreement, uncertainty, oralternatives.
They demand allegiance to a single goal,
a single method, a single agency. Living
extropically calls on us to develop and
sustain the contrary ability to welcome
alternatives, to encourage diversity of
opinion, and to thrive on uncertainty.
Only the ability to remain open to new
information and evidence will be effec-
tive in our pursuit of self-transformation.
Wewillheed R.A. Wilsonsdictum: “Con-
victions make convicts,” and will think in
terms of working hypotheses rather than
certain beliefs, and use the probabilistic
categories of “fuzzy logic” rather than the
black and white knife of classical logic.
We can learn to enjoy the progress repre-
sented by being corrected more than the
comfort of feeling certain. Not only will
this be more personally effective, thriving
on uncertainty and correction will reduce
interpersonal conflict, allowing us to ac-
cept the merits of another’s argument
without needing to reject their entire ar-
gument or to attack the argument’s pro-
ponent.

Cognitive self-transformation re-
quires us to search for and employ the
most effective methods of increasing our
intelligence. Effective reasoning is pos-
sible only if we study the process of rea-
soning itself, in order to allow for weak-
nesses in typical ways of thinking, and to
seek ways of augmenting our analytical
and creative capacities. Meta-reasoning
(reasoning about reasoning) will obvi-
ously include studying the fundamentals
oflogic, statistics,and someareas of math-
ematics. It may include the newer field of
fuzzy logic, as implemented in the new
generation of electronic goods to handle
continuously varying quantities. We can
further sharpen our reasoning in regard
to decision-making by studying the fields
of game theory and strategy, applying
iterated Prisoners’ Dilemmareasoning (as
illustrated in Axelrod’s enlightening
work), and more controversially,
Hofstadter-style superrationality. These
fields, added to an understanding of hu-
man psychology, will increase our effec-
tiveness in personal interactions, enhanc-
ing our ability to achieve our goals while
leaving others feeling satisfied rather than
frustrated. ‘ '

Cognitive psychologists have dem-
onstrated biases inhuman reasoningabout
the probability of an uncertain event, or
the value of an uncertain quantity. They

have shown that we “rely on a limited
number of heuristic principles which re-
duce the complex tasks of assessing prob-
abilities and predicting values to simpler
judgmental operations. Ingeneral, these
heuristics are quite useful, but sometimes
they lead to severe and systematic er-
rors.”” An example is the representative-
ness heuristic, in which probabilities are
estimated according to thedegreetowhich
A is representative of B (the degree to
which A resembles B). For example, if
given a description of an individual who
is shy, helpful, uninterested in the real
world, but tidy and possessing a passion
for organization, most people will guess
out of a list of jobs that he is a librarian.
This estimation will usually be made in
disregard of prior probabilities; even if
thereare far more farmers than librarians,
for instance, the individual will be as-
sumed to be a librarian because of the
closeness of his description to a stereo-
type of librarians. Avoiding theinappro-
priate use of heuristics such as this is
tremendously difficult. Measuring prob-
abilities by closeness to a stereotype ap-
pears to bea natural result of the function-
ing of our brains. Our neural networks
form paradigms or exemplars, to which
we compare incoming information.8 The
more we familiarize ourselves with these
biases, the more frequently we will notice
and correct them.

Other typical heuristics and biases
include theavailability heuristic, inwhich
weoverestimate the probabilityof anevent
because we easily recall a similar event.
So, I might foregobuying a Dell computer
because I remember the problems my
friend had with a Dell, even if there is no
reason to believe this to be statistically
significant. The Gambler’s Fallacy, in-
volving fallacious assumptions about
probability and causation, is well known.
Other errors arise from mistaken beliefs
regarding statistical regression, from an-
choring our estimates to previous esti-
mates (a type of cognitive conformism),
and from conflation of correlation and
causation.

Many other methods of cognitive
augmentationareavailable, even without
emgloying technology. General seman-
tics” warns of intellectual traps such as
wholly identifying one thing with an-
other (“John is a Republican”), and even
offers a revision to English— E-prime1 -
which attempts to avoid use of forms of
theverbtobe. Artificiallanguages suchas
Loglan/Lojban might repay our study by
providing a linguistic medium specifi-
cally designed to prevent unintentional
ambiguity. Philosophy of science can
improveourunderstandingofexperimen-
tal procedure and scientific warrant!1,
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Speedreading techniques enable us to
boost the efficiency of our information
gathering, while numerous memory tech-
niques allow us to retain more of the
informationacquired. Thesearejustsome
of the non-technological means available
for our projectof cognitive enhancement,
each of which deserves an article, at least,
in itself.

Presentand future technologies will
further expand our intellectual capacities,
in conjunction with the foregoing means.
The current generation of nootropics
(smart drugs) appear to be mildly effec-
tive for relatively young, healthy persons,
but improved understanding of neuro-
chemistry, synthesis of more powerful
compounds, and more precise delivery
mechanisms, should allow us to push
back ourbiological and neurological limi-
tations. Our capacities for organizingand
presenting information are vastly ex-
panded by use of personal computers,
and the Net provides a practically endless
source of documents, discussions, and
expertise. Theappearance, in 1993, of the
first generation of personal digital assis-
tants (PDAs) heralds an era of increas-
ingly portable personal computing power
and communications flexibility. Soon you
will be able to contact most people, and
access remote databases, no matter where
you happen to be. Software agents and
‘knowbots’ will help us to gather the in-
formation that interests us, relieving us of
tedious work hunting down and manag-
ing information. Recentexperiments link-
ing a biological neuron to a field effect
transistor point to the day when our com-
puterized assistants will be inside our
heads. Eventually our computers will be
tightly integrated with our brains, becom-
ing part of us, and abolishing barriers to
the attainment of transhuman intelli-
gence.1 We may also genetically engi-
neer our brains to expand their capacities,
and even upload our consciousness to
superior hardware, thereby endowing
ourselves with the unlimited potential of
posthuman intelligence.

Physical self-transformation

Superior cognitive performance will not
persist for long if our bodies are deterio-
rating, aging, and dying. Elevating per-
sonal extropy will thereforeinclude physi-
cal self-transformation. As with cogni-
tive enhancement, many physical im-
provements can be made without em-
ploying current or future technologies.
Living extropically will involvea concern
for maximizing our health through diet
and exercise, from widespread practices
such as high-fiber, low-fat foods, weight-
training and aerobic exercise, to well-es-
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tablished but lesser known practices such
as the very low calorie, very high nutri-
tion Walford (High/Low) Diet**, which
has consistently reduced the incidence of
many diseases and extended both mean
and maximum lifespaninwidely varying
species.

Even given an extropian commit-
ment to physical transformation, we face
conflicting choices. Physical transforma-
tion refers to a collection of goals, includ-
ing health, longevity, strength, resilience,
speed, stamina, suppleness, and beauty.
Some of these goals may be, to a degree,
mutually inconsistent. For instance, the
Walford Diet is tremendously effective at
promoting health and longevity, but will
preclude extensive muscle-building. If
we choose primarily to pursue the peaks
of performance,whetherstrength,stamina
speed, or suppleness, we will likely have
tosacrificesome health, longevity, or pos-
sible beauty (depending on your stan-
dards). Aerobicexercise exceedingabout
30 minutes, three to four times weekly,
will increase stamina but produce no fur-
ther cardiovascular protection, while pro-
ducing more freeradical activityand inju-
ries, and (temporarily) suppressing im-
mune function. -Injecting anabolic ste-
roids will reliably increase muscle mass
and strength, but sustained use brings
several deleterious healtheffects. So,while
all Extropians ought to challenge them-
selves with exercise and a careful diet, the
particular mix of performance vs. health
and longevity will be a personal choice.

Thedecades thatlieahead willbring
technologies of transformation enabling
us to modify, augment, and replace our
humar, biological bodies with superior
vehicles worthy of our evolving intelli-
gence. Increasingly, those of us desiring
bodies beyond those evolved by natural
processes, will engage in a process of
what I call transbiomorphosis —~ the engi-
neering of improved bodies by interven-
ing in biological processes, and by incre-
mentally replacing our biological forms
with synthetic life-sustaining bodies. As
Nietzsche realized in the late Nineteenth
century, humanity is not the end of the
story of evolution:

...Man is a rope, fastened between
animal and superman - a rope over an
abyss...what is great in man is that he
is a bridge and not a goal.

[Friedrich Nietzsche, Thus Spake
Zarathustra, Pt.1, p.3]

Already we can enhance our health and
longevity with a multitude of nutritional
supplements and drugs. The 1990s have
seen the beginning of gene therapy; we
canexpectgeneticengineering to progress
from restoring defective systems (today’s
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VISUALIZE YOUR
OPTIMAL PERSONA

Reprogram your behaviors and habits by regularly
practicing this exercise.

(1) Develop in detail an image of your ideal self. Write
down your desired characteristics. Thenselecttwoor
three behaviors to change or goals to achieve.

(2) Sit up straight. Breathe in deeply, hold the breath
while tensing all your muscles. After a few seconds,
blow out the breath while releasing the muscular
tension. Repeat. Then start and maintain regular
deep breathing (try breathing in for two seconds,
holding it for eight seconds, and breathing out for four
seconds).

(3) Bring into focus a picture of your Optimal Persona,
seeing yourself behaving as you want, achieving your
goals. Practice until you can use all sensory modali-
ties: Make your internal image clear and moving, and
hear what is being said, even imagining the smells
and sensations of the situation.

Continue for 15-20 minutes. Use this exercise atleast
once a day, focusing on just a few characteristics in
each session.

For more details on a variety of visualization techniques, see
Tony Robbins, Unlimited Power, Adelaide Bry, Visualization:
Directing the Movies of Your Mind, Jose Silva, The Silva Mind
Control Method. ‘

medical paradigm) to pushing back natu-
ral limits (tomorrow’s medical paradigm).
Muchdiscussed artificial organs will bea
temporary measure, merely a stand-in
until the arrival of nanotechnological
medicine which, without cutting or poi-
soning will curedisease, regeneratelimbs,
reverse aging, and will allow us to rein-
forceour bones, massively strengthenour
immune systems, and re-engineer our
bodily structure as we please.15 Apart
from structural enhancement, wecanan-
ticipate unprecedented control over our
appearance, including the possibility of
complete and reversible change of gen-
der.

Transbiomorphosis will involve the
merging of our machines and technolo-
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gies with the human body. Earlier, I said
that computers will continue to shrink,
while their power grows, and the degree
of interconnectivity with our brains in-
creases until they become part of our
brains. We can also expect our senses to
be sharpened and new senses to beadded
through interfaces with mechanical sen-
5015,

Most people feel alarmed or horri-
fied by the prospect of human-machine
integration or merging. They fear, under-
standably, a loss of humanity in becom-
ing “mechanized.” This fear is fed by
popular images, whether it is the collec-
tivist monstrosity of the Borg in Star Trek:
The Next Generation, the programmed be-
havior of Robocop, or the rigidly robotic



imagery in the pioneering techno music
of Kraftwerk. Mechanization of this kind
is indeed to be shunned, for it extracts the
vitality of life, simplifying -thought and
behavior, subjecting theagent to program-
ming and external control. This is the
very antithesis of the Extropian drive for
self-actualization, personal growth, and
individual freedom. These undesirable
and misleading connotations of the term
‘mechanization’ explain why I prefer to
talk of transbiomorphosis. Our future
integration with the products of technol-
ogy will not be a mechanizing, constrain-
ing, subtracting process, but the very op-
posite.

Recent years have revealed a clear
trend toward making our artifacts or-
ganic(in theabstractsense), fluid, respon-
sive, and living. While rigidly pro-
grammed computers will probably al-
ways be used for some purposes (due to
their blinding speed at logical computa-
tions), we are witnessing the emergence
of connectionist machines — neural net-
works that learn from experience, adapt,
and solve problems without a human
determining the algorithms. Such artifi-
cial neural networks are modeled (more
or less abstractly) on brain function. The
new field of artificial life (A-Life)16 at-
tempts to evolve computational and ro-
bot organisms that share the characteris-
tics of our familiar carbon-basedlife. Soft-
ware designers are developing knowbots
and other software agents that respond to
our needs and desires, learning from us
and helping us. Fuzzy logic is being
implemented in electronic devices, obvi-
ating the need for rigid on-off responses.
These and other examples illustrate ways
inwhichsome technologies arediverging
from traditional rigid machine behavior,
and evolving towards an organic, flex-
ible, complex functionsuitableforsupple-
menting our limited brains.

Psychological transformation

In this section I will comment on self-
transformation as applied to personality
and behavior. This will include what
would normallybe called morality —ques-
tions of what behaviors and dispositions
are good and bad. However, standard
notionsofgood and bad aredeeplystained
by the religious metaphysics that I have
already rejected. In place of moral con-
cepts we might evaluate our psychologi-
cal characteristics as healthyand unhealthy
or sick. As Norton says, expressing
Nietzsche’s view: “Health denotes all
thatcontributes toascendentvitality, while
sickness characterizes whatever contrib-
utes to life’s degeneration and demise...”
(Norton, p.82.)

Ifweare toactualizeouridealselves,
we must firstchoose thatself. Theself we
encounter when we first look within may
not be a self we have chosen. Before we
canrealize ourselves, we need todiscover
and choose ourselves. This requires a
thorough, unrelenting self-examination
in order to uncover the sources of our
current psychology. We will expose the
contribution of our family, our teachers,
and our culture to our development, and
will see that we absorbed many of those
influences largely unconsciously and
uncritically. Choosing an ideal self asks
of us that we “revaluate all values,” that
we look at our person as a fascinating
stranger, and determine whether wewish
to affirm, modify, or relinquish each of
ourimportantbeliefs, habits,associations,
relationships,and dispositions. Sinceself-
transformation is a dynamic process and
the ideal self an ever-evolving paradigm,
the initial period of revaluation must be
followed by recurrent self-examination
and course correction. A range of psycho-
logical techniques can facilitate self-un-
derstanding (suchas thesentence-comple-
tion exercise frequently employed by
Nathaniel Branden17), as can meditation
techniques. Some internal explorers re-
port breakthroughs facilitated by drugs
suchas theempatheticMDMA (“Ecstasy”)
and the psychedelic LSD.

Onceaselfhas beenaffirmed and an
ideal self or Optimal Persona created, we
need to take responsibility for our own
lives, and we will demand the right of
self-determination. In our quest for self-
realization and transformation we will
wanttoexperimentwithalternativemeth-
ods of growth, including those discussed
earlier. This requires thatothers notinter-
ferewithour freeand responsible choices.
Unfortunately, the government of the
U.S.A., incommon with every other state
in the world, arrogates to itself the power
to circumscribe our experimentation. In
our pursuit of health, longevity, and cog-
nitive enhancement, our greatest enemy.
in the US.A. is the Food and Drug Ad-
ministration, with its monopolistic ap-
proval process.*® The barriers to self-
development raised by agencies such as
this show that political awareness and
action should form part of our plans for
transformation. Only in a truly free com-
munity canwe fully realize our potential.

External obstacles should never be
used as an excuse for failing to explore
our potentials in the many ways left to us.
We can try out new careers and projects,
developing new skills and aspects of our-
selves; we can mix with different types of
people; experiment with new types of
relationship;and visitnewlocations, learn-
ing about diverse cultures. A commit-
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ment to experimentation, flexibility, and
personal evolution will protect us against
our own dogmatism, stagnation, and the
thoughtless comfort of conformity.

A core feature of successful psycho-
logical transformation is self-discipline.
Without the ability to control our im-
pulses and to maintain our carefully
planned course, we will fritter away our
energies in every direction. Lack of self-
control will leave us vulnerable to those
who would use us as tools for their own
ends: “He who cannot obey himself is
commanded.” Self-discipline and the
conscious self-guidance of our lives will
allow us to achieve ever higher goals, as
we raise our sights with each triumph.
Effective self-rule will free us of the desire
to control others. Contrary to popular
interpretation, the Ubermensch are not the
Blond Beast, theconquerorand plunderer:
They are those who neither rule others
nor tolerate others’ attempts to rule them.
The developed, self-chosen self will ex-
ude benevolence, emanating its excess of
health and self-confidence. As a well
crafted and integrated individual, theself-
transforming personwill have thestrength
to be honest and sincere, to reveal and
express him/herself. One who has long
practiced self-transformation will present
an appearance of depth, stability, disci-
pline, and of being at ease.

Changing aspects of our personality
and determining our mental state can be
tremendously difficult. Joining the non-
technological tools already at our dis-
posal soon will be powerful means of
cognitive and emotional modulation.
Modification of our DNA and resulting
brain structure may be able to alter the
ancient evolved drives over which we
currently have minimal control. For in-
stance, we may be able to reliably control
our drives for sex, for territory, and for
violence. If we come to understand the
relation between our brain structure and
endemic desires for intellectual comfort
and certainty, we might beable to modify
ourselves (with a cautious eye on the
consequences) to reduce our need to be
proven ‘correct,” and raise our tolerance
for seriously considering alternative in-
terpretations of the world.

Since our cognition and our emo-
tions are deeply interwoven, future abili-
ties to edit genes, modify the hormonal
outputof the neurocendocrinesystem,and
toaffect thelevels of the numerous neuro-
transmitters, should grant us far greater
choice of how we typically think and feel.
We may develop chemical-releasing im-
plants, controlled by a computer inter-
faced with our brains, that allow us to
rapidly alter our state of mind, for in-
stance to dramatically increase alertness,
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or to disconnect sexual impulses when
they are distracting, or to gear us up fora
major intellectual challenge.“ These pos-
sibilities mayalarmsome people, butthey
are merely extensions of everyday, much
cruder methods of neurological and emo-

tional control, such as the use of exercise,

sex, food, drugs, and television.

I haveattempted to demonstrate the
centrality of self-transformation to an
extropic life, and to explore several as-
pects of and means toward self-transfor-
mation. We face an open-ended future
looming large with potential for defining
and transforming ourselves to an extent
unthinkable inall pasthuman history. As
is to be expected in regard to this topic, I
have focused on selves as individuals,
since we each have to take charge of our
owndestiny,and accept responsibility for
who weare and whowecanbecome. This
stress on the individual should not be
taken to denigrate the extensive contribu-
tion to self-development afforded by suit-
able groups and cultures. We need notbe
isolated, totally self-sustaining achievers.
Support and encouragement by fellow
extropic-minded persons is enormously
valuable. Extropian friendships, cultural
groups, and activities provide a stimulus
for us to move onward, upward, out-
ward. Let us encourage each other by
setting examples of what canbeachieved,
let us share our discoveries, and acceler-
ate ourselves toward the attainment of
individual and cultural excellence.

NOTES

11 have developed other Extropian principles in
previous issues of Extropy: Spontaneous Order in
“Order Without Orderers,” Extropy #7 (vol.3, no.1),
and “Dynamic Optimism,” Extropy #8 (vol.3, n0:2),
and summarized all five principles in “The Extropian
Principles 2.0,” Extropy #9 (vol.4, no.1).

2A survey of the increasingly optimistic views of
professional gerontologists appeared in Life, Octo-
ber 1992.

3See “Transhumanism: A Futurist Philosophy.”
Extropy #6 (Summer 1990).

41 borrow the term “Optimal Persona” from Bruce
Sterling’s excellent near-future novel, Islands in the
Net, though in Islands the Optimal Persona is a
common hallucination rather than a consciously
constructed model.

5A good discussion of this can be found in books by
Nathaniel Branden, especially The Disowned Self,
and Honoring the Self.

61 analyze this issue in detail in Chapter 6 of my
Ph.D. dissertation (in progress), The Diachronic
Self: Identity, Continuity, Transformation. Contact
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me at the Extropy Institute address if you would like
a copy-

7 Amos Tversky and Daniel Kahneman, p.3 of
Kahneman, Slovic, Tversky, 1982. See also, Nisbet
and Ross, 1980.

85ee Paul M. Churchland, 1989.

9The classic reference is Alfred Korzybski, Science
and Sanity, 1933.)

100, E-Prime, see D. David Bourland, Jr. and Paul
Dennisthorne Johnstone, eds., 1991, and the Sum-
mer 1992 issue of ETC. A Review of General Seman-
tics.

115 good place to start would be Klemke, Hollinger,
Kline, eds. 1980, and Lambert and Brittan, Jr., 1970,
1979.

125¢¢ E.A. Wan, et al, 190, and 1.D. Foley, October
1987.

13Hans Moravec, 1988.
14Roy L. Walford, The 120 Year Diet, 1986

15Nanotechnological medicine is described in
Drexler, 1986, and Drexler, Peterson, Pergamit, 1991.

16For an introduction to A-Life, see Simon! D.
Levy’s “Neurocomputing 5: Artificial Life,” in
Extropy #8 (vol.3, no.2), Winter 1991-92.

17455 first book illustrating this often startling tech-
nique is The Disowned Self.

18 critiqué the deadly policies of the FDA in my
talk, “Recreational Drugs and Smart Drugs: Pater-
nalism and Responsibility,” available on audio tape.

19 A effective portrait of the developed, self-trans-
formed person is presented in Wayne Dyer’s books,
Your Erroneous Zones, Pulling Your Own Strings,
and especially The Sky’s the Limit. Unfortunately I
cannot recommend later books by Dyer, who ap-
pears to have abandoned useful insights for New
Age vagueness and platitudes.

204 recent SF novel by Greg Egan, Quarantine,
contains the best portrayal to date of these possibili-
ties and their effects on our self-conception and
sense of identity.
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A conversation with Mark S. Miller

by David Krieger
Bart one: Creole physics and the credit theory of identity

MarkSS. Miller is one of the system architects of the Xanadu project, the electronic hypertext system conceived
by Ted Nelson as the future of publishing. Miller is also author, with K. Eric Drexler, of the Agorics papers
(published in The Ecology of Computation, B.A. Huberman, ed.; New York: Elsevier—North Holland, 1988)
‘which first presented the idea of agoric open systems —computer operating systems in which system resources
such as memory and processing cycles are traded by programs and processes on an internal open market. 1
spoke with Mark in Palo Alto, California in September 1992, and began by asking him about what he calls

“creole physics”:

Inseveral different areas, what we find is
that we seem to have, in the case of lan-
guage, a particular grammar wired into
our brains as kind of our initial grammar.
WhenI say wired into our brains, it’s not
necessarily the case that you can look at
the genotype and see the grammar di-
rectly encoded in there, but in the sense of
Dawkins” extended phenotypel, that a
particular grammar seems to be the phe-
notype of our genotype. The reason we
have confidencein this, is that there is this
process that there are at least three clear
instances of, inwhich whatlinguists calla
creolegrammararose. This process is one
in which the first generation of children
who grow up speaking creole are in a
linguistic environment which does not
‘constrain their grammar and to a large
degree doesn’t teach them grammar.

You may want to go into the definitions of a
pidgin and a creole.

Whenabunchof peoplespeakingabunch
of differentlanguages aresomehow thrust
together by weird historical circumstances
— especially when they’re trying to en-
gage in trade with each other, which is a
reason for different language speakers to
constantly be incontactwitheachother —
the language that they end up speaking is
termed by linguists a pidgin language.
The characteristics of a pidgin language
are that the vocabulary is a compromise
between the vocabularies of the different
languages that fed into the pidgin, but the
grammar is not. Toasignificantextent, to
agood first approximation, a pidgin lan-
guage has no grammar. It really doesn’t
do very much positional encoding, and
you simply communicate by trying to put
all of the content into the vocabulary
words. However, if you listen to a given
-pidginspeaker, you cantellwhathis origi-
nal language was, because he’ll be using
the grammatical constructs of his native
Janguage, he justwill no longer be encod-
ing meaning in that.

Right. :
The children of pidgin speakers are in the
closestapproximation to sort of the “ideal

fantasy linguistic experiment.”

The “state of grace.”
Yeah, the “state of grace fantasy linguistic
experiment.” The sort of thing that you
would clearly love to be able to do as a
linguistwould be tosomehow getagroup
of human infants who’ve never heard a
human language and put them together
on an island tended by robots or deaf-
mutes or somebody — specifically, deaf-
mutes who didn’t know sign language, a
completely non-linguisticenvironment—
and let them just, in interacting with each
other, spontaneously start speaking some
kind of language, and just see what the
structureof thatis. Also, you'dwanttodo
that experiment repeatedly with groups
of children overand overagainso youget
somestatistical distribution. Now, there’s
all sorts of reasons why, logistically and
ethically, and developmentally probably,
this is not a possible experiment.
However, the children of the pidgin
speakers are raised in what is probably
theclosest to this experiment you canever
get to, which is: They’re raised in an
environment in which their parents don’t
consider any grammatical construct to be
correct or incorrect, so they're free to use
whatevergrammaticalconstructstheyuse,
and it doesn’t get corrected. Every time
that there’sbeenaclearcaseof this histori-
cal circumstance, the creolelanguage that
results —thelanguage that thechildren of
thepidgin-speakersspeak—has thesame
grammar. And themost recent case, which
is Hawaiian pidginand Hawaiian creole
— they did this research while not only
theoriginal Hawaiian creolespeakers were
still alive but while the original Hawaiian
pidgin speakers were still alive.
Theywereabletodetermine that the
grammatical constructs of the Hawaiian
creole speakers were not only the same
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constructs as in other historical creole
circumstances, but they were grammati-
cal constructs that were found in none of
the languages that were inputs to Hawai-
ian pidgin. It couldn’t have been trans-
mitted culturally, so you have definite
non-transmissionofagrammar thatarises
spontaneously every time this thing hap-
pens.

In addition, once they had this hy-
pothesis in hand with this one verifica-
tion, they said, “Okay, if this hypothesis is
true, then what we should find when
studying childrengrowing up learning to
speak English, is that where English and
creoleagree, the childrenshould basically
get the English constructs immediately,
and where English and creole disagree;
the childrenshould start out speaking the
creole construct, and have to have it cor-
rected into the English construct. And
they found exactly that.

The one particular case that I re-
member from the article — although the
article has a lot of examples of this — is
“double negative meaning emphasized
negative.” That'sacreoleconstruct. From
a logical first-principle point of view, it’s
clearly more complicated than a “double
negative meaning a negated negative,”
ie —

A positive.

A positive, or at least the absence of a
negative. So double negatives are some-
thing that children end up starting to use
and they have to get it corrected into not
using double negatives. As we all know
in English-language culture at least it’s
only partially corrected.

In any case, that’s one example of
having this native inborn large structure
that's an approximation of the culturally-
evolved structures that we’re used to,and
it’s the thing thatstarts the boot-strapping
process off, where we come at life with
this biologically-constructed —
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Set of pre-conceptions, actually.

Yeah, and then we get it corrected into a
more culturally-evolved and hopefully a
more sophisticated one.

Other examples are “naive phys-
ics.” With naive physics, what they’ve
doneis they’ve interviewed people, given
them little tests, and said, “Intuitively,
what do you think would happen if you
took a ball that was going around a circu-
lar wall, and when it got to the end of the
circular wall, which direction would it
drop?” The correct Newtonian answer
should be obvious —

Tangent, basically. It continues going in a
straight line.

Right. Butanamazing number of people
will think that it either continues circular
orwill spiral outward. With “naive phys-
ics,” what you find is that, evenin physics
students who have gone through first-
and second-year Newtonian physics, na-
ive physics is fairly unperturbed. If you
ask the questions in the right way, where
youstill getat what their intuitions are, as
opposed to making them feel like they’re
on a physics test and keying into their
training, what you find is, their intuitions
havebeen largely untouched by the train-
ing,and they still have thesame intuitions
as people who have not learned physics,
and the intuitions actually resemble Aris-
totelian physics to a large degree. The
significance is, the Greeks not being ex-
perimentalists, Aristotle cataloged not
physics, but human psychology about
physics, and I think it’s interesting to
think of that as a theory.

Popper is very clear on the analogy
between biological evolution and theo-
ries, and in fact over here we have a very
nice mixed case of a biological evolution
of a theory of physics, which was “good
enough”. Biology stops, basically, when
itgets toa “good enough” solution, espe-
cially whenit’s anadequate-enoughsolu-
tion that any creature is able to carry
forward from there using cultural evolu-
tion.

Toan extent, biologically-derived theoriesare
falsified through species or individual selec-
tion, in that, if your model of physics is
“wrong enough” to expect the ball to do
something completely— not even in linewith
“naive physics,” for instance to move out of
the plane of its motion, something that wrong
— animals with that model will presumably
be selected out, if it’s wrong enough to make
a survival difference.

This is a complete aside, but I think it's
interesting,and I also thinkit’s original: A
lot of people look at naive physics, and
think just on the kind of stuff we've al-
ready said. “It’s good enough, and there
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are things about it that are wrong, but
that’s okay; culturally, we can correct.”
think that it’s actually better adapted asa
physical theory in many ways, than
Newtonian physics is, to the world that
cur ancestors were in. Here's specifically
the thing that] mean by that: Everybody
assumes that naive physics is primarily a
physics of inanimate objects. However, I
think that a lot of the ways in which it’s
wrong are actually by virtue of being
more adapted to being a physics of ani-
mals.

There’s a certain animism in expecting the
ball to continueon acurved path as if it has an
intention.

Exactly. There’salsoa certainanimismin
thinking that “It’s been constrained, and
now it’s free, so now it's going to over-
compensate.” Either one of those are
intuitions that are good at trying to pre-
dict the behavior of intentional creatures.

Popper is very clear on
the analogy between bio-
logical evolution and theo-
ries, andinfact over here
we have a very nice mixed
case of a biological evolu-
tion of a theory of phys-
ics, which was “good
enough.”

Twas going to say, youve “adopted the inten-
tional stance” toward your particle or projec-
tile.

Exactly. Most of what we needed to
interactwithand predictsuccessfully were
animate objects, many of whom were try-
ing to evade us, so it would be appropri-
ate to devote more of our resources to
trying to predict them than to predict
these nice cooperative, or atleast not hos-
tile, inanimate objects.

So to a certain extent, Aristotelian physics is
still with us, and will continue to be with us
until we start monkeying around with our
genes.

By the way, there’s one very interesting
example of this. This is the thing that
really made me add the animism to this.
The way I came by this animism thing is
after reading a fascinating paper about
some computer animation work.® An
interesting peculiarity whichhaslongbeen
known to animators is that, when you
draw an animation of a bouncing ball,
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there are certain things that you can do
that are violations of Newtonian physics
— rather gross violations — that actually
are known to make the animation se-
quence look more realistic. If you do it
realistically, it actually looks less realistic
than if you introduce these distoitions.
Now, what the distortions are, is that a
ball, before it hits, elongates in the direc-
tion of motion, and then it hits and it
flattens out. Also, there’s another similar
thing —let’s justdeal with that one, that’s
sufficient.

In this computer animation work, it
was workinanimating animals. Inwhich
what they did, well, they actually used a
Luxo lamp as a “virtual animal”, a Luxo
lamp being this nicesimplestructure that’s
easy toanimate, that you already have the
database for —

I"ve seen the cartoon; the one that I saw was
called “Luxo, Jr.”

I'm not sure if “Luxo, Jr.” actually used
this technique; I think instead it’s because
thedatabase from “Luxo,Jr.” wasalready
available, that they decided to do this
work with the Luxo lamp.

What they did is, they wanted to
make the Luxo lamp move around the
way youwould imagineananimal would
movearound. Theydid thatbysetting up
an energy minimization problem. They
sort of said, “Okay, the struts of the Luxo
lamp are a skeleton, the joints are joints,
and we will just, in our calculation, come
up witha muscularmodel for bending the
joint.” Specifically, a model of the rela-
tionship of force and torque versus en-
ergy expenditure. Then what they did is
theysaid, they basically had the following
problem: the Luxo lamp is stationary on
the ground over here, there is some kind
of barrier between it and the goal, and it
needs to get from where it is to the goal,
and end up stationary at the goal, not just
at the goal but stationary at the goal, and
it needs to do that with a minimum ex-
pense of muscular energy. Fortunately,
problems like this are sufficiently mono-
tonic thatyoucansolvethemwithstraight
hill-climbing. '

What they ended up with was a
motion in which the Luxo lamp first
crouched down, then extended in a leap,
then contracted back together,and moved
its base forward. After it was over the
barrier, it elongated itself —

In preparation for landing.

In preparation for landing, and thendid a
soft landing and came to a stationary
position. So, they observed in their paper,
that this has reproduced in a principled
way, the trick thatanimatorsalways knew
about, and what I think they didn’tgo on



to explicitly say, although they may have,
but I'll certainly go on to explicitly say, is
that even at those very low levels of our
visual apparatus, we have this very inten-
tional physics, in terms of our expecta-
tionsand perceptions of motion,and that’s
why motionof theinanimate objectwhich
is distorted towards animate motion, ac-
tually looks more realistic.

So, back from the dlgresswn
Kahneman, Slovic, and Tvursky , and
also a book called Human Inference by
Nisbettand Ross®, catalog a wholebunch
of ways in which human statistical infer-
enceis very badly flawed, butdistorted in
systematicways,and therearemany many
problems that result from the distortion,
but, to some extent, society — we are all
escaping from those problems by virtue
of themodern understanding of statistics.

Another topic I wanted to ask you about was
your views on the question of identity, espe-
cially as it applies to cases like uploading and
duplication.
Itseems to me thatmosteverybody comes
attheidentity question with the presump-
tion that there is some hard notion of
identity that's real, and thatall we need to
dois find a definition that’s good enough
that corresponds to the notion of identity
- that we have this compelling sense we
mustbeable to find. I think that thewhole
sense that there must be some real notion
of identity that’s preserved over timeand
over change of state, and change of infor-
mation, et cetera, and it’s really a discrete
sense of identity, that you can still use to
reason about a world with uploading,
with backup copies, and with, especially,
I think the most challenging one, having a
communication medium between people
such that the bandwidth between brains
is the same as the bandwidth within a
brain, in which case, the discreteness of
the individual — I think that’s probably
the one most challenging to the notion of
discrete individuals.

The reason why we have this com-
pelling sense that there must be a defini-
tion of identity is what I'll call “creole
epistemology.” I think thatso far histori-
cally we haven’t lived with uploading
and with backup copies and with high-
bandwidth communication between
brains —

So our intuition hasn’t been selected for accu-
rate portrayal of that sort of world, and what
we intuitively guess about those is probably
not accurate and probably not the most evolu-
tionarily-stable strategy of epistemology.

So this set me on the following search. I
think it’s also the case that trying to dis-
pense with the notion of identity alto-
gether is not the right way out.

Though it’s very popular.

There’s all sorts of abstractions that we
use to understand complex systems, and
denying any reality to some kind of no-
tion of identity out of a reductionist sense
thatidentities aren’t real, is to fall into the
reductionist fallacy, to use a metaphor of
Dean[Tribble]’s, of “denying that the win-
dow on my Macintosh is real because it’s
only built out of pixels.” So what I'm
looking for is some notion of identity
which has the right kind of fluidity to it
and still the right kind of sense of coher-
ence and continuity over time and over
change, such that, by using that notion of
identity, itcan beanaid to intuitionabout
post-Singularity life, nota hindrancetoiit.
WhatI came up with is the notion that we
already have the right kind of intuition
abouttheidentityof civilizations, theiden-
tity of cultures, the identity of natural
languages.

So what I'm looking for is
some notion of identity
which has the right kind
of fluidity to it and still
the right kind of sense of
coherence and continu-
ity over time and over
change, such that, by
using that notion of iden-
tity, it can be an aid to
intuition about post-Sin-
gularity life, not a hin-
drance to it.

Let's concentrate on civilizations.
One of the key insights that led me down
this path was something that I got from
my pediatrician, Dr. Einhorn. Whenlwas
a kid, I was reading some stuff about the
Greeks, and I was really fascinated by the
Greeks, and I was home sick and my
pediatrician was seeing me, and I got into
aconversationwith himabout Greekcivi-
lization; and he also thought the Greek
civilization was real neat,and thenI men-
tioned that, “It’s really a shame the Greek
civilization died.” And he said, “They
haven’tdied; we'reit.” And at firstI just
had no idea what he meant by that, and
then he explained that so much of what
our civilization is and where it comes
from, is based on the ideas of the Greek
civilization, and so many of the values
that we have, evolved out of the values of
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the Greek civilization, that, in a lot of
ways, it really makes sense to think of the
Greek civilization, for some descriptive
purposes, as being who we are.

The thing that’s very niceaboutwhat
people understand about the identity of
civilizations is that people are already
used to the fact that civilizations aren’t
really discrete, they blend and flow into
each other, there’s multiple influences
from multiple paths, and drawing a
boundary in space-time around a bunch
of people and cultural practices and say-
ing “Thisis Civilization X” isclearly some-
thing that wedoas observers, and thatwe
have the choiceofseveral differentbound-
aries. We can’t argue that any one set of
boundaries is correct. So, in thatsense, no
set of boundaries is objective, but neither
isit the case thatallboundariesareequally
good; it’s not the case that “Anything
goes,” and “It’s all just subjective” in the
senseof “Whatever thehell, anything goes,
it’s all just in the eye of the beholder
anyway” and “Why should my bound-
aries be any less good than your bound-
aries?”

Another thingabout this s that,when
we really think about whether or not we
should say that “The Greek civilization
isn’t dead, we're it,” whether there’s that
kind of continuity, largely we’renot think-
ing so much in terms of “pattern iden-
tity,” to-use the phrase from Engines of
Crealions, because our civilization cur-
rently is very, very different from Greek
civilization, and we're also not using the
notion that’s very commonof “continuity
of consciousness,” because people gener-
ally don’t speak of civilizations as being
conscious, and besides that, the Greek
civilizationwassuspended incryonicsus-
pension until its literature was rediscov-
ered.

The question is, what's the criterion
we use when we say, “We are the succes-
sor to the Greek in such a way that this
vague descriptive notion of identity is
preserved.” That was resolved for me by
hearing about F ukuyama s book The End
of History and the Last Man 77 So, leverag-
ing off the description that I've heard of
that book, I realized that the key issue is
credit— credit, and respect, and admira-
tion — Which previous state do we feel
good about giving the credit for having
been our younger selves?

I think this lets us get past what
would otherwise be the terrible paradox
of seeking long life in a post-Singularity
world, which is: Should you seek to not
grow? If you're coming at things from a
pattern identity point of view, then to the
degree that you expand and learn and
grow, you also die — your previous self
has died. So, from the point of view of
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someone who constructs his goal struc-
ture by starting with “I choose life, I want
tolive,” the pattern identity notion would
lead you to seek to constrain your future
choices to prevent your growthintosome-
thing that is so far beyond your current
selfthatyou'renolongerlike yourcurrent
self.

I think that the goal, if you recon-
struct the goal of wanting to live in terms
of this notion of continuity of identity
through credit, a particular kind of credit
that's really neither of the ones that
Fukuyama mentioned, that’s the one that
I know I most crave in my intellectual
pursuits, is the respect of peoplel ad mire.
The greater my admiration for those
people, the greater my satisfaction in get-
ting any respect from them. They might
not even respect me as a peer, but if they
respect me at all, the higher my estimate
of them, the more that respect for me
makes a difference to me.

WhatI seek to become is a creature
that is vastly, vastly greater than my cur-
rent self, something that is magnificently
greater than my current self; and I trans-
late my desire to live into my desire to
have that future magnificentselflook back
onmy current puny self withsome credit-

And recognize the debt that it owes you.
Right. Yeah, “I'm thankful to that guy for
having had theseeds tobecomeme.” Just
like I look back on my four-year-old self
and realize, “Oh, yeah, thatguy, I canjust
kind of give him credit for having had
whatit took togrow into my currentself.”
Let me make a meta-point, by the way.
Both myself and the Xanadu project as a
whole are very, very careful about credit
and references which is in some sense
why we're in fact doing this hypertext
system where you can make all theselinks
to source material —

Yes, that’s been noted several times before
about the whole Xan AMIX crowd, and one of
the reasons that attracted me to come up here
and join in, is the meticulous pinpointing of
giving credit where credit is due, and the
willingness to spread around credit among
sources. That ties in closely with what you
said about credit identity —

To the extent that we're citing our formal
selves, our more primitive selves, for the
germs of what we become.

About these boundaries being be-
tween subjective and objective — Don
Lavoie referred me to a book3, the basic
pointof whichis thatphilosophy hasbeen
stuck in this false dichotomy: that things
areeither objectively true, or they’reinan
anything-goes state. In fact, most every-
thing is in this third state.

Doncomesatitfromahermeneutical
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pointof view, and you can think of these
issues as very literary ones, where certain
choices of descriptive boundaries “make
for a better story” about history than oth-
ers. You can’t objectively say that one
novel is better than another, but we all
know that novels are not all equal; that
novels really are better than each other,
but there’s no objective way to determine
in a disagreement which is which. In
some sense it comes down to a matter of
taste, but in some sense it doesn’t really,
tecause there really is a content to what
we're arguing here.

A lot of matters of taste rely on being consis-
tent with a set of cultural assumptions, in
that, although there’s no direct reason for
saying that one novel is better than another,
there are cultural qualities, based on which,
valuing what we consider to be the inferior
novel would beinconsistent with certain other
assumptions in our culture.

But I believe that even cross-culturally,
and even, hypothetically, across species,
you’ll find that there’s enoughagreement
about some of the extreme cases, espe-
cially the extremely bad cases, that there’s
clearly something going on here that’s not
just arbitrary and anything goes, but it's
also not objectifiable. I don’t come at this
from a hermeneutical point of view, but
from an evolutionary-epistemological
point of view. That’s simply because I
have not gotten into the hermeneutical
literature yet. I believe, from what I un-
derstand of hermeneutics through Don
Lavoie, that there’s actually a lot more
agreement between the two philosophies
than the practitioners of either are in-
clined torecognizeoracknowledge, which
is unfortunate.

From this evolutionary-epistemo-
logical point of view, all of our knowl-
edge arises out of a process of variation
and selection. You can think of the varia-
tion componentof theevolution of knowl-
edge as being the subjective component,
and the selection component (where the
selection is by external criteria — there’s
also subjective selection, but we’ll leave
that aside), the selection is by virtue of
getting mugged by reality. It's through
the selection that we get the objective
component, but thereforeall of ouractual
knowledge embodies a mixture of the
two where it’s impossible to separate the
mixture. We can understand the process,
butwecan’ttell, foranindividual piece of
knowledge, how muchofitscontentcame
from the variation process and how much
came from the selection process.

You said a littlebit earlier about continuity of
consciousness as a criterion for identity, and
you said that Greek civilization was

“cryonically suspended” in the form of litera-
ture until it was revived. Does consciousness
exist? Is consciousness necessary as an as-
sumption, as a hypothesis, or can your per-
sonal epistemology get along fine without
consciousness?

I thinkthat,similar toidentity, there’salot
of strong intuitions we have about con-

_sciousness that are a result of creole epis-

temology. As well as a result of things
that culturally evolved between Freud
and computers. There was a lot of evolu-
tion of the notion of what consciousness is
between those two events, and essentially
our folk psychology — which is a won-
derful phraseof Dennett’'s—is still largely
a result of that pre-computer evolution.

What | seek to becomeis
a creature that is vastly,
vastly greater than my
current self, something
that is magnificently
greater than my current
self; and | desire to trans-
late my desire to live into
my desire to have that
magnificent future self
look back on my current
puny self with some
credit.

There’s many parts of what we mean by
consciousness. The idea of there being a
“real you” ata pointinside you thatexpe-
riences things in a serial order and knows
what it believes — understand, I have not
read the book — but from what I under-
stand, Dennett does a very good job of
trashing that, and I think it well deserves
to be trashed: homunculus theory?

That ‘s what Dennett calls it, thehomunculus,
the “little man in the control room” —

By theway, letmestrongly recommend to
everyone the segment of Woody Allen’s
movie “Everything You Always Wanted
To Know About Sex, But Were Afraid To
Ask” with Tony Randall in the control
room of the guy who’s having sex, and
Woody Allenas asperm who's agonizing
about “What if he’s not even having sex?
Maybel'llend upon theceiling!” And the
thing that’s wonderful about that is it's a
very strange and wonderful mixture of
homunculus theories, and society-of-
mind theories; it’s kind of got a lot of



mixture of both. It’sactually very sophis-
ticated. I really recommend going back
and watchirég that after having read Soci-
ety of Mind.

Okay.
So, our notion of consciousness that has
much truth to it, is the notion of con-
sciousness being reflective — that it really
is quite a trick to be able to have been
doing something without articulating to
yourself what it was you were doing, and
then to “hop back” and say, “Oh,sol was
doing that” and then you're articulating,
you now have a thought you can think
about. And this whole ability, not just to
introspect, but one of the things we notice
about articulate knowledge versus inar-
ticulate knowledge is that inarticulate
knowledgeis learned graduallywith train-
ing. Articulate knowledge, through, I'll
say, through themechanismof conscious-
ness —and what I mean there is purpose-
fully vague— isable tolearnmany things
onone hearing, because it’s manipulating
a very different kind of learning process.
A lot of the trick of the brain is the gluing
together of those two very different kinds
of learning, and, in particular, the way in
which they each bootstrap the other.
Anotheraspectof consciousness that
is valid is that part of the trick of con-
sciousnessis that yourarticulateconstruc-
tion of the world has as part of its articu-
late construction a symbol in there if you
will —a designator, a node — that repre-
sents this creature itself. So this notion of
consciousness is intimately tied in with
the notion that we have of identity, which
is: our creole notion of identity is the thing
that's there in that slot —

Experiencing the consciousness.

In the conscious articulation of how the
world works and what'’s going on there,
there’s this ideastructure of the identity of
this personal self that’s a creole self — a
creoleidentity of theselfas wellasa creole
identity for consciousness — but that’s
the thing that the rest of the conscious
structure uses in thinking about its place
in reality.

So I think that all of those are valid
pieces and part of the pattern, but I think
that not only is a lot of our other stuff
aboutconsciousness, like the homunculus
stuff, wrong; but a lot of the stuff that’s
right is much less important than people
verbally think it is — that, in some sense,
we're much less conscious than we think
weare, and thereason is that the thoughts
that we’re aware of, are the ones that
we’re aware of.

Can you give an example of an instance in
which people are less conscious than they

think they are?

Okay. People generally think that they
have a lot of introspective access to how
they think. However, for relatively simple
computational tasks — the kinds of things
that peopleareconscious of what they do,
of how they do it when they do it — are
generally much simpler computational
tasks than the things that people com-
pletely take for granted and do “without
thinking.” The fact that so many of those
are of such incredibly greater sophisti-
cation than the things that we do “with
thinking” means that the fact that we
think that it’s in our “thinking” process
that'swhere thesophistication lies, is prob-
ably wrong.

One particular example that I really
love is “Hansel and Gretel.” In the book
Distributed Artificial Intelligence, edited by
Bond and Gasser10, one of the papers has
this diagramming notation which they’re
exploring so they can diagram not only
“Actor X believes A,” but they can dia-
gram what people believe about other
people’s beliefs. “At this point in the
story, this guy believed that that guy be-
lieved that this person was going to do
that, whereas this person himself believed
that this guy believed that he himself was
going to do something else.”

Right.

So they'vegota good diagramming nota-
tion for laying out these kinds of nested
belief structures. They explain this by
diagramming the beginning of theHansel
and Gretel story — the part of the story
that is before it gets interesting — the part
that youjust read toakid and assume that
he gets it “without really thinking about
it.” It's not considered to be a tough
comprehension for very small children,
but you end up with this massive struc-
ture toexplainit. I thinkI’'mgood enough
atevaluating notations and formalisms to
look atitand say, the massive structure is
not the result of a bad formalism. The
formalism is good; the formalism does
not create any combinatorial explosions
here. Themassivestructureis theresultof
the fact that human beings are wired for
this incredible ability to do nested model-
ing of belief structures — very nested
modeling, threeand fourlevels deep with-
out straining.

It could also be considered empathic in the
sense of putting yourself into someone else’s
position and modeling their beliefs by adopt-
ing their viewpoint.

I'think that one of the reasons that people
always seem conscious to us, and no Al
system has seemed conscious to us yet, is
that whenI forma model of you “without
thinking aboutit,” partof my model is my

model of your model of me, and my
model of your model of my model of you.
It’s certainly the case that no Al system
has enough knowledge of our social con-
ventions and of other human beings that,
when we're interacting with an Al sys-
tem, the models that we construct that
have explanatory power to us about how
it's going to behave, don’t include that
kind of deep nesting because it doesn’t
have enough ability to accurately under-
stand my mode] of it, or its modeling of
my model of it, to have influence in what
my model of it is. There’s a lack of the
kind of deep nesting that we normally do
“without thinking about it” with human
beings, and I think it’s what that kind of
deep nesting provokes, that is what we
have attached the label consciousness to.
That’s why, no matter how reflective a
computer system is, it never seems con-
scious to us.

In Part Two of this interview, Mark and
1 discuss the five kinds of libertarianism,
the Reverse Polish Moon Treaty,
“nanarchy,” and the role of gossip in a
free society.
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If the price and performance figures
for transportation technology had fol-
lowed the same curves as those for com-
puters for the past 50 years, you'd be able
tobuy a top-of-the-line luxury car for $10.
What's more, its mileage would be such
as toallow you todrive around the world
on one gallon of gas. That would only
take about half an hour since top speed
would be in the neighborhood of 50,000
mph (twice Earth’s escape velocity).

Oh, yes,and itwould seat5000 people.

Comparisons like this serve to point
out just how radically computers have
improved in cost, power consumption,
speed,and memory capacity over the past
half century. Is it possible that we could
see as much improvement again, and in
less than another half century? The an-
swer appears to be yes.

At one time, people measured the
technological sophistication of comput-
ers in “generations”. There were vacuum
tubes, discrete transistors, IC’s, and fi-
nally large scale integration. However,
since the mid-70’s, the entire processing
unit has increasingly come to be putona
single chip and called a “microproces-
sor.” After these future advances have
happened, today’s microprocessors will
look the way ENIAC does to us now. The
then-extant computers need a different
name; we’ll refer to them as
nanocomputers. “Micro” does exemplify
at least the device size (on the order of a
micron) and instruction speed (on the
order of a microsecond) of the micropro-
cessor. Inatleast one design, which we'll
examine below, the nanometer and nano-
second are the appropriate measures in-
stead.

Do we really need nanocomputers?
After all, you have to be able to see the
screen and press the keys even if the pro-
cessor is microscopic. The answer to this
question lies in realizing just how closely
economics and technological constraints
determinewhat computers are used for.
In the mid-sixties, IBM sold a small com-
puter for what was then theaverage price

of a house. Today, single-chip micros of
roughly the same computational power
cost less than $5 and are used as control-
lers in toaster-ovens. Similarly, we can
imagine putting a nanocomputer in each
particle of pigment to implement “intelli-
gent paint”, or at each pixel locationinan
artificial retina to implement image un-
derstanding algorithms.

This last is a point worth emphasiz-
ing. With today’s processing technology,
robots operating outside a rigid, tightly
controlled environmentare extremely ex-
pensiveand running at theragged edgeof
the state of the art. Even though current
systems can, for example, drive in traffic
at highway speeds, no one is going to
replace truck drivers with them until their
cost comes down by some orders of mag-
nitude. Effective robotics depends on
enough computational power to perform
sensory perception; nanocomputers
should make this cost-effective the way
microcomputers did text processing.

Beyond providing robots with the
processing power humans already have,
thereis theopportunity of extending those
powers themselves. Nanocomputersrep-
resentenough powerinlittleenoughspace
that it would make sense to implant them
in your head to extend your sensorium,
augment your memory,sharpen your rea-
soning. As isslowly being understood in
theworld of existing computers, theinter-
face to the human is easily the most
computationally intensive task of all.

Lastbut notleast—in some sense, the
most important application for
nanocomputers —is as the controllers for
nanomechanical devices. In particular,
molecular assemblers will need
nanocomputers to control them; and we
will need assemblers to build
nanocomputers. (In the jargon of
nanotechnology, an “assembler” is a ro-
botorothermechanical manipulatorsmall
enough to build objects using tools and
building blocks that are individual mol-
ecules.)

What is a nanocomputer?

Currently, the feature sizes in state-of-
the-art VLSI fabrication are on the order
of half a micron, i.e. 500 nanometers. In
fifteen years, using nothing more than a
curve-fitting, trend-line prediction, this
number will be somewhere in the neigh-
borhood of 10 nanometers; would it be
appropriate to refer to such a chip as a
nanocomputer?

For the purposes of this article, no.
We want to talkabout much more specific
notions of future computing technology.
First, we're expecting the thing to be built
withatomic precision. This does not mean
that there will be some robot arm that
places one atom, then another, and so
forth, until thewholecomputerisdone. It
means that the “design” of the computer
specifies where each atom is to be. We
expect theworking parts (whether electri-
cal or mechanical) to be essentially single
molecules. )

We can reasonably expect the
switches, gates, or other embodiment of
the logical elements to be on the order of
ananometerinsize. (Theymayhavetobe
further apart than that if electrical, due to
electron tunneling.) Inany case, itis quite
reasonable to expect the entire computer
to be smaller than a cubic micron, which
contains a billion cubic nanometers.

Nanotechnology

The nanotechnology-assembler-
nanocomputer dependence sounds like a
self-referential loop, and it is. But many
technologies are that way; machine tools
make precision parts used in machine
tools. Bootstrapping into a self-support-
ing technology is not a trivial problem,
but it’s not an impossible one either.
Another self-referential loop in
nanotechnology is slightly more compli-
cated. We would like assemblers to be
self-reproducing. This would allow for
nanocomputers and other nanotech-
nological products to be inexpensive, be-
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cause each fixed initial investment would
lead to an exponentially increasing num-
ber of nanomechanisms,
rather than a linearly increasing number.
But how can a machine make a copy
of itself? The problemis thatwhilewecan
imagine, for example, a robot arm that
can screw, bolt, solder, and weld enough
to assemble a robot arm from parts, it
needs a sequence of instructions to obey
in this process. And there is more than
one instruction per part. But the instruc-
tions must be embodied in some physical
form, so to finish the process, we need

General computer principles

When you get right down to it, a com-
puter is just a device for changing infor-
mation. You put in your input, and it
gives you your output. If it's being used
as thecontroller foranything froma toaster
to a robot, it gets its input from its sensors
and givesitsoutputto its motors, switches,
solenoids, speakers, and what have you.

Internally, the computer has a
memory, which is used to store the infor-
mation it’s working on. Many functions,
even so simple as a push-on, push-off

computer, then, we need some way to
remember bits;some way to perform bool-
ean logic; and some way to clock the
sequence of remember, perform, remem-
ber, perform, etc.

Incomputers from historical times to
date, information has been encoded ei-
ther as the position of a mechanical part,
the voltage ona wire, ora combination (as
in a relay-based computer). The major
reason is that these are the easiest
encodings to use in the logic part of the
particular technology inquestion. Itseems
reasonable toexpect tosee theseencodings
at the nano level, for the same reasons.
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instructions to build the instructions, and
soon,inaninfiniteregress. Theanswerto
thisseeming conundrumwas given math-
ematically by John von Neumann, and at
roughly the same time (the ‘50's) was
teased out of the naturally occurring self-
reproducing machines we find all around
us, living cells. It turns out to be the same
answer in both cases.

First, designa machine thatcan build
machines, like the robot arm above. (Ina
cell, there is such a thing, called a ribo-
some.) Next, we need another machine
which is special purpose, and does noth-
ing but copy instructions. (In the cell it's
called a replisome.) Finally, we need aset
of instructions thatincludes directions for
making both of the machines, plus what-
everancillary devicesand general operat-
ing procedures may be needed. (In the
cell, this is the DNA.) Now we read the
instructions through the first machine,
which makes all the new machinery nec-
essary. Then we read it through the sec-
ond machine, which makes a new set of
instructions. And there’s our whole new
self-reproducing system, with no infinite

regress.
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lightswitch, need memory by definition.
But the computer also uses memory to
help break thejob down to size,so as to be
able to change the data it receives in little
pieces, one ata time. The more memory
you allow, and the smaller the pieces, the
simpler the actual hardware can be.
There is a “folk theorem” in the com-
puter world that the NAND gate is
computationally universal. Thisis truein
the sense that one can design any logic
circuit using only NAND gates. How-
ever, something much more surprising is
also true. Less than ten years ago, Miles
Murdocca, working at Bell Labs, showed
(inan unpublished paper) how to build a
universal computer using nothing but
delay elements and one single OR gate.
Just one. Not circuits using arbitrarily
many of just one kind of gate.
Murdocca’s computerworks by driv-
ing the notion of a computer to its very
barest of essentials. A computer is a
memory and a device to change the infor-
mation in thememory. Generally weadd
two more specifics: The information is
encoded and changed under the rules of
Boolean logic;and the changes happenin
synchronized, discrete steps. To build a
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glory with this new

medium. I went
wild, adding functionality, pipelining,
multicomputing, theworks. I could build
a super-computer beyond the wildest
dreams of Cray, the size of a bacterium!
WhatI didn’t do was pay any attention to
“this crazy reversible computing stuff.”

— Until I did the heat dissipation
calculations. The problem is that there
really is a fundamental physical limit in-
volved in computation, but it represents
anamountof energy sosmall (it's compa-
rable to the thermal energy of one atom)
thatitis totally negligibleinexisting physi-
caldevices. Butinananocomputer, itfar
outweighs all the other heat-producing
mechanisms; in fact, my nanocomputer
design had the same heat dissipation per
unit volume as a low-grade explosive.
Back to the drawing board...

Since the earliest electronic comput-
ers in the 1940's, energy dissipation per
device has been declining exponentially
with time. Device size hasundergone a
similar decline, with the result that over-
all dissipation per unit volume has been
relatively constant (see the horizontal bar
in Fig. 1). Historically, the portion repre-
sented by the thermodynamic limit for
irreversible operations was completely



insignificant; it is still in the parts per
million range. However, with densities
and speeds in the expected range for
nanocomputers, it is extremely signifi-
cant. Thus nanocomputer designers will
be forced to pay attention to reversibility.

Efficientcomputers, likeefficientheat
engines, must be as nearly reversible as
possible. Rolf Landauer showed in a
landmark paper (in 1961) that the charac-
teristicirreversibleoperation incomputa-
tion is the erasure of a bit of information;
the other operations can be carried outin
principle reversibly and without the dis-
sipation of energy. And asinheatengines,
the reason reversibility matters is the Sec-
ond Law of Thermodynamics, the law of
entropy.

Entropy

The subject of entropy seems to give rise
to more misconceptions and disagree-
ments than any other scientific principle.
Relativity and quantum mechanics have
been similarly abused, but much of the
abuse is in the form of extensions of the
concepts that are frankly metaphorical.
Relativityand quantum mechanicsdonot,
in general, apply to the everyday world,
butentropy does. When people use meta-
phorical extensions of entropy on phe-
nomena that are governed by actual en-
tropy, confusion occurs.

It’s possible, on the other hand, to
give a metaphorical explanation of en-
tropy thatis carefully rigged togiveall the
same answers as actual entropy. Here it
is; but if you'd prefer to take my word for
it that nanocomputers must be reversible,
you can skip to the next section.

Let us suppose that we are going to
have a computer simulation of some
closed physical system. We can have as
high an accuracy as we like, but the total
amountof information, i.e. the number of
bits in the computer’s memory, is in the
end some fixed finite number. Now since
the physical system we’re simulating is
closed, there will be no input to the simu-
lation once it is started.

Since there is a fixed number of bits,
sayK, there is a fixed number of possible
descriptions of the system the simulation
can ever possibly express, namely 2" K of
them. Now by the first law of thermody-
namics, conservation of energy, total en-
ergy in a closed system is constant. Thus
we can pick all of the states with a given
energy, and call them “allowable”, and
the rest are forbidden. The first law con-
strains the system to remain within the
allowable subset of states but says no
more about which states within that set
the system will occupy.

Thereis another constraint, however,

in the sense that the laws of physics are
deterministic;givenastate, thereisasingle
successor state the system can occupy in
thenextinstantoftime. (In therealworld,
this is more complicated in two ways:
Time and the state space are continuous,
and quantum mechanics provides formul-

tiple successor (and predecessor) states.:

However, themathematical formofquan-
tum mechanics (i.e. Hamiltonian trans-
formations) gives it properties analogous
to the the model, so for perspicuity, we
will stick with the discrete, deterministic
model.) What is more, the laws are such
that each state has not only a unique
successor, but a unique predecessor.
Let’s try to make this notion a little
more intuitive. Each “state” in our com-
puter simulation corresponds tosomede-
scriptionofall theindividual atoms in the

" physical system. For each atom, we know

exactly where it is, exactly how fast it is
going, exactly in what direction, etc. As
we move forward in time, we can calcu-
late all the electrical, gravitational, and if
we care, nuclear, forces on that atom due
to all the other atoms, and compute just
where it will be some tiny increment of
time in the future. Clearly, to just the
same degree of precision, we can calcu-
late exactly where it must have been the
same tiny amount of time in the past. The
math of the physical laws allow you to
simulate going backwards just as deter-
ministically as you can simulate going
forwards.

So, suppose we have a simulation of
a box which has a partition dividing it in
half. There is some gas in one half, i.e.
atoms bouncing around, and none in the
other. Now suppose the partition disap-
pears: theatoms thatwould have bounced
off it will continue on into the empty half,
which pretty soon won’t be empty any
more. Theatoms will bedistributed more
or less evenly throughout the box.

What happens if we suddenly stop
the simulation and run it backwards? In
fact, each atom will retrace the exact path
it took since the partition disappeared,
and by the time the partition should reap-
pear, the atoms will all be in the original
half.

In reality, we don’t see this happen.
Remember that in our model there is a
distinct causal chain of states from the
state where the atoms are all spread out
but about to move into half the box, to the
state where they are actually in half the
box. This means that the number of states
from which the atoms are about to com-
press spontaneously (in some specific
number of timesteps) is the same as the
number of states in which they are all in
one half of the box.

The important thing to remember is
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that the total energy (which is propor-
tional to the sum of the squares of the
velocities of the atoms) mustbe the same.
If we used a simulated piston to push the
atomsbackinto theoriginal half, wewould
find a 1-to-1 mapping between spread-
out states and compressed ones; but the
compressed ones would be higher-en-
ergy states. ‘

How manystatesarewetalkingabout
here? Well, suppose that all we know
about any specific atom is which side of
the box it is in, which we can represent
with a single bit. If the box has just 100
atoms in it, there will be more than
1,267,000,000,000,000,000,000,600,000,000
states in which the atoms are spread
around evenly, and one state where they
are all on one side. A similar ratio holds
between the number of states (with full
descriptions) wheretheatomsarespread-
out, and the subset of those states where
they are about to pile over into one side.

It's clear that quantum
mechanics allows for
mechanisms that cap-
ture a single electron and
hold it reliably in one
place. Individual elec-
trons doing specific, well-
defined things under the
laws of quantum mechan-
ics is what happens in
typical chemical reac-
tions... there is no basic
physical law that pre-
vents us from building
nanocomputers that
handle electrons as indi-
vidual objects.

We are now going to talk about en-
tropy. In order to relate the simulation
model of a physical system to the way
physicalscientists view physical systems,
we'll use the term “microstate” to repre-
sent what we have been calling a state in
thesimulation, i.e. onespecificconfigura-
tion of the system where all the bits are
known. We'll use “macrostate” to refer
to what a physical scientist thinks about
the system. This means knowing the
temperature, pressure, mass, volume,
chemical composition, physicalshape, etc,
but not knowing everything about every
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atom.

Clearly, there are lots of microstates
ina macrostate. The log of thenumber of
microstates in a given macrostate is the
entropy of the macrostate. (Physical en-
tropiesaregenerallygivenas naturallogs,
but we will talk in terms of base 2 logs
with the understanding thata scaling fac-
tor may be needed to translate back.) To
put it more simply, theentropy of agiven
macrostateis the number of bits needed to
specify which of its microstates the sys-
tem is actually in.

With these definitions, the second
law of thermodynamics is quite straight-
forward. Ifa proposed physical transfor-
mation maps a macrostate with a higher
entropy intoonewithalowerentropy,we
know it is impossible. Remember the
causal chains of (micro)states: they can
neither branch nor coalesce. Now sup-
pose at the beginning of some physical
process, the system was in a macrostate
with a trillion microstates; we have no
idea which microstate, itcould beany one
of them. Therefore at the end of the
process, it can still be in a trillion
microstates, each at the end of a causal
chain reaching back to the corresponding
original microstate. Obviously, the sys-
tem cannot be in any macrostate with
fewer than a trillion microstates, i.e. with
a lower entropy than that of the original
macrostate.

Now suppose I have a beaker of wa-
terataspecific temperatureand pressure.
It has, according to a physicist or chemist,
a specific entropy. Butsupposel happen
to know a little more about it, e.g.  have
a map of the currents and vortices still
flowing around in it from when it was
stirred. There are a lot of the microstates
that would be allowed from the simpler
description, that I know thewater is not
really in. Isn’tits entropy “really” lower?
Who gets to say which is the “real”
macrostate, whose size determines the
“true” entropy of the system?

The answer is, that entropy isn’t a
property of the physical system atall, but
a property of the description. After all,
the real system is only in one single
microstate! (Ignoring quantum mechan-
ics.) This does sound a bitstrange: Surely
the “true” entropy of any system s then0.
And we should be able to induce a trans-
formation from this system into any
macrostate we like, even one with much
lower entropy than that of the original
macrostate of the system as convention-
ally measured.

Let’s consider the little box with the
atoms of gas init. Thegasisevenlyspread
through the box, a partitionis placed, and
thereisaMaxwell’s Demon withadoorto
let the atoms through selectively. But the

EXTROPY #10 Winter/Spring 1993

demon isn’t going to try anything fancy.
We're going to assume that we know the
exact position and velocity of each atom
in advance, so we will be able to provide
the demon with a control tape that tells
him when to open and close the door
without observing the atoms at all. In fact,
this would work; the demon can herd all
the atoms into one side without expend-
ing any energy. ‘

Why doesn’t this violate the second
law? Well, let’s countup thecausal chains.
The entropy problem in the first place is
that there are many many fewer
microstatesin the final macrostate, namely
the one with all the atoms on one side,
than in the original, so that many original
microstates must somehow map into a
single final one. But with the demon at
work, we can run the simulation back-
wards by running the demon backwards
too; the sequence of door-opening and
closing that got us to our particular final
microstate is clearly enough information
to determine which original microstate
we started from. Thus the final state,
including the tape, is still in a one-to-one
mapping with the original state, and the
second law is not violated.

The curious thing to note about this
gedanken experiment is that the demon
can compress the gas without expending
energy; what he cannot do is erase the
tape! This would leave the system with
too few final states.

What happens if the demon starts
with a blank tape, instead of one where
the microstate of the system is already
recorded? Can he measure thesystemon
thefly? Againyes, butonlyif hewrites his
measurements on the tape. Again the
critical point is that the data on the tape
serves to make the number of possible
final microstates as largeas the number of
possible original microstates.

In practice, of course, the way one
would obtain the same result, i.e. moving
the atoms into half the box, would be to
usea piston to compress the gas and then
bring it in contact with a heat sink and let
it cool back to the original temperature.
Energy, in the formof work, is putinto the
system in the first phase and leaves the
system, in the form of heat, in the second
phase. At the end of the process the
system is the same as the demon left it but
thereisno tape fullof information. Clearly
there is some sense in which the dissipa-
tion of heat is equivalent to erasing the
tape.

In terms of the simulation model, the
demon directly removes one bit from the
positiondescription of eachatom (storing
it on the tape). The piston compression
moves a bit from the position to the veloc-
ity description, and the cooling process
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removes that bit (storing it in the heat
sink). The entropy of the gas decreases,
and that of the heat sink increases.

" Of course, dissipating heat is not the
only way to erase a bit. Any process that
“moves”entropy, i.e. decreasing it in one
part of a system at the expense of another
part, will do. For example, instead of
increasing the temperature of a heat sink,
we could have expanded its volume. Or
disordered a set of initially aligned re-
gions of magnetization (in other words,
written the bits on a tape). Or any other
physical process which would increase
the amount of information necessary to
identify the system’s microstate. How-
ever, heatdissipationis probably the easi-
est of these mechanisms to maintain as a
continuous process over long periods of
time, and itis well understood and widely
practiced.

A state-of-the-art processor, with
100,000 gates erasing a bit per gate per
cycle, at 100 MHz, dissipates about 28
nanowatts due to entropy. (Atroom tem-
perature. Each bit costs you the natural
logof?2, times Boltzmann’s constant, times
theabsolute temperatureinKelvins, joules
of energy dissipation, which comes to
about 2.87 maJ (milli-attoJoule, 10"-21
Joules)). Since it actually dissipates 100
million times this this much, or more,
nobody cares. But with a trillion-fold
decrease in volume and thousand-fold
increase inspeed, the nanocomputer is “a
whole ‘nother ball game.”

Thus there are two new design rules
that the nanocomputer designer
must adopt:

(1) Erase as few bits as possible.
(2) Eliminate entropy loss in operations
that do not erase bits.

We eliminate entropy loss in logical
operations by what is known as “logical
reversibility”. Suppose we have in our
computer registers A and B, and an in-
struction ADD A,B thatadds A to B. Now
inordinary computers thatwould bedone
by forming the sum A+B, erasing the
previous contents of register B, and then
storing the sum there. However, it isn't
logically necessary todo this; sincewecan
recreate the old value of B by subtracting
A from the new value, no information has
been lost, and thus it is possible to design
a circuit that can perform ADD A,B with-
out erasing any bits.

Addition has the property that its
inputs and results are related in such a
way that the result can replace one of the
inputs withnoloss of information. How-
ever, many useful, even necessary, func-
tions don’t have this property. We can
still use those functions reversibly; the
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Figure 2. Rod Logic.

only trick needed is not to erase the in-
puts! Ultimately, of course, you have to
getrid of the inputin order to process the
next one; but you can always erase the
output without entropic cost if you've
saved the input.

This leads to structures in reversible
computation called “retractile cascades.”
Each of a series of (logical) circuits com-
putes a function of theoutputof its prede-
cessor. If the final output is erased first,
and then the next-to-last, and so forth, the
entire operation is reversible, and can be
done (in theory!) without any energy dis-
sipation.

If we adopt these rules throughout
our computer design, we can reduce the
number of bits erased per cycle from
around 100,000 to around 10. '

Drexler’s mechanical logic

K. Eric Drexler, “the father of
nanotechnology”, has designed and sub-
jected to a thoroughgoing analysis, a me-
chanical logic for nanocomputers. A me-
chanical logic has the disadvantage of
being slower than an electronic one, but
has the major advantage that at the mo-
lecular level it is possible to design, and
analyse the operation of, a mechanical
logic with current molecular simulation
software, and be reasonably certain that
the design, if built, would work.

minterms

By the time wegetaround to actually
building molecular computers, our ana-
lytical tools will be better than they are
now, and what’s more we'll be able to
augment the simulations with physical
experiments. So real nanocomputer de-
signs won’t have tobenearlyso conserva-
tive as this one. In particular, theyll
probably beelectronic, and thus probably
some orders of magnitude faster. But
don’t worry: this mechanical design is
already plenty fast.

This formulation is sometimes called
“rod logic” because instead of wires, it
uses molecular-sized rods. (E.g.a nano-
meter in diameter and from ten to a hun-
dred nanometers long.) Each rod repre-
sents a logic 0 or 1 by its position, sliding
slightly along its length to make the tran-
sition.

To do logic, the rods have knobs on
them which may or may not be blocked
by something, preventing the rod from
changing state. The “something” is sim-
ply other knobs on other rods, which
block or don’t block the first rod, depend-
ing on their state. (see Fig. 2) The logic is
clocked by pulling on rods through the
equivalent of a spring, so that it moves
unless blocked. (Wecandraw a workable
parallel to transistors,whichblockordon’t
block a clock from changing the voltage
on a wire, depending on the voltage of
another wire.)
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Therods moveina fixed, rigid hous-
ing structure which might be thought of
as a hunk of diamond with appropriate
channelscutoutofit(althoughitwouldn’t
bebuiltthatway). Therodsaresupported
along their entire length so the blocking
does not placeany bending stresson them.

Any logic function is now simply
constructed: for an AND gate, for ex-
ample, take two input rods and place
knobs so that they block the output rod
when they are in the “0” position. The
outputrod willonly beable tomovetothe
“1” when both inputs are “1.”

(Now that we can build asingle gate,
aren’t we just about finished, by virtue of
Murdocca’s design? Well, we'd still need
clocking and some mechanism to handle
a delay-line memory; but more to the
point the design produces a computer
that is about a billion times slower than
you could build with conventional logic
designs!)

The motion of the rods is limited by
thespeed of sound (indiamond); but they
are so short (e.g. one-tenth of a micron)
that the switching times are still a tenth of
a nanosecond. The speed of an entire
nanocomputer of this kind of design will
be limited by thermal noise and energy
dissipation, which can produce enough
variation in the shapes of the molecular
parts to keep them from working right.
Drexler gives a detailed analysis of the

Figure 3

A PLA which translates a
two-bit number (0, 1, 2, 3)
into a 7-segment display

4,88 6.
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sources of sucherror in Nanosystems(chap-
ter 12). The energy dissipated per switch-
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(a) register containing 0

(b) register containing 1
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Figure 4 Register operation

EXTROPY #10 Winter/Spring 19983

ing operation is conservatively estimated
at about 0.013 ma].

This is less than 5% of the fundamen-
tal limit for bit destruction; as long, of
course, as the gate in question doesn’t
destroy bits! Most of the logicdesignina
rod logic nanocomputer must be either
conservative logic or retractile cascades.
Todemonstrate thedifference, considera
NOT gate. One can implement a conser-
vative NOT because it has an exact in-
verse (which happens to be itself). One
could implement a conservative NOT in
rod logic with a single gear meshing with
racks on inputand outputrods. A retrac-
tile NOT on the other hand would be a
single rod crossing with knobs prevent-
ing the output from moving to “1” if the
inputwas “1”. The “retractile” partis that
the output must be letback down easy, in
such a way that the energy stored in the
spring is retrieved, before the input is
reset for the next operation.

1f this is not done, e.g. if the input is
released first, the output rod will return
under force of its spring and the energy
stored in the spring will be dissipated as
heat. In order for this not to happen, the
output rod must be returned first, and
then the input may be.

One very powerful and widely used
technique inlogicdesignis called thePLA
(programmed logic array). A PLA is
readilydesigned inretractilecascadestyle;
italso has a remarkably good match to the
geometric constraints of the rod logic,
which requires the input and output rods
fromany interaction to formarightangle.

The PLA consists of threesets of rods: the -

inputs, the minterms, and the outputs

(seeFig.3). First theinputrodsaremoved, .

ji.e. set to the input values. Then the
minterm rods are pushed; some of them
moveand somedon’tdepending onwhich
inputs blocked them. In an electronic
PLA each input is both fed directly into
these interactions, and its negationis; this
need not be done in the rod logic since its
effect can be had by altering the position
of the knobs. Sometimes the number of
minterms can be reduced for the same
reason.

After the minterm rods are pushed,
the output rods are pushed, and the ap-
propriate value is encoded in which ones
actually move. Now, theimportant thing
in preserving reversibility (what makes
this a retractile cascade) is that after this
operation, first, the output rods must be
let back down gently; then the minterms
let back down gently; and finally the in-
puts can be released.

Notice that in the figure, the input
rods areat rest in the 0 position, while the
output rods are at rest in the 1 position.
(And in any given operation, exactly one
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of the minterm rods will slide to the left.)

.PLA’s can implementany logic func-
tion necessary in a computer, although
there are more efficient circuits for some
of them that are commonly used instead.
More crucial, however, to a full grasp of
the mechanisms of a nanocomputer, is
memory.

Registers and memory

Memory is a problem; if we follow the
rules for conservative or retractile revers-
iblelogic, memory is impossibletoimple-
ment. This is because any memory witha
“write” function erases bits by definition.

In Drexler’s rod-logic design, all the
bit-erasing functionality is concentrated
in the registers. The register design is
fairly complex, to keep the energy dissi-
pated in this process near its theoretical
minimum.

The main problem is that for a physi-
cal system to retain one of two states
reliably, which is what you want in a
memory, there mustbea potential barrier
between the states that is significantly
higher than kT, or thermal fluctuations
will be sufficient to flip the bitat random.
Butinsimpleimplementations, the height
of the barrier determines how much en-
ergyislostwhenthesystemchangesstate.

Consider an ordinary light switch.
When you flip it, there’s a spring that
resists your finger until the halfway point,
and then it snaps into place, dissipating
all the energy you put into it as heat,
vibration, and sound. (A “silent” switch
is worse, since itdissipates by fricionand
you have to push all the way across.) The
weaker the spring, and the more likely
that some vibration will flip the switch
when you didn’t intend it. The trickis to
have some way to change the strength of
the spring (or to have the effect of doing
s0).

In Figure 4, there is a simplified ver-
sion of Drexler’s register. The bit it con-
tains is reflected in the position of the
shaded ball (In the real design it's more
complicatedso thatthe valuecanberead!).
(a) and (b) show the register when it
contains 0 and 1 respectively. In (c), the
barrier has been lowered and the ball is
free to wander freely between both posi-
tions; this stage increases entropy. In (d),
the register is reset to 0. The similarity to
compressing a gas-filled cylinder is ap-
parent; this is where In(2) kT joules of
work are converted into heat. Now to
write the next bit, the input rod (on the
right) is eitherextended (a 1, see(f)) or not
(a 0, see (¢)) and then the barrier raised.
Finally, the spring rod (on the left) is
retracted togetback to (a) or (b). Ifa1was
written, the input rod did work to com-



press the ball into the spring, but that
energy can be retrieved when the spring
rod is retracted. The mechanisms to do
this are just the same as in the logic por-
tions, e.g. having the rods mechanically
coupled to a flywheel.

Registers like this which are going to
beused to erasebits will tend to belocated
near heat sinks or coolant ducts; bit era-
sure is the largest component of power
dissipation in the rod logic_design.
Memory can be implemented as lots of
registers; registers occupy about 40 cubic
nanometers per bit. Thus about 3 mega-
bytes worth of registers fill a cubic mi-
cron. One would probably use register
memory for cache, and use a mechanical
tape system for main storage, however.
The “tape” would be a long carbon chain
with side groups that differed enough to
be I’'sand 0’s. Since the whole computer
is mechanical, the difference in speeds is
not as bad as macroscopic tapes on elec-
tronic computers. Such a tape system
might have a density inthe neighborhood
of a gigabyte per cubic micron. Access
times for using a tape as a random access
memory consistalmostentirelyof latency;
if the length of individual tapes is kept to
under 100 kbytes, this is in the 10’s of
microseconds.

Motors

In order to drive all this mechanical logic
we need a motor of some kind; Drexler
has designed an electric motor which is
nothing short of amazing. (Clearly this is
of import well beyond computers.) The
reason is that the scaling laws for power
density are in our favor as we go down
toward the nanometer realm. At macro-
scopic sizes, almostall electric motors are
electromagnetic; at nano scales, they will
be electrostatic. The motor is essentiallya
vande Graff generator runin reverse (but
it works just fine as a generator, as do
some macroscopic electric motors). The
power density of the motor is over 10"15
W/m"3; this corresponds to packing the
power of a fanjet from a 747 into a cubic
centimeter. (It’s not clear what you'd do
with it if you did, though!)

Ultimately, theability to make small,
powerful motors is going to be more im-
portant for nanorobots than
nanocomputers perse. Thespeed advan-
tage of electronics over mechanical logic
is almost certain to drive the descent into
nanocomputer design.

Other logics for
nanocomputers

Before going into other extensions of con-
ventional digital logic, there is another

form of nanocomputer that may appear
earlier for technological reasons. That’s
the molecular biocomputer.

Imagine that a DNA molecule is a
tape, upon which is written 2 bits of infor-
mation per base pair (the DNA molecule
is a long string of adenine-thymine and
guanine-cytosine pairs). Imagine, in par-
ticular, this to be the tape of a Turing
machine, which is represented by some
humongous clump of special-purpose
enzymes that reads the “tape,” changes
state, replaces a base pair witha new one,
and slides up and down the “tape.” If one
could design the enzyme clump using
conventional molecular biology tech-
niques (and each of the individual func-
tions it needs to do are done somewhere,
somehow, by somenatural enzyme) you'd
have a molecular computer.

Other mechanical logics

Now, back to mechanical logic. Most
macroscopic mechanical logic in the past
has typically been based on rods that
turned instead of sliding. It’s reasonable

" to assume that similar designs could be

implemented at the nano scale.

Electronic logic

It’s clear that quantum mechanics allows
for mechanisms thatcaptureasingle elec-
tron and hold it reliably in one place.

- After all, that’s what an atom is. Indi-

vidual electrons doing specific, well-de-
fined things under the laws of quantum
mechanics, is what happens in typical
chemical reactions. Clearly there is no
basic physical law that prevents us from
building nanocomputers thathandle elec-
trons as individual objects.

What is not so clear is how, specifi-
cally, they will work. Quantum mechan-
ics is computationally very expensive to
simulate, and intuitively harder tounder-
stand, than the essentially “physical ob-
ject” models used in mechanical
nanotechnologydesigns thus far. Indeed,
thedesigns aretypically largerand slower

“than they would have to be in reality,

simply to avoid having to confront the
analysis of quantum effects.

Ultimately, however, nanotech-
nologists will be “quantum mechanics.”
Computers based onquantum effects will
be evensmaller, moreefficient,and much
faster than mechanical ones of the type
presented above. They will use much the
same logical structure: it's quite possible
to design retractile cascades even in con-
ventional transistors (where it’s an exten-
sion of techniques called “dry switching”
in power electronics and “hot clocks” in
VLSI design).
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There are schemes, with some math-
ematical plausibility, to harness quantum
state superposition for implicit parallel
processing. In my humble opinior, these
will require some conceptual break-
through (or at the very least, significant
experimental clarification) about the phe-
nomenon of the collapse of the
Schroedinger wavefunction before they
can be harnessed by a buildable device.
Keep your fingers crossed!

Conclusion

Beyond certain rapidly approaching lim-
its of size and speed, any computer must
use use logical reversibility to limit bit
destruction. This is particularly true of
nanocomputers withmolecular-scalecom-
ponents, which if designed according to
standard current-day irreversible tech-
niques, explode.

We candesignnanocomputers today
whichweare virtually certainwould work
if constructed. They use mechanical parts
that are more than one atom but less than
ten atoms across in a typical short dimen-
sion. The parts move at rates of up to ten
billion times per second; processors built
that way could be expected to runatrates
of 1000 MIPS. Such a processor, and a
megabyte of very fast
memory, would fit in a cubic micron (the
size of a bacterium). A gigabyte of some-
whatslower memory would fitinanother
cubicmicron. A pileof ten thousand such
computers would bejust large enough to
see with the naked eye.
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EXTROPY INSTITUTE

Why an Extropy Institute?

Fundamentally, two related reasons led
us to form Extropy Institute (ExI) out of
the persons and forces attracted by the
intellectual gravitation of Extropy
magazine. The firstobjective was todraw
together people of shared values and
goals, to act as focal point — a nexus —to
facilitate theirinteraction, mutual aid,and
exchange of information. I saw ExI as the
nucleating agentwhich would crystallize
a fresh, dynamic culture to sustain those
who find themselves alienated from the
surrounding society's bizarre religious,
political, and intellectual practices,

institutions, and beliefs.
Idefined the Extropian Principles of
Boundless Expansion,. Self-

Transformation, Dynamic Optimism,
Intelligent Technology, and Spontaneous
Order to give shape to the vision of life I
shared with Tom Morrow, co-founder of
Extropy. The Extropian culture grows
rapidly as many others encounter a life-
stance which explicitly interrelates their
own values and goals, including political
individualism and voluntarism, personal
responsibility, rationality, skepticism,
enthusiasm for technology, a desire for
perpetual self-improvement,and an urge
to overcomehistorical, cultural, biological,
genetic, neurological, and spatial limits,
including many that most humans rarely
think to question, such as the process of
aging and dying.

Thesecond, closely related purpose
of Ex], is educational. By gathering and
focusing the energies of transhumanists
allover this planet, weseek toshift cultural
attitudes inan extropic direction, both by
persuasionand by personal example. We
will encourage the more traditional,
uncritical, and timid members of our
species to doubt both the desirability and
inevitability of deathand taxes, to outgrow
irrationalistand mystical religions,and to
challenge every limit to our potential. ExI
promulgates a philosophy of life
appropriate for rational persons rushing
headlong into a future of boundless
possibility, where many of the rules of
existence will be changed.

ExI Membership

Following incorporation in May
1992, ExI began to offer memberships in
June 1992, and has been growing strongly
since. Members receive Extropy: The
Journal of Transhumanist Thought — the
central source of extensive intellectual
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exploration. In addition,
members receive the bi-
monthly  newsletter,
Exponent (edited by Simon!
D. Levy). Exponent
provides regular news
updates, shorter writings,
book, movie, and software
reviews of Extropian
interest, reports on crucial
advances in science, and
provides information on
meetings and electronic
gathering places.

ExI members receive
discounts, currently on T-
shirts and audio tapes,and
later on books, software, and events.

We are in the early information
gathering stages of organizing the first
International Extropy Institute
Conference, likely to be held in 1994. The
conference will draw together top-flight
brains in many fields for a unique and
intense round of lectures, panel
discussions, and social events.

The Extropian network grows as
individuals organize local meetings, both
social and purposive. The firstgatherings
inLos Angelesin1991, havebeenfollowed
by meetings in New York, San Francisco,
and Boston.

Members and non-members alike
can dive into prolific discussions across
the Internet (see back cover for details).
The main Extropians list, managed by
Harry Shapiro, is a torrent of fascinating
discussion, its overwhelming volume now
tamed by the addition of a digest version,
thanks toRay Cromwell. Thereareseveral
email lists for local organization, and an
essay list for extensive original essays.
Thanks to the ease of communication
granted by a modem and the Internet, a
flourishing Extropian virtual community
has arisen over the past 17 months since
ExI member Perry Metzger originally
created the Extropians list.

Further information on our other
proposed projects can be found in thelast
issue of Extropy. The ambitious roster of

Extropy Institute
I

projects found thereshould beunderstood
as a prospectus for our future, not a
description of our currentstatus. Extropy
Instituteis yetanewborn, withoutwealhy
parents. Yet ExI grows and develops
vigorously. Join us, and fly upward and
outward with us as we take charge and
create the future we seek to inhabit.

Max More, Executive Director, ExI

Ten Books

Thedauntinglylong listof books following
the Extropian Principles 2.0 (see Extropy
#9) may deter some from evenstarting to
read these mind-expanding works. So,
acting onasuggestion by Mark Plus, here
arethetenbooks thatI believeservejointly
to explain much of the Extropian
conception of self and universe, in the
past, present, and probable future.

Paul M. Churchland, Matter and
Consciousness.

Richard Dawkins, The Selfish Gene.

K. Eric Drexler, Engines of Creation.
David Friedman, TheMachineryof Freedom.
Hans Moravec, Mind Children: The Future
of Robot and Human Intelligence.

Ed Regls, Great Mambo Chicken and the
Transhuman Condition.

Julian L. Simon, The Ultimate Resource.
Robert Anton Wilson, Prometheus Rising.
Ayn Rand, Atlas Shrugged.

Marc Stiegler, The Gentle Seduction.

Extropy Institute Directors:

David Krieger. dkrieger@netcom.com

Max More, Executive Director and CEO, Editor Extropy. more@usc.edu
Tom Morrow, Associate Executive Director. twb3@midway.uchicago.edu
Simon! D. Levy, Editor, Exponent. levy@yalehask.bitnet

Russell E. Whitaker. whitaker@eternity.demon.co.uk
Ralph Whelan. alcor@cup.portal.com [not a private address]
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Reviews of Extrop

Beyond the poor man's Extropianism:
A review of two books about Ayn Rand

and Objectivism.

by Mark Plus

(A)Atheism, Ayn Rand, and Other Heresies, by George H.
Smith. (Buffalo, New York: Prometheus Books, 1991).
324 pages. ISBN 0-87975-577-6.

(B) The Ideas of Ayn Rand, by Ronald E. Merrill. (La Salle,

lllinois: Open Court, 1991).
9157-1.

Introduction

TheExtropianeupraxophy, althoughcur-
rently associated with relatively few indi-
viduals, is an example of a spontaneous
order. Rather than being presented as a
completed intellectual system in the man-
ner of, say, Thomas Aquinas, itis instead
the open-ended confluence of ideas from
many individuals and disciplines. A
“fountainhead” of much Extropian think-
ing has been the late novelist-philosopher
AynRand, who, although succumbing to
entropy in 1982, sketched out a philoso-
phy, called Objectivism, whichis compat-
ible with the Extropian principles of
Boundless Expansion, Self-Trans-
formation, Intelligent Technology, Spon-
taneous Order, and Dynamic Optimism.
(Indeed, her novel Atlas Shruggedis onthe
recommended reading list for “The
Extropian Principles v. 2.0.”)

UnfortunatelyRand neverdeveloped
the full extropic implications of her sys-
tem. She has left her followers to makedo
with a bug-ridden “Objectivism 1.0,” a
kind of poor man’s Extropianism. Hence
Objectivism, although still a powerful
eupraxophy, lacks the vigor and appeal it
would have if certain errors were cor-
rected and many Extropian features, e.g.
immortalism, were explicitly expressed.

Fortunately in recent years a number
of independent Randian scholars have
beenworking onversions of “Objectivism
2.0,” which, although falling short of full
Extropianism, demonstrate attempts to
grapple with the realities of tomorrow.
These efforts have helped to ground Ob-
jectivism in the thought of the past, while
preparing for its growth and improve-
ment in the future. As this review will
make clear, Objectivism must engage in
Boundless Expansion to maintain its in-
tellectual power. The two books under
review describe these revisions.
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(A) Objectivism's Heritage:
Thomism without “God”

(the G-word)

GeorgeH. Smithisanindependentscholar
who moves comfortably in both
freethought and libertarian circles. His
earlier book, Atheism: The Case Against
God, hasbeenasteadyselleratPrometheus
Books for over a decade, while during the
same time he has been writing and lectur-
ing in advocacy of libertarian ideas.

In his new book, Atheism, Ayn Rand,
and Other Heresies, Smith combines his
interests by grouping both freethought
and libertarian essays together around
the theme of “heresy.” As Smith explains
in his Introduction, heresy (from Greek
hairesis, “choice”) was originally a mor-
ally neutral disagreement with someone
else’s “right belief” or orthodoxy. When
one ideological group attains political
power, however, its orthodoxy defines
heresy as evil and corrupting, giving the
orthodox both the means and the incen-
tive to persecute heretics. Itis only in the
open society, where everyone can freely
associate and delimit his or her respective
orthodoxy, that the heretic can live with-
out fear of physical sanctions, although
there may be moral and social sanctions
instead.

Though most of Smith’s essays are
both readable and thought-provoking, of
relevance to this review are the three es-
says in the middle section of the book
dealing with Ayn Rand. Rand was cer-
tainly a heretic, especially in her
uncompromising secularism. Inhisessay
“ Atheismand Objectivism,” Smith points
out that Rand’s atheism offends conser-
vatives who might otherwise be open to
her philosophy. According to the tradi-
tional religious critique of atheism, rejec-
tion of belief in the g-word leads to all
sorts of theoretical and practical disasters.



Ironically, as Smith demonstrates, thereis

a grain of truth in this criticism, though
the religionists are right for the wrong
reasons. Many philosophies promote
atheism, but at unacceptable costs.

Afteranalyzingdifferentapproaches
to atheism, Smith discusses the various
kinds of epistemological atheism, one of
which is Objectivism. Most of these —
Humean skepticism, logical positivism,
linguistic analysis — reject theism as non-
sensical, but for the same reason also
jettisonobjective ethics, certainty, causali-
ty, and metaphysical speculation.

Objectivism, like the other epistemo-
logical critiques of theism, requires that
the g-word be defined in an intelligible
way, and then places the onus of proof
upon the theist. Since nointelligible, non-
trivial definition of the g-word has ever
been produced, and no argument for the
existence of the g-word has withstood
analysis, Objectivism accepts atheism as
the only rational possibility.

Where Rand differs from other athe-
istic philosophers, however, is that she is
an Aristotelian, with Aristotle’s concep-
tion of philosophy as a necessity for hu-
manlife. Thus her philosophyis equipped
for worldly success, unlike the other
“stripped down” secular philosophies of
modernity. This seems rather odd, for the
majority of Aristotelians on the scene to-
day, the Thomists — the Catholic intellec-
tual heirs of Thomas Aquinas — are op-
posed to secularism. As Smith writes,
“With Objectivismand Thomismwehave
two philosophical movements claiming
Aristotle as their intellectual ancestor, but
thatare on opposite sides of the religious
spectrum.” In other words, although
Smith does not phrase it in this way,
Objectivismisa kind of Thomismwithout
the g-word.

Smith maintains that Rand’s “rejec-
tion of God does notstem from thelimita-
tionordistrustof reason, rather, itisin the
name of reason that she rejects faith, mys-
ticism, and belief in the supernatural.”
He then concludes in this essay:

In short, the atheism of Ayn Rand is
not destructive in the least. Inreject-
ing God, Rand does not reject meta-
physics, ethics, certainty, or the possi-
bility of happiness. On the contrary, it
is because Rand has so much positive
value to offer that she consid-
ers atheism to be a comparatively mi-
nor issue.

Of course, fromour perspective Rand
would have offered a lot more if she had
advocated —and practiced! -immortalism.
This is a major defect of Objectivism 1.0.
Nevertheless she deserves credit for pro-
moting a secularism which is a radical

improvement over the dreary atheistic
philosophies of Marxism, existentialism,
and secular humanism.

In his second Randian essay, “Ayn
Rand: Philosophy and Controversy,”
Smith develops theRand / Aquinas paral-
lel further. He commits his own heresy by
arguing that, although Rand was not well
read in philosophy, many of her episte-
mologicaland ethicalarguments aresimi-
lar to those made by modern Aristotelians
such as the Thomists, while her political
philosophy is clearly derived from classi-
cal liberalism. The components of much
of Rand’s thought may be borrowed from
others, or else independently reinvented,
but the way she puts them together into
one system gives Objectivism its fresh-
ness and vitality. By identifying the an-
cestors and antecedents of Objectivism,
Smith can place it firmly in the context of
Western philosophy, while showing that
it is not that far out of the mainstream.
Rand may bea heretic, but she is one with
a familiar genealogy.

Afterdocumenting thesesimilarities,
Smith speculates about the future of Ob-
jectivism. He considers the “official”
school, led by Leonard Peikoff (the
“Randian Grand Inquisitor”) to be brain
dead, and argues that the futurelies in the
workofindependent, “neo-Randian” phi-
losophers such as David Kelly, Tibor
Machan, Douglas Rasmussen, and oth-
ers. (I had considered reviewing Leonard
Peikoff’s book, Objectivism: The Philoso-
phy of Ayn Rand, but it is not comparable
to theother twoinquality. Under Peikoff’s
care,dogmatic Objectivism, following the
exampleofitscousin Thomism, is harden-
ing into a dead scholasticism.) However,
these neo-Randians may not get much
closer to Extropianism than Rand if they
continue to accept the limitations of the
human envelope. The book reviewed in
section B, written by a neo-Randian not
mentioned by Smith, implies a way be-
yond the human condition.

Finally, in the third essay, “Objectiv-
ism as a Religion,” Smith deplores the
tendency of many Objectivists to turn
Randian ethics into a system of rules one
has to follow, regardless of the conse-
quences toone’s happiness. As heargues,
arule-based ethicsis essentially religious,
whereas Rand’s ethics isbased on theidea
of ethical standards, which one chooses
not out of fear or guilt, but rather out of
intellectual conviction. One can obey or
disobey a rule, but it makes no sense to
obey or disobey a standard. In the Objec-
tivist ethics one follows a standard as a
guide for attaining the goal of personal
happiness. As Smith concludes in this
final Randian essay:

a1

Whatever her errors, Ayn Rand
struggled mightily against a religious
view of morality, and she sought to
place ethics on a rational foundation,
free of any appeal to faith or force.
Rand was a humanistin the best sense;
for her, the happiness of the human
being is the summum bonum of ethics.

Of course Rand, like her philosophi-
cal opponents, promoted a deathist con-
cept of happiness. Beyond deathist
eudaimonism lies the challenge of
immortalist Dynamic Optimism.

(B) Objectivism's Future: The
Trans-Randian condition

IfGeorge H. Smith canshow Objectivism’s
place in the thought of the past, Ronald E.
Merrill suggests and implies what Objec-
tivism has todoif it wishes toreach for the
future, even to the threshold of trans-
humanism.

I had not heard of Merrill until I read
his book The Ideas of Ayn Rand, butI can
now state without reservation thatitis the
most fascinating study of Rand's thinking
T have yetencountered. Indeed, thereisso
much material in the book that I have
trouble selecting what I want to review.

Like Smith, Merrill wishes to locate
Rand and Objectivism in their historical
context. Unlike the recent biographies of
Rand, however, Merrill avoids the pruri-
ent details, and concentrates instead on
the ideas of Ayn Rand, as the book’s title
says. He writes that he became a
“Randroid” at fifteen after reading Atlas
Shrugged, and was associated with the
Nathaniel Branden Institute (NBI) for
awhile back in the 1960’s. Although he
met some eccentric people, he never
encountered the cape-wearing Rand cult-
ists other critics of the NBI period have
described.

ThebreakbetweenRand and Branden
in 1968 destroyed what could have other-
wise become a powerful force for reason
and freedom, but Rand nevertheless
continues to exert a covert influence on
American thinking. Her novelsstillsellin
the hundreds of thousands annually (in
what is otherwise an increasingly illiter-
ate society), while many of her ideas,
advocated without proper acknowledge-
ment through “conservative” ideologues,
are becoming more widely accepted. (For
example, the “conservative” broadcaster
Rush Limbaughsounds Randian much of
the time, except when he starts mouthing
off about the g-word. As Smith explains
in his book, Rand’s atheism is an impedi-
ment toa general recognition of her legiti-
macy.) Her on-going popularity suggests
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that Rand’s vision is timeless, a vision
which Merrill tries to explain.

InChapters 2 through 5, whereMerrill
discussesRand’sdevelopmentasa writer,
he makes it clear that he considers her to
be a deep and complex literary artist. As
she struggled to master English prose
while trying to survive in her adopted
country, Rand also struggled with and
eventually overcame her devotion to the
philosophy of Friedrich Nietzsche.

Although according to the “official”
historyRand flirted withNietzschebriefly
as a young woman before inventing Ob-
jectivism, Merrill documents how Rand
was still a Nietzscheanin the 1930’s when
shewrote the first version of Wethe Living.
Comparing the original novel with the
versionRand “revised” in the 1950’sshows
that she felt embarrassed by the
Nietzschean dialogue she had written in
the 1930’s. It was only in The Fountain-
head, where Rand contrasted the Objectiv-
ist Howard Roark with the Nietzscheans
Dominique Francon and Gail Wynand,
thatRand wasable to show her break with
Nietzsche. By this timeRand had decided
thattrue masteryoverone’s circumstances
camenot from wielding thewhip over the
common people, as Nietzsche taught and
Wynand practiced, but rather from self-
discipline exercised through intellectual
and economic productivity, as shown in
the life of Roark.

Finally in Atlas Shrugged Rand dra-
matizes the outlines of her mature phi-
losophy. Merrill argues that Rand’s crit-
icshave misrepresented or misinterpreted
many of that novel’s controversial pas-
sages (the train tunnel explosion, for ex-
ample), and that a full exegesis of all of
AHlas Shrugged's plots, ideas, psychologi-
cal insights, and symbolism has still to be
done. (Hedescribes one theory that Galt’s
strike is based on a Talmudic exegesis of
the biblical story of the destruction of
Sodom, whose inhabitants were guilty
notofperversion, butofcollectivism. Rand
did come from a Jewish family, butI have
seen no hard evidence that she ever used
her heritage as a source of literary allu-
sions.) Clearly there is more information
encoded in Atlas Shrugged than either its
admirers or its detractors have yet extri-
cated.

After analyzing Rand’s literary de-
velopment, in Chapter 6 Merrill comes
the meat of his subject, Rand’s formal
philosophical ideas. As Merrill argues,
Rand carried on the tradition of the Greek
sophists, themarketintellectuals whosold
their wisdom to all comers. This placed
her in direct opposition to the Socratic
tradition in philosophy, for Rand took an
anti-skeptical and anti-relativistic ap-
proachto the fundamentalissues. Philoso-
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phy is too important to be left as a game
for the intellectual elite.

Starting with the essentials of
Aristotle’s metaphysics, Rand assumes
that “existence is identity,” thus relieving
her of the burden of explaining ultimate
origins. Her metaphysics form the
“boundary conditions” of the rest of her
philosophy, to borrow a metaphor from
mathematics, whichdetermineeverything
else that follows. From there Merrill de-
scribes how Rand’s theory of concepts,
building blocks of her epistemology, em-
phasizes understanding over proof. This
has the unfortunate consequence of leav-
ing us without epistemological guidance
in a lot of areas — including, as it will be
shown, inRand’s theory of ethics. Merrill
laments thatRand neverdirected hermind
towards the epistemological paradoxes
raised by general relativity and quantum
mechanics. (Since Merrill seems to be well
read in bothscience and philosophy, why
doesn’t he try to solve these puzzles?)
And as anexample of the epistemological
wilderness in which Rand has left us, he
writes:

It not infrequently occurs that we
must choose between two theories.
One theory, call it A, is internally self-
consistent, but there are some
experimental facts that contradict it.
The other theory, call it B, is consis-
tent with all the facts but contains
internal contradictions. No better
theory is currently available, but one
must make decisions, and right now —
to design a spacecraft, to plan a
campaign against a deadly epidemic,
to preventanexplosioninarefinery.
One must act, and on the basis of one
theory or the other. Which should be
chosen, A or B? This in an episte-
mological problem. The solution is
left as an exercise for the reader.

From an analysis of Rand’s episte-
mologyMerrillmovesontohisattemptto
stateand then reformulate Rand’s deriva-
tion of ethics (“ought” statements) from
thefacts of humannature(“is” statements).
Ironically the above thought-experiment
bearsdirectlyononeweaknessinMerrill’s
reformulation, though he does not seem
to be aware of it.

Merrill paraphrases the “Randian
Argument” as follows:

i. Living beings, and only living
beings, have values (goals).

ii. Man, being volitional, must
choose his values.

iii. Values—goals—maybemeans to
an end, but must lead to some ultimate
end. Aninfinitechainof meansleadingto
no final end would be meaningless and
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impossible.

iv. Life is an ultimate end, and fur-
thermore it is the only possible ultimate
end, the only “end in itself.”

v. Therefore, the only meaningful
or justifiable values a man can choose are
those which serve to sustain his life.

Thesticking pointin thisargumentis
the fourth premise, involving the concept
of “ends in themselves.” Merrill better
defines this conceptbyquoting fromother
Objectivist writings to theeffect that lifeis
an end in itself in that it “is an ordered
collection of activities, which are means to
achievinganend, which is—simply those
activities.” He also disposes of the prob-
lem of competing ends in themselves by
arguing thatlifeis the necessary prerequi-
site to all other ends, so that it is the most
important end in itself, regardless of
whether ends in themselves exist.

‘Next Merrill shows how to derive
ethical statements from the facts of reality
by equating normative ought statements
—e.g.,“Yououghtalways to tell the truth.”
— with operational ought statements -
e.g., “You ought to format a new disk
before attempting to write a file to it.” —
ina manneranalogous to Einstein’s equa-
tion of gravity with acceleration in Gen-
eral Relativity. If one accepts this ap-
proach, then “ethics reduces toa matter of
engineering” and “Objectivist ethics ...
can provide a prescription for any speci-
fied moral dilemma.”

Unfortunately Merrill’s reformula-
tion of the Randian Argument suffers
from its own problems. First of all, if one
accepts the proffered definition of life as
an end in itself, the fact remains that the
activities of life lose their efficiency, and
eventually break down, due to aging. It
cannot be argued that aging is one of the
activities of life one engages in today in
order to repeat those activities tomorrow.
Aging eventually destroys one’s ability to
engage in the activities of life. Hence
one’s life is a depreciating ethical stan-
dard unless the aging process could be
prevented. But neither Rand nor Merrill
derivesimmortalism from this argument.

Second, if Rand, as interpreted by
Merrill, really has turned ethics into a
“matter of engineering,” then the burden
in decision-making is shifted from ethics
onto epistemology — which by Merrill’s
own admission is the weak link in Objec-
tivism! The thought-experimentI quoted
aboveis perforceanethical problem which
Objectivism cannot obviously solve.

Fortunately Merrill provides himself
an escape from the first dilemma by pre-
senting life not as one state of a binary
condition (the other state being death),
but rather as a continuum of value-seek-



ing. In a passage that may express ideas
familiar to many cryonicists, Merrill
writes:

If life is defined in terms of an
organism’s exhibitionof goal-directed
behavior then we must visualize
the possibility that it can exist on a
multitude of  levels. On what we
might call the “hamburger” level, cel-
lular behavior is very primitive, con-
sisting of a small set of rather simple
tropisms. The “warm body” level, in
which all or at least some organs are
functioning, represents a higher level
of complexity. When the organism —
a human being, in the case we are
concerned with — is able to perceive
and to act, then the range of goals
accessible tohim expands enormously,
and it is only at this level that we
would regard him as “completely
alive.” And yet, need we stop here? If
our subject is more alert, more intelli-
gent, more healthy, more strong, is he
not more able to select goals and pur-
sue them, and is he therefore not more
alive yet?

Merrill does not delimit the upper
range of this continuum, but the implica-
tion is that it is open-ended. Nor does he
draw the obvious inference, soI will: The
Objectivist ethics pushes us in the direc-
tion of increasing the value of our lives
without limit, which implies transform-

ing ourselves into immortal
superhumans. Merrill himself
acknowledges that the Objec-
tivist virtue of pride requires
the Objectivist to “make a
commitment toself-education
and self-improvement, to the
constant expansion of his
competence todeal withreal-
ity” (therebyapproaching the
Extropian principles of Self-
Transformation and Bound-
less Expansion). Theirony of
Merrill’s analysis is that he
fails to see that an unaging
transhuman would meet the
Objectivist standard of ethi-
cal excellence better than an
ordinary human.

Beyond the Objectivist
ethics lies its practical appli-
cation in politics, described
in Chapter 7. Merrill ana-
lyzes Rand’s philosophical
differences with both conser-
vatism and libertarianism.
Her critique of conservatism
is on the mark, for conserva-
tives are only half-way com-
mitted to the cause of free-
dom; as soon as they assume
“power,” they begin to compromise their
principles for the sake of popularity. De-
spite the fact that the Republican Party
has had its way with the Executive Branch
of the U.S. Government for twelve years,
it has not stopped the progress towards
socialism in this country.

On theother hand, Rand'’s critique of
libertarianism is problematic, forasMerrill
complains, she never explained her view
of the Objectivist Just State. Part of the
problemis that “libertarianism” isacatch-
all term fora range of philosophies united
around the assumption that the State is
inherently evil. As a consequence, the
only way the adherents of these other-
wise disparate philosophies can work to-
gether is under the banner of moral toler-
ance.

As Merrill sees it, libertarian moral
tolerancecontributes to the disputeabout
the nature of the social contract. The
anarcho-capitalist school of libertarian-
ism, which “defends the indefensible,”
argues that the Lockean view of thesocial
contract—where the individual gives his
“free” consent to be governed by the State
—is really a sham, for the State control-
ling any geographic area is a monopoly
and is able to dictate its terms by force.
Hence true freedom can be found only in
a competitive market for the services that
the State traditionally offers.

Rand’s view, on the other hand, is
that(a) political freedom needs tobebased
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on an objective standard of morality, and
(b) “the Objectivist Just State is to meritits
authority because it implements objec-
tive, knowable moral principles.” Be-
cause of her assumption that there canbe
no conflict of interests among rational
beings, Rand therefore seems to argue
that one’s entry into an ethical social con-
tract is “pure profit.” As Merrill writes,
“Ingiving up thechancetoliveasapreda-
tor, the individual is losing nothing.”

Thereare serious difficulties with the
Randian view, however, because humans
makedecisions based mostly onemotions
and naive or neurologically hardwired
heuristic procedures, and rarely based on
explicit epistemological principles —and
we have just seen a major weakness in
Rand’s epistemology. For evolutionary
reasons humans currently cannot sustain
lifelong, consistent rationality. It will take
technological self-transformation of the
human brain, along with progress in
epistemology, before any hypothetical
society of rational individuals becomes
possible. (In which case one might speak
of a “society of rational transhumans.”)
Under the limitations of the human condi-
tion, a society based on anarcho-capital-
ism might be an improvement over ones
based onstatism, butsuchasociety would
still have problems caused by the disco-
ordination of the human brain. Rand’s
ignorance of the modular-mind perspec-
tive leaves her philosophy vulnerable to
attack as a form of rationalism rather than
as a systematization of rationality.

WhereMerrilland Rand arebothright,
however, is in their emphasis on objective
morality as an antidote to the growth of
the State. Merrill argues that “libertari-
anism has failed by its success” ineroding
social controls over shiftless behavior. Its
doctrines of ethical subjectivismand “do-
ingone’s own thing” have produced more
anomie than anarcho-capitalism, with the
result that thelaw-abiding peoplearecall-
ing on the State to protect their families
from an ever-worsening breakdown in
social order. “Moral tolerance” has
reached bankruptcy whenself-proclaimed
“community leaders” demand amnesty
towards thugs arrested for arson, looting,
and beating up innocent bystanders on
live television.

Only a people who can maintain a
sense of “doing the right thing,” as Albert
Jay Nock phrased it, can live in a
sustainably free society. Because of the
collapse of morality, “the defenders of the
indefensible face the political backlash,”
as suggested by the recent Republican
National Convention. This reactionwould
not be called for if people, like the inhab-
itants of Galt’s Gulch, “did theright thing”
in the absence of the State’s coercive
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supervision.

Fortunately Merrill ends his book on
a positive note. Hecalls for the re-creation
of the Objectivist social network that ex-
isted before the abolition of NBI, and
recommends that Objectivists study new
areas of knowledge, such as sociobiology
and chaos theory, to add “smart weap-
ons” to their intellectual ammunition:
“Technology has changed, the economy
has changed, society has changed —and
our vision of the organization of the free
society mustchange too.” And: “Half the
genius of Ayn Rand was that she saw
what everybody saw, and said what no-
body dared tosay. We need onceagain to
become intellectual leaders, to have the
courage to approach the cutting edge of
new thought.” (Merrill seems to be look-
ing once again for Self-Transformation
and Boundless Expansion.)

Along with networking, education,
and setting good examples, the Objec-
tivists” most powerful tool is Rand’s con-
cept of “the sanction of the victim.” Evil
survives by drawing its strength from the
good, so withholding the sanction is one
of the keys to victory in the long term.
(Merrill’s example of a sanction of the
victim: “When businesses give money to
universities and foundations that attack
capitalism, ... the moral force of their ex-
ample far outweighs the financial assis-
tance. Whenever and however we may
choose to fight, this kind of issue is the
where.”) However, Objectivist leaders
ought not to “excommunicate” freethink-
ing neo-Randians who disagree on pe-
ripheral issues, for Rand’s, and now
Peikoff’s, habit of condemning dissenting
Objectivists has caused more harm than
good. Merrill thenexpresses his hope that
Rand will be remembered by history as
oneof thegreatest thinkers of our century,
with our views of the just society and the
function of philosophy changed in her
favor.

Clearly the writings of George H.
Smith and Ronald E. Merrill represent
progress in upgrading the Objectivist
worldview into something I call “Objec-
tivism 2.0.” Merrill, especially, isa “ trans-
Randian” groping towardssomething like
Extropianism. His kind of boundlessly
expansive Objectivist thinking needs to
be nurtured and encouraged to counter
the dogmatism of the Peikoff school. Both
of the books I have reviewed are worth
adding to one’s Extropian library, but
Merrill’s is the better value of the two.
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Nanosystems: Molecular Machinery,
Manufacturing, and Computation

By K. Eric Drexler

New York: Wiley-Interscience, 1992; 556 pp. Hardcover
$42.95, ISBN 0-471-57547-XPaperback $22.85, ISBN O

471-57518-6

'Reviewed by J. Storrs Hall

In 1610, Galileo published a small book
entitled Siderius Nuncius which set the
world onits ear. It was, inmany respects,
the keynote publication of the 17th cen-
tury. In it he described what happened

when he took an existing tool, the tele-
scope, and turned it on the realm of the
heavens. He had discovered mountains
on the moon, and moons around Jupiter.
The old conceptions of the universe were,
at that point, doomed, and the following
century would see a complete restructur-
ing of our basicunderstandings of nature,
and kick the Rennaisance into high gear.

In Nanosystems, Drexler takes the tool
of mechanical engineering and turns iton
tne realm of the molecular. Nanosystems,
in my humble opinion, is destined to be
the keynote publication of the 21st cen-
tury. There will not be a person alive in
2100 who is completely unaffected by the
consequences of theideas presented here.

Suppose you had a mechanical ma-
nipulator so small, and so precise, that it
could handleindividual molecules, maybe
even atoms? You could build (small)
objects with a precision that would allow
you to specify in your design where each
individual atom was to be, exactly which
atoms would be covalently bonded to
whichotheratoms,and so forth. Ifindeed
you could build objects with this degree
of precision, you could design and build
some rather incredible things — like the
mechanical manipulator we assumed in
the first place. i

If we could bootstrap ourselves into
such a technology, we could gain essen-
tially atomic-level control over the struc-
tureof matter foramultitudeof purposes.
Such a technology is called
nanotechnology or, to distinguish it from
more conventional approaches to nanom-
eter-scale operations, molecular
nanotechnology.

Drexler’s previous books, Engines of
Creation and Unbounding the Future, gave
a glimpse of what molecular
nanotechnology might mean. Indeed
“Engines” was one of the major factors
behind the flourishing of the cryonics
movement in the mid-80’s. However,
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these books were written for the popular
audience. Nanosystems is written for the
technical audience.

Even so, much of Nanosystems is in-
troductory or explanatory compared to
the average technical book. The reason
for this is clear: most technical books are
written for_ the specialist in a particular
field, and thereare virtually no specialists
in this one.

The burden of Nanosystems is simple
in overall concept: it is a proof that mo-
lecular nanotechnology can work. As
such it has two major parts.

First Drexler develops and justifies
the theoretical tools he needs to analyze
nanomechanical devices. This involvesa
unification of principles from physics,
chemistry, and engineering. He explores
the various levels of abstraction at which
physical laws are used, from quantum
mechanics to the continuum models of
engineering which ignore the molecular
nature of matter entirely. Of particular
interest are the empirical molecular me-
chanics models, which seem to be the
appropriate tradeoff between accuracy
and efficiency for analyzing
nanomechanical designs.

Second, he exhibits actual designs,
with analyses, sufficient to make a strong
case that a full-fledged, self-reproducing,
molecular technology could be built from
thedevices presented and others like them.
We have axles and bearings, gears and
cams, pumps, motors, generators, and
computers. There are chapters on the
internal processesof,and theoverallstruc-
ture of, molecular factories. There is a
detailed design forarobotarm 100 nanom-
eters long.

There is a point of some importance
that is generally ignored in higher-level
discussions of nanotechnology. It forms
the bridge between the first and second
sections. If you had the manipulatorarm
with the ability to put each atom where
you wanted it, would that really give you
the ability to build objects with them?
Surely the reactive atom you were trying
to add to your workpiece would bond
more quickly to the manipulator itself?



Of course, adding oneatomata time,
like laying bricks, is not what is actually
envisioned in the synthesis operations.
What must actually be done is quite a bit
more complex and looks a lot more like
chemistry. The explanation of this
“mechanosynthesis” is the “missing link”
in the common understanding of
nanotechnology; butit’s notmissing here.
It’s chapter 8.

Anyone with experience in the con-

struction of macroscopic objects is aware
that the process typically involves a
plethora of tools and clamps and jigs and
molds and scaffolding. So too in molecu-
lar construction: we might have a com-
plex molecule that will undergo a chemi-
cal reactionif held to a certain kind of spot
on a surface, adding one or two atoms in
-a certain configuration. We might build
up the structure we want by holding a
succession of the “tool” molecules to the
workpiece in a careful pattern, recycling
the depeleted byproduct molecules to be
recharged by conventional chemical
means. :

One example of molecular scaffold-
ing is the relatively recent ability to grow
diamond. This depends on the presence
of hydrogen, withoutwhich thesurfaceof
the diamond is unstable and graphite
is formed instead. Clearly nanomechanical
synthesisof diamondoid structures would
use the same kind of scaffolding!

The final chapter is not part
of the logical development of the
“proof of nanotechnology” but is
just as important: the question of
howwegettherefromhere. There
is a host of pathways. Drexler
sketches a few of them here; but it
is the very multiplicity of options
that makes the ultimate goal rela-
tively certain, and thus the book
as a whole so important.

Nanosystemsis intended tobe
accessible to theinterested techni-
cal reader from any field, provid-
ing the person is willing to do
enough brainwork to assimilate
the concepts. If you've read and
largely understood Asimov’s In-
telligent Man's Guide to Science,
you'll find Nanosystems compre-
hensible; however, the morework
you put into it, the more you'll be
rewarded. I spent half a year
working out, inmy ownspecialty,
someof theimplications fromjust
afew pages in thenanocomputers
chapter (from a pre-publication
draft).

In the years following 1610, Siderius
Nuncius was highly sought after. People
adopted Galileo’s methods, and new dis-
coveries came thickand fast: Spotson the
sun; phases of Venus; rings around Sat-
urn.

Manufacturing,

and Computation

With the publication of Nanosystems,
our old bulk technologies are doomed.
The following century should see a com-
plete restructuring, not only of manufac-
turing, but of our basic relationship to
nature. A new Rennaisanceis theleastwe

should expect.

Genius - The Life and Science of

Richard Feynman
by James Gleick

Published by Pantheon Books, 1892, a division of Random

House, Inc., New York
ISBN: 0-678-40836-3

" Reviewed by Harry Shapiro

No scientist has ever captured my imagi-
nation more than Richard Feynman; Cer-
tainly I am not alone. James Gleick, the
author of Chaos, has tried to provide a
moredetailed,accurateand scholarly view
of Richard Feynman. Having previously
read, Surely you're joking Mr. Feynman,
and What do you care what other people
think? [1] I thought I knew him already.
Gleick hasclearly tried tofind and present
the Richard Feynman that isn’t revealed
by the humorous volumes mentioned
above. “He penetrates beyond thegleeful
showman depicted in Feynman's own
memoirs and reveals a darker Feynman:

his ambition, his periods of despair and
uncertainly...” [2]

I have made a practice in reviewing
books for Extropy to focus notonly on the
book but how it directly relates to
Extropian philosophy. I will continue
this practice here. 1 doubt that any
Extropian minded individual has any
doubt about how the science of Richard
Feynman relates to the Extropian view.
Feynman is regarded as the “intellectual
father” of nanotechnology because of his
famous speecharguing that“there’s plenty
of room at the bottom. [3]” I was de-
lighted tolearnaboutotherareas inwhich
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he seems to me to directly reveal an
Extropian outlook. I will discuss this be-
low. Overall I was both satisfied and
greatly disappointed with this book.

Gleick clearly was trying to present
thewholeman;hesucceeds inmanyways.
He reveals Richard Feynman as an ex-
plorer of self, and nature. Many details
are provided about the major and key
efforts that Feynman made when work-
ing on theManhattan Project—details that
Feynman left out of his own books. Nei-
ther are personal details left out, includ-
ing facts about his sexual relationships,
and use of psychoactive chemicals (mari-
juana and LSD [4]). At the same time,
other details seem left completely out. In
Feynman's books, forexample, hespends
much time talking about his own paint-
ings. This is barely mentioned by Gleick.
Thelackof details about his painting seems
surprising because Gleick does expend
much effort writing about Feynman'’s
ability to visualize. I would haveenjoyed
a critical look at the paintings as muchas
the looks Gleick provides of Feynman's
other “art work,” “the Feynman Dia-
gr ams‘ll

Some of the disappointment I found
in the book relates directly to how Gleick
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presented Feynman’s various scientific
discoveries. Itwasn’tenough to talkabout
each topic (from particles and waves to
DNA). Some detail of previous discover-
ies was clearly called for. Gleick notonly
provided thesedetailsbutwhatamounted
toan oral history of modern physics, and,
almost, a primer in modern physics. Iam
nota physicist, thoughI have takencourses
init. I found Gleick’s long, often several
page descriptions, background details,
and philosophical overviews to either tell
me what I already knew or didn’t really
tell me enough. I suspect, that except for
aselect group of readers these parts of the
book will beseen as rather boring, though
Gleick was true to the books sub-title —
“The ... Science of Richard Feynman.”

Themostinteresting parts of thebook
were for me, as indicated above, those
details that seem to scream out: “Richard
Feynman was an Extropian!” This in-
cluded arejection of religion, and a seem-
ingly libertarian view of economics (page
397). 1 will present a few of these below.

One of the famous, or perhaps infa-
mous, topics on the Extropian Mailing list
[5] is the uploading of human conscious-
ness into computer-like devices, and re-
lated topics such as the nature of con-
sciousness. On page 124 Gleick details a
cross-examinationof philosopher Adolph
Gruenbaum by Feynman who was iden-
tified as “Mr. X.”

Gruenbaum: I want to say that there is a
difference betweena conscious thing and
an unconscious thing.

Mr. X: What is the difference?

Gruenbaum: Well ... I would not be wor-
ried if a computer is unemployed,...
would worry about the sorrows which
that human being experiences in virtue of
conceptualized self-awareness.

Mr. X: Are dogs conscious?

Gruenbaum: Well, yes. Itis going tobea
question of degree. But] wonder whether
they have conceptualized self-awareness.

Mr. X: Are cockroaches conscious?

Gruenbaum: Well,Idon’tknow about the
nervous system of the cockroach.

Mr. X: Well, they don’tsuffer from unem-
ployment.

Gleickwrites, “Itseemed to Feynman
that a robust conception of “now” ought
not to depend on murky notions of men-
talism. The minds of humans are mani-
festations of physical law, too, he pointed
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out. Whatever hidden brain machinery
created Gruenbaum’s coming into being
must have to do with a correlation be-
tween events in two regions of space—the
oneinside the craniumand theotherelse-
where ‘on the space-time diagram.” In
theory one should be able to create a
feeling of nowness ina sufficiently elabo-
rate machine, said Mr. X.”

Another topic that appeared on the
Extropian list is the issue of how small
computerscould actuallybemade. Some-
one wondered if they could be reduced
below the atomic level. On page 435
Gleick writes, “He joined two Caltech
authoritiesoncomputation, John Hopfield
and Carver Mead, inconstructinga course
on issues from brain analogues and pat-

tern recognition to error correction and’

uncomputability. For several summers
he worked with the founders of Thinking
Machines Corporation, near MIT, creat-
inga radicalapproach to parallel process-
ing; he served as a high-class technician,
applying differential equations to circuit
diagrams... And he began to produce
maverick research at the intersection of
computing and physics: on how small
computers could be; on entropy and the
uncertainty principle in computing; on
simulating quantum physics and proba-
bilistic behavior; and on the possibility of
building a quantum-mechanical com-
puter, with packets of spin waves roam-
ing ballistically back and forth through
the logic gates.” ‘

Of course computers werenotnew to
Feynman. Hehad worked with the primi-
tivecard-drivenmechanical calculators at
Los Alamos. On page 201 Gleick writes,
“His computing team had puteverything
aside to concentrate onone final problem:
the likely energy of the device to be ex-
ploded a few weeks henceat Alamogordo
in the first and only trial of the atomic
bomb.... He had invented a system for
sending three problems through the ma-
chine simultaneously. In the annals of
computing this was an ancestor to what
would later be called parallel processing
or pipelining. He made sure that the
componentoperationsofanongoing com-
putation were standardized, so that they
could be used with only slight variations
in different computations... He also in-
vented an efficient technique for correct-
ing errors without halting a run.”

There are many other example to
choose from. I have chosen these because
they seem to stick out in my mind. Ex-
amples of pushing technology to theedge
of understanding, examples of innova-
tion and the optimism to forge ahead in
the face of adversity. Adversity in the
nature of our universe — Feynman writes,
“If it turns out there is a simple ultimate
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law which explains everything, so be it -
that would be very nice to discover. If it
turns outit’s likeanonion with millions of
layers ... then that the way it is.”[6] Also
adversity on morea more personal level -
Feynman’s first wife Arline was dying
throughout his time at Los Alamos — he
had the strength and courage to be with
her emotionally and physically almost
every weekend, while having the concen-
tration tocontinue hisworkon “thebomb.”
He was dying of cancer during his work
on the independent commission investi-
gating the Challenger explosion. Again
adversity was met and overcome, while
Feynman was once again able to capture
the attention of the nation.

If there is anything non-Extropian
about him it is that he accepted his own
death. However, he didn’t retreat into the
mythos of religion: “I can live with doubt
and uncertainty and notknowing...Idon’t -
feel frightened by not knowing things, by
being lost in a universe without any pur-
pose, which is the way it really is as faras
I cantell. Itdoesn’t frighten me.” [7]

In conclusion, I will say that for any-
one who wants to have a deeper insight
into Richard Feynman, Genius, is required
reading. However the book does not
stand alone. For readers who have a
detailed knowledgeof physics, or for those
who don’t want one, the book may very
well provedisappointing. If youarelook-
ing tointroducesomeone toboth Feynman
and the science he espoused, then the
book comes highly recommended. I found
the book hard to put down, but did on
occasion, yet I am glad I have read it. 1
would urge Mr. Gleick to write more
about science, using people as backdrops
rather than using a biography to teach
science.

[1] Written by Ralph Leighton as told by
Richard Feynman.

[2] From the book jacket to Genius

[3] A speech presented at the 1959 Annual
meeting of the American Physical Society
and later reprinted in Caltech’s Engineer-
ing and Science magazine and Popular Sci-
ence Monthly. (See Genius pages 17, 354-
355)

[4] His use of LSD came as a revelation to
me. I thoughtI remembered reading that
he didn’t use it for fear of disturbing his

thought processes.
{5] You can join the Extropians list by
sending e-mail to extropians-

request@gnu.ai.mitedu. Prepare to be
beseiged by many messages per day.

[6] Page 432

[7] Page 438
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to have an e-mail address by nextissue. PO Box 458, Wrightwood, CA
92397.

Harry Shapiro: Manager of the Extropians e-mail list, Harry is
Manager of Computer Services for Warwick, Baker, Fiori, has con-
sulted at Bell Laboratories, and worked in technical positions at E.F.
Hutton and Shearson Lehman Brothers — the brokerage division of
American Express.

habs@panix.com

Extropy #10 was produced on a Gateway 486-50DX2 PC with 8Mb of RAM
_and a 200Mb hard disk, running Windows 3.1, and using Aldus Pagemaker

4.0, WinWord 2.0, and Aldus Freehand 3.1.
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ExI Audio Tapes For Sale

Everything is Getting Better and Better — I'll Bet On It!
by Julian Simon.

Economist Julian Simon uses hard data to counter prevailing gloomy
beliefs about the current state of the world and its direction. Practically
all measures of human well-being substantiate the Extropian’s dynami-
cally optimistic views: Life does tend toimprove, thoughonly through the
efforts and applied intelligence of free persons. This tape makes an
effective introduction to Simon'’s ideas, and, lent out to your pessimistic
friends, will serve as a valuable intellectual catalyst.
$10.95 (Members $9.95) EC1 (1-hour audio)

Bionomics On Trial: A Discussion With Michael Rothschild
Rothschild outlines the main contentions of his book Bionomics:
Economy As .Ecosystem, and responds to audience questions. Topics
discussed include electronicecosystems; how Bionomics effectively draws
‘liberals’ into support for free markets; the relation between Austrian/
process economics and bionomics; the role of government; how far the
economy as ecosystem analogy can be pushed.
$12.95 (Members: $11.50) EC2 (80 minutes audio)

Spontaneous Orders and Future Evolution
by Max More ’

In this talk, originally delivered to the Albert Jay Nock Forum,
Extropy Institute CEO Max More poses and answers the question: “How
ishumankind to evolve, transform, progress, to change its nature, without
the oppression of central control and social engineering?” More distin-
guishes the spontaneous order embodied in free markets from the con-
structed orders that are more visible to most people. More shows why
spontaneous orders are underappreciated, analyzes the problems en-
demic in central control, and shows the diverse areas in which spontane-
ousordering principles reveal themselves, including evolutionary theory,
memetics, ecology, agoristic computing, neural networks, genetic algo-
rithms, and computational ecosystems. Finally, methods of transforming
human nature while respecting the contraints of spontaneous order are

proposed.

$10.95 (Members $9.95) PH1 (1-hour audio)

Recreational Drugs and Smart Drugs: Paternalism and
Responsibility

by Max More

Ananalysis of the drug policies of the DEA and FDA, beginning with
arguments for decriminalization of recreational drugs. The FDA comes
under fire, with a history of that agency’s increasing powers and growing
safety fascism, the FDA’s effects on death rates and pharmaceutical
innovation, and the motivations facing FDA bureaucrats. More goes on
to explain how smart drugs differ from other drugs, and how the FDA has
mounted a war on the freedom to use intelligence-enhancing substances.
The policies of the FDA and DEA are accelerating the infantalization of the
American people, undercutting their self-determination and denying
their personal judgment. This tape is crammed with the facts, statistics,
and arguments needed to blast the FDA and DEA out of the water.
$10.95 (Members $9.95) PL2 (1-hour audio)

Postage: $1 pertape. Overseasorders: Surface mail-$1.50 firsttape, $1.25 each
additional tape. Contact ExI for airmail rates. Check or money order in US
dollars drawn on a US bank, payable to “Extropy Institute.” Mail your order
to: Extropy Institute, Dept. S, P.O. Box 57306, Los Angeles, CA 90057-0306.
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How to join the ExI
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Extropy Institute now sponsors, through
the generous efforts of ExI member and
List Manager Harry Shapiro, a number
of electronic fora for sharing libertarian,
free-market, life-extensionist, and other
Extropian ideas with bright, like-minded
individuals around the globe. Allof these
services reside at gnu.ai.mit.edu, so the
string @gnu.ai.mit.edu should be added
to the boldface addresses below when
sending requests.

The most popular service is the
Extropian e-mail list, which contains
lively discussionand debate on numerous
topics. To join, send a request to
extropians-request. This list also has a
recently-added digest feature which, in-
stead of sending each message to you as
it comes in, batches a group of messages
into asegmentofabout SOK. That means
getting one to three messages a day. To
join, send a message to exi-daily-re-
quest.

A more recent service is the ExI
Essay list, for posting longer, more care-
fully prepared electronic manuscripts.
To get on this list, send a message to exi-
essay-request.

There is also an Extropian confer-
ence on the Well, one of the longest-
running professionally run BBS systems.
On the Well, send mail to habs.

Those ExI-Essay papers containing
explicit notices granting permission for
redistribution are available by anony-
mous FTP at lynx.cs.wisc.edu (IP ad-
dress 128.105.2.216). Alistofavailable
essays along with their file names is in the
file pub/ExI-Essay/INDEX. Any ques-
tions should go to Derek Zahn at
derek@cs.wisc.edu.

There are also two “local” lists for
announcements and discussions in the
San Francisco Bay Area and the Boston
area. To join these lists, send a message
to exi-bay-request (Bay Area) or exi-
bos-request (Boston area).




