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Preface

These are the proceedings of EUROCRYPT 2003, the 22nd annual EURO-
CRYPT conference. The conference was sponsored by the IACR, the Internatio-
nal Association for Cryptologic Research, www.iacr.org, this year in coopera-
tion with the Institute of Mathematics and Cryptology, Faculty of Cybernetics,
Military University of Technology, Warsaw, Poland. The General Chair, Jerzy
Gawinecki, was responsible for the local organization, and the conference regi-
stration was handled by the IACR secretariat at the University of California,
Santa Barbara, USA.

A total of 37 papers were accepted for presentation at the conference, out
of 156 papers submitted (of which one was withdrawn by the authors shortly
after the submission deadline). These proceedings contain revised versions of
the accepted papers. In addition two invited talks were given: the first was given
by Kris Gaj and Arkadiusz Orlowski, entitled “Facts and Myths of Enigma:
Breaking Stereotypes.” The second invited talk was given by Jacques Stern en-
titled “Why Provable Security Matters?” The conference program also included
a rump session, chaired by Stanis�law Jarecki, which featured short informal talks
on recent results.

The reviewing process was a challenging task, and many good submissions
had to be rejected. Each paper was reviewed by at least three members of the
program committee, and papers co-authored by a member of the program com-
mittee were reviewed by at least six (other) members. The reviews were then
followed by deep discussions on the papers, which contributed a lot to the qua-
lity of the final selection. In most cases, extensive comments were sent to the
authors. It was a pleasure for me to work with the program committee, whose
members worked very hard over several months. I am also very grateful to the
external referees who contributed with their special expertise to the selection
process. Their work is highly appreciated.

The submission of papers was done using an electronic submission software
written by Chanathip Namprempre for CRYPTO 2000 with modifications de-
veloped by Andre Adelsbach for EUROCRYPT 2001. All but two papers were
submitted using this software, while the two others were submitted on paper
and then scanned and entered into the software. During the review process, the
program committee was mainly communicating using a review software written
by Bart Preneel, Wim Moreau, and Joris Claessens for EUROCRYPT 2000. I
would like to thank Orr Dunkelman and Julia Stolin for their help in installing,
solving problems, and adding features to the software. I am also very grateful to
Wim Moreau for his great help in solving some of the problems we had with the
software. The final decisions were made during a committee meeting in Paris. I
would like to thank Helena Handschuh and Gemplus for organizing and hosting
the meeting. I would also like to acknowledge Elad Barkan and Pnina Cohen for
their help whenever it was required.



VI Preface

On behalf of the General Chair I would like to acknowledge the members of
the local organizing committee in Warsaw. For financial support of the conference
we are very grateful to this year’s sponsors.

It is my pleasure to thank the General Chair, Prof. Jerzy Gawinecki, for all
his work in organizing the conference, and for the pleasant collaboration and
various pieces of advice. I know he spent a lot of effort, during a period of over
two years, organizing the conference.

Finally, but most importantly, I would like to thank all the authors from all
over the world who submitted papers to the conference, and all the participants
at the conference.

February 2003 Eli Biham
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Cryptanalysis of the EMD Mode of Operation

Antoine Joux

DCSSI Crypto Lab
51, Bd de Latour-Maubourg

75700 PARIS 07 SP
FRANCE

antoine.joux@m4x.org

Abstract. In this paper, we study the security of the Encrypt-Mask-
Decrypt mode of operation, also called EMD, which was recently pro-
posed for applications such as disk-sector encryption. The EMD mode
transforms an ordinary block cipher operating on n–bit blocks into a
tweakable block cipher operating on large blocks of size nm bits. We
first show that EMD is not a secure tweakable block cipher and then de-
scribe efficient attacks in the context of disk-sector encryption. We note
that the parallelizable variant of EMD, called EME that was proposed
at the same time is also subject to these attacks.
In the course of developing one of the attacks, we revisit Wagner’s gener-
alized birthday algorithm and show that in some special cases it performs
much more efficiently than in the general case. Due to the large scope
of applicability of this algorithm, even when restricted to these special
cases, we believe that this result is of independent interest.

1 Introduction

Very recently, Rogaway proposed in [5] two new modes of operation that are
specifically tailored for applications such as disk-sector encryption. The first
mode called EMD (Encrypt-Mask-Decrypt) mostly consists in two consecutive
passes of CBC encryption/decryption. Thus it is a sequential mode. The second
mode called EME is a parallelizable version of EMD. In an updated version of [5],
written with Halevi, the EMD algorithm is presented under the new name CMC.
In particular, during the First IEEE International Security in Storage Workshop,
held Dec. 11th, 2002 in Greenbelt, Maryland, the algorithm was presented under
this new name.

In order to encrypt disk-sectors, several important properties are often re-
quired. First, when encrypting a single sector, a change in any single plaintext bit
should impact the complete ciphertext sector. Since disk sectors are much larger
than the block-size of usual block ciphers and since ordinary modes of opera-
tion such a CBC encryption do not ensure this property, this requirement calls
for a specific construction. Second, for efficiency reasons, each sector should be
encrypted independently of other sectors. As a consequence, an electronic code
book at the sector level is expected. However, to avoid attacks based on sectors

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 1–16, 2003.
c© International Association for Cryptologic Research 2003



2 A. Joux

switching, it is highly desirable to use a (slightly) different encryption for each
sector. This idea can be rigorously realized by using the notion of tweakable
block ciphers which was recently proposed by Liskov, Rivest and Wagner in [4].
Informally, a tweakable block cipher is a block cipher which possesses an ex-
tra input called the tweak. It should resist distinguishing attacks mounted by
powerful adversaries which are allowed access to encryption and decryption or-
acles and can choose both the plaintext or ciphertext messages and the tweak
parameters.

In order to meet these specifications, Rogaway proposed the modes of oper-
ation EMD and EME in order to build a tweakable block cipher with a large
blocksize of nm bits from an ordinary block cipher with a blocksize of n bits. In
these constructions, m represents the number of blocks that can be fitted into a
single disk sector. In [5], he also stated a security theorem for the EMD mode

In this paper, we show that neither the EMD nor the EME modes of op-
eration are secure tweakable block cipher. We proceed in several steps, first in
section 2 we briefly recall the constructions from [5], then in section 3 we de-
scribe distinguishing attacks against the two modes, finally in section 4 we show
practical attacks in the context of disk-sector encryption. In one of the practical
attacks we make use of Wagner’s algorithm for solving the generalized birthday
problem, which he introduced at Crypto’2002 in [6]. In order to improve the
attack, we need to use the algorithm in a special case which was not considered
by Wagner. It turns out that in this special case, the algorithm still works and
moreover it becomes much more efficient than in the general case. An heuris-
tic analysis of Wagner’s algorithm restricted to these special cases is given in
appendix.

2 Description of EMD and EME

In this section, we give brief descriptions of the EMD and EME modes of op-
eration as proposed in [5]. We only describe the forward direction (encryption).
For complete specifications, the reader should refer to the original paper [5].

2.1 The EMD Mode

The EMD (Encrypt-Mask-Decrypt) mode of operation is based on CBC encryp-
tion. In order to simplify the description of this mode, we use two subroutines
CBCEncrypt and CBCDecrypt that respectively perform CBC encryption and
CBC decryption. These routines take as input a keyed block cipher EK and a
m-uple of input blocks X1, . . . , Xm and output a m-uple Y1, Y2, . . . , Ym. There
is a simple but important difference between ordinary CBC decryption and the
CBC decryption as used in EMD. More precisely, in the latter case, individual
blocks are encrypted (by the block cipher EK) instead of being decrypted (by
its inverse E−1

K ). The two routines CBCEncrypt and CBCDecrypt are respectively
described in tables 1 and 2.
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Table 1. The CBCEncrypt subroutine

Input: EK , X1, X2, . . . , Xm

Y0 ← 0n

For i from 1 to m do
Yi ← EK(Xi ⊕ Yi−1)

Output: Y1, Y2, . . . , Ym

Table 2. The CBCDecrypt subroutine

Input: EK , X1, X2, . . . , Xm

X0 ← 0n

For i from 1 to m do
Yi ← EK(Xi)⊕Xi−1

Output: Y1, Y2, . . . , Ym

Given these two subroutines, the description of the EMD works as follow.
Starting for a plaintext sector P1, P2, . . . , Pm, first apply CBCEncrypt, then
perform the exclusive-or of the intermediate values with a mask which is com-
puted as a function of the tweak parameter T and the first and last intermediate
values. Afterward, reverse the block order and apply CBCDecrypt. This is sum-
marized in table 3.

Note that the mask computation makes use of a function multx which rep-
resents multiplication by x in the finite field F2n . Furthermore, in order to per-
form decryption, it should be noted that the mask value can also be computed
as a function of CCC1 and CCCm. Indeed, CCC1 ⊕ CCCm is always equal to
PPP1 ⊕ PPPm.

Table 3. The EMD mode of operation

Input: EK , T , P1, P2, . . . , Pm

(PPP1, PPP2, · · · , PPPm)← CBCEncrypt(EK , P1, P2, · · · , Pm)
Mask ← multx(PPP1 ⊕ PPPm)⊕ T
(CCC1, CCC2, · · · , CCCm) ← (PPPm ⊕ Mask, PPPm−1 ⊕
Mask, · · · , PPP1 ⊕Mask)
(C1, C2, · · · , Cm)← CBCDecrypt(EK , CCC1, CCC2, · · · , CCCm)
Output: C1, C2, . . . , Cm
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2.2 The EME Mode

The EME mode is a parallelizable variant of EMD, it makes use of various
techniques that were introduced for parallelizable modes of operations in papers
such as [3,2,1]. In order to simplify the description of this mode, we introduce
two subroutines ParaEncrypt and ParaDecrypt. These routines take as input a
keyed block cipher EK and a m-uple of input blocks X1, . . . , Xm and output
a m-uple Y1, Y2, . . . , Ym. They are described in tables 4 and 5. In the two
subroutines, the notation iL represents the multiplication in F2n of the element
L by the element having the same binary representation as the integer i.

Table 4. The ParaEncrypt subroutine

Input: EK , X1, X2, . . . , Xm

L← EK(0n)
For i from 1 to m do

Yi ← EK(Xi ⊕ iL)
Output: Y1, Y2, . . . , Ym

Table 5. The ParaDecrypt subroutine

Input: EK , X1, X2, . . . , Xm

L← EK(0n)
For i from 1 to m do

Yi ← EK(Xi)⊕ iL
Output: Y1, Y2, . . . , Ym

Given these two subroutines, the description of the EME works as follow.
Starting for a plaintext sector P1, P2, . . . , Pm, first apply ParaEncrypt, then
perform the exclusive-or of the intermediate values with a mask which is com-
puted as a function of the tweak parameter T and the exclusive-or of all inter-
mediate blocks. Afterward, apply ParaDecrypt and obtain the ciphertext. This
is summarized in table 6. In this table, the equation CCC ← PPP ⊕Mask is
a shorthand notation that means that the exclusive-or with the mask value is
performed, in parallel, on each block of PPP .

3 Distinguishers against EMD and EME

In order to show that the EMD and EME are not secure as tweakable block
ciphers, we propose simple attacks that distinguish these constructions from
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Table 6. The EME mode of operation

Input: EK , T , P1, P2, . . . , Pm

(PPP1, PPP2, · · · , PPPm)← ParaEncrypt(EK , P1, P2, · · · , Pm)
Mask ← multx(PPP1 ⊕ · · · ⊕ PPPm)⊕ T
CCC ← PPP ⊕Mask,
(C1, C2, · · · , Cm)← ParaDecrypt(EK , CCC1, CCC2, · · · , CCCm)
Output: C1, C2, . . . , Cm

random tweakable permutations. These distinguishing attacks are extremely ef-
ficient, since they require only 3 calls to the encryption/decryption oracle and
succeed with overwhelming probability.

We briefly recall the usual framework for distinguishing attacks. Assume that
we are given access to a black-box oracle that contains either an implementa-
tion of EMD (or EME) or a truly random tweakable permutation (i.e., a family
of truly random permutations indexed by the tweak value). We are allowed to
perform both encryption and decryption queries with the oracle and we fully
control the plaintext/ciphertext values and the tweak values in these queries.
After some queries, we should guess whether the black-box is an implementation
of EMD (resp. EME) or a truly random tweakable permutation. We are consid-
ered successful if our probability of producing a correct guess is significatively
better than 1/2.

3.1 The Case of EMD

In order to attack EMD we proceed as follows. First, choose a random plaintext
P (1) = (P (1)

1 , P
(1)
2 , · · · , P (1)

m ), a random tweak value T and obtain the corre-
sponding ciphertext C(1) = (C(1)

1 , C
(1)
2 , · · · , C(1)

m ). Then, ask for the decryption
of the ciphertext C(1) with tweak T ⊕ 1. Denote by P (2) the corresponding
plaintext.

Finally, form the plaintext P (3) as follows:

– P
(3)
1 = P

(1)
1 ,

– P
(3)
2 = P

(2)
2 ⊕ 1,

– P
(3)
3 = P

(1)
3 ⊕ 1,

– For i in {4, · · · ,m} let P (3)
i = P

(1)
i .

Then we ask for the encryption C(3) of P (3) with tweak T and check whether
the following conditions hold.

– Check that C(3)
m = C

(1)
m ⊕ 1,

– No condition to check on C
(3)
m−1.

– For i in {1, · · · ,m− 2} verify that C(3)
i = C

(1)
i .
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If the conditions hold, we guess that the black-box oracle contains an im-
plementation of EMD, otherwise, we guess that it is a truly random tweakable
permutation. Clearly, with a truly random tweakable permutation, the conditions
hold with negligible probability 2−(m−1)n. However, with an implementation of
EMD it is easy to check that they always hold. In order to verify this claim,
assume that the intermediate values PPP and CCC in the above computations
are respectively denoted by PPP (1), CCC(1), PPP (2), CCC(2) and PPP (3),
CCC(3).

Then, remark that CCC(2) = CCC(1), and furthermore that PPP (2) =
PPP (1) ⊕ 1, where the exclusive-or is performed on every block in PPP (1). For
the third call to EMD, we have PPP (3)

1 = PPP
(1)
1 , since P (3)

1 = P
(1)
1 , and

PPP
(3)
2 = EK(P (3)

2 ⊕ PPP (3)
1 )

= EK(P (3)
2 ⊕ PPP (1)

1 )

= EK(P (2)
2 ⊕ 1⊕ PPP (1)

1 )

= EK(P (2)
2 ⊕ PPP (2)

1 )

= PPP
(2)
2 = PPP

(1)
2 ⊕ 1.

Furthermore

PPP
(3)
3 = EK(P (3)

3 ⊕ PPP (3)
2 )

= EK(P (3)
3 ⊕ PPP (2)

2 )

= EK(P (1)
3 ⊕ 1⊕ PPP (1)

2 ⊕ 1)

= EK(P (1)
3 ⊕ PPP (1)

2 )

= PPP
(1)
3 .

We can also check that for all i from 4 to m, we have PPP
(3)
i = PPP

(1)
i .

As a consequence, CCC(3) and CCC(1) are equal on all blocks except one.
The single block that differs is block number m − 1, which satisfy the relation
CCC

(3)
m−1 = CCC

(1)
m−1 ⊕ 1. The relations between ciphertexts C(1) and C(3)

immediately follows.
As a consequence, the attacker we just proposed always outputs the cor-

rect answer when the black box contains an implementation of EMD. Moreover,
when the black box contains a truly random tweakable permutation the answer
is correct with probability 1− 2−(m−1)n. Thus the attacker succeeds with over-
whelming probability and the EMD mode of operation does not realize a secure
tweakable block cipher.

3.2 The Case of EME

With EME, a variant of the above attack can be derived. As before, choose
a random plaintext P (1)

1 , P (1)
2 , . . . , P (1)

m , a random tweak value T and obtain
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the corresponding ciphertext C(1)
1 , C(1)

2 , . . . , C(1)
m . Then, ask for the decryption

of the ciphertext C(1) with tweak T ⊕ 1. Denote by P
(2)
1 , P (2)

2 , . . . , P (2)
m the

corresponding plaintext. Form the plaintext P (3) as follows:

– P
(3)
1 = P

(2)
1 ,

– P
(3)
2 = P

(2)
2 ,

– For i in {3, · · · ,m} let P (3)
i = P

(1)
i .

Then, ask for the encryption C(3) of P (3) with tweak T and check whether the
following conditions hold.

– No condition to check on C
(3)
1 and C

(3)
2 .

– For i in {3, · · · ,m} verify that C(3)
i = C

(1)
i .

It is easy to verify that the mask values in the first and third encryption
are equal. As a consequence, the above conditions always hold. Therefore, as for
EMD, we obtain an efficient attacker that distinguishes between the EME mode
and a truly random tweakable permutation.

4 Practical Attacks in the Disk-Sector Encryption
Context

In this section, we revisit the attacks on EMD and EME to turn them into
practical attacks that can decrypt any ciphertext present on a disk sector. We
study the security of the modes in the context of disk-sector encryption for multi-
user operating system. We assume that the disk encryption key is fixed, known
to the operating system but protected from malicious users. We also assume that
malicious users can read and write any ciphertext sectors at the hardware level.
However, the operating system ensures that users can read or write plaintext
sectors only when the sector is part of a file which belongs to the user. Note
that the operating system cannot prevent a malicious user to access the disk
at hardware level in all cases. Indeed, with physical access to the machine, it is
possible to reboot using a different system or even to remove the hard disk from
the computer and access it with separate harware. We consider two different
kinds of implementations. In basic implementations, we assume that the tweak
value of a sector is the sector number. Moreover, we assume that a malicious user
can choose the numbers of the sectors that are allocated to his files. In cautious
implementations, we assume that the tweak values are obtained by hashing the
sector numbers to full-size tweaks and that no user can choose his sectors. As a
consequence, the tweak values are known but cannot be controled by malicious
users.

In the system, at least two users are present, the target of the attack Alice
and the attacker Eve. Alice has written sensitive information, say P1, . . . , Pm,
in a disk sector with tweak value T . Eve has obtained the associated ciphertext
C1, . . . , Cm by accessing the disk hardware. Her goal is by playing around with
other sectors which she legitimately accesses to fool the operating system and
force it to reveal P .
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4.1 Attack of Basic Implementations

With basic implementations, Eve chooses two convenient values δ1 and δ2. She
asks the operating system to give her ownership of the three sectors numbered
T ⊕δ1, T ⊕δ2 and T ⊕δ1⊕δ2. If the operating system cannot comply, she simply
chooses different values of δ1 and δ2 and she restarts.

Once Eve holds the three sectors, she copies Alice’s ciphertext C in sector
T ⊕ δ1 and reads some plaintext P (1) in the sector. Then she writes P (1) in
sector T ⊕ δ2 and recovers some ciphertext C(2). Finally, she moves C(2) in
sector T ⊕ δ1 ⊕ δ2 and reads a plaintext P (3). We claim that P (3) is in fact
Alice’s plaintext P .

In order to prove our claim, we denote by PPP , CCC, PPP (1), CCC(1),
PPP (2), CCC(2), PPP (3) and CCC(3) the intermediate values in the encryp-
tion/decryption calls. Then we check that the following relations hold:

1. CCC(1) = CCC,
2. PPP (1) = PPP ⊕ δ1,
3. PPP (2) = PPP (1),
4. CCC(2) = CCC ⊕ δ1 ⊕ δ2,
5. CCC(3) = CCC(2) = CCC ⊕ δ1 ⊕ δ2,
6. PPP (3) = PPP.

The final equality implies that P (3) = P and concludes the proof of the claim.
As a consequence, Eve has attained her goal and obtained the decryption of

Alice’s sensitive information. We note that the very same attack also applies to
the parallelizable mode EME.

4.2 Attack of Cautious Implementations

With cautious implementations, Eve can no longer obtain ownership of sectors
whose tweaks satisfy the correct relation. As a consequence, the attack becomes
harder. However, by creating files with many disk-sectors, Eve can obtain a large
set T of random looking tweaks. If she could find a subset (of odd size) T1, T2,
. . . T2k+1 of elements in T satisfying the relation:

T = T1 ⊕ T2 ⊕ · · · ⊕ T2k+1,

she could apply a generalization of the attack presented in subsection 4.1. Indeed,
when decrypting a ciphertext with tweak value T2i+1 and re-encrypting with
tweak value T2i+2, we simply offset the intermediate value by an exclusive-or
with T2i+1 ⊕ T2i+2. Thus, by alternatively decrypting and encrypting with T1,
T2, . . . , T2k, we offset the original value of CCC by T1⊕T2⊕· · ·T2k = T⊕T2k+1.
As a consequence, the final decryption with tweak T2k+1 reveals Alice’s plaintext.

In order to evaluate the efficiency of the proposed attack, we need to explain
how to find a good subset in T . Of course, as soon as T has more that n + 1
elements (where n is the tweak size in bits), we expect to find a solution with
high probability. Indeed, in a set T with n+ 1 elements, there are 2n+1 possible
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subsets among which 2n have odd size. Since T is a n–bit value, we expect
that the exclusive-or of at least one of the subsets of odd size will be equal
to T , with constant probability1. However, to compute such a subset, simple
algorithms such as exhaustive search (with runtime 2n) or basic time-memory
tradeoffs (with runtime 2n/2) are too slow to be effective in our case. Indeed, if
the adversary is able to perform computation of the order of 2n (or even 2n/2),
he can try exhaustive search attacks against the key of the elementary block
cipher.

Yet, at Crypto’2002, Wagner presented in [6] an efficient algorithm that ad-
dresses this problem. Given 2t independent lists of elements, L1, L2, . . . , L2t ,
his algorithm outputs 2t elements x1, x2, . . . , x2t (one from each list) such that:

x1 ⊕ x2 ⊕ · · · ⊕ x2t = 0.

This algorithm runs in time O(2t ·2n/(1+t)) and requires lists of size O(2n/(1+t)).
Wagner’s algorithm can be fitted to our need, by first choosing one arbitrary

element T ′ in T , then by constructing the lists in the following way. Divide the
rest of T in 2t lists of equal length, L1, L2, . . . , L2t . Then, modify one of the
lists by xoring it with T ⊕ T ′. Clearly, any solution given by the algorithm of
Wagner can be translated into a equation of the form:

T1 ⊕ T2 ⊕ · · · ⊕ T2t = T ⊕ T ′,

which can be used by Eve to perform our attack.
The next question is to determine the optimal value of t and see how efficient

is the attack derive from this algorithm. A similar problem was already addressed
by Wagner in [6] in order to attack the blind signature scheme of Schnorr. The
optimal choice is t =

√
n which leads to a sub-exponential attack with a running

time O(22
√

n). With a typical block cipher size, i.e. n = 128 the optimal choice is
t = 11 and it leads to a very practical attack, where Eve needs to allocate about
222 sectors2 and to perform a computation of the order of 222 operations. As a
result, Eve obtains a relation with 2048 terms and can recover Alice’s plaintext
after 2049 encryption/decryption steps.

In fact, by slightly modifying Wagner’s algorithm, it is possible to obtain
much better performance. The modification is straightforward, however, in order
to verify that it works, it should be analyzed carefully. We perform this analysis
in appendix. The idea of the modification, is to considerer lists L1, L2, . . . , L2t

which are no longer independent. In that case, we can still apply the algorithm
of Wagner and hope that it will work. Of course, since the lists are no longer
independent, we need fewer elements, moreover, by removing multiple copies of
some computations, we greatly speed up the algorithm. In fact, if some care
is taken, this really works and we obtain an even better version of Wagner’s
algorithm. Details are given in the appendix, and for the sake of simplicity, we
only give the raw results in the present section.
1 More precisely, the expected probability tends to 1−e−1 ≈ 0.63 as n tends to infinity.
2 2 Gbytes with 512 bytes sectors.
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Once the independence condition is removed, we can build the lists as follows.
The first list L1 is simply T minus the element T ′, all lists from L2 to L2t−1
are copies of L1. Finally, the last list L2t is a copy of L1 where each element is
xored with T ⊕ T ′. As before, any solution can be translated into a equation of
the form:

T1 ⊕ T2 ⊕ · · · ⊕ T2t = T ⊕ T ′,

and can be used by Eve to perform the attack. Due to the improved performance,
several different tradeoffs are now possible. To choose between these tradeoffs,
Eve needs to take into account two parameters, the size of the temporary files she
can create to mount the attack and the number of encryption/decryption she can
perform. Note, that in certain contexts, reading and writing the encrypted disks
sector can be easily done in software, while in other contexts low-level access
to the hardware need to be performed. In the second case, Eve might want to
limit the number of accesses. At one extreme, Eve can choose t = 11, create lists
of 4096 sectors3 and perform at most 2049 encryption/decryption steps. At the
other, Eve can choose t = 5, create lists of 8 388 608 sectors4 and perform at
most 33 encryption/decryption steps. We have implemented the algorithm, set
ourselves a typical challenge (which is precisely described in the appendix) and
run the algorithm for all values of t in the range from 5 to 11. The tradeoffs we
used, the number of solutions found and the runtimes on a 1.5Ghz Pentium 4
are presented in table 7. One particular solution for t = 5 in given in table 8 at
the end of the appendix. Since the runtimes range from a few seconds to a few
minutes, we conclude that even careful implementations of disk-sector encryption
using the EMD (or EME) mode of operation are utterly insecure.

Table 7. Possible trade-offs for n = 128 with dependent lists.

t List size File size Number of Runtime Number of
(512 bytes sectors) En/Decryption solutions found

11 4096 2 Mbytes 2049 0.3 s 93
10 8192 4 Mbytes 1025 0.5 s 101
9 16384 8 Mbytes 513 1.1 s 18
8 65536 32 Mbytes 257 4.2 s 631
7 131072 64 Mbytes 129 7.7 s 2
6 1048576 512 Mbytes 65 60.5 s 5
5 8388608 4 Gbytes 33 480.6 s 67

3 2 Mbytes with 512 bytes sectors.
4 4 Gbytes with 512 bytes sectors.
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5 Conclusion

In this paper, we have shown that the modes of operation EMD and EME
proposed by Rogaway in [5] for application such as disk-sector encryption are
not secure. A question of practical interest is to correct these modes of operations
or to find secure alternatives. Indeed, there is a real need for tweakable block
ciphers with large blocksize in practical applications.

As a side bonus, we remarked that Wagner’s algorithm as described in [6]
can also be applied to lists which are not independent. This special case of the
algorithm could be used for many application and when applicable, it performs
even better that the general case.
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A Revisiting Wagner’s Generalized Birthday Algorithm

At Crypto’2002, Wagner presented in [6] a generalized birthday problem which
occurs in many subfields of cryptography. This problem is, given 2t lists of n–
bits numbers L1, L2, . . . , L2t to find x1, x2, . . . , x2t , each drawn from the
corresponding list such that:

x1 ⊕ x2 ⊕ · · · ⊕ x2t = 0.

Wagner also proposed an algorithm to solve this problem, together with some
variants where the ⊕ operation is replaced by addition modulo 2n or modulo q.
However, he only considered the case where the lists Li are built independently
at random. We claim that his algorithm still works when the lists L1 up to L2t

are all copies of a small number of basic lists, or even when all the lists are
identical.
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Fig. 1. The EMD mode of operation with 4 blocks

A.1 Overview of Wagner’s Algorithm

The main idea of Wagner’s algorithm is to search for solutions that satisfy extra
conditions. Of course, this means that many solutions of the initial problem are
lost, but on the other hand, the remaining ones can be found quickly. This is
done by dividing n into t + 1 slices each containing (approximately) the same
number of bits. Then, the algorithm follows a tree of successive reductions. At
the first level of the tree, lists L2k and L2k+1 are joined into a new list L(1)

k that
contains all numbers of the form x2k ⊕ x2k+1 which evaluate to zero on the first
slice of bits. This basic operation is called a join operation and denoted by �

in [6]. When we want to specify the slice of bits on which the join operation
is performed, we add a subscript. With this notation, the first level consists in
operations of the form:
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Table 8. A solution to our self assigned challenge for t = 5

Sector number Hash value (SHA-1 truncated to 128 bits)
-1 7984B0A0E139CABADB5AFC7756D473FB
0 B6589FC6AB0DC82CF12099D1C2D40AB9

513133 C3953CC09E9A27881177A493460A9D48
545527 2B1DA5A51E2C3A59021F03E4DF3FC186
680726 4D24927467F93AB9D9E9C396C9579544
733840 336B7B518C8B5AACF9874F5F3FDA91DD
736225 CAF64CA5F17DEE1B0D2167E4DBB7DCC0
741657 972861966AD02300242C190D04D96F3A
894941 CBCD0CC6D0B1C32DEAEBFB9DD6C39534

1181280 9728620BB15229A230F0A6A2DF51312E
1322461 347F38B15A6BA92A4952CA3663CB4D2A
1523176 CBCD0E313BEC474FF993BB6EDC396FF3
2658089 FCEAAD0DCAAC6C78059C95DCEC7F7357
2761557 95E4AED645DB35E6FA97F4798E95AC49
3146286 F99617106239ACFF5D7FDD47C4B1107B
3200283 C3953C3615A5BA6F418A1A678D5D7563
3279188 95E4AC21AE84467D82479DD8DC739DB2
3356233 3C46230D14A977CABE345A06119BD354
3364940 CF3AE98EBFDCBFCFE7BF30F941B6390B
3370180 3C46239BD89E4767E6A9DBD15A1A0299
3416711 4D24929BFE4697F0B6899DC6386EB8E0
3622423 FCEAADFB419BCC66BF027686EA0A1411
4332954 67CF00C1B868FA617DE515DE2F80077B
5181376 336B78CC57077035818035A602E754F3
5248208 B67DF5187B3243A42C42039A8CECFB85
5330409 71B0B404746F3090B6BA5989950E20D5
5593763 67CF00577457F735D5E6B01BB9D134F8
6119129 E4C18A2CCDA5627F2E79AC30EB1ACDA6
6601576 F99616B15999B12D0364F4FB700CA182
6643369 71B0B5A54FCC432F2145A4F997A46624
6701136 B67DF530350B470B47AB8B3326A17968
6853675 CAF64C8DBF4784D9B5D1423DFF1BC842
7472044 347F3931E17D76AE0DBFA9D5D7D31754
7631272 CF3AE80E04C44070CD5D2B3C321F67F1

L
(1)
k ← L2k �1 L2k+1.

Similarly, the i-th level of Wagner’s algorithm consists in operations of the
form:

L
(i+1)
k ← L

(i)
2k �i L

(i)
2k+1.

At the last level (level number t) the join operation is formed simultaneously
of the two slices of bits numbered t and t + 1. By abuse of notation, we will
denote this last join operation by �t, thus implicitely expanding slice number t
to include slice number t+ 1.
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Clearly, since all lists in the same level are mutually independent, when the
numbers of bits in each slice are equal to the logarithm (in base 2) of the size
of the initial lists, all join operations except the last one roughly preserve the
sizes of the lists. Moreover, the last join operation outputs a small list of final
solutions.

At explained in [6], the join operation can be very efficiently performed by
sorting the two lists and by reading the partial collisions from the sorted lists.

A.2 The Case of a Single List

When the lists are no longer independent, the analysis of the algorithm’s behavior
is much more intricate. To start this analysis, let us consider the case where all
lists are equal to L(0). Of course, in that case, there are many trivial solutions
obtained by xoring any expression of the form x1⊕· · ·⊕x2t−1 with itself. However,
we would like the algorithm to output a non-trivial solution. The first step of
the analysis is to determine whether such a non-trivial solution do exist. To
get an expected lower bound on the number of non-trivial solutions, we give an
heuristic evaluation of the number of solutions that do not contain any duplicate
xi. Clearly, no such solution may exist when the size S0 of L(0) is smaller than
2t, thus, in the sequel we assume that S0 > 2t. In that case, the number of
non-ordered subsets of 2t chosen from L(0), can be computed as the binomial
of S0 and 2t. However, the probability that such a subset survives all the join
operations is not easy to compute. Indeed, we need to consider all the possible
orders of the subset and see if one of those do survive. Therefore, we need to
consider many events, which are not independent. As a consequence, exactly
computing the number of expected solutions is not straightforward, and we will
only perform an heuristic analysis.

In order to perform this heuristic analysis, we remove the simplest depen-
dences and then assume that the remaining objects are independent. Simple
dependence between different orders for the same subset clearly arise when join-
ing a list with itself. Indeed, x⊕x is always 0 and moreover x⊕x′ is always equal
to x′ ⊕ x. To remove these dependences, we can make a simple change to the
join operation and ensure that we never create x⊕ x and that we create x⊕ x′
only once. With this change, every non-ordered subset can occur in (2t)!/22t−1

different orders. Moreover, the probability of survival of each order can be esti-
mated as 2−2t· n

t+1 . Simplifying the product of these two numbers, we estimate
the probability of success of a single non-ordered subset by:

1
(2e)2t · 2(n/t−t)2t .

On the other hand, we also know that the probability of success cannot be better
than the probability of satisfying the xor condition we want to obtain, i.e., 2−n.

An heuristic analysis of these probabilities shows that S0 should be at least 2
or 3 times 2t and should be of the order of 21+n/t. As a consequence, the size of
the list is about twice the size of one of the lists in the general case of Wagner’s
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algorithm with similar parameters n and t. Moreover, as in the general case, the
optimal tradeoff is roughly for t = n1/2 and t should not be greater than n1/2.

Concerning the performance of the algorithm, note that since all the lists
are equal, all the join operation in a single level are identical. Thus, instead of
performing 2t join operations, we only need to perform t join operations, one per
level of the tree. As a consequence, the algorithm becomes much faster. Indeed,
the runtime is O(t ·2n/t) instead of O(2t+n/t). With the optimal choice, t = n1/2,
we have a runtime of O(t · 2t) instead of O(22t).

A.3 The Case of Two Lists

When all the lists are either L or L′, Wagner’s algorithm is also very fast. In
the general case, with an arbitrary repartition between copies of L, 3 join paths
of length t are required. For the sake of simplicity, we only address two of these
cases, where the repartition is either 2t−1 copies of L and 2t−1 copies of L′ or
2t − 1 copies of L and a single copy of L′. In these two cases, 2 join paths will
suffice.

The first repartition is the simplest to deal with, it suffices to apply the join
tree for 2t−1 copies of a single list twice, on L and on L′ independently and
finally to join the two resulting lists at the last level.

With the second repartition, let L(0) = L and L′(0) = L′, then at each level
but the last, we perform two join operations as follow:

L(i+1) ← L(i) �i L
(i),

L′(i+1) ← L(i) �i L
′(i).

At the last level, we terminate by computing the join of L(t−1) and L′(t−1).
Of course, this fast evaluation of Wagner’s trees can be generalized to any

small number m of different lists. Then, the maximal number of join paths is
bounded by 2m − 1. Thus, in all these cases, we get a complexity of O(t · 2t)
elementary operations instead of O(22t) for the original algorithm.

A.4 Implementation, Practical Challenge

In order to verify that our rough heuristic analysis is indeed correct, we im-
plemented the algorithm and we did set up a practical challenge for ourselves.
This challenge is in the spirit of cautious implementations of disk-sector encryp-
tion as described in section 4.2. We arbitrarily decided that the tweak values
for sector number i would be generated by truncating to 128 bits the result of
SHA-1 applied on the character string containing the decimal representation of
i. Moreover, we decided to choose to special values of i for the tweak values T
and T ′ associated to Alice’s sector and to the final decryption in the attack from
section 4.2. Namely, for T we choose i = −1 and for T ′ we choose i = 0. The rest
of the values range from 1 to the total number of needed sectors. We computed
this total number for various values of the parameter t (see table 7) and ran the
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algorithm. For t = 5, the solutions we found (in 8 minutes) are compact enough
to include in this paper, one of them is given in table 8. The hash values in the
table are written in hexadecimal.

Note: In the implementation, we took care to remove any non-trivial duplicates
appearing during the computation. While very few such duplicates do appear,
this step is important. Indeed, non-trivial duplicates lead to trivial solutions at
the next level. Moreover, a small number of trivial solutions quickly undergoes
an exponential growth, fill the available memory and cause the algorithm to fail.



On the Optimality of Linear, Differential, and
Sequential Distinguishers

Pascal Junod

Security and Cryptography Laboratory
Swiss Federal Institute of Technology

CH-1015 Lausanne, Switzerland
pascal.junod@epfl.ch

Abstract. In this paper, we consider the statistical decision processes
behind a linear and a differential cryptanalysis. By applying techniques
and concepts of statistical hypothesis testing, we describe precisely the
shape of optimal linear and differential distinguishers and we improve
known results of Vaudenay concerning their asymptotic behaviour.
Furthermore, we formalize the concept of “sequential distinguisher” and
we illustrate potential applications of such tools in various statistical
attacks.

Keywords: Distinguishers, Statistical Hypothesis Testing, Linear
Cryptanalysis, Differential cryptanalysis

1 Introduction

Historically, statistical procedures are indissociable of cryptanalytic attacks a-
gainst block ciphers. One of the first attack exploiting statistical correlations in
the core of DES [24] is Davies and Murphy’s attack [9]. Biham and Shamir’s dif-
ferential cryptanalysis [1,2,3], Matsui’s attack against DES [17,18], Vaudenay’s
statistical and χ2 cryptanalysis [29], Harpes and Massey’s partitioning crypt-
analysis [13], and Gilbert-Minier stochastic cryptanalysis [21] are attacks using
statistical procedures in their core.

To the best of our knowledge, Murphy et al., in an unpublished report [22],
proposed for the first time a general statistical framework for the analysis of
block ciphers using the technique of likelihood estimation. Other examples can
be found in the field of cryptology: recently, Coppersmith, Halevi and Jutla [7]
have devised a general statistical framework for analysing stream ciphers; they
use the concept of statistical hypothesis testing for systematically distinguishing
a stream cipher from a random function. Other examples (this list being non-
exhaustive) include Maurer’s analysis of Simmon’s authentication theory [19,20]
and Cachin’s theoretical treatment of steganography [4,5].

In a parallel way, some attempts of formalizing resistance of block ciphers
towards cryptanalytic attacks have been proposed: for instance, Pornin [25] pro-
poses a general criterion of resistance against the Davies and Murphy attack;
for this purpose, he makes use of statistical hypothesis testing. Vaudenay, in a
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sequence of papers (e.g. [30,28]) proposes the decorrelation theory as a generic
technique for estimating the strength of block ciphers against various kinds of
attacks. In these papers, he notably derives bounds on the best advantage of any
linear and differential distinguishers, however without using statistical hypothe-
sis testing concepts.

As pointed out by many authors, statistical hypothesis tests are convenient in
the analysis of statistical problems, since, in certain cases, well-known optimality
results (like the Neyman-Pearson lemma, for instance) can be applied.

Contributions of This Paper

In this paper, we consider the resistance of block ciphers against linear and
differential cryptanalysis as a statistical hypothesis testing problem, which allows
us to improve Vaudenay’s asymptotic bounds on the best advantage of any linear
and differential distinguishers and to give optimality results on the decision
processes involved during these attacks.

For this, we recall some well-known statistical concepts in Section §2. In
Section §3, we treat linear distinguishers and we derive a Chernoff-like bound,
which gives the right asymptotic behaviour of the best advantage of such
distinguishers. In §4, we do the same for differential distinguishers. In §5, we
formalize the notion of sequential distinguisher ; this kind of statistical procedure
has been recognized quite early as potentially useful (in [22,9], for instance).
We restate this by showing, with help of a toy-example (a linear cryptanalysis
of 5-rounds DES), that sequential sampling procedures may divide the needed
number of plaintext-ciphertext pairs by a non-negligible factor in certain
statistical cryptanalysis. In §6, we discuss potential applications of statistical
hypothesis testing concepts in various attacks, and finally, we conclude in §7.

Notation. The following notation will be used throughout this paper. Ran-
dom variables1 X,Y, . . . are denoted by capital letters, while realizations
x ∈ X , y ∈ Y, . . . of random variables are denoted by small letters; random
vectors X,Y, . . . and their realizations x,y, . . . are denoted in bold characters.
The fact for a random variable X to follow a distribution D is denoted X ← D,
while its probability function is denoted by PrX [x]. Finally, as usual, “iid”
means “independent and identically distributed”.

2 Statistical Hypothesis Testing

We recall some well-known facts about statistical hypothesis testing, both in the
classical and in the Bayesian approaches; details can be found in any good book
on statistics (e.g. see [26]).

1 In this paper, we are only dealing with discrete random variables.
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2.1 Classical Approach

Let D0 and D1 be two different probability distributions defined on the same fi-
nite set X . In a binary hypothesis testing problem, one is given an element x ∈ X
which was drawn according either to D0 or to D1 and one has to decide which
is the case. For this purpose, one defines a so-called decision rule, which is a
function δ : X → {0, 1} taking a sample of X as input and defining what should
be the guess for each possible x ∈ X . Associated to this decision rule are two dif-
ferent types of error probabilities: α � PrX0 [δ(x) = 1] and β � PrX1 [δ(x) = 0].
The decision rule δ defines a partition of X in two subsets which we denote by A
and A, i.e. A∪A = X ; A is called the acceptance region of δ. We recall now the
Neyman-Pearson lemma, which derives the shape of the optimal statistical test
δ between two simple hypotheses, i.e. which gives the optimal decision region
A.

Lemma 1 (Neyman-Pearson). Let X be a random variable drawn according
to a probability distribution D and let be the decision problem corresponding to
hypotheses X ← D0 and X ← D1. For τ ≥ 0, let A be defined by

A �
{
x ∈ X :

PrX0 [x]
PrX1 [x]

≥ τ
}

(1)

Let α∗ � PrX0

[
A
]

and β∗ � PrX1 [A]. Let B be any other decision region with
associated probabilities of error α and β. If α ≤ α∗, then β ≥ β∗.
Hence, the Neyman-Pearson lemma indicates that the optimum test (regarding
error probabilities) in case of a binary decision problem is the likelihood-ratio
test. All these considerations are summarized in Definition 1.

Definition 1 (Optimal Binary Hypothesis Test). To test X ← D0 against
X ← D1, choose a constant τ > 0 depending on α and β and define the likelihood
ratio

lr(x) � PrX0 [x]
PrX1 [x]

(2)

The optimal decision function is then defined by

δopt �
{

0 (i.e accept X ← D0) if lr(x) ≥ τ
1 (i.e. accept X ← D1) if lr(x) < τ

(3)

We note that Lemma 1 does not consider any special hypothesis on the ob-
served random variable X. In the following, we will assume that we are interested
in taking a decision about the distribution of a random vector X � (X1, . . . , Xn)
where X1, . . . , Xn are iid random variables, i.e. X ← Dn is a random vector of
n independent samples of the random variable X. This is a typical situation
during a known-plaintext attack.

When dealing with error probabilities, one usually proceeds as follows in the
classical approach: one of the two possible error probabilities is fixed, and one
minimizes the other error probability. In this case, Stein’s lemma (we refer to [8]
for more details) gives the best error probability expression. As this approach
lacks symmetry, we won’t describe it in more details.
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2.2 Bayesian Approach

The other possibility is to follow a Bayesian approach and to assign prior prob-
abilities π0 and π1 to both hypotheses, respectively, and costs κi,j ≥ 0 to the
possible decisions i ∈ {0, 1} and states of nature j ∈ {0, 1}. In this case, we
would like to minimize the expected cost. If we assign κ0,0 = κ1,1 � 0 and
κ0,1 = κ1,0 � 1, i.e. correct decisions are not penalized, while incorrect decisions
are penalized equally, then the optimal Bayesian decision rule is given by

δ(x) �
{

0 if π0 PrXn
0

[x] ≥ π1 PrXn
1

[x]
1 if π0 PrXn

0
[x] < π1 PrXn

1
[x] (4)

Clearly, the overall error probability P (n)
e � π0α

(n) + π1β
(n) of such an optimal

Bayesian distinguisher must decrease towards zero as the number n of samples
increases. It turns out that the decrease asymptotically approaches an exponen-
tial in the number of samples drawn before the decision, the exponent being
given by the so-called Chernoff bound (see Theorem 1; in the long version [14]
of this paper, we give some information-theoretic results justifying this bound,
and we refer to [8] for a detailed and complete treatment).

Theorem 1 (Chernoff). The best probability of error of the Bayesian decision
rule defined in (4) satisfies

lim
n→+∞

1
n

log
P

(n)
e

2−nν
= 0 (5)

where ν = C(D0,D1) is the Chernoff information2 between D0 and D1.

Note that the Bayesian error exponent does not depend on the actual value of π0
and π1, as long as they are non-zero: essentially, the effect of the prior is washed
out for large sample sizes.

3 Linear Distinguishers

In this section, we consider the classical model of a linear distinguisher and we
present several new results derived using tools of statistical hypothesis testing.

3.1 Introduction

A linear distinguisher δlin is a (possibly computationally unbounded) Turing
machine which can play with an oracle Ω implementing a permutation C; δlin is
bounded in the number n of queries to the oracle Ω. Furthermore, it uses a linear
characteristic (a,b) which is a pair of boolean vectors. Algorithm 1 defines the
classical modelization of a linear distinguisher (see [30]).
2 The Chernoff information between two discrete probability distributions D0 and D1

is

C(D0, D1) � − min
0≤λ≤1

log

(∑
x∈X

Pr
X0

[x]λ Pr
X1

[x]1−λ

)
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1: Parameters: a complexity n, a characteristic (a,b), an acceptance region A(n)

2: Input: an oracle Ω which implements a permutation C
3: Initialize a counter u to 0.
4: for i = 1 . . . n do
5: Pick uniformly at random x and query C(x) to the oracle Ω.
6: if a · x = b · C(x) then
7: Increment u
8: end if
9: end for

10: if u ∈ A(n) then
11: Output 0
12: else
13: Output 1
14: end if

Algorithm 1: Modelization of a linear distinguisher δlin.

The statistical game is the following. One gives an oracle Ω to Algorithm
1, which is with probability π0 = 1

2 the permutation C or, with probability
π1 = 1

2 , a permutation C∗ ∈U Cm drawn uniformly at random from the set Cm
of all permutations over inputs of size m (C∗ is often refereed as the “Perfect
Cipher”). The goal of Algorithm 1 is to decide whether Ω implements C or C∗.
One measures the performance of a distinguisher δlin by the expression

Advn
δlin

(C,C∗) �
∣∣∣Pr

C
[δlin(x) = 1]− Pr

C∗
[δlin(x) = 1]

∣∣∣ =
∣∣∣2P (n)

e − 1
∣∣∣ (6)

where x = (x1, . . . , xn) is the vector of the values queried to the oracle. The
distinguisher’s core is the acceptance region A(n): it defines the set of values
(x1, . . . , xn) which lead to output 0 (i.e. it decides that the oracle implements
C) or 1 (i.e. it decides that the oracle implements C∗).

As pointed out by Chabaud and Vaudenay in [6], linear cryptanalysis is
based on the quantity LPC(a,b) � (2 · PrX [a ·X = b · C(X)]− 1)2. This value
depends of the (fixed) permutation C and of the distribution of plaintext, which
is usually defined to be uniform. Actually, most of the time, a cryptanalyst
does not possess any information about the permutation (i.e. about the key), so
one is more interested in the average LPC(a,b) over the permutation space Cm
(or, equivalently, over the key space K); this quantity is denoted ELP(a,b) �
E
[
LPC(a,b)

]
, where the expectation is taken over the permutation distribution.

When studying linear distinguishers, one is interested in bounding the advan-
tage of any linear distinguisher in terms of ELP(a,b). We review now a known
result of Vaudenay (see [28], for instance).

Theorem 2 (Vaudenay). For any distinguisher in the model of Algorithm 1

BestAdvn
δlin

(C,C∗) ≤ 2.78 3
√
n · ELP(a,b) + 2.78 3

√
n

2m − 1
(7)

where m is the block size of the permutation.
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In the case of a practical linear cryptanalysis of DES [18], we have ELP(a,b) ≈
4 ·
(
1.19 · 2−21

)2 ≈ 1.288 · 10−12 and m = 64, which means that (7) is useful as
long as n ≤ 235. Thus, although of great theoretical interest, we note that (7)
is not tight for large n, or, in other words, does not capture the asymptotical
behavior of the advantage. In the next part, we reconsider this problem in the
statistical hypothesis testing framework and we derive an asymptotically tight
Chernoff-like bound on the best advantage of any linear distinguisher.

3.2 New Asymptotic Bounds

First, we note that if δlin is optimal, then P
(n)
e ≤ 1

2 for all n > 0 (otherwise, we
could modify it such that it outputs the opposite decision as defined in Algorithm
1 and get a smaller error probability). Thus, we have Advn

δlin
(C,C∗) = 1−2P (n)

e .
As outlined before, the crucial part of δlin is the acceptance region A(n). The
following lemma, which is a direct application of Lemma 1, gives the optimal
A(n)

opt, i.e. the region producing the smallest overall error probability. Without
loss of generality, we assume that E [PrX [a ·X = b · C(X)]] � 1

2 + ε with ε > 0
where the expectation is taken over a uniformly distributed plaintext space X
and the key space K.

Lemma 2. The optimal acceptance region for δlin is

A(n)
opt =

{
u ∈ {0, . . . , n} : u ≥ n · log2(1− 2ε)

log2(1− 2ε)− log2(1 + 2ε)

}
(8)

where u is defined in Algorithm 1.

See [14] for a detailed proof. Note that, for ε small, one can approximate (8)
with

A(n)
opt ≈

{
u ∈ {0, . . . , n} : u ≥ n ·

(
1
2

+
ε

2

)}
(9)

Using a precise version of Chernoff’s theorem 1, we can bound the advantage of
the best linear distinguisher as follows (see [14] for a detailed proof):

Theorem 3. Let m be the block size of the involved permutations. For any dis-
tinguisher in the model of Algorithm 1

1− (n+ 1)
2nν−1 ≤ BestAdvn

δlin
(C,C∗) ≤ 1− 1

(n+ 1) · 2nν−1 (10)

where ν = C(D0,D1) is the Chernoff information between D0, a binary distribu-
tion having a bias equal to max{ 1

2m−1 , ε} such that ELPC(a,b) = 4ε2 and the
uniform binary distribution D1.
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Generally, the Chernoff information cannot be expressed explicitely, because
one has to solve a transcendental equation. However, in the case which interests
us, ν(λ) � 2−λ · (( 1

2 + ε)λ + ( 1
2 − ε)λ) and

C(D0,D1) = ν(λ∗) for λ∗ =
log
(
− log(1−2ε)

log(1+2ε)

)

log
(

1+2ε
1−2ε

) (11)

We give now a numerical illustration: for ε = 1.19 · 2−21 (which is the bias of the
best linear approximation of 14 rounds of DES), we obtain a useful lower bound
only for n ≥ 248.2; unfortunately, even if it captures the asymptotic exponential
shape of the best advantage curve, it is not practically useful for “interesting”
values of n; for which concerns the upper bound, it is useful for all n but it is
not tight: one may give a tighter lower bound using Bernstein’s inequality (see
Theorem 4 and [11] for a proof). In the following, we will assume that ε is small
and thus that one is using (9) as acceptance region.

Theorem 4 (Bernstein’s Inequality). Let Xi be iid discrete random vari-
ables following a Bernoulli law with parameter 0 ≤ p ≤ 1 and let Sn �

∑
iXi.

Then

Pr [Sn ≥ n(p+ ε)] ≤ e− 1
4 nε2 for ε > 0 (12)

This allows to derive in an easy way the following lower bound:

Theorem 5. Let m be the block size of the involved permutations. For any dis-
tinguisher in the model of Algorithm 1

BestAdvn
δlin

(C,C∗) ≥ 1− e−nε2
16 (13)

where ε � max{ 1
2m−1 , ε} such that ELPC(a,b) = 4ε2.

4 Differential Distinguishers

Similarly, one can study differential distinguishers with the same tools. A dif-
ferential distinguisher δdiff is a (possibly computationally unbounded) Turing
machine which is able to submit chosen pairs of plaintexts to an oracle Ω, im-
plementing with probability π0 = 1

2 a fixed permutation C or, with probability
π1 = 1

2 , a permutation drawn uniformly at random from the set Cm of all permu-
tations on m-bit blocks. Although the cryptanalytic settings are quite different
(δdiff can submit chosen pairs of plaintext), in a statistical point of view, the
distinguishing process is very similar to linear distinguishers. In Algorithm 2,
the classical modelization of a differential distinguisher [30] is given.

If we look at Algorithm 2, we note that, although the complexity n is given in
advance as input and is (implicitly) fixed, the effective number of queries to the
oracle is merely a random variable. In other words, δdiff does not make use of all
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the information that it could exploit. In fact, we can see the class of distinguishers
submitting a random number of queries to the oracle as a generalization of
the class of distinguishers submitting a fixed number of queries. We will call
this generalization sequential distinguishers; this new concept is formalized and
studied in Section 5.

1: Parameters: a complexity n, a characteristic (a, b)
2: Input: an oracle Ω which implements a permutation C
3: for i = 1 . . . n do
4: Pick uniformly at random x and query C(x) and C(x + a) to the oracle Ω.
5: if C(x + a) = C(x) + b then
6: Output 0 and stop.
7: end if
8: end for
9: Output 1.

Algorithm 2: Classical modelization of a differential distinguisher δdiff .

In order to better understand the statistical decision processes, we give in Al-
gorithm 3 an “unorthodox” modelization, denoted δ′diff , which is very similar to
the linear one. As for linear distinguishers, it is well-known [23] that differential

1: Parameters: a complexity n, a characteristic (a, b), an acceptance region A(n)

2: Input: an oracle Ω which implements a permutation C
3: Initialize a counter u to 0.
4: for i = 1 . . . n do
5: Pick uniformly at random x and query C(x) and C(x + a) to the oracle Ω.
6: if C(x + a) = C(x) + b then
7: Increment u
8: end if
9: end for

10: if u ∈ A(n) then
11: Output 0
12: else
13: Output 1
14: end if

Algorithm 3: Unorthodox modelization of a differential distinguisher δ′diff .

cryptanalysis depends on the quantity DPC(a, b) � PrX [C(X + a) = C(X) + b],
where the plaintext space X is uniformly distributed. As this value depends on
the choice of the cipher (i.e. on the key), one defines EDP(a, b) � E

[
DPC(a, b)

]
,

where the expectation is taken over the permutation space. We note that Al-
gorithm 2 outputs 1 if and only if no differential event occurs. As for linear
distinguishers, and considering this time Algorithm 3, one can define the op-
timal acceptance region using Lemma 1 and which is given by Lemma 3. As
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EDP(a, b) = 1
2m−1 (where m is the block size of the permutation), and, typi-

cally, DPC(a, b) � 1+ε
2m−1 with 0 < ε ≤ 2m − 2, we can note that the optimal

acceptance region will make δdiff output 0 if
(
n

u

)(
1 + ε

2m − 1

)u(
1− 1 + ε

2m − 1

)n−u

≥
(
n

u

)(
1

2m − 1

)u(2m − 2
2m − 1

)n−u

which gives the following result.

Lemma 3. The optimal acceptance region for δ′diff is

A(n)
opt =

{
u ∈ {0, . . . , n} : u ≥ n · log(2m − 2)− log(2m − 2− ε)

log((2m − 2)(1 + ε))− log(2m − 2− ε)

}

(14)

where u is defined in Algorithm 3.

For small ε, (14) may be approximated by

A(n)
opt ≈

{
u ∈ {0, . . . , n} : u ≥ n ·

(
1

2m − 1
+

2m−1 − 1
(2m − 2)(2m − 1)

· ε
)}

(15)

Thus, we have

Corollary 1. δdiff is an optimal differential distinguisher submitting n queries
to the oracle if and only if (14) is satisfied for all u ∈ N with 1 < u ≤ n and for
all 0 < ε ≤ 2m − 2.

It is not difficult to build artificially a situation where Algorithm 2 is not optimal:
it is sufficient to take a characteristic (a, b) with DPC(a, b) having a very high
probability. In this case, it is not sufficient for δdiff to wait for only one differential
event and to stop, since if it is unique during the n samplings, it would have been
better to output 1. However, if we have a look at (15), we can note that Algorithm
2 captures well real-world situations, where exploited differential probabilities are
only slightly greater than ideal ones.

A very similar proof of Theorem 3 leads to

Theorem 6. For any distinguisher in the model of δ′diff ,

1− n+ 1
2nν−1 ≤ BestAdvn

δ′
diff

(C,C∗) ≤ 1− 1
(n+ 1) · 2nν−1 (16)

where ν = C(D0,D1) is the Chernoff information between D0, a binary distri-
bution with PrX0 [X0 = 0] = 1 − PrX0 [X0 = 1] = DPC(a, b), and D1, a binary
distribution with PrX1 [X1 = 0] = 1− PrX0 [X1 = 1] = 1

2m−1 .

Usually, in the context of differential cryptanalysis, one encounters the concept
of signal-to-noise ratio, which was used by Biham and Shamir in the papers
defining the differential cryptanalysis [1,2,3]; it is defined as being the ratio
of probability of the right (sub-)key being suggested by a right pair and the
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probability of a random (sub-)key being suggested by a random pair, given the
initial difference. By empirical evidence, they suggested that when this ratio is
around 1-2, about 20-40 right pairs are sufficient for a successful attack; clearly,
this is a (implicitly defined) likelihood-ratio test which turns out to be optimal
in terms of error probabilities.

5 Sequential Distinguishers

In this section, we formalize the concepts of generic sequential non-adaptive
distinguisher (GSNAD) and of n-limited generic sequential non-adaptive distin-
guisher (n-limited GSNAD). These kinds of distinguishers use sequential sam-
pling procedures as their statistical core. We note that this idea was used earlier
by Davies and Murphy (see Appendix of [9]) in an attempt to decrease the
complexity of their attack against DES.

In the Luby-Rackoff model [16], a non-adaptive attacker (which may be mod-
elized by an n-limited GNAD as described in Algorithm 4) is an infinitely pow-
erful Turing machine which has access to an oracle Ω. It aims at distinguishing
a cipher C from the “Perfect Cipher” C∗ by querying Ω, and with a limited
number n of inputs. The attacker must finally take a decision; usually, one is
interested in measuring the ability (i.e. the advantage as defined in (6)) to dis-
tinguish C from C∗ for a given, fixed amount n of queries. Clearly, in this model,
one is interested in maximizing the advantage given a fixed number of queries.

In a more “real-life” situation, a cryptanalyst proceeds usually in an inverse
manner: given a fixed success probability (i.e. a given advantage), she may look
for minimizing the amount of queries to Ω, since such queries are typically expen-
sive. With this model in head, we can now define a n-limited generic sequential
non-adaptive distinguisher (see Algorithm 5), which turns out to be more effi-
cient in terms of the average number of oracle queries than Algorithm 4 given a
fixed advantage. In fact, such a distinguisher is adaptive regarding the decision
process.

After having received the i-th response from the oracle, the distinguisher
compare the i responses it has at disposal towards an acceptance set Ai and a
rejection set Bi, which depend on the number of queries and on the (fixed in
advance) advantage, and can then take three different decisions: either it decides

1: Parameters: a complexity n, an acceptance set A.
2: Input: an oracle Ω implementing a permutation C
3: Compute some messages x = (x1, . . . , xn).
4: Query y = (C(x1), . . . , C(xn)) to Ω.
5: if y ∈ A then
6: Output 0
7: else
8: Output 1
9: end if

Algorithm 4: A n-limited generic non-adaptive distinguisher (GNAD)
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to output “0” or “1” and to stop, or to query one more question to the oracle
and to repeat the decision process, until it has queried n questions. Note that
Ai ⊆ Yi and Bi ⊆ Yi are disjoint sets for all 1 ≤ i ≤ n and that An ∪ Bn = Yn

(i.e. the distinguisher must stop and take a decision at step n). In statistics, this
process is known as a sequential decision procedure.

We note that Algorithm 2 can be viewed as a sequential differential distin-
guisher which does not take explicitely into account a decision region, since it
always outputs 0 as soon as it observes a “differential event”.

1: Parameters: a complexity n, acceptance sets Ai, 1 ≤ i ≤ n and rejection
sets Bi, 1 ≤ i ≤ n.

2: Input: an oracle Ω implementing a permutation C
3: i← 1
4: repeat
5: Select non-adaptively a message xi and get yi = C(xi).
6: if (y1, . . . , yi) ∈ Ai then
7: Output 0 and stop.
8: else if (y1, . . . , yi) ∈ Bi then
9: Output 1 and stop.

10: end if
11: i← i + 1
12: until i = n

Algorithm 5: A n-limited sequential generic non-adaptive distinguisher

5.1 Sequential Statistical Inference

We describe now formally the sequential decision procedure behind Algorithm 5.
Let D be the set of possible decisions.

Definition 2 (Sequential decision procedure). Let X1, X2, . . . be random
variables observed sequentially. A sequential decision procedure consists in:

1. a stopping rule σn which specifies whether a decision must be taken without
taking any further observation. If at least one observation is taken, this rule
specifies for every set of observed values (x1, . . . , xn), with n ≥ 1, whether to
stop sampling and take a decision out of D or to take another observation
xn+1.

2. a decision rule δn which specifies the decision to be taken. If n ≥ 1 observa-
tions have been taken, then one takes an action δn(x1, . . . , xn) ∈ D. Once a
decision has been taken, the sampling process is stopped.

If we consider Algorithm 5 at the light of this formalism, D = {0, 1},

δn(x1, . . . , xn) =
{

0 if (x1, . . . , xn) ∈ An

1 if (x1, . . . , xn) ∈ Bn
(17)

and
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σn(x1, . . . , xn) =
{

continue sampling if (x1, . . . , xn) 	∈ An ∪ Bn

stop sampling if (x1, . . . , xn) ∈ An ∪ Bn
(18)

5.2 Sequential Decision Procedures

We have seen that Lemma 1 defines the shape of the optimal acceptance region
for binary hypothesis testing. Theoretically, if one is able to compute the exact
joint probability distribution of the oracle’s responses when it implements both
ciphers, one is able to compute the optimal acceptance region A for a generic
n-limited distinguisher.

A sequential likelihood-ratio test uses exactly the same process to define
two types of acceptance regions, denoted A and B, respectively. So, it is always
possible to define a sequential test when one has a classical test at disposal. In
few words, a sequential test has three alternatives once it has received a response
from the oracle: either it can conclude for one of both hypotheses, or it can decide
to query more samples. In its simpler definition, a sequential ratio test has the
possibility to query as many samples as it is needed to take a decision, given
a fixed error probability. The expected number of queries required to reach one
of the two possible decision turns out to be less than it would need in order to
make the same decision on the basis of a single fixed-size sample set. Of course
it may happen that the sequential procedure will take more queries than the
fixed-size one, but sequential sampling is a definitely economical procedure.

One may define Algorithm 5, as a truncated sequential test, i.e. one fixes an
upper-bound n on the number of queries; it is still clear that such a sequential
procedure cannot be worse than a fixed-size sampling procedure. In the following,
we state some definitions and results about sequential hypothesis tests.

Definition 3 (Sequential Likelihood-Ratio Test). To test X← D0 against
X← D1, define two constants τup > τdown > 0 depending on α and β, and define
the likelihood ratio

lr(x) � fX1(x)
fX0(x)

The decision function at i-th step is

δopt �




1 (i.e accept X← D1) if lr(x(i)) ≥ τup

0 (i.e. accept X← D0) if lr(x(i)) ≤ τdown
∅ query another sample otherwise

(19)

When the observations are independent and identically distributed, then sequen-
tial likelihood-ratio tests have the following nice property (we refer to [27] as an
excellent treatment of sequential procedures and for the proof of the following
three theorems):

Theorem 7. For testing a simple hypothesis against a simple alternative with
independent, identically distributed observations, a sequential probability ratio
test is optimal in the sense of minimizing the expected sample size among all
tests having no larger error probabilities.
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The following results relate error probabilities α and β to τup and τdown, and
give an approximation of the expected number of samples.

Theorem 8. Let be a sequential likelihood-ratio test with stopping bounds τup
and τdown, with τup > τdown and error probabilities 0 < α < 1 and 0 < β < 1,
then τdown ≥ β

1−α and τup ≤ 1−β
α .

The approximation τdown � β
1−α and τup � 1−β

α is known as “Wald’s approxi-
mation”. The following theorem gives some credit to this approximation.

Theorem 9. Let us assume we select for given α, β ∈]0, 1[, where α+β ≤ 1, the
stopping bounds τ ′down � β

1−α and τ ′up � 1−β
α . Then it holds that the sequential

likelihood-ratio test with stopping bounds τ ′down and τ ′up has error probabilities α′

and β′ where α′ ≤ α
1−β , β′ ≤ β

1−α and α′ + β′ ≤ α+ β.

By taking into account Wald’s approximation, we can compute approximations
of the expected number of queries:

EX0 [N ] ≈
α log

(
1−β

α

)
+ (1− α) log

(
β

1−α

)
EX1 [log(fX0(x))− log(fX0(x))]

(20)

and

EX1 [N ] ≈
(1− β) log

(
1−β

α

)
+ β log

(
β

1−α

)
EX1 [log(fX1(x))− log(fX0(x))]

(21)

5.3 A Toy-Example on DES

In order to illustrate advantages of sequential linear distinguishers, we have
implemented a linear cryptanalysis of DES reduced to five rounds which uses a
sequential distinguisher for deciding the parity of the linear approximation, i.e.
the parity of the sum of involved key bits.

Using a static test, we needed 2800 known plaintext-ciphertext pairs in order
to get a success probability of 97 %. Using a sequential strategy and for the same
success probability, only 1218 samples were necessary on average. We give here
both the static and the sequential decision rules.

Let Sn denote the number of times that Matsui’s best linear characteristic
[17] on 5-rounds DES evaluates to 0, where n is the number of known plaintext-
ciphertext pairs at disposal. This linear approximation holds with probability
1
2 + 0.01907. The static decision rule is given by

{
Output “key parity = 0” if Sn ≥ n

2
Output “key parity = 1” if Sn <

n
2

(22)

With 2800 known pairs at disposal, the static rule is successful in 97% of the
cases.
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For α = β � 0.025, Wald’s approximation gives τup = 48 and τdown = 1
48 .

The sequential rule is then defined by



Output “key parity = 1” if Sn ≤ n
2 −

log τup

2 log( 1+2ε
1−2ε )

Output “key parity = 0” if Sn ≥ n
2 + log τdown

2 log( 1−2ε
1+2ε )

Query another sample, otherwise.

(23)

where ε = 0.01907. We repeated this experiment 1’000’000 times for 5 different
keys and got the following results:

Exp. 1 Exp. 2 Exp. 3 Exp. 4 Exp. 5
Pr[ static distinguisher successful ] 0.9689 0.9687 0.9684 0.9686 0.9688
Pr[ sequential distinguisher successful ] 0.9686 0.9684 0.9683 0.9682 0.9684
Average number of queries 1218.7 1218.7 1218.3 1219.1 1218.8

6 Links to Other Statistical Attacks

Potential applications in cryptanalysis of sequential distinguishers are numerous.
As soon as one is able to derive underlying probability distributions, it is possible
to define likelihood-ratios, and thus to use a sequential distinguisher. However,
deriving even approximations of probability distributions may not be a trivial
task in certain cases.

Furthermore, even if one has the probability distributions in hand, one should
not neglect the amount of computations necessary to get the information which
will be fed into the likelihood-ratio.

Under the light of the hypothesis testing paradigm, several known statistical
attacks can be summarized (for which concerns their decisional part), and thus
potentially analyzed in a simple way. The χ2 statistical test, proposed in [29] for
the first time and then used in many cryptanalytic contributions (e.g. see [12,
15,10,21]), is closely related to generalized likelihood-ratio tests.

Indeed, as outlined in Section §2, likelihood ratio tests are optimal for testing
a simple versus a simple hypothesis. It is possible to develop a generalization of
this test for use in situations in which the hypotheses are not simple (e.g. one
tests a probability distribution depending of a parameter θ ∈ ω0 against θ ∈ ω1
where ω0 and ω1 are disjoint subsets of possible parameters). Such tests are not
generally optimal, but they are typically non-optimal in situations for which no
optimal test exists, and they usually perform reasonably well.

It is well-known (see for instance [26]) that Pearson’s χ2 statistic and a gen-
eralized likelihood-ratio test for a multinomial distribution are asymptotically
equivalent. Thus, the underlying statistical decision processes in linear, differen-
tial, statistical, χ2- and stochastic cryptanalysis are all equivalent in a statistical
point of view: they try to distinguish two different (families of) probability dis-
tributions with help of a generalized likelihood-ratio test.

Another interesting attack is Harpes and Massey’s partitioning cryptanaly-
sis [13]. In such an attack, one defines the imbalance of a random variable as
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being a non-uniformity measure, i.e. as measure of distance between a uniform
distribution and the distribution obtained through the partitioning process. In
[13], two different imbalance measures are considered, namely the peak imbalance
and the squared Euclidean imbalance: one could consider a χ2-value or, equiva-
lently, a generalized likelihood-ratio value as well (and maybe slightly improve
its performances). Thus, the statistical problem behind this attack remains the
same.

7 Conclusion

In this paper, we have used the power of some tools proposed by the theory of
statistical tests for considering various situations in well-known cryptanalytic
attacks, like linear and differential cryptanalysis; we improve known bounds
on the asymptotical behavior of the best advantage of distinguishers imple-
menting these attacks. Furthermore, we formalize the concept of “sequential
distinguisher” and we illustrate its potential power in a toy-example. Finally,
we discuss the application of the statistical tools in a couple of known attacks;
this suggests that statistical hypothesis testing theory may be a mean to unify,
to characterize and to analyze most of the known attacks against block ciphers.

Acknowledgments. The author would like to thank Serge Vaudenay for
many interesting and enlightning discussions.
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Abstract. This paper presents two algorithms for solving the linear
and the affine equivalence problem for arbitrary permutations (S-boxes).
For a pair of n × n-bit permutations the complexity of the linear
equivalence algorithm (LE) is O(n32n). The affine equivalence algorithm
(AE) has complexity O(n322n). The algorithms are efficient and allow to
study linear and affine equivalences for bijective S-boxes of all popular
sizes (LE is efficient up to n ≤ 32). Using these tools new equivalent
representations are found for a variety of ciphers: Rijndael, DES,
Camellia, Serpent, Misty, Kasumi, Khazad, etc. The algorithms are
furthermore extended for the case of non-bijective n to m-bit S-boxes
with a small value of |n − m| and for the case of almost equivalent
S-boxes. The algorithms also provide new attacks on a generalized
Even-Mansour scheme. Finally, the paper defines a new problem of
S-box decomposition in terms of Substitution Permutations Networks
(SPN) with layers of smaller S-boxes. Simple information-theoretic
bounds are proved for such decompositions.
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1 Introduction

In this paper we study invariant properties of permutations (S-boxes) under the
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to look at, since basic properties of S-boxes, such as differential [7] and linear
properties [20] are invariant under these transformations. An efficient algorith-
mic tool allows to study the properties of a whole equivalence class by analyzing
a single representative. Further motivations to study this problem are: deeper
understanding of Rijndael (AES) [13] – a block cipher with nice algebraic struc-
ture; recent interest in potential algebraic attacks [10,22]; and the discovery of a
variety of equivalent representations for the AES [4,15] and other ciphers. Such
representations help to describe ciphers with simpler systems of low-degree equa-
tions, allow more efficient implementations, and are very useful in the design of
countermeasures against side-channel attacks. These problems show that it is
essential to have a toolbox of generic algebraic algorithms for the analysis and
design of block ciphers. This paper makes one step in this direction.

We provide algorithms that can quickly test if two S-boxes S1 and S2 are
equivalent, i.e., if there exist (linear or affine) mappings A1, A2 such that A2◦S1◦
A1 = S2. The complexity of our linear equivalence algorithm (LE) is O(n32n),
and the affine equivalence algorithm (AE) has complexity O(n322n). Within
these complexities, both algorithms will either return the mappings A1 and A2,
or detect that the S-boxes are inequivalent. This should be compared withO(2n2

)
for a naive algorithm that guesses one of the mappings. We solve the affine
equivalence problem by finding unique representatives for the linear equivalence
classes – a method of interest in itself. The efficiency of the given algorithms
allows to find linear equivalences for n up to 32 and affine equivalences for n up
to 17, which covers most of the S-boxes used in modern symmetric primitives
and allows to study partial functions composed of several S-boxes and portions
of the mixing layers. We extend our results for the case of non-bijective S-boxes
with n input bits and m output bits when the input/output deficiency |n−m|
is small. Another interesting extension is the search for almost equivalent S-
boxes, which is as efficient as the basic algorithms. This tool will be of interest
to the cryptanalyst/cipher designer since it allows to check quickly if a certain
S-box is close to the set of affine functions or if two S-boxes, one with unknown
structure and the other with known algebraic structure are almost equivalent.
This approach induces an interesting metric in the space of affine equivalence
classes of S-boxes.

Using our toolbox of algorithms we find that many S-boxes of popular ciphers
are self-affine equivalent, which allows to produce equivalent representations of
these ciphers. Among the examples are: AES (for which we show more non-trivial
dual ciphers than in “The Book of Rijndaels” [4]), DES, Serpent, Misty, Kasumi,
Khazad, etc. We also compare the original S-boxes of DES and the strengthened
set S5DES [18]. It is easy to observe that there is much less variety in the set of
classes of the more recent S-boxes, which is a consequence of the introduction of
additional design criteria.

We also show that our algorithms can be viewed as attack algorithms against
a generalized Even-Mansour scheme (with secret affine mappings instead of
XORs of constant secret keys). Finally we introduce a new S-box decomposition
problem: the problem of finding SPNs with layers of smaller S-boxes equivalent
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to a single large S-box. This problem is natural in the context of algebraic at-
tacks on ciphers and also in the context of efficient hardware implementations
for large lookup tables. We show simple lower bounds for this S-box decompo-
sition problem. For 8-bit S-boxes the bound is 20 layers of 4-bit S-box SPNs,
which may imply that 8-bit S-boxes are too small to withstand potential alge-
braic attacks [10]. Exactly how relevant the algebraic attacks are and whether
suboptimal S-box decomposition algorithms exist is a matter of future research.

This paper is organized as follows: in Sect. 2 and 3 we describe our linear
equivalence and affine equivalence algorithms. In Sect. 4 we describe extensions
of these algorithms to non-bijective S-boxes and to almost-equivalent S-boxes.
In Sect. 5 we discuss self-equivalences found in S-boxes of various ciphers and
corresponding equivalent representations of AES, DES, Camellia, Serpent, Misty,
Kasumi and Khazad. In Sect. 6 we apply our algorithms to a generalized Even-
Mansour scheme. Sect. 7 provides a few results on the S-box decomposition
problem. Finally Sect. 8 summarizes the paper.

2 The Linear Equivalence Algorithm (LE)

In this section we provide an efficient algorithm for solving the linear equivalence
problem for n × n-bit S-boxes. Here and in the rest of this paper, by linear
mapping we mean a mapping L(x) over GF (2)n that satisfies L(x+y) = L(x)+
L(y). It will be useful to think of L as an n × n matrix. A mapping is called
affine if it can be written as A(x) = L(x) + c with some constant c ∈ GF (2)n.
The algorithms we will describe can be generalized to arbitrary fields. Note that
the algorithm in this section is very similar to the “to and fro” algorithm used
to solve the polynomial isomorphism problem for systems of quadratic equations
in [23]. This fact was pointed out to us by an anonymous referee.

Let us consider the problem of checking linear equivalence between two per-
mutations (S-boxes) S1 and S2. The problem is to find two invertible linear
mappings L1 and L2, such that L2 ◦ S1 ◦ L1 = S2. A naive approach would
be to guess one of the mappings, for example L1. Then one can extract L2
from the equation: L2 = S2 ◦ L−1

1 ◦ S−1
1 , and check if it is a linear, invertible

mapping. There are O(2n2
) choices of invertible linear mappings over n-bit vec-

tors. For each guess one will need about n3 steps to check for linearity and
invertibility using Gaussian elimination. For large n we could benefit from the
asymptotically faster Coppersmith-Winograd’s method [11] of O(n2.376). How-
ever, for n ≤ 32, which is of main practical interest, we can use 32-bit processor
instructions to bring the complexity to n2 steps. In total the naive algorithm
would require O(n32n2

) steps (a similar naive affine equivalence algorithm will
use O(n32n(n+1))). For n = 6 this approach will require about 244 steps.

Improving the naive approach is easy: we need only n equations in order
to check L2 for invertibility and linearity. If one guesses only log2 n vectors
from L1 one may span a space of n points (by trying all linear combinations
of the guessed vectors), evaluate the results through L1, S1 and S2 and have n
constraints required to check for linearity of L2. If the n new equations are not



36 A. Biryukov et al.

independent one will need to guess additional vectors of L1. Such an algorithm
would require guessing of n log2 n bits of L1 and the total complexity would be
O(n32n log n). Below we will show a much more efficient algorithm, which stays
feasible for much higher values of n (up to n = 32).

Another natural approach to the linear equivalence problem would be to
follow a reduction from a Boolean linear equivalence problem. Recently a new
heuristic algorithm for the Boolean equivalence problem was described by Fuller
and Millan in [15]. They propose an algorithm based on the distribution of
the Walsh-Hadamard transform and the autocorrelation. The complexity of this
algorithm is roughly nn, which is already a higher complexity than for the algo-
rithms we present in this paper. Trying to adapt Fuller-Millan’s approach, one
might decide to build difference distribution [7] (or linear approximation [20])
tables for the two S-boxes and to match the frequencies between the tables after
applying small changes to the S-boxes. However, the construction of a differ-
ence distribution table for a n× n-bit S-box requires O(22n) steps and memory;
creating a linear approximation table takes O(n22n) steps and O(22n) memory.
Thus an algorithm using frequencies in such tables seems to be lower bounded by
O(22n) steps. Note that for strong ciphers frequency profiles in such tables are
artificially flattened, which will make any such algorithm even harder to apply.

2.1 Our Linear Equivalence Algorithm

In our algorithm we exploit two ideas. The first one we call a needlework effect in
which guesses of portions from L1 provide us with free knowledge of the values of
L2. These new values from L2 allow us to extract new free information about L1,
etc. This process is supported by a second observation, which we call exponential
amplification of guesses, which happens due to the linear (affine) structure of the
mappings. The idea is that knowing k vectors from the mapping L1, we know
2k linear combinations of these vectors for free. Now we are ready to describe
our algorithm.

In the description we use the following notation: the linear mappings L1 and
L2 will be denoted by A and B−1 respectively. The sets CA, CB are the sets of
checked points for which the mapping (A or B respectively) is known. By con-
struction, these sets will also contain all the linear combinations of known points.
The sets UA, UB are the sets of yet unknown points. The sets NA, NB describe
all the new points for which we know the mapping (either A or B, respectively),
but which are linearly independent from points of CA or CB , respectively. The
sets C, N and U are always disjoint. We introduce the following natural notation
for operations on sets:

F (W ) = {F (x) | x ∈W} (1)
W ⊕ c = {x⊕ c | x ∈W} . (2)

Starting with the empty sets CA, CB (no points known), and the complete un-
known sets UA, UB , we make initial guesses for the value A(x) for some point x,
and place it into NA. Usually two guesses would be sufficient in order to start
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the exponential amplification process. However we can do better if S1(0) �= 0
and thus S2(0) �= 01. In such a case we can add the value of 0 to both NA

and NB . Using the fact that A(0) = B(0) = 0 we can start with less initial
guessing, which saves us a factor of 2n in complexity. The algorithm follows the
implications of the initial guess until we have enough vectors for A or B to ei-
ther reach a contradiction or have n independent vectors completely defining the
mapping. If we obtain a mapping that is either non-invertible or non-linear, we
reject the incorrect guess. Otherwise we check all the points of both mappings
to avoid degenerate cases of “almost” affine mappings (we exploit this feature
in Sect. 4.3).

Linear Equivalence (LE)
UA ⇐ {0, 1}n; UB ⇐ {0, 1}n
NA ⇐ ∅; NB ⇐ ∅

CA ⇐ ∅; CB ⇐ ∅

while (UA �= ∅ and UB �= ∅) or (All guesses rejected) do
if NA = ∅ and NB = ∅ then

If previous guess rejected, restore CA, CB , UA, UB .
Guess A(x) for some x ∈ UA

Set NA ⇐ {x}, UA ⇐ UA \ {x}
end if
while NA �= ∅ do

Pick x ∈ NA; NA ⇐ NA \ {x}; NB ⇐ S2(x⊕ CA) \ CB

CA ⇐ CA ∪ (x⊕ CA)
if |NB |+ log2 |CB | > const · n then

if B is invertible linear mapping then
Derive A and check A, B at all points, that are still left in UA and UB .

else
Reject latest guess; NA ⇐ ∅; NB ⇐ ∅

end if
end if

end while
while NB �= ∅ do

Pick y ∈ NB ; NB ⇐ NB \ {y}; NA ⇐ S2
−1(y ⊕ CB) \ CA

CB ⇐ CB ∪ (y ⊕ CB)
if |NB |+ log2 |CB | > const · n then

if A is invertible linear mapping then
Derive B and check A, B at all points, that are still left in UA and UB .

else
Reject latest guess; NA ⇐ ∅; NB ⇐ ∅

end if
end if

end while
UA ⇐ UA \ CA; UB ⇐ UB \ CB

end while

1 If one S-box maps zero to zero and the other does not, they cannot be linearly
equivalent.
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Fig. 1. The relations between the different sets for the LE algorithm.

The complexity of this approach is about n3 · 2n steps (for S-boxes that do
not map zero to zero, and n3 · 22n otherwise). In practice our algorithms are
faster by taking into account 32-bit operations, which reduce the complexity to
O(n22n) as long as n ≤ 32. For 8-bit S-boxes it is about 214 steps. For 16-bit
S-boxes it is 224 steps. Table 2 in Appendix A lists the complexities for n ≤ 32.

3 The Affine Equivalence Algorithm (AE)

In this section we generalize the equivalence problem to the affine case. This
time we want an algorithm that takes two n×n-bit S-boxes S1 and S2 as input,
and checks whether there exists a pair of invertible affine mappings A1 and A2
such that A2 ◦ S1 ◦A1 = S2. Each of these affine mappings can be expressed as
a linear transform followed by an addition, which allows us to rewrite the affine
equivalence relation as B−1S1(A · x ⊕ a) ⊕ b = S2(x) ,∀x ∈ {0, 1}n with A and
B invertible n× n-bit linear mappings and with n-bit constants a and b.

3.1 Basic Algorithm

As the problem is very similar to the linear equivalence problem, it seems natural
to try to reuse the linear algorithm described above. A straightforward solution
would be:

for all a do
for all b do

check whether S1(x⊕ a) and S2(x)⊕ b are linearly equivalent
end for

end for

This approach adds a factor 22n to the complexity of the linear algorithm, bring-
ing the total to O(n323n). This algorithm is rather inefficient as the linear equiv-
alence needs to be checked for each pair (a, b).2 In a second approach, we try
2 Another solution is to avoid guessing the constants by considering linear combina-

tions consisting of only an odd number of points. We need three guesses to initiate
this process, hence the total complexity is the same.
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to avoid this by assigning a unique representative to each linear equivalence
class. Indeed, if we find an efficient method to identify this representative for a
given permutation, then we can check for affine equivalence using the following
algorithm:

for all a do
insert the representative of the lin. equiv. class of S1(x⊕ a) in a table T1

end for
for all b do

insert the representative of the lin. equiv. class of S2(x)⊕ b in a table T2
end for
if T1 ∩ T2 �= ∅ then

conclude that S1 and S2 are affine equivalent
end if

The complexity of this second algorithm is about 2n times the work needed
for finding the linear representative. If the latter requires less than O(n322n),
then the second approach will outperform the first. Next, we present an algorithm
that constructs the representative in O(n32n). As a result, the total complexity
of finding affine equivalences is brought down to O(n322n). Table 2 shows these
complexities for values of n ≤ 32. The same complexity estimation holds for the
case of inequivalent S-boxes.

An additional interesting property of this approach is that it can efficiently
solve the problem of finding mutual equivalences in a large set of S-boxes. Due
to the fact that the main part of the computation is performed separately for
each S-box, the complexity will grow only linearly with the number of S-boxes
(and not with the number of possible pairs).

3.2 Finding the Linear Representative

The efficiency of an algorithm that finds the linear representative RS for an
S-box S depends on how this unique representative is chosen. In this paper,
we decide to define it as follows: if all S-boxes in a linear equivalence class are
ordered lexicographically according to their lookup tables, then the smallest is
called the representative of the class. With this order the smallest permutation
is the identity, and for example, permutation [0, 1, 3, 4, 7, 2, 6, 5] is smaller than
the permutation [0, 2, 1, 6, 7, 4, 3, 5].

In order to construct the representative RS for the linear class containing a
given S-box S, we use an algorithm that is based on the same principles as the
algorithm in Sect. 2.1: after making an initial guess, we incrementally build the
linear mappings A and B such that R′S = B−1◦S◦A is as small as possible. This
is repeated and the representative RS is obtained by taking the smallest R′S over
all possible guesses. When explaining the algorithm, we will refer to the same sets
CA, CB , NA, NB , UA and UB as in Sect. 2.1, but as their function throughout
the algorithm is slightly different, we first reformulate their definition:
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Fig. 2. The relations between the different sets for the AE algorithm.

Sets DA and DB – values for which A or B are known respectively. As A is
a linear mapping, any linear combination of points of DA will also reside in
DA. The same is true for DB . Note that DA and DB always include 0.

Sets CA and CB – points of DA that have a corresponding point in DB and
vice versa, i.e., S ◦ A (CA) = B (CB). For these values, R′S and R′S

−1 are
known respectively.

Sets NA and NB – remaining points of DA and DB . We have that S◦A (NA)∩
B (NB) = ∅.

Sets UA and UB – values for which A and B can still be chosen. It is important
to note that the algorithm will update sets DA and UA in such a way that
d < u for any d ∈ DA and u ∈ UA.

The main part of the algorithm that finds a candidate R′S consists in repeat-
edly picking the smallest input x for which R′S is not known and trying to assign
it to the smallest available output y. Using the definitions above, this may be
written as:

while NA �= ∅ do
pick x = mint∈NA

(t) and y = mint∈UB
(t)

complete B such that B(y) = S ◦A(x) and thus R′S(x) = y
update all sets according to their definitions
while NA = ∅ and NB �= ∅ do

pick x = mint∈UA
(t) and y = mint∈NB

(t)
complete A such that A(x) = S−1 ◦B(y) and thus R′S(x) = y
update all sets according to their definitions

end while
end while

When this algorithm finishes, NA and NB are both empty. If UA and UB turn
out to be empty as well, then R′S is completely defined. In the opposite case, we
need to guess A for the smallest point in UA. This will add new elements to NA,
such that we can apply the algorithm once again. To be sure to find the smallest
representative, we must repeat this for each possible guess.

In most cases, we will only need to guess A for a single point, which means
that about 2n possibilities have to be checked. Completely defining R′S for a
particular guess takes about 2n steps. However, most guesses will already be
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rejected after having determined only slightly more than n values, because at that
point R′S will usually turn out to be larger than the current smallest candidate.
Due to this, the total complexity of finding the representative is expected to be
O(n32n).

We now explain how the sets are updated in the previous algorithm. We only
consider the case where NA �= ∅ and x = mint∈NA

(t), but the other case is
very similar. The first step is to use the value of B(y) to derive B for all linear
combinations of y and DB . This implies that:

D′B ⇐ DB ∪ (DB ⊕ y) (3)
U ′B ⇐ UB \ (DB ⊕ y) . (4)

Next, the algorithm checks whether any new point inserted in DB has a corre-
sponding point in DA and updates CB , NB , CA and NA accordingly:

C ′B ⇐ CB ∪B−1 [B (DB ⊕ y) ∩ S ◦A (NA)] , (5)

N ′B ⇐ NB ∪B−1 [B (DB ⊕ y) \ S ◦A (NA)] , (6)

C ′A ⇐ CA ∪A−1 ◦ S−1 [B (DB ⊕ y) ∩ S ◦A (NA)] , (7)

N ′A ⇐ NA \A−1 ◦ S−1 [B (DB ⊕ y) ∩ S ◦A (NA)] . (8)

The resulting sets are depicted in dashed lines in Fig. 2.

3.3 A Different Approach Using the Birthday Paradox

The efficiency gain obtained in the previous subsections is due to the fact that
the computation is split into two parts, each of which depends on a single S-box
S1 or S2 only. In this subsection, we apply the same idea in a different way
and present a second algorithm which is directly based on the birthday method
from [23].

In order to explain the algorithm, we will denote the input and corresponding
output values of S1 by xi

1 and yi
1, with yi

1 = S1(xi
1). For the second S-box

S2, we use the notations xi
2 and yi

2. Suppose now that we are given a set of
pairs (xi

1, y
i
1) and a second set of pairs (xi

2, y
i
2), and are asked to determine

whether both ordered sets are related by affine transforms, i.e., xi
1 = A1(xi

2)
and yi

1 = A−1
2 (yi

2) for all i. A straightforward method would be to collect n+ 1
independent equations xi

1 = A1(xi
2), perform a Gaussian elimination in order

to recover the coefficients of A1, and verify if this transform holds for the other
values in the sets. If it does, this procedure can be repeated for A2.

We can as well take a different approach, however. The main observation now
is that any linear relation between different xi

1, containing an even number of
terms, must hold for the corresponding values xi

2 as well, given that xi
1 = A1(xi

2).
This implies that we can first derive linear relations for xi

1 and xi
2 separately (or

for yi
1 and yi

2), and then check for conflicts. If conflicts are found, we conclude
that the sets are not related by affine transforms.
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This second approach allows to construct an efficient probabilistic algorithm
for finding affine equivalences, given that they exist. For both S1 and S2, we start
with 23·n/2 sets of 3 random pairs (xi

j , y
i
j), with i = 1, 2, 3 and j = 1 or 2 for S1 or

S2 respectively. Out of these, two sets are likely to exist, such that xi
1 = A1(xi

2)
and thus yi

1 = A−1
2 (yi

2) for i = 1, 2, 3 (due to the birthday paradox). We will call
this a collision. If we were able to detect these collisions, we would immediately
obtain linear equations relating the coefficients of A1 and A−1

2 and could start
the amplification process described earlier. Applying the approach described in
the previous paragraph to small sets of 3 pairs would result in a lot of false
collisions, however. We therefore first need to expand the sets. In order to do
this, we take all odd linear combinations of the values xi

1 and compute their
image after applying S1. This will yield new yi

1 values. We can then successively
repeat this process in backward and forward direction, until the sets have the
desired size. Note that this process assures that two expanded sets are still related
by the affine transforms A1 and A2, given that the original sets were.

The algorithm is expected to require about O(n3 ·23·n/2) computations. Note
that this algorithm is probabilistic (it will fail if no collisions occur), though its
success probability can easily be increased by considering a larger number of
random sets. It cannot be used to determine with certainty that two S-boxes are
not equivalent, however, and this is an important difference with the previous
deterministic algorithms. More details about this algorithm will be available in
extended version of the paper.

4 Extensions

This section presents some useful extensions of the LE and AE algorithms.

4.1 Self-Equivalent S-Boxes

The affine equivalence algorithm was designed to discover equivalence relations
between different S-boxes, but nothing prevents us from running the algorithm
for a single S-box S. In this case, the algorithm will return affine mappings A1
and A2 such that A2 ◦ S ◦ A1 = S. The number of different solutions for this
equation (denoted by s ≥ 1) can be seen as a measure for the symmetry of
the S-box. We call S-boxes that have at least one non-trivial solution (s > 1)
self-equivalent S-boxes.

4.2 Equivalence of Non-invertible S-Boxes

So far, we only considered equivalences between invertible n×n-bit S-boxes, but
similar equivalence relations exist for (non-invertible) n to m-bit S-boxes with
m < n. This leads to a natural extension of our equivalence problem: find an
n × n-bit affine mapping A1 and an m × m-bit affine mapping A2 such that
A2 ◦ S1 ◦A1 = S2 for two given n×m-bit S-boxes S1 and S2.
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The main problem when trying to apply the algorithms described above in
this new situation, is that the exponential amplification process explicitly relies
on the fact that the S-boxes are invertible. In cases where the difference n−m is
not too large, slightly adapted versions of the algorithms still appear to be very
useful, however.

The difference between the extended and the original algorithm resides in
the way information about A1 is gathered. In the original algorithm, each iter-
ation yields a number of additional distinct points which can directly be used
to complete the affine mapping A1. This time, the S-boxes are not uniquely
invertible and the information obtained after each iteration will consist of two
unordered sets of about 2n−m values which are known to be mapped onto each
other. In order to continue, the algorithm first needs to determine which are the
corresponding values in both sets. This can be done exhaustively if 2n−m is not
too large, say less than 8. Once the order has been guessed, 2n−m points are
obtained. Since slightly more than n points should suffice to reject a candidate
for the representative, one would expect that the total complexity is:

n3 · 2n ·
(
2n−m!

) n

2n−m . (9)

In order to test the extended algorithm, we applied it to the eight 6× 4-bit
S-boxes of DES. The algorithm showed that no affine equivalences exist between
any pair of S-boxes, with the single exception of S4 with itself. The equivalence
relation was found to be B−1S4(A · x ⊕ a) ⊕ b = S4(x) with A = I and B a
simple bit permutation [4, 3, 2, 1], a = 1011112 and b = 01102. Note that this
specific property of S4 was already discovered by Hellman et al. [17] by looking
at patterns in the lookup table.

4.3 Almost Affine Equivalent S-Boxes

Another interesting problem related to equivalence is the problem of detecting
whether two S-boxes are almost equivalent. The S-boxes S1 and S2 are called
almost equivalent if there exist two affine mappings A1 and A2 such that A2 ◦
S1 ◦ A1 and S2 are equal, except in a few points (e.g., two values in the lookup
table are swapped, or some fixed fraction of the entries are misplaced).

A solution to this problem can be found by observing that the linear equiva-
lence algorithm of Sect. 2.1 requires only about O(n) S-box queries to uniquely
determine the mappings A and B that correspond with a particular guess. Af-
ter the mappings are discovered it is a matter of a simple consistency test to
check all the other values, however for the “almost” equivalent case we may tol-
erate inconsistencies up to a given fraction f of the whole space. The algorithm
should make sure that the defect points are not chosen for the construction of
the mappings. If the fraction of defect points is small, it is sufficient to run our
algorithm about (1−f)−const·n times with randomized order of guesses and pick
the mappings with the minimal number of inconsistencies. For example for n = 8
and the fraction of defects 20%, one will need about 10 iterations of our basic
algorithm.
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5 Equivalent Descriptions of Various Ciphers

In this section we apply our tools to various ciphers in order to find equivalent
descriptions.

5.1 Rijndael

When our AE tool is run for the 8-bit S-box S used in Rijndael [13], as many
as 2040 different self-equivalence relations are revealed (see Appendix B.2). Al-
though this number might seem surprisingly high at first, we will show that
it can easily be explained from the special algebraic structure of the S-box of
Rijndael.

To avoid the confusion of working in GF (28) and GF (2)8 simultaneously,
we first introduce the notation [a], which denotes the 8 × 8-bit matrix that
corresponds to a multiplication by a in GF (28). Similarly, we denote by Q the
8× 8-bit matrix that performs the squaring3 operation in GF (28). Considering
the fact that the Rijndael S-box is defined as S(x) = A(x−1) with A a fixed
affine mapping (not to be confused with A1 or A2), we can now derive a general
expression for all pairs of affine mappings A1 and A2 that satisfy A2◦S◦A1 = S:

A1(x) = [a] ·Qi · x , (10)

A2(x) = A
(
Q−i · [a] ·A−1(x)

)
, with 0 ≤ i < 8 and a ∈ GF (28) \ {0}. (11)

Since i takes on 8 different values4 and there are 255 different choices for a,
we obtain exactly 2040 different solutions, which confirms the output of the AE
algorithm.

The existence of these affine self-equivalences in Rijndael implies that we can
insert an additional affine layer before and after the S-boxes without affecting
the cipher. Moreover, since the mixing layer of Rijndael only consists of additions
and multiplications with constants in GF (28), and since [a] ·Qi · [c] = [c2

i

] · [a] ·
Qi, we can easily push the input mapping A1 through the mixing layer. This
allows us to combine A1 with the output mapping of a previous layer of S-boxes,
with the plaintext, the round constants or with the key. The resulting ciphers
are generalizations5 of the eight “squares” of Rijndael, obtained in a somewhat
different way by Barkan and Biham [4]. By modifying the field polynomial used
in these 2040 ciphers, one should be able to expand the set of 240 dual ciphers
in The Book of Rijndaels [5] to a set of 61,200 ciphers.

Note that these ideas also apply to a large extent to other ciphers that use
S-boxes based on power functions. These include Camellia, Misty and Kasumi
(see Appendix B.2).

3 Note that this is possible since squaring is a linear operation in GF (28) (see also [4]).
4 One can easily check that Q8 = I and thus Q−i = Q8−i.
5 For a = 1 we obtain the 8 square ciphers constructed in [4].
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5.2 Other SPN Ciphers

All affine equivalences in the Rijndael S-box are directly related to its simple
algebraic structure, but using our general AE tool, we can also build equiva-
lent representations for S-boxes that are harder to analyze algebraically. Two
examples are Serpent [6] and Khazad [2].

An interesting property that is revealed by the AE algorithm is that the
set of eight S-boxes used in Serpent (see Appendix B.2) contains three pairs
of equivalent S-boxes ({S2, S6}, {S3, S7}, {S4, S5}) and one pair of inversely
equivalent S-boxes ({S0, S

−1
1 }). Moreover, four of the S-boxes are self-equivalent.

This allows to apply specific modifications to the mixing layer and to change the
order in which the S-boxes are used, and this without affecting the output of
the cipher. Notice also that the two inversely equivalent S-boxes (S0 and S1) are
used in consecutive rounds. The mixing layer probably prevents this property
from being exploited, however.

In the case of Khazad, both 4× 4-bit S-boxes P and Q are found to be self-
and mutually equivalent. This implies that the complete cipher can be described
using affine mappings and a single non-linear 4× 4-bit lookup table. Note that
this is not necessarily as bad as it sounds: each cipher can be described with
affine mappings and a single non-linear 2× 1-bit AND.

5.3 DES

Sect. 4.2 already mentions that one of the 6 × 4-bit S-boxes used in DES (S4)
is self-equivalent and that no other equivalences exist. All DES S-boxes have
the special property that they can be decomposed into four 4 × 4-bit S-boxes.
Hence, it might be interesting to look for equivalences in these smaller S-boxes
as well. This time, many equivalences and self-equivalences are found (we refer
to Appendix B.1 for more details). To our knowledge these were not previously
known.

6 Application to Generalized Even-Mansour Scheme

In this section we apply our algorithms to a generalized Even-Mansour scheme.
In [14] Even and Mansour proposed the following construction: given a fixed
n×n-bit pseudo-random permutation F , one adds two n-bit secret keys K1 and
K2 at the input and at the output of the scheme, i.e., C = F (K1⊕P )⊕K2. The
result is provably secure against a known plaintext attack with O(2n) steps and
a chosen plaintext attack with O(2n/2) steps. The chosen plaintext attack which
matches the lower bound was shown by Daemen in [12], and a known plaintext
with the same complexity was given by Biryukov and Wagner in [9].

Consider a generalized Even-Mansour scheme, in which key additions are
replaced by secret affine transforms A1, A2, i.e., C = A2(F (A1(P ))). It seems
that a standard application of Daemen’s attack, or a slide-with-a-twist attack to
this cipher will not work. However a simple application of our affine equivalence
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algorithm provides an attack on such a construction. Indeed, the attacker is given
two black boxes for which he has only oracle access: the box S1 that implements
the cipher S1 = A2(F (A1(P ))), and the box S2 that implements the pseudo-
random permutation S2 = F . The attacker knows that S1 and S2 are affine
equivalent, and his goal is to find the equivalence, which is the secret key. In this
formulation it is exactly the problem that can be solved by our AE algorithm.
The complexity of this adaptive chosen plaintext/adaptive chosen ciphertext
attack is O(n322n) steps. This compares very favorably to an exhaustive search
of O(2n2

) steps.

7 Decomposition of Large S-Boxes Using Smaller S-Boxes

In this section we consider the following problem: given an n × n-bit S-box,
represent it with an SPN network of smaller m ×m-bit S-boxes. How many S-
box layers of SPN one has to provide? The natural motivation for this question
is twofold: S-boxes that allow SPN-representations with few layers may allow a
simple representation as systems of low-degree equations, which in term might
be exploited by algebraic attacks or other cryptanalytic approaches. Another
obvious motivation is more efficient hardware/software implementations. This
section gives a lower bound for the number of S-box layers of an SPN network
when representing an arbitrary n × n-bit S-box based on a simple counting
argument. We also show how to solve this problem for SPNs consisting of three
S-box layers separated by two affine layers.

We look for representations of an n×n-bit S-box by an SPN of k smaller m×
m-bit S-boxes. We derive a relation between n,m, k, and the number l of S-box
layers of SPN, which gives us a lower bound for the number of S-box layers one
has to provide. An SPN network with l layers, each layer consisting of k parallel
m×m-bit S-boxes and an affine transformation, gives rise to approximately

(2m!)k

(
1
k!

(
2m!

22m(2m − 2m−1)2 · · · (2m − 1)2

)k

2n(2n − 2n−1) · · · (2n − 1)

)l−1

different S-boxes. This number is obtained by first taking k arbitrary m ×
m-bit S-boxes. In each of the following l − 1 rounds there are 2n(2n −
2n−1) · · · (2n−1) different choices for an affine transformation and approximately

2m!
22m(2m−2m−1)2···(2m−1)2 different choices for an S-box because the S-box has to
belong to a different affine equivalence class.6 If we compare this number with
the total number of n× n-bit S-boxes 2n!, we get a lower bound for the number
of S-box layers. Results for the most typical cases are shown in Table 1.

One of the conclusions that may be drawn from this table is that popular
8-bit S-boxes might be vulnerable to simple representations with 4-bit S-boxes.
6 Here we use the approximation for the number of equivalence classes, however for

small m the approximation is not valid and we used exact values, found by careful
counting of equivalence classes (see Table 5 in Appendix C).
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Table 1. Number of SPN layers for various choices of parameters n and m.

Original S-box size : n 6 8 9 10 12 12 12 16 16
Small S-box size : m 3 4 3 5 3 4 6 4 8
Small S-boxes : k = n/m 2 2 3 2 4 3 2 4 2
Layers of SPN : l 8 20 43 39 276 246 75 3196 285

On the other hand, 12-bit and 16-bit S-boxes look less vulnerable to S-box
decomposition.

If we know that a large S-box has the internal structure of an SPN with
three S-box layers, we can apply a very efficient multiset attack described by
Biryukov and Shamir in [8] to recover the hidden structure. Such an attack uses
22m queries to the S-box and k23m steps of analysis and is very efficient for all
m-bit S-boxes of practical importance. For example this approach would be able
to recover the structure of the S-boxes of Khazad [2] and Whirlpool [3] if these
S-boxes would be presented just by an 8× 8-bit lookup table. Extension of this
approach beyond five layers is still an open problem.

8 Summary

In the view of rising interest in algebraic properties of various symmetric primi-
tives, this paper provided several generic algorithms for the toolbox of a crypt-
analyst/cipher designer. We developed very efficient algorithms for detecting
linear and affine equivalence of bijective S-boxes. We also studied extensions of
these algorithms for the case of non-bijective S-boxes with small input/output
deficiency, and to the case of checking for almost equivalence between S-boxes.
This notion of almost equivalence introduces an interesting metric over S-box
equivalence classes. We have shown that our affine equivalence algorithm may be
viewed as an attack on a generalized Even-Mansour scheme with XORs replaced
by secret affine mappings. We also described new equivalences found in many
popular ciphers: Rijndael, DES, Camellia, Misty, Kasumi, Khazad. Finally, we
discussed the problem of S-box decomposition into small S-box SPN (a property
of interest to some algebraic attacks and to hardware designers) and provided
simple lower bounds for this problem.
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Table 2. Complexities of linear and affine algorithms.

Dimension : n 4 5 6 7 8 9 10 12 16 24 32
LE : n22n 28 210 211 213 214 215 217 219 224 233 242

AE : n222n 212 215 217 220 222 224 227 231 240 257 274

AE (n−m = 1) : 2nn2(2!)
n
2 210 212 214 216 218 220 222 225 232 245 258

AE (n−m = 2) : 2nn2(22!)
n
22 213 215 218 221 223 226 228 233 242 261 279

AE (n−m = 3) : 2nn2(23!)
n
23 216 219 223 226 229 233 236 242 255 279 2103

A Complexities of LE and AE Algorithms

In this appendix we compute the complexities of the LE and AE algorithms
together with complexities of the AE algorithm for the non-bijective case, which
are shown in Table 2. Note that we use n2 for the complexity of the Gaussian
elimination since n ≤ 32 and we assume an efficient implementation using 32-bit
operations.

B Equivalent S-Boxes in Concrete Ciphers

In this appendix we briefly discuss the affine equivalences found between S-boxes
of various ciphers.

B.1 DES and S5DES

As mentioned in Sect. 4.2, there are no affine equivalences between the 6× 4-bit
S-boxes of DES, except for S4. However, when each S-box is decomposed into
its four 4×4-bit S-boxes, then additional equivalences appear. The relations are
summarized in the extended version of the paper. The most noticeable properties
are the fact that all 4× 4-bit S-boxes of S4 (S4,0, S4,1, S4,2 and S4,3) belong to
the same class, and that a relatively large number of S-boxes are equivalent to
their inverse.

After the introduction of DES, different sets of alternative S-boxes have been
proposed. In 1995, Kwangjo Kim et al. suggested to use the so-called S5DES
S-boxes, which were designed with additional criteria in order to achieve immu-
nity against differential, linear, and Improved Davies’ cryptanalysis. The table
showing how this influences the equivalence relations is omitted due to space
limits and can be found in the extended version of the paper. A first conclusion
is that the new set contains considerably more equivalent 4× 4-bit S-boxes.7 In
addition, there is a clear increase of s, the number of self-equivalences. Given the
fact that the size of an equivalence class is proportional to 1/s, we conclude that
the new design criteria considerably reduce the space from which the S-boxes or
their inverses are chosen.
7 Note that none of these S-boxes is equivalent to any of the original DES S-boxes due

to the additional design criteria.
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B.2 Serpent, Khazad, Rijndael, Camellia, Misty, and Kasumi

The affine equivalences found in the 4 × 4-bit S-boxes of Serpent and Khazad
are shown in Table 3. Note that there are no equivalences between these S-boxes
and the 4× 4-bit S-boxes of DES or S5DES.

Table 3. Serpent and Khazad.

Cipher Members s

Serpent S0, S−1
1 4

S−1
0 , S1 4

S2, S−1
2 , S6, S−1

6 4
S3, S−1

3 , S7, S−1
7 1

S4, S5 1
S−1

4 , S−1
5 1

Khazad P , P−1, Q, Q−1 4

Table 4. Rijndael, Camellia, Misty and Kasumi.

Cipher Members s

Rijndael/Camellia S, S−1 2040 = 8× 255
Misty/Kasumi S7 889 = 7× 127

S9 4599 = 9× 511

Table 5. Number of linear and affine equivalence classes of permutations.

Dimension 1 2 3 4 5
#Lin. Eq. Classes 2 2 10 52,246 2,631,645,209,645,100,680,144
#Af. Eq. Classes 1 1 4 302 2,569,966,041,123,963,092

Table 4 lists the number of self-equivalences s for the 8 × 8-bit S-box of
Rijndael and the 7 × 7-bit and 9 × 9-bit S-boxes of Misty (which are affine
equivalent to the ones used in Kasumi). An explanation for the large number of
self-equivalences in Rijndael is given in Sect. 5.1. A similar reasoning applies to
S7 and S9, as both are designed to be affine equivalent with a power function
over GF (27) and GF (29) respectively.

C The Number of Equivalence Classes

Another problem related to linear and affine equivalences is the problem of count-
ing equivalence classes. This problem was solved in the 1960s by Lorens [19] and
Harrison [16] using Polya theory, by computing the cycle index polynomial of
the linear and affine groups. Results were given for n ≤ 5 (see Table 5).

We implemented a similar algorithm for counting the number of equivalence
classes for larger n and verified that this number is very well approximated by
2n!/|G|2, where |G| is the size of the linear or affine group. These results were
used in Sect. 7 for the computation of Table 1: for S-box sizes 3 and 4 we used
exact values and for the larger sizes we used the approximation.
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Abstract. Classical distributed protocols like broadcast or multi-party
computation provide security as long as the number of malicious players
f is bounded by some given threshold t, i.e., f ≤ t. If f exceeds t then
these protocols are completely insecure.
We relax this binary concept to the notion of two-threshold security:
Such protocols guarantee full security as long as f ≤ t for some small
threshold t, and still provide some degraded security when t < f ≤ T for
a larger threshold T . In particular, we propose the following problems.
◦ Broadcast with Extended Validity: Standard broadcast is
achieved when f ≤ t. When t < f ≤ T , then either broadcast is achieved,
or every player learns that there are too many faults. Furthermore, when
the sender is honest, then broadcast is always achieved.
◦ Broadcast with Extended Consistency: Standard broadcast is
achieved when f ≤ t. When t < f ≤ T , then either broadcast is achieved,
or every player learns that there are too many faults. Furthermore, the
players agree on whether or not broadcast is achieved.
◦ Detectable Multi-Party Computation: Secure computation is
achieved when f ≤ t. When t < f ≤ T , then either the computation
is secure, or all players detect that there are too many faults and abort.
The above protocols for n players exist if and only if t = 0 or t+2T < n.

1 Introduction

1.1 Broadcast

A broadcast protocol allows a sender to distribute a value among a set of players
such that even a malicious sender cannot make different players receive different
values, i.e., a broadcast protocol must satisfy two properties: validity , meaning
that an honest sender’s intended value is received by all players, and consistency ,
meaning that all players receive the same value even when the sender is malicious.

The first broadcast protocols were proposed by Lamport, Shostak, and
Pease [LSP82], once for the model with n players connected with bilateral au-
thenticated channels where at most t < n/3 players are corrupted, and once for
� Partially supported by the Packard Foundation.
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the model with a public-key infrastructure (PKI) and at most t < n corruptions.
Both bounds are tight [LSP82,KY84]. The first efficient broadcast protocols were
given in [DS82,DFF+82]. Note that a PKI setup can also allow for unconditional
security, as shown by Pfitzmann and Waidner [PW96]. More generally, a precom-
putation phase where broadcast is temporarily achievable can be exploited such
that broadcast unconditionally secure against any number of corrupted players
is achievable after the precomputation [BPW91,PW96].

1.2 Multi-party Computation

Secure multi-party computation (MPC) protocols allow a set of n players to
securely compute any agreed function on their private inputs, where the following
properties must be satisfied: privacy , meaning that the corrupted players do not
learn any information about the other players’ inputs (except for what they
can infer from the function output), and correctness, meaning that the protocol
outputs the correct function value, even when the malicious players misbehave.

The MPC problem was proposed by Yao [Yao82] and first solved by Gold-
reich, Micali, and Wigderson [GMW87]. This protocol is secure with respect to
a computationally bounded adversary corrupting up to t < n/2 players, which is
optimal. When secure bilateral channels are available, security is achievable with
respect to an unbounded adversary that corrupts up to t < n/3 players [BGW88,
CCD88]; also this bound is tight. For a model assuming broadcast, non-robust
protocols for MPC computationally secure against t < n corrupted players are
given in [GMW87,BG89a,Gol01].

Broadcast is a key ingredient for MPC protocols, and must be simulated with
a respective subprotocol. It fact, the necessary conditions for MPC are due to
the requirement of broadcast simulation. When secure broadcast channels are
given, then unconditionally secure MPC is achievable even for t < n/2 [Bea89,
RB89,CDD+99]. Recent results [FGM01,FGMR02] imply that MPC uncondi-
tionally secure against t < n/2 corruptions is achievable even without assuming
broadcast channels in a way that all security conditions are satisfied except for
robustness, so called detectable MPC.

1.3 Previous Work on Multi-threshold Security

The first steps towards multi-threshold security were taken by Lamport [Lam83]
by analyzing the “weak Byzantine generals” problem, where standard broadcast
must be achieved when no player is corrupted (t = 0), but agreement among the
recipients must be achieved for up to T corruptions. He proved that, determin-
istically, even this weak form of broadcast is not achievable for T ≥ n/3.

In [FGM01,FGMR02] a probabilistic protocol called detectable broadcast was
given that achieves broadcast when no player is corrupted (t = 0), but when
any minority of the players is corrupted (T < n/2) still guarantees that either
broadcast is achieved or that all correct players safely abort the protocol. This
bound was improved to T < n in [FGH+02].
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In another line of research, Vaidya and Pradhan [VP93] proposed “degrad-
able agreement”, where broadcast must be achieved when up to t players are cor-
rupted, and some weakened validity and consistency conditions must be achieved
when up to T players are corrupted, namely that all players receive either the
sent value or ⊥. However, even when f ≤ t, the players do not reach agreement
on the fact whether or not all players have received the sent value. Degradable
agreement is achievable if and only if 2t+ T < n.

1.4 Contributions

We generalize the standard notion of threshold security to two-threshold security
where, for two thresholds t and T with t ≤ T , full security must be achieved
when at most f ≤ t players are corrupted, and some alleviated form of security
must be achieved when f ≤ T players are corrupted. This notion is applied to
broadcast, resulting in two-threshold broadcast with the following two variants:

– broadcast with extended validity: Standard broadcast is achieved
when at most f ≤ t players are corrupted. When up to f ≤ T players
are corrupted then still validity is guaranteed, i.e., that a correct sender can
distribute a value of his own choice among the players.

– broadcast with extended consistency: Standard broadcast is achieved
when at most f ≤ t players are corrupted. When up to f ≤ T players are
corrupted then still consistency is guaranteed, i.e., that all players receive
the same value, even if the sender is corrupted.

We prove that two-threshold broadcast among n players is achievable if and
only if t = 0 or t + 2T < n, and construct efficient protocols for all achievable
cases (solutions for the special case t = 0 were known before [Hol01,FGH+02,
GL02]). Moreover, the proposed protocols additionally achieve detection for the
case that full broadcast cannot be achieved. The protocol with extended validity
additionally achieves that, in case that consistency has not been reached, all
players learn this fact (consistency detection); and the protocol with extended
consistency additionally achieves agreement about the fact whether or not va-
lidity has been achieved (validity detection).

Finally, we apply the generalized notion to secure multi-party computation
(MPC), respectively to detectable precomputation [FGM01,FGMR02]: If up to
t players are corrupted then the precomputation succeeds and all correct play-
ers accept the precomputation. If up to T players are corrupted then all correct
players either commonly accept or commonly reject the precomputation, whereas
acceptance implies that the precomputation succeeded. If such a precomputa-
tion succeeds then broadcast with full resilience (t < n) and secure multi-party
computation for t < n/2 will be achievable from now on. In other words, with
help of detectable precomputation, any protocol in a model with pairwise com-
munication and broadcast can be transformed into a non-robust protocol in the
corresponding model without broadcast. Detectable precomputation is achievable
if and only if t = 0 or t+ 2T < n.
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2 Preliminaries

2.1 Models

We consider a set P = {p1, . . . , pn} of players, connected by a complete syn-
chronous network of pairwise authenticated (or secure) channels. There is no
PKI set up among the players and we assume the presence of an adaptive active
adversary. The adversary’s computational power is assumed to be unlimited —
however, our results are proven tight even with respect to a non-adaptive prob-
abilistic polytime adversary. The model with authenticated channels is denoted
by Maut; the model with secure channels is denoted by Msec. When referring
to their corresponding models from the literature where broadcast channels are
additionally given among the players we use the notations Mbc

aut and Mbc
sec.

2.2 Definitions

A broadcast protocol allows a player (the sender) to consistently send a message
to all other players such that all correct players receive the sender’s intended
value if the sender is correct, but guaranteeing that all correct players receive
the same value even when the sender is corrupted.

Definition 1 (Broadcast BC). Let P = {p1, . . . , pn} be a set of n players
and let D be a finite domain. A protocol Ψ among P where player ps ∈ P (called
the sender) holds an input value xs ∈ D and every player pi ∈ P finally decides
on an output value yi ∈ D achieves broadcast (or is a broadcast protocol) with
respect to threshold t, if it satisfies the following conditions:

Validity: If at most t players are corrupted and the sender ps is correct
then all correct players pi decide on the sender’s input value, yi = xs.

Consistency (or Agreement): If at most t players are corrupted then all
correct players decide on the same output value, i.e., if pi, pj ∈ P are
correct then yi = yj. �

In this paper, we focus on binary broadcast (domain D = {0, 1}) since broad-
cast for any finite domain D can be efficiently reduced to the binary case [TC84].

Our first generalization of standard broadcast demands validity even when
the number f of corrupted players exceeds t, called broadcast with extended
validity . We directly give a strengthened definition that allows the players to
learn whether or not consistency has been achieved. For this we have the players
pi decide on an additional binary grade value gi, gi = 1 implying (but not
being equivalent with) the fact that consistency has been achieved.1 It can be
guaranteed that consistency is always detected if f ≤ t (“completeness”) but
never incorrectly detected if f ≤ T (“soundness”).
1 Note that, for the interesting case T ≥ n/3, it is not possible to achieve that gi = 1

is equivalent with having achieved consistency since this would immediately imply
standard broadcast for T ≥ n/3.
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Definition 2 (ExtValBC). A protocol Ψ among P where player ps ∈ P (called
the sender) holds an input value xs ∈ D and every player pi ∈ P finally decides
on an output value yi ∈ D and a grade value gi ∈ {0, 1} achieves broadcast
with extended validity and consistency detection (ExtValBC) with respect to
thresholds t and T (T ≥ t) if it satisfies the following conditions:

Broadcast: If at most f ≤ t players are corrupted then every correct player
pi decides on the same pair of outputs (y, 1), i.e., yi = y and gi = 1.
Furthermore, if the sender ps is correct then yi = xs.

Extended Validity: If f ≤ T and the sender ps is correct then every cor-
rect player pi decides on the sender’s input value, yi = xs.

Consistency Detection: If f ≤ T and any correct player pi computes
gi = 1 then every correct player pj computes yj = yi. �

Our second generalization of standard broadcast demands consistency even
when the number f of corrupted players exceeds t, called broadcast with extended
consistency . Again, we directly give a strengthened definition that allows the
players to learn whether or not validity has been achieved. In contrast to the
inherently non-common consistency detection in ExtValBC for T ≥ n/3, here
we require that the players decide on the same grade output gi. If f ≤ t then
validity is always detected (“completeness”), and if f ≤ T then the detection of
validity always implies validity (“soundness”).

Definition 3 (ExtConsBC aka Detectable Broadcast). A protocol Ψ
among P where player ps ∈ P (called the sender) holds an input value xs ∈ D
and every player pi ∈ P finally decides on an output value yi ∈ D and a grade
value gi ∈ {0, 1} achieves broadcast with extended consistency and validity de-
tection (ExtConsBC) with respect to thresholds t and T (T ≥ t) if it satisfies
the following conditions:

Broadcast: If at most f ≤ t players are corrupted then every correct player
pi decides on the same pair of outputs (y, 1), yi = y and gi = 1. Further-
more, if the sender ps is correct then yi = xs.

Extended Consistency: If f ≤ T then every correct player pi decides on
the same pair of outputs (y, g), yi = y and gi = g.

Validity Detection: If f ≤ T , the sender ps is correct, and any correct
player pi computes gi = 1, then yi = xs. �

Along the lines of [BPW91,PW96] detectable broadcast can be turned into a
“detectable precomputation” for future broadcast unconditionally secure against
any number of corrupted players, t < n.

Definition 4 (Detectable Precomputation). A protocol among n players
where every player pi ∈ P computes some private data ∆i and finally decides on
a decision bit gi ∈ {0, 1} achieves detectable precomputation for broadcast (or
detectable precomputation, for short) with respect to thresholds t and T (T ≥ t)
if it satisfies:
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Validity (or Robustness): If at most f ≤ t players are corrupted then
the correct players accept (gi = 1).

Consistency (or Correctness): If f ≤ T then all correct players com-
monly accept (gi = 1) or commonly reject (gi = 0) the protocol; moreover,
if the private data ∆i held by all correct players is inconsistent in the sense
that it does not guarantee for arbitrarily resilient broadcast then the correct
players reject (gi = 0).

Independence (or Fairness): At the time of the precomputation, a cor-
rect player does not yet need to know the value to be broadcast later. �

2.3 Protocol Notation

Protocols are specified with respect to player set P (where |P | = n) and stated
with respect to the local view of player pi, meaning that all players pi ∈ P
execute this code in parallel with respect to their own identity i. Player pi’s
input is called xi. Player pi’s output value is written as yi, or gi, or pair (yi, gi)
and will always be obvious from the context. For simplicity, it is not explicitly
stated how to handle values received from corrupted players that are outside the
specified domain. Such a value is always implicitly assumed to be replaced by a
default value inside the specified domain.

3 Broadcast with Extended Validity

In this section, we present an efficient solution for broadcast with extended
validity and consistency detection, ExtValBC. The model isMaut and the given
protocol achieves perfect security. Since, for the special case t = 0, efficient and
optimally resilient protocols were already given in [Hol01,FGH+02], we focus on
protocols for t > 0.

The construction in this section works along the lines of the phase-king
paradigm of [BG89b,BGP89]. An important building block for phase-king pro-
tocols is graded consensus, a derivative of graded broadcast [FM97].

Definition 5 (Graded Consensus GC). A protocol among P where every
player pi ∈ P holds an input value xi ∈ D and finally decides on an output
value yi ∈ D and a grade gi ∈ {0, 1} achieves graded consensus with respect to
threshold t if it satisfies the following conditions:

Validity (or Persistency): If at most t players are corrupted and all cor-
rect players pi hold the same input value xi = v then all correct players pi

decide on it, yi = v, and get grade gi = 1.

Consistency Detection: If at most t players are corrupted and any correct
player pi gets grade gi = 1 then all correct players pj decide on the same
output value, yi = yj. �
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We now generalize graded consensus to ExtValGC in the same way as broad-
cast was generalized to ExtValBC in Section 2.2. Since graded consensus already
involves a grade gi for consistency detection, we do not add an additional grade
value for ExtValGC but simply extend the grade range to gi ∈ {0, 1, 2} whereas
gi = 1 implies consistency detection if at most f ≤ t players are corrupted and
gi = 2 implies consistency detection if at most f ≤ T players are corrupted.

Definition 6 (ExtValGC). A protocol among P where each player pi ∈ P
holds an input value xi and finally decides on an output value yi and a grade value
gi ∈ {0, 1, 2} achieves graded consensus with extended validity and consistency
detection (ExtValGC) with respect to thresholds t and T (T ≥ t) if it satisfies
the following conditions:

Validity: If at most f ≤ T players are corrupted and every correct player
pi enters the protocol with the same input value xi = v then every correct
player pi computes outputs yi = v and gi ≥ 1, and in particular, gi = 2 if
at most t players are corrupted.

Consistency Detection: If f ≤ t and any correct player pi computes gi ≥
1 then every correct player pj computes yj = yi. If f ≤ T and any correct
player pi computes gi = 2 then every correct player pj computes yj = yi.�

Protocol 1 ExtValGC(P, xi, t, T )
1. SendToAll(xi); P : Receive(x1

i , . . . , x
n
i );

2. S0
i :=

{
j ∈ {1, . . . , n} | xj

i = 0
}
; S1

i :=
{
j ∈ {1, . . . , n} | xj

i = 1
}
;

3. if |Sxi
i | ≥ n− T then zi := xi else zi :=⊥ fi;

4. SendToAll(zi); P : Receive(z1
i , . . . , zn

i );
5. U0

i :=
{
j ∈ {1, . . . , n} | zj

i = 0
}
; U1

i :=
{
j ∈ {1, . . . , n} | zj

i = 1
}
;

6. if |U0
i | ≥ |U1

i | then yi := 0 else yi := 1 fi;
7. if |Uyi

i | ≥ n− t then gi := 2
8. elseif |Uyi

i | ≥ n− T then gi := 1
9. else gi := 0 fi;

10. return (yi, gi);

Lemma 1 (“Two-threshold weak consensus”). In modelMaut, if t+2T <
n, Protocol 1 satisfies the following properties.

Validity: If at most f ≤ T players are corrupted and every correct player
pi holds the same input value xi = v then every correct player holds value
zi = xi = v after step 3 of the protocol.

Consistency: If f ≤ t and any correct player pi holds value zi ∈ {0, 1} after
step 3 then every correct player pj holds value zj ∈ {zi,⊥} after step 3.

Proof. If at most f ≤ T players are corrupted and every correct player pi holds
the same input value xi = v then, for every correct player pi, it holds that
|Sv

i | ≥ n− T and hence every such pi computes zi = xi = v.
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If f ≤ t and any correct player pi holds value zi ∈ {0, 1} after step 3 then
|Szi

i | ≥ n−T and thus, for every correct player pj , it holds that |Szi
j | ≥ n−T−t >

T and thus zj ∈ {zi,⊥} after step 3. ��

Lemma 2 (ExtValGC). In modelMaut, if t+2T < n (and T ≥ t), Protocol 1
achieves perfectly secure ExtValGC with respect to thresholds t and T .

Proof.
Validity: Suppose that f ≤ T , and that every correct player pi enters the
protocol with the same input value xi = v. Then, by Lemma 1 (validity), every
correct player pi holds value zi = v at the end of step 3 and thus value v is
redistributed by all correct players in step 4. Thus |Uv

i | ≥ n− T > T , and every
correct player computes yi = v and gi ≥ 1. Furthermore, if only f ≤ t players
are corrupted then |Uv

i | ≥ n− t, and every correct player pi computes gi = 2.
Consistency Detection: Suppose that f ≤ t, and that some correct player
pi computes gi ≥ 1 and yi = v ∈ {0, 1}.

Let C be the set of corrupted players, Sv be the set of correct players who
sent value v in step 1, and let Uv be the set of correct players who sent value v
in step 4. Note that Sv = Sv

j \C and Uv = Uv
j \C for any j.

Since gi ≥ 1 we have that |Uv
i | ≥ n − T and thus that |Uv| ≥ n − T − t.

Since a correct player pj can only change to zj :=⊥, it follows that |Uv| ≤ |Sv|.
Therefore, for every player pj , |Sv

j | ≥ |Sv| ≥ n − T − t. The bound n > 2T + t

now implies that |S1−v
j | ≤ T + t < n − T and therefore that U1−v = ∅. Thus,

|U1−v
j | ≤ |C| ≤ t and |Uv

j | ≥ |Sv| ≥ n− T − t > T , and yj = yi.
Assuming that at most f ≤ T players are corrupted and that gi = 2, it

follows that |Uv| ≥ n − t − T . This implies that U1−v = ∅ and that, again,
|Uv

j | > |U1−v
j |. ��

The final protocol for ExtValBC can now be built from ExtValGC according
to the phase-king paradigm [BG89b,BGP89]. The only difference to the stan-
dard phase-king structure is an additional round of ExtValGC at the end of the
protocol in order to allow for consistency detection.

Protocol 2 ExtValBCp1 (P, x1, t, T )
1. if i = 1 then SendToAll(x1) fi; P : Receive(yi);
2. for k := 2 to t + 1 do

3. (yi, hi) := ExtValGC (P, yi, t, T );
4. if i = k then SendToAll(yi) fi; P : Receive(yk

i );
5. if hi = 0 then yi := yk

i fi;
6. od;
7. (yi, hi) := ExtValGC (P, yi, t, T );
8. if hi = 2 then gi := 1 else gi := 0 fi;
9. return (yi, gi);
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Theorem 1 (ExtValBC). In model Maut, if t+ 2T < n (and T ≥ t), Proto-
col 2 efficiently achieves perfectly secure ExtValBC (with sender p1) with respect
to thresholds t and T .

Proof. To prove that the conditions for broadcast and extended validity hold,
we show that validity holds for f ≤ T , and consistency for f ≤ t.
Validity: Suppose that at most f ≤ T players are corrupted and that the
sender p1 is correct. Then, by the validity property of ExtValGC, every correct
player pi finally computes yi = x1 at the end of the protocol.
Consistency: If f ≤ t then there is a player p� ∈ {p1, . . . , pt+1} that is correct.
At the end of phase k = �, every correct player pi holds the same value yi = y� =
v which, by the validity property of ExtValGC, stays persistent until step 7 of
the protocol and every correct player finally computes yi = v, hi = 2, and thus
gi = 1.
Consistency Detection: Assume that f ≤ T and some correct player pi

computes gi = 1 at the end of the protocol. This implies that hi = 2 after the
invocation of ExtValGC in step 7, and by the consistency-detection property of
ExtValGC, that every correct player pj computed yj = yi during this invocation
and thus terminated the protocol with yj = yi. ��

Theorem 2 (Impossibility of ExtValBC). In standard models Msec and
Maut, ExtValBC among a set of n players P = {p0, . . . , pn−1} is impossible
if t > 0 and t + 2T ≥ n. For every protocol there exists a value x0 ∈ {0, 1}
such that, when the sender holds input x0, the adversary can make the protocol
fail with a probability of at least 1/6 if it is computationally bounded, and with a
probability of at least 1/3 if it is computationally unbounded.

Proof. Assume Ψ to be a protocol for ExtValBC among n players p0, . . . , pn−1
with sender p0 that tolerates t > 0 and t+ 2T ≥ n.

Let Π = {π0, . . . , πn−1} be the set of the players’ corresponding processors
with their local programs. As follows from the impossibility of standard broad-
cast it must hold that t < n/3, and thus, that T ≥ n/3. Hence, it is possible to
partition the processors into three sets, Π0∪̇Π1∪̇Π2 = Π, such that 1 ≤ |Π0| ≤ t,
1 ≤ |Π1| ≤ T , and hence 1 ≤ |Π2| ≤ T . Note that, hence, |Π0 ∪Π1| ≥ n − T ,
|Π1 ∪Π2| ≥ n− t, and |Π2 ∪Π0| ≥ n− T .

Furthermore, for each i ∈ {0, . . . , n − 1}, let πi+n be an identical copy of
processor πi. For every πi (0 ≤ i ≤ 2n−1) let the type of processor πi be defined as
the number imodn. Finally, for each k ∈ {0, 1, 2}, let Πk+3 = {πi+n | πi ∈ Πk}
form identical copies of the sets Πk.

Along the lines of [FLM86], instead of connecting the original processors as
required for the broadcast setting, we build a network involving all 2n processors
(i.e., the original ones together with their copies) by arranging the six processor
sets Πk in a circle. In particular, for all sets Πk (0 ≤ k ≤ 5), every processor
πi ∈ Πk is connected (exactly) by one channel with all processors in Πk\{πi},
Π(k−1) mod 6, and Π(k+1) mod 6. Hence, each processor πi in the new system is
symmetrically connected with exactly one processor of each type (different from
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Fig. 1. Rearrangement of processors in the proof of Theorem 2

his own one) as in the original system. We say that Πk and Π� are adjacent
processor sets if and only if � ≡ k ± 1 (mod 6).

Now, for every set Πk ∪ Π(k+1) mod 6 (0 ≤ k ≤ 5) in the new system and
without the presence of an adversary, their common view is indistinguishable
from their view as the set of processors Πk mod 3 ∪ Π(k+1) mod 3 in the original
system with respect to an adversary who corrupts all (up to either t or T )
processors of the remaining processor set Π(k+2) mod 3 in an admissible way.

Let now π0 and πn be initialized with different inputs. We now argue that,
for each run of the new system, there are at least two pairs Πk ∪ Π(k+1) mod 6
(0 ≤ k ≤ 5) such that the conditions of ExtValBC are not satisfied for them:

By the extended-validity property of ExtValBC, the at least n−T processors
pi ∈ Π0 ∪Π1 must compute yi = x0, the processors pi ∈ Π0 ∪Π5 must compute
yi = x0, and the processors pi ∈ Π3 ∪ Π2 and pi ∈ Π3 ∪ Π4 must compute
yi = xn = 1 − x0. By the broadcast property of ExtValBC, the at least n − t
processors pi ∈ Π1∪Π2 must compute the same value yi = v and the processors
pi ∈ Π4 ∪Π5 the same value yi = w.

Hence, for any possible run of the new system on inputs x0 and xn = 1 −
x0, chosen a pair (Πk, Π(k+1) mod 6) of processor sets uniformly at random, the
probability that the conditions for ExtValBC are violated for this pair is at least
1/3. In particular, there is a pair (Πk, Π(k+1) mod 6) in the new system such that,
over all possible runs on inputs x0 = 0 and xn = 1 the probability that the
conditions for ExtValBC are violated for (Πk, Π(k+1) mod 6) is at least 1/3.

If the adversary is unbounded, given any protocol Ψ , it can compute such
a pair (Πk, Π(k+1) mod 6) and act accordingly by corrupting the processors in
Π(k+2) mod 3 in the original system, hence forcing the protocol to fail on input

x0 =
{

0 , if 0 ∈ {k, k + 1} , and
1 , else ,

with a probability of at least 1/3. If the adversary is computationally bounded
then it can still make the protocol fail with a probability of at least 1/6. ��

4 Broadcast with Extended Consistency

We directly present an efficient solution for detectable precomputation which is
strictly stronger than broadcast with extended consistency. Since, for the spe-
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cial case t = 0, efficient and optimally resilient protocols were already given
in [FGH+02], we focus on protocols for t > 0. In order to achieve unconditional
security, model Msec is required.2

Recall that the Pfitzmann-Waidner protocol [PW96], in model Mbc
sec, effi-

ciently precomputes for future broadcast in plain model Msec (without broad-
cast) unconditionally secure against any number of corrupted players. Our pro-
tocol for detectable precomputation basically consists of an instance of this pro-
tocol (designed for modelMbc

sec) wherein each invocation of a broadcast channel
is replaced by an invocation of ExtValBC (designed for model Maut).

Protocol 3 DetPrecomp(P )
1. Execute the Pfitzmann-Waidner protocol for b + n future broadcasts wherein

each invocation of broadcast is replaced by ExtValBC Protocol 2 with respect
to thresholds t and T . Of these instances, b are computed with respect to the
intended senders s ∈ {1, . . . , n} of the future broadcasts. Of the other n in-
stances, one is computed with respect to each player pi ∈ P as a future sender.

2. Every player pi computes Γi := Gi =
∧

k
gk

i where the gk
i are all grades received

during an invocation of ExtValBC in step 1.
Synchronize: Wait and start executing the next step at round �n2(9t+10)

2 �+ 1.

3. Send value Gi to each other player; receive the values G1
i , . . . , G

n
i .

4. For every player pj ∈ P an instance of Pfitzmann-Waidner broadcast with
resilience T is invoked based on the (not necessarily consistent) PKI consisting
of the information exchanged during step 1 of the protocol — where pj inputs
Γj as a sender.3 Store the received values Γ j

i (j ∈ {1, . . . , n}).
5. Compute gi = 1 if |{j | Gj

i = 1}| > T ∧ |{j | Γ j
i = 1}| ≥ n − t and gi = 0,

otherwise.

Theorem 3 (Detectable precomputation). In model Msec, for any integer
b > 0 and security parameter κ > 0, if t + 2T < n (and T ≥ t), Protocol 3
achieves unconditionally secure detectable precomputation for b later broadcasts
among n players with respect to thresholds t and T with the following properties:

Protocol 3 has computation and communication complexities polynomial in
n, b, and linear in κ. The error probability of any future broadcast is ε < 2−κ.
The correct players all terminate the protocol during the same communication
round. Furthermore, the computation and communication complexities can be
reduced to polynomial in n, log b, and linear in κ.

Proof.
Validity: Suppose that f ≤ t players are corrupted. Hence, according to the
definition of ExtValBC, all invocations of Protocol 2 achieve broadcast (when
neglecting the grade outputs) and that every correct player pi computes gi = 1.
2 For the case of computational security, there is a simpler solution for model Maut.
3 Note that such an instance does not necessarily achieve broadcast. However, even

then, it will always efficiently terminate after T + 1 rounds as can be seen by exam-
ination [DS82].
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Thus, the players share a consistent PKI, all correct players pi compute Gi = 1,
and all broadcast invocations in step 4 indeed achieve broadcast. Thus, in steps 3
and 4, the players pi compute values Gj

i and Γ j
i such that |{j | Gj

i = 1}| ≥ n−t >
T and |{j | Γ j

i = 1}| ≥ n− t. Finally, all correct players pi compute gi = 1.
Consistency: Suppose f ≤ T . If every correct player pi rejects by computing
gi = 0 then consistency is satisfied. Thus, suppose that some correct player pi

accepts by computing gi = 1, implying that some correct player pk computed
Gk = 1. Thus, according to the definition of ExtValBC, all invocations of Pro-
tocol 2 achieved broadcast (when neglecting the grade outputs), and the players
share a consistent PKI. Hence, all broadcast invocations in step 4 indeed achieve
broadcast and all correct players pj compute the same set of values Γ 1

j , . . . , Γ
n
j .

Since gi = 1, for every correct player p� it holds that |{j | Γ j
� = 1}| ≥ n− t and

thus that |{j | Gj
� = 1}| ≥ n− t− T > T , and all players p� compute g� = 1.

Independence, error probability, and complexities: Independence fol-
lows from the structure of the Pfitzmann-Waidner protocol.

Executing the Pfitzmann-Waidner protocol with security parameter κ guar-
antees each single of the b + n broadcasts to have an error probability of
ε < 2−κ [PW96]. The error probability of each of the b “net” broadcasts is
given by the probability that one of the n broadcasts during step 4 fails and the
probability that the one broadcast fails given that those n broadcasts reliably
worked, which is bounded by (n + 1) times the error probability of one sin-
gle broadcast precomputed for with the Pfitzmann-Waidner protocol. Executing
the Pfitzmann-Waidner protocol with security parameter κ0 ≥ κ+ �log(n+ b)�
hence bounds the error probability of any single “net” broadcast to ε < 2−κ.

Efficiency follows from [PW96] and the construction of Protocol 3. That all
players terminate the protocol during the same communication round is en-
sured by the synchronization procedure at the end of step 2: in the Pfitzmann-
Waidner protocol, the worst-case number of rounds for any player is at most

n2(9t+10)

2 � [PW96]. Finally, in order to get polylogarithmic dependence on b,
the regeneration techniques in [PW96] can be applied. ��

The above construction for detectable precomputation immediately allows
for broadcast with extended consistency and validity detection:

Theorem 4 (ExtConsBC). In model Msec efficient unconditionally secure
ExtConsBC with respect to thresholds t and T is possible if t + 2T < n (and
T ≥ t).

Proof. In order to achieve ExtConsBC, the players first execute a detectable pre-
computation with Protocol 3. If the precomputation fails (there are more than
t corrupted players), then every player pi sets his output value to yi =⊥ and his
grade to gi = 0. If the precomputation succeeds (which is guaranteed if at most t
players are corrupted), then a valid setup for further Pfitzmann-Waidner broad-
cast is established. Then the players invoke an instance of Pfitzmann-Waidner
broadcast (using this setup), which tolerates any number of corrupted players,
and set gi = 1. ��
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Theorem 5 (Impossibility of ExtConsBC). In standard models Msec and
Maut, ExtConsBC among a set of n players P = {p1, . . . , pn} is impossible if
t > 0 and t + 2T ≥ n. For every protocol there exists a value xs ∈ {0, 1} such
that, when the sender ps holds input xs, the adversary can make the protocol
fail with a probability of at least 1/6 if it is computationally bounded, and with a
probability of at least 1/3 if it is computationally unbounded.

Proof. Note that a direct proof similar to the one for Theorem 2 would be pos-
sible. However, here we use a reduction argument: For the sake of contradiction,
assume that ExtConsBC is possible with respect to thresholds t and T such that
t > 0 and t + 2T ≥ n (and error probability below 1/6, respectively 1/3). Such
a protocol can be transformed into a broadcast protocol with extended validity
(with the same error probabilities) as follows: If ExtConsBC with sender ps suc-
ceeds (which can be consistently detected by all players) with player pi receiving
yi, then pi outputs yi and terminates. If ExtConsBC fails (there are more than t
corrupted players), then the sender ps sends his input xs to all players, and every
player outputs the received value. Obviously, this protocol achieves broadcast for
up to t corrupted players and extended validity with consistency detection for
up to T corrupted players. According to Theorem 2, such a protocol cannot
exist with respect to the stated thresholds t and T . Hence ExtConsBC is not
achievable with respect to these thresholds. ��

5 Detectable Multi-party Computation

Detectable precomputation immediately allows to turn any protocol Ψ (e.g., a
protocol for multi-party computation) in model Mbc

aut (or Mbc
sec) into a “de-

tectable version” for standard model Maut (or Msec) without broadcast chan-
nels. For the case that f ≤ t players are corrupted this transformation preserves
any security properties of Ψ except for zero-error. For the case that f ≤ T play-
ers are corrupted the transformation still preserves any security properties of
Ψ except for zero-error and robustness. Robustness is lost since detectable pre-
computation cannot guarantee validity for T (at least for the interesting cases
where T ≥ n/3). Zero-error is lost since there is no deterministic protocol for
detectable precomputation as follows from Lamport’s result [Lam83].

In particular, it is possible to define the “detectable” version of multi-party
computation along the lines of [FGMR02].

Definition 7 (Detectable precomputation for MPC). Let Ψ be an MPC
protocol among P in a model assuming broadcast, model Mbc

∗ ∈ {Mbc
aut,Mbc

sec},
and letM∗ ∈ {Maut,Msec} be the same model asMbc

∗ but without broadcast. A
protocol among P where every player pi ∈ P computes some private data ∆i and
finally decides on a decision bit gi ∈ {0, 1} achieves detectable precomputation
for MPC with Ψ with respect to thresholds t and T (T ≥ t), and t′, if it satisfies
the following conditions:

Robustness: If at most f ≤ t players are corrupted then the correct players
accept (gi = 1).
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Correctness: If f ≤ T then all correct players commonly accept (gi = 1)
or commonly reject (gi = 0) the protocol; moreover, if the private data
∆i held by all correct players is inconsistent in the sense that it does not
guarantee for MPC secure against t′ corrupted players in model M∗ then
the correct players reject (gi = 0).

Independence: At the time of the precomputation, a correct player does
not yet need to know his input values for the later multi-party computa-
tions. �

Together with [Bea89,RB89,CDD+99], detectable precomputation for broad-
cast trivially allows for detectable MPC such that only robustness is lost since
non-zero error is necessary for multi-party computation secure against t ≥ n/3
corrupted players [DDWY93]. The following theorem follows immediately from
Theorem 3:

Theorem 6 (Detectable precomputation for MPC). Let Ψ be the MPC
protocol in [CDD+99] for model Mbc

sec unconditionally secure against a faulty
minority of corrupted players. In modelMsec, detectable precomputation for un-
conditionally secure MPC with Ψ among n players with respect to thresholds t
and T (T ≥ t), and t′, is efficiently achievable if (t + 2T < n ∨ t = 0) and
t′ < n/2.

For the case that t > 0 and t + 2T ≥ n, and t′ ≥ n/3, detectable precompu-
tation for MPC is not even achievable with respect to computational security.

Proof. Achievability follows from [Bea89,RB89,CDD+99] and Theorem 3. Im-
possibility follows from Theorem 5 together with the impossibility of broadcast
for t ≥ n/3 if no consistent PKI is given. ��

Alternatively to this theorem, there are protocols for non-robust MPC with-
out fairness for model Mbc

aut [GMW87,BG89a,Gol01] computationally secure
against any number of corrupted players. These protocols can be detectably
precomputed with help of Protocol 3 (or its more efficient computational ana-
logue), which directly leads to corresponding protocols for the weaker model
Maut without broadcast (and without need for a PKI setup).

6 General Adversaries

In contrast to threshold adversaries, general adversaries are characterized by the
possible subsets of players which might be corrupted at the same time. More
precisely, a general adversary is characterized by a collection Z of subsets of the
player set P , i.e., Z ⊆ 2P . A Z-adversary can corrupt the players of one of the
sets in Z. It is known that broadcast secure against a Z-adversary is achievable
if and only if no three sets in Z add up to P [HM97,FM98]. Under the same
condition, secure multi-party computation is possible [HM97]. When no PKI is
set up these bounds are tight.
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Our results on two-threshold security can immediately be generalized to gen-
eral adversaries. We consider two adversary structures Z and Z∗, where Z ⊆ Z∗,
corresponding to the threshold case with t and T , where t ≤ T . A protocol is
(Z,Z∗)-secure if it provides full security against an adversary corrupting a set
Z ∈ Z, and degraded security against an adversary corrupting a set Z ∈ Z∗. A
broadcast protocol with extended validity (consistency) achieves normal broad-
cast when any set Z ∈ Z is corrupted, and still provides validity (consistency)
when a set Z ∈ Z∗ is corrupted. (Z,Z∗)-secure broadcast is achievable if and
only if

∀Z1 ∈ Z, Z2 ∈ Z∗, Z3 ∈ Z∗ : Z1 ∪ Z2 ∪ Z3 �= P.

Given the constructions for two-threshold broadcast in this paper, the construc-
tion of such a protocol with respect to general adversaries is straight-forward.
The above results immediately generalize to detectable multi-party computation.

7 Conclusions

We generalized the standard notion of broadcast to two-threshold broadcast, re-
quiring standard broadcast for the case that f ≤ t players are corrupted and
either validity or consistency when t ≤ f ≤ T . We showed that, for both cases,
(efficient) unconditionally secure two-threshold broadcast is achievable among n
players if and only if t = 0 or t + 2T < n. Our protocol with extended validity
additionally achieves that, when consistency is not reached, all players agree on
this fact (consistency detection); our protocol with extended consistency addi-
tionally achieves agreement about the fact whether or not validity is achieved
(validity detection).

In the same way, detectable precomputation can be generalized with respect
to two thresholds t and T . In a model with pairwise channels but without broad-
cast (and no PKI among the players), such a protocol achieves the following:

– if f ≤ T players are corrupted then either all correct players accept or they
all reject the protocol outcome. If the correct players accept the protocol
outcome then broadcast secure against t′ < n corrupted players and MPC
secure against t′ < n/2 corrupted players are achievable from now on.

– if f ≤ t then all correct players accept the protocol outcome.

Detectable precomputation is (efficiently) achievable if and only if t+ 2T < n or
t = 0.

Acknowledgments. We thank the anonymous referees for their helpful com-
ments.
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Abstract. The recently proposed universally composable (UC) security
framework, for analyzing security of cryptographic protocols, provides
very strong security guarantees. In particular, a protocol proven secure in
this framework is guaranteed to maintain its security even when deployed
in arbitrary multi-party, multi-protocol, multi-execution environments.
Protocols for securely carrying out essentially any cryptographic task in a
universally composable way exist, both in the case of an honest majority
(in the plain model, i.e., without set-up assumptions) and in the case of
no honest majority (in the common reference string model). However, in
the plain model, little was known for the case of no honest majority and,
in particular, for the important special case of two-party protocols.
We study the feasibility of universally composable two-party function
evaluation in the plain model. Our results show that very few functions
can be computed in this model so as to provide the UC security guar-
antees. Specifically, for the case of deterministic functions, we provide a
full characterization of the functions computable in this model. (Essen-
tially, these are the functions that depend on at most one of the parties’
inputs, and furthermore are “efficiently invertible” in a sense defined
within.) For the case of probabilistic functions, we show that the only
functions computable in this model are those where one of the parties
can essentially uniquely determine the joint output.

1 Introduction

Traditionally, cryptographic protocol problems were considered in a model where
the only involved parties are the actual participants in the protocol, and only a
single execution of the protocol takes place. This model allows for relatively con-
cise problem statements, simplifies the design and analysis of protocols, and is a
natural choice for the initial study of protocols. However, this model of “stand-
alone computation” does not fully capture the security requirements from cryp-
tographic protocols in modern computer networks. In such networks, a protocol
� Part of this work was done while the author was a visitor at IBM T.J. Watson

Research Center.
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execution may run concurrently with an unknown number of other copies of the
protocol and, even worse, with unknown, arbitrary protocols. These arbitrary
protocols may be executed by the same parties or other parties, they may have
potentially related inputs and the scheduling of message delivery may be adver-
sarially coordinated. Furthermore, the local outputs of a protocol execution may
be used by other protocols in an unpredictable way. These concerns, or “attacks”
on a protocol are not captured by the stand-alone model. Indeed, over the years
definitions of security became more and more sophisticated and restrictive, in
an effort to guarantee security in more complex, multi-execution environments.
(Examples include [gk88,ny90,b96,ddn00,dns98,rk99,gm00,ck01] and many
more). However, in spite of the growing complexity, none of these notions guar-
antee security in arbitrary multi-execution, multi-protocol environments.

A recently proposed alternative approach to guaranteeing security in arbi-
trary protocol environments is to use notions of security that are preserved
under general protocol composition. Specifically, a general framework for defin-
ing security of protocols has been proposed [c01]. In this framework (called the
universally composable (UC) security framework), protocols are designed and ana-
lyzed as stand-alone. Yet, once a protocol is proven secure, it is guaranteed that
the protocol remains secure even when composed with an unbounded number of
copies of either the same protocol or other unknown protocols. (This guarantee
is provided by a general composition theorem.)

UC notions of security for a given task tend to be considerably more stringent
than other notions of security for the same task. Consequently, many known
protocols (e.g., the general protocol of [gmw87], to name one) are not UC-secure.
Thus, the feasibility of realizing cryptographic tasks requires re-investigation
within the UC framework. Let us briefly summarize the known results.

In the case of a majority of honest parties, there exist UC secure protocols for
computing any functionality [c01] (building on [bgw88,rb89,cfgn96]). Also,
in the honest-but-curious case (i.e., when even corrupted parties follow the pro-
tocol specification), UC secure protocols exist for essentially any functionality
[clos02]. However, the situation is different when no honest majority exists and
the adversary is malicious (in which case the corrupted parties can arbitrarily
deviate from the protocol specification). In this case, UC secure protocols have
been demonstrated for a number of specific (but important) functionalities such
as key exchange and secure communication, assuming authenticated channels
[c01]. However, it has also been shown that in the plain model (i.e., assuming
authenticated channels, but without any additional set-up assumptions), there
are a number of natural two-party functionalities that cannot be securely re-
alized in the UC framework. These include coin-tossing, bit commitment, and
zero-knowledge [c01,cf01]. In contrast, in the common reference string model,
UC secure protocols exist for essentially any two-party and multi-party func-
tionality, with any number of corrupted parties [clos02].

A natural question that remains open is what are the tasks that can be
securely realized in the UC framework, with a dishonest majority, a malicious
adversary and without set-up assumptions (i.e., in the plain model). We note
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that previous results left open the possibility that useful relaxations of the coin-
tossing, bit commitment and zero-knowledge functionalities can be securely re-
alized. (Indeed, our research began with an attempt to construct UC protocols
for such relaxations.)
Our results. We concentrate on the restricted (but still fairly general) case
of two-party function evaluation, where the parties wish to evaluate some pre-
defined function of their local inputs. We consider both deterministic and prob-
abilistic functions. Our results (which are mostly negative in nature) are quite
far-reaching and apply to many tasks of interest. In a nutshell, our results can be
summarized as follows. Say that a function g is efficiently invertible if there exists
an inverting algorithm M that successfully inverts g (i.e., M(g(x)) ∈ g−1(g(x)))
for any samplable distribution on the input x. Then, our main results can be
informally described as follows:

1. Let f(·, ·) be a deterministic two-party function. Then, f can be securely
evaluated in the UC framework if and only if f depends on at most one of
its two inputs (e.g., f(x, y) = g(x) for some function g(·)) and, in addition,
g is efficiently invertible.

2. Let f(·, ·) be a probabilistic two-party function. Then, f can be securely
evaluated in the UC framework only if for any party, and for any input x
for that party, there exists an input y for the other party such that f(x, y)
is “almost” deterministic (i.e., essentially all the probability mass of f(x, y)
is concentrated on a single value).

These results pertain to protocols where both parties obtain the same output.
Interestingly, the results hold unconditionally, in spite of the fact that they rule
out protocols that provide only computational security guarantees. We remark
that UC-security allows “early stopping”, or protocols where one of the parties
aborts after learning the output and before the other party learned the output.
Hence, our impossibility results do not (and cannot) rely on an early stopping
strategy by the adversary (as used in previous impossibility results like [c86]).

Our results provide an alternative proof to previous impossibility results re-
garding UC zero-knowledge and UC coin-tossing in the plain model [c01,cf01].
In fact, our results also rule out any interesting relaxation of these functionali-
ties. We stress, however, that these results do not rule out the realizability (in
the plain model) of interesting functionalities like key-exchange, secure message
transmission, digital signatures, and public-key encryption (see [c01,ck02]). In-
deed, as noted above, these functionalities are realizable in the plain model.
Techniques. Our impossibility results utilize in an essential way the strong re-
quirements imposed by the UC framework. The UC definition follows the stan-
dard paradigm of comparing a real protocol execution to an ideal process involv-
ing a trusted third party. It also differs in a very important way. The traditional
model considered for secure computation includes the parties running the pro-
tocol, plus an adversary A that controls a set of corrupted parties. In the UC
framework, an additional adversarial entity called the environment Z is intro-
duced. This environment generates the inputs to all parties, reads all outputs,
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and in addition interacts with the adversary in an arbitrary way throughout the
computation. A protocol securely computes a function f in this framework if for
any adversary A that interacts with the parties running the protocol, there ex-
ists an ideal process adversary (or “simulator”) S that interacts with the trusted
third party, such that no environment can tell whether it is interacting with A
and the parties running the protocol, or with S in the ideal process.

On a high level, our results are based on the following observation. A central
element of the UC definition is that the real and ideal process adversaries A and
S interact with the environment Z in an “on-line” manner. This implies that S
must succeed in simulation while interacting with an external adversarial entity
that it cannot “rewind”. Given the fact that here is no honest majority and
that there are no setup assumptions that can be utilized, it turns out that the
simulator S has no advantage over a real participant. Thus, a corrupted party
can actually run the code of the simulator.

Given the above observation, we demonstrate our results in two steps. First,
in Section 3, we prove a general “technical lemma,” asserting that a certain
adversarial behavior (which is based on running the code of the simulator) is
possible in our model. We then use this lemma to prove the characterization
mentioned above, in several steps. Let us outline these steps. First, we concen-
trate on functions where only one of the parties has input, and show that these
functions are computable iff they are efficiently invertible. Next, we consider
functions where both parties have inputs, and demonstrate that such functions
are computable only if they totally ignore at least one of the two inputs. This is
done as follows. First, we show that functions that contain an “insecure minor,”
as defined in [bmm99], cannot be realized. (A series of values α1, α

′
1, α2, α

′
2 consti-

tute an insecure minor for f if f(α1, α2) = f(α′1, α2) but f(α1, α
′
2) �= f(α′1, α

′
2);

see Table 1 in Section 4.2.) Next, we show that functions that contain an
“embedded-XOR” cannot be realized. (Values α1, α

′
1, α2, α

′
2 form an embedded-

XOR if f(α1, α2) �= f(α′1, α2) �= f(α′1, α
′
2) �= f(α1, α

′
2) �= f(α1, α2); see Table 2

in Section 4.3.) We then prove that a function that contains neither an insecure
minor nor an embedded-XOR must ignore at least one of its inputs.

Impossibility for relaxed versions of UC. The impossibility results pre-
sented in this paper actually also rule out two natural relaxations of the UC
definition. First, consider an analogous definition where the environment ma-
chine Z is uniform. (We remark that the UC theorem has been shown to hold
under this definition [hms03].) In this case, some variations of our results hold
(for example, an almost identical characterization holds in the case that the
functions are defined over a finite domain). Next, consider a relaxed definition of
security, where the relaxation relates to the order of quantifiers. The actual UC
definition requires that for every adversary A, there exists a simulator S such
that no environment Z can distinguish real executions with A from ideal process
executions with S (i.e., ∀A∃S∀Z). Thus, a single simulator S must successfully
simulate for all environments Z. A relaxation of this would allow a different
simulator for every environment; i.e., ∀A,Z∃S. (We note that the UC composi-
tion theorem is not known to hold in this case.) As above, the characterization
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remains almost the same even for this relaxed definition. Due to lack of space,
we present our results only for the standard UC definition, however, similar
impossibility results do hold for the relaxed definitions above; see [ckl03].
Related work. Characterizations of the functions that are securely com-
putable were made in a number of other models and with respect to different no-
tions of security. E.g., in the case of honest-but-curious parties and information-
theoretic privacy, characterization of the functions that can be computed were
found for the two-party case [ck89,k89], and for boolean functions in the multi-
party case [ck89]. In [bmm99], the authors consider a setting of computational
security against malicious parties where the output is given to only one of the
parties, and provide a characterization of the complete functions. (A function is
complete if given a black-box for computing it, it is possible to securely compute
any other function.) Some generalizations were found in [k00]. Similar complete-
ness results for the information-theoretic honest-but-curious setting are given in
[kkmo00]. Interestingly, while the characterizations mentioned above are very
different from each other, there is some similarity in the type of structures con-
sidered in those works and in ours (e.g., the insecure minor of [bmm99] and the
embedded-OR of [kkmo00]).

2 Review of UC Security

We present a very brief overview of how security is defined in the UC framework,
restricted to our case of two parties, non-adaptive adversaries, and authenticated
communication. For further details see [c01,ckl03].

As in other general definitions (e.g., [gl90,mr91,b91]), the security require-
ments of a given task (i.e., the functionality expected from a protocol that carries
out the task) are captured via a set of instructions for a “trusted party” that ob-
tains the inputs of the participants and provides them with the desired outputs
(in one or more iterations). Informally, a protocol securely carries out a given
task if running the protocol with a realistic adversary amounts to “emulating”
an ideal process where the parties hand their inputs to a trusted party with the
appropriate functionality and obtain their outputs from it, without any other
interaction. We call the algorithm run by the trusted party an ideal functionality.

To allow proving a universal composition theorem, the notion of emulation
in this framework is considerably stronger than in previous ones. Traditionally,
the model of computation includes the parties running the protocol and an
adversary, A, that controls the communication channels and potentially corrupts
parties. “Emulating an ideal process” means that for any adversary A there
should exist an “ideal process adversary” (or, simulator) S that results in a
similar distribution on the outputs for the parties. Here an additional entity,
called the environment Z, is introduced. The environment generates the inputs
to all parties, reads all outputs, and in addition interacts with the adversary in an
arbitrary way throughout the computation. A protocol is said to securely realize
a given ideal functionality F if for any “real-life” adversary A that interacts with
the protocol and the environment there exists an “ideal-process adversary” S,
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such that no environment Z can tell whether it is interacting with A and parties
running the protocol, or with S and parties that interact with F in the ideal
process. In a sense, here Z serves as an “interactive distinguisher” between a
run of the protocol and the ideal process with access to F . A bit more precisely,
Let realπ,A,Z be the ensemble describing the output of environment Z after
interacting with parties running protocol π and with adversary A. (Without
loss of generality, we assume that the environment outputs one bit.) Similarly,
let idealF,S,Z be the ensemble describing the output of environment Z after
interacting in the ideal process with adversary S and parties that have access to
ideal functionality F .

Definition 1 Let F be an ideal functionality and let π be a two-party protocol.
We say that π securely realizes F if for any adversary A there exists an ideal-
process adversary S such that for any environment Z, the ensembles idealF,S,Z
and realπ,A,Z are indistinguishable.

Non-trivial protocols and the requirement to generate output. In
the UC framework, the ideal process does not require the ideal-process adversary
to deliver messages that are sent by the ideal functionality to the dummy parties.
Consequently, the definition provides no guarantee that a protocol will ever
generate output or “return” to the calling protocol. Indeed, in our setting where
message delivery is not guaranteed, it is impossible to ensure that a protocol
“terminates” or generates output. Rather, the definition concentrates on the
security requirements in the case that the protocol generates output.

A corollary of the above fact is that a protocol that “hangs”, never sends any
messages and never generates output, securely realizes any ideal functionality.
However, such a protocol is clearly not interesting. We thus use the notion of a
non-trivial protocol. Such a protocol has the property that if the real-life adversary
delivers all messages and does not corrupt any parties, then the ideal-process
adversary also delivers all messages (and does not corrupt any parties). In the
rest of this work we concentrate on non-trivial protocols.

3 The Main Theorem – Deterministic Functions

In this section, we prove a theorem that serves as the basis for our impossibility
results. To motivate the theorem, recall the way an ideal-model simulator typ-
ically works. Such a simulator interacts with an ideal functionality by sending
it an input (in the name of the corrupted party) and receiving back an output.
Since the simulated view of the corrupted party is required to be indistinguish-
able from its view in a real execution, it must hold that the input sent by the
simulator to the ideal functionality corresponds to the input that the corrupted
party (implicitly) uses. Furthermore, the corrupted party’s output from the pro-
tocol simulation must correspond to the output received by the simulator from
the ideal functionality. That is, such a simulator can “extract” the input used by
the corrupted party, and can cause the corrupted party to output a value that
corresponds to the output received by the simulator from the ideal functionality.
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The following theorem shows that, essentially, a malicious P2 can do “what-
ever” the simulator can do. That is, consider the simulator that exists when P1
is corrupted. This simulator can extract P1’s input and can cause its output to
be consistent with the output from the ideal functionality. Therefore, P2 (when
interacting with an honest P1) can also extract P1’s input and cause its output
to be consistent with an ideally generated output. Indeed, P2 succeeds in doing
this by internally running the ideal-process simulator for P1. In other models of
secure computation, this cannot be done because a simulator typically has some
additional “power” that a malicious party does not. (This power is usually the
ability to rewind a party or to hold its description or code.) Thus, we actually
show that in the plain model and without an honest majority, the simulator
for the UC setting has no power beyond what a real (adversarial) party can do
in a real execution. This enables P2 to run the simulator as required. We now
describe the above-mentioned strategy of P2.
Strategy description for P2: The malicious P2 internally runs two separate
machines (or entities): P a

2 and P b
2 . Entity P a

2 interacts with (the honest) P1 and
runs the simulator that is guaranteed to exist for P1, as described above. In
contrast, entity P b

2 emulates the ideal functionality for the simulator as run by
P a

2 . Loosely speaking, when P a
2 obtains P1’s input, it hands it to P b

2 , who then
computes the function output and hands it back to P a

2 . Entity P a
2 then continues

with the emulation, and causes P1 to output the value that P a
2 received from P b

2 .
We now formally define this strategy of P2. We begin by defining the structure
of this adversarial attack, which we call a “split adversarial strategy”, and then
proceed to define what it means for such a strategy to be “successful”.

Definition 2 (split adversarial strategy): Let f : X×X → {0, 1}∗ be a function
and let Πf be a protocol. Let X2 ⊆ X be a polynomial-size subset of inputs (i.e.,
|X2| = poly(k), where k is the security parameter), and let x2 ∈ X2. Then,
a corrupted party P2 is said to run a split adversarial strategy if it proceeds as
follows. P2 internally runs P a

2 and P b
2 . Next:

1. Upon input (X2, x2), party P2 internally gives the machine P b
2 the input

pair (X2, x2). (P a
2 does not receive the input value. This fact will become

important later.)
2. An execution between (an honest) P1 running Πf and P2 works as follows:

a) P a
2 interacts with P1 according to some specified strategy (to be fixed).

b) At some stage of the execution P a
2 hands P b

2 a value x′1.
c) When P b

2 receives x′1 from P a
2 , it computes y = f(x′1, x

′
2) for some x′2 ∈

X2 of its choice.1

d) P b
2 hands P a

2 the value y, and P a
2 continues interacting with P1.

Informally speaking, a split adversarial strategy is said to be successful if the
value x′1 procured by P a

2 is essentially (the honest) P1’s input. Furthermore, P a
2

1 The choice of x′2 can depend on the values of both x′1 and x2 and can be chosen by
any efficient strategy. The fact that x′2 must come from the polynomial-size subset
of inputs X2 is needed later.
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should succeed in causing P1 to output the value y that it received from P b
2 . As

mentioned, P a
2 does this by internally running the simulator that is guaranteed to

exist for a corrupted P1. This means that step 2b above corresponds to the ability
of the simulator (as run by P a

2 ) to extract P1’s input, and step 2d corresponds
to the simulator’s ability to cause the output of P1 to be consistent with the
ideally computed output. Formally,

Definition 3 Let Z be an environment who hands an input x1 ∈ X to P1
and a pair (X2, x2) to P2, where X2 ⊆ X, |X2| = poly(k), and x2 ∈r X2.
Furthermore, Z continually activates P1 and P2 in succession. Then, a split
adversarial strategy for P2 is said to be successful if in a real execution with the
above Z and an honest P1, the following holds:

1. The value x′1 output by P a
2 in step 2b of Definition 2 is such that for every

x2 ∈ X2, f(x′1, x2) = f(x1, x2).
2. P1 outputs y, where y is the value that P b

2 gives P a
2 in step 2d of Definition 2.

Loosely speaking, the theorem below states that a successful split adversarial
strategy exists for any protocol that securely realizes a two-party function. In
Section 4, we will show that the existence of successful split adversarial strategies
rules out the possibility of securely realizing large classes of functions. We are
now ready to state the theorem:

Theorem 4 Let f be a two-party function, and let Ff be the two-party ideal
functionality that receives x1 and x2 from P1 and P2, respectively, and hands
both parties f(x1, x2). If Ff can be securely realized by a non-trivial protocol 2

Πf , then there exists a machine P a
2 such that, except with negligible probability,

the split adversarial strategy for P2 = (P a
2 , P

b
2 ) is successful.

Proof: The intuition behind the proof is as follows. If Ff can be securely
realized by a protocol ΠF , then this implies that for any real-life adversary A
(and environment Z), there exists an ideal-process adversary (or “simulator”) S.
As we have mentioned, this simulator interacts with the ideal process and must
hand it the input that is (implicitly) used by the corrupted party. That is, S
must be able to extract a corrupted party’s input. Now, consider the case that A
controls party P1 and so S must extract P1’s input. The key point in the proof
is that S must essentially accomplish this extraction without any rewinding and
without access to anything beyond the protocol messages. This is due to the
following observations. First, S interacts with the environment Z in the same
way that parties interact with each other in a real execution. That is, Z is a
party that sits externally to S (or, otherwise stated, S has only black-box access
to Z) and S is not able to rewind Z. Now, since Z and A can actively cooperate
in attacking the protocol, Z can generate all the adversarial messages, with A
2 Recall that a non-trivial protocol is such that if the real model adversary corrupts no

party and delivers all messages, then so does the ideal model adversary. This rules
out the trivial protocol that does not generate output. See Section 2 for details.
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just forwarding them to their intended recipients. This implies that S actually
has to extract the input from Z. However, as mentioned, S interacts with Z in
the same way that real parties interact in a protocol execution. Given that S can
extract in such circumstances, it follows that a malicious P2 interacting in a real
protocol execution with an honest P1, can also extract P1’s input (by using S).
Thus, P a

2 ’s strategy is to run the code of the simulator S (and the role of P b
2 is to

emulate S’s interface with Ff ). The above explains the ability of P a
2 to extract

P1’s input. The fact that P a
2 causes the honest P1 to output y = f(x′1, x

′
2) also

follows from the properties of S. We now formally prove the above, by formalizing
a split adversarial strategy, and proving that it is successful.

First, we formulate the simulator S mentioned above. Assume that Ff can
be securely realized by a protocol Πf . Then, for every adversary A there exists
a simulator S such that no environment Z can distinguish between an execution
of the ideal process with S and Ff and an execution of the real protocol Πf with
A. We now define a specific adversary A and environment Z. The adversary A
controls party P1 and is a dummy adversary who acts as a bridge that passes
messages between Z and P2. Now, let X2 be some polynomial-size set of inputs
(chosen by Z), and let (x1, x2) be P1 and P2’s respective inputs as decided by
Z, where x2 ∈r X2. Then, Z writes (X2, x2) on P2’s input tape and plays the
role of honest P1 on input x1 by itself. That is, Z runs P1’s protocol instructions
in Πf on input x1 and the incoming messages that it receives from A (which
are in turn received from P2). The messages that Z passes to A are exactly
the messages as computed by an honest P1 according to Πf . At the conclusion
of the execution of Πf , the environment Z obtains some output, as defined by
the protocol specification for P1 that Z runs internally; we call this Z’s local
P1-output. Z then reads P2’s output tape and outputs 1 if and only if Z’s local
P1-output and P2’s output both equal f(x1, x2). Observe that in the real-life
model Z outputs 1 with probability negligibly close to 1. This is because such
an execution of Πf , with the above Z and A, looks exactly like an execution
between two honest parties P1 and P2 upon inputs x1 and x2, respectively. Now,
since Πf is a non-trivial protocol, in an ideal execution with no corrupted parties,
both parties output f(x1, x2). Therefore, the same result must also hold in a real
execution (except with negligible probability).

We now describe the strategy for P a
2 . By the assumption that Πf securely

realizes Ff , there exists an ideal process simulator S for the specific A (and
Z) described above, where P1 is corrupted. P a

2 invokes this simulator S and
emulates an ideal process execution of S with the above A and Z. That is, every
message that P a

2 receives from P1 it forwards to S as if S received it from Z.
Likewise, every message that S sends to Z in the emulation, P a

2 forwards to P1
in the real execution. When S outputs a value x′1 that it intends to send to Ff ,
entity P a

2 hands it to P b
2 . Then, when P a

2 receives a value y back from P b
2 , it

passes this to S, as if S receives it from Ff , and continues with the emulation.
(Recall that this value y is computed by P b

2 and equals f(x′1, x
′
2).)

We now prove that, except with negligible probability, the above P a
2 is such

that P2 = (P a
2 , P

b
2 ) is a successful split adversarial strategy. That is, we prove
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that items (1) and (2) from Definition 3 hold with respect to this P2. We begin
by proving that, except with negligible probability, the value x′1 output by P a

2
is such that for every x2 ∈ X2, f(x′1, x2) = f(x1, x2). First, we claim that S’s
view in the ideal process with the above A and Z is identical to its view in the
emulation with P2 = (P a

2 , P
b
2 ). (Actually, for now it suffices to show that this

holds until the point that S outputs x′1.) To see this, notice that in the ideal
process with A and Z, the simulator S holds the code of A. However, all A
does is forwarding messages between Z and P2. Thus, the only “information”
received by S is through the messages that it receives from Z. Now, recall that in
this ideal process, Z plays the honest P1 strategy upon input x1. Therefore, the
messages that S receives from Z are distributed exactly like the messages that
S receives from the honest P1 in the emulation with P2 = (P a

2 , P
b
2 ). Since this is

the only information received by S until the point that S outputs x′1, we have
that its views in both cases are identical. It remains to show that in the ideal
process with A and Z, simulator S must obtain and send Ff an input x′1 such
that for every x2 ∈ X2, f(x′1, x2) = f(x1, x2), except with negligible probability.
(Item (1) follows from this because if S obtains such an x′1 in the ideal process,
then it also obtains it in the emulation with P2 = (P a

2 , P
b
2 ) where its view is

identical.) This can be seen as follows. Assume, by contradiction, that with non-
negligible probability x′1 is such that for some x̃2 ∈ X2, f(x′1, x̃2) �= f(x1, x̃2).
Now, if in an ideal execution, P2’s input equals x̃2 and S sends x′1 to Ff , then
P2 outputs f(x′1, x2) �= f(x1, x2). By the specification of Z, when this occurs
Z outputs 0. Now, recall that X2 is of polynomial size and that P2’s input is
uniformly chosen from X2. Furthermore, the probability that S sends x′1 such
that f(x′1, x̃2) �= f(x1, x̃2) is independent of the choice of x2 for P2. Therefore,
the overall probability that Z outputs 0 in the ideal process is non-negligible.
However, we have already argued above that in a real protocol execution, Z
outputs 1 with overwhelming probability. Thus, Z distinguishes the real and
ideal executions, contradicting the security of the protocol. We conclude that
except with negligible probability, item (1) of Definition 3 holds.

We proceed to prove item (2) of Definition 3. Assume, by contradiction, that
in the emulation with P2 = (P a

2 , P
b
2 ), party P1 outputs y′ �= y with non-negligible

probability (recall that y = f(x′1, x
′
2)). First, consider the following thought

experiment: Modify P b
2 so that instead of choosing x′2 as some function of x′1

and x2, it chooses x′2 ∈r X2 instead; denote this modified party P̃ b
2 . It follows

that with probability 1/|X2|, the value chosen by the modified P̃ b
2 equals the

value chosen by the unmodified P b
2 . Therefore, the probability that P1 outputs

y′ �= y in an emulation with the modified P̃2 = (P a
2 , P̃

b
2 ) equals 1/|X2| times the

(non-negligible) probability that this occurred with the unmodified P b
2 . Since X2

is of polynomial size, we conclude that P1 outputs y′ �= y with non-negligible
probability in an emulation with the modified P̃2 = (P a

2 , P̃
b
2 ). Next, we claim

that the view of S in the ideal process with Z and Ff is identical to its view in
the emulation by P̃2 = (P a

2 , P̃
b
2 ). The fact that this holds until S outputs x′1 was

shown above in the proof of item (1). The fact that it holds from that point on
follows from the observation that in the emulation by P̃2 = (P a

2 , P̃
b
2 ), simulator
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S receives f(x′1, x
′
2) where x′2 ∈r X2. However, this is exactly the same as it

receives in an ideal execution (where Z chooses x2 ∈r X2 and gives it to the
honest P2). It follows that the distribution of messages received by P1 in a real
execution with P̃2 = (P a

2 , P̃
b
2 ) is exactly the same as the distribution of messages

received by Z from S in the ideal process. Thus, Z’s local P1-output is identically
distributed to P1’s output in the emulation with P̃2 = (P a

2 , P̃
b
2 ). Since in this

emulation P1 outputs y′ �= y with non-negligible probability, we have that Z’s
local P1-output in the ideal process is also not equal to y with non-negligible
probability. By the specification of Z, it follows that Z outputs 0 in the ideal
process with non-negligible probability. This is a contradiction because in a real
execution Z outputs 0 with at most negligible probability. Thus, Z distinguishes
the real and ideal processes. This completes the proof.

4 A Characterization for Deterministic Functionalities

This section provides a characterization of two-party deterministic functions with
a single output that can be securely computed in the UC framework without any
set-up assumptions. More specifically, let f : X×X → {0, 1}∗ be a deterministic
function. Say that f is realizable if there exists a protocol that securely realizes
the ideal functionality Ff that obtains a value x1 ∈ X from P1, a value x2 ∈ X
from P2, and hands f(x1, x2) to both P1 and P2. We provide a characterization
of the realizable functions f .

This section is organized as follows: We first present a characterization for the
case of functions that depend on only one of the two inputs. Next, we present
two different impossibility results for functions that depend on both inputs.
Finally, we combine all results to obtain the desired characterization. All the
impossibility results here are obtained by applying Theorem 2 to the specific
setting.

It is stressed that the functionalities that we consider provide outputs to both
parties, and that our results do not rely in any way on the fact that a corrupted
party can always abort the computation after it has learned the joint output, and
before the other party does. Indeed, the UC framework explicitly permits such
behavior, by stating that even in the ideal process, parties are not guaranteed
to obtain output (if the ideal-model adversary chooses to do so).

4.1 Functions of One Input

This section considers functions that depend on only one party’s input. We show
that a function of this type can be securely computed in a universally composable
way if and only if it is efficiently invertible. Formally,

Definition 5 A function f : X → {0, 1}∗ is efficiently invertible if there exists
a probabilistic polynomial-time inverting machine M such that for every (non-
uniform) polynomial-time samplable distribution X̂ over X,

Prx←X̂ [M(1k, f(x)) ∈ f−1(f(x))] > 1− µ(k)

for some negligible function µ(·).



On the Limitations of Universally Composable Two-Party Computation 79

Discussion. A few remarks regarding Definition 5: First, note that every func-
tion f on a finite domain X is efficiently invertible. Second, note that a function
that is not efficiently invertible is not necessarily even weakly one-way. This is
because the definition of invertibility requires the existence of an inverter that
works for all distributions, rather than only for the uniform distribution (as in
the case of one way functions). In fact, a function that is not efficiently invertible
can be constructed from any NP-language L that is not in BPP , as follows. Let
RL be the NP-relation for L, i.e., x ∈ L iff ∃w s.t. RL(x,w) = 1. Then, define
fL(x,w) = (x,RL(x,w)). It is easy to see that fL is not efficiently invertible
unless L ∈ BPP (this holds only when the distributions X̂ are allowed to be
non-uniform).

Finally, note that a function fL as defined above corresponds in fact to the
ideal zero-knowledge functionality for the language L. That is, the ideal func-
tionality FfL

as defined above is exactly the ideal zero-knowledge functionality
FRL

zk for relation RL, as defined in [c01,clos02]. Consequently, the character-
ization theorem below (Theorem 6) provides, as a special case, an alternative
proof that FRL

zk cannot be realized unless L ∈ BPP [c01].
We now show that a function f that depends on only one party’s input is

realizable if and only if it is efficiently invertible.

Theorem 6 Let f : X → {0, 1}∗ be a function and let Ff be a functionality that
receives x from P1 and sends f(x) to P2. Then, Ff can be securely realized in a
universally composable way by a non-trivial protocol if and only if f is efficiently
invertible.

Proof: We first show that if f is efficiently invertible then it can be securely
realized. This is done by the following simple protocol: Upon input x and security
parameter k, party P1 computes y = f(x) and runs the inverting machine M on
(1k, y). Then, P1 sends P2 the value x′ output by M . (In order to guarantee
security against an external adversary that does not corrupt any party, the
value x′ will be sent encrypted, say using a shared key that is the result of a
universally composable key exchange protocol run by the parties.) Simulation of
this protocol is demonstrated by constructing a simulator who receives y = f(x),
and simulates P1 sending P2 the output of M(1k, y). Details are omitted.

Let f be a function that is not efficiently invertible. Then, for every non-
uniform polynomial-time machine M there exists a polynomial-time samplable
distribution X̂ over X such that Prx←X̂ [M(1k, f(x)) �= f−1(f(x))] is non-
negligible. We now show the impossibility of realizing such an f . Assume, by
contradiction, that there exists a protocol Πf that securely realizes f . Consider
a real execution of Πf with an honest P1 (with input x), and a corrupted P2
who runs a successful split adversarial strategy. (By Theorem 2, such a successful
strategy exists.) The adversary A, who controls P2, is such that at the conclusion
of the execution, it hands Z the value x′ obtained in step 2b of Definition 2.
Finally, define the environment Z for this scenario to be so that it samples a
value x from some distribution X̂ and hands it to P1. Then, Z outputs 1 if and
only if x′ ∈ f−1(f(x)), where x′ is the value that it receives from A. Observe
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that by item (1) of Definition 3, f(x′) = f(x) with overwhelming probability
and so in a real execution, Z outputs 1 with overwhelming probability. (Here,
the set X2 described in Definition 2 contains the empty input.)

Next, consider an ideal execution with the same Z and with an ideal-process
simulator S2 for the above P2. Clearly, in such an ideal execution S2 receives f(x)
only (because all it sees is the output of the corrupted party P2). Nevertheless,
S2 succeeds in handing Z a value x′ such that f(x′) = f(x); otherwise, Z would
distinguish a real execution from an ideal one. Thus, S2 can be used to construct
an inverting machine M for f : Given y = f(x), M runs S2, gives it y in the name
of Ff , and outputs whatever value S2 hands to Z. The fact that M is a valid
inverting machine follows from the above argument. That is, if there exists an
efficiently samplable distribution X̂ for which M does not succeed in inverting
f , then when the environment Z chooses x according to X̂, it distinguishes the
real and ideal executions with non-negligible probability. This contradicts the
fact that f is not efficiently invertible, concluding the proof.

Table 1. An Insecure Minor (assuming b �= c)

α2 α′2
α1 a b
α′1 a c

4.2 Functions with Insecure Minors

This section presents an impossibility result for realizing two-input functions
with a special combinatorial property, namely the existence of an insecure minor.
In fact, this property was already used to show non-realizability results in a
different context of informational-theoretic security [bmm99].

A function f : X ×X → {0, 1}∗ is said to contain an insecure minor if there
exist inputs α1, α

′
1, α2 and α′2 such that f(α1, α2) = f(α′1, α2) and f(α1, α

′
2) �=

f(α′1, α
′
2); see Table 1. (In the case of boolean functions, the notion of an insecure

minor boils down to the so called “embedded-OR”; see, e.g., [kkmo00].) Such a
function has the property that when P2 has input α2, then party P1’s input is
“hidden” (i.e., given y = f(x1, α2), it is impossible for P2 to know whether P1’s
input, x1, was α1 or α′1). Furthermore, α1 and α′1 are not “equivalent”, in that
when P2 has α′2 for input, then the result of the computation with P1 having
x1 = α1 differs from the result when P1 has x1 = α′1 (because f(α1, α

′
2) �=

f(α′1, α
′
2)). We stress that there is no requirement that f(α1, α2) �= f(α1, α

′
2) or

f(α′1, α2) �= f(α′1, α
′
2) (i.e., in Table 1, a may equal b or c, but clearly not both).

We now show that no function containing an insecure minor can be securely
computed without set-up assumptions. (In the treatment below the roles of P1
and P2 may be switched.)
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Theorem 7 Let f be a two-party function containing an insecure minor, and
let Ff be the two-party ideal functionality that receives x1 and x2 from P1 and
P2 respectively, and hands both parties f(x1, x2). Then, Ff cannot be securely
realized by a non-trivial protocol.

Proof: We prove this theorem using Theorem 2 and item (1) of Definition 3.
As we have mentioned above, a function with an insecure minor hides the input
of P1. However, by Theorem 2, P2 can obtain P1’s input. This results in a
contradiction.

Formally, let f be a function and let α1, α
′
1, α2, α

′
2 form an insecure minor in

f . Assume by contradiction that Ff can be securely realized by a protocol Πf .
Then, consider a real execution of Πf with an honest P1 and a corrupted P2
who runs a successful split adversarial strategy. (By Theorem 2, such a successful
strategy exists.) The environment Z for this execution chooses a pair of inputs
(x1, x2) where x1 ∈r {α1, α

′
1} and x2 ∈r {α2, α

′
2}.3 (I.e., in this case the set

X2 described in Definition 2 equals {α2, α
′
2}.) Z then gives P1 and P2 their

respective inputs, x1 and x2. Now, since P2 is successful, P a
2 must output x′1

such that for every x2 ∈ X2, f(x′1, x2) = f(x1, x2). When A receives the value
x′1 (from P2), it checks if f(x′1, x2) = f(α1, x2) or if f(x′1, x2) = f(α′1, x2) (recall
that A knows x2). Note that since α′2 ∈ X2, the value x′1 must match only one
of α1 and α′1. A then hands Z the value α1 or α′1 appropriately (i.e., according
to which input matches x′1). Finally, Z outputs 1 if and only if the value that it
receives from A equals x1. Observe that by item (1) of Definition 3, in the above
real execution, Z outputs 1 with overwhelming probability.

Next, consider an ideal execution with the above A and Z. By the assump-
tion that Ff is secure, there exists an appropriate ideal process simulator S2 for
the corrupt P2. Now, S2 is given the output f(x1, x2) and must provide Z with
the value x1 with overwhelming probability. (Recall that in the real execution,
A provides Z with this value with overwhelming probability.) We conclude by
analyzing the probability that S can succeed in such a task. First, with proba-
bility 1/2, we have that x2 = α′2. In this case, f(α1, x2) �= f(α′1, x2). Therefore,
S2 can always succeed in obtaining the correct x1. However, with probability
1/2, we have that x2 = α2. In this case, f(α1, x2) = f(α′1, x2). Therefore, infor-
mation theoretically, S2 can obtain the correct x1 with probability at most 1/2.
It follows that Z outputs 0 in such an ideal execution with probability at least
1/4. Therefore, Z distinguishes the ideal and real executions with non-negligible
probability, in contradiction to the security of Πf .

4.3 Functions with Embedded-XOR

This section presents an impossibility result for realizing two-input functions
with another combinatorial property, namely the existence of an embedded-XOR.

A function f is said to contain an embedded-XOR if there exist inputs
α1,α′1,α2 and α′2 such that the two sets A0

def= {f(α1, α2), f(α′1, α
′
2)} and

3 Since Z is non-uniform, we can assume that it is given an insecure minor of f for
auxiliary input.
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Table 2. An Embedded-XOR – if {a, d} ∩ {b, c} = ∅.

α2 α′2
α1 a b
α′1 c d

A1
def= {f(α1, α

′
2), f(α′1, α2)} are disjoint; see Table 2. (In other words, the

table describes an embedded-XOR if no two elements in a single row or col-
umn are equal. The name “embedded-XOR” originates from the case of boolean
functions f , where one can pick A0 = {0} and A1 = {1}.) The intuitive idea is
that none of the parties, based on its input (among those in the embedded-XOR
sub-domain), should be able to bias the output towards one of the sets A0, A1 of
its choice. In our impossibility proof, we will in fact show a strategy for, say, P2
to bias the output. We now show that no function containing an embedded-XOR
can be securely computed in the plain model.

Theorem 8 Let f be a two-party function containing an embedded-XOR, and
let Ff be the two-party ideal functionality that receives x1 and x2 from P1 and
P2 respectively, and hands both parties f(x1, x2). Then, Ff cannot be securely
realized by a non-trivial protocol.

Proof: Again, we prove this theorem using Theorem 2. However, the use here
is different. That is, instead of relying on the extraction property (step 2b of
Definition 2 and item (1) of Definition 3), we rely on the fact that P2 can
influence the output by choosing its input as a function of P1’s input (step 1),
and then cause P1 to output the value y that corresponds to these inputs (step 2d
and item (2) of Definition 3). That is, P2 is able to bias the output, something
which it should not be able to do when a function has an embedded-XOR.

Formally, let f be a function and let α1, α
′
1, α2, α

′
2 form an embedded-XOR

in f with corresponding sets A0, A1 (as described above). Assume by contra-
diction that Ff can be securely realized by a protocol Πf . Then, consider a
real execution of Πf with an honest P1 and a corrupted P2 who runs a success-
ful split adversarial strategy. (By Theorem 2, such a successful strategy exists.)
The environment Z for this execution chooses a pair of inputs (x1, x2) where
x1 ∈r {α1, α

′
1} and x2 ∈r {α2, α

′
2}. (I.e., in this case, the set X2 from Def-

inition 2 equals {α2, α
′
2}.) Z then gives P1 and P2 their respective inputs, x1

and x2. Now, by item (1) of Definition 3, except with negligible probability, P a
2

must output x′1 such that for every x2 ∈ X2, f(x′1, x2) = f(x1, x2). Given this
x′1, machine P b

2 chooses x′2 so that f(x′1, x
′
2) ∈ A0. (Such an x′2 exists by the

definition of an embedded-XOR. Also, recall that any efficient strategy by which
P b

2 chooses x′2 is allowed, see step 1 of Definition 2.) At the conclusion, Z out-
puts 1 if and only if the output of P1 is in the set A0. Observe that by item
(2) of Definition 3, Z outputs 1 with overwhelming probability in the above real
execution.

Next, consider an ideal execution with the aboveA and Z. By the assumption
that Ff is secure, there exists an appropriate ideal process simulator S2 for the



On the Limitations of Universally Composable Two-Party Computation 83

corrupted P2. In particular, the result of an ideal execution with S must be that
P1 outputs a value in A0 with overwhelming probability. We now analyze the
probability of this event happening. First, notice that in an ideal execution, S2
must hand the corrupted P2’s input to Ff before receiving anything. Thus, S2 has
no information on x1 when it chooses x2 ∈ {α2, α

′
2}. Since x1 ∈r {α1, α

′
1} and

since, by the definition of embedded-XOR, exactly one of f(x1, α2), f(x1, α
′
2) is

in A0 (and the other is in A1), it follows that no matter what S2 chooses as P2’s
input, it cannot cause the output to be in A0 with probability greater than 1/2.
Therefore, Z outputs 1 in an ideal execution with probability at most negligibly
greater than 1/2, while in the real execution Z output 1 with overwhelming
probability; i.e., Z distinguishes the real and ideal executions. This contradicts
the security of Πf .

4.4 A Characterization

Let f : X ×X → {0, 1}∗. Each of Theorems 7 and 8 provides a necessary condi-
tion for Ff to be securely realizable (namely, f should not contain an insecure
minor or an embedded-XOR, respectively). Theorem 6 gives a characterization of
those functionalities Ff that are securely realizable, assuming that f depends on
the input of one party only. In this section we show that the combination of these
three theorems is actually quite powerful. Indeed, we show that this provides a
full characterization of the two-party, single output deterministic functions that
are realizable (with the output known to both parties). In fact, we show that
the realizable functions are very simple.

Theorem 9 Let f : X×X → {0, 1}∗ be a function and let Ff be a functionality
that receives x1 and x2 from P1 and P2 respectively, and hands both parties
f(x1, x2). Then, Ff can be securely realized in a universally composable way
by a non-trivial protocol if and only if f is an efficiently invertible function
depending on (at most) one of the inputs (x1 or x2).

Proof: First, we prove the theorem for the case that f contains an insecure-
minor or an embedded-XOR (with respect to either P1 or P2). By Theorems 7
and 8, in this case Ff cannot be securely realized. Indeed, such functions f do
not solely depend on the input of a single party; that is, for each party there is
some input for which the output depends on the other party’s input.

Next, we prove the theorem for the case that f does not contain an insecure-
minor (with respect to either P1 or P2) or an embedded-XOR. We prove that in
this case f depends on the input of (at most) one party and hence, by Theorem 6,
the present theorem follows. Pick any x ∈ X and let a = f(x, x). Let B1 =
{x1|f(x1, x) = a} and B2 = {x2|f(x, x2) = a}. Since f(x, x) = a then both
sets are non-empty. Next, we claim that at least one of B̄1 and B̄2 is empty;
otherwise, if there exist α1 ∈ B̄1 and α2 ∈ B̄2, then setting α′1 = α′2 = x gives
us a minor which is either an insecure minor or an embedded-XOR. To see this,
denote b = f(α1, x) and c = f(x, α2); by the definition of B̄1, B̄2 both b and c are
different than a. Consider the possible values for d = f(α1, α2). If d = b or d = c,
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we get an insecure minor; if d = a or d /∈ {a, b, c}, we get an embedded-XOR.
Thus, we showed that at least one of B̄1, B̄2 is empty; assume, without loss of
generality, that it is B̄2. There are two cases:

1. B̄1 is also empty: In this case, f is constant. This follows because when
B̄1 = B̄2 = φ, we have that for every x1, x2, f(x1, x) = f(x, x2) = a. Assume,
by contradiction, that there exists a point (x1, x2) such that f(x1, x2) �= a
(and so f is not constant). Then, x, x1, x, x2 constitutes an insecure minor,
and we are done.

2. B̄1 is not empty: In this case, we have that for every x1 ∈ B̄1 the function
is fixed (i.e., f(x1, ·) is a constant function). This follows from the following.
Assume by contradiction that there exists a point x2 such that f(x1, x) �=
f(x1, x2) (as must be the case if f(x1, ·) is not constant). We claim that
x, x1, x, x2 constitutes an insecure minor. To see this, notice that f(x, x) =
f(x, x2) = a (because B̄2 = φ). However, f(x1, x) �= f(x1, x2). By definition,
this is an insecure minor.

We conclude that either f is a constant function, or for every x1, the function
f(x1, ·) is constant. That is, f depends only on the input of P1, as needed.

5 Probabilistic Functionalities

This section concentrates on probabilistic two-party functionalities where both
parties obtain the same output. We show that the only functionalities that can
be realized are those where one of the parties can almost completely determine
the (joint) output. This rules out the possibility of realizing any “coin-tossing
style” functionality, or any functionality whose outcome remains “unpredictable”
even if one of the parties deviates from the protocol. It is stressed, however, that
our result does not rule out the realizability of other useful probabilistic func-
tionalities, such as functionalities where, when both parties remain uncorrupted,
they can obtain a random value that is unknown to the adversary. An important
example of such a functionality, that is indeed realizable, is key-exchange.

Let f = {fk} be a family of functions where, for each value of the security
parameter k, we have that fk : X × X → {0, 1}∗ is a probabilistic function.
We say that f is unpredictable for P2 if there exists a value x1 ∈ X such that
for all x2 ∈ X and for all v ∈ {0, 1}∗ it holds that Pr(fk(x1, x2) = v) < 1 − ε,
where ε = ε(k) is a non-negligible function. (We term such x1 a safe value.)
Unpredictable functions for P1 are defined analogously. A function family is
unpredictable if it is unpredictable for either P1 or P2.

Theorem 10 Let f = {fk} be an unpredictable function family and let Ff be
the two-party functionality that, given a security parameter k, waits to receive
x1 from P1 and x2 from P2, then samples a value v from the distribution of
fk(x1, x2), and hands v to both P1 and P2. Then, Ff cannot be securely realized
by any non-trivial protocol.

The proof can be found in the full version of this paper [ckl03], and follows
from a theorem for the probabilistic case that is analogous to Theorem 2.
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Abstract. We demonstrate a transformation of Yao’s protocol for se-
cure two-party computation to a fair protocol in which neither party
gains any substantial advantage by terminating the protocol prematurely.
The transformation adds additional steps before and after the execution
of the original protocol, but does not change it otherwise, and does not
use a trusted third party. It is based on the use of gradual release timed
commitments, which are a new variant of timed commitments, and on a
novel use of blind signatures for verifying that the committed values are
correct.

1 Introduction

Yao [30] introduced the concept of secure computation, and demonstrated a
protocol that enables two parties to compute any function of their respective
inputs without leaking to each other any additional information. Yao’s protocol
is both generic and efficient. The protocol is applied to a circuit that evaluates
the function, and its overhead is linear in the size of the circuit (furthermore, the
number of public key operations is only linear in the number of input bits). The
actual running time of the protocol might be high if the circuit is very large, but
it can be very reasonable if the circuit is of small to moderate size, as is the case
for example with circuits that compute additions and comparisons (see e.g. [30,
24] for applications that use secure computation of small circuits). One of the
disadvantages of this protocol, however, is that it does not guarantee fairness if
both parties should learn an output of the protocol (be it the same output for
both parties or a different output for each of them). Namely, one of the parties
might learn her output before the other party does, and can then terminate the
protocol prematurely, before the other party learns his output.

In Yao’s protocol one party constructs a circuit that computes the function,
and the other party evaluates the circuit. Let us denote the parties as the Con-
structer (known also as Charlie, or simply C), and the Evaluator (known also as
Eve, or E). A malicious E can use the non-fairness “feature” and disguise the
early termination of the protocol as a benign communication problem. The early
termination gives E considerable illegitimate power. Consider for example the
case where the parties run a protocol to decide on the terms of a sale of an item,
owned by E, to C. E has a reserve price x, and C gives an offer y. The protocol
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defines that if y ≥ x then C buys the item and pays (x+y)/2. Suppose that the
parties run a secure protocol to compute the result of the protocol. The output
of the protocol is the same for both parties, and is (x+ y)/2 if y ≥ x, or 0 oth-
erwise. Now, if E is first to learn the result of the secure computation and if the
result is higher than the reserve price x, she could terminate the communication
between her and C. If C returns and tries to run the protocol again E changes
her reserve price to be C’s previous bid. This maximizes E’s profit assuming
that C uses the same bid. The protocol could be changed to enable C to learn
his output before E does. In this case, though, a corrupt C could terminate the
protocol once he learns his output, compute the value of E’s reserve price, and
rerun the protocol with a bid that is equal to the reserve price.

A possible approach for solving the fairness issue is for the output of the
protocol to be commitments to E’s and C’s respective outputs. The commitment
that becomes known to E is made using a key known to C, and vice versa. After
exchanging the commitments the parties open them bit by bit, ensuring that
none of them gains a significant advantage over the other party. This procedure
can be performed by gradually revealing the bits of the keys that were used
to generate the commitments, but this approach gives an unfair advantage to
a more powerful party that can invest more resources in a parallel brute-force
attack on the remaining bits of the key. This issue is solved by using the timed
commitments of Boneh and Naor [8], or the subsequent work of Garay and
Jakobsson [21]. In this paper we describe and use a new primitive, called a
“gradual release timed commitment”, which combines timed commitments with
a gradual release of the commitment key (the gradual release property was not
supported by [8,21]).

The remaining problem: A protocol that uses gradual release timed commit-
ments does not solve the fairness problem completely. Nothing ensures E that
the commitment given to her by C is a commitment to the actual output of the
circuit. A malicious C might as well provide E with a commitment to random
data, and then follow the protocol and release the key that enables E to open
this useless commitment. Likewise, E could take the same approach to cheat C.
Previous solutions to the fairness problem (see Section 1.2 for details) solved
this issue in a rather inefficient way: they changed the way each gate of the
circuit is computed (and added costly proofs to gate evaluations), or changed
the circuit so that it computed the result of a trapdoor function applied to one
of the outputs. These constructions result in a fair protocol whose overhead is
considerably higher than that of computing the original circuit. Our goal is to
design a solution that does not add substantial overhead. This goal is important
since Yao’s basic protocol can be implemented rather efficiently if the circuit
representation of the function is of reasonable size.

1.1 Our Contribution

The main technical focus of this work is the design of a “compiler” that trans-
forms a secure two-party protocol into a fair and secure two-party protocol. The
compiler solves the commitment verification problem, namely verifies that the



Fair Secure Two-Party Computation 89

commitments that are used at the last step of the protocol are indeed com-
mitments to the actual outputs of the computed function. This can of course
be guaranteed using zero-knowledge proofs, but this straightforward solution
has considerable overhead. The protocol that is output by the compiler ensures
the correctness of the commitments in an efficient way. It enjoys the following
advantages:
– It does not require any third party to be involved.
– The computation of the function is performed by running the original two-
party protocol. (More specifically, in order to reduce the probability of a fairness
breach to be exponentially small in �, it runs � invocations of the circuit eval-
uation protocol.) This feature has two advantages: First, the resulting protocol
is more efficient than previous suggestions for generic fair protocols, which re-
quired adding a proof to the computation of every gate of the circuit. Second,
the construction can use any efficiency improvement to the original protocol
(for example, use oblivious transfer protocols with low amortized complexity, as
suggested in [28]).

On the other hand, our solution has the following disadvantages. First, the
number of rounds in the final stage of the protocol is proportional to the security
parameter of the commitment scheme (say, k = 80). This is essential for the
gradual release of the committed values1. Second, the protocol requires the use
of blind signatures. It is only known how to prove these to be secure assuming
the use of a hash function that is modeled as a random function (i.e. in the
random oracle model) [4]. The other tools we use do not depend on the random
oracle assumption.

1.2 Related Work

The “fairness” problem was introduced by Blum [6]. A detailed discussion of
early solutions appears in Franklin’s dissertation [19]. Early work concentrated
on fair coin-tossing and bit-exchange [25,14,15], and Damgard [17] describes an
efficient protocol for gradually and verifiably releasing any secret. Constructions
that achieve fairness for general two-party and multi-party protocols were in-
troduced by Yao [30], Galil, Haber and Yung [20], Brickell et al. [10], Ben-Or
et al. [5], Beaver and Goldwasser [2], and Goldwasser and Levin [24]. These
constructions concentrate on generic properties rather than on efficiency. Most
of these constructions apply a transformation to the computation of every gate
rather than taking our approach of leaving the circuit evaluation as it is. The
constructions of [30,20] do not change the computation of every gate, but rather
work by (1) the parties generating a trapdoor function, (2) the circuit computing
an output encrypted by that function, and (3) the parties gradually revealing
the bits of the trapdoor key. This solution is not very efficient due to overhead
of secure distributed generation and computation of the trapdoor function. A
1 The large number of rounds is not surprising given the lower bound of Cleve [15]

for the number of rounds for fair exchange of secrets, and the lower bound of Boneh
and Naor [8] for the number of rounds in fair contract signing.
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more efficient construction was given in [9] for a specific two-party function —
testing the equality of two inputs. That construction is tailored for the equal-
ity function. All the constructions require a final phase in which the outputs
are revealed bit by bit in order to prevent one party from obtaining an unfair
advantage. Note that unlike our protocol these constructions do not use the
more recent timed commitments of Boneh and Naor [8], or the variant suggested
by Garay and Jakobsson [21], which prevent a more powerful adversary from
running a parallel attack for breaking the commitments.

An alternative approach for achieving fairness is to use an “optimistic” pro-
tocol which involves an offline trusted third party. If E sends the required infor-
mation to C then this third party does not participate in the protocol (this is
the optimistic case). However, if C does not receive her outputs from E she can
contact the third party and obtain this information. The idea of using optimistic
fair exchange for implementing generic secure protocols was suggested by [1,27].
Cachin and Camenisch [11] designed an efficient optimistic fair protocol for this
task, using efficient proofs of knowledge. The advantage of the optimistic ap-
proach is that the number of rounds is constant and does not depend on the
security parameter. The disadvantages are the requirement for a third party,
and a major degradation in the efficiency of the original protocol (even in the
protocol of [11] public key operations and zero-knowledge proofs are required for
every gate in the circuit).

2 Two-Party Protocols and the Fairness Issue

2.1 Fairness

We consider two-party protocols with the following parameters:
Input: E’s input is x, C’s input is y. There are also two public functions,
FE and FC , with two inputs. To simplify the notation we define F (x, y) =
〈FE(x, y), FC(x, y)〉 and refer to F throughout the paper.
Output: E should learn FE(x, y) while C learns FC(x, y). (Of course, it might
be that FE ≡ FC , or that one of the parties should learn no output).

The definition of fairness that we use follows that of Boneh and Naor [8],
and states that no party has a significant advantage over the other party in
computing his or her output. Namely, the definition uses parameters c and ε and
states that if a party that aborts the protocol can compute his or her output in
time t with probability q, the other party can compute her or his output in time
c · t with probability at least q − ε.

Definition 1 ((c, ε)-Fairness). A protocol is (c, ε)-fair if the following two con-
ditions hold:

For any time t smaller than some security parameter and any adversary E
working in time t as E: let E choose a function F and input x and run the
two-party protocol for computing F . At some point E aborts the protocol and
attempts to recover FE(x, y). Denote by q1 the difference between E’s probability
of success, and the probability that a party that knows only F and x succeeds in
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computing FE(x, y). Then there is an algorithm that C can run in time c · t for
computing FC(x, y) after the protocol is aborted, such that if q2 is the difference
between this algorithm’s probability of success and the probability of computing
FC(x, y) given only F and y, it holds that q1 − q2 ≤ ε.

The same requirement holds with relation to C. Namely, where we exchange
between the roles of E and C, x and y, FE(x, y) and FC(x, y), and q1 and q2.

Note that the definition does not compare the probabilities of E and C success-
fully computing their outputs of F , but rather compares the advantages they
gain over their initial probabilities of computing the result. This is done since
the a-priori (i.e. initial) probabilities of E and C successfully computing their
outputs might not be equal, for example, if the outputs of the two parties are
of different lengths, and are each uniformly distributed given the other party’s
input.

2.2 The Basic Secure Two-Party Protocol

Known protocols for secure two-party computation follow a structure similar
to that of Yao’s original protocol. Following is a high-level description of this
protocol (for more details see [30,20,22,19]).
Input: E’s input is x, C’s input is y.
Output: E should learn FE(x, y) while C learns FC(x, y).
Goal: E must not learn from her protocol interaction with C anything that
cannot be directly computed from x and FE(x, y). Similarly, C must not learn
anything which cannot be directly computed from y and FC(x, y).
The protocol:
(1) C prepares a combinatorial circuit (using gates such as “or” and “and”) with
binary wires, whose inputs are x and y and whose outputs are FE(x, y) and
FC(x, y). The circuit contains gates, and also input wires, internal wires, and
output wires.
(2) C “scrambles” the circuit: he generates for every wire two random values
(which we denote as the “garbled” values) to replace the 0/1 values, and every
gate is replaced by a table that enables the computation of the garbled value
of the output wire of the gate as a function of the garbled values of the input
wires, and otherwise gives no information. These tables do not divulge any other
information. (The details of this construction are not important for our purpose
and we refer the interested user to [30,20,22]).
(3) For every bit of E’s input x, E and C run an oblivious transfer protocol in
which E learns the garbled value that corresponds to the value of her input bit.
(4) C sends to E the tables and the wiring of the gates (namely, the assignment
of output wires of gates to input wires of other gates), and the garbled values
that correspond to C’s input values. He also sends to E a translation table from
the garbled values of the output wires of FE(x, y) to their actual 0/1 values.
(5) E uses the tables to “propagate” the garbled values of the computation
through the circuit. Namely, for every gate for which knows the garbled values
of the input wires she computes the garbled values of the output wire. At the
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end of this process E computes the garbled values of her output, which she
can translate to 0/1 values using the translation tables. She also computes the
garbled output values of FC(x, y).
(6) E sends the garbled output values of FC(x, y) to C. C can translate these to
the 0/1 values of his output.

This protocol is clearly unfair, as E can simply not send to C the values of
his output wires.

Comment 1 In this paper E can verify that the circuit that C constructs for
computing F is correct. Namely, that it does indeed compute F and not some
other function. The correctness of the circuit is verified using the cut-and-choose
procedure suggested in Section 3.1, whose error probability is exponentially small.

Perquisites for the generic transformation: The fairness transformation
can be applied to any two-party protocol with a structure similar to that of
Yao’s protocol. The element of the protocol which is essential for the fairness
transformation is that C can set the garbled output values of the circuit for both
his output and E’s, and that E learns both her own output values and those of
C. To be more precise, the fairness transformation depends on the following
properties of the protocol:

Structure: (1) The output of the protocol is defined as a set of output wires,
each having a binary value. (2) C can set random values to represent the 0 and 1
values of every output wire of the circuit, and can construct a translation table
from these values to the original 0/1 values. (3) At the end of the protocol E
learns the values of the output wires of the circuit and sends to C the values of
the wires that correspond to C’s output.

Privacy: When the protocol is stopped (either at its defined end of execution,
or prematurely) the parties do not learn more than the defined outputs of the
function. Namely, anything that a party can compute given his or her input and
output and given his or her view of the interaction in the protocol, he or she can
also compute given the input and output alone.

2.3 Gradual Release Timed Commitments

For the fair exchange protocol the two parties use a variation of the “timed com-
mitments” suggested by Boneh and Naor [8]. The timed commitment protocol
is a “timed cryptography” protocol (see e.g. [18,3,29]) for generating commit-
ments while ensuring the possibility of forced opening, which can be achieved
using some “large but achievable” amount of computation. The commitments
are also secure against parallel attacks, preventing a powerful adversary that
has a large number of machines from achieving a considerable advantage over
a party that can use only a single machine (the only previous timed construc-
tion supporting this property was that of [29]). The Boneh-Naor construction
was later improved by Garay and Jakobsson [21], who showed how to reuse the
commitments and reduce their amortized overhead (this improvement can also
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be applied to our gradual release timed commitments). Mao [26] showed how to
improve the efficiency of the proof that the commitment is correctly constructed.

Timed commitments have the following properties: (1) Binding: the generator
of a timed commitment (the ”sender”) cannot change the committed value. (2)
Forced opening and soundness: The receiver of the commitment can find the
committed value by running a computation of 2k steps (denoted as ”forced
opening”), where a typical value for k is in the range 30, . . . , 50 and enables to
open the commitment by applying a moderately hard computation. The details
of the construction guarantee that this computation cannot be parallelized, and
therefore a party that can invest in many processors is not much stronger than a
party that can only use a single processor. Furthermore, at the end of the commit
phase the receiver is convinced that the forced opening algorithm will produce
the committed value. (3) Privacy: Given the transcript of the commit phase, it
is impossible to distinguish, with any non-negligible advantage, the committed
value from a random string.

Our construction requires an additional property: the commitment must re-
quire an infeasible amount of work for forced opening (say 280 computation
steps), and in addition supports gradual opening. Namely, the sender of the
commitment should be able to send to the receiver a sequence of “hints”, where
each of these hints reduces the computation task of opening the commitment by
a factor of 2. Moreover, the receiver can verify that each hint message indeed
reduces the effort of opening the commitment by a factor of 2. The commitment
is therefore essentially gradually timed.2 We describe in Appendix A two con-
structions of a gradual release timed commitment protocol, which are based on
the timed commitment protocol of [8].

The motivation for using gradual release commitments: One might expect that
the protocol could use simple timed commitments. After all, they support forced
opening that requires a moderately hard effort, and therefore if one of the par-
ties aborts the invocation of Yao’s protocol the other party could apply forced
opening to the commitments made by the first party. This solution is wrong
since there is a point in time, right after E computes the output of the circuit
and before she sends the commitments to C, where E knows the commitments
made by C but C has no information about the commitments made by E. At
that point E can run a forced opening procedure and learn her outputs, while C
cannot learn any information about his outputs.

In order to solve this problem we must use timed commitments that, un-
like those of [8], require an infeasible computation for forced opening – say, 2k

modular squarings where k equals 80 (compare this to the Boneh-Naor protocol
where k is typically in the range of 30, . . . , 50). This property ensures that when
E has the commitments but C does not, E has no advantage over C since she

2 Note that the timed commitment construction of [8] does not enable gradual opening.
That paper uses timed commitments in order to design a contract signing protocol
that has the gradual release property. However, the commitment protocol itself does
not have this property.
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cannot open the commitments. Consequently, the parties must somehow grad-
ually reduce the amount of computation that is needed in order to open the
commitments, until they can be opened using a feasible computation. This is
where the gradual release property is required.

2.4 The Basic Transformation – Randomizing the Outputs

The first transformation towards achieving fairness involves the following steps:
(1) C randomizing the output values, (2) E and C running a protocol that
lets E learn the randomized outputs of both C and herself, and (3) E and C
performing a fair exchange in which E sends to C his outputs, and C sends to E
a derandomization of her outputs.
Transformation 1: We now describe the transformation in more detail. Given
a two-party protocol that follows the structure of Yao’s original protocol, the
transformation applies to it the following modifications:
— Before running the two-party protocol C randomly permutes the order of the
output entries in the tables defining the 0/1 values of the output wires. For each
translation table corresponding to a binary wire i, C chooses a random binary
key ki ∈ {0, 1}. If ki = 0 then the table is not changed. If ki = 1 the order of
the entries in the table is reversed. The resulting tables are sent to E instead of
the real tables.
— At the end of the protocol E learns the permuted 0/1 values of all output
wires. She should then exchange values with C by receiving from C the keys
ki of the wires that correspond to E’s output, and sending the output bits of
the wires that correspond to C’s output. (E does not know the corresponding
original values since she does not know the required ki values.) C can use these
values to compute his original output since he knows how he randomized each
wire.
— E and C use gradual release timed commitments in the following natural
way, suggested in [8]. E sends to C a commitment to each of the values she
should send him (namely the values of C’s output wires), and C sends to E
commitments to each of the values he should send her (namely the keys used
to permute the values of E’s output wires). Then the parties perform gradual
opening of the commitments: E sends to C the first “hint” messages for each of
the commitments she sent him. C verifies that these hints are valid and if so
replies with the first hint messages for each of the commitments he sent to her.
The parties continue sending and verifying alternate hint messages for k rounds,
at the end of which both of them can open all the commitments they need to
open.

Suppose that at some stage E defaults and does not send the required hint
messages to C. Then the amount of work that C has to invest in order to open
the commitments he received is at most twice the amount of work that E has to
invest in order to open the commitments she received from C (since C received
one less round of hint messages than E). On the other hand, if C defaults then
the amount of work that he has to invest is at least the work that E has to do.
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Claim 1 If the commitments sent by the parties at the end of the protocol are
for the correct values (namely E sends to C commitments to the values of each
of C’s output wires, and C sends to E commitments to each of the keys used
to permute the values of E’s output wires), then the protocol is (2, ε)-fair, for
a negligible ε. (Assuming that a computation of 2k steps is infeasible for both
parties, where k is the security parameter of the timed commitments.)

Proof: (sketch) The privacy property of the two-party protocol ensures that
with overwhelming probability the protocol execution reveals nothing to the
parties until the step where E learns the values of the output wires. Since these
values are randomly permuted by C, E learns nothing from observing them, too.
Therefore no information is learned until the commitments are exchanged, and
thus no party gains any advantage by terminating the protocol before that step.

The timed commitments ensure that the receiver of a commitment needs to
invest a computation of 2k steps, which cannot be parallelized, in order to find
the committed value. The party that is the first to receive the commitments can
open them in 2k steps, while the other party (who at this stage does not have
the commitments) might have to invest considerably more computation in order
to break the privacy of the two-party protocol and learn his or her output. We
therefore assume that a computation of 2k steps is infeasible for both parties.
(To get rid of this assumption we can set k to be such that 2k is equal to the
work needed in order to break the privacy property of the two-party protocol. In
that case the party that receives the commitments first has no advantage over
the other party.)

After both parties have their respective commitments, they run the gradual
opening protocol. The largest advantage that one of the parties can gain by
terminating the protocol is a factor of 2, achieved by the party that received one
more “hint” than other party. ��

The remaining challenge is enabling the parties to verify that the timed
commitments they receive are commitments to the actual values that are defined
in the protocol, which enable the computation of F .

3 Verifying the Commitments

The main technical focus of this paper is the design of a method that enables the
two parties to verify that the commitments they receive commit to the values
defined by the protocol. The verification of the commitments sent by C (the
constructor) can be done using a cut-and-choose method with an exponentially
small error probability. The verification of the commitments sent by E (the
evaluator) is less straightforward and involves a novel use of blind signatures.
The difficulty in verifying these signatures arises from the fact that E learns an
output value of the circuit, which was defined by C, and must provide C with a
commitment to this value. We must ensure that E sends a commitment to the
right value, but simultaneously we should make sure that C, who generated the
circuit, cannot recognize the commitment.
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Section 3.1 describes how to transform the protocol into a protocol that lets E
verify the commitments sent to her by C. Section 3.2 describes a transformation
that lets C verify the commitments sent to him by E. Both transformations
have an exponentially small error probability. Both transformations, as well as
Transformation 1 (Section 2.4), must be applied in order to ensure fairness.

3.1 Verifying C’s Commitments

E should learn commitments to the random permutations that C applies to the
wires of E’s output bits, namely the ki values that correspond to E’s output
wires. The protocol should be changed to let E verify that the commitments
are to the correct values of the permutations. This is done using the following
cut-and-choose technique:
Transformation 2:
— Let � be a security parameter. Before the protocol is run C prepares 2� differ-
ent circuits that compute the required function. Let m be the number of output
wires in the circuit. For every output wire in each circuit C chooses a random bit
ki that defines a permutation of the order of the output bits. I.e., every output
bit of the new circuit is equal to the exclusive-or of the corresponding ki and the
original output bit.
— C sends to E the following information: (1) the tables that encode each
circuit, (2) gradual release timed commitments of all ki values corresponding to
the output wires, and (3) commitments to the garbled values of the input wires,
ordered in two sets. Namely, a set I0 that includes the commitments to all the
2�m garbled values of “0” input values, and a set I1 of the commitments to all
the 2�m garbled values of “1” input values.
— E chooses a random subset of � of the 2� circuits. She asks C to open the
commitments of the garbled values that correspond to both the 0 and 1 values
of each of the input wires of these circuits, as well as open the commitments
to all the permutations ki of the output wires of these circuits. She uses this
information to verify that all � circuits compute the function F . If this is not
the case E aborts the protocol.
– E and C run the two-party protocol for each of the remaining � circuits. In
the first step of the protocol, C sends to E the garbled values of the input wires
that correspond to C’s input in all the remaining � circuits. C then proves to E,
that C’s input values are consistent in all the evaluated circuits. Namely, that
for each of his input wires either all of the � garbled values correspond to a 0
input, or all of them correspond to a 1 input. This can be done by proving that
either all of them are taken from the set I0 or they are all taken from the set
I1, and this proof can be done using the “proofs of partial knowledge” method
of Cramer et al [16] (the full version of this paper contains a more elaborate
discussion of this proof and more efficient constructions). E can then compute
the circuit and learn the permuted output values of all output wires in each of
the circuits, and commitments to the random permutations of these wires.
– E and C then run a gradual opening of their commitments. At the end of this
stage E can compute her actual output in each of the circuits.
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– For each output wire E finds which is the most common output value in the
� circuits that she computed (i.e. computes the majority of the � bits that were
output), and defines it to be her output value. (If not all � circuits have the same
output value then it is clear that C cheated. Still, since this is found after the
commitments were open it is too late for E to abort the protocol, and therefore
we must define an output for her.)

Comment 2 This transformation only verifies that a malicious C cannot pre-
vent E from learning the output of F. The transformation does not ensure that
a malicious C cannot learn an output different from F. This issue is discussed
in Section 3.2.

Claim 2 E computes the right output value with probability at least 1−(3/4)3�/2.

Proof: (sketch) E computes the wrong output value only if there are at least �/2
circuit evaluations that do not compute F correctly. A circuit evaluation does
not compute F correctly if (1) the function encoded in the circuit itself is not
F , or (2) the commitments to the permutation values are wrong, or (3) C did
not provide the correct garbled input values for the computation of the circuit.
Each of these events is detected by the test run at the beginning of the protocol.
C also proves that the inputs he provides to all � copies of the circuit are taken
from the same set of inputs. Consequently, a wrong final output is computed
if there are �/2 circuit evaluations that result in an incorrect evaluation of F ,
and none of them was chosen by E among the � circuits she opens. This event
happens with probability at most

(3�/2
�

)
/
(2�

�

)
≈ (3/4)3�/2. ��

Overhead: The transformation increases C’s overhead of generating the circuit,
and also the communication between the parties, by a factor of 2�. The parties
should compute � circuits, but the computation overhead involved in that might
not increase substantially since the oblivious transfer step (which is the major
computation task and is done in the beginning of the circuit evaluation in Yao’s
protocol) can use only a single public key operation per bit of E’s original input.
This is done by E using a single oblivious transfer to learn, for each of her
input bits, either all � garbled values of a 0 input, or all those of a 1 input. The
computational overhead of the partial proofs of knowledge protocol is O(�m)
exponentiations. The gradual opening of the circuits requires k steps, and k
public key operations per output bit.

3.2 Verifying E’s Commitments

At the end of the circuit evaluation E should provide C with commitments to
the permuted values of C’s output wires. This step seems hard to implement:
On one hand if E generates the commitments from the permuted output values
of the circuit, nothing prevents her from generating commitments to incorrect
values. On the other hand if C generates the commitments when he constructs
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Step E C
1 blinded commitments →
2 checks random subset
3 signs remaining commitments

assigns to output tables
4 circuit evaluation

unblinds output
5 signed commitments →
6 verifies signatures
7 gradual opening
8 learns majority of results

Fig. 1. The verification of E’s commitments.

the circuit he might be able to identify, given a commitment, the value that is
committed to. This gives him an unfair advantage in the protocol since he does
not need to wait for E to open the commitments for him.

The solution we suggest is based on the use of blind signatures (see e.g. [12]).
Loosely speaking, the solution operates in the following way, described in Fig-
ure 1: (1) C prepares several copies of the circuit. For every wire corresponding
to a bit of C’s output, E generates a set S0 of commitments to 0, and a set S1 of
commitments to 1. She asks C to blindly sign each of the commitments in these
sets. (2) C then asks E to open a random sample of half of the commitments
in each set, and verifies that the opened commitments from S0 are to 0 values,
and the opened commitments from S1 are to 1 values. (3) If all commitments
are correct then C signs each of the remaining values, and puts them in the
permuted output tables of the circuit, replacing the 0/1 output values. (4) After
E evaluates the circuit and obtains the output values she unblinds the signatures
and obtains signatures of C to commitments of the permuted output values. (5)
E then sends the signed commitments to C. (6) C can verify that he indeed
signed the commitments, and therefore that he has placed them in the correct
place in the output tables and that they are committing to the correct values.
Since the signature was blind he cannot, however, know what are the values that
are committed to in each commitment. (7) The parties run a gradual opening
of their commitments. (8) For each of his output wires, C learns the majority of
the output values (each output value is defined by applying the permutation to
the committed value).

Blind signatures: Our construction uses blind signatures. A blind signature
protocol is run between a data owner A and a signer B. The input to the protocol
is an input x known to A, and the output is a signature of x done by B. Blind
signatures were introduced by Chaum [12], and a formal treatment of them was
given in [4], where Chaum’s signature was shown to be secure given the random
oracle assumption and a slightly non-standard RSA assumption.

The public key in Chaum’s blind signature scheme is a pair (N, e), and his
secret key is d, as in the RSA scheme. The system also uses a public hash function
H whose range is Z∗N . A signature of a message M is defined a (H(M))d mod N ,
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and a message-signature pair (M,Y ) is considered valid if H(M) = Y e mod N .
The blind signature protocol is run in the following way:

– Given an input x, A picks a random value r ∈R Z∗N , computes x̄ = re ·
H(x) mod N , and sends it to B.

– B computes ȳ = x̄d mod N and sends it back to A.
– A computes y = ȳ/r. The pair (x, y) is a valid message-signature pair.

To be concrete we describe our construction using Chaum’s blind signatures,
rather than referring to a generic blind signature scheme.

Blind MACs: The blind signatures in our protocol are generated and verified
by the same party. This means that, at least potentially, message authentication
codes (MACs) could be used instead of signatures. We do not know, however,
how to construct a MAC which has the blindness property.

3.3 A Protocol with an Exponentially Small Cheating Probability

The basic idea of the transformation to a protocol that verifies E’s commitments
was described above. A subtle issue that must be addressed is ensuring that
the only information that C learns is the result of computing the majority of
the output values of the � circuits. Otherwise, a corrupt C could, with high
probability, learn additional information about E’s input. See discussion below.

In more detail, the protocol operates in the following way: Let (N, e) be a
public RSA modulus and an exponent, and let d be the inverse of e that is known
only to C. Let H be a hash function whose range is Z∗N , which is modeled in the
analysis as a random function.
Transformation 3: Note that Transformation 2 required the parties to evaluate
� circuits, in order to ensure E that the output of the protocol is the correct value
of F . We now describe a transformation that is applied to every output wire of
each of these circuits.
Pre circuit evaluation stage: Before C constructs the output tables of the
circuits he runs, for each of the circuits, the following protocol with E:

— Assume that C’s output is m bits long. The basic step involves E generat-
ing, for every output wire i of C in circuit j, a commitment c0 to the tuple (i, j, 0),
and a a commitment c1 to the tuple (i, j, 1). She then chooses random values
r ∈R Z∗N , and hashes and randomizes the commitments, to generate (modulo
N) values of the form c̄0 = re · H(c0), or c̄1 = re · H(c1). Let n be a security
parameter. E generates for every output wire a set S0 of 2n randomized hashes
of commitments to 0, and a similar set S1 of commitments to 1. E assigns a
different identification number to each set and sends them to C.

— C chooses a random subset of n commitments from each set and asks E
to open them. He verifies that all commitments to 0 (1) indeed commit to a 0
(1) value, and include the correct circuit and wire identifiers. (Namely, given a
value c̄0, E should present to C a commitment c0 to 0 and to the circuit and
wire indenifiers, and a value r such that c̄0 = re ·H(c0). E should also open the
commitment c0. If one of the tests fails then C aborts the protocol.)
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— C signs each of the remaining 2×m×n c̄ values by raising them to the dth
power modulo N , generating for each of his output wires n signed commitments
for the 0 entry, and n signed commitments for the 1 entry.

— As in the basic protocol, C chooses random bit permutations ki for the
order of the values of each of his output wires. C then maps the n values of S0,
and this set’s identification number, to the 0 entry of the permuted table, and
the n values of S1, and this set’s identification number, to the 1 entry of the
permuted table.
Post circuit evaluation stage:

— The parties evaluate all the circuits. There are � circuits, each of them
has m wires that correspond to C’s output, and for each of these wires E learns
n values, as well as the corresponding identification number.

— E uses the identification number to locate the random r values that she
used to blind the commitments, and divides each one of them by the correspond-
ing r value. The result is a set of n signatures of commitments per wire.
Comment: The protocol computes the result of � circuits, which were con-
structed by C. As we explain below, it is insecure to let C learn the outputs of
all these circuits, since in this case an adversarial C can construct circuits that
disclose illegitimate information to him, even after the cut-and-choose test done
by E in Transformation 2 (which only assures, with high probability, that the
majority of the � circuits that are computed are legitimate). The following step
is done in order to prevent a corrupt C from learning illegitimate information.
(This also means that in the analysis of this step we should mostly be concerned
of adversarial behavior of C, and not of E.)

— Before the parties run a gradual opening of their commitments they should
compute the majority of the output values for each of C’s output bits, and find
a circuit whose output agrees with this majority decision. In order to do that
the parties run the following procedure:

– E generates a new circuit with 2m� inputs. For each output wire of the
original circuit there are � inputs, corresponding to the output values of this
wire in the copies of the original circuit that are evaluated by E. There are
also � inputs that correspond to the permutations (ki values) that C applied
to this wire in each of these circuits.

– For each output wire, the new circuit computes the exclusive-or of each
pair of E’s and C’s inputs corresponding to the wire. It then computes the
majority of these � results. Finally, it outputs an index 1 ≤ i ≤ � such that
the output of the ith copy of the original circuit agrees with all the majority
results computed above. (Such a circuit exists with high probability, since,
with high probability, at least �/2 circuits compute the correct function.)

– Since we are worried that C might cheat in this protocol, we must ensure
that the input values that he uses are indeed the permutations that were
used in constructing the circuits. To achieve this, C prepares in advance
the encoding of his input to the majority circuit (i.e. his messages for the
oblivious transfer step of computing this circuit), and stores commitments
to these messages together with the other commitments that he provides to
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E in the protocol described in Transformation 2. When E chooses a set of �
circuits to examine, she also verifies that the commitments to C’s input to
the majority protocol corresponding to these circuits, are the same as the
permutations he used in constructing the circuits.

– The parties evaluate the majority computation circuit. The output is the
index of one of the original circuits, that all of its m output values corre-
spond to the majority results. Note that the size of the circuit computing
the majority function is small, O(m� log �).

The parties now run the gradual opening of the commitments, where E only
opens the nm commitments that are output from the circuit chosen by the
above procedure. At the end of this stage C has a set of n opened commitments
for each of his m output wires. He takes the majority value of each of these sets
as the output value of the corresponding wire.

Claim 3 An honest C computes a wrong output with prob. at most m · ( 3
4 )3n/2.

Proof: (sketch) The decoding of a specific output wire in a specific circuit fails
only if E provided at least n/2 corrupt values, and none of them is checked
by C in the initialization stage. The probability that this event happens is(3n/2

n

)
/
(2n

n

)
≈ (3/4)3n/2. The probability that in a specific circuit there are one

or more undetected corrupt output wires is therefore at most m · ( 3
4 )3n/2. Now,

if C is honest then he can compute his correct output given the output of any
of the � copies of the original circuit. Even if E inputs an incorrect input to the
majority computation circuit, the output of this circuit would still be an index
of one of the � copies of the original circuit. The gradual opening phase therefore
enables C to compute the output of this copy, which is the correct output with
probability 1−m · ( 3

4 )3n/2.

Claim 4 C cannot learn any of the committed values before the beginning of the
gradual release stage.

Claim 5 If E is honest then with probability at least 1 − (3/4)3�/2 C cannot
compute anything but the output of F .

Proof: (sketch) As described in Section 3.1, E verifies that a in randomly selected
sample subset of � of the original 2� circuits F is evaluated correctly, and the
majority circuit computation receives a correct input from C. In addition, C
proves that she uses the same input in the evaluation of the remaining � circuits.
Therefore, with probability 1 − (3/4)3�/2, at least �/2 of the computed circuits
compute C’s output as defined by F (we are assured that E’s input to the circuits
is correct, since we assume E to be honest). When this event happens, the result
of the majority circuit that is run at the post-processing stage is an index of one
of these circuits, and C’s output is the output of this circuit.

Note that if C were learning the output of all � circuits then he was able
to cheat with high probability. For example, he could have generated 2� − 1
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legitimate circuits and a single circuit that computes a function different from
F (say, a circuit that outputs E’s input). This circuit has a probability of 1/2 of
avoiding examination by E. Furthermore, C could have learned information even
if the protocol was comparing the outputs of the circuits and refusing to provide
C with any output in the case that not all circuits have the same output. For
example, C could have generated one circuit whose output agrees with that of
the other circuits if E’s input has some property, and disagrees with the other
circuits if this property does not hold. C could then learn this property based on
observing whether he receives any output at all at the end of the protocol. We
avoid these problems by making sure that the only information that C learns is
the majority the outputs of the � circuits.

Overhead: In the initialization stage E sends to C 2nm� commitments. C per-
forms n� blind signatures for each of his m output wires. The size of the tables
of the output wires increases by a factor of n, but, unless the ratio between the
number of gates and the number of input wires is small, this has little effect
on the overall communication overhead of sending the tables, since the internal
tables of the circuit do not change. The unblinding and signature verification
stages have negligible complexity compared to the signature generation.

4 Open Problems

As noted in Section 3.2 the transformation can use blind message authentication
codes (MACs) instead of blind signatures. It would be interesting to come up
with a construction of a blind MAC. Another interesting problem is to find
whether the number of rounds at the end of the protocol can be o(k), where k
is the security parameter of the commitment scheme.

Acknowledgments. We would like to thank Stuart Haber and Moni Naor, as
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A Gradual Release Timed Commitments

We describe a variant of the Boneh-Naor timed commitment scheme, which
enables the committer to perform a gradual release of the comitted value.

A.1 The Boneh-Naor Construction

The timed commitments construction of [8] is defined in the following way:
Setup phase: Let n be a security parameter. The committer chooses two primes
p1, p2 of length n, such that they both equal 3 mod 4. He publishes N = p1p2, and
keeps p1 and p2 private. Let k be an integer, typically in the range (30, . . . , 50).
Commit phase:

– The committer picks a random h ∈ ZN , computes g = hΠr
i=1(qi)n

mod N ,
where the qis are all the primes smaller than some bound B. He sends g and
h to the receiver, who verifies the computation of g.

– The committer computes u = g22k

mod N , using her knowledge of φ(N).
– The committer hides the committed value M , using a BBS pseudo-random

generator [7] whose tail is u. Namely, he xors the bits of M with the least
significat bits of the successive square roots of u. In other words, he creates
a sequence S = S1, . . . , S|M | where Si = Mi ⊕ lsb(g22k−i

) for i = 1, . . . , |M |.
The commitment is 〈h, g, u, S〉.

– In order to prove that u is constructed correctly, the committer constructs
the following vector W of length k and sends it to the receiver

W = 〈b0, . . . , bk〉 = 〈g2, g4, g16, g256, . . . , g22i

, . . . , g22k

〉 (mod N).

For every i the committer proves in zero-knowlede that the tuple 〈g, bi−1, bi〉
is of the form 〈g, gx, gx2〉. These proofs, together with a verification that

bk = u, convince the reciever that u = g22k

. The proofs themselves are based
on the zero-knowledge proof that a Diffie-Hellman tuple 〈g, ga, gb, gab〉 is
correctly constructed, and are very efficient, see [13,8] for details.

Open and forced open phases: We only describe here the main ideas of
these phases, and refer the reader to [8] for more details. In the open phase the

committer provides the reciever with a value h22k−|M|
from which the receiver

can easily compute g22k−|M|
, reveal the BBS sequence, compare the last element

to u and decrypt M .
The forced open phase is run by the receiver if the commiter refuses to

open the commitment. The receiver computes g22k−|M|
from g, or better still,

from bk−1 = g22k−1

. This computation requires 2k−1 − |M | squarings modulo N
(recall that k is typically at most 50). The security is based on the generalized
BBS assumption, which essentially states that given the first k−1 elements of W
the task of distinguishing between g22k

and a random residue is not significantly
easier for a parallel algorithm than it is for a sequential algorithm.
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A.2 Gradual Release

We describe two methods that enable gradual release, i.e. enable the committer
to send “hints” to the receiver, such that each hint reduces by a factor of two
the amount of work required for forced opening.

The halving method. This method is based on using the same commitments
as in the Boneh-Naor scheme, and defining a sequence of hints, each halving the
distance between the last known element of the BBS sequence and g22k−|M|

.
Before the first hint is sent, the receiver knows bk−1 = g22k−1

, and can com-

pute g22k−|M|
using d0 = 2k−1 − |M | squarings modulo N . The first hint is

therefore the value h1 = g22k−1+2k−2

that reduces the number of squarings to
d1 = 2k−1 − 2k−2 − |M | = 2k−2 − |M | ≈ d0/2 (we assume that |M | � 2k−1). In

the same way, the following hints are defined as hi = g22k−1+2k−2+···+2k−i−1

. The
required work of forced opening after the ith hint is di = 2k−i−1−|M | ≈ di−1/2

The committer must also prove to the receiver that each of the hints is
correctly constructed. This can be easily done using the Diffie-Hellman tuple
zero-knowledge proofs that were used in constructing the sequence W .

A method based on the square roots of the sequence W . This method is
based on the seqeunce W = 〈b0, . . . , bk〉 itself (which is also used in the signature
scheme suggested in [8]). The gradual release timed commitment is defined in
the following way:

– Define, ri =
√
bi (mod N), for i = 1, . . . , k. Namely, this is a seqeunce of the

square roots modulo N of the elements of W .
– Define a bit ci, for i = 1, . . . , k, to be a hard-core predicate of ri (for a

discussion and construction of hard-core predicates see [23]).
– Define a k bit key as c = c1, . . . , ck. Use this as a key to a committment

scheme, and commit to the value M (note that the bits that are used here
as the key of the commitment scheme are different than those used in [8]).

In the opening phase, the committer reveals the values ri, which can be easily
verified by the receiver using simple squarings. The key c can then be computed
from the hard-core predicates. The forced opening phase is identical to the forced
opening phase in the Boneh-Naor protocol.

The gradual release is performed by revealing the sequence of ri values start-
ing from rk. Each value is verified by the receiver by comparing its square to
the corresponding bi value from W . Each value ri reduces the computational
overhead of forced opening by a factor of 2.
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Abstract. In spite of a relatively large number of publications about breaking
Enigma by the Allies before and during the World War II, this subject remains
relatively unknown not only to the general public, but also to people
professionally involved in cryptological research. For example, the story of
Enigma is rarely a part of a modern textbook on cryptology or a modern course
on cryptography and network security. There exist multiple reasons for this
situation. First, there are still a few unresolved issues, resulting from conflicting
reports, the lack of reliable sources, and a long period required for declassifying
documents related to any cryptological activity during the World War II.
Secondly, the issue is highly political, and there is little consensus in weighing
the contribution of all involved countries. Thirdly, many contemporary
cryptologists honestly believe that there is little to learn from the analysis of old
cryptosystems, because of the tremendous progress in theory and practice of
cryptography and a little similarity between old and modern ciphers. In this
paper we confront these opinions by presenting a look at the current state of
knowledge about cryptological methods and devices used to break Enigma. We
introduce all major players involved in these activities, and we make an effort
to weigh their original contributions. Finally, we show that the story of Enigma
can still provide contemporary cryptographers with many useful lessons
regarding the way of organizing and building any large-scale security system.

Keywords. Enigma, cipher machine, rotor, cryptanalytical bombe, code-
breaking.

1 Beginnings of Enigma

Enigma belongs to a group of rotor-based crypto machines. The first such machines
were developed and patented independently by several inventors from different
countries in the period from 1917 to 1921. The first designers included American
Edward Hugh Hebern, German Arthur Scherbius, Dutchman Hugo Alexander Koch,
and the Swede Arvid Gerhard Damm [1]. Arthur Scherbius bought Koch’s patent, and
improved his design. He hoped to sell his machine, named Enigma, to the world’s
business community, but appeared to be much more successful in a different market.
In 1926 German Navy, and in 1928 German Army introduced Scherbius cipher
machines that were simple modifications of the commercial version of Enigma. In
1930, a military version of Enigma was developed. The most important innovation
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was an introduction of the plugboard, a component that significantly increased the
number of possible settings of the machine, and thus also a total number of cipher
keys. Since mid 1930’s, Enigma became universally used in all German armed forces.
It is estimated that a total number of Enigma machines used in the period 1935-1945
exceeded 100,000 [13].

2 Machine Construction

Enigma was a small portable electromechanical machine equipped with a battery. It
had dimensions and looks of a typical typewriter. Its major components and the way
of connecting them together are shown schematically in Fig. 1. A keyboard of Enigma
included 26 characters of the Latin alphabet. There were no digits, no punctuation
characters, no function keys. Instead of type, Enigma had a panel with 26 bulbs of the
type used in flashlights. Small windows of the panel were marked with 26 Latin
letters, the same as the keys in the keyboard.

When a key of the keyboard was pressed, a bulb associated with a different letter
of the alphabet lit. When the pressed key corresponded to a letter of the plaintext, the
highlighted letter represented the corresponding character of the ciphertext. Similarly,
when a key representing a ciphertext letter was pressed, the corresponding letter of
the plaintext lit.

Q W E R T Z U I O

A S D F G H J K

P Y X C V B N M L

Q W E R T Z U I O

A S D F G H J K
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Fig. 1. Functional diagram and the dataflow of the military Enigma.
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The main encryption portion of Enigma used in the German army consisted of
three variable-position rotors (drums), one fixed reflecting rotor, and one fixed entry
drum. Each of the three variable-position rotors had 26 fixed contacts on one side, and
26 spring-loaded contacts on the other side. Internally, contacts of one side were
connected in the irregular fashion with the contacts of the other side. The reflecting
rotor, placed to the left of the variable-position rotors was fixed, and had 26 spring-
loaded contacts located on one side of the rotor. These contacts were connected
among themselves in pairs. The entry drum, located to the right of the variable-
position rotors, had 26 fixed contacts connected to the sockets of the plugboard.

Whenever a key was pressed, the right rotor made a 1/26th of the full revolution.
When the right rotor reached a certain position, referred to as a turnover position, the
middle rotor turned by 1/26th of the full angle. Finally, when the middle rotor reached
the turnover position, then both the middle and the left rotors turned by 1/26th of the
full revolution. This way, each subsequent letter was encrypted using a different
setting of rotors, and Enigma implemented a polyalphabetic cipher with a very large
period. As a result, a frequency distribution of letters in the ciphertext was almost
perfectly uniform, and no attacks based on the classical frequency analysis applied to
Enigma.

Each of the three variable-position rotors was equipped with a ring with 26 letters
of the alphabet engraved on its circumference. This ring could change its position
with respect to the rest of the rotor. A notch on this ring determined the turnover
position of the given rotor. The letters of the rings found at the top of the three
variable-position rotors were visible through small windows located in a metal lid of
the machine. These letters were used to describe the current positions of rotors.

The last component of the military Enigma, not used in the commercial Enigma,
was a plugboard (also known as a switchboard). Each letter of the alphabet was
represented on the plugboard using a pair of sockets. Connecting two pairs of sockets
together had an effect of swapping two letters of the alphabet at the input of the
enciphering transformation, and at the output of the enciphering transformation.

Certain components of Enigma were different in the naval version of the machine.
For, example a number of main rotors used in the German Navy Enigma was four
compared to three in the German Army Enigma.

3 Three Secrets of Enigma

3.1   Internal Connections of the Machine

As in case of majority of military systems, the Enigma machine encryption algorithm
itself was secret. The number of possible internal connections of Enigma has been
estimated to be approximately 3 ⋅ 10114, compared to the estimated number of 1080

atoms in the entire observable universe [6, 15]. Therefore, the internal connections of
Enigma clearly could not be guessed, and the only way of discovering them was
either through the mathematical analysis or by capturing a copy of the machine.
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3.2   Daily Keys

The majority of settings of the machine were determined based on the tables of daily
keys, which were distributed by couriers to all military units using Enigma. Initially,
all units used exactly the same machine and the same daily keys. In 1936, there were
already six networks using different sets of daily keys [13].

In the period, 1930-1938, a daily key of Enigma used by German Army consisted
of the following settings:

a. order of three rotors inside of the machine – 6 combinations,
b. plugboard connections – about  0.5 ⋅ 1015 combinations,
c. initial positions of rotors – 263 = 17,576 combinations,
d. positions of rings that determined reflecting positions of two rotors – 262 = 676

combinations.
Thus, the total number of possible combinations of daily keys was about 3.6 ⋅1022

or 275 [6, 15]. This number might look very impressive, one need however remember
that the largest contribution came from the plugboard connections that affected only
limited number of letters, and that many different keys resulted in very similar
encryption transformations. As a result, different components of the daily keys could
be reconstructed one by one independently of each other.

3.3   Message Keys

If all messages on a given day had been encrypted using the same initial setting of
Enigma machines determined by the daily key, the cryptanalysts could have simply
applied the frequency analysis to all first letters of the ciphertexts encrypted on a
given day, then to all second letters, and so on. To prevent this kind of analysis, a
message key, equivalent to a modern day initialization vector (IV), was needed.

In the period, 1930-1938, a message key was composed of three letters that
determined the initial settings of three rotors at the moment when the given message
started to be encrypted. It is fascinating to see that, similarly to modern day
initialization vectors, message key could have been transmitted to the other side in
clear. Instead, German cryptographers, striving to accomplish the ultimate security,
decided to encrypt message keys using machines set to the positions determined by
the daily keys. To make matters worse, to detect possible transmission errors, each
message key was encrypted twice, and the obtained six letters were placed in the
header of the message. The situation was made even worse, by the fact that message
keys were chosen by individual operators themselves, who tended to select simple,
predictable patterns, such as three identical letters, or letters corresponding to three
neighboring keys on the keyboard.

As a result, this message key distribution procedure appeared to be the weakest
link of the Enigma cryptosystem and a source of multiple attacks, including the attack
that led to the reconstruction of the internal connections of the machine itself.

The procedure for transferring message keys was changed by Germans in 1938,
and then again in 1940, but by then, the internal connections of the machine had
already been reconstructed, and the alternative methods of recovering daily keys were
developed by Polish and then British cryptologists shortly after each change.
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4 Reconstruction of the Internal Connections of Enigma by a
        Polish Mathematician Marian Rejewski

Poland was the first country that recognized the adoption of the machine-based cipher
by Germans. The first sign of this recognition was a purchase of a copy of the
commercial version of Enigma. Since the military version of Enigma had been
substantially modified compared to its commercial counterpart, little knowledge was
gained regarding the actual machine used by the German armed forces. In 1929,
Polish Cipher Bureau organized a cryptology course for over 20 students of
mathematics at the University of Poznan. Three of the most talented students were
later hired to work on breaking Enigma. The most advanced of these students, Marian
Rejewski, was the first to be assigned to investigate the strength of the new German
cipher.

Rejewski started his work by first analyzing the beginnings of the intercepted
German cipher messages. In 1932, those beginnings were composed of a special
group of six letters that resulted from two successive encryptions of three letters of
the message keys. The keys were different for each message but they were encrypted
with the same setting (daily key) of the Enigma machine.  This observation led to a
given below set of equations, in which permutations played a part of unknowns:

A = SH       R’        T’       R’-1       H-1 S-1

B = SH Q    R’ Q-1  T’  Q  R’-1 Q-1  H-1 S-1

C = SH Q2  R’ Q-2  T’  Q2 R’-1 Q-2  H-1 S-1

D = SH Q3  R’ Q-3  T’  Q3 R’-1 Q-3  H-1 S-1

E = SH Q4  R’ Q-4  T’  Q4 R’-1 Q-4  H-1 S-1

F = SH Q5  R’ Q-5  T’  Q5 R’-1 Q-5  H-1 S-1

This set of equations consists of six equations with four unknown permutations: S,
H, R’, T’. These unknown permutations represent respectively:

S – permutation determined by the plugboard connections,
H – fixed permutation determined by the connections between the sockets of the

plugboard and connectors of the fixed entry drum,
R’ – permutation determined by the internal connections of the right rotor,
T’ – the combined permutation determined by the internal connections of the

middle, left, and fixed reflecting rotor.
Out of the remaining seven permutations:

 Q is a simple permutation that changes each letter into the letter immediately
following it in the alphabet, e.g., “a” to “b”, “b” to “c”, …, “z” to “a”.

A-E are known permutations that have been determined by Rejewski based on the
analysis of the enciphered message keys, combined with an assumption that a
significant percentage of the message keys was chosen by operators to consist of
three identical letters of the alphabet.

To this day, it is not known whether this set of equations can be solved at all.
Fortunately, by the time Rejewski was trying to solve this intricate problem, he
received some unexpected help. Capt. Gustave Bertrand – chief of radio intelligence
section of the French Intelligence Service supplied the Polish Cipher Bureau with
information originating from the paid agent, Hans-Thilo Schmidt, pseudonym Asche,
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who was working in the cryptographic department of the German Army. The material
included among other things, tables of daily keys for two consecutive months,
September and October 1932 [2, 13, 18]. However, it contained no information about
the internal wirings of the Enigma rotors. Nevertheless, the material proved to be very
important for Rejewski. The tables of daily keys unmasked his third permutation, S,
which represented the plugboard connections of the machine. The second
permutation, H, remained a tantalizing secret, but Rejewski was lucky enough to
discover it by his imaginative guessing. It appeared that in contrast to the commercial
version of Enigma, in the military version of the machine, this transformation was
chosen to have a form of identity permutation (e.g., it transformed “a” to “a”, “b” to
“b”, etc.). The obtained set of equations, now with two unknown permutations only,
R’ and T’, was for Rejewski rather easy to solve. The solution of one set of equations
divulged the connections of the rotor that was placed, in a given day, as a most right
one. The two tables of daily keys for two months belonging to different quarters,
supplied by the French, made it possible to find the connections of two rotors. The
rest of unknowns was now easier to find, and was reconstructed shortly after with an
additional help of a fragment of the German instructions for using Enigma, delivered
by Asche, containing an authentic pair plaintext-ciphertext for a sample daily key and
a sample message key [18].

In his unpublished manuscript [19], Rejewski has demonstrated, that he could have
reconstructed internal connections of Enigma rotors, based on the knowledge of only
one daily key and without the need of guessing permutation H. Although this method
required access to the radio intercepts (enciphered message keys) over a longer period
of time (about a year), and involved more time consuming computations, nevertheless
it could have led to reconstructing internal connections of Enigma even if the material
provided by the French intelligence was limited to a single table of daily keys [6, 19].

5 Polish Methods of Recovering Cryptographic Keys

Mastering the internal connections of the rotors would have remained useless if
effective procedure for a systematic reconstruction of daily keys had not been
developed. In the period 1932-39, several such methods have been invented by three
Polish cryptologists, Marian Rejewski, Jerzy Róycki, and Henryk Zygalski. The
necessity of elaborating so many methods resulted from subsequent changes made in
the key distribution procedure and the machine itself by Germans.

The following key recovering methods appeared to be the most effective:
- method of “grill,” which was applied together with methods of “distinct

letters,” “Róycki’s clock,” and so called “ANX” method,
- catalog of “characteristics,” developed with the help of a special device

called “cyclometer”,
- Zygalski’s perforated sheets,
- Polish cryptological “Bomby”.
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5.1   Grill Method

The grill method, used in the period 1933-36, consisted of a series of paper-and-pencil
procedures aimed at reconstructing all components of the daily key, one by one [18].

The first step was to find unencrypted message keys as well as permutations A-F
used in the equations (1)-(6). The analysis of the enciphered message keys, belonging
to about 70-80 intercepted Enigma ciphertexts was initially revealing only the value
of products AD, BE, CF. To obtain separate values of permutations A-F, the Polish
cryptologists used the knowledge of habits of Enigma operators regarding the choice
of three letters of the message keys. In the period 1931-32, the quite common habit
was to choose message keys composed of three identical letters. When this choice
was forbidden by German procedures, the operators tended to choose three letters that
appeared on three neighboring positions of the Enigma keyboard. When such patterns
were forbidden as well, Polish cryptologists came up with the method of “distinct
letters”. This method was based on the fact that when operators were forbidden to use
three identical letters, they also subconsciously avoided any message keys in which
only two letters repeated. This small statistical bias, combined with the knowledge of
the theory of permutations, appeared to be sufficient to reconstruct permutations A-F,
as well as all individual message keys for a given day.

The next step was to determine which of the three rotors was placed on a given
day on the right-most position. Róycki’s “clock method” relied on the property of
Enigma that the position of the right-most rotor at which the middle rotor moved was
different for each of the three rotors used by the German Army. By statistical analysis
of two ciphertexts encrypted using similar message keys (and thus also similar
machine settings), it was possible to determine at which position of the right-most
rotor, the middle rotor moved, and thus to determine the choice of the right rotor [6,
18].

The main part of the grill method was devoted to the reconstruction of the
connections of the plugboard. This method was based on the fact that the plugboard
did not change all letters. The entire procedure has been automated by shifting a sheet
of paper with permutations A-F over a sheet of paper with transformations of the form
Q-xRQx, for x=0..25 (where R represents the transformation of the right rotor), and
looking for a value of x for which appropriate correlations exist between related
permutations obtained in six subsequent rows. This procedure was revealing both the
plugboard connections, and the position of the right rotor [6, 18].

Next, the order and positions of the middle and left rotor were found using an
exhaustive search involving 2x26x26=1352 trials based on the encrypted and
unencrypted message keys. Finally, the location of the rotor rings was determined
using another search based on the fact that majority of German messages started from
the letters “an” (German for “to”) followed by “x” (used instead of space) [6, 18].

5.2   Catalog of “Characteristics”

A method of the catalog of characteristics, used in the period 1936-1938, was based
on the fact that a format of the products of permutations AD, BE, and CF depended
on the order and the exact settings of rotors, and did not depend on the plugboard
connections [18]. By a format of a permutation, we mean the length of cycles in the
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representation of a permutation in the form of a product of disjunctive cycles. For
example, a permutation of 26 letters can have a form of anything between:

(a1 a2 a3 a4 a5 a6 a7 a8 a9 a10 a11 a12 a13) (b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13),
where a1 is transformed to a2, a2 to a3, …, and a13 back to a1, as well as, b1 is
transformed to b2, b2 to b3, …, and b13 back to b1,
up to

(a1 ) (a2) (a3) (a4) (a5) (a6) (a7) (a8) (a9 ) (a10 ) (a11 ) (a12 ) (a13)
(b1 ) (b2) (b3) (b4) (b5) (b6) (b7) (b8) (b9 ) (b10 ) (b11 ) (b12 ) (b13),

where each letter is transformed to itself.
This pattern of cycle lengths was extremely characteristic for each daily key, and

therefore was named by Rejewski a “characteristic of a day”. Based on the individual
properties of permutations A-F, the products AD, BE, and CF can have 101 different
cycle length patterns each, or 1013 = 1,030,301 different cycle patterns
(“characteristics”) as a total. On the other hand, there are only 3! ⋅ 263 possible
arrangements (orders and settings) of three rotors. That meant that it was quite likely
that a given “characteristic” corresponded either to a unique arrangement of rotors or
at least to a small number of arrangements that could be easily tested.

To make this method practical, it was necessary to create a catalog of
“characteristics” for all 6 ⋅ 263 = 105,456 rotor orders and settings. Given a cycle
pattern for permutations AD, BE, and CF, this catalog returned the corresponding
order and setting of rotors. With known positions of rotors, the plugboard connections
could be determined relatively easily, and the ANX known-plaintext method was still
used to determine the ring settings. To create a catalog of characteristics, Rejewski
designed, and Polish engineers implemented an electromechanical device called
cyclometer, a predecessor of Polish “Bomba” and British “Bombe” [6, 13, 18].

5.3   Polish “Bomba”

As a result of the major change introduced in the Enigma key distribution procedure
on September 15, 1938, all previously developed methods of recovering daily keys
lost their significance. Starting from this date, each Enigma operator was choosing by
himself the initial settings of rotors used to encrypt message keys. These positions
were then transmitted in clear in the header of the ciphertext, and were not any longer
identical for all operators.

Polish “Bomba”, developed in November 1938 by AVA Radio Manufacturing
Company, based on the design of Marian Rejewski, was a Polish response to this
change. Polish “Bomba” consisted of an aggregate of six Enigma machines, operating
in concert, starting from some initial settings determined based on the analysis of the
encrypted message keys. With an appropriate input, Polish “Bomba” was able to
determine the correct positions of rotors within two hours. The plugboard
connections, and the ring settings were determined similarly as before [6, 13, 18].
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5.4   Zygalski’s Perforated Sheets

Zygalski’s method, developed at the end of 1938, required the application of special
paper sheets. Many computations and manual trials were necessary to produce such
sheets, as it was a complicated and time-consuming task [6, 13, 18].

The key recovering method was based on the fact that out of 263 possible rotor
settings, only 40% led to the AD permutation that included at least one pair of one-
letter cycles (a1) (a2). A separate sheet was created for each position of a left rotor.
Each sheet contained a square matrix corresponding to all positions of the right and
middle rotors. Fields of the matrix corresponding to the positions of rotors with
single-letter cycles were perforated [18].

In each day, several encrypted message keys led to the permutations AD with a
one letter-cycle. Based on the rotor settings used to encrypt message keys, which were
sent in clear in the header of the ciphertext, cryptanalists were able to determine the
relative positions of rotors leading to single-letter cycles.

During the analysis, the Zygalski’s sheets were superimposed, and displaced in the
proper way in respect to each other. The number of apertures that shone through
gradually decreased, and finally only one, or at most a few fields remained with
apertures that shone through all the sheets. The corresponding positions of rotors
remained as potential suspects for further testing.

With three rotors to choose from, there were 3!=6 possible combinations of rotors.
A set of 26 perforated sheets had to be fabricated for each such combination.
Unfortunately, because of the limited resources of the Polish Cipher Bureau, from the
end of 1938 till September 1, 1939, only two sets of perforated sheets had been
fabricated. To make things worse, on December 15, 1938, Germans introduced two
additional rotors. Although the machine itself did not change, and only three rotors
were used at a time, these three rotors were now chosen from a set of five rotors
available with each Enigma machine. This change increased the number of possible
combinations of rotors to 60. As a result, Polish capabilities for recovering Enigma
keys substantially decreased in the months immediately proceeding the World War II.

6 Passing a Copy of the Reconstructed Enigma Machine to the
        Representatives of the French and British Intelligence

On July 24-26, 1939, in Pyry in the Kabackie Woods outside Warsaw a historic
meeting took place. The Polish side was represented by three cryptologists (Rejewski,
Róycki, Zygalski) and two officers of the Polish Cipher Bureau (Langer, Ciki). The
French side was represented by Gustave Bertrand and Henri Braquenie, and the
British side by Alastair Denniston, Alfred D. Knox, and one more officer (most likely
Humprey Sandwith). During this meeting, Polish passed two copies of the
reconstructed Enigma machine to French and British respectively. Similarly, the
detailed documentation of Zygalski’s sheets and Polish “Bomby” and other Polish
methods was discussed and passed to the representatives of both countries. The
meeting came as a big surprise for French and British intelligence, as by that time
they were completely unaware of the Polish progress with breaking Enigma, and did
not make any substantial progress with breaking Enigma cipher by themselves.
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7 Operation of the Bletchley Park Center and British Methods of
      Reconstructing Enigma Keys

In the Summer of 1939, Britain’s Government Code and Cypher School (GC&CS)
moved from London to a Victorian manor in Bletchley, north-west of London, called
Bletchley Park. Initially, the entire center counted no more than thirty persons, but it
continuously grew, up to the level of about 10,000 employees.

Britain, like Poland, began hiring mathematicians to work on codebreaking, and
two of them, Alan Turing and Gordon Welchman, became instrumental to the center
success with breaking Enigma [8, 9, 23, 25, 26]. Both of them came from Cambridge
University.

Initially, British adapted Polish methods. For example, by the end of 1939 they
managed to fabricate all 60 sets of Zygalski’s sheets and used this method under the
name “Jeffrey’s apparatus” till May 1940. On May 10th, 1940, the day of attack at
France, Germans changed again their key distribution procedure. The change was to
encrypt each message key only once, except of twice. This seemingly minor change
made all previous methods of reconstructing keys obsolete.

Fortunately, shortly after, British cryptologists managed to come up with some
impromptu methods. First of them relied, similarly to early Polish methods, on
exploiting bad habits of a few Enigma operators, and included so called Herivel tips
and “sillies”. For example, a lot of operators, after inserting rotors to the machine, did
not change their locations before starting working on the first message. Since the
rotors were typically inserted into the machine using a specific orientation, the
analysis of several ciphertext headers for the first messages of the day often revealed
a significant portion of a daily key. The other common error was to use the same
triple of letters for both: an initial position of rotors (sent in clear), and for a message
key (sent in an encrypted form) [25].

Nevertheless, the major breakthrough was the invention and development of the
British “Bombe”. Unlike Polish “Bomba”, British “Bombe” was based not on the key
distribution procedure, but on the known-plaintext attack [8, 25, 26].

British “Bombe” exploited stereotype forms of many messages enciphered using
Enigma which were transmitted within the German armed forces networks during the
World War II. These stereotype wordings were responsible for so called “cribs” –
fragments of plaintext that cryptologists were able to guess.

In Bletchley Park, a special division, called Crib Room, was responsible for
finding new cribs on a regular basis [25]. The sources of these cribs were numerous.
For example, German messages typically contained full data about senders and
receivers, including full titles and affiliations, as well as stereotypical greetings. These
data were easy to guess based on the knowledge of the interception station the
encrypted messages came from, as well as control information included in the
unencrypted headers of the ciphertexts. Other sources included stereotypical reports
(such as having nothing to report), easily predictable weather forecasts, or messages
retransmitted between networks using different daily keys (in which case it was
sufficient to break a key of one network to obtain a significant crib for another
network).

The idea of the British “Bombe” came from Alan Turing, and a significant
improvement, so called “diagonal board” was proposed by Gordon Welchman. The
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technical realization was a responsibility of Harold “Doc” Keen, an engineer at
British Tabulating Machines (BTM) [8, 25, 27].

From the cryptological point of view British “Bombes” were very different from
Polish “Bomby,” nevertheless the goal of operation was the same: find positions of
rotors that could not be excluded as possibly being used at the start of encryption. The
big advantage of British “Bombes” was that they did not rely on the key distribution
procedure, which had constantly evolved and made previous methods obsolete. The
certain disadvantage was the reliance on cribs, which might have been guessed
incorrectly.

From the engineering point of view, British devices resembled Polish “Bomby”.
Each “Bombe” contained 12 sets of three rotors each, and was working synchronously
through all possible rotor positions. Each “Bombe” weighed one ton, and was 6.5 feet
high, 7 feet long, 2 feet wide. “Bombes” were operated by members of the Women’s
Royal Naval Service, “Wrens”, who were responsible for initializing machines,
writing down rotor combinations found by the machine, and restarting machines after
each potentially correct combination was discovered. A single run for a given
combination of rotors lasted about 15 minutes. To test all 60 possible combinations of
rotors, 15 hours were needed.

The first Bombes were put in use in October 1941. They had their names, such as
Agnew, Warspite, Victorious, or Tiger. Approximately 210 Bombes were built and
used in England throughout the war.

8 Participation of United States in the Production of
      Cryptological “Bombes”

Representatives of both U.S. Army and Navy visited Bletchley Park as early as 1941,
and they became aware of the British success with Enigma [23, 27]. Nevertheless,
initially GC&CS was not very forthcoming with the details of the British methods.
The situation changed in summer 1942, when it became apparent that due to limited
resources British had to delay their plans for building a new high-speed four-rotor
“Bombe” capable of breaking naval Enigma. U.S. Navy assigned the design to Joseph
Desch, the research director of the National Cash Register Company (NCR) based in
Dayton, Ohio [27]. The American design was based on the same cryptological
principles as the British “Bombe”, but it was improved from the engineering point of
view. In particular, less human intervention was necessary, and the machine was
capable of printing all rotor settings that could not be eliminated based on the crib
used for the machine initialization. Like the British version, the American Bombes
usually found two or three possible correct solutions. A single run for one
combination of rotors lasted about 20 minutes. In May 1943, the first two American
“Bombes”, Adam and Eve, were successfully tested. In summer 1943, “Bombes”
started to be transferred from Dayton, Ohio to Washington, D.C. They were operated
by women in the U.S. Navy, so called “Waves” (Women Accepted for Volunteer
Emergency Service). Approximately 120 Bombes were built and put into operation
before the end of the World War II.
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9 Lessons from Breaking Enigma

Breaking Enigma offers clear lessons to future designers of cryptographic algorithms,
protocols, and systems. First keeping machine, and thus a cipher, secret did not help.
Army Enigma was ingeniously reconstructed by Polish Marian Rejewski, based on
his mathematical analysis supported by tables of daily keys for the period of two
months obtained by French intelligence. Naval Enigma was captured by British navy
from the sinking German U-boats. Large number of keys, comparable to that used in
modern ciphers, did not help, because the best methods developed by Polish and
British cryptologists did not involve exhaustive key search. Instead, these methods
allowed codebreakers to reconstruct various components of the daily key one by one.
Additional help came from applying electromechanical machines for cryptanalysis,
which allowed to speed up the most time-consuming and repetitive phases of the
cryptological analysis. In this respect, Polish “Bomby” and British and American
“Bombes” were precursors of the modern-day specialized hardware. Similarly,
Zygalski’s perforated sheets might be considered as a first application of the optical
methods in cryptanalysis.

Known-plaintext attack was easy to mount, because of the stereotypical structure
of many messages, easy to predict standard reports, and retransmission of messages
between multiple networks using different daily keys. The first known-plaintext
attacks against Enigma came from Polish in the form of the ANX method, and were
perfected by British with their Crib Room, and the Cryptological “Bombe”.

Key management, in the form of an encrypted exchange of message keys, was the
weakest link of the Enigma protocol, as it allowed not only to develop multiple
methods of reconstructing daily keys, but also endangered the secrecy of the cipher
machine itself.  Interestingly, key management remains the weakest link of multiple
modern day systems and protocols.

Additionally, multiple methods developed by the Polish and British cryptologists
relied on bad habits or unconscious decisions of Enigma operators related to the
choice of message keys. The clear conclusion from this lesson is to not let people
generate cryptographic keys.

In other respects, people were also the weakest link of the system. German Hans-
Thilo Schmidt offered his services to the French intelligence in exchange for money.
German cryptologists overestimated the strength of the Enigma cipher. The crews of
German U-boats failed to destroy all machines and secret documentation, when their
submarines were sunk by British forces.

Finally, the ultimate lesson is to never underestimate the amount of money, time,
people, attention, and risk the opponent can use.  The operation of breaking German
messages by British cryptological center in Bletchley Park required the involvement
of thousands of people, perfect organization, attention to details, and grand vision.
Based on their own attempts to break Enigma and experiences with breaking ciphers
of other countries, German cryptologists never believed that Enigma could have been
broken either before or during World War II. This story demonstrates that authors of a
cryptosystem can rarely correctly evaluate its true security.
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10   Summary and Open Problems

Many aspects of the Enigma story still enjoy a splendid obscurity. Some well-
established facts are not widely known, some strange artifacts are still deeply believed
in, and some facts-to-be are just still hidden from the public. In our lecture we will try
to give a complete, detailed, and possibly impartial presentation of the Enigma story.
It is not an easy task. Despite the fact that more than 50 years elapsed from the end of
the WWII some archives are still kept classified. For example, only recently the
British authorities decided to reveal parts of the materials from Bletchley Park,
including some details of the Turing inventions [24].

We will present some new facts, documents and pictures never published before,
coming from private files of Marian Rejewski, one of the Polish Enigma busters, as
well as other sources. We also hope to shine new light into some historical puzzles
about the collaboration between Poland, France and Great Britain. Some essential
technical details of the Polish and British methods of breaking the Enigma cipher will
be given and some related mathematical questions (concerned with permutations and
solving a set of permutation-based equations) will be (re)formulated in the form of the
PhD-level “research projects”.  Also many not so-well-known personal details
regarding the later years and ultimate fate of main heroes of the Enigma story will be
provided.

Some effort will also be made to explain possible sources of discrepancies
between different versions of the Enigma stories scattered trough the literature.

Let us finish with some questions still waiting for unambiguous answers. Why
Polish authorities in 1932 provided Rejewski with only two sets of keys gained by
espionage (it seems that Asche, working for French intelligence, provided a larger set
of keys and that these keys were sent by Bertrand to Poland [21])? Did they want to
test Rejewski’s ability to work without such an external support in future? Why
British authorities decided not to hire Rejewski and Zygalski at Bletchley Park when
two Poles (with a well-founded reputation as cryptoanalysts) eventually reached Great
Britain (from southern France, through Spain, Portugal, and Gibraltar [13])? The
necessity of keeping secret is not totally convincing as both knew the fact that Enigma
can be broken and invented themselves a lot of tools for the Enigma cryptanalysis.
They even met with Turing in France – in Rejewski’s memoirs there is a nice passage
about meeting Turing and his sense of humor). Instead Rejewski and Zygalski were
engaged in solving other ciphers (mainly double Playfair used by SS) working in a
Polish military unit (eventually they were promoted to an officer rank; before landing
in England they served as civilians) [13]. Were Germans really completely unaware
(say at the end of the WWII) of the fact that Enigma was (or at least could be)
broken? Or it was just too late to change anything?
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Appendix 1

Timetable of events related to the development, use, and breaking of ENIGMA.

Dec. 1917 Dutchman Hugo Koch develops a rotor machine,
predecessor of Enigma.

Feb. 18, 1918 German Arthur Scherbius files a patent for Enigma Cipher
Machine.

Apr. 18, 1918 Arthur Scherbius offers Enigma machine to the German
Navy.

Feb. 1926 German Navy begins using Enigma machine.
Jul. 15, 1928 German Army begins using Enigma machine.
1928 Polish Cipher Bureau recognizes the use of machine

encryption by Germans.
1928-1929 Polish Cipher Bureau decides to purchase a copy of the

commercial version of Enigma.
1929 Polish Cipher Bureau organizes a cryptology course for

over 20 students of mathematics at the University of
Poznan. Three of the most talented students are later hired
to work on breaking Enigma.

Jun 1, 1930 German armed forces start using significantly modified
military version of Enigma.

Oct. 1931 Hans-Thilo Schmidt, pseudonym Asche, an employee of
the German Cipher Bureau approaches the agents of the
French Intelligence Service (S.R.F) and proposes to deliver
classified documents.

Nov. 8, 1931 Captain Gustave Bertrand, head of the crypto-service of the
S.R.F. receives the first set of documents from Asche.

End of 1931 French Cipher Bureau declares Enigma unbreakable and
documents useless.
British Cipher Bureau receives the documents, files them,
and gives no follow-up offer of collaboration.

Dec. 7-11, 1931 Captain Bertrand visits Warsaw and supplies Polish Cipher
Bureau with documents provided by Asche. Two sides
agree to share all information.

1932 Based on the analysis of the commercial version of Enigma
and intercepted ciphertexts, Polish cryptanalyst Marian
Rejewski creates a mathematical model of Enigma in the
form of a set of equations with permutations as unknowns.
Unfortunately, the number of unknown variables appears to
be greater than the number of equations necessary to solve
the created set of equations.

End of 1932 Asche delivers to Bertrand a table of daily keys for a
number of months. These keys are shared with the Polish
Cipher Bureau in December 1932.
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Dec. 1932 Tables of keys delivered by Asche enable Rejewski to
reduce the number of unknowns, solve the equations, and
as a result reconstruct the internal wirings of the three
Enigma rotors. Poles begin solving German Army
messages.

1934 The first replica of the Enigma machine built by AVA
Radio Workshops, Polish company based in Warsaw.

1932-39 Three Polish cryptologists: Marian Rejewski, Henryk
Zygalski, and Jerzy Róycki develop sophisticated methods
of reconstructing daily keys, including Róycki’s clock
method, Rejewski’s cyclometer, Zygalski’s perforated
sheets, and Polish “Bomba”.

Dec. 15, 1938 Germans introduce two new extra rotors.  Three rotors used
on a given day are chosen from a set of five rotors. The
number of combinations increases by a factor of 10.

Jul 25-26, 1939 A secret meeting takes place in the Kabackie Woods near
the town Pyry (South of Warsaw), where the Poles hand
over to the French and British Intelligence Services their
complete solution to the German Enigma cipher, and two
replicas of the Enigma machine.

Summer, 1939 British Government Code and Cipher School (GC&CS)
creates a cryptologic center in Bletchley Park, England.
Among British mathematicians hired to work on breaking
Enigma are Alan Turing and Gordon Welchman, both
mathematicians from Cambridge University.

1939-1940 Alan Turing develops an idea of the British cryptological
“Bombe” based on the known-plaintext attack. Gordon
Welchman develops an improvement to the Turing’s idea
called “diagonal board”. Harold “Doc” Keen, engineer at
British Tabulating Machines (BTM) becomes responsible
for implementing British “Bombe”.

Jan. 6, 1940 British break into Luftwaffe Enigma.
May, 1940 First British cryptological “Bombe” developed to

reconstruct daily keys goes into operation.
1940-1945 Over 210 “Bombes” are used in England throughout the

war. Each “Bombe” weighed one ton, and was 6.5 feet
high, 7 feet long, 2 feet wide. Machines were operated by
members of the Women’s Royal Naval Service, “Wrens”.

Feb. 12, 1940 British seize two of the three unknown rotors used in the
naval Enigma from a crew member of the U-33 captured
after the submarine was sunk in Scotland’s Firth of Clyde.

Apr. 26, 1940 British seize a canvas bag thrown overboard of the German
attack vessel approached by British warships. The bag
contained cryptographic documents essential in solving
German naval Enigma traffic.

May, 1940 First break into Naval Enigma.
Aug., 1940 The last unknown naval rotor obtained from a naval

capture.
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Feb.-Mar., 1941 Two US Army and two US Navy cryptanalysts visit
Bletchley and learn Enigma cryptanalysis.

May, 1941 Britain captures German submarine U-110 with all its
encryption equipment and keys intact.

Feb., 1942 German Navy introduces new version of the four-rotor
Enigma machines and an additional code referred as
“Shark”.

Jul., 1942 U.S. Navy officers visit Bletchley Park and learn the details
of the British “Bombe”.

Sep., 1942 The development of the American “Bombe” starts.
Oct., 1942 Important documents retrieved from the sunken German

submarine, U-559. Blackout period ends.
Apr., 1943 The production of the American “Bombe” starts in the

National Cash Register Company (NCR) in Dayton, Ohio.
The engineering design of the “Bombe” comes from Joseph
Desch.

1943 77 American Navy “Bombes” constructed and transferred
for a continuous operation in Washington D.C. Each
“Bombe” was 7 feet high, 10 feet long, 2 feet wide.
Machines were operated by women in the U.S. Navy,
“Waves” (Women Accepted for Volunteer Emergency
Service).

1944 About 44 additional American “Bombes” built and put into
action.



Resettable Zero-Knowledge in the Weak
Public-Key Model

Yunlei Zhao1,3, Xiaotie Deng2, C.H. Lee2, and Hong Zhu3

1 Software School
Fudan University, Shanghai, China

csylzhao@cityu.edu.hk
2 Department of Computer Science

City University of Hong Kong, Hong Kong
{csdeng,chlee}@cityu.edu.hk

3 Department of Computer Science
Fudan University, Shanghai, China

Abstract. A new public-key model for resettable zero-knowledge (rZK)
protocols, which is an extension and generalization of the upper-
bounded public-key (UPK) model introduced by Micali and Reyzin [Eu-
roCrypt’01, pp. 373–393], is introduced and is named weak public-key
(WPK) model. The motivations and applications of the WPK model are
justified in the distributed smart-card/server setting and it seems more
preferable in practice, especially in E-commerce over Internet. In this
WPK model a 3-round (optimal) black-box resettable zero-knowledge
argument with concurrent soundness for NP is presented assuming the
security of RSA with large exponents against subexponential-time ad-
versaries. Our result improves Micali and Reyzin’s result of resettable
zero-knowledge argument with concurrent soundness for NP in the UPK
model. Note that although Micali and Reyzin’ protocol satisfies concur-
rent soundness in the UPK model, but it does not satisfy even sequential
soundness in our WPK model.
Our protocol works in a somewhat “parallel repetition” manner to reduce
the error probability and the black-box zero-knowledge simulator works
in strict polynomial time rather than expected polynomial time. The
critical tools used are: verifiable random functions introduced by Micali,
Rabin and Vadhan [FOCS’99, pp. 120-130], zap presented by Dwork and
Naor [FOCS’00, pp. 283–293] and complexity leveraging introduced by
Canetti, Goldreich, Goldwasser and Micali [STOC’00, pp. 235–244].

1 Introduction

The strongest notion of zero-knowledge to date, resettable zero-knowledge (rZK),
was recently put forward by Canetti, Goldreich, Goldwasser and Micali [8].
Roughly speaking, an rZK protocol is an interactive system in which a veri-
fier learns nothing (except for the verity of a given statement) even if he can
interact with the prover polynomial many times, each time restarting an in-
teraction with the prover using the same configuration and random tape. rZK

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 123–139, 2003.
c© International Association for Cryptologic Research 2003



124 Y. Zhao et al.

enlarges the number of physical ways to implement zero-knowledge protocols
while guaranteeing security is preserved. For example, rZK makes it possible to
implement the zero-knowledge prover by using those devices that may be possi-
bly (maliciously) resetted to their initial conditions or can not afford to generate
fresh randomness for each new invocation. An example of those devices is the
ordinary smart card. rZK is also guaranteed to preserve the prover’s security
when the protocol is executed concurrently in an asynchronous network like the
Internet. Actually, rZK is a generalization and strengthening of the notion of
concurrent zero-knowledge introduced by Dwork, Naor and Sahai [12].

1.1 Previous Results

Under standard complexity assumptions, non-constant-round resettable zero-
knowledge proof for NP was constructed in [8,22] by properly modifying the
concurrent zero-knowledge protocol of Richardson and Killian [28]. Unfortu-
nately, there are no constant-round rZK protocols in the standard model, at
least for the black-box case, as shown by Canetti, Killian, Petrank and Rosen
[9]. To get constant-round resettable zero-knowledge protocols Canetti, Goldre-
ich, Goldwasser and Micali [8] introduced an appealingly simple model, the bare
public-key (BPK) model, and presented a 5-round rZK argument for NP in this
model. The round complexity was further reduced to four by Micali and Reyzin
[24].

A protocol in the BPK model simply assumes that all verifiers have deposited
a public key in a public file before any interaction among the users. This public
file is accessible to all users at all times. Note that an adversary may deposit
many (possibly invalid) public keys in it, particularly, without even knowing
corresponding secret keys or whether such exist. We remark that the BPK model
is a weak version of the frequently used Public-Key Infrastructure (PKI) model,
which underlies any public key cryptosystem or digital signature.

Resettable zero-knowledge protocols also shed hope on finding ID schemes
secure against resetting attack. Feige, Fiat and Shamir [16,14] introduced a
paradigm for ID schemes based on the notion of zero-knowledge proof of knowl-
edge. In essence, a prover identifies himself by convincing the verifier of knowing
a given secret. Almost all subsequent ID schemes followed this paradigm, and
were traditionally implemented by the prover being a smart card. However, up
to the emergence of rZK all the previous Fiat-Shamir like ID schemes fail to
secure whenever the prover is resettable. Using constant-round rZK protocols
in the BPK model above, Bellare, et al. [3] provided identification protocols se-
cure against resetting attack. Unfortunately, there is a main disadvantage of this
rZK-based solution since it only preserves the identity prover’s security but does
not guarantee to preserve any security of the identity verifier when the iden-
tification protocol is concurrently executed in an asynchronous setting like the
Internet. Actually, if an adversary is allowed to concurrently interact with the
identity verifiers then the adversary can easily impersonate the identity prover.
The reason is just that the underlying resettable zero-knowledge protocols in the
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BPK model [8,24] do not guarantee to preserve verifier’s security when they are
concurrently executed.

The various security notions of the verifier in public-key models were first
noted and clarified by Micali and Reyzin [24,27]. In public-key models, a verifier
V has a secret key SK, corresponding to its public-key PK. A malicious prover
P ∗ could potentially gain some knowledge about SK from an interaction with
the verifier. This gained knowledge might help him to convince the verifier of a
false theorem in another interaction. In [24] four soundness notions in public-key
models were defined in which each implies the previous one: one-time soundness,
sequential soundness, concurrent soundness, resettable soundness. In this paper
we focus on concurrent soundness which roughly means that a malicious prover
P ∗ can not convince the honest verifier V of a false statement even P ∗ is al-
lowed multiple interleaved interactions with V . As discussed above, resettable
zero-knowledge protocols with concurrent soundness are really desirable in most
smart-card and Internet based applications. Unfortunately, up to now we do
not know how to construct resettable zero-knowledge protocols with concurrent
soundness for NP in the BPK model. In a stronger version of BPK model intro-
duced by Micali and Reyzin [25] in which each public-key of an honest verifier
is restricted to be used at most a priori bounded polynomial times, the upper-
bounded public-key (UPK) model, Micali and Reyzin gave a 3-round black-box
rZK argument with sequential soundness for NP in the UPK model [25]. And
Reyzin [27] further proved that it also satisfies concurrent soundness in the UPK
model.

Regarding the round-complexity of resettable zero-knowledge protocols for
NP in public-key models, Micali and Reyzin [24,25] showed that any (resettable
or not) black-box zero-knowledge protocol in public-key models for a language
outside of BPP requires at least three rounds (using an earlier result of Goldreich
and Kraczwyck [20]). For efficient 4-round zero-knowledge protocols for NP,
readers are referred to [7]. We also note that 2-round public-coin black-box and
concurrent zero-knowledge protocols for NP do exist under the assumption that
the prover is resource bounded [13]. Here, resource bounded prover means that
during protocol execution the prover uses certain limited amount of (say, a-priori
polynomial bounded) time or non-uniform advice.

1.2 Our Contributions

In this paper, we introduce a new public-key model for resettable zero-knowledge
(rZK) protocols, which we name it weak public-key (WPK) model. Roughly
speaking, in the WPK model the public-key of an honest verifier V can be used
by an (even malicious) prover P ∗ for any polynomial times just as allowed in
the BPK model. But for each theorem statement x selected by P ∗ on the fly x
is restricted to be used at most a priori bounded polynomial times with respect
to the same verifier’s public key. Note that if the same verifier’s public-key is
restricted to be used at most a priori bounded polynomial times just as required
in the UPK model then for each common input x selected by P ∗ x is also
restricted to be used at most a priori bounded polynomial times with respect
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to the same verifier’s public key. It means the WPK model is an extension and
generalization of the UPK model. Really, the WPK model just lies between the
BPK model and the UPK model. That is, the WPK model is stronger than the
BPK model but weaker than the UPK model.

The main result of this paper is a 3-round black-box resettable zero-
knowledge argument with concurrent soundness for NP in the WPK model.
The round complexity is optimal according to Micali and Reyzin’s result. In
comparison with Micali and Reyzin’s 3-round rZK argument with concurrent
soundness for NP in the UPK model [25], we remark that our protocol in the
WPK model is also an rZK argument with concurrent soundness for NP in
the UPK model since the WPK model is an extension and generalization of the
UPK model. But, the concurrent soundness of Micali and Reyzin’s protocol is
not preserved in our WPK model. The reason is that the concurrent soundness
of Micali and Reyzin’s protocol relies on the restriction that the public-key of
V can not be used by P ∗ more than a priori bounded polynomial times and
without this restriction P ∗ can easily cheat V with non-negligible probability
(even with probability 1). Since this restriction is removed in our WPK model,
it means that Micali and Reyzin’s protocol not only does not satisfy concurrent
soundness in our WPK model but also even does not satisfy sequential sound-
ness in the WPK model. Our protocol can be viewed as an improvement and
extension of Micali and Reyzin’ result.

Motivations, applications, and implementation of the WPK model. As
an extension and generalization of the UPK model, roughly speaking, almost all
the ways to implement the UPK model [25] can also be used to implement our
WPK model. A simple way is to just let the honest verifier to keep a counter
for each common input on which he has been invoked. This is an extension of
the implementation of the UPK model in which an honest verifier keeps a single
counter for all common inputs (selected on the fly by a malicious prover) on
which he has been invoked.

Note that one of the major applications of resettable zero-knowledge is that
it makes it possible to implement zero-knowledge prover by those devices that
may be possibly maliciously resetted to their initial conditions or can not afford
to generate fresh randomness for each invocation. The most notable example of
such devices is the widely used smart card. Also as argued above resettable zero-
knowledge provides the basis for identification protocols secure against resetting
attacks [3]. Then we consider the distributed client/server setting in which the
clients are implemented by smart cards. We remark that this setting is widely
used in practice, especially in E-commerce over Internet. When a resettable
identification protocol is executed in this distributed smart-card/server setting
we view the identity of each smart-card as the common input. An adversary may
hold many (any polynomial number of) smart-cards but in our WPK model we
require that each smart-card can be used by the adversary at most a priori
polynomial times. Note that in practice each smart-card has an expiry date that
corresponds to in some level the a-priori bounded polynomial restriction required
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in our WPK model. We remark that in this distributed smart-card/server setting
there usually exists a central server that may be located in a central bank or
other organizations and plays the verifier’s role. In practice the central server
keeps a record for each smart card and dynamically updates its information. It
is easy for this central server to keep a counter in each record to remember how
many times the corresponding smart-card has been used. We stress that in this
distributed smart-card/server setting since the server (verifier) may be invoked
and interacted concurrently with many smart-cards, the design of rZK protocols
with concurrent soundness in the WPK model is really desirable.

1.3 Organization of This Paper

In Section 2, we recall the tools we will use in this paper. In Section 3, we provide
the formal description of the WPK model. In Section 4, we present the 3-round
black-box resettable zero-knowledge argument with concurrent soundness for
NP in the WPK model.

2 Preliminaries

In this section, we present some main tools used in this paper. However, one
critical tool, zap presented in [11], is absent from this section and is provided in
Section 3 together with the definition of resettable witness indistinguishability.
We remark that all these tools can be constructed assuming the security of RSA
with large prime exponents against subexponential-time adversaries.

Definition 1 (one-round perfect-binding commitments). A one-round
perfect-binding commitment scheme is a pair of probabilistic polynomial-time
(PPT) algorithms, denoted (C, R), satisfying:

– Completeness. ∀k, ∀v, let c = Csv
(1k, v) and d = (v, sv), where C is a

PPT commitment algorithm while using sv as its randomness and d is the
corresponding decommitment to c, it holds that Pr[(c, d) R←− C(1k, v) :
R(1k, c, v, d) = YES] = 1, where k is security parameter.

– Computational hiding. For every v, u of equal p(k)-length, where p is a posi-
tive polynomial and k is security parameter, the random variables Csv

(1k, v)
and Csu(1k, u) are computationally indistinguishable.

– Perfect binding. For every v, u of equal p(k)-length, the random variables
Csv (1k, v) and Csu

(1k, u) have disjoint support. That is, for every v, u and
m, if Pr[Csv (1k, v) = m] and Pr[Csu(1k, u) = m] are both positive then
u = v and sv = su.

A one-round perfect-binding commitment scheme can be constructed based
on any one-way permutation [17].

Definition 2 (Pseudorandom Functions PRF [19]). A pseudorandom
function family is a keyed family of efficiently computable functions, such that
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a function picked at random from the family is indistinguishable (via oracle ac-
cess) from a truly random function with the same domain and range. Formally,
a function PRF: {0, 1}n × {0, 1}∗ → {0, 1}n is a pseudorandom function if for
all 2nα

-size adversaries ADV, the following difference is negligible in n:
∣∣∣∣Pr

[
PRFKey

R←− {0, 1}n : ADV PRF (PRFKey, ·) = 1
]

− Pr
[
F

R←− ({0, 1}n){0,1}∗
: ADV F (·) = 1

] ∣∣∣∣
The value α is called the pseudorandomness constant.

Definition 3 (non-interactive zero-knowledge NIZK [2,4]). Let NIP and
NIV be two probabilistic interactive machines, and let NIσLen be a positive
polynomial. We say that < NIT, NIV > is an NIZK proof system for an NP
language L, if the following conditions hold:

– Completeness. For any x ∈ L of length n, any σ of length NIσLen(n),
and NP-witness y for x ∈ L, it holds that Pr[Π R←− NIP (σ, x, y) :
NIV (σ, x, Π)
= YES] = 1.

– Soundness. ∀x /∈ L of length n, Pr[σ R←− {0, 1}NIσLen(n) : ∃ Π s. t.
NIV (σ, x,Π) = YES] is negligible in n.

– Zero-Knowledge. ∃ α > 0 and a PPT simulator NIS such that, ∀ sufficiently
large n, ∀x ∈ L of length n and NP-witness y for x ∈ L, the following two
distributions are indistinguishable by any 2nα

-gate adversary:
[(σ′, Π ′) R←− NIS(x) : (σ′, Π ′] and
[σ R←− {0, 1}NIσLen(n);Π R←− NIP (σ, x, y) : (σ, Π)].
The value α is called the NIZK constant.

Non-interactive zero-knowledge proof systems for NP can be constructed
based on any one-way permutation [15] and one-way permutations can be con-
structed in turn under RSA assumption [18]. An efficient implementation based
on any one-way permutation can be found in [21]. For more recent advances in
NIZK readers are referred to [10].

2.1 Verifiable Random Functions

A family of verifiable random functions (VRF), first introduced in [26], is es-
sentially a pseudorandom function family with an additional property that the
correct value of a function on an input can not only be computed by the owner
of the seed, but also be proven to be the unique correct value. The proof can be
verified by anyone who knows the public-key corresponding to the seed.

Definition 4 (Verifiable Random Functions). Let VRFGen, VRFEval,
VRFProve and VRFVer be polynomial-time algorithms (the first and the last are
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probabilistic, and the middle two are deterministic). Let a : N → N ∪ {0, 1}∗
and b : N → N be any two functions that are computable in time poly(k) and
bounded by a polynomial in k (except when a takes on {0, 1}∗).

We say that (VRFGen, VRFEval, VRFProve, VRFVer) is a verifiable pseu-
dorandom function (VRF) with input length a(k) and output length b(k) under
a security parameter k if the following properties hold:
1. The following two conditions hold with probability 1−2−Ω(k) over the choice

of
(V RFPK, V RFSK) R←− VRFGen(1k):
a) (Domain-Range Correctness):

∀x ∈ {0, 1}a(k), VRFEval(V RFSK, x) ∈ {0, 1}b(k).

b) (Complete Probability): ∀x ∈ {0, 1}a(k), if v = VRFEval(V RFSK, x) and
pf = VRFProve(V RFSK, x), then

Pr[VRFVer(V RFPK, x, v, pf) = YES] > 1− 2−Ω(k)

(This probability is over the coin tosses of VRFVer).
2. (Unique Probability) For every V RFPK, x, v1, v2, pf1, pf2 such that v1 �= v2,

the following holds for either i = 1 or i = 2:

Pr[VRFVer(V RFPK, x, vi, pfi) = YES] < 2−Ω(k)

(This probability is over the coin tosses of VRFVer).
3. (Residual Pseudorandomness): Let α > 0 be a constant. Let T = (TE , TJ)

be any pair of algorithms such that TE(·, ·) and TJ(·, ·) run for a total of
at most 2kα

steps when their first input is 1k. Then the probability that T
succeeds in the following experiment is at most 1/2 + 1/2kα

:
a) Run VRFGen(1k) to obtain (V RFPK, V RFSK).
b) Run T VRFEval(V RFSK, ·),VRFProve(V RFSK, ·)

E (1k, V RFPK) to obtain the pair
(x, state).

c) Choose r R←− {0, 1}.
– if r = 0, let v = VRFEval(V RFSK, x)
– if r = 1, choose v R←− {0, 1}b(k)

d) Run T VRFEval(V RFSK, ·),VRFProve(V RFSK, ·)
J (1k, V RFPK, v, state) to obtain

a guess.
e) T = (TE , TJ) succeeds if x ∈ {0, 1}a(k), guess = r, and x was

not asked by either TE or TJ as a query to VRFEval(V RFSK, ·) or
VRFProve(V RFSK, ·).
We call α the pseudorandomness constant.

The above verifiable pseudorandom functions can be constructed assuming
RSA with large prime exponents against subexponential-time adversaries [26].
Very recently, a new construction of VRF was provided by Lysyanskaya on an
assumption about groups in which decisional Diffie-Hellman is easy, but compu-
tational Diffie-Hellman is hard [23]. We remark that up to now the first appli-
cation of VRF, as suggested by Micali and Reyzin, is the simple construction of
an rZK argument with one-time soundness for NP in the BPK model [24]. Our
result can be viewed as another major application of VRF.
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3 The Weak Public-Key (WPK) Model

In this section, we present the formal definitions of resettable zero-knowledge
and concurrent soundness in our WPK model.

3.1 Honest Players in the WPK Model

The WPK model consists of the following:

– F be a public-key file that is a polynomial-size collection of records
(id, PKid), where id is a string identifying a verifier and PKid is its (al-
leged) public-key.

– P (1n, x, y, F, id, w) be an honest prover that is a polynomial-time interactive
machine, where 1n is a security parameter, x is an n-bit string in L, y is
an auxiliary input, F is a public-file, id is a verifier identity, and w is his
random-tape.

– V be an honest verifier that is an polynomial-time interactive machine work-
ing in two stages.
1. Key generation stage. V , on a security parameter 1n and a random-tape
r, outputs a public-key PK and remembers the corresponding secret key
SK.

2. Verification stage. V , on inputs SK, x ∈ {0, 1}n and a random tape ρ,
performs an interactive protocol with a prover and outputs “accept x”
or “reject x”. We stress that in our WPK model for each common input
x on which the verification stage of V has been invoked the honest veri-
fier V keeps a counter in secret with upperbound U(n), a priori bounded
polynomial, to remember how many times the verification stage has been
invoked on the same x and refuses to participate in other interactions
with respect to the same x once the counter reading reaches its upper-
bound U(n). It means that each common input x can not be used (even
by a malicious prover) more than U(n) times with respect to the same
PKid, where id is the identity of the honest verifier V .

3.2 The Malicious Resetting Verifier and Resettable
Zero-Knowledge

A malicious (s, t)-resetting malicious verifier V ∗, where t and s are positive
polynomials, is a t(n)-time TM working in two stages so that, on input 1n,

Stage 1. V ∗ receives s(n) distinct strings x1, · · · , xs(n) of length n each, and
outputs an arbitrary public-file F and a list of (without loss of generality)
s(n) identities id1, · · · , ids(n).

Stage 2. Starting from the final configuration of Stage 1, s(n) random tapes,
w1, · · · , ws(n), are randomly selected and then fixed for P , resulting in s(n)3

deterministic prover strategies P (xi, idj , wk), 1 ≤ i, j, k ≤ s(n). V ∗ is then
given oracle access to these s(n)3 provers, and finally outputs its “view” of
the interactions (i. e. its random tape and messages received from all his
oracles).
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Definition 5 (Black-box Resettable Zero-Knowledge). A protocol <
P, V > is black-box resettable zero-knowledge for a language L ∈ NP if there
exists a black-box simulator M such that for every (s, t)-resetting verifier V ∗,
the following two probability distributions are indistinguishable. Let each distri-
butions be indexed by a sequence of common distinct inputs x̄ = x1, · · · , xs(n) ∈
L ∩ {0, 1}n and their corresponding NP -witnesses aux(x̄) = y1, · · · , ys(n):
Distribution 1. The output of V ∗ obtained from the experiment of choosing

w1, · · · , ws(n) uniformly at random, running the first stage of V ∗ to obtain
F , and then letting V ∗ interact in its second stage with the following s(n)3

instances of P : P (xi, yi, F, idj , wk) for 1 ≤ i, j, k ≤ s(n). Note that V ∗ can
oracle access to these s(n)3 instances of P .

Distribution 2. The output of MV ∗
(x1, · · · , xs(n)).

Remark 1. In Distribution 1 above, since V ∗ oracle accesses to s(n)3 instances
P : P (xi, yi, F, idj , wk), 1 ≤ i, j, k ≤ s(n), it means that V ∗ may invoke and
interact with the same P (xi, yi, F, idj , wk) multiple times, where each such in-
teraction is called a session. We remark that there are two versions for V ∗ works
in Distribution 1.
1. Sequential version. In this version, a session must be terminated (ei-

ther completed or aborted) before V ∗ initiating a new session. That
is, V ∗ is required to terminate its current interaction with the cur-
rent oracle P (xi, yi, F, idj , wk) before starting an interaction with any
P (xi′ , yi′ , F, idj′ , wk′), regardless of (i, j, k) = (i′, j′, k′) or not. Thus, the
activity of V ∗ proceeds in rounds. In each round it selects one of his oracles
and conducts a complete interaction with it.

2. Interleaving version. In this version the above restriction is removed and so
V ∗ may initiate and interact with P (xi, yi, F, idj , wk)s concurrently in many
sessions. That is, we allow V ∗ to send arbitrary messages to each of the
P (xi, yi, F, idj , wk) and obtain the response of P (xi, yi, F, idj , wk) to such
message.

However, these two versions are equivalent as shown in [8]. In other words,
interleaving interactions do not help the malicious verifier get more advantages
on learning knowledge from his oracles than he can do by sequential interactions.
Without loss of generality, in the rest of this paper we assume the resetting
malicious verifier V ∗ works in the sequential version.

Definition 6 (Resettable Witness Indistinguishability rWI). A protocol
< P, V > is said to be resettable witness indistinguishable for an L ∈ NP if
for every pair of positive polynomials (s, t), for every (s, t)-resetting malicious
verifier V ∗, two distribution ensembles of Distribution 1 (defined in Definition
5), which are indexed by the same x̄ but possibly different sequence of prover’s
NP-witnesses : aux(1)(x̄) = y

(1)
1 , · · · , y(1)

s(n) and aux(2)(x̄) = y
(2)
1 , · · · , y(2)

s(n), are
computationally indistinguishable.

In [8] Canetti et al. first gave a 4-round rWI for NP. The round-complexity
is drastically reduced to 2 by Dwork and Naor [11], where they named such a
2-round WI a zap.
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Dwork and Naor’s 2-round rWI proof for NP [11]. The prover P has
a private random string s that determines a pseudorandom function fs. Let L
be an NP-Complete language and RL be its corresponding NP relation. Under
a security parameter n, let p be a positive polynomial and x ∈ {0, 1}n be the
common input and y be the corresponding NP-witness (kept in secret by the
prover) for x ∈ L.

Step 1. The verifier V uniformly selects (fixes once and for all) p(n) random
strings RV = (RV1 , RV2 , · · · , RVp(n)) with length NIσLen(n) each and sends
them to P .

Step 2. Let fs(x, y,RV ) = (r1, r2, · · · , rp(n), RP ), where the length of RP is
also NIσLen(n). For each i, 1 ≤ i ≤ p(n), on x and y, P uses ri as its
randomness to compute an NIZK proof Πi with respect to common random
string RP ⊕RVi . In the rest of this paper we denote by Πi NIZK(x,RP ⊕
RVi

), 1 ≤ i ≤ p(n). Finally P sends RP along with all the p(n) NIZK proofs
to V .

An interesting property of Dwork and Naor’s 2-round rWI is that RV in Step
1 can be fixed once and for all and applied to any instance of length n [11]. It
means RV can be posted in one’s public key in the public-key model. We will
use this property in our construction later. We also note that using the general
result of existence of zaps for NP (rather than the above specific NIZK-based
construction) may further simplify the construction of the protocol presented in
Section 4. We will investigate it in a late full version.

3.3 Concurrent Soundness in the WPK Model

For an honest verifier V with public-key PK and secret-key SK, an (s, t)-
concurrent malicious prover P ∗ in our WPK model, for a pair positive poly-
nomials (s, t), be a probabilistic t(n)-time Turing machine that, on a security
parameter 1n and PK, performs concurrently at most s(n) interactive protocols
(sessions) with V as follows.

If P ∗ is already running i − 1 (1 ≤ i − 1 ≤ s(n)) sessions, it can select
on the fly a common input xi ∈ {0, 1}n (which may be equal to xj for 1 ≤
j < i) and initiate a new session with the verification stage of V (SK, xi, ρi)
on the restriction that the same xi can not be used by P ∗ in more than U(n)
sessions, where U(n) is the a priori bounded polynomial indicating the upper-
bound of the corresponding counter kept in secret by V for xi. We stress that
in different sessions V uses independent random-tapes in his verification stage
(that is, ρ1, · · · , ρi (1 ≤ i ≤ s(n)) are independent random strings).

We then say a protocol satisfies concurrent soundness in our WPK model
if for any honest verifier V , for all positive polynomials (s, t), for all (s, t)-
concurrent malicious prover P ∗, the probability that there exists an i (1 ≤ i ≤
s(n)) such that V (SK, xi, ρi) outputs “accept xi” while xi �∈ L and xi is not
used in more than U(n) sessions is negligible in n.
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4 3-Round Resettable Zero-Knowledge Argument for
NP with Concurrent Soundness in the WPK Model

In this section, we present the main result of this paper: a 3-round resettable
zero-knowledge argument forNP with concurrent soundness in the WPK model.
As discussed before, the design of such a protocol is really desirable in practice.
Three tools are crucial to our construction: verifiable pseudorandom functions
[26], Dwork and Naor’s 2-round rWI [11] and “complexity leveraging” [8].

4.1 Complexity Leveraging

The “complexity leveraging” is used as follows. Let α be the pseudorandom
constant of a VRF (that is, the output of VRFEval is indistinguishable from
random for circuit of size 2kα

, where k is the security parameter of the VRF).
Let γ1 be the following constant: for all sufficiently large n, the length of theNP-
witness y for x ∈ L ∩ {0, 1}n is upper-bounded by nγ1 . Let γ2 be the following
constant: for all sufficiently large n, the length of the NIZK proof Π for an
NP-statement x′ ∈ L′ of length poly(n) is upper-bounded by nγ2 . We then set
γ = max{γ1, γ2} and ε > γ/α. We use a VRF with a larger security parameter
k = nε. This ensures that one can enumerate all potential NP-witnesses y, or all
potential NIZK proofs for x′, in time 2nγ

, which still lesser than the time it would
take to break the residual pseudorandomness of the VRF (because 2nγ

< 2kα

).

4.2 The VRF Used

Let x be the common input of length n, and U be an a-priori bounded polynomial
indicating the upper-bound of the corresponding counter kept by an honest
verifier for x. That is x is allowed to be used at most U(n) times by a malicious
prover with the same honest verifier. We need a verifiable pseudorandom function
with input length n and output length 2U(n) · n2. We denote by
VRFEval(V RFSK, x) = R1

1R
1
2 · · ·R1

2U(n)R
2
1R

2
2 · · ·R2

2U(n) · · ·Rn
1R

n
2 · · ·Rn

2U(n) the
output of VRF on input x of length n, where for each i (1 ≤ i ≤ n) and each j
(1 ≤ j ≤ 2U(n)), the length of Ri

j is n.

4.3 Key Generation of V

Under a system security parameter n, each verifier with identity id, Vid , gener-
ates a key pair (V RFSK, V RFPK)id for a VRF with security parameter k. Vid

then uniformly selects p(n) random strings (RV1 , RV2 , · · · , RVp(n))id to be used
as the first message of Dwork and Naor’s 2-round rWI, where p is a positive
polynomial. V RFSKid is Vid’s secret key and V RFPKid along with the p(n)
random strings, (RV1 , RV2 , · · · , RVp(n))id, is its public key. We remark that in
comparison with the key generation stage of Micali and Reyzin’s protocol [25],
the key generation stage of our protocol is greatly simplified.
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4.4 The Full Protocol

Common input. An element x ∈ L∩{0, 1}n. Denote by RL the corresponding
NP-relation for L.

System Security parameter n. (Note that the security parameter of the
VRF is k that is much larger than n).

Public file. A collection F of records (id, PKid), where PKid = (V RFPKid,
(RV1 , RV2 , · · · , RVp(n))id).

P private input. An NP-witness y for x ∈ L; V ’s id and the file F ; and a
random string w that determines a PRF fw.

V private input. A secret key SKid = V RFSKid.
P -step-one

1. Using the PRF fw, P generates RP and (s11, s
1
2, · · · , s12U(n), s

2
1, s

2
2, · · · ,

s22U(n), · · · , sn
1 , s

n
2 , · · · , sn

2U(n)) from the inputs x, y, and PKid. RP will
be served as the first part of the second message of Dwork and Naor’s
2-round rWI and the other 2U(n)·n pseudorandom strings will be served
as the randomnesses used in the one-round perfect binding commitment
scheme defined in Definition 1.

2. Selects 2U(n) · n arbitrary strings of length 2U(n) · n2 each:
(t11, t

1
2, · · · , t12U(n), t

2
1, t

2
2, · · · , t22U(n), · · · , tn1 , tn2 , · · · , tn2U(n)). Let Com =

{c(i, j) = Csi
j
(tij), 1 ≤ i ≤ n and 1 ≤ j ≤ 2U(n)}, where C is the one-

round perfect binding commitment scheme defined in Definition 1.
3. P sends (RP , Com) to V .

V -step one
1. Computes V Rx = VRFEval(SKid, x) = R1

1R
1
2 · · ·R1

2U(n)R
2
1R

2
2 · · ·R2

2U(n)
· · ·Rn

1R
n
2 · · ·Rn

2U(n), and pfx = VRFProve(SKid, x). Note that SKid =
V RFSK. We call each Ri

j , 1 ≤ i ≤ n and 1 ≤ j ≤ 2U(n), a block with
respect to the pair (x, id).

2. Randomly selects (j1, j2, · · · , jn), where ji, 1 ≤ i ≤ n, is uniformly
distributed over {1, 2, · · · , 2U(n)}. For each i, 1 ≤ i ≤ n, computes
V RRi

ji
= VRFEval(SKid, R

i
ji

) and pfRi
ji

= VRFProve(SKid, R
i
ji

).
3. V sends (V Rx, pfx, (j1, j2, · · · , jn), (V RR1

j1
, V RR2

j2
, · · · , V RRn

jn
),

(pfR1
j1
, pfR2

j2
, · · · , pfRn

jn
)) to the prover P .

P-step-two
1. Verifies that V Rx is correct by invoking VRFVer(V RFPK, x, V Rx, pfx).

If not, aborts.
2. For each i, 1 ≤ i ≤ n, verifies that V RRi

ji
is correct by invoking

VRFVer(V RFPK,Ri
ji
, V RRi

ji
, pfRi

ji
). If not, aborts.

3. Constructs another NP-statement: x′=“there exists an NP-witness y
such that (x, y) ∈ RL OR for each i, 1 ≤ i ≤ n, there exists a j ∈
{1, 2, · · · , 2U(n)} and a string si

j such that ci, j = Csi
j
(V RRi

ji
)”.

4. As does in the second round of Dwork and Naor’s 2-round rWI, on the
statement x′ while using y as the witness P generates and sends to V
p(n) NIZK proofs {NIZK(x′, RP⊕RVi), 1 ≤ i ≤ p(n)}. The randomness
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used by P is got by applying his PRF fw on the transcript so far. In the
rest of this paper, we denote by {NIZK(x′, RP ⊕RVi), 1 ≤ i ≤ p(n)} a
p(n)-NIZK-proof sequence.

Verifier’s Decision. If the p(n) NIZK proofs above are all acceptable then
accepts, otherwise, rejects.

Theorem 1. Assuming the security of RSA with large exponents against
subexponential-time adversaries, the above protocol is a 3-round black-box reset-
table zero-knowledge argument with concurrent soundness for NP in the WPK
model.

Proof. (sketch)

The completeness and the optimal round-complexity of our protocol can
be easily checked. In the rest we focus on proofs of black-box resettable zero-
knowledge and concurrent soundness.

(1). Black-Box Resettable Zero-Knowledge

The rZK property can be shown in a way similar to (and simpler than) the
way shown in [8].

Specifically, for any (s, t)-resetting malicious verifier V ∗, suppose the outputs
of the first stage of V ∗ are: s(n) distinct strings x1, x2, · · · , xs(n) ∈ L of length n
each, the public file F and a list of s(n) identities id1, id2, · · · , ids(n). Intuitively,
if for each block, Ri

j (1 ≤ i ≤ n and 1 ≤ j ≤ 2U(n)), with respect to (xk, idt),
1 ≤ k, t ≤ s(n), the simulator can learn the output of VRFEval on Ri

j before
his commitments in P-step-one then it is easy for the simulator to generate a
transcript that is computationally indistinguishable from the real interactions
between P and V ∗. That is, the simulator simulates the P-step-one by just
setting tij = VRFEval(V RFSK,Ri

j), 1 ≤ i ≤ n and 1 ≤ j ≤ 2U(n). Since for
an (s, t)-resetting verifier V ∗, there are at most s(n)2 · 2U(n) · n blocks in total,
the simulator works as follows to generate a simulated transcript while oracle
accessing to V ∗.

The simulator works in s(n)2 · 2U(n) · n+ 1 phases. Each phase corresponds
to an attempt to simulate the real interactions between P and V ∗ and so each
phase may consist of multiple sessions. In each phase the simulator uses an
independent random-tape to try to simulate the real interactions between P
and V ∗ except that at the current session V ∗ invokes P on the same x and PKid

that has been used in a previous session. In this case, the simulator simulates
the P-step-one of current session by just copy the P-step-one messages sent in
the previous session. In each phase, suppose V ∗ invokes P on x and PKid at
the current session then the simulator simulates the P-step-one of the current
session by committing to the outputs of VRFEval on the blocks with respect
to (x, id) he has learnt previously, together with committing to some garbage
values if he has not yet leant the outputs of VRFEval on all the blocks with
respect to the pair (x, id). We remark that at any point in the simulation if the
simulator detects cheating (e. g. the V-step-one messages do not pass through
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the VRFVer test correctly) then the simulator aborts the simulation and outputs
the transcript so far. It is easy to see that in each phase if V ∗ does not select a
new block in this phase then the simulator succeeds in generating a simulated
transcript that is indistinguishable from the real interactions between P and V ∗

due to the pseudorandomness of the PRF used and the computational hiding
of the commitment scheme and the witness indistinguishability property of the
underlying Dwork and Naor’s 2-round rWI. Otherwise, the simulator will learn
the outputs of VRFEval on at least one new block and in this case the simulator
goes to the next phase. Here we have ignored the probability that a malicious
verifier may give different outputs of VRFEval on the same block. But according
to the unique probability of the VRF this probability is indeed exponentially
small.

We stress that in each phase of above simulation the simulator does not
rewind V ∗ and so he can proceed in strict polynomial-time in each phase. Also
note that the total number of phases is also a polynomial. It means that the
black-box simulator works in strict polynomial time rather than expected polyno-
mial time. We remark that this result does not hold for black-box zero-knowledge
in the standard model. Indeed, expected polynomial time is necessary for black-
box zero-knowledge simulation in the standard model [6] and the first non-black-
box zero-knowledge argument forNP with strict polynomial time simulation was
presented in [1].

(2). Concurrent Soundness

We first note that a computational power unbounded prover can easily con-
vince the verifier of a false statement since he can get the V RFSK if his compu-
tational power is unbounded. Hence the above protocol constitutes an argument
system rather than a proof system.

To deal with the soundness of the above protocol in the WPK model we stress
that we should be very careful since our argument system works in a somewhat
“parallel repetition” manner to reduce the error probability. The reason is that
Bellare et al. have proven that for a 3-round argument system if the verifier has
secret information regarding historical transcripts then parallel repetition does
not guarantee to reduce the error probability [5]. Note, however, that in our
argument protocol the verifier indeed has secret information, the SK.

The following proof uses a standard reduction technique. That is, if the above
protocol does not satisfy concurrent soundness in the WPK model then we will
construct a machine T = (TE , TJ) to break the residual pseudorandomness of
the VRF.

Suppose the above protocol does not satisfy concurrent soundness in the
WPK model then in a concurrent attack issued by an (s, t)-concurrent malicious
prover P ∗ against an honest verifier with identity id, Vid, with non-negligible
probability there exists an i, 1 ≤ i ≤ s(n), such that Vid outputs “accept xi”
while xi �∈ L and xi has not been used by P ∗ in more than U(n) sessions. Now,
TE first guesses this “i” and then simulates the concurrent multiple interactions
between P ∗ and Vid while running P ∗. Note that in his simulation TE does
not need to rewind P ∗ since he has oracle access to both VRFEval(V RFSK, ·)
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and VRFProve(V RFSK, ·) and the ji, 1 ≤ i ≤ n, in V-step-one is uniformly
distributed over {1, 2, · · · , 2U(n)}. So, TE can simulate the multiple concurrent
interactions between P ∗ and Vid. When it is the time to simulate the i-th session
TE first determines whether xi ∈ L or not by just enumerating all the NP-
witnesses of xi. Note that with non-negligible probability this is the case that
xi /∈ L since TE can correctly guess the i with non-negligible probability. If
xi /∈ L then TE runs P ∗ to get the P-step-one messages from P ∗. Then TE

uniformly selects (j1, j2, · · · , jn) from {1, 2, · · · , 2U(n)} and computes n blocks
(R1

j1
, R2

j2
, · · · , Rn

jn
) with respect to (xi, id) just as Vid does in V-step-one. Since

xi has been used at most U(n) times and for each i, 1 ≤ i ≤ n, ji is uniformly
distributed over {1, 2, · · · , 2U(n)}, then with probability at least 1−2−n TE will
select a new block from all the 2U(n) · n blocks with respect to the pair (xi, id),
on which the output of VRFEval is unknown to P ∗ up to now. Denote by Rk

jk
,

1 ≤ k ≤ n, the new block selected. TE then outputs (Rk
jk
, state), where state is

the historical view of TE .
Now, TJ receives v and TJ ’s job is to find whether v is a truly

random value or VRFEval(V RFSK,Rk
jk

). For this purpose TJ first con-
structs the new NP-statement x′ (defined in P-step-two) with respect to
(V RR1

j1
, V RR2

j2
, · · · , V RRk−1

jk−1
,

v, V RRk+1
jk+1

, · · · , V RRn
jn

). The key observation is that if v is a truly random

value then most likely there are no p(n)-NIZK-proof sequences in which the
p(n) NIZK proofs are all acceptable on the statement x′ since xi /∈ L and the
commitment scheme used by P ∗ is perfect binding and v is completely unpre-
dictable for P ∗. However, if v = VRFEval(V RFSK,Rk

jk
), then (according to our

assumption) with non-negligible probability there exists a p(n)-NIZK-proof se-
quence in which the p(n) NIZK proofs are all acceptable on the statement x′.
Note that TJ can enumerate all the NIZK proofs for x′ in time p(n) · 2nγ

. Then
TJ checks that if there exists a p(n)-NIZK-proof sequence in which the p(n)
NIZK proofs are all acceptable. If find such a sequence then TJ decides that
v = VRFEval(V RFSK,Rk

jk
), otherwise, TJ decides that v is a truly random

value. Note that p(n) · 2nγ

< 2nα

which violates the residual pseudorandomness
of the VRF. �
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Abstract. We define and construct simulatable commitments. These are
commitment schemes such that there is an efficient interactive proof
system to show that a given string c is a legitimate commitment on a
given value v, and furthermore, this proof is efficiently simulatable given
any proper pair (c, v). Our construction is provably secure based on the
Decisional Diffie-Hellman (DDH) assumption.
Using simulatable commitments, we show how to efficiently transform
any public coin honest verifier zero knowledge proof system into a proof
system that is concurrent zero-knowledge with respect to any (possibly
cheating) verifier via black box simulation. By efficient we mean that
our transformation incurs only an additive overhead (both in terms of
the number of rounds and the computational and communication com-
plexity of each round), and the additive term is close to optimal (for
black box simulation): only ω(log n) additional rounds, and ω(log n) ad-
ditional public key operations for each round of the original protocol,
where n is a security parameter, and ω(log n) can be any superlogarith-
mic function of n independent of the complexity of the original protocol.
The transformation preserves (up to negligible additive terms) the sound-
ness and completeness error probabilities, and the new proof system is
proved secure based on the DDH assumption, in the standard model of
computation, i.e., no random oracles, shared random strings, or public
key infrastructure is assumed.

1 Introduction

Zero knowledge proofs are (interactive) proofs that yield nothing but the va-
lidity of the assertion being proved, and they are one of the most fundamental
building blocks in cryptographic protocols. For example, zero knowledge proofs
can be used to make sure that distrustful parties involved in a protocol are re-
ally following the protocol instructions, without revealing any extra information.
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The original formulation of the notion of zero knowledge [22] considers a single
prover and a single verifier working in isolation. This formulation is inadequate
for real applications where zero knowledge proofs are used as part of complex
protocols. In order to use zero knowledge proofs in real applications one needs
to make sure that the proof system is zero knowledge not only when executed
in isolation, but also when many instances of the proof system are executed
asynchronously and concurrently. This strong notion of zero knowledge, first
discussed in [15,13], has been the subject of many recent investigations [14,27,
13,12,9,4,32,26,5,7,1]. For example, in [9,4], it is shown that if a public key infras-
tructure (PKI) is in place, then all languages in NP have an efficient (constant
round) concurrent zero knowledge proof system. Unfortunately, in the standard
model, where no PKI is available, Canetti, Kilian, Petrank and Rosen [5] have
shown that no nontrivial language (i.e., no language outside BPP) has constant
round black box concurrent zero knowledge proofs. In particular, [5] provides a
o(log n/ log log n) lower bound on the number of rounds for any such protocol.
Interestingly, Richardson and Kilian [31] presented a concurrent black-box zero
knowledge interactive proof for all NP, demonstrating the existence of such a
proof. The proof required a polynomial (in the security parameter n) number of
rounds. Kilian and Petrank [26] have drastically reduced the number of rounds
by providing a simulator and an analysis showing that a polylogarithmic num-
ber of rounds is sufficient to achieve concurrent zero knowledge. Recently, the
analysis of the simulator of [26] has been improved by Prabhakaran, Sahai and
Rosen[30] showing that ω(log k) many rounds are enough.

Although less efficient than solutions in the PKI model, the solution of [31,
26,30] is interesting because it may be used where a PKI is not possible, or
as a mean to set up a public key infrastructure or establish common random
strings. Namely, one possible good use of a moderately efficient concurrent zero-
knowledge protocol in the standard model is that it can be used to register public
keys with a certification authority and bootstrap the system. Once the PKI is
available, then one can use the very efficient concurrent zero knowledge proofs
in the PKI model.

1.1 This Work

The protocol and analysis of [31,26,30] are general plausibility results, showing
that any language in NP has a concurrent zero knowledge protocol with a loga-
rithmic number of rounds. Although the number of rounds is relatively small (in
fact, within a ω(log log n) factor from the optimal for black-box simulation), the
steps of the protocol use general results about zero knowledge proof systems for
any NP problem. Thus, the resulting protocol is not practical. The goal of this
paper is to show that for a large class of languages, the ideas in [31,26,30] lead to
concurrent zero knowledge proofs that are efficient enough to be practical, i.e.,
their cost is comparable (within any ω(log n) factor) with that of number theo-
retic operations commonly used in public key cryptography. We show that any
language that admits a public coin honest verifier zero-knowledge proof system,
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can be efficiently transformed into a very strong proof system. The new proof sys-
tem is concurrent zero knowledge with respect to any (possibly cheating) verifier
via black box simulations. The cost of the transformation is minimal: ω(log n)
additional rounds (which, by [5], is close to optimal for black-box simulation),
where the cost of each additional round is essentially the same of a standard
public key operation (say, a modular exponentiation in a finite field). The com-
putational overhead for the remaining rounds is also ω(log n) exponentiations
for each pair of rounds of the original protocol. Moreover, the soundness and
completeness error of the new protocol are essentially the same as the original
one. Our protocols are based on a perfectly binding commitment scheme based
on the Decisional Diffie-Hellman (DDH) assumption which satisfies some special
properties. Note that our transformation works for many interesting protocols.
In fact, many of the known zero-knowledge proof systems are public-coin (see
for example [22,20]). Note also that parallel repetition may be used with these
protocols to reduce error since we only require honest verifier zero knowledge.

A weaker result that follows from our technique is a transformation of com-
putational public-coins honest-verifier zero-knowledge proofs into computational
public-coins zero-knowledge proofs that are good also for non honest verifiers (in
the non-concurrent setting). Such a transformation trivially follows from the fact
that everything provable is provable in computational zero-knowledge [20,23,2]:
one can simply disregard the given public-coins honest-verifier zero-knowledge
proof system, and construct a new computational (general) zero-knowledge proof
system for the same language from scratch. However, this general (trivial) trans-
formation is not efficient because it requires performing a reduction to a complete
problem. Methods for improving the efficiency of the transformation to remove
the honest-verifier restriction for computational zero-knowledge protocols have
been investigated in [24] and can be obtained from the techniques in [6], but
none of these results makes a practical protocol with a widely acceptable se-
curity assumption. Our techniques allow such a transformation for public coin
zero-knowledge proofs with low overhead and building on the Decisional Diffie
Hellman assumption. Note that a similar transformation from honest verifier to
cheating verifier for statistical zero knowledge does not follow from general com-
pleteness results, yet, [21] shows that such transformation is possible in principle.
Our transformation is much more efficient than the one in [21], but it does not
preserve statistical zero knowledge, i.e., even if applied to a honest verifier sta-
tistical zero knowledge proof system, the transformed protocol will satisfy only
computational zero knowledge.

Our protocols are based on a new primitive that we denote simulatable com-
mitment schemes. These are commitment schemes that satisfy the standard re-
quirements of commitment schemes with respect to secrecy and binding of a
commitment phase and a reveal phase. We require two extra features of simu-
latable commitments. First, we require the existence of a proof system to show,
given a pair of strings (c, v), that c is a commitment to the value v. Second,
we require an efficient simulator for the view of the honest verifier in this proof
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system. The definition and construction of an efficient simulatable commitment
scheme based on the DDH assumption are provided in Section 4.

It is worth noting the exciting result of Barak [1] presenting a constant round
zero-knowledge proof with bounded concurrency. His zero-knowledge proof is a
breakthrough in showing that a non trivial non black-box zero-knowledge proof
exists. However, this protocol works in the model of bounded concurrency. A
polynomial bound on the number of concurrent sessions must be known a priori
and the length of each message is larger than this number. Thus, for defending
against a large polynomial number of concurrent sessions (say, n3), we need a
seemingly inefficient protocol with very long messages. From a practical stand-
point we could not find a way to instantiate Barak’s protocol in an efficient
manner. We believe it is an interesting open question to find a way to make
the constant-round zero-knowledge proof of Barak efficient enough to be used in
practice.

1.2 Alternative Protocols

We are aware of two related protocols that may be used for obtaining concur-
rent zero-knowledge proof systems without requiring the usage of general NP
reductions. The first is a protocol for resettable zero-knowledge that appeared
in (the earliest version of) [4], and the other is the protocol of [30]. Both proto-
cols are stated for a specific NP language, but may be used with other similar
zero-knowledge public coins protocols. The class of zero knowledge protocols ad-
equate for use with these techniques includes many of the known public coins
zero-knowledge protocols (e.g., protocols where the simulator can be used to
produce distributions indistinguishable from the conditional view of the verifier
given its random coins), but it does not include the class of all honest verifier
(public coins) zero-knowledge protocols. In order to explain the problems that
arise when applying these transformations to generic public-coins honest-verifier
protocols, we consider a different, but related, transformation that appears to be
part of the cryptography community folklore. The folk theorem says: in order to
transform a public-coins honest-verifier zero-knowledge protocol into one secure
against possibly cheating verifiers (in the non-concurrent setting), let the verifier
commit to its random queries at the beginning of the protocol, and then, in place
of sending a random queries, open the initial commitments. This transformation
(used for example in [19] to preserve zero-knowledge under parallel composition,
following a suggestion from [20]) does not by itself enforce honest verifier be-
havior. Consider for example a honest-verifier proof system where, if the verifier
sends the all 0’s query the prover reveals some secret. This proof system can
still be honest-verifier zero-knowledge because the chances that a honest verifier
will send random query 0n are negligible. Still, letting the verifier commit to the
query beforehand does not keep a cheating verifier from making the query 0n,
and extract some secret information from the prover.

It is possible to use some additional tricks (e.g., a two party coin tossing
protocol) to make the constructions implicit in [4,30] work also with any HVZK
protocols, thus providing an alternative to the protocol in this paper. However,
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these two constructions are much less efficient. The first one seems to require
(even if adapted to state of the art work on concurrent zero-knowledge) a large
number of commitments and it is based on the strong DLP assumption. The
later protocol is also inefficient requiring O(�2) commitments (for � being the
number of rounds in the preamble). The construction in this paper requires only
4(k + 1)� additional exponentiations, where k is the number of rounds in the
honest verifier zero-knowledge protocol used (typically, k = 3).

1.3 Organization

The rest of the paper is organized as follows. In section 2 we introduce standard
definitions and notation. In section 3 we describe the original concurrent zero-
knowledge proof that we build on. In section 4 we define the special properties of
simulatable commitments to be used in the main protocol, and describe a specific
construction of simulatable commitments based on the Decisional Diffie Hellman
assumption. In Section 5 we present the main result, showing how (efficient)
simulatable commitments can be used to efficiently transform any public coin
honest verifier zero knowledge protocol into a concurrent general zero knowledge
one. In Section 6 we present the easier, yet interesting, transformation from any
public coins honest verifier zero knowledge proof into a zero knowledge proof
that is robust also against non honest verifiers.

2 Preliminaries

Due to lack of space, we refrain from presenting standard definitions such as zero-
knowledge, auxiliary input zero-knowledge, black box simulation, and witness
indistinguishability. We now present some issues that are more within the focus
of this paper. In addition to the very basic definitions, we would like to stress
the variants that are specifically interesting for us.

Public coin proofs. We say that a proof system is public coins if all the
messages of the (honest) verifier are computed by choosing uniformly at random
an element in a predetermined set and sending the chosen element to the prover.
The power of verification stems (only) from the fact that future verifier messages
(challenges) are not known to the prover before the verifier sends them.

The number of rounds. An interaction proceeds in rounds of communication.
One of the parties sends a message to the second party, and then the other party
responds. This goes on until the protocol ends. Each message sent is one round
of the protocol. In particular, we will discuss 3 round proofs in which the prover
sends one message, the verifier responds, and then the prover finishes with a last
message.

Concurrent zero-knowledge. Following [13], we consider a setting in which
a polynomial time adversary controls many verifiers simultaneously. However,
since in this paper no timing assumption is needed, we slightly simplify the
model of [13] and omit any reference to time. Without loss of generality we
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also assume that messages from the verifiers are immediately answered by the
prover. In other words, we assume that the conversation between the prover P
and the verifiers V1, V2, . . . is of the form v1, p1, v2, p2, . . . , vn, pn where each vj is
a message sent by some verifier Vij

to P , and the following pj is a message sent
by P to Vij in reply to vj . The adversary A takes as input a partial conversation
transcript, i.e., the sequence of messages received from the prover p1, . . . , pk so
far (with the verifiers’ messages vj and their senders Vij being implicitly specified
by the adversarial strategy A). The output of A will be a pair (i, v), indicating
that P receives message v from a verifier Vi. The view of the adversary on input
x in such an interaction (including all messages, and the verifiers random tapes)
is denoted (P,A)(x).

Definition 1. We say that a proof or argument system (P, V ) for a language
L is (computational) black box concurrent zero-knowledge if there exists a proba-
bilistic polynomial time oracle machine S (the simulator) such that for any prob-
abilistic polynomial time adversary A, the distributions (P,A)(x) and SA(x) are
computationally indistinguishable for every string x in L.

In what follows, we will usually refer to the adversary A as the adversarial
verifier or the cheating verifier, and denote it by V ∗. All these terms have the
same meaning.
Commitment schemes. We include a short and informal presentation of com-
mitment schemes. For more details and motivation, see [18]. A commitment
scheme involves two parties: The sender and the receiver. These two parties are
involved in a protocol which contains two phases. In the first phase the sender
commits to a bit (or, more generally, an element from some prescribed set),
and in the second phase it reveals it. We make two security requirements which
(loosely speaking) are:

Secrecy: At the end of the commit phase, the receiver has no knowledge about
the value committed upon.

Binding property: It is infeasible for the sender to pass the commit phase suc-
cessfully and still have two different values which it may reveal successfully
in the reveal phase.

Various implementations of commitment schemes are known, each has its
advantages in terms of security (i.e., binding for the prover and secrecy for the
receiver), the assumed power of the two parties etc. Two-round commitment
schemes with perfect secrecy can be constructed from any claw-free collection
(see [18]). It is shown in [3] how to commit to bits with statistical security, based
on the intractability of certain number-theoretic problems. D̊amgard, Pedersen
and Pfitzmann [10] give a protocol for efficiently committing to and revealing
strings of bits with statistical security, relying only on the existence of collision-
intractable hash functions. Commitment schemes with perfect binding can be
constructed from any one-way functions [28].

We will employ different commitment schemes for the prover and the verifier.
The prover’s scheme will be perfectly binding. In particular, in this work we
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construct commitment schemes that are perfectly binding and computationally
secure with extra special properties. The details are given in Section 4. For
perfectly hiding commitments used by the verifier, no special property is needed,
and any scheme can be used. (We suggest using Pedersen’s commitment, as this
scheme can be implemented using the same global parameters as required by
our simulatable commitment.)

The commitment scheme that we will use for the prover is non interactive,
meaning that the commit phase consists of a single message from the prover
to the verifier. The commitment message used to commit to value v using ran-
domness r is denoted commitr(v). The canonical decommitment procedure is
also non interactive, and consist in revealing the randomness r used to compute
the commitment message c to the verifier, who checks that c is indeed equal to
commitr(v).

3 The Richardson-Kilian Protocol

Richardson and Kilian [31], following ideas of Feige, Lapidot, and Shamir [16],
have proposed a concurrent zero-knowledge proof system, for any language in NP,
with a polynomial number of rounds. Kilian and Petrank [26] have drastically
improved the analysis of the protocol by presenting a new simulation technique
and showing that a polylogarithmic number of rounds suffices. The analysis
of the Kilian-Petrank simulator has been further improved by Prabhakaran,
Sahai, and Rosen [30] showing that the number of rounds can be reduced to any
superlogarithmic function ω(log n).

The protocol itself has the following structure. Initially the verifier V com-
mits to random values v1, . . . , v�. Then P and V alternate � times, with P first
committing to some value v′i, and then V revealing vi opening the correspond-
ing commitment sent in the first round. The intuition is that P tries to guess
the value of vi before V decommits. However, since the commitment proto-
col used by V is statistically hiding, the prover has only a negligible chance
at making the right guess v′i = vi for any i = 1, . . . , �. After P has com-
mitted to v′1, . . . , v

′
l and the verifier has successfully decommitted v1, . . . , vl, P

proves in zero knowledge that either v′i = vi for some i or x ∈ L. More pre-
cisely, if c1, . . . , c� are the commitments to v′1, . . . , v

′
�, P and V engage in a zero

knowledge (in fact, witness indistinguishable is enough) proof that the string
x′ = (c1, . . . , c�, v1, . . . , v�, x) belongs to the NP language L′ of all strings such
that either x ∈ L or commit(vi, ri) = ci for some i and ri. The intuition for this
second stage is that in a real interaction between the prover and the verifier, the
chances of P correctly guessing a commitment ci to the right string vi before vi

is revealed is negligible. So, proving x′ ∈ L′ is essentially equivalent to showing
x ∈ L. However, a simulator with black box access to the verifier strategy V ∗

can produce a conversation between P and V ∗ by first choosing random values
for v′i, and after some vi is revealed, “rewind” V ∗ back to a point after the initial
commitment of the verifier to v1, . . . , v�, but before the commitment of P to ci
(e.g., right after the verifier reveals vi−1). During this second run, when the ad-
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versarial verifier reveals vi−1, the simulator replies with a commitment to vi (as
revealed by V ∗ in the previous run). So, by the time the first stage of the pro-
tocol is over, the simulator knows a witness of x′ ∈ L′ (namely, the randomness
used to commit to v′i = vi), and can successfully prove the statement x′ ∈ L′ to
the verifier. This is different from the witness used in a real interaction between
P and V , but, because of the witness indistinguishability property of the proof
system used in the second stage, the conversation transcript produced by the
simulator will be indistinguishable from the real one. As a matter of terminol-
ogy, the first and second stage of the proof are usually called the preamble and
the body of the proof. The difficulty in carrying this simulation scheme is that
the adversarial verifier can cause the simulator to fail by aborting the execution
of the verifier protocol before revealing vi during the first run (in which case
the prover is also entitled to abort the protocol), but successfully decommit-
ting vi during the second run, causing the simulator to reach the body of the
proof without knowing an NP-witness for x′ ∈ L′. In [5] it is shown that if the
number of rounds (in any concurrent black-box zero-knowledge proof system) is
o(log k/ log log k), then by coordinately aborting several concurrent executions
of the protocol, the adversarial verifier can force the simulator to perform a
superpolynomial number of rewinding operations in order to simulate the con-
versation for a non trivial language L. (Namely they show that any polynomial
time simulator can be transformed into a probabilistic polynomial time decision
procedure for L, showing that L is in BPP.)

In a sequence of papers [31,26,30], Richardson, Kilian, Petrank, Prabhakaran,
Sahai and Rosen show that if the number of rounds in the preamble is set to
any superlogarithmic function ω(log k) in the security parameter, then there is
a polynomial time rewinding strategy that always allows the simulator to reach
the second stage of any concurrent execution of the protocol with a valid com-
mitment to v′i = vi for some i. Moreover, the rewinding strategy is independent
(oblivious) of the adversarial verifier strategy. It follows (using standard hybrid
techniques, and the secrecy properties of commitments and witness indistinguish-
able proofs) that the final transcript used by the simulator is indistinguishable
from a real conversation.

3.1 How We Improve the Proof System

Our protocol is based on the protocol of [31,26,30]. In particular, we use a similar
structure of proof system with an important modification. Our proof of correct-
ness relies on the proof in [26] with an additional analysis. In particular, our
construction is based on a special commitment scheme such that committed val-
ues can be efficiently proved in zero knowledge, i.e., the proof of the commitment
can be simulated. Interestingly, our proof system uses the simulator of the com-
mitment scheme as a subroutine, while the concurrent simulator uses the actual
proof system (of the commitment scheme). This provides an interesting appli-
cation of zero-knowledge simulation where the simulator (of the commitment
scheme) is not only used in the proof of security of the application, but it is
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actually invoked by the protocol. Thus, the efficiency of the application directly
depends on the efficiency of the simulator.1

The main differences between our proof system and the proof systems in
[31,26,30] is that we use a specific commitment scheme with some interesting
properties and that we do not invoke a general zero-knowledge proof for an NP-
Complete problem. Instead, we start with any public coins zero-knowledge proof
and extend it in an efficient manner making it concurrent. Furthermore, it is
enough for us that the original proof system is honest-verifier zero-knowledge
whereas the Kilian-Petrank transformation required a witness indistinguishable
proof system that is good for any verifier.

It should be noted that the number of rounds in the protocols obtained
applying our transformation depends on the number of rounds in the original
public coin protocol. So, our protocol can have a larger number of rounds than
protocols obtained invoking general results for NP (which employ a constant
round protocol in the proof body, e.g., 5 rounds in the case of [19]). However,
public coin HVZK protocols usually have only a small constant number of rounds
(typically 3). So, for most cases of practical interest the round complexity of
our protocols is comparable with (or even slightly better than) that of general
results for NP. (We remark that since we only need protocols that are zero-
knowledge with respect to the honest verifier, the soundness error can be made
arbitrarily small by parallel repetition, without increasing the number of rounds
of the original protocol.) More importantly, since our transformation does not
invoke Cook’s theorem, our protocols are much more efficient than protocols
obtained from general results from a computational point of view. Details follow.
Consider an NP language L. General completeness results immediately give a
computational zero knowledge proof system that operates as follow. Let f be
a polynomial time computable reduction from L to an NP-Complete problem
C for which a zero-knowledge proof system is known. (E.g., the zero knowledge
proof system for 3-colorable graphs of [19] used by [26,30].) In order to prove
that x ∈ L, both the prover and the verifier apply function f to x to obtain an
instance f(x) of problem C. Finally the known proof system for NP-Complete
language C is used to prove that f(x) ∈ C. Even if the proof system for C is
reasonably efficient, this scheme hides a big computational overhead behind the
application of the reduction function f . Typical reduction functions f perform
some sort of gate-by-gate transformation, starting from the verification circuit
for the instance-witness relation associated to NP language L. So, the size of
the output of f is usually much bigger than the size of the original problem.
In contrast, in our proof system the prover algorithm of the original public coin
protocol is run unmodified, and the only overhead is a small number of additional
public key operations. So, if we start from an efficient public coin protocol, the
transformed protocol is also efficient enough to be run in practice.

1 Such use of simulators within cryptographic protocols is not new, and it has occurred
before for example in [8,11].
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4 Simulatable Commitments

We start by defining and constructing simulatable commitment schemes that sat-
isfy some special properties. We will later use these commitment schemes for the
efficient transformation from public coin honest verifier proofs into concurrent
general zero knowledge proofs.

Simulatable commitment schemes satisfy the standard requirements of (non-
interactive) commitment schemes with respect to secrecy and binding of a com-
mitment phase and a reveal phase. In this section, we will be interested in com-
mitments with perfect binding and computational secrecy properties.

We require two extra features of simulatable commitments. First, we require
the existence of a proof system to show, given a pair of strings (c, v), that c
is a commitment to the value v. Second, we require a simulator for this proof
system with some special properties. Let us start with the proof system. The
prover (in this proof system) gets as an auxiliary input the randomness used to
compute the commitment message, i.e., the string r such that c = commitr(v).
Informally this proof system has the following five properties:

– 3 Rounds: The prover sends the first message and the last. The verifier
sends the second message. We denote these three messages by (m, q, a). (In-
tuitively: message, query, answer.)

– Public Coins: The proof system is “public coin”, meaning that the honest
verifier chooses its message q uniformly at random from some prescribed set
Q.

– Perfect Completeness: If the input (c, v) satisfies the property that c is a
commitment on v, then the prover produces a first message m such that for
any possible verifier choice of q ∈ Q the prover continues by outputting an
a such that the verifier accepts the proof (m, q, a).

– Optimal Soundness: We say that the soundness error of the proof is ε if
for any common input (c, v) that does not satisfy the property that c is a
commitment on v the following holds. For any possible m, there are at most
ε · |Q| strings q that can be answered by the prover. Namely, for at most
ε · |Q| strings q there exists a string a such that the verifier accepts (m, q, a).
We say that the soundness is optimal if for any possible m there is only one
single q ∈ Q that can be answered by the prover.

– Efficiency: The prover can be implemented as a polynomial time machine
given a proof r that c is a commitment on v. Namely, r is a string such that
c = commitr(v).

Our second requirement of a simulatable commitment scheme is that there
exists a (non-rewinding) simulator S for the view of the honest verifier in the
above proof. We call a pair of strings (c, v) legitimate input if v is any string and
c is a possible commitment c = commitr(v) to value v for some r. The following
two distributions are polynomially indistinguishable over the set of legitimate
pairs (c, v):
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1. Interactions with the honest verifier: Invoke the prover on input (c, v, r) (and
uniformly chosen random coin tosses) to produce a first proof message m,
choose uniformly at random a query q ∈ Q and invoke the prover again
with the chosen query q to get the third message a. The output is set to the
computed triplet (m, q, a).

2. Simulation of legitimate inputs: the output of simulator S on input (c, v)
(and uniformly chosen random coin tosses).

Having stated the properties of the simulator, let us make an important claim
about the output distribution of the simulator on “bad” inputs.

Claim. The following two distributions are polynomially indistinguishable over
strings v in the domain of committable values.

– Simulation of random commitments Ω1(v): Invoke the commitment scheme
on v to get c = commitr(v) (using uniformly chosen random coin tosses
r), invoke the simulator on input (c, v) (and uniformly chosen random coin
tosses), and output the resulting triplet (m, q, a).

– Simulation of random bad commitments Ω2(v): Choose uniformly at random
a value v′ from the domain of committable values, invoke the commitment
scheme on v′ to get c = commit(v′) (using uniformly chosen random coin
tosses), invoke the simulator on input (c, v) (and uniformly chosen random
coin tosses), and output the resulting triplet (m, q, a).

Sketch of proof: If the distributions Ω1(v) and Ω2(v) are polynomial time dis-
tinguishable then it contradicts the secrecy property of the commitment scheme.
In order to check with polynomial advantage whether a commitment c is a valid
commitment on a value v one may run the simulator on input (c, v) and use the
given distinguisher to get a polynomial advantage. This contradicts the secrecy
property of the commitment scheme. ��

To allow future reference to the prover machine, verifier machine and simu-
lator, we adopt the following notations. The proof system is specified by a tuple
(P 0

com, P
1
com, Vcom,Q, Scom) where

– (P 0
com, P

1
com) is the prover strategy. More precisely, P 0

com is a probabilistic
polynomial time algorithm that on input (c, v, r) such that commitr(v) = c,
outputs the first prover message m and some state information s. On input
(c, v, r), state information s and challenge q, P 1

com outputs an “answer” a to
challenge q.

– Q is the set of possible challenges and Vcom is a (deterministic) polynomial
time verification procedure that on input a transcript (c, v,m, q, a) either
accepts or rejects the input.

– Scom is a probabilistic polynomial time algorithm that on input a pair (c, v)
of a value v and a commitment c, outputs a transcript (m, q, a) distributed
as described above.
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4.1 Using Simulatable Commitments

We will build a commitment scheme with optimal soundness. Let us point out
an important feature of this scheme, that allows this proof system to serve as
a building block in our zero-knowledge proof. If the common input is (c, v) and
c is not a commitment to v, then once m is fixed, a matching q is completely
determined. No other q ∈ Q can be completed into a convincing proof (m, q, a)
because of the optimal soundness property. On the other hand, if c is a commit-
ment to v, then fixing m has no influence over q. Any q ∈ Q can be completed
into a triple (m, q, a) that convinces the verifier.

A polynomial time algorithm cannot tell whether a pair (c, v) is legitimate or
not. Thus, the verifier or a distinguisher that looks at a proof transcript cannot
tell if m determines q (i.e., the pair was bad) or the choice of m allows any q ∈ Q
to be used next (i.e., the pair was good). The fact that any q ∈ Q can be chosen
(for good input pairs) will give the prover an advantage: the power to select any
value q ∈ Q that can be answered, after m is fixed. Such influence games in
which the prover has more influence if the input is legitimate, and less influence
if it is not, have been used in previous zero-knowledge protocols. See for example
[8,11,25].

We will now show how to obtain simulatable commitment schemes, and then
proceed with using simulatable commitment to implement efficient concurrent
zero knowledge proof systems (see Section 5 below).

4.2 Commitment Schemes Based on DDH

In this section we construct a simulatable commitment scheme and prove its
properties under the DDH assumption. We show that our commitment scheme
admits a very efficient zero knowledge proof system with perfect completeness
and optimal soundness, with a very efficient simulator. As noted earlier, in our
application we will use the simulator of the proof system associated to the com-
mitment scheme to build a concurrent zero knowledge protocol. Therefore, in
order to get an efficient protocol, it is not enough to have a simulator that runs
in polynomial time, but we need a simulator that is also reasonably efficient in
practice.

Our scheme is based on exponentiation in finite groups, but it is quite dif-
ferent from other discrete logarithm based commitment schemes, like Pedersen’s
[29].2 We assume a finite group G of large prime order Q such that the DDH

2 In fact, Pedersen’s algorithm is statistically hiding, and only computationally bind-
ing, so it would allow a computationally unbounded prover to cheat. Moreover,
Pedersen’s commitment does not have the simulatability property required by our
application. Another commitment scheme based on discrete exponentiation is the
trapdoor commitment of [17]. As Pedersen’s, this commitment scheme is only com-
putationally binding. Moreover, the scheme only allows to commit to single bit mes-
sages. On the other hand, like our scheme, the trapdoor commitment of [17] has
some special property (the trapdoor) that makes it useful in their application.



152 D. Micciancio and E. Petrank

problem in G is hard. We also assume that random elements of G can be effi-
ciently generated, and membership in G can be decided efficiently.3 We remark
that the hardness of the DDH problem in G is only used to protect the sender
from a cheating receiver. So, one can let the sender choose group G and send its
description to the receiver. In the sequel, we consider the group G (and its order
Q) as fixed, and all arithmetic operations and equalities should be interpreted
in group G, or modulo Q if they occur at an exponent.

In our commitment scheme, the prover first chooses two random elements
g, h of G \ {1}. Elements g, h are sent to the receiver together with the actual
commitment, and the receiver is responsible for checking that g and h generate
G.4 However, the same g, h can be reused for many commitments. Parameters
G,Q, g and h can be used to commit to any value in Q = {0, . . . , Q − 1}.
The commitment function is commitr(v) = (gr, hr+v), where v, r ∈ Q. Upon
receiving the commitment (ḡ, h̄), the verifier checks that ḡ, h̄ belong to G. If
this is the case, then (ḡ, h̄) can certainly be expressed as (gr, hv+r), for some
(possibly unknown to the verifier) r and v, because g and h are generators for
G.5

Perfect binding. The binding property immediately follows (in an information
theoretic manner) from the fact that g and h have order Q. Therefore, gr, hr+v

uniquely determine the values of r and r+ v (mod Q), and so also the value of
v.

Computational secrecy. The computational secrecy property immediately fol-
lows from the DDH assumption. Informally, since g is a generator it is possible
to write h = gω for some ω ∈ {0, . . . , Q− 1}. Using this fact, the DDH assump-
tion implies that it is impossible to distinguish (efficiently) between (g, h, gr, hr)
for a uniform r ∈ {0, . . . , Q − 1} and (g, h, gr1 , hr2) for uniform r1 and r2 in
{0, . . . , Q− 1}. Computational secrecy follows. Formally, one has to use the self
reducibility of the DDH problem. The details are omitted.

The proof system. We present a proof system to prove that (ĝ, ĥ) is a com-
mitment to v, i.e., that (ĝ, ĥ) = (gr, hr+v) for some r. We specify a 3-round
public coin proof system using the procedures P 0

com, P
1
com,Q, Vcom introduced

in the previous section. The common input to the proof is a tuple consisting of
global parameters G,Q, g, h, commitment string (ĝ, ĥ) and value v. The prover
also gets NP-witness r as an auxiliary input. The query set is the same as the
3 Groups with the properties above are standard in cryptography. For concreteness, we

exemplify a specific construction. The group G can be specified by two sufficiently
large primes P, Q such that Q divides P − 1. The group G is the order Q subgroup
of Z∗P . These parameters can be chosen by the prover at random, and the verifier
simply checks that P, Q are prime, and Q divides P−1. Membership of g in G can be
easily decided checking that gQ = 1 (mod P ). Finally, group G can be efficiently
sampled by picking a random g′ in ZP , and computing g = (g′)(P−1)/Q (mod P ).

4 This is easily done checking membership g, h ∈ G and g, h �= 1. Since group G has
prime order, it follows that g and h are both generators for G.

5 This check is not essential for the standard commitment and decommitment opera-
tion, but it will be useful to give a proof system for the simulatable commitment.
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set of input values Q. In the first stage the prover P 0
com((ĝ, ĥ), v, r) outputs mes-

sage (ḡ, h̄) = (gs, hs) and state information s, where s ∈ Q is chosen uniformly
at random. The answer P 1

com((ĝ, ĥ), v, r, s, q) of the prover to query q ∈ Q is
a = qr+ s (mod Q). The verification procedure V ((ĝ, ĥ), v, (ḡ, h̄), q, a) accepts
if and only if ĝq ḡ = ga and (ĥ/hv)qh̄ = ha.

It is easy to verify that the proof system has perfect completeness, i.e., if
the prover follows the protocol it can answer any query q ∈ Q so as to make
the verifier accept, and all procedures run in polynomial time. We now argue
that the proof has optimal soundness. Assume that for some ḡ, h̄, there are two
(distinct) q1, q2 for which the prover can make the verifier accept, with answers
a1, a2 respectively. Since ĝ and ĥ belong to G we can write (ĝ, ĥ) = (gr, hr+v′

)
for some r, v′. We want to prove that v′ = v. From the last check performed
by the verifier we know that ĝqi ḡ = gai and (ĥ/hv)qi h̄ = hai for i = 1, 2. It
follows that ĝq1−q2 = ga1−a2 and (ĥ/hv)q1−q2 = ha1−a2 . Using h = gω and
(ĝ, ĥ) = (gr, hr+v′

), we get

grω(q1−q2) = ĝ(q1−q2)ω = g(a1−a2)ω = h(a1−a2)

= (ĥ/hv)(q1−q2) = gω(r+v′−v)(q1−q2).

Taking the quotient of the first and last term, and extracting the discrete loga-
rithm to the base g, we get v(q1 − q2) = v′(q1 − q2) (mod Q). So, if q1 �= q2,
then (q1 − q2) is invertible modulo Q (because 0 ≤ q1, q2 < Q), and dividing by
(q1 − q2) yields equality v = v′.

The simulator. It remains to show that there exists a simulator Scom((ĝ, ĥ), v)
with the required properties (see Section 4). Here we describe the simple simu-
lator. On input (ĝ, ĥ) and v, the simulator chooses q, a ∈ {0, . . . , Q − 1} inde-
pendently and uniformly at random and sets ḡ = ga/ĝq, h̄ = ha/(ĥ/hv)q. The
output of the simulator is ((ḡ, h̄), q, a). To see that the simulator outputs the
correct distribution, we first check how the distribution of interactions of the
prover with the honest verifier looks like. This distribution consists of triplets
of the form ((gs, hs), q, a), where s and q are chosen uniformly at random in
{0, . . . , Q − 1} and a is set to a = q · r + s (mod Q). The same distribution
is obtained if one chooses q, a ∈ {0, . . . , Q− 1} independently and uniformly at
random, and then sets s = a − q · r (mod Q) and outputs ((gs, hs), q, a). The
latter is the output distribution of the simulator on legitimate inputs. Thus, the
simulator perfectly simulates the view of the honest verifier for any legitimate
pair (c, v), and the simulator does not rewind the verifier, as required by the
definition of simulatable commitments.

5 Efficient Concurrent Zero Knowledge

In this section we show that any public coin honest verifier zero knowledge proof
system can be efficiently transformed into a new proof system which is concurrent
zero knowledge with respect to any verifier. The transformation is based on any
simulatable and perfectly binding commitment scheme.
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5.1 An Overview

We modify the concurrent zero-knowledge proof system of [31,26,30] in the fol-
lowing manner. We start with a similar preamble. The verifier begins by commit-
ting to � random strings v1, . . . , v�, where � is any function asymptotically larger
than logn. The verifier may use any efficient statistically hiding commitment
scheme. As in the protocols of [31,26,30], the parties repeat for i = 1, . . . , � the
following steps: the prover commits to a random string v′i and then the verifier
reveals the string vi opening the corresponding commitment sent in the first
round. The prover uses a simulatable commitment scheme for his commitments.
The real prover cannot hope to set v′i = vi, except with negligible probability. On
the other hand, as shown in [31,26,30], the rewinding simulator may set v′i = vi

for one of the rounds 1 ≤ i ≤ �.
Next comes the body of the proof in which the prover shows that the input

is in the language. Here we provide a mechanism by which the prover and the
verifier together generate a random string to be used as the verifier’s challenge in
the original protocol. This random string is guaranteed to be uniformly chosen
at random if both of the following two conditions hold:

1. The prover has not managed to set v′i = vi for any round 1 ≤ i ≤ � in the
preamble, and,

2. One of the parties (either the prover or the verifier) follows the protocol.

On the other hand, if v′i = vi for some i, then the prover has the power to set
the outcome of the coin tossing protocol to any value of its choice. The random
string output by this protocol is used to run the original public coins proof and
show that the common input is in the language.

Completeness will easily follow. To show that soundness holds, we note that
the prover can only break the first condition with negligible probability, and
since the verifier follows the protocol, the random tape used is indeed random.
Therefore, soundness follows from the soundness property of the original proto-
col.

To claim zero-knowledge we note that the simulator may set v′i = vi for one of
the rounds 1 ≤ i ≤ � even in the concurrent setting. Using this, the simulator gets
control over the choice of the coin tosses for each of the rounds in the body of the
protocol. Therefore, it can use the following strategy. Run the simulator of the
original (honest verifier, non concurrent) proof system. This yields a transcript of
the body of the proof that is indistinguishable from the actual original interactive
proof. The simulator then forces the body of the concurrent proof be this output
of the original simulation. Doing this requires control over the choice of the
verifier random coin tosses in the simulated protocol, which he has, given that
v′i = vi.

We proceed with a formal description of the protocol and simulation.

5.2 The Protocol

Let commit be a simulatable perfectly binding commitment scheme, and let
(P 0

com, P
1
com, V

1
com, Q, Scom) be the corresponding proof system and simulator.
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Let also (PL, VL) be any public coin honest verifier zero knowledge proof system
for some language L. Let 2k + 1 be the number of rounds of the (original)
protocol. Without loss of generality we assume that the verifier messages are
chosen from a set Q.6 More precisely, the prover PL is an algorithm that on
input a string x ∈ L, some randomness rL, and a sequence of messages q1, . . . , qi,
(for 1 ≤ i ≤ k) outputs the next prover message pi+1. The verifier algorithm
answers each prover message pi with a random and independently chosen qi, and
at the end of the interaction applies a verification procedure VL(x, p1, q1, . . . , pk)
to determine whether to accept or reject x.

We show how to combine (PL, VL) and the commitment scheme to design
a new interactive proof system for language L. Let �(n) be any function such
that �(n) = ω(log n). In what follows � = �(|x|). The new proof system is the
following.

1. The verifier chooses uniformly at random a sequence of values v1, . . . , v� from
an exponentially large set V . The verifier commits to the values v1, . . . , v� in
the sequence using a perfectly hiding commitment scheme. The commitments
are sent to the prover.

2. The following two steps are executed for i = 1, . . . , �
a) The prover chooses uniformly at random a value v′i ∈ V , computes a

commitment ci = commitr(v′i) using a simulatable commitment scheme
(and fresh randomness r each time), and sends the commitment to the
verifier.

b) The verifier opens vi. If at any point the verifier does not open the
commitment properly, the prover aborts the execution of the protocol.

3. The following four steps are executed for i = 1, . . . , k. Steps (c) and (d)
below can be merged with steps (a) and (b) of the following iteration.
a) For all j = 1, . . . , �, the prover runs the simulator Scom on input (cj , vj)

to obtain transcript (mi,j , qi,j , ai,j). (Informally, here the prover uses
the simulator to “pretend” that his guess cj for vj was correct.) Then it
computes pi = PL(x, r, q1, . . . , qi−1) and sends (mi,1, . . . ,mi,�, pi) to the
verifier.

b) The verifier picks a randomly chosen q′i and sends it to the prover.
c) The prover computes qi =

⊕
j qi,j ⊕ q′i and sends qi,1, qi,2, . . . , qi,� and

ai,1, ai,2, . . . , ai,� to the verifier.
d) The verifier checks that Vcom(cj , vj ,mi,j , qi,j , ai,j) = accept for all j =

1, . . . , � and computes qi =
⊕

j qi,j ⊕ q′i.
4. The prover computes pk+1 = PL(x, r, q1, . . . , qk) and sends pk+1 to the veri-

fier.
5. The verifier accepts if and only if VL accepts (p1, q1, . . . , qk, pk+1).

In what follows, we denote Steps (1) and (2) as the preamble of the proof.
Step (3) is the body of the proof. We now state the main theorem.
6 Shorter messages can be emulated by letting the prover ignore part of the message,

while longer messages can be emulated by concatenating several blocks.
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Theorem 1. Let (PL, VL) be an interactive proof (or argument) system for a
language L such that the proof is honest verifier public coins auxiliary input zero-
knowledge proof system for L and such that the prover can be implemented as an
efficient machine given a witness to the input being in the language. Then the
above protocol is an interactive proof for L with the following properties. (1) If
the original protocol (PL, VL) has completeness and soundness errors (errc, errs),
then the new protocol has errors (errc + ε1, errs + ε2) where ε1 and ε2 are neg-
ligible functions. (2) The prover of the above protocol works in polynomial time
given black box access to the prover PL and to the simulator Scom. In particular,
if L is in NP and PL can be implemented efficiently given an NP-witness for x,
then also the new prover has an efficient implementation given the NP witness.
(3) The protocol is concurrent zero-knowledge via black box simulation. The sim-
ulator for the new protocol works in polynomial time given black box access to
the verifier V ∗, to the simulator SL guaranteed for the view of the honest VL

in the original interaction, and to the machines Pcom, Scom guaranteed for the
simulatable commitment scheme.

For lack of space in this abridged version of the paper, we do not include the
proof of the theorem, and the efficiency analysis of the protocol. These two are
provided in our full paper.

6 From Honest Verifier to (Non-concurrent) General
Zero Knowledge

A simplification of the above protocol yields a transformation of any honest
verifier zero-knowledge proof into a normal zero-knowledge proof, yet without
achieving robustness to concurrent composition. Namely, here the goal is to
remove the honest verifier restriction for standard zero-knowledge proof systems.
The transformation incurs very low overhead on the original protocol. To do
this, we note that it is enough to use � = 1 when concurrent sessions are not
considered. Since we can always rewind the verifier without a cost in concurrent
sessions, we can always set v′1 = v1 and use it in the body of the proof. The cost of
this transformation for an honest-verifier public-coins zero-knowledge interactive
proof that has 2k + 1 rounds is an addition of 4k + 2 exponentiations. The
increase in round complexity is only by 3 rounds. At this low cost, we remove the
honest-verifier restriction from any public-coins honest-verifier computational
zero-knowledge interactive-proof. The theorem follows.

Theorem 2. Let (PL, VL) be an interactive proof system (or argument) for a
language L such that the proof is honest verifier public coins auxiliary input zero-
knowledge proof system for L and such that the prover can be implemented as an
efficient machine given a witness to the input being in the language. Then the
protocol of Section 5.2 with � = 1 is an interactive proof for L with the following
properties. (1) If the original protocol (PL, VL) has completeness and soundness
errors (errc, errs), then the new protocol has errors (errc, errs + 1/|V |), where
|V | is superpolynomial in the security parameter. (2) The prover of the above
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protocol works in polynomial time given black box access to the prover PL and
to the simulator Scom. In particular, if L is in NP and PL can be implemented
efficiently given an NP-witness for x, then also the new prover has an efficient
implementation given the NP witness. (3) The protocol is zero-knowledge via
black box simulation. The simulator for the new protocols works in polynomial
time given black box access to the cheating verifier V ∗, to the simulator SL for
the view of the honest VL in the original interaction, and to the prover and
simulator protocols Pcom, Scom of the simulatable commitment scheme.

7 Conclusion

We have shown that any public coin honest verifier zero knowledge protocol can
be efficiently transformed into a black box concurrent zero knowledge one. The
cost of the transformation is close to optimal: the number of rounds is increased
only by an additive term which is an arbitrarily small superlogarithmic function
of the security parameter, and the communication complexity of each round is
also increased by the same superlogarithmic additive term.

Our solution corresponds to a clever instantiation of the scheme of Kilian,
Petrank, and Richardson with a specific commitment scheme and proof system
satisfying some special properties, thereby avoiding the use of generic results
about zero knowledge proofs for problems in NP, which although polynomial are
not practical.

Beside the specific proof system presented in this paper, our construction
demonstrates that even generic constructions as the one in [26,30] that are usu-
ally interpreted as mere plausibility results can lead to efficient protocols when
properly instantiated.

Acknowledgment. We thank the anonymous referees for their deep remarks.
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Abstract. We propose a relaxation of zero-knowledge, by allowing the
simulator to run in quasi-polynomial time. We show that protocols satis-
fying this notion can be constructed in settings where the standard defini-
tion is too restrictive. Specifically, we construct constant-round straight-
line concurrent quasi-polynomial time simulatable arguments and show
that such arguments can be used in advanced composition operations
without any set-up assumptions. Our protocols rely on slightly strong,
but standard type assumptions (namely the existence of one-to-one one-
way functions secure against subexponential circuits).

1 Introduction

The ground-breaking notion of zero-knowledge proofs, i.e. proofs that yield no
knowledge except the validity of the assertion proved, was introduced by Gold-
wasser, Micali and Rackoff [27] in 1982. Although the notion in itself is very
beautiful, zero-knowledge is often not a goal but is rather used as a tool or
technique for proving security of other cryptographic protocols. The definition
of zero-knowledge is captured through the simulation paradigm. Namely, an in-
teractive proof is said to be zero-knowledge if there exist a simulator that can
simulate the behavior of every, possibly malicious, verifier, without having ac-
cess to the prover, in such a way that its output is indistinguishable from the
output of the verifier after having interacted with an honest prover. The logic
behind the simulation paradigm is straightforward: Assuming that a malicious
verifier succeeds in doing something after having interacted with a prover, then
by running the simulator, he could have done it himself, without any interaction
with a prover.

Nevertheless, it seems that current simulation techniques do not allow for
advanced composition of protocols [22] [10]. The problem has been adressed in
a positive way by Canetti [6], and Canetti and Fischlin [7] where the use of
a stronger model, namely the Common Reference String model, was suggested
to achieve zero-knowledge protocols that are universally composable [6]. Their
approach is, however, not entirely problem free as was recently pointed out in
[30]. In this paper we, instead, suggest a meaningful relaxation of the zero-
knowledge definition that allows us to construct protocols in the plain model
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without any set-up assumption, on which advanced composition operations can
be performed. We start by outlining the definitions and then motivate why they
are meaningful.

Simulation in quasi-polynomial time. As the verifier in an interactive proof often
is modeled as a probabilistic polynomially bounded turing machine, a PPT, the
zero-knowledge definition requires that the simulator should be a PPT as well.
Here, we weaken that specific assumption on the simulator, allowing it to be a
probabilistic turing machine with running time bounded by npoly(logn), i.e. with
quasi-polynomial running time. Loosely speaking, we say that an interactive
proof is nO(σ(n))-simulatable (or nO(σ(n))-strongly simulatable) if there exist a
simulator, running in time nO(σ(n)), where n is the size of the statement being
proved, whose output is indistinguishable, by polynomial size (or nσ(n)-size)
circuits, from a verifier’s output after interacting with an honest prover.

Extraction in quasi-polynomial time. Another useful tool for proving security of
cryptographic protocol is the concept of proofs of knowledge, introduced in [27].
A proof of knowledge is a proof whereby the verifier gets, not only convinced
of the validity of the statement proved, but also that the prover has an (NP)
witness to the statement. The definition is captured through the introduction of
an extractor, i.e. a machine that is able to extract a witness from a prover that
convinces an honest verifier. Thus a prover that convinces an honest verifier of
a statement, could have run the extractor (on himself) and obtained a witness
to the statement. Since the extractor models the power of the prover, and the
prover usually is modeled by a PPT, the extractor is so as well. We weaken this
assumption on the extractor and only require that extraction can be performed in
time npoly(logn). Loosely speaking, we say that an interactive proof is nO(σ(n))-
witness extractable if there exist a probabilistic turing machine with running
time bounded by nO(σ(n)) that succeeds in extracting witnesses.

1.1 Practical Motivation Behind the Proposed Notions

Generalization. The intuitive meaning of nO(σ(n))-simulatable proofs are proofs
where the verifier might learn something from the prover, but not more than
can be calculated by a machine running in time nO(σ(n)). Our notion is thus a
generalization of zero-knowledge where the “knowledge leaked” is quantified in
a natural way.

Relaxation. Our work is in the vein of [19], where the notions witness indistin-
guishability and witness hiding were introduced. Like our notions, these notions
are weaker than zero-knowledge, but are sufficient in many applications. Since
our notions, however, still build on the standard simulation paradigm they can
often be directly used to replace zero-knowledge/proof of knowledge protocols.
In fact, the logic behind zero-knowledge and proofs of knowledge holds in many
settings with nO(σ(n))-simulatable, and extractable proofs, respectively. If a ma-
licious verifier succeeds with a task after having interacted with an honest prover
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using an nO(σ(n))-simulatable protocol, then there exists a nO(σ(n))-time machine
that succeeds with the task without interacting with the prover. In the case when
σ = poly(logn), this means that the task is solvable in quasi-polynomial time.
Yet most natural problems that we believe are hard on average for polynomial
time are also believed hard for quasi-polynomial time. In such a case, nO(σ(n))-
simulatable proofs can be directly used to replace zero-knowledge proofs. The
situation is analogous in the case of proofs of knowledge. Proofs of knowledge are
often used to show that if an adversary successfully convinces an honest verifier,
then the adversary can find a solution to an intractable problem. Now, if using
npoly(logn)-extractable proofs, we arrive at a contradiction as well, assuming that
the underlying problem is intractable for quasi-polynomial time.

Guarantee security in the On-line/Off-line model. In many settings it seems
reasonable to assume that parties are given a certain on-line time and a certain,
longer, off-line time. Such an on-line/off-line model can be modeled by letting
parties to run in polynomial time while being on-line, and npoly(logn) time off-
line.

An important property of npoly(logn)-strongly simulatable arguments is that
they are zero-knowledge in the on-line/off-line model. If a protocol is strongly
quasi-polynomial time simulatable, that means that there exist an off-line simu-
lator for every on-line verifier such that the output of of the simulator is indistin-
guishable in quasi-polynomial time, i.e. off-line, from the output of the verifier
after interaction with a real on-line prover. Strongly quasi-polynomial time simu-
latable protocols thus guarantee that anything that a verifier can calculate after
interaction with a prover, he could have calculated by himself off-line.

Allow for advanced composition. As zero-knowledge protocols normally are quite
easy to construct there is not really a need for a relaxed notion in the syn-
chronous setting. In asynchronous settings it seems harder to achieve efficient
zero-knowledge protocols. Indeed, Canetti, Kilian, Petrank, Rosen [10] have
shown the impossibility of constant-round black-box concurrent zero-knowledge,
i.e. zero-knowledge under concurrent executions. In fact, it in general seems hard
to compose protocols that are proven secure using standard rewinding tech-
niques. We show how to construct constant-round protocols that are concurrent
quasi-polynomial time simulatable without the use of rewinding, i.e. straight-line
simulatable. We also show that such straight-line protocols can be used in fully
asynchronous composition operations.

1.2 Theoretical Motivation Behind the Proposed Notions

In the standard model several strong impossibility results are known:

1. The impossibility of non-trivial straight-line simulatable expected-
polynomial-time black-box zero-knowledge arguments. (folklore)

2. The impossibility of non-trivial 2-round expected-polynomial-time zero-
knowledge arguments. (straight-forward extension, from proofs to argu-
ments, of the result of [25])
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3. The impossibility of non-trivial 3-round expected-polynomial-time black-box
zero-knowledge arguments. [22]

4. The impossibility of non-trivial strict polynomial-time constant-round black-
box zero-knowledge arguments and proofs of knowledge. [2]

5. The impossibility of non-trivial constant-round concurrent black-box zero-
knowledge arguments. [10]

Our main theoretical motivation is to investigate if these impossibility re-
sults still are valid if relaxing the running time of the simulator/extractor to
npoly(logn).1 We show that all these impossibility result can be overcome when
allowing the simulator/extractor to run in quasi-polynomial time.

1.3 Our Contribution

On top of the definitional efforts, we demonstrate a powerful composition theo-
rem for straight-line concurrent npoly(logn)-simulatable arguments showing that
in settings where proving the security of a fixed protocol, straight-line concurrent
npoly(logn)-simulatable arguments can be used as sub-protocols to guarantee se-
curity against concurrent and man-in-the-middle attacks. We note that it is the
straight-line simulation property that allows us to achieve such a composition
theorem.

Results. We construct a 2-round argument for NP that is straight-line concur-
rent black-box strict-npoly(logn)-simulatable2 and straight-line strict-npoly(logn)-
extractable, under the assumption that one-to-one one-way functions secure
against subexponential circuits exists, and the existence of zaps [15] . We have
thus shown that all the above mentioned impossibility results in the standard
model no longer hold in our relaxed setting. We further show the impossibil-
ity of 2-round npoly(logn)-simulatable proofs with negligible soundness error for
languages that are not decidable in quasi-polynomial time.

On the practical side, we construct an efficient 4-round straight-line concur-
rent strict-npoly(logn)-perfectly simulatable argument, under the assumption of
one-to-one one-way functions secure against subexponential circuits, and per-
fectly hiding commitments. In analogy with perfect zero-knowledge, perfect sim-
ulation here means that the simulator’s output has the same distribution as
the verifier’s output, after interaction with a real prover. The 4-round argu-
ment for NP is thus concurrent zero-knowledge in the on-line/off-line model.
We also mention that the protocol is constructed through an efficient generic
1 We note that even in the standard definition of zero-knowledge, the verifier is mod-

eled as a strict polynomial time machine, whereas the simulator is allowed to run in
expected polynomial time. Thus, already in the standard definition there is a slight
gap between the power of the verifier and the power of the simulator. The same
concerns are also valid in the case of proofs of knowledge.

2 In this section we emphasize that our protocols are simulatable in strict npoly(logn)-
time, as opposed to expected time. In the rest of the paper we do not emphasize this
fact.
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transformation from 3-round special-sound public-coin honest-verifier perfect
zero-knowledge arguments.

1.4 Related Research

Our on-line/off-line model is quite similar to the timing model introduced by
Dwork, Naor and Sahai [14] in the context of concurrent zero-knowledge. We
mention that the concurrent zero-knowledge protocol presented in [14] relies
on both time-out and delay mechanism, whereas our protocol only relies on
time-outs, which drastically improves the efficiency. The on-line/off-line model,
however, relies on stronger assumptions than the timing model as it explicitly
bounds the on-line running time of malicious parties.

Recently, Dwork and Stockmeyer [13], investigated the possibility of 2-round
zero-knowledge protocols in a model where the prover has bounded resources.
The intuition and the structure of our 2-round protocol is similar to that of [13],
however both the security definitions and the techniques used to instantiate
the intuition are very different. Indeed the results of Dwork and Stockmeyer
are quite limited in the setting where the prover’s running time is bounded,
while we are able to prove security under standard type assumptions. We note,
however, that the definition used in [13] is more restrictive than that of simply
quasi-polynomial time simulatable arguments.

Canetti et al have, in [9], used the technique of complexity leveraging. The
proof of security of our 2-round protocol relies on the same technique.

2 Definitions and Preliminaries

2.1 One-Way Functions and Hard-Core Predicates

Intuitively one-way functions are functions that are easy to compute, but hard
to invert. Here “easy” means, achievable in polynomial time, and “hard” nor-
mally means not achievable in polynomial time. In this paper we rely on stronger
assumptions than the most commonly used, namely we assume the existence of
one-way functions where inverting the function is hard for subexponential cir-
cuits. The assumptions is, nevertheless, very plausible and has for example been
used to construct resettable zero-knowledge in [9]. More formally, (borrowing
notation from [20])

Definition 1. A function f : {0, 1}∗ → {0, 1}∗ is called one-way against 2nκ

adversaries if the following two conditions hold:

– Easy to compute: There exist a (deterministic) polynomial-time algorithm A
such that on input x, A outputs f(x).

– Hard to invert: For every probabilistic algorithm A′ with running time
bounded by 2nκ

, every positive polynomial p, and all sufficiently large n’s,
every auxiliary input z ∈ {0, 1}poly(n),

Pr[A′(f(Un), z) ∈ f−1(f(Un))] < 2−nκ

where Un is a random variable uniformly distributed in {0, 1}n.
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Definition 2. A function f : {0, 1}∗ → {0, 1}∗ is called one-way against subex-
ponential circuits iff there exist a κ such that f is one-way against 2nκ

adver-
saries.

A predicate b is a called a hard-core of a function f if an adversary given f(x)
can guess b(x) with success probability only negligibly higher than one half. Here
again, the adversary is normally limited to polynomial time. We use a stronger
definition, allowing the adversary to be a subexponential circuit:

Definition 3. A polynomial-time-computable predicate b : {0, 1}∗ → {0, 1} is
called a hard-core against 2nκ

adversaries of a function f if for every probabilistic
algorithm A′ with running time bounded by 2nκ

, every positive polynomial p, and
all sufficiently large n’s, every auxiliary input z ∈ {0, 1}poly(n),

Pr[A′(f(Un), z) = B(Un)] <
1
2

+ 2−nκ

where Un is a random variable uniformly distributed in {0, 1}n.

Definition 4. A polynomial-time-computable predicate b : {0, 1}∗ → {0, 1} is
called a hard-core against subexponential circuits of a function f if there exist
a κ such that b is a hard-core against 2nκ

adversaries for f .

Goldreich and Levin [23] have shown that a simple hard-core predicate can
be constructed assuming the existence of one-way functions. We note that the
Goldreich-Levin predicate is also a hard-core against subexponential circuits of
a function that is one-way against subexponential circuits.

Theorem 1 (Goldreich-Levin). If there exist a one-way function f :
{0, 1}∗ → {0, 1}∗ against subexponential circuits, then there exist a pair f ′,b′,
where f ′ : {0, 1}∗ → {0, 1}∗ is a one-way function against subexponential cir-
cuits, and b′ : {0, 1}∗ → {0, 1} is a hard-core predicate against subexponential
circuits for f ′. Furthermore, if f is one-to-one, then f ′ is so as well.

2.2 Commitment Schemes

We will give an informal definition of a commitment scheme. For a formal def-
inition we refer the reader to [20]. Informally a commitment scheme between a
PPT committer C and a PPT receiver R is a protocol in two phases, a commit
phase and a reveal phase, such that C commits to a string (or bit) during the
commit phase, that it can thereafter reveal (or “decommit to”) during the reveal
phase. The commitment scheme should also have the two properties: hiding and
binding. The hiding property means that the receiver should have no knowl-
edge of the string, that C has committed to, before the reveal phase. In other
words, this means that there should not exist a non-uniform distinguisher that
can distinguish between two commitments. The binding property means that
the committer should not be able to successfully pass the commit phase and still
be able to decommit to two different values during the reveal phase.
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2.3 Witness Indistinguishabilty

The notion witness indistinguishability was introduced by Feige and Shamir
in [19] as a weaker alternative to zero-knowledge. It has later proved to be
an excellent tool to achieve zero-knowledge [17], [18], [32], [1]. Intuitively an
interactive proof of an NP relation, in which the prover uses one of several secret
witnesses is witness indistinguishable if the verifier can not tell what witness the
prover has used. We further say that an interactive proof is witness independent
if the verifier’s view is equally distributed independently of what witness the
prover has used.

2.4 Zaps

Zaps, two round witness indistinguishable public-coin protocols, where the
first message can be fixed once and for all, were introduced in [15] by Dwork
and Naor. They presented the following construction of a zap for proving
membership of x in the language L:
Suppose that there exist a non-interactive zero-knowledge proof for the language
L using a CRS string consisting of l bits. Then the following protocol is a
witness indistinguishable proof.

V → P : Sends a random k-bit string ρ = b1...bk which is interpreted as
B1...Bm, where Bi denotes the i’th block of l consecutive bits.
P → V : The prover chooses and sends a random l-bit string C = c1...cl. For
j = 1 to m the prover sends a non-interactive zero-knowledge argument that
x ∈ L using Bj ⊕ C as CRS string.

2.5 Proofs of Knowledge

Informally an interactive proof is a proof of knowledge if there exists an oracle
machine, a so called extractor, such that if a prover can convince the verifier with
non-negligible probability, then the extractor having oracle access to the prover
can extract a witness to the statement being proved in polynomial time. Proofs
of knowledge are of special interest to us since the existence of an extractor
directly implies soundness. See [20] for a formal definition.

In the following we will also be needing a restricted form of proofs of knowl-
edge, namely special-sound proofs.

Definition 5. Suppose Π is a three round interactive proof (or argument) for
the language L ∈ NP, with witness relation RL. We say that the protocol Π
is special sound if there exist a PPT extractor machine E, such that for all
x ∈ L and all pairs of accepting transcripts for proving x, T1 = (a, b1, c1), T2 =
(a, b2, c2), where b1 �= b2, E(T1, T2) ∈ RL(x).

It can be seen that if an interactive proof is special sound it is also a proof of
knowledge. [12]
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3 Definition of the Relaxed Notions and Some
Consequences

As argued in the introduction, for many applications, it is often sufficient to
use interactive proofs (or arguments) with simulators, or extractors, running in
quasi-polynomial time.

3.1 Simulation

We start by defining nO(σ(n))-simulatable interactive proofs.

Definition 6. We say that an interactive proof (or argument) (P, V ) for the
language L ∈ NP, with the witness relation RL, is nO(σ(n))-simulatable if there
for every PPT machine V ∗ exists a probabilistic simulator S with running time
bounded by nO(σ(n)) such that the following two ensembles are computationally
indistinguishable (when the distinguishing gap is a function in n = |x|)

– {(〈P (y), V ∗(z)〉(x))}z∈{0,1}∗,x∈L for arbitrary y ∈ RL(x)
– {S(x, z)}z∈{0,1}∗,x∈L

That is, for every probabilistic algorithm D running in time polynomial in the
length of its first input, every polynomial p, all sufficiently long x ∈ L, all y ∈
RL(x) and all auxiliary inputs z ∈ {0, 1}∗ it holds that

|Pr[D(x, z, (〈P (y), V ∗(z)〉(x))) = 1]− Pr[D(x, z, S(x, z)) = 1]| < 1
p(|x|)

Notation: As in the literature, 〈A,B〉(x) is the random variable representing
B’s output when interacting with machine A on common input x.

We note that in this definition, the distinguisher, as well as the distinguishing
gap is polynomial, even though the simulator is allowed to run in time nO(σ(n)).
We show, in the composition theorem in the next section, that in many cases
this is a sufficient requirement. Intuitively this stems from the fact that both
the adversary, i.e. the malicious verifier, and parties that it will interact with,
outside of the interactive proof, are polynomial time. Thus, an PPT adversary
that succeeds with a protocol execution, communicating with PPT machines,
after having interacted with a prover using a nO(σ(n))-simulatable proof, could
have done so by itself in time nO(σ(n)).

We also introduce two stronger and more robust notions, namely strongly
simulatable, and perfectly simulatable proofs. We say that an interactive proof
(or argument) is nO(σ(n))-strongly simulatable if the two above ensembles are
indistinguishable by nO(σ(n))-sized circuits, with distinguishing gap nO(σ(n)). In
analogy with standard definitions of perfect zero-knowledge, we say that an
interactive proof (or argument) is nO(σ(n))-perfectly simulatable if there exist a
simulator that fails with probability smaller than 1

2 and the two above ensembles
have the same distribution, when the simulator’s output is conditioned on not
failing. It is an easy excercise to show that npoly(logn)-perfectly simulatable proofs
are npoly(logn)-strongly simulatable.
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npoly(logn)-strongly simulatable arguments are trivially zero-knowledge in the
on-line/off-line model introduced in the introduction 3. In the on-line/off-line
model all parties are allowed to run in polynomial time when being on-line, i.e.
in communication with other parties, but are allowed to use npoly(logn) time when
being off-line. If a protocol in such a setting is npoly(logn)-strongly simulatable
then it means that the verifier does not learn anything that it could not have
learned by itself when being off-line.

The definitions can be restricted to straight-line simulators:
Definition 7. We say that an interactive argument (proof) (P, V ) for the
language L ∈ NP, with the witness relation RL, is straight-line nO(σ(n))-
simulatable if there for every PPT machine V ∗ exists a probabilistic simulator
S with running time bounded by nO(σ(n)) such that the following two ensembles
are computationally indistinguishable (when the distinguishing gap is a function
in n = |x|)

– {(〈P (y), V ∗(z)〉(x))}z∈{0,1}∗,x∈L for arbitrary y ∈ RL(x)
– {(〈S, V ∗(z)〉(x))}z∈{0,1}∗,x∈L

We note that the above definition is very restrictive. In fact, the simulator is
supposed to act a cheating prover, with its only advantage being the possibility
of running in time nO(σ(n)), instead of polynomial time. Trivially, there therefore
do not exist any straight-line nO(σ(n))-simulatable proofs.

We also generalize the definition to guarantee security under concurrent runs:

Definition 8. We say that an interactive argument (proof) (P, V ) for the lan-
guage L ∈ NP, with the witness relation RL, is straight-line concurrent nO(σ(n))-
simulatable if there for every PPT oracle machine A that is not allowed to restart
or rewind the oracle it has access to, every polynomial g(n), exists a probabilistic
simulator S(i, x) with running time bounded by nO(σ(n)) such that the following
two ensembles are computationally indistinguishable (when the distinguishing gap
is a function in n)

– {AP (x1,y1),P (x2,y2),..P (xg(n),yg(n))(z, x1, x2, .., xg(n))}z∈{0,1}∗,x1,x2,..,xg(n)∈L for
arbitrary yi ∈ RL(xi)

– {AS(1,x1),S(2,x2),..S(g(n),xg(n))(z, x1, x2, .., xg(n))}z∈{0,1}∗,x1,x2,..,xg(n)∈L

We end this section by noting that the notion of strongly simulatable proof
(and also perfectly simulatable proofs) is more robust than that of simply sim-
ulatable proofs, as is shown in the following useful lemma:
Lemma 1. If the interactive argument (P, V ) is straight-line nO(σ(n))-strongly
simulatable (or perfectly simulatable), then it is also straight-line concurrent
nO(σ(n))-strongly simulatable (or perfectly simulatable).

Proof. Let S be the straight-line simulator for (P, V ). Then by a standard hy-
brid argument [26] it follows that S′(i, x) = S(x) is a straight-line concurrent
nO(σ(n))-strong simulator for (P, V ). �
3 This is not true for simply npoly(logn)-simulatable arguments.
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We note that the same proof can not be applied in the case of simply simulatable
proofs, as the simulators in the hybrid argument will cause the distinguisher to
run in time nO(σ(n)).

3.2 Extraction

Analogously, we extend the definition of proofs of knowledge to nO(σ(n))-witness
extractable interactive proofs:

Definition 9. We say that an interactive proof (or argument) with negligible
soundness (P, V ) for the language L ∈ NP, with the witness relation RL,
is nO(σ(n))-witness extractable if there for every PPT machine P ∗ exists a
probabilistic witness extractor oracle machine E with running time bounded by
nO(σ(n)), such that for all x ∈ L, all y, r ∈ {0, 1}∗, if P ∗x,y,r convinces the honest
verifier with non-negligible probability on common input x, EP ∗

x,y,r (x) ∈ RL(x)
with overwhelming probability, where P ∗x,y,r denotes the machine P ∗ with com-
mon input fixed to x, auxiliary input fixed to y and random tape fixed to r.

Notation: As in the literature, EP ∗
signifies the machine E given oracle access

to the machine P ∗.
We say that an interactive proof with negligible soundness (P, V ) for the

language L ∈ NP, with the witness relation RL, is straight-line nO(σ(n))-witness
extractable if the extractor finds a witness without rewinding the prover. In
analogy with straight-line simulation, we here note that a straight-line extractor
machine is, in fact, a cheating verifier running in time nO(σ(n)) instead of in
polynomial time.

We will, in the following, also be needing nO(σ(n))-extractable commitment
schemes, i.e. commitment scheme where an extractor running in time nO(σ(n))

can extract the committed value. For simplicity we only state the definition for
one-round commitment schemes.

Definition 10. Let a PPT committer C commit to a string using a non-
interactive commitment scheme, sending c to the receiver, where |c| = poly(n).
We say that the non-interactive commitment scheme is nO(σ(n))-extractable if
there exists a probabilistic extractor machine E with running time bounded by
nO(σ(n)), such that for all c, if C succeeds in decommiting to x with non-negligible
probability, then E(c) = x with overwhelming probability.

4 Applications to General Composition of Protocols

In this section we show our main theorem regarding the use of straight-line
concurrent npoly(logn)-simulatable interactive arguments. This section formalizes
and extends some of the intuition described in the motivation. Very loosely
speaking the theorem states that when proving the security of a fixed protocol,
straight-line concurrent npoly(logn)-simulatable interactive arguments can be used
as sub-protocols to provide security under concurrent, and man-in-the-middle
attacks.
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Suppose that we have a cryptographic system (an environment) that an ad-
versary is trying to break. Suppose further that we are able to prove that a
stand-alone adversary will not be able to break the system. We say that such an
environment is hard. A central problem in cryptography is to guarantee that an
adversary that is participating in other protocol executions simultaneously will
still not be able to break the system.

Naively, one could expect that an adversary participating as a verifier of zero-
knowledge proofs should not be able to break an environment that he is not able
to break stand-alone. It is, however, known that the definition of zero-knowledge
only guarantees security under sequential composition [22].

In fact, it is quite easy to see the problem can not be resolved in its most
general form. Consider the environment consisting of the verifier of an interactive
proof of knowledge for a hard-instance language. A stand-alone adversary that
does not have a witness will not be able to succeed with such an environment.
However, the man-in-the-middle adversary that simultaneously is participating
as a verifier in a different execution of the same interactive proof will, by simply
forwarding messages between the environment and the prover it is communicat-
ing with, succeed in breaking the environment.

Thus, in order to give a solution to the problem it is inevitable to, in some
way, put restrictions on the environment. Recently a solution was proposed in
[7] by resorting to the Common Reference String (CRS) model. The solution
implicitly restricts the environments to those where CRS string are not reused.
See [30] for further discussion. We here, instead, show that this problem can be
resolved in the plain model, if restricting the environments to only those that
are hard against nO(σ(n))-adversaries.

We start by defining the notion of an environment. We see an environment
as a system that an adversary is trying to break. The environment outputs 1 if
the adversary succeeds and 0 otherwise. Intuitively, we say that an environment
is hard if an adversary can not make the environment output 1, i.e. break the
system. More formally,

Definition 11. We say that an interactive PPT machine E, called environ-
ment, is hard for the language L and the generator GenL against nO(σ(n))-
adversaries, if for all interactive probabilistic machine A′ with running time
bounded by nO(σ(n)), every z ∈ {0, 1}poly(n)

Pr[x← GenL, 〈A′(z), E〉(x) = 1]

is negligible as a function of n, where GenL is a machine that chooses an element
x ∈ L ∩ {0, 1}n according to some distribution.

Our composition theorem now, informally, states that a PPT adversary, that
is allowed concurrent access to different provers, communicating using straight-
line concurrent nO(σ(n))-simulatable interactive arguments, and an environment,
will not be able to succeed in an attack against the environment if the environ-
ment is hard against nO(σ(n)) adversaries. We note that since the environment is
a polynomial time machine, it is enough that the arguments that the adversary is
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allowed to participate in are simply simulatable and not strongly simulatable, i.e.
that the simulator’s output only is indistinguishable in polynomial time instead
of in time nO(σ(n)). More formally,

Theorem 2. Let Π be a straight-line concurrent nO(σ(n))-simulatable interac-
tive argument for the language L, such that σ(n) ∈ ω(1). Let p(n) be a polyno-
mial, GenL′p(n) be a generator for (L ∩ {0, 1}n)p(n), i.e. a machine that chooses
an element (x1, x2, ..xp(n)) ∈ (L ∩ {0, 1}n)p(n) according to some distribution,
such that the environment E is hard for the language Lp(n) and the generator
GenLp(n) against nO(σ(n))-adversaries. Let P (x) be the honest prover in Π for
x ∈ L. Now let the adversary A be a PPT oracle machine that can not restart
or rewind the oracle it gets access to. Then for all z ∈ {0, 1}poly(n),

Pr[x̄ = (x1, x2, .., xp(n))← GenLp(n), yi ∈ RL(xi),

〈AP (x1,y1),P (x2,y2),..P (xg(n),yg(n))(z), E〉(x̄) = 1]

is negligible.

Informally, the theorem follows from the fact that a straight-line simulator is a
cheating prover running in time nO(σ(n)). If a man-in-the-middle attacker suc-
ceeds with a specific environment, then the attacker with access to the straight-
line simulator running in time nO(σ(n)), instead of a real prover, would succeed
as well. See the full version of the paper for a formal proof.

The theorem shows that straight-line nO(σ(n)-simulation is a sufficient condi-
tion for security when integrating a sub-protocol in an environment that is hard
against nO(σ(n)-adversaries. This yields an efficient way of constructing protocols
with strong security properties by the use of telescopic composition of protocols,
i.e. using protocols that are successively harder and harder. Indeed, the key to
the theorem is the fact that the interactive arguments, that are run by the ad-
versary trying to cheat an environment, are easy against nO(σ(n)) adversaries
(since they are straight-line nO(σ(n))-simulatable) while the environment is hard
against nO(σ(n)) adversaries.

5 A Two Round Simulatable and Extractable Argument

We combine npoly(logn)-extractable commitments with the zaps of [15] to achieve
a 2-round straight-line concurrent npoly(logn)-simulatable and straight-line
npoly(logn)-witness extractable argument for NP.

5.1 Extractable Commitments under General Assumptions

We start by showing that assuming the existence of one-to-one one-way func-
tions against subexponential circuits, there exists npoly(logn)-extractable com-
mitment schemes. Specifically, we construct a npoly(logn)-extractable bit com-
mitment scheme using a modified version of Blum’s commitments scheme [4]
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(using the notation of [20]). The idea behind the construction is to create com-
mitments that are large enough to guarantee the hiding property against polyno-
mial adversaries, but small enough for a quasi-polynomial adversary to perform
a brute-force attack and thus extracting the commitments.

The construction. Let f : {0, 1}∗ → {0, 1}∗ be a function, and let b : {0, 1}∗ →
{0, 1} be a predicate.

Commit phase
To commit to value v ∈ {0, 1}, the sender uniformly selects s ∈ {0, 1}logkn and
sends the pair (f(s), b(s)⊕ v).
Reveal phase
The sender reveals v and s. The receiver accepts if f(s) = α and b(s) ⊕ v = β
where (α, β) is the receiver’s view of the commit phase.

Lemma 2. Let f : {0, 1}∗ → {0, 1}∗ be a one-to-one one-way function against
subexponential circuits, and let b : {0, 1}∗ → {0, 1} be a hard-core predicate
against subexponential circuits for f , i.e. there exists a κ such that b is a hardcore
against probabilistic non-uniform adversaries with running time bounded by 2nκ

.
Then for k = 1

κ + 1, the protocol presented constitutes a nO(logkn)-extractable
bit-commitment scheme.

The proof of the lemma is given in the full version of the paper. We note that
in order to construct this, and the following protocols, the constant κ needs to
be known.

5.2 The Protocol

We are now ready to show the protocol. The protocol builds on the Feige-
Lapidot-Shamir construction [17], where a witness indistinguishable proof (ar-
gument) is used, in such a way that the simulator can perform the simulation
using a “fake” witness. In our case, the verifier starts by sending a random
image b = f(r) through a one-to-one one-way function against subexponential
adversaries f . The prover thereafter proves that he either has a witness to the
statement x or that he has the pre-image to b. The size of b is chosen in such
a way that a polynomial time adversary will not be able to find a pre-image
to b, but a pre-image can be found in quasi-polynomial time by performing a
brute-force attack. Now, intuitively, soundness follows from the proof of knowl-
edge property. The simulator, on the other hand, is able to find a pre-image and
can thus use it as a fake witness. The protocol follows:

Suppose that f is a one-to-one one-way function against adversaries running
in time 2nκ

, C is a committing machine for a commitment scheme extractable
in time nlogk′

n, k = 1
κ + 2k′

κ . Now, consider the following protocol:

Protocol Π
V uniformly chooses r ∈ {0, 1}logkn, B ∈ {0, 1}poly(n)
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V → P: b = f(r), B
P → V: c = C(r′||w), a zap using B as randomness, showing the statement
“∃r′′, w′ s.t c = C(r′′||w′) ∧ (b = f(r′′) ∨ w′ ∈ RL(x))”.

In the full version of the paper we show that Π is a straight-line concurrent
nO(logkn)-simulatable, and straight-line nO(logk′

n)-extractable argument. Thus,

Theorem 3. Assuming the existence of one-to-one one-way functions against
subexponential circuits, and the existence of zaps, there exist a two round interac-
tive argument that is straight-line concurrent npoly(logn)-simulatable and straight-
line npoly(logn)-extractable.

Remark 1. Zaps can be constructed based on the existence of non-interactive
zero-knowledge proofs in the common random string model, which in turn can
be based on the existence of trapdoor permutations. [15]

5.3 On the Round-Complexity of Quasi-Polynomial Time
Simulatable Protocols

We do not know if there exists a one-round argument that is npoly(logn)-
simulatable. In a weakened random oracle model, as recently defined in [29],
where the simulator is not allowed to choose the random oracle but should be
able to perform a simulation for an overwhelming part of random oracles, we
are, however, able to construct one-round expected-nω(1)-time simulatable and
extractable arguments without any further complexity assumptions by using a
protocol very similar to the moderately hard function of [16]4. This result does
however not give us any concrete indication of the possibility of achieving a
similar result in the standard model as the two models are incomparable [8].

Changing perspective and considering proofs instead of arguments, we show
the impossibility of two-round npoly(logn)-simulatable proofs with negligible
soundness for languages that are not decidable in quasi-polynomial time:

Theorem 4. If there exist a two-round interactive proof with negligible sound-
ness for the language L that is npoly(logn)-simulatable, then L is decidable in
quasi-polynomial time.

Proof. Recall the proof of the impossibility result for non-trivial two-round
auxiliary-input zero-knowledge of Goldreich-Oren [25]. They show how that the
simulator for the cheating verifier that simply forwards its auxiliary input as its
message, can be used to decide the language. The same transformation can be
used in our setting, yielding a distinguisher running in quasi-polynomial time,
since our simulator runs in quasi-polynomial time. �
We mention that the lower bound can be matched: Consider the 3-round inter-
active proof consisting of log2n parallel repetitions of the graph hamiltonicity
protocol of [5]. The protocol has both negligible soundness error, and is simulat-
able in quasi-polynomial time, by simple rewinding.
4 We mention that the impossibility of non-trivial one-round zero-knowledge argu-

ments using the strengthened definition of zero-knowledge in the random oracle
model is proved in [29].
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6 An Efficient Perfectly Simulatable Argument

In this section we show an efficient transformation from a 3-round special-
sound public-coin honest-verifier perfect zero-knowledge argument into a 4-
round straight-line npoly(logn)-perfectly simulatable argument. The protocol is
thus zero-knowledge in the on-line/off-line model. 5

On a high level, the idea behind the protocol is very similar to the protocol
described in section 5.2 with the main difference that a witness independent
argument is used instead of a witness indistinguishable argument. Since we use
4 rounds instead of 2 we are also able to construct a more efficient protocol.

Let f be a one-to-one one-way function against adversaries running in time
2nκ

. Let the witness relation RL′ , where (x, y) ∈ RL′ if f(x) = y, characterize
the language L′.

Let the language L ∈ NP, and k = 1
κ + 1. Consider the following protocol

for proving that x ∈ L:

Protocol Π
V uniformly chooses r ∈ {0, 1}logkn.
V → P: c = f(r)
P ↔ V: a 3-round witness independent argument of knowledge of
the statement “∃r′ s.t c = f(r′) ∨ x ∈ L” for the witness relation
RL∨L′(c, x) = {(r′, w)|r′ ∈ RL′(c) ∨ w ∈ RL(x)}.

To implement the 3-round witness independent argument we start by noting
that honest-verifier perfect zero-knowledge arguments are witness independent
[11]. It is known that every language in NP has a special-sound public-coin
honest-verifier perfect zero-knowledge argument (consider for example Blum’s
proof for the Hamiltonian Cycle problem [5], using perfectly hiding commit-
ments). We can thereafter combine the argument for L and the argument for
L′ using the efficient OR-transformation of [11] yielding a special-sound honest-
verifier zero-knowledge public-coin argument for L∨L′ and the witness relation
RL∨L′ 6. We remark that if a specific one-way function is used, the protocol
for proving knowledge of instances in L′, i.e. the knowledge of a pre-image to
f , can be implemented efficiently. Examples of such protocols are the Guillou-
Quisquater scheme [28] for the RSA function, and the Schnorr scheme [33] for
the discrete logarithm.

In the full version of the paper we show that Π is a straight-line concurrent
nO(logkn)-perfectly simulatable argument. Thus,

5 The 2-round protocol presented earlier is not zero-knowledge in the on-line/off-line
model, since a witness to the statement proved can be straight-line extracted in
quasi-polynomial time.

6 Since the transformation in [11] uses that the second messages of the two protocols
have the same length, we need to run several parallel versions of the protocol for L′.
The resulting argument then uses less communication than the the argument for L
plus the (parallelized) argument for L′.
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Theorem 5. Assuming the existence of one-to-one one-way functions against
subexponential circuits, and the existence of perfectly hiding commitments, there
exist a four round interactive argument of knowledge that is straight-line con-
current npoly(logn)-perfectly simulatable.

Remark 2. Perfectly hiding commitments can be constructed based on claw-free
collections [21].

7 Extensions

If assuming one-to-one one-way functions against exponential circuits, our pro-
tocols can be modified in a straight-forward way to become nω(1)-simulatable.
In fact, if assuming provers that are computationally bounded below a specific
polynomial f(n), then our protocols can be modified to become simulatable in
time g(n), where g(n) > f(n) is another polynomial. It would be interesting to
extend this analysis to exact security.
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Abstract. Recently there has been an interest in zero-knowledge pro-
tocols with stronger properties, such as concurrency, unbounded simu-
lation soundness, non-malleability, and universal composability. In this
paper, we show a novel technique to convert a large class of existing
honest-verifier zero-knowledge protocols into ones with these stronger
properties in the common reference string model. More precisely, our
technique utilizes a signature scheme existentially unforgeable against
adaptive chosen-message attacks, and transforms any Σ-protocol (which
is honest-verifier zero-knowledge) into an unbounded simulation sound
concurrent zero-knowledge protocol. We also introduce Ω-protocols, a
variant of Σ-protocols for which our technique further achieves the prop-
erties of non-malleability and/or universal composability.
In addition to its conceptual simplicity, a main advantage of this new
technique over previous ones is that it avoids the Cook-Levin theorem,
which tends to be rather inefficient. Indeed, our technique allows for
very efficient instantiation based on the security of some efficient signa-
ture schemes and standard number-theoretic assumptions. For instance,
one instantiation of our technique yields a universally composable zero-
knowledge protocol under the Strong RSA assumption, incurring an over-
head of a small constant number of exponentiations, plus the generation
of two signatures.

1 Introduction

The concept of a zero-knowledge (ZK) proof, as defined by Goldwasser, Micali,
and Rackoff [25], has become a fundamental tool in cryptography. Informally,
if a prover proves a statement to a verifier in ZK, then the verifier gains no
information except for being convinced of the veracity of that statement. In
particular, whatever the verifier could do after the ZK proof, it could have done
before the ZK proof, in some sense because it can “simulate” the proof itself. In
early work, Goldreich, Micali and Wigderson [24] showed that any NP statement
could be proven in (computational) ZK. In another early work, Goldreich, Micali
and Wigderson [23] showed the usefulness of ZK proofs in multiparty protocols,
in particular, in having the parties prove the correctness of their computations.

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 177–194, 2003.
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There has been a great deal of work since then on all properties of ZK proofs.
Here we focus on a few such properties, namely, concurrency, non-malleability,
simulation soundness, and universal composability, with our main goal being to
construct efficient protocols that achieve these properties.

The problem of concurrency was first discussed in Dwork, Naor and Sahai
[17]. Informally, the problem arises when many verifiers are interacting with a
prover. An adversary controlling all the verifiers may coordinate the timing of
their messages so that a simulator would not be able to simulate the execution
of the prover in polynomial time. Canetti et al. [7] showed that without addi-
tional assumptions, such as timing constraints or a common reference string,
logarithmic rounds are necessary to achieve concurrent (black-box) ZK. Prab-
hakaran, Rosen, and Sahai [37] showed that logarithmic rounds suffice. On the
other hand, Damg̊ard [13] showed that concurrent, constant-round ZK protocols
can be achieved in the common reference string model. Furthermore, Barak [1]
showed that by using a non black-box simulator, constant-round, concurrent
protocols can be constructed in the plain model.1

The problem of malleability was first pointed out by Dolev, Dwork and Naor
[16]. Roughly speaking, the problem is that an adversary may be able to play a
“man-in-the-middle” attack on a ZK protocol, playing the role of the verifier in
a first protocol, and that of the prover in a second protocol, and such that using
information from the first protocol he is able to prove something in the second
protocol that he could not prove without that information. A ZK protocol that
does not suffer from this problem is said to achieve one-time non-malleability
(since the adversary only interacts with one prover). Dolev, Dwork and Naor give
a construction of a one-time non-malleable ZK protocol that uses a polyloga-
rithmic number of communication rounds. Katz [28] describes efficient protocols
for one-time non-malleable proofs of plaintext knowledge for several encryption
schemes. His protocols work in the common reference string model, and consist
of three rounds and constant number of exponentiations. However, since the wit-
ness extractor uses “rewinding,” the resulting protocols were only proven secure
in a concurrent setting with the introduction of timing constraints. Barak [2]
gives a construction of constant-round, one-time non-malleable ZK protocols in
the plain model. His construction uses a non-blackbox proof of security and is
not very efficient. Sahai [40] provides a definition for one-time non-malleability
in the case of non-interactive ZK (NIZK) proofs. De Santis et al. [15] generalize
this to unbounded non-malleability of NIZK proofs, where even any polynomial
number of simulator-constructed proofs does not help an adversary to construct
any new proof. (As they do, for the remainder of this paper we will simply re-
fer to this property as non-malleability, leaving off the “unbounded” modifier.)
Their definition is very strong in that (in some sense) it requires a witness to be
extractable from the adversary. They give two constructions of non-malleable

1 His construction, however, only admits bounded concurrency, meaning that the num-
ber of sessions that the protocol can execute concurrently and still retain its zero-
knowledge property is at most a fixed polynomial in the security parameter.
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ZK proofs for any NP language. In fact, these proofs are non-interactive, and
thus achieve concurrent (constant-round) ZK.

The notion of simulation soundness for NIZK proofs was introduced by Sa-
hai [40] in the context of chosen-ciphertext security of the Naor-Yung [33] en-
cryption scheme. Informally, an NIZK proof is one-time simulation sound if even
after seeing a “simulated proof” (which could be of a false statement) generated
by the simulator, the adversary cannot generate a proof for a false statement.
Sahai notes that the Naor-Yung encryption scheme would be adaptive chosen-
ciphertext secure if it used a one-time simulation-sound NIZK proof. De Santis
et al. [15] further generalized this notion to unbounded simulation soundness. An
NIZK proof is unbounded simulation sound if even after seeing any polynomial
number of simulated proofs, the adversary cannot generate a proof of a false
statement. The non-malleable NIZK protocols given in [15] are also unbounded
simulation sound.

The notions of unbounded simulation soundness and non-malleability extend
naturally to the case of interactive proof systems; we do this in Section 2.

Universal composability is a notion proposed by Canetti [5] to describe pro-
tocols that behave like ideal functionalities, and can be composed in arbitrary
ways. Universal composability can be defined in either the adaptive model or
the static model, denoting whether the adversary is allowed to adaptively cor-
rupt parties, or must decide which parties to corrupt before the protocol starts,
respectively. Universal composability is a very strong notion. For example, a
universally composable ZK (UCZK) protocol is both non-malleable (at least in
an intuitive sense) and concurrent.

Canetti [5] proved that UCZK protocols do not exist in the “plain” model,
where there is no assumption about the system set-up. On the other hand,
UCZK is possible in the common reference string model, which is the model we
focus on in this paper. As pointed out by Canetti et al. [8], the non-malleable
NIZK protocols of [15] are also UCZK protocols in the static corruption model.
Since they use non-interactive proof techniques and general NP reductions, these
protocols are not very efficient. Canetti and Fischlin [6] give a construction of
a UCZK protocol for any NP language secure in the adaptive model. Basically,
they use a standard three-round ZK protocol for Hamiltonian Cycle, except that
they use universally composable commitments as a building block. Damg̊ard and
Nielsen [14] use the same general ZK protocol construction as Canetti and Fis-
chlin, but with a more efficient UC commitment scheme.2 Specifically, for a se-
curity parameter k, their UC commitment scheme allows commitment to k bits
using a constant number of exponentiations and O(k) bits of communication.
Their most efficient UC commitment schemes are based on the p-subgroup as-
sumption [34] or the decisional composite residuosity assumption (DCRA) [35].
Note that even with the more efficient UC commitment scheme, this approach
to constructing UCZK protocols tends to be fairly inefficient, since a general NP
reduction to Hamiltonian Cycle or SAT is used.

2 In a later version of their paper, Damg̊ard and Nielsen use SAT instead of Hamilto-
nian Cycle [14].
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Our results. We show a new technique that allows us to convert certain types
of honest-verifier ZK protocols into ZK protocols with the stronger proper-
ties described above, i.e., concurrency, unbounded simulation-soundness, non-
malleability, and/or universal composability, in the common reference string
model. More precisely, we can
1. transform any Σ-protocol [11] (which are special three-round, honest-

verifier protocols where the verifier only sends random bits) into an un-
bounded simulation-sound ZK protocol; and

2. transform any Ω-protocol (which we introduce in this paper as a vari-
ant of Σ-protocols) into a non-malleable ZK protocol, and further into a
universally-composable ZK protocol.

The main transformations (sufficient to achieve all results except for UCZK pro-
tocols secure in the adaptive model) use a signature scheme that is existentially
unforgeable against adaptive chosen-message attacks [25], which exists if one-way
functions exist [39], as well as a Σ-protocol to prove knowledge of a signature.
Note that one-way functions can be used to construct commitments, and thus if
one-way functions exist, Σ-protocols exist for any NP statement (say, through
a Cook-Levin reduction, and a standard Σ-protocol for Hamiltonian Cycle).
Hence the requirement of our main transformations is the existence of one-way
functions. On the other hand, certain signature schemes, such as the Cramer-
Shoup [12] scheme and the DSA scheme [30], admit very efficient Σ-protocols.
Using these schemes (and at the price of specific number-theoretic assumptions),
we are able to construct strengthened ZK protocols that are more efficient than
all previously known constructions, since we can completely avoid the Cook-
Levin theorem [10,31]. To further achieve a UCZK protocol that is secure in
the adaptive model, we also require a simulation-sound trapdoor commitment
scheme, a new type of commitment scheme that we introduce and which may be
of independent interest. This may be based on trapdoor permutations, but we
are able to construct a more efficient version based on DSA.

We now sketch the intuition behind our technique. We first select two sig-
nature schemes, the second of which being a one-time signature scheme [20].3

The common reference string will contain a randomly generated verification key
vk for the first signature scheme, and hence neither the prover nor the verifier
will know the corresponding signing key. We then take an HVZK protocol Π
for an NP statement φ, and we modify it to Π∗, which consists of (1) a witness
indistinguishable (WI) proof for the statement

“Either φ is true, or I know the signature for the message vk′ w.r.t.
verification key vk,”

where vk′ is a freshly generated verification key for the one-time signature scheme
that is also sent to the verifier, and (2) a signature on the transcript of the WI

3 The second signature scheme may be the same as the first, although for greater
efficiency, a signature scheme that is specifically designed for one-time use may be
employed.
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proof using the secret key corresponding to vk′. We show that this is an un-
bounded simulation-sound ZK protocol, and we give some efficient instantiations.

Non-malleability is achieved by replacing the Σ-protocol with an Ω-protocol.
We then show that an non-malleable ZK protocol can be easily augmented to ob-
tain a universally-composable ZK protocol in the static model. Finally, to achieve
a universally-composable ZK protocol in the adaptive model (with erasures), we
start with the augmented non-malleable protocol (based on the Ω-protocol), and
modify it using a simulation-sound trapdoor commitment scheme,

2 Preliminaries and Definitions

All our results will be in the common reference string (CRS) model, which
assumes that there is a string uniformly generated from some distribution and is
available to all parties at the start of a protocol. Note that this is a generalization
of the public random string model, where a uniform distribution over fixed-length
bit strings is assumed.

For a distribution ∆, we say a ∈ ∆ to denote any element that has non-zero
probability in ∆, i.e., any element in the support of ∆. We say a R←∆ to denote
a is randomly chosen according to distribution ∆. For a set S, we say a R← S to
denote that a is uniformly drawn from S.

We will use signatures schemes that are existentially unforgeable against
adaptive chosen-message attacks [26]. However, some of these may only be used
for a single signature, and for these, more efficient one-time signature scheme
constructions may be used [20].

2.1 Zero-Knowledge Proofs and Proofs of Knowledge

Here we provide definitions related to zero-knowledge proofs and proofs of knowl-
edge. They are based on definitions of NIZK proofs from [15], but modified to
allow interaction.

For a relation R, let LR = {x : (x,w) ∈ R} be the language defined by the
relation. For any NP language L, note that there is a natural witness relation
R containing pairs (x,w) where w is the witness for the membership of x in L,
and that LR = L. We will use k as the security parameter.

For two interactive machines A and B, we define 〈A,B〉[σ](x) as the local
output of B after an interactive execution with A using CRS σ, and common
input x. The transcript of a machine is simply the messages on its input and
output communication tapes. Two transcripts match if the ordered input mes-
sages of one are equivalent to the ordered output messages of the other, and
vice-versa. We use the notation tr �� tr′ to indicate tr matches tr′.

For some definitions below, we need to define security when an adversary is
allowed to interact with more than one instance of a machine. Therefore it will
be convenient to define a common wrapper machine that handles this “multi-
session” type of interaction.4 For an interactive machine A, we define A to be
4 This is similar to the “multi-session extension” concept in Canetti and Rabin [9].



182 J.A. Garay, P. MacKenzie, and K. Yang

a protocol wrapper for A, that takes two types of inputs on its communication
tape:

(start, π, x, w): For this message A starts a new interactive machine A
with label π, common input x, private input w, a freshly generated random
input r, and using the CRS of A .

(msg, π,m): For this message A sends the message m to the interactive
machine with label π (if it exists), and returns the output message of that
machine.

We define the output of A to be a tuple (x, tr, v), where x is the common input
(from the start message), tr is the transcript (the input and output messages
A) and v is the output of A. (In particular, if A is a verifier in a zero-knowledge
protocol, this output will be 1 for accept, and 0 for reject.) We say A 1 is the
wrapper of A that ignores all the subsequent start messages after seeing the
first one. Effectively, A 1 is a “single-session” version of A.

We say two interactive machines B and C are coordinated if they have a
single control, but two distinct sets of input/output communication tapes. For
four interactive machines A, B, C, and D we define (〈A,B〉, 〈C,D〉)[σ] as the
local output of D after an interactive execution with C and after an interactive
execution of A and B, all using CRS σ. Note that we will only be concerned
with this if B and C are coordinated.

We note that all our ZK definitions use black-box, non-rewinding simulators,
and our proofs of knowledge use non-rewinding extractors.

Definition 1. [Unbounded ZK Proof] Π = (D,P,V,S = (S1,S2)) is an
unbounded ZK proof (resp., argument) system for an NP language L with wit-
ness relation R if D is an ensemble of polynomial-time samplable distributions,
P, V, and S2 are probabilistic polynomial-time interactive machines, and S1 is a
probabilistic polynomial-time machine, such that there exist negligible functions
α and β (the simulation error), such that for all k,

Completeness. For all x ∈ L of length k, all w such that R(x,w) = 1, and all
σ ∈ Dk the probability that 〈P(w),V〉[σ](x) = 0 is less than α(k).

Soundness. For all unbounded (resp., polynomial-time) adversaries A, if
σ

R←Dk, then for all x �∈ L, the probability that 〈A,V〉[σ](x) = 1 is less
than α(k).

Unbounded ZK. For all non-uniform probabilistic polynomial-time interactive
machines A, we have that |Pr[ExptA(k) = 1] − Pr[ExptSA(k) = 1]| ≤ β(k),
where the experiments ExptA(k) and ExptSA(k) are defined as follows:

ExptA(κ) : ExptSA(κ) :
σ

R←Dk (σ, τ)←S1(1k)

Return 〈 P ,A〉[σ] Return 〈 S ′(τ) ,A〉[σ]

where S ′(τ) runs as follows on common reference string σ, common input x
and private input w: if R(x,w) = 1, S ′(τ) runs S2(τ) on common reference
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string σ and common input x; otherwise S ′(τ) runs Snull, where Snull is an
interactive machine that simply aborts.5

We point out that this definition only requires the simulator to simulate a
valid proof, which is implemented by having S ′ have access to the witness w and
only invoking S2 when w is valid.6 However, S2 does not access the witness and
will simulate a proof from the input x only.

Definition 2. [Same-String Unbounded ZK] Π = (D,P,V,S = (S1,S2))
is a same-string unbounded ZK argument system for an NP language L with
witness relation R if Π is an unbounded ZK argument system for L with the
additional property that the distribution of the reference string output by S1(1k)
is exactly Dk.

We only define same-string unbounded ZK arguments since, as shown in [15],
any protocol that is same-string unbounded ZK must be an argument, and not
a proof.

The following defines unbounded simulation-sound zero-knowledge (USSZK).
This has been useful in applications. In particular, as shown in [40], the one-
time version suffices for the security of a (non-interactive) ZK protocol in the
construction of adaptive chosen-ciphertext secure cryptosystems using the Naor-
Yung [33] paradigm. We directly define the unbounded version, needed in other
applications such as threshold password-authenticated key exchange [32].

Definition 3. [Unbounded Simulation-Sound ZK]
Π = (D,P,V,S = (S1,S2)) is an unbounded simulation-sound ZK proof (resp.,
argument) system for an NP language L if Π is an unbounded ZK proof (resp.,
argument) system for L and furthermore, there exists a negligible function α
such that for all k,
Unbounded Simulation Soundness

For all non-uniform probabilistic polynomial-time adversaries A = (A1,A2),
where A1 and A2 are coordinated, we have that Pr[ExptA(k) = 1] ≤ α(k),
where ExptA(k) is defined as follows:

ExptA(k) :
(σ, τ)←S1(1k)

(x, tr, b)← (〈 S ′′(τ) ,A1〉, 〈A2, V 1
〉)[σ]

Let Q be the set of transcripts of machines in S ′′(τ)
Return 1 iff b = 1, x �∈ L, and for all tr′ ∈ Q, tr ��� tr′

where S ′′(τ) runs as follows on CRS σ, common input x and private input
w: S ′′(τ) runs S2(τ) on CRS σ and common input x.

5 Without loss of generality, we assume that if the input to P is not a witness for the
common input, P simply aborts.

6 A must supply a witness, since P is restricted to polynomial time, and thus may
not be able to generate a witness itself. This may seem odd compared to definitions
of standard ZK that assume an unbounded prover, but it does seem to capture
the correct notion of unbounded ZK, and in particular does not allow A to test
membership in L. See Sahai [40] for more discussion.
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In the above definition, we emphasize that S2 may be asked to simulate false
proofs for x �∈ LR, since S ′′ does not check whether (x,w) ∈ R. The idea is that
even if the adversary is able to obtain acceptable proofs on false statements, it
will not be able to produce any new acceptable proof on a false statement.

The following defines non-malleable zero-knowledge (NMZK) proofs (resp.,
arguments) of knowledge. If a protocol is NMZK according to our definition,
then this implies the protocol is also a NMZK in the explicit witness sense (as
defined in [15]). Moreover, we show that the protocol is also UCZK in the model
of static corruptions. Also note that simulation soundness is implied by this
definition.

Definition 4. [Non-malleable ZK Proof/Argument of Knowledge] Π =
(D,P,V,S = (S1,S2), E = (E1, E2)) is a non-malleable ZK proof (resp., argu-
ment) of knowledge system for an NP language L with witness relation R if Π is
an unbounded ZK proof (resp., argument) system for L and furthermore, E1 and
E2 are probabilistic polynomial-time machines such that there exists a negligible
function α (the knowledge error) such that for all k,

Reference String Indistinguishability. The distribution of the first output
of S1(1k) is identical to the distribution of the first output of E1(1k).

Extractor Indistinguishability. For any τ ∈ {0, 1}∗, the distribution of the
output of V 1 is identical to the distribution of the restricted output of

E2(τ)
1
, where the restricted output of E2(τ)

1
does not include the ex-

tracted value.
Extraction. For all non-uniform probabilistic polynomial-time adversaries A =

(A1,A2), where A1 and A2 are coordinated machines, we have that
|Pr[ExptEA(k) = 1] − Pr[ExptA(k) = 1]| ≤ α(k), where the experiments
ExptA(k) and ExptEA(k) are defined as follows:

ExptA(k) : ExptEA(k) :
(σ, τ)←S1(1k) (σ, τ1, τ2)←E1(1k)

(x, tr, b) (x, tr, (b, w))

← (〈 S ′′(τ) ,A1〉, 〈A2, V 1
〉)[σ] ← (〈 S ′′(τ1) ,A1〉, 〈A2, E2(τ2)

1
〉)[σ]

Let Q be the set of transcripts Let Q be the set of transcripts

of machines in S ′′(τ) . of machines in S ′′(τ1) .
Return 1 iff b = 1 and Return 1 iff b = 1, (x, w) ∈ R, and

for all tr′ ∈ Q, tr ��� tr′ for all tr′ ∈ Q, tr ��� tr′

where S ′′(τ) runs as follows on CRS σ, common input x and private input
w: S ′′(τ) runs S2(τ) on CRS σ and common input x.

In the above definition, as in the definition of USSZK protocols, we emphasize
that S2 may be asked to simulate false proofs for x �∈ LR, since S ′′ does not
check whether (x,w) ∈ R. The idea is that even if the adversary is able to obtain
acceptable proofs on false statements, it will not be able to produce any new
acceptable proof for which a witness cannot be extracted.
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2.2 Σ-Protocols

Here we overview the basic definitions and properties of Σ-protocols [11]
First we start with some definitions and notation. Let R = {(x,w)} be a

binary relation and assume that for some given polynomial p(·) it holds that
|w| ≤ p(|x|) for all (x,w) ∈ R. Furthermore, let R be testable in polynomial
time. Let LR = {x : (x,w) ∈ R} be the language defined by the relation.

Now we define a Σ-protocol (A,B) to be a three move interactive protocol be-
tween a probabilistic polynomial-time prover A and a probabilistic polynomial-
time verifier B, where the prover acts first. The verifier is only required to send
random bits as a challenge to the prover. For some (x,w) ∈ R, the common
input to both players is x while w is private input to the prover. For such given
x, let (a, c, z) denote the conversation between the prover and the verifier. To
compute the first and final messages, the prover invokes efficient algorithms a(·)
and z(·), respectively, using (x,w) and random bits as input. Using an efficient
predicate φ(·), the verifier decides whether the conversation is accepting with
respect to x. The relation R, the algorithms a(·), z(·) and φ(·) are public.

We will need to broaden this definition slightly, to deal with cheating provers.
We will define L̂R to be the input language, with the property that LR ⊆ L̂R,
and membership in L̂R may be tested in polynomial time. We implicitly assume
B only executes the protocol if the common input x ∈ L̂R.

All Σ-protocols presented here will satisfy the following security properties:

– Weak special soundness: Let (a, c, z) and (a, c′, z′) be two conversations, that
are accepting for some given x ∈ L̂R. If c �= c′, then x ∈ LR. The pair of
accepting conversations (a, c, z) and (a, c′, z′) with c �= c′ is called a collision.

– Special honest verifier zero knowledge (SHVZK): There is a (probabilistic
polynomial time) simulator M that on input x ∈ LR generates accepting
conversations with a distribution that is computationally indistinguishable
from when A and B faithfully execute the protocol on common input x.
The simulator is special in the sense that it can additionally take a random
string c as input, and output an accepting conversation for x where c is the
challenge. In fact, we will assume the simulator has this special property for
not only x ∈ LR, but also any x ∈ L̂R.

Some of the Σ-protocols also satisfy the following property.

– Special soundness: Let (a, c, z) and (a, c′, z′) be two conversations, that are
accepting for some given x, with c �= c′. Then given x and those two conver-
sations, a witness w such that (x,w) ∈ R can be computed efficiently.

A simple but important fact (see [11]) is that if a Σ-protocol is HVZK, the
protocol is witness indistinguishable (WI) [21].

In our results to follow, we need a particular, simple instance of the main
theorem from [11]. Specifically, we use a slight generalization of a corollary in [11]
which enables a prover, given two relations (R1, R2), values (x1, x2) ∈ L̂R1×L̂R2 ,
and corresponding 3-move Σ-protocols ((A1, B1), (A2, B2)), to present a 3-move
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prover verifier

(vk′, sk′)← sig gen1(1k) vk′ �

�
ΣR(x) ∨ΣRvk (vk′)

��

s← sig sign1(sk′, transcript) s � sig verify1(vk′, transcript)

Fig. 1. USSR
[vk](x): An unbounded simulation-sound ZK protocol for relationship R

with CRS vk (drawn from the distribution sig gen0(1k)), and common input x. The
prover also knows the witness w such that R(x, w) = 1.

Σ-protocol (Aor, Bor) for proving the existence of a w such that either (x1, w) ∈
R1 or (x2, w) ∈ R2. We call this the “OR” protocol for ((A1, B1), (A2, B2)),

For two Σ-protocols, (A1, B1) and (A2, B2), let (A1, B1) ∨ (A2, B2) denote
the “OR” protocol for ((A1, B1), (A2, B2)).

3 Unbounded Simulation-Sound ZK

We are now ready to present the first result achieved with our technique: An un-
bounded simulation-sound zero-knowledge protocol for a relation R = {(x,w)}.
We assume that we have the following building blocks:
1. ΣR: a Σ-protocol for the binary relation R.

2. SIG0 = (sig gen0, sig sign0, sig verify0): a signature scheme secure against
adaptive chosen-message attack.

3. Rvk = {(m, s) | sig verify0(vk,m, s) = 1}: a binary relation of message-
signature pairs.

4. ΣRvk : a Σ-protocol with the special soundness property for the binary
relation Rvk.

5. SIG1 = (sig gen1, sig sign1, sig verify1): a one-time signature scheme secure
against chosen-message attack.

The protocol USSR
[vk](x) is shown in Figure 1. It assumes the prover and

verifier share a common input x to a Σ-protocol ΣR, and the prover knows w
such that (x,w) ∈ R. The CRS σ is the verification key vk of a signature scheme
that is existentially unforgeable against adaptive chosen-message attacks. The
prover generates a pair (vk′, sk′) for a one-time signature scheme, and sends
vk′ to the verifier. After this, vk′ is the common input to a Σ-protocol ΣRvk

satisfying special soundness. Then the prover uses the OR construction for Σ-
protocols to prove that either x ∈ LR or it knows a signature for vk′ under
verification key vk. (Note that since ΣRvk satisfies special soundness, intuitively
it is a proof of knowledge.) Finally, the prover signs the transcript with sk′, and
sends the resulting signature to the verifier.

Now we must describe S = (S1,S2) for USSR
[vk](x). S1(1k) first generates

signature keys (vk, sk)← sig gen0(1k) and outputs (σ, τ) = (vk, sk). S2(sk) first
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checks that common input x ∈ L̂R. If not, it aborts. Otherwise it runs the pro-
tocol as normal, except generating s′← sig sign0(sk, vk′), and using knowledge
of s′ to complete the Σ-protocol ΣR(x) ∨ΣRvk(vk′).

Theorem 1. The protocol USSR
[vk](x) is a USSZK argument.

4 Non-malleable ZK

Our general NMZK construction will be similar to the USSZK construction
above, but with a Σ-protocol replaced by an Ω-protocol, defined here.

4.1 Ω-Protocols

An Ω-protocol (A,B)[σ] for a relation R = {(x,w)} and CRS σ, is a Σ-protocol
for relation R with the following additional properties.
1. For a given distribution ensemble D, a common reference string σ is drawn

from Dk and each function a(·), z(·), and φ(·) takes σ as an additional
input. (Naturally, the simulator M in the definition of Σ-protocols may
also take σ as an additional input.)

2. There exists a polynomial-time extractor E = (E1, E2) such that the ref-
erence string output by E1(1k) is statistically indistinguishable from Dk.
Furthermore, given (σ, τ)←E1(1k), if there exists two accepting conver-
sations (a, c, z) and (a, c′, z′) with c �= c′ for some given x ∈ L̂R, then
E2(x, τ, (a, c, z)) outputs w such that (x,w) ∈ R.7

Informally, one way to construct Ω-protocols is as follows. Our common ref-
erence string will consist of a random public key pk for a semantically-secure
encryption scheme. Then for a given (x,w) ∈ R, we will construct an encryption
e of w under key pk, and then construct a Σ-protocol to prove that there is a w
such that (x,w) ∈ R and that e is an encryption of w.

As with Σ-protocols, we will use the ∨ notation to denote an “OR” protocol,
even if one or both of these protocols are Ω-protocols.

4.2 NMZK Protocol

Let ΩR
[σ′](x) be an Ω-protocol for a relation R with common reference string σ′

and common input x. Let NMR
[vk,σ′](x) be the USSR

[vk](x) protocol with ΣR(x)
replaced by ΩR

[σ′](x). (For every σ′, the resultant protocol is also a Σ-protocol.)
Let EΩ = (EΩ,1, EΩ,2) be the extractor for ΩR

[σ′](x). The protocol NMR
[vk,σ′](x) is

shown in Figure 2.
7 Notice that this extraction property is similar to that of weak special soundness

of Σ-protocols, where there exists an accepting conversation even for an invalid
proof, but two accepting conversations guarantees that the proof is valid. Here, the
extractor can always extract something from any conversation, but it might not be
the witness if there is only one accepting conversation. However, having two accepting
conversations sharing the same a guarantees that the extracted information is indeed
a witness.
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prover verifier

(vk′, sk′)← sig gen1(1k) vk′ �

�
ΩR

[σ′](x) ∨ΣRvk (vk′)
��

s← sig sign1(sk′, transcript) s � sig verify1(vk′, transcript)

Fig. 2. NMR
[vk,σ′](x): A non-malleable ZK protocol for relationship R with common

reference string (vk, σ′) where σ′ is drawn from the distribution associated with ΩR
σ′ ,

and common input x.

We now describe S = (S1,S2) for NMR
[vk,σ′]. S1(1k) first generates signature

keys (vk, sk)← sig gen0(1k) and then sets σ′ R←Dk, where D is the distribution
ensemble for ΩR

[σ′]. Next, S1(1k) outputs ((vk, σ′), sk). S2(sk) first checks that

common input x ∈ L̂R. If not, it aborts. Otherwise it runs the protocol as normal,
except generating s′← sig sign0(sk, vk′), and using knowledge of s′ to complete
the protocol ΩR

[σ′](x) ∨ΣRvk(vk′).
Finally, we must describe E = (E1, E2) for NMR

[vk,σ′](x). E1(1k) generates
signatures keys (vk, sk)← sig gen0(1k), generates (σ′, τ ′)←EΩ,1(1k), and then
outputs ((vk, σ′), sk, τ ′). E2(τ ′) simply runs as V until V outputs a bit b. If
b = 1, E2(τ ′) takes the conversation (a, c, z) produced by ΩR

[σ′](x), and generates
w←EΩ,2(x, τ ′, (a, c, z)). If b = 0, E2(τ ′) sets w←⊥. Then E2(τ ′) outputs (b, w).

Theorem 2. The protocol NMR
[vk,σ′](x) is an NMZK argument of knowledge for

the relation R.

5 Universally Composable ZK

First we review the framework of universal composability [5]. Then we prove
that any NMZK protocol with certain simple properties can be augmented to be
UCZK in the model of static corruptions. This result implies as a corollary that a
slight generalization of our protocol from the previous section can be augmented
to be UCZK in this model. Then we give a new construction that is UCZK in
the model of adaptive corruptions.

5.1 The Universal Composability Framework

The universal composability paradigm was proposed by Canetti [5] for defining
the security and composition of protocols. To define security one first specifies an
ideal functionality using a trusted party that describes the desired behavior of
the protocol. Then one proves that a particular protocol operating in a real-life
model securely realizes this ideal functionality, as defined below. Here we briefly
summarize the framework as defined in Canetti [5].
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A (real-life) protocol π is defined as a set of n interactive Turing Machines
P1, . . . , Pn, designating the n parties in the protocol. It operates in the presence
of an environment Z and an adversary A, both of which are also modeled as
interactive Turing Machines. The environment Z provides inputs and receives
outputs from honest parties, and may communicate with A. A controls (and may
view) all communication between the parties. We will assume that messages are
authenticated, and thus A may not insert or modify messages between honest
parties.8 A also may corrupt parties, in which case it obtains the internal state
of the party.

The ideal process with respect to a functionality F , is defined for n parties
P1, . . . , Pn, an environment Z, and an (ideal-process) adversary S. However,
P1, . . . , Pn are now dummy parties that simply forward (over secure channels)
inputs received from Z to F , and forward (again over secure channels) outputs
received from F to Z. Thus the ideal process is a trivially secure protocol with
the input-output behavior of F .

To formulate the universal composition theorem, Canetti [5] also introduces
a a hybrid model, a real-life model with access to an ideal functionality F . In
particular, this F-hybrid model functions like the real-life model, but where the
parties may also exchange messages with an unbounded number of copies of F ,
each copy identified via a unique session identifier (sid). The communication
between the parties and each one of these copies mimics the ideal process, and
in particular the hybrid adversary does not have access to the contents of the
messages. See Canetti [5] for details of the universal composition theorem.

The zero-knowledge functionality. The (multi-session) ZK functionality is given
in Figure 3. In the functionality, parameterized by a relation R, the prover sends
to the functionality the input x together with a witness w. If R(x,w) holds, then
the functionality forwards x to the verifier. As pointed out in [5], this is actually
a proof of knowledge in that the verifier is assured that the prover actually knows
w. Note the two types of indices: the sid, which, as before, differentiates messages
to F̂R

ZK from messages sent to other functionalities, and ssid, the sub-session ID,
which is unique per input message (or proof).

Recall that we will be designing and analyzing protocols in the common
reference string model, and so they will be operating in the FDCRS-hybrid model,
where FDCRS is the functionality that, for a given security parameter k, chooses
a string from distribution Dk and hands it to all parties.

5.2 NMZK Implies UCZK

Let Π be an NMZK protocol between a prover and verifier. We say Π is aug-
mentable if the prover sends the first message, and this message contains the
common input x, along with auxiliary data aux that may contain any arbitrary
public values. (The reason for aux is discussed below.) We will show how to
8 This feature could be added to an unauthenticated model using a message authen-

tication functionality as described in [5].
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Functionality F̂R
ZK

F̂R
ZK proceeds as follows, running with security parameter k, parties P1, . . . , Pn,

and an adversary S:

– Upon receiving (zk-prover, sid, ssid, Pi, Pj , x, w) from Pi: If R(x, w) then send
(ZK-PROOF, sid, ssid, Pi, Pj , x) to Pj and S and halt. Otherwise, ignore.

Fig. 3. The multi-session zero-knowledge functionality (for relation R)

augment Π with additional information in each message to allow it to be used
between two parties in the universal composability framework. This augmented
protocol is denoted Π̂, and is constructed as follows.

For an instance of Π̂ run between parties Pi and Pj , set aux to (ssid, Pi, Pj),
where ssid is defined in the previous section, Pi is the identity of the prover,
and Pj is the identity of the verifier.9 Then the 
th prover message is for-
matted as (prv�, sid, ssid, Pi, prv-data�), where prv� is the label for the 
th
prover message, and prv-data� is the data field containing the 
th message
sent by the prover in Π. Analogously, the 
th verifier message is formatted as
(ver�, sid, ssid, Pj , ver-data�), where ver� is the label for the 
th verifier message,
and ver-data� is the data field containing the 
th message sent by the verifier
in Π. Finally, before accepting, the verifier checks that aux corresponds to the
values (ssid, Pi, Pj) outside the prover data field, and that aux was not used
previously.

Theorem 3. Let Π = (D,P,V,SΠ = (SΠ,1,SΠ,2), EΠ = (EΠ,1, EΠ,2)) be an
augmentable NMZK protocol for a relation R. Then the augmented protocol Π̂
securely realizes functionality F̂R

ZK in the FDCRS-hybrid model, assuming static
corruptions.

We say a protocol Π̂ is a UCZK protocol for R if it securely realizes func-
tionality F̂R

ZK in the FDCRS-hybrid model, for some D.

Corollary 1. Let Π be protocol NMR
[vk,σ′](x) from Figure 2 with the addition

of the common input x and aux = (ssid, Pi, Pj) in the first message. Then the
augmented protocol Π̂ is a UCZK protocol for R, assuming static corruptions.

5.3 UCZK: Adaptive Corruptions

Our basic idea to deal with adaptive corruptions is to take the augmentable
version of the NMZK protocol from Corollary 1, denoted NMR

[vk,σ′](x; aux), and
apply to it the technique proposed by Damg̊ard [13] and Jarecki and Lysyan-
skaya [27] in which a trapdoor commitment is used to commit to the first mes-
sage of a Σ-protocol, and then this commitment is opened when sending the
9 This auxiliary data aux is necessary since NMZK allows copying proofs exactly, but

the ZK functionality does not, and thus we need some way to make every proof
distinct.
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third message. Informally, a trapdoor commitment is a commitment scheme
with the additional property that there is a secret trapdoor such that know-
ing the trapdoor allows a committer to decommit to an arbitrary value. More
precisely, TC = (TCgen,TCcom,TCver,TCkeyver,TCfake) is a trapdoor com-
mitment scheme if it satisfies the properties of completeness, binding, perfect
secrecy, and trapdoorness. The first three properties are the same as in any
unconditionally-hiding commitment scheme. The trapdoor property says (infor-
mally) that TCgen(1k) outputs a secret key (the trapdoor) along with the public
key, and that using this secret key and a commitment/decommitment pair (c, d)
associated with a value v, (i.e., (c, d)← TCcom(pk, v)), the function TCfake can
for any value v′ output a decommitment d′ that is a valid decommitment of c
resulting in v′ (i.e., TCver(pk, c, v′, d′) = 1).

However, for technical reasons, a “plain” trapdoor commitment does not pro-
vide the properties we need to deal with adaptive corruptions, and so we define a
stronger type of trapdoor commitment scheme, which we call a simulation-sound
trapdoor commitment (SSTC) scheme.10 Roughly speaking, an SSTC scheme is
a trapdoor commitment scheme with an extra input id to the commitment pro-
tocol, which guarantees that a commitment made by the adversary using input
id is binding, even if the adversary has seen any commitment using input id
opened (using a simulator that knows a trapdoor) once to any arbitrary value,
and moreover, any commitment using id ′ �= id opened (again using the simula-
tor) an unbounded number of times to any arbitrary values.

Now let Π be a three move interactive proof protocol with common input
x, auxiliary input aux, witness w, common reference string σ, and prover ran-
dom bits r. Similarly to Σ-protocols, we use the notation aΠ(·), zΠ(·), and
verifyΠ(·) to denote the algorithms for computing the two messages of the
prover, and verifying the proof, respectively. Using this notation, the protocol
UCR

[pk∗,vk,σ′](x; aux) is shown in Figure 4.

Theorem 4. Let Π ′ be the protocol UCR
[pk∗,vk,σ′](x; aux), where

aux = (ssid, Pi, Pj). Then the augmented protocol Π̂ ′ securely realizes function-
ality F̂R

ZK in the FDCRS-hybrid model where erasing is allowed, assuming adaptive
corruptions.

6 Efficient Instantiations

Here we briefly discuss some efficient instantiations of our constructions.

Signature Schemes. First we note that for our constructions we can use a more
general version of the Σ-protocol for proving knowledge of signatures, as follows.
Consider the binary relation Rvk = {(m, s)} for a signature scheme SIG. We say
10 Universally-composable commitments [6,8] would also suffice, and can be constructed

using trapdoor permutations. However, this construction is not as efficient as the
SSTC scheme in this paper.
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prover verifier
(x, aux, a)← aΠ(x, aux, w, r, σ)

(a∗, r∗)← TCcom(pk∗, a, aux) x, aux, a∗�
c

R←{0, 1}k
� c

z← zΠ(x, aux, w, r, c, σ)

erase(r, w) z, a, r∗ � TCkeyver(pk∗, 1k)
TCver(pk∗, a∗, a, aux, r∗)
verifyΠ(x, aux, a, c, z, σ)

Fig. 4. UCR
[pk∗,vk,σ′](x; aux): A UCZK protocol for R with common reference string

(pk∗, vk, σ′) drawn from Dpk(TC)×Dvk(SIG0)×Dσ(ΩR), common input x, and aux-
iliary input aux where Π = NMR

[vk,σ′](x; aux):

a polynomial-time computable function f is a partial knowledge function of SIG,
if there exists a probabilistic polynomial-time machine M such that every m
and vk, {s1 : s1←M(m, vk)} and {s1 : s← sig sign(vk,m); s1← f(m, vk, s)}
have the same distribution. Intuitively, a partial knowledge function carries part
of the information about the signature, yet can be efficiently sampled without
even knowing one. If a signature scheme SIG has a partial knowledge function
f , then the relation R′vk = {((m, s1), s) : (m, s) ∈ Rvk ∧ s1 = f(m, vk, s)} can
replace Rvk in the constructions for USSR

[vk], NMR
[vk,σ′](x), and UCR

[pk∗,vk,σ′](x),
with P sending a randomly sampled s1 (partial knowledge) before running the
Σ-protocol ΣR(x)∨ΣR′

vk(vk′, s1). We say R′vk is a partial signature relation for
SIG.

It can be shown that the Cramer-Shoup signature scheme [12] and the DSA
signature scheme [30] both admit efficient Σ-protocols for proving knowledge of
signatures using this more general definition, and thus can be plugged into our
constructions. We discuss the detailed constructions in the full version.

Efficient Ω-Protocols. In the full version we describe an efficient Ω-protocol
for proving knowledge of a discrete logarithm. This protocol is based on the
Decisional Composite Residuosity assumption and the Strong RSA assumption.
In the full version we also describe a generalized version of Ω-protocols, and
an efficient generalized Ω-protocol for proving plaintext knowledge of ElGamal
encryptions.
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Abstract. We study statistical tests with binary output that rarely out-
puts one, which we call nearly one-sided statistical tests. We provide an
efficient reduction establishing improved security for the Goldreich-Levin
hard-core bit against nearly one-sided tests. The analysis is extended to
prove the security of the Blum-Micali pseudo-random generator com-
bined with the Goldreich-Levin bit.
Furthermore, applications where nearly one-sided tests naturally occur
are discussed. This includes cryptographic constructions that replace
real randomness with pseudo-randomness and where the adversary’s
success easily can be verified. In particular, this applies to signature
schemes that utilize a pseudo-random generator as a provider of
randomness.

Keywords: Nearly one-sided statistical test; Goldreich-Levin predicate;
Pseudo-random generator; Provable security; List decoding.

1 Introduction

Many algorithms are probabilistic and therefore require a source of randomness
to be implemented correctly. This is true in particular for most cryptographic
algorithms. Obtaining random material is often a hard and time consuming pro-
cess and therefore it is convenient to use a pseudo-random generator to generate
much random looking material from a short truly random seed. One would of
course like to have a guarantee that by exchanging random material for the
output of a generator, the performance of the algorithms are not changed in a
harmful way.

The pioneering works of Blum and Micali [6] and Yao [19] laid the foundation
of the theory of pseudo-randomness. Blum and Micali showed how to construct a
pseudo-random bit generator (PRBG) whose security is based on the hardness of
solving the discrete logarithm problem. More specifically, they proved and used
the fact that the most significant bit is a hard-core predicate for exponentiation.
A predicate b is a hard-core predicate for a function g if it is not feasible to
efficiently determine the boolean value of b(x) given the value of g(x). Goldreich
and Levin [11] showed how to construct such a hard-core predicate from any one-
way function. This construction can be applied on the above mentioned PRBG
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so that the security can be based on the one-wayness of an arbitrary permutation
f . The proof of security provided by [6] was a polynomial reduction from solving
the discrete logarithm problem (or if we use the result from [11] inverting f), to
breaching the security of the bit generator.

In this work we analyze the security of the well-known pseudo-random gen-
erator obtained by combining the works of Blum and Micali [6] and Goldreich
and Levin [11]. We refer to this generator as BMGL. As noted in previous works
(e.g., [10], [11] and [16]) the exact efficiency of a reduction between two different
cryptographic primitives is of vital interest when determining the practical se-
curity consequences of the reduction. Examples of more recent works that deal
with the issue to bridge the gap between theoretical complexity based cryptog-
raphy and practical cryptography by improved reductions and analysis are [3]
and [7]. For a more extensive list see [2]. In the case of BMGL, the reduction re-
lates the one-wayness of a permutation to the pseudo-randomness of the output
from BMGL. A distribution is considered to be pseudo-random if there is no
statistical test, from a specific set of admissible tests, that more than negligibly
can distinguish between elements from that distribution and from the uniform
distribution. (A distribution is in fact not considered to be pseudo-random, but
instead an ensemble of distributions. For simplicity reasons we do not make this
distinction throughout the introduction.) Normally, the set of admissible tests
is specified by a maximum running time. Improvements to the security reduc-
tion of BMGL and its analysis have earlier been made by Rackoff (explained in
[8]), Levin [17] and H̊astad and Näslund [15]. Apart from BMGL, there have
been numerous other constructions of pseudo-random generators based on the
Blum-Micali paradigm, for example constructions exploiting the hardness of the
factoring problem starting with the work of Blum et al. [4].

Earlier analyses of reductions have characterized the efficiency of a statistical
test D, distinguishing the distributions X and Y , by using a measure δ such that

∣∣∣∣ Pr
x∈X

[D(x) = 1]− Pr
y∈Y

[D(y) = 1]
∣∣∣∣ ≥ δ . (1)

In this paper we consider nearly one-sided statistical tests (this concept has been
investigated earlier by Blum and Goldreich [5]) which are tests that, on truly ran-
dom input, almost always output zero and rarely output one. The measure in (1)
does not capture whether or not a test is nearly one-sided and therefore we intro-
duce the notion of a parameterized distinguisher, which for a test and a certain
pair of input distributions impose two thresholds, separating the corresponding
output distributions of the test. We say that a test D (δ1, δ2)-distinguishes X
and Y if

Pr
x∈X

[D(x) = 1] ≤ δ1 < δ2 ≤ Pr
y∈Y

[D(y) = 1] .

Thus, if δ1 is small and X is the uniform distribution, the test is considered
to be nearly one-sided. (We do not formally define “small” but instead use the
parameterized distinguisher to express formal results in this paper.) The use of
this characterization of a distinguisher enables a more careful analysis of the
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reduction from inverting a permutation to distinguishing between the output
of BMGL and the uniform distribution. The analysis shows that the success
probability of inverting the permutation is proportional to (δ2 − δ1)2/δ2, to be
compared to previous results obtaining (δ2 − δ1)2. If δ1 is small compared to δ2
(as is the case with nearly one-sided tests) the increase in reduction quality is
significant.

The heart of the improved analysis is in the analysis of the Goldreich-Levin
hard-core bit. Essentially, the classical proof shows that if the adversary can
predict the hard-core bit with advantage ε, then one can invert the one-way
function with probability proportional to ε2. This was shown by Adcock and
Cleve [1] to be optimal in the general case. In the case of nearly one-sided tests,
the distinguisher can be transformed to a predictor that most of the time has
almost no advantage against a random guess, but for a small fraction of the
inputs it has a significant advantage. In the classical proof this predictor had
to make a guess even though its confidence was low. This caused the produced
high quality predictions to be concealed by the big amounts of predictions of low
quality. In our reduction we therefore allow the predictor also to output ⊥, which
means that the confidence is too low to make a prediction. This enables us to
invert the one-way function with probability proportional to ε2/p, where p is the
probability that the predictor makes a prediction. (The seemingly contradiction
that the success probability increases when the probability of making a prediction
decreases is explained by the fact that this also implies that the confidence in
the prediction increases.)

The reduction that was used to show that the Goldreich-Levin bit is hard
to predict is essentially a list decoding algorithm of the Hadamard code. Using
this viewpoint, the possibility for the predictor to output ⊥ will correspond to
an erasure in the Hadamard code. After the work of Goldreich and Levin [11]
subsequent works in list decoding includes a generalization of the algorithm to
the non-binary and non-linear case [12]. Sudan et al. [18] showed how to trans-
form predicates, that are hard in the worst case, to become predicates that can
be predicted only negligibly better than by a random guess. The transformation
and proof was based on error-correcting codes and list decoding.

In cryptography the major application can be found in different types of
authentication schemes as nearly one-sided tests often occur there naturally. For
example, consider a signature scheme that is secure if given a source of random
bits. Suppose that one instead feeds this signature scheme with bits from a bit
generator (e.g. BMGL) and that it then no longer is secure. The attacker of this
schemes now serves as a nearly one-sided distinguisher between the two different
schemes because it has a negligible respectively non-negligible probability to
produce a valid signature when attacking the two different schemes. Thus, this
attacker can be combined with the signature scheme to build a nearly one-sided
test that distinguishes between the output distribution of the bit generator and
the uniform distribution. In Sect. 8, a more extensive discussion is made about
possible applications.
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The outline of this paper is as follows: In Sect. 3 the Goldreich-Levin hard-
core bit is explained and we discuss why low rate predictors are more powerful
than ordinary predictors when list decoding the Hadamard code. In the next
section we prove a theorem about list decoding Hadamard codes with both era-
sures and errors and in Sect. 5 this theorem is used to establish the reduction
from inverting a function to predicting the Goldreich-Levin bit. Section 6 dis-
cusses statistical tests and their connection with predictors and in Sect. 7 the
security of the BMGL is shown. The paper is concluded with some applications
and open questions.

2 Notation

In this work we use the following notation:

1. By [m] we mean the set {1, . . . ,m} and 2[m] is the set of all subsets of [m].
2. The xor operation is denoted by ⊕.
3. The function b(r, x) is the inner product between r and x modulo 2.
4. The i’th unit vector ei is a bit string containing only zeros, except for the
i’th bit (which is 1). The dimension of ei is implicitly given by its use.

5. We let 〈J, L〉, where J and L are sets, denote the size of J ∩ L modulo 2.
6. If x is a bit string, the length of x is denoted by |x|.
7. When the logarithmic function log is used without the base having been

specified, it is implicit base 2.
8. The uniform distribution of bit strings of length n is denoted by Un.

3 The Goldreich-Levin Bit and List Decoding of
Hadamard Code

Goldreich and Levin [11] showed how to modify an arbitrary one-way function
to make it have a hard-core predicate: if f is a one-way function, then b(r, x)
(the inner product of r and x modulo 2) is a hard-core predicate for the one-way
function f ′(r, x) = (r, f(x)). This means that there is no efficient algorithm that
given (r, f(x)) as input (where r and x are drawn from the uniform distribution)
can guess the value of b(r, x) significantly better than a random guess. We do
not formally define hard-core predicate as the results in this paper are instead
expressed in terms of the advantage and rate of a predictor (see Definition 2).

The above result is shown using a reduction from inverting f to predicting
the value of b(r, x). The efficiency of the reduction depends on how well the
bit b(r, x) is guessed, which usually is measured by the advantage ε(n) of the
guessing algorithm P , often called the predictor:

ε(n) = Pr
r,x∈Un

[P (r, f(x)) = b(r, x)]− 1
2
.

The main part of the reduction consists of a list decoding algorithm for the
binary Hadamard code.
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Definition 1. The (binary) Hadamard code of a bit string x of length n is
〈b(r, x)〉r∈{0,1}n .

The i’th bit of the Hadamard code of x is thus exactly b(i, x), where i is
interpreted in the natural way as a bit string of the same length as x. The task
for a list decoding algorithm is to produce a list of possible x, having oracle access
to a Hadamard code with a certain fraction of errors. The algorithm should come
with a lower bound on the probability that x appears in the list output and an
upper bound on the number of oracle queries made. Given the value of f(x), the
predictor P corresponds in a natural way to the oracle of the Hadamard code,
and the advantage of P (over a fix x) is closely related to the number of errors
of the oracle.

Now suppose that we have a predictor P that on some input answers with
high confidence and on other inputs just flips a coin. The informative answers
from P (when it does not just flip a coin) would then be somewhat clouded by the
random noise provided by the other answers. Let us therefore give the predictor
more freedom by also letting it output ⊥ in those cases where the confidence in
the prediction is low. Instead of characterizing this type of predictor with only
its advantage in the traditional sense, we also use its rate, which is how often
it outputs a prediction. The advantage is generalized in a natural way for this
different type of predictor.
Definition 2. A predictor P : {0, 1}∗ × {0, 1}∗ → {0, 1,⊥} is said to have rate
δ(n) and advantage ε(n) in predicting b(x, r) from f(x) and r, where

δ(n) = Pr
x,r∈Un

[P (f(x), r) 	= ⊥]

and

ε(n) = Pr
x,r∈Un

[P (f(x), r) = b(x, r)]− 1
2

Pr
x,r∈Un

[P (f(x), r) 	= ⊥] .

Going back to the list decoding algorithm for the Hadamard code, this new
type of predictor corresponds to a Hadamard code oracle with both errors and
erasures, where the fraction of erasures is 1−δ (where δ is the rate of the predic-
tor). The heart of the improved reduction is in the analysis of the list decoding
algorithm with an oracle that has a relatively large part of erasures (or in other
words a predictor with low rate). Let us briefly discuss why a predictor with low
rate is more powerful than one with a higher rate and the same advantage. With
more powerful we here mean that the predictor does not have to be called as
many times in the list decoding algorithm. Later we show how a nearly one-sided
test for the Goldreich-Levin bit easily can be turned into a predictor with low
rate.

Assume that P is a predictor with rate δ and advantage ε. Earlier analyses,
that only made use of the advantage, have shown (see [8], Sect. 2.5.2) that the
number of needed calls to P should be at least proportional to ε−2 for the list
decoding algorithm to succeed with probability one half. The probability that
P makes a correct prediction is 1

2δ + ε. Let us now ignore all the calls that
received ⊥-answers from P . The probability that P , on the remaining calls,
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guesses correctly is then ( 1
2δ + ε)δ−1 = 1

2 + δ−1ε. In some sense this gives us
a not fully working predictor with advantage δ−1ε, the problem being that it
does not make predictions for all inputs and that it on the average only makes
one prediction per δ−1 calls. If the first problem mentioned can be dealt with
in the list decoding algorithm we can expect that the number of calls to P is
proportional to the inverted advantage squared times the extra factor of δ−1:
O((δ−1ε)−2δ−1) = O(δε−2). Note that if the advantage of P is at least a constant
fraction of the rate, we have that δ = O(ε) and thus the number of calls needed
would only be O(ε−1) compared to O(ε−2) before. In the proofs of Theorem 1
and 2 we show that this intuition really has merit.

4 List Decoding of Hadamard Code with Errors and
Erasures

The main part of the proof that the Goldreich-Levin bit is a hard-core predicate
consists of a list decoding algorithm of a binary Hadamard code with errors. To
ensure that the power of the low rate of the predictor does not vanish, we repeat
the analysis of the list decoding algorithm (not the original one [11], but one
due to Rackoff explained in [8]) while letting the Hadamard code also contain
erasures. As far as the author is aware of, no previous work has been done on
list decoding the Hadamard code in the presence of errors and erasures.

Theorem 1. There is an algorithm LD that, on input l and n and with oracle
access to a Hadamard code of x (where |x| = n) with an e-fraction of errors
and an s-fraction of erasures, can output a list of 2l elements in time O(nl2l)
asking n2l oracle queries such that the probability that x is contained in the list

is at least one half if l ≥ log2

(
8n(e+c)
(c−e)2 + 1

)
, where c

def
= 1− s− e (the fraction of

correct answers from the oracle).

Proof. Let C be an oracle that represents a Hadamard code of a fixed x with
an e-fraction of errors and s-fraction of erasures. In Fig. 1 the list decoding
algorithm LDC is defined. First we prove its correctness in respect to the claim
made in Theorem 1 that it outputs x with at least probability one half. We then
analyze its time complexity.

Correctness of LDC : We start by proving the following claim about the
value of C ′(ei ⊕ sJ) which is a principal component in the calculations made in
step 3 of our list decoder LDC .

Claim 1 Let sJ and C ′ be defined as in the description of LDC . Then for a
nonempty J ⊆ [l] and L0 = {i | i ∈ [l], b(si, x) = 1} the following equalities hold:

Pr[(−1)〈J,L0〉C ′(ei ⊕ sJ) = 0] = s

Pr[(−1)〈J,L0〉C ′(ei ⊕ sJ) = (−1)b(ei,x)] = c

Pr[(−1)〈J,L0〉C ′(ei ⊕ sJ) = −(−1)b(ei,x)] = e,

where the probabilities are taken over the choices of si in step 1 of LDC .
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Implementation of list-decoder LDC : Let LD have oracle access to C :
{0, 1}n → {0, 1,⊥}. On input l and n, LDC proceeds as follows:

1. Choose s1,. . ., sl independently from Un.
2. Define a predictor C′ that uses C so that

C′(r) =




1 if C(r) = 0
−1 if C(r) = 1
0 if C(r) = ⊥

3. Calculate di
L =

∑
J(−1)〈J,L〉C′(ei ⊕ sJ) for all L ⊆ [l] and i ∈ [n], where

sJdef= ⊕i∈J si for all nonempty J ⊆ [l].

4. Output the list {zL}L⊆[l] where the i’th bit of zL is defined as 1−sgn(di
L)

2 .

Fig. 1. The List-Decoder LDC

Proof. We observe that

b(sJ , x) = ⊕j∈Jb(sj , x) = ⊕j∈J∩L0b(s
j , x) = 〈J, L0〉 ,

and

C ′(ei ⊕ sJ) =




(−1)b(ei,x)⊕b(sJ ,x) if C answers correctly
−(−1)b(ei,x)⊕b(sJ ,x) if C answers incorrectly
0 if C answers ⊥ .

As J is non-empty, the value of ei ⊕ sJ will be uniformly distributed and thus
the probability that C answers ’⊥’ is s, incorrectly is e and correctly is c. As
b(sJ , x) = 〈J, L0〉 the claim follows from

(−1)b(sJ ,x)C ′(ei ⊕ sJ) =




(−1)b(ei,x) if C answers correctly
−(−1)b(ei,x) if C answers incorrectly
0 if C answers ⊥ .

�


As a consequence of their construction, the values of sJ , for nonempty J ⊆
[l], are pairwise independent and uniformly distributed. Let L0 be defined as
{i | i ∈ [l], b(si, x) = 1} and study for a fixed i the value of di

L0
calculated in

step 3 of LDC . It is a sum of expressions on the form that is analyzed in Claim
1. The probability of different results (expressed in terms of the i’th bit of x) of
each term in this sum is specified in the claim. Using the value (sign) of the sum
we can thereby guess the i’th bit of x and by knowing the different probabilities
we can calculate an upper bound for the probability that the guess is incorrect.

For our guess to be correct we would like to have more terms that equal
(−1)b(ei,x) than −(−1)b(ei,x). As we know the probability for each outcome we
can, by using Chebyschev’s inequality, give an upper bound on the probability
that the guess is incorrect. For every non-empty J ⊆ [l], define ζJ

c to be the
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indicator variable for the event that (−1)〈J,L0〉C ′(ei⊕sJ) = (−1)b(ei,x) and let ζJ
e

be the indicator variable for the event that (−1)〈J,L0〉C ′(ei⊕sJ) = −(−1)b(ei,x).
We would like to be able to state that

∑
J ζ

J
c >

∑
J ζ

J
e with high probability.

Chebyschev’s inequality states that for any positive t

Pr[|Y − µ| ≥ tσ] ≤ t−2 ,

where σ is the standard deviation and µ is the expectation of the variable Y .
This inequality is to be applied on the number of incorrect answers Y =∑

J ζ
J
e which has the expected value of µ = Ne (where Ndef= 2l−1 is the number

of terms in the sum) and the standard deviation σ is less than
√
Ne (using the

fact of pairwise independency). We set t =
√

N(c−e)
2
√

e
which gives us

Pr

[
|
∑

J

ζJ
e −Ne | >

N(c− e)
2

]
≤ 4e
N(c− e)2 .

Applying the same inequality on the number of correct answers Y =
∑

J ζ
J
c with

µ = Nc, σ <
√
Nc and t =

√
N(c−e)
2
√

c
gives

Pr

[
|
∑

J

ζJ
c −Nc | >

N(c− e)
2

]
≤ 4c
N(c− e)2 .

If none of the sums
∑

J ζ
J
c and

∑
J ζ

J
e deviate more than N(c−e)

2 from their
expected values we can conclude that the number of correct answers outnumbers
the number of incorrect answers. Thus, the probability that this is not the case
and we thereby are not able to make a correct prediction is at most 4(e+c)

N(c−e)2 .
For the algorithm to succeed (in the supposed fashion) each of the n different

bits of x has to be predicted correctly. In other words di
L0

has to have the correct
sign for each i ∈ [n]. An upper bound for this not occurring is 4n(e+c)

N(c−e)2 which is

the sum of the upper bounds for each bit prediction failure. If N ≥ 8n(e+c)
(c−e)2 then

this bound is less than one half. As N equals 2l−1 we conclude that if the input
l satisfy

l ≥ log
(

8n(e+ c)
(c− e)2 + 1

)

then the probability that x appears in the output list is at least one half.
Efficiency of LDC : The first step of LDC takes time O(nl) and the last step

takes time O(n2l). The time consuming step of the algorithm is the calculation
of the different values of di

L. The naive way to do this would be by calculating
each di

L-value independently for each L. This would make the algorithm work
in time O(n222l) making O(n2l) calls to C, as there are n2l different di

L-values
and each value is a sum of 2l − 1 terms and each term can be calculated in time
O(n).
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Using Fourier-analysis of functions g : 2[l] → R, the expression for di
L,∑

J(−1)〈J,L〉C ′(ei ⊕ sJ), can be identified as the L’th Fourier coefficient of the
function gi(J) = C ′(ei ⊕ sJ). Using the fast Fourier-transform algorithm all 2l

Fourier coefficients can be calculated in time O(l2l). Therefore, for each i we can
calculate all the values {di

L}L⊆[l] in time O(l2l) using 2l oracle queries. There
are n different values of i making the total time O(nl2l) and the total number
of oracle queries n2l. �


5 Goldreich-Levin Hard-Core Bit

In this section we make an efficient reduction from inverting a function f to
predicting the Goldreich-Levin bit of f . The list decoding algorithm from the
previous section is the main component of the algorithm that performs the re-
duction.

Theorem 2. Let P be a probabilistic algorithm with running time tP : N→ N,
and rate δP : N → [0, 1] and advantage εP : N → [0, 1

2 ] in predicting b(x, r)
from f(x) and r. Define h(n) to be log2(δP (n)/εP (n)2). Then there exists an
algorithm Inv that runs in expected time (tP (n) + h(n) log2(n)) · h(n) · O(n2)
and satisfies

Pr
x∈Un

[f(Inv(f(x), n)) = f(x)] = Ω

(
εP (n)2

δP (n)

)
.

Description of inverter Inv: P is a predictor with rate δP (n) and advantage
εP (n). On input y = f(x) and n Inv proceeds as follows:

1. Select j from {−1, . . . , h − 2}, where h = �h(n)� = �log δP (n)
εP (n)2 �, with proba-

bility 2j−h and set l = �log(nδP (n)/εP (n)2)	 − j + 2. If no j is chosen, stop
and output ⊥.

2. Call the list-decoder LDPy with input l and n, where Py(·)def= P (y, ·).
3. Apply f on each element x′ of the output from the list-decoder. If f(x′) = y,

then output x′ and stop.
4. Output ⊥.

Fig. 2. The inverter Inv

Theorem 2 states that if there is an algorithm P that predicts the Goldreich-
Levin bit of f , then there also exists an algorithm Inv (depicted in Fig. 2) that
inverts f . If P , for all possible values of x, would have approximately the same
advantage (and rate) in predicting b(r, x) from f(x) and r, this can be shown by
directly applying the list-decoding algorithm LD with the appropriate value of
l. But as this is not true in general we need to make an averaging argument. This
is done by calling LD with small values on l with high probability (to cope with
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values of x giving P a high advantage), and calling LD with big values on l with
low probability (to cope with values of x giving P an intermediate advantage).
A proof of the theorem can be found in the journal version of this work [14].

Compared to previous analyses the inverting probability improves with ap-
proximately a factor of δ−1

P (see Proposition 2.5.4 in [8]). In some applications
we know that the advantage εP (n) will be a constant fraction of the rate δP (n)
and then the improvement will be considerable as the inverting probability will
increase from Ω(εP (n)2) to Ω(εP (n)).

Knowledge about the value of εP (n)2

δP (n) is required if we would like to implement
Inv. Therefore we define a new algorithm Inv′, with oracle access to a predictor
P , that takes an additional input h and behaves exactly as Inv but uses h instead
of log δP (n)

εP (n)2 in the first step of the algorithm. From the proof of Theorem 2 we

can conclude that as long as h ≥ log δP (n)
εP (n)2 the probability of success will not

decrease and the running time and the number of queries to P will be the same
as in Theorem 2 except for that we substitute log δP (n)

εP (n)2 with h. We thus have
the following corollary which is useful when proving Theorem 3.

Corollary 1. Let P be an arbitrary algorithm predicting b(x, r) from f(x) and
r. There exists an algorithm Inv′ with oracle access to P such that on input y,
n and h it runs in expected time h2 log2(n) ·O(n2) and makes h ·O(n2) number
of expected calls and satisfies

Pr
x∈Un

[
f(Inv′P (f(x), n, h)) = f(x)

]
= Ω

(
2−h

)

if h ≥ log2(δP (n)/εP (n)2), where P has rate δP : N → [0, 1] and advantage
εP : N→ [0, 1

2 ] in predicting b(x, r) from f(x) and r.

6 Nearly One-Sided Statistical Tests

A statistical test is a probabilistic algorithm that takes an input and outputs a
bit. The purpose of a statistical test is to distinguish between different distri-
butions. This is done by having different output distributions when the input is
drawn from different distributions. The output distribution is characterized by
the probability that the output is equal to 1 respectively 0. If the test rarely
outputs 1 we consider the test to be nearly one-sided with respect to the input
distribution. The classical way to measure how well a statistical test distinguishes
between two distributions (or in fact two ensembles of distributions) is through
the following definition.

Definition 3. An algorithm D : {0, 1}∗ → {0, 1} δ(n)-distinguishes the ensem-
bles X = {Xn} and Y = {Yn} if for infinitely many values of n

∣∣∣∣ Pr
x∈Xn

[D(x) = 1]− Pr
y∈Yn

[D(y) = 1]
∣∣∣∣ ≥ δ(n) .
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The characterization of a statistical test in terms of this definition is rather
coarse. In particular whether the test is one-sided or not does not show. This is
remedied by the following definition which explicitly provides absolute bounds
on the probability of outputting 1.

Definition 4. An algorithm D : {0, 1}∗ → {0, 1} (δ1(n), δ2(n))-distinguishes
the ensembles X = {Xn} and Y = {Yn} if for infinitely many values of n

Pr[D(Xn) = 1] ≤ δ1(n) < δ2(n) ≤ Pr[D(Yn) = 1] .

In addition, D is said to be a (δ1(n), δ2(n))-distinguisher for the ensembles X
and Y if D (δ1(n), δ2(n))-distinguishes X and Y .

We now discuss the connection between statistical tests and predictors, and
in particular how a nearly one-sided statistical test for the Goldreich-Levin bit
easily can be turned into a low rate predictor that predicts the Goldreich-Levin
bit.

Assume that a distinguisher D satisfies
p1 = Pr

r,x∈Un,σ∈U1
[D(f(x), r, σ) = 1]

and
p2 = Pr

r,x∈Un

[D(f(x), r, b(r, x)) = 1] .

It is easy to transform this distinguisher into a predictor P guessing b(r, x) with
advantage p2 − p1. On input (f(x), r) the predictor P samples a uniform bit
σ, queries for D(f(x), r, σ) and outputs σ iff D(f(x), r, σ) = 1 and otherwise
outputs 1 − σ. However, if the probability p1 is very small, then the truly in-
formative answers from D are when it returns 1. In those cases the probability
that the prediction is correct is

Prr,x∈Un
[D(f(x), r, σ) = 1 |σ = b(r, x)] · Prσ∈U1 [σ = b(r, x)]

Prr,x∈Un,σ∈U1 [D(f(x), r, σ) = 1]
=

p2

2p1
,

giving an advantage of
p2

2p1
− 1

2
=
p2 − p1

2p1
.

This should be compared to the success probability when D outputs 0
Prr,x∈Un

[D(f(x), r, σ) = 0 | 1− σ = b(r, x)] · Prσ∈U1 [1− σ = b(r, x)]
Prr,x∈Un,σ∈U1 [D(f(x), r, σ) = 0]

=
1
2 · Prr,x∈Un [D(f(x), r, 1− b(r, x)) = 0]
1− Prr,x∈Un,σ∈U1 [D(f(x), r, σ) = 1]

=
1
2 · (1− Prr,x∈Un [D(f(x), r, 1− b(r, x)) = 1])

1− p1

=
1− (2 · Prr,x∈Un,σ∈U1 [D(f(x), r, σ) = 1]− Prr,x∈Un [D(f(x), r, b(r, x)) = 1])

2(1− p1)

=
1− (2p1 − p2)

2(1− p1)
,

giving an advantage of
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1− (2p1 − p2)
2(1− p1)

− 1
2

=
1− (2p1 − p2)− (1− p1)

2(1− p1)
=

p2 − p1

2(1− p1)
.

(Note that we have implicitly extended the notion of advantage to also apply
when conditioned on the output of D.)

Assume that the test is nearly one-sided and thereby the value of p1 is close
to zero. In this case the advantage of the prediction when D outputs 1 is a factor
p−1
1 better than if it outputs 0. This is why it is better to somewhat change P

so that it still returns σ iff D(f(x), r, σ) = 1 but otherwise outputs ⊥. This
new predictor has rate p1 and advantage (p2− p1)/2. Thus we have transformed
a nearly one-sided statistical test for the Goldreich-Levin bit into a low rate
predictor that predicts the Goldreich-Levin bit.

7 Blum-Micali Pseudo Random Generator

Blum and Micali [6] constructed a pseudo-random bit generator based on a one-
way permutation and a hard-core predicate associated with the permutation. As
an example they used exponentiation modulo a prime as a one-way permutation
and the most significant bit as its hard-core predicate. By using an arbitrary
one-way permutation and the hard-core predicate of Goldreich-Levin [11] the
following construction, referred to as BMGL, is obtained:

Construction 1 Let f : {0, 1}∗ → {0, 1}∗ be a polynomial-time-computable
length-preserving permutation and l : N → N where n < l(n). Given the input
x0 and r such that |x0| = |r| = n, define

Gf,l(x0, r) = b(r, x1)b(r, x2) . . . b(r, xl(n)) ,

where xi = f(xi−1) for i = 1,. . .,l(n). With Gf,l
n we denote the output distribution

of Gf,l(x0, r), where r and x0 are chosen uniformly and independently from
{0, 1}n.

The security of the BMGL is described by our next theorem.

Theorem 3. Let D be a (p1(n), p2(n))-distinguisher for {Ul(n)} and {Gf,l
n } with

running time tD : N → N. Then there exists an algorithm Inv′′ that runs in
expected time [(tf (n)·l(n)+tD(n))+m(n) log2(n)]·m(n)·O(n2), where tf (n) is the

time to calculate the function f on a n-bit input and m(n)
def
= log2

p2(n)l(n)2

(p2(n)−p1(n))2 ,
and satisfies

Pr
x∈Un

[Inv′′(f(x)) = x] = Ω
(

2−m(n)
)

for infinitely many values of n.

For nearly one-sided tests the reduction is an improvement with approxi-
mately a factor of p2(n)−1 over the previous most efficient reduction. The im-
provement is obtained by transforming nearly one-sided tests to low rate predic-
tors and applying Theorem 2 that works well for that type of predictors.
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Implementation of predictor P i: The predictor has access to a distinguisher
D : {0, 1}l(n) → {0, 1}. On input y and r, P i proceeds as follows:

1. Set xi+1 = y and calculate xj for j ∈ {i+ 2, . . . , l(n)} where xj = f(xj−1) and
n = |y|.

2. Toss i unbiased coins c1, c2, . . . , ci−1 and σ.
3. Create the bit string z = c1 . . . ci−1σb(xi+1, r) . . . b(xl(n), r). If D(z) = 1 then

return σ, otherwise return ⊥.

Fig. 3. The predictor P i

Implementation of inverter Inv′′: The inverter has access to a distinguisher
D : {0, 1}l(n) → {0, 1}. On input y, Inv′′ proceeds as follows:

1. Choose i ∈ [l(n)] uniformly, where n = |y|.
2. Choose j from {−2,−1, . . . , �log l(n)�} with probability 2−(3+j).
3. Call Inv′ from Corollary 1 with input y, n and h = �log p2(n)l(n)2

22j(p2(n)−p1(n))2 	
providing P i as the predictor. Return the output from Inv′Pi .

Fig. 4. The inverter Inv′′

Note that the running time of Inv′′ only depends upon p1(n) and p2(n)
logarithmically. Assuming tf (n) · l(n) ≤ tD(n) and ignoring logarithmic factors
the time-success ratio is p2(n)l(n)2tD(n)(p2(n)− p1(n))−2 ·O(n2). Furthermore,
if we assume that p1(n) ≤ c · p2(n) for some constant c < 1 the time-success
ratio is l(n)2tD(n)p2(n)−1 ·O(n2), still ignoring logarithmic factors.

The correctness of the theorem is shown by defining a number of hybrid
distributions Hi

n, connecting the uniform distribution Ul(n) with the generator
output Gf,l

n . In Fig. 3 a predictor is defined for each such hybrid. The inverter
Inv′′ uniformly selects between these predictors and calls Inv′ from Corollary
1 providing the selected predictor as an oracle. A proof of the theorem can be
found in the journal version of this work [14].

8 Applications

Using pseudo-random material instead of real random material in probabilistic
algorithms may be convenient for many reasons. A system can have problems
obtaining enough random material or the results perhaps need to be reproducible
without storing all random material used.

An important use of pseudo-random material can be found in many imple-
mentations of cryptographic primitives. The security definitions of these prim-
itives often express either the need of authentication or that of confidentiality.
In the case of authentication there is often a natural nearly one-sided test cor-
responding to an attacker of the protocol, but in the case of confidentiality this
is not always so.
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Here we consider the security consequences of using pseudo-random material
from a PRBG instead of true random bits in a cryptographic system. We assume
that the system that uses true randomness is secure and want to establish that
the corresponding system is also secure. The standard method for showing this is
done by assuming that there is a successful attacker, when using pseudo-random
material in the system, and transforming this attacker into a statistical test dis-
tinguishing between output from the PRBG and the uniform distribution. This
statistical test will become nearly one-sided if the successful attacker produces
a certain type of breakings which we call verifiable breakings. If the PRBG is
BMGL then the proof of security can prosper by our more efficient reduction
established in Theorem 3. With a verifiable breaking of a cryptographic system
we mean that a successful breaking can be verified, possibly with the help of
secrets lying in the system such as secret keys.

8.1 Signature Schemes

As an example of how natural nearly one-sided tests come up in the case of
authentication, we take a closer look at signature schemes. Using the standard
definition of security in an adaptive chosen message attack environment [13], an
attacker may query an oracle for signatures of any messages of its choice. The
attacker is considered successful if it, on a verification key as input, can output a
valid signature on any message. Furthermore, the signature should of course not
be identical to a signature returned by the oracle. If there is an attacker (from a
certain group of attackers) that has more than a negligible probability to break
the signature scheme, then the signature scheme is considered to be insecure
against that group of attackers. Now assume that S is a secure signature scheme
but SG is not, where the only difference between SG and S is that SG uses
bits from a pseudo-random generator G when S uses true random bits. Then
there is an adversary A that can break the signature scheme SG, but not S,
with a non-negligible probability. This adversary can easily be transformed into
a nearly one-sided statistical test D, distinguishing between the output of G and
the uniform distribution, by first simulating S, using its input as the source of
randomness, and then attacking S using A.

8.2 Encryption Schemes

A natural way to define the security of an encryption system is to say that, given
a ciphertext, it should be infeasible to produce the corresponding plaintext. If we
would adopt this as our security definition, an attacker A could easily be turned
into a natural nearly one-sided test that would distinguish between encryptions
made by a secure encryption scheme and encryptions made by an encryption
scheme that A attacks successfully. In particular this means that if we exchange
the true random material that is used in a secure encryption scheme against
bits produced by a generator, then a successful attacker on the resulting scheme
can be turned into a nearly one-sided test distinguishing between the uniform
distribution and the generator output.
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Unfortunately, this natural way of defining security is not strict enough for
all situations. In general we do not permit an attacker to be able to conclude
anything at all about the plaintext, by looking at the ciphertext. This notion
was captured by the definition of semantic security in [13]. Using this definition
there is no natural way to transform an attacker into a nearly one-sided test. For
example, if an adversary could predict, by looking at a ciphertext, the i’th bit of
the plaintext (that was drawn from the uniform distribution) with probability
1
2 + ε, where ε is non-negligible, this would render the system insecure. But this
adversary corresponds with a predictor with rate one, and thus not to a nearly
one-sided test.

8.3 Other Applications

In many algorithms, pseudo-randomness is provided by a pseudo-random func-
tion. A well-known construction of pseudo-random functions is the GGM con-
struction [9] which uses a pseudo-random generator as a building block. We note
that a nearly one-sided statistical test, distinguishing between the use of real
random functions and a family of GGM-functions, can be transformed into a
nearly one-sided statistical test distinguishing the uniform distribution and the
underlying generator output. Briefly, this is so because the hybrid arguments
used in the security proof of GGM will uphold the one-sidedness in distinguish-
ing between real random functions and GGM-functions.

For some applications in simulations, nearly one-sided tests will occur nat-
urally. Consider a probabilistic algorithm for a decision problem that errs with
very small probability. Assume that this algorithm uses the output from a PRBG
as its source of randomness and that this causes the algorithm to err with sub-
stantially higher probability. Then this algorithm can be used to produce a nearly
one-sided test distinguishing the PRBG output and the uniform distribution.

9 Open Problems

In this work we have studied nearly one-sided test for the Goldreich-Levin hard-
core bit. A natural extension would be to consider what impact nearly one-sided
tests have on other hard-core predicates. Additional applications where nearly
one-sided tests occur could also be investigated.
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Efficient and Non-malleable Proofs of Plaintext
Knowledge and Applications�

(Extended Abstract)
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Abstract. We describe efficient protocols for non-malleable (interac-
tive) proofs of plaintext knowledge for the RSA, Rabin, Paillier, and El
Gamal encryption schemes. We also highlight some important applica-
tions of these protocols:

– Chosen-ciphertext-secure, interactive encryption. In settings where
both parties are on-line, an interactive encryption protocol may be
used. We construct chosen-ciphertext-secure interactive encryption
schemes based on any of the schemes above. In each case, the im-
proved scheme requires only a small overhead beyond the original,
semantically-secure scheme.

– Password-based authenticated key exchange. We derive efficient pro-
tocols for password-based key exchange in the public-key model [28,
5] whose security may be based on any of the cryptosystems men-
tioned above.

– Deniable authentication. Our techniques give the first efficient con-
structions of deniable authentication protocols based on, e.g., the
RSA or computational Diffie-Hellman assumption.

Of independent interest, we consider the concurrent composition of proofs
of knowledge; this is essential to prove security of our protocols when run
in an asynchronous, concurrent environment.

1 Introduction

Given an instance of an encryption scheme with public key pk and secret key
sk, a proof of plaintext knowledge (PPK) allows a sender S to prove knowledge
of the contents m of some ciphertext C = Epk(m) to a receiver R (a formal
definition appears in Section 2). To be useful, a PPK should also ensure that no
information about m is revealed, either to the receiver – in case the receiver does
not have sk – or to an eavesdropper. As we show here, PPKs have applications
to chosen-ciphertext-secure (IND-CCA2) public-key encryption schemes [31,35],
password-based authentication and key exchange (password-AKE) protocols in
the public-key model [28,5], and deniable authentication [15,17].
� The full version of this work appears in [29].
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Of course, PPKs may be achieved using generic zero-knowledge (ZK) proofs
of knowledge [20,25,3]; similarly [21,12], non-interactive PPKs are possible as-
suming appropriate public parameters are included with pk. For the Rabin,
RSA, Paillier, or El-Gamal [34,36,33,19] encryption schemes, the well-known Σ-
protocols [7] for these schemes (e.g., [32,26,8,38]) may be adapted to give PPKs,
although modifications are needed to ensure security against a cheating verifier.
For the applications listed above, however, these solutions are not sufficient; the
following considerations additionally need to be taken into account:

– Non-malleability. An active adversaryM may be controlling all commu-
nication between the honest parties in a classic “man-in-the-middle” attack.
We then need to ensure that the adversary cannot divert the proof of knowl-
edge being given by S to R. For example, S may be giving a PPK of C ′, yet
M might be able to change this to a PPK of some C even though M has no
knowledge of the real decryption of C.

– Concurrency. A receiver may be interacting asynchronously and concur-
rently with many senders who are simultaneously giving PPKs for different
ciphertexts. The protocol should remain secure even in this environment.

Generic solutions to the above problems exist (cf. Section 1.2). However, these
solutions – particularly in the case of non-malleability – are extremely ineffi-
cient. Our main contribution is to give very efficient non-malleable PPKs for the
commonly-used cryptosystems mentioned above; namely, Rabin, RSA, Paillier,
and El Gamal. As discussed in the following section, we furthermore show how
these PPKs yield efficient protocols (even in a concurrent setting) for a number
of applications.

1.1 Applications and Results

We describe some applications of our non-malleable PPKs, and also the notion
of concurrent proofs of knowledge which arises when proving security for these
applications.

Interactive public-key encryption. When a sender and receiver are both on-
line, it may be perfectly acceptable to use an interactive encryption protocol.1

Known non-interactive IND-CCA2 encryption schemes are either impractical
[15,37] or are based on specific, decisional assumptions [10,11]. It is therefore
reasonable to look for efficient constructions of interactive IND-CCA2 encryption
schemes based on (potentially weaker) computational assumptions.

Interactive encryption schemes based on PPKs have been proposed previously
[22,27,24]; these, however, achieve only non-adaptive CCA1 security. Interactive
encryption was also considered by [15], who give a generic and relatively efficient
IND-CCA2 scheme. This scheme requires a signature from the receiver making
it unsuitable for use in some applications (see below). Moreover, their protocol
1 Note that interaction may be taking place already (e.g., to establish a TCP connec-

tion) as part of the larger protocol in which encryption is taking place.
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requires the receiver – for each encrypted message – to (1) compute an exis-
tentially unforgeable signature and (2) run the key-generation algorithm for a
public-key encryption scheme. Our protocols, optimized for particular number-
theoretic assumptions, are more efficient still.

Using the non-malleable PPKs presented here, we construct interactive en-
cryption schemes secure against chosen-ciphertext attacks in the standard model.
Their efficiency is comparable to known schemes [10,11]; in fact, our protocols
require only a small computational overhead beyond a basic, semantically-secure
scheme. The security of our protocols may be based on a variety of computa-
tional assumptions, such as RSA, the composite residuosity assumption [33], or
the hardness of factoring.

Password-based authentication and key exchange. Interactive encryption
becomes an even more appealing solution when encryption is used within a
larger, already-interactive protocol. For example, consider password-based au-
thentication and key exchange in the public-key model [28,5]. In this setting,
a client and a server share a weak password which they use to authenticate
each other and to derive a key for securing future communication; additionally,
the client knows the server’s public key. Since the password is short, off-line
dictionary attacks must be explicitly prevented. Previous work [28,5] gives ele-
gant, interactive2 protocols for securely realizing this task using any IND-CCA2
public-key cryptosystem; our techniques allow the first efficient realization of
these protocols based on, e.g., the factoring or RSA assumptions.

Deniable authentication. A deniable authentication protocol [15,17,18,16] al-
lows a prover P (who has a public key) to authenticate a message to a verifier
V such that the transcript of the interaction cannot be used as evidence that P
took part in the protocol (i.e., P can later deny that the authentication took
place). In addition to deniability, we require (informally) that an adversary who
interacts with the prover – who authenticates messages m1, . . . ,m� of the ad-
versary’s choice – should be unable to forge the authentication of any message
m′ /∈ {m1, . . . ,m�} for an honest verifier.

Constructions of deniable authentication protocols based on any IND-CCA2
encryption scheme are known [17,18,16]. However, these protocols are not secure
(in general) when an IND-CCA2 interactive encryption scheme is used. For ex-
ample, the scheme of [15] requires a signature from the prover and hence the
resulting authentication protocol is no longer deniable; this problem is pointed
out explicitly in [17].

The only previously-known protocol which is both practical and also satisfies
the strongest notion of deniability uses the construction of [17] instantiated with
the encryption scheme of [10]; security is based on the DDH assumption. We
present here the first efficient protocols based on factoring or other assumptions
which are secure under the strongest notion of deniability. We also show (in the
full version) a deniable authentication protocol based on the CDH assumption

2 Interaction is essential in any authentication protocol to prevent replay attacks.
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which is computationally more efficient and requires a shorter public key than
the previous best-known solution.

Recently, Naor [30] has suggested applications of the protocols presented here
to the problem of deniable ring authentication.

Concurrent proofs of knowledge. When using our PPKs for the applications
described above, we must ensure that the protocols remain secure even when
run in an asynchronous, concurrent environment. In the context of proofs of
knowledge, this requires that witness extraction be possible even when multiple
provers are concurrently interacting with a single verifier. Although the issue
of concurrency in the context of zero-knowledge proofs has been investigated
extensively (following [17]), concurrent proofs of knowledge have received much
less attention (we are only aware of [23]). We believe the notion of concurrent
proofs of knowledge is of independent interest, and hope our work motivates
future research on this topic.

1.2 Related Work

Proofs of plaintext knowledge are explicitly considered by Aumann and Ra-
bin [1], who provide a generic solution for any public-key encryption scheme.
Our solutions differ from theirs in many respects: (1) by working with specific,
number-theoretic assumptions we achieve much better efficiency and round com-
plexity; (2) we explicitly consider malleability and ensure that our solutions are
non-malleable; (3) our protocols are secure even against a dishonest verifier; and
(4) we explicitly handle concurrency and our protocols remain provably-secure
under asynchronous, concurrent composition.

Non-malleable zero-knowledge (interactive) proofs were defined and con-
structed by Dolev, Dwork, and Naor [15]; recently, Barak [2] has given con-
structions with O(1) round complexity. Sahai [37] and De Santis, et al. [13]
provide definitions and constructions for non-malleable NIZK proofs and proofs
of knowledge.3 These solutions are all based on general assumptions and are
impractical for giving proofs related to number-theoretic problems of interest.

Non-malleable PPKs were considered, inter alia, by Cramer, et al. [8] in the
context of communication-efficient multi-party computation; they also present
an efficient construction suitable for their application (no definitions of non-
malleable PPKs are given in [8]). Here, in addition to constructions, we give for-
mal definitions and also show applications to a number of other cryptographic
protocols. Furthermore, we note some important differences between our ap-
proaches. First, their solution relies in an essential way upon the fact that the
set of participants (i.e., their number and their identities) is fixed and publicly
known. Our protocols do not require any notion of user identities and we assume
no bound on the number of potential participants. Second, their work considers
synchronous communication; here, we allow for asynchronous (concurrent) com-
munication which is more realistic in the context of, e.g., public-key encryption.
3 Interestingly, ours is the first work to explicitly consider non-malleable interactive

proofs of knowledge.
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Universal composability (UC) [6] has been proposed as a general framework
in which to analyze the security and composition of protocols; a UC protocol is,
in particular, non-malleable. Although the PPKs given here are not universally-
composable, they are proven secure in alternate – yet standard – models of secu-
rity. The resulting protocols are more efficient than known UC proofs of knowl-
edge. We note also that security requirements for certain applications (deniable
authentication in particular) do not seem to fit readily into the UC framework;
for such applications, definitions of the sort used here seem more appropriate.

1.3 Outline of the Paper

In Section 2 we present a definition of PPKs and non-malleable PPKs, and in
Section 3 we show and prove secure a construction of a non-malleable PPK for
the RSA cryptosystem. (We have obtained similar results for the Rabin, Paillier,
and El Gamal cryptosystems [29], but we omit further details in the present
abstract.) In Section 4 we briefly sketch some applications of our non-malleable
PPKs. Definitions, details, and complete proofs appear in the full version [29].

2 Definitions and Preliminaries

The definitions given here focus on proofs of plaintext knowledge, yet they may
be easily extended to proofs of knowledge for general NP-relations. Let (K, E ,D)
be a non-interactive public-key encryption scheme which need not be semanti-
cally secure. The encryption of message m under public key pk using randomness
r to give ciphertext C is denoted as C := Epk(m; r), and we say that (m, r) is a
witness to the decryption of C under pk. For convenience, we assume |pk| = k,
the security parameter. We let 〈A(a), B(b)〉(c) be the random variable denoting
the output of B following an execution of an interactive protocol between A
(with private input a) and B (with private input b) on joint input c, where A
and B have uniformly-distributed random tapes.

In a PPK protocol, sender S proves knowledge to receiver R of a witness to
the decryption of some ciphertext C under the known public key. Both S and R
have an additional joint input σ; in practice, this may be published along with the
public key pk.4 Our definitions build on the standard one for proofs of knowledge
[3,24], except that our protocols are technically arguments of knowledge and we
therefore restrict ourselves to consideration of provers running in probabilistic,
polynomial time.

To ensure that no information about m is revealed, a PPK is required to
be “perfect zero-knowledge” in the following sense: Let the joint input σ be
generated by some algorithm G(pk). We require the existence of a simulator
SIM which takes pk as input and outputs parameters σ′ whose distribution is
equivalent to the output of G(pk). Then, given any ciphertext C (but no witness
to its decryption), SIM should be able to perfectly simulate a PPK of C with
any (malicious) receiver R′ using parameters σ′.
4 In all our applications, there is no incentive to cheat when generating σ.
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Definition 1. Let Π = (G,S,R) be a tuple of ppt algorithms. Π is a proof
of plaintext knowledge (PPK) for encryption scheme (K, E ,D) if the following
conditions hold:

(Completeness) For all pk output by K(1k), all σ output by G(pk), and all C
with witness w to the decryption of C under pk we have 〈S(w),R〉(pk, σ, C) = 1.
(When R outputs 1 we say it accepts.)

(Perfect zero-knowledge) There exists a ppt simulator SIM such that, for
all pk output by K(1k), all R′, and all m, r, the following distributions are equiv-
alent:

{σ ← G(pk);C := Epk(m; r) : 〈S(m, r),R′〉(pk, σ, C)}

{(σ, s)← SIM1(pk);C := Epk(m; r) : 〈SIM2(s),R′〉(pk, σ, C)}.

(Note that SIM2 does not need to rewind R′.)

(Witness extraction) There exists a function κ : {0, 1}∗ → [0, 1], a negligible
function ε(·), and an expected polynomial-time knowledge extractor KE such
that, for all ppt algorithms S ′, with all but negligible probability over pk, σ, r,
machine KE satisfies the following:

Denote by ppk,σ,r the probability that R accepts when interacting with
S ′ (using random tape r) on joint input pk, σ, C (where C is chosen by
S ′). On input pk, σ, and access to S ′r, the probability that KE outputs a
witness to the decryption of C under pk is at least:

ppk,σ,r − κ(pk)− ε(|pk|).

Our definition of non-malleability ensures that “anything proven by a man-
in-the-middle adversary M is known by M (unless M simply copies a proof).”
To formalize this, we allow M to interact with a simulator5 (cf. Definition 1)
while simultaneously interacting with an honest receiver R. The goal ofM is to
successfully complete a PPK of C to R while the simulator is executing a PPK
of C ′ toM (where C ′, C are chosen adaptively byM). The following definition
states (informally) that if R accepts M’s proof – yet the transcripts of the two
proofs are different – then a knowledge extractor KE∗ can extract a witness to
the decryption of C.

Definition 2. PPK (G,S,R) is non-malleable if there exists a simulator SIM
(as in Definition 1), a function κ∗ : {0, 1}∗ → [0, 1], a negligible function ε∗(·),
and an expected polynomial-time knowledge extractor KE∗ such that, for all
ppt algorithms M, with all but negligible probability over choice of pk, σ, s, r, r′,
machine KE∗ satisfies the following:

Assume M (using random tape r′) acts as a receiver with SIM2(s; r)
on joint input pk, σ, C ′ and simultaneously as a sender with R on joint

5 Note that, by the perfect zero-knowledge property,M’s probability of convincing R
remains unchanged whether M interacts with the simulator or a real sender.
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input pk, σ, C (where C ′, C are chosen byM). Let the transcripts of these
two interactions be π′ and π. Denote by p∗ the probability (taken over
random coins of R) that R accepts in the above interaction and π′ �= π.
On input s, r, pk, σ, and access to Mr′ , the probability that KE∗ outputs
a witness to the decryption of C under pk is at least:

p∗ − κ∗(pk)− ε∗(|pk|).

Our definitions of zero-knowledge (in Definition 1) and non-malleability (in Defi-
nition 2) both consider the single-theorem case. The definitions may be modified
for the multi-theorem case; however, the present definitions suffice for our in-
tended applications.

2.1 A Note on Complexity Assumptions

Our complexity assumptions are with respect to adversaries permitted to run in
expected polynomial time. For example, we assume that RSA inverses cannot be
computed with more than negligible probability by any expected polynomial-
time algorithm. The reason for this is our reliance on (efficient) constant-round
proofs of knowledge, for which only expected polynomial-time knowledge extrac-
tors are known.

3 A Non-malleable PPK for the RSA Cryptosystem

We begin with an overview of our technique. Recall the parameter σ which is
used as a common input during execution of the PPK. To allow simulation, a first
attempt is to have a PPK for ciphertext C consist of a witness-indistinguishable
proof of knowledge of either a witness to the decryption of C or a witness x
corresponding in some way to σ (using the known techniques for constructing
such proofs [9]). Notice that a simulator who knows x can easily simulate a PPK
for any ciphertext; on the other hand (informally), the protocol is sound since a
ppt adversary does not know x.

This approach does not suffice to achieve non-malleability. To see why, con-
sider a simulator interacting with man-in-the-middleM whileM simultaneously
interacts with receiverR. Using the approach sketched above, the simulator gives
a proof of “w or x” while M gives a proof of “w′ or x”, where w (resp. w′) is a
witness to the decryption of ciphertext C (resp. C ′). The idea is now to rewind
M and thus (hopefully) extract w′. But since the simulator must know x (since w
is unknown; recall that C is chosen byM), there is no contradiction is extracting
x (and not w′) from M! Indeed, a more careful approach is needed.

To overcome this obstacle, we adapt a technique used previously in the con-
text of non-malleable commitment [14]. The prover will choose a value α and
prove knowledge of “w or xα”, where xα corresponds to some function of σ and
α. Thus, in the man-in-the-middle attack above, the simulator will be proving
knowledge of “w or xα” whileM proves knowledge of “w′ or xα′”; in particular,
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rewindingM will extract either the desired value w′ or xα′ . The desired witness
will be extracted (and hence the PPK will be non-malleable) if the following
conditions hold: (1) the simulator can know the witness xα; yet (2) extracting
xα′ for any α′ �= α results in a contradiction; furthermore, (3) M cannot du-
plicate the value α used by the simulator, so that α′ �= α. Details follow in the
remainder of this section.

The PPK we describe here will be for the following encryption scheme for
�-bit messages [4], which is semantically-secure under the RSA assumption: The
modulus N is chosen as a product of two random k/2-bit primes, and e is a
prime number such that |e| = O(k).6 The public key is (N, e). Let hc(·) be a
hard-core bit [24] for the RSA permutation, and define hc∗(r) def= hc(re�−1

) ◦
· · · ◦ hc(re) ◦ hc(r). Encryption of �-bit message m is done by choosing random
r ∈ Z

∗
N , computing C = re�

mod N , and sending 〈C, c def= hc∗(r)⊕m〉. (Clearly,
we could also extract more than a single hard-core bit per application of the
RSA permutation.)

The PPK builds on the following Σ-protocol for proving knowledge of e�-
th roots, based on [26]: To prove knowledge of r = C1/e�

, the prover chooses
a random element r1 ∈ Z

∗
N and sends A = re�

1 to the verifier. The verifier
replies with a random challenge q ∈ Ze. The prover responds with R = rqr1

and the receiver verifies that Re� ?= CqA. To see that special soundness holds,
consider two accepting conversations (A, q,R) and (A, q′, R′). Since Re�

= CqA

and (R′)e�

= Cq′
A we have (R/R′)e�

= Cq−q′
. Noting that |q − q′| is relatively

prime to e�, standard techniques may be used to compute the desired witness
C1/e�

[26]. Special honest-verifier zero knowledge is demonstrated by the simu-
lator which, on input C and a “target” challenge q, chooses random R ∈ Z

∗
N ,

computes A = Re�

/Cq, and outputs the transcript (A, q,R).
We now describe the non-malleable PPK (cf. Figure 1). Parameters σ are

generated by selecting two random elements g, h ∈ Z
∗
N and a random function

H : {0, 1}∗ → Ze from a family of universal one-way hash functions. Given
σ, a PPK for ciphertext 〈C, c〉 proceeds as follows: first, a key-generation al-
gorithm for a one-time signature scheme is run to yield verification key VK
and signing key SK, and α = H(VK) is computed. The PPK will be a witness-
indistinguishable proof of knowledge (using techniques of [9]) of either r = C1/e�

or xα
def= (gαh)1/e. In more detail, the sender chooses random r1, R2 ∈ Z

∗
N and

q2 ∈ Ze, and then computes A1 = re�

1 and A2 = Re
2/(g

αh)q2 . These values
are sent (along with VK, C, c) as the first message. The receiver sends challenge
q ∈ Ze. The sender responds with q1 = q− q2 mod e, and also R1 = rq1r1 (com-
pleting the “real” proof of knowledge with “challenge” q1) and R2 (completing
the “simulated” proof of knowledge with “challenge” q2). To complete the proof,
the sender signs a transcript of the entire execution (including C, c) using SK
and sends the signature to the receiver. The receiver verifies correctness of the

6 For efficiency, the protocol may be modified for small e (e.g., e = 3); see [29].
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Public key: N ; prime e

σ : g, h ∈ Z
∗
N ; H : {0, 1}∗ → Ze

S (input m ∈ {0, 1}�) R

(VK, SK)← SigGen(1k)

r, r1, R2 ← Z
∗
N ; q2 ← Ze

C := re�

; c := hc∗(r)⊕m

α := H(VK)

A1 := re�

1

A2 := Re
2/ (gαh)q2

VK, C, c, A1, A2 �

q ← Zeq�
q1 := q − q2 mod e

R1 := rq1r1

s← SignSK(transcript) q1, R1, R2, s �
Verify: Re�

1
?= Cq1A1

Re
2

?=
(
gH(VK)h

)(q−q1 mod e)
A2

VrfyVK(transcript, s) ?= 1

Fig. 1. Non-malleable PPK for the RSA cryptosystem.

proofs by checking that Re�

1
?= Cq1A1 and Re

2
?= (gαh)(q−q1 mod e)A2. Finally, the

receiver verifies the correctness of the signature on the transcript.

Theorem 1. Under the RSA assumption for expected poly-time algorithms, the
protocol of Figure 1 is a non-malleable PPK (with κ∗(pk) = 1/e) for the RSA
cryptosystem.

The proof appears in Appendix B.

Concurrent composition. In many applications, it may be necessary to con-
sider the case where multiple, concurrent proofs are conducted and witness ex-
traction is required from each of them (and extraction is required as soon as the
relevant proof is completed). If arbitrary interleaving of the proofs is allowed, a
knowledge extractor operating in the obvious way may require exponential time;
a similar problem is encountered in simulation of concurrent zero-knowledge
proofs [17]. (In the context of concurrent zero-knowledge, the difficulty is to en-
sure that the concurrent interaction of a single prover with multiple verifiers is
simulatable; for concurrent proofs of knowledge, the difficulty is to ensure that
the concurrent interaction of a single verifier with multiple provers still allows
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witness extraction.) To ensure that our protocols remain proofs of knowledge
in a concurrent setting, we introduce timing constraints [17]; essentially, these
constraints prevent “bad” interleavings and allow extraction of all relevant wit-
nesses. We describe this in more detail in the following section; further details
and full proofs of security appear in the full version [29].

4 Applications

In this section, we briefly discuss applications of our non-malleable PPKs to the
construction of protocols for (1) interactive IND-CCA2 encryption, (2) password-
AKE in the public-key model, and (3) strong deniable authentication. The pro-
tocols described here may be based on any of the PPKs given in the full version
of this work; security of these protocols may therefore be based on a variety of
assumptions (e.g., RSA, hardness of factoring, or composite residuosity). All our
applications are assumed to run in an asynchronous, concurrent environment;
thus, in each case we augment our PPKs with timing constraints as discussed
in the previous section. Further details and proofs of all theorems stated here
appear in the full version [29].

Chosen-ciphertext-secure, interactive encryption. We give a definition of
chosen-ciphertext security for interactive encryption in Appendix A. The non-
malleable PPK of Figure 1 immediately yields an interactive encryption scheme:
The receiver generates N, e, σ as above and sets the public key pk = (N, e, σ)
(the secret key is as usual for RSA). To encrypt message m under public key pk,
the sender computes C = re�

and c = hc∗(r) ⊕m, sends 〈C, c〉 to the receiver,
and then executes the PPK using parameters σ. To decrypt, the receiver first
determines whether to accept or reject the proof; if the receiver accepts, the
receiver decrypts 〈C, c〉 as in the standard RSA scheme. If the proof is rejected,
the receiver outputs ⊥.

This scheme above is secure against adaptive chosen-ciphertext attacks when
the adversary is given sequential access to the decryption oracle. To ensure se-
curity against an adversary given concurrent access to the decryption oracle,
timing constraints are necessary. In particular, we require that the sender re-
spond to the challenge within time α from when the challenge is sent. If the
response is not received in time, the proof is rejected. Additionally, an acknowl-
edgment is sent from the receiver to the sender upon completion of the protocol;
this message is ack if the sender’s proof was accepted and ⊥ otherwise. The
receiver delays sending the acknowledgment until time β has elapsed from when
the second message of the protocol was sent (with β > α).

Theorem 2. Under the RSA assumption for expected poly-time algorithms, the
protocol of Figure 1 (with |e| = Θ(k)) is secure against sequential chosen-
ciphertext attacks. If timing constraints are enforced, the protocol is secure
against concurrent chosen-ciphertext attacks.
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Password-based authentication and key exchange. Protocols for
password-based authentication may be constructed from any IND-CCA2 encryp-
tion scheme as follows [28,5]: Let pw be the user’s password. To authenticate the
user, the server sends a nonce n and the user replies with an encryption of pw◦n
(this brief description suppresses details which are unimportant here; see [28,5]).
When non-interactive encryption is used, the nonce is needed to prevent replay
attacks. The server decrypts and verifies correctness of the password and the
nonce. (Previous work [28,5] proved security when non-interactive IND-CCA2
encryption was used, but the proofs extend for the case of interactive encryp-
tion.) If desired, a key K may be exchanged by encrypting K ◦ pw ◦ n.

Our interactive IND-CCA2 encryption schemes allow the first efficient im-
plementations of these protocols based on assumptions other than DDH (e.g.,
we may base security on the RSA or factoring assumptions). Furthermore, since
interaction is essential (to prevent replay attacks), using interactive encryption
is not a serious drawback. Finally, if interactive encryption is used, the nonce
is not needed if the probability that a server repeats its messages is negligible.
Thus, password-AKE protocols constructed from our PPKs ultimately require
only one more round than previous constructions.

Deniable authentication. Definitions of security for deniable authentication
appear in Appendix A. Our non-malleable PPKs may be adapted to give deni-
able authentication protocols whose security is based on the one-wayness (rather
than semantic security) of an underlying encryption scheme. This results in pro-
tocols with improved efficiency and with security based on potentially weaker
assumptions (recall that previous efficient constructions achieving strong denia-
bility require the DDH assumption).

We present a generic paradigm for constructing a deniable authentication
protocol based on our non-malleable PPKs. The basic idea is for V to encrypt
a random value, send the resulting ciphertext to the prover, and then execute a
non-malleable PPK for the ciphertext (here, V acts as the prover in the PPK).
To “bind” the protocol to a message m to be authenticated, m is included in the
transcript and signed along with everything else. Assuming V’s proof succeeds,
P authenticates the message by decrypting the ciphertext and sending back the
resulting value.

Figure 2 shows an example of this approach applied to the PPK of Figure
1. The public key of the prover P is an RSA modulus N , a prime e (with
|e| = Θ(k)), elements g, h ∈ Z

∗
N , and a hash function H chosen randomly from

a family of universal one-way hash functions. Additionally, P has secret key d
such that de = 1 mod ϕ(N). To have m authenticated by P, the verifier chooses
a random y ∈ Z

∗
N , computes C = ye, and then performs a non-malleable PPK

for C. Additionally, the message m is sent as part of the first message of the
protocol, and is signed along withe the rest of the transcript. If the verifier’s
proof succeeds, the prover computes Cd (i.e., y) and sends this value to the
verifier. Otherwise, the prover simply replies with ⊥.

As before, timing constraints are needed when concurrent access to the prover
is allowed. In this case, we require that the verifier respond to the challenge
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Public key: N ; prime e; g, h ∈ Z
∗
N ; H : {0, 1}∗ → Ze

V (input m ∈ {0, 1}∗) P (input d)

(VK, SK)← SigGen(1k)

y, r1, R2 ← Z
∗
N ; q2 ← Ze

C := ye; α := H(VK)

A1 := re
1

A2 := Re
2/ (gαh)q2

VK, m, C, A1, A2 �

q ← Zeq�
q1 := q − q2 mod e

R1 := yq1r1

s← SignSK(transcript) q1, R1, R2, s �
Verify: Re

1
?= Cq1A1

Re
2

?=
(
gH(VK)h

)(q−q1 mod e)
A2

VrfyVK(transcript, s) ?= 1Cd�

Fig. 2. A deniable authentication protocol based on RSA.

within time α from when the challenge is sent (the proof is rejected otherwise).
Additionally, the final message of the protocol is not sent by the prover until at
least time β has elapsed since sending the challenge (with β > α).

Theorem 3. Under the RSA assumption for expected poly-time algorithms, the
protocol of Figure 2 (with |e| = Θ(k)) is a strong deniable authentication protocol
for adversaries given sequential access to the prover. If timing constraints are en-
forced, the protocol is a strong ε-deniable authentication protocol for adversaries
given concurrent access to the prover.

We stress that the resulting deniable authentication protocols are quite prac-
tical. For example, the full version of this work shows a deniable authentication
protocol based on the CDH assumption which has the same round-complexity,
requires fewer exponentiations, has a shorter public key, and is based on a weaker
assumption than the most efficient previously-known protocol for strong deniable
authentication. Furthermore, no previous efficient protocols were known based
on the RSA, factoring, or composite residuosity assumptions. We also remark
that interactive IND-CCA2 encryption schemes do not, in general, yield deni-
able authentication protocols using the paradigm sketched above. For example,
when using the IND-CCA2 interactive encryption scheme of [15], two additional
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Public key: N ; prime e; g, h ∈ Z
∗
N

V (input m ∈Mk ⊂ Ze) P (input d)

y, r1, R2 ← Z
∗
N ; q2 ← Ze

C := ye; A1 := re
1

A2 := Re
2/ (gmh)q2

m, C, A1, A2 �

q ← Zeq�
q1 := q − q2 mod e

R1 := yq1r1 q1, R1, R2 �
Verify: Re

1
?= Cq1A1

Re
2

?= (gmh)(q−q1 mod e) A2Cd�

Fig. 3. A deniable authentication protocol with improved efficiency.

rounds are necessary just to achieve weak deniable authentication (the terms
“strong” and “weak” are explained in Appendix A).

Further efficiency improvements (see Figure 3) result from the observation
that, in the context of deniable authentication, it is not necessary to generate
and send a signature key VK and sign the transcript (recall this is done to force
the adversary to use α′ = H(VK′) �= H(VK) = α; see Section 3). Instead, we may
simply use m (i.e., the message to be authenticated) as our α: informally, this
works since the adversary must choose m′ �= m in order to falsely authenticate
a new message m which was never authenticated by the prover. On the other
hand, because the adversary chooses m (and this value must be guessed by the
simulator in advance), the scheme is only provably secure for polynomial-size
message spaces Mk. We refer to [29] for further details.

Acknowledgments. I am grateful to Moti Yung and Rafail Ostrovsky for their
many helpful comments and suggestions regarding the work described here.
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A Additional Definitions

Interactive encryption. A number of approaches for defining chosen-
ciphertext security in the interactive setting are possible; we sketch one such
definition here.

We have a sender, a receiver, and an adversary M who controls all com-
munication between them. To model this, we define an encryption oracle Eb,pk

(playing the role of the sender) and a decryption oracle Dsk (player the role
of the receiver) to which M is given access. The adversary may interact with
Eb,pk multiple times, and may arbitrarily interleave requests to this oracle with
requests to the decryption oracle. At the outset of the experiment, a bit b is
chosen at random. An instance of the adversary’s interaction with the encryp-
tion oracle proceeds as follows: first, the adversary sends two messages m0,m1
to Eb,pk. The oracle then executes the encryption protocol for message mb; the
adversary, however, need not act as an honest receiver. The oracle maintains
state between the adversary’s oracle calls, and the adversary may have multiple
concurrent interactions with the oracle. When Eb,pk sends the final message for
a given instance of its execution, we say that instance is completed.
Dsk also maintains state between oracle calls, and the adversary may again

have multiple concurrent interactions with this oracle. Furthermore, the adver-
sary need not act as an honest sender. Each time a given decryption-instance is
completed, the decryption oracle decrypts and returns the result (i.e., a message
or ⊥) to the adversary.

The adversary succeeds if it can guess b. Clearly, some limitations must be
placed on the adversary’s access to Dsk or else the adversary may simply forward
messages between Eb,pk and Dsk and thereby trivially determine b. At any point
during the adversary’s execution, the set of transcripts of completed encryption-
instances of Eb,pk is well defined. Upon completing a decryption-instance, let
S = {π1, . . . , π�} denote the transcripts of all completed encryption-instances.
We allow the adversary to receive the decryption corresponding to a decryption-
instance with transcript π′ only if π′ �∈ S.

Definition 3. Let Π = (K, E ,D) be an interactive, public-key encryption
scheme. Π is CCA2-secure if, for any ppt adversary A, the following is negli-
gible:

∣∣Pr
[
(sk, pk)← K(1k); b← {0, 1} : AEb,pk,Dsk(1k, pk) = b

]
− 1/2

∣∣ ,
where A’s access to Dsk is restricted as discussed above.

Deniable authentication. We review the definitions of [17,16]. We have a
prover P who is willing to authenticate messages to a verifier V; however, P is
not willing to allow the verifier to convince a third party (after the fact) that
P authenticated anything. This is formalized by ensuring that any transcript
of an execution of the protocol can be simulated by a verifier alone (without
any access to P). Furthermore, an adversary M (acting as man-in-the-middle
between P and a verifier) should not be able to authenticate a message m to
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the verifier which P does not authenticate for M. More formally, a strong de-
niable authentication protocol satisfies the following (in addition to a standard
completeness requirement):

– Soundness. Assume P concurrently authenticates messages m1,m2, . . . cho-
sen adaptively by a ppt adversary M. Then M will succeed with at most
negligible probability in authenticating a message m �∈ {m1, . . .} to an honest
verifier.

– Strong deniability. Assume P concurrently authenticates polynomially-
many messages chosen adaptively by a ppt adversary V ′. Then there exists
an expected-polynomial-time simulator that, given black-box access to V ′,
can output a transcript indistinguishable from a transcript of a real execution
between V ′ and P.

A relaxation of the above definition [17] allows the simulator to have access to
P when producing the simulated transcript, but P authenticates some fixed se-
quence of messages independent of those chosen by V ′. We call this weak deniable
authentication. In practice, weak deniability may not be acceptable because the
protocol then leaves an undeniable record that P authenticated something (even
if not revealing what). However, P may want to deny that any such interaction
ever took place.

The notion of ε-deniability [17] requires that for any given ε > 0, there
exists a simulator whose expected running time is polynomial in k and 1/ε
and which outputs a simulated transcript such that the advantage of any poly-
time algorithm in distinguishing real transcripts from simulated transcripts is
negligibly close to ε.

B Proof of Theorem 1

A sketch of the proof is given here; full details can be found in [29]. It is easy
to show that the protocol is a PPK. To prove non-malleability, consider the
following simulator: SIM1(N, e) chooses random hash function H, runs the key-
generation algorithm for the one-time signature scheme to generate (VK′,SK′),
and computes α′ = H(VK′). Random elements g, x ∈ Z

∗
N are chosen, and h is set

equal to g−α′
xe. Finally, σ def= 〈g, h,H〉 is output along with state information

state = 〈VK′,SK, x〉. Note that σ output by SIM1 has the correct distribution.
Furthermore, given state, SIM2 can simulate the proof of Figure 1 for any

ciphertext: simply use verification key VK′ and then the witness x =
(
gα′

h
)1/e

is known. The resulting simulation is perfect and is achieved without rewinding
the (potentially) dishonest verifier.

Fix pk, σ, state, and randomness r for SIM2. We are given adversary M
using (unknown) random tape r′ who interacts with both SIM2(state; r) and
honest receiver R. Once the challenge q of R is fixed, the entire interaction is
completely determined (recall that ciphertext 〈C ′, c′〉 for which SIM2 will be
required to prove a witness, is chosen adaptively by M). Define π′(q) as the
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transcript of the conversation between SIM2(state; r) and Mr′ when q is the
challenge sent byR; analogously, define π(q) as the transcript of the conversation
between Mr′ and R when q is the challenge of R.

The knowledge extractor KE∗ is given pk, σ, state, r, and access toMr′ . When
we say that KE∗ runs Mr′ with challenge q we mean that KE∗ interacts with
Mr′ by running algorithm SIM2(state; r) and sending challenge q for R. We
stress that interleaving of messages (i.e., scheduling of messages to/from R and
SIM2) is completely determined by Mr′ .
KE∗ first picks a random value q1 ∈ Ze and runs Mr′ with challenge q1. If

π(q1) is not accepting, or if π(q1) = π′(q1), stop and output ⊥. Otherwise, let VK
denote the verification key used by M, and let α = H(VK). Using standard re-
winding techniques (see [29]), KE∗ extracts either (1) a witness to the decryption
of the ciphertext 〈C, c〉 sent by M or (2) the value y def= (gαh)1/e (or possibly
both). Further, KE∗ runs in expected polynomial time.

To complete the proof, we need to argue that extraction of y occurs with
negligible probability (and thus KE∗ extracts a witness to the decryption of 〈C, c〉
with all but negligible probability). We first note that, w.h.p., H(VK) �= H(VK′);
this follows from the security of the one-time signature scheme (so VK �= VK′)
and the universal one-way hash function. But then ∆

def= α− α′ �= 0 and

y
def= (gαh)1/e =

(
g∆xe

)1/e
=
(
g∆
)1/e

x,

and therefore ỹ def= y/x satisfies ỹe = g∆. Note that |∆| and e are relatively prime
since ∆ ∈ (−e, e). Standard techniques allow efficient computation of g1/e.

The above shows that extraction of y enables KE∗ to compute g1/e and hence
invert a given RSA instance 〈N, e, g〉 (note that KE∗ needs no secret information
about N, e, or g to run). So, under the RSA assumption for expected polynomial-
time algorithms, extraction of y occurs with negligible probability.
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Abstract. The Polynomial Reconstruction problem (PR) has been in-
troduced in 1999 as a new hard problem. Several cryptographic prim-
itives established on this problem have been constructed, for instance
Naor and Pinkas have proposed a protocol for oblivious polynomial eval-
uation. Then it has been studied from the point of view of robustness,
and several important properties have been discovered and proved by
Kiayias and Yung. Furthermore the same authors constructed a sym-
metric cipher based on the PR problem. In the present paper, we use
the published security results and construct a new public key encryption
scheme based on the hardness of the problem of Polynomial Reconstruc-
tion. The scheme presented is the first public key encryption scheme
based on this Polynomial Reconstruction problem. We also present some
attacks, discuss their performances and state the size of the parameters
required to reach the desired security level. In conclusion, this leads to
a cryptosystem where the cost of encryption and decryption per bit is
low, and where the public key is kept relatively small.

1 Introduction

It is an important goal in cryptology to find new difficult problems to design
cryptographic primitives, and it is a major area of research to establish these
primitives and demonstrate their security through reductions to those new hard
problems [3].

The problem of the decoding of Reed-Solomon codes is quite old and has
received much interest from coding theorists since the introduction of these
codes [12]. The goal of decoding is to retrieve a word of the Reed-Solomon
code from a corrupted word, that is, a word containing a small number of errors.
More recently, important progress has been done to extend the number of errors
which can be corrected [5]. Thus the problem of decoding Reed-Solomon is easy
when the number of errors is small.

On the other hand, attention has been recently given to the case when the
number of errors is larger, and it turns out that the problem presents some inter-
esting hardness properties [6,7,2]. This problem has an equivalent formulation
under the name Polynomial Reconstruction (PR) [6,7]. Consequently some ef-
fort has been done to construct cryptographic primitives for which the security
is related to the hardness of Polynomial Reconstruction. For instance, in [10],
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the authors construct an oblivious polynomial evaluation scheme, and, in [6,7],
a semantically secure symmetric cipher is obtained.

In this paper we present a public key cipher related to the PR problem. In
this scheme, Alice’s public key is some kind of noise, which correspond to an
instance of the Polynomial Interpolation Problem and which has been created
by Alice from secret data. Then, when Bob wishes to send a message to Alice, he
randomizes this noise, adds it to the message, and furthermore adds some small
random noise generated by himself (in the same manner as in the McEliece
public key cryptosystem [9]). Then Alice can use her secret data as a trapdoor
to remove the noise added by Bob. Interestingly, our scheme relies on two new
intractability assumption: while the hardness of PR is used to establish the
security of the public key, the security of the encryption relies on the apparent
difficulty of decoding a Reed-Solomon augmented by one word. From this point
of view, it is radically different from the McEliece scheme.

Compared to the McEliece cryptosystem, where the public data is a whole
generating matrix for a random-like error correcting code, the public key of our
cryptosystem is a single word. This leads to a much shorter public key. The
attacks we have investigated originate from coding theory, and the complexity
of the best decoding algorithm [1] is discussed. This enables us to choose the
parameters such that the work factor to recover the plaintext is above 280. For
such a security, we get a public key of size ≈ 80000 bits, which can be reduced to
3072 bits, using particular instances of the Polynomial Reconstruction problem
(subfield subcodes which shall be explained in Section 4.3).

The paper is organized as follows: in Section 2 we recall the definition and the
properties of Reed-Solomon codes and we discuss some hardness properties of the
decoding of Reed-Solomon codes, mainly following [6,7]. Section 3 presents the
encryption scheme, and Section 4 presents some attacks and their complexity,
in order to determine practical security parameters. Finally, Section 4 presents
the algorithmic performance of the system.

2 Polynomial Reconstruction and Reed-Solomon
Decoding

2.1 Background on Reed-Solomon Codes

Let Fq be the finite field with q elements, let x1, . . . , xn be n distincts elements
of Fq, we denote by ev the following map

ev :
{
Fq[X]→ Fn

q

p(X) �→ (p(x1), . . . , p(xn)),

where Fq[X] is the ring of univariate polynomials over Fq.

Definition 1 The Reed-Solomon code of dimension k and length n over Fq,
denoted RSk is the following set of n-tuples (codewords)

RSk = {ev(f); f ∈ Fq[X]; deg f < k}
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where Fq[X] is the set of univariate polynomials with coefficients in Fq. The
set (xi)i∈{1...n} is called the support of RSk. We shall use the notation “ the
[n, k]q Reed-Solomon code”. A generating matrix of RSk is an k × n matrix
whose rows generate RSk as an Fq-vector space. Let I ⊆ {1 . . . n}, the shortened
Reed-Solomon code at I is the Reed-Solomon code with support (xi)i �∈I .

We shall need the following definition when discussing attacks on our scheme:

Definition 2 The dual RS⊥k of RSk is the following set of words in Fn
q

RS⊥k = {x = (x1, . . . , xn) ∈ Fn
q ;

∑
i=1...n

xici = 0 for all c = (c1, . . . , cn) ∈ RSk}

A parity check matrix H of RSk is a generating matrix of RS⊥k . The syndrom
of a word x is Hxt.

The syndrom S of word x has the property to be zero when x belongs to the
RSk. Let c ∈ Fn

q be given, decoding c is finding the closest element to c in RSk.
The distance in use is the Hamming distance dH :

dH(x, y) = #{i ∈ [1..n]; xi �= yi},

and the weight of a word c ∈ Fn
q is the number of non-zero coordinates of c.

Formally the problem of decoding is:
Reed-Solomon decoding (RSD): Given a [n, k] Reed-Solomon code RSk, w
an integer and a word y ∈ Fn

q , find any codeword in RSk at distance less than
w of y.

The minimum distance (the smallest weight of non zero codewords in RSk)
of the [n, k] Reed-Solomon code is (n−k+1). The classical goal of coding theory
is to decode up to w = (n− k + 1)/2 errors, in which case, the solution to RSD
is guaranteed to be unique.

In terms of polynomials, the problem of decoding can be stated as follows,
where the parameters t is n−w. The term Polynomial Reconstruction has been
introduced in [10].
Polynomial Reconstruction (PR): Given n, k, t and (xi, yi)i=1...n, output
any polynomial p(X) such that deg p(X) < k and p(xi) = yi for at least t values
of the index i.

Note that the two formulation are strictly equivalent. Coding theorists use the
notion of decoding, whereas other authors use the terms polynomial reconstruc-
tion. The problem is easy when t ≥ n+k

2 , where decoding can be done using the
classical Berlekamp-Massey [8] algorithm or the Berlekamp-Welsh algorithm [13].
For this value it is indeed the classical problem of decoding Reed-Solomon up to
their error capability. Note that this has been improved to

√
kn by Guruswami

and Sudan [5]. They introduced a polynomial time algorithm for listing all code-
words at distance less than n −

√
kn of the received word (list decoding). This

implies that the PR problem is easy when t ≥
√
kn.
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2.2 Cryptographic Hardness of Polynomial Reconstruction

The PR problem has also been investigated for small values of t, that is to say,
decoding when the error has a large weight. Naor and Pinkas made use of the PR
problem to build a protocol for Oblivious Polynomial Evaluation [10]. Later, the
security of PR has been fully investigated in [6,7], and we informally summarize
here their results.

From the point of view of establishing the hardness of PR, we will call pa-
rameters n, k, t sound if

(
n
k

)
and

(
n
t

)
are exponential in n, and if t <

√
kn. Such

a requirement implies that exhaustive search on valid positions or on error po-
sitions is impossible, and that the Guruswami-Sudan algorithm does not apply.
Naor and Pinkas have shown that, when the finite field is large (log q ≥ 2n), the
proportion of instances in Sn,k,t such that the number of solution polynomials
is more than one is negligible (less than 2−n). As a consequence, we may (and
shall) assume that the number of solutions is one, and we will use the term
the solution polynomial for the unique polynomial which is solution to the PR
problem.

In order to study the hardness of the PR problem, the same authors identified
a decisional problem: given a PR instance, determine whether the i-th point of
the support belongs to the graph of the solution polynomial (that is, does we
have p(xi) = yi, where p(X) is the solution polynomial). They postulate the
hardness of this problem under the name “Decisional PR-Assumption” (DPR).

Then the authors show the following properties:

– Hardness of partial information extraction: under the DPR, an adversary
who wishes to compute their value of the solution on a new point has a
negligible advantage over an adversary who does not see the instance.

– Under the DPR assumption, the family of PR instances is pseudorandom,
for a poly-time observer.

These results indicates that the PR problem has good properties for crypto-
graphic purposes. Note that these results hold for sound parameters. The authors
succeed in building a symmetric cipher.

In [2], the following problem is proved to be NP-hard.
PolyAgree: given k, t, n and a set of pairs P = {(x1, y1), . . . , (xn, yn)}, xi, yi ∈
Fq, does there exist a degree k polynomial p(X) such that p(xi) = yi for at least
t different i’s?

It is important to note that xi’s in the PolyAgree problem are not required
to be different, and in fact the proof in [2] uses the fact that some of them may
be equal. So the problem PolyAgree is not exactly the PR problem, but this
result seems to indicate that PR is a hard problem.

3 The Proposed System

The system is as follows.
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Parameters. q, n, k,W,w: q is the size of Fq, n is the length of the Reed-Solomon
code, k its dimension, W is the weight of a large error (W = n − t in terms of
PR formulation), w is the weight of a small error. We ask for n, k, n−W to be
sound parameters for the PR problem.

Key generation. Alice secretly generates a unitary polynomial p(X) of degree
equal to k, and an error E of weightW . She computes the codeword c = ev(p(X))
of RSk, and computes c + E. The public key is c + E, while c and E are kept
secret.

Encryption. Bob wishes to send a message m0 of length k over the alphabet
Fq. The message is first encoded into a codeword m in RSk−1, by computing
m = ev(m0), where m0 = m0,0, . . . ,m0,k−1 is seen as the polynomial m0(X) =
m0,0 +m0,1X + . . .m0,k−1X

k−1.
Bob randomly generates α ∈ Fq and an error pattern e of weight w. Then he

computes y = m+ α× (c+ E) + e, and transmits y to Alice.

Decryption. Upon receipt of y = m + α × (c+ E) + e, Alice considers only the
positions i where Ei = 0. In terms of codes this means she considers the shortened
code of length N −W , which is also a Reed-Solomon code of dimension k, that
we shall denote by RSk. Let m , c, e correspond to the shortened m, c, e. Then
Alice has to solve the equation

m+ α× c+ e = y,

where the “big” error E has disappeared. Obviously m+ α× c belongs to RSk.
Provided that w is less than the error correction capacity of RSk, Alice can
correct y and find m+α×c. Now Alice uses Lagrange interpolation to computes
the unique polynomial q(X) of degree k such that ev(q(X)) = m+ α× c. Since
m0 is a polynomial of degree less than or equal to k− 1, and since c = ev(p(X))
and p(X) has degree exactly k and is monic, α appears as the leading coefficient
of q(X). Knowing α and p(X), Alice can compute q(X)− αp(X) = m0(X).

Comments. The scheme has two parts for encryption: m �→ m + α × (c + E)
which is like a randomized one-time pad with c+ E, and a McEliece part: m+
α×(c+E) �→ m+α×(c+E)+e, where an error of small weight has been added.
Also we must have w ≤ (n−W − k+ 1)/2 in order to have unique decoding for
the shortened Reed-Solomon code.

4 Investigated Attacks and Security Parameters

4.1 The Relationship between m, α, e

In this Subsection, we show that the knowledge of any value among m, α, e
implies the knowledge of the other two values. From a cryptographic point of
view, any attack on one of these values enables to recover the other values.
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Retrieval of m and e from α. First suppose that the adversary knows α. He can
compute y−α× (c+E) = m+e, then, since the Reed-Solomon code can decode
up to w errors, he can decode, and find separately c and e.

Retrieval of m and α from e. Second suppose that the small error e is known
to the adversary. He computes y − e = m + α × (c + E) and the syndrom of
y − e: S = Hk−1(y − e)t, where Hk−1 is a parity check matrix for RSk−1. Then
S = αHk−1(c+E)t and α is recovered, since c+E is public and its syndrom is
known. Then m = y − e− α× (c+ E) is found.

Retrieval of α and e from m. Finally we suppose that the adversary has a
successful attack on the message m. Knowing y he computes v := y − m =
α× (c+E)+e. Doing componentwise division of v and c+E, the corresponding
vector will have a large majority of α among its coefficients. Thus α is known
and e also.

This interdependance of m,α, e implies that each of these value must be safe
from the cryptographic point of view. For instance, to prevent exhaustive search
on α, we must set α ∈ Fq where q ≥ 280.

4.2 Attacks

There are two kinds of attacks on the system: structural attacks (universal at-
tacks) which attempt to break the system by recovering the secret key from the
public key, and decoding attacks (existential attacks) which will simply try to
recover the plaintext from an encrypted message.

Structural Attacks: Recovering the Secret Key
The secret key of this system is the pair (c, E). Recovering it from the public key
c + E is a decoding problem. As all other decoding problems it can be treated
in two ways: either the attacker tries to guess the positions where the error is
located (i.e. indices i such that Ei �= 0), shortens the code on these positions and
tries to decode, or he tries to guess some positions where there are no errors and
simply recovers the code word using a pseudo-inverse of the generator matrix of
the code.

The first attack is called Error Set Decoding (ESD), it will take full advantage
of the knowledge of the code structure to decode the largest possible number of
errors remaining in the shortened code. The second attack is called Information
Set Decoding (ISD). It will work as if the code was a random linear code and
doesn’t take advantage of it’s structure.

Error Set Decoding for key recovery (ESDW ) is based on the following idea: with
Guruswami-Sudan’s algorithm one can decode up to n−

√
kn errors. The weight

W of E is chosen greater than this bound (otherwise decoding would be easy).
However one can choose β positions in the code word and shorten the code on
these β positions. In the new shortened code, Guruswami-Sudan’s algorithm will
then decode Wβ = n− β −

√
k(n− β) errors. The attacker will then be able to
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decode the error E if among the β chosen positions there are at least W −Wβ

errors. This attack will be optimal when β = W −Wβ (that is β = n− (n−W )2

k )
and the attacker picks β positions which are all in the W error positions. The
probability this will happen is

(
W
β

)
/
(
n
β

)
. Hence the security of the system against

this kind of attack is
(
n
β

)
/
(
W
β

)
.

Information Set Decoding for key recovery (ISDW ) consists (in its first form) in
finding k positions with no errors. As the code dimension is k this is enough to
recover the complete codeword and deduce the error from it. The attack would be
the following: choose k random positions, recover the complete associated code
word, check that the corresponding error is of the right weight, if not, try again
with another k positions. This attack would have a complexity of

(
n
k

)
/
(
n−W

k

)
.

However in most cases it can be improved: instead of trying to guess k posi-
tions with no errors the attacker can look for k positions containing only a small
given number p of errors and then try to guess which are these p positions. This
can be done very efficiently using the Canteaut-Chabaud algorithm [1]. Depend-
ing on the parameters of the code the complexity of the attack can decrease a lot
when p is well chosen. Its optimal value will depend widely on the parameters
(n, k,W ) of the code and on the size of the field in which we work. We call this
attack CCW for “Canteaut-Chabaud”.

Decoding attacks: decoding in a Reed-Solomon after adding a word.
The problem of decoding in a Reed-Solomon code after adding a random word
c+E to it seems to be hard when the alphabet Fq is large. The only way to take
advantage of the underlying Reed-Solomon structure would be to test for all the
possible values of α if there is one for which we can decode. However this will
only work if the code is defined on a small alphabet, that is, if the finite field
in which α is taken is small enough. If this can not be done there is no known
technique to decode using the structure of the code. Hence the attacker will have
to consider the code as a random linear code, and the only possible attacks will
be generic decoding attacks. As for the key recovery we will then distinguish an
ESD attack and an ISD attack.

Error Set Decoding for message recovery (ESDw) is not the best attack for mes-
sage recovery. In the previous case ESDW for key recovery worked well because
the shortened code still had a good error correction capacity. This time we con-
sider the code as a random code which has no error correction capacity. The
attack then becomes very basic: it consists in finding all the w error positions to
decode a message. Therefore this attack is necessarily more expensive than the
ISD which only needs to find k positions containing no errors.

Information Set Decoding for message recovery (ISDw) will work exactly as for
the key recovery, except this time the dimension of the code is one more and the
number of errors to be corrected is much smaller: w = n−W −

√
(n−W )k. We

then obtain the following security diagrams. We also have a refined attack using
the Canteaut-Chabaud algorithm (CCw).
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(a) (b)

(c) (d)

Fig. 1. Assumed log2(Security) for different parameters of the system as a function of
W

4.3 Security Parameters

In the following discussion, we assumed that there are no other attacks than
those presented above.

Aiming at a security level of 280, it is not possible to devise our system using
a very short length n. Thus we must settle the length to be 1024. In that case,
Figure 1(a) shows the work factor as a function of W for the various attacks:
ESDW , ISDW and CCW for key recovery ; and ISDw and CCw for message
recovery. In particular it can be seen that W = 74 is required to reach the 280

barrier.
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4.4 Shortening the Public Key

The above security parameters (n = 1024, k = 900, W = 74, w = 25, q = 280),
lead to a public key of size n × log q = 81920 bits. We note that this is shorter
than the public key in McEliece cryptosystems, or the HFE cryptosystem [11].
However, we can make the public key smaller, using the notion of subfield subcode.

Definition 3 Let a Reed-Solomon code C be defined over Fq where q = qm
0 .

The Fq0-subfield subcode of C set is the set of codewords of C whose coordinates
belongs to the subfield Fq0 .

If the code C has length n and dimension k, then the Fq0-subfield subcode has
dimension between k and n − (n − k)m. Conversely, given a generating matrix
G of a Reed-Solomon code of length n and dimension k defined over Fq0 , it can
be used as a generating matrix for the Reed-Solomon code of the same length
and dimension, defined over some extension Fq of Fq0 .

Considering the Reed-Solomon code defined over F280 , we shorten the public
key by considering the Reed-Solomon code of length 1024 defined over the field
F210 . Note that there is no decrease of dimension since all elements of the support
are in F210 . In that case the public key is c + E where c is a codeword of the
[n, k]210 Reed-Solomon code, E is an error of weight W with coordinates in F210 .
Encryption is still done over the extension field F280 . This leads to a public key
of size 10× 1024 = 10240 bits.

We can further reduce the size of the public key, by considering subfield
subcodes of the [n, k]210 Reed-Solomon code, for instance the [n, k′]22 subfield
subcode. The field F210 is an extension of degree 5 of F22 and this code has
dimension k′ of order 1024−5×124 = 404. The public key would then be defined
over F22 and have length 2048. But this is not secure enough because of the huge
dimension decrease, and falls under the decoding attack, see Figure 1(b).

As a consequence we need to find a code with higher dimension to prevent
this attack. We change the big field Fq to be F284 , consider the Reed-Solomon
of length 1024 and dimension 900 over the field F212 . Since F212 admits F23 as
a subfield, we publish the key as belonging to F23 . We get a public key of size
3 × 1024 = 3072, and a dimension k′ for the subfield subfield larger than or
equal to 1024 − 4 × 124 = 528, which is now secure under the decoding attack
(Figure 1(c)). Such a size of key is twice the one of a RSA key for the same level
of security (1536 bits for a security of 280 as estimated in [4]).

Security Considerations: using such a small field, we loose the fact that a
PR instance has a unique solution with overwhelming probability. Furthermore
the adversary is faced with a very particular case of the PR problem, for which
the solution polynomial which is sought for is such that it evaluates over the
medium field into values in the small field. Nevertheless, to our knowledge, no
better attack than the decoding attack seem to apply.

4.5 Complexity of Encryption/Decryption

One main drawback of our scheme is that the block length is very large: ap-
proximately 84000 bits, which may be convenient for some applications, but too
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large for others, eg. transmitting the short keys of a symmetric cipher. There are
two steps for encryption: encoding the message into a Reed-Solomon codeword,
and adding noise to the codeword. Encoding is done in the following way: the
message m0(X) is evaluated at each point of the support of the Reed-Solomon
code. This is done using n Horner evaluations of a polynomial of degree k. Each
evaluation has a complexity k, thus a total cost of nk operations in F284 . Adding
the noise consists in doing the multiplication α × (c + E), which costs n mul-
tiplications. The cost of adding the small noise e is negligible. Counting log2 q
bit operations for multiplication if Fq, the total cost is of order O(nk log2 q) for
encryption, that is, O(n log q) bit operations per bit of the plaintext.

Decryption is more expensive, since it consists in decoding of a Reed-Solomon
code, which is done at cost O((n −W )2) (See [8] for instance) arithmetic op-
erations in Fq, that is O((n −W )2 log2 q) bit operations. Then the polynomial
must be found by interpolation, at cost O((n−W )2 log2 q) operations. Thus the
total cost is O(n −W )2 log2 q) operations and the cost per bit of plaintext is
O( (n−W )2

k log q).
If one has in mind to reach the fastest decryption time, it can further be

accelerated by letting W be large, such that the cost O((n −W )2) of decoding
is relatively small. For instance we could use the parameters W = 470, k = 320
(see Figure 1(d)).

4.6 Asymptotic Behavior

We have pointed out some parameters giving our cryptosystem a security of 280

CPU operations. For this security level we have seen that it is easy to adjust these
parameters either to have a shorter public key, or a faster encryption/decryption
time. However for our system to be of real interest it is necessary to think about
its future. For instance, a security of 280 won’t be considered sufficient in a few
years. Therefore we need to see how the parameters for this system scale.

We will only consider the case where q = q0 = n and the transmission rate
is k/n = R. We then express all the parameters of the system as functions of
n and R. For the sake of simplicity we only consider the basic forms of ISD
since asymptotically the difference between CC and ISD isn’t really significant.
Moreover, as q = q0 and W is always greater than w (as long as W is greater
than the Sudan bound n−

√
kn), the ISD for key recovery will always be more

expensive than the ISD for message recovery (ISDw). Hence, we need to find the
intersection point between the two curves ESDW and ISDw. It will give us the
optimal value for W from a security point of view.

It appears, in first order approximation, that, at the optimal point, all the
variables of the system (W , w and β) can be put in the form C × n where C is
a constant depending only on the chosen R. The diagram in Figure 2(a) shows
the optimal value for W/n as a function of R. However, the most interesting
part about this approximation is the security: at the optimal point, once all the
parameters are put under the form C × n, the security of the system takes the
form Bn. The value of B is given in Figure 2(b). It is important to note that
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this approximation is only a first order approximation. However it turns out to
be quite good as the security levels it gives are really close to those obtained
through exact calculations, for given parameters.

(a) (b)

Fig. 2. optimal asymptotic values for W/n (on the left) and the security of the system
(on the right) as functions of R

This means that, whatever the value of R, it is always possible to get an
exponential security, as long as W is well chosen. The best choice from a security
point of view will be R 
 0.64 which can lead to a security as high as 2122 for a
length n = 1024. Moreover, if one accepts loosing a little security, it is possible to
either increase the transmission rate to minimize the amount of data transfered
during an encrypted communication, or decrease the transmission rate to reduce
the amount of calculation and speed up the encryption/decryption processes.

5 Conclusion

We have proposed a public key encryption scheme based on a new intractable
problem, the Polynomial Reconstruction problem, which has already been iden-
tified as a hard problem by Kiayias and Yung. The cryptosystem is fast for
encryption and decryption and presents a variant with a small public key (3072
bits). The public and secret keys are very easy to generate, even in large quan-
tities. Furthermore when the parameters are carefully selected, the security of
the system seems truly exponential in terms of the parameters. Thus the system
should remain secure under every known attack.
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Abstract. In this paper we present a simpler construction of a public-
key encryption scheme that achieves adaptive chosen ciphertext security
(CCA2), assuming the existence of trapdoor permutations. We build on
previous works of Sahai and De Santis et al. and construct a scheme that
we believe is the easiest to understand to date. In particular, it is only
slightly more involved than the Naor-Yung encryption scheme that is
secure against passive chosen-ciphertext attacks (CCA1). We stress that
the focus of this paper is on simplicity only.

1 Introduction

One of the most basic tasks of cryptography is that of providing encryption
schemes that enable the safe delivery of private messages on an open network.
Such an encryption scheme should reveal no information about the plaintext to
an eavesdropping adversary. However, it may be necessary to protect the pri-
vacy of messages from an adversary who has more power than just the ability to
eavesdrop. In a chosen-ciphertext attack, the adversary has access to a decryp-
tion oracle and uses this is in an attempt to “break” the encryption scheme. Such
attacks come in two flavours: passive chosen-ciphertext attacks (CCA1), where
the adversary can access the decryption oracle only up until the point that it
receives a challenge ciphertext, and adaptive chosen-ciphertext attacks (CCA2),
where the adversary can even access the decryption oracle after it receives the
challenge ciphertext. (In the latter case, the adversary can query the decryption
oracle for any ciphertext except for the challenge itself.) This is a very strong
attack; nevertheless, there are real settings in which this level of security is re-
quired (see [2] for an example of an attack on an RSA standard that was made
possible due to the fact that the encryption scheme used was not CCA2-secure).
We refer the reader to [19] for a survey on the importance of CCA2 security.

Feasibility and efficiency. Two rather distinct directions of research have been
considered with respect to secure encryption (and cryptography in general).
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One direction of research focuses on proving the feasibility of obtaining secure
schemes, while the other concentrates on doing this efficiently. The latter re-
search usually relies on specific number-theoretic (or other) complexity assump-
tions, whereas the former prefers to only assume the existence of some general
primitive, like a trapdoor permutation. This paper considers the question of
the feasibility of obtaining CCA2-secure encryption, under the assumption that
trapdoor permutations exist. It is well known that such a feasibility result has
already been established. However, known constructions of CCA2-secure encryp-
tion schemes under general assumptions are rather complicated. Thus, despite
their importance, it is hard to teach these schemes in a course on cryptography,
for example. The aim of this paper is to improve this situation.

The Naor-Yung paradigm [15]. Our encryption scheme follows the Naor-Yung
paradigm for constructing CCA1-secure encryption schemes. According to this
paradigm, the plaintext is encrypted twice (independently), and then a non-
interactive zero-knowledge proof (NIZK) is used in order to prove that both
ciphertexts are encryptions to the same plaintext. The intuition behind this idea
is that if the adversary manages to obtain two encryptions of the same plaintext
with independent keys, then essentially it must already “know” the plaintext.
Therefore, the decryption oracle that it is given is of no help.

The history of the feasibility of CCA2-encryption. The first CCA2-secure en-
cryption scheme was presented in a breakthrough work by Dolev, Dwork and
Naor (DDN) [7]. However, their construction is rather complicated, requiring
many multiple encryptions and an involved key-selection technique. An impor-
tant step in the simplification of CCA2-secure encryption was taken by Sa-
hai [17] who showed that CCA2-encryption schemes can actually be constructed
using the Naor-Yung paradigm. This involved introducing a stronger notion of
NIZK proofs, called one-time simulation-sound NIZK. Loosely speaking, one-
time simulation-soundness ensures that it is not feasible for an adversary to
generate an accepting NIZK proof of a false statement, even if the reference
string is generated by the simulator and even if a simulated proof (of a not
necessarily true statement) is observed.1 Sahai showed that the Naor-Yung en-
cryption scheme, with the NIZK proof system replaced by one which is one-time
simulation-sound, is CCA2-secure. Unfortunately, much of the complexity of the
DDN construction remained in Sahai’s construction of this strong NIZK. Thus,
on the one hand, the Sahai high-level construction is significantly simpler than
DDN; however, when considering all the details, it is still quite involved.

Recently, De Santis et al. [6,18] presented a very elegant and far simpler
construction of simulation-sound NIZK. The aim of their work was actually
to strengthen the notion even further to many-time simulation-soundness. (In
a many-time simulation-sound NIZK, the soundness is preserved even if the
adversary observes many simulated proofs.) Nevertheless, their construction also
yields a simpler CCA2-secure encryption scheme.

1 This is in contrast to regular NIZK proof systems where soundness is only guaranteed
relative to a uniformly distributed reference string.



A Simpler Construction of CCA2-Secure Public-Key Encryption 243

Our contribution. In this paper, we use ideas from [6] and apply them to the
problem of one-time simulation-soundness. Exploiting the fact that one-time
simulation soundness is enough for CCA2-security, we obtain a significant sim-
plification of the [6] construction for many-time simulation-sound NIZK. Our
construction is both intuitive and simple, and not less importantly, has a short
and easy proof of correctness. By plugging our construction into the Sahai CCA2-
secure encryption scheme, we obtain a scheme that is only slightly more involved
than the original CCA1-secure encryption scheme of Naor and Yung. Thus, we
provide an alternative (and simpler proof) to the following theorem:

Theorem 1 Assuming the existence of enhanced trapdoor permutations 2, there
exists a public-key encryption scheme that is secure against adaptive chosen-
ciphertext (CCA2) attacks.

Related work. The focus of this work is the construction of public-key encryption
schemes that are secure against adaptive chosen-ciphertext attacks, assuming
only the existence of (enhanced) trapdoor permutations. As we have mentioned
above, the first such scheme was presented by Dolev, Dwork and Naor [7]. On
the other hand, our construction builds rather directly on the chain of works of
Naor and Yung [15], Sahai [17] and De Santis et al. [6].

The first efficient CCA2-secure encryption scheme (proved in the standard
model) was presented in a breakthrough work by Cramer and Shoup [4]. How-
ever, their construction relies on a specific complexity assumption (namely, the
Decisional Diffie-Hellman assumption). Recently, they presented other CCA2-
secure schemes, relying on other specific assumptions (some of which are more
standard) [5]. (We stress that our work is incomparable to theirs. On the one
hand, they achieve high efficiency while relying on specific complexity assump-
tions. On the other hand, we assume only the existence of trapdoor permutations,
but obtain a scheme that is very inefficient). that is used.)

Much work on the problem of efficient CCA2-secure encryption has been car-
ried out in the random-oracle model; the most famous of these being OAEP [1].
However, when the random oracle is replaced by a concrete hash function, the
security argument becomes heuristic only. Thus, the existence of these schemes
does not constitute a proof of Theorem 2.

Organization. As we have mentioned, the technical contribution of this paper
is the construction of a simple one-time simulation-sound NIZK. Therefore, the
main body of the paper focuses on this issue. In particular, Section 2 contains
the formal definitions of simulation-sound NIZK proof systems and the crypto-
graphic tools necessary for our construction. Then, in Section 3 we present our
construction of a one-time simulation-sound NIZK and its proof of correctness.
For the sake of completeness, in Section 4 we describe the Sahai CCA2-secure
encryption scheme.
2 Enhanced trapdoor permutations have the property that a random element gener-

ated by the domain sampler is hard to invert, even given the random coins used
by the sampler. See [11, Appendix C] for a full discussion on enhanced trapdoor
permutations and why they are needed.
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2 Definitions and Cryptographic Tools

2.1 Definitions

In this section, we present the definitions for adaptive non-interactive zero-
knowledge (NIZK) and one-time simulation-sound adaptive NIZK. Our formal
definitions are essentially taken from [10,17]. We denote the security parameter
by n, and an unspecified negligible function by µ(n) (i.e., µ(n) grows slower
than 1/p(n) for every polynomial p(·)). We often omit explicit reference to the
security parameter n in our notations.

Adaptive non-interactive zero-knowledge. In the model of non-interactive zero-
knowledge proofs [3], the prover and verifier both have access to the same uni-
formly distributed reference string. A proof in this model is a single string sent
by the prover to the verifier, and the reference string is used for both generating
proofs and verifying their validity. The soundness of the proof system is such that
if the reference string is indeed uniformly distributed, then with overwhelming
probability, no false theorem can be proved (even by an all-powerful cheating
prover). On the other hand, the zero-knowledge property is formulated by stat-
ing that there exists a simulator who outputs a reference string and a proof,
that are computationally indistinguishable from what is viewed by a verifier in
the real setting described above. Notice that the simulator generates both the
reference string and the proof and is not expected to simulate proofs relative to a
uniformly distributed reference string (which would not be possible to achieve).
In particular, this means that the simulator may choose the reference string to
be pseudorandom, and according to some specific distribution.

The adaptivity of a NIZK system refers both to the soundness and zero-
knowledge. In both cases, an adaptive NIZK is one where the statement to
be proven is chosen only after the reference string has been fixed. Thus, the
cheating prover first receives a uniformly distributed reference string, and then
attempts to find some x �∈ L for which it can provide an accepting proof π
for x. The adaptive soundness condition states that the probability that such
a π is an accepting proof is negligible. The adaptive zero-knowledge property
is formulated by having the simulator output a reference string before giving
it a statement x for which it must generate a simulated proof. In the formal
definition below, a function f is specified that “chooses” a statement x to be
proven, based on the reference string R (for soundness, f chooses x �∈ L, whereas
for zero-knowledge f chooses x ∈ L).

Definition 2 (adaptive non-interactive zero-knowledge): A pair of probabilistic
machines (P, V ) is called an adaptive non-interactive zero-knowledge proof system
for a language L if the following holds:
• Completeness: For every x ∈ L,

Pr[V (x,R, P (x,R)) = 1] > 1− µ(|x|)

where R is a random variable uniformly distributed in {0, 1}poly(|x|).
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• Adaptive Soundness: For every function f : {0, 1}poly(n) → {0, 1}n \ L and
prover P ∗,

Pr[V (f(R), R, P ∗(R)) = 1] < µ(n)

where R is a random variable uniformly distributed in {0, 1}poly(|x|).

• Adaptive Zero-Knowledge: There exists a probabilistic polynomial-time sim-
ulator S = (S1, S2) such that for every probabilistic polynomial-time function
f :{0, 1}poly(n) → {0, 1}n ∩ L, the ensembles {f(Rn), Rn, P (f(Rn), Rn)}n∈N

and {Sf (1n)}n∈N are computational indistinguishable, where Rn is a random
variable uniformly distributed in {0, 1}poly(n) and Sf (1n) denotes the output
from the following experiment:
1. (r, s)← S1(1n): Simulator S1 (upon input 1n) outputs a reference string

r and some state information s to be passed on to S2.

2. x← f(r): the statement x to be proven is chosen.

3. π ← S2(x, r, s): Simulator S2 generates a simulated proof π that x ∈ L.

4. Output (x, r, π).

Adaptive NIZK proof systems can be constructed from any enhanced trap-
door permutation [8]. We note that any NIZK proof system is witness-
indistinguishable, where informally speaking, witness-indistinguishability means
that proofs generated using one witness are indistinguishable from proofs gen-
erated using a different witness [9].

One-time simulation-sound adaptive NIZK. Loosely speaking, a NIZK proof sys-
tem is one-time simulation-sound if the soundness condition holds even with
respect to a reference string generated by the simulator (and not uniformly dis-
tributed), and even after a single simulated proof (of a not necessarily correct
statement) has been observed. Of course, it is always possible for a cheating
prover to simply copy the simulated proof that it observed. Therefore, the re-
quirement is that it is infeasible to efficiently compute any other pair of an
incorrect statement and accepting proof.

Definition 3 (one-time simulation soundness): Let (P, V ) be an adaptive NIZK
proof system for a language L, and let S = (S1, S2) be a simulator for (P, V ).
Then, we say that (P, V, S) is one-time simulation-sound, if for every probabilistic
polynomial-time adversary A = (A1, A2), it holds that the probability that A
succeeds in the following experiment is negligible:

1. (r, s)← S1(1n).
2. (x, a) ← A1(r): Adversary A1 receives the (simulator-generated) reference

string r and outputs a statement x for which it wants to see a proof, and
state information a for A2.

3. π ← S2(x, r, s).
4. (x′, π′)← A2(x, r, π, a): Adversary A2 receives the simulated proof, and out-

puts a statement x′ and a proof π′ that x′ ∈ L.
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5. We say that A succeeds if it outputs an accepting proof of a false statement
(and did not copy the proof π). That is, A succeeds if x′ �∈ L, (x′, π′) �= (x, π)
and V (x′, r, π′) = 1.

If there exists an S such that (P, V, S) is one-time simulation sound, then we
say that the proof system (P, V ) is a one-time simulation-sound adaptive NIZK.

As we have mentioned above, the notion of simulation-soundness was first in-
troduced by [17] who also presented a construction for one-time simulation-
soundness (and an extension to allow for any predetermined polynomial number
of simulated proofs). Unbounded simulation-soundness (allowing any polynomial
number of simulated proofs) was later demonstrated in [6].

2.2 Cryptographic Tools

In this section, we present informal definitions for the cryptographic tools that we
use in constructing our one-time simulation-sound NIZK. These tools are stan-
dard; however we add minor (yet important) additional requirements. We note
that it is easy to obtain these additional requirements using known techniques.

Non-interactive perfectly-binding commitment schemes. Loosely speaking, a non-
interactive perfectly-binding commitment scheme is a probabilistic algorithm C
with the following properties:
• Hiding: for every two strings s1 and s2 (such that |s1| = |s2|), it is hard to

distinguish {C(s1)} from {C(s2)}.

• Binding: for every two strings s1 �= s2, the range of C(s1) is disjoint from
the range of C(s2). (Thus, given C(s1), it is impossible to decommit to any
value other than s1.)

We denote by C(s; r) the output of the commitment scheme C upon input s ∈
{0, 1}n and using random coins r ∈R {0, 1}poly(n). (Thus, the binding property
states that for s1 �= s2, it holds that C(s1; r1) �= C(s2; r2) for every r1 and r2.)
In addition to the above, we require the following properties:
• Pseudorandom range: We require that the output of the commitment algo-

rithm be pseudorandom. This property is fulfilled by the following commit-
ment scheme based on one-way permutations: Let f be a one-way permu-
tation and b a hard-core of f . Then, C(σ) def= (f(Un), b(Un) ⊕ σ), where Un

denotes the uniform distribution over {0, 1}n.

• Negligible support: We require that a random string is a valid commitment
with only negligible probability. This is easily obtained from the above-
described commitment scheme based on one-way permutations, by requiring
that any commitment to s is preceded by a commitment to 0n. That is, define
C ′(s) = (Commit(0n),Commit(s)), where each bit is separately committed
to using C(σ) = (f(Un), b(Un)⊕ σ).3

3 We remark that if it suffices to obtain soundness for polynomial-time provers only,
then the commitment scheme used need not have negligible support.
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We note that the Naor commitment scheme [13] as is, has both of these above
properties. (Although the [13] commitment scheme is interactive, the receiver
message can be hardwired into the common reference string, and so suffices for
our needs here.)

“Strong” one-time signature schemes. Loosely speaking, a one-time signature
scheme is an existentially unforgeable signature scheme (secure against a chosen-
message attack), with the restriction that the signer must only sign a single
message with any key. Thus, such a signature scheme is defined as a triplet
of algorithms (G,Sign,Verify), where G is a probabilistic generator that out-
puts a signing-key sk and a verification-key vk. The validity of the signature
scheme fulfills that for every message m, Verify(vk,m,Sign(sk,m)) = 1, where
(vk, sk)← G(1n) (i.e., honestly generated signatures are always accepted). A
signature scheme is said to be secure if the probability that an efficient forging
algorithm S∗ succeeds in generating a forgery given a single chosen signature is
negligible. More formally, the following experiment is defined: The generator G is
run, outputting a key-pair (vk, sk). Then, S∗ is given vk and chooses a message
m for which it receives a signature σ = Sign(sk,m). Following this, S∗ outputs
a pair (m′, σ′) and it is required that the probability that Verify(vk,m′, σ′) = 1
and m′ �= m is negligible.

As with the commitment scheme, here we also require an additional property.
The standard definition of security requires that the forger cannot generate a
valid signature on any different message. We strengthen this and require that the
forger cannot even generate a different valid signature on the same message. That
is, we modify the above (informal) definition and require that the probability
that Verify(vk,m′, σ′) = 1 and (m′, σ′) �= (m,σ), is negligible. (Thus, the only
valid signature the forger can present is the exact one that it has seen.) Such
a signature scheme can be constructed using universal one-way hash functions
[14] and 1–1 one way functions (in a similar fashion to the standard construction
based on any one-way function [16]). By using 1–1 one-way functions, we ensure
that each message has a unique signature and therefore the above strengthening
is achieved.

3 Simple One-Time Simulation-Sound NIZK

The motivation behind our construction is as follows. Following [8], (and simi-
larly to [6]) the reference string for the non-interactive proof is divided into two
parts. The first part of the string is used by the simulator to simulate a proof,
while the second is really used for proving (according to a given NIZK scheme).
Typically, in order to prove that x ∈ L, a compound statement of the following
structure is proved: either the first part of the reference string has some special
property or x ∈ L. Now, when the reference string is chosen at random, the
first part will not have this special property (except with negligible probability).
Therefore, if the proof is accepting it must be that x ∈ L, and soundness holds
for the proof system. Zero-knowledge is derived from the fact that the simulator
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is able to generate a pseudorandom string that does have the special property,
enabling it to “cheat” in the proof.

In our scheme, the special property used is that the first part of the ref-
erence string is a commitment to a verification-key vk of a one-time signature
scheme. That is, the prover sends a verification-key vk along with the proof
and proves that: either the first part of the reference string is a commitment to
this verification-key vk, or x ∈ L. Furthermore, the prover signs on the proof
using the associated signing-key sk (and the verifier checks the validity of this
signature using vk). A real prover chooses a random pair of signature keys and
generates a proof based on the fact that x ∈ L.

In contrast, the simulator works by generating the reference string so that
indeed the first part is a commitment to a verification-key vk (for which it knows
the associated signing-key sk). Then, the simulator proves the proof using this
fact (rather than the fact that x ∈ L). Notice that the simulator is also able to
sign on the proof, as required, because it knows the associated secret-key. The
fact that the scheme is simulation-sound follows from the observation that any
accepting proof to a false statement must use the property that the first part of
the reference string is a commitment to vk. In particular, this means that such
a proof is accompanied with a signature using sk (where sk is known only to
the simulator). Thus, it is only possible to generate an accepting proof to a false
statement if it is possible to forge a signature.

We now formally present the proof system. In the presentation, we refer
to an adaptive NIZK proof system, denoted (P, V ), and to commitment and
signature schemes. These commitment and signature schemes have the additional
properties described in Section 2.2.

Protocol 1 (NIZK Scheme Π)

• Common reference string: (r1, r2)

• Prover protocol (upon input x ∈ L and a witness w for x):

1. Choose a random pair of signature keys (vk, sk) for a strong one-time
signature scheme.

2. Let L′ be the following language:

L′ = {(x, r1, vk) | x ∈ L or r1 = Commit(vk)}

Then, generate a non-interactive proof (using reference string r2) that
(x, r1, vk) ∈ L′. That is, invoke the NIZK prover P for L′ on input
(x, r1, vk), auxiliary-input w and reference string r2, obtaining a proof p.

3. Compute σ = Signsk(x, p).

4. Output π = (vk, x, p, σ).

• Verifier protocol (upon input x and a proof π = (vk, x, p, σ)):

1. Check the signature using vk. That is, check that Verifyvk((x, p), σ) = 1.
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2. Invoke the NIZK verifier V and check that p constitutes a correct proof
that (x, r1, vk) ∈ L′ when the reference string equals r2 (i.e., check that
V ((x, r1, vk), r2, p) = 1).

3. Output 1 if and only if the above two checks succeed.

We now proceed to prove the correctness of Protocol 1:

Theorem 4 Assume that (P, V ) is a secure adaptive NIZK proof system for
NP, and that the signature and commitment schemes meet the requirements as
described in Section 2.2. Then, Protocol 1 constitutes a one-time simulation-
sound adaptive NIZK proof system for NP.

Proof: We begin by proving that Protocol 1 is an adaptive non-interactive
proof system. Completeness is immediate. Soundness follows from the fact that
the commitment scheme used has negligible support (see Section 2.2), and thus
a random string is a valid commitment with only negligible probability. There-
fore, when r1 is uniformly chosen, x �∈ L implies that (x, vk, r1) �∈ L′, except
with negligible probability. Adaptive soundness then follows from the adaptive
soundness of the NIZK proof system (P, V ) for which proofs are generated using
the uniformly distributed reference string r2.

We now proceed to demonstrate the zero-knowledge property. As we men-
tioned in the motivating discussion, intuitively, zero-knowledge holds because a
simulator can set r1 to be a commitment to a verification-key vk, for which it
knows the associated signing-key sk. Then, the simulator proves that (x, vk, r1) ∈
L′ based on the fact that r1 = Commit(vk), and without any witness to the fact
that x ∈ L. Since, the commitment scheme used has a pseudorandom range, such
a r1 is indistinguishable from a random string. Furthermore, the NIZK proof sys-
tem (P, V ) is witness indistinguishable and therefore the simulated proof cannot
be distinguished from a real one. We now provide the exact description of the
simulator. The simulator is divided into two parts: S1 who chooses the reference
string and S2 who generates simulated proofs.

1. Simulator S1:
a) Choose a random pair of signature keys (vk, sk) for a strong one-time

signature scheme.
b) Compute r1 = Commit(vk) = C(vk; rc) for a random rc.
c) Choose a uniformly distributed string r2.
d) Output (r1, r2) and s = (vk, sk, rc) where s is S1’s output state infor-

mation to be given to S2.
2. Simulator S2 (upon input x, (r1, r2) and s = (vk, sk, rc)):

a) Invoke the NIZK prover for L′ (as defined in Protocol 1) on input
(x, r1, vk), auxiliary-input rc and reference string r2, and obtain a
proof p. (Note that the witness provided to the NIZK prover is for
r1 = Commit(vk), and not the witness for x ∈ L.)

b) Compute σ = Signsk(x, p).
c) Output π = (vk, x, p, σ).
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There are two differences between a real proof and that provided by the simulator
(where we consider the joint distribution {x, (r1, r2), π} of the reference string
and the proof). Firstly, the string r1 generated by S1 is only pseudorandom (and
not random as in a real setting). Secondly, the proof p provided by S2 is based
on the witness for the fact that r1 = Commit(vk), rather than being based on
the witness for x ∈ L. Intuitively, since r1 is pseudorandom and the NIZK is
witness indistinguishable, these distributions cannot be distinguished. Formally,
one defines a hybrid distribution in which r1 = Commit(vk) and yet the proof
p is based on the witness for x ∈ L. Then, the hybrid is indistinguishable from
a real proof by the indistinguishability of r1 from a random string (everything
else is exactly the same). Furthermore, the hybrid is indistinguishable from a
simulated proof due to the witness indistinguishability of the NIZK. (Notice
that the reference string r2 for this NIZK is uniformly distributed, and thus
the witness indistinguishability property holds.) The indistinguishability of a
simulated proof from a real one follows. (We note that from the above proof it
follows that the underlying non-interactive proof need not be zero-knowledge;
rather, adaptive witness indistinguishability suffices.)

One-time simulation-soundness. Until now, we have shown that Protocol 1
constitutes a non-interactive zero-knowledge proof system. It remains to show
that it is also one-time simulation-sound. Intuitively, this holds for the following
reason. Let (vk, sk) be the signature keys chosen by the simulator S1. Then, if
an adversary generates a proof based on the fact that r1 = Commit(vk), it must
sign on the proof using the key sk (otherwise, the verification of the signature will
fail). This constitutes a successful forgery of the signature scheme and therefore
can only occur with negligible probability. Details follow.

Assume by contradiction that there exists an adversary A = (A1, A2) (as in
Definition 3) who sees a simulated proof π for a statement x, and with non-
negligible probability outputs a pair (x′, π′) �= (x, π) where x′ �∈ L and π′ is an
accepting proof. That is, let (r1, r2) be the reference string output by S1, let x be
the statement that A1 outputs upon receiving (r1, r2), and let π = (vk, x, p, σ) be
the simulated proof of x ∈ L that is supplied by S2. Then, by the contradicting
assumption, with non-negligible probability A2 outputs an accepting proof π′ =
(vk′, x′, p′, σ′), such that (x′, π′) �= (x, π), and x′ �∈ L. We consider two different
cases:

1. Case 1 – vk′ �= vk: First recall that by the definition of the simulator S1, the
string r1 is such that r1 = Commit(vk). However, vk′ �= vk and therefore
we have that r1 �= Commit(vk′) (by the perfect binding property of the
commitment scheme). Therefore, x′ �∈ L implies that (x, r1, vk) �∈ L′. By
the (unconditional) soundness of the underlying NIZK scheme, we have that
the probability that p′ (and therefore π′) is an accepting proof is at most
negligible.

2. Case 2 – vk′ = vk: In this case, we use A to contradict the (strong) secu-
rity of the signature scheme. Recall that A’s proof π′ is only accepting if
Verifyvk′((x′, p′), σ′) = 1. Since (x′, π′) �= (x, π) and vk′ = vk, it holds that
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(x′, p′, σ′) �= (x, p, σ). Therefore, we have that A received a message and sig-
nature ((x, p), σ) and generated a valid message and signature ((x′, p′), σ′),
where ((x′, p′), σ′) �= ((x, p), σ). By the strong security of the signature
scheme, A can succeed in doing this with only negligible probability.
Formally, we construct a forger A′ who receives vk and a single oracle query
to Signsk(·) and successfully forges a signature. A′ works exactly like the
simulator S except that in Step (b) of S2’s specification, it “computes” the
signature by consulting its oracle. Notice that S1 and S2 need no knowledge
of sk in order to complete all their other steps. Thus, A′ can perfectly emulate
the simulation setting for A. Therefore, if A outputs π′ = (vk, x′, p′, σ′),
where (x′, p′, σ′) �= (x, p, σ) and σ′ is a valid signature on (x′, p′), then this
constitutes a successful forgery of the signature scheme. This implies that A
succeeds with at most negligible probability.

This completes the proof.

We remark that enhanced trapdoor permutations suffice for securely obtaining
all the building blocks required in the construction of Protocol 1. We therefore
have the following result:

Proposition 5 Assuming the existence of enhanced trapdoor permutations,
there exists a one-time simulation-sound adaptive NIZK proof system.

4 The Encryption Scheme

In this section, we describe the CCA2-secure public-key encryption scheme of
Sahai [17]. This scheme is exactly the scheme of Naor-Yung [15], with the mod-
ification that the NIZK used is one-time simulation-sound. We stress that our
contribution is in Section 3, where we present a simple one-time simulation-sound
NIZK. Thus, we directly plug our NIZK into the construction (and proof) of [17],
obtaining a new (and simpler) CCA2-secure public-key encryption scheme. (For
the exposition below, we omit the formal definitions of encryption and CCA2
security and assume that the reader is familiar with them.)

The Naor-Yung paradigm. As we have mentioned, the [17] encryption scheme is
based on the Naor-Yung paradigm [15]. According to this paradigm, the plaintext
is encrypted twice with independent keys (from an encryption scheme that is
secure against chosen-plaintext attacks) and then a NIZK proof is provided to
ensure that both encryptions are indeed of the same plaintext. Passive chosen-
ciphertext security (CCA1) or adaptive chosen-ciphertext security (CCA2) are
achieved by applying NIZKs with certain “special” properties. For CCA1, the
NIZK is such that soundness holds even with respect to the pseudorandom string
output by the simulator (as long as a simulated proof has not been observed).4

For CCA2, the NIZK must be one-time simulation-sound. From here on, we focus
4 This is in contrast with standard NIZK proof systems, where soundness is guaranteed

only if the reference string is uniformly distributed.
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on the CCA2 case. However, we stress that the CCA2 scheme and its proof of
security are almost identical to that of the CCA1 scheme. This highlights one of
the conceptual advantages of the [17] approach; both CCA1 and CCA2-secure
encryption schemes can be presented and proved together (and for almost the
price of one).

Formal definition of the scheme. We now present the construction of the en-
cryption scheme. Let (G,E,D) be a public-key encryption scheme that is se-
cure against chosen-plaintext attacks. Furthermore, let (P, V ) be a one-time
simulation-sound adaptive NIZK proof system for the following NP-language:

L = {(c1, c2, pk1, pk2) | ∃m s.t. c1 = Epk1(m) & c2 = Epk2(m)}

That is, L is the language of pairs of ciphertexts (and public-keys), such that
both ciphertexts are encryptions of the same message (we denote c = Epk(m),
if c is an encryption of m). Then, the CCA2-secure scheme, denoted (G, E ,D),
is defined as follows:
Construction 2 (Adaptive chosen-ciphertext encryption scheme (G, E ,D)):
• Key Generation: Obtain two independent key sets from G. That is, obtain

(pk1, sk1) ← G(1n) and (pk2, sk2) ← G(1n). Furthermore, choose a uni-
formly distributed reference string r of the correct length for the NIZK proof
system (P, V ). The public key is defined by PK = (pk1, pk2, r) and the secret
key is SK = (sk1, sk2).

• Encryption: In order to encrypt a plaintext m, compute c1 = Epk1(m; r1)
and c2 = Epk2(m; r2), for random strings r1 and r2. Then, invoke the NIZK
prover P upon (c1, c2, pk1, pk2) with reference string r, obtaining a proof π.
Notice that P can prove this statement efficiently when it is given the witness
(m, r1, r2). Finally, output E(m) = (c1, c2, π).

• Decryption: In order to decrypt (c1, c2, π), first verify that π is an accepting
proof for the statement (c1, c2, pk1, pk2) with reference string r. If yes, then
decrypt c1 and output the decryption value m.5

The fact that the above encryption scheme is secure against adaptive chosen-
ciphertext attacks has been proven in [17]. That is,

Theorem 6 (Sahai [17]): Assume that (G,E,D) is a public-key encryption
scheme secure against chosen-plaintext attacks, and that (P, V ) is a one-time
simulation-sound adaptive NIZK proof system. Then, the encryption scheme
(G, E ,D) of Construction 2 is secure against adaptive chosen-ciphertext attacks.

Combining Theorem 6 with Proposition 5, we obtain the existence of CCA2-
secure encryption assuming enhanced trapdoor permutations only (i.e., we ob-
tain Theorem 2). For the sake of completeness, we describe the main ideas behind
this proof.
5 Our choice of decrypting the first ciphertext c1 is arbitrary; equivalently, one could

define the decryption algorithm by having it decrypt c2.
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Motivation for the proof of security. The basic idea underlying Construction 2 of
(G, E ,D) is that it is enough to use only one secret-key in order to decrypt cipher-
texts. This is because anyone can verify the validity of a NIZK proof. Therefore,
given knowledge of any of the two secret-keys, decryption can be carried out
by verifying the NIZK and then decrypting. Since the NIZK proof ensures that
both encryptions are to the same plaintext, it does not matter which secret-key
is used. Now, consider an adversary Acpa who carries out a chosen-plaintext
attack (CPA) on the scheme (G,E,D). (Recall that in a CPA attack, the ad-
versary gets no decryption oracle.) Adversary Acpa receives a public-key pk1
and proceeds to generate a simulated public-key for the scheme (G, E ,D) which
incorporates pk1. Specifically, Acpa chooses a second key-pair (pk2, sk2) and a
NIZK reference string r, thereby obtaining a public-key (pk1, pk2, r) for (G, E ,D).
Furthermore, Acpa knows one of the two secret-keys (namely sk2). Therefore,
as we have discussed above, Acpa is able to correctly decrypt ciphertexts. The
important point is that Acpa is able to correctly simulate a decryption oracle for
a CCA2-adversary A who attacks (G, E ,D). In other words, given only chosen-
plaintext ability, Acpa can simulate an adaptive chosen-ciphertext attack for a
CCA2-adversary A.

The above shows how the decryption oracle in a CCA2-attack can be simu-
lated by Acpa. However, Acpa must also be able to generate a challenge ciphertext
for A from (G, E ,D), given its own challenge ciphertext from (G,E,D). That is,
during its attack, Acpa receives some challenge ciphertext c1. Based on c1, Acpa

must provide A with a challenge. Furthermore, it must be shown that if A can
distinguish ciphertexts in (G, E ,D) with non-negligible probability, then Acpa

can use this to also distinguish ciphertexts in (G,E,D). Loosely speaking, Acpa

generates the needed ciphertext by simply computing c2 = Epk2(0n) (i.e., c2 is
an encryption to garbage) and then providing a proof π that c1 and c2 are en-
cryptions of the same message. Of course, this statement may not be true (since
Acpa does not know if c1 is an encryption of 0n or of some other message). Never-
theless, such a proof can be generated using the NIZK simulator, and this will be
indistinguishable from a real ciphertext. Thus, A receives the challenge cipher-
text (c1, c2, π) in its CCA2-attack. The point is that A’s challenge ciphertext
contains c1 and therefore any “information” learned by A about its challenge
ciphertext (c1, c2, π) can be used by Acpa to derive information about its own
challenge ciphertext c1. Observe, however, that by the way Acpa constructs the
challenge ciphertext, it follows that A receives a simulated NIZK proof π during
its attack. Furthermore, A is able to ask for more decryptions of ciphertexts
after seeing this simulated proof, and these ciphertexts contain NIZK proofs.
In order for the decryption simulation of Acpa described above to be correct, it
must hold that A cannot generate accepting proofs of false statements, even in
such a setting. This is where the one-time simulation-soundness of the NIZK is
utilized. Thus we have that Acpa can simulate a complete CCA2-attack for A.

A full proof of Theorem 6 can be found in [17] and in [12, Appendix A].
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Abstract. Cryptographic computations are often carried out on inse-
cure devices for which the threat of key exposure represents a serious
and realistic concern. In an effort to mitigate the damage caused by ex-
posure of secret data (e.g., keys) stored on such devices, the paradigm of
forward security was introduced. In a forward-secure scheme, secret keys
are updated at regular periods of time; furthermore, exposure of a secret
key corresponding to a given time period does not enable an adversary to
“break” the scheme (in the appropriate sense) for any prior time period.
A number of constructions of forward-secure digital signature schemes,
key-exchange protocols, and symmetric-key schemes are known.

We present the first constructions of a (non-interactive) forward-secure
public-key encryption scheme. Our main construction achieves security
against chosen plaintext attacks under the decisional bilinear Diffie-
Hellman assumption in the standard model. It is practical, and all
complexity parameters grow at most logarithmically with the total
number of time periods. The scheme can also be extended to achieve
security against chosen ciphertext attacks.

Keywords: Bilinear Diffie-Hellman, Encryption, Forward security, Key
exposure.

1 Introduction

Exposure of secret keys can be a devastating attack on a cryptosystem since such
an attack typically implies that all security guarantees are lost. Indeed, standard
notions of security offer no protection whatsoever once the secret key of the
system has been compromised. With the threat of key exposure becoming more
acute as cryptographic computations are performed more frequently on small,
unprotected, and easily-stolen devices such as smart-cards or mobile phones, new
techniques are needed to deal with this concern.

A variety of methods (including secret sharing [33], threshold cryptography
[13], and proactive cryptography [30,20]) have been introduced in an attempt
to deal with this threat. One promising approach – which we focus on here –
is to construct cryptosystems which are forward secure. This notion was first
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proposed in the context of key-exchange protocols by Günther [18] and Diffie,
et al. [14]: a forward-secure key-exchange protocol guarantees that exposure of
long-term secret information does not compromise the security of previously-
generated session keys. We remark that a forward-secure key-exchange protocol
naturally gives rise to a forward-secure interactive encryption scheme in which
the sender and receiver first generate a shared key K, the sender then encrypts
his message using K, and both parties promptly erase the shared key.

Subsequently, Anderson [3] suggested forward security for the more chal-
lenging non-interactive setting. Here, as in the case of forward-secure signature
schemes (formalized by Bellare and Miner [6] and constructed there and in [26,
1,22,27,25]), the lifetime of the system is divided into N intervals (or time peri-
ods) labeled 0, . . . , N − 1. The decryptor initially stores secret key SK0 and this
secret key “evolves” with time. At the beginning of time period i, the decryp-
tor applies some function to the “previous” key SKi−1 to derive the “current”
key SKi; key SKi−1 is then erased and SKi is used for all secret cryptographic
operations during period i. The public encryption key remains fixed throughout
the lifetime of the system; this is crucial for making such a scheme viable. A
forward-secure encryption scheme guarantees that even if an adversary learns
SKi (for some i), messages encrypted during all time periods prior to i remain
secret. (Note that since the adversary obtains all secrets existing at time i, the
model inherently cannot protect the secrecy of messages encrypted at time i and
at all subsequent time periods.)

Forward security for non-interactive, symmetric-key encryption has also been
studied [7]. However, no forward-secure (non-interactive) public-key encryption
(PKE) schemes were previously known. Forward-secure PKE has the obvious
practical advantage that a break-in to the system does not compromise the
secrecy of previously-encrypted information; it is thus appropriate for use in
devices with low security guarantees, such as mobile devices. In particular, it
provides a practical encryption mechanism that is secure against adaptive ad-
versaries.

1.1 Our Contributions

Forward secure encryption. We rigorously define a notion of security for
forward-secure public-key encryption and also give efficient constructions of
schemes satisfying this notion. We prove semantic security of one scheme in the
standard model based on the decisional version of the bilinear Diffie-Hellman
assumption (cf. [24,9]). All salient parameters of this scheme are logarithmic in
N , the number of time periods. We also sketch a variant of this scheme with bet-
ter complexity; in particular, the public-key size and key-generation/key-update
times are all independent of N . This variant is proven semantically-secure in the
random oracle model under the computational bilinear Diffie-Hellman assump-
tion. Either of our schemes may be extended so as to achieve security against
adaptive chosen-ciphertext attacks. (Recall that a proof in the random oracle
model provides no guarantee as to the security of the protocol once the random
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Table 1. Summary of dependencies on the total number of time periods N .

Standard model Random oracle model
Key generation time O(log N) O(1)
Encryption/Decryption time Õ(log N) O(log N)
Key update time O(log N) O(1)
Ciphertext length O(log N) O(log N)
Public key size O(log N) O(1)
Secret key size O(log N) O(log N)

oracle is instantiated with an efficiently computable function, such as a “crypto-
graphic hash function”, and thus can only be regarded as a heuristic argument.)

The key parameters of the two schemes are summarized in Table 1. We stress
that both schemes are efficient not only in an asymptotic sense; indeed, they are
roughly as efficient as log2N invocations of the Boneh-Franklin identity-based
encryption scheme [9] and are therefore practical for reasonable values of N .
Using the techniques of Malkin, et al. [27], our schemes can be adapted to cases
where the number of time periods is not known in advance. This has the added
advantage that the efficiency and security of the schemes depend only on the
number of time periods elapsed thus far. We also sketch two ways to extend our
schemes to achieve security against adaptive chosen ciphertext attacks [31,15,8].
One method is based on Sahai’s construction [28,32] and works in the standard
model. The other is based on the Fujisaki-Okamoto transformation [16] and is
analyzed in the random oracle model.

Other contributions and applications. Our constructions are based on the
Gentry and Silverberg [17] construction of a hierarchical identity-based encryp-
tion (HIBE) scheme [21,17]. As a first step towards our construction, we define
a relaxed variant of HIBE which we call binary tree encryption (BTE). We show
how to modify the Gentry-Silverberg construction to yield a BTE scheme with-
out adding much complexity. Remarkably, the modified construction works in
the standard model and can handle trees of polynomial depth. (In contrast, the
main construction of Gentry and Silverberg is analyzed only in the random oracle
model, and only for trees of constant depth.) We then construct a forward-secure
encryption scheme from any BTE scheme. In addition, the BTE primitive may
prove interesting in its own right.

The technique that we use for achieving O(1) key generation and key update
time appears to be new, and can be used to improve the efficiency of the key
generation/key update steps from O(logN) to O(1) in all known tree-based
forward-secure signature schemes [6,1,27].

Forward-secure PKE may be used to drastically improve the efficiency of
non-interactive adaptively secure encryption in the context of secure multi-party
protocols. In such protocols, an adaptive adversary may choose to corrupt a
player at some point in the protocol, after that player had already received sev-
eral encrypted messages. Learning the player’s secret key will (in general) allow
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the adversary to read all past messages, thereby making it much harder to prove
any simulation-based notion of security. In all known adaptively secure non-
interactive encryption schemes (e.g., [4,11,5,12]) the size of the decryption key
must exceed the total length of messages to be decrypted throughout the life-
time of the system. Furthermore, Nielsen has recently shown that this property
is essential for encryption schemes that are not key-evolving [29]. (This holds
even if the model allows data erasures.) Forward-secure encryption enables us to
circumvent this lower bound, by having each player update its (short) key after
every message. This way, an adversary who corrupts a player at some point in
the protocol will be unable to read past messages that were sent to this player,
thereby enabling a simulation-based proof of security.

Organization. In Section 2 we define and construct our underlying primitive,
BTE, and prove its security under the decisional bilinear Diffie-Hellman assump-
tion (also described in that section). Then in Section 3 we define forward secure
public key encryption and show how it can be constructed from any BTE scheme.
Putting these two results together, we get a construction with the advertised se-
curity and efficiency parameters.

2 A Binary Tree Encryption Scheme

This section defines binary tree encryption (BTE), and presents a construction
based on the bilinear Diffie-Hellman assumption. As discussed in the introduc-
tion, a BTE scheme is a relaxed version of hierarchical identity-based encryp-
tion (HIBE) [21,17]. In addition to being an essential step in our construction
of forward-secure encryption, BTE may be an interesting primitive by itself. In
particular, we also show how to implement a full-blown HIBE from BTE, and
since we describe a BTE whose security can be proven in the standard model,
this also implies a secure HIBE in the standard model (albeit, with a somewhat
weaker notion of security than that considered in [17]).

As in HIBE, in BTE too we have a public key associated with a tree, and
each node in this tree has a corresponding secret key. To encrypt a message
destined for some node, one uses both the tree public key and the name of the
target node. The resulting ciphertext can then be decrypted using the secret
key of the target node. Moreover, just as in HIBE, the secret key of a node can
also be used to derive the secret keys of the children of that node. The only
difference between HIBE and BTE is that in the latter we insist that the tree
be a binary tree, where the children of a node w are labeled w0 and w1. (Recall
that in HIBE, the tree can have arbitrary degree, and a child of node w can be
labeled w.s for any arbitrary string s.) The formal functional definition follows.

Definition 1. A binary tree public-key encryption (BTE) scheme is a 4-tuple of
ppt algorithms (Gen,Der,Enc,Dec) such that:

– The key generation algorithm Gen takes as input a security parameter 1k,
and returns a public key PK and an initial (root) secret key SKε.
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– The key derivation algorithm Der takes the name of a node w ∈ {0, 1}∗ and
its associated secret key SKw, and returns the two secret keys SKw0, SKw1
for the two children of w.

– The encryption algorithm Enc takes a public key PK, the name w of a node,
and a message m. It returns a ciphertext c.

– The decryption algorithm Dec takes as input a public key PK, a node
name w, its secret key SKw, and a ciphertext c. It returns a message m.

We make the standard correctness requirement; namely, for any (PK,SKε) out-
put by Gen, any node w ∈ {0, 1}∗, and a secret key SKw correctly generated for
node w, and all m, we have m = Dec(PK,w, SKw,Enc(PK,w,m)).

The security notion that we present here for BTE is somewhat weaker than
the standard notion for HIBE, in that we require that the an attacker commits
to the node to be attacked even before seeing the public key. We call this attack
scenario selective-node attack (cf. “selective forgery” of signatures [19]). For sim-
plicity, we formally define here only security against chosen plaintext attacks.
Security against adaptive chosen ciphertext attacks is defined analogously.

Definition 2 (SN-CPA security). Let W ⊂ {0, 1}∗ be a set that is closed
under prefix. A BTE scheme is secure against selective-node, chosen-plaintext
attacks (SN-CPA) with respect to W if any ppt adversary succeeds in the fol-
lowing game with probability at most negligibly over one half:

1. The adversary generates a name w∗ ∈W of a node in the tree.
2. Algorithm Gen(1k, N) is run, with output (PK,SKε), and the adversary is

given PK. In addition, the algorithm Der(· · ·) is run to generate the secret
keys of all the nodes on the path from the root to w∗, as well as the children
of w∗. The adversary gets the secret key SKw of any node w ∈W such that
– either w = w′b, where w′b is a prefix of w∗ (a sibling);
– or w = w∗0 or w = w∗1 (a child).
(Note that this allows the adversary to compute SKw′ for any node w′ ∈W
that is not a prefix of w∗.)

3. The adversary generates a request challenge(m0,m1). In response, a random
bit b is selected and the adversary is given c∗ = Enc(PK,w∗,mb).

4. The adversary outputs a guess b′ ∈ {0, 1}. It succeeds if b′ = b.

2.1 The Bilinear Diffie-Hellman Assumption

The security of our binary tree encryption scheme is based on the difficulty of the
bilinear Diffie-Hellman (BDH) problem as formalized by Boneh and Franklin [9]
(see also [24]). The computational version of this assumption has been used for
a number of cryptographic constructions (e.g., [23,10,34,21,17]); furthermore, as
noted in [9], the decisional version of the assumption (called the BDDH assump-
tion there) is also believed to hold. We review the relevant definitions as they
appear in [9,17]. Let G1 and G2 be two cyclic groups of prime order q, where
G1 is represented additively and G2 is represented multiplicatively. We assume
a map ê : G1 ×G1 → G2 for which the following hold:
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1. The map ê is bilinear ; that is, for all P0, P1 ∈ G1 and all α, β ∈ Zq we have
ê(αP0, βP1) = ê(P0, P1)αβ .

2. There is an efficient algorithm to compute ê(P0, P1) for any P0, P1 ∈ G1.

A BDH parameter generator IG is a randomized algorithm that takes a
security parameter 1k, runs in polynomial time, and outputs the description of
two groups G1,G2 and a map ê satisfying the above conditions. We define the
computational BDH problem with respect to IG as the following: given (G1,G2, ê)
output by IG along with random P, αP, βP, γP ∈ G1, compute ê(P, P )αβγ .
We say that IG satisfies the computational BDH assumption if the following is
negligible (in k) for all ppt algorithms A:

Pr
[

(G1,G2, ê)← IG(1k);P ← G1;α, β, γ ← Zq :
A(G1,G2, ê, P, αP, βP, γP ) = ê(P, P )αβγ

]
.

Informally speaking, the decisional BDH problem is to distinguish between
tuples of the form (P, αP, βP, γP, αβγP ) and (P, αP, βP, γP, µP ) for random
P, α, β, γ, µ. More formally, we say that IG satisfies the decisional BDH as-
sumption (BDDH) if the following is negligible (in k) for all ppt algorithms
A: ∣∣∣∣Pr

[
(G1,G2, ê)← IG(1k);P ← G1;α, β, γ,← Zq :
A(G1,G2, ê, P, αP, βP, γP, αβγP ) = 1

]

− Pr
[

(G1,G2, ê)← IG(1k);P ← G1;α, β, γ, µ← Zq :
A(G1,G2, ê, P, αP, βP, γP, µP ) = 1

]∣∣∣∣ .
The decisional BDH assumption immediately implies that it is computationally
infeasible to distinguish between tuples of the form (P, αP, βP, γP, ê(P, P )αβγ)
and (P, αP, βP, γP, r) for random P, α, β, γ, r.

BDH parameter generators believed to satisfy the above assumptions can
be constructed from Weil and Tate pairings associated with super-singular el-
liptic curves or Abelian varieties. As our results do not depend on any specific
instantiation, we refer the interested reader to [9] for details.

2.2 A Construction
Theorem 1. There exists a BTE scheme that is secure in the sense of SN-CPA
under the BDDH assumption.

To prove Theorem 1 we describe such a BTE scheme. The starting point for
our construction is the hierarchical identity-based encryption scheme of Gentry
and Silverberg [17]. Our construction, unlike the original scheme, can be proven
secure in the standard model. (In fact, from our argument it follows that in the
random oracle model, the scheme of [17] is itself a secure BTE.) The HIBE of
Gentry and Silverberg (as well as the IBE scheme of Boneh and Franklin [9]) uses
two random oracles: one is used to derive random elements from the identities,
and the other is used to achieve CCA security of the encryption. The latter use
of the random oracle can be removed when one considers only CPA security.



A Forward-Secure Public-Key Encryption Scheme 261

Below we show that in the context of selective node security, one can replace the
first random oracle by a fully specified “t-wise independent” hash function.

Notations and conventions. In the description below we denote the i-bit
prefix of a word w1w2 . . . w� by w|i. Namely, w|i = w1 . . . wi. In defining our
scheme, we use a (2t + 1)-wise independent, efficiently sampleable family H of
functions H : {0, 1}≤t → G1. By efficiently sampleable we mean that, given
elements x1, . . . , xk ∈ {0, 1}≤t and g1, . . . , gk ∈ G1 (with k ≤ 2t + 1), it is
possible to efficiently sample a random H ∈ H such that H(xi) = gi for i =
1, . . . , k.) One possible instantiation is to let H = {Hh0,...,h2t(x)}h0,...,h2t∈G1 ,

where Hh0,...,h2t(x) def= h0 + x̃h1 + · · · + x̃2th2t and x̃ represents some standard
one-to-one encoding of x ∈ {0, 1}≤t as an element in Zq. Let IG be a BDH
parameter generator for which the decisional BDH assumption holds. For our
construction we need an upper bound on the height of the tree, and we denote
this bound by t. The construction is described below.
Gen(1k, t) does the following:

1. Run IG(1k) to generate groups G1,G2 of prime order q and bilinear map ê.
2. Select a random generator P ∈ G1 and a random α ∈ Zq. Set Q = αP .
3. Choose a random function H ∈ H. Note that this merely requires choosing

2t+ 1 random elements h0, . . . , h2t ∈ G1.
4. The public key is PK = (G1,G2, ê, P,Q, t,H) (where H is represented by
h0, . . . , h2t). The root secret key is Sε = αH(ε).

Der(PK,w, SKw) takes as input the tree public key and the secret key associated
with node w, and outputs the secret keys for nodes w0 and w1. In general, for
w = w1 . . . w�, the secret key of node w consists of �+ 1 group elements, SKw =
(Rw|1 , Rw|2 , . . . , Rw, Sw). The algorithm Der(PS,w, SKw) runs as follows:

1. Choose random ρw0, ρw1 ∈ Zq. Set Rw0 = ρw0P and Rw1 = ρw1P , and also
Sw0 = Sw + ρw0H(w0) and Sw1 = Sw + ρw1H(w1).

2. Output SKw0 = (Rw|1 , . . . , Rw, Rw0, Sw0) and SKw1 = (Rw|1 , . . . , Rw, Rw1,
Sw1).

Enc(PK,w,m) (where m ∈ G2) does the following:

1. Let w = w1 . . . w�. Select random γ ∈ Zq.
2. Output C̄ = (γP, γH(w|1), γH(w|2), . . . , γH(w), m · d), where d = ê(Q,
H(ε))γ .

Dec(PK,w, skw, C̄) does the following: Let w = w1 · · ·w�, skw = (Rw|1 , . . ., Rw,
Sw), and C̄ = (U0, U1, . . . , U�, v). Compute m = v/d, where

d =
ê(U0, Sw)∏�

i=1 ê(Rw|i , Ui)

We now verify that decryption is performed correctly. When encrypting, we
have d = ê(Q,H(ε))γ = ê(P,H(ε))αγ . When decrypting, we have U0 = γP , and
Ui = γH(w|i) for i ≥ 1. Hence,
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d =
ê(U0, Sw)∏�

i=1 ê(Rw|i , Ui)
=

ê
(
γP, αH(ε) +

∑�
i=1 ρw|iH(w|i)

)
∏�

i=1 ê
(
ρw|iP, γH(w|i)

)

=
ê(P,H(ε))αγ ·

∏�
i=1 ê (P,H(w|i))γρw|i∏�

i=1 ê (P,H(w|i))γρw|i
= ê(P,H(ε))γα

and thus decryption succeeds in recovering m. The security of this scheme is
established below.

Proposition 1. If IG satisfies the decisional BDH assumption, the above BTE
scheme is secure against SN-CPA.

Proof. Assume a ppt adversary A attacking the above scheme in the SN-CPA
attack scenario, and denote the probability that A succeeds by PrA[Succ]. We
construct a new adversary B which attempts to solve the decisional BDH prob-
lem with respect to IG. Relating the advantage of B to the advantage of A will
give the desired result. In the description below we denote by w|i the sibling of
w|i, namely the string consisting of the (i − 1)-bit prefix of w, followed by the
negations of the i’th bit. (In other words, w|i and w|i agree on their first i − 1
bits, and differ only the last bit.)

B is given the bound t, the output (G1,G2, ê) of IG, and also (P, Q =
αP, Iε = βP, U0 = γP, V ′ = µP ), where P, α, β, γ are chosen at random,
and B’s goal is to determine if µ was also chosen at random, or was it set to
µ = αβγ. B attempts to simulate an instance of the encryption scheme for
A as follows: B initiates a run of A, waiting for A to commit to the target
node. Denote this target node by w∗ = w∗1w

∗
2 . . . w

∗
� (with � ≤ t). Next, for

i = 1 . . .min(t, � + 1), B randomly chooses χi, χ
′
i, ϕi, ϕ

′
i ∈ Zq. Now, B chooses

the function H : {0, 1}≤t → G1 at random from the family H, subject to the
following constraints:

H(ε) = Iε
H(w∗|i) = χiP, for i = 1, . . . , �
H(w∗|i) = χ′iP − 1

ϕi
Iε for i = 1, . . . , �, and

if � < t then also H(w0) = χ�+1P − 1
ϕ�+1

Iε and H(w1) = χ′�+1P − 1
ϕ′

�+1
Iε

Since H was constructed to be efficiently sampleable, B can efficiently select a
(random) H ∈ H satisfying the above set of at most 2t + 1 equations. Further-
more, from the point of view of A a random H chosen subject to the above
constraints is distributed identically to H chosen uniformly from H (as in the
real experiment). B sets PK = (G1,G2, ê, P,Q, t,H) and gives PK to A.

We show how B can generate the secret key skw for the sibling of any node
w on the path from the root to w∗, as well as for the two children of w∗ in the
tree if � < t. (Recall that from these secret keys, A can derive the secret key skw

for any other node w which is not a prefix of w∗.)
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For i = 1 . . . �, B sets Rw∗|i = ϕiQ, and Rw∗|i = ϕ′iQ, and if � < t then also
Rw∗0 = ϕ�+1Q and Rw∗1 = ϕ′�+1Q. Also, for w = w∗|i or w = w∗1, B sets

Sw = ϕ′iχ
′
iQ+

i−1∑
j=1

ϕjχjQ

where i = |w|. (For i = 1, the upper limit of the summation is less than the
lower limit; by convention, we let the sum in this case be 0.) For w = w∗0, B
sets Sw∗0 =

∑�+1
j=1 ϕjχjQ. The secret key skw for node w = w∗|i or w = w∗0 or

w = w∗1 is then just (Rw|1 , Rw|2 , . . . , Rw, Sw).
We now verify that these keys have the correct distribution. For i = 1 . . . �,

define ρw∗|i
def
= αϕi, and ρw∗|i

def
= αϕ′i, and if � < t then also ρw∗0

def
= αϕ�+1

and ρw∗1
def
= αϕ′�+1. The ρw’s are all random and independent in Zq, and we

indeed have Rw = ρwP for any w = w∗|i or w = w∗|i or w = w∗0 or w = w∗1.
As for the Sw’s, recall that in the scheme we have for any w = w1 . . . wi Sw =
αH(ε) +

∑i
j=1 ρw|jH(w|j). For w = w∗|i or w = w∗1, substituting αϕ and αϕ′

for the ρ’s and the right expressions for the H(·)’s (and letting i = |w|), this
means

Sw = αH(ε) +
i∑

j=1

ρw|jH(w|j)

= αIε +
i−1∑
j=1

αϕj(χjP ) + αϕ′i

(
χ′iP −

1
ϕ′i
Iε

)
=

i−1∑
j=1

ϕjχjQ + ϕ′iχ
′
iQ

For w = w∗0 we have the same expression ,except that χ′i, ϕ
′
i are replaced by

χi, ϕi, respectively.

Challenge query. B responds to the query challenge(m0,m1) by choosing ran-
dom bit b and returning

C̄ = (U0, χ1U0, . . . , χ�U0, ê(P, V ′) ·mb) = (γP, χ1γP, . . . , χ�γP, ê(P, µP ) ·mb)
= (γP, γH(w∗|1), . . . , γH(w∗), ê(P, P )µ ·mb)

Recalling that Q = αP and H(ε) = Iε = βP , we can re-write the last compo-
nent of C̄ as (e(Q,H(ε))γ)µ/αβγ · mb. If µ = αβγ then C̄ is indeed a random
encryption of mb, and µ is random then the last element is a random element in
G2, regardless of b, and therefore C̄ is independent of b.

Analysis of B. When µ = αβγ, A’s view in the simulated experiment is dis-
tributed identically to A’s view in the real experiment. Hence Pr[B outputs 1] =
PrA[Succ]. On the other hand, when µ is uniformly distributed in Zq, A has no
information about the value of b and hence it outputs b′ = b with probability
of at most 1/2. The advantage of B is therefore at least PrA[Succ]− 1/2. If IG
satisfies the decisional BDH assumption, then the advantage of B is negligible,
and therefore so is the advantage of A. This concludes the proofs of Proposition 1
and Theorem 1. ��
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Efficiency parameters. In the construction above, a secret key of node w at
level � in the tree consists of � + 1 elements of G2. However, only two of these
elements are “new” (i.e., Rw and Sw), all the others already appear in the secret
key of the parent of w. Thus, the secret keys of all the nodes on the path from
the root to w can be stored using only 2�+ 1 group elements.

The Gen algorithm takes time polynomial in the security parameter k (to
run IG) and linear in the height bound t (to choose a (2t + 1)-independent
hash function). The key derivation algorithm only takes a constant number of
multiplications in G1 and two applications of the hash function H(·). Encryption
for a node at level � in the tree takes � applications of the function H(·), �
multiplications in G1, one application of ê(·, ·) and one multiplication and one
exponentiation in G2. (Note that it is possible to evaluate H(·) on � points
in time O(� log2 �), [2, Section 8.5].) Decryption at the same level takes � + 1
applications of ê(·, ·), � multiplications and one division in G2.

Applications to HIBE. We briefly note that one can construct a full-blown
HIBE from any BTE scheme, simply by encoding in binary all the identities
in the system (possibly using a collision-intractable hashing at every level, to
improve efficiency). The full version of this work will contain a definition of SN
security for HIBE, and a proof of the following theorem in the standard model :

Theorem 2. If there exists an SN-CPA secure BTE scheme, then there also
exists an SN-CPA secure HIBE scheme.

Corollary 1. There exists a HIBE scheme that is secure in the sense of SN-
CPA under the BDDH assumption.

Construction in the random oracle model. It can be seen that the above
scheme remains secure when the function H is modeled as a random oracle
(a proof of security is immediate since a random oracle, in particular, acts as a
(2t+1)-wise independent function). When the random oracle is instantiated with
a “cryptographic hash function” whose complexity is (essentially) independent of
N (as opposed to the O(t) = O(logN) complexity of a (2t+1)-wise independent
hash function), the complexity of several parameters of the scheme improves
from O(logN) to O(1).

Once we are working in the random oracle model, the scheme may be further
modified so that its security is based on the computational BDH assumption
rather than the decisional version: simply replace the component M · ê(Q,H(ε))r

of the ciphertext by M ⊕ H ′(ê(Q,H(ε))r), where H ′ : G2 → {0, 1}n is also
modeled as an independent random oracle.

Achieving chosen-ciphertext security. We sketch how our schemes may be
modified so as to achieve security against adaptive chosen-ciphertext attacks. In
the standard model, we may apply the technique of Sahai ([32], based on [28]) to
construct a new scheme as follows: The public key consists of two independently-
generated public keys PK1, PK2 for a BTE scheme secure in the sense of SN-
CPA, along with a random string r. To encrypt a message M for node w, the
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sender computes C1 ← EncPK1(w,M) and C2 ← EncPK2(w,M), and sends
〈w,C1, C2, π〉; here, π is a simulation-sound NIZK proof of consistency (i.e., a
proof that C1 and C2 are both encryptions of the same message M for node
w) with respect to string r (generic NIZK is typically implemented using trap-
door permutations; however, it is not hard to see that the BDDH assumption is
sufficient for NIZK as well). A proof that this scheme is secure against chosen
ciphertext attacks follows along the lines of [32].

In the random oracle model, we can achieve a more efficient scheme which is
secure in the sense of SN-CCA by applying, e.g., the Fujisaki-Okamoto transfor-
mation [16]. We note that small modifications of the Fujisaki-Okamoto transfor-
mation are necessary to achieve our goal (in particular, the node name w must
be included in the hash). Further details will appear in the final version.

3 Forward-Secure Public-Key Encryption

We define and construct forward-secure encryption schemes. After defining se-
curity against chosen plaintext attacks and chosen ciphertext attacks for such
schemes, we start by presenting two “trivial” schemes with linear complexity.
We then describe our main construction of a CPA-secure forward secure encryp-
tion scheme with logarithmic complexity, given any CPA-secure BTE scheme. If
the underlying BTE scheme is CCA-secure, then the same construction yields a
forward CCA secure encryption scheme.

3.1 Definitions

We define key-evolving public-key encryption schemes, and what it means for
such a scheme to be forward-secure. The former definition is a straightforward
adaptation of [6] and is reminiscent of the definition of binary tree encryption;
the latter, however, is new and requires some care.

Definition 3. A key-evolving public-key encryption scheme ke-PKE is a 4-tuple
of ppt algorithms (Gen,Upd,Enc,Dec) such that:

– The key generation algorithm Gen takes as input a security parameter 1k

and the total number of time periods N . It returns a public key PK and an
initial secret key SK0.

– The key update algorithm Upd takes a secret key SKi−1 as well as the index
i of the current time period. It returns a secret key SKi for period i.

– The encryption algorithm Enc takes a public key PK, the index i of the
current time period, and a message M . It returns a ciphertext C for period
i.

– The decryption algorithm Dec takes as input a secret key SKi and a cipher-
text 〈i, C〉. It returns a message M . We denote this by M := DecSKi(〈i, C〉).

For correctness we require that for any (PK,SKε) output by Gen, any se-
cret key SKi correctly generated for time i, and all M , we have M =
DecSKi(ENC(PK, i,M)).
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Our definitions of forward-secure public-key encryption generalize the stan-
dard notions of security for PKE, similar to the way in which the definitions of
[6] generalize the standard notion of security for signature schemes.

Definition 4. A key-evolving public-key encryption scheme is forward-secure
against chosen plaintext attacks (fs-CPA) if any ppt adversary succeeds in the
following game with probability at most negligibly over one half:

Setup: Gen(1k, N) is run, with output (PK,SK0). The adversary is given PK.

Attack: The adversary issues one breakin(i) query and one challenge(j,M0,M1)
query, in either order, subject to 0 ≤ j < i < N . These queries are answered as:

– On query breakin(i), key SKi is computed via Upd(· · ·Upd(SK0, 1), · · · , i).
This key is then given to the adversary.

– On query challenge(j,M0,M1) a random bit b is selected and the adversary
is given C∗ = EncPK(j,Mb).

Guess: The adversary outputs a guess b′ ∈ {0, 1}. It succeeds if b′ = b.

Definition 5. A key-evolving public-key encryption scheme is forward-secure
against chosen ciphertext attacks (fs-CCA) if any ppt adversary has only negli-
gible advantage in the following game:

Setup: Gen(1k, N) is run, yielding (PK,SK0). The adversary is given PK.

Attack: The adversary issues one breakin(i) query, one challenge(j,M0,M1)
query, and multiple decrypt(k,C) queries, in either order, subject to 0 ≤ j < i <
N and k ≤ N . These queries are answered as follows:

– On query breakin(i), key SKi is computed via Upd(· · ·Upd(SK0, 1), · · · , i).
This key is then given to the adversary.

– On query challenge(j,M0,M1) a random bit b is selected and the adversary
is given C∗ = EncPK(j,Mb).

– A query decrypt(k,C) is answered as follows. If a challenge query was already
made (at time unit j), C = C∗, and j = k, then the answer is ⊥. Otherwise,
the answer is DecSKk

(k,C).

Guess: The adversary outputs a guess b′ ∈ {0, 1}. It succeeds if b′ = b.

The advantage of the adversary is defined as the absolute value of the difference
between its success probability and 1/2.

Remark 1: On the order of the breakin and the challenge queries.
Definition 4 allows the adversary to make the breakin and the challenge queries in
any order. However, without loss of generality we may assume that the adversary
makes the breakin query first. (Specifically, given an adversary that makes the
challenge query before the breakin query, it is easy to construct an adversary that
makes the breakin query first and achieves exactly the same advantage.)
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Interestingly, assuming that the adversary makes the challenge query first
seems to result in a slightly weaker concrete security. Specifically, transforming
an adversary that first makes the breakin query into an adversary that first
makes the challenge query results in an N -fold loss in the advantage. (When N
is polynomial in the security parameter, this reduction in security is tolerable.
Still, it is better to avoid it.)

Remark 2: Relaxing chosen-ciphertext security. Note that Definition
5 allows the adversary to make decryption queries for various time periods in
arbitrary order (not necessarily chronological). Furthermore, the adversary is
allowed to obtain the decryption of the challenge ciphertext C∗, as long as the
decryption is for a different time period than the one in which the ciphertext was
generated. This extra power given to the adversary results in a definition that is
probably stronger than what is needed in most settings, and can potentially be
relaxed and still provide adequate security. Still, we present this notion since it
is the strongest natural interpretation of the CCA paradigm and our scheme in
the random oracle model achieves it.

Remark 3: The random oracle model. In order to adapt our definitions
to the random oracle model, we additionally allow the adversary to make a
polynomially-bounded number of queries to the random oracle. These queries
may be interleaved in any order with the other queries. The answers of these
oracles are computed based on the same instance of the random oracle.

3.2 Schemes with Linear Complexity

For completeness, we discuss some simple approaches to forward-secure PKE.
These approaches yield schemes with linear complexity in at least some param-
eters.

One trivial solution is to generate N independent public-/private- key pairs
{(ski, pki)} and to set PK = (pk0, . . . , pkN−1). In this scheme, the key SKi for
time period i will simply consist of (ski, . . . , skN−1). Algorithms for encryption,
decryption, and key update are immediate. The drawback of this trivial solution
is an N -fold increase in the sizes of the public and secret keys, as well as in the
key-generation time. Anderson [3] noted that a somewhat improved solution can
be built from an identity-based encryption scheme. Here, the public key is the
“master public key” of the identity-based scheme, and ski is computed as the
“personal secret key” of a user with identity i (the scheme is otherwise identical
to the above). This solution achieves O(1) public key size, but still has O(N)
secret key size and key-generation time.

In fact, one could improve this last solution even more: instead of a large
secret key, it is enough if the user keeps a large non-secret file containing one
record per period. The record for period i stores the secret key ski encrypted
(under the public key) for time period i − 1. At the beginning of period i, the
user obtains record i, uses key ski−1 to recover ski, and then erases ski−1. This
solution achieves essentially the same efficiency as the “simple forward secure



268 R. Canetti, S. Halevi, and J. Katz

signatures” of Krawczyk [26] (and in particular requires O(N) non-secret storage
and key-generation time).

3.3 A Construction with Logarithmic Complexity

We construct a fs-CPA (resp., fs-CCA) encryption scheme from any SN-CPA
(resp., SN-CCA) BTE scheme. For this purpose, we use a BTE scheme with full
tree of depth logN , together with a tree-traversal technique to assign nodes to
time periods. This is somewhat similar to prior forward-secure signature schemes
[6,1,27], except that we utilize all the nodes in the tree, rather than only the
leaves. This results in complexity gain (from O(log n) to O(1)) in some of the
parameters. We remark that our tree traversal method can be applied also to [6,
1,27], with similar complexity gain.

The scheme is very simple: For a forward-secure scheme with N = 2n+1 time
periods, use a BTE with full binary tree of N nodes and depth n. (That is, use
the set W = {0, 1}≤n.) At time i, the “active node”, denoted wi, is the ith node
in a pre-order traversal of the BTE tree. (Pre-order traversal can be defined as
follows: w1 = ε. For i > 1, if wi is an internal node (|wi| < n), then wi+1 = wi0.
If wi is a leaf (|wi| = n), then wi+1 = w1, where w is the longest string such
that w0 is a prefix of wi.) Encryption in time period i uses the tree public key
and the name of node wi. Ciphertexts for time unit i are decrypted using the
secret key of node wi. In addition, in time unit i we also keep in memory the
secret keys of the “right siblings” of the nodes on the path from the root to wi.
That is, whenever w′0 is a prefix of wi, we keep in memory the secret key of
node w′1. At the end of period i, we compute the secret key of wi+1 and erase
the secret key of wi. Note that wi+1 is either the left child of wi, or one of the
nodes whose secret keys were stored in memory. Hence, we need at most one
application of the Der function to compute the new secret key.

Formally, given a BTE scheme (Gen,Der,Enc,Dec), construct a key-evolving
scheme (Gen′,Upd,Enc′,Dec′) as follows.

– Algorithm Gen′(1k, N) runs Gen(1k), and obtains PK,SKε. It then outputs
PK ′ = PK, and SK ′0 = SKε.

– Algorithm Upd(i+1, SK ′i): The secret key SK ′i is organized as a stack of node
keys, with the secret key SKwi on top. We first pop the current secret key,
SKwi , off the stack. If wi is a leaf (|wi| = n) then we are done; the next key
on top of the stack is SKwi+1 . Otherwise (wi is an internal node, |wi| < n),
we set (SKwi0, SKwi1) ← Der(PK,wi, SKwi), and push SKwi1 and then
SKi

w0 onto the stack. The new top is SKwi0 (and indeed wi+1 = wi0). In
either case, Upd erases the key SKwi .

– Algorithm Enc′(PK ′, i,M) runs Enc(PK,wi,M).
– Algorithm Dec′(SK ′i, i,M) runs Dec(SKwi , wi,M).

Theorem 3. The scheme (Gen′,Upd,Enc′,Dec′) is fs-CPA secure (resp., fs-
CCA secure), assuming that the underlying scheme (Gen,Der,Enc,Dec) is a
CPA-secure (resp., CCA-secure) BTE scheme.
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Proof. The proof proceeds via straightforward reduction. Assume we have an
adversary A′ that has advantage ε in a CPA (resp., CCA) attack against the
forward-secure scheme (Gen′,Upd,Enc′,Dec′). We construct an adversary A that
obtains advantage ε/N in the corresponding attack against the underlying BTE
scheme (Gen,Der,Enc,Dec). Adversary A proceeds as follows.

1. A chooses at random a time period i∗ ∈r {1..N}, and declares that the BTE
node to be attacked is wi∗

. Next, A obtains the public key PK and the
appropriate secret keys for the BTE scheme.

2. A runs A′, giving it public key PK.
3. When A′ generates a challenge (i,M0,M1), if i 
= i∗ then A outputs a random

bit and halts. If i = i∗ then A generates a challenge (M0,M1), obtains the
ciphertext C∗ = Enc(PK,wi∗

,Mb) and hands it over to A′.
4. When A′ generates a breakin query for time unit i, if i ≤ i∗ then A outputs a

random bit and halts. If i > i∗ then A hands A′ the secret key SK ′i. (Observe
that SK ′i can be computed from the secret keys known to A.)

5. (This activity is only relevant to the case of CCA security.) When A′ gener-
ates a decryption request for a ciphertext C 
= C∗ at time unit i′ for which A
has the corresponding decryption key SKwi′ , then A decrypts C and hands
the answer to A′. If A does not have the corresponding decryption key then
it hands (C,wi′

) to its own decryption oracle, and forwards the answer to
A′.

6. When A′ outputs a prediction bit b′, A outputs b′ and halts.

Analyzing A, it is straightforward to see that, conditioned on the event that
i = i∗, the copy of A′ running within A has exactly the same view as in a real
CPA (resp., CCA) interaction with a BTE scheme. Consequently, A predicts the
bit b with advantage ε/N .

Extension to an unbounded number of time periods. In our description
of the various schemes thus far, the number of time periods N was assumed to
be known at the time of key generation. As in [27], we can modify our schemes
to support an “unbounded” number of time periods (i.e., the number of time
periods need not be known in advance). This has the added advantage that
the efficiency and security of the scheme depend only on the number of periods
elapsed thus far.

A proof of security for the “unbounded” scheme in the random oracle model
is immediate, but in the standard model we must have an a priori upper-bound
N∗ on the total number of time periods so that (setting t = logN∗) a 2t-wise
independent family H is used. However, this restriction is not very serious since
we may set t = ω(log k) (where k is the security parameter) and thus obtain a
super-polynomial bound on the number of time periods while all parameters of
the scheme remain polynomial in k.

Analysis of complexity parameters. Each of the four operations (key gen-
eration, update, encryption, decryption) requires at most one operation of the
underlying BTE scheme. Thus, the complexity of our scheme is essentially the
same as that of our BTE construction, as discussed in Section 2. This justifies
the claims given in Table 1.
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Abstract. We introduce the notion of certificate-based encryption. In
this model, a certificate – or, more generally, a signature – acts not only
as a certificate but also as a decryption key. To decrypt a message, a
keyholder needs both its secret key and an up-to-date certificate from
its CA (or a signature from an authorizer). Certificate-based encryption
combines the best aspects of identity-based encryption (implicit certi-
fication) and public key encryption (no escrow). We demonstrate how
certificate-based encryption can be used to construct an efficient PKI
requiring less infrastructure than previous proposals, including Micali’s
Novomodo, Naor-Nissim and Aiello-Lodha-Ostrovsky.

1 Introduction

A (digital) certificate is a signature by a trusted certificate authority (CA)
that securely binds together several quantities. Typically, these quantities in-
clude at least the name of a user U and its public key PK. Often, the CA
includes a serial number SN (to simplify its management of the certificates),
as well as the certificate’s issue date D1 and expiration date D2. By issuing
SigCA(U,PK, SN,D1, D2), the CA basically attests to its belief that PK is
(and will be) user U ’s authentic public key from the current date D1 to the
future date D2.

Since CAs cannot tell the future, circumstances may require a certificate to
be revoked before its intended expiration date. For example, if a user acciden-
tally reveals its secret key or an attacker actively compromises it, the user itself
may request revocation of its certificate. Alternatively, the user’s company may
request revocation if the user leaves the company or changes position and is no
longer entitled to use the key.

If a certificate is revocable, then third parties cannot rely on that certificate
unless the CA distributes certificate status information indicating whether the
certificate is currently valid. This certificate status information must be fresh
– e.g., to within a day. Moreover, it must be widely distributed (to all rely-
ing parties). Distributing large amounts of fresh certification information is the
“certificate revocation problem.” Solving this problem seems to require a lot of
infrastructure, and the apparent need for this infrastructure is often cited as a
reason against widespread implementation of public-key cryptography.

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 272–293, 2003.
c© International Association for Cryptologic Research 2003
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1.1 Some Previous Solutions to the Certificate Revocation Problem

The most well-known – and a very inefficient – public-key infrastructure (PKI)
proposal is the certificate revocation list (CRL). A CRL is simply a list of cer-
tificates that have been revoked before their intended expiration date. The CA
issues this list periodically, together with its signature. Since the CA will likely
revoke many of its certificates – say, 10% if they are issued with an intended
validity period of one year [15] – the CRL will be quite long if the CA has
many clients. Nonetheless, the complete list must be transmitted to any party
that wants to perform a certificate status check. There are refinements to this
approach, such as delta CRLs that list only those certificates that have been
revoked since the CA’s last update, but the transmission costs, and the infras-
tructural costs necessary to enable the transmission, are still quite high.

Another proposal is called the Online Certificate Status Protocol (OCSP).
The CA responds to a certificate status query by generating (online) a fresh
signature on the certificate’s current status. This reduces transmission costs to
a single signature per query, but it substantially increases computation costs. It
also decreases security: if the CA is centralized, it becomes highly vulnerable to
denial-of-service (DoS) attacks; if it is distributed and each server has its own
secret key, then compromising any server compromises the entire system [15].

A much more promising line of research, which has not received enough
attention from industry, was initiated by Micali [14], [15]. (See also [16], [1],
[12].) Similar to previous PKI proposals, Micali’s “Novomodo” system involves
a CA, one or more directories (to distribute the certification information), and
the users. However, it achieves better efficiency than CRLs and OCSP, without
sacrifices in security.

Micali’s basic scheme (slightly oversimplified) is as follows. For each client,
the CA chooses a random 160-bit value X0 and repeatedly applies a public one-
way hash function to it to obtain the 160-bit value Xn, where Xi = H(Xi−1).1

The CA includes Xn in the client’s certificate: SigCA(U,PK, SN,D1, D2, Xn).
If U ’s certificate is still valid on the ith day after issuance, the CA sends the
value of Xn−i to the directories; otherwise, it does not. In the former case, third
party T can verify that U ’s certificate is still valid by querying a directory, and
then checking that Hi(Xn−i) (i times) equals Xn, the value embedded in U ’s
certificate.

The advantage of Novomodo over a CRL-based system is that a directory’s
response to a certificate status query is concise – just 160 bits (if T has cached
SigCA(U, . . . ,Xn)). The length of a CRL, on the other hand, grows with the
number of certificates that have been revoked. Novomodo has several advantages
over OCSP. First, since hashing is computationally cheaper than signing, the
CA’s computational load in Novomodo is typically much lower. Second, unlike
the distributed components of an OCSP CA, the directories in Novomodo need
not be trusted. Instead of producing signatures that are relied on by third parties,

1 For example, the one-way hash may be SHA1, and n may equal 365 if the intended
validity period of a certificate is one year and we want a freshness of one day.
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the directories merely distribute hash preimages sent by the CA (which they
cannot produce on their own). Third, the lack of online computation by the
directories makes Novomodo less susceptible to DoS attacks. Finally, although
OCSP already has fairly low directory-to-user communication (one constant-
length signature per query), Novomodo’s is typically even lower, since public-key
signatures are typically longer than 160 bits.

Following Micali’s proposal, Naor-Nissim [16] and Aiello-Lodha-Ostrovsky
[1] proposed different hash-based systems with different computation and com-
munication tradeoffs. Essentially, both of these proposals use binary trees to
reduce the CA’s computation even further, as well as to reduce CA-directory
communication.

1.2 The Problem with Third-Party Queries

Novomodo and related proposals are improvements over CRLs and OCSP. How-
ever, the infrastructural requirements of these approaches can vary dramatically,
depending on how users use their keys. Suppose that users’ keys are used only to
generate and verify signatures (never to encrypt and decrypt). In this case, we
do not need any infrastructure to deal with third-party queries – i.e., queries by
one party on a different party’s certificate status. Why not? – because a signer
can simply send its proof of certificate status to the verifier simultaneously with
its signature. In other words, when a protocol allows a client to furnish its cer-
tificate status, no third-party queries are necessary. We only need infrastructure
that allows each client to obtain its own proof of certification.

However, the situation may be different if users use their keys for encryption
and decryption. In this case, third party T must obtain U ’s certification status
before sending an encrypted message to U . Getting this information directly from
U may not be an option in high-latency applications like email (where U might
not respond promptly), or in applications where it is preferable to avoid the extra
round trip. Conceivably, T could obtain U ’s certificate status from some other
source – perhaps a server affiliated with U but not with the CA – but this seems
ad hoc, and it still requires an extra round trip. Novomodo and related proposals
would address this situation by allowing T to make a third-party query.

We would like to eliminate, or at least strongly disincentivize, third-party
queries for several reasons. First, since third party queries can come from any-
where and concern any client, every certificate server in the system must be able
to ascertain the certificate status of every client in the system. The situation
is much cleaner if third-party queries are eliminated. Each server only needs to
have certification proofs for the clients that it serves. Moreover, these proofs
could be “pushed” to clients, and multicast might be used to dramatically re-
duce the CA’s transmission costs. Second, third party queries multiply the query
processing costs of the CA and/or its servers. For example, suppose each client
queries the certification status of 10 other clients per day. Then, the system must
process 10N queries (where N is the number of clients), rather than just N (if
each client only retrieves its own daily proof of certification). Third, nonclient
queries are undesirable from a business model perspective: if T is not a client



Certificate-Based Encryption and the Certificate Revocation Problem 275

of U ’s CA, what incentive does the CA have to give T fresh certificate status
information? Finally, there is a security consideration: if the CA must respond
to queries from nonclients, it becomes more susceptible to DoS attacks. In sum-
mary, eliminating third-party queries allows a CA to reduce its infrastructural
costs, simplify its business model and enhance security.

So, how can we eliminate third-party queries without constraining how users
use their keys? We will use an approach based on implicit certification 2 – i.e.,
where T , without obtaining explicit information other than U ’s public key and
the parameters of U ’s CA, can encrypt its message to U so that U can decrypt
only if it is currently certified. 3 This will allow us to enjoy the infrastructural
benefits of eliminating third-party queries, regardless of how users use their keys.

1.3 Identity-Based Encryption

One way to achieve implicit certification in the encryption context is identity-
based encryption (IBE). Shamir [18] originated the concept of identity-based
cryptography in 1984, describing an identity-based signature scheme in the same
article. However, fully practical IBE schemes have been discovered only recently.
We briefly review IBE below.

An IBE scheme uses a trusted third party called a Private Key Generator
(PKG). To set up, the PKG generates a master secret s, and it publishes certain
system parameters params that include a public key that masks s. The PKG
may have many clients. Each client has some ID, which is simply a string that
identifies it – e.g., the client’s email address. The main algorithms in IBE are as
follows.

1. Private key generation: For a given string ID, PKG uses (s, params, ID)
to compute the corresponding private key dID.

2. Encryption: Sender uses (params, ID, M) to compute C, ciphertext for M .
3. Decryption: Client uses (params, dID, C) to recover M .

Notice that a client’s public key, ID, can be arbitrary, but standardizing
its format allows senders to “guess” the client’s public key rather than obtain it
from the client or a directory. Revocation is handled by including the DATE (for
example) as part of ID, so that keys expire after one day. Notice also that the
PKG generates the private keys of all of its clients. This has several consequences.
The most important, for our purposes, is that certification is implicit: a client
can decrypt only if the PKG has given a private key to it (in effect, certifying the
client). However, there are two negative consequences: 1) private key escrow is
inherent in this system – i.e., a PKG can easily decrypt its clients’ messages; and
2 This should not be confused with “implicit certification” in the context of self-

certified keys. In that context, T still must obtain explicit U -specific information
following each certification update.

3 In some of our schemes, T must also obtain the long-lived certificate for U ’s public
key. (But T never needs to obtain U ’s fresh certificate status information.)
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2) the PKG must send client private keys over secure channels, making private
key distribution difficult.

These two disadvantages of IBE, particularly escrow, may be unacceptable
for some applications, like email. Fortunately, we can get rid of both of them
without sacrificing implicit certification. The basic idea is simple, and is the
usual way of circumventing escrow: double encryption.

1.4 Our Results

We introduce the notion of certificate-based encryption (CBE), which combines
public-key encryption (PKE) and IBE while preserving most of the advantages of
each. As with PKE, each client generates its own public-key / secret-key pair and
requests a certificate from the CA. The main difference is that the CA uses an
IBE scheme to generate the certificate. This certificate has all of the functionality
of a conventional PKI certificate – e.g., it can be used explicitly as proof of current
certification (even of a signature key) – but it can also be used as a decryption
key. This added functionality gives us implicit certification – Alice can doubly
encrypt her message to Bob so that Bob needs both his personal secret key
and an up-to-date certificate from his CA to decrypt. Implicit certification, in
turn, allows us to eliminate third-party queries on certificate status. There is no
escrow in CBE (since the CA does not know Bob’s personal secret key), and
there is no secret key distribution problem (since the CA’s certificate need not
be kept secret). We will introduce CBE more fully in Section 2, and describe a
pairing-based CBE scheme secure against chosen-ciphertext attack in Section 3.

By itself, ordinary CBE becomes inefficient when the CA has a large num-
ber of clients (say, 250 million) and performs frequent certificate updates (say,
hourly). Such a CA must issue about 225 million certificates per hour (62500 per
second), assuming, as in [15], that about 10% of the CA’s clients have been re-
voked. By current standards, such a CA would need considerable computational
power.

In Sections 4 and 5, we describe how to refine basic CBE to construct an ex-
ceptionally efficient PKI. The scheme of Section 4 reduces the CA’s computation
through the use of subset covers. The CA embeds a serial number in each client’s
long-lived certificate that represents the position of the client’s leaf in a binary
tree. To reconfirm the validity of a client’s certificate, the CA publishes the cer-
tificate / decryption key of an ancestor of the client leaf. Using this scheme, the
CA only needs to compute an average of Rtotal log(N/Rtotal) certificates, where
N is the number of clients and Rtotal is the total number of clients whose cer-
tificates have been revoked but have not yet expired. Each certificate is constant
length – as little as 160 bits – and can, if desired, also be used as explicit proof
of certification. This scheme manages to achieve bandwidth-efficiency basically
identical to a scheme described by Aiello, Lodha and Ostrovsky [1], but with
CBE functionality. 4

4 Other tradeoffs are worth mentioning. Unlike ALO, the time need to verify an explicit
certification proof in our scheme does not grow linearly with the number of time
periods, but ALO might still be faster since it uses hash chains.
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The scheme of Section 5 combines the use of subset covers with an incre-
mental approach. Using incremental CBE, the CA can reduce its computation
dramatically; the CA needs to compute only Rperiod log(N/Rperiod) certificates
per period, where Rperiod is the number of clients whose certificates have been
revoked in the period.5 Since Rhour ≈ .1N/(365 ∗ 24) ≈ 2850, the CA only needs
to compute an average of about 13 certificates per second even if updates are
hourly. Using supersingular elliptic curves, this computation is quite reasonable
– indeed, a single 1 GHz Pentium III PC can handle it easily – since each cer-
tificate generation essentially amounts to one elliptic curve point multiplication.
Each client consolidates its periodic certificates simply by adding them together,
and the consolidated certificate acts as the second decryption key. Of course, like
the other CBE schemes, this scheme also eliminates third-party queries.

In Section 6, we describe various extensions of the CBE schemes, such as
hierarchical CBE. Finally, we present a summary.

2 Certificate-Based Encryption

2.1 The Model

We now provide a formal security model for certificate-based encryption (CBE).
The two main entities involved in CBE are a certifier and a client. Our definition
of CBE is somewhat similar to that of strongly key-insulated encryption [10], but,
among other differences, our model does not require a secure channel between
the two entities. (See Appendix D of [4] for a discussion of this secure channel
requirement.)

Definition 1. A certificate-updating certificate-based encryption scheme is a
6-tuple of algorithms (GenIBE,GenPKE,Upd1,Upd2,Enc,Dec) such that:

1. The probabilistic IBE key generation algorithm GenIBE takes as input a se-
curity parameter 1k1 and (optionally) the total number of time periods t. It
returns SKIBE (the certifier’s master secret) and public parameters params
that include a public key PKIBE , and the description of a string space S.

2. The probabilistic PKE key generation algorithm GenPKE takes as input a
security parameter 1k2 and (optionally) the total number of time periods t.
It returns a secret key SKPKE and public key PKPKE (the client’s secret
and public keys).

3. At the start of time period i, the deterministic certifier update algorithm
Upd1 takes as input SKIBE , params, i, string s ∈ S and PKPKE . It
returns Cert′i, which is sent to the client.

4. At the start of time period i, the deterministic client update algorithm Upd2
takes as input params, i, Cert′i, and (optionally) Certi−1. It returns Certi.

5 Aiello, Lodha and Ostrovsky also describe a scheme in which the CA issues
Rperiod log(N/Rperiod) certificates per period, but the size of a client’s explicit proof
of certification grows linearly with the number of time periods, whereas the length
of the proof (a.k.a. the second decryption key) in our scheme tops out at log N .



278 C. Gentry

5. The probabilistic encryption algorithm Enc takes (params, i, s, PKPKE ,M)
as input, where M is a message. It returns a ciphertext C on message M
intended for the client to decrypt using Certi and SKPKE (and possibly s).

6. The deterministic decryption algorithm Dec takes (params,Certi,
SKPKE , C) as input in time period i. It returns either M or the special
symbol ⊥ indicating failure. We require
DecCerti,SKP KE ,s(Enci,s,PKIBE ,PKP KE

(M)) = M for the given params.

Remark 1. CBE does not necessarily have to be “certificate updating,” and it
can be useful for applications other than certificate management. In particular,
it may be useful in other situations where authorization or access control is an
issue. An encrypter can use CBE to encrypt its message so that the keyholder can
decrypt only after it has obtained certain signatures from one or more authorizers
on one or more messages.

Remark 2. It may seem strange that a certificate – or, more generally, a signature
– can be used as a decryption key. However, as noted by Moni Naor [6], any IBE
scheme immediately gives a public key signature scheme as follows: We set the
signer’s private key to be the master key in the IBE scheme. The signer signs M
by computing the IBE decryption key d for ID = M . The verifier merely has to
check that d correctly decrypts messages encrypted with ID = M ; so, the verifier
chooses a random message M ′, encrypts it with ID = M using the IBE scheme,
and then tries to to decrypt the resulting ciphertext with d. If the ciphertext
decrypts correctly, the signature is considered valid. Thus, an IBE decryption
key is also a signature (or a certificate). This certificate / decryption key can be
verified like a signature as explicit proof of certification (even of signature keys),
or it can be used as a means for enabling implicit certification in the encryption
context, as described in the Introduction.

As should be clear from Definition 1, we model CBE essentially as a com-
bination of PKE and IBE, where the client needs both its personal secret
key and a certificate / decryption key from the CA to decrypt. The string s
may include a message that the certifier “signs” – e.g., the certifier may sign
clientinfo = 〈clientname, PKPKE〉. (Notice that clientinfo contains only long-
lived information about the client; an encrypter need not know the client’s cur-
rent certificate status.) Depending on the scheme, s may include other informa-
tion, such as the client’s signature on its public key.

2.2 Security

Roughly speaking, we are primarily concerned about two different types of at-
tacks: 1) by an uncertified client and 2) by the certifier. We want CBE ciphertexts
to be secure against each of these entities, even though each basically has “half”
of the secret information needed to decrypt. Accordingly, we define IND-CCA in
terms of two different games. The adversary chooses one game to play. In Game
1, the adversary essentially assumes the role of an uncertified client. After prov-
ing knowledge of the secret key corresponding to its claimed public key, it can
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make Dec and Upd1 queries. In Game 2, the adversary essentially assumes the
role of the certifier. After proving knowledge of the master secret corresponding
to its claimed params, it can make Dec queries. Roughly, we say that a CBE
scheme is secure if no adversary can win either game.
Game 1: The challenger runs GenIBE(1k1 , t), and gives params to the adversary.
The adversary then interleaves certification and decryption queries with a single
challenge query. These queries are answered as follows:

– On certification query (i, s, PKPKE , SKPKE), the challenger checks that
s ∈ S and that SKPKE is the secret key corresponding to PKPKE . If so, it
runs Upd1 and returns Cert′i; else it returns ⊥.

– On decryption query (i, s, PKPKE , SKPKE , C), the challenger checks that
s ∈ S and that SKPKE is the secret key corresponding to PKPKE . If so, it
generates Certi and outputs DecCerti,SKP KE ,s(C); else it returns ⊥.

– On challenge query (i′, s′, PK ′PKE , SK
′
PKE ,M0,M1), the challenger checks

that s′ ∈ S and that SK ′PKE is the secret key corresponding to PK ′PKE .
If so, it chooses random bit b and returns C ′ = Enci′,s′,PKIBE ,PK′

P KE
(Mb);

else it returns ⊥.

Eventually, the adversary outputs a guess b′ ∈ {0, 1}. The adversary wins the
game if b′ = b and (i′, s′, PK ′PKE , C

′) was not the subject of a valid decryption
query after the challenge, and (i′, s′, PK ′PKE) was not the subject of any valid
certification query. The adversary’s advantage is defined to be the absolute value
of the difference between 1/2 and its probability of winning.
Game 2: The challenger runs GenPKE(1k2 , t), and gives PKPKE to the adversary.
The adversary then interleaves decryption queries with a single challenge query.
These queries are answered as follows:

– On decryption query (i, s, params, SKIBE , C), the challenger checks that
s ∈ S and that SKIBE is the secret key corresponding to params. If so, it
generates Certi and outputs DecCerti,SKP KE ,s(C); else it returns ⊥.

– On challenge query (i′, s′, params′, SK ′IBE ,M0,M1), the challenger checks
that s′ ∈ S and that SK ′IBE is the secret key corresponding to params′. If
so, it chooses random bit b and returns C ′ = Enci′,s′,PK′

IBE ,PKP KE
(Mb); else

it returns ⊥.

The adversary guesses b′ ∈ {0, 1} and wins if b′ = b and (i′, s′, params′, C ′) was
not the subject of a valid decryption query after the challenge. The adversary’s
advantage is defined as above.

Definition 2. A certificate-updating certificate-based encryption scheme is se-
cure against adaptive chosen ciphertext attack (IND-CBE-CCA) if no PPT adver-
sary has non-negligible advantage in either Game 1 or Game 2.

Remark 3. We require the adversary to reveal its secret key to the challenger,
because the challenger cannot, in general, otherwise be able to decrypt. By
placing constraints on the PKE and IBE schemes used, it may be possible to
eliminate this requirement.
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Remark 4. In the sequel, we narrow our focus to pairing-based CBE schemes.
In this context (and in the random oracle model), we construct CBE schemes
secure against adaptive chosen ciphertext attack, where the parties do not need
to reveal their secret keys.

3 A CBE Scheme Based on Boneh-Franklin

Roughly speaking, a CBE scheme is created by combining a PKE scheme and
an IBE scheme. Since Boneh and Franklin’s IBE scheme [6] is currently the
most practical, we explicitly describe a CBE scheme that uses it. This scheme
adds little online overhead to Boneh-Franklin: encryption complexity is increased
slightly, but decryption complexity and ciphertext length are the same as in
Boneh-Franklin.

3.1 Review of Pairings

Boneh-Franklin uses a bilinear map called a “pairing.” Typically, the pairing used
is a modified Weil or Tate pairing on a supersingular elliptic curve or abelian
variety. However, we describe pairings and the related mathematics in a more
general format here.

Let G1 and G2 be two cyclic groups of some large prime order q. We write
G1 additively and G2 multiplicatively.
Admissible pairings: We will call ê an admissible pairing if ê : G1×G1 → G2
is a map with the following properties:

1. Bilinear: ê(aQ, bR) = ê(Q,R)ab for all Q,R ∈ G1 and all a, b ∈ Z.
2. Non-degenerate: ê(Q,R) �= 1 for some Q,R ∈ G1.
3. Computable: There is an efficient algorithm to compute ê(Q,R) for any
Q,R ∈ G1.

Notice that ê is also symmetric – i.e., ê(Q,R) = ê(R,Q) for all Q,R ∈ G1 –
since ê is bilinear and G1 is a cyclic group.
Bilinear Diffie-Hellman (BDH) Parameter Generator: As in [6], we say
that a randomized algorithm IG is a BDH parameter generator if IG takes a
security parameter k > 0, runs in time polynomial in k, and outputs the descrip-
tion of two groups G1 and G2 of the same prime order q and the description of
an admissible pairing ê : G1 ×G1 → G2.

The security of the pairing-based schemes in this paper are based on the
difficulty of the following problem:
BDH Problem: Given a randomly chosen P ∈ G1, as well as aP , bP , and cP
(for unknown randomly chosen a, b, c ∈ Z/qZ), compute ê(P, P )abc.

For the BDH problem to be hard, G1 and G2 must be chosen so that there is
no known algorithm for efficiently solving the Diffie-Hellman problem in either
G1 or G2. Note that if the BDH problem is hard for a pairing ê, then it follows
that ê is non-degenerate.
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BDH Assumption: As in [6], if IG is a BDH parameter generator, the advan-
tage AdvIG(B) that an algorithm B has in solving the BDH problem is defined
to be the probability that the algorithm B outputs ê(P, P )abc when the inputs
to the algorithm are G1,G2, ê, P, aP, bP, cP where (G1,G2, ê) is IG’s output for
large enough security parameter k, P is a random generator of G1, and a, b, c are
random elements of Z/qZ. The BDH assumption is that AdvIG(B) is negligible
for all efficient algorithms B.

3.2 BasicCBE and FullCBE

As mentioned previously, IBE enables signatures to be used as decryption keys.
For example, in Boneh-Franklin, a BLS signature [8] is used as a decryption key.
Similarly, in “BasicCBE”, we will use a two-signer BGLS aggregate signature [7]
as a decryption key. (See [7] for details on the aggregate signature scheme.) Let
k be the security parameter given to the setup algorithm, and let IG be a BDH
parameter generator.
Setup: The CA:

1. runs IG on input k to generate groups G1,G2 of some prime order q and an
admissible pairing ê: G1 ×G1 → G2;

2. picks an arbitrary generator P ∈ G1;
3. picks a random secret sC ∈ Z/qZ and sets Q = sCP ;
4. chooses cryptographic hash functions H1 : {0, 1}∗ → G1 and H2 : G2 →
{0, 1}n for some n.

The system parameters are params = (G1,G2, ê, P,Q,H1, H2). The message
space is M = {0, 1}n. The CA’s secret is sC ∈ Z/qZ.

The CA uses its parameters and its secret to issue certificates. Assume that
Bob’s secret key / public key pair is (sB , sBP ), where sBP is computed according
to the parameters issued by the CA. Bob obtains a certificate from his CA as
follows.
Certification:

1. Bob sends Bobsinfo to the CA, which includes his public key sBP and any
necessary additional identifying information, such as his name.

2. The CA verifies Bob’s information;
3. If satisfied, the CA computes PB = H1(sCP, i, Bobsinfo) ∈ G1 in period i.
4. The CA then computes CertB = sCPB and sends this certificate to Bob.

Before performing decryptions, Bob also signs Bobsinfo, producing sBP
′
B

where P ′B = H1(Bobsinfo). Now, notice that SBob = sCPB + sBP
′
B is a two-

person aggregate signature, as defined in [7]. Bob will use this aggregate signature
as his decryption key!
Encryption: To encrypt M ∈M using Bobinfo, Alice does the following:

1. Computes P ′B = H1(Bobsinfo) ∈ G1.
2. Computes PB = H1(Q, i,Bobsinfo) ∈ G1.
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3. Chooses a random r ∈ Z/qZ.
4. Sets the ciphertext to be:

C = [rP,M ⊕H2(gr)] where g = ê(sCP, PB)ê(sBP, P
′
B) ∈ G2.

Notice that the length of the ciphertext is the same as in Boneh-Franklin. Al-
ice can reduce her computation through precomputation – e.g., ê(sBP, P

′
B) can

likely be precomputed, since it is long-lived.
Decryption: To decrypt [U, V ], Bob computes:

M = V ⊕H2(ê(U, SBob)).

Notice that Bob’s online decryption time is the same as in Boneh-Franklin.
BasicCBE is a one-way encryption scheme. It can be made secure (in the ran-

dom oracle model) against adaptive chosen-ciphertext by, for example, using the
Fujisaki-Okamoto transform in a manner similar to [6]. The transformed scheme,
which we call “FullCBE”, uses two additional cryptographic hash functions H3
and H4, and a semantically secure symmetric encryption scheme E:
Encryption: To encrypt M ∈M using Bobinfo, Alice does the following:
1. Computes P ′B = H1(Bobsinfo) ∈ G1.
2. Computes PB = H1(Q, i,Bobsinfo) ∈ G1.
3. Chooses random σ ∈ {0, 1}n.
4. Sets r = H3(σ,M).
5. Sets the ciphertext to be:

C = [rP, σ ⊕H2(gr), EH4(σ)(M)] where g = ê(sCP, PB)ê(sBP, P
′
B) ∈ G2.

Decryption: To decrypt [U, V,W ], Bob
1. Computes σ = V ⊕H2(ê(U, SBob)).
2. Computes M = E−1

H4(σ)(W ).
3. Sets r = H3(σ,M) and rejects the ciphertext if U �= rP .
4. Outputs M as the plaintext.

We can prove that FullCBE is secure in the random oracle model against
adaptive chosen-ciphertext attack in two (quite different) ways – by showing
such an attack implies 1) an existential forgery attack on the aggregate signature
scheme, or 2) an adaptive chosen-ciphertext attack on BasicPubhy (a public key
encryption scheme defined in [6] and in Appendix A). We use the latter approach.

Lemma 1. Let A be a IND-CCA adversary that has advantage ε against Full-
CBE. Suppose that A makes at most qC certification queries and qD decryption
queries. Then, there is an IND-CCA adversary B with running time O(time(A))
that has advantage at least ε

e(1+qC+qD) against BasicPubhy.

Our proof, given in Appendix A, is similar to Boneh and Franklin’s proof of
Lemma 4.6 in [6]. Just like an IBE adversary is allowed to choose its identity
adaptively, a CBE adversary is allowed to choose its information (including its
public key) adaptively. When combined with Theorem 4.5 and Lemma 4.3 of [6],
our Lemma 1 gives a reduction from the BDH problem to FullCBE, with time
and advantage bounds as in Theorem 4.4 of [6].
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4 Using Subset Covers to Reduce CA Computation

Using BasicCBE (or FullCBE), a CA that has N (currently valid) clients must
compute N certificates per period. BasicCBE may therefore become impractical
when N is large and updates are frequent – e.g., a CA with 225 million (currently
valid) clients that performs hourly updates must compute 225 million certificates
per hour (62500 per second) on average. In this section, we show how to reduce
the CA’s computation using subset covers.

4.1 The General Approach

Unlike in BasicCBE, we assume that the CA distributes a long-lived certificate to
each client, which it periodically reconfirms (if appropriate). Before encrypting
to Bob, Alice must obtain and verify Bob’s long-lived certificate. This assump-
tion costs us little, since Alice likely can obtain Bob’s long-lived certificate when
she obtains Bob’s public key. (Recall that the main benefit of CBE is that Alice
does not have to obtain fresh certificate status information; obtaining long-lived
information is a simpler problem.) We will not concern ourselves with what cer-
tification scheme is used to generate the long-lived certificates, but we note that
producing long-lived certificates should not add much to the CA’s computational
burden, since their production is amortized over a long time (assuming clients
do not, say, sign-up “all at once.”)

The CA arranges its N < 2m clients as leaves in an m-level binary tree by
embedding a unique m-bit serial number (SN) in each client’s long-lived certifi-
cate. For each time period, each tree node (including interior nodes) corresponds
to an “identity,” and the CA computes each node’s decryption key according to
an IBE scheme. Specifically, in time period i, the node corresponding to the
(k ≤ m)-bit SN b1 · · · bk may be mapped to 〈i, b1 · · · bk〉. The node’s associated
decryption key is the IBE decryption key for 〈i, b1 · · · bk〉.

We call 〈i, b1 · · · bk〉 for 0 ≤ k ≤ m the ancestors of 〈i, b1 · · · bm〉. In time
period i, the CA finds a cover of the non-revoked clients – i.e., a set S of nodes,
such that each of the N −R non-revoked clients has an ancestor in S, but none
of the R revoked clients does. Such a cover, consisting of at most R log(N/R)
nodes, can be found using the “Complete Subtree Method” described in [17].
The CA then publishes the decryption keys for each node in S; we call these
decryption keys reconfirmation certificates.

Now, assume that Alice has obtained and verified Bob’s long-lived certificate,
and therefore knows his public key and his SN. To encrypt to Bob, Alice does not
need Bob’s reconfirmation certificate. Instead, she encrypts her message m + 1
times, using (Bob’s public key and) each of the m+1 identities of Bob’s ancestors
in the tree. If the CA has published a reconfirmation certificate corresponding
to one of Bob’s ancestors, Bob will be able to decrypt one of Alice’s ciphertexts.

In summary, this scheme combines PKE and IBE just like BasicCBE, but
it imposes a structure on the identities that permits efficient inclusion and ex-
clusion (à la broadcast encryption). Though the complexity of encryption and
the length of the ciphertext is increased, the CA computes only R log(N/R)
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reconfirmation certificates, rather than N − R (in BasicCBE). Assuming that
long-lived certificates expire 1 year after creation and that the yearly revocation
rate is 10% (i.e., R = .1N) as in [15] and [16], the CA’s computation is reduced
by a factor of about 3.

4.2 A Pairing-Based CBE Scheme Using Subset Covers

The general approach above, while simple, creates difficulties in proving security
against chosen-ciphertext attacks, since the same message is being encrypted
under different keys. Below, we briefly present a variant of BasicCBE using
subset covers, which deviates slightly from the general approach. As above, we
assume that Bob has already obtained his long-lived certificate, which contains
the serial number b1 · · · bm.
Certification: The CA sets up as in BasicCBE and also uses H5 : {0, 1}∗ → G1
to map time periods to points. At the start of period i, the CA chooses random
x ∈ Z/qZ and finds a cover S of the non-revoked clients (using the Complete
Subtree Method). Bob’s reconfirmation certificate (if it exists) has the form
Si = sCTi + xPk together with xP , where Ti = H5(Q, i), Pk = H1(b1 · · · bk) and
b1 · · · bk ∈ S is an ancestor of b1 · · · bm.
Encryption: Alice has already verified Bob’s initial certificate, and therefore
knows Bobsinfo. Alice chooses random r ∈ Z/qZ. She sends the ciphertext
C = [rP, rP1, . . . , rPm, V ], where V = M ⊕H2(gr) and g = ê(Q,Ti)ê(sBP, P

′
B).

Decryption: Bob computes M = V ⊕H2( ê(rP,Si+sBP ′
B)

ê(xP,rPk) ).

Encryption involves m+1 point multiplications, but decryption involves only
two pairing computations. Bob’s reconfirmation certificate is concise: just two
elements of G1. (Actually, since xP is common to all clients, we may say Bob’s
proof consists of just one element of G1.) Elements of G1 may be quite short –
e.g., [8] proposes using an elliptic curve over F397 (about 154 bits) for the BLS
signature scheme.

We note again that this scheme assumes that the client has already obtained
a long-lived certificate. Thus, a Game 1 adversary cannot choose its public key
with complete freedom; it must choose one of the N keys initially certified (and
collude with the secret key holder). As with BasicCBE, the Fujisaki-Okamoto
transform can be used to achieve CCA2 security. We remark, however, that
gCCA2 security [2] may be considered preferable, because CCA2 security would
technically require Bob to confirm that rPi = Ui for every i, even when k � m.
We discuss the chosen-ciphertext security of this scheme in detail in the full
version of the paper.

5 Incremental CBE Using Subset Covers

Intuitively, it seems like the CA’s computation should be less for periods when
few new revocations have occurred. However, this is not the case with the scheme
of Section 4: if updates are hourly, the CA must compute about R log(N/R)
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reconfirmation certificates per hour (where R is the total number of revoked
clients), even for hours when no client’s certificate status has changed. In this
section, we describe how to achieve “incremental CBE,” where the CA’s hourly
computation is roughly proportional to the number of revocations that occurred
during that hour. Specifically, the CA computes at most Rhour log(N/Rhour)
certificates per hour, where Rhour is the number of revocations during the pre-
vious hour. Assuming a 10% yearly revocation rate, a CA with 250 million
clients performing hourly updates only needs to compute about 13 reconfirma-
tion certificates per second, a dramatic improvement over BasicCBE. (We discuss
incremental CBE’s performance characteristics in more detail in Section 5.3.)

5.1 Basic Incremental CBE

As will become clearer from the detailed description below, this scheme is es-
sentially based on two insights. First, as noted above and in [1], the CA can
dramatically reduce its periodic computation by only revoking those clients that
have become invalid in the past period. This strategy, however, has a price: a
client cannot be considered currently certified (and must not be able to decrypt)
unless it has an unbroken chain of periodic reconfirmation certificates for every
period from the creation of its long-lived certificate to the present. At first, this
seems to suggest that encryption and decryption complexity must be (at least)
proportional to the number of time periods that have passed. Fortunately, using
pairings, this is not the case: the second insight is an efficient way for each client
to consolidate its periodic certificates into a single decryption key (consisting of
logN + 1 elements of G1), such that the encryption and decryption complexity
and the ciphertext length are about logN times that of BasicCBE, regardless of
how may periods have transpired since the client’s initial certification.

We assume Bob has obtained a long-lived certificate containing his m-bit
serial number b1 · · · bm and the period t0 in which he was initially certified.

Certification: The CA sets up as in BasicCBE and also uses H5 : {0, 1}∗ → G1
to map time periods to points. At the start of period i, the CA chooses random
x ∈ Z/qZ and finds a cover S of the clients not revoked during period i−1 (using
the Complete Subtree Method). Bob’s reconfirmation certificate (if it exists) has
the form S′i = sC(Ti − Ti−1) + xPk together with xP , where Ti = H5(Q, i),
Pk = H1(b1 · · · bk) and b1 · · · bk ∈ S is an ancestor of b1 · · · bm.

Consolidation: If the CA has continually reconfirmed Bob’s key from its initial
certification to the start of period i, we want it to be the case that Bob can
compute a consolidated certificate of the form

Si = sC(Ti−Tt0)+xi,1P1+· · ·+xi,mPm with Qi,j = xi,jP for 1 ≤ j ≤ m ,

for some xi,j ∈ Z/qZ, 1 ≤ j ≤ m, where Pj = H1(b1 · · · bj). Assume he has a
consolidated certificate with the correct form at the start of period i− 1:

Si−1 = sC(Ti−1 − Tt0) + xi−1,1P1 + · · ·+ xi−1,mPm with Qi−1,j = xi−1,jP .
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Upon receiving S′i and xP , Bob computes his new consolidated certificate as
follows: Si = Si−1 + S′i, Qi,j = Qi−1,j for j �= k, and Qi,k = Qi−1,k + xP .
Encryption: Alice has already verified Bob’s initial certificate, and therefore
knows Bobsinfo. Alice chooses random r ∈ Z/qZ. She sends the ciphertext C =
[rP, rP1, . . . , rPm, V ], where V = M⊕H2(gr) and g = ê(Q,Ti−Tt0)ê(sBP, P

′
B).

Decryption: Bob computes M = V ⊕H2( ê(rP,Si+sBP ′
B)∏m

j=1 ê(rPj ,Qi,j)
).

Remark 5. If the CA gives Bob (say) sCTt0 +xt0Pm with Qt0,m = xt0P (for some
xt0 ∈ Z/qZ) at the time of initial certification, and Bob consolidates this with his
periodic certificates, then “−Tt0” need not be included in the Encryption step.
However, the CA may prefer not to constrain how it handles initial certification.

5.2 Security

In the full version of the paper, we prove (in the random oracle model, under the
Bilinear Diffie-Hellman Assumption, and using the Fujisaki-Okamoto transform)
that Bob needs an unbroken chain of reconfirmation certificates – from the time
of his initial certification to the present – to decrypt. We could prove the scheme
secure against Game 2 adversaries using similar techniques.

Here, in lieu of proof, we provide some rough intuitive justification for incre-
mental CBE’s security. Si contains a time component of the form sC(Ti−Tt0) and
an identity component of the form x1P1 +x2P2 + · · ·+xmPm. If Bob tries to con-
solidate his certificates without his reconfirmation certificate for day z, t0 < z ≤
i, the result will have the form sC(Ti−Tz+Tz−1−Tt0)+x1P1+x2P2+· · ·+xmPm.
In other words, the time component of Si will have the incorrect form. If Bob tries
to substitute someone else’s day z reconfirmation point sC(Tz − Tz−1) + x′kP

′
k,

where P ′k does not correspond to one of Bob’s ancestors, the result will have
the form sC(Ti − Tt0) + x1P1 + x2P2 + · · ·+ xmPm + x′kP

′
k. In other words, the

identity component of Si will have the incorrect form.

5.3 Performance Characteristics

Like the other CBE schemes, incremental CBE enjoys all the infrastructural ben-
efits of eliminating third-party queries. Also, the CA’s computation is minimal; it
computes only 13 reconfirmation certificates per second. Since each reconfirma-
tion certificate is essentially equivalent (computation-wise) to a BLS signature,
which requires only 3.57 ms to compute on a Pentium III 1 GHz [3], a single PC
can easily handle the computation.

Distributing the reconfirmation certificates can be handled in a variety of
ways. Since CBE eliminates third-party queries, one interesting alternative to the
usual directories-based approach is to “push” certificates directly to the clients
they certify – i.e., the CA sends each client its reconfirmation certificate rather
than waiting for the client’s query. This would eliminate queries altogether.6 If
6 In practice, the CA would probably allow some queries, both by clients and third-

parties. However, CBE allows a CA to discourage queries – e.g., by using fees – so
that the number of queries is reduced to a desired level.
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the CA uses separate transmissions for each client, the CA’s required bandwidth
is (320 bits per cert)∗(225 million certs per hour)/(3600 seconds per hour) = 20
mbits/sec. This figure is a lower bound; it does not include overhead such as
packet headers. Such a large transmission may need to be delegated to a number
of servers.

Theoretically, however, if the CA pushes its certificates, it can dramatically
reduce its bandwidth requirements by using multicast. Recall that a reconfir-
mation certificate for node b1 · · · bk applies to all of b1 · · · bk’s descendants. So,
if the CA sets up multicast address for each interior node, the CA’s expected
bandwidth requirements are very low – only about (160 bits per cert)∗(13 certs
per second) ≈ 2.1 kbits/sec. (The certificates are 160 bits in this case, since xP ,
the other 160-bit value, can be sent to all clients via one multicast). Even if the
CA sets up multicast addresses only for high-level nodes (close to the root), it
can significantly reduce its bandwidth requirements.

For users, incremental CBE is somewhat expensive computationally: encryp-
tion and decryption cost about m = �logN
 times that of Boneh-Franklin. This
may make the scheme impractical for some applications in the very near future.
It may not be a problem for other applications, like email, where fast online
computation is not such a concern. We expect that, in the future, computational
considerations will become less important relative to network considerations (like
the latency caused by the (fixed) speed of light), making CBE’s advantages more
prominent. If desired, however, one can shift some user computation back to the
CA by “fattening” the binary tree (so that each node has more children), or
having the CA maintain several trees concurrently, as described in [1].

The total length of a client’s consolidated certificate, which can be used
as explicit proof of certification (even of signature keys), never grows beyond
160(m + 1) bits. Even though CBE was not originally intended to improve the
efficiency of explicit certification, we note that explicit proofs in incremental
CBE are more compact than in Aiello-Lodha-Ostrovsky’s incremental scheme
[1], where the length grows linearly with the number of time periods.

6 Extensions and Generalizations

6.1 High-Granularity CBE

Suppose a one hour time granularity is insufficient; we want certificate revocation
to be practically instantaneous. One option is for Alice to encrypt using i+ 1 as
the time period during period i. The drawback is that Bob, after receiving Alice’s
message, may need to wait an hour to decrypt it. Another option, called the SEM
architecture, is described in [5]. In SEM, revocation is instantaneous, and so is
Bob’s ability to decrypt, but he must interact with a “security mediator” for each
message decryption. Below, we briefly describe a “high-granularity” version of
CBE, where revocation is practically instantaneous – say, within 1 second – but
where Bob’s interaction with the CA grows not with the number of messages he
decrypts, but rather with the number of his “sessions.”
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In our scheme, the CA uses a recent forward-secure encryption (FSE) scheme
[9], but in reverse – i.e., the CA relabels the time periods such that given the
FSE decryption key for period i, one can compute the decryption key for period j
if j < i, but not if j > i.7 Bob may download such a certificate a few times daily,
depending on how often he checks his messages, and use it to decrypt messages
from multiple previous time periods. As in [9], the size of this certificate is merely
logarithmic in the number of periods for which messages can be decrypted; thus,
we can make revocation highly granular without sacrificing much efficiency. Also,
this scheme can be combined with (say) incremental CBE: the CA performs
hourly updates as in incremental CBE, but employs a subtree of 3600 seconds
for clients that request high-granularity certificates.

6.2 Hierarchical CBE

Though our previous schemes have used only one CA, adapting CBE to a hi-
erarchy of CAs is fairly straightforward. Perhaps the more obvious approach is
simply to combine a HIBE scheme and a PKE scheme, much as CBE combines
IBE and PKE. However, using this approach, encryption and decryption com-
plexity, as well as ciphertext length, are all about t times that of Boneh-Franklin,
where t is the level of the recipient in the hierarchy. Instead, we use the BGLS
aggregate signature scheme. The encryption complexity of this scheme is still
proportional to t, but the decryption complexity and ciphertext length are iden-
tical to Boneh-Franklin. Suppose Bob is at level t, that his public key is stP ,
and that the CAs above him have public keys sjP for 0 ≤ j ≤ t− 1.
Certification of CAs: CAj certifies sj+1P as CAj+1’s public key by pro-
ducing a signature of the form sjPj+1, where Pj+1 = H1(sjP,CAj+1info) and
CAj+1info includes sj+1P .
Certification of Bob: Similarly, Bob’s parent CA produces a certificate of the
form st−1Pt, where Pt = H1(st−1P,Bobsinfo) and Bobsinfo includes stP .
Aggregation: Bob signs his key to produce stP

′
B and “aggregates” this

signature with the certificates in his chain simply by adding them together:
SAgg = stP

′
B +

∑t
j=1 sj−1Pj .

Encryption: We assume Alice knows Bobsinfo and CAjinfo for 0 ≤ j ≤ t−1.
Alice chooses random r ∈ Z/qZ and sends C = [rP, V ], where V = M ⊕H2(gr)
and g = ê(P ′B , stP )

∏t
j=1 ê(Pj , sj−1P ).

Decryption: Bob computes M = V ⊕H2(ê(rP, SAgg)).

Remark 6. To handle revocation, we can embed time periods in the various
certificates above. However, Alice must know the certification “schedules” of all
of Bob’s ancestral CAs, which may make implementation difficult in practice.

Remark 7. We note that the second scheme is useful outside of the PKI setting.
It provides a general way for making a keyholder’s decryption ability contingent
on that keyholder’s acquisition of multiple signatures / authorizations.
7 We omit the details of our scheme, since we would largely be rehashing [9].
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6.3 Other Generalizations

It is interesting that even “exotic” pairing-based signatures can typically be
used as decryption keys. For example, Alice can make Bob’s ability to decrypt
contingent on his possession of a BGLS ring signature [7].
Ring Signing: The signer is given public keys {Q1 = s1P, . . . , Qn = snP},
sk for some 1 ≤ k ≤ n, and message M ′. It computes PM ′ = H1(M ′), chooses
random ai ∈ Z/qZ for i �= k, and sends σ = 〈σ1, . . . , σn〉 to Bob, where σk =
s−1

k PM ′ −
∑

i �=k aiQi and σi = aiQk for i �= k.
Ring Encryption: We assume that Alice knows Bob’s public key sBP , the
public keys {Q1, . . . , Qn} and the message M ′. Alice chooses random r ∈ Z/qZ
and sends C = [rP, rQ1, . . . , rQn,M⊕H2(gr)], where g = ê(P, PM ′)ê(sBP, P

′
B).

Ring Decryption: Given the ciphertext [U,U1, . . . , Un, V ], Bob computes
M = V ⊕H2(h), where h = ê(U, sBP

′
B)
∏n

i=1 ê(Ui, σi).

7 Summary

We described the notion of certificate-based encryption, and demonstrated how
it streamlines PKI. The key idea is that certificate-based encryption enables
implicit certification without the problems of IBE, and that implicit certification
allows us to eliminate third-party queries on certificate status, thereby reducing
infrastructural requirements. We also described an incremental CBE scheme that
reduces the CA’s computation and bandwidth requirements to exceptionally low
levels, even though the scheme does not use hash chains or trees like previous
PKI proposals.
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A Proof of Lemma 1

First, we describe BasicPubhy, a public key cryptosystem that uses the Fujisaki-
Okamoto transform to achieve chosen-ciphertext security under the BDH As-
sumption. Let k be the security parameter given to the setup algorithm, and let
IG be a BDH parameter generator.
Setup: The keyholder:

1. runs IG on input k to generate groups G1,G2 of some prime order q and an
admissible pairing ê: G1 ×G1 → G2;

2. picks arbitrary generators P, P1 ∈ G1;
3. picks a random secret sC ∈ Z/qZ and sets Q = sCP ;
4. chooses cryptographic hash functions H2 : G2 → {0, 1}n.
5. uses hash functions H3 and H4 and semantically secure encryption scheme
E, as specified in Fujisaki-Okamoto.

The public key is Kpub = (G1,G2, ê, n, P, P1, Q,H2, H3, H4, E), and the secret
key is sCP1. The message space is M = {0, 1}n.
Encryption: To encrypt M ∈M, the encrypter:

1. Chooses random σ ∈ {0, 1}n.
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2. Sets r = H3(σ,M).
3. Sets the ciphertext to be:

C = [rP, σ ⊕H2(gr), EH4(σ)(M)] where g = ê(Q,P1).

Decryption: To decrypt [U, V,W ], Bob

1. Computes σ = V ⊕H2(ê(U, sCP1)).
2. Computes M = E−1

H4(σ)(W ).
3. Sets r = H3(σ,M) and rejects the ciphertext if U �= rP .
4. Outputs M as the plaintext.

Now, we show how to construct an adversary B that uses A to gain advantage
ε/e(1 + qC + qD) against BasicPubhy. The game between the challenger and the
adversary B starts with the challenger first generating a random public key by
running the key generation algorithm of BasicPubhy. The result is a public key
Kpub = (G1,G2, ê, n, P, P1, Q,H2, H3, H4, E) and a private key sCP1, where G1
and G2 have order q and Q = sCP for sC ∈ Z/qZ. The challenger gives Kpub to
B. Now, B interacts with A as follows.
Setup: B givesA the FullCBE params = (G1,G2, ê, n, P,Q,H1, H2, H3, H4, E),
where H1 is a random oracle controlled by B.
H1-queries: A can make an H1-query at any time. There are two types of H1-
queries. A Type-1 query (to compute PB in FullCBE) is of the form (ij , sjP,wj)
– where one may view ij as a time period, sjP as the public key that A wants
certified, and wj as other information that may be in a certificate (such as a
name). A Type-2 query (to compute P ′B in FullCBE) is of the form (sjP,wj).
The query is parsed before processing. For consistency, B maintains an H1-list
logging its H1-query responses. This list is initially empty. B responds to A’s
H1-query as follows:

1. If A made the same H1-query previously, as indicated by the H1-list, B
responds the same way as it did before.

2. If it is a Type-2 query:
a) B generates random bj ∈ Z/qZ and sets P ′j = bjQ.
b) B adds tuple (sjP,wj , bj) to the H1-list, and returns P ′j to A.

3. If it is a Type-1 query:
a) B runs a Type-2 query on (sjP,wj) to recover bj .
b) B generates a random coinj ∈ {0, 1} so that Pr[coin = 0]= δ for δ to be

determined later.
c) B generates random cj ∈ Z/qZ. If coinj = 0, it sets Pj = cjP ; else, it

sets Pj = cjP1 − bjsjP .
d) B adds tuple (ij , sjP,wj , cj , coinj) to the H1-list, and returns Pj to A.

Note that P ′j and Pj are uniform in G1 and independent of A’s view as required.
Phase 1 – Certification Queries: B responds to A’s certification query
(ij , wj , sjP ) as follows:
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1. B runs the H1-query response algorithm on (ij , wj , sjP ) to recover cj and
coinj . If coinj = 1, B terminates. The attack on BasicPubhy failed.

2. Otherwise, coinj = 0. B gives A its certificate: sCPj = cjQ.

Phase 1 – Decryption Queries: Let (ij , sjP,wj , Cj) be a decryption query
issued by A, where Cj = (Uj , Vj ,Wj). B responds as follows.

1. B runs the H1-query response algorithm on (ij , wj , sjP ) to recover bj , cj and
coinj .

2. Suppose coinj = 0. Then, B computes the decryption key sCPj + sjP
′
j =

cjQ+ bj(sjP ), and uses it to decrypt Cj .
3. Suppose coinj = 1. Then, B sets C ′j = (cjU, V,W ). B relays C ′j to the

challenger, and relays the challenger’s response back to A.

Recall that the challenger’s private key is sCP1. Now, notice that ê(cjU, sCP1) =
ê(rP, cjsCP1) = ê(rP, sC(cjP1 − bjsjP ) + sjbjQ) = ê(rP, sCPj + sjP

′
j), where

sCPj + sjP
′
j is the FullCBE decryption key. Thus, the challenger provides the

correct decryption of Cj .
Challenge: Once A decides that Phase 1 is over, it requests a challenge cipher-
text on (iz, szP,wz) for message M0 or M1. B responds as follows:

1. B relays M0 and M1 to the challenger as the messages that it wants to be
challenged on. The challenger sends B a BasicPubhy ciphertext C = [U, V,W ]
such that C is an encryption Mx, x ∈ {0, 1}.

2. B runs the H1-query response algorithm on (iz, szP,wz) to recover cz and
coinz. If coinz = 0, B terminates. The attack on BasicPubhy failed.

3. Otherwise, coinz = 1. B gives A its challenge ciphertext: C ′ = [c−1
j U, V,W ].

Notice that ê(c−1
j U, sCPj + sjP

′
j) = ê(c−1

j U, cjsCP1) = ê(U, sCP1), where sCP1
it the challenger’s decryption key. Thus, the challenge ciphertext is an encryption
of Mx in FullCBE as required.
Phase 2 – Certification Queries: B responds as in Phase 1.
Phase 2 – Decryption Queries: B responds as in Phase 1, except it termi-
nates if the decryption query to be relayed to the challenger is equal to C.
Guess: A guesses x′ for x. B also uses x′ as its guess.
Claim: If algorithm B does not abort during the simulation, then algorithm
A’s view is identical to its view in the real attack. Furthermore, if B does not
abort then Pr[M = M ′] ≥ ε. The probability is over the random bits used by A,
B and the challenger.
Proof of Claim: All responses to H1-queries are as in the real attack since
each response is uniformly and independently distributed in G1. All responses to
certification and decryption queries are valid. Finally, the challenge ciphertext
C ′ given to A is the FullCBE encryption of Mx under the the public key (and
other information) chosen by A. Therefore, by the definition of algorithm A, it
will output x′ = x with probability at least ε.
Probability: It remains to calculate the probability that B aborts during sim-
ulation. This analysis is identical to that in [6], and is therefore omitted.
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Remark 8. The above proves FullCBE secure (in the random oracle model, under
the BDH Assumption) against an adaptive chosen ciphertext attack by a Game
1 adversary. The proof for Game 2 adversaries is similar and therefore omitted.

Remark 9. Recall that, in Section 2, we required a Game 1 adversary to reveal
its personal secret key in its queries. However, this does not occur above; rather
than revealing sj , A “proves its knowledge” of sj through its ability to compute
sjP

′
j . Since the adversary does not need to reveal its secret key, the proof above

is slightly stronger than required. That is, BasicCBE conforms to Section 2’s
security model, even though clients do not actually reveal their personal secret
keys to the CA, which, indeed, would defeat the purpose of CBE.
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Abstract. We introduce captcha, an automated test that humans can
pass, but current computer programs can’t pass: any program that has
high success over a captcha can be used to solve an unsolved Artifi-
cial Intelligence (AI) problem. We provide several novel constructions of
captchas. Since captchas have many applications in practical secu-
rity, our approach introduces a new class of hard problems that can be
exploited for security purposes. Much like research in cryptography has
had a positive impact on algorithms for factoring and discrete log, we
hope that the use of hard AI problems for security purposes allows us
to advance the field of Artificial Intelligence. We introduce two families
of AI problems that can be used to construct captchas and we show
that solutions to such problems can be used for steganographic commu-
nication. captchas based on these AI problem families, then, imply a
win-win situation: either the problems remain unsolved and there is a
way to differentiate humans from computers, or the problems are solved
and there is a way to communicate covertly on some channels.

1 Introduction

A captcha is a program that can generate and grade tests that: (A) most
humans can pass, but (B) current computer programs can’t pass. Such a program
can be used to differentiate humans from computers and has many applications
for practical security, including (but not limited to):

– Online Polls. In November 1999, slashdot.com released an online poll ask-
ing which was the best graduate school in computer science (a dangerous
question to ask over the web!). As is the case with most online polls, IP
addresses of voters were recorded in order to prevent single users from vot-
ing more than once. However, students at Carnegie Mellon found a way to
stuff the ballots by using programs that voted for CMU thousands of times.
CMU’s score started growing rapidly. The next day, students at MIT wrote
their own voting program and the poll became a contest between voting
“bots”. MIT finished with 21,156 votes, Carnegie Mellon with 21,032 and
every other school with less than 1,000. Can the result of any online poll be
trusted? Not unless the poll requires that only humans can vote.

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 294–311, 2003.
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– Free Email Services. Several companies (Yahoo!, Microsoft, etc.) offer free
email services, most of which suffer from a specific type of attack: “bots”
that sign up for thousands of email accounts every minute. This situation
can be improved by requiring users to prove they are human before they can
get a free email account. Yahoo!, for instance, uses a captcha of our design
to prevent bots from registering for accounts. Their captcha asks users
to read a distorted word such as the one shown below (current computer
programs are not as good as humans at reading distorted text).

Fig. 1. The Yahoo! captcha.

– Search Engine Bots. Some web sites don’t want to be indexed by search
engines. There is an html tag to prevent search engine bots from reading
web pages, but the tag doesn’t guarantee that bots won’t read the pages; it
only serves to say “no bots, please”. Search engine bots, since they usually
belong to large companies, respect web pages that don’t want to allow them
in. However, in order to truly guarantee that bots won’t enter a web site,
captchas are needed.

– Worms and Spam. captchas also offer a plausible solution against email
worms and spam: only accept an email if you know there is a human be-
hind the other computer. A few companies, such as www.spamarrest.com are
already marketing this idea.

– Preventing Dictionary Attacks. Pinkas and Sander [11] have suggested
using captchas to prevent dictionary attacks in password systems. The idea
is simple: prevent a computer from being able to iterate through the entire
space of passwords by requiring a human to type the passwords.

The goals of this paper are to lay a solid theoretical foundation for captchas,
to introduce the concept to the cryptography community, and to present several
novel constructions.

Lazy Cryptographers Doing AI

Note that from a mechanistic point of view, there is no way to prove that a
program cannot pass a test which a human can pass, since there is a program —
the human brain — which passes the test. All we can do is to present evidence
that it’s hard to write a program that can pass the test. In this paper, we take
an approach familiar to cryptographers: investigate state-of-the-art algorithmic
developments having to do with some problem, assume that the adversary does
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not have algorithms for that problem that are are much better than the state-
of-the-art algorithms, and then prove a reduction between passing a test and
exceeding the performance of state-of-the-art algorithms. In the case of ordi-
nary cryptography, it is assumed (for example) that the adversary cannot factor
1024-bit integers in any reasonable amount of time. In our case, we assume that
the adversary cannot solve an Artificial Intelligence problem with higher accu-
racy than what’s currently known to the AI community. This approach, if it
achieves widespread adoption, has the beneficial side effect of inducing security
researchers, as well as otherwise malicious programmers, to advance the field of
AI (much like computational number theory has been advanced since the advent
of modern cryptography).

A captcha is a cryptographic protocol whose underlying hardness as-
sumption is based on an AI problem.

An important component of the success of modern cryptography is the practice
of stating, very precisely and clearly, the assumptions under which cryptographic
protocols are secure. This allows the rest of the community to evaluate the as-
sumptions and to attempt to break them. In the case of Artificial Intelligence, it’s
rare for problems to be precisely stated, but using them for security purposes
forces protocol designers to do so. We believe that precisely stating unsolved
AI problems can accelerate the development of Artificial Intelligence: most AI
problems that have been precisely stated and publicized have eventually been
solved (take chess as an example). For this reason it makes practical sense for
AI problems that are used for security purposes to also be useful. If the under-
lying AI problem is useful, a captcha implies a win-win situation: either the
captcha is not broken and there is a way to differentiate humans from comput-
ers, or the captcha is broken and a useful AI problem is solved. Such is not the
case for most other cryptographic assumptions: the primary reason algorithms
for factoring large numbers are useful is because factoring has applications in
cryptanalysis.

In this paper we will present constructions of captchas based on certain
AI problems and we will show that solving the captchas implies solving the
AI problems. The AI problems we chose have several applications, and we will
show that solutions to them can be used, among other things, for steganographic
communication (see Section 5).

Related Work

The first mention of ideas related to “Automated Turing Tests” seems to appear
in an unpublished manuscript by Moni Naor [10]. This excellent manuscript
contains some of the crucial notions and intuitions, but gives no proposal for an
Automated Turing Test, nor a formal definition. The first practical example of
an Automated Turing Test was the system developed by Altavista [8] to prevent
“bots” from automatically registering web pages. Their system was based on
the difficulty of reading slightly distorted characters and worked well in practice,
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but was only meant to defeat off-the-shelf Optical Character Recognition (OCR)
technology. (Coates et al [5], inspired by our work, and Xu et al [14] developed
similar systems and provided more concrete analyses.) In 2000 [1], we introduced
the notion of a captcha as well as several practical proposals for Automated
Turing Tests.

This paper is the first to conduct a rigorous investigation of Automated
Turing Tests and to address the issue of proving that it is difficult to write a
computer program that can pass the tests. This, in turn, leads to a discussion
of using AI problems for security purposes, which has never appeared in the
literature. We also introduce the first Automated Turing Tests not based on the
difficulty of Optical Character Recognition. A related general interest paper [2]
has been accepted by Communications of the ACM. That paper reports on our
work, without formalizing the notions or providing security guarantees.

2 Definitions and Notation

Let C be a probability distribution. We use [C] to denote the support of C. If
P (·) is a probabilistic program, we will denote by Pr(·) the deterministic program
that results when P uses random coins r.

Let (P, V ) be a pair of probabilistic interacting programs. We denote the
output of V after the interaction between P and V with random coins u1 and u2,
assuming this interaction terminates, by 〈Pu1 , Vu2〉 (the subscripts are omitted
in case the programs are deterministic). A program V is called a test if for all
P and u1, u2, the interaction between Pu1 and Vu2 terminates and 〈Pu1 , Vu2〉 ∈
{accept, reject}. We call V the verifier or tester and any P which interacts with
V the prover.

Definition 1. Define the success of an entity A over a test V by

SuccV
A = Pr

r,r′
[〈Ar, Vr′〉 = accept].

We assume that A can have precise knowledge of how V works; the only piece
of information that A can’t know is r′, the internal randomness of V .

CAPTCHA

Intuitively, a captcha is a test V over which most humans have success close
to 1, and for which it is hard to write a computer program that has high success
over V . We will say that it is hard to write a computer program that has high
success over V if any program that has high success over V can be used to solve
a hard AI problem.

Definition 2. A test V is said to be (α, β)-human executable if at least an α
portion of the human population has success greater than β over V .
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Notice that a statement of the form “V is (α, β)-human executable” can only
be proven empirically. Also, the success of different groups of humans might
depend on their origin language or sensory disabilities: color-blind individuals,
for instance, might have low success on tests that require the differentiation of
colors.

Definition 3. An AI problem is a triple P = (S,D, f), where S is a set of
problem instances, D is a probability distribution over the problem set S, and
f : S → {0, 1}∗ answers the instances. Let δ ∈ (0, 1]. We require that for an
α > 0 fraction of the humans H, Prx←D[H(x) = f(x)] > δ.

Definition 4. An AI problem P is said to be (δ, τ)-solved if there exists a pro-
gram A, running in time at most τ on any input from S, such that

Pr
x←D,r

[Ar(x) = f(x)] ≥ δ .

(A is said to be a (δ, τ) solution to P.) P is said to be a (δ, τ)-hard AI problem
if no current program is a (δ, τ) solution to P, and the AI community agrees it
is hard to find such a solution.

Definition 5. A (α, β, η)-captcha is a test V that is (α, β)-human executable,
and which has the following property:

There exists a (δ, τ)-hard AI problem P and a program A, such that if
B has success greater than η over V then AB is a (δ, τ) solution to P.
(Here AB is defined to take into account B’s running time too.)

We stress that V should be a program whose code is publicly available.

Remarks

1. The definition of an AI problem as a triple (S,D, f) should not be inspected
with a philosophical eye. We are not trying to capture all the problems that
fall under the umbrella of Artificial Intelligence. We want the definition to
be easy to understand, we want some AI problems to be captured by it, and
we want the AI community to agree that these are indeed hard AI problems.
More complex definitions can be substituted for Definition 3 and the rest of
the paper remains unaffected.

2. A crucial characteristic of an AI problem is that a certain fraction of the
human population be able to solve it. Notice that we don’t impose a limit
on how long it would take humans to solve the problem. All that we require
is that some humans be able to solve it (even if we have to assume they will
live hundreds of years to do so). The case is not the same for captchas.
Although our definition says nothing about how long it should take a human
to solve a captcha, it is preferable for humans to be able to solve captchas
in a very short time. captchas which take a long time for humans to solve
are probably useless for all practical purposes.
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AI Problems as Security Primitives

Notice that we define hard in terms of the consensus of a community: an AI
problem is said to be hard if the people working on it agree that it’s hard.
This notion should not be surprising to cryptographers: the security of most
modern cryptosystems is based on assumptions agreed upon by the community
(e.g., we assume that 1024-bit integers can’t be factored). The concept of a
hard AI problem as a foundational assumption, of course, is more questionable
than P �= NP , since many people in the AI community agree that all hard AI
problems are eventually going to be solved. However, hard AI problems may be a
more reasonable assumption than the hardness of factoring, given the possibility
of constructing a quantum computer. Moreover, even if factoring is shown to be
hard in an asymptotic sense, picking a concrete value for the security parameter
usually means making an assumption about current factoring algorithms: we
only assume that current factoring algorithms that run in current computers
can’t factor 1024-bit integers. In the same way that AI researchers believe that
all AI problems will be solved eventually, we believe that at some point we will
have the computational power and algorithmic ability to factor 1024-bit integers.
(Shamir and Tromer [13], for instance, have proposed a machine that could factor
1024-bit integers; the machine would cost about ten million dollars in materials.)

An important difference between popular cryptographic primitives and AI
problems is the notion of a security parameter. If we believe that an adversary can
factor 1024-bit integers, we can use 2048-bit integers instead. No such concept
exists in hard AI problems. AI problems, as we have defined them, do not deal
with asymptotics. However, as long as there is a small gap between human and
computer ability with respect to some problem, this problem can potentially
be used as a primitive for security: rather than asking the prover to solve the
problem once, we can ask it to solve the problem twice. If the prover gets good
at solving the problem twice, we can ask it to solve the problem three times, etc.

There is an additional factor that simplifies the use of hard AI problems
as security primitives. Most applications of captchas require the tests to be
answered within a short time after they are presented. If a new program solves
the hard AI problems that are currently used, then a different set of problems
can be used, and the new program cannot affect the security of applications
that were run before it was developed. Compare this to encryption schemes: in
many applications the information that is encrypted must remain confidential
for years, and therefore the underlying problem must be hard against programs
that run for a long time, and against programs that will be developed in the
future.1

We also note that not all hard AI problems can be used to construct a
captcha. In order for an AI problem to be useful for security purposes, there
needs to be an automated way to generate problem instances along with their
solution. The case is similar for computational problems: not all hard computa-
tional problems yield cryptographic primitives.

1 We thank one of our anonymous Eurocrypt reviewers for pointing this out.
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Who Knows What?

Our definitions imply that an adversary attempting to write a program that
has high success over a captcha knows exactly how the captcha works. The
only piece of information that is hidden from the adversary is a small amount
of randomness that the verifier uses in each interaction.

This choice greatly affects the nature of our definitions and makes the prob-
lem of creating captchas more challenging. Imagine an Automated Turing Test
that owns a large secret book written in English and to test an entity A it ei-
ther picks a paragraph from its secret book or generates a paragraph using the
best known text-generation algorithm, and then asks A whether the paragraph
makes sense (the best text-generation algorithms cannot produce an entire para-
graph that would make sense to a human being). Such an Automated Turing
Test might be able to distinguish humans from computers (it is usually the case
that the best text-generation algorithms and the best algorithms that try to de-
termine whether something makes sense are tightly related). However, this test
cannot be a captcha: an adversary with knowledge of the secret book could
achieve high success against this test without advancing the algorithmic state
of the art. We do not allow captchas to base their security in the secrecy of a
database or a piece of code.

Gap Amplification

We stress that any positive gap between the success of humans and current
computer programs against a captcha can be amplified to a gap arbitrarily
close to 1 by serial repetition. The case for parallel repetition is more complicated
and is addressed by Bellare, Impagliazzo and Naor in [3].

Let V be an (α, β, η)-captcha, and let V m
k be the test that results by repeat-

ing V m times in series (with fresh new randomness each time) and accepting
only if the prover passes V more than k times. Then for any ε > 0 there exist
m and k with 0 ≤ k ≤ m such that V m

k is an (α, 1 − ε, ε)-captcha. In gen-
eral, we will have m = O(1/(β−η)2 ln(1/ε)) and sometimes much smaller. Since
captchas involve human use, it is desirable to find the smallest m possible.
This can be done by solving the following optimization problem:

min
m

{
∃k :

m∑
i=k+1

(
m

i

)
βi(1− β)m−i ≥ 1− ε &

k∑
i=0

(
m

i

)
ηi(1− η)m−i ≤ ε

}

Notice that amplifying a gap can roughly be thought of as increasing the
security parameter of a captcha: if the best computer program now has success
0.10 against a given captcha (for example), then we can ask the prover to pass
the captcha twice (in series) to reduce the best computer program’s success
probability to 0.01.
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3 Two AI Problem Families

In this section we introduce two families of AI problems that can be used to
construct captchas. The section can be viewed as a precise statement of the
kind of hardness assumptions that our cryptographic protocols are based on. We
stress that solutions to the problems will also be shown to be useful.

For the purposes of this paper, we define an image as an h × w matrix (h
for height and w for width) whose entries are pixels. A pixel is defined as a
triple of integers (R,G,B), where 0 ≤ R,G,B ≤ M for some constant M . An
image transformation is a function that takes as input an image and outputs
another image (not necessarily of the same width and height). Examples of
image transformations include: turning an image into its black-and-white version,
changing its size, etc.

Let I be a distribution on images and T be a distribution on image transfor-
mations. We assume for simplicity that if i, i′ ∈ [I] and i �= i′ then T (i) �= T ′(i′)
for any T, T ′ ∈ [T ]. (Recall that [I] denotes the support of I.)

Problem Family (P1). Consider the following experiment: choose an image
i← I and choose a transformation t← T ; output t(i). P1I,T consists of writing
a program that takes t(i) as input and outputs i (we assume that the program
has precise knowledge of T and I). More formally, let SI,T = {t(i) : t ∈ [T ]
and i ∈ [I]}, DI,T be the distribution on SI,T that results from performing
the above experiment and fI,T : SI,T → [I] be such that fI,T (t(i)) = i. Then
P1I,T = (SI,T , DI,T , fI,T ).

Problem Family (P2). In addition to the distributions I and T , let L be a
finite set of “labels”. Let λ : [I] → L compute the label of an image. The set
of problem instances is SI,T = {t(i) : t ∈ [T ] and i ∈ [I]}, and the distribution
on instances DI,T is the one induced by choosing i ← I and t ← T . Define
gI,T ,λ so that gI,T ,λ(t(i)) = λ(i). Then P2I,T ,λ = (SI,T , DI,T , gI,T ,λ) consists
of writing a program that takes t(i) as input and outputs λ(i).

Remarks

1. Note that a (δ, τ) solution A to an instance of P1 also yields a (δ′, τ + τ ′)
solution to an instance of P2 (where δ′ ≥ δ and τ ′ ≤ log |[I]| is the time that
it takes to compute λ), specifically, computing λ(A(x)). However, this may
be unsatisfactory for small δ, and we might hope to do better by restricting
to a smaller set of labels. Conversely, P1 can be seen as a special case of
P2 with λ the identity function and L = [I]. Formally, problem families P1
and P2 can be shown to be isomorphic. Nonetheless, it is useful to make a
distinction here because in some applications it appears unnatural to talk
about labels.

2. We stress that in all the instantiations of P1 and P2 that we consider, I, T
and, in the case of P2, λ, will be such that humans have no problem solving
P1I,T and P2I,T ,λ. That is, [T ] is a set of transformations that humans
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can easily undo in [I]. Additionally, it has to be possible to perform all the
transformations in [T ] using current computer programs.

3. There is nothing specific to images about these problem definitions; any other
space of objects which humans recognize under reasonable transformations
(e.g., organized sounds such as music or speech, animations, et cetera) could
be substituted without changing our results.

4. It is easy to build a (δI , τI)-solution to P1I,T , where δI = max{Prj←I [j =
i] : i ∈ [I]} and τI is the time that it takes to describe an element of
[I], by always guessing the image with the highest probability in I. Sim-
ilarly, it is easy to build a (δI,λ, τI,λ)-solution to P2I,T ,λ, where δI,λ =
max{Prj←I [λ(j) = λ(i)] : i ∈ [I]} and τI,λ is the time that it takes to de-
scribe a label in L. Therefore, we restrict our attention to finding solutions
to P1I,T where δ > δI and solutions to P2I,T ,λ where δ > δI,λ.

Hard Problems in P1 and P2

We believe that P1 and P2 contain several hard problems. For example, the
captcha shown in Section 1 (and other captchas based on the difficulty of
reading slightly distorted text) could be defeated using solutions to P2. To see
this, let W be a set of images of words in different fonts. All the images in W
should be undistorted and contain exactly one word each. Let IW be a distri-
bution on W , let TW be a distribution on image transformations, and let λW

map an image to the word that is contained in it. A solution to P2IW ,TW ,λW
is a

program that can defeat a captcha such as the one that Yahoo! uses (assuming
TW is the same set of transformations they use). So the problem of determining
the word in a distorted image is an instantiation of P2 (it can be easily seen
to be an instantiation of P1 too). Reading slightly distorted text has been an
open problem in machine vision for quite some time. (For a good overview of
the difficulties of reading slightly distorted text, see [12].)

But P1 and P2 are much more general, and reading slightly distorted text
is a somewhat easy instance of these problems. In general it will not be the case
that the problem is reduced to matching 26 ∗ 2 + 10 different characters (upper
and lowercase letters plus the digits).

The hardness of problems in P1 and P2 mostly relies on T . In particular, it
should be computationally infeasible to enumerate all of the elements of [T ], since
I will normally be such that enumeration of [I] is feasible. Thus we are mainly
interested in (δ, τ) solutions where τ � |[T ]|, while τ > |[I]| may sometimes be
acceptable. In addition to the size of the transformation set, the character of the
transformations is also important: it is necessary to defeat many simple checks
such as color histogram comparisons, frequency domain checks, etc.

Since instantiations of P1 and P2 have never been precisely stated and pub-
lished as challenges to the AI and security communities, there is no way to
tell if they will withstand the test of time. For now we refer the reader to
www.captcha.net for examples of I’s and T ’s which are believed to be good
candidates. Any instantiation of P1 and P2 for security purposes requires that
the precise I and T be published and thoroughly described.
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4 Two Families of captchas

We now describe two families of captchas whose security is based on the hard-
ness of problems in P1 and P2. Notice that if P1I,T is (δ, τ)-hard then P1I,T
can be used to construct a captcha trivially: the verifier simply gives the prover
t(i) and asks the prover to output i. According to our definition, this would be
a perfectly valid captcha. However, it would also be a very impractical one:
if [I] is large, then humans would take a long time to answer. The captchas
we present in this section can be quickly answered by humans. The first family
of captchas, matcha, is somewhat impractical, but the second family, pix, is
very practical and in fact several instantiations of it are already in use.

4.1 MATCHA

A matcha instance is described by a triple M = (I, T , τ), where I is a distri-
bution on images and T is a distribution on image transformations that can be
easily computed using current computer programs. matcha is a captcha with
the following property: any program that has high success over M = (I, T ) can
be used to solve P1I,T .

The matcha verifier starts by choosing a transformation t← T . It then flips
a fair unbiased coin. If the result is heads, it picks k ← I and sets (i, j) = (k, k).
If the result is tails, it sets j ← I and i← U([I]−{j}) where U(S) is the uniform
distribution on the set S. The matcha verifier sends the prover (i, t(j)) and sets
a timer to expire in time τ ; the prover responds with res ∈ {0, 1}. Informally,
res = 1 means that i = j, while res = 0 means that i �= j. If the verifier’s timer
expires before the prover responds, the verifier rejects. Otherwise, the verifier
makes a decision based on the prover’s response res and whether i is equal to j:

– If i = j and res = 1, then matcha accepts.
– If i = j and res = 0, then matcha rejects.
– If i �= j and res = 1, then matcha rejects.
– If i �= j and res = 0, then matcha plays another round.

In the last case, matcha starts over (with a fresh new set of random coins): it
flips another fair unbiased coin, picks another pair of images (i, j) depending on
the outcome of the coin, etc.

Remarks

1. It is quite easy to write a computer program that has success probability
1/2 over matcha by simply answering with res = 1. For most applications,
a distinguishing probability of 1/2 is unacceptable. In order for matcha to
be of practical use, the test has to be repeated several times.

2. Our description of matcha contains an obvious asymmetry: when i = j,
matcha presents the prover with (i, t(i)) for i← I, and when i �= j matcha
presents (i, t(j)), where i is chosen uniformly from the set [I] − {j}. This
gives the prover a simple strategy to gain advantage over M : if i seems to
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come from I, guess that t(j) is a transformation of i; otherwise guess that it
isn’t. The reason for the asymmetry is to make the proof of Lemma 1 easier
to follow. We note that a stronger captcha can be built by choosing i from
the distribution I restricted to the set [I]− {j}.

3. The intuition for why matcha plays another round when i �= j and res = 0 is
that we are trying to convert high success against matcha into high success
in solving P1; a program that solves P1 by comparing t(j) to every image
in [I] will encounter that most of the images in [I] are different from t(j).

4. In the following Lemma we assume that a program with high success over
M always terminates with a response in time at most τ . Any program which
does not satisfy this requirement can be rewritten into one which does, by
stopping after τ time and sending the response 1, which never decreases the
success probability. We also assume that the unit of time that matcha uses
is the same as one computational step.

Lemma 1. Any program that has success greater than η over M = (I, T , τ) can
be used to (δ, τ |[I]|)-solve P1I,T , where

δ ≥ η

1 + 2|[I]|(1− η)
.

Proof. Let B be a program that runs in time at most τ and has success σB ≥ η
over M . Using B we construct a program AB that is a (δ, τ |[I]|)-solution to
P1I,T .

The input to AB will be an image, and the output will be another image.
On input j, AB will loop over the entire database of images of M (i.e., the set
[I]), each time feeding B the pair of images (i, j), where i ∈ [I]. Afterwards,
AB collects all the images i ∈ [I] on which B returned 1 (i.e., all the images in
[I] that B thinks j is a transformation of). Call the set of these images S. If S
is empty, then AB returns an element chosen uniformly from [I]. Otherwise, it
picks an element 	 of S uniformly at random.

We show that AB is a (δ, τ |[I]|)-solution to P1. Let p0 = PrT ,I,r[Br(i, t(i)) =
0] and let p1 = PrT ,j←I,i,r[Br(i, t(j)) = 1]. Note that

Pr
r,r′

[〈Mr, Br′〉 = reject] = 1− σB =
p0

2
+
p1 + (1− p1)(1− σB)

2
=
p0 + p1

1 + p1
,

which gives σB ≤ 1− p0 and p1 ≤ 2(1− σB). Hence:

Pr
T ,I,r

[AB
r (t(j)) = j] ≥

n∑
s=1

Pr
T ,I,r

[AB
r (t(j)) = j||S| = s] Pr

T ,I
[|S| = s] (1)

=
n∑

s=1

1− p0

s
Pr
T ,I

[|S| = s] (2)

≥ 1− p0

ET ,I [|S|] (3)
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≥ 1− p0

1 + |[I]|p1
(4)

≥ σB

1 + 2|[I]|(1− σB)
(5)

(2) follows by the definition of the procedure AB , (3) follows by Jensen’s in-
equality and the fact that f(x) = 1/x is concave, (4) follows because

ET ,I [|S|] ≤ 1 +
∑
i �=j

Pr
I,r

(B(i, t(j)) = 1)

and (5) follows by the inequalities for p0, p1 and σB given above. This completes
the proof.

Theorem 1. If P1I,T is (δ, τ |[I]|)-hard and M = (I, T , τ) is (α, β)-human
executable, then M is a (α, β, (2−|[I]|)δ

2δ−|[I]| )-captcha.

4.2 PIX

An instance P2I,T ,λ can sometimes be used almost directly as a captcha. For
instance, if I is a distribution over images containing a single word and λ maps
an image to the word contained in it, then P2I,T ,λ can be used directly as a
captcha. Similarly, if all the images in [I] are pictures of simple concrete objects
and λ maps an image to the object that is contained in the image, then P2I,T ,λ

can be used as a captcha.
Formally, a pix instance is a tuple X = (I, T , L, λ, τ). The pix verifier works

as follows. First, V draws i ← I, and t ← T . V then sends to P the message
(t(i), L), and sets a timer for τ . P responds with a label l ∈ L. V accepts if
l = λ(i) and its timer has not expired, and rejects otherwise.

Theorem 2. If P2I,T ,λ is (δ, τ)-hard and X = (I, T , L, λ, τ) is (α, β)-human
executable, then X is a (α, β, δ)-captcha.

Various instantiations of pix are in use at major internet portals, like Yahoo!
and Hotmail. Other less conventional ones, like Animal-PIX, can be found at
www.captcha.net. Animal-PIX presents the prover with a distorted picture of a
common animal (like the one shown in Figure 2) and asks it to choose between
twenty different possibilities (monkey, horse, cow, et cetera).

5 An Application: Robust Image-Based Steganography

We detail a useful application of (δ, τ)-solutions to instantiations of P1 and
P2 (other than reading slightly distorted text, which was mentioned before).
We hope to convey by this application that our problems were not chosen just
because they can create captchas but because they in fact have applications
related to security. Our problems also serve to illustrate that there is a need
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Fig. 2. Animal-Pix.

for better AI in security as well. Areas such a Digital Rights Management, for
instance, could benefit from better AI: a program that can find slightly distorted
versions of original songs or images on the world wide web would be a very useful
tool for copyright owners.

There are many applications of solutions to P1 and P2 that we don’t mention
here. P1, for instance, is interesting in its own right and a solution for the
instantiation when I is a distribution on images of works of art would benefit
museum curators, who often have to answer questions such as “what painting is
this a photograph of?”

Robust Image-Based Steganography

Robust Steganography is concerned with the problem of covertly communicating
messages on a public channel which is subject to modification by a restricted
adversary. For example, Alice may have some distribution on images which she
is allowed to draw from and send to Bob; she may wish to communicate addi-
tional information with these pictures, in such a way that anyone observing her
communications can not detect this additional information. The situation may
be complicated by an adversary who transforms all transmitted images in an
effort to remove any hidden information. In this section we will show how to
use (δ, τ)-solutions to instantiations of P1I,T or P2I,T ,λ to implement a secure
robust steganographic protocol for image channels with distribution I, when
the adversary chooses transformations from T . Note that if we require security
for arbitrary I, T , we will require a (δ, τ)-solution to P1 for arbitrary I, T ; if
no solution works for arbitrary (I, T ) this implies the existence of specific I, T
for which P1 is still hard. Thus either our stegosystem can be implemented by
computers for arbitrary image channels or their is a (non-constructive) hard AI
problem that can be used to construct a captcha.

The results of this subsection can be seen as providing an implementation of
the “supraliminal channel” postulated by Craver [6]. Indeed, Craver’s observa-
tion that the adversary’s transformations should be restricted to those which do
not significantly impact human interpretation of the images (because the adver-
sary should not unduly burden “innocent” correspondents) is what leads to the
applicability of our hard AI problems.
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Steganography Definitions

Fix a distribution over images I, and a set of keys K. A steganographic protocol
or stegosystem for I is a pair of efficient probabilistic algorithms (SE, SD) where
SE : K × {0, 1} → [I]� and SD : K × [I]� → {0, 1}, which have the additional
property that PrK,r,r′ [SDr(K,SEr′(K,σ)) �= σ] is negligible (in 	 and |K|) for
any σ ∈ {0, 1}. We will describe a protocol for transmitting a single bit σ ∈
{0, 1}, but it is straightforward to extend our protocol and proofs by serial
composition to any message in {0, 1}∗ with at most linear decrease in security.

Definition 6. A stegosystem is steganographically secret for I if the distribu-
tions {SEr(K,σ) : K ← K, r ← {0, 1}∗} and I� are computationally indistin-
guishable for any σ ∈ {0, 1}.

Steganographic secrecy ensures that an eavesdropper cannot distinguish traf-
fic produced by SE from I. Alice, however, is worried about a somewhat mali-
cious adversary who transforms the images she transmits to Bob. This adversary
is restricted by the fact that he must transform the images transmitted between
many pairs of correspondents, and may not transform them in ways so that they
are unrecognizable to humans, since he may not disrupt the communications
of legitimate correspondents. Thus the adversary’s actions, on seeing the image
i, are restricted to selecting some transformation t according to a distribution
T , and replacing i by t(i). Denote by t1...� ← T � the action of independently
selecting 	 transformations according to T , and denote by t1...�(i1...�) the action
of element-wise applying 	 transformations to 	 images.

Definition 7. A stegosystem (SE, SD) is steganographically robust against T
if it is steganographically secret and

Pr
t1...�←T �,r,r′,K

[SDr(K, t1...�(SEr(K,σ))) �= σ]

is negligible (in |K| and 	) for any σ ∈ {0, 1}.

Let F : K × {1, . . . , 	} × L → {0, 1} be a pseudorandom function family.
We assume that λ : [I] → L is efficiently computable and A : SP2 → L is a
(δ, τ)-solution to P2I,T ,λ as defined above (recall that P1 is a special case of
P2), i.e. A operates in time τ and

Pr
t,i,r

[Ar(t(i)) = λ(i)] ≥ δ .

Let c = Pri,j←I [λ(i) = λ(j)]. We require that c < 1 (that is, we require that there
is enough variability in the labels of the images to be useful for communication).
Notice that L can simply be equal to [I] and λ can be the identity function (in
case the images in [I] have no labels as in P1). We prove in the Appendix that
the following construction is an efficient, robust stegosystem for T .
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Construction 1

Procedure SE:
Input: K ∈ K, σ ∈ {0, 1}
for j = 1 . . . 	 do

draw d0 ← I, d1 ← I
if FK(j, λ(d0)) = σ then

set ij = d0
else

set ij = d1
Output: i1, i2, . . . , i�

Procedure SD:
Input: K ∈ K, i′1...� ∈ [I]�

for j = 1 . . . l do
set σj = FK(j, A(i′j))

Output: majority(σ1, . . . , σ�)

Proposition 1. Construction 1 is steganographically secret and robust for I, T .

The proof of Proposition 1 is similar in flavor to those of Hopper, Langford
and von Ahn [7] and relies on the fact that when A returns the correct solution
on received image i′j , the recovered bit σj is equal to the intended bit σ with
probability approximately 1

2 + 1
4 (1 − c) and otherwise σj = σ with probability

1/2; therefore the probability that the majority of the σj are incorrect is
negligible in 	. For details, see the Appendix.

Remarks

1. Better solutions to P2I,T ,λ imply more efficient stegosystems: if δ is larger,
then 	 can be smaller and less images need to be transmitted to send a bit
secretively and robustly.

2. Since we assume that P2I,T ,λ (or, as it might be the case, P1I,T ) is easy for
humans, our protocol could be implemented as a cooperative effort between
the human recipient and the decoding procedure (without the need for a
solution to P1I,T or P2I,T ,λ). However, decoding each bit of the secret
message will require classifying many images, so that a human would likely
fail to complete the decoding well before any sizeable hidden message could
be extracted (this is especially true in case we are dealing with P1I,T and
a large set [I]: a human would have to search the entire set [I] as many as
	 times for each transmitted bit). Thus to be practical, a (δ, τ)-solution (for
small τ) to P1I,T or P2I,T ,λ will be required.

6 Discussion and Closing Remarks

Interaction with the AI Community

A primary goal of the captcha project is to serve as a challenge to the Artificial
Intelligence community. We believe that having a well-specified set of goals will
contribute greatly to the advancement of the field. A good example of this process
is the recent progress in reading distorted text images driven by the captcha in
use at Yahoo!. In response to the challenge provided by this test, Malik and Mori
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[9] have developed a program which can pass the test with probability roughly
0.8. Despite the fact that this captcha has no formal proof that a program
which can pass it can read under other distributions of image transformations,
Malik and Mori claim that their algorithm represents significant progress in
the general area of text recognition; it is encouraging to see such progress. For
this reason, it is important that even Automated Turing Tests without formal
reductions attempt to test ability in general problem domains; and even though
these tests may have specific weaknesses it is also important that AI researchers
attempting to pass them strive for solutions that generalize.

Other AI Problem Domains

The problems defined in this paper are both of a similar character, and deal with
the advantage of humans in sensory processing. It is an open question whether
captchas in other areas can be constructed. The construction of a captcha
based on a text domain such as text understanding or generation is an important
goal for the project (as captchas based on sensory abilities can’t be used on
sensory-impaired human beings). As mentioned earlier, the main obstacle to
designing these tests seems to be the similar levels of program ability in text
generation and understanding.

Logic problems have also been suggested as a basis for captchas and these
present similar difficulties, as generation seems to be difficult. One possible source
of logic problems are those proposed by Bongard [4] in the 70s; indeed [1] presents
a test based on this problem set. However, recent progress in AI has also yielded
programs which solve these problems with very high success probability, exceed-
ing that of humans.

Conclusion

We believe that the fields of cryptography and artificial intelligence have much to
contribute to one another. captchas represent a small example of this possible
symbiosis. Reductions, as they are used in cryptography, can be extremely useful
for the progress of algorithmic development. We encourage security researchers
to create captchas based on different AI problems.
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A Proof of Proposition 1

Lemma 1. Construction 1 is steganographically secret.

Proof. Consider for any 1 ≤ j ≤ 	 and x ∈ [I] the probability ρj
x that ij = x,

i.e. ρj
x = Pr[ij = x]. The image x is returned in the jth step only under one of

the following conditions:

1. D0: d0 = x and FK(j, λ(d0)) = σ ; or
2. D1: d1 = x and FK(j, λ(d0)) = 1− σ
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Note that these events are mutually exclusive, so that ρj
x = Pr[D0] + Pr[D1].

Suppose that we replace FK by a random function f : {1, . . . , 	} × L → {0, 1}.
Then we have that Prf,d0 [D0] = 1

2 PrI [x] by independence of f and d0, and
Prf,d1 [D1] = 1

2 PrI [x], by the same reasoning. Thus ρj
x = PrI [x] when FK

is replaced by a random function. Further, for a random function the ρj
x are

all independent. Thus for any σ ∈ {0, 1} we see that SE(K,σ) and I� are
computationally indistinguishable, by the pseudorandomness of F .

Lemma 2. Construction 1 is steganographically robust for T .

Proof. Suppose we prove a constant bound ρ > 1
2 such that for all j, Pr[σj = σ] >

ρ. Then by a Chernoff bound we will have that Pr[majority(σ1, . . . , σ�) �= σ] is
negligible, proving the lemma.

Consider replacing FK for a random K with a randomly chosen function
f : {1, . . . , 	} × L → {0, 1} in SE, SD. We would like to assess the probability
ρj = Pr[σj = σ]. Let Aj be the event A(i′j) = λ(ij) and Aj be the event
A(i′j) �= λ(ij), and write λ(dj

b) as ljb . We have the following:

Pr
f,ij ,t

[σj = σ] = Pr[σj = σ|Aj ] Pr[Aj ] + Pr[σj = σ|Aj ] Pr[Aj ] (6)

= δ Pr[σj = σ|Aj ] +
1
2

(1− δ) (7)

= δ(Pr[f(j, lj0) = σ or (f(j, lj0) = 1− σ and f(j, lj1)) = σ)] +
1− δ

2
(8)

= δ(
1
2

+ Pr[f(j, lj0) = 1− σ and f(j, lj1) = σ and lj0 �= lj1]) +
1− δ

2
(9)

= δ(
1
2

+
1
4

(1− c)) +
1− δ

2
(10)

=
1
2

+
δ

4
(1− c) (11)

Here (7) follows because if A(i′j) = l �= λ(ij) then Prf [f(j, l) = σ] = 1
2 , and

(8) follows because if A(i′j) = λ(ij), then f(j, A(i′j)) = σ iff f(j, λ(ij)) = 0; the
expression results from expanding the event f(j, λ(ij)) = 0 with the definition
of ij in the encoding routine.

For any constant δ > 0, a Chernoff bound implies that the probability of
decoding failure is negligible in 	 when FK is a random function. Thus the
pseudorandomness of FK implies that the probability of decoding failure for
Construction 1 is also negligible, proving the lemma.
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Abstract. We introduce a new cryptographic primitive we call conceal-
ment, which is related, but quite different from the notion of commit-
ment. A concealment is a publicly known randomized transformation,
which, on input m, outputs a hider h and a binder b. Together, h and b
allow one to recover m, but separately, (1) the hider h reveals “no infor-
mation” about m, while (2) the binder b can be “meaningfully opened” by
at most one hider h. While setting b = m, h = ∅ is a trivial concealment,
the challenge is to make |b| � |m|, which we call a “non-trivial” con-
cealment. We show that non-trivial concealments are equivalent to the
existence of collision-resistant hash functions. Moreover, our construc-
tion of concealments is extremely simple, optimal, and yet very general,
giving rise to a multitude of efficient implementations.
We show that concealments have natural and important applications in
the area of authenticated encryption. Specifically, let AE be an authen-
ticated encryption scheme (either public- or symmetric-key) designed
to work on short messages. We show that concealments are exactly the
right abstraction allowing one to use AE for encrypting long messages.
Namely, to encrypt “long” m, one uses a concealment scheme to get h
and b, and outputs authenticated ciphertext 〈AE(b), h〉. More surpris-
ingly, the above paradigm leads to a very simple and general solution to
the problem of remotely keyed (authenticated) encryption (RKAE) [12,13].
In this problem, one wishes to split the task of high-bandwidth authenti-
cated encryption between a secure, but low-bandwidth/computationally
limited device, and an insecure, but computationally powerful host. We
give formal definitions for RKAE, which we believe are simpler and more
natural than all the previous definitions. We then show that our compo-
sition paradigm satisfies our (very strong) definition. Namely, for authen-
ticated encryption, the host simply sends a short value b to the device
(which stores the actual secret key for AE), gets back AE(b), and out-
puts 〈AE(b), h〉 (authenticated decryption is similar). Finally, we also
observe that the particular schemes of [13,17] are all special examples of
our general paradigm.

1 Introduction

Authenticated Encryption. The notions of privacy and authenticity are well
understood in the cryptographic community. Interestingly, until very recently

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 312–329, 2003.
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they have been viewed and analyzed as important but distinct building blocks
of various cryptographic systems. When both were needed, the folklore wisdom
was to “compose” the standard solutions for two. Recently, however, the area
of authenticated encryption has received considerable attention. This was caused
by many related reasons. First, a “composition” paradigm might not always
work [7,19,2], at least if not used appropriately [2,25]. Second, a tailored solution
providing both privacy and authenticity might be noticeably more efficient (or
have other advantages) than a straightforward composition [16,26,31,2,6]. Third,
the proper modeling of authenticated encryption is not so obvious, especially
in the public-key setting [2,3]. Finally, viewing authenticated encryption as a
separate primitive may conceptually simplify the design of complex protocols
which require both privacy and authenticity.
Our Main Question. Despite the recent attention to authenticated encryp-
tion, the area is so new that many fundamental questions remain open. In this
work, we study and completely resolve one such fundamental question, which
has several important applications. Specifically, assume we have a secure au-
thenticated encryption (either symmetric- or public-key) AE which works on
“short” messages. How do we build a secure authenticated encryption AE ′ on
“long” messages out of AE? (Throughout, we should interpret “short” as hav-
ing very small length, like 256 bits; “long” stands for fixed, but considerably
larger length, possibly on the order of gigabytes.) While our question was not
previously studied in the context of authenticated encryption, it clearly has rich
history in the context of many other cryptographic primitives. We briefly review
some of this work, since it will suggest the first solutions to our problem too.

First, in the context of regular chosen plaintext secure (CPA-secure) encryp-
tion, we can simply split the message into blocks and encrypt it “block-by-block”.
Of course, this solution multiplicatively increases the size of the ciphertext, so
a lot of work has been developed into designing more efficient solutions. In the
public-key setting, the classical “hybrid” encryption solution reduces the prob-
lem into that in the symmetric-key setting. Namely, one encrypts, using the
public-key, a short randomly chosen symmetric key τ , and uses τ to symmet-
rically encrypt the actual message m. As for the symmetric-key setting, one
typically uses one of many secure modes of operations on block ciphers (such
as CBC; see [22]), which typically (and necessarily) add only one extra block of
redundancy when encrypting a long message m. For authentication, a different
flavor of techniques is usually used. Specifically, a common method is to utilize a
collision-resistant hash function [14] H1 which maps a long input m into a short
output such that it is hard to find a “collision” H(m0) = H(m1) for m0 �= m1.
Then one applies the given authentication mechanism for short strings to H(m)
to authenticate much longer m. This works, for example, for digital signatures
(this is called “hash-then-sign”), message authentication codes (MACs), and
pseudorandom functions (for the latter two, other methods are possible; see [5,
4,11,1] and the references therein).

1 Or, when possible, a weaker class of hash functions, such as various types of universal
hash functions.
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First Solution Attempt. One way to use this prior work is to examine generic
constructions of authenticated encryption using some of the above primitives,
and apply the above “compression” techniques to each basic primitive used.
For example, in the symmetric-key setting we can take the “encrypt-then-mac”
solution [7] for authenticated encryption, the CBC mode for encryption, the
CBC-MAC [5] for message authentication, and build a specific authenticated
encryption on long messages using only a fixed-length block cipher. Even better,
in this setting we could utilize some special purpose, recently designed modes
of operation for authenticated encryption, such as IACBC [16] or OCB [26].
Similar techniques could be applied in the public-key setting using the “hybrid”
technique for encryption, “hash-then-sign” for signatures, and any of the three
generic signature/encryption compositions presented by [2].

In other words, prior work already gives us some tools to build “long” authen-
ticated encryption, without first reducing it to “short” authenticated encryption.

Why Solving Our Problem Then? The first reason is in its theoretical
value. It is a very interesting structural question to design an elegant amplifi-
cation from “short” to “long” authenticated encryption, without building the
“long” primitive from scratch. For example, in the public-key setting especially,
it is curious to see what is the common generalization of such differently looking
methods as “hybrid” encryption and “hash-then-sign” authentication. Indeed,
we shall see that this generalization yields a very elegant new primitive, certainly
worth studying on its own. The second reason is that it gives one more option to
designing “long-message” authenticated encryption. Namely, instead of solving
the problem by using other “long-message” primitives, and implementing these
separately, we directly reduce it to the same, but “short-message” primitive, and
implement it separately. And this may bring other advantages (e.g. efficiency,
ease of implementation, etc.), depending on its application and implementation.
Consider, for example, the public-key setting, where authenticated encryption
is usually called signcryption [31]. With any of the generic signature-encryption
compositions [2], signcryption of a long messages will eventually reduce to a
regular signature plus a regular encryption on some short messages. With our
paradigm, it will reduce to a single signcryption on a short message, which can
potentially be faster than doing a separate signature and encryption. Indeed,
this potential efficiency gain was the main motivation of Zheng [31] to introduce
signcryption in the first place! Finally, our technique has important applications
on its own. In particular, we show that it naturally leads to a very general, yet
simple solution to the problem of remotely keyed authenticated encryption [12,
20,13] (RKAE), discussed a bit later. None of the other techniques we mentioned
seem to yield the solution to this problem.

Our Main Construction and a New Primitive. In our solution method,
we seek to amplify a given “short” authenticated encryption AE into a “long”
AE ′ as follows. First, we somehow split the long message m into two parts
(h, b) ← T (m), where |b| � |m|, and then define AE ′(m) = 〈AE(b), h〉. Which
transformations T suffice in order to make AE ′ a “secure” authenticated encryp-
tion if AE is such? We completely characterize such transformations T , which
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we call concealments. Specifically, we show that AE ′ is secure if and only if T is
a (relaxed) concealment scheme.

Our new notion of concealments is remarkably simple and natural, and defines
a new cryptographic primitive of independent interest. Intuitively, a concealment
T has to be invertible, and also satisfy the following properties: (1) the hider h
reveals no information about m; and (2) the binder b “commits” one to m in a
sense that it is hard to find a valid (h′, b) where h′ �= h. Property (2) has two
formalizations leading to the notions of regular and relaxed concealment schemes.
Relaxed concealments suffice for the composition purposes above, but we will
need (strong) regular concealments for the problem of RKAE, briefly mentioned
earlier and discussed shortly. We remark that concealments look very similar to
commitment schemes at first glance, but there are few crucial differences, making
these notions quite distinct. This comparison will be discussed in Section 2.

Finally, we are left with the question of constructing concealment schemes.
First, we show that non-trivial (i.e., |b| < |m|) concealment schemes are equiva-
lent to the existence of collision-resistant hash functions (CRHFs). In particular,
our construction from CRHFs is very simple, efficient and general, giving rise to
many optimal implementations. Specifically, |h| ≈ |m|, while |b| is only propor-
tional to the security parameter. In fact, one special case of our construction looks
very similar to the famous Optimal Asymmetric Encryption Padding (OAEP) [8].
Our construction replaces two random oracles G and H used in this variant of
OAEP by a pseudorandom generator and a collision-resistant hash function, re-
spectively. Thus, having a well established goal in mind, we essentially found
an application of (slightly modified) OAEP, where we can provably eliminate
random oracles in the analysis. More from a theoretical point of view, we also
give a useful, but slightly less efficient construction of relaxed concealments from
a somewhat weaker notion of universal one-way hash functions (UOWHF) [24].
In principle, this shows that relaxed concealments can be constructed even from
regular one-way functions [27], thus separating them from regular concealments
by the result of Simon [30].

Remotely Keyed Authenticated Encryption: History. The problem of
“remotely keyed encryption” (RKE) was first introduced by Blaze [12] in the
symmetric-key setting. Intuitively, RKE is concerned with the problem of “high-
bandwidth encryption with low bandwidth smartcards”. Essentially, one would
like to store the secret key in a secure, but computationally bounded and low
bandwidth Card, while to have an insecure, but powerful Host perform most
of the operations for encryption/decryption. Of course, the communication be-
tween the Host and the Card should be minimal as well. The original work of
Blaze lacked formal modeling of the problem, but inspired a lot of subsequent
research. The first formal modeling of RKE was done by Lucks [20], who chose
to interpret the question as that of implementing a remotely key pseudorandom
permutation (or block cipher), which we will call RKPRP. Lucks’ paper was
further improved —both in terms of formal modeling and constructions— by
an influential work of Blaze, Feigenbaum and Naor [13]. For one thing, they
observed that the PRP’s length-preserving property implies that it cannot be
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semantically secure when viewed as encryption. Thus, in addition to RKPRP,
which they called a “length-preserving RKE”, they introduced the notion of a
“length-increasing RKE”, which is essentially meant to be the notion of remotely
keyed authenticated encryption, so we will call it RKAE. In other words, the in-
formal notion of “RKE” was really formalized into two very distinct notions of
RKPRP and RKAE, none of which is really a plain encryption. Blaze et al. [13]
gave formal definitions and constructions of RKAE and RKPRP, and the latter’s
construction was subsequently improved by [21].

While the RKAE definition of [13] was an important and the first step towards
properly formalizing this new notion (as opposed to the notion of RKPRPs), their
definition is convoluted and quite non-standard (it involves an “arbiter” who can
fool any adversary). For example, it looks nothing like the formal, universally
accepted notion of regular (not remotely keyed) authenticated encryption [18,10,
7]. Of course, this has a very objective reason in that the above formal definition
appeared after the work of [13]. Additionally, at the time Blaze et al. perhaps
tried to make their definition of “length-increasing RKE” look as close as possible
to their definition of “length-preserving RKE” (i.e., RKPRP) also studied in that
paper, since the latter was the previously considered notion. Still, we believe that
the definition of RKAE should be based on the definition of regular authenticated
encryption, rather than try mimicking the definition of a somewhat related, but
different concept. Thus, we will give what we feel is a simpler and more natural
such definition, which looks very close to the definition of regular authenticated
encryption. Additionally, we naturally extend the whole concept of RKAE to the
public-key setting, since it is equally applicable in this case too.2 Notice, in this
setting the notion of RKPRP makes no sense, which additionally justifies our
choice to base our definition on that of regular authenticated encryption.

To finish off with the related work, we finally mention the work of Jakobsson
et al. [17], who also effectively studied the problem of RKAE (even though still
calling it RKE despite considering authentication as part of the requirement).
We note that the definition of [17] looks much closer to our new formalization.
However, there are still significant differences that make our notion stronger.3

For example, [17] do not support chosen ciphertext attack in its full generality
(i.e., no Card access is given to the adversary after the challenge is received),
and also require the adversary to “know” the messages corresponding to forged
ciphertexts. Finally, we mention that their main scheme uses an “OAEP”-like
transform, and their security analyses critically use random oracles. As we show,
using another simple variant of OAEP for RKAE, we can eliminate random ora-
cles from the analysis.
Our Contribution to RKAE. As we mentioned, we give a simple and nat-
ural definition of RKAE, which we feel improves upon the previous definitions.

2 In this abstract, though, we will restrict ourselves to the symmetric-key setting.
3 Except both [17] and [13] insist on achieving some kind of pseudorandomness of the

output. Even though our constructions achieve it as well, we feel this requirement is
not crucial for any application of RKAE, and was mainly put to make the definition
look similar to RKPRPs.



Concealment and Its Applications to Authenticated Encryption 317

In addition, we show that our construction of “long-message” authenticated en-
cryption from that of “short-message” authenticated encryption provides a very
natural, general, and provably secure solution to the problem of RKAE. Recall,
we had AE ′(m) = 〈AE(b), h〉, where (h, b) was output by some transformation
T , and |b| � |m|. This immediately suggests the following protocol for RKAE.
The Host computes (h, b) and sends short b to the Card, which stores the se-
cret key. The Card computes short c = AE(b) and sends it to the Host, which
outputs 〈c, h〉. Authenticated decryption is similar. Again, we ask the question
which transformations T will suffice to make this simple scheme secure. Not
surprisingly, we get that concealment schemes are necessary and sufficient, even
though in this case we do need regular (“non-relaxed”) concealments. We believe
that our result gives a general and intuitively simple solution to the problem.
Also, it generalizes the previous, so “differently looking” solutions of [13,17],
both of which can be shown to use some particular concealment and/or “short”
authenticated encryption.
Extensions. All our techniques naturally support authenticated encryption
with associated data [25], which we explain in the sequel. In fact, this distinction
makes our composition paradigm even slightly more efficient. Also, we remark
again that all our results apply to both the public- and the symmetric-key au-
thenticated encryption. The only exception is the following extension that makes
sense only in the symmetric-key setting. We study the question of whether we
can replace our “short” authenticated encryption AE by a (strong) pseudoran-
dom permutation (i.e., a block cipher, since AE is applied on short inputs),
which would enhance the practical usability of our composition even more. We
show that while arbitrary concealments are generally not enough to ensure the
security of thus constructed AE ′, some mild extra restrictions —enjoyed by our
main concealment constructions— make them sufficient for this purpose.

2 Definition of Concealment

Intuitively, a concealment scheme efficiently transforms a message m into a pair
(h, b) such that: (1) (h, b) together reveal m; (2) the hider h reveals no informa-
tion about m; and (3) the binder b “commits” one to m in a sense that it is hard
to find a valid (h′, b) where h′ �= h. Below is a formal description.
Syntax. A concealment scheme consists of three efficient algorithms: C =
(Setup,Conceal,Open). The setup algorithm Setup(1k), where k is the security
parameter, outputs a public concealment key CK (possibly empty, but often
consisting of public parameters for C). Given a message m from the correspond-
ing message space M (e.g., {0, 1}k), the randomized concealment algorithm
ConcealCK(m; r) (where r is the randomness) outputs a concealment pair (h, b),
where h is the hider ofm and b is the binder tom. For brevity, we will usually omit
CK and/or r, writing (h, b)← Conceal(m). Sometimes we will write h(m) (resp.
b(m)) to denote the hider (resp. binder) part of a randomly generated (h, b). The
deterministic open algorithm OpenCK(h, b) outputs m if (h, b) is a “valid” pair
for m (i.e. could have been generated by Conceal(m)), or ⊥ otherwise. Again, we
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will usually write x ← Open(h, b), where x ∈ {m,⊥}. The correctness property
of concealment schemes says that OpenCK(ConcealCK(m)) = m, for any m and
CK.
Security of Concealment. Just like commitment schemes, concealment
schemes have two security properties called hiding and binding. However, unlike
commitment schemes, these properties apply to different parts of concealment,
which makes a significant difference.

– Hiding. Having the knowledge of CK, it is computationally hard for the
adversary A to come up with two messages m1,m2 ∈ M such that A can
distinguish h(m1) from h(m2). That is, h(m) reveals no information aboutm.
Formally, for any PPT (probabilistic polynomial time) adversary A, which
runs in two stages find and guess, we require that the probability below is at
most 1

2 + negl(k) (where negl(k) denotes some negligible function):

Pr
[
σ = σ̃

∣∣∣ CK← Setup(1k), (m0,m1, α)← A(CK, find), σ ←r {0, 1},
(h, b)← ConcealCK(mσ), σ̃ ← A(h; α, guess)

]

where α is some state information. We will also denote this by h(m0) ≈
h(m1).

– Binding. Having the knowledge of CK, it is computationally hard for the
adversary A to come up with b, h, h′, where h �= h′ such that (b, h) and (b, h′)
are both valid concealment pairs (i.e., OpenCK(h, b) �= ⊥ and OpenCK(h′, b) �=
⊥). That is, A cannot find a binder b which it can open with two different
hiders.4

We immediately remark that setting b = m and h = ∅ satisfies the definition
above. Indeed, the challenge is to construct concealment schemes with |b| � |m|
(we call such schemes non-trivial). Since |b| + |h| ≥ |m|, achieving a very good
concealment scheme implies that |h| ≈ |m|.
Relaxed Concealments. We will also consider relaxed concealment schemes,
where the (strict) binding property above is replaced by the Relaxed Binding
property, which states that A cannot find binder collisions for a randomly gen-
erated binder b(m), even if A can choose m. Formally, for any PPT A, which
runs in two stages find and collide, the following probability is at most negl(k):

Pr
[
h �= h′ ∧
m′ �= ⊥

∣∣∣CK← Setup(1k), (m,α)← A(CK, find), (h, b)← ConcealCK(m),
h′ ← A(h, b; α, collide), m′ ← OpenCK(h′, b)

]

To justify this distinction, we will see later that non-trivial (strong) concealments
will be equivalent to collision-resistant hash functions (CRHFs), while relaxed
concealments can be built from universal one-way hash functions (UOWHFs). By
the result of Simon [30], UOWHFs are strictly weaker primitives than CRHFs (in
particular, they can be built from regular one-way functions [24]), which implies
4 We could have allowedA to find h �= h′ as long as (h, b), (h′, b) do not open to distinct

messages m �= m′. However, we will find the stronger notion more convenient.
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that relaxed concealments form a weaker cryptographic assumption than regular
concealments.
Comparison to Commitment. At first glance, concealment schemes look ex-
tremely similar to commitment schemes. Recall, commitments also transform m
into a pair (c, d), where c is the “commitment”, and d is the “decommitment”.
However, in this setting the commitment c is both the hider and the binder,
while in our setting b is a binder and h is a hider. This seemingly minor dis-
tinction turns out to make a very big difference. For example, irrespective of
parameter settings, commitment always implies one-way functions, while there
are trivial concealments when |b| = |m|. On the other hand, when |b| < |m|, we
will show that concealments immediately require CRHFs, while quite non-trivial
commitments can be built from one-way functions [23]. Not surprisingly, the two
primitives have very different applications and constructions. In particular, com-
mitments are not useful for our applications to authenticated encryption (even
though they are useful for others; see [2]).

3 Constructing Concealment Schemes

In this section, we give very simple and general constructions of strong (resp.
relaxed) concealment schemes based on any family of CRHFs (resp. UOWHFs)
and any symmetric one-time encryption scheme. But first we observe the follow-
ing simple lemma, which shows the necessity of using CRHFs (resp. UOWHFs)
in our constructions. The proof is given in the full version of this paper [15].
Lemma 1. Let C = (Setup,Conceal,Open) be a strong (resp. relaxed) conceal-
ment scheme where the binder b is shorter than the message m. Define a shrink-
ing function family H by the following generation procedure: pick a random r,
run CK← Setup(1k), and output 〈CK, r〉 as a description of a random function
H ∈ H. To evaluate such H on input m, run (h, b) = ConcealCK(m; r), and
set H(m) = b (so that |H(m)| < |m|). Then H is a family of CRHFs (resp.
UOWHFs).

In the following, we show the converse of the above observation. Even though
it is quite simple, we will crystallize it even further by splitting it into several
clean steps.
Achieving Hiding. We first show how to achieve the hiding property so that
|b| � |m|. Later we will utilize CRHFs/UOWHFs to add strong/relaxed binding
property to any scheme which already enjoys hiding.

Recall that a symmetric encryption scheme SE = (K,E,D) consists of the key
generation algorithm K, encryption algorithm E, and decryption algorithm D.
Of course, if τ ← K(1k), we require that Dτ (Eτ (m)) = m. For our purposes we
will need the most trivial and minimalistic notion of one-time security. Namely,
for any m0,m1 we require Eτ (m0) ≈ Eτ (m1), where τ ← K(1k) and ≈ denotes
computational indistinguishability. More formally, for any m0,m1 and any PPT
A, we require

Pr
[
σ = σ̃

∣∣∣ τ ← K(1k), σ ←r {0, 1}, c← Eτ (mb), σ̃ ← A(c)
]
≤ 1

2
+ negl(k)
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Of course, regular one-time pad satisfies this notion. However, for our purposes
we will want the secret key to be much shorter than the message: |τ | � |m|. For
the most trivial such scheme, we can utilize any pseudorandom generator (PRG)
G : {0, 1}k → {0, 1}n where k � n. The secret key is a random τ ∈ {0, 1}k, and
to encrypt m ∈ {0, 1}n we compute Eτ (m) = G(τ) ⊕ m (to decrypt, compute
Dτ (c) = G(τ) ⊕ c). Of course, any stronger encryption (possibly probabilistic,
such as any chosen plaintext secure encryption) will suffice for our purposes too.

Now, let b = τ and h ← Eτ (m), so that Open(b, h) = Db(h). It is easy to
see that this scheme satisfies the hiding (but not yet the binding) property of
concealment, and also that |b| � |m| if a good one-time secure encryption is
used, such as the PRG-based scheme above.
Adding Strong Binding. Assume C = (Setup,Conceal,Open) already achieves
hiding, and letH = {H} be a family of CRHFs (the lengths of inputs and outputs
needed will be clear soon). We turn C into C′ = (Setup′,Conceal′,Open′) which
is a full fledged concealment scheme:

– Setup′(1k): run CK← Setup(1k), H ← H and output CK′ = 〈CK, H〉.
– Conceal′(m): let (h, b) ← Conceal(m), h′ = h, b′ = b‖H(h), and output
〈h′, b′〉.

– Open′(h′, b′): parse b′ = b‖t, h′ = h and output ⊥ if H(h) �= t; otherwise,
output m = Open(h, b).

We remark that H should have input size equal to the hider size |h|. Recall
that in our schemes we will always have |h| ≈ |m| (in fact, exactly equal in the
PRG-based scheme). And the output size should be small (say, O(k), where k is
the security parameter), as it directly contributes to the binder length which we
aim to minimize. The proof of the following lemma is given in the full version of
this paper [15].

Lemma 2. If C satisfies the hiding property and H is a CRHF, then C′ is a
(strong) concealment scheme.

Adding Relaxed Binding. Assume C = (Setup,Conceal,Open) already
achieves hiding, and let H = {H} be a family of UOWHFs (the lengths
of inputs and outputs needed will be clear soon). We turn C into C′′ =
(Setup′′,Conceal′′,Open′′) which is a full fledged relaxed concealment scheme:

– Setup′′ = Setup.
– Conceal′′(m): pick H ← H, compute (h, b) ← Conceal(m), set h′′ = h, b′′ =
b‖H(h)‖H, and output 〈h′′, b′′〉.

– Open′′(h′′, b′′): parse b′′ = b‖t‖H, h′′ = h and output ⊥ if H(h) �= t; other-
wise, output m = Open(h, b).

We see that the construction is similar to the CRHF-based construction, except
we pick a new hash function per each call, and append it to the binder b′′. This
ensures that H is always selected independently of the input h it is applied to,
as required by the definition of UOWHFs. Unfortunately, it also means that the
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construction is less attractive than the previous, more economical CRHF-based
construction. Thus, the value of this construction is mainly theoretical, since
it shows that efficient relaxed concealments, unlike strong concealments, can be
built from regular one-way functions. In practice, one should certainly use the
more economical CRHF-based construction. The proof of the following lemma is
given in the full version of this paper [15].

Lemma 3. If C satisfies the hiding property and H is a UOWHF, then C′′ is a
relaxed concealment scheme.

As earlier, H should have input size equal to the hider size |h|, which is
roughly |m|. Also, the output size should be small (say, O(k), where k is the
security parameter), as it directly contributes to the binder length which we
aim to minimize. Now, however, we also need the description of a UOWHF H
to be small, as it is also part of the binder. Unfortunately, the best known
constructions of UOWHFs for long messages [9,28] have |H| ≈ O(k log |m|), where
k is the security parameter and |m| ≈ |h| is the length of the input to H. While
the logarithmic dependence on the message length is not bad in theory — in
particular, we still get |b′′| � |m| — this is a big drawback as compared to the
previous CRHF-based construction, which achieved |b′| = O(k) in addition to its
stronger binding property.
Collecting pieces together. Unifying the previous discussion, and noticing
that the existence of CRHFs or UOWHFs implies the existence of a one-time
secure symmetric encryption [24], we get:

Theorem 1. Non-trivial strong (resp. relaxed) concealment schemes exist iff
CRHFs (resp. UOWHFs) exist.

In terms of a particular simple and efficient construction, we get h ← Eτ (m),
b = τ‖H(h), where H is a CRHF, and E is any one-time symmetric encryption.
Specifically, if we set Eτ (m) = G(τ)⊕m, where G is a PRG, we get a construction
which looks amazingly similar to the famous Optimal Asymmetric Encryption
Padding (OAEP) [8], but we do not need to assume G and H as random oracles
in the analyses.

4 Applications to Authenticated Encryption

We now study applications of concealment to authenticated encryption. Recall,
the latter provides means for private, authenticated communication between the
sender and the receiver. The intuitive idea of using concealments for authenti-
cated encryption is simple. IfAE is an authenticated encryption working on short
|b|-bit messages, and (h, b) ← Conceal(m), we can define AE ′(m) = 〈AE(b), h〉.
Intuitively, sending the hider h “in the clear” preserves privacy due to the hiding
property, while authenticated encryption of the binder b provides authenticity
due to the binding property.

We formalize this intuition by presenting two applications of the above
paradigm. First, we argue that it indeed yields a secure authenticated encryption
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on long messages from that on short messages. And this holds even if relaxed
concealments are used (in fact, they are necessary and sufficient). Second, we
show that this paradigm also gives a very simple and general solution to remotely
keyed authenticated encryption. Here, the full power of (strong) concealments is
needed.

We remark that our applications hold for both the symmetric- and the public-
key notions of authenticated encryption (the latter is historically called sign-
cryption [31]). In terms of usability, the long message authenticated encryption
is probably much more useful in the public-key setting, since signcryption is
typically expensive. However, even in the symmetric-key setting our approach is
very fast, and should favorably compare with alternative direct solutions such as
“encrypt-then-mac” [7]. For remotely keyed setting, both public- and symmetric-
key models seem equally useful and important. In fact, symmetric-key is perhaps
more relevant, since smartcards are currently much better suited for symmetric-
key operations.

4.1 Definition of Authenticated Encryption

We remark that formal modeling of authenticated encryption in the public-key
setting is somewhat more involved than that in the symmetric-key setting due
to issues such as multi-user security and “identity fraud” (see [2]). However, the
proofs we present are really identical despite these extra complications of the
public-key setting. Intuitively, the point is that we are constructing the same
primitive on longer messages as the primitive we are given on shorter messages.
Thus, whatever (complicated) security properties were present, will remain to
be present in our composition scheme. For conciseness, we chose to concentrate
on a simpler symmetric setting for the remainder of this abstract.
Syntax. An authenticated encryption scheme consists of three algorithms:
AE = (KG,AE,AD). The randomized key generation algorithm KG(1k), where k
is the security parameter, outputs a shared secret key K, and possibly a public
parameter pub. Of course, pub can always be part of the secret key, but this
might unnecessarily increase the secret storage. In the description below, all the
algorithms (including the adversary’s) can have access to pub, but we omit this
dependence for brevity. The randomized authencryption (authenticate/encrypt)
algorithm AE takes as input the key K and a message m from the associated
message space M, and internally flips some coins and outputs a ciphertext c;
we write c ← AEK(m) or c ← AE(m), omitting the key K for brevity. The de-
terministic authdecryption (verify/decrypt) algorithm AD takes as input the key
K, and outputs m ∈M∪ {⊥}, where ⊥ indicates that the input ciphertext c is
”invalid”. We write m ← ADK(c) or m ← AD(c) (again, omitting the key). We
require that AD(AE(m)) = m, for any m ∈M.
Security of Authenticated Encryption. Fix the sender S and the receiver
R. Following the standard security notions [7], we define the attack models and
goals of the adversary for both authenticity (i.e. sUF-CMA)5 and privacy (IND-
5 Meaning “strong unforgeability against chosen message attack.”
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CCA2)6 as follows. We first model our adversary A. A has oracle access to the
functionalities of both S and R. Specifically, it can mount a chosen message
attack on S by asking S to produce a ciphertext C of an arbitrary message m,
i.e. A has access to the authencryption oracle AEK(·). Similarly, it can mount
a chosen ciphertext attack on R by giving R any candidate ciphertext C and
receiving back the message m (where m could be ⊥), i.e. A has access to the
authdecryption oracle ADK(·).

To break the sUF-CMA security of the authenticated encryption scheme, A
has to be able to produce a “valid” ciphertext C (i.e., ADK(C) �= ⊥), which was
not returned earlier by the authencryption oracle.7 Notice, A is not required to
“know” m = ADK(C) when producing C. The scheme is sUF-CMA-secure if for
any PPT A, Pr[A succeeds] ≤ negl(k).

To break the IND-CCA2 security of the authenticated encryption scheme, A
first has to to come up with two messages m0 and m1. One of these will be
authencrypted at random, the corresponding ciphertext C∗ ← AEK(mσ) (where
σ is a random bit) will be given to A, and A has to guess the value σ. To succeed
in the CCA2 attack, A is only disallowed to ask R to authdecrypt the challenge
C∗.8 The scheme is IND-CCA2-secure if for any PPT A, Pr[A succeeds] ≤ 1

2 +
negl(k). We also remark that IND-CPA-security is the same, except A is not given
access to the authdecryption oracle.

4.2 Authenticated Encryption of Long Messages

Assume AE = (KG,AE,AD) is a secure authenticated encryption on |b|-bit mes-
sages. We would like to build an authenticated encryption AE ′ = (KG′,AE′,AD′)
on |m|-bit messages, where |m| � |b|. More specifically, we seek to employ the
following canonical composition paradigm. The key K for AE ′ is the same as
that for AE . To authencrypt m, first split it into two pieces (h, b) (so that the
transformation is invertible), and output AE′K(m) = 〈AEK(b), h〉. The question
we are asking is what are the necessary and sufficient conditions on the trans-
formation m → (h, b) so that the resulting authenticated encryption is secure?
In this section we show that the necessary and sufficient condition is to have the
transformation above be a relaxed concealment.

More formally, assume C = (Setup,Conceal,Open) satisfies the syntax, but
not yet the security properties of a concealment scheme. We assume that CK←
Setup(1k) forms a public parameter pub of AE ′. We define AE ′ as stated above.
Namely, AE′(m) outputs 〈AE(b), h〉, where (h, b) ← Conceal(m), and AD′(c, h)
outputs Open(h,AD(c)). The proof of the following theorem is given in the full
version of this paper [15].

6 Meaning “indistinguishability against chosen ciphertext attack.”
7 A slightly weaker notion of UF-CMA requires C to correspond to “new” message m

not submitted to AEK(·).
8 [2] define a slightly weaker but more syntactically sound notion of gCCA2 attack.

Our results apply here as well.



324 Y. Dodis and J.H. An

Theorem 2. If AE is secure, then AE ′ is secure if and only if C is a relaxed
concealment scheme.

4.3 Remotely Keyed Authenticated Encryption

Syntax. A one-round remotely-keyed authenticated encryption (RKAE) scheme
consists of seven efficient algorithms: RKAE = (RKG,Start-AE,Card-AE,
Finish-AE,Start-AD,Card-AD,Finish-AD) and involves two parties called the Host
and the Card. The Host is assumed to be powerful, but insecure (subject to
break-in by an adversary), while the Card is secure but has limited compu-
tational power and low bandwidth. The randomized key generation algorithm
KG(1k), where k is the security parameter, outputs a secret key K, and possibly
a public parameter pub. In the description below, all the algorithms (including
the adversary’s) can have access to pub, but we omit this dependence for brevity.
This key K is stored at the Card. The process of authenticated encryption is
split into the following 3 steps. First, on input m, the Host runs probabilistic
algorithm Start-AE(m), and gets (b, α). The value b should be short, as it will be
sent to the Card, while α denotes the state information that the Host needs to
remember. We stress that Start-AE involves no secret keys and can be run by any-
body. Next, the Card receives b, and runs probabilistic algorithm Card-AEK(b),
using its secret key K. The resulting (short) value c will be sent to the host. Fi-
nally, the host runs another randomized algorithm Finish-AE(c, α) and outputs
the resulting ciphertext C as the final authencryption of m. Again, Finish-AE
involves no secret keys. The sequential composition of the above 3 algorithms
induces an authencryption algorithm, which we will denote by AE′K .

Similarly, the process of authenticated decryption is split into 3 steps as well.
First, on input C, the Host runs deterministic algorithm Start-AD(C), and gets
(u, β). The value u should be short, as it will be sent to the Card, while β denotes
the state information that the Host needs to remember. We stress that Start-AD
involves no secret keys and can be run by anybody. Next, the Card receives
u, and runs deterministic algorithm Card-ADK(u), using its secret key K. The
resulting (short) value v will be sent to the host. We note that on possible value
for v will be ⊥, meaning that the Card found some inconsistency in the value
of u. Finally, the host runs another randomized algorithm Finish-AD(v, β) and
outputs the resulting plaintext m if v �= ⊥, or ⊥, otherwise. Again, Finish-AD
involves no secret keys. The sequential composition of the above 3 algorithms
induces an authdecryption algorithm, which we will denote by AD′K . We also
call the value C valid if AD′K(C) �= ⊥.

The correctness property states for any m, AD′(AE′(m)) = m.
Security of RKAE. As we pointed out, RKAE in particular induces a regular
authenticated encryption scheme, if we combine the functionalities of the Host
and the Card. Thus, at the very least we would like to require that the induced
scheme AE ′ = (RKG,AE′,AD′) satisfies the IND-CCA2 and sUF-CMA security
properties of regular authenticated encryption. Of course, this is not a sufficient
guarantee in the setting of RKAE. Indeed, such security only allows the adversary
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oracle access to the combined functionality of the Host and the Card. In the
setting of RKAE, the Host is anyway insecure, so the adversary should have oracle
access to the functionality of the Card. Specifically, we allow our adversary A′
to have oracle access to the Card algorithms Card-AEK(·) and Card-ADK(·).

Just like regular authenticated encryption, RKAE has security notions for
privacy and authenticity, which we denote by RK-IND-CCA and RK-sUF-CMA,
respectively.

To break the RK-sUF-CMA security of RKAE, A′ has to be able to produce a
“one-more forgery” when interacting with the Card. Namely, A′ tries to output
t + 1 valid ciphertexts C1 . . . Ct+1 after making at most t calls to Card-AEK(·)
(where t is any polynomial in k). Again, we remark that A′ is not required
to “know” the plaintext values mi = AD′K(Ci). The scheme is RK-sUF-CMA-
secure if for any PPT A′, Pr[A′ succeeds] ≤ negl(k). We note that this is the
only meaningful authenticity notion in the setting of RKAE. This is because the
values c ← Card-AEK(b) returned by the Card have no “semantic” meaning of
their own. So it makes no sense to require A′ to produce a new “valid” string c.
On the other hand, it is trivial forA′ to compute t valid ciphertexts C1 . . . Ct with
t oracle calls to Card-AE, by simply following to honest authencryption protocol
on arbitrary messages m1 . . .mt. Thus, security against “one-more forgery” is
the most ambitious goal we can try to meet in the setting of RKAE.

To break the RK-IND-CCA security of RKAE, A′ first has to come up with
two messages m0 and m1. One of these will be authencrypted at random, the
corresponding ciphertext C∗ ← AEK(mσ) (where σ is a random bit) will be
given to A′, and A′ has to guess the value σ. To succeed in the CCA2 attack,
A′ is only disallowed to call the Card authdecryption oracle Card-ADK(·) on the
well-defined value u∗, where we define Start-AD(C∗) = (u∗, β∗) (recall, Start-AD
is a deterministic algorithm). The latter restriction is to prevent A′ from trivially
authdecrypting the challenge. The scheme is RK-IND-CCA-secure if for any PPT
A′, Pr[A′ succeeds] ≤ 1

2 + negl(k). We briefly remark that RK-IND-CPA-security
is the same, except we do not give A′ access to the Card authdecryption oracle.

Canonical RKAE. A natural implementation of RKAE would have the Card
perform regular authenticated encryption/decryption on short messages, while
the Host should do the special (to be discussed) preprocessing to produce the
short message for the Card from the given long message. Specifically, in this case
we start from some auxiliary authenticated encryptionAE = (KG,AE,AD) which
works on “short” |b|-bit messages, and require that Card-AE = AE, Card-AD =
AD. Moreover, we would like the Card to authdecrypt the same value c that
it produced during authencryption. In our prior notation, u = c and v = b,
where c ← AEK(b). Finally, it is natural to assume that the Host outputs c as
part of the final (long) ciphertext. Putting these together, we come up with the
following notion of canonical RKAE.

First, the Host runs Start-AE(m), which we conveniently rename Conceal(m),
and produces (h, b), where h will be part of the final ciphertext and b is “short”.
Then it sends b to the Card, and gets back c← AEK(b). Finally, it outputs C =
〈c, h〉 as the resulting authencryption of m. Similarly, to authdecrypt C = 〈c, h〉,
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it sends c to the Card, gets b = ADK(c), and outputs Finish-AD(h, b), which we
conveniently rename Open(h, b). Thus, the canonical RKAE is fully specified by
an auxiliary authenticated encryptionAE and a triple C = (Setup,Conceal,Open)
(where Setup is run at key generation and outputs the key which is part of pub).

The fundamental question we address is this: what security properties of
Conceal and Open are needed in order to achieve a secure canonical RKAE (pro-
vided the auxiliary AE is secure)? As we show, the necessary and sufficient
condition is to employ a secure (strong) concealment scheme. We remark that
the final induced scheme AE ′ we construct is exactly the composition scheme we
discussed in Section 4.2. However, in that application the entire authenticated
encryption was performed honestly — in particular, b was chosen by properly
running Conceal(m), — so relaxed concealments were sufficient. Here, an un-
trusted Host can ask the Card to authencrypt any value b it wishes, so we need
the full binding power of strong concealments.

The following theorem states this more formally. Its proof is given in the full
version of this paper [15].

Theorem 3. If AE is secure, and a canonical RKAE is constructed from AE
and C, then RKAE is secure if and only if C is a (strong) concealment scheme.

Comparison to Previous RKAEs. We briefly compare our scheme with those
of [13,17]. First, both schemes could be put into our framework by extracting
appropriate concealment schemes. In fact, the concealment we extract from [13]
is essentially the same as our construction b = τ‖H(h), h = Eτ (m) (they model
one-time encryption slightly differently, but this is minor)! On the other hand,
instead of applying arbitrary authenticated encryption to the value of b, they
build a very specific one based on block ciphers and pseudorandom functions. To
summarize, the construction of [13] is quite good and efficient, but focuses on a
specific ad-hoc implementations for both concealment and authenticated encryp-
tion. We believe that our generality provides many more options, as well as gives
better understanding towards designing RKAE, since our general description is
much simpler than the specific scheme of [13]. As for the scheme of [17], one can
also extract an “OAEP”-like concealment out of it, making it a special case of
our framework too. However, the specific choices made by the authors make it
very hard to replace the random oracles by some provable implementation. On
the other hand, our “OAEP”-like construction (based on a PRG and a CRHF) is
equally simple, but achieves provable security without the random oracles.

5 Extensions

Using A Block Cipher in Place of AE. First, we briefly touch upon ampli-
fication paradigm of the form AE ′(m) = 〈PK(b), h〉, where P is a (strong) PRP.
Namely, we replace the “inner” authenticated encryption by a block cipher. Al-
though this is applicable only in the symmetric setting, it is likely to be quite
useful in practice, where PRP is typically the main building block of most other
primitives. We note that a strong PRP is “almost” an authenticated encryption
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except it does not provide semantic security (but gives at least one-wayness). We
ask the same question as before: what are the conditions on the transformation
m → (h, b) for AE ′ to be secure? In the following, we just state our results,
leaving the proofs to the full version [15].

It turns out that four conditions are needed, the first two of which are sub-
sumed by any relaxed concealment. The last two conditions are stated as follows:
(1) for any h, Prb[Open(h, b) �= ⊥] = negl(k). This is needed to prevent a “lucky”
forgery of the form 〈v, h〉, where v is arbitrary. This condition always holds for
our specific concealments, since the value of b corresponding to any h includes
H(h). Thus, the chance that a random b will include the same string as H(h) is
negligible, since the output of a CRHF (i.e. H) must be sufficiently long to avoid
easy collisions. (2) having oracle access to Conceal(·), it is hard to ever make
it output the same value b. This is needed to ensure the authencryption oracle
never evaluates the PRP on the same input, since the adversary will notice it.
Again, this is trivially true for our concealments, since the value b always in-
cludes a random key τ for one-time encryption. By birthday bound, the chance
of collision after q queries is at most q2/2|b|, which must be negligible. To sum-
marize, 〈PK(τ‖H(h)), h = Eτ (m)〉 is a secure authenticated encryption. We also
note that here PK does not need to be a strong PRP; a regular PRP suffices.

Finally, we briefly argue when using a strong PRP suffices for our RKAE
application. Here the adversary has direct oracle access to both PK and P−1

K ,
so we need at least a strong PRP. It turns out that the following two conditions
should hold on the concealment scheme in addition to its regular hiding and
binding properties (and properties (1)-(2) above). (1’) given a random string b,
it is hard to find h such that Open(h, b) �= ⊥. This is needed to prevent the
adversary from getting a forgery 〈v, h〉, where it previously learned P−1

s (v) = b.
In our case, b includes H(h), so one needs to “invert” H on a random string
b. It is easy to see that any CRHF with |H(h)| < |h| − ω(log k) must satisfy
the needed property. As for the second condition, it states: (2’) for any m, if
(h, b) ← Conceal(m), then it is hard to recover the value b when given only
m and h. This is needed so that the adversary cannot determine the value b
corresponding to the challenge, and then check its guess using an oracle call to
Ps(·). In our case, given Eτ (m) and m, it should be hard to find the correct value
of key τ . This property is false for general one-time encryptions (i.e., for one-time
pad), but holds for the ones we have in mind here. In particular, if Eτ (m) =
G(τ) ⊕ m, where G is a PRG, finding τ involves inverting G(τ) on a random
τ . And it is well known that a PRG is a one-way function provided |G(τ)| >
|τ | + ω(log k). To summarize, the following scheme is safe to use for RKAE,
provided |G(τ)| > |τ |+ ω(log k), |H(h)| < |h| − ω(log k) and P is a strong PRP:
AE ′(m) = 〈PK(τ‖H(h)), G(τ)⊕m〉. This remarkably simple scheme means
that we can let the Card perform a single block cipher operation per call!

Associated Data. Finally, we briefly discuss extensions to supporting associ-
ated data [29,25]. Intuitively, associated data allows one to “bind” a public label
to the message. Viewing the label as part of the message is a possible solution,
but the generalized view can bring non-trivial efficiency gains, as was shown



328 Y. Dodis and J.H. An

by [25]. This extension is presented in more detail in the full version of this
paper [15].
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Abstract. We propose a novel distinguishing attack on the shrinking
generator with known feedback polynomial for the generating LFSR. The
attack can e.g. reliably distinguish a shrinking generator with a weight
4 polynomial of degree as large as 10000, using 232 output bits. As the
feedback polynomial of an arbitrary LFSR is known to have a polynomial
multiple of low weight, our distinguisher applies to arbitrary shrunken
LFSR’s of moderate length. The analysis can also be used to predict the
distribution of blocks in the generated keystream.

1 Introduction

The shrinking generator (SG) is a well known pseudo random generator proposed
in 1993 by Coppersmith, Krawczyk and Mansour [3]. It is intended for use in
stream cipher applications and is of interest by its conceptual simplicity: It
combines only two linear feedback shift registers (LFSR’s) in a simple way. Thus
far, it has resisted against efficient cryptanalysis.

In this paper, a practical distinguishing attack on the (SG) is proposed. The
attack exploits a newly detected non-randomness in the distribution of output
blocks in the generated keystream.

Recall that the (SG) [3] uses two independent binary LFSRs, say A and S,
as basic components. The pseudo random bits are produced by shrinking the
output sequence of the generating LFSR A under the control of the selecting
LFSR S as follows: The output bit of LFSR A is taken if the current output bit
of LFSR S is 1, otherwise it is discarded. It is recommended in [3] that besides
the initial states also the feedback polynomials be defined by the secret key. We
would like to stress that the present attack is not applicable to a (SG) with
unknown feedback polynomial for the generating LFSR.

There have been known several approaches for attacking the (SG): A ba-
sic divide-and-conquer attack, which requires an exhaustive search through all
possible initial states and feedback polynomials of S, [3]. On the other hand,
a correlation attack targeting LFSR A is proposed in [6] and is experimentally
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analyzed in [16]. It requires exhaustive search through all initial states and all
possible feedback polynomials of LFSR A. In [12], a reduced complexity correla-
tion attack based on searching for specific subsequences of the output sequence
has been given, where the complexity and required keystream length are expo-
nential in the length of LFSR A.

It has been shown in [7,8], that the output sequence has a detectable linear
statistical weakness if the feedback polynomial of the generating LFSR A has
very low weight and moderate degree, or is known to have polynomial multiples
with this property.

For our attack we assume the feedback connection of the generating LFSR A
to be known, whereas the selecting sequence can be any random sequence with
independent and equally distributed bit probabilities.

To describe our approach, denote by a-stream the output sequence generated
by LFSR A and by z-stream the output sequence generated by the (SG). The bits
in the a-stream are denoted an, n ≥ 0 and the bits in the z-stream are denoted
zi, i ≥ 0. Rather than single bits, we consider bit strings (blocks) in the a-stream
and compare them with suitable strings in the z-stream.

Consider a block of odd length, centered at the position of an in the a-stream.
If this block is xor-ed with similar blocks (of equal length) centered at all other
tap positions (including the feedback position) in the LFSR-recursion, the sum
is (trivially) the all-zero block. For blocks of odd length, the majority bit is set
1 if the number of ones is larger than the number of zeroes, and 0 otherwise.
Then a key observation is that the majority bits of such blocks fulfill the linear
recursion of LFSR A more often than random.

Through the shrinking process, the exact positions of the undiscarded a-
stream bits in the z-stream get lost. However, the deletion rate is 1/2, and we
can guess averaged shrunken tap positions by halving the distances of the tap
positions in the a-stream.

The main idea of our attack is to consider samples in the z-stream where the
blocks near the shrunken tap positions are all imbalanced (a block is imbalanced
if it has a different number of ones than zeroes). The bits in these blocks have
with high probability been generated by bits in the neighborhood of the original
tap positions. If a z-block (i.e., a block in the z-stream) with high imbalance
is found, the probability that the corresponding a-block is imbalanced, is quite
high. By estimating the imbalance in the blocks in the a-stream using the mea-
sured imbalance in the blocks in the z-stream, we can estimate the majority bit
of the a-blocks.

If these estimated majority bits fulfill the linear recursion of LFSR A more
often than random, we can distinguish the z-stream generated by the (SG) from
a truly random sequence. This is indeed the case: Theoretical estimates as well
as extensive experiments have shown that we are able to reliably distinguish
the (SG) from random for low-weight recursions of LFSR A. E. g., for a weight
4 recursion of length 10000, the attack needs about 232 output bits, and for a
weight 3 recursion of length 40000, the attack needs about 223 output bits to
reliably distinguish the (SG). This compares nicely with the estimates given for
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Generating LFSR

Selection source

Selection
logic

Linear recursion:
an+an+n2

+...+an+nW
 = 0

a-stream z-stream

Fig. 1. Model of the shrinking generator used in the attack.

the distinguishers as described in [7,8], both of which for these parameters needs
about 248 output bits, and 239 output bits, respectively.

As the feedback polynomial of an arbitrary LFSR of length L is known to
have a polynomial multiple of weight 4 and length about 2L/3, [1,9,13,17] our
distinguisher also applies to arbitrary shrunken LFSR-sequences of moderate
length.

The paper is organized as follows. In Section 2 we present the attack. In
Section 3 we analyze the proposed attack in terms of probability of success
and required length of observed keystream. Simulation results are presented in
Section 4, and some concluding remarks are given in Section 5. Finally, the
technical details are presented in Appendix A.

2 Description of the Attack

For the description of the attack, we assume a (SG) with a weight W feed-
back polynomial generating the an sequence. See Fig. 1. The known recurrence
equation is given by

an + an+n2 + an+n3 + . . .+ an+nW
= 0, n ≥ 0. (1)

We do not distinguish the feedback position from the other tap positions, so for a
certain bit an, the tap positions are n, n+n2, n+n3, . . . , n+nW . Now, consider a
bit string (block) surrounding a position an in the a-stream. If we xor this block
with the blocks (of equal length) surrounding the other positions in the LFSR
recurrence equation, an+n2 , . . . , an+nW

, the sum (trivially) is the all-zero block.
If we choose the considered block length to be odd, each of the W blocks must
have a unique majority bit. The majority bit is 1 if the number of ones in the
block is larger than the number of zeros, and vice versa. The main observation
is, that the majority bits of such blocks fulfill the linear recurrence equation of
the LFSR, with a probability larger than 1/2. First we formally introduce the
intuitive notion of imbalance.

Definition 1. The imbalance of a block B, Imb(B), is defined as

number of 1’s in B − number of 0’s in B

Furthermore, a block B is said to be imbalanced if Imb(B) �= 0.
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The general idea is to search for imbalanced blocks in the z-stream at po-
sitions zi1 , zi1+n2/2, . . . , zi1+nW /2. These positions are called the shrunken tap
positions, where i1 implicitly is the reference position. The bits in these blocks
have with high probability been generated by bits in the neighborhood of the
unshrunken tap positions, an1 , an1+n2 , . . . , an1+nW

, where w.l.o.g. we assume
an1 = zi1 . If we find a block with high imbalance in the z-stream, then the
probability that the corresponding block in the a-stream is imbalanced, is quite
high. Then we can derive good approximations of the true majority bits in the
a-blocks.

The attack has two phases. The first phase is a search for positions in the
output sequence, where we find imbalanced blocks centered around every of the
shrunken taps. Whenever we find such a position we say we have a hit, and
invoke the second phase, which estimates the majority bits of the unshrunken
segments. We then count the number of times the xor sum of the estimated
majority bits equal zero, and compare with the truly random case.

2.1 First Phase

Pick a block B1 of odd length BL1 = E+1 centered around a reference position
zi1 , where E is an even parameter to the attack. As we assume zi1 = an1 , the
bits in B1 come from bits surrounding an1 .

The next unshrunken tap an1+n2 is with high probability mapped to an
interval near i1 +n2/2. This interval size grows proportionally to

√
n2. The same

holds for the other taps. Thus at tap position nj , j = 2, . . . ,W , we measure on
a block centered at position i1 + nj/2 of length BLj ≈ BL1 + √nj/2. The ≈
symbol denotes here: “take the closest odd integer”, since we need an odd length
for having a unique imbalance.

Next, we measure the imbalance in each block, Imb(Bj), j = 1 . . .W . When-
ever we have |Imb(Bj)| > T, j = 1 . . .W , where T is an imbalance threshold, we
have found a hit, and it is likely that the a-blocks surrounding the unshrunken
taps, also are imbalanced. If we do not find imbalanced z-blocks at the chosen
reference position we pick a new zi1 and again measure the imbalance. However,
if we have a hit in phase 1, we invoke the second phase.

2.2 Second Phase

The first goal of the second phase is to try to estimate the bit probability of the
a-blocks. First we introduce some notations. Let S1 be the a-block of length La

surrounding an1 . Similarly, we denote by Sj , j = 2, . . . ,W the a-block of length
La surrounding an1+nj . Denote by pj , j = 1, . . . ,W the estimated probability
that a bit in Sj equals 1.

Since we assumed that the center bit zi1 = an1 , we will use the first block as
a reference. The first z-block is of length E + 1. We denote this reference block
length by Lz = E + 1. For our considerations we can assume that the z-block
B1 of odd length, was produced by an odd length a-block. Thus we choose the
a-block length as La = 2Lz − 1 = 2E + 1.
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position n1+nj a-block Sj of length Laa-stream:

k=-1 position i1+nj / 2-1

k=0 position i1+nj / 2 blocks of length Lz

k=1 position i1+nj / 2+1

z-stream: 

Fig. 2. Picture of which blocks are used in the weighting of estimating pj , j = 2, . . . , W .
The interval size shown here is only 3 positions.

If we measure the imbalance Imb(B1) in B1, and assume that the bits which
where discarded are balanced, i.e., the La − Lz = E bits not visible as output
bits are equally distributed, we have the following estimate

p1 =
number of ones in S1

La
=

(Imb(B1) + Lz)/2 + E/2
La

(2)

=
1
2

+
Imb(B1)
4E + 2

. (3)

For the other W − 1 taps we proceed in a slightly different way. Since we are
not sure which z-block contains the most bits from Sj , we must consider several
z-blocks centered near zi1+nj/2. Thus, we pick an interval Ij and calculate a
weighted average over Ij , of the bit probability in Sj as

pj =
1
2

+
∑
k∈Ij

imbj,k
4E + 2

P (k is the best position for estimating Sj) j = 2 . . .W,

(4)

where imbj,k is the imbalance in the z-block of length Lz surrounding zi1+nj/2+k.
The expression for P (k is the best . . . ) is discussed in Appendix A, but the aim
is to try to derive a probability that the z-block at i1 + nj/2 + k has the most
bits from Sj , and we assume that the binomial distribution

P (k is the best position for estimating Sj) = Bin[nj , 0.5](
nj

2
+ k) (5)

is adequate. Fig. 2 shows a picture of the blocks used in the weighting process
for a small interval of k ∈ [−1, 0, 1].

In (4), we have used similar calculations as in (2) and the additional assump-
tion that the bit probability is 0.5 if the best position, k, is outside the interval
Ij .

The estimated bit probability pj , j = 1, . . . ,W also represent an estimate of
the majority bit for Sj . For each hit we have in phase 1 of the attack, we can
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determine an estimate of the xor sum of the majority bits. The simplest decision
rule is to first make a hard decision on the estimated majority bit m̂j as

m̂j =

{
1 if pj ≥ 1

2

0 otherwise
, j = 1, . . . ,W, (6)

then check if the xor sum
∑

j m̂j = 0 holds. By dividing the number of times the
xor sum equals zero with the number of hits we have, we can derive a measured
final probability that the sum of the true majority bits equals zero.

We can also employ a soft decision rule. It is well known [11] that a soft
decision rule is no worse than a hard decision rule, so employing a soft decision
rule can only improve the attack. The hard decision rule is however simpler to
analyze, and for that reason we have use a hard decision rule in the analysis and
in our simulations.

If we indeed are attacking the (SG), we expect the total probability

P = 0.5 + εH , (7)

where εH is a positive value depending on the number H of hits we get in phase
1. If we are attacking a true random sequence, we expect P = 0.5. The optimal
test to distinguishing these cases [4] is a Maximum Likelihood (ML) test, where
we decide using a threshold Γ such that if P ≥ Γ we decide the output sequence
to be generated from the (SG), otherwise we decide it is a random source. We
have summarized the proposed attack in Fig. 3.

3 Analysis of the Proposed Attack

We start by considering the probability that the majority bits of Sj , j = 1, . . . ,W
fulfill the recurrence equation. We will interchangeably be using imbalance and
Hamming weight (Hw) as they measure similar quantities, where the Hamming
weight of a block B is the number of ones in B. For odd block length L we have
the conversion between imbalance imb and Hamming weight hw as:

imb = 2hw − L,

hw =
imb+ L

2
.

3.1 The Probability of the Sum of the Majority Bits

Assume we look at the direct output of a LFSR with W taps (including the
feedback position). Pick a reference position an in the a-stream, and consider
the positions an+n2 , . . . , an+nW

that together with an sum to zero, according to
the linear recurrence equation of the LFSR. At each position we take a centered
block (or vector) Sj of odd length La. The positions and the length are assumed
to be chosen such that the blocks are non-overlapping. We aim to calculate the
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Input: even integer E, imbalance threshold T , the tap positions nj , j =
1, . . . , W , where n1 = 0, and a sequence Zi, i = 1, . . . , N of received bits.

1. Setup variables.

BL1 = E + 1,

BLj = closest odd integer (BL0 +
√

nj/2), j = 2, . . . , W,

Ij = integers in [−√nj/3, . . . ,
√

nj/3], j = 2, . . . , W

low = E/2, high = N − (nW /2 +
√

nW /3 + E/2),

hits = 0, good = 0.

2. For i1 = low to high do
a) For all j = 1, . . . , W , let Bj be the z-block centered at i1 + nj/2 of

length BLj .
b) Let imbj = Imb(Bj), j = 1, . . . , W .
c) If ∀j |imbj | > T then

i. Increase hits and set

p1 =
1
2

+
imb1

4E + 2

pj =
1
2

+
∑
k∈Ij

imbj,k

4E + 2

(
nj

nj/2 + k

)(1
2
)nj , j = 2, . . . , W,

where imbj,k is the measured imbalance in the z-block of length
BL1 centered at position i1 + nj/2 + k.

ii. Make a hard decision ∀j, m̂j = 1 if pj ≥ 0.5 otherwise m̂j = 0.
iii. if

∑
j m̂j = 0 increase good. (

∑
denotes here the xor sum.)

3. Set Γ = 0.5 +
√

hits/(2hits).
4. If good/hits > Γ return Shrinking else return Random.

Fig. 3. A summary of the proposed attack using a hard decision rule.

probability that the majority bits of the segments fulfill the recurrence equation
of the LFSR. We assume the distribution of the possible vectors at tap j, j =
1, . . . ,W − 1, only to be dependent on the Hw of the vector. The vector at the
final tap is totally determined by the choices at the W − 1 previous taps since
the xor of the vectors must be the all-zero vector. Introduce the notation

Vj(α) = P (H(Sj) = α), (8)

for the probability that we have a vector of length La and Hw α at tap j, j =
1, . . . ,W − 1.

We can partition the possible vectors at the taps into sets of equal Hamming
weight. The probability of each set is given by Vj(α). When we xor the first two
vectors, we get a new probability distribution on the sets of different Hamming
weight. In these sets, the majority bit of the vector sum may or may not agree
with the sum of the majority bits of the xored vectors. So when we derive the
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Table 1. Simulation results versus theory for the probability that the majority bits
sum to zero.

La Simulation Theory
5 0.56082 0.56054

0.56050
11 0.52254 0.522076

0.52169
17 0.51372 0.51340

0.51298
29 0.50764 0.50748

0.50727

new distribution, we also keep track of when the sum of the constituent majority
bits agree with the majority bit of the resulting vector. When we have xored the
W − 1 vectors, we know that the final vector must agree with the sum of the
first W − 1 vectors. Thus we can sum up the probabilities where the sum of the
constituent majority bits agree with the majority bit of the resulting vector.

The technical part of the calculations can be found in Appendix A. We only
conclude the validity of the approach by comparing the theoretical probability
to a number of simulations for different block length La with W = 4. The
comparison is shown in Table 1. The number of trials in the simulations were
10 000 000.

3.2 Skewing the Distributions Vj

Since in phase 1 of the attack we impose the condition that the absolute value
of the imbalance in the z-block should be greater than a certain threshold T , the
distributions Vj for the a-blocks will not be binomial, as expected from a random
source. As the probabilities P (Imb(Bj) > T ) = 0.5 and P (Imb(Bj) < −T ) = 0.5
are equally likely, we divide the distribution Vj into two parts.

Vj(α) =
V +

j (α) + V −j (α)
2

, j = 1, . . . ,W (9)

where

V +
j (α) = P (H(Sj) = α|Imb(Bj) > T ), (10)

V −j (α) = P (H(Sj) = α|Imb(Bj) < −T ), (11)

and H(Sj) is the Hw of the a-block Sj .
We can not hope to give an exact expression for (10) and (11) since there are

too many dependencies between adjacent imbj,k in (4). We can however derive
approximate expressions. The derivation is omitted due to space limitations, but
can be found in an extended version of this paper available from the authors.
Intuitively, and also from the derived approximations, we note that V +

j and V −j
are “mirrored” distributions in the sense that V +

j (α) = V −j (La − α).
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3.3 An Approximation on the Required Number of Hits

First, we consider the probability that the estimated majority bit m̂j is correct.
We will confine us to the case of a hard decision rule. Through simulations we
have noted that these probabilities are not independent. The first W−1 majority
bits are more often correctly predicted if all or most of the W − 1 a-block are
strongly imbalanced. But then also the W ’s block tends to have some imbalance
and thus gives better prediction of the majority bit. In the analysis we will
however assume that they are independent.

Assume without loss of generality that mj = 1. Then we know that the
vectors of Sj are drawn (on the average) from the distribution V +

j . The proba-
bility Pmj that mj is correct is determined by the probability mass that gives a
majority bit equal to 1. We have

Pmj
=

La∑
α=(La+1)/2

V +
j (α), j = 1, . . . ,W. (12)

The same holds if we have mj = 0 because of the mirrored properties of V +
j and

V −j .
Let mj be the true majority bit of the a-block Sj , and as before, let m̂j be

the hard decision estimate as derived in the attack. We have P (mj = m̂j) =
Pmj . We can model this as if we have a noisy observation of the true majority
bits, where the noise for each observation is equal to 0 with probability Pmj

.
Furthermore, let Pn denote the probability that noise variables sum to zero.
Using the independency assumption and the piling-up-lemma [14] we have

Pn =
1
2

+ 2W−1
W∏

j=1

(Pmj − 0.5). (13)

The correctness of the estimates m̂j , j = 1, . . . ,W are assumed independent
of the probability P (

∑
j mj = 0). Recalling (7) and introducing the notation

PM for the probability that the true majority bits sum to zero, we have an
approximation of the total probability P , that the estimated majority bits sum
to zero:

P =
1
2

+ 2(PM − 0.5)(Pn − 0.5) =
1
2

+ εH . (14)

Using similar arguments as in [2,5], we can state an upper bound on the
number of hits H we need in phase 1 to distinguish the (SG) from a truly
random sequence as:

H ≤ 1
ε2H

. (15)

3.4 A Lower Bound on the Expected Number of Hits

In phase 1 of the attack, we search for positions in the z-stream where we find
W blocks Bj , j = 1, . . . ,W of length BLj , j = 1, . . . ,W , such that we simul-
taneously have |Imb(Bj)| > T . If we again make the simplifying assumption
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that the imbalance (or Hamming weight) of the blocks are independent, we can
derive a lower bound on the expected number of hits in phase 1, given a received
sequence of length N from the generator.

The probability PBj that we have |Imb(Bj)| > T for a block of length BLj

where we assume the keystream bits from the generator to be independent and
random is given by

PBj =
BLj∑

h=1+
T+BLj

2

(
BLj

h

)(
1
2

)BLj

+

−T+BLj
2 −1∑
h=0

(
BLj

h

)(
1
2

)BLj

. (16)

The approximated joint probability of finding W blocks is given by PH =∏W
j=1 PBj and thus we would expect

H ≥ PHN. (17)

3.5 Parameters Trade-Offs

If we choose a large value for the parameter E we will have larger blocks Bj and
the probability for the bit anj to be mapped inside Bj increases. On the other
hand the a-blocks will also be larger, resulting in a smaller probability for the
true majority bits summing to zero. If we only choose the lengths BLj larger
then the distribution for the smaller block which is scanned in (4) tends to be
more binomial, which gives us less non-randomness to extract information from.

If we choose a high imbalance threshold T , we will get more skewed distri-
butions Vj and we will need a fewer number of hits to distinguish the sequence.
But on the other hand, the probability for getting a hit in phase 1 decreases,
thus requiring a longer received sequence.

4 Simulation Results

In this section we present some simulation results and do a comparison with the
derived theoretical approximation. In the attack we have used the hard decision
rule and a decision threshold Γ = 0.5 +

√
hits/(2hits), which corresponds to

about one standard deviation from the expected value if the sequence were truly
random. We start by attacking a weight 4 LFSR given by the linear recurrence
equation

an + an+302 + an+703 + an+1000 = 0. (18)

Using a threshold T = 3 and block size parameter E = 14, the theoretical
calculations (14) and (16) give PH = 0.02648 and εH = 0.00092. Thus we would
need about H = 1/ε2H ≈ 220 hits in phase 1 and N = H/PH ≈ 225 received
output bits. Running the attack with these configurations 50 times (with random
initial state), we can distinguish the (SG) in all 50 cases.
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Table 2. Theoretic results and simulation results of attacking the (SG) with some
weight 4 feedback polynomials

Tap positions Theoretic parameters N used Successes out

(excluding 0) PH εH H N in attack of 50 runs

302, 733, 1000 0.02648 2−10.1 220.2 225.4 223 43

224 46

225 50

812, 1433, 2500 0.03586 2−11.5 223.0 227.8 225 39

226 46

227 50

2333, 5847, 8000 0.05542 2−13.5 227.0 231.2 228 42

229 48

230 50

3097, 6711, 10000 0.05989 2−13.9 227.7 231.8 228 45

229 45

230 46

Table 3. Theoretic results and simulation results of attacking the (SG) with weight 3
and weight 5 feedback polynomial

Tap positions Theoretic parameters N used Successes out

(excluding 0) PH εH H N in attack of 50 runs

17983, 40000 0.1414 2−10.2 220.3 223.1 221 36

222 46

223 50

73, 131, 219, 300 0.0068 2−11.56 223.1 230.3 229 48

230 50

As the degree of the feedback polynomial increases, the attack naturally needs
a larger received sequence, and it becomes impractical to simulate the attack.
Also, the approximations made in the analysis tends to overestimate the required
N , as experiments with shorter sequences have shown. We have summarized
some results on attacking weight 4 feedback polynomials in Table 2. We also
give two examples of attacking a (SG) with weight 3 and weight 5 feedback
polynomial in Table 3.

The computational complexity of the attack is quite modest. If we use pre-
computed tables for (5) we see that we need to scan the input sequence once,
and whenever we have a hit we calculate (4). The size of the interval Ij is pro-
portional to √nj and hence we have the computational complexity O(N

√
nW ),

where N is the number of received output bits and nW is the last tap position
or the degree of the feedback polynomial.
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5 Conclusions

We have proposed a practical distinguishing attack on the shrinking generator
with a low-weight feedback polynomial for the generating LFSR. The new idea
is that the majority bits of blocks in the LFSR stream fulfill the linear recursion
more often than random, and we have presented and analyzed a quite powerful
method of estimating those bits, based on the received sequence.

We do not need to have the first segment as reference segment. We could
also use a tap in the middle and calculate both forward and backward, thus
increasing the probabilities of the estimates.

The proposed attack can also be used to predict the distribution of bits
in the generated sequence. Assume we know that the generating source is the
(SG). First we calculate the bit probability of the W − 1 first segments. By the
theoretical calculations of the probability that the majority bits sum to zero we
can derive the unknown distribution of the last segment.

The authors also would like to thank Vishal Chandra, who helped simulating
some early ideas for an attack, and the anonymous referees for giving valuable
comments on how to improve the manuscript.
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16. L. Simpson, J. Dj. Golić, E. Dawson, “A probabilistic correlation attack on the
shrinking generator”, Information Security and Privacy’98 - Brisbane, LNCS vol
1438, Springer-Verlag, 1998, pp. 147-158.

17. D. Wagner, “A Generalized Birthday Problem”, Advances in Cryptology –
CRYPTO 2002, LNCS vol 2442, Springer-Verlag, 2002, pp. 288-303.

Appendix A

In this Appendix we have gathered some of the more technical details in the
proposed attack and the analysis of the attack.

Some Details of Phase 2

The interval size in (4) is a tunable parameter to the attack and we have chosen
it to be the integers in the range [−√nj/3, . . . ,

√
nj/3]. Next we consider the

probability that the z-block centered at zi1+nj/2+k, k ∈ Ij , is the best block
to choose. An exact mathematical expression for this notion is hard to find
because of the deletion process. To simplify the calculations we assume that
this probability is given by the binomial distribution, Bin[nj , 0.5](nj/2 + k).
This assumption does not take into account that the bit an1+nj

might not be
visible (printed) in the z-stream at all, since it might be deleted. However, we can
disregard whether the bit is printed or not since we are only trying to estimate the
surrounding of an1+nj

. Thus, the assumed distribution is reasonably adequate,
and we write

P (k is the best position for estimating Sj) = P (k is best) =

Bin[nj , 0.5](
nj

2
+ k) =

(
nj

nj

2 + k

)(
1
2

)nj

(19)

We note that the interval Ij is chosen such that
∑

k∈Ij
P (k is best) ≈ 0.5.

Probability That the Sum of the Majority Bits Equal Zero

We will assume that the bits in the first W − 1 vectors in the LFSR case can be
approximated by the true random case. Given this assumption, the probability
Vj is given by the binomial distribution

Vj(α) = Bin[La, 0.5](α), i = 1 . . .W − 1. (20)
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When xoring vectors together, we will denote the distribution of vectors (for the
sum) by Qj(α). We will add a super script to this Q later, but for now on, we
say that Q1(α) = V1(α), α = 0 . . . La, since we have not added any vectors but
the first. Q2(α) will be the probability of a vector of Hw α when we have xored
two V distributions. We also introduce an operator to determine the majority
bit. Let Maj(α) denote the majority bit of a vector of length La and Hw α. We
have

Maj(α) =
{

1 if α > (La − 1)/2,
0 otherwise.

The next lemma states what Hw’s to expect, and how many of them we get,
when xoring two vectors together.

Lemma 1. Let A be a fixed vector of length La and Hw α. If we xor all possible
vectors (one at a time) of Hw β with A, then the possible Hw’s of the xor sum
are γ = α− β + 2κ where max(0, β − α) ≤ κ ≤ min(La − α, β). The number of
resulting vectors with Hw γ is given by

(
α

β − κ

)(
La − α
κ

)
. (21)

Proof. Denote by B the set of all vectors with Hw equal to β. Assume κ of the
1’s in B coincide with the 0’s of A. This implies that β − κ of the 1’s in B
coincide with the 1’s of A. The number of such vectors in B is(

α

β − κ

)(
La − α
κ

)
.

For the choice of κ we must have 0 ≤ β − κ ≤ α or equivalently α− β ≤ κ ≤ β,
since at least zero 1’s and at most α of the 1’s can coincide. Similarly, we must
have 0 ≤ κ ≤ La − α, since the number of 0’s in A is La − α. Combining these
restrictions we get max(0, α − β) ≤ κ ≤ min(La − α, β). The resulting Hw of
the xor sum is γ = α− (β − κ) + κ = α− β + 2κ, which proves the lemma.

Thus, if we pick one vector B of Hw β uniformly at random (over the set of
vectors with Hw β) and xor with the fixed vector A, we have the probability

Pγ(α, β, κ) =

(
α

β − κ

)(
La − α
κ

)
(
La

β

) , (22)

of obtaining a resulting vector of Hw γ = α − β + 2κ, where max(0, β − α) ≤
α ≤ min(La − α, β).

When xoring two vectors, we must keep track if the xor of the majority bits
agrees with the majority bit of the sum. For instance, we can get the vector
11110 by
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Vector H-weight Maj. bit
11000 2 0
⊕00110 2 0

11110 4 1

or by

Vector H-weight Maj. bit
11100 3 1
⊕00010 1 0

11110 4 1
We can determine this condition by checking if Maj(α)⊕Maj(β) = Maj(γ),

and we will save the corresponding probability mass in different variables, Q0
j (α)

for when the sum of the constituent majority bits agrees with the majority bit of
the sum, and Q1

j (α) for when it does not. One can think of the super script as a
parity bit for making the sum (of the constituent majority bits and the resulting
majority bit) equal to zero.

Recalling (22) and the fact that we defined Q0
1(α) = V1(α), α = 0, . . . , La we

have for the sum of j = 2 . . .W − 1 vectors:
If Maj(α)⊕Maj(β) = Maj(γ),

Q0
j (γ) =

∑
Cond(α,β,κ)

Pγ(α, β, κ)Q0
j−1(α)Vj(β), (23)

Q1
j (γ) =

∑
Cond(α,β,κ)

Pγ(α, β, κ)Q1
j−1(α)Vj(β), (24)

and if Maj(α)⊕Maj(β) �= Maj(γ),

Q0
j (γ) =

∑
Cond(α,β,κ)

Pγ(α, β, κ)Q1
j−1(α)Vj(β) (25)

Q1
j (γ) =

∑
Cond(α,β,κ)

Pγ(α, β, κ)Q0
j−1(α)Vj(β), (26)

where Cond(α, β, κ) determines the summation conditions according to

Cond(α, β, κ) =



∀α, β, κ :
α− β + 2κ = γ,
max(0, β − α) ≤ κ ≤ min(La − α, β).

(27)

In QW−1, we have the distribution of all but the last tap position vector. If we
know that the sequence comes from a LFSR, we know that the last vector must
force the total vector sum to the all-zero vector. Thus we get the probability
that the xor of the majority bits (mj) fulfills the recurrence equation as

PM = P (
W∑

j=1

mj = 0) =
La∑

α=0

Q0
W−1(α). (28)

These are the probabilities of the vectors that will have 0 as “majority parity
bit”, thus fulfilling the recurrence equation.
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Abstract. A classical construction of stream ciphers is to combine
several LFSRs and a highly non-linear Boolean function f . Their
security is usually analysed in terms of correlation attacks, that can
be seen as solving a system of multivariate linear equations, true
with some probability. At ICISC’02 this approach is extended to
systems of higher-degree multivariate equations, and gives an attack
in 292 for Toyocrypt, a Cryptrec submission. In this attack the key
is found by solving an overdefined system of algebraic equations. In
this paper we show how to substantially lower the degree of these
equations by multiplying them by well-chosen multivariate polynomials.
Thus we are able to break Toyocrypt in 249 CPU clocks, with only
20 Kbytes of keystream, the fastest attack proposed so far. We also
successfully attack the Nessie submission LILI-128, within 257 CPU
clocks (not the fastest attack known). In general, we show that if the
Boolean function uses only a small subset (e.g. 10) of state/LFSR
bits, the cipher can be broken, whatever is the Boolean function
used (worst case). Our new general algebraic attack breaks stream
ciphers satisfying all the previously known design criteria in at most
the square root of the complexity of the previously known generic attack.

Keywords: Algebraic attacks on stream ciphers, pseudo-random gener-
ators, nonlinear filtering, Boolean functions, factoring multivariate poly-
nomials, multivariate equations, overdefined problems, XL algorithm,
ciphertext-only attacks, Toyocrypt, Cryptrec, LILI-128, Nessie.

1 Introduction

In this paper we study stream ciphers with linear feedback and a nonlinear com-
biner that produces the output, given the state of the linear part. The security
of such stream ciphers received much attention. In [13], Golic gives a set of cri-
teria that should be satisfied in order to resist to the known attacks on stream
ciphers. For example, a stream cipher should resist to the fast correlation at-
tack [15], the conditional correlation attack [1] and the inversion attack [13]. In
order to resist different types of correlation attacks, many authors focused on
proposing Boolean functions that will have no good linear approximation and
that will be correlation immune with regard to a subset of several input bits,

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 345–359, 2003.
c© International Association for Cryptologic Research 2003
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see for example [5]. Recently the scope of application of the correlation attacks
have been extended. In [10], the author exploits rather correlation properties
with regard to a non-linear low degree multivariate function that uses all of the
variables, or in other words, non-linear low degree approximations. This kind
of correlations is not new, see for example in [14]. However their application to
cryptographic attacks did not receive sufficient attention, probably because only
recently people became aware of the existence of efficient algorithms for solving
systems of nonlinear multivariate equations of low degree [21,8,9,10].

Following [10], stream ciphers with linear feedback are potentially very vul-
nerable to such algebraic attacks. If for one state we are able, by some method,
to deduce from the output, a multivariate equation of low degree in the state
bits, then it is also of low degree in the initial state bits. Then the same can
(probably) be done for many other states, and given many keystream bits, we
inevitably obtain a very overdefined system of equations (i.e. many equations).
Such systems can be solved efficiently by techniques such as XL [21,8], adapted
for this purpose in [10] or the simple linearization [21].

In [10], the equations of low degree are obtained by approximating the non-
linear component f of the cipher by a function of low degree. If the probability
that the approximation holds is close to 1, then it can be used simultaneously for
many equations, and we obtain efficient attacks with XL method. For example
in [10], an attack in 292 against Toyocrypt1 is proposed, that requires only some
219 bits of the keystream. With more keystream, and if at least some 32 bits are
consecutive, a better attack is possible, due to Mihaljevic and Imai [18].

In this paper we show that algebraic attacks on stream ciphers will apply
even if there is no good low degree approximation. We propose a new method of
generating low degree equations, basically by multiplying the initial equations
by well-chosen multivariate polynomials. This method allows to cryptanalyse a
large class of stream ciphers, satisfying all the previously known design criteria.
For example, all very traditional designs using only a small subset of the state
bits, are shown to be insecure, whatever is the Boolean function used.

The paper is organized as follows: in Section 2 we give a general view of
algebraic attacks on stream ciphers. The main component of our new attack on
stream ciphers is described in Section 2.3. In Section 3 we overview Toyocrypt
and previously known attacks, then in Section 3.1 we apply our new attack for
Toyocrypt. In Sections 4 and 5 we will study LILI-128 and apply our attack.
Then in Section 6 we develop our general attack on stream ciphers using a small
subset of state bits. Finally we present our conclusions about the design of stream
ciphers.

1 Toyocrypt has been accepted to the second evaluation phase of the Japanese Cryptrec
call for primitives, and (apparently) rejected later.
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2 Algebraic Attacks against Stream Ciphers

In this part we overview and substantially extend the general strategy given in
[10], that reduces an attack on a stream cipher, to solving a system of multivari-
ate equations.

2.1 The Stream Ciphers That May Be Attacked

We consider only synchronous stream ciphers, in which each state is generated
from the previous state independently of the plaintext, see for example [17] for
precise definitions. In principle also, we consider only regularly clocked stream
ciphers, and also (it makes no difference) stream ciphers that are clocked in a
known way. However this condition can sometimes be relaxed, cf. attacks on
LILI-128 described in Sections 4-5.

For simplicity we restrict to binary stream ciphers in which the state and
keystream are composed of a sequence of bits and that generate one bit at a
time. We also restrict to the case when the “connection function” that computes
the next state is linear over GF (2). We call L this “connection function”, and
assume that L is public, and only the state is secret. We also assume that the
function f that computes the output bit from the state is public and does not
depend on the secret key of the cipher. This function f is called “a nonlinear
filter”. The ciphers described here include the very popular filter generator, in
which the state of a single LFSR2 is transformed by a Boolean function, and
also not less popular nonlinear function generators, in which outputs of several
LFSRs are combined by a Boolean function [17].

The problem of cryptanalysis of such a stream cipher can be described as
follows. Let (k0, . . . , kn−1) be the initial state, then the output of the cipher (i.e.
the keystream) is given by:



b0 = f (k0, . . . , kn−1)
b1 = f (L (k0, . . . , kn−1))
b2 = f

(
L2(k0, . . . , kn−1)

)
...

Our problem is to recover the key k = (k0, . . . , kn−1) from some subset of
keystream bits bi. We are going to perform a partially known plaintext attack,
i.e. we know some bits of the plaintext, and the corresponding ciphertext bits.
The bits don’t need to be consecutive. For example if the plaintext is written
with latin alphabet, and does not use too many special characters, it is very
likely that all the characters have their most significant bit equal to 0. This
will be enough for us, if the text is sufficiently long. This would be (almost) a
ciphertext-only attack.

In our attacks we just assume that we have some m bits of the keystream bi
at some known positions.
2 A Linear Feedback Shift Register, see e.g. [17]. It is also possible to use a MLFSR,

equivalent in theory [18] but having faster diffusion, as used in Toyocrypt cipher
that we study later.
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2.2 The Summary of the Attack

For easier reading we give here a brief summary of the attack developed later.
At the time t, the current keystream bit gives an equation f(s) = bt with s
being the current state. The main new idea consists of multiplying f(s), that is
usually of high degree, by a well chosen multivariate polynomial g(s), such that
fg is of substantially lower degree, denoted by d. Then, for example if bt = 0,
we get an equation of low degree f(s)g(s) = 0. This in turn, gives a multivariate
equation of low degree d on the initial state bits ki. If we get one such equation
for each of sufficiently many keystream bits, we obtain a very overdefined system
of multivariate equations that can be solved efficiently.

2.3 Design Criteria on f and Known Attacks

Let f be the Boolean function that is used to combine the outputs of the linear
part of the cipher. For example the inputs to the function are some bits of the
state of some LFSRs. The usual requirements on such functions can be sum-
marised as follows. First, f should be balanced and have high algebraic degree.
To prevent correlation attacks, f should be highly non-linear3, and correlation
immune at high order, see [5].

An additional criterion on f is given in [10]: f should also not have a very
good correlation with respect to low-degree non-linear multivariate functions,
otherwise efficient attacks are possible, for example for Toyocrypt [10]. They are
possible when:

S1 either the Boolean function f has a low algebraic degree D (classical crite-
rion),

S2 or f can be approximated by such a function with a probability close to 1
(new criterion [10]). This probability is usually denoted 1− ε for some small
ε.

The practical attacks on Toyocrypt presented in [10] use the second case S2. In
this paper we use equations true with probability 1 (as in the first case) except
that we relax the degree condition: it is no longer necessary that f has a low
algebraic degree d:

2.4 New Assumptions on f and New Attack Scenarios

S3 The multivariate polynomial f has some multiple fg of low degree d, with
g being some non-zero multivariate polynomial.

S4 It is also possible to imagine attacks in which f has some multiple fg, such
that fg can be approximated by a function of low degree with some proba-
bility (1− ε).

3 But maybe not a perfectly non-linear (bent) function, see Section 4 in [10].
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How to Use Low Degree Multiples

In scenarios S1 and S2, for each known keystream bit at position t: bt, we
obtain a concrete value of bt = f(s), and thus we get the equation bt =
f (Lt(k0, . . . , kn−1)). For this, f has to be of low degree. In scenarios S3 and
S4, for each known keystream bit bt = f(s) at position t, we get:

f(s) · g(s) = bt · g(s),

and, since the state is at time t is s = Lt(k0, . . . , kn−1), it boils down to:

f
(
Lt(k0, . . . , kn−1)

)
· g
(
Lt(k0, . . . , kn−1)

)
= bt · g

(
Lt(k0, . . . , kn−1)

)
.

We get one multivariate equation for each keystream bit. This equation may
be of very low degree, without f being of low degree, and without f having
an approximation of low degree. In the basic version of this attack S3, we also
require that g is of low degree. There are other possibilities that are studied in
the extended version of this paper in which three basic versions of the attack
S3a, S3b and S3c are studied.

The important question is now, given a cipher, whether such polynomials g
exist, and how to find them. For this, see Section 5 and 6.

Remark 1: It can be seen that the scenarios S1 (respectively S2) are a
special case of the scenarios S3 (respectively S4). Indeed, if we put g = 1, the
equation used in scenarios S3/S4 becomes the usual equation f(s) = bt of the
previous scenarios S1/S2.

2.5 Solving Overdefined Systems of Multivariate Equations

In our attack, given m keystream bits, let R be the number of multivariate
equations of degree d, and with n variables ki, that we obtain. With one equation
we have R = m, but we may also combine several different g for the same f , and
get, for example R = 14 ·m. We solve them as follows.

Linearization Method: There are about T ≈
(
n
d

)
monomials of degree ≤ d

in the n variables ki (assuming d ≤ n/2). We consider each of these monomials
as a new variable Vj . Given R ≥

(
n
d

)
equations, we get a system of R ≥ T

linear equations with T =
(
n
d

)
variables Vi that can be easily solved by Gaussian

elimination on a linear system of size T .
XL Method: When as many as the required m = O(

(
n
d

)
) keystream bits, are

not available, it is still possible to use XL algorithm or Gröbner bases algorithms
to solve the system, with less keystream bits, but with more computations, see
[10] or the extended version of this paper.

About the Complexity of Gaussian Reduction: Let ω be the exponent
of the Gaussian reduction. In theory it is at most ω ≤ 2.376, see [6]. However
the (neglected) constant factor in this algorithm is expected to be very big.
The fastest practical algorithm we are aware of, is Strassen’s algorithm [25] that
requires about 7 · T log27 operations. Since our basic operations are over GF (2),
we expect that a careful bitslice implementation of this algorithm on a modern
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CPU can handle 64 such operations in one single CPU clock. To summarize,
we evaluate the complexity of the Gaussian reduction to be 7 · T log27/64 CPU
clocks.

3 Cryptanalysis of Toyocrypt

We look at the stream cipher called Toyocrypt, a submission to the Japanese
government Cryptrec call for cryptographic primitives. It was, at the time of the
design, believed to resist to all known attacks on stream ciphers. In Toyocrypt,
we have one 128-bit LFSR, and thus n = 128. The Boolean function is of the
form:

f(s0, .., s127) = s127 +
62∑

i=0

sisαi + s10s23s32s42 +

+s1s2s9s12s18s20s23s25s26s28s33s38s41s42s51s53s59 +
62∏

i=0

si.

with {α0, . . . , α62} being some permutation of the set {63, . . . , 125}. This system
is quite vulnerable to an attack using low-order approximations: there is only
one monomial of degree 17, and one of degree 63. The higher-order monomials
are almost always zero. From this in [10] an attack following the scenario S2 is
described. In this attack, f is approximated by a multivariate function of degree
4 with probability 1−2−17. The attack runs in 292 CPU clocks. For more details
see [10].

3.1 New Algebraic Attack on Toyocrypt

In our attack we need to find g such that fg is of low degree (or is such with high
probability), following the assumption S3 (or S4) from Section 2.3. How do we
find a function g such that fg is of low degree ? One method we present in this
paper, is by factoring multivariate polynomials. We consider the terms of high
degree in f(s) (regardless the lower degree terms) and look if they are divisible
by a common low degree factor g′(s). Then (for polynomials over GF (2)) we
observe that f(s) · g(s) with g(s) = g′(s)− 1 is of low degree. Later in Sections
5 and 6, we will describe a different method to find polynomials g satisfying our
requirements.

In the case of Toyocrypt, we observe that the combination of the parts of
degree 4, 17 and 63, is divisible by a common factor s23s42. For each keystream
bit bt, we start from the equation f(s) = bt, and multiply both sides of it by
g(s) = (s23−1). Then we get f(s)s23−f(s) = bt(s23−1). The monomials divisible
by s23 in f will cancel out, and what remains is an equation of degree 3 true
with probability 1. We repeat the same trick for s42, i.e. we put g(s) = (s42−1).
From this, we have a simple linearization attack following the scenario S3. For
each keystream bit, we obtain 2 equations of degree 3 in the si, and thus 2
equations of degree 3 in the ki. The linearization will work as soon as R > T ,
and we have T ≈

(128
3

)
= 218.4 monomials. We have R = 2m, and having
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m = T/2 = 217.4 keystream bits will be sufficient. Our new attack on Toyocrypt
is in 7/64 · T log27 = 249 CPU clocks, requires 16 Gigabytes of memory and only
about 20 kilobytes of (non-consecutive) keystream.

We programmed this attack to see if it works. Our simulations show that the
number of linearly dependent equations is negligible and therefore the attack
will be able to recover the key. Details are given in the extended version of this
paper.

4 Background on LILI-128 and Simple Attacks

In principle our algebraic attacks are designed only for regularly clocked stream
ciphers (or ciphers clocked in a known way). However in some cases, this difficulty
can be removed. This is the case for LILI-128, a submission to Nessie European
call for cryptographic primitives.

4.1 Eliminating the First Component

LILI-128 is a stream cipher composed of two LFSR-based filter generators, the
first being used to clock the second. There are two basic strategies to by-pass
this.

A. Since the key length of the first component is only 39 bits, we may guess
these 39 bits and attack the second component alone. In LILI-128, the first
component advances the clock of the second component by 1, 2, 3 or 4. Given the
state of the first component, we have access to some number of non-consecutive
keystream bits of the second component, at known positions. This is sufficient
for our attacks, and the complexity of the attack is multiplied by 239.

B. Given more keystream bits, it is possible to avoid repeating the whole
attack 239 times. For this, we use the Lemma 1 from [23]: after clocking the first
LFSR of LILI-128 239−1 times, the second LFSR advances exactly ∆d = 5·238−1
times. Thus, we may, instead of guessing the state of the clock control subsystem,
clock it 239− 1 at a time, and apply any of the XL attacks exactly as if the first
generator did not exist.

In both cases, the bits the attacker has access to, are in some known places of
the keystream of the second component (but not in chosen places). It is perfectly
sufficient to apply directly, to the second component, all the algebraic attacks
S1-S4 described in Section 2.3: the second component is attacked exactly as if it
was a stand-alone filter generator.

Intermediate Solutions A-B. The period of the first component of LILI-
128 is not a prime, and we have 239 − 1 = 7 · 79 · 121369 · 8191. This suggests
that one should be able to design a decimation attack, in which by clocking the
generator t clocks at a time, for a suitable t, one could simulate a smaller LFSR,
see [12] for more details. It could give a version of our later attacks, intermediate
between A and B, in which both the keystream requirements and the attack
complexity would be multiplied by some quantities, being both smaller than
239.
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The Boolean Function Used in LILI-128

We call f the output function of LILI-128 (called fd in [22]). It is a highly non-
linear Boolean function of degree 6, built following [20] and specified in [22] or
the extended version of this paper. It uses a subset of 10 variables:

(x1, x2, x3, x4, x5, x6, x7, x8, x9, x10)
def
= (s0, s1, s3, s7, s12, s20, s30, s44, s65, s80) .

4.2 First Attacks on LILI-128 (Scenarios S1 and S2)

First, it is possible to apply to LILI-128 our scenario S1. We have d = 6, ε = 0
and R = m. Then T ≈

(89
6

)
≈ 229.2 monomials, and in order to have R > T we

will need m ≈ 229.2. It gives an attack in4 about:

239 · 7/64 · T log2 7 ≈ 2118 < 2128.

Given the Boolean function used, it is not useful to extend the attack to the
scenario S2: there is no good approximation of degree d < 6, as it gives ε > 2−6

which is by far too big. However we may improve the attack following the method
B from Section 4.1: instead of guessing the state of the clock control subsystem we
clock it 239−1 at a time, and apply the above simple linearization S1-type attack
with ε = 0, exactly as if the first generator did not exist. Now the complexity
is only 7

64T
log2 7 ≈ 279 but this version requires much more keystream bits: 268

instead of 229.

5 Better Attacks on LILI-128

First we try to apply to LILI-128 the idea of factoring multivariate polynomials
from Section 3.1. For this, we consider the part of degree 5 and 6 of f . It can be
factored as follows:

x7x9 (x3x8x10+x4x6x8+x4x6x10+x4x8x10+x5x6x8+x5x6x10+x4x6x8x10+x5x6x8x10)

It means that when we multiply f by either (x7 + 1) or (x9 + 1), the degree
collapses from 6 + 1 = 7 to 4 + 1 = 5. We consider then the factoring of the part
of degree 5 and 4 of respectively f(x) · (x7 + 1) and f(x) · (x9 + 1). Only the
second function can still be factored and it gives:

x10 (x3x7x8x9 +x5x7x8x9 +x3x7x8 +x3x8x9 +x4x7x9 +x4x8x9 +x5x7x8 +x5x7x9 +x6x7x9)

From this we deduce the remarkable fact that f(x)(x9 + 1)(x10 + 1) is of
degree 4, instead of 8.

4 This simple attack has already been described by Steve Babbage in [3].
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Table 1. Simulations on the number of linearly independent g such that fg is of low
degree

The function
Degree of g

Degree of fg

Nb. of g

LILI-128 fd

10 1 2 3 4 10
3 4 4 4 4 4
0 0 4 8 14 14

Random Boolean
10 1 2 3 4 10
3 4 4 4 4 4
0 0 0 0 0 0

5.1 Finding More Low Degree Multiples of f for LILI-128

We are looking for the number of linearly independent polynomials g, such that
fg is of low degree. In order to find them, we are looking for linear dependencies
in the following set of polynomials (stopped at maximum degree for g and some
maximum degree for fg).

{f(x), f(x) · x1, f(x) · x2, . . . , f(x) · x1x2, . . . ; 1, x1, x2, . . . , x1x2, . . .}

We note that the maximum degrees cannot be higher than 10, as there are only
10 variables. Here are our results with fg �= 0, compared to a random Boolean
function of the same size:

We have computed and tested all these solutions. For example, one can verify
that:

f(x) · x8x10 = x8x10 (x2x9 + x3x7 + x4x7 + x5x9 + x1 + x4 + x5 + x6) .

We see that the function f of LILI-128, behaves much worse than a ran-
dom Boolean function. This shows that the design of LILI-128 is far from being
optimal against algebraic attacks.

Note: In the extended version of this paper we also study equations such
that fg = 0 and show that they also exist with d = 4 for LILI-128. Moreover
when d = 5, simulations show that they also exist for any randomly chosen
Boolean function of the same size.

Consequences for LILI-128

Following the results of Section 5.1, given m keystream bits, we obtain 14 ·m
multivariate equations of degree 4 in the key bits ki of LILI-128. We will have
to solve an overdefined system of multivariate equations of degree 4, true with
probability 1. This is done by linearization. Following Section 4.1 there are two
versions of the attack.

A In the first version (A) the state of the first generator is guessed and the com-
plexity is multiplied by 239. For each keystream bit we obtain 14 equations
of degree 4 in the ki. For linearization we have T =

(89
4

)
= 221 monomials,

and we will need m = T/14 = 218 keystream bits in order to have R > T .
Our best new attack on LILI-128 requires then 239 · 7 ·T log27/64 ≈ 296 CPU
clocks. This first attack version works given access to some m stream bits,
being at some known positions.
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B In the second version (B), the first component is clocked 239 − 1 clocks at a
time (see Section 4.1) and thus the number of keystream bits is multiplied
by 239. We have the same T =

(89
4

)
= 221.2, and the complexity is now 257

CPU clocks. The attack requires 762 Gigabytes of memory and 257 bits of
consecutive keystream, or, it can be seen that we only need 218 keystream
bits that are on some positions of the form α + β · (239 − 1), for a fixed α.
Once the state at the time α of the second LFSR is recovered, the state of
the first LFSR can be found very quickly within 239 tries.

Remark: This is not the the best attack known for LILI-128. In [23] it is
shown that LILI 128 can be broken with 246 bits of keystream, a lookup table
of 245 89-bit words and computational effort which is roughly equivalent to 248

DES operations. Our attack has however much more general consequences.

6 General Attack on Stream Ciphers Using a Subset of
LFSR bits

In this section we show that the case of LILI-128 is not isolated. We will show
that all very traditional stream ciphers, with linear feedback and a highly non-
linear (stateless) filtering function are insecure, for example5 when they use only
a small subset of state bits.

We consider a stream cipher with n state bits, and using only a small subset
of k state bits to derive the keystream bit. Thus we have:

{x1, x2, . . . , xk} ⊂ {s0, s1, . . . , sn−1} .

We assume that k is a small constant and n is the security parameter. For
example for the second component of LILI-128 k = 10, n = 89.

We would like to mount an attack following the scenario S3 and for this,
we are looking for low-degree polynomials g �= 0, such that fg is also of low
degree. In order to find them, similarly as in Section 5.1, we check for linear
dependencies in the set of polynomials C = A ∪ B defined below as follows.
First, we consider all possible monomials up to some maximum degree d (this
part will later compose fg).

A = {1, x1, x2, . . . , x1x2, . . .}

Then we consider all multiples of f , multiplied by monomials of the degree up
to d (this degree corresponds to the degree of g):

B = {f(x), f(x) · x1, f(x) · x2, . . . , f(x) · x1x2, . . .}

Let C = A ∪ B. All elements of A,B and C, can be seen as multivariate
polynomials in the xi: for this we need to substitute f with its expression in the
xi. A set of multivariate polynomials with k variables cannot have a dimension
5 Though Toyocrypt does not satisfy this assumption, it is still broken by our attack,

that will also work in many other interesting cases, see Section 7.
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greater than 2k. If there are more than 2k elements in our set, linear dependencies
will exist. Such combinations allow to find a function g such that f · g is of
substantially lower degree than f . More precisely we have the following theorem:

Theorem 6.0.1 (Low Degree Relations).
Let f be any Boolean function f : GF (2)k → GF (2). Then there is a Boolean
function g �= 0 of degree at most �k/2	 such that: f(x) ·g(x) is of degree at most
�(k + 1)/2	.

Proof: If we include in A all the monomials with degrees up to �k/2	, then

|A| =
�k/2�∑
i=0

(
k

i

)
≥ 1

2
2k.

Similarly for B, we multiply f by all the monomials with degrees up to �(k +
1)/2	, then

|B| =
�(k+1)/2�∑

i=0

(
k

i

)
>

1
2

2k

The rank of C = A∪B cannot exceed 2k. Since |C| = |A|+ |B| > 2k, some linear
dependencies must exist. Moreover there are no linear dependencies in the part
A of our set C, and therefore g �= 0. This ends the proof.

Consequences of the Theorem

We see that for any stream cipher with linear feedback, for which the non-linear
filter uses k variables, it is possible to generate at least one equation of degree
≈ k/2 in the n keystream bits. These equations will be solved, as usual, by
linearization. We will need at most

∑k/2
i=0

(
n
i

)
≈
(

n
k/2

)
keystream bits in order to

obtain a complete saturated system solvable by linearization. Moreover, if for a
given f , there are several linear dependencies in C, we will be able to use several
linearly independent g, and for each keystream bit will obtain several equations.
Then the keystream requirements will be divided accordingly. For example in
Section 5.1 they are divided by 14. To summarise, we get the following general
attack for any Boolean function f with k inputs.

d k/2
ε 0

Data
(

n
k/2

)
Memory

(
n

k/2

)2
Complexity

(
n

k/2

)ω
Remark. This attack deals with the worst case. For specific functions the

cipher may be much less secure. For example in LILI-128, k = 10 and, with a
strict application of Theorem 6.0.1 we obtain the worst case complexity O(n6ω)



356 N.T. Courtois and W. Meier

(∀ Boolean function). In the extended version of this paper we show that, on
average (for a random Boolean function) the complexity is O(n5ω). Finally, for
the specific function used in LILI-128, our attack from Section 5.1 is in O(n4ω).

The Complexity of the Attack. This attack is polynomial when k is fixed.
This attack will only be exponential in n, if k = O(n). The number of bits used
in a non-linear filter cannot be small.

In practice, talking about polynomial (or not-polynomial) time is misleading
and should always be confronted with concrete results. Knowing that the max-
imum degree of the filtering function cannot exceed k, it can be seen that in
the scenario S1, any stream cipher with linear feedback can be broken in about(
n
k

)ω, given
(
n
k

)
keystream bits, by simple linearization. This simple attack is

already polynomial when k is fixed, and well known, see for example [13] or [3].
Here precisely is the problem: many stream ciphers, some of them unpublished
and proprietary, have been designed in such a way that, one has for example(
n
k

)ω ≈ 280. In practice, since our complexity
(

n
k/2

)ω is, very roughly the square
root of the previous one, we can break all these ciphers in roughly 240.

Resistance Criteria Against This Attack: By inspection we verify that
the requirement to achieve the best possible resistance against our attack is the
following. We need to make sure that no linear dependencies exist when both
sets A and B are generated up to any degree, strictly smaller than the degree
for which dependencies must exist, due to the theorem. It can be seen that it
boils down to assuring that:
Optimal Resistance Criterion: When both A and B are generated with
degrees in the xi up to �k/2� then the rank of the set C = A∪B is maximal. It
is easy to show that this criterion implies that the degree of f will be sufficiently
large to prevent the attack S1. However, it cannot guarantee that attacks of type
S2 (as in [10]) or S4, will not exist.

7 Consequences for the Design of Stream Ciphers

There are many interesting cases in which the attacks described in this paper will
work. For example, it can be seen that they will work for any regularly clocked
stream cipher with linear feedback and any Boolean function f such that:

1. either f uses a small subset of state bits, (e.g. 10), as in LILI-128, see Sec-
tion 6,

2. or is very, very sparse, as in Toyocrypt, see [10],
3. or can be factored with a low degree factor, as in Toyocrypt, see Section 3.1.
4. or can be approximated by one of the above (see e.g. our Scenario S4),
5. or it’s part of high degree is one of the above, for example in Section 5 it has

low degree factors.

We conclude that, in a stream cipher with linear feedback, the filtering func-
tion should use many state bits, for example at least6 32, and should not be
6 However, a too large number of state bits used in the filter function may conflict

with certain design criteria introduced in [13] to render inversion attacks infeasible.
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too sparse, so it has also many terms of very high degree (for example at least
32). Moreover the part of high degree, should not have a low degree factor, and
should itself also use many state bits. Then, no approximation of the part of
high degree (for example obtained by removing or adding a few very high degree
terms) should have a low degree factor, or should use a small number of state
bits. Finally, we see in the example of LILI-128, that specific functions may be-
have worse than a random Boolean function of the same size, for no apparent
reason.

Our Algebraic Security Criterion on f . It can be seen that the attacks
described in the present paper are possible when there exist h, g such that fg+
h = 0, with either h is of low degree, or h = 0 and g is of low degree. We observe
that in both cases, the degree of fg is smaller than expected: it is less than the
sum of the degrees of f and g. Hence, ideally, to resist algebraic attacks, given
the function f , for every function g of “reasonable” size the degree of fg should
always be equal7 to deg(f) +deg(g). This is the new design criterion we propose
for Boolean functions used in stream ciphers.

General Algebraic Attacks on Stream Ciphers. More generally, if there
are several filtering functions fi in a stream cipher, there should be no algebraic
combination of the fi and of “reasonable” size, that would have an unusually low
degree. By extension, this criterion also applies to stream ciphers that have only
one filtering function. Indeed a cipher having only one filtering function f , can
be seen as using several functions defined as: f, f ◦ L, f ◦ L2, . . .. It can be seen
that, in all cases, our security criterion can be re-formulated as: there should
be no non-trivial multivariate relations of low degree that relate the
key bits and one or many output bits of the cipher. Otherwise, if only
one such multivariate relation exists (for any reason), an algebraic attack as
described in this paper will be possible. It is important to see that this attack
scenario (that could be called S5) applies potentially to all ciphers with linear
feedback, even for filters with memory, see [2,11], and not only to ciphers using
stateless Boolean functions.

We obtain a design criterion, that is basically identical to the notion of non-
trivial equations defined in Section 2 of [7]. It is also very similar to the design
criterion given in [9] for the S-boxes of block ciphers.

8 Conclusion

In this paper we studied algebraic attacks on stream ciphers with linear feedback
(e.g. using LFSRs), such that the only non-linear component is a filtering func-
tion. We reduce their cryptanalysis to solving a system of algebraic equations,
namely an overdefined system of multivariate binary equations of low degree. We
present a method to decrease the degree of the equations, by multiplying them
by well chosen multivariate polynomials. Thus, we are able to cryptanalyse two
well known stream ciphers.
7 In practice, obviously, it is sufficient that the degree of fg does not become too small.

For example if it is always at least 10, all the attacks described in the present paper
become impractical.
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For Toyocrypt, a Cryptrec submission, our best attack requires only 249 CPU
clocks and some 20 Kbytes of keystream, for a 128-bit cipher. Compared to
the best known attack on Toyocrypt so far by Mihaljevic and Imai [18], our
new attack has simultaneously a much lower complexity, much lower memory,
and much looser requirements on the keystream. We also attacked LILI-128, a
Nessie submission, and obtained an attack in 257 CPU clocks for a 128-bit cipher,
unfortunately far from being practical (requires 257 keystream bits).

The main contribution of the present paper is the following. If the non-linear
function of a cipher with linear feed-back uses only a small subset of state bits,
the cipher will be insecure, though satisfying all the previously known design
criteria. If only k keystream bits are used out of n, it is widely known that
an attack in

(
n
k

)ω exists, whatever is the Boolean function, see [13] or [3]. Thus
many stream ciphers, have been designed in such a way that, one has for example(
n
k

)ω ≈ 280. In practice, since the worst-case complexity of our attack is
(

n
k/2

)ω,
roughly the square root of the previous one, we can break these ciphers in about
240. This attack works for any Boolean function (the worst-case). The examples
of Toyocrypt and LILI-128 show that for specific ciphers, the resistance against
algebraic attacks may be substantially worse.

It has long been known that for stateless Boolean functions used in stream
ciphers one is confronted with design criteria that may conflict each other. Our
attacks impose even stronger restrictions on the choice of such functions. Ex-
trapolating from our attack, we proposed a very general security criterion for
stream ciphers: the non-existence of multivariate relations of low degree relating
the key bits and the output bits. It turns out to be basically identical to the
security criterion defined in Section 2 of [7] for multivariate trapdoor functions,
and also to the requirements advocated in [9] for S-boxes of block ciphers.

Important Note: The attacks described in the present paper work given
any subset of keystream bits. In [11] it is shown that if the keystream bits are
consecutive, the attack complexity can be substantially reduced.

Acknowledgments. Many thanks to Philip Hawkes, Josef Pieprzyk and the
anonymous referees of Eurocrypt for their helpful comments.
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Abstract. Let p be a small prime and q = pn. Let E be an elliptic
curve over Fq. We propose an algorithm which computes without any
preprocessing the j-invariant of the canonical lift of E with the cost
of O(log n) times the cost needed to compute a power of the lift of
the Frobenius. Let µ be a constant so that the product of two n-bit
length integers can be carried out in O(nµ) bit operations, this yields
an algorithm to compute the number of points on elliptic curves which
reaches, at the expense of a O(n

5
2 ) space complexity, a theoretical time

complexity bound equal to O(nmax(1.19,µ)+µ+ 1
2 log n). When the field has

got a Gaussian Normal Basis of small type, we obtain furthermore an
algorithm with O(log(n)n2µ) time and O(n2) space complexities. From
a practical viewpoint, the corresponding algorithm is particularly well
suited for implementations. We outline this by a 100002-bit computation.

Keywords: Elliptic curves, canonical lifts, AGM.

1 Introduction

A prerequisite to the use in cryptography of elliptic curves defined over a finite
field is to count efficiently the number of its rational points so as to avoid weak
curves. Let p be a prime, n ∈ N

∗, q = pn and E be a given elliptic curve,
the previous problem is equivalent to computing the trace of the q-th power
Frobenius morphism Frq since �E(Fq) = 1 + q − Tr(Frq).

The first polynomial time algorithm to compute the trace of Frq is due to
Schoof [15]. It has been subsequently improved by Elkies and Atkin to achieve
a heuristically estimated running time of O((log q)2µ+2) bit operations where µ
is a constant such that the product of two n-bit length integers can be carried
out in O(nµ) bit operations. Up to now, this is the only known algorithm which
performs well for elliptic curves defined over fields of large characteristic.

Apart from these �-adic algorithms, an other important family of algorithms
uses p-adic techniques. The common idea behind these algorithms is to construct

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 360–373, 2003.
c© International Association for Cryptologic Research 2003
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a lift of the Frobenius morphism over a characteristic zero field. The first algo-
rithm that runs faster than the SEA algorithm is due to Satoh [13]. The idea is
to compute a lift of E such that its ring of endomorphisms is the same as the
ring of E. Such a lift is called the canonical lift of E. If we fix p (which shall
be small in practice), the computational time of this algorithm when n → ∞
is O(n2µ+1) and the memory consumption is O(n3). Shortly after, Vercauteren,
Preneel, Vandewalle [18] reduced the memory complexity to O(n2). Indepen-
dently, for the characteristic two case, an algorithm with the same asymptotic
complexities was found by Mestre [10], based on the algebraic geometric mean
(AGM).

In recent papers, Satoh, Skjernaa and Taguchi [12] improved further the
complexity of Satoh’s algorithm to reach a O(n2µ+ 1

2 ) time complexity and a
O(n2) space complexity after a O(n3) bit operations precomputation. Finally,
H. Kim et al. [7] showed that if the base field of the elliptic curve has a Gaussian
Normal Basis (which is the case for numerous fields in a cryptographic context),
the complexity in time of this algorithm can be reduced to O(n2µ+ 1

1+µ ).
Roughly, these algorithms can be split in two main phases. A first phase

consists in computing the j-invariant of the canonical lift of the given curve.
A second phase consists in a norm computation. The main contribution of this
paper is a new way to perform the lift phase. In a more precise fashion, let
Zq be the valuation ring of the unramified extension of degree n of Zp with
p a prime. If we denote by Sm,n the complexity of the Frobenius substitu-
tion with accuracy m in Zq and Tm,n the complexity of the product of two
elements of Zq with precision m, we present an algorithm of which the com-
plexity in time is log(n) max(Tn/2,n, Sn/2,n). In general, one can reach Sm,n =
O(nmax(1.19,µ)+ 1

2mµ). Since a norm can be computed in O(mµ+ 1
2nµ) [14], we ob-

tain an algorithm to count points the complexity of which is O(nmax(1.19,µ)+µ+ 1
2

log n) in time without any precomputation and O(n
5
2 ) in space. If the base field

admits a Gaussian Normal Basis, the complexity of the Frobenius substitution
can be reduced as low as O(nm) following [7]. We have in this case an algo-
rithm with O(log(n)n2µ) time complexity and O(n2) space complexity. We also
describe how our ideas apply to the AGM algorithm.

The paper is organized as follows. After some notations, we investigate how
generalized Artin-Schreier’s Equations can be solved (section 2) in order to de-
scribe the new algorithm in a quite general setting (section 3). Then, we explain
where the previous algorithm should be plugged for counting points on elliptic
curves and give results of experiments that we have performed (section 4).

Notations and complexity hypothesis. As in the introduction, we will assume
that the multiplication of two n-bit length integers takes O(nµ) bit operations.
Classically, with FFT integer multiplication algorithm, µ = 1 + ε.

Throughout the paper, p is a fixed small prime, q = pn and Fq is the finite
field with q elements. We shall denote by Zq the valuation ring of the unramified
extension of degree n of Qp, σ will denote the Frobenius substitution of the
fraction field of Zq considered as an extension of Qp and v will denote the non
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archimedian valuation of Zq. For each m ∈ N
∗, we have a canonical projection

πm : Zq → Zq/p
m

Zq and we will put π = π1 for the projection onto the finite
field Fq.

Many of mathematical objects involved in the algorithms described in the
following can be seen as lists of elements of Zp. Formally speaking, images by πm

of these elements of Zp will be in these algorithms said to be the mathematical
objects computed “at precision m” or “at accuracy m” or “modulo pm”. Follow-
ing the conventions of [12], we will denote by Tm,n the complexity of multiplying
two elements of Zpn with accuracy m. Furthermore, in the following Sm,n will
be the complexity in time to compute at accuracy m the image of an element of
Zq by a power of the Frobenius substitution.

If E is an elliptic curve over Fq, j(E) will be its j-invariant and E↑ the
canonical lift of E. We will assume that j(E) ∈ Fq \ Fp2 . The point at infinity
of an elliptic curve will be denoted by O.

2 Arithmetic with p-adic Elements

2.1 Representing Zq

Polynomial Basis. Let L/K be a finite separated algebraic extension of a
field K of degree n. By the primitive element theorem and the definition of an
algebraic extension, there exists non canonical isomorphisms

ϕ : L→ K[t]/F (t)K[t],

with F (t) an irreducible polynomial of K[t] of degree n. Such an isomorphism
yields a basis of L/K called a polynomial basis. It provides a classical way to
work with L which consists in handling equivalence classes in the quotient of
the commutative ring K[t] by one of its maximal ideal F (t)K[t]. In the specific
setting of p-adics, each equivalence class is uniquely determined by a polynomial
of Qp[t] of degree strictly smaller than n. Consequently, any element of Zq can be
seen as a polynomial of degree smaller than n. With such a representation, adding
two elements of Zq is the same as adding two elements of Zp[t]. Multiplying two
elements of Zq is the same as multiplying two elements of Zp[t] and reducing the
result modulo F (t). This yields Tm,n = O(nµmµ) for multiplying two elements
at precision m.

Since there are numerous irreducible elements of degree n in Zp[t], there are
numerous ways to represent Zq. In order to have a Frobenius computation as
fast as possible, it is better in our case to use a polynomial with a small number
of terms, each term defined over Fp (cf. section 2.2).

Gaussian Normal Basis. If moreover we suppose that L/K is a Galois exten-
sion and that L = K(α), then we know that (σi(α)), 0 ≤ i ≤ n − 1 is a basis
of L/K called a normal basis. This basis is well suited to compute the action of
the Galois group of L/K. Lifting to Zq Gaussian Normal Basis defined on finite
fields [9], we get the following result [7].
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Proposition 1. Let q be a prime or a prime power, and n, t be positive integers
such that nt+ 1 is a prime not dividing q. Let γ be a primitive (nt+ 1)− th root
of unity in some extension field of of Qp. If gcd(Mt/e, n) = 1 where e denotes
the order of q modulo nt + 1, then for any primitive t − th root of unity τ in
Z/(nt+ 1)Z,

α =
t−1∑
i=0

γτ i

,

generates a normal basis over Qp called a Gaussian Normal Basis (GNB) of type
t. Furthermore, [Qp(α) : Qp] = n.

H. Y. Kim et al. handled elements of Zq with such a representation by working
in the basis defined by γ. This yields Tm,n = O((tnm)µ) for multiplying two
elements at precision m.

2.2 Lifting the Frobenius

We now study the complexity of the Frobenius substitution σk for k ∈ Z.

Polynomial Basis. Let F be the defining polynomial of the extension Zq which
can be chosen to have very few non zero coefficients in Fp (O(log n) terms is a
reasonable assumption in general). If t is a root of F , then we can compute σk(t)
with precision m by the use of a Newton iteration applied to the polynomial F
and initial term tp

k

. The cost of the operation is O(log2(n)nµmµ) bit operations
if F has got O(log(n)) terms.

Also, we can write every elements of Zq as a sum x =
∑n−1

i=0 xit
i with xi ∈ Zp.

We have

σk(x) =
n−1∑
i=0

xiσ
k(t)i, ∀k ∈ Z, (1)

and to get the result, it remains to substitute σk(t) as a polynomial in equa-
tion (1). This substitution can be easily done in n(nm)µ bit operations.

Vercauteren pointed out to the authors that an algorithm due to Brent and
Kung [1] can be improved to decrease significantly this complexity [17]. Briefly,
Brent and Kung’s algorithm consists in writing x as

√
n blocks of

√
n terms,

in precomputing
√
n powers of σk(t), in substituting in each block t by σk(t)

and finally in obtaining the result with
√
n additional multiplications in Zq. Ver-

cauteren’s idea is to replace the
√
n substitutions involved in Brent and Kung’s

algorithm by the product of a
√
n ×
√
n matrix (obtained with the coefficients

in Zp of x) by a
√
n × n matrix (obtained with the coefficients of the powers

of σk(t)). This can be done with
√
n matrix products of size

√
n ×
√
n. Cop-

persmith and Winograd [3] have an asymptotic time complexity for a D × D
matrix multiplication of O(D2.38), but with a large constant factor. In practice,
Strassen’s algorithm [16] is often used, it has a O(D2.81) time complexity.
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Therefore, we have from a theoretical (resp. practical) viewpoint Sm,n =
O(nmax(1.19,µ)+ 1

2mµ) (resp. O(nmax(1.4,µ)+ 1
2mµ)) in this case. Furthermore we

have to store �
√
n� polynomials, so a space complexity of O(n

3
2m).

Remark 1. Satoh, Skjernaa and Taguchi [12] exhibit an other way to compute σ
or σ−1. It consists in working in a basis generated by a q − 1-th root of unity ψ
in Zq. This can be done at precision m at the expense of a precomputation with
O(n1+µm) time complexity. Then, this yields an algorithm to compute σ or σ−1

with time complexity equal to O(nµmµ). However, it is not clear to the authors
how this can be extended in order to have an algorithm with complexity smaller
than O(nmax(1.19,µ)+ 1

2mµ) to compute σk, k ∈ Z.

Gaussian Normal Basis. In the case of a base field handled with a Gaussian
Normal Basis of type t as described at the end of section 2.1, computing σk

can be done by a simple permutation of the nt components of x. This can be
easily done in Sm,n = O(nmt) bit operations. A more elaborated implementation
strategy (with indexes) yields a O(n) time complexity [7].

2.3 Computing p-adic Norms

Polynomial Basis. Satoh outlines that when ordp(a− 1) > 1
p−1 , the following

formula can be used

NZq/Zp
(a) = exp(TrZq/Zp

(log a)).

This yields a O(nµmµ+ 1
2 ) time complexity with space equal to O(nm) with the

clever algorithm described in [12].
In the more general case a ∈ Z

×
q and p odd, one can compute the norm of an

element by

NZq/Zp
(a) = T(NFq/Fp

(π(a))NZq/Zp
(T(π(a)−1)a),

where T is the Teichmüller lifting map [14]. The complexity of this method is
the same as the previous one, except when m is much larger than n. In this last
case, the complexity of Satoh’s approach is O(nµ+1mµ).

In fact, we can use the algorithm NewtonLift (cf. section 3) with a polynomial
φ given as φ(x, y) = xp − y, to compute the Teichmüller lifting map too.

Gaussian Normal Basis. In a Gaussian Normal Basis of type t, H. Y. Kim
et al. described an algorithm of the type “divide and conquer” in order to com-
pute the norm of an element of Zq with precision m. This algorithm has got a
O((log n)nµmµ) time complexity and a O(nµmµ) space complexity.
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2.4 Computing Roots of Generalized Artin-Schreier’s Equations

We recall that if Fq is a field of characteristic p, an Artin-Schreier’s equation is
an equation of the form xp − x+ β = 0 with β ∈ Fq. Such an equation is known
to have a solution provided that TrFq/Fp

(β) = 0. In an slightly different setting,
we will say that an equation is a generalized Artin-Schreier’s equation if it can
be written as

σ(x) + ax+ b = 0, with a, b ∈ Zq. (2)

In particular, π applied to equation (2) gives all classical Artin-Schreier’s equa-
tions. We present here an algorithm to find a root of such an equation.

Algorithm 2.1 ArtinSchreierRoot
Algorithm to solve generalized Artin-Schreier’s equation.
Input: a and b in Zq/pm

Zq, m and ν in N.
Output: A and B such that a solution of σ(x) = ax + b mod pm satisfies
σν(x) = σν(A)x + σν(B) mod pm.

Step 1. if ν = 1 then return σn−1(a) mod pm, σn−1(b) mod pm;
Step 2. A, B := ArtinSchreierRoot(a, b, m, � ν

2 �);
Step 3. A, B := Aσn−� ν

2 �(A) mod pm, Aσn−� ν
2 �(B) + B mod pm;

Step 4. if ν mod 2 = 1 then A, B := Aσn−ν(a) mod pm, Aσn−ν(b)+B mod pm;
Step 5. return A, B;

Correctness. We now explain that the algorithm returns the right result. By
an easy recurrence with starting point σ(x) = ax + b, we can write that for all
k ∈ N, σk(x) ≡ akx + bk mod pm. We know that σn(x) = x, which means that
(1− an)x = bn. To compute an and bn, algorithm 2.1 is an adaptation of the
classical “square and multiply” algorithm (used for exponentiations) based on
the following composition formula,

∀k, k′ ∈ Z
2, σk+k′

(x) = σk′
(ak)ak′x+ σk′

(ak)bk′ + σk′
(bk).

Complexity. The algorithm goes through step 3 or step 4 a number of times
which is O(log n) and these steps are performed in max(Sm,n, Tm,n). Therefore,
the complexity in time, of this algorithm is O(log n) max(Sm,n, Tm,n). We have
showed previously that the space complexity of Sm,n is O(n2) if the base field
admits a Gaussian Normal Basis and O(n

5
2 ) otherwise.

Remark 2. If the valuation of a is greater than zero, it should be noted that
some implementation tricks can be used to improve the constant term of the
complexity of the algorithm ArtinSchreierRoot.

– First, if we put (A,B) = ArtinSchreierRoot(a, b,m, ν), we have v(A) ≥ ν.
As a consequence, if m ≤ ν, then A = 0 mod pm.
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– Second, if we put κ = � ν
2 � in the expression Aσn−κ(A) mod pm (resp.

Aσn−κ(B) +B) computed in step 3, we have that v(Aσn−κ(A)) ≥ 2κ (resp.
v(Aσn−κ(B)) ≥ κ) and so this computation has to be done only to precision
m− 2κ (resp. m− κ). Similar optimizations hold for step 4.

Remark 3. Any fast exponentiating algorithm based on “addition-subtraction”
chains can be adapted in this case, this yields in practice an easy speeding up.

Remark 4. Algorithm 2.1 is obviously still valid if we replace σ by any element
Σ of Gal(L/Qp) with L the fraction field of Zq. In particular, it is still true for
σ−1.

3 Lifting Algorithms

In this section, we describe an algorithm which solves a general problem involved
in the counting points algorithms considered in section 4. This problem consists,
for a fixed m ∈ N, in finding a root in Zq at precision m of an equation of the
form

φ(x,Σ(x)) = 0, (3)

with φ a polynomial with coefficients in Zq when a solution x0 at low precision
of such an equation is already known.

More specifically, Satoh et al. underlined the importance in the so-called
SST algorithm to solve this problem when φ is equal to Φp, the p-th modular
polynomial (to compute the j-invariant of the canonical lift) [12], or equal to
xp − y (for computing the Teichmüller lift) [14]. Since the idea behind the SST
algorithm is to use the Taylor expansion of φ to increment by one the precision
of the root of equation (3) computed at the intermediate steps in the algorithm,
it is not difficult to generalize it to a more general φ. This is what was done for
instance in [5] with a polynomial φ related with the AGM method. We give the
corresponding algorithm for the general case in section 3.1, before comparing it
with a new approach developed in section 3.2.

3.1 SST Algorithm

This algorithm can be seen as an application of the following proposition.
Proposition 2. Let L be a field complete with respect to a non archimedian
valuation v and R be its valuation ring. Let φ(x, y) ∈ R[x, y] be a polynomial in
two variables, Σ a valuation preserving morphism of R and α0 ∈ R such that

v(φ(α0, Σ(α0))) > 2v(
∂φ

∂x
(α0, Σ(α0)))

and

v(
∂φ

∂y
(α0, Σ(α0))) > v(

∂φ

∂x
(α0, Σ(α0)))

if we define the sequence αi by the recurrence relation
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αi+1 = αi −
φ(αi, Σ(αi))
∂φ
∂x (αi, Σ(αi))

then the sequence (αi, Σ(αi)) converges toward a root of φ in R.

Proof. For convenience, we put f(αi) = φ(αi, Σ(αi)), fx(αi) = ∂xφ(αi, Σ(αi))
and fy(αi) = ∂y(αi, Σ(αi)). We show inductively that v(αi) ≥ 0 and that
v(f(αi)/f2

x(αi)) > 0. In the course of the proof, we will show that v(f(αi+1)) >
v(f(αi)), which clearly implies the result.

1. As v(f(αi)/f2
x(αi)) > 0, we have by hypothesis

v(αi+1 − αi) = v(f(αi)/fx(αi)) > v(fx(αi)) ≥ 0 (4)

and, as v(αi) ≥ 0, we obtain that v(αi+1) ≥ 0.
2. By a Taylor expansion, we have

f(αi+1) = f(αi)− fx(αi)
f(αi)
fx(αi)

− fy(αi)Σ
(
f(αi)
fx(αi)

)
+ Λ(αi)

with

v(Λ(αi)) ≥ v
(
f2(αi)
f2

x(αi)

)
and v(fy(αi)Σ

(
f(αi)
fx(αi)

)
) = v

(
fy(αi)
fx(αi)

)
v(f(αi)).

As a consequence, we obtain using the hypothesis v(fy(αi)/fx(αi)) > 0, that

v(f(αi+1)) ≥ min(v
(
f(αi)
f2

x(αi)

)
, v

(
fy(αi)
fx(αi)

)
)v(f(αi)) > v(f(αi)). (5)

By induction hypothesis, we have that v(f(αi+1) − f(αi)) = v(f(αi)/
fx(αi)) ≥ v(fx(αi)) and so, by a Taylor expansion of fx(αi+1) and fy(αi+1)
combined with equation (4), we get that v(fx(αi+1)) = v(fx(αi)) and
v(fy(αi+1)) ≥ v(fy(αi)) > v(fx(αi+1)). As a consequence of equation (5),
we obtain

v(f(αi+1)/f2
x(αi+1)) > v(f(αi)/f2

x(αi)).

From equation (4), this yields v(αi+2 − αi+1) > v(αi+1 − αi).

Using proposition 2, SST algorithms can be seen as an application of algo-
rithm 3.1.

Algorithm 3.1 SSTLift
Algorithm to compute a root of φ(x, Σ(x)) mod pm, knowing a solution x0

modulo p2k+1 where k = v(∂φ/∂x(x0, Σ(x0))).
Input: x0 ∈ Zq/p2k+1

Zq, m ∈ N.
Output: x a solution of φ(x, Σ(x)) mod pm.

Step 1. w := �mµ/(µ+1)�; d any lift of ∂xφ(x0, Σ(x0)) to Zq/pw+k
Zq;

Step 2. x any lift of x0 to Zq/pw+k
Zq
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Step 3. for (i := k + 1; i < w + k; i := i + 1) {
Step 4. y := Σ(x);
Step 5. x := x− φ(x, y)/d;
Step 6. }
Step 7. y := Σ(x) mod pw+k;
Step 8. Dx := ∂xφ(x, y) mod pw+k; Dy := ∂yφ(x, y) mod pw+k;
Step 9. for (j := 1; jw + k < m; j := j + 1){
Step 10. Lift x to Zq/p(j+1)w+k

Zq;
Step 11. y := Σ(x) mod p(j+1)w+k;
Step 12. V := φ(x, y) mod p(j+1)w+k;
Step 13. for (i := 0; i < w; i := i + 1) {
Step 14. ∆x = −p−(jw+i)V/d;
Step 15. ∆y = Σ(∆x) mod pw−i+k;
Step 16. x := x + pjw+i∆x mod p(j+1)w+k;
Step 17. V := V + pjw+i(Dx∆x + Dy∆y) mod p(j+1)w+k;
Step 18. }
Step 19. }
Step 20. return x;

In algorithm 3.1, we can take for Σ either the Frobenius or the inverse Frobe-
nius substitution. If we replace φ in (3.1) by φ(x, y) = Φp(y, x) the p-th modular
polynomial (resp. by φ(x, y) = yp − x) we get the algorithm 2.1 of [12] (resp.
algorithm 3 of [14]).

Complexity. We refer to the article [12] for a detailed complexity analysis of the
algorithm. Briefly, the complexity depends on the time spent in the outer and
inner loops which begin respectively at step 9 and 13. Due to the fact to the
outer loop is executed at most �m/w� times and the inner loop is performed at
most m times, it is easy to deduce that the overall complexity of the algorithm
is

O(max((m/w) max(Sw,n, Tw,n),
∑

1≤j≤m/(w+1)

T(j+1)w,n)).

Since in Satoh’s case, Sm,n = Tm,n = O(nµmµ), we recover the O(max(m(nw)µ,
nµmµ+1w−1)) complexity proved in [12].

Remark 5. It should be noted that proposition 2 yields a linear convergence.

3.2 Extending Newton’s Algorithm

We now present an enhanced version of the preceding algorithm in the case of the
morphism Σ is a power of σ. The main idea behind our approach is to slightly
modify the well-known Newton’s algorithm for computing roots of univariate
polynomials over Zq in order to recover a quadratic convergence.
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Specifically, let φ ∈ Zp[x, y] be a bivariate polynomial with coefficients in
Zq. Let x0 ∈ Zq be a zero of the equation φ(x,Σ(x)) = 0 mod pw, w ∈ N. We
suppose moreover that we have

v(
∂φ

∂x
(x0, Σ(x0))) ≥ v(

∂φ

∂y
(x0, Σ(x0)))

and

v(φ(x0, Σ(x0))) > v(
(
∂φ

∂y

)2

(x0, Σ(x0))).

The only difficulty against the univariate polynomial case is the composition with
Σ. But, since such morphisms preserve valuations, proving a result in this case
is very close to the proof for the classical Newton convergence [8, pages 493-494].
We omit it here and prefer to give directly the corresponding algorithm.

Algorithm 3.2 NewtonLift
Algorithm to compute a root of φ(x, Σ(x)) mod pm, knowing a solution x0

modulo p2k+1 where k = v(∂φ/∂y(x0, Σ(x0))).
Input: x0 ∈ Zq/p2k+1

Zq, m ∈ N.
Output: x a solution of φ(x, Σ(x)) mod pm.

Step 1. if m ≤ 2k + 1 then return x0;
Step 2. w := �m

2 �+ k;
Step 3. x := NewtonLift(x0, w);
Step 4. Lift x to Zq/pm

Zq; y := Σ(x) mod pm;
Step 5. ∆x := ∂xφ(x, y) mod pw−k; ∆y := ∂yφ(x, y) mod pw−k;
Step 6. V := φ(x, y) mod pm;
Step 7. a, b := ArtinSchreierRoot(−V/(pw−k∆y),−∆x/∆y, w − k, n);
Step 8. return x + pw−k(1− a)−1b;

Correctness. We assume inductively that we know a root x0 of φ(x,Σ(x)) at
precision w = �m

2 � + k and we explain why the algorithm returns a root of the
same equation at precision m.

If we put f(x) = φ(x,Σ(x)), we have, once x0 lifted to precision 2w − 2k,

∀δ ∈ Zq, f(x0 + pw−kδ)− f(x0) ≡ pw−k(δ∆x +Σ(δ)∆y) mod p2w−2k,

with ∆x ≡ ∂xφ(x0, Σ(x0)) mod pw−k and ∆y ≡ ∂yφ(x0, Σ(x0)) mod pw−k. We
want to find δ at precision w − k such that f(x0 + pw−kδ) ≡ 0 mod p2w−2k,
which we can restate in the following form,

−f(x0)
pw−k

≡ δ∆x +Σ(δ)∆y mod pw−k. (6)

Rewriting equation (6) as Σ(δ) ≡ aδ + b mod pw−k, with a = −∆x/∆y and
b = −f(x0)/pw−k∆y, we recognize an Artin-Schreier’s equation since a and b
are in Zq. Calling algorithm 2.1 for Σ with a and b, yields a solution δ at precision
w − k and x+ pw−kδ is a root of f with precision at least equal to m.
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Complexity. The algorithm calls itself recursively O(log n) times and the step
with the largest cost is the call to ArtinSchreierRoot algorithm. The com-
plexity of this call is O(log n) max(Sw,n, Tw,n) where w is nearly multiplied
by two at each recursive call. Therefore, the complexity of this algorithm is
O(log nmax(Sm,n, Tm,n)). In general, this yields a O(mµnmax(1.19,µ)+ 1

2 log n)
time complexity and a O(mn

3
2 ) space complexity (cf. section 2)). Over Gaussian

Normal Basis, this yields a O(log(n)nµmµ) time complexity and a O(nm) space
complexity.

4 Application to Point Counting

We now illustrate how we can use algorithm 3.2 to compute the canonical lift of
an elliptic curve. We apply these ideas to the Satoh’s and Mestre’s algorithms.

4.1 Satoh’s Algorithm

We quickly recall Satoh’s algorithm [14] to count points on elliptic curves E
defined over Fq. For this, if f is an isogeny between two elliptic curves E1 and E2
and τi = −Xi/Yi a local parameter of Ei around Oi then we have an expansion
of f around O as f∗(τ2) = c1τ1 + c2τ2 + . . . and we put lc(f) = c1 the leading
coefficient of this expansion.

Let E(i) be the image of the ith iterate of the little Frobenius on E and V (i)
p

be the dual of the little Frobenius between E(i−1) and E(i), Satoh’s approach is
as follows.

1. Let m be the smallest integer such that pm > 4
√
q.

2. Compute j(E(i−1)↑) and j(E(i)↑) mod pm+O(1) for some integer i.
3. Compute c = lc(V (i)↑

p ).
4. Compute t′ =

√
NZq/Zp

(c), the sign of the square root can be determined
following [14].

5. Return t ∈ Z satisfying t ≡ t′ mod pm and |t| < 2
√
q.

For a detailed analysis of each of these steps we refer to [14].
We emphasize here that step 2 may be improved by the use of the procedure

NewtonLift applied to

φ(x, y) = Φp(x, y),

since, by Kroneker’s relation φp(x, y) = (xp − y)(yp − x) mod p, we have

∂Φp

∂x
(x, σ(x)) = 0 mod p and

∂Φp

∂y
(x, σ(x)) 
= 0 mod p.

Finally, the time complexity of this algorithm is trivially the same as that
of the algorithm NewtonLift (cf. section 3.2) since the time needed to compute
NZq/Zp

at step 4 is slightly smaller (cf. section 2.3).
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4.2 Mestre’s Algorithm

In [10], Mestre describes a very efficient algorithm to count points on elliptic
curves defined over F2n . It makes use of the algebraic-geometric mean (AGM).

We first describe the one variable version of this algorithm since this version
of Mestre’s algorithm is usually what is used in practice (cf. [5]). Let E be an
elliptic curve defined over the field F2n by an equation y2 + xy = x3 + a6. We
can consider the sequence of elements of Z2n defined by

αn+1 =
1 + αn

2
√
αn

, (7)

with first term equal to α0 = 1 + 8a6 ∈ Z2n . The square root in equation (7) is
chosen such that

√
1 + 8t = 1 + 4t′ with t, t′ ∈ Z2n . Then it turns out that

Tr(Frq) = NZ2n /Z2

(
2α�n/2�+3

1 + α�n/2�+3

)
.

Another important fact is that αn+1 � σ(αn) mod 2n+3. Therefore, as in
Satoh’s algorithm, the AGM method can be clearly divided in two parts. The first
part is intended to compute a root of 4xσ(x)2 = (1 +x)2 at precision �n/2�+ 3.
The second part yields the trace of the Frobenius with a norm computation.

The first part can be solved with algorithm 3.1 (cf. [5]). But it may be
improved by the use of the procedure NewtonLift applied to

φ(x, y) = 4xy2 − (1 + x)2,

since v(∂φ
∂x (α0, σ(α0))) ≥ v(∂φ

∂y (α0, σ(α0))).
As in section 4.1, the time complexity of this algorithm is trivially the same

as that of the algorithm NewtonLift (cf. section 3.2).

4.3 Results

We implemented the application to AGM of the NewtonLift algorithm described
in section 4.2. This was done with a finite field C library called ZEN [2] built
over GMP [4]. We measured the time needed to compute the number of points
on elliptic curves over F2n with n slightly larger than 1000, 2000, 4000, 8000,
16000, 32000 and 65000 on a 731 MHz DEC alpha computer. We give these
timings in Table 1 and compare them with timings for finite fields of similar sizes
measured with our implementation of the original AGM method as published
by Mestre [10].

Let us note that at the time of writing the largest such computation ever
done is a 130020-bit computation by Harley [6].
Remark 6. We designed our implementation for finite fields with a Gaussian
Normal Basis of type 1 in order to experimentally check the quadratic behav-
ior of the algorithm. Therefore, the exponents n used for our experiments are
even. Finite fields with prime exponents are usually preferred for cryptographic
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Table 1. Timings for counting points on elliptic curves defined over F2n .

n NewtonAGM, GNB type 1 Original AGM
Lift Norm Total Lift Cycle Total

1000 - - - 1mn 6s 4mn 22s 5mn 28s
1018 2.4s 1.6s 4s - - -
2003 - - - 16mn 28s 57mn 49s 1h 13mn
2052 10.1s 7.2s 17.3s - - -
4001 - - - 2h 3mn 8h 56mn 10h 59mn
4098 1mn 45s 1mn 45s - - -
8009 - - - 23h 5mn 4d 2h 5d 1h
8218 6mn 30s 4mn 30s 11mn - - -
16420 34mn 23mn 57mn - - -
32770 3h 17mn 2h 18mn 5h 35mn - - -
65538 15h 45mn 13h 20mn 1d 5h - - -
100002 1d 18h 1d 16h 3d 10h - - -

purposes. They can be handled through Gaussian Normal of larger types. For
instance, since multiplying two elements over a GNB of type 2 can be done in
two times the time needed to multiply two elements over a GNB of type 1 for
finite fields of similar size [7], it is not difficult to derive timings of such an im-
plementation for counting points over GNB of type 2. Similar arguments hold
for larger types.

5 Conclusion

We have described the first point counting algorithm the time complexity of
which is as a function of n equal to O(n2+ε). We reach this complexity for finite
fields with Gaussian Normal Basis and this seems to be what we can reasonably
hope for such a problem. More generally, thanks to Vercauteren’s ideas, this algo-
rithm achieves without any precomputation a time complexity of O(n2.69+ε log n)
bit operations with a space consumption of O(n2.5). Furthermore, it should be
noted from a practical viewpoint that implementing this algorithm is probably
easier than implementing previous known algorithms.

In a forthcoming paper, we deal with a higher dimensional version of this
algorithm in order to generalize AGM algorithm to the higher genus case (we
refer to [11]). As a consequence, it is expected that the conclusions related to
the complexity of elliptic curve point counting algorithms should apply to some
higher genus cases.

Acknowledgments. The authors would like to thank Frederik Vercauteren for
its valuable comments about the computation of σk and Pierrick Gaudry for its
remarks on preliminary versions of this paper.
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Abstract. We generalize the Weil descent construction of the GHS at-
tack to arbitrary Artin-Schreier extensions. We give a formula for the
characteristic polynomial of Frobenius of the obtained curves and prove
that the large cyclic factor of the input elliptic curve is not contained in
the kernel of the composition of the conorm and norm maps. As an ap-
plication we almost square the number of elliptic curves which succumb
to the basic GHS attack, thereby weakening curves over F2155 further.
We also discuss other possible extensions or variations of the GHS attack
and conclude that they are not likely to yield further improvements.

1 Introduction

The Weil descent technique, proposed by Frey [7], provides a way of mapping
the discrete logarithm problem on an elliptic curve (ECDLP) over a large finite
field Fqn to a discrete logarithm problem on a higher dimensional abelian variety
defined over the small finite field Fq. One can then study possible further con-
structions of such abelian varieties and the hardness of the discrete logarithm
problem thereon.

This was subsequently done by Galbraith and Smart [11] and Gaudry, Hess
and Smart [12], in even characteristic (i.e. for q a power of 2). The construc-
tion of [12] yields a very efficient algorithm to reduce the ECDLP to the dis-
crete logarithm in the divisor class group of a hyperelliptic curve over Fq. Since
subexponential algorithms exist for the discrete logarithm problem in high genus
hyperelliptic curves, this gives a possible method of attack against the ECDLP.
We refer to the method of [12] as the GHS attack.

Menezes and Qu [20] analyzed the GHS attack in some detail and demon-
strated that it did not apply to the case when q = 2 and n is prime. Since this is
the common case in real world applications, the work of Menezes and Qu means
that the GHS attack does not apply to most deployed systems. However, there
are a few deployed elliptic curve systems which use the fields F2155 and F2185 [16].
Hence there is considerable interest as to whether the GHS attack makes all
curves over these fields vulnerable. In [22] Smart examined the GHS attack for
elliptic curves with respect to the field extension F2155/F231 and concluded that
such a technique was unlikely to work for any curve defined over F2155 .

Jacobson, Menezes and Stein [17] also examined the field F2155 , this time
using the GHS attack down to the subfield F25 . They concluded that such a

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 374–387, 2003.
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strategy could be used in practice to attack around 233 isomorphism classes
of elliptic curves defined over F2155 . Since there are about 2156 isomorphism
classes of elliptic curves defined over F2155 , the probability that the GHS attack
is applicable to a randomly chosen one is negligible. A further very detailed
analysis for many other fields was carried out by Maurer, Menezes and Teske [18].
They identified all extension fields F2n , where 160 ≤ n ≤ 600, for which there
should exist a cryptographically interesting elliptic curve over F2n such that the
GHS attack is more efficient for that curve than for any other cryptographically
interesting elliptic curve over F2n . Ciet, Quisquater and Sica [5] discussed the
security of fields of the form F22d where d is a Sophie-Germain prime.

Galbraith, Hess and Smart [10] extended the GHS attack to isogeny classes of
elliptic curves. The idea is to check whether a given elliptic curve is isogenous to
an elliptic curve for which the basic GHS attack is effective. Then one computes
the isogeny and reduces the ECDLP to that curve. This greatly increased the
number of elliptic curves which succumb to the GHS attack.

The GHS attack has also been generalized to hyperelliptic curves, in even
characteristic by Galbraith [9] and odd characteristic by Diem [6].

In this paper we extend the GHS attack for elliptic curves in characteristic
two even further, almost squaring the number of curves for which the basic
GHS attack of [12] was previously applicable. In order to do so we generalize
the construction of [12] and [9] to arbitrary Artin-Schreier extensions, and this
enables us to utilize different Artin-Schreier equations than have been previously
considered. These new results are then combined with the technique of [10].

For example, for the field extension F2155/F25 , among the 2156 isomorphism
classes of curves there are around 2104 which are vulnerable to attack under the
extended method of [10]. Using the new construction we obtain that around 2123

additional isomorphism classes should now be attackable.
On the other hand it should be noted that the curves produced by our gen-

eralized construction, although they have the same genera as in [12], are no
longer hyperelliptic. As a consequence solving the discrete logarithm problem in
the divisor class group of these curves is much more complicated and in general
slower by a factor polynomial in the genus. The precise efficiency and practical
implications have yet to be determined.

In the paper we further give a formula for the characteristic polynomial of
Frobenius of the constructed curves and discuss conditions under which the dis-
crete logarithm problem is preserved when mapped to the corresponding divisor
class group by the conorm-norm homomorphism. In even characteristic special
versions of these results have been presented in [13], and similar statements for
the conorm-norm homomorphism have been independently obtained by Diem [6].
We additionally discuss a number of other possible variations of the construc-
tion, and conclude that they are not likely to yield any further improvements.
We also address the algorithmic issues of computing the final curves and solving
the discrete logarithm on them.

The results of this paper show that curves defined over fields of composite
extension degree over F2, especially 155, may be more susceptible to Weil descent
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attacks than suggested by previous methods. Our techniques do however not
pose a threat for prime extension degrees in small characteristic or prime fields
in large characteristic.

The remainder of the paper is organized as follows. In section 2 we describe
the technique of Weil descent using Artin-Schreier extensions. In section 3 we
specialize to elliptic curves and even characteristic, and generalize the construc-
tion of [12]. In section 4 we combine these results with the method of [10] thereby
obtaining our new construction. In section 5 we investigate various possibly more
effective extensions and variations, and in section 6 we address algorithmic issues
of computing the final curves and solving the discrete logarithm problem. Due
to lack of space some proofs had to be omitted but will appear in the full version
of the paper.

2 Weil Descent with Artin-Schreier Extensions

In this section we briefly describe Artin-Schreier extensions, defined below, and
explain how the discrete logarithm in the divisor class group of an Artin-Schreier
curve of small genus over a large finite field can be related to an equivalent
discrete logarithm problem in the divisor class group of a curve of larger genus
but defined over a smaller finite field.

Let p be a prime, q = pr, k = Fq and K = Fqn . We abbreviate F = K(x) and
let f ∈ F be a rational function. A simple Artin-Schreier extension, denoted by
Ef , is given by adjoining to F a root of the polynomial yp−y−f ∈ F [y]. Examples
of such extensions are the function fields of elliptic curves in characteristic two
and three.

The Artin-Schreier operator is denoted by ℘(y) = yp− y. We then also write
F (℘−1(f)) for Ef and ℘(F ) = { fp − f | f ∈ F }. More generally we will use
the following construction and theorem which is a special version of [21, p. 279,
Theorem 3.3]:

Theorem 1 Let F̄ be a fixed separable closure of F . For every additive subgroup
∆ ≤ F with ℘(F ) ⊆ ∆ ⊆ F there is a field C = F

(
℘−1(∆)

)
with F ⊆ C ⊆ F̄

obtained by adjoining all roots of all polynomials yp−y−d for d ∈ ∆ in F̄ to F .
Given this, the map

∆ �→ C = F
(
℘−1(∆)

)
defines a 1-1 correspondence between such additive subgroups ∆ and abelian ex-
tensions C/F in F̄ of exponent p.

We intend to apply this construction only for very special ∆ which we in-
troduce in a moment. By a Frobenius automorphism with respect to K/k of a
function field over K we mean an automorphism of order n = [K : k] of that
function field which extends the Frobenius automorphism of K/k. Raising the
coefficients of a rational function in F = K(x) to the q-th power yields for ex-
ample a Frobenius automorphism of F with respect to K/k, which we denote
by σ.
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For f ∈ F we define ∆f := { dp − d +
∑n−1

i=0 λiσ
i(f) | d ∈ F and λi ∈ Fp }.

Also, let mf =
∑m

i=0 λit
i with λm = 1 be the unique polynomial of smallest

degree in Fp[t] such that
∑m

i=0 λiσ
i(f) = dp − d for some d ∈ F .

In the following we consider the field C = F
(
℘−1(∆f )

)
which exists by

Theorem 1. One can show that it has degree pdeg(mf ) over F .
Given Ef and K/k, the basic idea of Weil descent with Artin-Schreier ex-

tensions is to derive certain conditions under which C admits a Frobenius auto-
morphism with respect to K/k extending σ. One then forms the fixed field C0 of
that automorphism, which is the function field of a curve defined over k and has
the same genus as C. The discrete logarithm problem is mapped from Cl0(Ef )
to Cl0(C0), the divisor class groups of degree zero divisors of Ef and C0, using
the composition of the conorm map ConC/Ef

and the norm map NC/C0 . There
are thus three main questions:

1. Under which conditions does σ extend to a Frobenius automorphism of C
with respect to K/k?

2. What is the genus of C?
3. Is the discrete logarithm problem preserved under the conorm-norm map?

In the full version of the paper we answer these questions for general Artin-
Schreier extensions in every characteristic. For the sake of simplicity and since
it is the most interesting case we restrict to elliptic curves in characteristic two
in this paper. We only note the following theorem, where gC and gEf

denote the
genus of C and Ef respectively.

Theorem 2 Assume deg(mf ) ≥ 2, ∆f ∩K ⊆ ℘(F ) and that F
(
℘−1(f, σ(f))

)
has genus greater than 1. The genus of C then satisfies

gEf
pdeg(mf )−2 + 1 ≤ gC ≤ gEf

· n (pdeg(mf ) − 1)/(p− 1).

The cofactor n in the upper bound can be dropped if f has σ-invariant poles.
The theorem means that any attack using an Artin-Schreier construction fails
if deg(mf ) is too large since the genus of C is exponential in deg(mf ). A lower
bound for deg(mf ) is given by the smallest degree of a non-linear factor in Fp[t]
of the polynomial tn−1 ∈ Fp[t]. For prime values of n this is usually too big. We
remark that the conditions of the theorem are not restrictive in our situation.
If one of them is not satisfied the discrete logarithm problem would in practice
not be preserved when mapped to C0.

3 Generalizing the Basic GHS Attack

The Artin-Schreier construction of [12] applies to the case where Ef is the func-
tion field of an elliptic curve and F is the rational function field, over a finite
field of characteristic two. We now describe a generalization of this construction,
along the lines of the previous section.
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Let p = 2 and f = γ/x+ α+ βx for γ, α, β ∈ K with γβ �= 0. We define ∆f

and C as in section 2. Also, we define the polynomials mγ and mβ for γ and β
as mf for f in section 2. Then

mf =
{

lcm(mγ ,mβ) if α = d2 + d for some d ∈ K,
lcm(mγ ,mβ , t+ 1) otherwise. (3)

We remark that α = d2 + d for some d ∈ K is equivalent to TrK/F2(α) = 0.
The following two theorems answer the first two questions stated above.

Theorem 4 The Frobenius automorphism σ of F with respect to K/k extends
to a Frobenius automorphism of C with respect to K/k if and only if at least one
of the conditions TrK/F2(α) = 0, TrK/k(γ) �= 0 or TrK/k(β) �= 0 holds.

If at least one of the conditions of the Theorem is satisfied, then C/F is
necessarily regular (that is, K is algebraically closed in C).

Theorem 5 If C/F is regular then the genus of C = F (℘−1(∆)) is given by

gC = 2deg(mf ) − 2deg(mf )−deg(mγ) − 2deg(mf )−deg(mβ) + 1.

Before we proceed to answer the third question stated above we pause to
explain how the results of [12], except for the hyperellipticity, can be recovered
from these two theorems. In [12] the special case γ = 1 is considered where
C/F is necessarily regular. Let m = deg(mf ). For the existence of the Frobenius
automorphism with respect to K/k we note that TrK/k(γ) ≡ n mod 2 holds and
that TrK/k(β) �= 0 is equivalent to (t + 1)u |mβ where u = 2v2(n). This shows
that the condition (2) in Lemma 6 of [18] is necessary and sufficient and that
condition (†) of [12] is sufficient for the existence of the Frobenius automorphism.
For the genus of C we obtain 2m−1 − 2m−deg(mβ) + 1. Depending on whether
(t+ 1) |mβ or not this gives m− deg(mβ) = 0 or m− deg(mβ) = 1 and hence a
genus of 2m−1 or 2m−1 − 1, as in [12]. In addition we now obtain the following
more precise statement.

Corollary 6 Let γ ∈ k. The genus of C is 2m−1−1 if and only if TrK/Fqu (β) = 0
where u = 2v2(n).

We continue the discussion and address the above third question. We assume
that the conditions of Theorem 4 are fulfilled so that σ extends to a Frobenius
automorphism of C with respect to K/k, again denoted by σ. For h ∈ ∆f with
h = c/x+a+bx define s(h) = min{ s ≥ 1 |σs(c) = c and σs(b) = b }. Then σs(h)

is the smallest power of σ which yields an automorphism of Eh. This means that
Eh is the constant field extension of an elliptic curve defined over Fqs(h) . For
example, if n/s(h) is odd then Eh = Eh̃ where h̃ = c/x + TrK/F

qs(h)
(a) + bx ∈

Fqs(h)(x). Let us denote by Ẽh the fixed field of σs(h) in Eh.
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Theorem 7 For the homomorphism φh : Cl0(Eh) → Cl0(C0) given by NC/C0 ◦
ConC/Eh

we have under the conditions of Theorem 4 that

N−1
Eh/Ẽh

(0) ⊆ ker(φh) ⊆ N−1
Eh/Ẽh

(Cl0(Ẽh)[2deg(mf )−1]).

We are of course mainly interested in the case h = f . The theorem means
in words, that if Eh is not defined by a subfield curve, that is s(h) = n, then
the kernel of the conorm-norm homomorphism contains only elements of order
dividing 2deg(mf )−1. Since the discrete logarithm problem on Ef lives in a cyclic
group of large prime order it is preserved under the conorm-norm homomor-
phism. On the other hand, if Ef is defined by a subfield curve, then the kernel
of the conorm-norm homomorphism does contain the large prime factor and the
discrete logarithm problem is not preserved. Note that by applying a suitable
change of variables x �→ λx the method can be made to work for subfield curves
nevertheless.

Interestingly, C0 is in a sense universal in that it preserves discrete logarithms
in large prime subgroups for all Eh and h ∈ ∆f with s(h) = n. We also remark
that if the conditions of Theorem 4 are not fulfilled, then σ may still be extended
to C but not as a Frobenius automorphism with respect to K/k. Theorem 7
remains true for this case with Ẽh necessarily a rational function field, so that
the discrete logarithm problem is not preserved (see the full version of the paper).

We finish the general discussion with a formula for the characteristic poly-
nomial of Frobenius of C0 over k. Let S be a set of elements h = c/x + a + bx
in ∆f such that h1 �= σi(h2) for all h1, h2 ∈ S, h1 �= h2 and 0 ≤ i ≤ n − 1,
and such that for every h1 ∈ ∆f there exists an h2 ∈ S and 0 ≤ i ≤ n− 1 with
h1 = σi(h2). Let us write χẼh

(t) and χC0(t) for the characteristic polynomials
of Frobenius of Ẽh and C0 (note the different constant fields).

Theorem 8 Under the conditions of Theorem 4 we have that

χC0(t) =
∏
h∈S

χẼh
(ts(h)).

4 Applications

A representative for each isomorphism class of ordinary elliptic curves defined
over K with p = 2 is given by Y 2 + XY = X3 + αX2 + β with β ∈ K and
α ∈ {0, ω} where ω ∈ F2u for u = 2v2(nr) is a fixed element with TrF2u /F2(ω) = 1.
The associated Artin-Schreier equation is y2 + y = 1/x+α+β1/2x, obtained by
the transformation Y = y/x+β1/2, X = 1/x and multiplication by x2. The same
normalization of α is also possible for the more general Artin-Schreier equations
y2 + y = γ/x+ α+ βx of section 3.

It was the equation y2 + y = 1/x + α + β1/2x which has been used in [12]
to perform the Weil descent. However, since (ax + b)/(cx + d) for a, b, c, d ∈ K
with ad − bc �= 0 is also a generator of F we could also make a substitution
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x �→ (ax + b)/(cx + d) and apply the results of the previous sections to f =
(cx+ d)/(ax+ b) + α+ β1/2(ax+ b)/(cx+ d). Since we aim at getting as small
values of m = deg(mf ) as possible, because of Theorem 2, we require that f
has σ-invariant poles. But this implies b = λa and d = µc for λ, µ ∈ k. Hence
(ax+b)/(cx+d) = (a/c)(x+λ)/(x+µ). As (x+λ)/(x+µ) is σ-invariant we can
substitute x for this. Writing γ = a/c we obtain f = 1/(γx) + α + β1/2γx and
this is precisely of the form considered in section 3. A similar reasoning holds if
a = 0 or c = 0.

The question now is whether for β ∈ K there is a γ ∈ K such that the
polynomial lcm(m1/γ ,mβ1/2γ) has small degree in comparison with n. If we find
such a γ we can apply the results of section 3 and reduce the discrete logarithm
problem on E to that in the divisor class group of a higher genus curve defined
over k. The only algorithm known so far to find such a γ is by computing all γ
such that m1/γ has small degree and then individually checking whether mβ1/2γ

also has small degree.
On the other hand we can choose γ1, γ2 ∈ K such that lcm(mγ1 ,mγ2) has

small degree in comparison with n and define β = γ2/γ1. Heuristically we expect
that the map (γ1, γ2) �→ γ2/γ1 is almost injective for the γ1, γ2 under consider-
ation, and this is also confirmed by examples. It follows that we almost square
the number of elliptic curves which can be attacked by the basic GHS attack.

We now want to combine our results with the results of [10]. Assume for
simplicity that r, n are odd and n is prime so that α ∈ F2 according to the
above. Over F2 we have the factorization into irreducible polynomials tn + 1 =
(t+ 1)h1 · · ·hs and deg(hi) = d such that n = sd+ 1. In this situation the first
non-trivial m satisfies d ≤ m ≤ d + 1, yielding mf = hi or mf = (t + 1)hi by
equation (3). Due to our generalization we do not necessarily have m = d + 1
as in [10,12], and in fact we are now concentrating on m = d. The number of
elliptic curves defined by an Artin-Schreier equation as in section 3 with α ∈ F2
and d ≤ m ≤ d + 1 is approximately equal to 2sq2d+2 whereas the number of
elliptic curves among these with m = d (implies α = 0) is approximately equal
to sq2d. As in [10] we expect nr but no more of these to lie in the same isogeny
class.

If m = d we have mf = mγ = mβ , (t + 1) � mγmβ and α = 0. It follows
that TrK/k(γ) = TrK/k(β) = 0 and by Theorem 4 the Weil descent technique
does work because TrK/F2(α) = 0 and γ, β are not in a subfield of K since n is
prime. The resulting genus then satisfies gC = 2d − 1 by Theorem 5. Note that
in [10,12] it is always the case that m = d + 1 but deg(mγ) = 1, so that the
genus is of similar size, namely 2d − 1 or 2d. Back to the case m = d we observe
that if α = 0 then the group order of the elliptic curve is congruent to 0 modulo
4 and if α = 1 then it is congruent to 2 modulo 4 (see [2, p. 38]). This means
that curves with α = 0 represent half of about all 2qn/2 isogeny classes. Taking
this into account we obtain from [10] that a proportion of min{1, sq2d/(qn/2nr)}
of all elliptic curves over K with α = 0 leads to curves of genus 2d − 1 defined
over k with equivalent discrete logarithm problem. Given a random elliptic curve
with α = 0 we can find the associated elliptic curve, from which such a curve of
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genus 2d − 1 can be computed, in running time N +O(qn/4+ε) and probability
min{1, N/qn/2}, where N ≤ sq2d/(nr).

The case n = 31 and r = 5 is particularly interesting since there is an IPsec
curve [16] with α = 0 defined over F2155 . This case has d = 5, s = 6 and thus
yields genus 31 which are feasible parameters according to [17]. The heuristic
probability that a random elliptic curve gives rise to a curve of genus 31 is
approximately 2−52 with the method in [10], whereas now we obtain

sq2d/(qn/2nr) ≈ 2−32.

The only algorithm known so far to find the elliptic curves from which the
corresponding higher genus curve are computed requires the order of sq2d/(nr) ≈
245 many operations in F2155 (qn/4 ≈ 238 here). This is not so efficient, but still
much faster than the Pollard methods on the original curves. One can however
additionally argue that the security of elliptic curves over F2155 does now at least
partially depend on the difficulty of the problem of finding such higher genus
curves, and this problem has not been studied in detail yet.

5 Further Variations and Observations

It is of interest whether there are further variations or extensions of the GHS at-
tack which would lead to smaller genera. In this section we investigate a number
of such variations.

5.1 Subfields and Automorphisms

A possibility of improving the construction in section 2 and section 3 would be
to consider subfields L of C0 and use φf,L = NC0/L ◦φf with φf from Theorem 7
to map the discrete logarithm problem from Cl0(Ef ) to Cl0(L). If the kernel of
φf,L is small enough this would lead to a very substantial improvement, because
the genus of subfields is usually much smaller.

To approach this question we first consider intermediate fields of the exten-
sion C0/F0. But in this case the kernel of φf,L would contain the large prime
factor, as shown in the full version of the paper, hence φf,L and intermediate
fields of C0/F0 are not of any use.

We could still search for other subfields L of C0 which do not contain F0
and yield a small kernel of φf,L. One way of obtaining such subfields could
be via the fixed fields of automorphism groups of C containing the Frobenius
automorphism. Indeed, if we had automorphisms ρ ∈ Aut(F/K) with ρ(∆f ) ⊆
∆f it should be possible to extend ρ to C in a similar way as it was done
with σ, under not too restrictive conditions. However, we have not found such
automorphisms for non-subfield curves. This does not rule out the existence of
useful subfields L but it appears unlikely that such subfields exist except maybe
in very rare cases.
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Although automorphisms of C0/F0 may not be useful to find suitable sub-
fields L as indicated above, they could be of use to speed up the discrete loga-
rithm computation in C0. We are given 2deg(mf ) automorphisms in G(C/F ). As
shown in the full version of the paper, no automorphism in G(C/F ) restricts to
an automorphism of C0, except when C0 is hyperelliptic, in which case we only
obtain the hyperelliptic involution. It is still possible that C0 has automorphisms,
but again we expect this to happen only in very rare cases.

5.2 Iterative Descent

Assume n = n1n2. Instead of performing one descent from K to k we could
consider descending first to Fqn1 and then to k. The problem here is that C0 is
in general not an Artin-Schreier extension of degree 2 anymore so our techniques
would not apply immediately. If we however start with an elliptic curve as in
section 4 and consider an associated Artin-Schreier equation with γ ∈ Fqn1 we
do have that C0 is hyperelliptic, or in other words that it is an Artin-Schreier
extension of degree 2. This way we get the following interesting result.

Assuming the generic cases a descent from K to k leads to a hyperelliptic
curve of genus of about 2n−1 whereas a descent from K to Fqn1 gives a genus
of about 2n1−1. Using Theorem 2 the descent from Fqn1 to k finally results in
a curve of genus about (2n2 − 1)2n1−1 ≤ 2n1+n2−1. Thus if n1 ≈ n2 this final
curve has subexponential genus ≈ 22

√
n instead of exponential genus ≈ 2n.

Let us look at the non generic cases for n = 155, n1 = 5, n2 = 31. The
smallest non-trivial descent from F2155 to F2 leads to a genus of about 220. On
the other hand there are descents from F2155 to F25 which result in genus 25− 1.
Assuming the generic case m = 5 for the descent from F25 to F2 then gives a
genus less than or equal to (25 − 1)2.

While theoretically interesting it does not appear that these results have any
practical implications.

5.3 Descent from Extensions

If the descent from Fqn to Fq does not yield a small enough genus one could
apply a change of variable to obtain a defining equation of Ef defined over an
extension field Fq̃ñ and descend to Fq̃, thereby possibly yielding a smaller genus
over another small base field for some suitable q̃ and ñ.

At least for prime n this approach will however not give an improvement.
To see this we note that for any n the degrees of the irreducible factors in Fp[t]
of tn − 1 corresponding to primitive nth-roots of unity equal the multiplicative
order m of p modulo n. This m is the smallest value of deg(mf ) which can
occur for an elliptic curve over Fqn which is not already defined over a subfield.
For prime n this m is usually very big. Let m̃ be the multiplicative order of p
modulo ñ. The genus for a descent by ñ is then approximately at least pm̃. Thus,
if n | ñ then m̃ ≥ m and the genus can only be bigger than before. If otherwise
n � ñ then n | [Fq̃ : Fp] because n is prime and thus Fq̃ is too big.
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For composite n there may be improvements possible. Again, there are de-
scents from F2155 to F2 which yield genus approximately 220, whereas the corre-
sponding descents from F2155 to F25 yield genus about 25 while F25 is still fairly
small.

5.4 Other Composita

The field composita in section 2 and section 3 depend on the choice of the
base field F = K(x) within the function field Ef . We want to investigate what
happens if other or no subfields are used, in the case of elliptic function fields
Ef in characteristic two.

If K(x1) and K(x2) are any two rational subfields of index 2 of the elliptic
function field Ef then there is an automorphism τQ ∈ Aut(Ef/K) induced by a
point translation map P �→ P + Q such that τQ(K(x1)) = K(x2). Namely, we
may assume that x1 and x2 are x-coordinates of Weierstrass models. Then Q is
the point where x2 has its pole. We conclude that Ef/K(x1) and Ef/K(x2) are
isomorphic and hence it does not matter which rational subfield of index two is
taken in section 2 and section 3.

The methods of section 2 and section 3 do not apply readily to other subfields
of Ef . We make a few comments on what can be expected in terms of arbitrary
field composita.

Elliptic subfields as common base fields F are not of any use. The extensions
Ef/F are abelian and unramified so any compositum C will be unramified over
F as well. This however means that C has genus 1 and is again an elliptic
function field. The corresponding elliptic curves are all isogenous. Should there
be a Frobenius automorphism on C then this would mean that the elliptic curve
corresponding to Ef is isogenous to an elliptic curve defined over the small finite
field k. Other aspects of isogenous elliptic curves have been exploited in [10].

All other subfields F must be rational of index ≥ 3, and such fields will
indeed lead to alternative constructions. In order to estimate the resulting genus
we remark that essentially the lower bound in Theorem 2 remains valid in more
general situations: Similar to section 2 assume we are given C with a Frobenius
automorphism σ with respect to K/k and an elliptic function field E with E ⊆ C
such that C = E(σE) · · · (σm−1E) for m ≤ n minimal. If E(σE) does not have
genus≥ 2 then it has genus 1 and E(σE)/E as well as E(σE)/σE are unramified.
This yields an unramified pyramid of fields. It follows that C is unramified over
E and is hence elliptic, which reduces us to the uninteresting case discussed
above. So assume that E(σE) has genus ≥ 2. Using the Riemann-Hurwitz genus
formula we obtain that the genus of C is then bounded by gC ≥ [C : E(σE)] + 1
and [C : E(σE)] ≥ 2m−2. If the fields σiE are linearly disjoint over a common
base field F with σF ⊆ F we even have [C : E(σE)] ≥ [E : F ]m−2. The genus is
thus exponential in m.

The main objective is hence again to minimize m in comparison with n. A
possible generalization of the Artin-Schreier construction could be to use additive
polynomials over a common rational base field F . This would lead to values of
m similar as in section 3 but could apply in more or additional cases. However,
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as F would have index 2s in E for s ≥ 2 the genus bound would rather be
gC ≥ 2s(m−2) + 1, much larger than the construction of section 3.

Theoretically there could also be completely different constructions of C given
E and its conjugated fields. To be effective they would need to achieve a good
“compression” rate, i.e. small value of m, because of the above lower bound for
the genus. We do not know whether such constructions exist.

5.5 The GHS Attack in Characteristic Three

Weil descent with Artin-Schreier extensions can also be carried out for elliptic
curves in characteristic three. Here Artin-Schreier equations which define elliptic
curves have to be of the form y3 − y = ax2 + b with a, b ∈ K. We thus expect
to map the discrete logarithm problem to curves of genus Θ(3deg(mf )) with f =
ay2 + b. We remark that if a = 1 we would again obtain an Artin-Schreier
extension of degree 3.

Elliptic curves defined in this way are always supersingular and admit subex-
ponential attacks via the MOV and FR reductions anyway [8,19] (with subex-
ponential parameter 1/3 instead of 1/2). We would expect these attacks to be
more efficient than the GHS attack. Of course, analogous remarks hold for elliptic
curves in even characteristic.

We remark that the main use of elliptic curves in characteristic three ap-
pears to be in identity based cryptography [3]. For efficiency reasons one usually
considers supersingular curves. An alternative Weil descent construction for or-
dinary elliptic curves in characteristic three is described in [1].

6 Algorithmic Issues

So far our main objective was to investigate whether there exist curves of suffi-
ciently small genus to whose divisor class group the discrete logarithm problem
could be faithfully transferred. In this section we briefly discuss how to obtain
explicit models for the resulting curves of section 2 and section 3 and how to
perform an index calculus method for solving the discrete logarithm problem.
Note that the curves we are considering are no longer necessarily hyperelliptic.
Also, the most expensive step will be the solving the discrete logarithm and not
the computation of the final curve and mapping the discrete logarithm.

6.1 Explicit Models and Mapping the Discrete Logarithm

We first exhibit an explicit model for C. Let m = deg(mf ). Note that the classes
of σi(f) for 0 ≤ i ≤ m − 1 form an Fp-basis of ∆f/℘(F ). From Theorem 1 it
follows that C is obtained by adjoining one root of every yp− y−σi(f) to F . In
other words, C = F [y0, . . . , ym−1]/I where I is the ideal of the polynomial ring
F [y0, . . . , ym−1] generated by the polynomials yp

i − yi− σi(f) for 0 ≤ i ≤ m− 1.
We write ȳi for the images of the yi in C and abbreviate ȳ = ȳ0.
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Assume that σ extends to a Frobenius automorphism of C with respect to
K/k, again denoted by σ. After possibly replacing yi by yi +µi for some µi ∈ Fp

we have that σ(ȳi) = ȳi+1 for 0 ≤ i < m−1 and σ(ȳm−1) = v−
∑m−1

i=0 λiȳi holds,
where the λi ∈ Fp are the coefficients of mf =

∑m
i=0 λit

i and v ∈ F satisfies
vp − v =

∑m
i=0 λiσ

i(f). Such v will be determined up to addition of an element
in Fp, and usually only one of the p choices of v will be the correct choice so
that σ has order n on C. We obtain an explicit representation of the operation
of σ on C.

The field C0 is the fixed field of σ in C. Let F0 = k(x) be the fixed field of
σ in F = K(x). Define ỹ =

∑n−1
i=0 σ

i(µȳ), where µ is a normal basis element
of K over Fp. Then C0 = F0(ỹ), because ỹ ∈ C0 and C = F (ỹ), which in
turn holds because ỹ has [C : F ] different conjugates under G(C/F ). To see
the last statement let τ ∈ G(C/F ) and observe that στσ−1 ∈ G(C/F ). Define
λ(τ) = τ(ȳ) − ȳ ∈ Fp. The map τ �→ (λ(σ−iτσi) )0≤i≤n−1 is injective because
the right hand side values determine τ on all conjugates σi(ȳ). Then a short
calculation shows τ(ỹ) = ỹ +

∑n−1
i=0 σ

i(µ)λ(σ−iτσi). Since µ is a normal basis
element we can conclude that ỹ has indeed [C : F ] different conjugates. By
computing the characteristic polynomial of ỹ over F in C we thus obtain a
defining polynomial for C0 in F0[t].

The discrete logarithm can be mapped from Ef to C0 using the conorm map
ConC/Ef

followed by the norm map NC/C0 . We give a very rough description of
how this can be accomplished. It is best to work with suitable subrings (Dedekind
domains) REf

, RC and RC0 and ideals in these rings such that the ideal class
groups are similar enough to the divisor class groups (preserving the large prime
factor for example). The conorm of a given ideal in REf

then becomes the ideal
generated in RC by the given ideal included in RC . Using general techniques we
can compute a representation ȳ = h(ỹ) with h ∈ F [t]. For the norm ideal we
then form the product of the conjugated ideals in RC using σ. Substituting h(ỹ)
for ȳ and some further steps yield generators of the norm ideal in RC0 .

6.2 Index Calculus

Index calculus methods are employed for solving the discrete logarithm in the
multiplicative group of finite fields or the divisor class group of hyperelliptic
curves. They also apply to the divisor class group of general curves. We outline
some of the main issues in our situation.

The basic observation is that every divisor class of C0 of degree gC0 can be
represented by an effective divisor of the same degree. Such a divisor decomposes
uniquely into a sum of places of certain degrees and multiplicities just like the
case of rational integers and prime factorizations, and smoothness probabilities
hold. Computing these divisor class representatives can be done by reduction
techniques as described in [14], and this leads also to a way of computing in the
divisor class group of C0 which generalizes the Cantor method for hyperelliptic
curves. We remark that for hyperelliptic curves addition takes O(g2

C0
) operations

in k whereas for a general C0 addition takes O(g4
C0

) operations in k, and is hence
considerably slower.
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The number of effective divisors of degree less than or equal to gC0 containing
places of degree less than or equal to d can usually be expressed as some explicit
proportion of qgC0 . For example, for gC0 →∞ and q fixed we have that this num-
ber of smooth divisors is approximately at least qgC0 exp(−(gC0/d) log(gC0/d))
for gc1

C0
≤ d ≤ gc2

C0
and 0 < c1 < c2 < 1 fixed. From our formula for

the characteristic polynomial of Frobenius of C0 in Theorem 8 we see that
gC0 =

∑
h∈S s(h) by taking degrees, and then for the cardinality of the divisor

class group #Cl0(C0) = qgC0
∏

h∈S(1+O(q−s(h)/2)) by evaluating at 1. For every
h ∈ S we have that s(h) |n, and the number of h ∈ S with s(h) | s for given s |n is
less than or equal to ps. If the number of divisors of n is O(log(gC0)) and q ≥ p2

it follows that #Cl0(C0) = qgC0
∏

s|n
∏

s(h)=s(1 + O(p−s(h))) = O(qgC0 gc
C0

) for
some constant c > 1, and we expect this to be essentially true for q = p be-
cause of possible alternating signs of the trace terms. Dividing the number of
smooth divisors by the class number it is hence reasonable to expect that a pro-
portion of exp(−(1 + o(1))(gC0/d) log(gC0/d)) of all divisor classes of degree gC0

will be representable by a smooth divisor, thus leading to the usual smoothness
probability. This would allow for an in gC0 subexponential running time with
parameter 1/2 for solving the discrete logarithm. Fore more details on computing
discrete logarithms for general curves see [15].
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Abstract. In most algorithms involving elliptic curves, the most expen-
sive part consists in computing multiples of points. This paper investi-
gates how to extend the τ -adic expansion from Koblitz curves to a larger
class of curves defined over a prime field having an efficiently-computable
endomorphism φ in order to perform an efficient point multiplication
with efficiency similar to Solinas’ approach presented at CRYPTO ’97.
Furthermore, many elliptic curve cryptosystems require the com-
putation of k0P + k1Q. Following the work of Solinas on the Joint
Sparse Form, we introduce the notion of φ-Joint Sparse Form which
combines the advantages of a φ-expansion with the additional speedup
of the Joint Sparse Form. We also present an efficient algorithm to
obtain the φ-Joint Sparse Form. Then, the double exponentiation
can be done using the φ endomorphism instead of doubling, resulting
in an average of l applications of φ and l/2 additions, where l is
the size of the ki’s. This results in an important speed-up when the
computation of φ is particularly effective, as in the case of Koblitz curves.
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large prime order n (typically n > q/5). In elliptic curve cryptography, it is
essential to be able to compute quickly a multiple kP for any k ∈ [1, n − 1]. A
few methods use fast computable endomorphisms φ [9,11,12,14,15,17,19,20,21].
For binary Koblitz curves [11,12,21], it is standard to use as φ the Frobenius
endomorphism over F2 (often denoted τ). One then gets a decomposition

kP = k0P + k1φ(P ) + · · ·+ kmφ
m(P ) , (1)

with the ki = 0,±1, similar to the signed binary decomposition of k. Using the
fact that φ�(P ) = P , one can take m = �log2 n�.

Over prime fields, one uses an effective endomorphism φ such that its minimal
polynomial X2 + rX + s has small coefficients: this is the method of Gallant-
Lambert-Vanstone (GLV for short). The GLV method [9,17,19] therefore works
on those elliptic curves over Fp with endomorphism ring having small discrimi-
nant. The substance of the GLV method is to decompose kP as

kP = k0P + k1φ(P ), with max{|k0|, |k1|} = O(
√
n) (2)

and then compute k0P and k1φ(P ) “simultaneously” (this is true if one can
parallelize the architecture, otherwise, some speedup can still be obtained by
Solinas’ Joint Sparse Form (JSF) [23]). In practice, the constant in the O(

√
n)

estimate is small (around
√

4s− r2/4 , see [19]) and in the examples can even
be taken to be 1.

Our first contribution is to show that the GLV algorithm is just the first
ingredient to get a generalized base-φ expansion leading to the same kind of
decomposition as (1), with ki ∈ R = {−u, . . . , u} and u small – in the examples
we present even u = 1. To use such an expansion one applies Horner’s rule
kP = φ(φ(· · ·φ(kmP ) + km−1P ) + · · · + k1P ) + k0P . If u is small one can
easily precompute all uiP, 0 ≤ ui ≤ u. Then this computation reduces to m
applications of φ and for each non-zero coefficient ki one table look-up and one
addition.

The efficiency of this method relies heavily on the ratio of the costs for curve
doublings and the operation of φ. We show that for the examples these expan-
sions lead to faster scalar multiplication than the binary method and compare
it to the GLV method.

Our second contribution is the development of a fast algorithm to perform
double exponentiations à la Solinas, when a fast endomorphism is available.
Indeed, there are several occasions where one computes k0P +k1Q, e. g. to check
a signature or when applying the GLV method (then Q = φ(P )). The JSF is
a standard tool to speed up this computation. It decomposes the multipliers in
base 2 and achieves a joint density of 1/2.

If the curve is such that there exists an efficiently computable endomorphism
φ, we can combine the speed-up gained by using a φ expansion like (1) together
with the JSF in a nontrivial fashion to obtain what we call the φ-JSF. If the
characteristic polynomial of φ is P (X) = X2 ±X + 2 or P (X) = X2 + 2 (these
polynomials are the main cases of interest as they occur in the applications) we
obtain the same density of 1/2 and a similar length of the expansion.
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Applications are to further speed up the scalar multiplication on Koblitz
curves and to check signatures on them more efficiently (Koblitz curves are sug-
gested in the NIST standard [16]). If φ is an endomorphism of a prime field
curve then the φ-JSF can similarly be applied and can give better performance
than the GLV method combined with the original JSF. For simplicity, we assume
minimal precomputation. In general, allowing more precomputations addition-
ally speeds up the scalar multiplication, see [2] for an overview of the applications
we consider here.

2 Basic Notations and Preliminaries

Here we briefly introduce elliptic curves and review techniques for binary expan-
sions that are used later on. An elliptic curve over a finite field Fq can be given
by a Weierstraß equation

E : y2 + (a1x+ a3)y = x3 + a2x
2 + a4x+ a6, ai ∈ Fq.

The group one uses consists of the affine points (x, y) ∈ F
2
q satisfying the equation

along with a point O at infinity. Depending on the implementation environment
different systems of coordinates might be advantageous; the following two sys-
tems avoid inversions in the group operations. In projective coordinates a point
is represented as (X : Y : Z) with x = X/Z, y = Y/Z, in Jacobian coordinates
(X : Y : Z) stands for the affine point (X/Z2, Y/Z3). In affine coordinates an
addition of distinct points takes 1 inversion, 2 multiplications (M) and 1 squar-
ing (S) whereas a doubling takes one more squaring, in projective coordinates an
addition is computed using 12M and 2S and a doubling in 7M and 5S. Jacobian
coordinates lead to 12M and 4S for an addition and 4M and 6S for a doubling.
For more details we refer to [6]. For special choices of the coefficients ai fewer
operations are needed.

We now turn our attention to (signed) binary expansions. By density of an
expansion we mean the number of nonzero coefficients (Hamming weight) divided
by the length of the expansion. The Non Adjacent Form (NAF) of an integer
k is a signed binary expansion k =

∑
i ki2i with ki ∈ {0,±1} and kiki+1 =

0 (see e. g. [13,18,21] for algorithms to compute it). The average density of a
NAF expansion is approximately 1/3, for an ordinary binary expansion it is 1/2.
Shamir [7] rediscovered an efficient trick, originally due to Straus [24], to speed
up the evaluation of k0P + k1Q (see [3]; also [10] for a survey of exponentiation
algorithms). A naive way for this double scalar multiplication is to compute
both powers separately needing 2l doublings and l additions on average if k0
and k1 have length l. Shamir’s proposal resulted in two methods, one called
simple Straus-Shamir method and the other fast Straus-Shamir method. The
last one requires the precomputation of P +Q and k0P + k1Q is evaluated with
l doublings and 3l/4 additions on average.

In [23] Solinas extended the Straus-Shamir method to the case of signed bi-
nary expansions, which is useful for groups where negating is cheap, coming up
with the Joint Sparse Form. This is especially useful for jacobians of elliptic and
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hyperelliptic curves, where point inversion is virtually free. He gave an efficient
algorithm to compute the JSF and also proves some properties of this decompo-
sition. Let us briefly recall the axioms defining this decomposition (cf. [23] for
notation):
(JSF 1) Of any three consecutive columns at least one is a zero column.
(JSF 2) It is never the case that ui,j+1ui,j = −1.
(JSF 3) If ui,j+1ui,j �= 0 then u1−i,j+1 = ±1 and u1−i,j = 0.

Example 1. Let k0 = 403 and k1 = 334, the NAF expansions [13] of k0 and k1
are given (in big endian notation) on the left, while the JSF is on the right.

k0 = 〈 1 0 -1 0 0 1 0 1 0 -1 〉 = 〈 1 0 -1 0 0 1 0 0 1 1 〉
k1 = 〈 0 1 0 1 0 1 0 0 -1 0 〉 = 〈 1 0 -1 -1 0 1 0 0 -1 0 〉

Define the joint Hamming weight of any joint binary expansion of two integers
written down as in the example to be the number of nonzero columns. The joint
Hamming weight gives the number of additions ±P , ±Q, ±(P +Q) or ±(P −Q)
to perform during the course of the joint double and add algorithm to compute
k0P + k1Q. Since the JSF is a generalization of the fast Straus-Shamir method,
it is supposed that P , Q, P +Q and P −Q have been precomputed and stored.
Hence to make the computation less expensive, it is vital to get the lowest
possible joint Hamming weight. In the example, the joint NAF decomposition
has joint Hamming weight 8, whereas the JSF lowers it to 6.
The JSF has many nice properties, which we recapitulate here.

Theorem 1 (from [23]). The Joint Sparse Form of any two integers exists and
is unique. It has minimal joint Hamming weight among all joint signed binary
expansions. If k0 and k1 have maximal length l, then the joint double and add
algorithm computes k0P + k1Q from the JSF with an average of l doublings and
l/2 additions of either ±P , ±Q, ±(P +Q) or ±(P −Q).

If one cannot afford to store and precompute 3 points then the best way is
to take k0, k1 both in NAF representation. The joint density is 5/9 on average.
Of this 5/9 proportion of non-zero columns, 1/9 has two non-zero entries and
4/9 exactly one zero entry. Without precomputation, in the former case the joint
double and add algorithm has to perform two additions at that step while in
the latter one addition is needed. For k0, k1 both of length l, this amounts to
2l/3 additions and l doublings. Hence, compared to the naive way, the number
of additions remains unchanged but the number of doublings is halved.

3 Key Decomposition: φ-Expansions

The aim of this section is to describe how to obtain a decomposition to the base
of φ. Recall that φ is an endomorphism of the curve with X2 +rX+s as minimal
polynomial. We assume s > 1. Given z ∈ Z[φ], we want to decompose it as

z = k0 + k1φ+ · · ·+ kmφ
m with ki ∈ R . (3)

We find the coefficients k0, . . . , km inductively. The following lemma is needed.
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Lemma 1 (Lemma 5.3 of [12]). Let a, b ∈ Z, then φ divides a+ bφ in Z[φ] if
and only if s divides a.

This implies that a choice of R as a complete set of residues modulo s is necessary
and sufficient to guarantee the existence and uniqueness of k0. As taking the
negative of a point is for free, we choose a set of remainders symmetric w. r. t.
zero. When s is odd, a complete choice is R = {−(s − 1)/2, . . . , (s − 1)/2}. In
even characteristic we include both −s/2 and s/2 without enlarging the number
of precomputations. Thus when s is even we take R = {−s/2, . . . , s/2}. From
now on we stick to this choice of R.

Let z = z0 + z1φ ∈ Z[φ]. To decompose z we put k0 ≡ z0 mod s. Then using
the minimal polynomial X2 + rX + s of φ, i. e. s = −rφ− φ2, we get

z = k0 +
z0 − k0

s
s+ z1φ = k0 + φ

((
k0 − z0

s
r + z1

)
+
k0 − z0

s
φ

)
.

We then replace z by (z − k0)/φ and find k1, then replace z by (z − k1)/φ
and compute the coefficients iteratively. The main question is now to show that
this process stops after finitely many steps and to bound the length of these
expansions.

Theorem 2. Let s > 1. Then z = z0 + z1φ ∈ Z[φ] can be expanded as (3) with
m ≤ �2 logs 2

√
z2
0 − rz0z1 + sz2

1�+3 except when (r, s) = (±2, 2), (±3, 3), (±4, 5)
or (±5, 7). In these cases one has to allow km−1 = ±�(s+ 1)/2�.

Proof. The proof follows the same lines as the corresponding proofs in [14] and
[20]. The fact that φ is not the Frobenius is not important at this stage. What
really matters is that the complex norm of φ is s. The additional cases of small s
which cannot occur as characteristic polynomial of the Frobenius endomorphism
(e. g. for s not a prime power) have been checked by hand. 
�

Note that for z = k ∈ Z an integer multiplier, these theorems give a decom-
position with length approximately 2 logs |k| ≈ 2 logs n for values of k used in
cryptography. This is twice as long as a s-ary expansion. If φ is the Frobenius
one can shorten the length in reducing k modulo φ� − 1 before expanding (see
[12,21]). Closing up this gap for prime field curves in the fashion of previous
authors is therefore necessary to gain advantage of this decomposition.

However, it is clear from previous research (see the use of λ-Euclidean rings
in [17,20]) that in fact one can cut down the length of the decomposition of the
multiplier k by replacing it by z0 +z1φ, z0, z1 ∈ Z, such that kP = z0P +z1φ(P )
and max(|z0|, |z1|) = O(

√
n). But this is precisely the meaning of the Gallant-

Lambert-Vanstone (GLV) method for these curves. Then a direct application
of [19, Theorem 1] gives the following.

Theorem 3. Let P be a point of large prime order n on an elliptic curve and
φ a non trivial endomorphism such that φ2 + rφ + s = 0. Then, for an ar-
bitrary 1 ≤ k ≤ n the above algorithm coupled with a GLV reduction gives a
decomposition (1) where ki ∈ R (with the exceptions listed in Theorem 2) and
m ≤ �2 logs 2

√
1 + |r|+ s+ logs n�+ 3.
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In the case where n is the norm of some element of Z[φ] (which is true if Z[φ]
is integrally closed and principal), applying [19, Theorem 3] we can replace√

1 + |r|+ s by a smaller value. However, for practical purposes the previous
theorem is clearly sufficient since now – up to a few constant bits – we can
achieve a decomposition of length logs n.

For s = 1 a φ-expansion must have exponential length. It is not hard to show
in this case that if in (3) we have |ki| ≤ u, then one gets that m >

√
n/(2u) so

that u must be very large in order to get m = O(log n). Therefore, we cannot
apply such a decomposition efficiently.

In the well-studied cases, where φ is the Frobenius endomorphism, these
expansions lead to a large speed-up. Application of φ then corresponds to p-th
powering. If the field elements are represented with respect to a normal basis, the
application of φ is for free as it is performed via a cyclic shift of the components.
For a polynomial basis these costs cannot be neglected but are significantly
less than a group operation, independently of the coordinate system we use to
represent the points.

For other endomorphisms we quote here two examples appearing already
in [5,9,17]. Note that in these examples, Z[φ] is the maximal order and it is
principal, and that s = 2. Using complex multiplication one can construct further
examples. For larger s the expansions get shorter. However, in light of what
follows these examples with s = 2 are of special interest. Here, we compare the
number of operations to compute the endomorphism to those needed for point
doublings in the same set of coordinates. We choose projective coordinates as
then the number of operations needed to compute φ is minimal and the additions
are cheaper than in Jacobian coordinates.

Example 2. Let p > 3 be a prime such that −7 is a quadratic residue modulo p.
Define an elliptic curve E3 over Fp by y2 = x3−3x2/4−2x−1. If ξ = (1+

√
−7)/2

and a = (ξ − 3)/4, then the map φ defined in the affine plane by

φ(x, y) =
(

x2 − ξ
ξ2(x− a)

,
y(x2 − 2ax+ ξ)
ξ3(x− a)2

)
,

is an endomorphism of E3 defined over Fp with Z[φ] = Z[ 1+
√−7
2 ]. More-

over φ satisfies the equation φ2 − φ + 2 = 0. In affine coordinates, the for-
mulæ given previously are clearly more expensive, as already noticed in [9,17],
than doubling [1,4]. However, in projective coordinates, φ(X,Y, Z) is given by
φ(X,Y, Z) = (EF, Y (A − 2XD + C), F 2B) with A = X2, B = ξZ, C = BZ,
D = aZ, E = A− C and F = (X −D)ξ.
Then, given a point P = (X,Y, Z) its image by φ is computed with 8 multipli-
cations and 2 squarings compared to 7 multiplications and 5 squarings for point
doubling.

Example 3. Let p > 3 be a prime such that −2 is a quadratic residue modulo p.
Define an elliptic curve E4 over Fp by y2 = 4x3 − 30x− 28. The map φ defined
in the affine plane by
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φ(x, y) =
(
−2x2 + 4x+ 9

4(x+ 2)
,− 2x2 + 8x− 1

4
√
−2(x+ 2)2

y

)

is an endomorphism of E4 defined over Fp with Z[φ] = Z[
√
−2]. Moreover

φ satisfies the equation φ2 + 2 = 0. As in the previous example, the endo-
morphism formulæ are more expensive than those for doubling in affine co-
ordinates. However, in projective coordinates the endomorphism can be com-
puted as φ(X,Y, Z) = (D(2A + 4B + 9Z2), (2A + 8B − Z2)Y,−4DCZ) with
A = X2, B = XZ, C = X + 2Z and D =

√
−2C.

Therefore, this endomorphism is significantly faster than a doubling since given
a point P in projective coordinates, φ(P ) can be computed with only 6 multi-
plications and 2squarings 1.

Density. We now show that we can lower the density of the φ-expansion, for the
expansions of the examples from the obvious 1/2 to 1/3. For applications with
larger s similar considerations hold but the effects are not that dramatic, how-
ever, the length is shorter as a compensation. In [21] Solinas considers expansions
to the base of the Frobenius τ for Koblitz curves. The characteristic polynomial
of τ for the curves y+xy = x3 +ax2 +1 over F2 is given by X2 +(−1)aX+2. He
introduces a τ -Non Adjacent Form (τ -NAF) and states algorithms to compute
kP as kP =

∑
i kiτ

i(P ) with ki = 0,±1 and kiki+1 = 0. Such an expansion has
an average density of 1/3.

This characteristic polynomial coincides with the one of φ in Example 2. Thus
also in this case we can compute a φ-NAF expansion of density 1/3 by exactly
the same algorithm. In the second example we have φ2 = −2. To obtain a lower
density of the expansion we impose a further condition on the ki in the expansion:
given z0 + z1φ, for z0 ≡ 0 mod 2 choose k0 = 0 as before. Otherwise, put k0 ≡
z0 mods 4, where mods 4 means that one chooses ±1 as representatives modulo
4. This gives 2 | (z0 − k0)/2, which sets to zero the next but one coefficient;
and thus there is at least one zero coefficient for each nonzero one (in this case
kiki+2 = 0), again leading to a density of 1/3. In practice, in this case the φ-NAF
expansion is obtained from signed binary expansions of z0 and z1. We refer to
such expansions as φ-NAFs.

Complexity and comparison with signed binary method. In the exam-
ples, the computation of kP using φ-expansions amounts approximately to log2 n
applications of φ and log2 n/3 additions. The expansions are of the same length
and density as the binary expansion but the doublings are replaced by cheaper
applications of φ. For both of these examples we thus obtain that computing
scalar multiples using a φ-expansion is more efficient than via the binary method
as φ(P ) needs less than a doubling. This holds as well if the binary method uses
Jacobian coordinates.

Comparison with GLV method. As already mentioned, the GLV method
leads to a decomposition k = k0 + k1φ. The binary length of ki is log2 n/2.
Taking both ki in binary NAF form, GLV needs log2 n/3 additions and log2 n/2
1 We count the multiplication of a number by

√−2 as one multiplication.
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doublings if φ(P ) is precomputed. We remark that our new method works with-
out precomputations and then needs the same number of additions but replaces
the doublings by two times the number of applications of φ. Unfortunately, in
our examples two applications of φ need more operations than a doubling.

Following ideas similar to Solinas [21], one can adjust the computation of the
φ-adic expansion to allow an efficient use of windowing techniques. Thus allowing
one precomputation as in the initial GLV method the number of additions in
our method reduces to log2 n/4.

If we use the JSF of k0, k1 the number of additions drops down to log2 n/4 in
GLV. Using the JSF however implies that one precomputes 3 points. Using 3 pre-
computed points with our method as well, the density of the φ-expansion reduces
to 1/5. Applying this to the above examples we notice that the φ-expansion is
slightly slower than the GLV method no matter if GLV uses projective or Jaco-
bian coordinates. However, the next section provides an improvement.

4 On the Joint Sparse Form

We now aim at combining both methods – the φ-expansion with the JSF. If
we need to compute k0P + k1Q, as for example in ECDSA [8], on a curve with
efficient endomorphisms we can decompose k0 and k1 in base φ, but so far the
Joint Sparse Form can only be used with a binary expansion. Given the ki

in φ-NAF this leads to 2 log2 n/3 additions and log2 n applications of φ without
precomputations. Using the 2 precomputed values P±Q the number of additions
drops down to 5 log2 n/9.

In the same spirit as the work of Solinas [23] we introduce the notion of φ-
Joint Sparse Form (φ-JSF), which allows an application of the fast Straus-Shamir
method to φ-adic expansions of the scalars ki.

In the following, we denote by φ any endomorphism having X2 − εX + 2
as characteristic polynomial, with ε = ±1 (for instance the Frobenius endomor-
phism on binary Koblitz curves or φ from Example 2). The correct translation
of Solinas’ notion of JSF is as follows.

Definition 1 (φ-Joint Sparse Form). A joint expansion with coefficients
0,±1 is in φ-Joint Sparse Form (φ-JSF) if it satisfies the following properties:
(φ-JSF 1) Among three consecutive columns at least one is a double zero.
(φ-JSF 2) It is never the case that ui,j+1 ui,j = ε.
(φ-JSF 3) If ui,j+1 ui,j �= 0 then u1−i,j+1 = ±1 and u1−i,j = 0.

Example 4. On the left we give the joint NAF expansion of k0 and k1, on the
right the φ-JSF (ε = 1).

k0 = 〈 -1 0 -1 0 -1 0 1 0 1 〉 = 〈 -1 0 0 -1 1 0 0 1 -1 〉
k1 = 〈 0 -1 0 -1 0 0 0 1 0 〉 = 〈 0 -1 0 -1 0 0 0 1 0 〉

The φ-Joint Sparse Form satisfies properties analogous to the properties of
the binary Joint Sparse Form.
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Theorem 4. The φ-Joint Sparse Form of any two elements k0 and k1 of Z[φ]
exists and is unique. If k0 and k1 have maximal length l when written in φ-NAF
expansion, then the joint φ and add algorithm computes k0P + k1Q from the
φ-JSF with an average of l+ 3 applications of φ and (l+ 3)/2 additions of either
±P , ±Q, ±(P +Q) or ±(P −Q).

Proof. The proof will appear in the full version of the paper. It is similar to
Solinas’ proof, cf. [23]. 
�

Unfortunately, the minimality of the JSF does not carry over to the φ-JSF, since
the φ-JSF of (〈1, 0,−1〉, 〈0, ε, 0〉) is (〈−ε, 0,−ε, 0,−ε, 1〉, 〈0, 0, 0, 0, ε, 0〉). However,
for large l, the φ-JSF has joint Hamming weight differing from the minimum joint
Hamming weight at most by a small constant. We now give an algorithm similar
to Solinas’ Algorithm 2 to produce the φ-JSF of k0 and k1, assuming they are
already written in some φ-adic expansion.

Algorithm 1

Input: k0 = 〈k0,m−1, . . . , k0,0〉, k1 = 〈k1,m−1, . . . , k1,0〉 in φ expansion, put
ki,j = 0 for j ≥ m
Output: φ-JSF of k0 and k1

1. initialize:
j ← 0
For i from 0 to 1 do

Set di,0 ← 0, di,1 ← 0
ai ← ki,0, bi ← ki,1, ci ← ki,2

Next i
2. main loop:

while m− j + |d0,0|+ |d0,1|+ |d1,0|+ |d1,1| > 0 do
a) choose coefficient:

For i from 0 to 1 do
If di,0 ≡ ai mod 2
then set u← 0
else
Set u← di,0 + ai + ε2(di,1 + bi) mods 4†

If di,0 + ai − ε2(di,1 + bi)− 4ci ≡ ±3 mod 8
and d1−i,0 + a1−i + 2(d1−i,1 + b1−i) ≡ 2 mod 4
then set u← −u
Set ui,j ← u

Next i
b) setup for next step:

For i from 0 to 1 do

† Here the notation mods 4 means that one chooses ±1 as representatives modulo 4
(for an odd number).
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Set di,0 ← ε(di,0 + ai − ui,j)/2 + di,1
di,1 ← ε(di,1 − di,0)
ai ← bi, bi ← ci, ci ← ki,j+3

Next i
c) Next j

Explanation. This algorithm is heavily inspired from Solinas’ Algorithm 2.
There are two main differences. The first one is that there are two carries for
each line instead of only one. To draw a parallel with Solinas’ algorithm, we
introduce the quantity (complex carry) di = di,1φ + di,0. Then updating the
complex carry from step j to step j+ 1 (first two lines of setup for next step)
is equivalent to replacing these lines with

di ← (di + ai − ui,j)/φ.

The second one lies in imposing the right condition modulo 8. Namely the
condition mod φ3 now reads (by property (φ-JSF 2))

di + φ2ci + φbi + ai ≡ ±(φ− ε) mod φ3

and this is equivalent to di,0+ai−ε2(di,1+bi)−4ci ≡ ±3 mod 8. Other conditions
modulo 2 and 4 are translations of similar congruences mod φ and φ2.

When viewing the algorithm as using congruences modulo powers of φ and
leaving the complex carry without splitting it into di,1 and di,0, one sees the full
appearance of the Solinas algorithm and using Solinas’ method it is straightfor-
ward to check that the above algorithm actually gives the φ-JSF of its inputs.

Remark 1. Note that the coefficients ki,j need not necessarily take on values
from {0,±1}. The algorithm works just as well on larger coefficients ki,j (the
carries are then unbounded). Thus we need not compute a φ-expansion with
coefficients in {0,±1} prior to applying Algorithm 1. Thus e.g. for signature
verification we can apply it directly on the outputs of either the GLV method
or the ki,0 + ki,1φ ≡ ki mod φ� − 1 (which is the output of Solinas’ algorithm to
reduce the length) in the case of Koblitz curves via ki = 〈ki,1, ki,0〉.

Remark 2. The case φ2 = −2 (see Example 3) works in an even simpler way
with the modifications mentioned in the previous section.

5 Applications and Comparison

Fix the setting that each multiplier has length l and assume that l is even (to
shorten the explanations); all values hold approximately. There are two main
cases where the φ-JSF can be applied efficiently. One is obviously in signature
checking. If one point is going to be reused very often such that a costly pre-
computation is acceptable, precompute φl/2+1P . Then one can first compute a
φ-expansion and then split it in halves as

∑l/2
i=0 kiφ

i + φl/2+1∑l/2
i=0 ki+l/2φ

i.
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1. φ is the Frobenius. To check a signature k0P + k1Q the φ-JSF needs l ap-
plications of φ and l/2 additions. Using φ-NAFs of the ki with the same
precomputations and the Straus-Shamir method leads to 5l/9 additions and
again l applications of φ (this is just two squarings that are free if optimal
normal bases are used). Thus the φ-JSF wins over a joint φ-NAF. Also, be-
cause φ is very fast compared to doubling, the φ-JSF is much faster than
the binary JSF of k0, k1 (remember that one first reduces the size of ki using
the trick that a power of Frobenius acts trivially on P and Q).

2. φ is the Frobenius. Let φl/2+1P be precomputed. To compute kP we first
compute the φ-adic expansion of k as in [22], then split it and apply the
φ-JSF on both halves. This needs l/2 times φ and l/4 additions with 3
precomputations. The ordinary method needs l times φ and l/5 additions for
3 precomputations. φ-JSF is faster if an addition takes no more than 10 times
φ which holds for polynomial basis and all coordinate systems. (Assuming
that a multiplication takes at most 3 squarings, in affine coordinates this
holds if one inversion takes less than 13 squarings – but otherwise affine
coordinates would not be applied.)

3. φ is an endomorphism of the examples. If we have precomputed φl/2+1P we
need l/2 times φ and l/4 additions with 3 precomputations. GLV also uses
3 precomputations and needs l/2 doublings and l/4 additions. As doublings
are more expensive, the φ-JSF is faster.

4. φ is an endomorphism of the examples and we check signatures. Let the
GLV method produce ki = ki,0 + ki,1φ. The input to Algorithm 1 are
ki = 〈ki,1, ki,0〉. This results in l times φ and l/2 additions. Taking a binary
expansion of ki and three precomputations, signature verification needs l
doublings and l/2 additions – thus more than φ-JSF.
In this case the GLV method has to deal with a quadruple multiplication.
Using 6 precomputations (grouping together two binary expansions) they
need l/2 additions and l/2 doublings. Thus the φ-JSF is advantageous if
either φ takes less than half a doubling or if the space is more restricted.
Likewise one can compare this to a quadruple φ-expansion using the trick
above which results in l/2 additions and l/2 applications of φ, using 6 pre-
computations. Thus, if one can afford these expensive precomputations and
the storage, the φ-JSF wins again.

Finally we remark that more precomputations in combination with the φ-
JSF can be used to obtain further speedup. Avanzi [2] shows that allowing 10
precomputations one obtains an expansion needing only 3l/8 additions and l
doublings. His analysis applies also to the φ-JSF.
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extend the GLV method to include φ-NAF expansions. We would also like to
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this paper.
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Abstract. We show a signature scheme whose security is tightly related
to the Computational Diffie-Hellman (CDH) assumption in the Ran-
dom Oracle Model. Existing discrete-log based signature schemes, such
as ElGamal, DSS, and Schnorr signatures, either require non-standard
assumptions, or their security is only loosely related to the discrete loga-
rithm (DL) assumption using Pointcheval and Stern’s “forking” lemma.
Since the hardness of the CDH problem is widely believed to be closely
related to the hardness of the DL problem, the signature scheme pre-
sented here offers better security guarantees than existing discrete-log
based signature schemes. Furthermore, the new scheme has comparable
efficiency to existing schemes.
The signature scheme was previously proposed in the cryptographic lit-
erature on at least two occasions. However, no security analysis was
done, probably because the scheme was viewed as a slight modification
of Schnorr signatures. In particular, the scheme’s tight security reduction
to CDH has remained unnoticed until now. Interestingly, this discrete-log
based signature scheme is similar to the trapdoor permutation based PSS
signatures proposed by Bellare and Rogaway, and has a tight reduction
for a similar reason.

Keywords: Signature Schemes. Computational Diffie-Hellman. Discrete
Logarithm. Exact Security. Tight Reductions. Random Oracle Model.

1 Introduction

From the computational complexity view of cryptography, a proof of security for
a signature scheme follows if there exists a polynomial time reduction algorithm
with the following ability: the reduction algorithm can use a poly-time algorithm
that forges a signature to construct another poly-time algorithm that solves a
hard computational problem. If no poly-time algorithm that solves the compu-
tational problem exist, then the existence of such a reduction implies that the
signature scheme is also unbreakable in poly-time.

However, such security arguments are asymptotic. In the case of discrete-log
signature schemes, forging signatures is infeasible in prime order groups where
the prime is larger than some threshold length. In practice, we would like to
know exactly how long a prime to use in order to impose a sufficiently infeasible
computational bound on an adversary.
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For this purpose, Bellare and Rogaway started an exact method of security
analysis [BR96] where more attention is paid to the computational efficiency of
the reduction algorithm. This method allows us to quantify the relation between
the difficulty of forging signatures and the hardness of the underlying computa-
tional problem. As Micali and Reyzin [MR02] put it, if the reduction is efficient
and hence the relative hardness of forging and that of breaking the underlying
computational assumption is close, we call the reduction tight. If the reduction
is less efficient, we call it close, and if it is significantly less efficient, we call it
loose. These terms are imprecise and should be only used to compare different
reduction algorithms to deduce the relative strength of different security claims.

State of research on signature schemes. The standard definition of the
security of signature schemes, together with the first construction that satis-
fies it, was given by Goldwasser, Micali, and Rivest [GMR88]. The results of
Naor, Yung, and Rompel [NY89,Rom90] imply a signature scheme based on
the discrete-log assumption, but the construction is inefficient and not stateless.
Recently, practical signatures schemes [GHR99,CS00] based on the strong RSA
assumption were proposed.

There are practical signature schemes whose security is tightly related to
weaker computational assumptions such as RSA and factoring, but their secu-
rity is (so far) proven only in the Random Oracle model. The Random Oracle
model was implicitly considered by Fiat and Shamir [FS86] and rigorously de-
fined by Bellare and Rogaway [BR93]. In this model, we assume that the adver-
sarial algorithms work equally well when a hash function like SHA-1 or MD5 is
replaced by a true random function. This restriction on the adversarial capabil-
ity appears arbitrary [CGH98], but in practice, given a carefully implemented
hash function, there are no examples of adversarial algorithms which break cryp-
tographic schemes by exploiting the properties of a hash function. An efficient
signature scheme with a tight security reduction to trapdoor permutations was
given in this model by Bellare and Rogaway [BR96]. Recently, Micali and Reyzin
[MR02] showed a number of signature schemes whose security is tightly related
to factoring in this model.

Loose security of discrete-log based signatures. Some discrete-log based
signature schemes, such as ElGamal [ElG85] and DSS [NIS94], require non-
standard assumptions. Other schemes, such as Schnorr signatures [Sch89], the
“Modified ElGamal” signatures of Pointcheval and Stern [PS96], and some DSS
variants [BPVY00], have security proofs that are only loosely related to the
discrete-log problem. The latter schemes with loose reductions follow a Fiat-
Shamir methodology [FS86], which is used to convert any commit-challenge-
respond identification scheme into a signature scheme secure in the Random
Oracle model. The only known reduction converting a forging algorithm for a
Fiat-Shamir based signature scheme into an algorithm that breaks the underlying
computational problem is the “forking” lemma [PS96]. However, this reduction
is inefficient: to break the computational problem with a probability comparable
to the success probability of the signature forger, the reduction algorithm needs
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to execute a full run of the forging algorithm qH times, where qH denotes the
number of hash function queries made by the forger.

If we take 2n hash function evaluations as our infeasible computational
bound, the adversarial algorithm is allowed to make qH = 2n hash function
queries. The forking lemma then implies that if an adversary that breaks Schnorr
signatures in 2n steps exists, then there is an algorithm that computes discrete
logarithms in 22n steps. Therefore, to be provably secure, all signature schemes
based on the discrete-log problem with security parameter n must work in a
group where the discrete-log problem is believed secure with security parameter
2n. In a traditional discrete-log system of a prime field Z

∗
p, the index-calculus

method of breaking the discrete-log problem works in time about O(exp( 3
√
|p|)).

Hence, a factor of α increase in the security parameter implies a α3 increase
in the length of the modulus p. For example, if the discrete-log problem in a
prime field is believed to be infeasible for 1000 bit primes, the “forking” lemma
reduction tells us that Schnorr signatures are secure only in a field modulo a
8000 bit prime.

Our contribution: signatures as secure as Diffie-Hellman. In this paper,
we present a signature scheme whose security is tightly related to the Compu-
tational Diffie-Hellman (CDH) assumption in the Random Oracle model. This
signature scheme was previously considered by Chaum and Pedersen [CP92],
and by Jakobsson and Schnorr [JS99]. However, the scheme appeared without
a security analysis, probably because it was viewed as a slight modification of
Schnorr signatures. In particular, the scheme’s tight security reduction to CDH
has remained unnoticed until now.

Since the hardness of the CDH problem is widely believed to be closely related
to the hardness of the DL problem [Sho97,BL96,MW99], our signature scheme
offers better security guarantees than well-known discrete-log based signature
schemes. Moreover, by the results of Maurer and Wolf [MW99], we can relate
the security of our signature scheme directly to the hardness of the discrete-
log problem for a large class of groups in which the discrete-log problem is
believed hard. The resulting security degradation is a factor of about 243 for
log2(log2(q)) ≈ 7, where q is the group size.1 This degradation is much better
than the qH = 280 security degradation carried by the forking lemma, which so
far is the only known security argument for discrete-log based schemes in the
Random Oracle model.

Related Work. The main technical trick allowing us to avoid the forking lemma
in the security proof is the replacement of a zero-knowledge proof of knowledge
with a zero-knowledge proof of equality of discrete logarithms. Using a zero
knowledge proof of equality allows for a one-pass simulation in the security
proof, and hence results in a tight security reduction. It is interesting to note
that the same technical idea was used by Gennaro and Shoup to achieve a

1 The size of q recommended by Lenstra [LV01] for the year 2003 is 129 bits long.
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one-pass simulation in a proof of CCA security for a variant of an ElGamal
encryption [SG98].

Recently, Micali and Reyzin showed a different way of avoiding the forking
lemma in the security reduction of signature schemes built using the Fiat-Shamir
method [MR02]. Their idea works for a class of signature schemes based on
factoring, and results in tight security reductions for such signatures. However,
their method does not apply to discrete-log based schemes.

Our scheme is similar to the PSS signature scheme [BR96] which has security
that is tightly related to the security of a trap-door permutation (e.g. RSA
or factoring). Our scheme is also similar to the undeniable signature scheme
proposed by Okamoto and Pointcheval [OP01], and to the BLS short signature
scheme [BLS01], both secure under the “Gap Diffie-Hellman” assumption.

We remark that in the Generic Group model introduced in the work of
Shoup [Sho97], Schnorr signatures are as secure as the discrete-log problem.
However, the security results in the generic group model imply security only
against a restricted class of adversarial algorithms. Namely, this model consid-
ers only algorithms that are oblivious to the representation of the elements in
the group. This is a significant restriction because there are known adversarial
algorithms, such as the index-calculus method for finding discrete logarithms in
Z
∗
p, which do not fall into this category.

2 Definitions

In this section, we present some definitions and notational conventions. We first
recall the definition of a signature scheme.

Definition 1 (Signature Scheme).
A signature scheme (Gen,Sign,Ver) is a triple of probabilistic algorithms:

– The key generation algorithm Gen that when given a security parameter 1n

as input, outputs a private key (sk) and a public key (pk).
– The signature algorithm Sig that when given sk and a message M as inputs,

produces a signature σ as output.
– The (usually deterministic) verification algorithm Ver that when given in-

put (pk,M, σ), either accepts or rejects, such that if (sk, pk)← Gen(1n) and
σ ← SIG(sk,M), then Ver(pk,M, σ) = accept.

We consider signature schemes that are secure against existential forgery un-
der an adaptive chosen message attack (CMA) in the Random Oracle model.
This definition is an adaptation of the standard existential CMA security defini-
tion [GMR88] to the Random Oracle model. In the definition below, the “hash
function oracle” is an ideal random function.

Definition 2 (Existential CMA Security of a Signature Scheme).
A probabilistic algorithm F is said to (t, qH , qsig, ε)-break a signature scheme

if after running in at most t steps, making at most qH adaptive queries to the
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hash function oracle, and requesting signatures on at most qsig adaptively chosen
messages, F outputs a valid forgery (M,σ) on some new message M (i.e. a
message on which F has not requested a signature) with probability at least ε,
where the probability is taken over the coins of F , the Gen and Sig algorithms,
and the hash function oracle.

We say that a signature scheme is (t, qH , qsig, ε)-secure if no forger can
(t, qH , qsig, ε)-break it.

Discrete-Log Setting and Notation. We consider groups where the discrete-
log problem is hard. For notational convenience, we only consider prime order
subgroups of the multiplicative group Z

∗
p with prime p. However, our results also

carry over to other groups, such as those built on elliptic curves.
Let p and q be large primes. Also let g be a generator of subgroup Gg,p =

{g0, . . . , gq−1} with order q in the multiplicative group Z
∗
p. We use the triple

(g, p, q) to describe the group Gg,p. All the algorithms discussed in this paper
implicitly take the triple (g, p, q) as input.

Group operations in Gg,p are always modulo p and operations on secret values
are always modulo q. For notational convenience, we will omit the “(mod p)”
and “( mod q)” markers. We denote the bit length of q by |q| = nq. The notation

a
R← S means that a is picked uniformly at random from set S.
The security of our signature scheme relies on the hardness of the Computa-

tional Diffie-Hellman (CDH) problem [DH76]:

Definition 3 (CDH assumption).
A probabilistic algorithm A is said to (t, ε)-break CDH in a group Gg,p if on

input (g, p, q) and (ga, gb) and after running in at most t steps, A computes the
Diffie-Hellman function, DHg,p(ga, gb) = gab, with probability at least ε, where
the probability is over the coins of A and (a, b) chosen uniformly from Zq × Zq.

We say that group Gg,p is a (t, ε)-CDH group if no algorithm (t, ε)-breaks
CDH in Gg,p.

As previously mentioned, there is strong evidence that the CDH problem is
closely related to the hardness of computing discrete logarithms. In particular,
we know an efficient reduction from the discrete-log problem to the CDH problem
for many easily constructible groups Gg,p [MW99].

3 The EDL Signature Scheme

We present the EDL signature scheme and prove that its security is tightly re-
lated to the CDH problem. In the introduction, we mentioned that the EDL
signature scheme was previously proposed in the literature [CP92,JS99]. How-
ever, the security properties of this scheme have not been examined.

The scheme proceeds as follows: the private key is x ∈ Zq and the public key
is y = gx. To sign a message m, the signer hashes the message m with a random
string r of size nr = 111 to obtain H(m, r) = h, computes z = hx, and outputs
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as a signature (z, r) together with a non-interactive zero-knowledge proof (ZKP)
that DLg(y) = DLh(z).2

We now describe the EDL scheme in full detail: let (p, q, g) be a discrete-
log triple defining a group Gg,p. Let nr = 111. Let H and H ′ be (ideal) hash
functions where H : {0, 1}∗ → Gg,p and H ′ : (Gg,p)6 → Zq.

– Key Generation Algorithm (Gen)
Pick a random x

R← Zq as the private key. The corresponding public key is
y ← gx.

– Signing Algorithm (Sign)
The inputs are a secret key x ∈ Zq and a message M ∈ {0, 1}∗.
First pick a random r

R← {0, 1}nr . Compute h← H(m, r) and z ← hx.
Next, prepare a non-interactive ZKP that DLh(z) = DLg(y): pick a random

k
R← Zq. Compute u ← gk, v ← hk, c ← H ′(g, h, y, z, u, v) ∈ Zq, and

s← k + cx.
The signature is σ ← (z, r, s, c).

– Verification Algorithm (Ver)
The inputs are a public key y, a message M , and a signature σ = (z, r, s, c).
First compute h ← H(m, r), u ← gsy−c, and v ← hsz−c. Then compute
c′ = H ′(g, h, y, z, u, v). If c = c′, output valid. Otherwise, output invalid.

Similarity to PSS. The EDL signature scheme is similar to the PSS signa-
ture scheme [BR96] (and the RSA identification protocol): the verifier sends a
random value h, and the prover responds with z = hx. Recall that in the RSA
identification protocol, the inverse of the secret key x in the exponent group Zq

is the public key, and verification is done by checking if z(1/x) = h. However, in
the EDL signature scheme, the public key is gx and verification is achieved by a
zero-knowledge proof that DLg(y) = DLh(z).

Because EDL and PSS have a similar structure, they both have tight security
reductions to the underlying hard problem of “exponentiating to the secret x
committed in the public key”. In the case of PSS, the hard problem is inverting
the RSA trap-door permutation. And in the case of EDL, the hard problem is
computing the CDH function. Note that a successful forgery in the EDL scheme
requires computing hx on a random public key y = gx, and a random h returned
by the hash function. On input gx, gw, a simulator easily embeds gw into the h
values returned by the hash oracle, and then recovers the CDH value (gw)x from
the successful forgery. This simulator only needs one pass of the simulated CMA
attack to provide a successful forgery for recovering gwx. Hence, the reduction
from the CDH problem to security of the EDL scheme is tight.

Avoiding the Proof of Knowledge. All known signature schemes whose secu-
rity is reducible to the discrete-log assumption [PS96,OO98,BPVY00] are based
on zero-knowledge proofs of knowledge. Replacing the zero-knowledge proof of
knowledge with a zero-knowledge proof (of discrete-log equality) allows us to
2 Section 4 explains the derivation of the randomness size nr.
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avoid using the “forking lemma” [PS96] in the security proof. Therefore, EDL
does not suffer from the 1/qH degradation in security during the reduction
(where qH is the number of hash queries made by the forger).3

The public-coin proof underlying the EDL scheme is the proof of equality of
two discrete logarithms. This proof proceeds as follows: the prover picks k ∈ Zq,
sends u = gk, v = hk to the verifier. The verifier picks a public random challenge
c ∈ Zq, and the prover responds with s = k + cx. The verifier checks that
gs = uyc and hs = vzc. This proof system is public-coin zero-knowledge because
a simulator given inputs g, h, y, z can pick c and s at random in Zq and compute
u and v from them. This proof system is also a proof of knowledge of x such
that gx = y and hc = z, but we do not rely on this property in our security
analysis. In our analysis, it is sufficient that this proof system is an interactive
proof where the prover’s probability of cheating is at most 1/q. This condition
is sufficient because if x = DLg(y) is not equal to x′ = DLh(z), then the prover
can pass only if the public coin c is (k − k′)/(x′ − x), where k = DLg(u) and
k′ = DLh(v).

This proof system was first proposed [CEvdG87] in a slightly different vari-
ant of zero-knowledge against any verifier and only 1/2 soundness.4 This proof
system can also be viewed as an extension of Schnorr’s public-coin proof of knowl-
edge of discrete logarithm [Sch89], and it is indeed also a proof of knowledge.
However, we do not use the proof-of-knowledge property of this proof system in
our scheme.

Efficiency Considerations. The signature size and the signing and verification
costs of our scheme are larger than for traditional discrete-log based signature
schemes like DSS or Schnorr, but only if one compares these costs for the two
schemes working in the same group Gg,p. Our construction offers better security
guarantees than the traditional discrete-log based schemes, and can therefore be
used in much smaller groups. Section 4.1 has more details about the complex-
ity/size vs. security bound trade-offs implied by our work.

The signature size is |p|+ 2|q|+ nr. Signing takes three exponentiations and
verification takes two multi-exponentiations [BGMW92]. The cost of a single
(two-element) multi-exponentiation is about 20% more than the cost of a sin-
gle exponentiation, assuming Montgomery squaring is used. In Section 4, we
3 Intuitively, the security of signature schemes based on zero-knowledge proofs of

knowledge relies on the simulator’s ability to re-run the forger several times. If the
simulator gets a successful forgery on the same message on any two runs, the simula-
tor can extract the secret key x from the forger by the proof of knowledge property of
the proof system. Hence, the simulator can solve the discrete logarithm problem of
finding DLg(y). The forking lemma [PS96] shows that the probability of the simula-
tor obtaining two such forgeries is at least 1/qH of the forger’s probability of success
(because the simulator has to guess the specific message among the qH messages
submitted to the hash oracle by the forger that will be used by the forger to output
a signature).

4 See also [CS97] for a modern presentation of this protocol and for techniques for
constructing discrete-log proof systems.
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will compare EDL with other signature schemes, taking into account both the
efficiency and the security parameters.

We point out two possible efficiency improvements. Firstly, if the signature
includes element v (with the signature size increasing to 2|p| + 2|q| + nr), the
verification time can be reduced to a single (five element) multi-exponentiation.
The cost of this five element multi-exponentiation is about 70% more than the
cost of a single exponentiation. Hence, we obtain a 30% reduction in verification
cost. Verification is done using a simple trick similar to those used to batch
signature verification [BGR98]: the verifier picks a random α ∈ Zq, computes
u as gsy−chsαz−cαv−α, and then carries out the normal verification procedure
with u and v. This trick negligibly increases the probability of accepting an
invalid signature by 1/q.

Secondly, unlike the Schnorr signature scheme, EDL signatures are not effi-
cient on-line. However, using the trick of signing random commitments [ST01],
the EDL signature scheme can be as efficient on-line as the Schnorr signature.
The off-line cost increases to five exponentiations and the verification cost in-
creases to about two exponentiations.

3.1 Security Proof

The following theorem proves a tight security reduction from the hardness of the
CDH problem to the CMA security of the EDL scheme in the Random Oracle
model. We denote the cost of a long exponentiation in Gg,p by Cexp(Gg,p). Since
the exponentiation cost is the primary factor in the cost of reduction, we ignore
the costs of other operations in the theorem below.

Theorem 1. If G is a (t′, ε′)-CDH group then the EDL signature scheme is
(t, qH , qsig, ε)-secure against existential forgery on adaptive chosen message at-
tack in the Random Oracle model, where

t ≤ t′ − qH · Cexp(Gg,p)
ε ≥ ε′ + qsig · qH · 2−nr + qH · 2−nq

Proof. Let F be a forger that (t, qH , qsig, ε)-breaks EDL. We construct a “sim-
ulator” algorithm S which takes (p, q, g) and (ga, gb) as inputs. Algorithm S
uses the F algorithm to compute the DHg,p(ga, gb) function in t′ steps and ε′

probability where

t′ ≈ t+ (qH + 4.4 · qsig) · Cexp(Gg,p) (1)
ε′ = ε−

(
qsig · qH · 2−nr + qsig · (qH + qsig) · 2−2·nq + 2−nq + qH · 2−nq

)
(2)

and the probability goes over (a, b) in Zq × Zq and the randomness used by S
and F . Since nr < nq, it follows that 2−nr � 2−2nq for sufficiently large nq.
Assuming that qH � qsig � 1, the theorem follows.

Algorithm S simulates a run of a signature scheme EDL to the forger F .
Algorithm S answers F ’s hash function queries, signature oracle queries, and it
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tries to translate F ’s possible forgery (m,σ) into an answer to the DHg,p(ga, gb)
function. Algorithm S starts the simulation by providing (p, q, g) and the public
key y = ga as input to F . Then algorithm S answers F ’s queries as follows.

Answering H-oracle Queries. If the forger F provides a new query (m, r)
as input to the H-oracle, algorithm S embeds gb into its answer by picking d at
random in Zq, and outputting H(m, r) as h = (gb)d.

Answering H′-oracle Queries. The simulator S answers all new answers
queries to the H ′ oracle completely at random.

Answering Signature Queries. Suppose the forger asks for a signature on
message m. Algorithm S has to create a valid signature tuple without knowing
the secret key. In the process, algorithm S defines some values of the two hash
functions H and H ′. The simulator proceeds as follows:

1. S picks a random r
R← {0, 1}nr . If H has been queried on inputs (m, r), it

aborts.
2. Otherwise, S picks a random κ

R← Zq, sets z = yκ and h = gκ, and defines
H(m, r) � h. Note that DLh(z) = DLg(y) where h = H(m, r).

3. S simulates the non-interactive proof of discrete logarithm equality in a
standard way: S picks random c

R← Zq, s R← Zq, sets u = gsy−c and v =
hsz−c.

4. If H ′ has been queried on inputs (g, h, y, z, u, v) before, S aborts. Otherwise,
it sets H ′(g, h, y, z, u, v) � c and returns the tuple (z, r, s, c) as the signature
of m.

Solving the CDH Problem. If the forger F returns a valid message and
signature pair (m,σ) (where σ = (z, r, s, c)) for some previously unsigned m,
then algorithm S tries to translate this forgery into computing gab as follows: If
F has not queried the H oracle on (m, r), S aborts. Otherwise h = H(m, r) = gbd

for some d known to simulator S, and the simulator S outputs z1/d and stops.
If it holds that DLg(y) = DLh(z), then z = ha and hence z = gabd, in which
case algorithm S’s output is equal to gab.

Let εabort be the probability that algorithm S aborts the simulation and let
εDL be the probability that F produces a valid forgery but DLg(y) �= DLh(z).
Observe that the computational view shown to the forger by the simulator
has the same distribution as the forger’s conversation with an actual signature
scheme and random hash functions except for the probability εabort. Hence the
probability that S outputs a correct solution to the CDH challenge DHg,p(ga, gb)
is at least ε− (εabort + εDL). We now upper bound the εabort + εDL term.

1. The simulator S might abort at Step 1 of the signature oracle simulation.
This event occurs if S chooses a r that was previously given as input to the
H-oracle. Since there are at most qH such r’s, the probability of aborting is
at most qH · 2−nr . Therefore, the probability that the simulator aborts at
Step 1 for any of the qsig signature queries is less than qsig · qH · 2−nr .
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2. Similarly, simulator S only aborts at Step 4 if it has run into an input
string (g, h, y, z, u, v) on which H ′ has been already queried. Note that this
input string can be represented as (g, gk, y, yk, u, uk), where u, k are chosen
at random in Gg,p × Zq. Since there are at most qH + qsig such strings on
which H ′ was previously queried on, the probability of collision is at most
(qH + qsig) · 2−2·nq . Thus, the probability of S aborting at any time in the
simulation at this step is at most approximately qsig · (qH + qsig) · 2−2·nq .

3. Let NH be the event that the forger F does not query the H-oracle on the
(m, r) which it outputs as part of the forgery. Let NQ be the event that
DLg(y) �= DLh(z). We want to compute an upper bound for the probability
Pr[NH ∨ NQ]. Together with the probability of aborting in the signature
simulation phase, this allows us to derive an upper bound for εabort + εDL.
Observe that Pr[NH ∨NQ] = Pr[NH ∧¬NQ] + Pr[NQ]. We first calculate
Pr[NH ∧ ¬NQ]. Pr[NH ∧ ¬NQ] is given by the probability that the forger
F outputs a z such that z−x = h = H(M, r) on a successful forgery. This
probability is 2−nq .
We now calculate Pr[NQ]. Let u = gk, v = hk′

, y = gx, and z = hx′ �= hx.
Since the signature is valid, we must have u = gsy−c and v = hsz−c for
c = H ′(g, h, y, z, u, v). Considering only exponents, we have k = s− xc and
k′ = s − x′c. Hence, H ′(g, h, gx, hx′

, gk, hk′
) = c = (k − k′)/(x′ − x). Since

H ′ is a random oracle, the probability that this equation holds for an input
to H ′ is 1/|Zq| = 2−nq . Therefore, the probability that F finds such a c in
qH oracle queries is at most qH · 2−nq .

Summing the probabilities, we see that algorithm S solves the CDH problem
with probability (approximately) at least ε− qsig · qH · 2−nr + qsig · (qH + qsig) ·
2−2·nq − 2−nq + qH · 2−nq which gives us equation (2).

Running Time of S. The running time of algorithm S is that of running the
forger F and a number of modular exponentiations with exponents belonging
to Zq. Each query to the H-oracle requires one exponentiation. Each query to
the signature oracle requires two exponentiations and two multi-exponentiations.
Adding these values gives the running time in equation (1).

4 Security and Efficiency Analysis

Minimum required randomness size. Assume the EDL signature scheme
is (t, qH , qsig, ε)-broken by some algorithm A. This adversary A can be run re-
peatedly, and the expected time to produce a forgery is t/ε. Let n = log t and
e = log(1/ε). Thus, the security parameter of the EDL scheme is nss ≤ log(t/ε) =
n+ e.

A customary bound on the number of signatures that an instance of a sig-
nature scheme can generate is qsig ≤ 230. If we assume that evaluating a hash
function is a unit operation, there can be at most qH ≤ t = 2n hash oracle
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queries. We also assume that an exponentiation in Gg,p takes about 100 times
longer than one hash query. Using these assumptions in Theorem 1, we obtain

t′ ≈ t+ qH · Cexp(Gg,p) ≈ 2n+7

and

ε′ ≈ ε− (qsig · qH · 2−nr + qH · 2−nq ) = 2−e − (2n+30−nr + 2n−nq ).

Because of the O(
√
q) security of discrete-log in Gg,p, we have nq > 2n,

and 2n−nq < 2−nq/2 is negligible. Therefore, for ε′ to be at least ε/2, we
need −e > (n+ 30− nr), and hence also require that nr > nss + 30. Setting
nr = nss + 31 and assuming that computations that take time greater than 280

are infeasible, we get nr = 111.

Relative “tightness” and its implications. Note that the bound on the
reduction time is t′ ≈ t · 27 and ε′ ≈ ε/2, which means that our reduction carries
a small factor of 28 decrease in security. Therefore, to get a provable 280 hardness
bound on our signature scheme in the random oracle model, we need a group
Gg,p with at least 288 security of the CDH problem. Recall that other discrete-
log based signatures encounter a qH = 280 security degradation via the “forking
lemma” reduction. Hence, to achieve the same 280 hardness bound, they require
a group Gg,p with a 2160 security of the discrete-log problem. If we assume a
widely held belief that the CDH and DL problems have comparable security, our
scheme is as secure as the standard discrete-log based schemes over groups with
half the security parameter for the DL or CDH problem.

Moreover, by the results of Maurer and Wolf [MW99], our scheme achieves
better provable security under the DL assumption alone than traditional
discrete-log based signatures (in a large class of groups). Maurer and Wolf show
that for a large class of groups, there exist an efficient reduction from DL to CDH.
Their reduction algorithm solves the DL problem by invoking a perfect CDH or-
acle O((log q)5) times, where q is the (prime) size of the group. Since a forger
against our signature scheme implements a perfect oracle, taking log q ≈ 128,
the Maurer and Wolf reduction encounters a (128)5 = 235 decrease in the secu-
rity parameter. Combining the two reductions show that our scheme provably
achieves (in the Random Oracle model) the 280 bound in a group Gg,p with
a 280+35+8 = 2123 security of the DL problem, provided that the DL to CDH
reduction of Maurer and Wolf holds for this group.

In summary, we call our scheme tightly related to the CDH problem because
the 28 security degradation is small, and closely related to the DL problem
because the 235+8 = 243 degradation is medium. At the same time, we call
other discrete-log based schemes loosely related to the DL problem because the
280 degradation is large. Indeed, the terms tight, close, and loose are used only
comparatively.
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4.1 Security vs. Efficiency Trade-Offs

Signature size increases or stays constant. Signatures produced by our
scheme are tuples in (Gq × {0, 1}111 × Zq × Zq). In other discrete-log schemes,
like DSS or Schnorr, the signature is a pair of elements in Zq. In a traditional
discrete-log setting over a field Z

∗
p, taking |p| ≈ 1000 and |q| ≈ 160, our signatures

are 4 to 5 times longer, but with much better security guarantees. If we instead
require security guarantees for traditional signature schemes that are comparable
to EDL, then assuming CDH ≈ DL, traditional discrete-log signatures need
|q| = |Gg,p| values that are two times larger than EDL signatures. In this case,
our signatures are 2 to 2.5 times longer.

The signature size comparison is more favorable for our scheme in elliptic
curve systems where elements in Gg,p have a representation of similar size to
elements in Zq. Assuming that the two schemes work over the same curve, our
signature is about twice the size of traditional discrete-log signatures. But if we
require similar security guarantees based on the CDH ≈ DL assumption, our
signatures become slightly smaller than the traditional discrete-log signatures
implemented over elliptic curves.

Signature generation and verification time decrease. The computational
costs in our scheme are three exponentiations for the signer and about two expo-
nentiations for the verifier. Traditional signatures require one exponentiation for
signing and verification. However, if we compare the signature schemes based on
similar levels of security (assuming CDH ≈ DL), traditional signatures need to
use larger groups. Recall that the cost of exponentiation in a field of q elements
is proportional to |q| times the multiplication cost. The best multiplication al-
gorithms have a cost of at least O(|p|1.6). Therefore, a factor of α increase in |q|
and a factor of β increase in |p| results in a α ·β1.6 increase in the exponentiation
cost.

In the traditional discrete-log setting of a prime field Z
∗
p, the index-calculus

method of breaking the discrete-log problem works in time about O(exp( 3
√
|p|)).

Hence, a factor of 2 increase in the security parameter implies β = 23 increase in
the length of the modulus p. The size of the group |q| increases by factor α = 2
because of baby-step/giant-step algorithm which works in time O(exp(|q|/2)).
Therefore, under the CDH ≈ DL assumption, the exponentiation cost in a
traditional signature scheme with security guarantees matching our scheme is
2 · 81.6 ≈ 56 times than in our scheme. Our signature operation is thus about
56/3 ≈ 18 times faster and the verification is 56/2 = 27 times faster. For elliptic
curve groups, to match the security guarantees of the new scheme, we need a
α = β = 2 factor increase in the size of the representation of the group. Hence,
the exponentiation cost for traditional schemes on elliptic curves matching the
security bounds of our scheme is 2 · 21.6 ≈ 6 times larger, which still makes our
signer two times faster and the verifier three times faster.



A Signature Scheme as Secure as the Diffie-Hellman Problem 413

5 Open Problems

We see several interesting open problems: (1) One question is to find a signature
scheme that has a tight security reduction to CDH or DL, but whose signature
size and signing and verification times are the same as those in the traditional
signature schemes, even when the two schemes work in the same group. (2)
Another question is to find a signature scheme that improves on the “forking
lemma” reduction to the DL assumption for a larger class of groups than those
of Maurer and Wolf [MW99]. (3) Another interesting question is to find a blind
signature scheme with a tight security reduction to the CDH problem.
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Foundation Fellowship and NSF grant CCR-0205733.
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Abstract. An aggregate signature scheme is a digital signature that
supports aggregation: Given n signatures on n distinct messages from n
distinct users, it is possible to aggregate all these signatures into a sin-
gle short signature. This single signature (and the n original messages)
will convince the verifier that the n users did indeed sign the n original
messages (i.e., user i signed message Mi for i = 1, . . . , n). In this pa-
per we introduce the concept of an aggregate signature, present security
models for such signatures, and give several applications for aggregate
signatures. We construct an efficient aggregate signature from a recent
short signature scheme based on bilinear maps due to Boneh, Lynn, and
Shacham. Aggregate signatures are useful for reducing the size of certifi-
cate chains (by aggregating all signatures in the chain) and for reducing
message size in secure routing protocols such as SBGP. We also show
that aggregate signatures give rise to verifiably encrypted signatures.
Such signatures enable the verifier to test that a given ciphertext C is
the encryption of a signature on a given message M . Verifiably encrypted
signatures are used in contract-signing protocols. Finally, we show that
similar ideas can be used to extend the short signature scheme to give
simple ring signatures.

1 Introduction

Many real-world applications involve signatures on many different messages gen-
erated by many different users. For example, in a Public Key Infrastructure
(PKI) of depth n, each user is given a chain of n certificates. The chain contains
n signatures by n Certificate Authorities (CAs) on n distinct certificates. Sim-
ilarly, in the Secure BGP protocol (SBGP) [17] each router receives a list of n
signatures attesting to a certain path of length n in the network. A router signs
its own segment in the path and forwards the resulting list of n + 1 signatures
to the next router. As a result, the number of signatures in routing messages is
linear in the length of the path. Both applications would benefit from a method
for compressing the list of signatures on distinct messages issued by distinct par-
ties. Specifically, X.509 certificate chains could be shortened by compressing the
n signatures in the chain into a single signature.

An aggregate signature scheme enables us to achieve precisely this type of
compression. Suppose each of n users has a public-private key pair (PKi,SKi).

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 416–432, 2003.
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User ui signs message Mi to obtain a signature σi. Then there is a public ag-
gregation algorithm that takes as input all of σ1, . . . , σn and outputs a short
compressed signature σ. Anyone can aggregate the n signatures. Moreover, the
aggregation can be performed incrementally. That is, signatures σ1, σ2 can be
aggregated into σ12 which can then be further aggregated with σ3 to obtain σ123.
When aggregating signatures in a certificate chain, each CA can incrementally
aggregate its own signature into the chain. There is also an aggregate verification
algorithm that takes PK1, . . . , PKn, M1, . . . ,Mn, and σ and decides whether the
aggregate signature is valid. Intuitively, the security requirement is that the ag-
gregate signature σ is declared valid only if the aggregator who created σ was
given all of σ1, . . . , σn. Precise security definitions are given in Sect. 3.2. Thus, an
aggregate signature provides non-repudiation at once on many different messages
by many users.

We construct an aggregate signature scheme based on a recent short signa-
ture due to Boneh, Lynn, and Shacham (BLS) [7]. This signature scheme works
in any group where the Decision Diffie-Hellman problem (DDH) is easy, but the
Computational Diffie-Hellman problem (CDH) is hard. We refer to such groups
as gap groups [7,25]. Recently there have been a number of constructions using
such gap groups [7,18,8,4]. Surprisingly, gap groups are insufficient for construct-
ing efficient aggregate signatures. Instead, our construction uses a pair of groups
G1, GT and a bilinear map e : G1 × G1 → GT where CDH is hard in G1. Joux
and Nguyen [16] showed that the map e can be used to solve DDH in G1, and
so G1 is a gap group. It is the extra structure provided by the bilinear map that
enables us to construct an efficient aggregate signature scheme. We do not know
how to build efficient aggregate signatures from general gap groups. Thus, our
construction is an example where the bilinear map provides extra functional-
ity beyond a simple algorithm for solving DDH. Bilinear maps were previously
used for three-way Diffie-Hellman [16], Identity-Based Encryption (IBE) [5], and
Hierarchical IBE [15,13].

Aggregate signatures are related to multisignatures [19,24,23,4]. In multisig-
natures, a set of users all sign the same message and the result is a single sig-
nature. Recently, Micali et al. [19] defined a security model for multisignatures
and gave some constructions and applications. Multisignatures are insufficient
for the applications we have in mind, such as certificate chains and SBGP. For
these applications we must be able to aggregate signatures on distinct messages.
We note that recently Boldyreva [4] showed that general gap groups are suffi-
cient for constructing multisignatures from BLS signatures. As noted above, to
obtain aggregate signatures, one needs the extra structure provided by bilinear
maps.

Our application of aggregate signatures to compressing certificate chains is
related to an open problem posed by Micali and Rivest [20]: Given a certificate
chain and some special additional signatures, can intermediate links in the chain
be cut out? Aggregate signatures allow the compression of certificate chains
without any additional signatures, but a verifier must still be aware of all in-
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termediate links in the chain. We note that batch RSA [9] also provides some
signature compression, but only for signatures produced by a single signer.

As a further application for aggregate signatures we show in Sect. 4 that cer-
tain aggregate signature schemes give rise to simple verifiably encrypted signa-
tures. These signatures enable user Alice to give Bob a signature on a message M
encrypted using a third party’s public key and Bob to verify that the encrypted
signature is valid. Verifiably encrypted signatures are used in optimistic con-
tract signing protocols [1,2] to enable fair exchange. Previous constructions [1,
26] require zero knowledge proofs to verify an encrypted signature. The verifiably
encrypted signatures in Section 4 are short and can be validated efficiently. We
note that the resulting contract signing protocol is not abuse-free in the sense
of [10].

As a third application of these ideas we construct in Sect. 5 a simple ring
signature [27] using bilinear maps. As above, the construction using a bilinear
map is simpler and more efficient than constructions that only make use of gap
groups.

2 Signature Schemes Based on Co-gap Diffie-Hellman

We first review a few concepts related to bilinear maps and Gap Diffie-Hellman
signatures [7]. Throughout the paper we use the following notation:

1. G1 and G2 are two (multiplicative) cyclic groups of prime order p;
2. g1 is a generator of G1 and g2 is a generator of G2;
3. ψ is a computable isomorphism from G1 to G2, with ψ(g1) = g2; and
4. e is a computable bilinear map e : G1 ×G2 → GT as described below.

The isomorphism ψ is mostly needed for the proofs of security. To keep the
discussion general, we simply assume that ψ exists and is efficiently computable.
When G1, G2 are subgroups of the group of points of an elliptic curve E/Fq, the
trace map on the curve can be used as this isomorphism (we assume G1 ⊆ E(Fqr )
and G2 ⊆ E(Fq)).

Throughout the paper, we consider bilinear maps e : G1 × G2 → GT where
all groups G1, G2, GT are multiplicative and of prime order p. One could set
G1 = G2. However, we allow for the more general case where G1 �= G2 so that our
constructions can make use of certain families of non-supersingular elliptic curves
defined by Miyaji et al. [21]. These curves give rise to very short signatures [7].
This will lead in turn to short aggregate signatures, ring signatures, etc. To
handle the case G1 �= G2 we define the co-CDH and co-DDH problems [7].
WhenG1 = G2, these problems reduce to the standard CDH and DDH problems.
Hence, for the remainder of the paper, although we handle arbitrary G1, G2, for
simplicity, the reader may assume G1 = G2, g1 = g2, and ψ is the identity map.
With this setup we obtain natural generalizations of the CDH and DDH prob-
lems:

Computational Co-Diffie-Hellman. Given g1, ga
1 ∈ G1 and h ∈ G2 compute

ha ∈ G2.
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Decision Co-Diffie-Hellman. Given g1, ga
1 ∈ G1 and h, hb ∈ G2 output yes if

a = b and no otherwise. When a = b we say that (g1, ga
1 , h, h

a) is a co-Diffie-
Hellman tuple.

When G1 = G2 and g1 = g2, these problems reduce to the standard CDH and
DDH. Next we define co-GDH gap groups to be group pairs G1 and G2 on which
co-DDH is easy but co-CDH is hard.

Definition 1. The groups G1 and G2 are, together, decision groups for co-
Diffie-Hellman if the group action on G1, the group action on G2, and the map ψ
from G1 to G2 can be computed in one time unit, and Decision co-Diffie-Hellman
on G1 and G2 can be solved in one time unit.

Definition 2. The advantage of an algorithm A in solving the Computational
co-Diffie-Hellman problem in groups G1 and G2 is

Adv co-CDHA
def= Pr

[
A(g1, ga

1 , h) = ha : a R← Zp, h
R← G2

]
.

The probability is taken over the choice of a, h and A’s coin tosses. An algo-
rithm A (t, ε)-breaks Computational co-Diffie-Hellman on G1 and G2 if A runs
in time at most t, and Adv co-CDHA is at least ε. Groups G1 and G2 are, to-
gether, (t, ε)-co-GDH groups if they are decision groups for co-Diffie-Hellman
and no algorithm (t, ε)-breaks Computational co-Diffie-Hellman on them.

2.1 Bilinear Maps

Let G1 and G2 be two groups as above, with an additional group GT such that
|G1| = |G2| = |GT |. A bilinear map is a map e : G1 × G2 → GT with the
following properties:

1. Bilinear: for all u ∈ G1, v ∈ G2 and a, b ∈ Z, e(ua, vb) = e(u, v)ab.
2. Non-degenerate: e(g1, g2) �= 1.

These properties imply two more: for any u ∈ G1, v1, v2 ∈ G2, e(u, v1v2) =
e(u, v1) · e(u, v2); for any u, v ∈ G1, e(u, ψ(v)) = e(v, ψ(u)).

Definition 3. Two groups G1 and G2 are, together, bilinear groups if the group
action on either can be computed in one time unit, the map ψ from G1 to G2
can be computed in one time unit, a bilinear map e : G1 ×G2 → GT exists, and
e is computable in one time unit.

Definition 4. Two groups G1 and G2 are, together, (t, ε)-bilinear groups for
co-Diffie-Hellman if they are bilinear groups and no algorithm (t, ε)-breaks Com-
putational co-Diffie-Hellman on them.
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Joux and Nguyen [16] showed that an efficiently-computable bilinear map e
provides an algorithm for solving the decision co-Diffie-Hellman problem. For a
tuple (g1, ga

1 , h, h
b) we have

a = b mod p ⇐⇒ e(g1, hb) = e(ga
1 , h).

Consequently, if two groups G1 and G2 are together, (t, ε)-bilinear groups for
co-Diffie-Hellman, then they are also (t/2, ε)-co-GDH groups. The converse is
probably not true.

2.2 The Co-GDH Signature Scheme

We review the signature scheme of [7], which can be based on any gap group. It
comprises three algorithms, KeyGen, Sign, and Verify, and uses a full-domain
hash function h : {0, 1}∗ → G2, viewed as a random oracle [3].

Key Generation. Pick random x
R← Zp, and compute v ← gx

1 . The public key
is v ∈ G1. The secret key is x ∈ Zp.

Signing. Given a secret key x and a message M ∈ {0, 1}∗, compute h← h(M),
where h ∈ G2, and σ ← hx. The signature is σ ∈ G2.

Verification. Given a public key v, a message M , and a signature σ, compute
h← h(M) and verify that (g1, v, h, σ) is a valid co-Diffie-Hellman tuple.

A co-GDH signature is a single element of G2. On certain elliptic curves these
signatures are very short: they are half the size of DSA signatures with similar
security. Theorem 1 of [7] proves the existential unforgeability of the scheme
under a chosen message attack [14] in the random oracle model assuming G1 and
G2 are co-gap groups for Diffie-Hellman.

3 Aggregate Signatures

We define aggregate signatures and describe an aggregate signature scheme based
on co-GDH signatures. Unlike the co-GDH scheme, aggregate signatures require
the existence of a bilinear map. We define security models and provide proofs of
security for aggregate signatures.

Consider a set U of users. Each user u ∈ U has a signing keypair (PKu,SKu).
We wish to aggregate the signatures of some subset U ⊆ U. Each user u ∈ U
produces a signature σu on a message Mu of her choice. These signatures are
then combined into a single aggregate σ by an aggregating party. The aggregating
party, who can be different from and untrusted by the users in U , has access to
the users’ public keys, to the messages, and to the signatures on them, but not to
any private keys. The result of this aggregation is an aggregate signature σ whose
length is the same as that of any of the individual signatures. This aggregate
has the property that a verifier given σ along with the identities of the parties
involved and their respective messages is convinced that each user signed his
respective message.
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3.1 Bilinear Aggregate Signatures

We describe a bilinear aggregate signature scheme based on the co-GDH scheme
presented above. Individual signatures in the aggregate signature scheme are
created and verified precisely as are signatures in the co-GDH scheme (Sect. 2.2).
Aggregate verification makes use of a bilinear map on G1 and G2.

The aggregate signature scheme allows the creation of signatures on arbitrary
distinct messages Mi ∈ {0, 1}∗. An individual signature σi is an element of G2.
The base groups G1 and G2, their respective generators g1 and g2, the com-
putable isomorphism ψ from G1 to G2, and the bilinear map e : G1×G2 → GT ,
with target group GT , are system parameters.

The scheme comprises five algorithms: KeyGen, Sign, Verify, Aggregate, and
AggregateVerify. The first three are as in ordinary signature schemes; the last
two provide the aggregation capability. The scheme employs a full-domain hash
function h : {0, 1}∗ → G2, viewed as a random oracle.

Key Generation. For a particular user, pick random x
R← Zp, and compute

v ← gx
1 . The user’s public key is v ∈ G1. The user’s secret key is x ∈ Zp.

Signing. For a particular user, given the secret key x and a message M ∈
{0, 1}∗, compute h ← h(M), where h ∈ G2, and σ ← hx. The signature is
σ ∈ G2.

Verification. Given user’s public key v, a message M , and a signature σ, com-
pute h← h(M); accept if e(g1, σ) = e(v, h) holds.

Aggregation. For the aggregating subset of users U ⊆ U, assign to each user an
index i, ranging from 1 to k = |U |. Each user ui ∈ U provides a signature σi ∈
G2 on a message Mi ∈ {0, 1}∗ of his choice. The messages Mi must all be
distinct. Compute σ ←

∏k
i=1 σi. The aggregate signature is σ ∈ G2.

Aggregate Verification. We are given an aggregate signature σ ∈ G2 for an
aggregating subset of users U , indexed as before, and are given the original
messages Mi ∈ {0, 1}∗ and public keys vi ∈ G1 for all users ui ∈ U . To verify
the aggregate signature σ,
1. ensure that the messages Mi are all distinct, and reject otherwise; and
2. compute hi ← h(Mi) for 1 ≤ i ≤ k = |U |, and accept if e(g1, σ) =∏k

i=1 e(vi, hi) holds.

A bilinear aggregate signature, like a co-GDH signature, is a single element of
G2. Note that aggregation can be done incrementally.

The intuition behind bilinear aggregate signatures is as follows. Each user ui

has a secret key xi ∈ Zp and a public key vi = gxi
1 . User ui’s signature, if correctly

formed, is σi = hxi
i , where hi is the hash of the user’s chosen message, Mi. The

aggregate signature σ is thus σ =
∏

i σi =
∏

i h
xi
i . Using the properties of the

bilinear map, the left-hand side of the verification equation expands:

e(g1, σ) = e
(
g1,
∏

i
hxi

i

)
=
∏

i
e(g1, hi)xi =

∏
i
e(gxi

1 , hi) =
∏

i
e(vi, hi) ,

which is the right-hand side, as required. It remains to prove security of the
scheme.
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3.2 Aggregate Signature Security

Informally, the security of aggregate signature schemes is equivalent to the nonex-
istence of an adversary capable, within the confines of a certain game, of exis-
tentially forging an aggregate signature. Existential forgery here means that the
adversary attempts to forge an aggregate signature, on messages of his choice,
by some set of users.

We formalize this intuition as the aggregate chosen-key security model. In this
model, the adversary A is given a single public key. His goal is the existential
forgery of an aggregate signature. We give the adversary power to choose all
public keys except the challenge public key. The adversary is also given access
to a signing oracle on the challenge key. His advantage, Adv AggSigA, is defined
to be his probability of success in the following game.

Setup. The aggregate forger A is provided with a public key PK1, generated
at random.

Queries. Proceeding adaptively, A requests signatures with PK1 on mes-
sages of his choice.

Response. Finally, A outputs k − 1 additional public keys PK2, . . . ,PKk.
Here k is at most N , a game parameter. These keys, along with the
initial key PK1, will be included in A’s forged aggregate. A also outputs
messages M1, . . . ,Mk; and, finally, an aggregate signature σ by the k
users, each on his corresponding message.

The forger wins if the aggregate signature σ is a valid aggregate on mes-
sages M1, . . . ,Mk under keys PK1, . . . ,PKk, and σ is nontrivial, i.e., A did
not request a signature on M1 under PK1. The probability is over the coin
tosses of the key-generation algorithm and of A.

Definition 5. An aggregate forger A (t, qH , qS , N, ε)-breaks an N -user aggregate
signature scheme in the aggregate chosen-key model if: A runs in time at most t;
A makes at most qH queries to the hash function and at most qS queries to the
signing oracle; Adv AggSigA is at least ε; and the forged aggregate signature is by
at most N users. An aggregate signature scheme is (t, qH , qS , N, ε)-secure against
existential forgery in the aggregate chosen-key model if no forger (t, qH , qS , N, ε)-
breaks it.

A potential attack on aggregate signatures. The adversary’s ability in the chosen-
key model to generate keys suggests the following attack, previously considered
in the context of multisignatures [19,4]. Alice publishes her public key vA. Bob
generates a private key x′B and a public key v′B = g

x′
B

1 , but publishes as his
public key vB = v′B/vA, a value whose discrete log he does not know. Then
h(M)x′

B verifies as an aggregate signature on M by both Alice and Bob. Note
that in this forgery Alice and Bob both sign the same message M .

One countermeasure is to require the adversary to prove knowledge of the
discrete logarithms (to base g1) of his published public keys. For example,
Boldyreva, in her multisignature scheme [4], requires, in effect, that the adver-
sary disclose the corresponding private keys x2, . . . , xk. Micali et al. [19] discuss
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a series of more sophisticated approaches based on zero-knowledge proofs, again
with the effect that the adversary is constrained in his key selection. These
defenses apply equally well to our aggregate signature scheme. For aggregate
signatures, though, there is a simpler defense.

A simple defense for aggregate signatures. In the context of aggregate signature
we can defend against the attack above by simply requiring that an aggregate
signature is valid only if it is an aggregation of signatures on distinct messages.
This restriction, codified in Step 1 of AggregateVerify, suffices to prove the secu-
rity of the bilinear aggregate signature scheme in the chosen-key model. There
is no need for zero-knowledge proofs or the disclosure of private keys.

The requirement that all messages in an aggregate be distinct is naturally
satisfied for the applications to certificate chains and SBGP we have in mind.
Even in more general environments it is easy to ensure that all messages are
distinct: The signer simply prepends her public key to every message she signs
prior to the application of the hash function h. The implicit prefix need not be
transmitted with the signature, so signature and message length is unaffected.

The next theorem shows that this simple constraint is sufficient for proving
security in the chosen-key model. The proof is given in the full version of this
paper [6].

Theorem 1. Let G1 and G2 together be (t′, ε′)-bilinear groups for co-Diffie-
Hellman, of order p, with respective generators g1 and g2, with an isomorphism ψ
computable from G1 to G2, and with a bilinear map e : G1 × G2 → GT . Then
the bilinear aggregate signature scheme on G1 and G2 is (t, qH , qS , N, ε)-secure
against existential forgery in the aggregate chosen-key model, where t ≤ t′ −
2cC(lg p)(qH + qS + N + 2), ε ≥ 2e · (qS + N − 1)ε′, and cC is a small constant
(less than 2). Here e is the base of natural logarithms.

Aggregate verification time. Let σ be an aggregate of the n signature σ1, . . . , σn.
The time to verify the aggregate signature σ is linear in n. In the special case
when all n signatures are issued by the same public key v, aggregate verification is
faster. One need only verify that e(g2, σ) = e(

∏n
i=1 h(Mi), v), where M1, . . . ,Mn

are the signed messages.

4 Verifiably Encrypted Signatures

Next, we show an application of aggregate signatures to verifiably encrypted
signatures. Verifiably encrypted signatures are used in applications such as online
contract signing [1,2]. Suppose Alice wants to show Bob that she has signed a
message, but does not want Bob to possess her signature of that message. (Alice
will give her signature to Bob only when a certain event has occurred, e.g.,
Bob has given Alice his signature on the same message.) Alice can achieve this
by encrypting her signature using the public key of a trusted third party, and
sending this to Bob along with a proof that she has given him a valid encryption
of her signature. Bob can verify that Alice has signed the message, but cannot
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deduce any information about her signature. Later in the protocol, if Alice is
unable or unwilling to reveal her signature, Bob can ask the third party to
reveal Alice’s signature. We note that the resulting contract signing protocol is
not abuse-free in the sense of [10].

We show that a variant of the bilinear aggregate signature scheme allows the
creation of very efficient verifiably encrypted signatures.

4.1 Verifiably Encrypted Signature Security

A verifiably encrypted signature scheme comprises seven algorithms. Three,
KeyGen, Sign, and Verify, are analogous to those in ordinary signature schemes.
The others, AdjKeyGen, VESigCreate, VESigVerify, and Adjudicate, provide the
verifiably encrypted signature capability. The algorithms are described below.
We refer to the trusted third party as the adjudicator.

Key Generation, Signing, Verification. As in standard signature schemes.
Adjudicator Key. Generate a public-private key pair (APK,ASK) for the ad-

judicator.
VESig Creation. Given a secret key SK, a message M , and an adjudicator’s

public key APK, compute (probabilistically) a verifiably encrypted signa-
ture ω on M .

VESig Verification. Given a public key PK, a message M , an adjudicator’s
public key APK, and a verifiably encrypted signature ω, verify that ω is a
valid verifiably encrypted signature on M under key PK.

Adjudication. Given an adjudicator’s keypair (APK,ASK), a certified public
key PK, and a verifiably encrypted signature ω on some message M , extract
and output σ, an ordinary signature on M under PK.

Besides the ordinary notions of signature security in the signature compo-
nent, we require three security properties of verifiably encrypted signatures: va-
lidity, unforgeability, and opacity. We describe these properties in the single user
setting.

Validity requires that verifiably encrypted signatures verify, and that adju-
dicated verifiably encrypted signatures verify as ordinary signatures, i.e., that
VESigVerify(M,VESigCreate(M)) and Verify(M,Adjudicate(VESigCreate(M))
hold for all M and for all properly-generated keypairs and adjudicator keypairs.
(The keys provided to the algorithms are here omitted for brevity.)

Unforgeability requires that it be difficult to forge a valid verifiably encrypted
signature. The advantage in existentially forging a verifiably encrypted signature
of an algorithm F , given access to a verifiably-encrypted-signature creation or-
acle S and an adjudication oracle A, along with a hash oracle, is

Adv VSigFF
def= Pr




VESigVerify(PK,APK,M, ω) = valid :
(PK,SK) R← KeyGen,
(APK,ASK) R← AdjKeyGen,
(M,ω) R← FS,A(PK,APK)


 .
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The probability is taken over the coin tosses of the key-generation algorithms,
of the oracles, and of the forger. The forger is additionally constrained in that
its forgery on M must be nontrivial: It must not previously have queried either
oracle at M . Note that an ordinary signing oracle is not provided; it can be
simulated by a call to S followed by a call to A.

Definition 6. A verifiably encrypted signature forger F (t, qH , qS , qA, ε)-forges
a verifiably encrypted signature if: Algorithm F runs in time at most t; F makes
at most qH queries to the hash function, at most qS queries to the verifiably-
encrypted-signature creation oracle S, at most qA queries to the adjudication
oracle A; and Adv VSigFF is at least ε. A verifiably encrypted signature scheme
is (t, qH , qS , qA, ε)-secure against existential forgery if no forger (t, qH , qS , qA, ε)-
breaks it.

Opacity requires that it be difficult, given a verifiably encrypted signature, to
extract an ordinary signature on the same message. The advantage in extracting
a verifiably encrypted signature of an algorithm E , given access to a verifiably-
encrypted-signature creation oracle S and an adjudication oracle A, along with
a hash oracle, is

Adv VSigEE
def= Pr




Verify(PK,M, σ) = valid :
(PK,SK) R← KeyGen,
(APK,ASK) R← AdjKeyGen,
(M,σ) R← ES,A(PK,APK)


 .

The probability is taken over the coin tosses of the key-generation algorithms, of
the oracles, and of the forger. The extraction must be nontrivial: the adversary
must not have queried the adjudication oracle A at M . (It is allowed, however,
to query S at M .) Verifiably encrypted signature extraction is thus no more
difficult than forgery in the underlying signature scheme.

Definition 7. An algorithm E (t, qH , qS , qA, ε)-extracts a verifiably encrypted
signature if E runs in time at most t, makes at most qH queries to the hash
function, at most qS queries to the verifiably-encrypted-signature creation ora-
cle S, at most qA queries to the adjudication oracle, and Adv VSigEE is at least
ε. A verifiably encrypted signature scheme is (t, qH , qS , qA, ε)-secure against ex-
traction if no algorithm (t, qH , qS , qA, ε)-extracts it.

4.2 Aggregate Extraction

Our verifiably encrypted signature scheme depends on the assumption that given
an aggregate signature of k signatures it is difficult to extract the individual
signatures.

Consider the bilinear aggregate signature scheme on G1 and G2. We posit
that it is difficult to recover the individual signatures σi given their aggregate σ,
the public keys, and the message hashes. In fact, we posit that it is difficult to



426 D. Boneh et al.

recover an aggregate σ′ of any proper subset of the signatures. This we term the
k-element aggregate extraction problem.

We formalize this assumption as follows. Let G1 and G2 be, together, bilinear
groups for co-Diffie-Hellman of order p, with respective generators g1 and g2, a
computable isomorphism ψ : G1 → G2 such that g2 = ψ(g1), and a computable
bilinear map e : G1 ×G2 → GT .

Consider a k-user aggregate in this setting. Each user has a private key xi ∈
Zp and a public key vi = gxi

1 ∈ G1. Each user selects a distinct message Mi ∈
{0, 1}∗ whose hash is hi ∈ G2 and creates a signature σi = hxi

i ∈ G2. Finally,
the signatures are aggregated, yielding σ =

∏
i σi ∈ G2.

Let I be the set {1, . . . , k}. Each public key vi can be expressed as gxi
1 ,

each hash hi as gyi

2 , each signature σi as gxiyi

2 , and the aggregate signature σ
as gz

2 , where z =
∑

i∈I xiyi. The advantage of an algorithm E in extracting a
subaggregate from a k-element aggregate is

Adv k-ExtrE
def= Pr




(I ′ � I) ∧ (σ′ = g
(
∑

i∈I′ xiyi)
2 ) :

x1, . . . , xk, y1, . . . , yk
R← Zp, σ ← g

(
∑

i∈I xiyi)
2 ,

(σ′, I ′) R← E
(
gx1
1 , . . . , gxk

1 , gy1
2 , . . . , gyk

2 , σ
)


 .

The probability is taken over the choices of all xi and yi, and the coin tosses of
E .

Definition 8. An algorithm E (t, k, ε)-extracts a subaggregate from an k-element
bilinear aggregate signature if E runs in time at most t and Adv k-ExtrE is at least
ε. An instantiation of the bilinear aggregate signature scheme is (t, k, ε)-secure
against aggregate extraction if no algorithm (t, k, ε)-extracts it.

We will be particularly concerned with the case k = 2. In this case, the
aggregate extraction problem reduces to this one: given ga

1 , gb
1, gu

2 , gv
2 , and

gau+bv
2 , calculate gau

2 . (If the extractor outputs gbv
2 instead, we may recover

gau
2 as gau+bv

2 /gbv
2 .)

4.3 Verifiably Encrypted Signatures via Aggregation

We motivate our construction for verifiably encrypted signatures by considering
aggregate signatures as a launching point. An aggregate signature scheme can
give rise to a verifiably encrypted signature scheme if it is difficult to extract
individual signatures from an aggregate, but easy to forge existentially under
the adjudicator’s key. Consider the following:

1. Alice wishes to create a verifiably encrypted signature, which Bob will verify;
Carol is the adjudicator. Alice and Carol’s keys are both generated under
the underlying signature scheme’s key-generation algorithm.

2. Alice creates a signature σ on M under her public key. She forges a sig-
nature σ′ on some random message M ′ under Carol’s public key. She then
combines σ and σ′, obtaining an aggregate ω. The verifiably encrypted sig-
nature is the pair (ω,M ′).
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3. Bob validates Alice’s verifiably encrypted signature (ω,M ′) on M by check-
ing that ω is a valid aggregate signature by Alice on M and by Carol on M ′.

4. Carol adjudicates, given a verifiably encrypted signature (ω,M ′) on M by
Alice, by computing a signature σ′ on M ′ under her key, and removing σ′

from the aggregate; what remains is Alice’s ordinary signature σ.

In the bilinear aggregate signature scheme, it is difficult to extract individ-
ual signatures, under the aggregate extraction assumption. Moreover, existential
forgery is easy when the random oracle hash function is set aside: Given a pub-
lic key v ∈ G1 and r ∈ Zp, ψ(v)r is a valid signature on a message whose hash
is ψ(g1)r = gr

2. Below, we formalize and prove the security of the verifiably
encrypted signature scheme created in this way.

4.4 The Bilinear Verifiably-Encrypted Signature Scheme

The bilinear verifiably encrypted signature scheme is built on the bilinear ag-
gregate signature scheme of the previous section. It shares the key-generation
algorithm with the underlying aggregate scheme. Moreover, the adjudicator’s
public and private information is simply an aggregate-signature keypair. The
scheme comprises the seven algorithms described below:

Key Generation. KeyGen and AdjKeyGen are the same as KeyGen in the
co-GDH scheme.

Signing, Verification. Sign and Verify are the same as in the co-GDH scheme.
VESig Creation. Given a secret key x ∈ Zp a message M ∈ {0, 1}∗, and an

adjudicator’s public key v′ ∈ G1, compute h ← h(M), where h ∈ G2, and
σ ← hx. Select r at random from Zp and set µ ← ψ(g1)r and σ′ ← ψ(v′)r.
Aggregate σ and σ′ as ω ← σσ′ ∈ G2. The verifiably encrypted signature is
the pair (ω, µ). (This can also be viewed as ElGamal encryption of σ under
the adjudicator’s key.)

VESig Verification. Given a public key v, a message M , an adjudicator’s
public key v′, and a verifiably encrypted signature (ω, µ), set h ← h(M);
accept if e(g1, ω) = e(v, h) · e(v′, µ) holds.

Adjudication. Given an adjudicator’s public key v′ and corresponding private
key x′ ∈ Zp, a certified public key v, and a verifiably encrypted signature
(ω, µ) on some message M , ensure that the verifiably encrypted signature is
valid; then output σ = ω/µx′

.

(If the adjudicator does not first validate a purported verifiably encrypted sig-
nature, a malicious user can trick him into signing arbitrary messages under his
adjudication key.)

It is easy to see that validity holds. A verifiably encrypted signature correctly
validates under VESigVerify, which is simply the aggregate signature verification
algorithm. Moreover, for any valid verifiably encrypted signature, e(g1, ω/µx′

) =
e(g1, ω) · e(g1, µ)−x′

= e(v, h) · e(v′, µ) · e(v′, µ)−1 = e(v, h), so the output of
Adjudicate is a valid signature on message M under the key v.

The next two theorems prove the unforgeability and opacity of the scheme.
The proofs are given in the full version of this paper [6].
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Theorem 2. Let G1 and G2 be cyclic groups of prime order p, with respec-
tive generators g1 and g2, with a computable bilinear map e : G1 × G2 → GT .
Suppose that the co-GDH signature scheme is (t′, q′H , q

′
S , ε
′)-secure against exis-

tential forgery on G1 and G2. Then the bilinear verifiably encrypted signature
scheme is (t, qH , qS , qA, ε)-secure against existential forgery on G1 and G2, where
t ≤ t′ − 4cF (lg p)(q′S + qA + 1), qH ≤ q′H , qS ≤ q′S, qA is at most q′S, and cF is
a small constant (at most 2).

Theorem 3. Let G1 and G2 be cyclic groups of prime order p, with respec-
tive generators g1 and g2, with a computable bilinear map e : G1 × G2 → GT .
Suppose that the bilinear aggregate signature scheme on G1 and G2 is (t′, 2, ε′)-
secure against aggregate extraction. Then the bilinear verifiably encrypted signa-
ture scheme is (t, qH , qS , qA, ε)-secure against extraction on G1 and G2, where
t ≤ t′ − 2cA(lg p)(qH + 3qS + qA + 2), ε ≥ 2e · qAε′, and cA is a small constant
(at most 2). Here e is the base of natural logarithms.

4.5 Observations on Verifiably Encrypted Signatures

We note some extensions of the verifiably encrypted signature scheme discussed
above. Some of these rely for security on the k-element aggregate extraction
assumption with k > 2.

– Anyone can convert an ordinary unencrypted signature to a verifiably en-
crypted signature. The same applies to unencrypted aggregate signatures.

– An adjudicator’s private key can be shared amongst n parties using k-of-n
threshold cryptography [12,11], so that k parties are needed to adjudicate a
verifiably encrypted signature.

– A message-signature pair in the co-GDH signature scheme is of the same
form as an identity–private-key pair in the Boneh-Franklin Identity-Based
Encryption Scheme [5]. Thus the verifiably encrypted signature scheme can
potentially be modified to yield a verifiably encrypted encryption scheme
for IBE private keys. Verifiably encrypted private keys have many applica-
tions [26].

5 Ring Signatures

Rivest, Shamir and Tauman define ring signature schemes and construct some
using RSA and Rabin cryptosystems [27]. Naor defines the closely-related notion
of deniable ring authentication and proposes such a scheme that relies only on
the existence of a strong encryption function [22]. We shall see that co-GDH
signatures give natural ring signatures.

5.1 Ring Signatures

Consider a set U of users. Each user u ∈ U has a signing keypair (PKu,SKu). A
ring signature on U is a signature that is constructed using all the public keys
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of the users in U , and a single private key of any user in U . A ring signature
has the property that a verifier is convinced that the signature was produced
using one of the private keys of U , but is not able to determine which one. This
property is called signer-ambiguity [27]. Applications for ring signatures include
authenticated (yet repudiable) communication and leaking secrets [27].

Zhang and Kim [28] devised a bilinear ring signature in an identity-based set-
ting. Our scheme differs from theirs, as our goal is to extend co-GDH signatures
to obtain efficient ring signatures; the system parameters and key generation
algorithm in our system are identical to those of the co-GDH scheme.

5.2 Bilinear Ring Signatures

The ring signature scheme comprises three algorithms: KeyGen, RingSign, and
RingVerify. Recall g1, g2 are generators of groups G1, G2 respectively, and e :
G1 ×G2 → GT is a bilinear map, and a computable isomorphism ψ : G1 → G2
exists, with ψ(g1) = g2. Again we use a full-domain hash function h : {0, 1}∗ →
G2. The security analysis views h as a random oracle.

Key Generation. For a particular user, pick random x
R← Zp, and compute

v ← gx
1 . The user’s public key is v ∈ G1. The user’s secret key is x ∈ Zp.

Ring Signing. Given public keys v1, . . . , vn ∈ G1, a message M ∈ {0, 1}∗, and
a private key x corresponding to one of the public keys vs for some s, choose
random ai

R← Zp for all i �= s. Compute h← h(M) ∈ G2 and set

σs ←
(
h/ψ

(∏
i �=s

vai
i

))1/x

.

For all i �= s let σi ← gai
2 . Output the ring signature σ = 〈σ1, . . . , σn〉 ∈ Gn

2 .
Ring Verification. Given public keys v1, . . . , vn ∈ G1, a message M ∈ {0, 1}∗,

and a ring signature σ, compute h ← h(M) and verify that e(g, h) =∏n
i=1 e(vi, σi).

Using the bilinearity and nondegeneracy of the pairing e, it is easy to show
that a signature produced by the RingSign algorithm will verify under the
RingVerify algorithm.

5.3 Security

There are two aspects a security analysis for ring signatures must consider.
Firstly, signer ambiguity must be ensured. We first show that the identity of the
signer is unconditionally protected.

Theorem 4. For any algorithm A, any set of users U , and a random u ∈ U ,
the probability Pr[A(σ) = u] is at most 1/|U |, where σ is any ring signature on
U generated with private key SKu.
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Proof. The theorem follows from a simple probability argument: for any h ∈ G2,
and any 1 ≤ s ≤ n, the distribution {ga1

2 , . . . , gan
2 : ai

R← Zp for i �= s, as

chosen such that
∏n

i=1 g
ai
2 = h} is identical to the distribution {ga1

2 , . . . , gan
2 :∏n

i=1 g
ai
2 = h}, since the value of any one of the ai’s is uniquely determined by

the values of the other ai’s. 
�

Secondly, we need to examine the scheme’s resistance to forgery. We adopt the
security model of Rivest, Shamir and Tauman [27]. Consider the following game
played between an adversary and a challenger. The adversary is given the public
keys v1, . . . , vn of a set of users U , and is given oracle access to h and a ring-
signing oracle. The adversary may work adaptively. The goal of the adversary is
to output a valid ring signature on U of a message M subject to the condition
that M has never been presented to the ring-signing oracle. An adversary A’s
advantage Adv RingSigA in existentially forging a bilinear ring signature is the
probability, taken over the coin tosses of the key-generation algorithm and of
the forger, that A succeeds in creating a valid ring signature in the above game.
The proof of the following security theorem is given in the full version of this
paper [6].

Theorem 5. Suppose F is a (t′, ε′)-algorithm that can produce a forgery of a
ring signature on a set of users of size n. Then there exists an (t, ε)-algorithm
that can solve the co-CDH problem where t ≤ 2t′+ c(lg p)nqH for some constant
c and ε ≥ (ε′/e(1 + qS))2, where F issues at most qS ring-signature queries and
at most qH hash queries.

5.4 Observations on Ring Signatures

Any ring signature scheme restricts to an ordinary signature scheme when
n = 1. Our scheme restricts to a short signature scheme similar to the co-GDH
scheme [7]. In this modified co-GDH scheme, σ equals h1/x rather than hx, and
one verifies that e(g1, h) = e(v, σ) rather than that e(g1, σ) = e(v, h).

However, bilinear ring signatures have interesting properties that do not ap-
pear to be shared by ring signatures in general. For any set of users U with
u ∈ U , anyone can convert a modified co-GDH signature by u into a ring sig-
nature by U . Specifically, to convert a modified co-GDH signature σ1 on M
for public key v1 into a ring signature σ = 〈σ′1, . . . , σ′n〉 on M for public keys
v1, . . . , vn, we choose ri

R← Zp for 2 ≤ i ≤ n, and set σ′1 ← σ1
∏n

i=2 ψ(vri
i ) and

σ′i ← ψ(v−ri
1 ) for 2 ≤ i ≤ n. More generally, anyone can further anonymize a

ring signature by adding users to U .

6 Conclusions

We introduced the concept of aggregate signatures and constructed an efficient
aggregate signature scheme based on bilinear maps. Key generation, aggregation,
and verification require no interaction. We proved security of the system in a
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model that gives the adversary his choice of public keys and messages to forge.
For security, we introduced the additional constraint that an aggregate signature
is valid only if it is an aggregation of signatures on distinct messages. This
constraint is satisfied naturally for the applications we have in mind.

We gave several applications for aggregate signatures. For example, they
can be used to reduce the size of certificate chains and reduce communication
bandwidth in protocols such as SBGP. We also showed that our specific aggregate
signature scheme gives verifiably encrypted signatures and verifiably encrypted
private keys.

Previous signature constructions using bilinear maps [7,18,8,4] only required
a gap Diffie-Hellman group (i.e., DDH easy, but CDH hard). The signature
constructions in this paper require the extra structure provided by the bilinear
map. These constructions are an example where a bilinear map provides more
power than a generic gap Diffie-Hellman group.
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Abstract. In this paper, we introduce a new lattice reduction technique
applicable to the narrow, but important class of Hypercubic lattices,
(L ∼= Z

N ). Hypercubic lattices arise during transcript analysis of
certain GGH, and NTRUSign signature schemes. After a few thousand
signatures, key recovery amounts to discovering a hidden unitary matrix
U , from its Gram matrix G = UUT . This case of the Gram Matrix
Factorization Problem is equivalent to finding the shortest vectors in
the hypercubic lattice, LG, defined by the quadratic form G. Our main
result is a polynomial-time reduction to a conjecturally easier problem:
the Lattice Distinguishing Problem. Additionally, we propose a heuristic
solution to this distinguishing problem with a distributed computation
of many “relatively short” vectors.

Keywords: Lattice Isomorphism, Lattice Distinguishing Oracle, Dis-
tributed Lattice Reduction, Decisional Lattice Problem, Gram Matrix
Factorization, Integral Lattice Embedding Orthogonal Lattice, GGH
Cryptanalysis, NTRUSign.

1 Introduction

This paper discusses lattice reduction of Hypercubic Lattices, which are rotations
of Z

N in Euclidean space. The Gram matrix of such a lattice is always of the
form G = UUT , for an integral unitary matrix U . An equivalent formulation of
this problem is: given the Gram matrix G = UUT , recover U , up to a signed
permutation of its coordinates. To approach this problem, we introduce an a-
priori easier problem: deciding whether two Gram matrices represent isomorphic
lattices. We model the solution to this decisional problem with a Lattice Distin-
guishing Oracle, (LDO). Our principal result is a new oracle-algorithm to reduce
hypercubic lattices, thus factoring G = UUT , after making a polynomial number
of calls to a Lattice Distinguishing Oracle.

Signature Schemes: The study of hypercubic lattices is motivated by crypt-
analysis of two lattice based signature schemes: GGH, and (one version of)
NTRUSign. The first, proposed by Goldreich, Goldwasser and Halevi [11] is
based on the hardness of the closest vector problem (CVP) in a relatively gen-
eral lattice. The second, by Howgrave-Graham, et. al. [12], is also based on the
CVP, but it specifically chooses a class of lattices which have compactly describ-
able bases. Both signature schemes are related to the corresponding, more well
known, encryption schemes.

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 433–448, 2003.
c© International Association for Cryptologic Research 2003
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One measure of the security of lattice based schemes is the difficultly of
reducing the underlying lattice involved. However, neither GGH nor NTRUSign
have a security reduction to the underlying problem. As observed in [10], and
reviewed below, a transcript of valid signatures of each (unmodified)1 scheme
necessarily leaks important information: the product of the private basis matrix
with its transpose. This information can be used to shift the security to an
apparently easier problem: the reduction of an auxiliary hypercubic lattice.

Combinatoric Approaches: The lattices we consider are not always pre-
sented with a basis of vectors with integer coordinates. This motivates a careful
study of lattices presented with a Gram matrix. For such lattices, there is no
Hermite Normal Form, and thus the question of whether or not two lattices are
isomorphic is not easy. Both our reduction proof and discussion of the Lattice
Distinguishing Problem involve novel, combinatoric approaches to special cases
of more well known lattice reduction problems, when the lattices are defined by
Gram matrices.

1.1 Our Contributions

We begin by discussing the equivalence of the hypercubic lattice reduction prob-
lem, a case of the Gram matrix factorization problem, and a case of the integral
lattice embedding problem, and introduce the new Lattice Distinguishing Prob-
lem, which is of central importance in this paper. Secondly, we present a new
algorithm which can solve the Gram matrix factorization problem by making a
polynomial number of calls to a Lattice Distinguishing Oracle. This is the prin-
cipal result of the paper. The number or oracle calls is bounded by kN3, where
k is the maximum bit length of the entries of the solution matrix U , and N is
the dimension of this matrix. Thirdly, we show how to design a heuristic distin-
guishing oracle for the cases our algorithm requires. This construction requires a
distribution of lattice vectors of length approximately O(

√
N) times the shortest

vector.
This last construction is of additional interest for several reasons. First, it

suggests a distributed approach to the Lattice Distinguishing Problem. Second,
this O(

√
N) bound is of theoretical interest to complexity theory. It relates to

the complexity results of Ajtai [1], and Micciancio[21] which suggest the SVP
and approximate

√
2 - SVP lattice problems are in general difficult (NP-hard)

problems. It also relates to the results of Goldreich and Goldwasser [6] which
suggests that the

√
N approximate vector problem is unlikely to be NP hard.

1.2 Organization

The rest of this paper is organized as follows. In Section 2, we recall some back-
ground on lattices and the associated computational problems. We also review
the GGH-NTRUSign cryptanalysis. In Section 3, we formalize the definition of a
1 There have been a variety of perturbation techniques proposed to reduce, or alter,

the information leaked, see [12].
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Lattice Distinguishing Oracle, and show how it can be used to solve some inter-
esting problems. In Section 4, we show how this oracle provides a new strategy
for the embedding problem. In Section 5, we present the principal result: a poly-
nomial reduction of SVP in hypercubic lattices to the decisional lattice problem.
In Section 6, we show how to heuristically design an LDO using distributions of
lattice vectors. In Section 7, we conclude with a complexity theoretic interpre-
tation, and we make comments on the ramifications for the security of the GGH
and NTRUSign signature schemes. Finally, in the Appendix, we provide addi-
tional material on theta functions, which describe the vector length distributions
of interest to the LDO design.

2 Background and Notation

In this section we present background on lattices and review how cryptanalysis
of GGH and NTRUSign is related to the Gram matrix factorization problem.

2.1 Lattices

We begin with standard definitions and some notation used with Lattices. We
define a general lattice to be discrete subgroup of Euclidean space, R

N . A basis
for a lattice is a set of vectors {vi}, i ∈ {1, . . . k ≤ N} such that each lattice
point is a unique integer linear combination of the {vi}. The integer k is the
dimension of the lattice, and usually k = N . These vectors may be described
with the rows of a basis matrix B. Any other basis matrix B′ is related to B by
a unitary transformation B′ = UB, where U ∈ SLN (Z) is called the change of
basis matrix.

A basis B also defines a positive definite symmetric quadratic form given by
its Gram matrix, G = BBT , where the matrix G = (gi,j), specifies an inner
product vi · vj = gi,j . Conversely, each positive definite symmetric matrix, G,
defines an abstract lattice, LG, as the span of a basis {vi} satisfying the inner
product specified by G. The Gram Schmidt orthogonalization process efficiently
computes an embedding σ : LG → R

N , realizing σ(LG) concretely in R
N . Such

an embedding is determined by L up to an element φ ∈ ON (R), the orthogonal
group. Two lattices are isomorphic, (L1 ∼= L2), if there is a distance preserving
map φ : L1 → L2 between them. If both lattices are contained in the same space
R

N , such an isomorphism is a rotation, given by an element φ ∈ ON (R).
A lattice is called an integral lattice if it is isomorphic to LG for some integral

Gram matrix G ∈ Mn(ZN ). If a lattice L is N -dimensional and has an integral
embedding: σ : L → Z

N , it is called an integer coordinate lattice. Such a lattice
determines the integral embedding up to a signed permutation, φ ∈ ON (Z). Inte-
gral lattices are convenient for computation, and some applications only consider
lattices which are subsets of Z

N , the trivial lattice. We define a hypercubic lattice
to be a lattice L ∼= Z

N , i.e., as a subset of R
N , it is a rotation of the trivial

lattice.
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2.2 Lattice Problems

We now review some computational lattice problems of interest to cryptography.
Standard Reduction: The problem of Lattice Reduction is the problem of

replacing one basis with a better one [20], whose vector are shorter and more
orthogonal. A reduced basis helps to solve the shortest vector problem (SVP),
which seeks a shortest vector in the lattice, and the closest vector problem (CVP),
which seeks a lattice vector closest to a point p ∈ L⊗Q not in the lattice. The
fundamental tools used to solve these and other integer lattice problems are the
LLL reduction algorithm, and its variants [20].

Reducing Gram Matrices: Many implementations of lattice reduction
require an integral basis B as input and output a transformation matrix U ,
and the more reduced basis B′, which is equal to UB. However, the reduction
algorithms such as LLL do not require an integral embedding as input; they
operate equally well on lattices LG, defined a the Gram matrix G. These general
reduction algorithms take as input a basis specified by an integral Gram matrix
G, and produce a transformation matrix U , and the Gram matrix G′ of the
more reduced basis, so that G′ = UGUT . For example, the implementation
NTL requires an integral basis, while Pari accepts any integral Gram matrix as
input.

Integral Embeddings: There are other interesting computational problems
for lattices LG defined by Gram matrices G. The Lattice embedding problem
seeks an embedding σ : LG → Z

N . This is equivalent to finding an integral
basis B such that G = BBT , so this problem is also called the Gram matrix
factorization problem. A decisional problem of central interest for this paper
is the Lattice isomorphism problem: Given two lattices LG, and LG′ , defined
by Gram matrices G, and G′, determine if LG

∼= LG′ . This is equivalent to
determining whether or not there exists a transformation matrix U such that
G′ = UGUT , so another appropriate name for this problem is the Decisional
lattice conjugacy problem. Note that the lattice isomorphism problem is much
easier when given integral bases: the lattices are isomorphic if and only if they
have the same Hermite Normal Form (HNF).

Hypercubic Lattice Case: This paper focuses on hypercubic lattices, LG,
defined by a Gram matrix G. By definition, a hypercubic lattice is isomorphic to
Z

N , so it must have a Gram matrix of the form G = UUT , where U is a unitary
integer matrix. We review three formulations of this problem.

Proposition 1. Hypercubic Lattice Equivalence
Let G = UUT be the Gram matrix of an integral unitary basis matrix U , and let
LG be the associated hypercubic lattice. The following computational problems
are equivalent:
A. Given G, find the shortest vectors in LG.
B. Given G, recover U , up to sign and order of the coordinates.
C. Given G, construct an embedding LG → Z

N .

We present the simple proof in Appendix A, and note that this equivalence
applies only to these very specific lattices. In general, when considering compu-
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tational problems we keep in mind that the difficulty depends on the instance
distribution, and that special cases often turn out to be easier.

2.3 GGH and NTRUSign Transcript Application

Here we summarize the observation made in [10] that a transcript of NSS or
NTRUSign essentially recovers a Gram matrix of a certain lattice. In some sense,
the GGH and NTRU Signature schemes are adaptations of the analogous en-
cryption schemes. However, it has been more difficult to link the security of the
signature schemes to the underlying computational lattice problem.

We now review just enough details of the schemes to recall how the transcript
averaging attack works. GGH and NTRUSign are based on the difficulty of a
closest vector problem in a certain lattice. The main difference between GGH
and NTRUSign is that lattices in NTRUSign are chosen from a more restrictive
class (“bi-circulant”) in order to achieve more efficient computation and storage.
Each scheme employs a lattice with a public basis matrix B, and a private basis
matrix M , related by B = UM , where det(U) = 1. The signing process involves
mapping a hashed message to a vector m εZ

N , randomly according to some
distribution. The private basis M is used to compute a vector very close to m.
This is essentially accomplished by rounding mM−1 to an integer valued vector
w, and setting s = wM . Since the private basis M is nearly orthogonal, s is
close it m, and the verifier checks that the norm |m−s| is below some threshold.
See [11] and [12] for further details of this process.

One by-product of the projection of random message representatives m is
that, to a sufficient approximation, the coefficients of w are symmetrically dis-
tributed, and nearly independent. That is, for two different coordinates wi, and
wj , the average dot product wi · wj is zero. On the other hand, the average
squared lengths wi · wi are all equal to some positive constant (say K). Armed
with such transcript, the analyst computes the N × N matrix sT s, for each
signature s, (considered as a row vector), and averages them.

Avg(sT s) = Avg(MT wT wM) = MTAvg(wT w)M. (1)

To a sufficient approximation, the diagonal entries of wT w converge to K, and
the others converge to 0, so the average of wT w is about K times the identity
matrix. The matrix average is KMTM , a multiple of MTM , which is the Gram
matrix of the transpose of M . Thus the adversary obtains the Gram Matrix of
the Private Transpose Basis. Combining this with the public basis B, we can
compute

G = B(MTM)−1BT = UMM−1M−TMTUT = UUT . (2)

If we now let U play the role of a basis matrix, we see that the cryptanalyst has G,
the Gram Matrix of the Transformation Basis U . Because U is the transforma-
tion matrix between public and private bases, (B = UM), key recovery amounts
to factoring G = UUT ,(up to sign and permutation of the coordinates). The
cryptanalyst can also consider the equivalent problems of finding the shortest
vectors in LG, or finding an integral embedding σ : L→ Z

N .
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3 LDO and Parity Testing

We have already introduced the important lattice isomorphism problem above,
and in this section, we formally define an oracle to solve it. We will see that
this oracle can be used to solve a number of interesting problems. Our oracle
considers two lattices, LG, and LG′ , defined by Gram matrices G, and G′, and
determines if they are isomorphic.

Definition 1. A Lattice Distinguishing Oracle (LDO)
is an efficient algorithm which computes the following function:
Input: G1, G2.
Output: True if LG1

∼= LG1 , or False otherwise.

Notation. We first collect some notation to work with the Gram matrix G,
and potential integral embeddings σ : LG → Z

N . Recall that LG is defined
as the span of N abstract vectors, denoted {vi}, whose dot products vi · vj

are defined by the entries of G. Note that σ is only determined by G up to a
signed permutation of the coordinates2. For a particlar embedding, we denote
the images σ(vi) by v̂i. Since we have no integral coordinates for the {vi}, we
simply record linear combinations w = Σaivi, (ai ∈ Z) with the vector a having
coefficients {ai}. Let T be a matrix whose rows consist of such coefficient vectors.
If the corresponding vectors are independent, T describes a lattice in terms of
the {vi}. Then the Gram matrix of this auxiliary lattice is G(T ) = TGTT .
Information from G. Keeping in mind our interest in factoring G = UUT , we
expect to be able to learn some properties of the rows of U which are invariant
under signed permutation. For example, we know vi · vi, the squared lengths of
of these vectors, from the diagonal of G. We are most interested in certain well
defined “parity” measures of a vector w = Σaivi, (ai ∈ Z), which we define as
follows:

Parity Measures
Let λ1(w) be the number of coordinates of ŵ congruent to 1 (mod 2).
Let λ2(w) be the number of coordinates of ŵ congruent to 2 (mod 4).
Let λk(w) be the number of coordinates of ŵ congruent to 2k−1 (mod 2k).

Computing λ1 from the LDO. We would like to know how many of the
coordinates of v̂1 are odd. We remark that we immediately know this number
(mod 4) from its squared length. To learn the actual number we consider the
following auxiliary lattice: the span of the vectors {v1,2v2, . . .2vN}. We have no
coordinates for this lattice, but we know its Gram matrix Gaux = AGAT , where
A is the diagonal matrix with A1,1 = 1, and Ai,i = 2 for i ≥ 2. We also know that
under any integral embedding σ, one basis of 2LG is twice the identity matrix,
2Id. It is also easy to see that that under any embedding σ, the basis defined
by Gaux has a Hermite Normal Form with a very special form: the first row has
only entries in {0, 1}, and all other nonzero entries are 2’s on the diagonal. Up
2 So the σ’s may be also considered as coordinate permutations of the basis U .
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to isomorphism, there are only N possibilities for the lattice defined by Gaux,
depending on the number of 1’s. Next we simply “artificially” create a Gram
matrices for each such lattice, and denote them Testi (1 ≤ i ≤ N). With these
auxiliary lattices, we can determine λ1(v1) with the following oracle algorithm:

Computing λ1(Gaux) with the LDO

For i=1 to N
If LDO(Gaux, T esti) = True, output i.
Loop
Otherwise, output ERROR

Thus, we can obtain λ1(v1) with N oracle calls. The same approach will compute
λ1(w) for any vector w which is a linear combination of the {vi}. We remark
that by using the knowledge of the squared length (mod 4) the algorithm may
be sped up by a factor of 4.
Secondary Tests: The computation of the other λk quantities can be simi-
larly performed. There is one new detail which appears: In order to limit the
number of isomorphism classes to N , we compute λ2(w) only for vectors w for
which ŵ has only a single coordinate congruent to 1 (mod 4). This way, there
are still only N test lattices needed. and the Gram matrices Testi are created
from the N possible Hermite normal forms of the lattices spanned by the (lin-
early dependent) {w,4v1,4v2, . . .4vN}. As above, the Gram matrix Gaux is
computed by conjugating G with the appropriate transformation matrix. Such
a transformation matrix is easy to find, but it does involves removing a linear
dependency.

In this manner, successive quantities λk(w) can also be evaluated for k >
2. In these cases attention is limited to vectors w for which ŵ has one odd
coordinate, and the rest congruent to 2k−1 (mod 2k). Then, as above there will
be N candidate lattices to compare with the lattice spanned by Gaux.

4 The Embedding Strategy

In this section we describe a strategy to embed the vectors vi into Z
N by using

the parity testing that the LDO provides us with. Henceforth, we allow ourselves
to compute λk(w) for certain vectors w which are linear combinations of the vi.
To give the reader an intuitive feel for the process, we begin very explicitly,
constructing consistent embeddings of v1, v2, and v3. We also illustrate these
early steps with a numerical example.

We begin the construction of an embedding σ : LG → Z
N with v1, using

knowledge of λ1(v1). We can write down v̂1 (mod 2) for some σ by simply letting
v̂1 (mod 2) be the vector whose first λ1(v1) coordinates are 1, and the rest zero.
These values must be correct for some integral embedding σ, but not for every
such embedding. By choosing the first coordinates of v̂1 to be equal to 1 (mod
2), we have effectively partially chosen σ. We illustrate this with a toy example
where we take N = 10, and assume λ1(v1) = 6. We then write
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v̂1 = (1, 1, 1, 1, 1, 1, 0, 0, 0, 0) (mod 2).

Next we would like to continue, and choose v̂2 (mod 2), based on λ1(v2).
However, we want to do this consistently with our choice of v̂1 (mod 2). In
other words, there should exist a single σ which maps v1 to v̂1, and also v2 to
v̂2. The missing information we need to do this is the number of coordinates
for which both v̂1 and v̂2 are odd. We can obtain this additional information
from λ1(v1 + v2), which is clearly λ1(v1) + λ1(v2) minus twice the number of
overlapping odd coordinates.

We continue our example, supposing additionally that λ1(v2) = 5, and
λ1(v1 + v2) = 3. We calculate twice the number of overlapping odd coordinates
to be 5 + 6− 3 = 8, so there are four. We can then consistently write

v̂2 = (1, 1, 1, 1, 0, 0, 1, 0, 0, 0) (mod 2).

Continuing with v3, we see again that λ1(v3) is not enough information to
write a consistent v̂3. We view the previous choices as effectively dividing the N
coordinates into four “regions”, namely the four possibilities for (v̂1, v̂2), which
are (1, 1), (1, 0), (0, 1), and (0, 0). We want the number of odd coordinates of v̂3

in each region, so we define four variables X1, X2, X3, and X4 to represent these
quantities. Since λ1(v3) determines the total number of 1’s, it provides one con-
straint, namely X1+X2+X3+X4. The quantities λ1(v3 + v1), λ1(v3 + v2), and
λ1(v3 + v2 + v1) provide three more constraints. These equations are linearly
independent, so the solutions may be found with Gaussian elimination.

Continuing our example, suppose λ1(v3) = 6, λ1(v3 + v1) = 6,
λ1(v3 + v2) = 7, and λ1(v3 + v2 + v1) = 7. One can check thatX1 = 2,X2 = 1,
X3 = 0, and X4 = 3 are the solutions for this example. Thus we can write

v̂3 = (1, 1, 0, 0, 1, 0, 0, 1, 1, 1) (mod 2).

The number of region variables may expand up to a maximum N , (one for
each coordinate position) when dealing with the subsequent vectors vi, (i > 3).
Of course, the number of independent constraints collected must equal the
number of variables in order to solve the system. As before, these constraints
come from λ1(vi), and enough other values of λ1(vi + v′) where v′ ranges over
nonempty sums of the vj, (j < i). Note that one selects appropriate vectors v′

which guarantee linear independence before calling the oracle.
The above procedure and example are representative of our strategy to embed

the vectors vi. We essentially use the LDO to obtain selected λk values which
allow us to write down approximate values of {v̂i} which are consistent with an
embedding σ. The procedure explained in this section is a major component of
the full embedding algorithm, which we define in the next section. In fact we
have provided an oracle algorithm which given G, produces a set of vectors {v̂i}
(mod 2), which are the images σ(vi), for some embedding σ.

Let us keep in mind the maximum number or oracle calls this step has re-
quired. For each of the N vectors vi, up to N values λ1 were required, and each
of these required up to N LDO calls. In total, this step has cost at most than
N3 LDO calls.
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5 Hypercubic Embedding Algorithm

In this section we describe further techniques which, when combined with the
step described in the previous section, yield a complete embedding σ : LG → Z

N .
This will complete our main result, that the equivalent problems of Hypercubic
lattice reduction, Gram matrix factorization problem, and Embedding problem
are polynomial time reducible to the lattice distinguishing problem. Choosing
one formulation, we prove

Theorem 1. Let U be an N -dimensional unitary matrix, and let k be the max-
imum bit-length of the entries, and let G = UUT . Then, given G, U may be
recovered, up to sign and order of the coordinates, by making at most than kN3

calls to a Lattice Distinguishing Oracle.

Notation. We continue to use G, U , vi, v̂i, and λk as defined above, and as
before, σ : LG → Z

N , will always be an integral embedding. Additionally, for
each positive integer k, let T (k) be an integer N × N matrix, with elements
denoted {t(k)

i,j }. Let wi
(k) = Σ t

(k)
i,j vi, and when an embedding σ is implied, we

let ŵi
(k) = σ(wi

(k)). Finally, let k0 be the maximum bit length of the entries in
U . With this notation in place we can outline the major steps of our algorithm.

Algorithm 2 Embedding Algorithm

1. Find {v̂i} ∈ Z
N | ∃σ with v̂i = σ(vi) (mod 2).

2. Find T (1) defining wi
(1) | ∃σ with ŵi

(1) = ei (mod 2).
3. Find T (2) defining wi

(2) | ∃σ with ŵi
(2) = ei (mod 4).

4. For each 3 ≤ k ≤ k0 Do,
find T (k) defining wi

(k) | ∃σ with ŵi
(k) = ei (mod 2k).

5. For each pair of indices i, j, compute the dot products di,j =
vj ·wi

(k0).
6. Output, {v̂i} where the j’th coordinate of v̂i is di,j, reduced to

the smallest representative (mod 2k).

Step 1. This step has been discussed in detail in Section 4, where the values λ1
were used to find vectors {v̂i}. We remark that this step is the most interesting,
due to the linear algebra not required in subsequent steps. We also note that
among the finite number of possible embeddings, σ, the choices made in this
step have fixed the order of the coordinates. Only the sign ambiguity remains.

Step 2. Consider the matrix V defined by the rows of {v̂i}. As V ’s is congruent
to σ(vi) (mod 2), and the latter has determinant one, V is invertible when
considered over the field of two elements. We let T (1) be the integer matrix
with entries 0 and 1, which represents this inverse. Now T (1) defines the vectors
wi

(1) = Σ t
(1)
i,j vi. Thus the images of the wi

(1) under σ are the rows of the matrix
T (1)V , which is the identity, (mod 2). So we conclude that ŵi

(1) = ei (mod 2).
These vectors wi

(1) will be used in subsequent steps.
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Step 3. In this step we will improve the vectors wi
(1), producing vectors wi

(2),
so that ŵi

(2) = ei (mod 4). For a fixed σ satisfying the conditions of Step 1, and
our choice of {wi

(1)}, the i’th coordinate of σ(wi
(1)) is odd, thus ±1 (mod 4).

However, as of step 1, σ had been only been determined up to sign. Among the
2N choices, there is always one for which the i’th coordinate of σ(wi

(2)) is 1. We
retain this choice of σ throughout the remainder of this algorithm. Therefore,
our choices have also fixed v̂i = σ(vi).

For each index i, we initially set wi
(2) = wi

(1) and proceed to modify it.
Recalling Section 3, we learned that the LDO may be used to compute λ2(wi

(2)),
since ŵi

(2) meets the stated criteria: One coordinate is equal to 1 (mod 4), and
the rest are equal to 2 or 0 (mod 4). The value λ2(wi

(2)) lets us measure the
number of two’s in ŵi

(2). Now, for each index j 	= i, we tentatively add 2wj
(1)

to it. Notice that ˆ2wj
(1)

= 2 (mod 4) only in one spot, at the j’th coordinate, so
the operation of adding 2wj

(1) always modifies λ2(wi
(2)) by 1. If it decreases we

keep it, otherwise not, and so after all j 	= i are considered, λ2(wi
(2)) is reduced

to zero. These vector additions are recorded in terms of integral combinations
of the vi, so eventually we obtain the matrix T (2) defining the final wi

(2). Now
that ŵi

(2) = ei (mod 4), and we proceed to the next step. Notice that Step 3
also completes with at most than N3 LDO calls.

Step 4. This step consists of a procedure which is repeated for each k ≥ 3 up
to the bound k0. As with Step 3, the goal is to further improve each of the wi.
Unlike Step 3, however, σ has already been fixed, so when we begin by setting
wi

(k) = wi
(k−1), the the i’th coordinate of σ(wi

(k)) can not be automatically
assumed to be congruent to 1 (mod 2k). Instead, it might be 1 + 2k−1 (mod 2k),
and this can be easily tested, since then the squared length of wi

(k) will not be
1 (mod 2k+1). If this happens, the first step is to multiply wi

(k) by the scalar
2k−1 + 1.

Once in this form, we can evaluate λ3(wi). We take the same strategy as
above, and add certain vectors 2k−1wj

(1) to it, until λ3(wi
(k)) is reduced to

zero, at which point we have our T (k) defining the final wi
(k).

Step 5. In this step we compute the dot products di,j = vj ·wi
(k0). To do this,

we write each wi
(k0) as a linear combination of the {vj} according to the rows

of T (k), and use the fact that we know each vi · vj from the Gram matrix G.
More simply put, we perform a matrix multiplication T (k)G.

Step 6. We now use the fact that σ is an embedding, to reason that vj ·wi
(k0),

which we know, also equals v̂j · ŵi
(k0), which equals the i’th coordinate of v̂j

(mod 2k0), since ŵi
(k0) = ei (mod 2k0). But by the assumption on the signed bit

length of U , we actually know v̂j over Z. We have completed the computation
of σ : LG → Z

N , and the algorithm terminates after outputting the exact values
v̂j.

This completes the algorithm and the proof of Theorem 1. All told, at most
kN3 calls to the lattice distinguishing oracle have been made. The hypercubic
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lattice reduction problem is polynomial time reducible to the lattice distinguish-
ing problem.

6 Heuristic LDO Implementation

While the focus of this paper is the reduction proof, Theorem 1, it is natural
to ask if such a lattice distinguishing oracle is feasible to implement. In this
section, we discuss a heuristic approach to solving this decision problem for the
specific lattices required in our reduction. We remark immediately, that even if
the LDO is practical, the potentially very large number, (kN3), of oracle calls
might still leave the hypercubic lattice reduction a difficult problem. This should
not be too disappointing, given the exponential nature of the general algorithms
to compute exact shortest lattice vectors. On the other hand, if only Steps 1 and
2 of the algorithm 2 are completed, the difficulty of the original shortest vector
problem can be made significantly easier.

So how hard is it to implement an LDO? Our heuristic algorithm to realize
this oracle will not treat the general problem, but instead will focus on the
cases required for our algorithm. In fact, our oracle will only need to distinguish
between N lattices at a time. Recalling the discussion in section 3, we used the
LDO to compare an unknown lattice defined by the Gram matrix Gaux, with
N potential lattices, Testi, (1 ≤ i ≤ N). This auxiliary lattice defined by Gaux

depends on some input vector defined in terms of the {vi}. On the other hand,
the N matrices {Testi} were specifically constructed from a known integer basis.
By construction the lattice of Gaux, must be the lattice of one Testi. Because
we know the structure of the candidates, Testi, we directly see in what ways
they differ.

6.1 Modular Tests

Our approach relies on the fact that the N candidate lattices enjoy a different
distribution of vectors. For the simplest possible example, it is clear that among
the N possibilities, only Test1 has a vector of length 1. However, it is not easy to
check whether the lattice of Gaux has such a vector. Finding it, at least, requires
the solution of the SVP itself! Fortunately, other distinguishing features of these
distributions can be perceived with larger vectors. The most prominent example
of this considers the lengths of the vector (mod 4). For example, let z be any
vector in the lattice of Gaux which is not in 2LG. If the length of z squared is 1
(mod 4), then the lattice must be isomorphic with that of Testi for some i = 1
(mod 4). The same type of conclusion may be reached if the length squared is
0, 2 or 3 (mod 4). This discussion shows how the isomorphism question may be
easy in certain cases, but in general, these tricks will not be sufficient.

6.2 Statistical Tests

We now explain how to exploit the difference of the distributions in general.
By fixing some bound B, we consider only vectors of length squared less than
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this bound. For now, let us assume that it is possible to collect a large sample
of vectors from the lattice defined by Gaux drawn nearly uniformly among all
vectors in this lattice of squared length less than B. For each of the N possi-
ble test lattices, we also compute a similar distribution. We then compare the
frequency distribution of the lengths from our sample drawn from the lattice
defined by Gaux to the distributions corresponding to one of the Testi lattices.
If the frequency distribution between two lattices matches closely enough, the
lattices will be declared isomorphic.

6.3 Collecting Vectors

The remaining question is how the sample distribution is collected. We want
to use LLL or another lattice reduction algorithm to obtain a medium length
vector. In practice, this is feasible for certain vector length bounds. We set our
bound B, and reduce the lattice until a vector shorter than B is found.

This sample distribution of such vector lengths must be created as uniformly
as possible. To encourage this, the basis is randomized before each lattice reduc-
tion begins. It is possible that other measures may also be needed. We conjecture
that this procedure will produce a sample of sufficient accuracy to decide if two
lattices are isomorphic.

6.4 Calculating Exact Distributions

In Appendix B we show how we can compute the exact distribution of vector
lengths for the test lattices Testi. This slightly simplifies the oracle construction,
and additionally gives us some information about when a (uniformly distributed)
sample size consisting of certain size vectors is likely to be sufficient for the
oracle’s decision.

6.5 Experiments

We performed experiments using the techniques in Appendix B to compute theta
functions, which quantify the extent to which the distributions differ.

We tested lattices of dimension 100 and 500 for lattices defined by Testi for
varying i values. We found that when B was reduced below about 3/10N times
the squared length of the shortest vector, the differences in these distributions
became perceptively different, so that a sample size of several thousand vectors
would suffice to distinguish lattices of the form Testi from one another.

Our experiments suggested that a practical bound for the length of the sam-
ple vectors is some O(

√
N) multiple of the length of the shortest vector. This

bound is merely conjectural, but is intriguing due to the relationship with the
complexity results described in the introduction.
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7 Conclusions

Our reduction of the hypercubic SVP to certain Lattice Distinguishing Problems
is an interesting connection between a computational and a decisional problem.
A large sequence of correct solutions to the decisional problem combines to solve
the computational problem.

7.1 Security Ramifications

This work on reduction of hypercubic lattices shows that the transcript attacks
reviewed above are indeed relevant to the security of the schemes. The combi-
nation of transcript averaging, and this algorithm, and the potential of a feasi-
ble Distinguishing Oracle, suggest a weakness in signature schemes which leak
this specific kind of information. Currently, the practical security threat to the
schemes is not clear - given the large number of Oracle calls and (albeit easier)
lattice problems behind the LDO. Given the new approaches to the Gram matrix
problem, it seems prudent to always use the perturbation methods with these
schemes. This additional perturbation step may unfortunately reduce efficiency.

7.2 Complexity Ramifications

We hope that the special techniques for SVP hypercubic lattices may have ana-
logues for general lattices. LDO may be realized given a collection of vectors of
size about

√
N times the shortest vector - the same threshold that the work of

Goldwasser suggests may be feasible. Combining these ideas, there is reasonable
evidence to believe that SVP in hypercubic lattices is strictly easier than SVP
in general lattices. Finally, the Lattice Distinguishing Problem may also be of
independent interest and have other applications.

7.3 Further Work

The most relevant open question is still the feasibility of the LDO. For example,
we would like to know if the sampling techniques yield sufficiently accurate
distributions to realize an LDO.

We suggest a strategy to deal with an LDO which is allowed some chance
of failure. Such a failure may be caught with high probability by repeatedly
applying tests of consistency. One such check is λ(v1 + v2) ≤ λ(v1) + λ(v2).
Proving that such a technique always works would be useful as it would increase
the robustness of algorithms using an LDO.

The collection of sample vectors in our method of implementing an LDO
may be completely distributed. Of course, an important problem would be the
introduction of distributed algorithms for general lattices.

As a general research program, it should also be fruitful to study the diffi-
culty of problems involving lattices with special structure. The hypercubic lattice
problem is also a natural special case to consider, given its several equivalent
formulations.
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A Proof of Proposition 1

As in Proposition 1, let G = UUT be the Gram matrix of an integral unitary
basis matrix U , and let LG be the associated hypercubic lattice. By definition,
every hypercubic lattice is isomorphic to Z

N , so has a Gram matrix of this form.
The three problems to be shown equivalent are:
(A) Given G, find the shortest vectors in LG.
(B) Given G, recover U , up to sign and order of the coordinates.
(C) Given G, construct an embedding LG → Z

N .
Proof: (A)⇒(B): To know the shortest vectors in terms of the basis represented
by G is to have of a unitary V such that V GV T is the identity. Then G =
V −1V −T , so V −1 a is solution to G = UUT . As V U is orthogonal, V −1 recovers
U up to sign and order of the coordinates. (B)⇒(C): Given any U such that
G = UUT , the rows of U embed LG into Z

N . (C)⇒(A): Since det(G) = 1, the
embedding, LG → Z

N is surjective. By Gaussian elimination, we can find ei in
terms of the basis defined by G, thus the shortest vectors of LG.

B Theta Series

The theta series, of a lattice is a lattice invariant, of interest as a tool to dis-
tinguish non-isomorphic lattices3. Given a lattice L, and an integer m, define
3 Non-isomorphic lattices may have identical theta functions.
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Nm to be the number of lattice points of length squared m. Traditionally, these
lattice invariants are collected into an element of the power series ring Z[[q]] as
follows

Θ(L, q) = 1 +Σ∞i=0Nmq
m. (3)

A convenient effect of this packaging is the relationship among theta series for
lattices with an orthogonal decomposition (direct sum). Suppose L3 = L1 ⊕L2.
Then suppressing q,

Θ(L3) = Θ(L1) ∗Θ(L2). (4)

As examples, θ(Z) = 1 + 2q + 2q4 + 2q9 . . . , and by Eq.4,

θ(ZN ) = (1 + 2q + 2q4 + 2q9 . . . )N .

We are interested in the theta series as a means of understanding how difficult
it is to realize a lattice distinguishing oracle. For the purposes of this paper, we
can focus on the “Test” Gram matrices introduced in Section 3, since these are
the only one used with the lattice distinguishing oracle.

These lattices are particularly simple, so we can easily compute the theta
series by hand. Consider the lattices Testi used to compute λ1(v). There are N
such lattices, one for each i ∈ {1, 2, . . . , N}. As subsets of Z

N , these lattices are
spanned by the rows of twice the identity matrix, and one other vector, with
exactly i odd coordinates. We calculate this theta series by adding together two
power series. The first, representing vectors with all even coordinates is:

θ(2Z
N ) = (1 + 2q2∗2 + 2q4∗4 + 2q6∗6 . . . )N . (5)

The second series, θ2 ,represents vectors with i odd coordinates:

θ2 = (2q1 + 2q3∗3 + 2q5∗5 . . . )i · (1 + 2q2∗2 + 2q4∗4 + 2q6∗6 . . . )N−i. (6)

The second summand of the theta series of this lattices clearly depends on i.
For example, if i = ±1 (mod 4), then the shortest vector of odd squared length
vector has squared length i. We can multiply two power series products above
to any degree of precision and thus obtain Nm, the number of vectors of length
squared m.

Similar calculations for the lattices involved in the computation of λ1(v),
k ≥ 2 are similarly easy. These calculations provide interesting statistics which
measure ways in which the lattices compared by the LDO differ.
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Abstract. Recently, methods from provable security, that had been de-
velopped for the last twenty years within the research community, have
been extensively used to support emerging standards. This in turn has
led researchers as well as practitioners to raise some concerns about this
methodology. Should provable security be restricted to the standard com-
putational model or can it rely on the so-called random oracle model?
In the latter case, what is the practical meaning of security estimates
obtained using this model? Also, the fact that proofs themselves need
time to be validated through public discussion was somehow overlooked.
Building on two case studies, we discuss these concerns. One example
covers the public key encryption formatting scheme OAEP originally
proposed in [3]. The other comes from the area of signature schemes and
is related to the security proof of ESIGN [43]. Both examples show that
provable security is more subtle than it at first appears.

1 Provable Security

1.1 A Brief Perspective

Public key cryptography was proposed in the 1976 seminal article of Diffie and
Hellman [19]. Shortly afterwards, Rivest, Shamir and Adleman introduced the
RSA cryptosystem as a first example. From an epistemological perspective, one
can say that Diffie and Hellman have drawn the most extreme consequence of
a principle already stated by Auguste Kerckhoffs in the XIXth century: “Le
mécanisme de chiffrement doit pouvoir tomber sans inconvénient aux mains de
l’ennemi1”. Indeed, Diffie and Hellman understood that only the deciphering
operation has to be controlled by a secret key: the enciphering method may
perfectly be executed by means of a publicly available key, provided it is virtu-
ally impossible to infer the secret deciphering key from the public data. Diffie
and Hellman also understood that the usual challenge/response authentication
method was granting non repudiation in the public key setting, thus creating
the concept of digital signature, an analog of handwritten signatures.

Very quickly, it was understood that the naive textbook RSA algorithm could
not be used as it stands: in particular, it has algebraic multiplicative properties
which are highly undesirable from a security perspective. Accordingly, it was
1 The enciphering mechanism may fall into the enemy’s hands without drawback.

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 449–461, 2003.
c© International Association for Cryptologic Research 2003



450 J. Stern

found necessary to define formatting schemes adding some redundancy, both
for encryption and signature. Besides bringing an improved security level, this
approach had the additional practical benefit of establishing interoperability
between different implementations.

For several years, standard makers worked by trials and errors. However, in
the late nineties, it was acknowledged that this was not appropriate. In 1998,
D. Bleichenbacher [5] devised a subtle attack against the PKCS #1 v1.5 en-
cryption scheme [52]. In this attack, the adversary discloses the secret key of an
SSL server, based on the information coming form the error messages received
when an incorrectly formatted ciphertext is submitted to the server. One year
later, the work of J. S. Coron, D. Naccache and J. P. Stern [16] on one hand,
D. Coppersmaith, S. Halevy and C. Jutla [13] on the other hand, resulted in
breaking the ISO/IEC 9796-1 signature scheme, by showing how to manufacture
a fresh message/signature pair, having previously requested the signature of a
few related messages.

Thus, a more formal approach appeared necessary, borrowing methods from
the theory of complexity. This approach allows a correct specification of the
security requirements, which in turn can be established by means of a security
proof.

1.2 Public Key Encryption Schemes

In modern terms, a public-key encryption scheme on a message spaceM consists
of three algorithms (K, E ,D):

– The key generation algorithm K(1k) outputs a random pair of private/public
keys (sk, pk), relatively to a security parameter k.

– The encryption algorithm Epk(m; r) outputs a ciphertext c corresponding to
the plaintext m ∈M, using random coins r.

– The decryption algorithm Dsk(c) outputs the plaintext m associated to the
ciphertext c.

We will occasionnally omit the random coins and write Epk(m) in place of
Epk(m; r). Note that the decryption algorithm is deterministic.

The starting point of the new approach is semantic security, also called poly-
nomial security/indistinguishability of encryptions, introduced by Goldwasser
and Micali [25] : an encryption scheme is semantically secure if no polynomial-
time attacker can learn any bit of information about the plaintext from the
ciphertext, except its length. More formally, an encryption scheme is semanti-
cally secure if, for any two-stage adversary A = (A1, A2) running in polynomial
time, the advantage Advind(A) is negligible, where Advind(A) is formally defined
as

2× Pr

[
(pk, sk)← K(1k), (m0,m1, s)← A1(pk),
b

R← {0, 1}, c = Epk(mb) : A2(m0,m1, s, c) = b

]
− 1,

where the probability space includes the internal random coins of the adversary,
and m0, m1 are two equal length plaintexts chosen by A1 in the message-space
M.
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Fig. 1. Relations between security notions

Another security notion has been defined in the literature [20], called non-
malleability (NM). Informally, it states that it is impossible to derive from a given
ciphertext a new ciphertext such that the plaintexts are meaningfully related.
We won’t dicuss this notion extensively since it has been proven equivalent to
semantic security in an extended attack model (see below).

The above definition of semantic security covers passive adversaries. It is a
chosen–plaintext or CPA attack since the attacker can only encrypt plaintext.
In extended models, the adversary is given restricted or non restricted access
to various oracles. A plaintext-checking oracle receives as its input a pair (m, c)
and answers whether c encrypts message m. This gives rise to plaintext-checking
attacks [44]. A validity-checking oracle answers whether its input c is a valid ci-
phertext or not. The corresponding scenario has been termed reaction attack [30].
This is exactly the situation met by Bleichenbacher when breaking the PKCS #1
v1.5 encryption scheme [5]. Finally, a decryption oracle returns the decryption
of any ciphertext c, with the only restriction that it should be different from
the challenge ciphertext. When access to the decryption oracle is only granted
to A1, i.e. during the first stage of the attack, before the challenge ciphertext is
received, the corresponding scenario is named indifferent chosen-ciphertext at-
tack (CCA1) [35]. When the attacker also receives access to the decryption oracle
in the second stage, the attack is termed the adaptive chosen-ciphertext attack
(CCA2) [50]. The security notions defined above and their logical relationships
have been discussed at length in [1]. The main results are summarized in the
well-known diagram shown on figure 1.

Thus, under CCA2, semantic security and non-malleability are equivalent.
This is the strongest security notion currently considered. We restate its defini-
tion in a more formal manner: any adversary A with unrestricted access to the
decryption oracle Dsk, has negligible advantage, where the advantage is:

Advind(ADsk) = 2× Pr

[
(pk, sk)← K(1k), (m0,m1, s)← ADsk

1 (pk),
b

R← {0, 1}, c = Epk(mb) : ADsk
2 (m0,m1, s, c) = b

]
− 1,
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1.3 Digital Signatures

In modern terms (see [28]), a digital signature scheme consists of three algorithms
(K, Σ, V ):

– A key generation algorithm K, which, on input 1k, where k is the security
parameter, outputs a pair (pk, sk) of matching public and private keys. Al-
gorithm K is probabilistic.

– A signing algorithm Σ, which receives a message m and the private key sk,
and outputs a signature σ = Σsk(m). The signing algorithm might be prob-
abilistic.

– A verification algorithm V , which receives a candidate signature σ, a mes-
sage m and a public key pk, and returns an answer Vpk(m,σ) testing whether
σ is a valid signature of m with respect to pk. In general, the verification
algorithm need not be probabilistic.

Attacks against signature schemes can be classified according to the goals of
the adversary and to the resources that it can use. The goals are diverse:

– Disclosing the private key of the signer. It is the most drastic attack. It is
termed total break.

– Constructing an efficient algorithm which is able to sign any message with
significant probability of success. This is called universal forgery.

– Providing a single message/signature pair. This is called existential forgery.

In many cases the latter does not appear dangerous because the output message
is likely to be meaningless. Nevertheless, a signature scheme, which is not exis-
tentially unforgeable, does not guarantee by itself the identity of the signer. For
example, it cannot be used to certify randomly looking elements, such as keys or
compressed data. Furthermore, it cannot formally guarantee the so-called non-
repudiation property, since anyone may be able to produce a message with a
valid signature.

In terms of resources, the setting can also vary. We focus on two specific at-
tacks against signature schemes: the no-message attacks and the known-message
attacks. In the first scenario, the attacker only knows the public key of the signer.
In the second, the attacker has access to a list of valid message/signature pairs.
Again, many sub-cases appear, depending on how the adversary gains knowledge.
The strongest is the adaptive chosen-message attack (CMA), where the attacker
can require the signer to sign any message of its choice, where the queries are
based upon previously obtained answers. When signature generation is not de-
terministic, there may be several signatures corresponding to a given message. A
slightly weaker security model, which we call single-occurrence adaptive chosen-
message attack (SO-CMA), allows the adversary at most one signature query for
each message. In other words the adversary cannot submit the same message
twice for signature.

In chosen-message attacks, one should point out that existential forgery be-
comes the ability to forge a fresh message/signature pair that has not been
obtained from queries asked during the attack. Again there is a subtle point
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here, related to the context where several signatures may correspond to a given
message. We actually adopt the stronger rule that the attacker needs to forge
the signature of message, whose signature was not queried.

When designing a signature scheme, one wishes to rule out existential forg-
eries, even under adaptive chosen-message attacks. More formally, one requires
that the success probability of any adversary A, whose running time remains be-
low some security bound t, is negligible, where the success probability is defined
by:

Succcma(A) = Pr
[
(pk, sk)← K(1k), (m,σ)← AΣsk(pk) : Vpk(m,σ) = 1

]
.

In the above, note the superscript Σsk, indicating adaptive calls to the signing
algorithm: this is consistent with the framework of relativized complexity theory,
and we will use the wording signing oracle in this setting. When dealing with
single-occurrence attacks, Succcma(A) is replaced by an appropriately defined
variant Succso−cma(A).

1.4 The Random Oracle Model

Ideally, one would like to establish the security of a cryptographic scheme based
on the sole assumption that some widely studied mathematical problem is hard.
Such problems include factoring, inverting the RSA function, and solving the
discrete logarithm problem or the Diffie-Hellman problem. Unfortunately, very
few schemes are know that allow such a proof (see however [17,18]), and none is
based on RSA.

Thus, the best one can hope for is a proof carried in a non-standard com-
putational model, as proposed by Bellare and Rogaway [2], following an earlier
suggestion by Fiat and Shamir [21]. In this model, called the random oracle
model, concrete objects such that hash functions [37] are treated as random ob-
jects. This allows to carry through the usual reduction arguments to the context
of relativized computations, where the hash function is treated as an oracle re-
turning a random answer for each new query. A reduction still uses an adversary
as a subroutine of a program that contradicts a mathematical assumption, such
as the assumption that RSA is one-way. However, probabilities are taken not
only over coin tosses but also over the random oracle.

Of course, the significance of proofs carried in the random oracle is debatable.
Firstly, hash functions are deterministic and therefore do not return random
answers. Along those lines, Canetti et al. [11] gave an example of a signature
scheme which is secure in the random oracle model, but insecure under any
instantiation of the random oracle. Secondly, proofs in the random oracle model
cannot easily receive a quantitative interpretation. One would like to derive
concrete estimates - in terms of key sizes - from the proof: if a reduction is
efficient, the security “loss” is small and the existence of an efficient adversary
leads to an algorithm for solving the underlying mathematical problem, which is
almost as efficient. Thus, key sizes that outreach the performances of the known
algorithms to break the underlying problem can be used for the scheme as well.
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Despite these restrictions, the random oracle model has proved extremely
useful to analyze many encryption and signature schemes [2,3,4,48,43,49,9,58,15,
6,22,31,59]. It clearly provides an overall guarantee that a scheme is not flawed,
based on the intuition that an attacker would be forced to use the hash function
in a non generic way.

Recently, several authors have proposed to use yet another model to argue
in favour of the security of cryptographic schemes, that could not be tackled by
the random oracle model. This is the so-called black-box group model, or generic
model [56,10,40]. In particular, paper [10] considered the security of ECDSA in
this model. Generic algorithms had been earlier introduced by Nechaev and
Shoup [41,57], to encompass group algorithms that do not exploit any special
property of the encodings of group elements other than the property that each
group element is encoded by a unique string. We will not further comment on
this method since it is not used in the examples that we wish to cover.

2 A Case Study: The OAEP Formatting Scheme

As already noted, the famous RSA cryptosystem has been proposed by Rivest,
Shamir and Adleman [51]. The key generation algorithm of RSA chooses two
large primes p, q of equal size and issues the so-called modulus n = pq. The sizes
of p, q are set in such a way that the binary length |n| of n equals the security
parameter k. Additionally, en exponent e, relatively prime to ϕ(n) = (p−1)(q−1)
is chosen, so that the public key is the pair (n, e). The private key d is the inverse
of e modulo ϕ(n). Variants allow the use of more than two prime factors.

Encryption and decryption are defined as follows:

En,e(m) = me mod n Dn,d(c) = cd mod n.

Note that both operations are deterministic and are mutually inverse to each
other. Thus, the RSA encryption function is a permutation. It is termed a trap-
door permutation since decryption can only be applied given the private key.

The basic security assumption on which the RSA cryptosystem relies is its
one-wayness (OW): using only public data, an attacker cannot recover the plain-
text corresponding to a given ciphertext. In the general formal setting provided
above, an encryption scheme is one-way if the success probability of any adver-
sary A attempting to invert E (without the help of the private key), is negligible,
i.e. asymptotically smaller than the inverse of any polynomial function of the
security parameter. Probabilities are taken over the message space M and the
randoin coins Ω. These include both the random coins r used for the encryption
scheme, and the internal random coins of the adversary. In symbols:

Succow(A) = Pr[(pk, sk)← K(1k),m R←M : A(pk, Epk(m)) = m].

Clearly, the factorization of n allows to invert the RSA encryption function,
since d can be computed from p and q. It is unknown whether the converse is true,
i.e. whether factoring and inverting RSA are computationnally equivalent. There
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Fig. 2. Optimal Asymmetric Encryption Padding

are indications that it might not be true (see [7]). Thus, the assumption that RSA
is one-way might be a stronger assumption than the hardness of factoring. Still,
it is a widely believed assumption and the only method to assess the strength
of RSA is to check whether the size of the modulus n outreaches the current
performances of the various factoring algorithms.

As already stated, the naive RSA algorithm defined in the previous sec-
tion cannot be used as it stands. More precisely RSA by itself cannot provide
a secure encryption scheme for any of the security notions considered in the
previous section: semantic security fails because encryption is deterministic and
non-malleability cannot hold due to the homomorphic property:

En,e(m1) · En,e(m2) = En,e(m1m2 mod n) mod n.

Therefore, any RSA-based cryptosystems has to use a padding or encoding
method before applying the RSA primitive.

The OAEP padding scheme (optimal asymmetric encryption padding) was
proposed by Bellare and Rogaway [3] in 1994. It is depicted on figure 2 . For a
long time it was implicitly believed that OAEP achieved CCA2 security for any
trapdoor function, based on a proof in the random oracle model, relying on the
one-wayness of the permutation.

However, Victor Shoup [58] recently showed, by means of a subtle counter-
example in a relativized model of computation, that it is quite unlikely that such
a security proof exists, at least under the sole one-wayness of the permutation.
He also proposed a modified version of OAEP, called OAEP+, which can be
proven secure, under the one-wayness of the permutation. What went wrong
here is that the proof of Bellare and Rogaway only applied in the restricted
attack setting where the adversary can query the decryption oracle before it
receives the challenge ciphertext c, referred above as CCA1. It did not mean
at all that the security proof provided by Bellare and Rogaway was incorrect,
since they never claimed to cover CCA2 security. It did not mean either that
RSA-OAEP was flawed. It only meant that a new proof was needed.
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Surprisingly, the repaired proof appeared shortly afterwards in [22]. Albeit
based on the same methodology, it was significantly different, using additional
algebraic tools, notably the reduction of two-dimensional lattices in the style
of [39], which did not appear in the earlier proof. Thus, the multiplicative prop-
erties of RSA, which motivated the quest for formatting schemes, ultimately
helped for the security proof. It should also be noted that alternative formatting
schemes with a more direct security proof such as OAEP+, have been recently
designed. However, OAEP is a widely used standard [52] and it is unclear whether
it will be replaced by these challengers.

3 Another Case Study: The ESIGN Signature Scheme

Soon after the appearance of the celebrated RSA cryptosystem [51], a lot of effort
was devoted to finding alternative schemes. In the area of signature, researchers
faced the challenge of reducing the computing effort needed from the signer, since
it is well known that RSA requires a full-size modular exponentiation. Among
the potential candidates to answer this challenge is the ESIGN signature scheme,
that has been proposed in the early nineties (see [42]). While RSA generates
signatures by computing an e-th root of a hash value, ESIGN only requests to
find an element whose e-th power is close enough to the hash value.

A precise specification of ESIGN appears in [43]. We refer to this papers for
details. The key generation algorithm chooses two large primes p, q of equal size
k and computes the modulus n = p2q. The sizes of p, q are set in such a way
that the binary length |n| of n equals 3k. Additionally, an exponent e > 4 is
chosen.

Signature generation is performed as follows, using a hash function H, out-
putting strings of length k − 1:

1. Pick at random r in Z
�
pq.

2. Convert (0‖H(m)‖02k) into an integer y.
3. Compute and output an element s in the interval Ik(y) = {u|y ≤ u <
y + 22k−1}.

Signature verification converts integer se mod n into a bit string S of length 3k
and checks that [S]k = 0‖H(m), where [S]k denotes the k leading bits of S.

The basic paradigm of ESIGN is that the arithmetical progression re mod n+
tpq consists of e-th powers of easily computed integers: the third step of signa-
ture generation adjusts t so as to fall into a prescribed interval Ik(y) of length
22k−1. This allows a very efficient way to sign, with a computing time essen-
tially equivalent to a single exponentiation to the e-th power. This is especially
attractive when e is small, and in particular a small power of two.

Thus, the mathematical assumption underlying ESIGN is that, given an el-
ement y of Z

�
n, it is hard to find x such that xe mod n lies in the interval

Ik(y) = {u|y ≤ u < y + 22k−1}, where the bit-size of n is 3k. This is called
the approximate e-th root problem (AERP) in [43]. In a more formal setting,
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denote by Succaerp(τ, k) the probability for any adversary A to find an element
whose e-th power lies in the prescribed interval, within time τ , in symbols:

Succaerp(τ, k)=Pr[(n, e)← K(1k), y ← ZN , x← A(N, e, y) : (xe mod n) ∈ Ik(y)].

then, the hardness assumption is the statement that, for large enough moduli,
this probability is extremely small. Variants of the above can be considered,
where the length of the interval is replaced by 22k or 22k+1.

Of course, the factorization of n allows to solve the AERP problem. It is
unknown whether the converse is true, i.e. whether AERP and inverting RSA
are computationally equivalent. As most proposed cryptosystems, ESIGN has
attracted cryptanalytic effort. Papers [8,60] described several attacks against
the underlying problem, for e = 2, 3. Still, It is fair to say that there is no known
attack against AERP when e is ≥ 4.

Recently, in connection with several standardization efforts such as IEEE
P1363, Cryptrec and NESSIE, an effort was made to lay ESIGN on firm founda-
tions, using the methodology of provable security. A security proof in the random
oracle model, along the lines of [4], formally relating the security of ESIGN with
the AERP problem, appeared in [43]. However, several unexpected difficulties
were found. Firstly, it was observed in [59] that the proof from [43] holds in a
more restricted model of security than claimed: this model, termed single occur-
rence chosen message attack SO-CMA in section 1.3 above, is very similar to the
usual chosen message attack scenario but does not allow the adversary to submit
the same message twice for signature. This observation does not endanger the
scheme in any way, and furthermore, it is quite easy to restore the usual CMA
security, as suggested in [29]. Still, it shows that the methodology of security
proofs should unambiguously define the attack model. Secondly, it was found
that the proof needs the additional assumption that e is prime to ϕ(n), thus
exluding some very attractive parameter choices, notably powers of two advo-
cated in the original proposal. The difficulty here comes from the simulation of
the random oracle. As far as we know, this is the only example where this part
is not straightforward, and the underlying difficulty may be easily overlooked.
In other words, it may appear obvious that picking x at random and suitably
truncating xe mod n yields an almost uniform distribution. However, it is not,
at least when e is not prime to ϕ(n) since it relies on the distribution of e-th
powers, which is not completely understood from a mathematical point of view.
Thus, removing the restriction that e is prime to ϕ(n) is not a side issue. Besides
allowing to make e a power of two in order to take full advantage of computa-
tional efficiency of ESIGN, it once again shows that security proofs have many
subtleties.

In an unpublished paper [46], Tatsuaki Okamoto and the author proved that
the set of e-th power modulo an RSA modulus n, is almost uniformly distributed
on any large enough interval. The proof borrows from analytic number theory
and uses Dirichlet characters and the Polya-Vinogradov inequality [47,62]. This
yield concrete estimates that are enough to complete the security proof of ES-
IGN.
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4 Conclusions

There are several lessons to learn form the above. Firstly, the methodology of
provable security has become unavoidable in designing, analyzing and evaluating
new schemes. Despite its limitations, the random oracle model needs to be used
in order to cover schemes that remain attractive for the practioner. On the other
hand, due to these limitations, the estimates that are drawn from proofs in the
random oracle model should be interpreted with care: considering SHA1 as a
random oracle is a methodological step, averaging on random oracles to derive
security margins is a further step.

Secondly, cryptography and provable security proceed at their pace and meet
many hidden subtleties. Twenty-five centuries were needed before the discovery
of public key cryptography by Diffie and Hellman. It took twenty-five more
years to understand how RSA could be correctly practiced. No cryptographic al-
gorithm can be designed and validated in twenty-five minutes, twenty-five hours,
or twenty-five days, not even twenty-five months.
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Abstract. A variant of Schnorr’s signature scheme called RDSA has
been proposed by I. Biehl, J. Buchmann, S. Hamdy and A. Meyer
in order to be used in finite abelian groups of unknown order such
as the class group of imaginary quadratic orders. We describe in this
paper a total break of RDSA under a plain known-message attack for
the parameters that were originally proposed. It recovers the secret
signature key from the knowledge of less than 10 signatures of known
messages, with a very low computational complexity.
We also compare a repaired version of RDSA with GPS scheme, another
Schnorr variant with similar properties and we show that GPS should
be preferred for most of the applications.

Keywords. Signature scheme, cryptanalysis, DSA variant, known-
message attack, lattice reduction, GPS.

1 Introduction

In 1989, C. Schnorr proposed a proof of knowledge of a discrete logarithm in
groups of known prime order [13]. Such a zero-knowledge proof can be used as
an interactive identification scheme and also be converted into a signature scheme
using the Fiat-Shamir paradigm [3]. This scheme has motivated the design of
many signature schemes, including the standard DSA [9].

Those variants are intended to achieve additional properties. Firstly, we can
use a composite modulus instead of a prime modulus and keep its factorization
secret. We can also use various groups with interesting cryptographic proper-
ties [2]. As a consequence, the order of the group in which the computations
are performed may remain secret. Furthermore, the order of the publicly known
bases used in those schemes can also be public or private. In the Schnorr scheme
and DSA, both the order of the group and the order of the base are known.
Other schemes achieve different combinations.

Two variants allow to use groups of unknown order and bases whose order
is also unknown. The first one, GPS, was proposed by Girault [4] and further
analyzed by Poupard and Stern [12]. The second one, called RDSA, has been
proposed by I. Biehl, J. Buchmann, S. Hamdy and A. Meyer [1] in order to be
implemented in finite abelian groups of unknown order such as the class group
of imaginary quadratic orders.

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 462–476, 2003.
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Our Results

In this paper, we describe a total break of RDSA under a plain known-message
attack. It requires the knowledge of a few valid signatures for messages that do
not have to be chosen by the attacker. Furthermore, the computational com-
plexity of the attack is very low. As an example, an attacker that observes 10
signatures of known messages can recover the secret signature key using a single
computer in about five minutes.

The RDSA scheme is presented in section 2. Then, the attack is described
in section 3; some useful tools such as lattice reduction techniques are reminded
and a full algorithm is detailed and analyzed. Finally, a comparison between
GPS and a repaired version of RDSA shows that GPS should be preferred for
most of the applications.

2 The RDSA Signature Scheme

The RDSA signature scheme is fully described in [1] and [2]. It performs com-
putations in a finite abelian group G, written multiplicatively. The basic idea of
RDSA is to transform the Schnorr [14] and the DSA [9] schemes in order to use
groups of unknown order.

We remind the RDSA scheme, using the original notations:

1. Key generation
• randomly select an element γ ∈ G,

• randomly select a prime q,

• let h(.) be a cryptographic hash function with outputs in the range [0, q−
1],

• randomly select an integer a ∈ [2, q − 1],

• compute α = γa.
The public key is (G, γ, α, q) and the private key is a.

2. Signature of a message M

• randomly select an integer k ∈ [0, q − 1],

• compute � = γk, e = h(M ||�) and x = k − a× e,

• compute integers s and � such that x = �× q + s and 0 ≤ s < q,

• compute λ = γ�.
The signature of the message M is (s, �, λ).

3. Verification
A triplet (s, �, λ) ∈ Z ×G×G is a valid signature of the message M if and
only if 0 ≤ s < q and γsαh(M ||�)λq = �.
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Parameters: G a group of unknown order
γ ∈ G and a prime q

Secret key: a ∈ [2, q − 1]
Public key: α = γa

Prover Verifier

choose k in [0, q − 1]

� = γk mod n
�−−−−−−−−−−−−−−−→

check e ∈ [0, q − 1] e←−−−−−−−−−−−−−−− choose e in [0, q − 1]
x = k − a× e, s = x mod q

� = (x− s)/q, λ = γ� s, λ−−−−−−−−−−−−−−−→ check γsαeλq ?= �
and s ∈ [0, q − 1]

Fig. 1. RDSA identification scheme

This signature scheme follows the Fiat-Shamir paradigm [3] that trans-
forms any 3-move zero-knowledge interactive identification scheme in a signature
scheme. This heuristic has been widely used to design signature schemes, even if
the resulting security is only guaranteed in the random oracle model (see [10] for
general results). Figure 1 describes what we call RDSA identification scheme.
Note: This scheme can be modified in order to make the signatures shorter,
without reducing the security nor increasing the computation time. The idea is
to output (e, s, λ) instead of (s, �, λ) as the signature and to use the following
verification procedure:

3bis. Verification
A triplet (e, s, λ) ∈ Z×Z×G is a valid signature of the message M if and
only if 0 ≤ e < q, 0 ≤ s < q and h(M ||γsαeλq) = e.

2.1 Security Results on RDSA

The aim of the security analysis or RDSA is to prove that if an attacker has a non
negligible probability of success to forge a valid signature, it can be transformed
into an efficient algorithm that solves a problem which intractability is widely
assumed.

We now define the number theoretical problems used in the analysis of RDSA.
We note < α > the subgroup of G generated by the element α ∈ G:

Discrete logarithm problem: given elements α ∈ G and β ∈< α >, find an
integer k with αk = β.

Order problem: given an element α ∈ G, find a non zero multiple of the order
of α.

Root problem: given a prime number q that does not divide the order of G
and an element α ∈ G, find an element β ∈ G with βq = α.
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Small discrete log existence problem: given an integer q and elements α ∈ G
and β ∈< α >, decide if there exists k ∈ [0, q − 1] such that αk = β.

The security analysis of RDSA is based on the forking lemma of Pointcheval
and Stern [10]. It is claimed in [1] that RDSA is secure against no-message attack
in the random oracle model. Then, using a simulation argument, the following
theorem is announced:

Theorem 1 (from [1]). In the random oracle model, if an existential forgery
of a RDSA signature using an adaptively chosen message attack has a non-
negligible probability of success, then the root problem or the small discrete log
existence problem can be solved in probabilistic polynomial time. Probabilities are
taken over random tapes, random oracles and public keys.

The authors of RDSA also propose a modification of the signature scheme to
avoid the assumption of intractability of the small discrete log existence problem.
Let L be an approximation of the (unknown) order of the group G. Instead of
choosing the random k in [0, q − 1], it is chosen in [0, q × L2[. We will further
refer to this variant as RDSA2. The drawback, in comparison with RDSA, is an
important degradation of performances.

3 A Total Break of RDSA under a Known-Message
Attack

3.1 Preliminary Remarks on RDSA Identification Scheme

Before describing the attack against RDSA signature scheme, let us first have a
look on the related interactive identification scheme described in figure 1. The
main observation is that the random number k ∈ [0, q − 1] is used to mask the
secret key a in the equation x = k − a × e. However, since there is no modular
reduction like in the Schnorr scheme, this random number is too small to hide
all the secret. More precisely, after euclidian division of x by q,

x = �× q + s with 0 ≤ s < q

the quotient � is a very good approximation of (−a× e)/q

� =
⌊
x

q

⌋
=
⌊
k − a× e

q

⌋
=
⌊
−a× e
q

⌋
+ ε with ε ∈ {0, 1}

This first remark can be combined with a second very simple one; the value
of � is not disclosed to the verifier but only λ = γ� is transmitted. We could
assume that if the discrete logarithm problem is intractable, the value of � is not
disclosed. However, since we have seen that � is approximately equal to (−a×e)/q
and a ∈ [0, q − 1], the size of � is the same as the size of e. Consequently, if
e is small enough, the verifier can use an algorithm such as the Pollard rho
method [11], or even an exhaustive search, to compute � from λ.
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In conclusion, if the verifier sends a small enough challenge e, he can compute
� and consequently learn a good approximation of (a × e)/q. Then it is easy
to deduce the most significant bits of the secret key a. Indeed, assume e is
δ bits long; as we have s = k − a × e − � × q and 0 ≤ s < q, we obtain
|a × e + � × q| < q + |k| < 2q. Therefore

∣∣∣a− −�q
e

∣∣∣ < 2q
e and the (δ − 1) most

significant bits of −�q/e and a are the same.
Furthermore, this attack can be iterated with challenges of increasing size; the

most significant bits of a allow to upper and lower bound the discrete logarithm
� of λ and a variant of the Pollard rho method enables to compute such discrete
logs. Finally, the whole key a is recovered.

The flaw in the RDSA identification scheme is that the zero-knowledge prop-
erty is not satisfied; a malicious verifier can learn information during authenti-
cation. Of course, such an adversary does not really follow the protocol since it
does not randomly choose the challenges. We could hope for the protocol to be
at least “honest verifier zero-knowledge”. This condition would be sufficient to
apply the forking lemma. However, we will see in the sequel that even if verifiers
are honest, the protocol is not zero-knowledge. This means that it is not secure,
even against passive adversaries that just eavesdrop communications. A conse-
quence is that the forking lemma cannot be used and that the proof of theorem 1
collapses.

Let us now turn to the analysis of RDSA signature scheme. The main differ-
ence with the identification scheme is that the challenges are no longer chosen
by the verifier but computed as the hash value of the commitment � = γk and
of the message M to be signed: e = h(M ||γk). The consequence is that it is no
longer possible for an attacker to control the size of e. At first sight, this seems
to defeat the attack against the identification scheme we have just described.
However, we explain in the following how to combine known valid signatures in
order to obtain some “pseudo-signatures” with small e.

3.2 Generic Algorithms for Computing Discrete Logarithms

In any group G, the computation of discrete logarithms in base γ ∈ G of order n
can be performed in time O(

√
n) group multiplications with the baby-step giant-

step algorithm. This algorithm is deterministic but requires storage for O(
√
n)

elements so it is usually advised to use Pollard’s rho algorithm [11] which has,
heuristically, a similar running time but requires only a negligible amount of
memory. Shoup proved in [15] that those algorithms are optimal for computing
discrete logarithms in any group, i.e. without trying to take advantage of any
additional algebraic structure.

Furthermore, if it is known that the discrete logarithm lies within a restricted
interval of width w, another algorithm of Pollard [11,16] called the lambda
method (or the method for catching kangaroos) finds the discrete log in time
O(
√
w) and space for O(logw) group elements.
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3.3 The LLL Toolbox

The lattice reduction algorithm of Lenstra, Lenstra and Lovász [7] has been
widely used in cryptanalysis to break many kinds of cryptosystems. Details on
lattice reduction techniques are out of the scope of this paper so we refer to [6]
for details and extensive bibliography.

It should be noted that the LLL algorithm has already been used by
Howgrave-Graham and Smart [5] and then by Nguyen and Shparlinski [8] to
attack DSA if ephemeral keys, the equivalent of the k parameter in RDSA, are
partially known.

We use LLL to solve the following problem: given (e1, ...en) ∈ [0, q−1]n, find
integer coefficients (c1, ...cn) as small as possible such that the linear combination∑n

j=1 cj × ej has a prescribed bit size.
Consider the matrix M where the n rows are seen as (n + 1)-dimensional

vectors that define a lattice in Z
n+1:

M =




e1 Λ 0 · · · 0

e2 0 Λ
. . .

...
...

...
. . . . . . 0

en 0 · · · 0 Λ




The aim of a reduction algorithm, such as LLL, is to compute a “reduced”
basis, i.e. a basis of the same lattice with short vectors that are “nearly” orthog-
onal. Let us consider a vector V of such a basis; it is a linear combination of the
rows of M so all its coordinates, except the first one, are multiples of Λ:

V =
n∑

j=1

cj × (ej ,

j−1︷ ︸︸ ︷
0, ..., 0, Λ,

n−j︷ ︸︸ ︷
0, ..., 0)

=




 n∑

j=1

cj × ej


 , Λ× c1, ..., Λ× cn




In order to estimate the size of the coordinates of V , let us compute the deter-
minant ∆ and then the volume of the lattice:

∆ = det(M × tM) =

∣∣∣∣∣∣∣∣∣∣∣∣

e21 + Λ2 e1 × e2 e1 × e3 · · · e1 × en

e2 × e1 e22 + Λ2 e2 × e3 · · · e2 × en

e3 × e1 e3 × e2
. . . . . .

...
...

. . . . . . en−1 × en

en × e1 · · · · · · en × en−1 e2n + Λ2

∣∣∣∣∣∣∣∣∣∣∣∣
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If we assume that E is an order of magnitude of ei, we can compute an
approximation of ∆:

∆ ≈

∣∣∣∣∣∣∣∣∣∣

E2 + Λ2 E2 · · · E2

E2 E2 + Λ2 . . .
...

...
. . . . . . E2

E2 · · · E2 E2 + Λ2

∣∣∣∣∣∣∣∣∣∣
= Λ2(n−1) (Λ2 + nE2)

The LLL lattice reduction algorithm is expected to output a short vector V
of the lattice:

V = (ẽ, Λ× c1, ...Λ× cn) with ẽ =
n∑

j=1

cj × ej

Even if we cannot prove it, we assume that the LLL algorithm outputs a re-
duced basis with vectors of about the same norm. Of course, this is just heuristic
but it is a well known fact that the results of LLL are much better than what
can be proved. Furthermore, since we use LLL for cryptanalysis, only the result
matters and we will see in section 3.6 that this assumption is validated by the
success of the attack in practice.

If the vectors of the reduced basis have similar norms and if the basis is
“nearly” orthogonal, we obtain, using the volume

√
∆ of the lattice M , that

√√√√ẽ2 + Λ2 ×
n∑

j=1

c2j ≈
(√

∆
) 1

n

Furthermore, since V is a short vector of the lattice, we assume that all its
coordinates have the same order of magnitude (∀j ẽ ≈ Λ× cj). We obtain that

√
n+ 1× ẽ ≈

(√
∆
) 1

n

so

ẽ ≈ 1√
n+ 1

× Λ
n−1

n

(√
Λ2 + nE2

) 1
n ≈ Λ×

(
E

Λ

) 1
n

× n
1
2n

√
n+ 1

and
n∑

j=1

|cj | ≈
nẽ

Λ
≈
(
E

Λ

) 1
n

× n1+ 1
2n

√
n+ 1
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With E = q and assuming n � Λ and n � q, we finally obtain first order
approximations on the bit size of the integer ẽ and the sum of the coefficients cj :

log ẽ ≈ logΛ+
1
n

log q − 1
n

logΛ+
1

2n
log n− 1

2
log(n+ 1)

≈ log q
n

+
(

1− 1
n

)
× logΛ

log


 n∑

j=1

|cj |


 ≈ log n+ log ẽ− logΛ ≈ log q

n
− logΛ

n

3.4 Definition of “Pseudo-Signatures”

Let us assume that we know valid signatures (sj , �j , λj) of n messages Mj . This
means that, for all j ∈ [1, n], 0 ≤ sj < q and γsjαh(Mj ||�j)λq

j = �j . We note
ej = h(Mj ||�j).

We first notice that signatures can be combined in order to obtain what
we call “pseudo-signatures”, i.e. quadruples (ẽ, s̃, �̃, λ̃) that fit the verification

equations 0 ≤ s̃ < q and γs̃αẽ
(
λ̃
)q

= �̃ but that are not necessarily associated
to any known message. Let c1, ...cn be n integers. The following formulas allow
to combine n signatures into a pseudo-signature (ẽ, s̃, �̃, λ̃):

ẽ =
n∑

j=1

cj × ej

s̃0 =
n∑

j=1

cj × sj

s̃ = s̃0 mod q

λ̃ =


 n∏

j=1

λ
cj

j


× γ(s̃0−s̃)/q

�̃ =
n∏

j=1

�
cj

j

We verify that (ẽ, s̃, �̃, λ̃) is a pseudo-signature because 0 ≤ s̃ < q and

γs̃αẽ
(
λ̃
)q

= γs̃ × α
∑n

j=1 cj×ej ×


 n∏

j=1

λ
cj

j




q

× γq× s̃0−s̃
q

= γs̃0 ×
n∏

j=1

(αej )cj ×
n∏

j=1

(
λq

j

)cj =
n∏

j=1

(
γsjαejλq

j

)cj =
n∏

j=1

�
cj

j = �̃

If we further note k̃ the discrete log of �̃ in base γ and �̃ the discrete log of
λ̃, we obtain the equation

logγ

(
γs̃αẽ

(
λ̃
)q)

= s̃+ ẽ× a+ q × �̃ = logγ(�̃) = k̃

so
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q × �̃+ s̃ = k̃ − a× ẽ

where q, s̃ and ẽ are known, a and k̃ are unknown and �̃ can be computed if
it lies in a small enough range to make the Pollard-lambda algorithm practical
on λ̃.

3.5 The Attack

The attack is basically a loop where some bits of the secret key a are found at
each round, from the most significant ones to the least significant. Let us assume
that, after i rounds, the βi most significant bits of the secret key a are known.
We note a = ai + a′i, where ai is known and a′i is bounded by Ai ≤ a′i ≤ Ai.
Initially, A0 = 2, A0 = q − 1 and a0 = 0.

Let us further compute a pseudo-signature (ẽ, s̃, �̃, λ̃) using the coefficients
c1, ...cn output by the LLL-based algorithm of section 3.3 with a parameter Λi

that will be precised below.
Firstly, k̃ is equal to the linear combination

∑n
j=1 cj × kj of the (unknown)

integers kj . Since 0 ≤ kj < q, we have

Ki ≤ k̃ ≤ Ki with Ki = (q − 1)
∑
cj<0

cj and Ki = (q − 1)
∑
cj>0

cj

We immediately see that k̃ − ẽ× a is bounded by

Ki − ẽ× ai − ẽ×Ai ≤ k̃ − ẽ× (ai + a′i) ≤ Ki − ẽ× ai − ẽ×Ai

and consequently that

Ki − ẽ×Ai

q
− ẽ× ai

q
− 1 <

⌊
k̃ − ẽ× (ai + a′i)

q

⌋
≤ Ki − ẽ×Ai

q
− ẽ× ai

q

We observe that �̃ = �(k̃ − ẽ× a)/q� so we obtain bounds for �̃:

�̃ =
⌊
− ẽ× ai

q

⌋
+ δ with δ ∈

{⌊
Ki − ẽ×Ai

q

⌋
, ...,

⌊
Ki − ẽ×Ai

q

⌋
+ 1
}

If the range of δ is not too large, �̃ can be computed from λ̃ using an algorithm
described in section 3.2. Since k̃ − ẽ× a = q × �̃+ s̃, we obtain

a =
k̃ − (q × �̃+ s̃)

ẽ

and consequently, using the bounds on k̃,

Ki

ẽ
− q × �̃+ s̃

ẽ
≤ a ≤ Ki

ẽ
− q × �̃+ s̃

ẽ
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We have obtained a new approximation ai+1 of the secret key a:

ai+1 =

⌊
−q × �̃+ s̃

ẽ

⌋
with

⌊
Ki

ẽ

⌋
≤ a− ai+1 ≤

⌊
Ki

ẽ

⌋
+ 1

Consequently, we define Ai+1 =
⌊
Ki

ẽ

⌋
and Ai+1 =

⌊
Ki

ẽ

⌋
+ 1

We now consider βi = log q − log(Ai − Ai), i.e. βi is an estimation of the
number of bits of the secret key that have been learned after i rounds of attack.
We estimate the value of βi+1, i.e. the number of bits that have been learned
after round i+ 1, using the results of section 3.3:

βi+1 = log q − log(Ai+1 −Ai+1) ≈ log q − log
(
Ki −Ki

ẽ

)

≈ log q −


log q + log


 n∑

j=1

|cj |


− log ẽ




≈ log q −
((

1 +
1
n

)
log q − 1

n
logΛi −

1
n
× log q −

(
1− 1

n

)
logΛi

)

≈ logΛi

Furthermore, the number of group operations needed to find �̃ is about
√
Ki −Ki + ẽ(Ai −Ai)

q

Always using the results of section 3.3, we can write

log
(
Ki −Ki

q

)
≈


log

n∑
j=1

|cj |


 ≈ 1

n
log q − 1

n
logΛi

log
(
ẽ(Ai −Ai)

q

)
≈ log(ẽ) + log

(
Ai −Ai

q

)
≈ 1
n

log q +
(

1− 1
n

)
× logΛi − βi

If we assume that logΛi = βi+1 is greater than βi, i.e. that the number of known
bits of a increases, and if we note T the number of group operations that can be
performed to compute �̃, we obtain the estimation

(
1− 1

n

)
(logΛi − log q) + log q − βi ≈ log(T 2)

and finally

βi+1 ≈ logΛi ≈
2 log T + βi − 1

n log q
1− 1

n
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Fig. 2. Practical computation time of the attack (log2 of the number of group opera-
tion) according to the number n of available valid signatures (|q| = 160 bits).

This enables to calibrate the size of Λi used for lattice reduction in the algorithm
of section 3.3.

We finally obtain the algorithm of appendix A where the inputs are the public
key (G, γ, α, q), the number T of group operations that can be done in G for each
computation of a discrete log in a small range, and n signatures (sj , �j , λj) of
messages Mj . The output is the secret key a.

3.6 Practical Efficiency of the Attack

An actual implementation of the attack confirms the validity of the previous
analysis. It shows that the LLL complexity is small and, consequently, that
most of the computation time is used to compute discrete logarithms that lie in
known ranges. Figure 2 shows the total number of group operation required to
find the secret signature key according to the number of known signatures, for
a 160-bit long q parameter.

If we assume that a group operation is performed in 10 milliseconds, the
knowledge of 10 signatures of known messages allows to find the secret key in
4 minutes.

As an example, using the randomly chosen 160-bit secret key

a = 783747269568486438745024665497732424427783872122
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and 10 signatures of known randomly chosen messages, the algorithm outputs
the following list of approximations of a :

a1 = 699385134427555275284339311004987510346869139626
a2 = 782479287601512066256106326496551372637480929902
a3 = 783821065851910137404362049317488060299468649498
a4 = 783745856938901542621342549531086555421197152107
a5 = 783747195027730332973546090431994377868006041180
a6 = 783747269878977094681369544174970381613011805054
a7 = 783747269567797050637945617507444265545395300956
a8 = 783747269568502213048617608799840610517322561625
a9 = 783747269568486454929541646754729663729190704664
a10 = 783747269568486439419860587327869299275855671372
a11 = 783747269568486438745031810665073621629868186026
a12 = 783747269568486438745024667262630368177995127031
a13 = 783747269568486438745024665497085963603094329441
a14 = 783747269568486438745024665497732432534250967186
a15 = 783747269568486438745024665497732424427791638474
a16 = 783747269568486438745024665497732424427783872134

We observe that after 16 applications of the LLL algorithm, all the digits of
the secret signature key are known, excepted the 2 least significant ones.

4 Comparison between RDSA2 and GPS

The attack we have just described shows that the original RDSA scheme cannot
be used. An obvious reparation is to use random masking parameters k chosen
in a larger range. The RDSA2 scheme, described in section 2.1, uses k ∈ [0, qL2[
where L is an estimation of the size of group G. The consequence is an important
increasing of the computational complexity for both signers and verifiers.

The GPS scheme was first described in [4]. It is reminded in figure 3, using the
RDSA notations in order to highlight the similarities between the two signature
schemes. The main difference is the treatment of x = k − a× h(M ||�). In GPS,
the information x is a part of the signature while it enables to compute s and λ
in RDSA2.

GPS is provably secure [12] if k ∈ [0, A[ where A is much larger than q2. We
can consider that 1/280 is negligible and consequently we choose A = q2 × 280.
A comparison between RDSA2 and GPS shows that:
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RDSA2 GPS

key

generation

choose a group G with unknown order

choose an element γ ∈ G

choose a 160-bit prime number q

choose a secret key a ∈ [2, q − 1]

compute the public key α = γa

signature

choose k ∈ [2, qL2[

� = γk

x = k − a× h(M ||�)

s = x mod q

λ = γ
x−s

q

choose k ∈ [0, q2 × 280[

� = γk

x = k + a× h(M ||�)

signature (s, �, λ) signature (�, x)

verification
s ∈ [0, q − 1]

γsλqαh(M||�) = �

x ∈ [0, q2 × (280 + 1
)

[

γxαh(M||�) = �

Fig. 3. Compared description of RDSA2 and GPS

– the security of GPS is based on the intractability of the discrete log prob-
lem while the security of RDSA2 is based on a stronger assumption, the
intractability of the root problem,

– GPS signatures are shorter than RDSA2 signatures if the group G has more
than 2240 elements,

– the random k is larger for RDSA2 than for GPS so precomputation of �
takes more time and requires more random bits for RDSA2,

– on-line computation for the signer requires an exponentiation in RDSA2 to
compute λ while on-line computation of x in GPS takes a negligible amount
of time, even using low cost smart cards,

– verification of an RDSA2 signature requires the computation of exponenti-
ations with shorter exponents so verification is 16% to 32% longer in GPS
than in RDSA2.

In conclusion, RDSA is not secure and RDSA2 has no advantage on GPS,
whatever the criterion may be, except for verification time.
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A Cryptanalysis of RDSA [1]: A Detailed Algorithm

Algorithm 1.1 Break-RDSA(G,γ,α,q,T ,{(Mi, (si, �i, λi)), i ∈ [1, n]})
1 a0 ← 0, A0 ← 2, A0 ← q − 1, β0 ← 0, i ← 0
2 while Ai −Ai > T 2 do

3 βi+1← 2 log T+βi− log q
n

1− 1
n

4 Λi ← 2βi+1

5 M ←




e1 Λi 0 · · · 0

e2 0 Λi
. . .

...
...

...
. . . . . . 0

en 0 · · · 0 Λi




where the n rows are viewed as
the vectors of a lattice

6 apply the LLL algorithm to M ; let V = (ẽ, Λi× c1, ...Λi× cn) be the
shortest vector of the reduced basis

7 s̃0 ←
∑n

j=1 cj × sj

8 s̃ ← s̃0 mod q
9 �̃ ←

∏n
j=1 �

cj

j

10 λ̃ ←
∏n

j=1 λ
cj

j × γ(s̃0−s̃)/q

11 Ki ← (q − 1)
∑

cj<0 cj

12 Ki ← (q − 1)
∑

cj>0 cj

13 compute the discrete log �̃ of λ̃ in base γ; �̃ is known to be in the

range
[⌊
Ki − ẽ×Ai

q
− ẽ× ai

q

⌋
,

⌊
Ki − ẽ×Ai

q
− ẽ× ai

q

⌋]

14 ai+1 ←
⌊
− q�̃+s̃

ẽ

⌋

15 Ai+1 ←
⌊
Ki

ẽ

⌋
, Ai+1 ←

⌊
Ki

ẽ

⌋
+ 1

16 i ← i+ 1
17 compute the discrete log a of α in base γ; a is known to be in the range

[ai +Ai, ai +Ai]
18 output the secret key a
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Abstract. At CRYPTO 2000, a new public-key encryption based on
braid groups was introduced. This paper demonstrates how to solve its
underlying problem using the Burau representation. By this method,
we show that the private-key can be recovered from the public-key for
several parameters with significant probability in a reasonable time.
Our attack can be mounted directly on the revised scheme mentioned
at ASIACRYPT 2001 as well. On the other hand, we give a new
requirement for secure parameters against our attack, which more or
less conflicts with that against brute force attack.
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1 Introduction

Most current public-key cryptosystems (PKCs) are based on number-theoretic
problems such as factoring integers or finding discrete logarithms. The first PKC
that is not based on these problems is the Merkle-Hellman encryption based on
knapsack problem. Despite the NP-completeness of this problem, all knapsack-
based encryptions have been broken.

By Shor’s algorithms [16], quantum computers can solve integer factorization
problems and discrete logarithm problems efficiently. Although practical quan-
tum computers are at least 10 years away, their potential will soon create distrust
in current cryptographic methods [17]. In order to enrich cryptography as well as
not to put all eggs in one basket, there have been continuous attempts to develop
alternative PKCs based on different kinds of problems. In the later 1990s, lattice
cryptography received wide attention. Among the proposed schemes, NTRU, in-
troduced by Hoffstein et al. [7], has been improved to be secure by Nguyen and
Pointcheval [14].

On the other hand, there have been efforts in the area of noncommutative
groups [2,11,12,15]. As a candidate for cryptographically promising noncommu-
tative groups, braid groups have attracted many cryptographers’ attention due
to efficient implementation and several hard problems. The braid group Bn is a
torsion-free noncommutative group naturally arising from geometric braids with

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 477–490, 2003.
c© International Association for Cryptologic Research 2003
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n strands. Anshel et al. [2,1] proposed key agreement protocols in braid groups,
on which a couple of attacks have been mounted by Lee and Lee [13], Hughes
and Tannenbaum [9,10], and Hofheinz and Steinwandt [8].

A practical public-key encryption scheme in braid groups (BPKE) was in-
troduced by Ko et al. at CRYPTO 2000 [11], which appeared to be based on a
Diffie-Hellman(DH) like problem: given (a, x−1ax, y−1ay) for a ∈ Bn, x ∈ G1,
y ∈ G2, find y−1x−1axy. Here, G1 and G2 are proper subgroups of Bn com-
muting each other. Hofheinz and Steinwandt [8] proposed an algorithm for this
problem. Cha et al. [3] mentioned a revised version, a more generalized encryp-
tion scheme, to which Hofheinz and Steinwandt’s algorithm cannot be applied.
The underlying problem of this generalized version could be roughly stated as:
given (a, x1ax2), find (z1, z2) such that z1az2 = x1ax2, where a ∈ Bn and
x1, x2, z1, z2 ∈ G1. There have been attempts in analyzing braid cryptosystem
via representation. As a first step, Hahn et al. [6] analyzed the problem for par-
ticular case, x1 = x−1

2 , not in braid group but in general linear group using the
Burau representation. Hughes [9] proposed a heuristic method of recovering a
braid from its Burau matrix in order to attack Anshel et al.’s key agreement
protocol [1].

Our Results. This paper proposes two improvements of Hughes algorithm.
Comparing with his algorithm, one is more efficient with the same success rate,
and the other has higher success rate with less efficiency. Using these algorithms
and Hahn et al.’s idea, we attempt to solve the underlying problem of the revised
BPKE as well as the original scheme. Using this method, we recover the private-
key from the public-key for seven out of the nine parameters suggested at [11]
with significant probability in a reasonable time. On the other hand, we give a
new requirement for secure parameters against our attack, which more or less
conflicts with that against brute force attack.

Outline. Section 2 reviews necessary material for this paper. Section 3 describes
the revised BPKE [3], and shows that its security can be reduced to the afore-
mentioned problem for a particular type of instances. Section 4 proposes a new
method of solving that problem using the Burau representation, and shows that
the private-key can be recovered from the public-key with significant probability
in a reasonable time for some parameters proposed at [11].

2 Preliminaries

2.1 Basic Notations

For a positive integer N , let ZN denote the integers modulo N . For a ring R,
Matn,m(R) stands for the set of all (n ×m)-matrices over R, and GLn(R) the
general linear group which is the set of all (n × n)-invertible matrices over R.
For simplicity, Matn(R) means Matn,n(R). In is the (n × n)-identity matrix.
R[t1, . . . , tn] is the ring composed of polynomials in (t1, . . . , tn) with coefficients
in R.
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2.2 Braid Group

Here, we have a quick review of the braid groups. There is a detailed explanation
in [11] for beginners.

The n-braid group Bn is presented by the (n − 1) Artin generators
σ1, . . . , σn−1 and two kinds of relations σiσj = σjσi for |i − j| > 1 and
σiσjσi = σjσiσj for |i − j| = 1. The monoid1 B+

n can be regarded as the set
of all positive words with the identity en. Let LBn and UBn be the subgroups
of Bn generated by σ1, . . . , σ�n/2�−1 and σ�n/2�+1, . . . , σn−1, respectively. Thus,
LBn could be regarded as B�n/2�, and LB+

n as LBn ∩B+
n .

A fundamental braid of Bn means (σ1 · · ·σn−1)(σ1 · · ·σn−2) · · · (σ1) denoted
by ∆n. For x ∈ Bn, the supremum of x, sup(x), indicates the smallest integer
such that there is P ∈ B+

n satisfying ∆sup(x)
n = xP . The infimum of x, inf(x),

indicates the largest integer such that there is Q ∈ B+
n satisfying ∆inf(x)

n Q = x.
The canonical-length of x, len(x), means sup(x) − inf(x). Each of them is an
invariant of x. In addition, the word-length of x, wlen(x), indicates the shortest
word length of x.

3 Security of the BPKE

The BPKE was proposed in two versions [11,3]. We consider the revised scheme
described in [3] which is of more general form than the original scheme [11].
A private-key is given as a pair (x1, x2) where x1 and x2 are in LBn, and the
associated public-key is a pair (a, b) where a ∈ Bn and b = x1ax2. The encryption
and decryption is as follows.

Encryption. Given a message M ∈ {0, 1}k,
1. Choose y1, y2 ∈ UBn at random.
2. Ciphertext is (y1ay2, h(y1by2)⊕M).

Decryption. Given a ciphertext (c, d) and the private-key (x1, x2), compute
M = h(x1cx2)⊕ d.

Here, h : Bn → {0, 1}k is a collision-free hash function. We remark that the
original BPKE in [11] is obtained with the condition x1 = x−1

2 and y1 = y−1
2 .

For a given public-key (a, b), there can be multiple private-keys. If we could
find any z1, z2 ∈ LBn such that z1az2 = b, then M is always recovered by
computing h(z1cz2) ⊕ d regardless of the considered BPKE being the original
version (i.e., x1 = x−1

2 ) or the revised one (i.e., x1 and x2 are independent). So,
the problem of recovering private-key is reduced to the following problem.

Given a, b ∈ Bn, find x1, x2 ∈ LBn satisfying b = x1ax2, provided that
such braids exist.

1 A group-like object which fails to be a group because elements need not have an
inverse within the object. A monoid S must also be associative and have an identity
element e ∈ S such that for all x ∈ S, ex = xe = x.
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We note that if such x1 is found then x2 is automatically derived, and vice versa.
This paper considers the above problem for particular instances. Hereinafter,

we call this problem the P-BPKE problem for our convenience.

P-BPKE problem: Given a, b ∈ B+
n , find x1, x2 ∈ LB+

n satisfying
b = x1ax2, provided that such braids exist.

Since the BPKE is described in terms of left-canonical form in [11,3], we
should discuss it also wherein. In implementing the BPKE, the ranges of a,
x1, and x2 are specified. This means that the bounds of their supremums and
infimums are finite and given. Let ∆L denote the fundamental braid within LBn,
i.e., ∆L = (σ1 · · ·σ�n/2�−1)(σ1 · · ·σ�n/2�−2) · · · (σ1). We note that (i) if y ∈ Bn,
then ∆k

ny = y∆k
n for any even integer k, and (ii) if y ∈ Bn, k ≤ inf(y), and

k < 0, then both ∆−k
n y and y∆−k

n are positive n-braids. Now we show that the
security of the BPKE depends on the intractability of the P-BPKE problem.
Proposition 1. If the P-BPKE problem is solved, then the private-key of the
BPKE can be recovered from its associated public-key.

Proof. Let (a, b) be a given public-key and (x1, x2) be its private-key. Since inf(a)
is known, we can choose an even integer u so that ∆u

na is a positive braid. Let
a′ = ∆u

na. The lower bound of inf(x1) and inf(x2) in LBn is publicly known,
say v. For v < 0, let b′ = ∆−v

L ∆u
nb∆

−v
L . Since a′ ∈ B+

n , ∆
−v
L x1, x2∆

−v
L ∈ LB+

n ,
and b′ = ∆−v

L x1a
′x2∆

−v
L , we can obtain P1, P2 ∈ LB+

n from (a′, b′) such that
b′ = P1a

′P2 by hypothesis. Let z1 = ∆v
LP1 and z2 = P2∆

v
L. Then, z1, z2 ∈ LBn

and z1az2 = ∆v
LP1aP2∆

v
L = ∆−u

n ∆v
LP1a

′P2∆
v
L = ∆−u

n ∆v
Lb
′∆v

L = b. Therefore,
(z1, z2) is another private-key corresponding to the public-key (a, b).

For v ≥ 0, (z1, z2) is recovered from (a, b) in a similar and simpler way by
letting b′ = ∆u

nb. ��

4 The P-BPKE Problem

This section shows how to solve the P-BPKE problem. A natural way to solve
it in Bn is via another group G as follows: (i) to transform the problem in Bn

into the one in G, (ii) to solve the problem in G, and (iii) to lift the solution
back into Bn. Representations of braid groups—a representation of a group is a
homomorphism from that group to GLk(R) for some integer k and domain R of
characteristic zero—appear to provide such a group G. In order to perform (iii)
above, a faithful representation, Krammer representation, can be considered.
However, in this case, an n-braid is transformed into an n(n−1)

2 × n(n−1)
2 -matrix.

Since manipulating these matrices, especially in (ii) above, seems unpractical
for large braid index and word length, we consider a more practical one, Burau
representation. The Burau representation ρn : Bn → GLn(Z[t, t−1]) is defined
by

ρn(σi) =




Ii−1 0 0

0 1− t t
1 0 0

0 0 In−i−1


 .



Cryptanalysis of the Public-Key Encryption Based on Braid Groups 481

4.1 Computing ρm(x1) or ρm(x2) from (a, x1ax2)

From a pair of n-braids (a, b) such that b = x1ax2 for a ∈ B+
n and x1, x2 ∈ LB+

n ,
(ρn(a), ρn(b)) can be computed easily. Let m = 	n

2 
. Then, there exists (X ′1, X
′
2)

such that (i) X ′i =
[

Xi 0
0 In−m

]
for i = 1, 2, where Xi ∈ GLm(Z[t]), and (ii)

ρn(b) = X ′1ρn(a)X ′2. This section computes X1 or X2.

Finding Xi|t=t0 . Let

ρn(a) =
[
A1 A2
A3 A4

]
and ρn(b) =

[
B1 B2
B3 B4

]
,

where A1, B1 ∈ Matm(Z[t]), A2, B2 ∈ Matm,n−m(Z[t]), A3, B3 ∈
Matn−m,m(Z[t]), and A4, B4 ∈ Matn−m(Z[t]).

The equation ρn(b) = X ′1ρn(a)X ′2 yields the following four types of equations.

e1 : B1 = X1A1X2, e2 : B2 = X1A2,
e3 : B3 = A3X2, e4 : B4 = A4.

Now we consider e2 and e3. If either A2 or A3 is of full rank, then X1 or X2
is determined uniquely.

We experiment how often a has full rank Ai for i = 2 or 3 by Maple. On
input (n, l, t0), our program chooses at random 100 positive n-braid a’s with word
length l, checks the ranks of Ai|t=t0 for i = 2, 3, and then outputs the number of
a’s for which at least one of Ai|t=t0 ’s has full rank. Figure 1 shows these numbers
for various (n, l)’s at t0 = 2. For several other random integer t0’s, the results
were very similar. The reason is that the degree of independency of the column
vectors of Ai generally remains the same after substituting randomly chosen
integer t0 for the variable t. For instance, in the case of n = 2m, rank(Ai) = m
if and only if det(Ai) �= 0. Here, det(Ai) is a polynomial in t, and many of
the roots of det(Ai) = 0 lie beyond integers. Note that the existence of t0 such
that A2|t=t0 (resp. A3|t=t0) has full rank implies that A2 (resp. A3) has also
full rank. It is observed that the longer the word length of a is, the higher
is the probability that A2 or A3 has full rank. One can heighten a little the
probability by simultaneously solving three restated linear (in X1 and X−1

2 )
equations: B1X

−1
2 = X1A1, B2 = X1A2, B3X

−1
2 = A3 at t = t0.

Finding Xi. For a ∈ B+
n with full rank A2 or A3, X1 or X2 can be computed

by solving e2 or e3, respectively. Without loss of generality, we assume that
rank(A3) = m. Every entry of X2 is expressed as a polynomial in Z[t]. The
highest degree of entries in X2 is at most wlen(x2). In fact, it is far smaller
than wlen(x2) for random x2. We note that since x2 ∈ LB+

n , the upper bound
of wlen(x2) can be computed because wlen(x2) ≤ sup(x2)m(m−1)

2 ≤ sm(m−1)
2

where m = 	n/2
 and s is the publicly known upper bound of sup(x2) in LBn.
Recalling that det(ρm(σj)) = −t for every j, wlen(x2) can be derived from
X2|t=t0

by det(X2|t=t0
) = (−t0)wlen(x2) in at most sm2

2 multiplications.
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Fig. 1. Probability that A2 or A3 is of full rank for a random a ∈ B+
n

We then evaluate (A3, B3) at wlen(x2) + 1 different t0’s such that
rank(A3|t=t0

) = m. From each (A3|t=t0
, B3|t=t0

), computing X2|t=t0
takes

time O(m3) in the Gauss-Jordan elimination. From these X2|t=t0
’s, X2 can

be computed by Lagrange interpolating polynomial method with complexity
O(m2wlen(x2)2) [4].

Hence, the total evaluation of ρm(x2) from those (A3|t=t0
, B3|t=t0

)’s takes
time O(m2 · wlen(x2)2) regarding wlen(x2) as greater than m.

4.2 Recovering x from ρm(x)

Hughes [9] proposed an algorithm recovering a private key of AAFG1 key agree-
ment protocol [1] from its Burau matrix. His main idea is to reconstruct the
private key, say x, from ρm(x) generator by generator from right to left by as-
suming that the first column with the highest degree polynomial entry in ρm(x)
indicates the last generator of x. The Burau representation is not faithful for
n ≥ 5. Namely, no algorithm can recover the designated preimage from the Bu-
rau matrix. Hughes’ heuristic algorithm behaves much better than expected. It
succeeds with 96% for AAFG1 scheme with suggested parameter.

A natural question is what is the fundamental reason for this high proba-
bility. For Hughes’ experiment, we analyze mathematically how that column is
connected to the last generator. Using this result, we improve his algorithm.

For x ∈ Bm, let c(ρm(x)) indicate the first column containing the highest
degree entry in ρm(x) among the first (m− 1) columns. If there is no confusion
from the context, it is interchangeably written as c(x).

If x ∈ B+
m has 1 ≤ wlen(x) ≤ 2, then it is clear that c(x) indicates the last

generator of x. What happens for longer word lengths? We investigate in which
cases c(x) fails to indicate the last generator of x.

Theorem 1. Suppose that c(x) indicates the last generator of x whenever x ∈
B+

m and wlen(x) ≤ l for some positive integer l ≥ 2. For any z ∈ B+
m with
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wlen(z) = l+ 1, c(z) indicates the last generator of z with probability more than
1− 1

m−1 .

Proof. z can be expressed as z = xσi for some x ∈ B+
m and 1 ≤ i < m. Then,

ρm(z)k =




(1− t)ρm(x)i + ρm(x)i+1 if k = i,
tρm(x)i if k = i+ 1,
ρm(x)k otherwise.

(1)

Hereinafter, for a matrix M , let iMj , iM , and Mj denote the (i, j)-th entry, the
i-th row vector, and the j-th column vector of M , respectively. And, let Hdeg(M)
denote the highest degree of entries in M . Let ck and dk denote Hdeg(ρm(z)k)
and Hdeg(ρm(x)k), respectively. Then

ci = Hdeg((1− t)ρm(x)i + ρm(x)i+1), (2)
ci+1 = di + 1, (3)
ck = dk for k �= i, i+ 1. (4)

Let c(x) = j. We remark that since wlen(x) = l and l ≥ 2, there exists w ∈
B+

m\{em} such that x = wσj .

Case 1. |i− j| > 1 or i = j
In this case, z = wσjσi = wσiσj . So it suffices to show that c(z) = i or j.

Here, we consider only the case of i < j−1 (For the cases of i > j+ 1 and i = j,
the same results are obtained in a similar and easier way.).

Since c(x) = j and i + 1 < j, dj > di+1. If di ≥ di+1, then ci = di + 1 from
Eq.(2). Thus ci ≤ dj because c(x) = j and i < j. And ci+1 = ci by Eq.(3).
Thus, by Eq.(4), c(z) = i or j according to ci = cj or ci < cj . Otherwise(i.e. if
di < di+1), ci ≤ di+1 from Eq.(2). ci+1 ≤ di+1 by Eq.(3), and hence ci, ci+1 < cj
because di+1 < dj and dj = cj . Thus c(z) = j by Eq.(4).

Case 2. i = j + 1
If di < di+1, then ci ≤ di+1 from Eq.(2), and ci+1 ≤ di+1 from Eq.(3). Thus,

by Eq.(4), c(z) = j because di+1 ≤ dj . Otherwise(i.e. if di ≥ di+1), ci = di + 1
from Eq.(2), and hence ci+1 = ci from Eq.(3). Thus, c(z) = j or i by Eq.(4).
Since σi is clearly the last generator of z, it suffices to show that if c(z) = j,
then σj is another last generator of z. We do this in two steps. First, we prove
that c(z) = j implies c(w) = j + 1. Then we prove that if c(w) = j + 1, σj is the
last generator of z.

Proof of the first step: Since z = wσjσj+1,

ρm(z)k =




(1− t)ρm(w)j + ρm(w)j+1 if k = j,
t(1− t)ρm(w)j + ρm(w)j+2 if k = j + 1,
t2ρm(w)j if k = j + 2,
ρm(w)k otherwise.

With this, c(z) = j implies the followings.
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· Hdeg(ρm(w)j+1) ≥ Hdeg(ρm(w)j)+2 because Hdeg(t2ρm(w)j) ≤ Hdeg((1−
t)ρm(w)j + ρm(w)j+1)). So Hdeg(ρm(z)j) = Hdeg(ρm(w)j+1).
· Hdeg(ρm(w)j+1) ≥ Hdeg(ρm(w)j+2) because Hdeg(t(1 − t)ρm(w)j +
ρm(w)j+2) ≤ Hdeg( ρm(w)j+1).
· Hdeg(ρm(w)j+1) > Hdeg(ρm(w)k) for all k < j.
· Hdeg(ρm(w)j+1) ≥ Hdeg(ρm(w)k) for all k > j + 2.

From these inequalities, we get c(w) = j + 1.
Proof of the second step: Since wlen(w) < l, there exists w′ ∈ B+

m such that
w = w′σj+1. Since z = wσjσi = w′σj+1σjσj+1 = w′σjσj+1σj , c(z) turns out to
indicate the last generator of z.

Case 3. i = j − 1
In this case, cq < di+1 for all q < i, and cq ≤ di+1 for all q > i+1. Therefore,

we check ci and ci+1 comparing with di+1.
Since c(x) = i+ 1, we get di + 1 ≤ di+1. If di + 1 < di+1, then ci = di+1 from

Eq.(2), and hence ci+1 < ci from Eq.(3). Thus, we get the desired c(z) = i.
Now we consider the other case, di + 1 = di+1, by comparing ρm(z)i and

ρm(z)i+1 entry by entry. For 1 ≤ p ≤ m, define Sp = {k ∈ {1, . . . ,m} |
deg(kρm(x)p) = dp}. Clearly, Sp �= ∅ for any p.

· If k ∈ Si+1 − Si, then deg(kρm(z)i+1) < deg(kρm(z)i) = di+1 because
deg(kρm(z)i+1) = deg(kρm(x)i) + 1 < di + 1 = di+1 = deg(kρm(x)i+1) =
deg(kρm(z)i).
· If k ∈ Si − Si+1, then deg(kρm(z)i+1) = deg(kρm(z)i) = di+1 because

deg(kρm(z)i+1) = deg(kρm(x)i) + 1 = deg(kρm(z)i).
· If k �∈ Si ∪Si+1, then we cannot compare deg(kρm(z)i) and deg(kρm(z)i+1).

However, it is easy to check that each of them is less than di+1.
· If k ∈ Si ∩ Si+1, then deg(kρm(z)i) ≤ deg(kρm(z)i+1) = di+1. More pre-

cisely, let αk and βk be the coefficients of the highest degree entry in
deg(kρm(x)i) and deg(kρm(x)i+1), respectively. In this case, αk �= βk im-
plies deg(kρm(z)i) = di+1, and αk = βk implies deg(kρm(z)i) < di+1.

So we can see that if Si �= Si+1, then c(z) = i because ci+1 ≤ ci = di+1.
Otherwise, there are two cases: (i) if there is k ∈ Si such that αk �= βk, then
c(z) = i because ci = ci+1 = di+1, and (ii) if αk = βk for all k ∈ Si, then
c(z) = i+ 1 because ci < ci+1 = di+1.

The last case, (ii), points out the unique case when c(z) may fail to indicate
the last generator of z. So the probability that this case happens is much lower
than 1

m−1 . ��

Improved algorithms. Theorem 1 shows that c(xσi) always succeeds in indi-
cating the last generator of xσi except in the case that c(x) = i+1, di+1 = di+1,
Si = Si+1, and αk = βk for all k ∈ Si. So the failure probability appears very
low under the condition stated in Theorem 1. Its loose upper bound is 1

m−1 .



Cryptanalysis of the Public-Key Encryption Based on Braid Groups 485

Therefore, for a random positive braid with fixed word-length, the success prob-
ability appears to become high as the braid index increases. And, for fixed braid
index, it appears to become low as the word-length increases.

Combining the results of Theorem 1 with Hughes algorithm, this section
proposes two algorithms recovering x from ρm(x). The first algorithm arises
from the basic property of braids we are dealing with. Being compared to Hughes
algorithm, it is faster and its success probability is almost the same. The second
algorithm comes from Theorem 1. Its success probability is higher and it is
slower than Hughes’. The objective of these algorithms is to seek an unknown
sequence (A[1], . . . , A[wlen(x)]) satisfying x = σA[1] · · ·σA[wlen(x)], where wlen(x)
was already obtained in the process of computing ρm(x) as mentioned in section
4.1. We describe more about these algorithms in Algorithms 1 and 2, and give
experimental results in Table 1 and 2. Our experiment was performed on a
computer with a Pentium IV 1.7 GHz processor using Maple 7. On input (m, l),
our program chooses at random 500 x’s from B+

m with wlen(x) = l, computes
ρm(x) from x, computes z from ρm(x) by each algorithm, and then determines
whether or not z is equal to x by comparing their left-canonical forms.

Algorithm 1. As we see in Eq.(1), if σj is the last generator of x, then every
entry in ρm(x)j+1 is always in tZ[t] because we deal with only positive braids
here. Let c′(ρm(x)) indicate the first column containing the highest degree entry
in ρm(x) among the columns whose next column’s entries are all in tZ[t]. Like
c(·), let c′(ρm(x)) and c′(x) be used interchangeably.

Algorithm 1 Finding x from ρm(x) without self-correction
1: for i from l to 1 by -1 do
2: Compute jc = c′(x).
3: if there does not exist such jc then
4: break
5: else
6: A[i]← jc; ρm(x)← ρm(x)ρm(σjc)−1

7: end if
8: end for
9: z ← σA[i+1] · · ·σA[l]

10: Return(z)

Although Algorithm 1 has an additional task to Hughes algorithm like check-
ing whether or not kρm(x)j+1 ∈ tZ[t] for all k = 1, . . . ,m at Step 2, it is even-
tually more efficient than his as in Table 1. In our experiment, due to this task,
Algorithm 1 stops on the way to building z usually much before wlen(z) = l
if z �= x. Namely, i >> 0 at Step 9. Whereas, Hughes algorithm goes on until
wlen(z) = l even if z �= x. So the time gap between these two algorithms grows
as wlen(x) increases.

Algorithm 2. Algorithm 2 is gained from comparing the experiments of Algorithm
1 and Hughes algorithm, and from Theorem 1. The motivation is as follows.
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Table 1. Elapsed time in recovering x from ρm(x) (unit: millisecond)

(m, wlen(x)) (7, 40) (7, 55) (7, 70) (10, 60) (10, 80) (10, 100)
(a) Algorithm 1 252 324 414 487 651 790

(b) Hughes algorithm 260 368 484 515 745 1060

Given a positive braid x, let x1 = σc′(x), x2 = σc′(xx−1
1 ), . . . , xk = σc′(xx−1

1 ···x−1
k−1)

for k < wlen(x), and let x′ = xx−1
1 · · ·x−1

k . In our experiences, if c′(x′) �= c(x′),

then c′(x′xk · · ·xi) does not indicate the last generator of x′xk · · ·xi
let= y for some

1 ≤ i ≤ k. For this y, if c′(y) > 1 and every entry in the c′(y)-th column of ρm(y)
is in tZ[t], then c′(y)−1 has a good possibility to indicate the last generator of y
from Case 3 of Theorem 1. As Table 2 shows, the success probability of Algorithm
2 is higher than Algorithm 1. However, it is slower due to this self-correction
process.

Algorithm 2 Finding x from ρm(x) with self-correction
1: Let M [0], M [1], . . . , M [l] be (m×m)-matrices such that M [i] = ρm(σA[1] · · ·σA[i])

and M [0] = ρm(em).
2: for i from l to 1 by -1 do
3: Compute ja = c(M [i]) and jc = c′(M [i]).
4: if there exists such jc and jc = ja then
5: A[i]← jc; M [i−1]←M [i]ρm(σA[i])−1

6: else
7: if i = l then
8: break
9: end if

10: if there is k(>i) such that jc =ja >1 for M [k] and every entry of M [k]jc is in
tZ[t] then

11: i← k; A[i]← A[i]− 1; M [i−1]←M [i]ρm(σA[i])−1

12: else
13: break
14: end if
15: end if
16: end for
17: if i = l then
18: z ← em

19: else
20: z ← σA[i+1] · · ·σA[l]

21: end if
22: Return(z)
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Table 2. Success rate of recovering x from ρm(x) (unit: %)

m 5 7 10
wlen(x) 30 40 50 40 55 70 60 80 100

(a) Algorithm 1 96 83 76 91 76 64 87 67 42
(b) Algorithm 2 100 99 97 99 97 82 99 90 69

Table 3. All parameters at [11] and wlen(x) for random x

n 50 70 90 50 70 90 50 70 90
len(a) 5 5 5 7 7 7 12 12 12
len(x) 3 3 3 5 5 5 10 10 10

wlen(x) 440 884 1471 735 1487 2468 1497 2955 4924

4.3 Attack on the BPKE

Using the methods in section 4.1 and 4.2, this section attempts to attack the
BPKE for several parameters suggested by the inventors as in Table 3, where a
and x are assumed to be of inf(a) = inf(x) = 0. Since any attack on the revised
BPKE is effective in the original scheme, and not vice versa, we consider the
revised one here. Each wlen(x) in the last row of Table 3 is the average length
of ten random x’s given a braid index and a canonical-length. We recall that for
a braid index n, a ∈ Bn,m = 	n

2 
, x1, x2 ∈ Bm.

Computing ρm(x1) or ρm(x2) from (a, x1ax2). From Figure 1, we know
that the probability of computing ρm(x1) or ρm(x2) from (a, x1ax2) becomes
high as len(a) increases for any n. In numerous experiments, these probabilities
for the smallest len(a) (i.e., n = 50, 70, 90 and len(a) = 5) are 90% or so. And its
running time is O(m2wlen(xi)2) as mentioned in section 4.1. Therefore, for all
the parameters in Table 3, either ρm(x1) or ρm(x2) is computed from (a, x1ax2)
with very high probability.

Recovering x from ρm(x). Here, x = x1 or x2 in the above paragraph. In
attacking the BPKE in practice, Algorithm 2 will have much higher success
probability than Algorithm 1 as in Table 2, however, it took too long time to
be used on PC for large parameters. So, we used only Algorithm 1 due to its
efficiency.

Table 4 shows that for the first seven parameters in Table 3 (i.e. (n, len(x)) =
(50, 3), (70, 3), (90, 3), (50, 5), (70, 5), (90, 5), (50, 10)), x is recovered from ρm(x)
with significant probability within dozens of minutes.

For the last two parameters, we could not recover any x from ρ35(x) (resp.
ρ45(x)) for 500 x’s in B35 (resp. B45) with len(x) = 10.

Compare the two cases: (n, len(x)) = (70, 5) and (50, 10). They have similar
word-lengths, see Table 3. The probability of recovering is 12% for the former
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Table 4. Recovering x from ρm(x)

len(x) 3 5 10
n 50 70 90 50 70 90 50 70 90

Success rate(%) 100 100 100 24 12 4 0.2 − −
Elapsed time(min) 0.7 3.7 12.2 1 4.6 15 2.3 − −

and 0.2% for the latter, see Table 4. With this observation, Theorem 1 implies
that our attack gives an interesting condition contrary to brute force attack for
the BPKE to be secure. When the word-length of private-key is fixed, the braid
index should be large so that the BPKE is secure against brute force attack.
However, it should be small against our attack.

Remark. Consider the so called generalized conjugacy problem (GCP) [11]: given
(a, x−1ax), find x, where a ∈ Bn, x ∈ LBn. This is one of the problems on which
our attack can be mounted by restating the equations e1, e2, e3 in section 4.1
as e1′ : XB1 = A1X, e2′ : XB2 = A2, e3′ : B3 = A3X, where X = ρm(x).
Clearly, all procedures are the same as those described in section 4.1 and 4.2.
Hofheinz and Steinwandt [8] proposed an algorithm which solves the GCP more
successfully and efficiently than ours. Thus, it can be used to solve the DH
problem in Bn, and hence to break the original BPKE. However, since their
algorithm strongly depends on the conjugacy relation between public braids, it
cannot be applied to the revised BPKE.

5 Conclusions

The security of the revised BPKE as well as the original one is based on
the following computational problem: given (a, x1ax2), find (z1, z2) such that
z1az2 = x1ax2, where a ∈ B+

n , x1, x2, z1, z2 ∈ LB+
n . Using the Burau represen-

tation, this paper proposes a new method of solving this problem. For seven out
of the nine parameters suggested at [11], we demonstrated the effectiveness of
this method by recovering the private-key from the public-key with significant
probability in a reasonable time (dozens of minutes plus low degree polynomial
time).

On the other hand, we give a new requirement for secure parameters against
our attack, which more or less conflicts with that against brute force attack.
When we select private-key given word-length, its braid index should be large
to defeat brute force attack. However, it should be small against our attack.

Hofheinz and Steinwandt’s algorithms seem to be very efficient for large pa-
rameters, whereas they cannot be applied to the revised scheme at all. Our
algorithms are effective in the revised scheme as well as the original scheme,
whereas they are inefficient for very large parameters like those at [3]. There-
fore, the revised BPKE with sufficiently large parameters appears to be secure
at the current state of knowledge.
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Abstract. We initiate a theoretical investigation of the popular block-
cipher design-goal of security against “related-key attacks” (RKAs). We
begin by introducing definitions for the concepts of PRPs and PRFs
secure against classes of RKAs, each such class being specified by an
associated set of “related-key deriving (RKD) functions.” Then for some
such classes of attacks, we prove impossibility results, showing that no
block-cipher can resist these attacks while, for other, related classes of
attacks that include popular targets in the block cipher community, we
prove possibility results that provide theoretical support for the view
that security against them is achievable. Finally we prove security of
various block-cipher based constructs that use related keys, including a
tweakable block cipher given in [14].

1 Introduction
Most modern block ciphers, including the AES [6], are designed with the explic-
itly stated goal of resisting what are called “related-key attacks (RKAs)” [3].
However, it is not clear exactly what types of attacks this encompasses, and
against which of these security is even achievable.

Towards answering such questions, this paper provides a theoretical treat-
ment of related-key attacks. Via notions of RKA secure PRPs and PRFs pa-
rameterized by a class of “related-key deriving functions,” we provide a formal
definition of what it means for a block cipher to be secure against a given class
of related-key attacks. Then for some classes of attacks, we prove impossibility
results, showing that no block-cipher can resist these attacks while, for other,
related classes of attacks that include popular targets in the block cipher com-
munity, we prove possibility results that provide theoretical support for the view
that security against them is achievable. We also prove security of some specific
related-key-using block-cipher-based constructs based on assumptions about the
security of the block cipher under an appropriate class of RKAs.

This work can help block-cipher designers and cryptanalysts by clarifying
what classes of attacks can and cannot be targets of design. It can help block-
cipher users by providing guidelines about the kinds of related keys that are safe
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to use in constructs, and by enabling them to prove security of the resulting con-
structs. Finally, it puts forth a new primitive for consideration by theoreticians
with regard to constructions based on minimal complexity assumptions. Let us
now discuss the background and our results in more detail.

Overall our results indicate that there is a thin dividing line between un-
achievable and achievable goals in this area, and thus a need for care on the part
of both designers and users.

RKAs. Under a related-key attack, an adversary can obtain input-output ex-
amples of the block cipher E, not just under the target key K, but under
keys K1,K2, . . . related to K. However the understanding of what “related”
means seems currently to be based only on specific examples, such as Ki being
K+ i mod 2k where k is the key-length, or K ⊕∆i where ∆1, ∆2, . . . are known
values. We ask what a related-key attack might mean in general, and how one
might model it and define a corresponding notion of security.

Motivation for definitions. There is significant value in capturing block-
cipher security goals via formal definitions of security. It provides cryptanalysts
with clear attack models, and it enables theorists to prove the security of block-
cipher based constructs. The best example to date is the pseudorandom permu-
tation (PRP) model for a block cipher [15,1] which has been instrumental in
both these ways. We seek something similar with regard to RKAs.

Definition. We propose an extension of the notion of a PRP. Let E : K ×
D → D be the block cipher whose security we are trying to capture. We allow
the adversary A to make related-key oracle queries consisting of a related-key-
deriving (RKD) function φ : K → K and a point x ∈ D. It is placed in one
of two “worlds.” In world 1, a key K is chosen at random from K, and query
(φ, x) is answered by E(φ(K), x). In world 0, a key K is again chosen at random
from K but we also choose at random, for each key L ∈ K, a permutation
G(L, ·) : D → D, and the query is answered by G(φ(K), x). The advantage of
A is the difference between the probabilities that it returns 1 in the two worlds.
For any set Φ of functions mapping K to K, we say that E is secure against Φ-
restricted RKAs if the advantage of an adversary of limited resources, restricted
to drawing the RKD functions in its oracle queries from Φ, is small. See Section 3
for formal definitions.

Φ as a parameter. An important definitional choice above was to have made
the set Φ of allowed RKD functions a parameter of the definition rather than, say,
letting Φ be the set of all functions from K to K. The reason is that the power
of attacks depends significantly on the types of related-key-deriving functions
the adversary uses. (In particular we will see that security when Φ is the set of
all functions, or even just all permutations, is impossible to achieve.) The main
question is thus for what classes Φ of RKD functions security against Φ-restricted
RKAs is achievable.

Canonical classes of RKD functions. Examples of Φ, corresponding to
the example attacks discussed above, include Φ+

k , the set of functions K �→
K + i mod 2k for 0 ≤ i < 2k, and Φ⊕k , the set of functions K �→ K ⊕∆ for
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∆ ∈ {0, 1}k, where K = {0, 1}k. These classes are important because security
against Φ-restricted RKAs appears not only to be a design target but is useful
in applications, and hence we will pay extra attention to these classes.

DES: A test case. The goal of resisting related-key attack seems to have
been a design target only relatively recently. It is well-known that DES, due
to its complementation property (DESK(P ) = DESK(P ) for all keys K and
plaintexts P ) is insecure against related-key attacks. It is worth noting that our
model and definition capture this. One can design an adversary that, in just two
oracle queries, wins the game outlined above with advantage almost 1, as long
as Φ contains the identity function and the map K �→ K. In other words, DES
is insecure against Φ-restricted RKAs for any such Φ.

Impossibility Results. We show that there are inherent limitations to the
security one can achieve against related-key attacks. Namely, we identify some
relatively simple classes Φ of RKD functions such that for any block cipher E,
there exist successful Φ-restricted RKAs against E. This means it is impossible
to design a block cipher to resist these attacks.

This is relatively easy to see when Φ includes a non-injective function such as
a constant function (cf. Proposition 2). One would expect better, however, if Φ
consists only of permutations on the key space, because the result of applying a
permutation to a random key is itself a random key. However, Proposition 3 iden-
tifies small, simple classes of permutations Φ for which we can present successful
Φ-restricted RKAs on any block cipher, and Proposition 4 shows that there are
successful (Φ+

k ∪Φ
⊕
k )-restricted RKAs on almost any block cipher of key-length

k. (That is, it is impossible to design a block-cipher that is simultaneously resis-
tant to the two basic classes of RKAs that we noted above.) Furthermore, in the
last two cases, our attacks not only break the pseudorandomness of the block
cipher, but are stronger in that they recover the target key.

The need for possibility results. Block-cipher designers seem to believe
that security against Φ+

k and Φ⊕k -restricted RKAs is achievable. Nothing above
contradicts this, but the unachievability of security against the closely related
class of (Φ+

k ∪ Φ
⊕
k )-restricted RKAs leads us to desire better evidence of the

achievability of security against Φ-restricted RKAs on these classes, as well as
other classes, than the mere inability to find attacks as above.

However, while unachievability of a security goal can be conclusively estab-
lished via attacks as above, it is harder to find ways of gauging achievability
that are better than merely saying that we have not found attacks. Our ap-
proach is based on the thesis that the minimal requirement for a block-cipher
security goal to be considered feasible is that it should be provably achievable
for an ideal (ie. Shannon) cipher. (We may not, in practice, be able to realize all
properties of an ideal cipher in a real cipher, but certainly we should be wary of
targeting goals that are not achieved by ideal ciphers, and thus it is a good idea
to ensure that goals we target are at least achieved by ideal ciphers.) Accord-
ingly, we seek to determine classes Φ of RKD functions for which we can prove
that ideal ciphers resist Φ-restricted RKAs.
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A general possibility result. We define two properties of a class Φ of RKD
functions that we call collision-resistance and output-unpredictability. Theorem 1
then shows that an ideal cipher is secure against Φ-restricted RKAs for any Φ
having these two properties. We consider this the main result of the paper.

The properties themselves are fairly simple. Roughly, collision-resistance asks
that for any small subset P of Φ, the probability, over a random choice of key
K, that there exist distinct φ1, φ2 ∈ P with φ1(K) = φ2(K), is small. Output-
unpredictability asks that for any small subset P of Φ and any small subset X of
the key-space, the probability, over a random choice of key K, that there exists
φ ∈ P with φ(K) ∈ X, is small. The actual definitions and results in Section 6
are quantitative, upper bounding the advantage of a related-key attack in terms
of advantages with respect to the two underlying properties of Φ.

Implications. A corollary of these results is that an ideal cipher is secure
against Φ-restricted related-key attacks both when Φ = Φ+

k and when Φ = Φ⊕k .
Corollary 1 establishes this by showing that these two sets of related-key-deriving
permutations have the collision-resistance property and then applying our main
result. (We clarify that this does not contradict the impossibility result of
Proposition 4 since in the latter the adversary could use RKD functions from
both classes in its attack, and in the current possibility result it can use RKD
functions from one or the other, but not both simultaneously.)

Applications. One consequence of having a notion of security for block ciphers
with respect to RKAs is that we can now prove the security of protocols that use a
block cipher with multiple, but related, keys. The proofs are standard reductions
that assume that the underlying block cipher resists Φ-restricted RKAs for some
suitable set of RKD functions Φ. An important point is that because Φ is a
parameter of our definitions, and because different applications use keys with
different relationships, these proofs precisely identify what assumptions we are
making about the underlying block cipher. When Φ is some small set (eg. with
two or three elements) or when Φ is some set whose RKA-resistance is commonly
targeted as a design goal (eg. Φ⊕k ), then we may have reasonable confidence that
the protocol is secure. We now discuss some specific results in this vein.

Tweakable block ciphers. Liskov, Rivest and Wagner [14] introduce the
notion of a tweakable block cipher and argue that use of this primitive enables
conceptually simpler designs and proofs of security for modes of operation. They
suggest a simple way to construct a tweakable block cipher out of a block cipher
resistant to related-key attacks: simply xor the tweak into the key. Having no
definitions for security against related-key attack, however, they are not able to
prove the security of their construction. As an application of our notions, we
prove that their construct yields a secure tweakable PRP under the assumption
that the original block cipher is a PRP resistant to Φ⊕k -restricted related-key
attacks.

Simplifying constructs. Some block-cipher based schemes such as Black and
Rogaway’s three-key CBC MAC constructions [4] use several independent block-
cipher keys. In such schemes it is possible to use related keys instead and thereby
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both reduce the key-length of the scheme and conceptually simplify it. In the full
version of this paper we present related-key using modifications of these schemes
and prove that they retain their security if the block cipher is assumed to be
a PRP secure against Φ-restricted related key attacks, where Φ is some fixed
three-element subset of Φ+

k or Φ⊕k (eg. {K �→ K,K �→ K + 1 mod 2k,K �→
K + 2 mod 2k}).

Analysis of legacy protocols. Constructions using related keys also show
up in existing cryptographic applications. (For example, [11] mentions a propri-
etary application that uses different, related keys to encrypt different messages.)
Our notions can be used to retroactively analyze such protocols, thus providing
formal justification for those protocols in the case they are secure, or insights
into their insecurity if they are not secure.

Extensions. This extended abstract focuses on PRPs secure against chosen-
plaintext RKAs, since this is the simplest goal related to the question of the
security of block ciphers under RKAs. In the full version of this paper we provide
definitions for PRPs secure against chosen-ciphertext RKAs, and also for PRFs
secure against RKAs, and discuss how our results extend to them.

Towards constructs. The central theoretical question raised by this work is
whether it is possible, for some non-trivial classes Φ, to construct PRPs or PRFs
that are provably secure against Φ-restricted related-key attacks under some
standard assumption, such as the existence of one-way functions or the hard-
ness of an algebraic problem like factoring or Decision-Diffie-Hellman (DDH).
Related-key attacks are so different from standard ones that this appears to be
a challenging problem. Our results along these lines appear in the full version of
this paper.

In the full version of this paper we first note that it is possible to solve this
problem for some very simple classes Φ, such as if Φ consists of functions that
modify only the second half of their input key. In that case, we show how a
standard PRP can be modified to be provably resistant to Φ-restricted related-
key attack. This is already of some interest for applications, since an example of
a class Φ meeting the desired condition is the subset of Φ⊕k given by the set of
all maps K �→ K ⊕∆ where ∆ = 0k/2‖∆′ and ∆′ is any k/2-bit string. However,
we would like such results for broader classes Φ like Φ⊕k or Φ+

k .
A natural approach is to examine existing proven-secure constructions of

PRFs and PRPs and see whether they resist related-key attacks. In this regard,
we note that although Luby and Rackoff proved that a three-round Feistel net-
work with independent round keys and a PRF-secure round function is a secure
pseudorandom permutation in the standard model [15], any Feistel networks (re-
gardless of the number of rounds) with independent round keys is not resistant
to Φ⊕k -restricted related-key attacks. We then look at DDH-based PRF con-
structions such as those of Naor-Reingold [16] and Nielsen [17] and show that
they succumb to related-key attacks restricted to trivial classes Φ. (We stress
that these constructs were never designed with the goal or claim of resisting
any kind of related-key attack, so the attacks we present do not contradict their
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provable-security. However, in the search for constructs secure against related-
key attacks it makes sense to analyze existing constructs and learn from how
they fail in the new model.)

Discussion. Whether to accept these new notions of pseudorandomness may
be controversial since they are certainly stronger than the standard notions. But
we hope this work will stimulate more interest in the continued analysis of the
security of block ciphers against related-key attacks, in the design and analysis of
protocols using related keys, and, from a foundational perspective, in proving the
existence, based on standard assumptions, of PRFs secure against Φ-restricted
RKAs for non-trivial classes Φ.

Related work. Prior to the recent work of Courtois and Pieprzyk [5], the
best (in terms of the number of rounds) known attack against Rijndael was a
Φ⊕k -restricted related key attack that uses 256 different related keys and that
extends through nine (out of 14) rounds of Rijndael with 128-bit blocks and 256-
bit keys [8]. Daemen and Rijmen discuss related-key attacks in their book [7]
and in their AES submission documents [6] and comment that the diffusion and
non-linearity of Rijndael’s key schedule makes it difficult for related-key attacks
to pass through the entire cipher. In [11] Kelsey, Schneier, and Wagner give a
related-key key-recovery attack against 3DES (or 3AES) using resources roughly
that of an exhaustive search for a single DES (or AES) key.

Full version. This abstract omits much of the content of the associated full
paper [2].

2 Notation and Standard Definitions

We denote by s $← S the operation of selecting s at random from set S and by
x← y the assignment of value y to x. If S is a set then |S| denotes its size, while
if s is a string then |s| denotes its length.

PRFs were introduced by [9] and PRPs by [15]. We recall the latter, but since
our goal is to model block ciphers, we adopt the concrete approach of [1] rather
than the asymptotic approach of the original papers. Let Perm(D) denote the set
of all permutations on D. Let F : K ×D → R be a family of functions from D
to R indexed by keys K. We use FK(D) as shorthand for F (K,D). F is a family
of permutations (i.e. a block-cipher), if D = R and FK(·) is a permutation on D
for each K ∈ K. If F is a family of permutations, we use F−1

K (·) to denote the
inverse of FK(·) and we use F−1(·, ·) to denote the function that takes as input
(K,D) and computes F−1

K (D).
Suppose E : K ×D → D is a family of functions. If A is an adversary with

access to an oracle, we let

Advprp
E (A) = Pr

[
K

$← K : AEK(·) = 1
]
− Pr

[
g

$← Perm(D) : Ag(·) = 1
]

denote the prp-advantage of A in attacking E. Under this concrete security
approach [1], there is no formal definition of what it means for E to be a “secure
PRP,” but in discussions this phrase should be taken to mean that, for any A
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attacking E with resources (running time, size of code, number of oracle queries)
limited to “practical” amounts, the prp-advantage of A is “small.” Formal results
are stated with concrete bounds.

3 New Notions

In this section we introduce our formalizations for capturing the security of block
ciphers under related-key attacks.

We let Perm(K,D) denote the set of all block-ciphers with domain D and
key-space K. Thus the notation G

$← Perm(K,D) corresponds to selecting a
random block-cipher. In more detail, it comes down to defining G via

For each K ∈ K do: GK
$← Perm(D) .

Given a family of functions E : K × D → D and a key K ∈ K, we define the
related-key oracle Erk(·,K)(·) as an oracle that takes two arguments, a function
φ : K → K and an element M ∈ D, and that returns Eφ(K)(M). In pseudocode,

Oracle Erk(φ,K)(M) // where φ : K → K is a function and M ∈ D
K ′ ← φ(K) ; C ← EK′(M)
Return C

We shall refer to φ as a related-key-deriving (RKD) function or a key transforma-
tion. We let Φ be a set of functions mapping K to K. We call Φ the set of allowed
RKD functions, or allowed key-transformations, and it will be a parameter of
our definition.

Definition 1. [Pseudorandomness with respect to related-key attacks.]
Let E : K×D → D be a family of functions and let Φ be a set of RKD functions
over K. Let A be an adversary with access to a related-key oracle, and restricted
to queries of the form (φ, x) in which φ ∈ Φ and x ∈ D. Then

Advprp-rka
Φ,E (A) = Pr

[
K

$← K : AErk(·,K)(·) = 1
]

−Pr
[
K

$← K ; G $← Perm(K,D) : AGrk(·,K)(·) = 1
]
.

is defined as the prp-rka-advantage of A in a Φ-restricted related-key attack
(RKA) on E.

The attack model allows the adversary A to choose a function φ which transforms
the target key K into the key φ(K), and then to obtain the value of the block
cipher, on an input of A’s choice, under this transformed key. We measure its
success at determining whether its oracle queries are being answered via the
block cipher E or via a random block cipher.

Remark 1. [Concrete security versus asymptotics] Since our goal is to
model block ciphers, our definition uses the concrete security approach rather
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than the asymptotic approach. Under the concrete security approach there is no
formal definition of what it means for E to be a “secure PRP under Φ-restricted
related-key attack,” but in discussions, this phrase should be taken to mean that
for any A attacking E with resources (running time, size of code, number of or-
acle queries) limited to “practical” amounts, and obeying the restriction that
the related-key deriving functions in all its oracle queries are from the set Φ, the
prp-rka-advantage of A is “small.” We remark that for other considerations, such
as the design of RKA-secure PRPs based on complexity-assumptions, an asymp-
totic definition is likely to be more appropriate, but it is trivial to extend our
definitions to asymptotic ones. One would consider families of functions indexed
by a security parameter, and families of RKD functions, also indexed by the
same security parameter. Then one would view the advantage above as function
of this security parameter, and ask that it be negligible for all polynomial-time
adversaries.

The following proposition shows that the notion of pseudorandomness under
related-key attacks is stronger than the standard notion of pseudorandomness,
assuming that the set of RKD functions Φ includes any permutation on the key
space. As a special case, this proposition shows that if Φ contains the identity
permutation and if a block cipher is secure against Φ-restricted RKAs, then it
is also secure under the standard notion of pseudorandomness. (Furthermore,
the RKA notion and the standard notion are equivalent when |Φ| = 1 and the
function in Φ is a permutation.) The proof of Proposition 1 appears in [2].

Proposition 1. Let E : K×D → D be any block cipher, and let Φ be any set of
RKD functions over K that contains at least one permutation. Then given any
PRP adversary A against E, we can construct a Φ-restricted RKA adversary
BA against E such that

Advprp
E (A) ≤ Advprp-rka

Φ,E (BA)

and adversary BA uses the same resources as adversary A.

Definition 1 is for pseudorandom permutations under chosen-plaintext related-
key attack. It is straight forward to extend this definition to pseudorandom func-
tions under related-key attack, and also to pseudorandom permutations under
chosen-ciphertext related-key attack. For simplicity, in this extended abstract
we stick to the basic notion of Definition 1, but shall discuss the other notions
in [2].

Since we shall often consider xor and additive differences on k-bit keys, we
give the corresponding classes of RKD functions special names. Let K = {0, 1}k
where k ≥ 1 is an integer. For any integer i with 0 ≤ i < 2k we let ADDi : K →
K denote the function which on input K returns K + i mod 2k. (Here K is first
interpreted as an integer and then the final result is interpreted as a k-bit string.)
For any ∆ ∈ {0, 1}k we let XOR∆ : K → K denote the function which on input
K returns K ⊕∆. Then we let

Φ+
k = {ADDi : 0 ≤ i < 2k } and Φ⊕k = {XOR∆ : ∆ ∈ {0, 1}k } .
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4 Impossibility Results

There are inherent limitations to security against related-key attacks. We show
here that there exist relatively simple sets of RKD functions Φ over K such
that no block cipher E : K × D → D (with |D| sufficiently large) can resist Φ-
restricted related-key attacks. (One consequence of this is that it is impossible to
design a block cipher that resists Φ-restricted related-key attacks for all Φ.) The
first and obvious example is when Φ contains a constant function. The formal
proof of the following appears in [2].

Proposition 2. Let Φ be any class of RKD functions that contains a constant
function. (Meaning there exists a C ∈ K such that Φ contains the function φ
defined by φ(K) = C for all K ∈ K.) Let E : K × D → D be any block cipher.
Then there exists an adversary A such that

Advprp-rka
Φ,E (A) ≥ 1− 1

|D| ,

and A makes only one oracle query and has running time that of one computation
of E.

One might expect better if Φ consists only of permutations (since the result of
applying a permutation to a random key is again a random key). The following
indicates, however, that there are simple sets Φ of permutations on K such that
there exist Φ-restricted related-key attacks against any block cipher.

Proposition 3. Let E : {0, 1}k×D → D be any block cipher. Then there exists
an adversary A and a set of RKD functions Φ such that Φ consists only of
permutations on {0, 1}k and

Advprp-rka
Φ,E (A) ≥ 1− k + 1

|D| ,

and A makes 2k + 1 oracle queries (using 2k + 1 different key transformations)
and has running time O(k) plus the time for one computation of E.

An example set Φ for which the above proposition holds is Φ = { φc
i : c ∈

{0, 1}, i ∈ {1, . . . , k}}∪{id} where id is the identity function, φ0
i (K) maps K to

K if the i-th bit of K is 0 and complements all but the i-th bit of K if the i-th
bit of K is 1, and φ1

i (K) maps K to K if the i-th bit of K is 1 and complements
all but the i-th bit of K if the i-th bit of K is 0. See the full version of this paper
for the complete proof.

While one might consider the above set of RKD permutations somewhat
contrived, we remark that there exist other, more natural sets Φ of permutations
on K such that an adversary can mount a Φ-restricted related-key attack against
most block ciphers E : K×D → D. Namely we will show this forK = {0, 1}k and
Φ = Φ+

k ∪Φ
⊕
k . To state the result we first need a definition. If E : {0, 1}k×D →

D is a block cipher, we let

KCE = max
L�=M

{
Pr
[
D

$← D : EL(D) = EM (D)
] }

.
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The maximum is over all pairs of distinct keys in K. Above, when we said our
result applied to “most” block ciphers, we meant ones for which KCE is assumed
small. In practice this does not seem to be a restriction. (We would expect
the above probability to be about 1/|D|.) The formal result below applies to
any block cipher and is stated quantitatively. From the result one sees that the
advantage of the adversary is high as long as KCE is small. The proof of the
following proposition appears in [2].

Proposition 4. Let E : {0, 1}k×D → D be any block cipher. Let Φ = Φ+
k ∪Φ

⊕
k .

Then there exists an adversary A such that

Advprp-rka
Φ,E (A) ≥ 1− (k − 1) · KCE

2
− 2
|D| ,

and A makes 2k−1 oracle queries, each with a different key transformation, and
has running time O(k) plus the time for two computations of E.

5 Properties of RKD Transformations

The attack in Proposition 2 works because the adversary is able to predict
the output of the function φ(K) for a random key K. And the attacks in
Proposition 3 and Proposition 4 work because the adversary is able to find two
different functions in Φ that sometimes produced the same output key (eg. if the
i-th bit of K is 0 then φ0

i (K) = id(K) in the attack for Proposition 3). In this
section we introduce two security notions capturing these properties. We will use
these definitions in Section 6 when we present possibility results in the Shannon
model.

In both security notions, we associate to a given set of RKD transformations
Φ a measure of the extent to which Φ fails to have the property in question. The
measure function takes resource bounds and returns a number between 0 and 1.
The higher this number, the more “insecure” is Φ with regard to the property in
question. We name the first property we measure output-unpredictability. Intu-
itively, a set Φ is output-unpredictable if, for all reasonably-sized sets P ⊆ Φ and
X ⊆ K, the probability, over a random choice of key K, that there exists a φ ∈ P
and K ′ ∈ X such that φ(K) = K ′, is small. The set Φ used in Proposition 2 was
not output-unpredictable.

Definition 2. [Output-unpredictability for Φ.] Let K be a set of keys and
let Φ be a set of RKD functions over K. Let r, r′ be positive integers. Then

InSecup
Φ (r, r′)

= max
P⊆Φ,X⊆K,|P |≤r,|X|≤r′

{
Pr
[
K

$← K : { φ(K) : φ ∈ P } ∩X �= ∅
]}

is defined as the (r, r′)-output-unpredictability of Φ.

We name the second property we measure collision-resistance. Intuitively, a set
Φ is collision-resistant if, for all reasonably-sized sets P ⊆ Φ, the probability,
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over a random choice of key K, that there exist distinct φ1, φ2 ∈ P such that
φ1(K) = φ2(K), is small. The attacks in Proposition 3 and Proposition 4 both
exploit collisions of this form.

Definition 3. [Collision resistance for Φ.] Let K be a set of keys and let Φ
be a set of RKD functions over K. Let r be a positive integer. Then

InSeccr
Φ (r) = max

P⊆Φ,|P |≤r

{
Pr
[
K

$← K : |{ φ(K) : φ ∈ P }| < |P |
]}

is defined as the r-collision resistance of Φ.

Upper-bounding output-unpredictability and collision-resistance.
The following lemma shows that if Φ contains only permutations and if the
key-space is large, then output-unpredictability is assured for reasonable r, r′.

Lemma 1. Let Φ be a set of permutations on some keys space K. Let r, r′ be
positive integers. Then

InSecup
Φ (r, r′) ≤ rr′|K|−1 .

For the canonical sets of RKD functions in which we are interested, namely Φ+
k

and Φ⊕k , the following lemma shows that collision-resistance is guaranteed.

Lemma 2. Let K = {0, 1}k and let Φ be either Φ+
k or Φ⊕k . Then for any positive

integer r,

InSeccr
Φ (r) = 0 .

See [2] for the proof of Lemma 1 and Lemma 2.

Lower-bounds. It is possible to lower-bound the insecurity of a block cipher
against Φ-restricted RKAs as a function of the output-unpredictability of Φ.
See [2] for details.

6 Possibility Results: The Shannon Model

In this section we show that if a set of RKD transformations Φ over K is both
output-unpredictable and collision-resistant, then security against Φ-restricted
RKAs is achievable in the Shannon model. This suggests that security against
Φ-restricted RKAs for such Φ is a reasonable block cipher design goal.

The Shannon model. We begin by extending Definition 1 to the Shannon
model. This is easily done: we simply provide the adversary with oracles for E
and E−1, in both worlds, where E, the target block cipher, is chosen at random
from the class of all block ciphers. Note the choice of G remains as before.

Definition 4. [RKA pseudorandomness in the Shannon model.] Fix sets
K and D and let Φ be a set of RKD functions over K. Let A be an adversary
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with access to three oracles, and restricted to queries of the form (K ′, x) for the
first two oracles and (φ, x) for the last, where K ′ ∈ K, φ ∈ Φ, and x ∈ D. Then

Advprp-rka
Φ,K,D (A) = Pr

[
K

$← K ; E
$← Perm(K,D) : AE(·,·),E−1(·,·),Erk(·,K)(·) = 1

]
−Pr

[
K

$← K ; E
$← Perm(K,D) ; G

$← Perm(K,D) : AE(·,·),E−1(·,·),Grk(·,K)(·) = 1
]

is defined as the prp-rka-advantage of A in a Φ-restricted related-key attack on
a Shannon cipher with keys K and domain D.

Remark 2. The attacks in Section 4 apply in the Shannon model as well. (This is
as one would expect since the attacks exploit properties of Φ and not properties
of the block cipher in question.) For example, the lower bounds on Advprp-rka

Φ,K,D (A)
in Proposition 2, Proposition 3 and Proposition 4 become, respectively

1− 1
|D| , 1− k + 1

|D| and 1− k + 3
2 · |D| .

Possibility results. We are now able to present our main result: if Φ is both
output-unpredictable and collision-resistant, then security against Φ-restricted
RKAs is a reasonable design goal for a real block cipher.

More formally, we show that the Φ-restricted prp-rka-advantage of an adver-
sary A in the Shannon model is upper-bounded by InSecup

Φ (r, r′) plus InSeccr
Φ (r)

where r′ is the number of different keys A queries its Shannon cipher with and
r is the number of different RKD functions with which the adversary queries
its related-key oracle. This implies that if InSecup

Φ (r, r′) and InSeccr
Φ (r) are

small, then any attack on a real block cipher that succeeds with high probability
must exploit a property of the block cipher itself and not just a property of the
related-key transformations Φ.

Theorem 1. Fix a key space K and domain D. Let Φ be a set of RKD functions
over K. Let A be a Shannon adversary that queries its first two oracles with a
total of at most r′ different keys and that queries its last oracle with a total of
at most r different RKD functions from Φ. Then

Advprp-rka
Φ,K,D (A) ≤ InSecup

Φ (r, r′) + InSeccr
Φ (r) .

The proof of Theorem 1 is in [2]. Note that this result is independent of the
number of queries A performs with respect to each key (for its first two oracles)
or key transformation (for the last oracle). That is, the parameters of interest
are only the number of different keys with which A queries its Shannon cipher
and the number of different RKD functions with which A queries its related key
oracle.

Remark 3. Theorem 1 extends to PRPs with respect to Φ-restricted chosen-
ciphertext RKAs and to Φ-restricted RKAs against the pseudorandomness of
function families. See [2].
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The value of this general result is that one can now, given a class Φ of RKD
functions, determine whether security against Φ-restricted RKAs is achievable
by testing whether Φ has the collision-resistance and output-unpredictability
properties. This is typically easy to do, as we saw in Section 5.

Results about the security against Φ-restricted RKAs in the Shannon model
for Φ = Φ+

k or Φ = Φ⊕k follow. These results are important because they provide
evidence that security against RKAs restricted to the classes of RKD functions
that are popular targets in the block cipher community, is achievable. They also
provide a quantitative indication of how well such attacks might be expected to
fare.

Corollary 1. Fix key-space K = {0, 1}k and domain D. Let Φ be either Φ+
k or

Φ⊕k . Then, for all Shannon prp-rka adversaries A that query their last oracle
with a total of at most r different key transformations and that query their first
two oracles with a total of at most r′ different keys,

Advprp-rka
Φ,K,D (A) ≤ rr′2−k .

Proof (Corollary 1). Combine Lemma 1, Lemma 2, and Theorem 1.

7 Applications of RKA-Secure PRPs

Above we have been able to formally define a notion of security of block ci-
phers against Φ-restricted RKAs, and to determine for which classes Φ it is
reasonable to assume security against Φ-restricted RKAs. Based on this we can
approach the analysis of block cipher based constructions that use related keys
with the goal of proving their security based on assumptions about the secu-
rity against Φ-restricted RKAs of the underlying block cipher. As per the above
we will certainly want to confine the choices of Φ to classes with low output-
unpredictability and collision-resistance. But typically we do more than that. We
confine our assumptions on the security of the block cipher against Φ-restricted
RKAs to Φ = Φ+

k or Φ⊕k , or, even better, to small subsets of these classes.
We begin by showing how to use our new notions of security to prove the

security of a tweakable block-cipher constructions suggested in [14].

Proof of security for a tweakable block cipher. In [14] Liskov, Rivest,
and Wagner suggest that if a block cipher resists related key attacks, then one
could construct a tweakable block cipher by xoring the tweak into the key. Here
we provide formal justification for their belief.

Let us recall some definitions from [14]. A tweakable block cipher Ẽ is a
function mapping {0, 1}k × {0, 1}t × {0, 1}l to {0, 1}l. For each K ∈ {0, 1}k and
T ∈ {0, 1}t, we require that Ẽ(K,T, ·) is a permutation on {0, 1}l. We shall use
ẼK(·, ·) as shorthand for Ẽ(K, ·, ·). If A is an adversary with access to one oracle,
we let

Advtweak-prp
Ẽ

(A) = Pr
[
K

$← K : AẼK(·,·) = 1
]

−Pr
[
G

$← Perm({0, 1}t, {0, 1}l) : AG(·,·) = 1
]



504 M. Bellare and T. Kohno

denote the tweak-prp-advantage of A in attacking Ẽ. We can now state the
following theorem, namely that if E : {0, 1}k×{0, 1}l → {0, 1}l is a secure block
cipher under Φ⊕k -restricted related-key attacks, then Ẽ : {0, 1}k × {0, 1}k ×
{0, 1}l → {0, 1}l defined as ẼK(T,M) = EK ⊕ T (M) will be a secure tweakable
block cipher. The proof of Theorem 2 appears in [2].

Theorem 2. Let E : {0, 1}k × {0, 1}l → {0, 1}l be a block cipher and let
Ẽ : {0, 1}k × {0, 1}k × {0, 1}l → {0, 1}l be a tweakable block cipher defined
as Ẽ(K,T,M) = E(K ⊕ T,M). Then given a tweak-prp adversary A against Ẽ
we can construct an Φ⊕k -restricted prp-rka adversary B against E such that

Advtweak-prp
Ẽ

(A) ≤ Advprp-rka
Φ ⊕

k ,E
(B) .

If A queries its oracle with at most r tweaks and at most q times per tweak,
then B runs in the same time as A and queries its oracle with at most r key
transformations and at most q times per transformation.

Single-key CBC MACs for Arbitrary-Length Messages. In addition to
proving the security of existing constructions (eg. the examples mentioned in [11]
and the tweakable block cipher above), related-keys can also be used to reduce
the number of keys in constructs that are defined to use several independent keys,
thereby conceptually simplifying the designs. We exemplify this by providing,
in the full version of this paper, some CBC-MAC variants that are provably
secure for variable-length messages yet use just one key. (While these MAC
constructions have only one key, they still require running the block cipher’s key
schedule algorithm for three related keys.)

We base our constructions on two of Black and Rogaway’s [4] “three-key
constructions,” and our constructions, keyed with a single key K, invoke the
underlying block cipher with keys φ1(K), φ2(K), φ3(K), where Φ = {φ1, φ2, φ3}
is some set of RKD permutations and InSeccr

Φ (3) = 0. For example, Φ might
consist of the three functions ADD0,ADD1,ADD2.

From a pragmatic perspective, one may now wish to use TMAC [13] or
OMAC [10], two recently-proposed two-key and one-key CBC-MAC variants,
rather than the constructions we present in the full version of this paper. We
present our constructions primarily because they illustrate the use of RKA-secure
PRPs in constructs. See the full version of this paper for details.

Discussion. We end this section with some observations about constructs that
use related keys.

Remark 4. If Φ′ is a subset of Φ, then the insecurity of E with respect to Φ′-
restricted related-key attacks can be no greater than the insecurity of E with
respect to Φ-restricted related-key attacks (and may, in fact, be much smaller).
Take Φ′ to be {ADD0,ADD1,ADD2} ⊂ Φ+

k . While one may not wish to base
the security of a protocol on the security of a block cipher against Φ+

k -restricted
related-key attacks, one may feel more comfortable basing the security of a pro-
tocol on the security of a block cipher against Φ′-restricted related-key attacks,
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as we did with our CBC-MAC variants. See also the full version of this paper,
which shows that the insecurity of block ciphers under Φ+

k - or Φ⊕k -restricted
related-key attacks is (essentially) lower-bounded by a birthday-like term of the
form rr′2−k (r is the number of different related-key transformations with which
an adversary queries its related-key oracle, and r′ is the number of different keys
K with which the attacker computes EK(·) directly).

Remark 5. Consider a construct that uses a block cipher with related keys and
that is provably secure under some standard notion of security (eg, unforgeability
for MACs or indistinguishability for encryption schemes) assuming that the block
cipher resists Φ-restricted RKAs for some appropriate set Φ. It is important to
note that even though that construct is provably secure under some standard
notion, that construct may be vulnerable to a construction-level related-key
attack (this is not a contradiction since construction-level related-key attacks
are outside the standard models of security for MACs and encryption schemes).
Consider, for example, the construction-level related-key attack against RMAC
in [12]. As another example, note that the tweakable block cipher in Theorem 2
is vulnerable to construction-level related-key attacks. Namely, Ẽ(K,T,M) =
Ẽ(K ⊕X,T ⊕X,M) for any k-bit string X. Whether or not construction-level
related-key attacks are of a concern depends on the application in question.

Remark 6. While most modern block ciphers, including the AES, are designed
with the explicitly stated goal of resisting related-key attacks, it is important to
note that some block cipher constructions do not resist related-key attacks (or
are more vulnerable to related-key attacks than one would expect). Consider,
for example, the complementation property with DES, or [11]’s attack against
three-key triple DES. Developers of protocols that use related-keys should be
aware of this problem and realize that some block ciphers may not be good
candidates for use with their constructions. See, for example, the problems with
using 3DES in RMAC [12].
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Abstract. We present two protocols for threshold password authenti-
cated key exchange. In this model, the password is not stored in a single
authenticating server but rather shared among a set of n servers so that
an adversary can learn the password only by breaking into t+1 of them.
The protocols require n > 3t servers to work.
The goal is to protect the password against hackers attacks that can
break into the authenticating server and steal password information. All
known centralized password authentication schemes are susceptible to
such an attack.
Ours are the first protocols which are provably secure in the standard
model (i.e. no random oracles are used for the proof of security). More-
over our protocols are reasonably efficient and implementable in practice.
In particular a goal of the design was to avoid costly zero-knowledge
proofs to keep interaction to a minimum.

1 Introduction

Password-based authentication is arguably the most deployed mean of authen-
tication in real life applications. The reasons for its wide use are easy to under-
stand: it is mainly its user-friendliness that makes it an attractive choice. Users
must remember just a password of their choice and store no other complicated
data like long random keys or certificates.

Yet, solutions based on passwords have several security drawbacks. First of
all, users tend to choose simple, memorizable passwords. This gives a potential
attacker a non-negligible probability of guessing the password and impersonate
the user. The most trivial form of this attack (repeatedly try to login until the
right password is guessed) can be easily avoided, by careful protocol implementa-
tions steps (like disabling an account after a given number of unsuccessful login
attempts).

A more dangerous attack is the so-called off-line dictionary attack in which
the authentication protocol reveals enough information to allow efficient verifi-
cation of passwords’ guesses. In this case the attacker can just perform a search
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in the password dictionary without ever interacting with the server until he gets
the correct password. Thus a major research focus for password-based authen-
tication has been to design protocols that are secure against off-line dictionary
attacks. Several such protocols have been presented in a variety of models and
with various degrees of security analysis. See below for a detailed list of refer-
ences.

However, none of the above protocols offers any resistance against hackers’
attacks, i.e. against attackers who are able to compromise and break into the
authentication server itself. Indeed in such a case, the attacker will be able
to find all password information and mount a dictionary attack against the
passwords of all users subscribed to that server. Ford and Kaliski [10] identified
the problem and its potentially catastrophic consequences and proposed a new
model in which the password information is not stored in a single server, but
rather in a collection of servers, so that in order to compromise the passwords,
the attacker must break into several of them.

In this paper we present two new provably secure protocol in this model of
distributed password authentication. Our protocols can be proven secure under
the Decisional Diffie-Hellman Assumption, in the standard model of computa-
tion (i.e. no random oracles are used). The protocols are reasonably efficient and
implementable in practice. In particular no costly zero-knowledge proofs are used
in order to keep interaction to a minimum.

1.1 Prior Related Work

Research in password-authentication protocols resistant to off-line attacks
started with the work of Bellovin and Merritt [3] and continued in [15,19]. A
formal model of security was proposed by Halevi and Krawczyk in [16], where
they also presented a provably secure protocol for the case in which the authenti-
cation server has a certified public key known to the client. For the case in which
the server’s key cannot be trusted to be authentic, formal models and provably
secure protocols (though in the random oracle model) were presented in [6,2].
The first (and only currently known) protocol to achieve security without any
additional setup is that of Goldreich and Lindell [14]. Their protocol is based on
general assumptions (i.e., the existence of trapdoor permutations) and should be
viewed as a proof of feasibility with respect to obtaining password-based secu-
rity. Unfortunately, the [14] protocol is very inefficient and thus cannot be used
in any practical setting.

We heavily use the efficient protocol by Katz, Ostrovsky and Yung in [23]
which is provably secure in the standard model, i.e. without assuming random
oracles. It assumes the existence of a publicly known shared random string. We
will refer in the following to this protocol as the KOY protocol.

As we mentioned before, Ford and Kaliski [10] put forward the idea of sharing
the password information among several servers in order to prevent leaking the
passwords to an attacker who is able to break into the authentication server.
They present a n-out-of-n solution, i.e., the password information is shared
among n servers and they all must cooperate to authenticate the user. Although
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this solution guarantees that the password is secure against an attacker who
breaks into n − 1 servers, it is also less tolerant to random faults. Jablon in
[20] improves on the [10], but neither solution comes with a formal proof of
security. Independently from our work, Jakobsson, MacKenzie and Shrimpton
have presented a t-out-of-n threshold password authentication protocol, which
is provably secure in the random oracle model [21].

Thus we can say that our solutions are the first threshold protocols for pass-
word authentication which are provably secure in the standard model, i.e. with-
out using random oracles.

This line of research can be thought as applying the tools of threshold cryp-
tography to the problem of password authentication. Threshold cryptography
aims at the protection of cryptographic secrets, such as keys, by distributing
them across several servers in order to tolerate break-ins. See [8,12] for surveys
of this research area. We use and modify several existing threshold cryptogra-
phy protocols, most importantly Feldman’s and Pedersen’s VSS protocols [9,25],
their application to discrete-log key generation from [13] and the protocol for
multiplication of shared secrets by Abe [1].

1.2 Our Solution in a Nutshell

Our starting point was the KOY protocol from [23]. We present two protocols
which are basically t-out-of-n threshold versions of the KOY protocol. As we said
before, the schemes are provably secure. The crucial tool in proving security is
to show that our protocols are simulatable: the adversary’s view of the thresh-
old protocol can be recreated by a simulator without having access to the real
password.

The basic idea of the protocol is to share the password among n servers using
a secret sharing protocol like Shamir’s [27] (although we will use a more “redun-
dant” version of Shamir’s scheme to achieve a more efficient overall protocol).
Then the servers will cooperate to produce the messages that in the KOY pro-
tocol a single server was supposed to compute. Notice that this must be done
without ever reconstructing the password in a single server, otherwise we expose
it to a potential break-in at that server. Some of the tools developed for the full
solution are of independent interest and can potentially have more applications.
The two protocols differs in the way the client interacts with the collection of
the servers.

The first protocol. Here we enforce a transparency property: to the eyes
of the client the protocol should look exactly like a centralized KOY protocol.
The client should not be aware that at the server’s side the protocol has been
implemented in a distributed fashion, nor should he know how many servers are
involved. This is achieved by having the client interact with a gateway which to
the client’s eyes will be the authentication server. All the messages exchanged
by the client and the gateway will follow the pattern of a regular KOY protocol.

The main advantage of this solution is its efficiency on the client side: the
client’s work is independent of n and the software installed on the client side
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does not have to reflect security policies, such as the number n of servers and
the threshold t, implemented on the server’s side.

Notice however that because of the transparency property, the client will
establish a single key with the whole collection of servers. This means that this
key will be known to the adversary even if he breaks into a single server (for
example the gateway). Thus this protocol has the following security properties:
(i) if the adversary does not break into any servers, then the protocol is as secure
as the original KOY protocol; (ii) if the adversary breaks into less than t servers,
then the adversary learns the session key of all the clients who log in during that
period, but learns no information about the password of any client; (iii) if the
adversary breaks into more than t servers then all passwords are compromised.

Notice that we have already made substantial progress with respect to cen-
tralized password authentication protocols. Indeed remember that in that case
by breaking into a single server the adversary would learn all the passwords
stored in that server.

In this case to prove security, it will be enough to show that the view of the
adversary when the system is using password pw is identically distributed to the
case in which the system is using password p̂w (conditioned to the event that
the adversary does not guess the right password, in which case naturally the two
views are distinguishable).

The Second Protocol. To strengthen the security properties here we give
up on the transparency property. We let the client be aware of the distributed
implementation of the servers and in particular of the number n of servers1.
At the end of this protocol the client will establish n separate keys, one with
each server. The adversary will only learn the keys established by the corrupted
servers.

Here security is proven by a reduction to the security of the underlying cen-
tralized KOY protocol. I.e. we show that if there is an adversary breaking our
threshold version, then we can build another adversary which breaks an instance
of the centralized original KOY protocol. We are going to use again simulatabil-
ity to construct this reduction. We have an adversary AKOY which is trying to
break a centralized version of the KOY protocol. This adversary starts an exe-
cution of the threshold adversary Athresh, which we assume is able to break the
threshold KOY protocol. This execution is run in a “virtual world” in which all
the exchanged messages are simulated. The crucial step in the security proof will
be then to “embed” in this virtual world the execution of the centralized KOY
protocol which we want to break. Then we can show that a successful attack by
Athresh on this virtual threshold world can be translated in a successful attack
in the centralized instance.

1 We note that this information, namely n, can be transmitted to the client in a
handshaking session before starting the actual protocol. Yet the security of our pro-
tocol does not rely on the client learning this information in a reliable authenticated
matter. I.e. the adversary cannot gain any advantage (besides an obvious denial of
service attack) by relying a wrong n to the client.
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Proactive Security. In both solutions the password will eventually be ex-
posed if the adversary manages to break into more than t servers. It is possible
to apply proactive security solutions [24,18,17] to our schemes. In particular we
can show that the adversary must break into more than t servers in a single
period of time (which is determined according to security policies), in order to
gain information about the passwords. The basic idea is to refresh the shares of
the password after each time period, so that shares from different time periods
will be useless in reconstructing the secret. For lack of space this extension will
be described in the final version.

Avoiding Zero-Knowledge Proofs. A clear design goal of our protocols was
to avoid the use of costly ZK proofs in order to achieve robustness (i.e. secu-
rity against a malicious adversary). There are two reasons for this. The first is
efficiency: ZK proofs tend to be expensive and increase the amount of interac-
tion required by the protocol. The second is security: password authentication
protocols are ran concurrently – the adversary may try to schedule different ex-
ecutions so to try to gain some advantage. Typical ZK proofs are not provably
secure when executed concurrently, and modifications to make them concur-
rently secure tend to make them more complicated and expensive. By avoiding
ZK proofs altogether, we simplify the design and facilitate security proofs.

2 Preliminaries

Number Theory. In the following we denote with p, q two prime numbers such
that q|(p − 1). We consider the subgroup Gq of Z∗p of order q and let g be a
generator for Gq. All computations are modp unless otherwise noted.

We are going to assume that the Decisional Diffie-Hellman Assumption
(DDH) holds in Gq, i.e. no probabilistic polynomial time algorithm given as
input three values (ga, gb, gc) can decide if c = ab mod q with probability better
than 1/2. For a discussion on the DDH see [5].

Communication Model. As in previous work on password-based authentica-
tion, we assume that the communication between the client and the authentica-
tion servers, is carried on a basically insecure network. Messages can be tapped
and modified by an adversary.

On the other hand we assume that the server’s side is implemented via a
set of n servers S1, ...,Sn. They are connected by a complete network of private
(i.e. untappable) point-to-point channels. In addition, the players have access to
a dedicated broadcast channel; by dedicated we mean that if server Si broadcasts
a message, it is received by every other player and recognized as coming from Si.
These assumptions (privacy of the communication channels and dedication of the
broadcast channel) allow us to focus on a high-level description of the protocols.
However, it is worth noting that these abstractions can be substituted with
standard cryptographic techniques for privacy, commitment and authentication.

We assume that the communication channels provide a partially synchronous
message delivery. That is we assume that the messages sent during the protocol,
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are received by their recipients within some fixed time bound. Notice that this
will allow a malicious adversary to wait for the messages of the honest servers in
a given round before sending her own. In the cryptographic protocols literature
this is also known as a rushing adversary.

2.1 Threshold Password Authenticated Key Exchange

For the centralized case we use the formal security model for password key
exchange protocols from [6,2] (or see full version). Here we explain how to extend
it for the case of a distributed server.

Security for the Distributed Case. In the distributed case the goal of
the adversary will remain the same (i.e. try to learn some information about a
session key). But we will modify somewhat the adversary powers. First of all the
adversary will not have total control of the internal network of the servers. We
assume that the servers have some authentication mechanism already in place in
order to create secure channels between them. Moreover we give the adversary
the power to break into servers. This will allow her to see their internal state and
totally gain control of that server. That means that the adversary will receive
all the messages sent to that server and will reply for him. Notice that we are
allowing a malicious adversary which can modify the behavior of the server in
any way. We bound the number of servers that the adversary can corrupt with t.
We assume the adversary to be static, i.e. the set of corrupted players is decided
in advance (known techniques can be used to make this protocol secure against
adaptive adversaries [7,11,22]).

Transparent Protocols. We say that a distributed protocol is transparent, if
the client’s work is independent of n. Thus to the client the distributed protocol
looks like a centralized one. At the end of a transparent protocol the client shares
a key sk with the n servers. In this case our definition of security imposes two
conditions:

1. If the adversary does not corrupt any servers, then the protocol is secure
according to the centralized definition;

2. If the adversary corrupts from 1 to t servers, then all we ask is that the
adversary gains no information about the clients’ passwords. I.e. the proba-
bility of guessing the right password remains 1/|Dict|. Formally we define as
view(pw) the view of the adversary during a protocol using password pw. The
requirement is that for any two passwords pw, p̂w the two views view(pw)
and view(p̂w) can be distinguished with at most probability Q/|Dict|.

Notice that condition (2) is much weaker than full security, but it is the best we
can hope for a transparent protocol. A protocol satisfying the above conditions is
called transparently secure. Such protocols guarantee the secrecy of the passwords
even against compromises of the servers. However they do not guarantee that
the session key will be secret from an adversary who breaks into a server.



Provably Secure Threshold Password-Authenticated Key Exchange 513

In practice this is not a major drawback. Usually servers’ compromises are
brief and quickly discovered: the adversary can easily be “kicked out” of the com-
promised server by operations such as rebooting and reloading of key software
components from a trusted basis. A transparently secure protocol guarantees
that during these briefs breaches only the session keys of the clients who log
in are compromised. No long-term information, in particular the password, is
leaked.

Since transparent protocols are usually much more efficient for the clients,
we think that even with this relaxed security notion, this is a useful model.

General Protocols. In this case we allow the parameters n, t to be known to
the client who will effectively interact with all n servers. Here the output of the
protocol will be n independent session keys: the client will share one key with
each server.

The definition of security is obtained by just extending the oracle calls Reveal,
Test to specify the index of the server for which the adversary wants to see
the relevant session key. The security goal (i.e. the advantage of the adversary
remains roughly the same as in the trivial attack of guessing the password)
remains unchanged.

2.2 The KOY Protocol

In this section we briefly recall the KOY protocol from [23]. The protocol can be
proven secure (according to the above definition) under the DDH Assumption.
We will not need their proof of security for our case since we will reduce the
security of our distributed version to the security of the original KOY protocol.
For details the reader is referred to [23].

The protocol uses some public information which is composed by: two primes
p, q, such q|(p − 1); five elements of order q in Z∗p , f, g, h, c, d, and a universal
one-way hash function H. The protocol appears in Figure 1.

2.3 VSS Protocols

We assume the reader is familiar with Shamir’s Secret Sharing protocol [27].

Feldman’s VSS. Feldman’s Verifiable Secret Sharing (VSS) protocol [9], ex-
tends Shamir’s secret sharing method in a way to tolerate a malicious adversary
which corrupts up to n−1

2 servers including the dealer.
Feldman’s VSS uses the parameters p, q, g as defined earlier. Like in Shamir’s

scheme, the dealer generates a random t-degree polynomial S(·) over Zq, s.t.
S(0) = s, and transmits to each server Si a share si = S(i) mod q. The dealer
also broadcasts values VSk = gak where ak is the kth coefficient of S(·). This will
allow the players to check that the values si really define a secret by checking
that

gsi =
∏
k

(VSk)ik

mod p (1)
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KOY

Public Information: p, q, f, g, h, c, d,H

1. The client C generates a key pair (VK, SK) for a one-time signature
scheme. Then he chooses r′ ∈R Zq and computes A = fr′

, B = gr′
,

C = hr′
fpw, α = H(C|VK|A|B|C) and D = (cdα)r′

.
The client C then sends to the server S the following message:
C|VK|A|B|C|D

2. The server S chooses x, y, z, w, r ∈R Zq, recomputes the hash α′ =
H(C|VK|A|B|C) and then computes: E = fxgyhz(cdα)w, F = fr,
G = gr, I = hrfpw, β = H(S|E|F |G|I) and J = (cdβ)r.
The server S then sends to the client C the following message:
S|E|F |G|I|J

3. The client C chooses x′, y′, z′, w′ ∈R Zq and computes: β′ =
H(S|E|F |G|I) and K = fx′

gy′
hz′

(cdβ)w′
.

He then signes the message (β|K) with the key SK, thus obtaining the
signature Sig = SignSK(β|K).
He finally sends to S the message: K|Sig.
The client computes the session key as follows: skC =
Er′

F x′
Gy′

(If−pw)z′
Jw′

4. The server S checks the signature using the key VK and if it
is correct he then computes the session key as follows: skS =
KrAxBy(Cf−pw)zDw.

Fig. 1. The KOY Protocol

If the above equation is not satisfied, server Si asks the dealer to reveal his share
(we call this a complaint.) If more than t players complain then the dealer is
clearly bad and he is disqualified. Otherwise he reveals the share si matching
Equation (1) for each complaining Si.

Equation (1) also allows detection of incorrect shares s′i at reconstruction
time. Notice that the value of the secret is only computationally secure, e.g.,
the value ga0 = gs is leaked. However, it can be shown that an adversary that
learns t or less shares cannot obtain any information on the secret s beyond
what can be derived from gs. This is good enough for some applications, but it
is important to notice that it does not offer “semantic security” for the value s.
In particular if s is a password, then revealing gs opens the door to an off-line
dictionary search.

We will use the following notation to denote the execution of a Feldman’s
VSS protocol.

Feldman-VSS[s](g)
S−→

t,n
[si](VSk)

Pedersen’s VSS. We now recall a VSS protocol, due to Pedersen [25], that
provides information theoretic secrecy for the shared secret. In addition to the



Provably Secure Threshold Password-Authenticated Key Exchange 515

parameters p, q, g, it uses an element h ∈ Gq, and the discrete log of h in base g
is unknown (and assumed hard to compute).

The dealer first chooses two t-degree polynomials S(·), S̃(·), with random
coefficients over Zq, subject to S(0) = s, the secret. The dealers sends to each
server Si the values si = S(i) mod q and s̃i = S̃(i) mod q. The dealer then
commits to each coefficient of the polynomials S and S̃ by publishing the values
VSk = gakhbk , where ak (resp. bk) is the kth coefficient of S (resp. S̃).

This allows the players to verify the received shares by checking that

gsihs̃i =
∏
k

(VSk)ik

mod p (2)

The players who hold shares that do not satisfy the above equation broadcast a
complaint. If more than t players complain the dealer is disqualified. Otherwise
the dealer broadcasts the values si and s̃i matching the above equation for each
complaining player Si.

At reconstruction time the players are required to reveal both si and s̃i and
Equation (2) is used to validate the shares. Indeed in order to have an incorrect
share σ′i accepted at reconstruction time, it can be shown that player Si has to
compute the discrete log of h in base g.

Notice that the value of the secret is unconditionally protected since the only
value revealed is VS0 = gshb0 (it can be seen that for any value s′ there is exactly
one value b′0 such that VS0 = gσ′

hb′
0 and thus VS0 gives no information on s).

We will use the following notation to denote an execution of Pedersen’s VSS:

Pedersen-VSS[s, s̃](g, h)
S,S̃−→
t,n

[si, s̃i](VSk)

Joint Sharings. To avoid the use of a trusted dealer, it is possible to gen-
erate jointly a random shared secret. The idea is that each player runs a copy
of Shamir’s or Pedersen’s protocols with a random secret. The resulting shared
secret is the sum of the secrets shared by each player (in the case of Peder-
sen’s VSS the sum is taken only over the players that were not disqualified as
dealers). Notice that by adding up the shares that he received, each player will
retain a share of the final secret. Similarly in the case of Pedersen’s VSS the
verification information VSk for the final secret can be obtained by multiplying
the commitments published by each player.

We will later require the following notation:

Joint-Pedersen-RVSS(g, h)
S,S̃−→
t,n

[si, s̃i, TS](VSk, QUAL){s}

which follows the same syntax of the basic Pedersen’s protocol (with all the
parameters referred to the final secret), except that we are adding the values TS
and QUAL.

TS is the transcript of the n VSS’s executed by each player. We need to save
this information, because it will be useful later on (i.e. our protocol does not just
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use the final secret and “forgets” how it was created). In particular TS includes a
private part for each player Si which consists of all the shares he received, plus
a public part which consists of all the verification informations for the n VSS’s.
QUAL is the set of players which were not disqualified during the n VSS’s.

2.4 Abe’s Multiplication Protocol

The last tool we use is Abe’s multiplication protocol [1]. This protocol takes as
input the transcripts of two Pedersen-VSS protocols for secrets r, s and outputs
a new sharing of the product rs. This new sharing can be seen in the form of a
Joint-Pedersen of the value rs. See [1] for details.

We are going to use the following notation for this protocol:

Abe-Mult[TS, TR](g, h)−→
t,n

[χi, χ̃i, Tχ](Vχk, QUAL){χ = rs}

which with regards to the output part follows the same syntax as Joint-Pedersen-
RVSS (i.e. the various terms have the same meaning).

This is the only subprotocol that requires n > 3t. We notice that standard
multiparty computation techniques could be used to implement multiplication
with n > 2t. But the resulting protocols would be much more complicated. We
decided to focus on simplicity rather than optimal threshold.

3 Shared Exponentiation of Secrets

This section describes a new tool which we use as part of our main solution. This
protocol is of independent interest and may find applications in other cases.

If we look at the first message sent by the centralized server in the
KOY protocol, we see that it includes the value E = fxgyhz(cdα)w, where
x, y, z, w are random secrets. Thus, if we want to distribute this functionality
we need a protocol that can output the value gs1

1 · · · gsm
m mod p, where the si’s

are random secrets which have been generated jointly by the servers.
Let’s start for simplicity for the case m = 1, i.e. the players need to generate

a random secret s shared among them and publicize the value gs. A solution is
presented in [13]: they called their protocol DKG (for Distributed Key Genera-
tion) since its main application is the distributed generation of keys for discrete
log based cryptosystems. The DKG protocol is basically a Joint-Pedersen-RVSS
with basis g, h, which generates the shared secret s. It is then followed by a
second phase in which each player performs a Feldman’s VSS with basis g with
the same polynomial used for the Joint-Pedersen-RVSS. This second phase will
allow the players to calculate gs securely2.

We modify the DKG protocol so that it works with any combination of basis
(i.e. the basis used in the Joint-Pedersen-RVSS need not be equal to the ones
2 In [13] it is also explained why a joint version of Feldman’s VSS is not sufficient,

since it allows the adversary to bias the distribution of the secret s.
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Shared-Exp

Input : the transcripts TR, TS

1. Every server Si (i ∈ QUAL) computes the values:

Eik = gαik · haik mod p for k ∈ [0..t]

and broadcasts them.
2. Every server Sj (j ∈ QUAL) checks that: for every i ∈ QUAL it holds

that

grij hsij ?=
t∏

k=0

(Eik)jk

mod p (3)

If the checks fail for some i, then Sj complains against Si, by revealing
in broadcast the values rij , r̃ij , sij , s̃ij . These values do not satisfy the
above check but satisfy the Pedersen’s VSS checks (since Si ∈ QUAL).

3. If Si receives at least one valid complaint, then the servers run the
reconstruction phase of Si’s VSS and obtain the values αik, aik and
Eik for k ∈ [0..t].

4. Now each player can compute

grhs =
∏

i∈QUAL

Ei0 mod p

Fig. 2. Two-secret version of the protocol for exponentiation of shared secrets

used to exponentiate the secrets). Moreover we extend DKG to work with any
number of secrets. In the future we will refer to an execution of this protocol
with the following notation:

Shared-Exp[TS1, . . . , TSm](g1, . . . , gm)→ (gs1
1 · · · gsm

m )

The protocol appears in Figure 2. For simplicity we limit ourselves to
two secrets r, s, with basis g, h (i.e. we compute grhs). It should be clear how
to extend it to any number of secrets. The description of the protocol assumes
that two Joint-Pedersens for the secrets r, s have already been performed. Thus
the input of the players are the transcripts TR, TS. We recall exactly what these
transcripts include:

TR = {private to Si (i ∈ QUAL) : {αik}, {rji, r̃ji}; public : {VRik}}

TS = {private to Si (i ∈ QUAL) : {aik}, {sji, s̃ji}; public : {VSik}}

where aik (resp. αik) are the coefficients of the sharing polynomial used by Si

during the joint generation of s (resp. r). The set QUAL can be taken to be the
intersection of the qualified set from each previous Joint-Pedersen protocol. In
the first step of the protocol each server Si reveals the values Eik which are of
the form gαikhaik . This will allow the players to check that they are correct by
matching them with the shares they hold from the previous Pedersen-VSS. If
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Si gives out incorrect Eik’s then we expose his component in the Joint-VSS by
reconstruction. The desired value is then the product of the Ei0’s.

The protocol Shared-Exp is secure against an adversary which corrupts up
to n−1

2 of the servers (in other words we require n > 2t). Security is defined in
the usual terms: the execution of the protocol should not reveal any information
about r, s beyond the output value grhs. This is formally proven by a simulation
argument.

Lemma 1. If n > 2t, then the protocol Shared-Exp, is a secure protocol which
on input the transcripts of m Joint-Pedersen-RVSS for secrets s1, . . . , sm, and m
elements of Gq g1, . . . , gm, computes

∏m
i=1 g

si
i .

4 The First Protocol

We now have all the tools to present our first protocol. As we said in the In-
troduction, this protocol will be transparent to the client. C will interact with
just one server, the gateway, while in the background the servers will cooperate
to produce KOY -like messages for the client. The gateway can be any of the
servers, thus we are not creating a single point of failure in the network (since
if one gateway fails, another one can always take its place). We now give an
informal description of the protocol.

How to share the password. We assume that the password has already been
“installed” in a shared form across the servers. This could be done by having
a trusted process (for example the client) share the password via Pedersen-VSS.
However for efficiency reason we will use a more redundant sharing. We simulate
a Joint-Pedersen-RVSS which has as result the password itself (this technique is
somewhat reminiscent of the share-backup technique of [26], though we use it
for different purposes).

That is, the password pw is first split in n random values pw1 . . . pwn such
that pw = pw1 + . . .+pwn mod q (we assume that we can always encode pw as a
member of Zq). The value pwi is given to server Si. Then each pwi is shared via
a (t, n) Pedersen-VSS. The sharing polynomials are also given to server Si. Each
server Sj will save the whole transcript of the execution. By summing up all the
shares received in the n previous VSS’s, server Sj will obtain values pj , p̃j which
are shares on a (t, n) Pedersen-VSS of pw. All this work can be performed locally
by the trusted process, and then the sharing information can be forwarded to
the servers.

Notice that in this Joint-VSS the qualified set of players QUAL is the whole
set, since this Joint-VSS is simulated by a trusted process.

The authentication protocol. Once the password is shared, the actual
protocol goes as follows. We follow the pattern of a KOY protocol closely (so the
reader may want to keep Figure 1 handy while reading this description). First
the client sends to the gateway the message C|VK|A|B|C|D.
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On receipt of this message the servers perform five Joint-Pedersen-RVSS to
select random values r, x, y, z, w and keep shares of them. Then using the Shared-
Exp protocol (four times) they can compute E = fxgyhz(cdα)w, F = fr, G = gr,
I = hrfpw. This is where the redundant sharing of the password helps, since it
allows us to compute I via a simple invocation of the Shared-Exp protocol3. Once
E,F,G, I are public the servers can compute β and then, via another invocation
of Shared-Exp, the value J .

At the same time the servers also perform an invocation of Abe-Mult to
compute a sharing of the value z · pw.

The gateway forwards the message S|E|F |G|I|J to the client (we assume that
S is the “name” of the collective authentication server for the client). Following
the KOY protocol the client will answer with K|Sig.

The servers will first authenticate the signature and, if valid, they need to
compute the session key skS = KrAxByCzDwf−zpw. This can be computed via
another Shared-Exp invocation, since the servers have all the relevant sharings.

A detailed exposition of the protocol appears in Figure 3.

About Efficiency. It should be clear that the protocols in steps (3a, 3b, 7b)
can be performed in parallel, thus reducing the number of rounds.

Moreover we observe that the whole of step 3a, plus the computations of
F,G, I can be done offline by the servers, before starting an actual interaction
with the client. By saving the intermediate results and carefully keeping a syn-
chronized state, the servers can then use these values already prepared when the
client initiates a protocol. This reduces to a minimum the amount of compu-
tation and communication that the servers need to perform during the actual
authentication protocol. Notice that no ZK proofs are used anywhere in the
protocol.

Theorem 1. If n > 3t and the DDH Assumption holds, then the protocol Dist-
KOY1 is a transparently secure distributed password authentication protocol.

5 The Second Protocol

In this section we show a protocol which is not transparent, so is less efficient
than the previous one, but achieves a higher level of security. The client will
establish n separate session keys, one with each server Si. We will prove that the
adversary can only learn the keys established with the corrupted servers, and
has no information about the keys held by the good servers.

The basic idea is to run n separate KOY protocols, one between the client and
each server. The client will use the same password for each execution. Since the
password is shared at the servers’ side, they will cooperate in the background to
produce the messages in each execution. Here is an informal description of this
protocol.

The client initiates n instances of the KOY protocol, sending to the servers
the message C|VKj |Aj |Bj |Cj |Dj for j = 1 . . . n.
3 See the full version for a non-essential technical remark about the computation of I
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Dist-KOY1

Public Information: p, q, f, g, h, c, d, l,H
Input for Client C: the password pw ∈ Zq

Input for servers: TP : the output of the simulated Joint-Pedersen-RVSS
for the password pw.
1. The client runs the first step of the KOY protocol. It results in the

message: C|VK|A|B|C|D sent to the gateway.
2. The gateway broadcasts to all the servers the previous message. The

servers compute
α = H(C|VK|A|B|C) and M = cdα mod p

3. a) The servers Si perform the following:

Joint-Pedersen-RVSS(f, l)
R,R̃−→
t,n

[ri, r̃i, TR](VRk){r}

Joint-Pedersen-RVSS(f, l)
X,X̃−→
t,n

[xi, x̃i, TX](VXk){x}

Joint-Pedersen-RVSS(f, l)
Y,Ỹ−→
t,n

[yi, ỹi, TY ](VY k){y}

Joint-Pedersen-RVSS(f, l)
Z,Z̃−→
t,n

[zi, z̃i, TZ](VZk){z}

Joint-Pedersen-RVSS(f, l)
W,W̃−→
t,n

[wi, w̃i, TW ](VWk){w}
We denote by QUAL the intersection of all the qualified sets in the
above five protocols.

b) The servers perform the following:
Shared-Exp[TX, TY , TZ, TW ](f, g, h, M)→ (E = fxgyhzMw)

Shared-Exp[TR](f)→ (F = fr)

Shared-Exp[TR](g)→ (G = gr)

Shared-Exp[TR, TP ](h, f)→ (I = hrfpw)

Abe-Mult[TZ, TP ](f, l)−→t,n [χi, χ̃i, Tχ](Vχk, QUAL){χ = z · pw}
The servers can now compute

β = H(S|E|F |G|I) and N = cdβ mod p
where S is the “name” of the collective authentication server.

c) The servers can now compute:
Shared-Exp[TR](N)→ (J = Nr)

4. The gateway sends to the client the message: S|E|F |G|I|J as in a
regular KOY protocol.

5. The client C follows the KOY protocol and answers with K|Sig.
6. The gateway sends to all the servers the previous message K|Sig
7. a) The servers can verify the signature and if it is not correct, it stops.

b) The servers perform the following:

Shared-Exp[TR, TX, TY , TZ, TW , Tχ](K,A,B,C,D,f−1)→ (skS)

to compute the session key skS = KrAxByCzDwf−z·pw.

Fig. 3. Transparent Distributed Version of the KOY protocol



Provably Secure Threshold Password-Authenticated Key Exchange 521

Dist-KOY2

Input: as in Dist-KOY1.

1. The client runs n times the first step of the KOY protocol. It results in
the messages: C|VKj |Aj |Bj |Cj |Dj for j = 1 . . . n sent to the gateway.

2. The servers compute

αj = H(C|VKj |Aj |Bj |Cj) and Mj = cdαj mod p
Then for each j = 1 . . . n the following steps are performed:
a) The servers perform

Joint-Pedersen-RVSS(f, l)
Rj ,R̃j−→

t,n
[rji, r̃ji, TRj ](VRjk){rj}

Joint-Pedersen-RVSS(f, l)
Xj ,X̃j−→

t,n
[xji, x̃ji, TXj ](VXjk){xj}

Joint-Pedersen-RVSS(f, l)
Yj ,Ỹj−→

t,n
[yji, ỹji, TY j ](VY jk){yj}

Joint-Pedersen-RVSS(f, l)
Zj ,Z̃j−→

t,n
[zji, z̃ji, TZj ](VZjk){zj}

Joint-Pedersen-RVSS(f, l)
Wj ,W̃j−→

t,n
[wji, w̃ji, TWj ](VWjk){wj}

Joint-Pedersen-RVSS(f, l)
Sj ,S̃j−→

t,n
[sji, ji, TSj ](VSjk){sj}

The servers send their private information about sj to server Sj .
b) The servers perform the following:

Shared-Exp[TXj , TY j , TZj , TWj ](f, g, h, Mj)→ (Ej = fxj gyj hzj M
wj

j )

Shared-Exp[TRj ](f)→ (Fj = frj )

Shared-Exp[TRj ](g)→ (Gj = grj )

Shared-Exp[TRj , TPj ](h, f)→ (Ij = hrj fpw)

Abe-Mult[TZJ , TP ](f, l)−→t,n [χji, χ̃ji, Tχj ](Vχjk, QUAL){χj = zj · pw}

c) The servers can now compute
βj = H(Sj |Ej |Fj |Gj |Ij) and Nj = cdβj mod p

and

Shared-Exp[TRj ](Nj)→ (Jj = N
rj

j )
The messages Sj |Ej |Fj |Gj |Ij |Jj are sent to the client.

3. For each j = 1 . . . n, the client C runs the next step of the KOY protocol
which results in the messages Kj |Sigj sent to the servers. The client
also computes the corresponding session key skj .

4. a) The servers can verify the signatures and if they are not correct,
they stop. Otherwise for each j = 1 . . . n they compute:

Shared-Exp[TSj , TRj , TXj , TY j , TZj , TW j , Tχj ](l, K,A,B,C,D,f−1)→ (maskj)

where maskj = lsj Krj Axj Byj Czj Dwj f−zj ·pw

b) Server Sj privately computes the session key as skj = l−sj ·maskj .

Fig. 4. Distributed version of the KOY protocol
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The servers will send back n KOY messages. That is for each server Sj the
servers will jointly select random values rj , xj , yj , zj , wj and send back to the
client Ej = fxjgyjhzj (cdα)wj , Fj = frj , Gj = grj , Ij = hrjfpw and Jj =
(cdβj )rj . As in the first protocol the servers will also perform Abe’s multiplication
protocol to get a sharing of zj · pw.

The servers also perform an additional joint sharing for a random value sj .
This value will be sent privately to server Sj (i.e. the servers will send him the
shares and he will reconstruct it).

The n messages Sj |Ej |Fj |Gj |Ij |Jj are sent to the client. He will answer with
n messages Kj |Sigj , which follow the KOY protocol.

The servers will first authenticate the signatures and, if valid, they will coop-
erate to compute “masked” session keys maskj = lsjK

rj

j C
zj

j A
xj

j B
yj

j D
wj

j f−zjpw.
As before this is another invocation of the Shared-Exp protocol.

Server Sj will then set the secret key as skj = maskj · l−sj .
A detailed exposition of the protocol appears in Figure 4.
We omit the steps regarding the gateway. As in the previous protocol the

password pw is installed in a shared form via a Joint-Pedersen-RVSS.

Theorem 2. If n > 3t and the DDH Assumption holds, then the protocol Dist-
KOY2 is a secure distributed password authentication protocol.
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Abstract. In this paper we present a general framework for password-
based authenticated key exchange protocols, in the common reference
string model. Our protocol is actually an abstraction of the key exchange
protocol of Katz et al. and is based on the recently introduced notion of
smooth projective hashing by Cramer and Shoup. We gain a number of
benefits from this abstraction. First, we obtain a modular protocol that
can be described using just three high-level cryptographic tools. This
allows a simple and intuitive understanding of its security. Second, our
proof of security is significantly simpler and more modular. Third, we
are able to derive analogues to the Katz et al. protocol under additional
cryptographic assumptions. Specifically, in addition to the DDH assump-
tion used by Katz et al., we obtain protocols under both the Quadratic
and N -Residuosity assumptions. In order to achieve this, we construct
new smooth projective hash functions.

1 Introduction

A central problem in cryptography is that of enabling parties to communicate
secretly and reliably in the presence of an adversary. This is often achieved by
having the parties run a protocol for generating a mutual and secret session
key. This session key can then be used for secure communication using known
techniques (e.g., applying encryption and message authentication codes to all
communication). Two important parameters to define regarding this problem
relate to the strength of the adversary and the initial setup for the parties.

Adversarial power. The problem of session-key generation was initially studied
by Diffie and Hellman [13] who considered a passive adversary that can eaves-
drop on the communication of the parties, but cannot actively modify messages
on the communication line. Thus, the parties are assumed to be connected by
reliable, albeit non-private, channels. Many efficient and secure protocols are
known for this scenario. In contrast, in this paper, we consider a far more pow-
erful adversary who can modify and delete messages sent between the parties,
� A full version of this paper is available from the Cryptology ePrint Archive,
http://eprint.iacr.org/2003/032/
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as well as insert messages of its own choice. Such an adversarial attack could be
carried out by the owner of a routing server on the Internet, for example.

Setup assumptions. In order to achieve authenticated key exchange, the parties
Alice and Bob must hold some secret information. Otherwise, there is nothing
preventing an adversary from pretending to be Bob while communicating with
Alice (and vice versa). Thus, some initial setup assumption is required. Known
setup assumptions range from the case that the parties share high entropy secret
keys to the case that all they share are low entropy passwords that can be
remembered and typed in by human users. Although many secure and efficient
protocols exist for the high entropy case, our understanding of the low entropy
case is far from satisfactory. This is despite the fact that the most common setup
assumption used today in practice is that of passwords.

This paper focuses on the question of password-based key exchange in the
face of a powerful, active adversary. Before proceeding further, we describe this
setting in some more detail.

Password-based authenticated key-exchange. We consider a multi-party scenario
where all pairs of parties share a password that is chosen uniformly from some
small dictionary (the assumption of uniformity is made for simplicity only).
The parties interact in a network in which an active adversary has full control
over the communication lines. Essentially, this means that the parties cannot
communicate directly with each other; rather, all communication is carried out
via the adversary. Nevertheless, the parties attempt to generate session keys
that they can then use to secretly and reliably communicate with each other.
An immediate observation is that in this scenario it is impossible to guarantee
that the adversary’s success is negligible (where success means, for example, that
it succeeds in learning the session key). This is because it can guess the password
and then impersonate Bob while communicating with Alice. If its password guess
was correct, then it clearly obtains the session key. The important point is that
because the password dictionary may be small (i.e., polynomial in the security
parameter), the success by the adversary in this naive attack may be quite
high. This type of attack is called an on-line guessing attack and is inherent
whenever security depends on low entropy passwords. The aim of password-based
authenticated key exchange is thus to limit the adversary to such an attack only.

Prior related work. The first (unbroken) protocol suggested for password-based
session-key generation was by Bellovin and Merritt [4]. This work was very in-
fluential and became the basis for much future work in this area [5,26,19,22,
25,27]. However, these protocols have not been proven secure and their con-
jectured security is based on heuristic arguments. Despite the strong need for
secure password-based protocols, the problem was not treated rigorously until
quite recently.

A first rigorous treatment of this problem was provided by Halevi and
Krawczyk [18]. They actually considered an asymmetric hybrid model in which
one party (the server) may hold a high entropy key and the other party (the
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human) may only hold a password. The human is also assumed to have secure
access to a corresponding public-key of the server. The protocol of [18] provides
a password-based solution; however, it requires additional setup assumptions be-
yond that of human passwords. The first (and only currently known) protocol
to achieve security without any additional setup is that of Goldreich and Lin-
dell [17]. Their protocol is based on general assumptions (i.e., the existence of
trapdoor permutations) and constitutes a proof that password-based authenti-
cated key exchange can actually be obtained. Unfortunately, the [17] protocol is
not efficient and thus cannot be used in practice.

Recently, Katz, Ostrovsky and Yung (KOY) [21] presented a highly efficient
protocol for the problem of password-based authenticated key-exchange in the
common reference string model. In this model, it is assumed that all parties
have access to a set of public parameters, chosen by some trusted third party.
Although this is a stronger setup assumption than where only human passwords
are shared, it is still significantly weaker than other models that have been stud-
ied (like, for example, the Halevi–Krawczyk model). Furthermore, in practice
there are settings in which such a setup can reasonably be implemented at lit-
tle cost.1 The KOY protocol is based on the Decisional Diffie-Hellman (DDH)
assumption and has complexity that is only 5–8 times the complexity of unau-
thenticated key-exchange protocols. We remark that our work was borne out of
an abstraction of the KOY protocol.

We note that password-based authenticated key-exchange protocols in the
password only setting have been presented in the random oracle model [1,6]. In
this model, all parties are assumed to have oracle access to a totally random
(universal) function [2]. The common interpretation of such results is that secu-
rity is likely to hold even if the random oracle is replaced by a (“reasonable”)
concrete function known explicitly to all parties (e.g., SHA-1). However, it has
been shown that it is impossible to replace the random oracle in a generic man-
ner with any concrete function [7]. Thus, the proofs of security of these protocols
are actually heuristic in nature.

1.1 Our Contributions

In this paper, we present a framework for password-based authenticated key-
exchange protocols in the common reference string model. Our construction is an
abstraction of the KOY protocol [21] and uses non-malleable commitments [14],
one-time signature schemes and the smooth projective hash functions of Cramer
and Shoup [10]. The advantages of this abstraction are as follows:

1. The security of the resulting protocol can be intuitively understood. Our
work can thus also be seen as an “explanation” of the KOY protocol (in a
similar way to the fact that [10] can be seen as an explanation of [9]).

1 An example of where it is reasonable to assume a common reference string is when
a large organization wishes to implement secure login for its employees. In this case,
the organization is trusted to choose the common reference string properly, and this
string can then be hardwired into the software code.



A Framework for Password-Based Authenticated Key Exchange 527

2. The proof of our protocol is significantly simpler than that of [21], although
there are definite similarities in the high-level overview of the proof (see [20]
for a full proof of the protocol of [21]). Having abstracted out the building
blocks of the protocol, the exact requirements on each element of the protocol
also become clearer. One specific result of this is that by slightly modifying
the protocol of [21], we are able to show that non-malleable commitments
suffice (in contrast to [21] whose proof heavily relies on the fact that they
use an encryption scheme that is secure against adaptive chosen-ciphertext
attacks (CCA2)).

3. The KOY protocol assumes the DDH assumption. We demonstrate addi-
tional instantiations of the framework and obtain password-based authen-
ticated key-exchange protocols under both the Quadratic Residuosity and
N -Residuosity assumptions. The resulting protocol for N -Residuosity is also
highly efficient. In contrast, the protocol based on Quadratic Residuosity is
less efficient, but has the advantage of being based on a more standard as-
sumption.

Before presenting our protocol, we briefly (and informally) describe its compo-
nents (we stress that the descriptions below are very high-level and thus are not
accurate):

Non-interactive non-malleable commitments [14]: A non-malleable com-
mitment scheme has the property that given a commitment to a value x, it
is hard to generate a commitment to a related value y (with probability that
is greater than the a priori probability). Non-interactive non-malleable com-
mitments are known to exist in the common reference string model [11,12].
We actually need these commitments to be perfectly binding. In the common
reference string model, such schemes can be obtained from any public-key en-
cryption scheme that is non-malleable against chosen-plaintext attacks [12].
The common reference string for the non-malleable commitments is taken as
the common reference string for our password protocol.

Smooth projective hashing [10]: Let X be a set and L ⊂ X a language.
Loosely speaking, a hash function Hk that maps X to some set is projective
if there exists a projection key that defines the action of Hk over the subset
L of the domain X. That is, there exists a projection function α(·) that maps
keys k into their projections s = α(k). The projection key s is such that for
every x ∈ L it holds that the value of Hk(x) is uniquely determined by s and
x. In contrast, nothing is guaranteed for x �∈ L, and it may not be possible
to compute Hk(x) from s and x. A smooth projective hash function has the
additional property that for x /∈ L, the projection key s actually says nothing
about the value of Hk(x). More specifically, given x and s = α(k), the value
Hk(x) is uniformly distributed (or statistically close) to a random element
in the range of Hk.
An interesting feature of smooth projective hashing is that if L is an NP-
language, then for every x ∈ L it is possible to compute Hk(x) using the
projection key s = α(k) and a witness of the fact that x ∈ L.
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In this paper we prove another important property of smooth projective
hash functions that holds when L is a hard-on-the-average NP-language. For
a random x ∈R L, given x and s = α(k) the value Hk(x) is computationally
indistinguishable from a random value in the range of Hk(x). Thus, even if
x ∈ L, the value Hk(x) is pseudorandom, unless a witness is known. (Of
course, as described above, for x �∈ L the value of Hk(x) is statistically close
to a random element in the range of Hk.)

Our protocol uses a very simple combination of the above tools. In particular,
we define a hard-on-the-average NP-language L = {(c,m)}, where c is a non-
malleable commitment tom. (Notice that for a randomly generated commitment,
it is hard to know whether or not c is a commitment to m, even given m.) The
basic idea behind the protocol is to have the parties exchange non-malleable
commitments of the joint password and compute the session key by applying
smooth projective hash functions to these commitments. The smooth projective
hash functions that they use are based on the hard language L described above.
That is, let w be the parties’ joint password. Then, for a commitment c we have
that (c, w) ∈ L if and only if c is a commitment of the password w. An informal
(and incomplete) description of the protocol appears in Figure 1. We stress
that this protocol description is incomplete. In particular, a one-time signature
scheme and an additional exchange of a projection key and hash value should
also be included.

Security of the protocol framework: We now explain why the protocol is secure.
First, consider the case that the adversary passively eavesdrops on a protocol
execution between two parties. The security of the session key in this case is
based on the above-described property of smooth projective hash functions over
hard languages. Specifically, the adversary sees (c, s, c′, s′) where c and c′ are
randomly generated commitments of w; in other words, (c, w), (c′, w) ∈R L.
Therefore, Hk(c, w) and Hk′(c′, w) are pseudorandom and the generated session
key is secure. Next, assume that the adversary sends one of the parties a com-
mitment c that it generated itself. If c is a commitment to some value w′ which
is not the correct password, then the statement (c, w) is not in the language L.
Therefore, by the smoothness of Hk, the part of the key Hk(c, w) is statistically
close to uniform with respect to the adversary (who only sees s and not k).
Thus, as above, the generated key meets the requirements for a secret session
key. (That is, the adversary has only a negligible advantage in distinguishing
the session key output by the parties from a uniformly distributed key that is
chosen independently of the protocol.)

The only “bad event” that can occur is if the adversary itself generates a com-
mitment to the correct password w. In this case, we cannot say anything about
the security of the session key. However, the adversary can succeed in generating
such a commitment with only the same probability as guessing the password
outright. This is due to the non-malleability of the commitment scheme which
implies that all the “correct” commitments that the adversary sees through-
out the executions do not help it in generating any new “correct” commitment.
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Password-Based Session-Key Exchange

• Common reference string: a common reference string ρ for a non-
malleable non-interactive commitment scheme.

• Common input: a shared (low-entropy) password w.

• The protocol:
1. Party P1 computes a commitment c = Cρ(w) using common refer-

ence string ρ and sends it to party P2.

2. Party P2 chooses a key k for the smooth projective hash function
(for the language L described above), and sends its projection s =
α(k) to P1.
In addition, P2 computes another commitment c′ = Cρ(w) and
sends it to party P1.

3. Party P1 chooses another key k′ for the smooth projective hash
function, and sends its projection s′ = α(k′) to P2.

• Session key definition: Both parties compute the session key to be
Hk(c, w)⊕Hk′(c′, w).
1. P1 computes Hk(c, w) using the projection s and its knowledge of

a witness for the fact that c is a commitment to the password w (it
knows a witness because it generated c). In contrast, it computes
Hk′(c′, w) using its knowledge of k′ (and without a witness).

2. P2 computes Hk(c, w) using its knowledge of k, and Hk′(c′, w) using
s′ and its knowledge of a witness.

Fig. 1. An informal and incomplete description of the protocol framework

Thus, the adversary’s success probability is essentially limited to its probability
of guessing the password on-line.

Our constructions of smooth projective hash functions. One of the main contri-
butions of this paper regards our use of the recently introduced notion of smooth
projective hash functions [10]. First, we find a new and novel application of this
notion to password-based key exchange. Second, we construct new smooth pro-
jective hash functions for languages not considered by [10]. Specifically, we con-
struct smooth projective hash functions for the language of pairs (c,m) where c
is an encryption of m by a CCA2-secure encryption scheme [14]. This suffices for
our protocol framework since any CCA2-secure encryption scheme can be used as
a non-interactive non-malleable commitment scheme (in the common reference
string model). The KOY protocol implicitly contains one such construction for
the encryption scheme of Cramer and Shoup based on the DDH assumption [9].
We prove this fact and then build new smooth projective hash functions for the
recent CCA2-secure encryption schemes of Cramer and Shoup [10] that are based
on the quadratic residuosity and N -residuosity assumptions. Our constructions
of these smooth projective hash functions build on the work of [10]. However,
it is important to notice the difference between their constructions and ours.
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Consider the case of quadratic residuosity, for example. The smooth projective
hash function constructed by [10] is for the language of quadratic residues in
Z∗N . In contrast, our construction is for the far more involved language of pairs
of plaintexts and ciphertexts for the entire encryption scheme of [10]. We remark
that our constructions require a careful combination of ideas from both [10] and
[21].

In addition to providing new constructions, we also make some modifications
to the definition of smooth projective hash functions, as presented in [10]. We
both strengthen and weaken their definition (in different ways) so that it suf-
fices for our application. This different use may also open the door to further
applications.

Editorial Remark: Due to lack of space in this abstract, a number of important
sections have been omitted. Specifically, both the formal definition of password-
based authenticated key-exchange and the proof of security for our password
protocol have been omitted (we remark that we use the definition of [1]). Also,
only one out of the three construction of smooth projective hash functions is
presented. The full version of the paper contains all of the missing material.

2 Smooth Projective Hash Functions

A central element of our new framework for password-based key exchange is the
recently introduced notion of smooth projective hashing of Cramer and Shoup
[10]. However, their precise definition actually does not suffice for our application.
Rather, we use a variant of their definition. In this abstract, we present only our
variant of the definition, and briefly describe the differences between the two
notions. We begin by defining hard subset membership problems which form the
basis for the smooth projective hash functions that are of interest to us.

Notation. The security parameter is denoted by n. For a distribution D, x← D
denotes the action of choosing x according to D. We denote by x ∈R S the action
of uniformly choosing an element from the set S. Finally, we denote statistical
closeness of probability ensembles by

s≡, and computational indistinguishability
by

c≡.

Subset membership problems. Intuitively, a hard subset membership problem is
a problem for which “hard instances” can be efficiently sampled. More formally,
a subset membership problem I specifies a collection {In}n∈N such that for
every n, In is a probability distribution over problem instance descriptions Λ.
A problem instance description defines a set and a hard language for that set.
Formally, each instance description Λ specifies the following:

1. Finite, non-empty sets Xn, Ln ⊆ {0, 1}poly(n) such that Ln ⊂ Xn, and dis-
tributions D(Ln) over Ln and D(Xn\Ln) over Xn\Ln.
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2. A witness set Wn ⊆ {0, 1}poly(n) and an NP-relation Rn ⊆ Xn×Wn. Rn and
Wn must have the property that x ∈ Ln if and only if there exists w ∈ Wn

such that (x,w) ∈ Rn.

We are interested in subset membership problems I which are efficiently sam-
plable. That is, the following algorithms must exist:

1. Problem instance samplability: a probabilistic polynomial-time algorithm
that upon input 1n, samples Λ = (Xn, D(Xn\Ln), Ln, D(Ln),Wn, Rn) from
the distribution of problem instances In.

2. Instance member samplability: a probabilistic polynomial-time algorithm
that upon input 1n and an instance (Xn, D(Xn\Ln), Ln, D(Ln),Wn, Rn),
samples x ∈ Ln according to distribution D(Ln), together with a witness w
for which (x,w) ∈ Rn.

3. Instance non-member samplability: a probabilistic polynomial-time algo-
rithm that upon input 1n and an instance (Xn, D(Xn\Ln), Ln, D(Ln),
Wn, Rn), samples x ∈ Xn\Ln according to distribution D(Xn\Ln).

We are now ready to define hard subset membership problems:

Definition 1. (hard subset membership problems): Let V (Ln) be the following
random variable: Choose a problem instance Λ according to In, a value x ∈ Ln

according to D(Ln) (as specified in Λ), and then output (Λ, x). Similarly, define
V (Xn\Ln) as follows: Choose a problem instance Λ according to In, a value
x ∈ Xn\Ln according to D(Xn\Ln) (as specified in Λ) and then output (Λ, x).
Then, we say that a subset membership problem I is hard if

{
V (Ln)

}
n∈N

c≡
{
V (Xn\Ln)

}
n∈N

In other words, I is hard if random members of Ln cannot be distinguished
from random non-members (according to the specified distributions). In order
to simplify notation, from here on we drop the subscript of n from all sets.
However, all mention of sets X and L etc., should be understood as having
being sampled according to the security parameter n.

Smooth projective hash functions. We present the notion of smooth projective
hash functions in the context of hard subset membership problems. Thus, the
sets X and L mentioned below should be thought of those derived from such a
problem. Loosely speaking a smooth projective hash function is a function with
two keys. The first key maps the entire set X to some set G. The second key
(called the projection key) is such that it can be used to correctly compute the
mapping of L to G. However, it gives no information about the mapping of X\L
to G. In fact, given the projection key, the distribution over the mapping of X\L
to G is statistically close to uniform (or “smooth”). We now present the formal
definition.
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Let X and G be finite, non-empty sets and let H = {Hk}k∈K be a collection
of hash functions from X to G. We call K the key space of the family. Now, let
L be a non-empty, proper subset of X (i.e., L is a language). Then, we define a
key projection function α : K ×X → S, where S is the space of key projections.
Informally, the above system defines a projective hash system if for x ∈ L,
the projection key sx = α(k, x) uniquely determines Hk(x). (Ignoring issues of
efficiency, this means that Hk(x) can be computed given only sx and x ∈ L.)
We stress that the projection key s = α(k, x) is only guaranteed to determine
Hk(x) when x ∈ L, and nothing is guaranteed otherwise. Formally,

Definition 2. (projective hash functions): The family (H,K,X,L,G, S, α) is a
projective hash family if for all k ∈ K and x ∈ L, it holds that the value of Hk(x)
is uniquely determined by α(k, x) and x.

Of course, projective hash functions can always be defined by taking α(k, x) =
k. However, we will be interested in smooth projective hash functions which
have the property that for every x ∈ X\L, the projection key sx = α(k, x),
reveals (almost) nothing about the value Hk(x). More exactly, for x �∈ L chosen
according to D(X\L), the distribution of Hk(x) given sx = α(k, x) should be
statistically close to uniform. Formally,

Definition 3. (smooth projective hash functions: Let (H,K,X,L,G, S, α) be
a projective hash family. Then, for every x ∈ X\L let V (x, α(k, x), Hk(x)) be
the following random variable: choose k ∈R K and output (x, α(k, x), Hk(x)).
Similarly, define V (x, α(k, x), g) as follows: choose k ∈R K and g ∈R G and
output (x, α(k, x), g). Then, the projective hash family (H,K,X,L,G, S, α) is
smooth if for all x ∈ X\L

{
V (x, α(k), Hk(x))

}
n∈N

s≡
{
V (x, α(k), g)

}
n∈N

To summarize, a smooth projective hash function has the property that a pro-
jection of a key may be computed which enables the computation of Hk(x) for
x ∈ L, but gives almost no information about the value of Hk(x) for x �∈ L.

Efficient smooth projective hash functions. We say that a smooth projective hash
family is efficient if the following algorithms exist:

1. Key sampling: a probabilistic polynomial-time algorithm that upon input 1n

samples k ∈ K uniformly at random.
2. Projection computation: a deterministic polynomial-time algorithm that

upon input 1n, k ∈ K and x ∈ X, outputs sx = α(k, x).
3. Efficient hashing from key: a deterministic polynomial-time algorithm that

upon input 1n, k ∈ K and x ∈ X, outputs Hk(x).
4. Efficient hashing from projection key and witness: a deterministic

polynomial-time algorithm that upon input 1n, x ∈ L, a witness w such
that (x,w) ∈ R, and sx = α(k, x) (for some k ∈ K), computes Hk(x).
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We note an interesting and important property of such hash functions. For x ∈ L,
it is possible to compute Hk(x) in two ways: either by knowing the key k (as in
item 3 above) or by knowing the projection sx of the key, and a witness for x
(as in item 4 above). This property plays a central role in our password-based
protocol.

A new property of smooth projective hash functions that we prove in this
paper is that for a randomly chosen x ∈R L the value Hk(x) is computationally
indistinguishable from a random element in the range of Hk, even when given
sx = α(k, x). This essentially implies that the two ways described above to
compute Hk(x) are the only two efficient ways.

2.1 Differences from the Original Definition

As we have mentioned, our definition of smooth hashing differs from the one
presented in [10]. Here we describe the main differences between the two notions:

1. The definition of hard subset membership problems in [10] relates only to
the uniform distributions over X and L, whereas we allow any samplable
distributions over L and X\L.

2. The definition in [10] requires the projection to be a function of the key only;
i.e., α : K → S. The value s = α(k) then uniquely defines the value of Hk(x)
for every x ∈ L. In contrast, we allow the projection to be element dependent.
Notice that this is a weaker requirement because smooth hashing of the
original definition always satisfies this condition (i.e., define α(k, x) = α(k)
for all x).

3. The original smoothness property in [10] relates to the case that the element
x is randomly chosen in X\L (according to the distribution D(X\L)). How-
ever, for our application, we need to deal with the case that x is adversarially
chosen. We therefore require smoothness with respect to every x ∈ X\L.
This is clearly a strengthening of the requirement. (We note that the notion
of ε-universal hashing in [10] does relate to the case of an arbitrary x ∈ X\L;
however, their notion of smooth hashing does not.)
We remark that the weakening of the projection requirement actually makes
it harder to satisfy the stronger smoothness property. This is because we
must rule out the case that the adversary finds a “bad” x such that sx re-
veals more than it should. Indeed, this technical difficulty arises in our con-
structions of smooth hash functions under the N -Residuosity and Quadratic
Residuosity assumptions. Fortunately, it can be shown that these “bad” x’s
are hard to find and this suffices.

2.2 Our Usage of Smooth Projective Hashing

As we have mentioned, for our password protocol, we construct smooth projective
hash functions for a specific family of hard subset membership problems. In
this section we describe this family. Let C be a non-interactive non-malleable
perfectly-binding commitment scheme; such schemes are known to exist in the



534 R. Gennaro and Y. Lindell

common reference string model. We denote by Cρ(m; r) a commitment to m
using random-coins r and common reference string ρ. Such a commitment scheme
is the basis for our hard problem. Let Cρ denote the space of all strings that may
be output by the commitment scheme C when the CRS is ρ, and let M denote
the message space. We note that actually, Cρ and M must be supersets of these
spaces that are efficiently recognizable; the actual definition of the supersets
depends on the specific commitment scheme used; see Section 4. Next, define
the following sets:

• Xρ = Cρ ×M .

• Lρ = {(c,m) | ∃r c = Cρ(m; r)}
Having defined the sets Xρ and Lρ, we now proceed to define the distributions
D(Lρ) and D(Xρ \Lρ). The distribution D(Lρ) is defined by choosing a ran-
dom r and a message m (according to some other distribution) and outputting
(Cρ(m; r),m). In contrast, the distribution D(Xρ\Lρ) is defined by choosing a
random r and outputting (Cρ(0|m|; r),m).2 Clearly, by the hiding property of
C, it holds that for every m, random elements chosen from D(Lρ) are computa-
tionally indistinguishable from random elements chosen from D(Xρ\Lρ). This
therefore constitutes a hard subset membership problem. (The witness set Wρ

and NP-relation Rρ are defined in the natural way.)
To summarize, the problem instance sampler for this problem uniformly

chooses a common reference string ρ from CRS. This then defines the sets
Xρ, Lρ,Wρ and the NP-relation Rρ. Taking the distributions D(Lρ) and D(Xρ\
Lρ) as defined above, we have that

Λ = (Xρ, D(Xρ\Lρ), Lρ, D(Lρ),Wρ, Rρ)

is a hard subset membership problem.
Our password-based key exchange protocol assumes the existence of a smooth

projective hash family for the problem Λ. This hash family H is indexed by the
key space K and it holds that for every k ∈ K,

Hk : Cρ ×M → G

where G is a group of super-polynomial size. Let α be the key projection function.
We require that α be a function of the hash key and the commitment only. That
is,

α : K × Cρ → S

In Section 2.1, we allowed α to depend on the element x, which in this case is a
pair (c,m). In our application, m will contain the secret password and we require
that α can be computed without knowledge of the password. Therefore, α is a
function of k and c, rather than a function of k and (c,m).
2 In actuality, these distributions need to be defined in a slightly different way, due to

the dependence on the message m. However, due to lack of space in this abstract,
we slightly simplified the presentation. See the full version for details.
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3 The Protocol

Our protocol below uses a non-interactive and non-malleable perfectly-binding
commitment scheme. The only known such schemes are in the common refer-
ence string (CRS) model, and we therefore write the protocol accordingly. Let ρ
denote the CRS and let Cρ(m; r) denote a commitment to the message m using
random coin tosses r and the CRS ρ. We also denote by Cρ(m) a commitment
to m using unspecified random coins. As described in Section 2.2, we use a fam-
ily of smooth projective functions H = {Hk} such that for every k in the key
space K, Hk : Cρ ×M → G, where M is the message space, Cρ is an efficiently
recognizable superset of {Cρ(m; r) | m ∈M & r ∈ {0, 1}∗}, and G is a group of
super-polynomial size. Recall that the key projection function α is defined as a
function of K and Cρ. See Section 2.2 for more details.

We assume that there is a mechanism that enables the parties to differentiate
between different concurrent executions and to identify who they are interacting
with. This can easily be implemented by having Pi choose a sufficiently long
random string r and send the pair (i, r) to Pj along with its first message. Pi

and Pj will then include r in any future messages of the protocol. We stress that
the security of the protocol does not rest on the fact that these values are not
modified by the adversary. Rather, this just ensures correct communication for
protocols that are not under attack. The protocol appears in Figure 2 on the
next page.

Motivation for the protocol. First notice that both Pi and Pj can compute the
session key as instructed. Specifically, Pi can compute Hk(c, V K ◦ w ◦ i ◦ j)
because it has the projection key s and the witness r for c. Furthermore, it can
compute Hk′(c′, w) because it has the key k′ (and therefore does not need the
witness r′ for c′). Likewise, Pj can also correctly compute both the hash values
(and thus the session key). Second, when both parties Pi and Pj see the same
messages (c, s, c′, s′), the session keys that they compute are the same. This is
because the same hash value is obtained when using the hash keys (k and k′) and
when using the projection keys (s and s′). This implies that partnered parties
conclude with the same session key.

We now proceed to motivate why the adversary cannot distinguish a session
key from a random key with probability greater that Qsend/|D|, where Qsend
equals the number of Send oracle calls made by the adversary to different protocol
instances and D is the password dictionary. In order to see this, notice that if
Pi, for example, receives c′ that is not a commitment to w by CRS ρ, then Pi’s
session key will be statistically close to uniform. This is because Pi computes
Hk′(c′, w), and for c′ �∈ Cρ(w) we have that the statement (c′, w) is not in
the language Lρ defined for H (see Section 2.2). Therefore, by the definition
of smooth projective hashing, {c′, w, α(k, c′), Hk(c′, w)} is statistically close to
{c′, w, α(k, c′), g}, where g ∈R G is a random element. The same argument holds
if Pj receives c that is not a commitment to V K ◦ w ◦ i ◦ j. It therefore follows
that if the adversary is to distinguish the session key from a random element,
it must hand the parties commitments of the valid messages (and in particular
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F-PaKE

Common reference string: A common reference string ρ for a non-
interactive and non-malleable perfectly-binding commitment scheme C.

Common private input: A password w = wi,j .

Messages:

1. Party Pi chooses a key-pair (V K, SK) from a one-time signature
scheme, generates a commitment c = Cρ(V K ◦ w ◦ i ◦ j; r), and sends
(V K, c) to Pj .

2. Party Pj receives (V K, c), and checks that c is of the proper format
(i.e., c ∈ Cρ as defined in Section 2.2). If yes, then, Pj does the follow-
ing:
a) Choose two keys k and ktest for the smooth projective hash func-

tion family H defined in Section 2.2 and compute the projections
s = α(k, c) and stest = α(ktest, c).

b) Generate a commitment c′ = Cρ(w; r′).
Pj sends (s, c′, stest) to Pi.

3. Pi receives (s, c′, stest), checks that c′ ∈ Cρ, and does the following:
a) Choose a key k′ for H and compute the projection s′ = α(k′, c′).
b) Compute the signature σ = SignSK(s, s′).
c) Compute the hash htest = Hktest(c, V K ◦ w ◦ i ◦ j) using the pro-

jection key stest and the witness r.
Pi then sends (s′, σ, htest) to Pj .

Session-Key Definition:

– Pi computes sk = Hk(c, V K ◦ w ◦ i ◦ j) + Hk′(c′, w), where addition
is in the group G. (Note that Pi computes the first element using the
projection key s and the witness r.)

– Pj checks that the following two conditions hold:
1. htest = Hktest(c, V K ◦ w ◦ i ◦ j)
2. VerifyV K((s, s′), σ) = 1.

If at least one of the above conditions does not hold, then Pj aborts
(setting acc = 0). Otherwise, Pj computes sk = Hk(c, V K ◦ w ◦ i ◦
j) + Hk′(c′, w). (Note that the second element is computed using the
projection key s′ and the witness r′).

Session-Identifier Definition: Both parties take the series of messages
(c, s, c′, s′) to be their session identifiers.

Fig. 2. A framework for Password Based Key Exchange

containing the correct passwords). One way for the adversary to do this is to
copy (valid) commitments that are sent by the honest parties in the protocol
executions. However, in this case, the adversary does not know the random
coins used in generating the commitment, and once again the result of the hash
function is pseudorandom in G. This means that the only option left to the
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adversary is to come up with valid commitments that were not previously sent by
honest parties. However, by the non-malleability of the commitment scheme, the
adversary cannot succeed in doing this with probability non-negligibly greater
than just a priori guessing the password. Since it effectively has Qsend password
guesses, its success probability is limited to Qsend/|D|+negl(n). We remark that
the value htest constitutes a test that c is a valid commitment; this is included
to ensure that Pj rejects in case it receives an invalid commitment c. This is
needed in the proof.

We note one more important point regarding the protocol. Based on the
above explanation, one may wonder why it does not suffice to exchange c and
s only, without the second exchange of c′ and s′. The need for this additional
exchange is best demonstrated with the following “attack”. Assume that the
parties only exchange c and s. Then, the adversary A can interact with Pi and
obtain the commitment c. Next, A chooses k and returns s = α(k, c) to Pi.
Now, if the session key was defined to be Hk(c, w), then A can distinguish this
from random as follows. By traversing the dictionary D with all possible w’s,
A can compile a list of all |D| possible candidates for the session key (A can
do this because it knows k and so can compute Hk(c, w) without a witness for
c). Since D may be small, this enables A to easily distinguish the session key
from random. This problem is overcome, however, by having the parties repeat
the commitment/projection exchange in both directions. We have the following
theorem:
Theorem 1. Assume that C is a non-interactive and non-malleable perfectly-
binding commitment scheme that is secure under multiple commitments, and
assume that H is a family of smooth projective hash functions. Then, Protocol
F-PaKE in Figure 2 is a secure password-based session-key generation protocol.

The proof of Theorem 1 appears in the full version of the paper. Our proof of
security differs from the proof of [21] in a number of ways. First, our proof is
based on more generic primitives and is therefore more modular. Second, our
proof holds for the case that the parties commit to their passwords etc. using a
non-malleable commitment scheme. In contrast, the proof of [21] requires that
the parties “commit” using a CCA2-secure encryption scheme. In particular,
their proof uses the capability of decryption in an essential way, whereas ours
does not.

Using CCA2-encryption instead of non-malleable commitments. If a CCA2-
encryption scheme is used to implement the non-malleable commitments, then
the stest and htest values can be removed from the protocol, improving the effi-
ciency. The proof of the security of the protocol with this modification is actually
very different from our proof of Theorem 1, and is quite similar to the proof
of [21]. This version of the protocol has the advantage of being slightly more
efficient.

Protocol F-PaKE and the protocol of KOY [21]. Consider the above-mentioned
modification of the protocol that relies on CCA2 encryption. Then, a protocol
almost identical to that of [21] is obtained by using the CCA2-encryption scheme
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of Cramer and Shoup [9] that is based on the DDH assumption. Indeed, as we
have mentioned, our protocol framework was obtained through an abstraction
of [21].

4 Encryption Schemes with Smooth Projective Hashing

As we discussed in Section 2.2, the underlying language for the hard subset mem-
bership problem that we refer to is the language of pairs (c,m) where c = Cρ(m).
However, in all our specific instantiations of the protocol, we use a CCA2-secure
encryption scheme for the non-malleable commitment. Thus, in the context of
our protocol, the common reference string ρ is defined to be the public-key pk
of the encryption scheme, and a commitment to m is defined as an encryption
Epk(m).

In the full paper, we construct smooth projective hash functions for all three
CCA2-secure encryption schemes proposed by Cramer and Shoup in [9,10]. The
smooth hashing for the DDH-based scheme from [9] was already implicitly de-
scribed in the KOY protocol [21]. We explicitly define the construction and
prove that it constitutes a smooth projective hash family. Furthermore, we con-
struct new smooth projective hash functions for the CCA2-schemes based on
the Quadratic Residuosity and N -Residuosity Assumptions presented in [10].
In this abstract we only present the construction based on the N -residuosity
assumption.

4.1 A Relaxed Notion of Smooth Projective Hashing

The smooth projective hash functions we present do not satisfy the definition
we presented in Section 2 but rather a relaxed definition.3 This weaker notion is
still sufficient to prove the security of our password-based key exchange protocol.

The relaxation here involves modifying the stronger smoothness condition as
defined in Section 2. Informally speaking, we no longer require that the smooth-
ness condition hold for all values x ∈ X\L. Rather, we define a subset ∆ ⊂ X\L
in which the smoothness property may not hold. However, we require that it is
computationally hard to find any element in ∆. This suffices because the result is
that a computationally bound adversary cannot produce any “bad” elements for
which the smoothness property will not hold. Formally, we say that the family
H is a weak smooth projective hash family if the stronger smoothness condition
is replaced by the following two conditions:
1. There exists a subset ∆ ⊂ X\L which is hard to sample, i.e. for all proba-

bilistic polynomial-time Turing Machines A

Pr[A(1n, X, L) ∈ ∆] < negl(n)

Furthermore, it is easy to verify membership in ∆. That is, there exists a
probabilistic polynomial-time Turing Machine T such that for every x ∈ ∆,

3 We remark that the smooth projection hash functions for the encryption scheme
based on the DDH assumption do satisfy the stricter original definition.
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Pr[T (X,L, x) = 1] > 1− negl(|x|) and for every x �∈ ∆, Pr[T (X,L, x) = 1] <
negl(|x|);

2. For every x ∈ X \ (∆ ∪ L):{
V (x, α(k, x), Hk(x))

}
n∈N

s≡
{
V (x, α(k, x), g)

}
n∈N

The random variable V is defined in Section 2.
In other words, the strong smoothness property only holds for values x /∈ ∆. In
particular, it may be possible to distinguish Hk(x′) from a random g for x′ ∈ ∆.
This would be worrisome were it not for the first condition above that tells us
that the probability that the adversary will find such an x ∈ ∆ is negligible.

4.2 The Cramer-Shoup Scheme Based on N-Residuosity

This construction is for the Cramer-Shoup CCA2-secure encryption scheme
based on the hardness of deciding N -residuosity in Z∗N2 [10]. This assumption
was originally introduced by Paillier in [24]. We describe a small variation of
the original Cramer-Shoup scheme, which can easily be proven secure using the
same techniques used in [10].

Let N = pq be the product of two safe primes, i.e. p = 2p′+1 and q = 2q′+1,
with p′, q′ prime as well. Let N ′ = p′q′. Assume w.lo.g. that q′ < p′ and that
|q′| = |p′| = poly(n) > 2n where n is the security parameter.

Consider the group Z∗N2 ; its order is 4NN ′. Let’s consider the subgroup JN

of Z∗N2 which contains all the elements whose Jacobi symbol with respect to N
is 1. It is not hard to see that JN is cyclic, has order 2NN ′ and can be written
as the direct product of three cyclic subgroup JN = G ·G1 ·G2 where G is the
subgroup of JN which contains all the (2N)-residues. Clearly G has order N ′.
On the other hand G1 is a group of order N and G2 is the group generated by
(−1). Denote G′ = G ·G2. See [10] for details.

A generator g for G′ can be found by selecting µ ∈R Z∗N2 and setting g =
−µ2N . It is not hard to see that this results in a generator with overwhelming
probability, and that the distribution is statistically close to uniform over all
generators of G′. Clearly g2 will then be a generator for G.

The N -residuosity assumption says that it’s hard to distinguish between
a random element of Z∗N2 and a random N -residue mod N2. The following
encryption scheme is CCA2-secure under this assumption.

A preliminary Lemma. Before describing the scheme we prove a technical Lemma
that will be useful later in the construction of the smooth projective hash func-
tion for it. The Lemma states that, if factoring is hard, it is computationally
infeasible to find elements of “low” order in the group G.

Lemma 1. Let N = pq, with p = 2p′ + 1, q = 2q′ + 1 and p, q, p′, q′ all distinct
primes. Let g′ be a generator of G as above and let h = (g′)z mod N , with
h �= ±1. If GCD(z,N ′) > 1 then GCD(h± 1, N) > 1.

We now describe the scheme.
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Key Generation. Randomly choose the secret key z, z̃, ẑ ∈ [0..N2/2] and publish
the public key h = gz, h̃ = gz̃ and ĥ = gẑ. We assume w.l.o.g that h �= 1 and
GCD(z̃, N ′) = 1 since the opposite happens only with negligible probability.
The public key also includes a universal one-way hash function [23] H which
maps inputs to ZN .

Encryption. To encrypt a message m ∈ ZN , choose r ∈R [0..N/4] and compute
u = gr, e = (1 +mN)hr and v = ‖(h̃ĥθ)r‖, where θ = H(u, e) and the function
‖ · ‖ is defined as ‖v‖ = v if v ≤ N2/2 and ‖v‖ = N2 − v otherwise4.

Decryption. We describe the decryption mechanism for completeness. Given a
ciphertext (u, e, v) the receiver checks that v ≤ N2/2, then computes θ = H(u, e)
and checks if v2 = u2(z̃+θẑ). If either test fails it outputs “?”, otherwise let
m̃ = eu−z. If m̃ = (1 +mN) for some m, output m, otherwise output “?”.

A smooth projective hash function. We define a smooth projective hashing for
this encryption scheme, by specifying the sets X,L,K, the projection function
α, and the hash function Hk. In order to define the set C (that must be an
efficiently recognizable superset of all possible ciphertexts; see Section 2.2), we
first define the notion of a proper ciphertext: A ciphertext c = (u, e, v) is called
proper if u, e, v all have Jacobi symbol equal to 1, with respect to N . Also given
θ = H(u, e), we require that if h̃ĥθ = 1 then v = 1 as well. We now define X =
{(c,m)}, where c is any proper ciphertext and m is any message. Observe that
proper ciphertexts can be easily recognized, as required. As defined in Section 2.2,
the language L is the subset of X where c is an encryption of m with public-
key pk.

The key space is [0..2NN ′]3 i.e. the key for a hash function is k = (a1, a2, a3)
such that ai ∈R [0..2NN ′]. However this space is not efficiently samplable so
we replace it with [0..N2/2]. The uniform distribution over [0..N2/2] is statis-
tically close to the uniform one over [0..2NN ′]. The description of the family
also includes a hash function UH randomly chosen from a 2-universal family.
UH : JN −→ {0, 1}n.

Given an input x = (c,m) = ((u, e, v),m) the projection function is defined
by

sx = α(k, x) = g2a1h2a2(h̃ĥθ)2a3

where (g, h, h̃, ĥ) constitutes the public key and θ = H(u, e).
Given an input x = (c,m) = ((u, e, v),m) the hash function is defined as

Hk(x) = UH[fk(x)] where

fk(x) = u2a1

(
e

1 +mN

)2a2

v2a3

Notice that if c is a correct encryption of m under key pk, then fk(x) = sr
x,

where r is the randomness used to construct c. Thus, it is possible to compute
Hk(x) given only the projection and the witness, as required.
4 The full version explains why the absolute value function ‖ · ‖ is needed.
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We need to prove the smoothness property. Consider x = (c,m) ∈ X\L; i.e.,
c = (u, e, v) is a proper ciphertext, but is not a correct encryption of m using the
public key (g, h, h̃, ĥ). Let θ = H(u, e) and consider λ = z̃ + θẑ mod N ′. Notice
that we can write (h̃ĥθ)2 = g2λ.

We are going to prove that Hk is a weak smooth projective hash. Thus we
need to define a set ∆ of commitments for which the smoothness property may
not hold, but such that finding an element in ∆ is infeasible. We say that a
commitment is in ∆ if GCD(λ,N ′) �= 1, N ′. Lemma 1 shows that producing a
commitment with this property is equivalent to factoring N . It also shows how
to easily recognize such elements (just test if GCD((h̃ĥθ)2±1, N) is a non-trivial
factor of N). From now on, we assume to be outside of ∆.

By assumption, if (h̃ĥθ)2 is different than 1, then it is also a generator for G.
Notice that g2 and h2 are also generators of G, thus we can write the commitment
as u = (−1)b1γ1(g2)r1 , e = (−1)b2γ2(h2)r2(1 +mN) and v = (−1)b3γ3[(h̃ĥθ)2]r3

where γi ∈ G1. Notice that in the computation of Hk(x) the (−1) components
are irrelevant since we raise each term to the power 2a. So we ignore them from
now on.

Consider now the equation in the ai’s defined by the projection sx. Notice
that sx ∈ G since we are squaring each term. Therefore:

logg2 sx = a1 + za2 + λa3 mod N ′ (1)

Let us distinguish two cases:
• There exists γi �= 1. Then we have that fk(x) = (γ2

i )ai · σ for some σ ∈ JN .
Let [a1, a2, a3] be a solution of Equation (1), mod N ′. Consider the set of
keys obtained as

Aa1,a2,a3 = [a1 + d1N
′, a2 + d2N

′, a3 + d3N
′]

for di ∈ [0..2N − 1]. Given sx the key k is uniformly distributed in the union
over all [a1, a2, a3] which are solutions of Eq. (1) of the sets Aa1,a2,a3 . Let’s
focus on one specific set Aa1,a2,a3 . Recall that γi ∈ G1 and γi �= 1 so its order
is either p, q,N . Since 2 is co-prime with these values, the order of γ2

i is the
same as the one of γi. And since GCD(N,N ′) = 1 we have that keys of the
form ai + diN map (γ2

i )ai+diN uniformly over the group generated by γi.
In conclusion, given sx the value (γ2

i )ai and consequently fk(x), can be
guessed with probability at most 1/q.

• γi = 1 for all i = 1, 2, 3. Then fk(x) is an element of G and thus its dis-
crete log with respect to g2 defines another equation in the ai’s (recall that
GCD(2, N ′) = 1 thus 2−1 is well defined mod N ′):

2−1 logg2 fk(x) = r1a1 + r2za3 + r3λa3 mod N ′ (2)

We want to prove that Equations (1) and (2) are “linearly independent”, i.e.
the 2× 3 matrix of the coefficients of these equations in the ai’s has at least
one 2× 2 minor whose determinant is non-zero mod N ′.
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Since c is not a correct commitment to m then we must have that either
r2 �= r1 or r3 �= r1. Then the corresponding minors have determinant z(r2 −
r1) and λ(r3 − r2). Since z and λ are co-prime with N ′ (recall that we
are outside of ∆), we have that at least one of these minors has non-zero
determinant.

If this determinant is invertible mod N ′, then it is easy to see that fk(x)
is uniformly distributed over G given sx.

Assume now that both determinants are non-invertible. Then it must be
that both r2− r1 and r3− r1 are multiples of either p′ or q′. Assume w.l.o.g.
that r2 = r1 +γ2p

′ and r3 = r1 +γ3q
′ (the argument is the same if you switch

p′ and q′). Then the corresponding minor has determinant zλ(r3− r2) which
is invertible mod N ′. Thus again fk(x) is uniformly distributed over G given
sx.

Finally we are left with the case in which r2 = r1 + γ2p
′ and r3 = r1 +

γ3p
′ (again w.l.o.g. since the argument is the same for q′). This means that

Equations (1) and (2) are linearly dependent mod p′ but they must be linearly
independent mod q′ (recall that either r2 �= r1 or r3 �= r1 mod N ′). Thus
logg fk(x) is uniformly distributed mod q′.

In any case we can bound the probability of guessing Hk(x) given sx,
with 1/q′.

In conclusion we have that given sx the value fk(x) can be guessed with prob-
ability at most 1/q′ < 2−2n by choice of the security parameter. Applying the
properties of 2-universal hash functions we have that the distribution of Hk(x)
is 2−n/3 close to uniform over {0, 1}n.
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Abstract. Luby and Rackoff showed how to construct a (super-)pseudo-
random permutation {0, 1}2n → {0, 1}2n from some number r of pseudo-
random functions {0, 1}n → {0, 1}n. Their construction, motivated by
DES, consists of a cascade of r Feistel permutations. A Feistel per-
mutation 1for a pseudo-random function f is defined as (L, R) →
(R, L⊕f(R)), where L and R are the left and right part of the input and
⊕ denotes bitwise XOR or, in this paper, any other group operation on
{0, 1}n. The only non-trivial step of the security proof consists of prov-
ing that the cascade of r Feistel permutations with independent uniform
random functions {0, 1}n → {0, 1}n, denoted Ψr

2n, is indistinguishable
from a uniform random permutation {0, 1}2n → {0, 1}2n by any com-
putationally unbounded adaptive distinguisher making at most O(2cn)
combined chosen plaintext/ciphertext queries for any c < α, where α is
a security parameter.
Luby and Rackoff proved α = 1/2 for r = 4. A natural problem, proposed
by Pieprzyk is to improve on α for larger r. The best known result, α =
3/4 for r = 6, is due to Patarin. In this paper we prove α = 1−O(1/r),
i.e., the trivial upper bound α = 1 can be approached. The proof uses
some new techniques that can be of independent interest.

1 Introduction

The security of many cryptographic systems (e.g., block ciphers and message
authentication codes) is based on the assumption that a certain component
(e.g. DES or Rijndael) used in the construction is a pseudo-random function
(PRF) [2]. Such systems are proven secure, relative to this assumption, by show-
ing that any efficient algorithm for breaking the system can be transformed into
an efficient distinguisher for the PRF from a uniform random function (URF).

1.1 Constructing Pseudorandom Permutations

There is a long line of research based on this paradigm, initiated in the seminal
paper of Luby and Rackoff [5] who showed how to construct a pseudo-random
permutation (PRP) from any PRF. That paper is not only of interest because it

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 544–561, 2003.
c© International Association for Cryptologic Research 2003
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introduced the paradigm, but also because it proposed a very natural construc-
tion, motivated by DES, consisting of r Feistel permutations involving indepen-
dent invocations of a PRF.

Usually, the only non-trivial step in a security proof of a construction based
on PRF’s is a purely probability-theoretic step, namely the analysis of the ide-
alised construction when the PRF’s are replaced by URF’s, and proving that it
is information-theoretically indistinguishable from, in our case, a uniform ran-
dom permutation (URP), when the number of allowed queries is bounded (by a
large, usually exponential bound).1 The strength of the security proof depends
on the size of this bound. Ideally, the number of allowed queries should be close
to the trivial information-theoretic upper bound: If, for some sufficiently large
number of queries, the expected entropy contained in the answers from the per-
fect system exceeds the entire internal randomness of the construction, then a
(computationally unbounded) distinguisher trivially exists.

More concretely, the r-round Luby-Rackoff construction of a permutation
{0, 1}2n → {0, 1}2n (hereafter denoted by Ψr

2n) consists of a cascade of r Feistel
permutations involving independent URF’s {0, 1}n → {0, 1}n, where a Feistel
permutation for a URF f is defined as (L,R) → (R,L ⊕ f(R)). Here L and R
are the left and right part of the input and ⊕ denotes bitwise XOR or, in this
paper, any other group operation on {0, 1}n.

Two versions of a PRP were considered in [5], namely when queries from only
one side are allowed, and when queries from both sides are allowed. When the
PRP is considered as a block cipher, these two variants correspond to chosen-
plaintext and to combined chosen-plaintext/ciphertext attacks respectively . The
latter variant was referred to in [5] as a super-PRP. In this paper we will only
consider this stronger variant.

The problem we hence address is to prove that Ψr
2n is indistinguishable from

a uniform random permutation {0, 1}2n → {0, 1}2n by any computationally un-
bounded adaptive distinguisher making a certain number of queries. To compare
results, it makes sense to measure the number of queries on an logarithmic scale,
i.e., by the number c when O(2cn) queries are allowed. More precisely, one can
state a result in terms of a constant α such that for all c < α, indistinguishability
holds for all sufficiently large n.

Luby and Rackoff proved that α = 1/2 for r = 4. Since then several simpli-
fications (e.g. [6],[8]) and generalisations of this result have appeared. Ramzan
and Reyzin [13] proved that even if the adversary has black-box access to the
middle two functions of Ψ4

2n, the security is maintained. Naor and Reingold [8]
showed that the security is maintained if one replaces the first and last round
of Ψ4

2n with pairwise independent permutations, and even weaker constructions
were proven secure in [11].

1 Two systems F and G are indistinguishable by a distinguisher D making at most k
queries if the following holds: The expected advantage of D, after making k queries
to a black-box containing either F or G with equal probability, in guessing which
system is in the black-box, is negligible.
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A natural problem, proposed by Pieprzyk [12], is to improve on α for larger
m. The best known result, α = 3/4 for r = 6, is due to Patarin [10]. He also
conjectured that better bounds hold. In this paper we address this problem
and prove α = 1 − O(1/r), i.e., that the optimal upper bound2 α = 1 can be
approached for increasing r.

The proof uses some new techniques that appear to be of independent inter-
est. In many of the literature (e.g. [6],[7],[8]) on security proofs based on PRF’s,
one considers a (bad) event such that if the event does not occur, then the system
behaves identically to the system it should be distinguished from, thus one can
concentrate on the (simpler) problem of provoking the bad event. However, this
approach has so far only been successful in analysing Ψr

2n for (small) constant r.
Therefore, as a new technique, we extend the system Ψr

2n to a more sophisticated
construction that offers new possibilities to define such events.

1.2 The Main Theorem

Our main theorem states that any computationally unlimited distinguisher,
making at most k chosen plaintext/ciphertext queries has advantage at most

k2

22n−2 + kr+1

2r(n−3)−1 in distinguishing Ψ6r−1
2n from a uniform random permutation

(URP).
As a corollary3 we get that any distinguisher (as above), making at most

O(2cn) queries has exponentially small (in n) advantage in distinguishing Ψr
2n

(here r+ 1 must be a multiple of 6) from a URP if c < 1−6/(r+ 7).4 This beats
the best known bound α = 3/4 for r = 23 where we get α = 4/5.

1.3 Related Work

Different constructions of PRP’s, so called unbalanced Feistel schemes, were
investigated in ,[4],[8]. An unbalanced Feistel scheme over {0, 1}n, for k ≥ 2 and
� = n/k, is a generalisation of the original scheme, where the URF’s in each
round are unbalanced, i.e. {0, 1}(k−1)� → {0, 1}�. For k = 2 one gets the original
Feistel scheme. In [8] the security of those schemes (where the number of rounds
is k + 2) up to 2n(1−1/k)/2 queries is shown.5 We approach the same bound (for

2 This upper bound can be seen as follows: The internal randomness of Ψr
2n are the r

function tables for the URF’s, each containing n2n bits. The entropy of an output
of a URP on 2n bits is log(22n) = 2n bits for the first, log(22n − 1) for the second
output and so on, which is more that n for the first 22n − 2n queries. So after r2n

(this is in O(2n) for any fixed r) queries the entropy of the output of a URP is larger
than the entropy in Ψr

2n, and thus a computationally unbounded distinguisher exists.
3 We use that k2

22n−2 + kr+1

2r(n−3)−1 ∈ O
(
kr+1/2rn

)
, and this is in O(1) if k is in the

order of 2n(1− 1
r+1 ).

4 If 6 does not divide r + 1, then this must be replaced by c < 1− 1/(� r+1
6 �+ 1).

5 This bound is basically the birthday bound for the URF’s used, and thus the square
root of the information theoretic upper bound O(2n(1−1/k)) for this construction.
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a permutation over the same domain {0, 1}n) for the original Feistel scheme (i.e.
fixed k = 2) as the number of rounds is increased.

Another line of research concentrated on schemes where the number of dif-
ferent PRF’s used in the construction is minimised (see [12],[9]). Knudsen [3]
considered a different settings where the functions are not URF’s but chosen
from a family of size 2k.

A generic way to strengthen the security of random permutations was given
by Vaudenay [14] who showed that the advantage (for computationally unlimited
distinguishers) in distinguishing a cascade of independent random permutations
from a URP is basically only the product of the advantages of distinguishing
each random permutation separately.

1.4 Organisation of the Paper

The proof of our main theorem is based on the framework of [7]; the required
definitions and results from [7] are summarised in Section 2. In Section 3 we
propose a new lemma which reduces the task of upper bounding the indistin-
guishability of a random permutation from a URP by adaptive combined chosen
plaintext/ciphertext strategies, to the task of upper bounding the probability
that a non-adaptive chosen plaintext only strategy succeeds in provoking some
event. In Section 4 we first give a formal definition of the (many-round) Luby-
Rackoff construction and then state the main theorem (Section 4.1). An outline
of the proof is given in Section 4.2. The full proof is shown in Section 5. Section
6 summarises some conclusions.

2 Indistinguishability of Random Systems

This section summaries some definitions and results from [7], sometimes in a less
general form. We also propose two simple new lemmas.

2.1 Notation

We denote sets by capital calligraphic letters (e.g. X ) and the corresponding cap-
ital letter X denotes a random variable taking values in X . Concrete values for
X are usually denoted by the corresponding small letter x. For a set X we denote
by X k the set of ordered k-tuples of elements from X . Xk = (X1, X2, . . . , Xk)
denotes a random variable taking values in X k and a concrete value is usually
denoted by xk = (x1, x2, . . . , xk).

Because we will consider different random experiments where the same ran-
dom variables appear, we extend the standard notation for probabilities (e.g.
PV (v),(PV |W (v, w)) by explicitly writing the random experiment E considered
as a superscript, e.g. PEV (v). Equivalence of distributions means equivalence on
all inputs, i.e.

PE1V = PE2V ⇐⇒ ∀v ∈ V : PE1V (v) = PE2V (v)

If a denotes the event that a random variable A takes some specific value, say
a ⇐⇒ A = 1, then we write PEa to denote PEA(1).
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2.2 Random Automata and Random Systems

A central concept in the framework are systems, which take inputs (or queries)
X1, X2, . . . ∈ X and generate, for each new input Xi, an output Yi ∈ Y. Such a
system can be deterministic or probabilistic, and it can be stateless or contain
internal memory. A stateless deterministic system is simply a function X → Y.

Definition 1 A random function X → Y (random permutation on X ) is a ran-
dom variable which takes as values functions X → Y (permutations on X ). A
deterministic system with state space Σ is called an (X ,Y)-automaton and is de-
scribed by an infinite sequence f1, f2, . . . of functions, with fi : X ×Σ → Y ×Σ,
where (Yi, Si) = fi(Xi, Si−1), Si is the state at time i, and an initial state S0 is
fixed. An (X ,Y)-random automaton F is like an automaton but fi : X×Σ×R →
Y×Σ (where R is the space of the internal randomness), together with a proba-
bility distribution over R×Σ specifying the internal randomness and the initial
state.6

Definition 2 A uniform random function (URF) R : X → Y (A uniform ran-
dom permutation (URP) P on X ) is a random function with uniform distribution
over all functions from X to Y (permutations on X ). Throughout, the symbols
P and R are used for the systems defined above.

A large variety of constructions and definitions in the cryptographic literature
can be interpreted as random functions, including pseudo-random functions. The
more general concept of a (stateful) random system is considered because this
is just as simple and because distinguishers can also be modelled as random
systems.

The observable input-output behaviour of a random automaton F is referred
to as a random system. In the following we use the terms random automaton
and random system interchangeably when no confusion is possible.

Definition 3 An (X ,Y)-random system F is an infinite7 sequence of conditional
probability distributions PF

Yi|XiY i−1 for i ≥ 1. Two random automata F and G
are equivalent, denoted F ≡ G, if they correspond to the same random system,
i.e., if PF

Yi|XiY i−1 = PG
Yi|XiY i−1 for i ≥ 1 or, equivalently, PF

Y i|Xi = PG
Y i|Xi for

i ≥ 1.

2.3 Monotone Conditions for Random Systems

In the sequel it will be very useful to consider conditions defined for a random
system F. Loosely speaking, a random system F with a conditionA, denoted FA,
is the random system F, but with an additional binary output A1, A2, . . ., where
Ai = 1 means that the condition holds after the ith query to F. Throughout we
will only consider monotone conditions, this is to say that if a condition fails to
hold at some point, it never hold again.
6 F can also be considered as a random variable taking on as values (X ,Y)-automata.
7 Random systems with finite-length input sequences could also be defined.
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Definition 4 Let F be any (X ,Y)-random system. We use the notation FA to
denote a (X , {0, 1}×Y)-random system (FA is defined the sequence of distribu-
tions PFA

AiYi|XiY i−1Ai−1 where Ai ∈ {0, 1}) for which the following holds:

PFA
Yi|XiY i−1 = PF

Yi|XiY i−1 for i ≥ 1

This simply says, that if we ignore the Ai’s in FA, we get a random system
which is equivalent to F. Moreover the Ai’s are monotone, this is to say that
(Ai = 0) ⇒ (Aj = 0) for j > i or equivalently (Ai = 1) ⇒ (Aj = 1) for j < i.
To save on notation we will denote an event Ai = 1 by ai and Ai = 0 by ai. “Ai

holds” means Ai = 1.

One way to define a random system FA is to explicitly give a distribution as in
Definition 4. If F is given as a a description of a random automaton one can also
define a “natural” condition directly on the random automaton.

As an example consider the random automaton Ψr
2n as described in the intro-

duction. The evaluation of Ψr
2n requires the evaluation of the r internal URF’s.

Let jU� denote the input to the URF in round j in the �th query (i.e. as Ψr
2n is

queried with X�). Now we could for example define a condition A for Ψr
2n such

that Ai holds if, for some fixed j, all the jU� are distinct for 1 ≤ � ≤ i. The proof
of our main theorem will require a (more complicated) condition of this kind.

We will now define what we mean by equivalence of random systems with
conditions.

Definition 5 FA � GB means

PFA
aiYi|Xiai−1Y i−1 = PGB

biYi|Xibi−1Y i−1 (1)

or, equivalently, PFA
aiY i|Xi = PGB

biY i|Xi for all i ≥ 1.

So FA � GB if the systems are defined by the same distribution whenever
the condition holds, i.e. for all xi, yi : PFA

AiY i|Xi(1, yi, xi) = PGB
BiY i|Xi(1, yi, xi).

However, if the condition does not hold, we may have PFA
AiY i|Xi(0, yi, xi) 
=

PGB
BiY i|Xi(0, yi, xi).

2.4 Distinguishers for Random Systems

We consider the problem of distinguishing two (X ,Y)-random systems F and
G by means of a computationally unbounded, possibly probabilistic adaptive
distinguisher algorithm (or simply distinguisher) D asking at most k queries,
for some k. The distinguisher generates X1 as an input to F (or G), receives
the output Y1, then generates X2, receives Y2, etc. Finally, after receiving Yk, it
outputs a binary decision bit. More formally:

Definition 6 A distinguisher for (X ,Y)-random systems is a (Y,X )-random
system D together with an initial value X1 ∈ X , which outputs a binary decision
value Ek after some specified number k of queries to the system. By D � F we
denote the random experiment where D is querying F.
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Throughout we will only consider distinguishers who never ask the same query
twice. For bidirectional permutations (see Definition 11) we additionally require
that distinguishers do not query with a Yi (Xi) when they already received Yi

(Xi) on a query Xj (Yj) for a j < i. Because we will only apply distinguishers
to stateless systems (e.g. random permutations), this can be done without loss
of generality. Such queries yield no information and thus there always is an an
optimal distinguisher (see definition below) who never makes such queries.

Definition 7 The maximal advantage, of any adaptive distinguisher D issuing
k queries, for distinguishing F and G, is

∆k(F,G) := max
D

∣∣PD�F(Ek)− PD�G(Ek)
∣∣ .

A distinguisher that achieves the above maximum is called an optimal distin-
guisher for F and G.

We now consider a distinguisher D (according to the view described above)
which queries a system FA and whose aim it is to make A fail, making k queries
to FA (i.e. to provoke the event ak).

Definition 8 For a random system FA, let

ν(FA, ak) := max
D

PD�FA
(ak)

be the maximal probability, for any adaptive distinguisher D, of provoking ak

in F. A distinguisher that achieves the above maximum is called an optimal
provoker for ak in F. Moreover, let

µ(FA, ak) := max
xk

PFA
ak|Xk(xk)

be the maximal probability of any non-adaptive distinguisher in provoking ak.

The following proposition (Theorem 1 from [7]) states that, for two random
systems F and G, we can upper bound ∆k(F,G) by ν(FA, ak) or ν(GB, bk) if
there is any FA and GB such that FA � GB.

Proposition 1 If FA � GB then ∆k(F,G) ≤ ν(FA, ak) = ν(GB, bk). More-
over, µ(FA, ak) = µ(GB, bk).

2.5 Some Useful Propositions and Definitions

Definition 9 The cascade of an (X ,Z)-random permutation E and a (Z,Y)-
random permutation F, denoted EF, is the (X ,Y)-random permutation defined
as applying E to the input sequence and F to the output of E.

For EA and FB (where E and F are as above), the (X ,Y × {0, 1}2)-random
system EAFB can be defined naturally.8 EAFB � GCHD means PEAFB

aibiY i|Xi =

PGCHD
cidiY i|Xi , i.e., equivalence of the distributions if both conditions hold.

8 Formally PEAFB
AiBiY i|Xi =

∑
Zi PEA

AiZi|XiPFB
BiY i|Zi .
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Lemma 1 If EA � GC and FB � HD then EAFB � GCHD.

Proof. Let X and Z (Z and Y ) denote the input and output of the first (second)
permutation in the cascade. For any xi and yi we have

PEAFB
aibiY i|Xi(yi, xi) =

∑
zi∈Zi

PEA
aiZi|Xi(zi, xi)PFB

biY i|Zi(yi, zi) =

∑
zi∈Zi

PGC
ciZi|Xi(zi, xi)PHD

diY i|Zi(yi, zi) = PGCHD
cidiY i|Xi(yi, xi).

For any zi ∈ Zi, equality of the first (second) factor in the sums of the second
and third term above holds because we have EA � GC (FB � HD). �

The following proposition (Theorem 2 from [7]) states, that if the probability of
ai (i.e. Ai = 1), conditioned on ai−1, X

i and Y i−1, does not depend on Y i−1

(which is the output seen so far), then adaptive strategies are no better than
non-adaptive ones in making A fail.

Proposition 2 If PFA
ai|Xiai−1Y i−1 = PFA

ai|Xiai−1
, then ν(FA, ak) = µ(FA, ak).

Definition 10 For a random permutation Q, the inverse is also a random per-
mutation and is denoted by Q−1. If the (X ,Y × {0, 1})-random system QA is
defined, the (Y,X × {0, 1})-random system QA−1 can be defined naturally: Let

PQA−1

AiXi|Y i = PQ−1

Xi|Y iP
QA

Ai|XiY i , i.e., we let PQA−1

Ai|XiY i

def= PQA

Ai|XiY i .

Definition 11 For an X -random permutation Q, let 〈Q〉 be the bidirectional
permutation9 Q with access from both sides (i.e., one can query both Q and
Q−1). More precisely, 〈Q〉 is the random function X × {0, 1} → X defined as
follows:

〈Q〉(Ui, Di) =
{

Q(Ui) if Di = 0
Q−1(Ui) if Di = 1 .

If QA is defined, 〈QA〉 can also be defined naturally: Let Vi := 〈Q〉(Ui, Di), and
let Xi and Yi be the i-th input and output of Q (i.e., if Di =0, then Xi =Ui and
Yi =Vi, and if Di =1, then Yi =Ui and Xi =Vi). Now we let P〈Q

A〉
Ai|XiY i

def= PQA

Ai|XiY i .

The proposition below is Lemma 10 (iii) from [7].

Proposition 3 FA � GB ⇐⇒ 〈FA〉 � 〈GB〉.
We will also need the following

Lemma 2 ν(〈PCPD−1〉, ck ∨ dk) ≤ ν(〈PCP−1〉, ck) + ν(〈PPD−1〉, dk).

Proof. Consider D, the optimal provoker for ck ∨ dk in 〈PCPD−1〉. D can be
used to provoke ck resp. dk separately (though here it may not be optimal), the
lemma now follows by application of the union bound and the observation that
using optimal provokers for ck resp. dk can only increase the success probability.

�

9 This definition is motivated by considering a block cipher which, in a mixed chosen-

plaintext and chosen-ciphertext attack, can be queried from both sides.
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3 Cascades of Two Random Permutations

Consider a cascade of two independent URP’s (recall by the symbol P we denote
a URP) where a condition C is defined on the first URP. Eq. (2) from Lemma 3
states that making C fail is equally hard for adaptive distinguishers which may
access the cascade from both sides as for an non-adaptive distinguishers who
may access the URP (on which C is defined) only from one side.

Lemma 3
ν(〈PCP−1〉, ck) = ν(PCP−1, ck) = µ(PC , ck) (2)

ν(〈PPD
−1〉, dk) = ν(PDP−1, dk) = µ(PD, dk). (3)

Proof. We first show that

ν(PCP, ck) = µ(PCP, ck) = µ(PC , ck). (4)

Here PPCP
ci|Xici−1Y i−1 = PPCP

ci|Xici−1
holds because C is defined on the first P in the

cascade, but Y i−1 gives no information (is independent) of the output of the
first P. The first step now follows from Proposition 2. The last step is trivial.

We now prove (2). Consider an optimal provoker D for ck in 〈PCP−1〉. Let
Zi denote the random variable denoting the value appearing between the two
P’s in the ith query. D may query either PCP−1 or PPC−1, a query to the latter
results in a uniform random10 Zi and thus also a uniform random value at the
input to PC , we see that querying PPC−1 can be no better to provoke ck than
querying PCP−1 with a random value, thus there always is an optimal provoker
for ck which never chooses to query PPC−1 and the first step of (2) follows. The
second step follows from (4) using P ≡ P−1. Eq.(3) follows by symmetry. �


Lemma 4 Let F and G be random permutations and let P be the uniform ran-
dom permutation on the same domain as F and G. If there are any FA,PC ,GB

and PD such that FA � PC and GB � PD holds, then11

∆k(〈FG−1〉, 〈P〉) ≤ µ(PC , ck) + µ(PD, dk). (5)

Proof. The first step below uses the simple fact that PP−1 ≡ P, the second
step below follows from Proposition 1 using FAG−1B � PCPD−1, which follows
from Lemma 1. The fourth step follows from Lemma 2.

∆k(〈FG−1〉, 〈P〉) = ∆k(〈FG−1〉, 〈PP−1〉) ≤
ν(〈PCPD−1〉, ck ∧ dk) = ν(〈PCPD−1〉, ck ∨ dk) ≤

ν(〈PCP−1〉, ck) + ν(〈PPC
−1〉, dk) = µ(PC , ck) + µ(PD, dk).

The last step follows from Lemma 3. �

10 Meaning uniform random in Z \ {Z1, . . . , Zi−1}, see the comment at the end of

Definition 6.
11 Note that by Proposition 1 we have µ(PC , ck) = µ(FA, ak) and µ(PD, dk)+µ(FB, bk),

so one could also write the second term of (5) as µ(FA, ak) + µ(FB, bk).
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Corollary 1 If FA � PC then ∆k(〈FF−1〉, 〈P〉) ≤ 2µ(PC , ck), where the two
F’s in the cascade FF−1 must be independent.

Note that with this corollary we have reduced the problem of upper bounding
the indistinguishability of a cascade FF−1 of two random permutations from P
by any adaptive strategy who may access the cascade from both sides to the task
of finding a FA and a PC such that FA � PC and upper bounding µ(P, ck), i.e.,
the maximal probability of making C fail in P by any non-adaptive strategy who
may access the permutation only from one side.

4 The Main Theorem

In Section 4.1 we give a formal definition of the (many-round) Luby-Rackoff
construction and state the main theorem. In Section 4.2 an outline of the proof
is given. The full proof is given in Section 5.

4.1 Statement of the Main Theorem

We denote by I� the set {0, 1}� of bit-strings of length �. For a random permu-
tation (random function) Q� the subscript denotes that it is a permutation on
I� (a function I� → I�).

Definition 12 For n ∈ N, let12 ψ(Rn) be the Feistel-permutation on I2n defined
by ψ(Rn)(L,R) def= (R,L ⊕ Rn(R)), where L,R ∈ In. By Ψr

2n we denote the
permutation which is defined as a cascade of r permutations ψ(Rn), where the
Rn are all independent.

Our main theorem states that

Theorem 1

∆k

(
〈Ψ6r−1

2n 〉, 〈P2n〉
)
≤ k2

22n−2 +
kr+1

2r(n−3)−1 .

4.2 Outline of the Proof

In this section we will see how the results from Sections 2 and 3 can be used
to upper-bound the indistinguishability of any random permutation (and Ψr

2n in
particular) from a URP. We stress here that all statements in those sections are
about random systems, hence also about any particular realisation as random
automata. Below we will also need the following simple

Lemma 5

∆k

(
〈Ψr

2n(Ψr
2n)−1〉, 〈P2n〉

)
= ∆k

(
〈Ψ2r−1

2n 〉, 〈P2n〉
)
.

12 Recall that the symbol R denotes a URF.
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Proof. Let Π(L,R) def= (R,L), i.e. Π simply exchanges the right and left half
of the input. We have (Ψr

2n)−1 ≡ ΠΨr
2nΠ, with this and Ψ1

2nΠΨ
1
2n ≡ Ψ1

2n,
which holds because the XOR of two independent URF’s is again a URF, we
get Ψr

2n(Ψr
2n)−1 ≡ Ψr−1

2n Ψ1
2nΠΨ

1
2nΨ

r−1
2n Π ≡ Ψ2r−1

2n Π. This and P2n ≡ P2nΠ
proves the first step of ∆k

(
〈Ψr

2n(Ψr
2n)−1〉, 〈P2n〉

)
= ∆k

(
〈Ψ2r−1

2n Π〉, 〈P2nΠ〉
)

=
∆k

(
〈Ψ2r−1

2n 〉, 〈P2n〉
)
, the second step is trivial. �


Our aim is to upper-bound ∆k(〈Ψr
2n〉, 〈P2n〉). With Propositions 1 and 3 this can

be done as follows: Define some random automata F and G such that F ≡ Ψr
2n

and G ≡ P2n. Then define conditionsA and B on F and G respectively, such that
FA � GB and prove an upper bound ε(k, r, n) for ν(〈GB〉, bk) (or ν(〈FA〉, ak),
which is the same). It follows that ∆k(〈Ψr

2n〉, 〈P2n〉) ≤ ε(k, r, n).
With Corollary 1 we can bypass the task of upper bounding ν(〈GB〉, bk) and

give an upper bound ε′(k, r, n) for µ(GB, bk) instead.13 Then, using Lemma 5 in
the first and Corollary 1 in the second step, we get

∆k(〈Ψ2r−1
2n 〉, 〈P2n〉) = ∆k(〈Ψr

2n(Ψr
2n)−1〉, 〈P2n〉) ≤ ε′(k, r, n).

Note that the price we payed for this simplification is that our bound now applies
for Feistel-permutations with 2r − 1 instead of r rounds. This is basically the
idea underlying the proof of the main theorem. Though in the proof the two
random automata F and G (as discussed above) are not defined separately,
we only give one random automaton H with two outputs, where the random
system H is equivalent to14 Ψ3r

2n or P2n if we ignore the right or left output of
H, respectively. For this H, a condition M is given such that the two outputs
of HM have the same distribution whenever the condition holds.

5 Proof of the Main Theorem

In this section we propose three lemmas used in the proof (as outlined in the
previous section) of our main theorem. The proof itself is given at the end of
this section.

For the sequel fix any r ∈ N and n ∈ N, and let H denote the (X ,Y × Z)-
random automaton (where X = Y = Z = I2n

def= {0, 1}2n) as shown in Figure 1.
Let HL (HR) be equivalent to H, but where the output is only the left (right)
half of the output of H.

H is constructed by combining a P2n and a Ψ3r
2n (the two Ψ3r

2n’s drawn in
the figure are one and the same). In H, the output Yi × Zi on the ith query Xi

is determined as follows: Ψ3r
2n is queried with Xi, this gives Yi. The Xi is also

applied to P2n to get a value X̃i. Then Ψ3r
2n is queried with X̃i which gives the

Zi.
13 This is likely to be much easier because we need to consider only non-adaptive chosen-

plaintext strategies instead of adaptive combined chosen plaintext and ciphertext
strategies.

14 for technical reasons, we will need the number of rounds to be a multiple of 3 here
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0V�

1V�

2V�

3V�

3rV�
3r+1V�

0W�

1W�

2W�

3W�

3rW�
3r+1W�

0S�

1S�

P2n

X�

X̃�

Y� Z�

Fig. 1. The random automaton H. The labelling refers to the random variables as
used in Section 5. On input X�, Ψ3r

2n is invoked twice, once with X� and once with X̃�.
Ψ3r

2n and P2n are independent, and also all 3r URF’s are independent. Note that in the
figure the two Ψ3r

2n permutations are one and the same, i.e., URF’s at the same level
are identical.

Lemma 6 HL ≡ Ψ3r
2n and HR ≡ P2n.

Proof. HL ≡ Ψ3r
2n can be seen directly from the definition of HL. We have

HR ≡ P2nΨ
3r
2n ≡ P2n since the cascade of a URP with any other permutation

(which is independent of the URP) is again a URP. �


Consider H being queried with some xk = {x1, . . . , xk} ∈ X k. The �th query
x� results in two invocations of Ψ3r

2n, once with x� and once with X̃�, where X̃�

is the random variable denoting the output of P2n on input x� (cf. Fig. 1). A
query to Ψ3r

2n results in one query to every of the 3r URF’s. Let jV� denote the
input to the jth URF when queried with x� and let jW� denote the input to the
jth URF when queried with X̃�.

After k queries we say that an input jV� resp. jW� is unique (and we denote
this event by jτ� resp. j τ̃�) if the jth URF was invoked only once with jV� resp.
jW�, i.e., for 1 ≤ i ≤ k and 1 ≤ j ≤ 3r we define

jτ� ⇐⇒ (∀i, i 
= � : jV� 
= jVi) ∧ (∀i : jV� 
= jWi)

j τ̃� ⇐⇒ (∀i, i 
= � : jW� 
= jWi) ∧ (∀i : jW� 
= jVi).
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By qξ� we denote the event that 3q+2V�, 3q+3V�, 3q+2W� and 3q+3W� are all unique,
i.e, for 0 ≤ q ≤ r − 1:

qξ� ⇐⇒ 3q+2τ� ∧ 3q+3τ� ∧ 3q+2̃τ� ∧ 3q+3̃τ�.

By λ� we denote the event that qξ� holds for some q, 0 ≤ q ≤ r − 1:

λ� ⇐⇒
r−1∨
q=0

qξ�.

We can now define our monotone condition M for H.

Definition 13 The condition M for H is defined as (Recall that mk denotes
the event that Mk = 1):

mk ⇐⇒
k∧

�=1

λ� ⇐⇒
k∧

�=1

r−1∨
q=0

3q+2τ� ∧ 3q+3τ� ∧ 3q+2̃τ� ∧ 3q+3̃τ�. (6)

So after HM has been queried with k inputs x1, . . . , xk, the condition Mk holds
if the following holds for i = 1, . . . , k: There is an index q such that the four
values that appear as the input to the URF’s in the consecutive rounds 3q+2 and
3q + 3, when Ψ3r

2n is queried with xi and X̃i, are unique. In the proof of Lemma
8 we will use this fact to show that the right and left part of the output of HM

has the same distribution whenever the condition holds, i.e., HML � HMR . But
first we give an upper bound on the probability of any non-adaptive strategy,
making at most k queries, in provoking the event mk (i.e. Mk = 0).

Lemma 7

µ(HM,mk) def= max
xk∈Xk

PH
mk|Xk(xk) ≤ k2

22n−1 +
kr+1

2r(n−3) .

Proof. Consider any xk ∈ X k (in particular the one maximising the second term
in the lemma). Throughout the proof, all probabilities are in the random exper-
iment where H is queried with xk. So for example P[mk] denotes PH

mk|Xk(xk).

To establish the lemma, we must show that P[mk] ≤ k2

22n−1 + kr+1

2r(n−3) .
Let γk denote the event (defined on H after k queries) which holds if and

only if xk and X̃k have no elements in common (i.e. all elements in xk
⋃
X̃k are

distinct)15. The birthday bound gives us

P[γk] =
k−1∏
i=0

(
1− k + i

22n

)
≥ 1− k2

22n−1 . (7)

We will now upper bound P[mk|γk]. In order to do so it helps to think of Ψ3r
2n as

a cascade of r blocks, each a Ψ3
2n permutation. For 0 ≤ q ≤ r − 1 let

qS
def= ((3q+1V1, 3qV1), ..., (3q+1Vk, 3qVk), (3q+1W1, 3qW1), ..., (3q+1Wk, 3qWk))

15 The xk are all distinct, see comment after Definition 6.
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denote the values appearing on the input to the q + 1th block on input xk and
X̃k (here 0V� and 0W� are as in figure 1). Let qS denote the set of values qS may
take on. Next we prove that, for any � : 1 ≤ � ≤ k, h ∈ {2, 3} and any possible
qs ∈ qS

P[¬3q+hτ�|γk, qS = qs] ≤
2k
2n

and P[¬3q+hτ̃�|γk, qS = qs] ≤
2k
2n
. (8)

Let qsj denote the jth element in qs (e.g. 0s1 = {1v1, 0v1}) and let qs
L
j and qs

R
j

denote the left and right part of qsj . We will only prove the first statement for
h = 2, the other cases are similar. The probability that ¬3q+2τ�, conditioned
on qS = qs, is the probability that there is a t 
= �, 1 ≤ t ≤ 2k, such that
f(qs

L
� ) ⊕ qs

R
� = f(qs

L
t ) ⊕ qs

R
t , where f is a URF. This is at most 2k

2n if all the
2k elements in qs are distinct, which is the case because we condition on γk.16

Now for any �, q and qs ∈ qS we get (using the union bound in the first and (8)
in the second step)

P[¬qξ�|γk, qS = qs] ≤
∑

τ∈{3q+2τ�,3q+3τ�,3q+2τ̃�,3q+3τ̃�}
P[¬τ |γk, qS = qs] ≤

8k
2n

=
k

2n−3 . (9)

The reason we introduced qS is that, conditioned on qS, the probability of any
event defined on the last 3r − q rounds of Ψ3r

2n does not depend on any event
defined on the 3q first rounds of Ψ3r

2n. The reason is that all rounds (random
functions) are independent, and every interaction between the first 3q and the
last 3q−r rounds is captured by qS (which specifies all values exchanged between
round 3q and round 3q + 1). Let qκ be any event defined on the 3q first rounds
of Ψ3r

2n. By the above argument for any qs ∈ qS,

P[¬qξ�|γk, qS = qs, qκ] = P[¬qξ�|γk, qS = qs]. (10)

For 0 ≤ q ≤ r − 1 let qκ
def=
∧q−1

t=0 ¬tξ�. Now

P[¬λ�|γk] = P[
r−1∧
q=0

¬qξ�|γk] =
r−1∏
q=0

P[¬qξ�|γk, qκ] = (11)

r−1∏
q=0

∑
qs∈qS

P[qS = qs|γk, qκ]P[¬qξ�|γk, qS = qs, qκ] ≤
(

k

2n−3

)r

=
kr

2r(n−3) .

In the fourth step above we used P[¬qξ�|γk, qS = qs, qκ] = P[¬qξ�|γk, qS = qs] ≤
k

2n−3 , which follows from (10) and (16). Now using the union bound in the third
and (11) in the fourth step below, we obtain
16 Consider any t �= �. If qs

L
t = qs

L
� , then qs

R
t �= qs

R
� (because {qsL

t , qs
R
t } �= {qsL

� , qs
R
� })

and thus f(qs
L
� )⊕ qs

R
� �= f(qs

L
t )⊕ qs

R
t . If qs

L
t �= qs

L
� , then P[f(qs

L
� )⊕ qs

R
� = f(qs

L
t )⊕

qs
R
t ] = 1/2n. With the union bound we now get that the probability that f(qs

L
� )⊕

qs
R
� = f(qs

L
t )⊕qs

R
t for any of the 2k−1 possible t �= �, is at most (2k−1)/2n ≤ 2k/2n.
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P[mk|γk] = P
[
¬

k∧
�=1

λ�|γk

]
= P

[ k∨
�=1

¬λ�|γk

]
≤

k∑
�=1

P[¬λ�|γk] ≤ k kr

2r(n−3) (12)

And finally, using (7) and (12) in the last step, we get

P[mk] = P[mk,¬γk] + P[γk]P[mk|γk]︸ ︷︷ ︸
P[mk,γk]

≤ P[¬γk] + P[mk|γk] ≤ k2

22n−1 +
kr+1

2r(n−3) .

�

Lemma 8

HML � HMR .

Proof. We will show that for all k and all xk, g′, g′′ ∈ Ik
2n we have

PHM
mkY kZk|Xk(g′, g′′, xk) = PHM

mkY kZk|Xk(g′′, g′, xk). (13)

If we sum the two terms above over all g′′, we see that (13) implies that for all
xk, g′ ∈ Ik

2n

PHM
L

mkY k|Xk(g′, xk) = PHM
R

mkZk|Xk(g′, xk) (14)

holds. Note that this is exactly the statement of the lemma.
The space of internal randomness for H (see Definition 1) consists of the func-

tion tables for the 3r Rn’s which build Ψ3r
2n (each uniform random in {0, 1}n2n

)
and a number uniform random between 1 and 22n! defining one possible per-
mutation on {0, 1}2n. Thus the internal randomness of H is an element chosen
uniformly random in R def= {0, 1}3rn2n × [1, 22n!].

Let R(xk, g′, g′′) ⊂ R be such that iff the internal randomness of H is ρ ∈
R(xk, g′, g′′), then the system will output (g′, g′′) on input xk and Mk will hold
(note that Mk is determined by xk and ρ). With this we can write (13) as

|R(xk, g′, g′′)|
|R| =

|R(xk, g′′, g′)|
|R| . (15)

We will prove (15) by showing a bijection between the sets R(xk, g′, g′′) and
R(xk, g′′, g′), which implies that they have the same cardinality.

Consider H with internal randomness ρ ∈ R(xk, g′, g′′) was queried with
xk. Let V,W and X̃ be as defined before Definition 13. Note that V,W, X̃ are
determined by ρ and xk, we use the corresponding small letters to denote the
values taken by V,W and X̃. Also all 3r URF’s are deterministic functions when
ρ is fixed, we denote the function in the jth round by fj .

Let α1, . . . , αk be such that 3α�+2τ� ∧3α�+3 τ� ∧3α�+2 τ̃� ∧3α�+3 τ̃� for � =
1, . . . , k. By (6) and the fact that Mk holds, such α1, . . . , αk exist. If there are
several possibilities for α� then let it be, say, the smallest possible value. Note
that for 1 ≤ � ≤ k, ρ defines the following relations:

f3α�+2(3α�+2v�) = 3α�+1v� ⊕ 3α�+3v� f3α�+2(3α�+2w�) = 3α�+1w� ⊕ 3α�+3w�

f3α�+3(3α�+3v�) = 3α�+2v� ⊕ 3α�+4v� f3α�+3(3α�+3w�) = 3α�+2w� ⊕ 3α�+4w�
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Let φxk(ρ) be a transformation on ρ which for 1 ≤ � ≤ k changes the function
table of f3α�+2 resp. f3α�+3 on inputs 3α�+2v� and 3α�+2w� resp. 3α�+3v� and
3α�+3w� to

f3α�+2(3α�+2v�) = 3α�+1v� ⊕ 3α�+3w� f3α�+2(3α�+2w�) = 3α�+1w� ⊕ 3α�+3v�

f3α�+3(3α�+3w�) = 3α�+2v� ⊕ 3α�+4w� f3α�+3(3α�+3v�) = 3α�+2w� ⊕ 3α�+4v�

Then φxk(ρ) is in R(xk, g′′, g′). To see this, first note that φxk only changes
f3α�+2 and f3α�+3 on inputs that are unique. Consider the two cases where the
internal randomness of H is ρ and φxk(ρ) respectively. On input x�, jv� and jw�

are equal for j ≤ 3α� + 2 in both cases, this is because for j ≤ 3α� + 1 the
input/output behaviour of the internal functions fj on inputs jv� and jw� is not
affected by φxk . With (3α�+1v�, 3α�+2v�) and (3α�+1w�, 3α�+2w�) being equal in
both cases, we see by the definition of φxk(ρ) that the values (3α�+3v�, 3α�+4v�)
and (3α�+3w�, 3α�+4w�) are exchanged in both cases. With this also all jv� and jw�

are exchanged for all j ≥ 3α�+4 (φxk does not affect the input/output behaviour
of the internal functions fj on inputs jv� and jw� for j ≥ 3α� +4), so the outputs
g′� and g′′� are also exchanged for all 1 ≤ � ≤ k, and thus φxk(ρ) ∈ R(xk, g′′, g′).

Finally note that φxk(φxk(ρ)) = ρ, thus φxk is a bijection (actually even an
involution) between R(xk, g′, g′′) and R(xk, g′′, g′), and hence |R(xk, g′, g′′)| =
|R(xk, g′′, g′)|. �


Proof (of Theorem 1). There is a random automaton H (cf. Figure 1) with
two outputs such that HL ≡ Ψ3r

2n and HR ≡ P2n (Lemma 6). Here HL and
HR denote H, but where only the right and left half, respectively, is seen at
the output. There is a condition M defined for H (Definition 13) such that
HML � HMR (Lemma 8) and µ(HM,mk) ≤ k2

22n−1 + kr+1

2r(n−3) (Lemma 7). With
Corollary 1 and the observation that17 µ(HMR ,mk) = µ(HM,mk) we now get

∆k

(
〈Ψr

2n(Ψr
2n)−1〉, 〈P2n〉

)
≤ k2

22n−2 +
kr+1

2r(n−3)−1

and the theorem follows with Lemma 5. �


6 Conclusions

In this paper we showed that the number of queries needed to distinguish a uni-
form random permutation (URP) from Ψr

2n (the r-round Feistel-permutation
with independent uniform random functions) by any computationally un-
bounded adaptive distinguisher making combined plaintext/ciphertext queries,
approaches the information theoretic upper-bound O(2n), as r is increased.

The proof of our main theorem is based on the framework of [7]. In this frame-
work, for our case, one must define two random automata with the input/output
17 In the non-adaptive case it does not matter how much of the output the distinguisher

can see.
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behaviour of Ψr
2n and a URP, respectively. Then one must give a condition for

each automaton, such that both have the same input/output behaviour as long
as the condition holds. The expected probability of any distinguisher (as above)
making k queries, in making this condition fail, is now an upper bound for the
advantage of any distinguisher (as above) in distinguishing Ψr

2n from a URP.
We proposed a new result (Lemma 4, see also Corollary 1) which reduces the

arising problem of upper bounding the probability of any adaptive distinguisher
making combined chosen plaintext/ciphertext queries in making the condition
fail, to the case where one only has to consider a distinguisher making non-
adaptive chosen plaintext queries. This lemma is generic and can be applied to
any random permutation, but it comes at a price: The bound now only holds for
a cascade of two of the originally considered random permutations.

We took a new approach in defining the two random automata as discussed
above. Only one random automaton H with two outputs was defined, such that
H has the same input/output behaviour as Ψr

2n or a URP when only the right or
left part of the output is considered. One now must only find a single condition
for H such that the input/output behaviour, when only the left or the right half
of the output is considered, is identical whenever the condition holds. We do
not know how to prove our result without this trick, and think that it could be
useful for the analysis of other systems as well.

Patarin conjectured that the information theoretic upper bound is already
reached if the number of rounds is constant (5 or maybe 6 or 7), this question
is still open. If the conjecture is true, then collision arguments (like “as long as
there is some input that has not appeared yet ... we cannot distinguish”), as
used here and in many other papers, will be too weak as to prove it.18 Maybe
adopting ideas from [1], and arguing about linear independence (like “as long as
some internal inputs are linearly independent...”) would be more successful.

Acknowledgements. We would like to thank Serge Vaudenay for his valuable
comments which helped to improve the presentation of this paper.
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Abstract. Perfectly secret message transmission can be realized with
only partially secret and weakly correlated information shared by
the parties as soon as this information allows for the extraction of
information-theoretically secret bits. The best known upper bound
on the rate S at which such key bits can be generated has been the
intrinsic information of the distribution modeling the parties’, including
the adversary’s, knowledge. Based on a new property of the secret-key
rate S, we introduce a conditional mutual information measure which
is a stronger upper bound on S. Having thus seen that the intrinsic
information of a distribution P is not always suitable for determining
the number of secret bits extractable from P , we prove a different
significance of it in the same context: It is a lower bound on the
number of key bits required to generate P by public communication.
Taken together, these two results imply that sometimes, (a possibly
arbitrarily large fraction of) the correlation contained in distributed in-
formation cannot be extracted in the form of secret keys by any protocol.

Keywords. Information-theoretic security, secret-key agreement, reduc-
tions among primitives, information measures, quantum entanglement
purification.

1 Information-Theoretic Secret-Key Agreement from
Distributed Information

1.1 From Partially Secret Weak Correlations to Perfect Secrecy

The unarguably strongest type of security in cryptography is based on infor-
mation theory (rather than computational complexity theory) and withstands
attacks even by an adversary whose capacities (of both computation and mem-
ory) are unlimited. According to a famous theorem by Shannon [11], such a
high level of security can be achieved only by parties sharing an unconditionally
secret key initially; a result by Maurer [6] states that such a key can, even interac-
tively, not be generated from scratch, i.e., without any prior correlation between
the legitimate partners Alice and Bob that is not completely under control of or
accessible to the adversary (or environment) Eve. The meaning of the previous
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sentence might not be entirely clear; in fact, determining its exact interpretation
is one of this paper’s main concerns.

In [6] and [9], the pessimistic statement that information-theoretic security
is possible only when given information-theoretic security to start with was rel-
ativized by showing that the required prior correlation and privacy can both be
arbitrarily weak, still allowing for the generation of an unconditionally secret key
(and hence unbreakably secure message transmission [13]). This was shown both
in a very general but purely classical scenario, where Alice and Bob share clas-
sical information, as well as in a setting where they start with shared quantum
states and try to generate a “quantum key” (the privacy of which is guaranteed
by the laws of physics).

1.2 State of the Art: Facts and Conjectures

In the classical scenario, the starting point is a probability distribution PXY Z ,
where X, Y , and Z represent Alice’s, Bob’s, and Eve’s pieces of information,
respectively. The intrinsic information between X and Y given Z (the mutual
information shared by Alice and Bob as seen from Eve’s best choice of all pos-
sible points of view), has been shown to be an upper bound to the secret-key
rate (a quantification of Alice and Bob’s ability of generating a secret key by
starting from independent repetitions of the random experiment characterized
by PXY Z). No better bound on this rate has been found so far, and it has even
been conjectured that the two quantities might always be equal [8].

The parallels between the classical and quantum scenarios of information-
theoretic secret-key agreement pointed out in [3], [2], however, suggest that a
well-known phenomenon on the quantum side, called bound entanglement [4], [5],
has a classical counterpart. Bound entanglement is a kind of correlation between
Alice and Bob inaccessible to Eve but nevertheless of no use for generating a
secret (quantum) key. Unfortunately, the existence of such bound information,
which would contradict the mentioned conjecture on the classical side of the
picture, could not be proven so far. We make a significant step towards such
a proof in the present paper by showing that the gap between the intrinsic
information and the secret-key rate can in fact be arbitrarily large.

1.3 Contributions and Outline of This Paper

The contributions of this paper are the following. Based on a new property of
the secret-key rate (Section 3.1), a new conditional information measure, the
reduced intrinsic information, is proposed and shown to be a stronger upper
bound on the secret-key rate (Sections 3.2 and 3.3). The analysis of a particular
class of distributions shows that this new quantity, and hence also the secret-key
rate, can be smaller than the intrinsic information by an arbitrarily large factor;
this is used to prove the existence of the phenomenon of bound information
asymptotically (Section 3.4).

Because of this gap between intrinsic information and the secret-key rate,
one might think that intrinsic information was simply not the right measure to
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be used in this context. This is certainly true in a way, but untrue in another: We
show (in Section 4) that the same intrinsic-information measure is a lower bound
on what we will call “information of formation,” namely the amount of secret-key
bits required to generate a certain distribution by public communication (which
is the inversion of the process of extracting key bits from the distribution). In
Section 4.3, we sketch how to generalize this to a “calculus of secret correlations.”

In the light of Section 4, the results of Section 3 imply that there exist
distributions requiring asymptotically more secret-key bits to be generated than
can be extracted from them. The somewhat counter-intuitive existence of such
a gap has its counterpart on the quantum side: Two important measures for
quantum entanglement [10], namely entanglement of formation on one side and
distillability on the other, can differ by an arbitrary factor (where the former is
always at least as big as the latter).

2 Measuring the Extractable Secret Correlation of a
Distribution

2.1 The Secret-Key Rate

The model of information-theoretic key-agreement by common (classical) infor-
mation has been introduced by Maurer [6] as an interactive generalization of
earlier settings by Wyner [14] and Csiszár and Körner [1]. Alice, Bob, and Eve
are assumed to have access to many independent outcomes of X, Y , and Z,
respectively, where the random experiment is characterized by a discrete prob-
ability distribution PXY Z . The amount of extractable secret correlation of such
a distribution was quantified by the maximal length of a highly secret key that
can be generated by Alice and Bob using public but authenticated two-way
communication.

Definition 1. [6], [7] Let PXY Z be the joint distribution of three discrete ran-
dom variables X, Y , and Z. The secret-key rate S(X;Y ||Z) is the largest
real number R such that for all ε > 0 there exists N0 ∈ N such that for
all N ≥ N0 there exists a protocol between Alice (knowing N realizations
XN := (X1, . . . , XN ) of X) and Bob (knowing Y N ) satisfying the following
conditions: Alice and Bob compute, at the end of the protocol, random variables
SA and SB , respectively, with range S such that there exists a random variable
S with the same range and1

H(S) = log |S| ≥ RN , (1)
Prob [SA = SB = S] > 1− ε , (2)

I(S;CZN ) < ε . (3)

Here, C stands for the entire protocol communication.
1 H and I stand for the usual Shannon entropy and mutual information measures,

respectively. All logarithms in the paper are binary.
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Similar models have been defined for the case where Alice and Bob start with
a shared quantum state instead of classical information and try to generate, by
classical communication, unitary operations on their local quantum systems, and
local measurements, quantum keys, i.e., maximally entangled quantum states.

This paper is concerned with the classical model, but some of its results are
inspired by the parallels between the two settings pointed out in [3]. Although
we will come back to the quantum setting later in the paper in order to illustrate
a further correspondence between the models, it can be fully understood without
any knowledge in quantum physics or quantum information processing.

2.2 Measuring S: Information Bounds and Bound Information

The secret-key rate as a measure of the amount of extractable secret correla-
tion in a distribution has been studied extensively in the literature. The ob-
jective is to express S(X;Y ||Z) = S(PXY Z), which is defined asymptotically
and by a maximization over the set of all possible protocols, in terms of sim-
pler, non-asymptotically defined properties of the distribution PXY Z such as the
information-theoretic quantities I(X;Y ) or I(X;Y |Z).

The following lower bound is a consequence of a random-coding argument
by Csiszár and Körner [1] and states that an initial advantage can be used for
extracting a secret key.

Theorem 1. [1], [6], [7] For any distribution PXY Z , we have

S(X;Y ||Z) ≥ max {I(X;Y )− I(X;Z) , I(Y ;X)− I(Y ;Z)} . (4)

Inequality (4) is not tight: S(X;Y ||Z) can be positive even when the right-hand
side of (4) is negative [6], [9].

The best upper bound on S(X;Y ||Z) known so far is the intrinsic information
I(X;Y ↓ Z) between X and Y , given Z, which is, intuitively, the remaining
mutual information between Alice and Bob after Eve’s choice of her best possible
viewpoint.

Definition 2. [8] Let PXY Z be a discrete probability distribution. Then the
intrinsic conditional mutual information between X and Y given Z is

I(X;Y↓Z) := inf
XY→Z→Z

I(X;Y |Z) .

The infimum in Definition 2 is taken over all Z such that XY → Z → Z
is a Markov chain, i.e., over all channels PZ|Z that can be chosen by Eve for
processing her data. (A recent unpublished result states that if |Z| is finite, then
the infimum is a minimum, taken by a channel PZ|Z which does not extend the
alphabet, i.e., |Z| ≤ |Z|.)

Theorem 2. [8] For any distribution PXY Z , we have

S(X;Y ||Z) ≤ I(X;Y↓Z) . (5)
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The question whether the bound (5) is tight or not has been open. Motivated
by the phenomenon of bound (non-distillable) quantum entanglement, distribu-
tions for which S = 0 holds although I(X;Y ↓Z) is positive are said to have
bound information, but have not been shown to exist. In fact, it has not even
been known whether there exist distributions for which equality does not hold
in (5).

Definition 3. [3] Let PXY Z be such that I(X;Y ↓Z) > 0 but S(X;Y ||Z) = 0
hold. Then PXY Z is said to have bound information.

Let (PXY Z)n = PX(n)Y(n)Z(n) be a sequence of distributions such that

I(X(n);Y(n)↓Z(n)) ≥ c > 0

for all n, but

S(X(n);Y(n)||Z(n))→ 0 if n→∞ .

Then, the sequence (PXY Z)n is said to have asymptotic bound information.

3 A New Bound on the Secret-Key Rate

3.1 The Limited Effect of Adversarial Side Information: A Bit
Harms Just a Bit

The secret-key rate S(X;Y ||Z) is one particular measure for quantifying the
amount of conditional correlation in a distribution. Another, simpler, such mea-
sure is the conditional mutual information I(X;Y |Z). As a preparation for the
rest of this paper, we show that the secret-key rate has an important property in
common with the conditional information, namely that additional side informa-
tion accessible to the adversary cannot reduce the quantity in question by more
than the entropy of this side information. For the conditional information, this
property reads as follows (where X, Y , Z, and U are arbitrary discrete random
variables):

I(X;Y |ZU) ≥ I(X;Y |Z)−H(U) .2 (6)

It is less surprising that this property holds for the secret-key rate than that it
does not hold for the intrinsic information, as we will see in Section 3.2.
2 A stronger version of this inequality is

|I(X; Y |ZU)− I(X; Y |Z)| ≤ H(U)

and implies immediately Shannon’s above-mentioned theorem if we interpret X as
the message, Y as the ciphertext, and U as the key (Z being trivial):

| I(X; Y |U)︸ ︷︷ ︸
=H(X)

− I(X; Y )︸ ︷︷ ︸
=0

| ≤ H(U) .
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Theorem 3. Let X, Y , Z, and U be arbitrary discrete random variables. Then

S(X;Y ||ZU) ≥ S(X;Y ||Z)−H(U) .

Proof. Let R < S(X;Y ||Z). Then there exists, for all ε > 0 and sufficiently
large N , a protocol (with communication C) such that Alice and Bob (knowing
XN and Y N ) end up with SA and SB , respectively, and such that there exists
S satisfying (1), (2), and (3). Let E denote the event SA �= S ∨ SB �= S, let E
be its complement and χE its characteristic random variable, satisfying χE = E
if E occurs and χE = E otherwise. We then have3

H(SA) ≥ H(SA|χE)
≥ PχE (E) ·H(SA|χE = E)
≥ (1− ε) ·H∞(SA|χE = E)
≥ (1− ε)(− log(1/|S|(1− ε)))
= (1− ε)(log |S|+ log(1− ε)) ,

H(SA|SB) ≤ H(SA|SBχE) +H(χE)
≤ PχE (E) log |S|+ h(ε)
≤ ε log |S|+ h(ε) ,

I(SA;CZNUN ) = I(SA;CZN ) + I(SA;UN |CZN )︸ ︷︷ ︸
≤H(UN )

≤ I(S;CZN ) +H(SA|S) +N ·H(U)
≤ ε+ ε log |S|+ h(ε) +N ·H(U) ,

and, because of (1),

I(SA;SB)︸ ︷︷ ︸
H(SA)−H(SA|SB)

− I(SA;CZNUN ) ≥ (R−H(U)−Θ(ε))N

holds for sufficiently large N . According to the bound (4), secret-key agreement
with respect to the new random variables SA, SB , and [CZNUN ] is possible
at a rate S(SA;SB ||CZNUN ) ≥ (R −H(U) − Θ(ε))N . Since N realizations of
(X,Y, [ZU ]) are required to achieve one realization of (SA, SB , [CZNUN ]), we
have

S(X;Y ||ZU) ≥ S(SA ; SB ||CZNUN )/N ≥ R−H(U)−Θ(ε) .

This concludes the proof because ε > 0 and R < S(X;Y ||Z) were arbitrary. �

3 Here, h(p) := −(p log p+(1−p) log(1−p)) is the binary entropy function, and H∞(X)
is the min-entropy of a distribution PX , defined as H∞(X) := − log maxx∈X PX(x).
We make use of the fact that for all X, H∞(X) ≤ H(X) holds.
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3.2 The Intrinsic-Information Bound Is Not Tight

Let us now show the more surprising fact that the intrinsic information does
not have the property studied in the previous section. Clearly, an immediate
consequence will be that equality cannot always hold in (5) since two measures
with different properties cannot be identical.

Let PXY ZU be the following distribution with the ranges X = Y = {0, 1, 2, 3}
and Z = U = {0, 1}.
PXY ZU (0, 0, 0, 0) = PXY ZU (1, 1, 0, 0) = PXY ZU (0, 1, 1, 0) = PXY ZU (1, 0, 1, 0) = 1/8 ,

PXY ZU (2, 2, 0, 1) = PXY ZU (3, 3, 1, 1) = 1/4 .

All the other probabilities are 0. We represent this distribution graphically. (Note
that Z and U are uniquely determined by X and Y .)

X 0 1 2 3
Y

0 1/8 1/8 0 0
1 1/8 1/8 0 0
2 0 0 1/4 0
3 0 0 0 1/4

Z ≡ X + Y (mod 2) if X,Y ∈ {0, 1}
Z ≡ X (mod 2) if X ∈ {2, 3}
U = 
X/2� .

The intuition behind the “weirdness” of this distribution is as follows. Given
that Eve does not know the bit U , she has the additional disadvantage (besides
not knowing this bit, which can hence directly be used as a secret-key bit by
Alice and Bob) not to know how to process the bit Z (i.e., whether to forget
it or not) in order to minimize I(X;Y |Z). This explains both why the intrinsic
information reduces by more than one bit when Eve learns U , as well as why
the secret-key rate is only 1: Eve has the potential to destroy all the correlation
besides U (if only she knew U . . . ).
Lemma 1. For the given distribution, we have

I(X;Y↓Z) = 3/2 , I(X;Y↓ZU) = 0 , and H(U) = 1 .

Proof. We show first I(X;Y↓Z) = 3/2. Let PZ|Z be an arbitrary discrete binary-
input channel, let z ∈ Z, and let p := PZ|Z(z, 0), q := PZ|Z(z, 1). Then the
distribution PXY |Z=z is given by the following table.

X 0 1 2 3
Y

0 p
4(p+q)

q
4(p+q) 0 0

1 q
4(p+q)

p
4(p+q) 0 0

2 0 0 p
2(p+q) 0

3 0 0 0 q
2(p+q)



New Bounds in Secret-Key Agreement 569

We have

I(X;Y |Z = z) = 1 +
1
2

(
1− h

(
p

p+ q

))
+

1
2
h

(
p

p+ q

)
= 3/2 .

Thus, I(X;Y |Z) =
∑

z PZ(z) · I(X;Y |Z = z) = 3/2 . Since the channel was
arbitrary, it follows that I(X;Y↓Z) = 3/2.

We now show that I(X;Y↓ZU) = 0. Consider the following channel PZU |ZU :

PZU|ZU (∆|(0, 0)) = PZU|ZU (∆|(1, 0)) = PZU|ZU (0|(0, 1)) = PZU|ZU (1|(1, 1)) = 1 .

It is easy to check that I(X;Y |ZU) = 0 holds, hence I(X;Y↓ZU) = 0. �

From Lemma 1, combined with Theorem 3, we can immediately conclude
that the given distribution satisfies

I(X;Y↓Z) = 3/2 ,

but

S(X;Y ||Z) ≤ S(X;Y ||ZU) +H(U) ≤ I(X;Y↓ZU) + 1 ≤ 1 . (7)

In fact, equality holds in (7), i.e.,

S(X;Y ||Z) = 1 ,

since the bit called U is a secret-key bit known only to Alice and Bob. We
emphasize that this is the first example of a distribution PXY Z for which it is
known that S(X;Y ||Z) �= I(X;Y↓Z) holds.

Corollary 1. For the given distribution we have

1 = S(X;Y ||Z) < I(X;Y↓Z) = 3/2 .

3.3 A New Information Measure which Is a Stronger Bound on S

A generalization of this reasoning immediately leads to a new conditional infor-
mation measure which bounds the secret-key rate from above.

Definition 4. Let PXY Z be a discrete distribution. Then the reduced intrinsic
information of X and Y given Z, denoted by I(X;Y↓↓Z), is defined by

I(X;Y↓↓Z) := inf
PU|XY Z

(I(X;Y↓ZU) +H(U)) .

The infimum is taken over all conditional probability distributions PU |XY Z .

Lemma 2. The reduced intrinsic information has the following properties. Let
X, Y , Z, and U be arbitrary random variables.

1. I(X;Y↓↓Z) ≤ I(X;Y↓Z) ,
2. I(X;Y↓↓ZU) ≥ I(X;Y↓↓Z)−H(U) .
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Proof.

1. Choose U with H(U) = 0 in Definition 4.
2. Let PXY ZU be a fixed distribution. Then

I(X;Y↓↓Z) = inf
PV |XY Z

(I(X;Y↓ZV ) +H(V ))

≤ inf
PU′|XY (Z,U)

(I(X;Y↓ZUU ′) +H(UU ′)) (8)

≤ inf
PU′|XY (Z,U)

(I(X;Y↓ZUU ′) +H(U ′) +H(U |U ′))

≤ I(X;Y↓↓ZU) +H(U) .

In the second step of (8), the infimum is restricted to random variables
V = [UU ′] containing U .

�

The most important property of I(X;Y ↓↓Z), however, is that it is an up-
per bound on the secret-key rate (that is strictly stronger than I(X;Y ↓ Z)).
Corollary 2 follows directly from Theorem 3, Corollary 1, and Lemma 2.

Corollary 2. For every distribution PXY Z , we have

S(X;Y ||Z) ≤ I(X;Y↓↓Z) ≤ I(X;Y↓Z) ;

for some distributions PXY Z , we have

I(X;Y↓↓Z) < I(X;Y↓Z) .

3.4 The Gap Can Be Arbitrarily Large: Asymptotic Bound
Information

We have seen in the previous section that the intrinsic information is not always
a tight upper bound on the secret-key rate. In Section 4 we will show, however,
that I(X;Y↓Z) nevertheless remains an interesting and meaningful measure of
correlated secrecy since it indicates the amount of perfectly secret bits required
to synthesize a certain distribution by public communication.

Before this, we show that the gap between the secret-key rate (or the reduced
intrinsic information) and the intrinsic information can be arbitrarily large; this
will imply the existence of asymptotic bound information.

Let (PXY Z)n be the following distribution (where X = Y = {0, 1, . . . , 2n−1}
and Z = {0, 1, . . . , n− 1}).
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X 0 · · · n− 1 n n+ 1 · · · 2n− 1
Y

0 1
2n2 · · · 1

2n2 0 0 · · · 0
...

...
...

...
...

...
n− 1 1

2n2 · · · 1
2n2 0 0 · · · 0

n 0 · · · 0 1
2n 0 · · · 0

n+ 1 0 · · · 0 0 1
2n 0

...
...

...
...

. . .
...

2n− 1 0 · · · 0 0 0 · · · 1
2n

Z ≡ X + Y (mod n) if X,Y ∈ {0, . . . , n− 1}
Z ≡ X (mod n) if X ∈ {n, . . . , 2n− 1} .

Lemma 3. For the distribution (PXY Z)n, we have

I(X(n) ; Y(n)↓ Z(n)) = 1 +
1
2

log n

and
I(X(n) ; Y(n)↓↓ Z(n)) = 1 .

The proof of Lemma 3 is very similar to the proof of Lemma 1.

Proof. The index n is omitted. Let first PZ|Z be an arbitrary discrete n-ary-input
channel, let z ∈ Z, and let pi := PZ|Z(z, i) for i = 0, . . . , n− 1. Then

I(X; Y |Z = z) = 1 +
1
2

(
log n−H

(
p0∑

pi
, . . . ,

pn−1∑
pi

))
+

1
2

(
H

(
p0∑

pi
, . . . ,

pn−1∑
pi

))

= 1 +
1
2

log n .

Hence I(X;Y |Z) = 1 + (logn)/2, and, since the channel was chosen arbitrarily,
I(X;Y↓Z) = 1 + (logn)/2.

On the other hand, consider the bit

U := 
X/n� satisfying H(U) = 1 .

Then I(X;Y ↓ ZU) = 0 (the corresponding channel PZU |ZU is an immediate
generalization of the channel from the proof of Lemma 1), and

Y↓ZU) +H(U) = 1 (9)

hold. In fact, equality holds in (9) since S(X(n);Y(n)||Z(n)) ≥ H(U) = 1. �

Let now (QXY Z)n be the following sequence of distributions derived from
(PXY Z)n (where all the alphabets are extended by the “erasure symbol” ∆):

(QXY Z)n(x, y, z) =
{ 1

log n (PXY Z)n(x, y, z) if x �= ∆ , y �= ∆ , z �= ∆ ,

1− 1
log n if x = y = z = ∆ .
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For this new distribution, we have

I(X(n);Y(n)↓Z(n)) =
1

log n
·
(

1 +
1
2

log n
)
>

1
2

but

S(X(n);Y(n)||Z(n)) =
1

log n
→ 0 .

In other words, the intrinsic information can be larger than some positive con-
stant c = 1/2 whereas the secret-key rate is, at the same time, arbitrarily close
to 0.

Theorem 4. There exist sequences of distributions with asymptotic bound in-
formation.

4 Building a Distribution from Secret-Key Bits, and
Reductions Among Correlations

4.1 Information of Formation . . .

In Section 3 we have shown that the intrinsic information measure is not a
tight bound on the rate at which secret-key bits can be extracted from repeated
realizations of a random experiment PXY Z . Despite this fact, and although we
have even derived a better (generally smaller) upper bound, intrinsic information
nevertheless remains an important quantity for measuring the secret correlation
in PXY Z . We will show that it is a lower bound on the number of secret-key bits
required to generate, using public communication, random variables distributed
according to PXY Z . This means that certain distributions require asymptotically
strictly more secret bits to be formed than can be extracted from them.

We first define the information of formation which can be seen as the classical
analog to entanglement of formation. It is, roughly speaking, the rate at which
secret bits are required to synthesize a distribution which is, in terms of the
provided privacy, at least as good as PXY Z from Alice and Bob’s point of view.

Definition 5. Let PXY Z be the joint distribution of three discrete random vari-
ables X, Y , and Z. The information of formation of X and Y , given Z, denoted
by Iform(X;Y |Z), is the infimum of all numbers R ≥ 0 with the property that
for all ε > 0 there exists N0 such that for all N ≥ N0, there exists a protocol
between Alice and Bob with communication C and achieving the following: Alice
and Bob, both knowing the same random 
RN�-bit string S, can finally com-
pute X ′ and Y ′, respectively, such that there exist random variables XN , Y N ,
and ZN jointly distributed according to (PXY Z)N (this is the distribution cor-
responding to n-fold independent repetition of the random experiment PXY Z)
and a channel PC|ZN such that

Prob [(X ′, Y ′, C) = (XN , Y N , C)] ≥ 1− ε

holds.
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Intuitively, the conditions of Definition 5 imply that with high probabil-
ity, Alice’s and Bob’s random variables X ′ and Y ′ are distributed according to
PN

XY and the entire communication C can be simulated by an Eve knowing the
corresponding ZN . This latter condition formalizes the fact that the protocol
communication C observed by Eve does not give her more information than
ZN .

4.2 . . . Is Bounded from below by Intrinsic Information

Theorem 5. For every distribution PXY Z , we have

Iform(X;Y |Z) ≥ I(X;Y↓Z) .

Remark. Note that I(X;Y ↓ Z) is a stronger bound on Iform(X;Y |Z) than
I(X;Y ↓↓Z), and that both I(X;Y ) and I(X;Y |Z) are not lower bounds on
Iform(X;Y |Z). This can be seen with the examples where X is a random bit
and X = Y = Z holds (I(X;Y ) = 1 but Iform(X;Y |Z) = 0), and where X
and Y are independent random bits and Z = X ⊕ Y (I(X;Y |Z) = 1 but
Iform(X;Y |Z) = 0).

Proof of Theorem 5. The crucial observation here is that local data processing
as well as sending messages cannot increase the intrinsic information of Alice’s
and Bob’s pieces of information given what Eve knows.

We have, for arbitrary random variables A, B, E, and Ci (where Ci stands
for the i-th message sent and A, B, and E for Alice’s, Bob’s, and Eve’s complete
knowledge before Ci is sent), that

I(ACi ; BCi ↓ECi) ≤ I(A;B↓E) .

This can be seen as follows. Let us assume without loss of generality that Ci is
sent by Alice, i.e., I(BE;Ci|A) = 0 holds. Then

I(ACi ; BCi ↓ECi) ≤ inf
PE|E

I(ACi ; BCi |ECi)

= inf
PE|E

I(A;B |ECi)

= inf
PE|E

(H(B;ECi)−H(B;AECi))

≤ inf
PE|E

(H(B;E)−H(B;AE))

= inf
PE|E

I(A;B |E)

= I(A;B↓E) .

In the fourth step, we have made use of the fact that the message Ci is generated
by Alice.
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Let now R > Iform(X;Y |Z) and ε > 0, and let a protocol as in Definition 5
be given. At the beginning of the protocol, which uses 
RN� secret-key bits to
start with, the intrinsic information equals 
RN�. Hence we get


RN� ≥ I(X ′;Y ′↓ C) .

Let now E be the event that (X ′, Y ′, C) �= (XN , Y N , C) holds, E its comple-
mentary event, and χE its characteristic random variable. Then we have, by
definition, PχE (E) = Prob [E ] ≤ ε, and we can conclude4


RN� ≥ I(X ′;Y ′↓ C)
= inf

PC̃|C
I(X ′;Y ′|C̃)

≥ inf
PC̃|C

(I(X ′;Y ′|C̃χE)− h(ε))

≥ inf
PC̃|C

(PχE (E) · I(X ′;Y ′|C̃, E)− h(ε))

= inf
PC̃|C

(PχE (E) · I(XN ;Y N |C̃, E)− h(ε))

= inf
PC̃|C

(I(XN ;Y N |C̃χE)− PχE (E) · I(XN ;Y N |C̃, E)− h(ε))

≥ inf
PC̃|C

(I(XN ;Y N |C̃χE)− ε ·min(log |XN |, log |YN |)− h(ε))

≥ inf
PC̃|C

I(XN ;Y N |C̃)− 2h(ε)− ε ·N ·min(log |X |, log |Y|)

= I(XN ;Y N ↓ C)− 2h(ε)− ε ·N ·min(log |X |, log |Y|)
≥ I(XN ;Y N ↓ ZN )− 2h(ε)− ε ·N ·min(log |X |, log |Y|)
= N · I(X;Y ↓ Z)− 2h(ε)− ε ·N ·min(log |X |, log |Y|) .

In the second last step we have used the fact that C can be generated by sending
ZN over a channel PC|ZN (which is true by definition).

Since ε > 0 and R > Iform(X;Y |Z) were arbitrary, this concludes the proof.
�

For every distribution PXY Z we now have

S(X;Y ||Z) ≤ I(X;Y↓↓Z) ≤ I(X;Y↓Z) ≤ Iform(X;Y |Z) , (10)

and for some, equality does not hold in the second inequality of (10), hence

S(X;Y ||Z) �= Iform(X;Y |Z) .
4 For simplicity, the proof is only given for the case where at least one of the ranges
X or Y is finite. The proof for the general case is somewhat more involved and
uses a separation of the ranges into a finite and an infinite part such that the ran-
dom variables X and Y , restricted to the infinite part, have only negligible mutual
information.
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These distributions have the property to require asymptotically more secret bits
to be generated than can be maximally extracted from them. The rest of the
correlation seems to be used up, or trapped in X, Y , and Z forever.

4.3 Generating a Secret Correlation from Another: In General,
There Are Losses

The concepts of key agreement and formation of a distribution studied above
can be seen as special cases of a general secret-correlations calculus: Given the
outcomes of (many independent realizations) of a random experiment PXY Z , is
it possible to construct instances of another distribution PX′Y ′Z′ (or a distribu-
tion less favorable for Eve, i.e., where Eve has less information in the sense of
Definition 5), and if yes, at which rate

Rsec(PX′Y ′Z′ ← PXY Z) ?

By similar arguments as used in the proof of Theorem 5, one obtains the bound

Rsec(PX′Y ′Z′ ← PXY Z) ≤ I(X;Y↓Z)
I(X ′;Y ′↓Z ′) . (11)

(Note, as above, that the same bound does not hold if the intrinsic information
is replaced by, for instance, the usual conditional mutual information.)

Theorems 2 and 5 are now special cases of inequality (11): If PBB∆ denotes
the distribution of a secret bit (PBB∆(0, 0, δ) = PBB∆(1, 1, δ) = 1/2), then we
have

Rsec(PBB∆ ← PXY Z) = S(X;Y ||Z)

and, since I(B;B↓∆) = 1, inequality (11) is nothing else but Theorem 2. On
the other hand, we have

Rsec(PXY Z ← PBB∆) =
1

Iform(X;Y |Z)
,

and inequality (11) turns into Theorem 5.
The results of Section 3 imply that equality does generally not hold in (11).

Even worse, for every ε > 0 there exist distributions PXY Z and PX′Y ′Z′ with

Rsec(PX′Y ′Z′ ← PXY Z) ·Rsec(PXY Z ← PX′Y ′Z′) < ε .

Like currency exchange, “exchanging secret correlations” is (even asymptoti-
cally) not loss-free.

5 Concluding Remarks and Open Questions

We have shown that some partially-secret correlations PXY Z are wasteful with
secret bits in the sense that some of the key bits that would be required to
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construct the correlation cannot be extracted. More specifically, for some distri-
butions even an arbitrarily large fraction of them are lost.

A similar phenomenon is well-known in the scenario of quantum key agree-
ment. Let ρ be a mixed quantum state between Alice and Bob. The entanglement
of formation (the classical analog of which is defined in Section 4) is the rate at
which EPR pairs (maximally entangled quantum bits) are required asymptoti-
cally in order to construct (a state close to) ρ by classical communication and
local quantum operations. The distillability (its classical analog is the secret-key
rate) on the other hand is the number of EPR pairs (or states very close to
EPR pairs) that can (asymptotically) be distilled from ρ by local quantum op-
erations and classical communication. (The adversary does not have to be taken
into account here since EPR pairs are pure states and hence not entangled with
the environment.) The entanglement of formation and the distillability are two
measures for entanglement which can differ by an arbitrarily large factor.

Let us conclude with two questions. First, is S(X;Y ||Z) �= I(X;Y↓↓Z) pos-
sible? Secondly, is Iform(X;Y |Z) > 0 but S(X;Y ||Z) = 0 possible? We believe
that the answer to the second question is yes. Some examples of distributions
that might have this property were presented in [3]; they are the classical trans-
lations of bound entangled quantum states. Another candidate, which (at first
sight) is not related to bound entanglement, arises when the distribution of Sec-
tion 3.2 is modified as follows.

X 0 1 2 3
Y

0 1/8 1/8 a a
1 1/8 1/8 a a
2 a a 1/4 0
3 a a 0 1/4

Z ≡ X + Y (mod 2) if X,Y ∈ {0, 1} ,
Z ≡ X (mod 2) if X,Y ∈ {2, 3} ,
Z = (X,Y ) otherwise.

(The distribution must be re-normalized.) We have I(X;Y↓Z) > 0 for any a ≥ 0,
but it seems that S(X;Y ||Z) vanishes if a is chosen large enough (probably a ≥
1/4
√

2, in which case the correlation useful for key agreement seems destroyed).
An indication that this is indeed so is the fact that the “translation” of this
distribution to a quantum state turned out to be a bound entangled state (one
that has not been known previously) [12].
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Abstract. We consider the round complexity of multi-party computa-
tion in the presence of a static adversary who controls a majority of
the parties. Here, n players wish to securely compute some functionality
and up to n − 1 of these players may be arbitrarily malicious. Previous
protocols for this setting (when a broadcast channel is available) require
O(n) rounds. We present two protocols with improved round complex-
ity: The first assumes only the existence of trapdoor permutations and
dense cryptosystems, and achieves round complexity O(log n) based on a
proof scheduling technique of Chor and Rabin [13]; the second requires a
stronger hardness assumption (along with the non-black-box techniques
of Barak [2]) and achieves O(1) round complexity.

1 Introduction

Protocols for secure multi-party computation (mpc) allow a set of n parties to
evaluate a joint function of their inputs such that the function is evaluated cor-
rectly and furthermore no information about any party’s input — beyond what is
leaked by the output of the function — is revealed (a formal definition is given in
Section 2). Since the initial results showing that mpc was feasible [34,24,7,12], a
number of works have focused on improving the efficiency of these protocols and
in particular their round complexity (e.g., [1,6,29,28,22,30,15]). Known results
for generic mpc secure against malicious adversaries in the computational setting
may be summarized as follows (results are stated for the setting when a broad-
cast channel is available; we discuss the setting without a broadcast channel in
Section 2.1):

– Secure two-party computation may be achieved in a constant number of
rounds by applying the compiler of Lindell [30] (based on earlier work of
Goldreich, Micali, and Wigderson [24]) to the constant-round protocol of
Yao [34] (which is secure against semi-honest adversaries).
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– Secure mpc for honest majorities (i.e., when the number of corrupted players
is strictly less than n/2) may be achieved in a constant number of rounds
using the protocol of Beaver, Micali and Rogaway [6,33].

– Secure mpc with dishonest majority (i.e., where up to n− 1 players may be
corrupted) can be achieved in O(n) rounds using the protocols of Beaver,
Goldwasser, and Levin [5,26]. (Actually, these works show a protocol requir-
ing O(k+n) rounds where k is the security parameter. Using the techniques
of [30], however, this may be improved to O(n).)

– Canetti, et al. [11] give a protocol tolerating adaptive adversaries control-
ling a dishonest majority in a model in which a common random string is
assumed; the round complexity of this protocol depends on the depth of the
circuit for the function being computed, but is independent of n.

Note that the setting with a dishonest majority (t ≥ n/2) requires a weaker
variant of the usual definition of mpc. Even for the case n = 2, one cannot prevent
the adversary from aborting the protocol, or from possibly learning information
about the value of the function even when an abort occurs [24,14].

Our Results. We focus on improving the round complexity of mpc when a ma-
jority of the players may be corrupted. We show two protocols for that setting
which have improved round complexity compared to previous work. Our first
protocol assumes the existence of trapdoor permutations and dense cryptosys-
tems, and achieves round complexity O(log n). Our second protocol runs in a
constant number of rounds, but requires slightly stronger hardness assumptions
as well as non-black-box proof techniques. We prove our results in the standard
model of a synchronous, complete network with a broadcast channel. Our results
can be extended to the setting when no broadcast channel is available, and give
improved round complexity there as well; see Section 2.1.

Our overall approach consists of two steps. We first consider the specific case
of the coin flipping functionality, and give protocols for securely computing this
functionality in the presence of a dishonest majority. We then note that mpc
of arbitrary functions can be reduced to the problem of secure coin flipping; in
fact, we show that any functionality can be computed in a constant number of
rounds following an execution of a secure coin-flipping protocol.

Our main result, then, is to give two protocols with improved round complex-
ity for the specific case of coin flipping. The first, based on a proof scheduling
technique of Chor and Rabin [13], requires O(log n) rounds. (Interestingly, the
Chor-Rabin protocol itself does not seem sufficient to implement mpc; we need to
first establish a common random string and then use that string for secure com-
putation.) Our second coin-flipping protocol extends recent work of Barak [2];
specifically, we show how to modify his (asynchronous) two-party non-malleable
coin-flipping protocol to obtain one which is secure even when composed in paral-
lel n times, and from there obtain a constant-round coin-flipping protocol which
is secure in the (synchronous) multi-party setting. We may thus summarize our
results as follows (here, n is the number of players, k is the security parameter,
and we always assume a synchronous network with broadcast):
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Theorem 1.1. There exist protocols for (n−1)-secure simulatable coin-flipping
with the following properties:

1. O(log n) rounds, assuming one-way permutations.

2. O(1) rounds, assuming collision-free hashing, trapdoor permutations, and
dense cryptosystems secure against 2kε

-size circuits. The proof uses a non-black-
box simulation.

Theorem 1.2. For any poly-time function f , there exist (n−1)-secure protocols
for computing f with the following properties:

1. O(log n) rounds, assuming trapdoor permutations and dense cryptosystems.

2. O(1) rounds, assuming collision-free hashing, trapdoor permutations, and
dense cryptosystems secure against 2kε

-size circuits. The proof uses a non-black-
box simulation.

Note that information-theoretically secure protocols are impossible in our
setting: generic mpc protocols tolerating t ≥ n/2 imply the existence of two-
party oblivious transfer protocols, which require computational assumptions [29].

In Section 2 we specify our model and definition of mpc. Section 3 shows
how to achieve coin flipping in logarithmic rounds; the constant-round protocol
is explained in Section 4. Section 5 shows how to achieve mpc for arbitrary
functionalities given a protocol for secure coin flipping.

2 Definitions

Our definition of security for mpc is taken from the works of Canetti [8] and
Goldwasser and Lindell [27], which in turn follow a long line of work on defining
security of protocols (e.g., [24,26,31,4,23]). More recently, a stronger definition
of universally composable (uc) computation has been proposed [9]; however, uc-
mpc is known to be impossible in the presence of a dishonest majority without
the prior assumption of a common random string [10]. Since we wish to avoid a
setup assumption of this form (indeed, we give explicit protocols for obtaining a
common random string), we do not use the uc framework directly. Nonetheless,
some of the protocols we use as building blocks were proven secure in the uc
framework, a fact which highlights the utility of such definitions.

2.1 Network Model

Formal definitions of security are given below, but we provide an overview of
our model and definition of security here. We consider a system of n parties
who interact in a synchronous manner. Each pair of parties is connected by
a perfect (authenticated, secret, unjammable) point-to-point channel, and we
also assume a broadcast channel to which all players have access. This channel
provides authenticity (i.e., that a given broadcast message originated from a
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particular party) and also ensures that all parties receive the same message even
if the broadcasting party is dishonest. Messages sent on any of these channels
are delivered in the same round they are sent.

We assume a static adversary who corrupts up to n− 1 of the players before
execution of the protocol. The adversary is active, and corrupted parties may
behave in an arbitrary manner. Although the adversary may not delay or block
messages from honest parties, we do make the standard rushing assumption: i.e.,
the adversary sees all messages sent by honest players to corrupted players at a
given round i (including broadcast messages) before sending its own messages for
round i. Finally, we considercomputational security only and therefore restrict
our attention to adversaries running in probabilistic, polynomial time.

Although we assume a broadcast channel, our techniques yield protocols
with improved round complexity even when broadcast is not available. When
only point-to-point links are assumed, broadcast may be implemented using an
O(t)-round authenticated Byzantine agreement protocol (where t < n players
are dishonest) [18]; this protocol assumes a pre-existing public-key infrastruc-
ture (PKI) but in our context a PKI may be constructed “from scratch” in
O(t) rounds without affecting overall security of the protocol [20] (this relies
on the fact that the adversary is allowed to abort when controlling a dishon-
est majority). Thus, when broadcast is unavailable our techniques reduce the
round complexity of known mpc protocols from O(tn) to O(t log n) using our
first coin-flipping protocol, or O(t) using our second coin-flipping protocol. (For
a weaker version of mpc in which the honest players need not agree on whether
or not the protocol aborted [27], only a constant increase in round complexity is
necessary over the broadcast-based protocols given here [27].) The assumption
of a broadcast channel is therefore made for simplicity of exposition only.

2.2 Secure Multi-party Computation and Coin-Flipping

Following the outline of [8,27], we define an ideal model of computation and a
real model of computation, and require that any adversary in the real model can
be emulated (in the specific sense described below) by an adversary in the ideal
model. Our randomized function f to be computed by the n parties is denoted by
f : ({0, 1}∗)n → ({0, 1}∗)n where f = (f1, . . . , fn); that is, for a vector of inputs
x = (x1, . . . , xn), the output is a vector of values (f1(x), . . . , fn(x)). Note that
we may also view f as a deterministic function on n+ 1 inputs, where the final
input represents the random coins used in evaluating f . In a given execution of
the protocol we assume that all inputs have length k, the security parameter.

Ideal model. In the ideal model there is a trusted party which computes the
desired functionality based on the inputs handed to it by the players. Let I ⊂ [n]
denote the set of players corrupted by the adversary. Then an execution in the
ideal model proceeds as follows [23] (this particular definition is called secure
computation with unanimous abort and no fairness in the taxonomy of [27]):

Inputs. Each party i has input xi. We represent the vector of inputs by x.
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Send inputs to trusted party. Honest parties always send their inputs to the
trusted party. Corrupted parties, on the other hand, may decide to abort or
to send modified values to the trusted party. Let x′ denote the vector of
inputs received by the trusted party.

Trusted party sends results to adversary. If x′ is a valid input (i.e.,
no parties aborted in the previous round), the trusted party generates
uniformly-distributed random coins, computes f(x′) = (y1, . . . , yn), and
sends yi to party Pi for all i ∈ I. In case a party aborted in the previous
round, the trusted party sends ⊥ to all parties.

Trusted party sends results to honest players. The adversary, depending
on its view up to this point, may decide to abort the protocol. In this case,
the trusted party sends ⊥ to the honest players. Otherwise, the trusted party
sends yi to party Pi for each i /∈ I.

Outputs. An honest party Pi always outputs the response yi it received from
the trusted party. Corrupted parties output ⊥, by convention. The adversary
outputs an arbitrary function of its entire view throughout the execution of
the protocol.

For a given adversary A, the execution of f in the ideal model on input x
(denoted idealf,A(x)) is defined as the vector of the outputs of the parties along
with the output of the adversary resulting from the process above.
Real model. As described in Section 2.1, we assume a synchronous network
with rushing. Honest parties follow all instructions of the prescribed protocol,
while corrupted parties are coordinated by a single adversary and may behave
arbitrarily. At the conclusion of the protocol, honest parties compute their output
as prescribed by the protocol, while corrupted parties output ⊥. Without loss
of generality, we assume the adversary outputs exactly its entire view of the
execution of the protocol. For a given adversary B and protocol Π for computing
f , the execution of Π in the real model on input x (denoted realΠ,B(x)) is
defined as the vector of outputs of the parties along with the output of the
adversary resulting from the above process.

Having defined these models, we now define what is meant by a secure pro-
tocol. (Note: By probabilistic polynomial time (ppt), we mean a probabilistic
Turing machine with non-uniform advice whose running time is bounded by a
polynomial in the security parameter k. By expected probabilistic polynomial time
(eppt), we mean a Turing machine whose expected running time is bounded by
some polynomial, for all inputs.)

Definition 2.1 ([8]). Let f and Π be as above. Protocol Π is a t-secure protocol
for computing f if for every ppt adversary A corrupting at most t players in
the real model, there exists an eppt adversary S corrupting at most t players in
the ideal model, such that:

{idealf,S(x)}x∈({0,1}∗)n

c≡ {realΠ,A(x)}x∈({0,1}∗)n .

As mentioned in the Introduction, our protocols for mpc proceed in the
following way: First, a common random string is generated using a coin-flipping
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protocol; next, the resulting string is used by the parties for the remainder of
their execution. Thus, using a simple composition result, we may construct our
protocols for (n−1)-secure mpc in two steps: (1) construct an (n−1)-secure coin-
flipping protocol (i.e., a protocol computing the functionality f(1m, . . . , 1m) �→
Um, where Um denotes the uniform distribution over {0, 1}m); and (2) construct
an (n−1)-secure protocol for evaluating any functionality in the common random
string model (i.e., where all parties are first given a uniformly-distributed string
of the appropriate length). Step (1) is discussed in Sections 3 and 4, and step
(2) and the composition theorem are discussed in Section 5.

Since our main contributions are our protocols for coin flipping (achieving
(n−1)-secure mpc in the common random string model is relatively straightfor-
ward), and since the definition of security simplifies considerably in this case, we
present a stand-alone definition here. Note that the definition does not reduce
to the most simplistic notion of coin-flipping in which we simply have a guar-
antee that the output of the protocol is indistinguishable from random. Instead,
it must be that a simulator can produce a view which is indistinguishable from
that of the real adversary, but where the outcome has been forced to be a partic-
ular random string provided by an outside party.1 Thus, we refer to the notion
as “simulatable coin flipping” (even though this is precisely the same notion as
(n− 1)-secure evaluation of the coin-flipping functionality).

Definition 2.2 (Simulatable Coin Flipping). A protocol Π is a simulatable
coin-flipping protocol if it is an (n−1)-secure protocol realizing the coin-flipping
functionality. That is, for every ppt adversary A corrupting at most n−1 parties,
there is an eppt machine SA such that the outcomes of the following experiments
are computationally indistinguishable (as a function of k):

real(1k, 1m) ideal(1k, 1m)
c, V iewA ← realΠ,A(1k, 1m) c′ ← {0, 1}m

c̃, V iew ← SA(c′, 1k, 1m)
Output (c, V iewA) If c̃ ∈ {c′,⊥}, Output (c̃, V iew)

Else Output fail

Here we parse the result of running protocol Π with adversary A (denoted
realΠ,A(1k, 1m)) as a pair (c, V iewA) where c ∈ {0, 1}m ∪ {⊥} is the outcome
and V iewA is the adversary’s view of the computation.

3 Simulatable Coin-Flipping in O(log n) Rounds

In order to construct a simulatable coin-flipping protocol, we will use a protocol
in which all pairs of players can prove statements (in zero-knowledge) to each
other. More precisely, suppose that each player Pi has a (publicly known) state-
ment xi and each honest player also has private input wi (where wi is a witness
for xi). We would like a protocol in which each player Pi proves that xi is true
(and that furthermore, Pi knows a witness); upon completion of this protocol, all
1 A related notion of simulatable bit-commitment was considered in [32].
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honest players should accept the result if and only if all players have successfully
completed their proofs.

The naive approach to solving this problem is to have every (ordered) pair
of players Pi, Pj simultaneously execute some constant-round zero-knowledge
proof of knowledge in which Pi proves knowledge of wi to Pj . However, such
an approach does not work (in general) due to the potential malleability of the
proof system. Namely, it is possible that an adversary controlling Pj could divert
a proof being given to Pj by Pi and hence prove a false statement (or, at least,
one for which Pj does not explicitly know a witness) to Pk. In particular, this is
always possible without some mechanism to prevent simple copying of proofs.

An alternate approach — one taken by previous work in the case of dishonest
majority [5,26] — is to have each pair of parties execute their proofs sequentially
over a total of n “stages” of the protocol. In stage i, player Pi proves knowledge
(in parallel) to all other players. This clearly avoids the malleability problem
discussed above, but results in an O(n)-round protocol.

In fact, the issue of proof scheduling was previously dealt with by Chor and
Rabin [13] in the context of mutually independent commitments. They proposed a
scheduling strategy which results in a round complexity of O(log n). The schedul-
ing guarantees that at any given time, no player is playing both the prover and
the verifier. Moreover, every player eventually proves to every other player. This
means that no matter what set of players is controlled by the adversary, he will
eventually have to prove all his statements to some honest player. We present
the Chor-Rabin (cr) scheduling strategy in Protocol 1.

To use cr scheduling in our context, we will require a zero-knowledge argu-
ment of knowledge (ZKAK) which satisfies two additional properties (informally):

Public verifiability: A third party who views a transcript of an execution of the
proof should be able to determine in polynomial time whether or not an
honest verifier would have accepted.

Parallel composability: In our application, n/2 copies of the proof system will
be run synchronously and in parallel. We require the existence of: (1) a
simulator that can simulate the view of a dishonest verifier executing n/2
copies of the proof system in parallel with independent provers; and (2) a
witness extractor that can extract a witness for each proof from a malicious
prover who is executing n/2 proofs in parallel with independent verifiers.

Although not all ZKAKs satisfy both the above properties [25], the 5-round
ZKAK of Feige and Shamir [19] (which only requires one-way functions) does.

Chor and Rabin [13] proved that when the {xi} are commitments and the
{wi} are the corresponding decommitments, their proof-scheduling technique
guarantees mutually independent commitments. However, to use the protocol
as a module in a larger protocol (i.e., as in a gmw-style compiler from the
honest-but-curious model to the malicious model [24]), a more sophisticated
notion of security is necessary. Specifically, it is tempting to try to prove that cr
scheduling realizes the ideal functionality of mutually independent proofs, that
is, the functionality in which all players hand their pair (xi, wi) to a trusted
party who broadcasts only the list of players who supplied valid pairs.
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Protocol 1 (Chor-Rabin proof scheduling).
Inputs: Player i holds (wi, x1, ..., xn).
For i = 1, .., n, let c

(1)
i , ..., c

(r)
i denote the r = �log n�-bit binary representation of i.

Let Bluet =
{

i : c
(t)
i = 0

}
and Redt =

{
i : c

(t)
i = 1

}
.

Let (P, V ) denote a constant-round publicly verifiable, parallel-composable ZKAK.

1. For t = 1, ..., r = �log n�, repeat: O(n2) pairs of proofs in parallel.
(a) ∀i ∈ Bluet, j ∈ Redt: Pi runs P (xi, wi), Pj runs V .
(b) (After all proofs of (a) are finished)
∀i ∈ Bluet, j ∈ Redt: Pj runs P (xj , wj), Pi runs V .

All messages are sent over the broadcast channel. If any proof between any pair of
parties fails, all players abort immediately.

It seems that the cr protocol does not satisfy this stronger property. Suppose
the players use a malleable zk proof system for which it is possible, given access
to a prover for either x1 or x2, to prove knowledge of a witness for the statement
x1 ∨ x2. (Artificial examples of such systems can be constructed.2) Consider
an execution of the protocol for which only P1 and P2 are honest. Player P3
is never proving to both P1 and P2 simultaneously—only ever to one or the
other. Moreover, when P3 is proving to P1, then P2 is proving to some other
corrupted player, and similarly when P3 is proving to P2. Thus, P3 could claim
the statement x1 ∨ x2 without ever knowing an actual witness, and successfully
pass all the proving stages.

Nevertheless, the cr scheduling protocol does satisfy very strong properties
when the adversary controls all but one player, and this is sufficient for our
purposes. The formulation of the property as it appears here is inspired by the
notion of witness-extended emulation, due to Lindell [30].

Lemma 3.1 (Chor-Rabin Scheduling). When Chor-Rabin scheduling is in-
stantiated with any parallel-composable, publicly verifiable ZKAK we have:

Completeness: If all players are honest, and R(xi, wi) = 1 for all i, then all
players will accept the output of the protocol.

Simulatability: For a machine A, let Ax,r denote the adversary with inputs x =
(x1, ..., xn) and random tape r.

2 Consider the standard zk protocol for Graph Isomorphism of (G0, G1). Prover sends
H and then Verifier asks for the isomorphism H ↔ Gb, for random b. The proof for
(G0, G1) ∨ (G′0, G′1) works as follows: Prover sends H, H ′, Verifier replies with a bit
b, and Prover shows isomorphisms H ↔ Gb1 and H ′ ↔ G′b2 such that b = b1⊕ b2. A
cheating intermediary who has access to a prover for (G0, G1) or (G′0, G′1) can fake
a proof for (G0, G1) ∨ (G′0, G′1). A similar modification of Blum’s Hamitonian Path
proof system also works.
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There is a simulator S with inputs 1k,x and oracle access to Ax,r and two
outputs: a protocol view V and a list of potential witnesses w = (w1, ..., wn).
For any ppt adversary A who controls all but one player Pi, S is eppt and:
1. When (∃wi s.t. R(xi, wi) = 1), the simulator’s output is computationally

indistinguishable from the view of A in an interaction with the honest
Pi. For all x: V

c≡ viewA,Pi(x, r).
2. When the simulated transcript is accepting, the simulator is almost cer-

tain to extract a witness for xj, for all j �= i:
Pr[acceptPi(V ) and (∃j �= i : R(xi, wi) = 0)] < negl(k).

Proof. Completeness of the protocol follows directly from the completeness of
the ZKAK, and so we turn to simulatability. The proof follows the reasoning
of [13]. Without loss of generality, say the adversary controls all players except
P1. From the perspective of P1, the Chor-Rabin protocol is a sequence of 2 logn
stages, where each stage consists of n/2 parallel executions of the ZKAK. In logn
of these stages, P1 is acting as the prover and in logn stages P1 acts as a verifier.
By parallel composability of the ZKAK, we immediately see that the simulator
can always simulate the view of the adversary for those stages when P1 acts as
a prover. By the same token, in those stages when P1 acts as a verifier (and
assuming that all proofs given to P1 by other players are successful), P1 can
extract witnesses for n/2 of the {xi}i �=1. That P1 in fact extracts witnesses for
all the {xi}i �=1 follows from the fact that every other player acts as a prover to
P1 at some point in the protocol. We can combine these observations to form a
simulator using the witness-extended emulation technique of Lindell [30]. 
�

3.1 From Scheduled Proofs to Simulatable Coin-Flipping

To use cr scheduling for simulatable coin-flipping, we apply a technique due
to Lindell [30]. Suppose that we have a non-interactive, perfectly binding com-
mitment scheme (these can be constructed based on one-way permutations, for
example). Players first commit to individual random coins and prove knowledge
of the committed values. Next, they reveal the values (not the decommitment
strings) and prove correctness of their decommitments. We give the resulting
construction in Protocol 2. Note that primitives weaker than ZKAKs are suffi-
cient: we may use strong witness-indistinguishable proofs of knowledge in the
first phase, and zero-knowledge proofs (of membership) in the second phase.
However, using these would make the protocol and proofs more cumbersome.

Theorem 3.1. Protocol 2 is a simulatable coin-flipping protocol.

Proof. (sketch) The simulator is given a value c and needs to simulate the view of
an adversary who corrupts n−1 players, while also ensuring that the final output
of the protocol is c (we ignore for the present discussion the possibility of abort).
Assume without loss of generality that the adversary corrupts all players except
P1. The simulator begins by following steps 1 and 2 exactly, and committing to a
random value r1. In step 3, the simulator may extract witnesses {(rj , sj)}j �=1 by
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Protocol 2 (Simulatable coin flipping). On input 1k, 1m:

1. ∀i, Pi : ci ← Commit(ri; si)
2. ∀i, Pi sends ci

3. Invoke cr scheduling to show that ∀i, ∃(ri, si) such that ci = Commit(ri; si).
4. ∀i, Pi sends ri.
5. Invoke cr scheduling to show that ∀i, ∃si such that ci = Commit(ri; si).
6. Output c =

⊕n
i=1 ri, or ⊥ if any proofs failed.

All messages are sent over the broadcast channel.

Lemma 3.1 (in this case, the simulator does not even need to be able to simulate
the proofs of P1 since it in fact has the necessary witness).

At this point, the simulator knows {rj}j �=1. It sets r′1 = c⊕
⊕n

j=2 rj and sends
r′1 in step 4. In step 5, the simulator can simulate (false) proofs that its com-
mitment in step 1 was indeed a commitment to r′1; this follows from Lemma 3.1
(in fact, here the simulator no longer needs to extract any witnesses). These
simulated proofs are computationally indistinguishable from “real” proofs, thus
ensuring that the entire simulated protocol is computationally indistinguishable
from an actual execution of the protocol. 
�

4 Simulatable Coin Flipping in Constant Rounds

To obtain a constant-round coin-flipping protocol, we introduce a simple notion
of parallel composability for two-party non-malleable coin-flipping protocols, and
show that protocols satisfying this notion can be used to achieve multi-party
coin-flipping. Although the recent two-party protocol of Barak [2] does not satisfy
our notion of non-malleability, we show how to extend it so that it does.

Our resulting coin-flipping protocol is described in Protocol 3. As noted
above, it relies on a modification of the coin-flipping protocol of Barak [2] which is
described in Section 4.1 and is denoted by NMCF(1k, 1m) for security parameter
k and coin-length m. The protocol also uses an adaptively secure, unbounded-
use non-interactive zero-knowledge proof of knowledge (nizkpk) in Steps 4 and
5. De Santis and Persiano showed how to construct these based on dense cryp-
tosystems (pkc) and trapdoor permutations [16].3 The use of n different strings
to guarantee independence of non-interactive proofs is due to Gennaro [21].

The completeness of Protocol 3 follows trivially from the completeness of
the coin-flipping protocol and the nizkpk proof system. To prove the security
of the protocol, we consider the effect of a coin-flipping protocol (A,B) in the
following scenario. The adversary, C, simultaneously plays man-in-the-middle
3 In fact, one needs only weaker primitives: a strong witness-indistinguishable proof of

knowledge in Step 4 and a zero-knowledge proof in Step 5. However, these distinctions
make the notation of the protocol more cumbersome.
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Protocol 3 (Constant-round simulatable coin flipping).
Let R(c, (x, s)) denote the relation c = Commit(x; s), where Commit is a perfectly
binding, non-interactive commitment scheme. Suppose that for security parameter
k, the nizkpk system uses a crs of length � = �(k, m).

1. Run 2
(

n
2

)
protocols in parallel. For each ordered pair (i, j) ∈ [n]×[n], i �= j:

Run coin-tossing protocol NMCF(1k, 1n�) (see Lemma 4.1) to generate a string
of n� coins which will be parsed as n strings σ

(1)
i,j , ..., σ

(n)
i,j ∈ {0, 1}�.

2. Pi: xi ← {0, 1}m
3. Pi sends ci = Commit(xi, si)
4. Pi sends, for j = 1, ..., n: nizkpk

σ
(i)
i,j

of (xi, si) such that R(ci, (xi, si)).

5. Pi sends xi and also, for j = 1, ...n: nizkpk
σ
(i)
i,j

that there exists si such that

R(ci, (xi, si))
6. Output

⊕n
i=1 xi, or ⊥ if any previous proofs or coin-flipping protocols failed.

All messages are sent over the broadcast channel. Honest players abort immediately
if any nizkpk proofs fail.

A1 ←→
A2 ←→
...

...
An ←→

C
(Man in the

middle)

←→ B1

←→ B2

...
...

←→ Bn

Fig. 1. Parallel Composition of Non-Malleable Protocols

against with n pairs of copies of the protocol executed synchronously and in
parallel (cf. Figure 1). We call this an n-fold, parallel man-in-the-middle attack.
It is a restriction of the more robust versions of non-malleability defined by
Dolev, Dwork and Naor [17], but it seems incomparable to that of Barak [2].

Let r1, ..., rn be the outputs of the left-hand protocols, and r̃1, ..., r̃n be the
outputs of the right-hand protocols. We clearly cannot prevent the adversary
from mounting a trivial relaying attack, in which she copies messages from one
or more protocols on the right to one or more protocols on the left. This allows the
adversary to force the outcomes of some of the protocols to be identical. Instead,
we require that the left-hand outputs r1, ..., rn all be random and independent,
and that each of the right-hand outputs r̃i is either random and independent of
the others, or equal to one of the left-hand outputs rj .

Definition 4.1. A coin-flipping protocol Π = (A,B) is non-malleable against
n-fold parallel composition if for any ppt algorithm C, there is an eppt algo-
rithm Ĉ such that the following are computationally indistinguishable:
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1. output(A,B,C),Π(1k) where this denotes the 2n+1-tuple consisting of the 2n
outputs of A1, ..., An, B1, ..., Bn and the view of C, when executing an n-fold
parallel man-in-the-middle attack.

2. (ρ1, ...ρn, ρ̃1, ..., ρ̃n, τ), where first the strings ρ1, ...ρn, σ1, ...σn are selected
uniformly at random, and the output of Ĉ(ρ1, ...ρn, σ1, ...σn) consists of τ
followed by a specification, for each i, of which value to assign ρ̃i out of
{σi} ∪ {ρ1, ..., ρn}.
It is not clear a priori that all non-malleable coin-flipping schemes satisfy

this definition. In fact, it appears to be orthogonal to the definition of non-
malleability in [2]: on one hand, it requires synchronous (not concurrent) execu-
tion of the 2n protocol pairs, and so a protocol which satisfies it may be insecure
when any one of the executions is not synchronized. On the other hand, this
definition requires security when the adversary has access to several protocols.
In particular, if any of the building blocks of the coin-flipping protocol are not
parallel-composable, then the resulting protocol may not satisfy the definition.
Lemma 4.1. The coin-flipping protocol of [2] can be modified to satisfy Defini-
tion 4.1.

We present the modified protocol in the following section. However, we first
show that we can use it to obtain a constant-round simulatable coin-flipping
protocol.
Lemma 4.2. Protocol 3 is a simulatable coin-flipping protocol.

Proof. (sketch) We begin by describing the algorithm used by the simulator, and
then show that the simulation satisfies Definition 2.2. In addition to the simulator
for the coin-flipping protocol, we will use the extractor and simulator for the
nizkpk system and the languages we need. The two phases of the extractor
(generation and extraction) are denoted by Ext1,Ext2. Similarly, the simulator
is denoted by Sim1 and Sim2.

On input c ∈ {0, 1}m, the simulator does the following:

– Pick an honest player at random (w.l.o.g. P1). Allow the adversary to control
the remaining honest players. That is, wrap the original adversary A in a
circuit A′ which makes the honest players follow the protocol. No special
simulation of these players is required.

– Pick 2(n−1) strings ρ2, ..., ρn, σ2, ..., σn as follows. Recall that each string is
parsed as n segments, each of which is long enough to serve for nizkpk. Use
the nizkpk simulator to generate segment 1 of each string (independently),
i.e. ρ(1)

i , σ
(1)
i ← Sim(1k) for all i.

Use the nizkpk extractor to generate segments 2, .., n of each string, that is
ρ
(j)
i , σ

(j)
i ← Ext(1k) for all i and for j = 2, ..., n.

The simulator keeps the side-information necessary for simulation and ex-
traction with respect to each of these strings.

– (Step 1) Run the simulator Ĉ from (n− 1)-fold parallel composition on the
adversary, on inputs ρ2, ..., ρn, σ2, ..., σn. Note that here, P1 is playing the
roles of A1, .., An−1 and B1, ..., Bn−1. Denote the outputs of the coin flipping
protocol by σ1,j and σj,1 for j = 2, ..., n, as in Protocol 3.
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– (Steps 2, 3 and 4) Run these steps honestly: choose x1 ← {0, 1}m, pick coins
s1, let c1 = Commit(x1; s1) and prove knowledge of x1 using nizkpk.

– Extract the values x2, ..., xn from the proofs at Step 4 (this is possible since
the values used by other players were all generated by the extractor for the
nizkpk). Compute x′ = c⊕

⊕n
j=2 xj .

– (Step 5) Send x′. For each j = 2, ..., n, use the simulator for the nizkpk to
fake proofs of “∃s′ such that R(c1, (x′, s′))” with respect to σ(1)

1,j .
– Either the protocol aborts, or all honest players output the string
x′ ⊕

⊕n
j=2 xj = c.

The proof of the success of this simulation relies on several observations. First,
the strings output by the generators are pseudo-random, and so the behaviors
of the adversary and simulator are the same as if the strings were truly random.
By Lemma 4.1, the simulation of the NMCF protocols is indistinguishable from
a real execution, and the strings generated will, with overwhelming probability,
be from {ρ2, ..., ρn, σ2, ..., σn}.

Second, as observed by Barak [2], nizk proof of knowledge systems remain
secure even if the adversary may choose the crs from among a polynomial set
of random (or pseudo-random) strings. The adversary will not be able to make
his committed values (in Step 3) dependent on those of the honest players,
since that would violate the hiding property of the commitment or the zero-
knowledge property of the proof system (in fact, all we need here is strong
witness indistinguishability). Moreover, the simulator will be able to extract the
committed values of the cheater since the adversary proves with respect to the
strings generated by the extractor. Finally, the simulator’s proof of consistency
of his decommitment will appear legitimate, again because of the zero-knowledge
property, and the adversary’s proofs will have to remain sound. 
�

Remark 4.1. The use of nizkpk in the above protocol requires a dense pkc. We
expect that one can avoid this assumption by using (non-malleable) interactive
zk proofs of knowledge which rely on a public random string. We defer details
to the final version.

4.1 Parallel Composability of Barak’s Coin-Flipping Protocol

The proof of Lemma 4.1 is similar to the proofs of Theorems 2.4 and 3.4 in [2].
There are two main modifications to Barak’s protocol which are necessary. First,
the two proof systems that are used as sub-protocols must themselves be paral-
lel composable. This is trivial for the strong witness-indistinguishable proof of
knowledge. As for the zk universal argument, the original paper of Barak and
Goldreich [3] gives a construction which is concurrently composable and thus
parallel composable.

Second, the evasive set family that is used in the proof of security must resist
generation of an element by ppt ccircuits, even when n strings from the family
are given (here n is the number of players and not the security parameter). By
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Protocol 4 (Parallel NM coin flipping (NMCF(1k, 1m))).

Steps L0.1.x, R0.1.x (Left commits to α): Left party chooses a hash function
h1, and sends h1 and y1 = Com(h1(0k)). It then proves using a PSWIUAK that
it knows a value α of length at most klog k such that y1 = Com(h1(α)).

Steps L0.2.x, R0.2.x (Right commits to β): Left party chooses a hash function
h2, and sends h2 and y2 = Com(h2(0k)). It then proves using a PSWIUAK that
it knows a value β of length at most klog k such that y1 = Com(h1(β)).

Step L1 (Commitment to r1): Left party selects r1 ← {0, 1}m and commits to
it using a perfectly binding commitment scheme. The commitment is denoted
α1.

Steps L2.2–L2.4,R2.1–R2.3 (Prove knowledge of r1): The left party proves
to the right party its knowledge of the value r1 committed by α1 using a
PSWIPOK.

Step R3 (Send r2): The right party selects r2 ← {0, 1}m and sends it. Step

L4 (Send r) The left party sends r = r1 ⊕ r2. (No decommitment string is
revealed).

Steps L5.1–5.9, R5.2–R5.10 (Prove that r = r1 ⊕ r2): The left party proves,
using a PZKUAK, that either r = r1 ⊕ r2 or r ∈ Rα‖β,k, where {R·,·} is an
n-evasive set family.

changing the union bound in the proof of existence of evasive set families ([2],
Theorem 3.2), it is possible to show the existence of sets which remain evasive
given n elements, provided that we increase the security parameter appropriately.

The remainder of this section contains the definitions necessary to state the
NMCF protocol (Protocol 4). The notation used in the protocol definition is
taken from [2] for consistency. A proof of security is deferred to the final ver-
sion. Note that here PZKUAK (resp. PSWIUAK) refers to a parallel composable
universal argument of knowledge which is also zero-knowledge (PZKUAK) or
witness-indistinguishable (PSWIUAK). These can be constructed based on trap-
door permutations and collision-free hash families secure against 2kε

-size circuits
[3]. The conditions on the set family {R·,·} in the protocol appear below.
Definition 4.2 (n-Evasive Set Family). Let n = n(k) = kc for some constant
c > 0. An ensemble of sets {Rα,k}α∈{0,1}∗,k∈IN, where Rα,k ∈ {0, 1}k is said to be
an n(k)-evasive set family if the following conditions hold with respect to some
negligible function µ(·):
Constructibility: For any k ∈ IN, and any string α ∈ {0, 1}∗, the set Rα,k

can be constructed in time |α|2k3
. That is, there exists a TM MR such that

M(1k, 1n) runs in time |α|2k3
and outputs all the elements of Rα,k.

Pseudorandomness: For all probabilistic 2O(k)-time Turing Machines M , and
for all α ∈ {0, 1}∗, it holds that∣∣Pr[r ← Rα,k : M(α, r) = 1]− Pr[r ← {0, 1}k : M(α, r) = 1]

∣∣ < µ(k).
n-Evasiveness: Given n elements of Rα,k, it is hard for algorithms with advice α

to find an (n+1)-st element: for all probabilistic 2O(k)-time Turing Machines
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M , and for any r1, ..., rn ∈ Rα,k,
Pr[M(α, r1, ..., rn) ∈ Rα,k \ {r1, ..., rn}] < µ(k).

Definition 4.3 (String Equivalence with respect to a prg G). Let G be
a prg from t bits to g(t) bits secure against algorithms which take time o(g(t)).
Let φ(�) be any integer function such that � < φ(�) < 2�. Consider two strings
α, α′ ∈ {0, 1}∗ and let � = |α| + |α′|. The strings α, α′ are φ-equivalent with
respect to G if there exist φ(�)-time Turing machines M and M ′ which can each
be described in space log(�), and such that

min
{

Pr[s← {0, 1}t : M(α;G(s)) = α′] ,
Pr[s← {0, 1}t : M ′(α′;G(s)) = α]

}
>

1
φ(�)

where the second input to M,M ′ denotes a random tape, and t = g−1(φ(�)).

Lemma 4.3. Suppose that G is a pseudo-random generator from t bits to 2tε

bits. Let φ(�) = 2log2/ε(�). There exists an n-evasive set family for all n(k) ≤ kε/2,
with the additional property that if α and α′ have length at most �, and are φ-
equivalent with respect to G, then Rα,k = Rα′,k for all k > 2

√
log �.

Proposition 4.1. Suppose that 2kε

-strong trapdoor permutations and hash fam-
ilies exist and that {Rα,k} is an n-evasive set family as in Lemma 4.3. Then
NMCF (Protocol 4) is non-malleable against n-fold parallel composition.

5 Multi-party Computation

In this section we show how to obtain mpc protocols for arbitrary functionalities
using any simulatable coin-flipping protocol. Let a fixed-round protocol be one
which always requires the same number of rounds in every execution; we only dis-
cuss fixed-round protocols for poly-time computable functions f . Beaver, Micali
and Rogaway [6] (with further extensions in [33]) shows that:

Theorem 5.1 ([6,33]). Suppose that trapdoor permutations exist. For any
function f , there is an O(1)-round protocol for computing f which is (n − 1)-
secure against honest-but-curious adversaries.

For malicious adversaries, Canetti, et al. [11] construct mpc protocols in the
common random string (crs) model which are (n − 1)-secure against adaptive
adversaries (in fact, their protocols achieve the stronger notion of universal com-
posability). Because their goal is security against adaptive adversaries, the round
complexity of their protocols is proportional to the depth of the circuit being
evaluated. Nonetheless, many of the tools they develop (such as uc commitment
and zero-knowledge proofs) run in constant rounds. The following result for the
case of static adversaries is not explicit in [11], but follows directly from their
work (we use the expression abortable mpc to emphasize that in our setting the
adversary may abort the protocol):
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Theorem 5.2 ([11]). Given an r-round protocol for mpc of a function f
which is (n − 1)-secure against static, honest-but-curious adversaries, there is
an abortable mpc protocol for f with O(r) rounds which is (n−1)-secure against
static, malicious adversaries in the common random string model, assuming the
existence of trapdoor permutations and dense pkc.4

Combining the two previous theorems, we obtain:

Corollary 5.1. Suppose that trapdoor permutations and dense pkc exist. For
any function f , there is an O(1)-round (abortable) protocol for computing f in
the crs model which is (n− 1)-secure against static, malicious adversaries.

The key to using simulatable coin-flipping protocols in our setting — when
no setup assumptions are made and a crs is unavailable — is the following
composition result:

Proposition 5.1. Given a simulatable coin-flipping protocol ρ, and an abortable
protocol π for computing f in the crs model which is (n − 1)-secure against
static, malicious adversaries, the natural composition of the two is a protocol for
computing f with no setup assumptions which is (n − 1)-secure against static,
malicious adversaries.

Canetti [8] proved a much more general composition result of this sort for the case
of non-abortable mpc protocols. In fact, however, his proof applies in our context
more or less directly. Since our particular composition result is considerably
simpler, we provide a proof sketch here.

Proof. (sketch) Let stateA denote the internal view of A at the end of the
round in which the coin-flipping protocol ρ terminates (call this round r). We
may imagine the adversary A as the composition of two adversaries: A1 operates
for r rounds and produces output stateA. A2 takes as input stateA, operates for
the remainder of the protocol and produces the final view viewA. We can now
invoke the security of the coin-flipping protocol ρ to create a simulator S1 which
takes a string σ ∈ {0, 1}m as input and outputs variables σ′, state′A such that
σ ∈ {σ,⊥} (with overwhelming probability) and state′A

c≡ stateA when σ is
indistinguishable from random.

We may now define an adversary A′2 for the crs model as follows: upon
receiving σ from the trusted party, run S1 to produce σ′, state′A. If σ′ = ⊥, then
broadcast “I abort” and halt. Otherwise, run A2 on input state′A to complete the
protocol. Note that an execution ofA′2 in the ideal model can be modified to yield
a view and protocol outputs which are indistinguishable from those generated by
A in the real model.5 Finally, we invoke the security of π to obtain a simulator
S2 for the ideal model which emulates the behavior of A′2. The output of the
simulator S2 can be similarly modified to yield outputs indistinguishable from
those of A in the real model. 
�
4 As in Remark 4.1, one should be able to remove the assumption of a dense pkc.
5 The only difference is the “abort” message, which can simply be stripped from the

transcript.
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Our main result (Theorem 1.2) follows from Corollary 5.1, Proposition 5.1,
and the simulatable coin-flipping protocols given in Sections 3 and 4.

Acknowledgments. We are very grateful for helpful discussions with Cynthia
Dwork, Shafi Goldwasser, Yehuda Lindell, and Moni Naor, and also for the
comments from our anonymous referees. We also thank Boaz Barak for personal
communication clarifying the definitions and proofs of security in [2].

References

1. J. Bar-Ilan and D. Beaver. Non-cryptographic fault-tolerant computing in constant
number of rounds of interaction. In Eighth ACM Symposium on Principles of
Distributed Computing, pages 201–209, 1989.

2. B. Barak. Constant-round coin-tossing with a man in the middle. In 43rd IEEE
Symposium on the Foundations of Computer Science, 2002. References are to the
preliminary full version, available from the author’s web page.

3. B. Barak and O. Goldreich. Universal arguments of knowledge. In 17th IEEE
Conference on Computational Complexity, pages 194–203, 2002.

4. D. Beaver. Foundations of secure interactive computing. In Advances in Cryptology
– CRYPTO ’91, volume 576 of Lecture Notes in Computer Science, pages 377–391.
IACR, Springer-Verlag, Aug. 1991.

5. D. Beaver and S. Goldwasser. Multiparty computation with faulty majority. In
Advances in Cryptology – CRYPTO ’89, volume 435 of Lecture Notes in Computer
Science, pages 589–590. IACR, Springer-Verlag, Aug. 1989.

6. D. Beaver, S. Micali, and P. Rogaway. The round complexity of secure protocols.
In 22nd ACM Symposium on the Theory of Computing, pages 503–513, 1990.

7. M. Ben-Or, S. Goldwasser, and A. Wigderson. Completeness theorems for non-
cryptographic fault-tolerant distributed computation. In 20th ACM Symposium
on the Theory of Computing, pages 1–10, May 1988.

8. R. Canetti. Security and composition of multiparty cryptographic protocols. J.
Cryptology, 13(1):143–202, 2000.

9. R. Canetti. Universally composable security: A new paradigm for cryptographic
protocols. In 42nd IEEE Symposium on the Foundations of Computer Science,
pages 136–147, Las Vegas, Nevada, Oct. 2001. IEEE.

10. R. Canetti and M. Fischlin. Universally composable commitments. In Advances in
Cryptology – CRYPTO 2001, volume 2139 of Lecture Notes in Computer Science,
pages 19–40. IACR, Springer, 2001.

11. R. Canetti, Y. Lindell, R. Ostrovsky, and A. Sahai. Universally composable two-
party and multi-party secure computation. In 34th ACM Symposium on the Theory
of Computing, pages 494–503, Montréal, Québec, May 2002. ACM.
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Abstract. Secure multi-party computation (MPC) is an active research
area, and a wide range of literature can be found nowadays suggesting
improvements and generalizations of existing protocols in various direc-
tions. However, all current techniques for secure MPC apply to functions
that are represented by (boolean or arithmetic) circuits over finite fields.
We are motivated by two limitations of these techniques:
– Generality. Existing protocols do not apply to computation over

more general algebraic structures (except via a brute-force simula-
tion of computation in these structures).

– Efficiency. The best known constant-round protocols do not effi-
ciently scale even to the case of large finite fields.

Our contribution goes in these two directions. First, we propose a basis
for unconditionally secure MPC over an arbitrary finite ring, an alge-
braic object with a much less nice structure than a field, and obtain
efficient MPC protocols requiring only a black-box access to the ring op-
erations and to random ring elements. Second, we extend these results
to the constant-round setting, and suggest efficiency improvements that
are relevant also for the important special case of fields. We demonstrate
the usefulness of the above results by presenting a novel application of
MPC over (non-field) rings to the round-efficient secure computation of
the maximum function.

1 Introduction

Background. The goal of secure multi-party computation (MPC), as introduced
by Yao [37], is to enable a set of players to compute an arbitrary function f of
their private inputs. The computation must guarantee the correctness of the
result while preserving the privacy of the players’ inputs, even if some of the
players are corrupted by an adversary and misbehave in an arbitrary malicious
way. Since the initial plausibility results in this area [38,24,6,10], much effort has
been put into enhancing these results, and nowadays there is a wide range of
literature treating issues like improving the communication complexity (e.g., [22,
23,26]) or the round complexity (e.g., [1,5,3,28]), and coping with more powerful
(e.g., [34,9,8]) or more general (e.g., [25,19,13]) adversaries.
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A common restriction on all these results is that the function f is always
assumed to be represented by an arithmetic circuit over a finite field, and hence
all computations “take place” in this field. Thus, it is natural to ask whether
MPC can also be efficiently implemented over a richer class of structures, such
as arbitrary finite rings. This question makes sense from a theoretical point of
view, where it may be viewed as a quest for minimizing the axioms on which
efficient secure MPC can be based, but also from a practical point of view, since
a positive answer would allow greater freedom in the representation of f , which
in turn can lead to efficiency improvements. Unfortunately, general rings do not
enjoy some of the useful properties of fields on which standard MPC protocols
rely: non-zero ring elements may not have inverses (in fact, a ring may even not
contain 1, in which case no element is invertible), there might exist zero-divisors,
and the multiplication may not be commutative. Indeed, already over a relatively
“harmless” ring like Zm, Shamir’s secret sharing scheme [36], which serves as the
standard building block for MPC, is not secure a-priori. For instance, if m is even
and if p(X) is a polynomial over Zm hiding a secret s as its free coefficient, then
the share s2 = p(2) is odd if and only if the secret s is odd. Thus, even the
most basic tools for secure MPC have to be modified before applying them to
the case of rings. A step in this direction was taken in [18,15], where additively
homomorphic secret sharing schemes for arbitrary Abelian groups have been
proposed. However, this step falls short of providing a complete solution to our
problem (which in particular requires both addition and multiplication of shared
secrets), and so the question of MPC over rings remains unanswered.

An additional limitation of current MPC techniques which motivates the cur-
rent work is related to the efficiency of constant-round protocols. Without any
restriction on the number of rounds, most protocols from the literature general-
ize smoothly to allow arithmetic computation over arbitrary finite fields. This is
particularly useful for the case of “numerical” computations, involving integers
or (finite-precision) reals; indeed, such computations can be naturally embedded
into fields of a sufficiently large characteristic. However, in the constant-round
setting the state of affairs is quite different. All known protocols for efficiently
evaluating a circuit in a constant number of rounds [38,5,11,32] are based on
Yao’s garbled circuit construction, which does not efficiently scale to arithmetic
circuits over large fields.1 The only constant-round protocols in the literature
which do efficiently scale to arithmetic computation over large fields apply to
the weaker computational models of formulas [1] or branching programs [29],
and even for these models their complexity is (at least) quadratic in the repre-
sentation size. Hence, there are no truly satisfactory solutions to the problem of
constant-round MPC over general fields, let alone general rings.

1 It is obviously possible to apply the brute-force approach of simulating each field
operation by a boolean circuit computing it. However, this approach is unsatisfactory
both from a theoretical point of view (as its complexity grows super-linearly in the
length of a field element) and from a practical point of view. The same objection
applies to the implementation of ring operations using field or boolean operations.
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Our results. In this paper, we propose a basis for obtaining unconditionally
secure MPC over arbitrary finite rings. In particular, we present an efficient MPC
protocol that requires only black-box access to the ring operations (addition,
subtraction, and multiplication) and the ability to sample random ring elements.
It is perfectly secure with respect to an active adversary corrupting up to t < n/3
of the n players, and its complexity is comparable to the corresponding field-
based solutions. This is a two-fold improvement over the classical field-based
MPC results. It shows that MPC can be efficiently implemented over a much
richer class of structures, namely arbitrary finite rings, and it shows that there
exists in fact one “universal” protocol that works for any finite ring (and field).
Finally, the tools we provide can be combined with other work on MPC, and
hence expand a great body of work on MPC to rings.

On the constant-round front, we make two distinct contributions. First, we
show that the feasibility of MPC over black-box rings carries over to the constant-
round setting.2 To this end, we formulate and utilize a garbled branching program
construction, based on a recent randomization technique from [29]; however, as
the algebraic machinery which was originally used in its analysis does not ap-
ply to general rings, we provide a combinatorially-oriented presentation and
analysis which may be of independent interest. As a second contribution, we
suggest better ways for evaluating natural classes of arithmetic formulas and
branching programs in a constant number of rounds. In particular, we obtain
protocols for small-width branching programs and balanced formulas in which
the communication complexity is nearly linear in their size. The former proto-
cols are based on the garbled branching program construction, and the latter
on a combination of a complexity result from [12] with a variant of randomiza-
tion technique from [3]. While the main question in this context (namely, that
of obtaining efficient constant-round protocols for arithmetic circuits) remains
open, our techniques may still provide the best available tools for efficiently re-
alizing “numerical” MPC tasks that arise in specific applications. Furthermore,
these techniques may also be beneficial in the two-party setting of [35] (via
the use of a suitable homomorphic encryption scheme) and in conjunction with
computationally-secure MPC (using, e.g., [14]).

We conclude with an example for the potential usefulness of secure MPC over
non-field rings. Specifically, we show how to efficiently compute the maximum
of n integers with better round complexity than using alternative approaches.

Organization. Section 2 deals with the model. The main body of the paper
has two parts corresponding to our two main contributions: the first deals with
general MPC over rings (Section 3) and the other concentrates on constant-
round protocols (Section 4). Finally, in Section 5 we describe an application of
MPC over non-field rings. A longer version of this paper, which in particular
contains some proofs that were omitted from this version, can be found in [16].

2 This is not clear a-priori, and in fact most randomization techniques used in the
context of constant-round MPC (e.g.,[1,20,3,28]) clearly do not apply to this more
general setting.
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2 Model

We consider the secure-channels model, as introduced in [6,10], where a set
P = {P1, . . . , Pn} of n players is connected by bilateral, synchronous, reliable
secure channels. For the case of constant-round secure computation, a broadcast
channel is also assumed to be available, while it has to be implemented other-
wise. Our goal is to obtain a protocol for securely computing a function given
by an arithmetic circuit over an arbitrary ring R. (In Section 4 we will also be
interested in functions represented by formulas and branching programs over
a ring R.) By default, we consider unconditional or perfect security against an
adaptive, active adversary. The reader is referred to, e.g., [7] for a definition of
secure protocols in this setting. Such a protocol is black-box if: (1) its description
is independent of R and it only makes black-box calls to the ring operations
(addition, subtraction and multiplication) and to random ring elements; and (2)
its security holds regardless of the underlying ring R, in the sense that each ad-
versary attacking the protocol admits a simulator having only a black-box access
to R.

3 Multi-party Computation over Rings

3.1 Mathematical Preliminaries

We assume the reader to be familiar with basic concepts of group and ring theory.
However, we also make use of the notions of a module and of an algebra, which we
briefly introduce here. Let Λ be a commutative ring with 1. An (additive) Abelian
group G is called a Λ-module if a number multiplication Λ×G→ G, (λ, a) �→ λ ·a
is given such that 1 ·a = a, λ ·(a+b) = (λ ·a)+(λ ·b), (λ+µ) ·a = (λ ·a)+(µ ·a)
and (λ · µ) · a = λ · (µ · a) for all λ, µ ∈ Λ and a, b ∈ G. Hence, loosely speaking,
a module is a vector space over a ring (instead of over a field). An arbitrary
ring R is called a Λ-algebra if (the additive group of) R is a Λ-module and
(λ · a) · b = λ · (a · b) = a · (λ · b) holds for all λ ∈ Λ and a, b ∈ R. For example,
every Abelian group G is a Z-module and every ring R is a Z-algebra; the number
multiplication is given by 0 · a = 0, λ · a = a + · · · + a (λ times) if λ > 0, and
λ · a = −((−λ) · a) if λ < 0. We also write λa or aλ instead of λ · a.

3.2 Span Programs over Rings and Linear Secret Sharing

Monotone span programs over (finite) fields were introduced in [30] and turned
out to be in a one-to-one correspondence to linear secret sharing schemes (over
finite fields). This notion was extended in [15] to monotone span programs over
(possibly infinite) rings, and it was shown that integer span programs, i.e. span
programs over Z, have a similar correspondence to black-box secret sharing (over
arbitrary Abelian groups). We briefly recall some definitions and observations.
Definition 1. A subset Γ of the power set 2P of P is called an access structure
on P if ∅ �∈ Γ and if Γ is closed under taking supersets: A ∈ Γ and A′ ⊇ A
implies that A′ ∈ Γ . A subset A of 2P is called an adversary structure on P if
its complement Ac = 2P \ A is an access structure.
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Let Λ be an arbitrary (not necessarily finite) commutative ring with 1. Con-
sider a matrix M over Λ with, say, d rows and e columns (this will be denoted
as M ∈ Λd×e), a labeling function ψ : {1, . . . , d} → P and the target vector
ε = (1, 0, . . . , 0)T ∈ Λe. The function ψ labels each row of M with a number
corresponding to one of the players. If A ⊆ P then MA denotes the restriction
of M to those rows i with ψ(i) ∈ A, and, similarly, if x denotes an arbitrary
d-vector then xA denotes the restriction to those coordinates i with ψ(i) ∈ A. In
case A = {Pi}, we write Mi and xi instead of MA and xA. Finally, im(·) denotes
the image and ker(·) the kernel (or null-space) of a matrix.

Definition 2. Let M = (Λ,M,ψ, ε) be a quadruple as above, and let Γ be an
access structure on P. Then, M is called a (monotone)3 span program (over Λ)
for the access structure Γ , or, alternatively, for the adversary structure A = Γ c,
if for all A ⊆ P the following holds.
• If A ∈ Γ , then ε ∈ im(MT

A ), and
• if A �∈ Γ , then there exists κ = (κ1, . . . , κe)T ∈ ker(MA) with κ1 = 1.

If Λ = Z then M is called an integer span program, ISP for short. Finally,
size(M) is defined as d, the number of rows of M .

By basic linear algebra, the existence of κ ∈ ker(MA) with κ1 = 1 implies
that ε �∈ im(MT

A ), however the other direction generally only holds if Λ is a field.
Let G be an arbitrary finite Abelian group that can be seen as a Λ-module.

As a consequence, it is well defined how a matrix over Λ acts on a vector with
entries in G. Then, a span program M = (Λ,M,ψ, ε) for an access structure Γ
gives rise to a secret sharing scheme for secrets in G:
To share s ∈ G, the dealer chooses a random vector b = (b1, . . . , be)T ∈ Ge of
group elements with b1 = s, computes s = Mb and, for every player Pi ∈ P,
hands si (privately) to Pi. This is a secure sharing of s, with respect to the access
structure Γ . Namely, if A ∈ Γ then there exists an (A-dependent) vector λ, with
entries in Λ, such that MT

Aλ = ε. It follows that s can be reconstructed from sA

by sT
Aλ = (MAb)T λ = bTMT

Aλ = bT ε = s. On the other hand, if A �∈ Γ then
there exists an (A-dependent) vector κ ∈ Λe with MAκ = 0 and κ1 = 1. For
arbitrary s′ ∈ G define s′ = M(b + κ(s′ − s)). The secret defined by s′ equals
s′, while on the other hand s′A = sA. Hence, the assignment b′ = b + κ(s′ − s)
provides a bijection between the random coins (group elements) consistent with
sA and s and those consistent with sA and s′. This implies (perfect) privacy.

Note that since every Abelian group G is a Z-module, an ISP gives rise to a
black-box secret sharing scheme [15]. Furthermore, the above applies in particular
to (the additive group of) a ring R which can be seen as a Λ-algebra.

3.3 Multiplicative Span Programs and Secure MPC

The multiplication property for a span program over a field has been introduced
in [13]. It essentially requires that the product of two shared secrets can be writ-
ten as a linear combination of locally computable products of shares. However,
3 Since we consider only monotone span programs, we omit the word “monotone”.
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in our setting (where, given the span program, it is not clear from what ring R
the secret and the shares will be sampled), we define the multiplication property
as a sole property of the span program.

Let Λ be a commutative ring with 1, and let M = (Λ,M,ψ, ε) be a span
program over Λ for an adversary structure A.

Definition 3. The span program M is called multiplicative if there exists a
block-diagonal matrix D ∈ Λd×d such that MTDM = εεT , where block-diagonal
is to be understood as follows. Let the rows and columns of D be labeled by ψ,
then the non-zero entries of D are collected in blocks D1, . . . , Dn such that for
every Pi ∈ P the rows and columns in Di are labeled by Pi.
M is called strongly multiplicative if, for every player set A ∈ A, M restricted
to the complement Ac of A is multiplicative.

As in the case of span programs over fields (see [13]), for every adversary
structure A there exists a (strongly) multiplicative span program M over Λ for
A if and only if A is Q2 (Q3), meaning that no two (three) sets of A cover
the whole player set P [25]. Furthermore, there exists an efficient procedure to
transform any span program M over Λ for a Q2 adversary structure A into a
multiplicative span program M′ (over Λ) for the same adversary structure A,
such that the size of M′ is at most twice the size of M.4

Similarly to the field case, the multiplication property allows to securely
compute a sharing of the product of two shared secrets. Indeed, let R be a
finite ring which can be seen as a Λ-algebra, and let s = Mb and s′ = Mb′

be sharings of two secrets s, s′ ∈ R. Then, the product ss′ can be written as
ss′ = bT ε εT b′ = bTMTDMb′ = (Mb)TDMb′ = sTDs′ =

∑
i s

T
i Dis′i, i.e.,

by the special form of D, as the sum of locally computable values. Hence the
multiplication protocol from [23] can be applied: To compute securely a sharing
s′′ = Mb′′ of the product ss′, every player Pi shares pi = sT

i Dis′i, and then
every player Pi adds up its shares of p1, . . . , pn, resulting in Pi’s share s′′i of ss′.

Given a multiplicative span program over Λ for a Q2 adversary structure A
(where the multiplication property can always be achieved according to a re-
mark above), it follows that if R is a Λ-algebra, then any circuit over R can be
computed securely with respect to a passive adversary that can (only) eavesdrop
the players of an arbitrary set A ∈ A. Namely, every player shares its private
input(s) using the secret sharing scheme described in Section 3.2, and then the
circuit is securely evaluated gate by gate, the addition gates non-interactively
based on the homomorphic property of the secret sharing scheme, and the mul-
tiplication gates using the above mentioned multiplication protocol. Finally, the
(shared) result of the computation is reconstructed. We sketch in Section 3.4
how to achieve security against an active Q3 adversary. Note that a broadcast
channel can be securely implemented using, e.g., [21]. All in all, this proves

4 A similar result concerning the strong multiplication property is not known to exist,
not even in the field case.
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Theorem 1. Let Λ be a commutative ring with 1, and let M be a (strongly)5

multiplicative span program over Λ for a Q3 adversary structure A. Then there
exists an A-secure MPC protocol to evaluate any arithmetic circuit C over an
arbitrary finite ring R which can be seen as a Λ-algebra.

Concerning efficiency, the communication complexity of the MPC protocol
(in terms of the number of ring elements to be communicated) is polynomial
in n, in the size of M, and in the number of multiplication gates in C.

Corollary 1. LetM be a (strongly) multiplicative ISP for a Q3 adversary struc-
ture A. Then there exists an A-secure black-box MPC protocol to evaluate any
arithmetic circuit C over an arbitrary finite ring R.

The black-box MPC result from Corollary 1 exploits the fact that every ring
R is a Z-algebra.6 If, however, additional information about R is given, it might
be possible to view R as an algebra over another commutative ring Λ with 1.
For example, if the exponent � of (the additive group of) R is given, then we
can exploit the fact that R is an algebra over Λ = Z�. In many cases, this leads
to smaller span programs and thus to more efficient MPC protocols than in the
black-box case. For instance, if the exponent of R is a prime p then R is an
algebra over the field Fp, and we can apply standard techniques to derive span
programs over Fp (or an extension field). If the exponent � is not prime but, say,
square-free, we can use Chinese Remainder Theorem to construct suitable span
programs. See also Proposition 1 for the case of a threshold adversary structure.

3.4 Adversary Achieving Security against an Active Adversary

Following the paradigm of [13], security against an active adversary can be
achieved by means of a linear distributed commitment and three correspond-
ing auxiliary protocols: a commitment transfer protocol (CTP), a commitment
sharing protocol (CSP) and a commitment multiplication protocol (CMP). A lin-
ear distributed commitment allows a player to commit to a secret, however, in
contrast to its cryptographic counterpart, a distributed commitment is perfectly
hiding and binding. A CTP allows to transfer a commitment for a secret from
one player to another, a CSP allows to share a committed secret in a verifiable
way such that the players will be committed to their shares, and a CMP allows
to prove that three committed secrets s, s′ and s′′ satisfy the relation s′′ = ss′, if
this is indeed the case. These protocols allow to modify the passively secure MPC
protocol, sketched in Section 3.3, in such a way that at every stage of the MPC
every player is committed to its current intermediary results. This guarantees
detection of dishonest behaviour and thus security against an active adversary. It
is straightforward to verify that the field based solutions of [13] can be extended
5 Perfect security requires a strongly-multiplicative span program, while an (ordinary)

multiplicative span program is sufficient for unconditional security (see Section 3.4).
6 Note that the corresponding number multiplication can efficiently be computed using

standard “double and add”, requiring only black-box access to the addition in R.
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to our more general setting of MPC over an arbitrary ring (please consult the
full version [16] for a more detailed description). As in [13], the perfectly secure
CMP requires a strongly multiplicative span program whereas an ordinary span
program suffices for unconditional security.

3.5 Threshold Black-Box MPC

Consider a threshold adversary structure At,n = {A⊆P : |A|≤ t} with 0 < t < n.

Proposition 1. Let Λ be a commutative ring with 1. Assume there exist units
ω1, . . . , ωn ∈ Λ such that all pairwise differences ωi − ωj (i �= j) are invertible
as well. Then there exists a span program M = (Λ,M,ψ, ε) for At,n of size n,
which is (strongly) multiplicative if and only if t < n/2 (t < n/3): the i-th row
of M is simply (1, ωi, ω

2
i , . . . , ω

t
i), labeled by Pi, and ε = (1, 0, . . . , 0)T ∈ Λt+1.

The resulting secret sharing scheme (with the secret and shares sampled from
a Λ-module G), formally coincides with the well known Shamir scheme [36],
except that the interpolation points ω1, . . . , ωn have to be carefully chosen
(from Λ). The security of this generalized Shamir scheme has been proven in
[18,17]. A full proof of Proposition 1 that includes the claim concerning the
(strong) multiplication property can be found in the full version [16].

To achieve black-box MPC over an arbitrary finite ring R, it suffices, by
Corollary 1, to have a (strongly multiplicative) ISP for At,n. Unfortunately, the
ring Λ = Z does not fulfill the assumption of Proposition 1 (except for n = 1),
and hence Proposition 1 does not provide the desired ISP. However, by Lemma 1
below, it is in fact sufficient to provide a span program over an extension ring
Λ of Z, as it guarantees that any such span program can be “projected” to an
ISP.7 The remaining gap is then closed in Lemma 2 by exhibiting an extension
ring Λ of Z that satisfies the assumption of Proposition 1.

Lemma 1. Let f(X) ∈ Z[X] be a monic, irreducible polynomial of non-zero
degree m, and let Λ be the extension ring Λ = Z[X]/(f(X)) of Z. Then, any
span program M over Λ can be (efficiently) transformed into an integer span
program M̄ for the same adversary structure such that size(M̄) = m · size(M).
Furthermore, if M is (strongly) multiplicative then this also holds for M̄.

The first part of this lemma appeared in [15]. A full proof of Lemma 1, also
covering the multiplication property, can be found in the full version [16]. For a
proof of Lemma 2 below we refer to [18].

7 Alternatively, one could also “lift” R to an extension ring S ⊇ R which can be seen
as an algebra over Λ ⊇ Z, and then do the MPC over S, using some mechanism that
ensures that the inputs come from the smaller ring R. This approach, which has
also been used in [18] in the context of secret sharing over arbitrary Abelian groups,
would lead to a somewhat more efficient implementation of the MPC protocols;
however, we feel that our approach serves better conceptual simplicity.
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Lemma 2. Consider the polynomials ωi(X) = 1 + X + · · · + Xi−1 ∈ Z[X] for
i = 1, . . . , n. Then ω1(X), . . . , ωn(X) and all pairwise differences ωi(X)−ωj(X)
(i �= j) are invertible modulo the cyclotomic polynomial Φq(X) = 1 +X + · · ·+
Xq−1 ∈ Z[X], where q is a prime greater than n.

Hence, if t < n/3 then by Proposition 1 there exists a strongly-multiplicative
span program M for At,n over the extension ring Λ = Z[X]/(Φq(X)) where
q > n. The size of M is n, and q can be chosen linear in n by Bertrand’s
Postulate. Together with Lemma 1, this implies a strongly-multiplicative ISP of
size O(n2), and hence Corollary 1 yields

Corollary 2. For t < n/3, there exists an At,n-secure black-box MPC protocol
to evaluate any arithmetic circuit C over an arbitrary finite ring R.

A threshold ISP of size O(n log n) was presented in [15] (and proven optimal).
As this construction too is related to Shamir’s scheme, it is not hard to see that
also this ISP is (strongly) multiplicative if and only if t < n/2 (t < n/3).
Hence, it gives rise to another instantiation of the MPC protocol claimed in
Corollary 2. Its communication complexity turns out to coincide asymptotically
with the classical protocols of [6,2,22], up to a possible loss of a factor log n,
which is due to the fact that over large fields there exist threshold span programs
of size n. Furthermore, our protocol is compatible with improvements to the
communication complexity of non-black-box MPC over fields [27,26].

4 Constant-Round Protocols

In this section we present constant-round MPC protocols over arbitrary rings.
Our motivation is twofold. First, we complement the results of the previous sec-
tion by showing that they carry over in their full generality to the constant-round
setting. This does not immediately follow from previous work in the area. Second,
we point out some improvements and simplifications to previous constant-round
techniques, which also have relevance to the special case of fields. In particular,
we obtain constant-round protocols for small-width branching programs and bal-
anced formulas in which the communication complexity is nearly linear in their
size.

4.1 Randomizing Polynomials over Rings

The results of the previous section may be viewed as providing a general “com-
piler”, taking a description of an arithmetic circuit C over some ring R and
producing a description of an MPC protocol for the functionality prescribed by
C. While the communication complexity of the resultant protocol is proportional
to the size of C, its round complexity is proportional to its multiplicative depth.8

8 Multiplicative depth is defined similarly to ordinary circuit depth, except that addi-
tion gates and multiplications by constant do not count.
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In particular, constant-degree polynomials over R can be securely evaluated in
a constant number of rounds using black-box access to R. The notion of ran-
domizing polynomials, introduced in [28], provides a convenient framework for
representing complex functions as low-degree polynomials, thereby allowing their
round-efficient secure computation. In the following we generalize this notion to
apply to any function f : Rn → D, where R is an arbitrary ring and D is an
arbitrary set.9

A randomizing polynomials vector over the ring R is a vector p = (p1, . . . , ps)
of s multivariate polynomials over R, each acting on the same n + m variables
x = (x1, . . . , xn) and r = (r1, . . . , rm). The variables x are called inputs and
r are called random inputs. The complexity of p is the total number of inputs
and outputs (i.e., s+ n+m). Its degree is defined as the maximal degree of its
s entries, where both ordinary inputs and random inputs (but not constants)
count towards the degree.10

Representation of a function f by p is defined as follows. For any x ∈ Rn,
let P (x) denote the output distribution of p(x, r), induced by a uniform choice
of r ∈ Rm. Note that for any input x, P (x) is a distribution over s-tuples of
ring elements. We say that p represents a function f if the output distribution
P (x) is “equivalent” to the function value f(x). This condition is broken into
two requirements, correctness and privacy, as formalized below.

Definition 4. A randomizing polynomials vector p(x, r) is a said to represent
the function f : Rn → D if the following requirements hold:
• Correctness. There exists an efficient11 reconstruction algorithm which,

given only a sample from P (x), can correctly compute the output value f(x).
• Privacy. There exists an efficient simulator which, given the output value
f(x), can emulate the output distribution P (x).

We will also consider the relaxed notion of δ-correct randomizing polynomials,
where the reconstruction algorithm is allowed to output “don’t know” with prob-
ability δ (but otherwise must be correct).

The application of randomizing polynomials to secure computation, discussed
in [28], is quite straightforward. Given a representation of f(x) by p(x, r), the
secure computation of f can be reduced to the secure computation of the ran-
domized function P (x). The latter, in turn, reduces to the secure computation
of the deterministic function p′(x, r1, . . . , ra)def=p(x, r1 + . . .+ ra), where a is the
size of some set A �∈ A, by assigning each input vector rj to a distinct player in
A and instructing it to pick rj at random. Note that the degree of p′ is the same
as that of p. Moreover, if the reconstruction procedure associated with p requires
only black-box access to R, then this property is maintained by the reduction.
9 In this section the parameter n is used to denote an input length parameter rather

than the number of players. The input, taken from Rn, may be arbitrarily partitioned
among any number of players.

10 It is crucial for the MPC application that random inputs count towards the degree.
11 The efficiency requirement can only be meaningfully applied to a family of random-

izing polynomials, parameterized by the input size n and the ring R.
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Hence, using the results of the previous section, the problem of getting round-
efficient MPC over rings reduces to that of obtaining low-degree representations
for the functions of interest.

In the following we describe two constructions of degree-3 randomizing poly-
nomials over rings, drawing on techniques from [29,3].

4.2 Branching Programs over Rings

Branching programs are a useful and well-studied computational model. In par-
ticular, they are stronger than the formula model (see Section 4.3). We start by
defining a general notion of branching programs over an arbitrary ring R.

Definition 5. A branching program BP on inputs x = (x1, . . . , xn) over R is
defined by: (1) a DAG (directed acyclic graph) G = (V,E); (2) a weight function
w, assigning to each edge a degree-1 polynomial over R in the input variables. It
is convenient to assume that V = {0, 1, . . . , �}, where � is referred to as the size of
BP, and that for each edge (i, j) ∈ E it holds that i < j. The function computed
by BP is defined as follows. For each directed path φ = (i1, i2, . . . , ik) in G, the
weight of φ is defined to be the product w(i1, i2) ·w(i2, i3) · . . . ·w(ik−1, ik) (in the
prescribed order). For i < j, we denote by W (i, j) the total weight of all directed
paths from i to j (viewed as a function of x). Finally, the function f : Rn → R
computed by BP is defined by f(x) = W (0, �)(x). We refer to W (0, �) as the
output of BP.

Note that, using a simple dynamic programming algorithm, the output of BP
can be evaluated from its edge weights using O(|E|) black-box ring operations.

To represent a branching program by randomizing polynomials, we rely on
a recent construction from [29]. However, applying this construction to general
rings requires a different analysis. In particular, the original analysis relies on
properties of the determinant which do not hold in general over non-commutative
rings. Below we provide a more combinatorial interpretation of this construction,
which may be of independent interest.

How to garble a branching program. Given a branching program BP =
(G,w) of size �, we define a randomized procedure producing a “garbled” branch-
ing program B̃P = (G̃, w̃) of the same size �. The graph G̃ will always be the
complete DAG, i.e., each (i, j) where 0 ≤ i < j ≤ � is an edge in G̃. We will
sometimes also view G as a complete graph, where w(i, j) = 0 if (i, j) is not
originally an edge. The randomization of BP proceeds in two phases.
Main phase. Let rij , 0 ≤ i < j < �, be

(
�
2

)
random and independent ring

elements. Each rij naturally corresponds to an edge. The main randomization
phase modifies each original weight w(i, j) as follows: first, if j < �, it increases it
by rij . Then, regardless of whether j = �, it decreases it by rih ·w(h, j) for each
h lying strictly between i and j. That is, the updated weights w′(i, j) obtained
at the end of this phase are defined by

w′(i, j) =

{
w(i, j) + rij −

∑j−1
h=i+1 rih · w(h, j), j < �

w(i, j)−
∑j−1

h=i+1 rih · w(h, j), j = �
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Note that each w′(i, j) is a degree-2 polynomial in the inputs x and the random
inputs rij .
Cleanup phase. In the main phase the weights of the edges entering � were not
fully randomized. In some sense, these edges served as “garbage collectors” for
the randomization of the remaining edges. To eliminate the unwanted residual
information about x, the following operation is performed. Let r′1, . . . , r

′
�−1 be

independent random ring elements. The new weights w̃ are the same as w′ for
(i, j) such that j < �, and else are defined by:

w̃(i, �) =

{
w′(i, �)−

∑�−1
j=i+1 w

′(i, j) · r′j , i = 0
w′(i, �) + r′i −

∑�−1
j=i+1 w

′(i, j) · r′j , i > 0

Note that the weights w̃(i, �) are degree-3 polynomials in x, r, r′ and the remain-
ing weights are all of degree 2. Still, each weight w̃ is of degree 1 in x, and hence
any fixed choice of r, r′ indeed makes B̃P a branching program according to our
definition.

We define a randomizing polynomials vector p(x, r, r′) representing BP by the
concatenation of all

(
�+1
2

)
weights w̃. It has degree 3 and complexity O(�2). It can

be evaluated using O(|E|�) ring operations assuming that each original weight
w depends on a single input variable. We prove its correctness and privacy.
Correctness. It suffices to show that on any input x, the value of B̃P equals
that of BP, for any choice of r, r′. For this, it suffices to show that the positive
and negative contributions of each random input cancel each other. Consider the
effect of a specific random input rij in the main phase. It is involved in two types
of operations: (1) it is added to w(i, j); and (2) rij · w(j, k) is subtracted from
each weight w(i, k) such that k > j. We now compare the contribution of (1)
and (2) to the output W (0, �). Since (1) affects exactly those paths that traverse
the edge (i, j), the positive contribution of (1) is

W (0, i) · rij ·W (j, �) .

(Note that, by the distributive law, the above expression covers exactly all di-
rected paths from 0 to � passing through (i, j).) Similarly, the negative contri-
bution of (2) is:

∑
k>j

W (0, i) · (rij · w(j, k)) ·W (k, �) = W (0, i) · rij
∑
k>j

w(j, k) ·W (k, �)

= W (0, i) · rij ·W (j, �)

Hence, the positive and negative contributions of each rij exactly cancel each
other, as required. A similar argument applies to the cleanup phase operations
involving r′i (details omitted). To conclude, it suffices for the reconstruction
procedure to evaluate the garbled branching program B̃P(x, r, r′), which requires
O(�2) ring operations.
Privacy. We argue that, for any fixed x, the distribution of w̃ induced by the
random choice of r, r′ is uniform among all weight assignments having the same
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output value as BP on x. First, note that the number of possible choices of
r, r′ is |R|(

�
2)+(�−1), which is exactly equal to |R|(

�+1
2 )−1, the number of possible

weight assignments in each output class.12 It thus suffices to prove that, for any
fixed weight assignment w, the effect of r, r′ on w (as a function from R(�+1

2 )−1

to R(�+1
2 )) is one-to-one. Consider two distinct vectors of random inputs, (r, r′)

and (r̂, r̂′). Order each of them by first placing the rij entries in increasing
lexicographic order and then the r′i entries in decreasing order. Consider the
first position where the two ordered lists differ. It is not hard to verify that if
the first difference is rij �= r̂ij , where j < �, then the weight of (i, j) will differ
after the main phase. (Note that since j < �, this weight is untouched in the
cleanup phase.) The second case, where the first difference is r′i �= r̂′i, is similar.
In this case the two random inputs will induce the same change to the weight
of (i, �) in the main phase, and a different change in the cleanup phase. Thus,
the garbled weight function is indeed uniformly random over its output class.
Given the above, a simulator may proceed as follows. On output value d ∈ R, the
simulator constructs a branching program BP with w(0, �) = d and w(i, j) = 0
elsewhere, and outputs a garbled version B̃P of BP.

Combining the above with the results of the previous section, we have:

Theorem 2. Let BP be a branching program over a black-box ring R, where BP
has size � and m edges. Then BP admits a perfectly secure MPC protocol, com-
municating O(�2) ring elements and performing O(m�) ring operations (ignoring
polynomial dependence on the number of players). The protocol may achieve an
optimal security threshold, and its exact number of rounds corresponds to that
of degree-3 polynomials.

Trading communication for rounds. For large branching programs, the
quadratic complexity overhead of the previous construction may be too costly.
While this overhead somehow seems justified in the general case, where the
description size of BP may also be quadratic in its size �, one can certainly
expect improvement in the typical case where BP has a sparse graph. A useful
class of such branching programs are those that have a small width. BP is said
to have length a and width b if the vertices of its graph G can be divided into a
levels of size≤ b each, such that each edge connects two consecutive levels. For
instance, for any binary regular language, the words of length n can be recognized
by a constant-width length-n branching program over Z2 (specifically, the width
is equal to the number of states in the corresponding automaton).

For the case of small-width branching programs, we can almost eliminate the
quadratic overhead at the expense of a moderate increase in the round complex-
ity. We use the following recursive decomposition approach. Suppose that the
length of BP is broken into s segments of length a/s each. Moreover, suppose
that in each segment all b2 values W (i, j) such that i is in the first level of that

12 Indeed, among the |R|(�+1
2 ) possible ways of fixing the weights, there is an equal

representation for each output. A bijection between the weight functions of two
output values d1, d2 can be obtained by adding d1 − d2 to the weight of (0, �).



Efficient Multi-party Computation over Rings 609

segment and j is in the last level are evaluated. Then, the output of BP can
be computed by a branching program BP′ of length s and width b, such that
the edge weights of BP′ are the b2s weights W (i, j) as above. Thus, the secure
computation of BP can be broken into two stages: first evaluate in parallel b2s
branching programs13 of length a/s and width b each, producing the weights
W (i, j), and then use these weights as inputs to the length-s, width-b branching
program BP′, producing the final output. This process requires to hide the inter-
mediate results produced by the first stage, which can be done with a very small
additional overhead. In fact, a careful implementation (following [3]) allows the
second stage to be carried out using only a single additional round of broadcast.

If the width b of BP is constant, an optimal choice for s is s = O(a2/3),
in which case the communication complexity of each of the two stages becomes
O(a4/3). This is already a significant improvement over the O(a2) complexity
given by Theorem 2. Moreover, by recursively repeating this decomposition and
tuning the parameters, the complexity can be made arbitrarily close to linear
while maintaining a (larger) constant number of rounds. In particular, this tech-
nique can be used to obtain nearly-linear perfect constant-round protocols for
iterated ring multiplication or for Yao’s millionaires’ problem [37], both of which
admit constant-width linear-length branching programs.

4.3 Arithmetic Formulas

An arithmetic formula over a ring R is defined by a rooted binary tree, whose
leaves are labeled by input variables and constants (more generally, by degree-1
polynomials), and whose internal nodes, called gates, are labeled by either ‘+’
(addition) or ‘×’ (multiplication). If R is non-commutative, the children of each
multiplication node must be ordered. A formula is evaluated in a gate-by-gate
fashion, from the leaves to the root. Its size is defined as the number of leaves
and its depth as the length of the longest path from the root to a leave. A formula
is balanced if it forms a complete binary tree.

We note that the branching program model is strictly stronger than the
formula model. In particular, any formula (even with gates of unbounded fan-
in) can be simulated by a branching program of the same size. Thus, the results
from Section 4.2 apply to formulas as well.

We combine a complexity result due to Cleve [12] with a variant of a random-
ization technique due to Beaver [3] (following Kilian [31] and Feige et al. [20])
to obtain an efficient representation of formulas by degree-3 randomizing poly-
nomials. If the formula is balanced, the complexity of this representation can
be made nearly linear in the formula size. However, in contrast to the previous
construction, the current one will not apply to a black-box ring R and will not
offer perfect correctness. Still, for the case of balanced arithmetic formulas, it
can provide better efficiency.

13 It is possible to avoid the b2 overhead by modifying the garbled branching program
construction so that all weights W (i, j) in each segment are evaluated at once.
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From formulas to iterated matrix product. In [12], it is shown that an
arithmetic formula of depth d over an arbitrary ring R with 1 can be reduced
to the iterated product of O((2d)1+

2
b ) matrices of size c = O(2b) over R, for

any constant b. Each of these matrices is invertible, and its entries contain only
variables or constants.14 The output of the formula is equal to the top-right
entry of the matrix product. Note that if the formula is balanced, then the total
size of all matrices can be made nearly linear in the formula size.

Next, we consider the problem of randomizing an entry of an iterated matrix
product as above. Having already established the possibility of constant-round
MPC over black-box rings, we focus on efficiency issues and restrict our attention
to the special case of fields. Indeed, the following construction does not apply to
black-box rings (though may still apply with varied efficiency to non-field rings).
In what follows we let K denote a finite field, Kc×c the set of c× c matrices over
K, and GLc(K) the group of invertible c× c matrices over K.

Randomizing an iterated product of invertible matrices. To represent
an iterated matrix product by degree-3 randomizing polynomials, we modify a
randomization technique from [3]. See [16] for a proof of the next proposition.
Proposition 2. Let M2, . . . ,Mk−1 ∈ GLc(K), let M̂1 be a nonzero row vector
and M̂k a nonzero column vector. Suppose that at most a (δ/2k)-fraction of the
c× c matrices over K are singular. Then,

(M̂1S1 , S2S1 , S2M2S3 , S4S3 , S4M3S5, . . . , S2k−2S2k−3 , S2k−2M̂k),

where S1, . . . , S2k−2 are uniformly random matrices, is a δ-correct degree-3 rep-
resentation for the iterated product M̂1M2 · · ·Mk−1M̂k.

Note that if the field K is small, the correctness probability can be boosted
by working over an extension field (thereby increasing the probability of picking
invertible matrices).

By choosing M̂1 and M̂k to be unit vectors, Proposition 2 can be used to
represent a single entry in an iterated product of invertible matrices, as required
for applying Cleve’s reduction. Thus, we have:
Theorem 3. Let F be an arithmetic formula of depth d over a finite field K.
Then, F admits a constant-round MPC protocol communicating 2d+O(

√
d) field

elements (i.e., s · 2O(
√

log s) elements if F is a balanced formula of size s). The
protocol can either have a minimal round complexity (corresponding to degree-3
polynomials) with O(|K|−1) failure probability, or alternatively achieve perfect
correctness and privacy in an expected constant number of rounds (where the
expected overhead to the number of rounds can be made arbitrarily small).

5 Application: Securely Computing the MAX Function

Aside from its theoretical value, the study of MPC over non-field rings is moti-
vated by the possibility of embedding useful computation tasks into their richer
14 The requirement that R has 1 can be dispensed with by using an appropriate exten-

sion of R.
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structure. In this section we demonstrate the potential usefulness of this ap-
proach by describing an application to the round-efficient secure computation of
the maximum function.

Suppose there are n players, where each player Pi holds an integer yi from
the set {0, 1, . . . ,M}. (We consider M to be a feasible quantity.) Our goal is
to design a protocol for securely evaluating max(y1, . . . , yn) with the following
optimization criteria in mind. First, we would like the round complexity to be as
small as possible. Second, we want to minimize the communication complexity
subject to the latter requirement.

Our solution proceeds as follows. Let k be a (statistical) security parameter,
and fix a ring R = ZQM where Q is a k-bit prime. We denote the elements of R
by 1, 2, . . . , QM = 0. Consider the degree-2 randomizing polynomial

p(x1, . . . , xn, r1, . . . , rn) =
n∑

i=1

rixi

over R. It is not hard to verify that: (1) the additive group of R has exactly
M+1 subgroups, and these subgroups are totally ordered with respect to contain-
ment;15 and (2) the output distribution P (x1, . . . , xn) is uniform over the maxi-
mal (i.e., largest) subgroup generated by an input xi. Specifically, P (x1, . . . , xn)
is uniform over the subgroup generated by Qj , where j is the maximal integer
from {0, 1, . . . ,M} such that Qj divides all xi.

We are now ready to describe the protocol. First, each player i maps its input
yi to the ring element xi = QM−yi . Next, the players securely sample an element
z from the output distribution P (x1, . . . , xn). This task can be reduced to the
secure evaluation of a deterministic degree-2 polynomial over R (see Section 4.1).
Finally, the output of the computation is taken to be the index of the minimal
subgroup of R containing z; i.e., the output is 0 if z = 0 and otherwise it is
M − max{ j : Qj divides z}. Note that the value of z reveals no information
about the inputs yi except what follows from their maximum, and the protocol
produces the correct output except with probability 1/Q ≤ 2−(k−1). We stress
that an active adversary (or malicious players) cannot gain any advantage by
picking “invalid” inputs x∗i to the evaluation of P . Indeed, any choice of x∗i is
equivalent to a valid choice of xi generating the same subgroup.

We turn to analyze the protocol’s efficiency. Recall that our main optimiza-
tion criterion was the round complexity. The protocol requires the secure evalu-
ation of a single degree-2 polynomial over R. Using off-the-shelf MPC protocols
(adapted to the ring R as in Section 3), this requires fewer rounds than eval-
uating degree-3 polynomials or more complex functions.16 The communication
complexity of the protocol is linear in M and polynomial in the number of play-
ers. In [16] we discuss several alternative approaches for securely evaluating the

15 This should be contrasted with the field of the same cardinality, which has 2M

partially ordered additive subgroups.
16 The exact number of rounds being saved depends on the specific setting, e.g. on

whether a broadcast channel is available.
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maximum function. All of these alternatives either require more rounds, require
a higher communication complexity (quadratic in M), or fail to remain secure
against an active adversary.

Acknowledgements. We would like to thank Ivan Damg̊ard and Tal Rabin
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Abstract. This paper provides theoretical foundations for the group
signature primitive. We introduce strong, formal definitions for the core
requirements of anonymity and traceability. We then show that these im-
ply the large set of sometimes ambiguous existing informal requirements
in the literature, thereby unifying and simplifying the requirements for
this primitive. Finally we prove the existence of a construct meeting our
definitions based only on the sole assumption that trapdoor permutations
exist.

1 Introduction

A central line of work in theoretical cryptography is to provide formal (and
strong) definitions of security for cryptographic primitives, and then provide
constructions, based on general computational-complexity assumptions (such as
the existence of one-way or trapdoor functions), that satisfy the definitions in
question. The value and difficulty of such “foundational” work is acknowledged
and manifest. A classical example is public-key encryption. Although it might
seem like an intuitive goal, much work has been required to formally define and
provably achieve it [19,21,18,22,25,16], and these advances now serve as the basis
for new schemes and applications. This paper provides such foundations for the
group signatures primitive.
Background. In the group signature setting introduced by Chaum and Van
Heyst [14] there is a group having numerous members and a single manager.
Associated to the group is a single signature-verification key gpk called the
group public key. Each group member i has its own secret signing key based
on which it can produce a signature relative to gpk. The core requirements as
per [14] are that the group manager has a secret key gmsk based on which it
can, given a signature σ, extract the identity of the group member who created
σ (traceability) and on the other hand an entity not holding gmsk should be
unable, given a signature σ, to extract the identity of the group member who
created σ (anonymity). Since then, more requirements, that refine or augment

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 614–629, 2003.
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the core ones, have been introduced (eg. unlinkability, unforgeability, collusion
resistance [5], exculpability [5], and framing resistance [15]) so that now we have
a large set of unformalized, overlapping requirements whose precise meaning,
and relation to each other, is neither always clear nor even always agreed upon
in the existing literature.

The state of the art is represented by [5,2] that identify weaknesses in pre-
vious works and present new schemes. The schemes in [2] are claimed to be
proven-secure (in the random oracle model). However, while the work in question
establishes certain properties, such as zero-knowledge, of certain subprotocols of
its scheme, there is no actual definition of the security of a group signature
scheme. For example, the anonymity requirement is formulated simply as the
phrase “given a valid signature of some message, identifying the actual signer
is computationally hard for everyone but the group manager.” This is like for-
mulating the privacy requirement for an encryption scheme as the phrase “the
ciphertext should not reveal information about the message to anyone except
the owner of the secret key,” yet to truly capture privacy requires significantly
more precise and non-trivial definitions, as evidenced by [19,21,18,22,25,16]. In
particular the informal requirement of [2] leaves open the issue of what exactly
is the attack model and definition of adversarial success. Can the attacker see, or
request, previous signatures? Can it call on the group manager to “open” some
previous signatures? Can it have partial information ruling out some signers a
priori? With such questions unanswered, we believe it is premature to say that
proven-security has been achieved.

Furthermore, all claims of proven secure schemes so far have been in the
random-oracle model. As far as we know, there are no constructions even claimed
to be proven secure in the standard model.

New notions. Providing appropriate definitions has required significantly more
than merely formalizing the intuitive informal requirements of previous works.
We consider novel attack capabilities and success measures, and then formu-
late strong versions of the core requirements that we call full-anonymity and
full-traceability. Perhaps surprisingly, we are then able to show that these two
requirements are enough, in the sense that all the other requirements are implied
by them. Our formalisms build on definitional ideas used for encryption [19,21,
18,22,25,16] and digital signatures [20].

Full-anonymity. We adopt an indistinguishability based formalization under
which the adversary produces a message and a pair of group-member identities,
is returned a target signature of the given message under a random one of the
two identities and then is required to have negligible advantage over one-half in
determining under which of the two identities the target signature was produced.
Within this framework, we define a strong adversary that may corrupt all the
members of the group, including the one issuing the signature. (Formally, the
adversary is given the secret keys of all group members.) We also capture (in
analogy to the definition of encryption secure against chosen-ciphertext attack
[25]) the possibility that the adversary can see the outcome of opening attempts



616 M. Bellare, D. Micciancio, and B. Warinschi

conducted by the group manager on arbitrary signatures of its choice (except of
course the challenge signature).

Full-traceability. Our formulation of traceability is much stronger than
what was called traceability in the past, and can be viewed also as a strong
form of collusion-resistance. It asks that a group of colluding group members
who pool their secret keys cannot create a valid signature that the opening al-
gorithm would not catch as belonging to some member of the colluding group,
and this is true even if the colluding group knows the secret key of the group
manager under which signatures are opened.

Implications. As indicated above, there is a large and growing list of informal
security requirements for group signatures. We show however that all existing
requirements are implied by full-anonymity plus full-traceability. This provides
a conceptual simplification with a clear advantage: having to check only two
security properties makes it easier to give formal proofs of security when new
group signature schemes are invented.

These implications might seem surprising at first glance, particularly because
the implied properties include seemingly unrelated notions like unforgeability
(nobody outside the group can produce valid signatures) or security against
framing attacks (no one can produce signatures that will be later attributed to a
honest group member that never signed the corresponding document). However
the fact that a small number of strong formal notions imply a large number
of informal requirements should be viewed, based on historical evidence, as an
expected rather than a surprising benefit, and even as a test of the definitions in
question. As an analogy, in the absence of a strong formal notion, one might for-
mulate the security of encryption via a list of requirements, for example security
against key-recovery (it should be hard to recover the secret key from the public
key), security against inversion (it should be hard to recover the plaintext from
the ciphertext), security under repetition (it should be hard to tell whether the
messages corresponding to two ciphertexts are the same) and so on, and we can
imagine these requirements being discovered incrementally and being thought to
be quite different from each other. However, strong notions like indistinguisha-
bility [19], semantic security [19] and non-malleability [16] imply not only all
these, but much stronger properties, and in particular put the different informal
requirements under a common umbrella. We believe we are doing the same for
group signatures.

Our scheme. With such strong notions of security, a basic theoretical question
emerges, namely whether or not a scheme satisfying them even exists, and, if so,
what are the minimal computational-complexity assumptions under which this
existence can be proven. We answer this by providing a construction of a group
signature scheme that provably achieves full-anonymity and full-traceability (and
thus, by the above, also meets all previous security requirements) assuming only
the existence of trapdoor permutations. We stress that this result is not in the
random oracle model. Additionally we note that (1) Our construction is “non-
trivial” in the sense that the sizes of all keys depend only logarithmically (rather
than polynomially) on the number of group members, (2) It can be extended
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to permit dynamic addition of group members, and (3) It can be extended to
achieve forward security (cf. [28]).

The construction uses as building blocks an IND-CCA secure asymmet-
ric encryption scheme, known to exist given trapdoor permutations via [16];
simulation-sound adaptive non-interactive zero-knowledge (NIZK) proofs for NP,
known to exist given trapdoor permutations via [17,27]; and a digital signature
scheme secure against chosen-message attack, known to exist given trapdoor per-
mutations via [6]. As often the case with constructs based on general assump-
tions, our scheme is polynomial-time but not practical, and our result should be
regarded as a plausibility one only.

The basic framework of our construction builds on ideas from previous works
(eg. [2]). Roughly, the secret signing key of a group member includes a key-pair
for a standard digital signature scheme that is certified by the group manager.
The group member’s signature is an encryption, under a public encryption key
held by the group manager, of a standard signature of the message together
with certificate and identity information, and accompanied by a non-interactive
zero-knowledge proof that signature contains what it should. However, our re-
sult is still more than an exercise. Previous works did not try to achieve security
notions as strong as we target, nor to pin down what properties of the build-
ing blocks suffice to actually prove security. For example we found that the
encryption scheme had to be secure against chosen-ciphertext attack and not
just chosen-plaintext attack. Further subtleties are present regarding the NIZK
proofs. We require them to be simulation-sound and also have a strong, adaptive
zero-knowledge property [27]. On the other hand, we only require NIZK proofs
for a single theorem rather than multiple theorems. We highlight this because
at first glance it can sound impossible, but it is due to the strong ZK property,
and the situation is not without precedent: single-theorem adaptive ZK proofs
have sufficed also for applications in [27].

Related work. As indicated above, the notion of group signature was intro-
duced by Chaum and Heyst in [14]. They also gave the first schemes. Since then,
many other schemes were proposed, including [15,11,24,13,4]. These schemes im-
prove on the performance of the original group signature scheme of [14], but leave
open some important security issues, most notably security against coalitions of
group members. The importance of achieving provable security against coali-
tions of group members is pointed out in [5], where a (partial) coalition attack
on the scheme of [13] is also described. A subsequent work trying to address the
issue of securing group signature schemes against coalition attacks is [2]. On a
separate research line, [10,3,12] investigate issues related to the dynamics of the
group, to support membership revocation, and independent generation of group
member keys. Still another extension is that of [28], that combines group signa-
ture schemes with forward security [1,8]. The strong anonymity and traceability
issues discussed in this paper are largely independent of the group dynamics or
other desirable properties like forward security. So, for ease of exposition, we first
present and analyze our definitions for the syntactically simpler case of static
groups. Dynamic groups and other extensions are discussed in Section 5.
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2 Definitions of the Security of Group Signature Schemes

Notation and terminology. If x is a string, then |x| denotes its length, while
if S is a set then |S| denotes its size. The empty string is denoted by ε. If k ∈ N

then 1k denotes the string of k ones. If n is an integer then [n] = {1, . . . , n}.
If A is a randomized algorithm then [A(x, y, . . .)] denotes the set of all points
having positive probability of being output by A on inputs x, y, . . ., and by
z

$← A(x, y, . . .) the result of running A on the same inputs with freshly generated
coins. We say that a function f : N → N is nice if it is polynomially bounded
(i.e. there exists a polynomial p(·) such that f(k) ≤ p(k) for all k ∈ N) and
polynomial-time computable. The notion of a function ν: N→ N being negligible
is standard. In this paper we will need a notion of negligibility of a two-argument
function µ: N× N→ N. We say such a µ is negligible if for every nice function
n: N → N, the function µn: N → N is negligible, where µn(k) = µ(k, n(k)) for
all k ∈ N.

Syntax of group signature schemes. A group signature scheme GS =
(GKg,GSig,GVf,Open) consists of four polynomial-time algorithms:

• The randomized group key generation algorithm GKg takes input 1k, 1n,
where k ∈ N is the security parameter and n ∈ N is the group size (ie. the
number of members of the group), and returns a tuple (gpk, gmsk,gsk),
where gpk is the group public key, gmsk is the group manager’s secret key,
and gsk is an n-vector of keys with gsk[i] being a secret signing key for
player i ∈ [n].

• The randomized group signing algorithm GSig takes as input a secret signing
key gsk[i] and a message m to return a signature of m under gsk[i] (i ∈ [n]).

• The deterministic group signature verification algorithm GVf takes as input
the group public key gpk, a message m, and a candidate signature σ for m
to return either 1 or 0.

• The deterministic opening algorithm Open takes as input the group manager
secret key gmsk, a message m, and a signature σ of m to return an identity
i or the symbol ⊥ to indicate failure.

For simplicity we are assigning the members consecutive integer identities 1, 2,
. . . , n. We say that σ is a true signature of m if there exists i ∈ [n] such that
σ ∈ [GSig(gsk[i],m)]. We say that σ is a valid signature of m with respect to
gpk if GVf(gpk,m, σ) = 1.

Correctness. The scheme must satisfy the following correctness requirement:
For all k, n ∈ N, all (gpk, gmsk,gsk) ∈ [GKg(1k, 1n)], all i ∈ [n] and all m ∈
{0, 1}∗

GVf(gpk,m,GSig(gsk[i],m)) = 1 and Open(gmsk,m,GSig(gsk[i],m)) = i .

The first says that true signatures are always valid. The second asks that the
opening algorithm correctly recovers the identity of the signer from a true sig-
nature.
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Discussion. The definitions above are for the setting in which the group is
static, meaning the number and identities of members is decided at the time the
group is set up and new members cannot be added later. We prefer to begin with
this setting because, even though dynamic groups (in which members may be
added at any time) have been considered, proper definitions of security have not
been provided even for the basic static-group case. Furthermore the important
definitional issues arise already in this context and can thus be treated in a
simpler setting. The extension to dynamic groups is relatively straightforward.
Compactness. In practice it is preferable that sizes of keys and signatures in a
group signature scheme do not grow proportionally to the number of members n.
Actually, a polynomial dependency of these sizes on log(n) can be shown to be
unavoidable, but ideally one would not want more than that. In our context, this
leads to the following efficiency criterion for a group signature scheme. We call
a group signature scheme GS = (GKg,GSig,GVf,Open) compact if there exist
polynomials p1(·, ·) and p2(·, ·, ·) such that

|gpk|, |gmsk|, |gsk[i]| ≤ p1(k, log(n)) and |σ| ≤ p2(k, log(n), |m|)
for all k, n ∈ N, all (gpk, gmsk,gsk) ∈ [GKg(1k, 1n)], all i ∈ [n], all m ∈ {0, 1}∗
and all σ ∈ [GSig(gsk[i],m)].
Full-anonymity. Informally, anonymity requires that an adversary not in pos-
session of the group manager’s secret key find it hard to recover the identity of
the signer from its signature. As discussed in the introduction, our formalization
is underlain by an indistinguishability requirement, on which is superimposed an
adversary with strong attack capabilities. To capture the possibility of an adver-
sary colluding with group members we give it the secret keys of all group mem-
bers. To capture the possibility of its seeing the results of previous openings by
the group manager, we give it access to an opening oracle, Open(gmsk, ·, ·), which
when queried with a message m and signature σ, answers with Open(gmsk,m, σ).

Let us now proceed to the formalization. To any group signature scheme GS =
(GKg,GSig,GVf,Open), adversary A and bit b we associate the first experiment
given in Figure 1. Here, A is an adversary that functions in two stages, a choose
stage and a guess stage. In the choose stage A takes as input the group members
secret keys, gsk, together with the group public key gpk. During this stage,
it can also query the opening oracle Open(gmsk, ·) on group signatures of his
choice, and it is required that at the end of the stage A outputs two valid
identities 1 ≤ i0, i1 ≤ n, and a message m. The adversary also outputs some state
information to be used in the second stage of the attack. In the second stage, the
adversary is given the state information, and a signature on m produced using
the secret key of one of the two users i0, i1, chosen at random. The goal is to
guess which of the two secret keys was used. The adversary can still query the
opening oracle, but not on the challenge signature. We denote by

Advanon
GS,A(k, n) = Pr

[
Expanon-1

GS,A (k, n) = 1
]
− Pr

[
Expanon-0

GS,A (k, n) = 1
]

the advantage of adversary A in breaking the full-anonymity of GS. We say
that a group signature scheme is fully-anonymous if for any polynomial-time
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Experiment Expanon-b
GS,A (k, n)

(gpk, gmsk,gsk) $← GKg(1k, 1n)

(St, i0, i1, m) $← AOpen(gmsk,·,·)(choose, gpk,gsk) ; σ
$← GSig(gsk[ib], m)

d
$← AOpen(gmsk,·,·)(guess, St, σ)

If A did not query its oracle with m, σ in the guess stage then return d EndIf
Return 0

Experiment Exptrace
GS,A(k, n)

(gpk, gmsk,gsk) $← GKg(1k, 1n)
St← (gmsk, gpk) ; C ← ∅ ; K ← ε ; Cont← true
While (Cont = true) do

(Cont, St, j) $← AGSig(gsk[·],·)(choose, St, K)
If Cont = true then C ← C ∪ {j} ; K ← gsk[j] EndIf

Endwhile

(m, σ) $← AGSig(gsk[·],·)(guess, St)
If GVf(gpk, m, σ) = 0 then return 0 ; If Open(gmsk, m, σ) = ⊥ return 1
If there exists i ∈ [n] such that the following are true then return 1 else return 0:

1. Open(gmsk, m, σ) = i �∈ C
2. i, m was not queried by A to its oracle

Fig. 1. Experiments used, respectively, to define full-anonymity and full-traceability
of group signature scheme GS = (GKg, GSig, GVf, Open). Here A is an adversary, b ∈
{0, 1}, and St denotes state information passed by the adversary between stages.

adversary A, the two-argument function Advanon
GS,A(·, ·) is negligible in the sense

of negligibility of two-argument functions defined at the beginning of this section.
In the above experiment, the adversary issues a request to sign its message m

under one of two identities i0, i1 that it specifies, and wins if it can guess which
was chosen. One might feel that allowing just one such request is restrictive,
and the adversary should be allowed a sequence of such requests. (The challenge
bit b remains the same in answering all requests). However, a standard hybrid
argument shows that, under polynomial-time reductions, allowing a polynomial
number of requests is equivalent to allowing just one request, so our definition
is not restrictive. This hybrid argument depends on the fact that the adversary
has the group public key and the secret signing keys of all members.

Full-traceability. In case of misuse, signer anonymity can be revoked by
the group manager. In order for this to be an effective deterrence mechanism,
the group signature scheme should satisfy the following, informally described,
security requirement. We require that no colluding set S of group members (even
consisting of the entire group, and even being in possession of the secret key for
opening signatures) can create signatures that cannot be opened, or signatures
that cannot be traced back to some member of the coalition. We remark that
giving the opening key to the adversary does not model corruptness of the group
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manager,1 but rather compromise of the group manager’s key by the adversary.
We call our requirement full-traceability.

We formally define full-traceability using the second experiment of Figure 1.
Here, adversary A runs in two stages, a choose stage and a guess stage. On
input the group public key gpk and the secret of the group manager, gmsk, the
adversary starts its attack by adaptively corrupting a set C of group members.
The identity of the group members that are corrupted and their number is
entirely up to it. At the end of the choose stage the set C contains the identities
of the corrupted members. In the guess stage, the adversary attempts to produce
a forgery (m,σ), and we say it wins (meaning the experiment returns 1), if σ
is a valid group signature on m, but the opening algorithm returns ⊥ or some
valid user identity i such that i �∈ C. Otherwise, the experiment returns 0. We
define the advantage of adversary A in defeating full-traceability of the group
signature scheme GS by:

Advtrace
GS,A(k, n) = Pr

[
Exptrace

GS,A(k, n) = 1
]
,

and say that GS is fully-traceable if for any polynomial-time adversary A, the
two-argument function Advtrace

GS,A(·, ·) is negligible.

3 Relations to Existing Security Notions

We show that our formulations of anonymity and traceability are strong enough
to capture all existing informal security requirements in the literature. This
highlights the benefits of strong notions.

Unforgeability. A basic requirement of any digital signature scheme ([14]) is
that signatures cannot be forged, i.e., it is computationally unfeasible to produce
message signature pairs (m,σ) that are accepted by the verification algorithm,
without knowledge of the secret key(s). We did not include unforgeability among
the main security properties of group signature schemes, since it immediately
follows from full-traceability.

In order to define unforgeability, one can restrict the adversary used in the
definition of full-traceability to just the second stage: in the first stage it does
not ask for any secret key, and also, the secret key of the group manager is not
part of its initial state St. Still, the adversary can obtain digital signatures of
its choice using the signing oracle. In this case a successful attack against the
full-traceability requirement reduces to producing a valid message signature pair
(m,σ) such that message m was not queried to the signing oracle. The condition
about the opening algorithm tracing the signature to a nonmember of the set of
corrupted users is vacuously satisfied because this set is empty.

Exculpability. Exculpability (first introduced in [5]) is the property that no
member of the group and not even the group manager can produce signatures
on behalf of other users.

1 See section 5 for a detailed discussion of this case
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Clearly, a group signature scheme secure against full-traceability has also the
exculpability property. If either the group manager or a user defeats the exculpa-
bility of a group signature scheme, then an adversary against full-traceability can
be easily constructed. In the first case, the adversary simply follows the strategy
of the group manager and produces a signature that is a forgery in the sense of
full-traceability: it can not be traced to the one who produced it. In the second
case, say user i can defeat the exculpability property. Then, an adversary as in
the full-traceability experiment, which in the first stage makes a single request
for gsk[i], and then follows the strategy of the user to produce the forgery, is
successful against full-traceability.

Traceability. Originally [14], the name “traceability” was used to denote the
functional property that if a message is signed with key gsk[i] and the open-
ing algorithm is applied to the resulting signature, the output of the opening
algorithm must be i. Later, the term has been overloaded to include an actual
security requirement, namely that it is not possible to produce signatures which
can not be traced to one of the group that has produced the signature. The two
requirements seem to be first separated in [2] where the latter was identified with
coalition resistance (see below). Nevertheless, a group signature scheme that is
fully traceable, is also traceable (under either definition of traceability).

Coalition resistance. The possibility of a group of signers colluding together
to generate signatures that cannot be traced to any of them was not part of
the original formulation of secure group signature schemes. The requirement of
traceability even in the face of attacks by a coalition of group members was
explicitly considered for the first time only recently in [2], and termed coalition
resistance. In the descriptions of the property, details such as whether the coali-
tion is dynamically chosen or not are left unspecified. A strong formalization of
coalition resistance can be obtained using the experiment for full-traceability in
which the adversary is not given the secret key of the group manager. The rest
remains essentially unchanged. It is then immediate that fully-traceable group
signature schemes are also coalition resistant.

Framing. Framing is a version of coalition resistance that was first considered
in [15]. Here, a set of group members combine their keys to produce a valid
signatures in such a way that the opening algorithm will attribute the signature
to a different member of the group. As in the case of coalition resistance, framing
has not been formally defined, issues similar to the one discussed above being
left unspecified. A strong formalization for framing is the following: consider an
experiment in which a user’s identity u is chosen at random from the set of
all users, and all group secret keys, except the secret key of u, together with
the secret key of the group manager are given to the adversary. The adversary
wins if it manages to produce a signature which will open as user u, and we
call a scheme secure against framing if no efficient adversary can win with non-
negligible probability.

A group signature scheme that is fully-traceable, is also secure against fram-
ing. Indeed, an adversary B against framing can be turned into an adversary
A against full-traceability as follows. It generates a random user identity and
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requests the secret keys of all other users. Then it runs adversary B with in-
put these secret keys and the secret key of the group manager and outputs the
forgery attempted by B. If B is successful in its framing attempt, then A defeats
full-traceability.
Anonymity. As we have already discussed, anonymity is just a weaker form of
full anonymity, in which the adversary does not have access to the opening oracle,
and also, has no information of the member’s secret keys. Clearly, a scheme that
is fully-anonymous is also anonymous.
Unlinkability. This is related to anonymity rather than full-traceability. The
intuition is that a party after seeing a list of signatures, can not relate two sig-
natures together as being produced by the same user. As for anonymity, it was
implicit in previous definitions that the attacker was assumed not to be a group
member. Again, realistic scenarios exist where this is not necessarily the case.
It is thus necessary to consider distinct security notions for the two cases i.e.
insider/outsider unlinkability. In either case, formalizing unlinkability is not an
easy task because it is not clear how (possibly linked) signatures should be pro-
duced. For example we can require that it is computationally hard to distinguish
between a box that each time receives an input message produces a signature
using a fixed secret key gsk[i], or a box where i is chosen uniformly at ran-
dom for every invocation of the oracle. However, it is not clear why the uniform
distribution should be used in the second case. Alternatively, we could let the ad-
versary choose the distribution in the second case, but still in real applications it
seems unjustifiable to assume that the signer is chosen each time independently
at random and the choice of the signer at different times might be correlated.
We considered various possible formalization of the notion of unlinkability, and
in all cases we could prove that it follows from anonymity. Also, it seems that for
any reasonable formulation of unlinkability, one can prove that anonymity also
follows. We conclude that anonymity and unlinkability are technically the same
property, and only the easier to define anonymity property needs to be included
in the security definition. We postpone a formalization of unlinkability together
with a proof of the above fact for the full version of the paper.

4 Our Construction

We begin by describing the primitives we use in our construction.
Digital signature schemes. A digital signature scheme DS = (Ks,Sig,Vf)
is specified, as usual, by algorithms for key generation, signing and verifying.
We assume that the scheme satisfies the standard notion of unforgeability under
chosen message attack [20]. It is known that such a scheme exists assuming one-
way functions exist [26], and hence certainly assuming the existence of a family
of trapdoor permutations.
Encryption schemes. A public-key encryption scheme AE = (Ke,Enc,Dec) is
specified, as usual, by algorithms for key generation, encryption and decryption.
We assume that the scheme satisfies the standard notion of indistinguishability
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under chosen-ciphertext attack (IND-CCA) [25]. It is known that the existence
of trapdoor permutations implies that such schemes exists [16].

Simulation-sound Non-interactive zero knowledge proof systems.
We will use simulation-sound NIZK proofs of membership in NP languages.
Simple NIZK proof systems are provided by [17], and in [27] it is shown how
to transform any such proof system into one that also satisfies simulation-
soundness. These proofs systems pertain to the witness relations underlying the
languages, which is how we will need to look at them. An NP-relation over do-
main Dom ⊆ {0, 1}∗ is a subset ρ of {0, 1}∗ × {0, 1}∗ such that membership of
(x,w) ∈ ρ is decidable in time polynomial in the length of the first argument for
all x in domain Dom. The language associated to ρ is the set of all x ∈ {0, 1}∗
such that there exists a w for which (x,w) ∈ ρ. Often we will just use the term
NP-relation, the domain being implicit. If (x,w) ∈ ρ we will say that x is a
theorem and w is a proof of x.

Fix a NP relation ρ over domain Dom. Consider a pair of polynomial time
algorithms (P, V ), where P is randomized and V is deterministic. They have
access to a common reference string,R. We say that (P, V ) form a non-interactive
proof system for ρ [17,9] over domain Dom if there exists a polynomial p such
that the following two conditions are satisfied:

1. Completeness: ∀k ∈ N, ∀(x,w) ∈ ρ with |x| ≤ k and x ∈ Dom–

Pr
[
R

$← {0, 1}p(k) ; π $← P (k, x, w,R) : V (k, x, π,R) = 1
]

= 1 .

2. Soundness: ∀k ∈ N, ∀P̂ , ∀x ∈ Dom such that x �∈ Lρ–

Pr
[
R

$← {0, 1}p(k) ; π ← P̂ (k, x,R) : V (k, x, π,R) = 1
]
≤ 2−k .

We detail the zero-knowledge requirement as well as the simulation-soundness
property in the full paper [7].

Specification. We need to begin by specifying the witness relation ρ under-
lying the zero-knowledge proofs. We will then fix a proof system (P, V ) for ρ
and define the four algorithms constituting the group signature scheme in terms
of P, V and the algorithms of DS and AE . Consider the relation ρ defined as
follows: ((pke,pks,M,C), (i,pk′, cert, s, r)) ∈ ρ iff Vf(pks, 〈i,pk′〉, cert) = 1,
Vf(pk′,M, s) = 1, and Enc(pke, 〈i,pk′, cert, s〉; r) = C. Here M is a k-bit mes-
sage, C a ciphertext and s a signature. We are writing Enc(pke,m; r) for the
encryption of a message m under the key pke using the coins r, and assume that
|r| = k. The domain Dom corresponding to ρ is the set of all (pke,pks,M,C)
such that pke (resp. pks) is a public key having non-zero probability of being
produced by Ke (resp. Ks) on input k, and M is a k-bit string. It is immediate
that ρ is a NP relation over Dom, and consequently we can fix a non-interactive
zero knowledge proof system (P, V ) for it. Based on this, the algorithms defining
the group signature scheme are depicted in Figure 2.

Security Results. Fix digital signature scheme DS = (Ks,Sig,Vf), public-
key encryption scheme AE = (Ke,Enc,Dec), NP-relation ρ over domain Dom,
and its non-interactive proof system (P, V ) as above, and let GS = (GKg,
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Algorithm GKg(k, n)

R
$← {0, 1}p(k) ; (pke, ske) $← Ke(k) ; (pks, sks) $← Ks(k)

For i← 1 to n do

(pki, ski)
$← Ks(k) ; certi ← Sig(sks, 〈i, pki〉)

gsk[i]← (k, R, i, pki, ski, certi, pke, pks)
Endfor
gpk ← (R, pke, pks) ; gmsk ← (n, pke, ske, pks) ; Return (gpk, gmsk,gsk)

Algorithm GVf(gpk, (m, σ))
Parse gpk as (R, pke, pks) ; Parse σ as (C, π)
Return V (k, (pke, pks, M, C), π, R)

Algorithm GSig(gsk[i], m)
Parse gsk[i] as (k, R, i, pki, ski, certi, pke, pks)

s← Sig(ski, m) ; r
$← {0, 1}k ; C ← Enc(pke, 〈i, pki, certi, s〉; r)

π
$← P (k, (pke, pks, m, C), (i, pki, certi, s, r), R) ; σ ← (C, π) ; Return σ

Algorithm Open(gmsk, gpk, m, σ)
Parse gmsk as (n, pke, ske, pks) ; Parse σ as (C, π)
If V (k, (m, C), π, R) = 0 then return ⊥
Parse Dec(ske, C) as 〈i, pk, cert, s〉
If (n < i OR Vf(pk, m, s) = 0 OR Vf(pks, 〈i, pk〉, cert) = 0) then return ⊥
Else return i

Fig. 2. Our construction: Group signature scheme GS = (GKg, GSig, GVf, Open)
associated to digital signature scheme DS = (Ks, Sig, Vf), public-key encryption scheme
AE = (Ke, Enc, Dec), and non-interactive proof system (P, V ).

GSig,GVf,Open) denote the signature scheme associated to them as per our
construction. We claim the following two lemmas, proved in [7]:

Lemma 1. If AE is an IND-CCA secure encryption scheme and (P, V ) is a
simulation sound, computational zero-knowledge proof system for ρ over Dom
then group signature scheme GS is fully-anonymous.

Lemma 2. If digital signature scheme DS is secure against forgery under
chosen-message attack and (P, V ) is a sound non-interactive proof system for
ρ over Dom then group signature scheme GS is fully-traceable.

The scheme we have described is compact. Indeed, keys, as well as sizes of sig-
natures of k-bit messages, are of size poly(k, log(n)). We also know that the
existence of a family of trapdoor permutations implies the existence of the prim-
itives we require [16,6,17,27]. Thus we get:

Theorem 1. If there exists a family of trapdoor permutations, then there exists
a compact group signature scheme that is fully-anonymous and fully-traceable.
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5 Dynamic Groups and Other Extensions

In the previous sections we considered static group signatures schemes. In this
section we discuss various extensions of the basic definition, including schemes
where the group is dynamic. Following standard terminology [23] we refer to
these groups as partially or fully dynamic.

Partially dynamic groups. These are groups supporting either join (incre-
mental) or leave (decremental) operation. Here we concentrate on incremental
groups, and postpone the discussion of leave operation to the next paragraph. In
an incremental group signature scheme, the key generation algorithm produces
(beside the group public key gpk) two secret keys: an issuing key gisk and an
opening key gmsk. No signing keys gsk are output by the key generation algo-
rithm. The two keys gisk, gmsk are given to two different group managers, one
of which has authority on the group membership, and the other has authority on
traceability. Using gisk, the key issuer can generate (possibly via an interactive
process) signing keys gsk[i] and distribute them to perspective group members
(which we identify with the index i). The basic definition of security is essentially
the same as described in the previous sections. Key gisk is given to the adver-
sary in the definition of anonymity, but not in the definition of traceability, as
knowledge of this key would allow to generate “dummy” group members and use
their keys to sign untraceable messages. Alternatively, one can postulate that if
the signature opener cannot trace a signature, then he will blame the key issuer.
Our construction (and proof of security) from section 4 can be easily extended
to support incremental group operations, with the certificate creation key sks

used as gisk.
Although the above definition allows the group to change over time, the se-

curity properties are still static: a signer i that join the group at time t, can use
the newly acquired key gsk[i] to sign documents that predate time t. This prob-
lem can be easily solved enhancing the signatures with an explicit time counter,
and using the technique of forward security. Before explaining the connection
with incremental groups, we discuss forward security, which may be a desirable
security feature on its own. As for standard digital signature schemes [8], for-
ward security for group signatures is defined using a key evolution paradigm.
The lifetime of the public key is divided into time periods, and signing keys
of the group members change over time, with the key of user i at time j de-
noted gskj [i]. At the end of each time period, each user updates his key using
an update algorithm gskj+1[i] = GUpd(gskj [i]). Although the forward secu-
rity requirement for group signature schemes was already considered before [28],
that definition has a serious security flaw: [28] only requires that no adversary,
given gskt[i], can efficiently recover gskj [i] for any j < t. This is not enough!2

2 Consider a scheme where gskj [i] = (kj ; hj) GUpd(kj ; hj) = kj ; g(hj) for some one
way permutation g, and only the first part of the key kj is used by the signing
algorithm. Such a scheme would certainly satisfy the definition of [28], but it is
clearly not forward secure: even if the past keys cannot be recovered, the adversary
can still forge messages in the past!
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We define forward secure group signature schemes requiring that an attacker
should not be able to produce valid signatures for any earlier time period. Our
scheme from Section 4 can be easily modified to achieve forward security, by
replacing the signature scheme used by group members with a forward secure
one DS = (Ks,Vf,Sig,Upd).

In the context of dynamic group signature schemes, signing keys are not
stolen by an adversary, but given by the key issuer to the group members. Still,
if the signature scheme is forward secure, then the group member cannot use the
(legitimately obtained) key to sign documents the predate the joining time. A
(forward) secure partially dynamic group signature scheme supporting the join
operation is obtained letting the key issuer generate key gskt[i] when user i joins
the group at time t.

Fully dynamic groups. Now consider a group where members can both join
and leave the group. The issue of members leaving the group is much more
delicate than the one of members joining the group, and several alternative
(and incompatible) definitions are possible. As for partially dynamic groups, the
signing keys gskj [i] may vary over time, but this time also the public key gpkj

is allowed to change. Consider a signature σ produced (using key gska[i]) at
time a by some user i who belonged to the group at time 1, but not at times
0 and 2, Now, say σ is verified at time b (using key gpkb). When should σ be
accepted by GVf? There are two possible answers: (1) if i was a group member
when then signature was generated, or (2) if i belonged to the group at the time
verification algorithm is invoked.3 Clearly, there is no “right” answer, and what
definition should be used depends on the application. In either case, different
kinds of inefficiency are necessarily introduced in the protocol. In case (2), σ
should be accepted if b = 1, but not if b = 0 or b = 2. In particular, the public
keys gpkj must be different. This is undesirable because it requires the verifier to
continuously communicate with the group manager to update the group public
key.4 Moreover, this definition raises potential anonymity problems: verifying the
same signature against different public keys gpkj , one can determine when the
signer joined and left the group, and possibly use this information to discover
the signer identity. Now consider case (1). This time, the public key may stay the
same throughout the lifetime of the group, but the key update function gskj [i] =
GUpd(gskj−1[i]) should not be publicly computable by the group members. This
introduces inefficiency, as the group members now need to interact with the key
issuer to update their signing key from one time period to the next.

Our construction can be easily adapted to satisfy either definition of security
for fully dynamic groups, e.g., by rekeying the entire group at the end of each

3 Notice that in the first case, signatures should remain valid (and the signer anony-
mous) even after the signer leaves the group, while in the second case removing the
signer from the group should immediately invalidate all of its signatures.

4 Alternatively, one can consider public keys of the form gpkj = (gpk, j), where the
time dependent part can be supplied autonomously by the verifier. But in this case
the life time of secret key gsk[i] needs to be decided in advance when the user i joins
the group.
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time period. Due to the high (but unavoidable) cost of rekeying operations, fully
dynamic group signatures should be used only if required by the application,
and in all other situations the simpler incremental groups are clearly preferable.
Dishonest group managers. The last extension to the definition we discuss
pertains the case where the group manager holding gmsk is not honest. The
experiments we gave in Section 2, only capture the situation where the adversary
obtained the group manager’s secret key. If the group manager is truly dishonest,
one should also assume that he does not behave as prescribed when applying the
opening algorithm. For example, when asked to open a signature he can falsely
accuse an arbitrary user (i.e. he does not use his secret key), or claim that the
signature can not be open (e.g. he changes the secret key).

We consider a solution in which when opening a signature the group man-
ager (on input opening key gmsk, message m and signature σ) outputs not only
a user identity i, but also a “proof” τ . This proof can be (publicly) verified
by a “judging” algorithm GJudge such that if Open(gmsk,m, σ) = (i, τ) then
GJudge(m,σ, i, τ) = true. Within this framework, it is possible to formally cap-
ture security requirements regarding dishonest behavior of the group manager.

Our scheme from Section 4 can be easily modified accordingly. We use an au-
thenticated encryption scheme AE in which when decrypting a ciphertext, one
also recovers the randomness that was used to create it. Opening a signature
(C, π) is done as follows: the group manager recovers the plaintext underlying
C as 〈i,pki, certi, s〉 and also recovers the randomness r that was used to cre-
ate C. Then, it outputs (i, τ), where τ = (〈i,pki, certi, s〉, r), is the “proof”
that the signature was created by user i. The judging algorithm GJudge simply
checks whether C is the result of encrypting 〈i, ski,pki, certi, s〉 with pke using
randomness r.
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Abstract. Digital Signatures emerge naturally from Public-Key En-
cryption based on trapdoor permutations, and the “duality” of the two
primitives was noted as early as Diffie-Hellman’s seminal work. The
present work is centered around the crucial observation that two well
known cryptographic primitives whose connection has not been noticed
so far in the literature enjoy an analogous “duality.” The primitives are
Group Signature Schemes and Public-Key Traitor Tracing. Based on the
observed “duality,” we introduce new design methodologies for group
signatures that convert a traitor tracing scheme into its “dual” group
signature scheme.
Our first methodology applies to generic public-key traitor tracing sche-
mes. We demonstrate its power by applying it to the Boneh-Franklin
scheme, and obtaining its “dual” group signature. This scheme is the
first provably secure group signature scheme whose signature size is not
proportional to the size of the group and is based only on DDH and
a random oracle. The existence of such schemes was open. Our second
methodology introduces a generic way of turning any group signature
scheme with signature size linear in the group size into a group signature
scheme with only logarithmic dependency on the group size. To this end
it employs the notion of traceability codes (a central component of com-
binatorial traitor tracing schemes already used in the first such scheme by
Chor, Fiat and Naor). We note that our signatures, obtained by generic
transformations, are proportional to a bound on the anticipated max-
imum malicious coalition size. Without the random oracle assumption
our schemes give rise to provably secure and efficient Identity Escrow
schemes.

1 Introduction

Drawing equivalences, relationships, and dualities between different and even
seemingly unrelated primitives is at the heart of cryptographic research. Such
discoveries typically lead to new understanding and novel constructions of the
related primitives. For example, digital signatures is an important primitive that

E. Biham (Ed.): EUROCRYPT 2003, LNCS 2656, pp. 630–648, 2003.
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is naturally implied by the existence of trapdoor-permutation-based public-key
encryption (by associating decryption with signing operation and encryption
with verification). This (by now obvious) “duality” (i.e., analogy which allows
translation of one scheme to the other) was noted by Diffie and Hellman in their
seminal work [DH76]. In this work we look at two primitives whose relation-
ships have not been yet noted in the literature and they are seemingly unrelated
(and perhaps somewhat antagonistic): Group Signatures, which is essentially
an anonymity management system, and Traitor Tracing, which is a broadcast
encryption system for identifying pirates within digital rights management sys-
tems. We make the observation that group signature schemes and public-key
traitor tracing schemes are “dual” in similar ways to the above mentioned “du-
ality” between regular digital signatures and public-key encryption. This new
outlook leads to new design methodologies for group signatures that allow us to
answer an open question in the area and build the first provably secure group
signature scheme whose size is independent of the size of the group (it depends
though on other parameters of the system) and its security is based only on the
Decisional Diffie-Hellman assumption (DDH) and a random oracle.

Group signatures were introduced in [CH91]. In such a scheme, a member of
a group of users is able to sign messages so that it is not possible to distinguish
which member has actually signed. Nevertheless, in the case of a dispute or other
extraordinary occasion, the group manager is capable of “opening” the signature
and revealing the identity of the group member who has signed. Group signature
schemes constitute a very useful primitive in many settings. Additionally, group
signature schemes have applications in the context of identity escrow [KP98]. Nu-
merous works improved several aspects of group signatures [CP95,Pet97,CS97,
Cam97,AT99,ACJT00,CL01], with the current state of the art represented by
the very elegant scheme of [ACJT00].

Group signatures can be categorized into two main classes: those that have
signature size linear in the group size (where size is defined in terms of number
of encrypted elements) and are based on traditional or generic assumptions, e.g.,
the scheme of [Cam97] that is based on the DDH, and those that have constant
signature size (as a function of the group size) and are based on “more special-
ized” assumptions, e.g., the scheme of Ateniese et al. [ACJT00] that is based
on the strong-RSA assumption as well as the DDH over a group of unknown
order. The specialized assumption (combining strong-RSA and DDH) is elegant
and ingenious in the way it naturally allows many independent keys based on
the same composite modulus. We remark that all these schemes are proved se-
cure in the random-oracle model (their interactive versions however constitute
“identity escrow” schemes without the need of a random oracle assumption).
Even though, from a signature-size point of view the scheme of Ateniese et al.
is optimal (and our goal is not to improve on that achievement), there are still
important questions regarding the understanding and design of group signature
schemes, specifically the following:
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Question. Is it possible to construct a group signature scheme with signature
size smaller than the size of the group whose security is based on the DDH over
a prime order group?

We believe that the above question has also significant relevance to practice.
This is so, since an approach based only on DDH would permit an efficient
Elliptic-Curve based group signature; something not possible using the current
state-of-the-art constant-size signature scheme.

A main algebraic hurdle towards achieving a positive answer to the above
question, and one of the reasons why the existing research resorted to novel
intractability assumptions is that “traditional assumptions” (such as the DDH),
unlike the combined Strong RSA DDH assumption as noted above, do not possess
an inherent property which allows, based on a common group manager key, the
establishment of a compact multi-user keying scheme, where keys of different
users are independent in some sense.

In this work, we answer the above question in the affirmative, by employing
novel design methodologies for constructing group signatures that are based on
the “duality” that we have observed between this primitive and the primitive of
traitor tracing. Note that the signature size obtained using our first methodol-
ogy is O(w1+εk) where w is a cryptographic security parameter, k is a bound on
the anticipated maximum malicious coalition size and ε depends on the length
of the non-interactive zero-knowledge string. This reduces the signature size to
be linearly dependent only on the anticipated malicious coalition size which is
typically much smaller than the size of the entire group’s size (recall that the
scheme of [ACJT00] has a signature of size O(w) where w is a security param-
eter related to the Strong-RSA problem; this size is optimal up to a constant
multiplicative factor).

Traitor-Tracing, introduced by Chor, Fiat and Naor in [CFN94] is based on a
“multicast encryption scheme” where a sender can distribute encrypted messages
to a group of users. Each user decrypts a ciphertext to get the same message.
Users may sell their keys or share them with pirates. In order to deter this prac-
tice, traitor tracing enables an authority to trace the identities of users whose
keys were used by a pirate decoder (such users are called traitors). A public-
key traitor tracing scheme allows the encryption to be done by any interested
third party (e.g., any pay-T.V. station) using a public-key issued by the author-
ity. Public-key traitor tracing schemes were presented in [KD98,BF99,NP00,
KY02a]. Other works that further enhanced the understanding of traitor tracing
schemes are [SW98a,SW98b,NP98,FT99,GSY99,SW00,CFNP00,GSW00,KY01,
NNL01], [DF02,DF03]. The “asymmetric” setting where the authority needs to
provide a non-repudiable proof of the involvement of a user in piracy was consid-
ered in [Pfi96,WHI01,KY02b]. Essentially, in viewing the schemes in the litera-
ture, we can distinguish two families: combinatorial (following that of [CFN94])
and algebraic (following that of [KD98,BF99]).

The “duality” (i.e., analogy) we observed between public-key traitor tracing
and group signatures is present in several levels (a graphical demonstration of
the analogy is given in figure 1):
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– In both primitives there is an underlying structure of a single public-key
(used for encryption or verification, respectively) that corresponds to many
different secret-keys (used for decryption or signing, respectively).

– In both primitives an authority should be able to reveal the identity of
the decrypting/signing entity (traitor tracing or “opening the signature,”
respectively). Note that in traitor tracing schemes, a bound on the number
of collaborating traitors is imposed, thus we deal with group signatures with
similarly bounded coalitions.

– In both primitives it is desirable that the authority (when not trusted) should
not be able to frame a user of being a traitor or of producing a signature
that it did not sign, respectively.

– Both primitives share common efficiency measures: how large are the public-
key size, the secret-key size and the ciphertext/signature-size as a function
of the group size.

We note that the individual primitives possess additional specialized (en-
hanced) properties which are not directly comparable. For example, “black-box
tracing” in traitor tracing schemes (which is a stronger notion than the notion of
“tracing” which by itself is analogous to “opening” in group signature schemes).

Fig. 1. Schematic Representation of the “Duality” of the two Primitives.

Our results, which exploit the observed “duality,” are as follows:

1. First we introduce the new design methodology (Methodology 1) for extract-
ing a group signature from a given public-key traitor tracing scheme.

2. Second, we provide a formal security model for group signatures based on
an adversary model, and we apply methodology 1 to the scheme of Boneh-
Franklin [BF99] to obtain the corresponding “dual” group signature (or
identity escrow) scheme whose properties and assumptions have been dis-
cussed above. We discuss the generality of the approach and how to use the
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methodology with other schemes to get group signatures with enhanced sets
of properties.

3. Finally, we present Methodology 2, which is a generic transformation of
a group signature scheme with signature/key size linear in the size of the
group to one with merely polylog dependency assuming polylog bound on
collaborating traitors. (Again, using this generic method, our goal is not
to compete with the most efficient schemes available, in terms of signature
size). The methodology employs Traceability Codes, the fundamental combi-
natorial construct that is central in the construction of many traitor tracing
schemes. Again, opening a signature is achieved by employing the traceabil-
ity property.

2 The Group Signature Model

A group signature scheme is made of five procedures 〈Setup, Join,Sign,Verify,
Open〉 that are executed by the active participants of the system, which are: (1)
the Group Manager (GM), and (2) the users.

Setup (invoked by the GM), is the initialization of the group signature system.
For a given security parameter w, this p.p.t. TM (probabilistic polynomial-time
Turing Machine) produces a publicly-known string pk (the “public-key” of the
system) and some private string sk to be used for user key generation.
Join (a protocol between the GM and the user that introduces the user to the
system). The GM employs the private key sk in the course of the protocol, and
the user obtains the private key skU that is needed in order to issue valid digital
signatures.
Sign (invoked by the user). A p.p.t. TM that given the private key skU of a user
and a message, generates a signature on the given message.
Verify (invoked by any recipient). A deterministic polynomial-time TM that veri-
fies the validity of a signature generated by Sign, given the public-key information
pk.
Open (invoked by the GM) A p.p.t. TM that given a signature, and the internal
key-generation string sk and all transcripts of the Join protocols, outputs the
identity of the signer U .

Definition 1. (Correctness for group signature schemes) A group signa-
ture scheme with security parameter w is correct if the following two conditions
are satisfied (with overwhelming probability in w):

(1) Sign-Correctness: Suppose U is a user of the system that obtained skU
from the Join protocol. Then it should hold that for all M , Verify(M, pk,
SignU (M)) = true.

(2) Open-Correctness: Suppose U is a user of the system that obtained
skU from the Join protocol. Then it should that for all M , if Verify(M, pk,
SignU (M)) = true then Open(sk,SignU (M)) = U .
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2.1 Security

In this section we give the formal specifications for a secure group signature. This
has some interest in its own right since in most of the previous work on group
signatures such formal security model is omitted. An exception is [CL01], where
an “ideal world” security model is introduced and employed. In the present work
we opt for a direct model where an adversary is postulated by its capabilities
and goals.

In particular, we will employ a signature adversarial model that is stronger
than the one typically employed in the context of digital signatures, which we
call an “adaptive chosen message attacker with user-selection capability”: i.e.,
an adversary prior to launching an attack against a certain security property is
allowed to obtain signatures of messages of his choice from group members he also
selects (note that for the purpose of the security definition, we assume that the
set of group members is publicly known and identifiable). Further, we allow this
to be done in an adaptive manner. User selection capability is more appropriate
in the formulation of security in the context of group signatures since, in reality,
an adversary might be capable of actually obtaining some signatures from group
members he knows. An interesting feature of this formulation is the following:
against an adversary with user selection capability the notions of anonymity
(hardness of extracting the identity of a signer) and unlinkability (hardness of
linking signatures of the same signer) collapse.

Definition 2. (Secure group signature scheme) A group signature scheme
with security parameter w is secure, if it satisfies the following conditions:

(1) Unforgeability: Let M be a p.p.t. TM that given the public-key pk of
the system is allowed to adaptively select tuples of the form 〈U ,M〉 and
obtain signU (M). We say that a group signature scheme is unforgeable (under
adaptive chosen message attacks with user selection) if the probability that
M outputs a tuple 〈M, s〉 such that Verify(M, pk, s) = true is negligible in w.

(2) Anonymity/Unlinkability: LetM be a p.p.t. TM that given the public-
key pk of the system is allowed to adaptively select tuples of the form 〈U ,M〉
and obtain the corresponding signature signUt

(M); additionally, M is al-
lowed to invoke the Join procedure a certain number of times k to introduce
new users in the system; let U1,U2 be two users of the system which were not
introduced by the adversary; finally, M is required to submit a final message
M and receive signUb

(M) where b ∈U {1, 2}. We say that a group- signature
scheme satisfies anonymity/unlinkability (under adaptive chosen message at-
tacks with user selection) if the success probability ofM in predicting b differs
from 1/2 by a fraction that is at most negligible in w.

(3) Coalition-Resistance/Traceability: Let M be a p.p.t. TM that given
the public-key pk of the system it is allowed to invoke the Join procedure a
number of times k to introduce the users U1, . . . ,Uk in the system. Addition-
ally M is allowed to submit tuples of the form 〈U ,M〉, and obtain the corre-
sponding signU (M). We say that a group signature scheme satisfies coalition-
resistance/traceability if the probability that M outputs a tuple 〈M, s〉 with
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the property Verify(M, pk, s) = true and Open(sk, s) �∈ {U1, . . . ,Uk} is negli-
gible in w.

We remark that in the above formulation the GM is trusted. When this is
not the case, an additional property needs to be satisfied that is called “exculpa-
bility”, see section 4.6. In the exculpability setting it is of interest to strengthen
the Open procedure to also provide a proof of correct opening.

3 Methodology #1: Group Signatures from Public-Key
Traitor-Tracing Schemes

3.1 Description of a Public-Key Traitor Tracing Scheme

A PK-traitor-tracing scheme involves three types of participants: the authority,
the users of the system, and the senders that utilize the public encryption func-
tion to transmit encrypted messages to the users. The authority is responsible for
initializing the system and distributing the decryption keys, and then the users
of the system are capable of inverting ciphertexts that are encrypted under the
public-key of the group. The scheme is comprised of five basic procedures. To
serve the purpose of our work, we formalize them below so that they are as close
as possible to the group signature definition.

Setup (invoked by the authority) is the initialization of the system. For a given
security parameter w, this p.p.t. TM produces a publicly-known string pk (the
“public-key” of the system) and some internal string sk to be used for user key
generation.
Join (a protocol between the authority and the user that introduces the user
to the system). The authority employs the private key sk in the course of the
protocol, and the user obtains the private key skU that will be employed for
decryption.
Encrypt (invoked by the sender). A p.p.t. TM that given a message M and the
public-key pk, produces an encryption of M .
Decrypt (invoked by the user). A deterministic TM that given the private key
skU of a user and some ciphertext, returns the corresponding plaintext.
Tracing. An algorithm that given the contents of a pirate-decoder and secret-key
information sk, returns a set of identities. (It is used by the authority to reveal
identities of users that participated in the construction of the decoder by leaking
their keys.)

It is also desirable to support Revocation/Suspension where the authority is
able to toggle a user’s capability to decrypt messages in an efficient way, and
Black-Box Traitor Tracing which suggests that the traitor tracing procedure can
be executed with merely black-box access to the pirate-decoder.

3.2 Design Methodologies for Group Signature Schemes

In the literature we can identify two basic design methodologies for group signa-
ture schemes. In the first one, introduced by Chaum and van Heyst in [CH91],
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each user’s signature is essentially a proof of knowledge of a public commitment.
Schemes in this category, typically designed using OR-proofs (e.g., [Cam97])
produce signatures whose size is linear in the number of participants.

The second design methodology, put forth by Camenisch and Stadler [CS97],
is based on two “layers” of regular signature schemes. It has the potential of
allowing constant key-sizes (that are independent of the size of the group) and
constant signature sizes. In this approach each signature is essentially a seman-
tically secure encryption of a valid certificate that is issued to the user by the
GM. The shortcoming of the approach is that one has to devise an efficient
way of proving that the ciphertext actually contains a valid certificate. It is
possible of course to employ generic zero-knowledge proofs but these are not
suitable for a practical implementation (in this case we merely have a plausibil-
ity argument). Camenisch and Stadler [CS97] discussed this issue and described
a specific efficient instantiation of the above model that employed several in-
tractability assumptions (some customized to their design). Subsequent work
on group signatures [CM99,ACJT00] was based on the same design principle,
and employed the Strong-RSA assumption as well as the DDH over a group of
unknown oder to prove security. At present it is not known, and in fact seems
quite unlikely, that it is possible to employ this design methodology to produce
an efficient group-signature with security based on a cryptographic assumption
such as the DDH (or the regular RSA assumption).

3.3 The New Design Methodology Based on PK-Traitor Tracing

Our new design methodology can be summarized by the following crucial ob-
servation: Given a public-key traitor tracing scheme comprised of the proce-
dures 〈Setup, Join,Encrypt, Decrypt,Tracing〉 we design a group signature scheme
〈Setup, Join,Sign,Verify,Open〉 as follows: we keep the procedures Setup and Join
identical to the case of the pk-traitor tracing scheme. Let pk be the public-key
information of the scheme as generated by the Setup procedure. Now we need to
translate the property of “the ability to trace a box” into an “ability to open a
signature” and in some sense lift the key from the user’s box into the signature.
To this end, assume that we can construct a variant of non-interactive proof
of knowledge PK that given a secret key of a user skU shows: (i) the prover is
capable of inverting the public-key pk; (ii) the key skU that is used in the proof
is recoverable by the GM from the transcript.

Observe that property (i) is the standard method that is used to transform
public-key encryption into a digital signature. Property (ii) is intrinsic to the
setting of group signatures: it convinces the verifier that the prover has em-
bedded sufficient information into the signature so that the GM will be able to
recover the key used by the signer. Now observe that the Open procedure for the
derived group signature scheme is implemented by employing the traitor tracing
algorithm Tracing on the recovered key from a signature.

We will call the derived group signature, the “dual” of the public-key traitor
tracing scheme. We remark that the derived group signature will inherit the
same collusion-resistance/traceability of the parent public-key traitor tracing
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scheme, and additionally it will inherit directly properties such as revocation
and suspension.
Generality of our Approach. Note that a proof of knowledge achieving prop-
erties (i)-(ii) above can be achieved using generic zero-knowledge proofs. As a
result it is possible to obtain a correct and secure group signature according
to definitions 1, 2 for any given pk-traitor-tracing scheme. Due to lack of space
we omit a formal description of this result which constitutes only a plausibility
result. Instead, we will focus on specific pk-traitor-tracing schemes where such
proofs can be achieved efficiently.

4 The Group Signature “Dual” of the Boneh-Franklin
Scheme

4.1 Preliminaries

Assume a large multiplicative cyclic group G of prime order over which DDH is
assumed to be hard. For example G can be the subgroup of order q of Z∗p, where
q | p− 1 and p, q are large primes. In the following g will denote a generator of
G. Note that arithmetic in the exponents is performed in the finite field Zq.

4.2 Discrete-Log Representations

Let h0, h1, . . . , hv be random elements of G so that hj := grj for j = 0, . . . , v.
For a certain element y := gb of G a representation of y with respect to the
base h0, . . . , hv is a (v + 1)-vector δ := 〈δ0, . . . , δv〉 such that y = hr0

0 . . . hrv
v , or

equivalently δ ·r = b where · denotes the inner product between two vectors. It is
easy to see that obtaining representations of a given y w.r.t. some base h0, . . . , hv

is as hard as the discrete-log problem over G. Furthermore, it was shown in [BF99]
that if some adversary is given m representations of some y with respect to some
base, with m < v then any additional representation that can be obtained has to
be a “convex combination” of the given representations (a convex combination
of the vectors δ1, . . . δm is a vector

∑m
�=1 µ�δ� with

∑m
�=1 µ� = 1):

Proposition 1. [BF99] if there is an algorithm that given y, h0, . . . , hv and m <
v representations of y denoted by δ1, . . . δm, it computes a representation of y
that is not a convex combination of δ1, . . . δm then the discrete-log problem over
G is solvable.

4.3 Description of the PK-Traitor Tracing Scheme of [BF99]

In the [BF99] public-key traitor tracing scheme each user obtains a carefully de-
signed discrete-log representation that can be used for decryption. Any bounded
coalition of malicious users (traitors) can only produce alternative keys (discrete-
log representations) that have a specific structure (according to proposition 1);
further, given the initial design of user keys it is actually possible to recover the
identities of the traitors, as long as they form coalitions of size at most v/2.



Extracting Group Signatures from Traitor Tracing Schemes 639

4.4 Proof of Knowledge of a Recoverable Discrete-Log
Representation

At the heart of the transformation of a pk-traitor tracing scheme into its “dual”
group signature is a proof of knowledge that allows a user to show in zero-
knowledge that he is capable of inverting the public-key of the traitor tracing
scheme, and at the same time this proof includes sufficient information to reveal
the user-key during the opening procedure. In the case of the Boneh-Franklin
scheme the required tool is a proof of knowledge of a recoverable discrete-log
representation. A proof of knowledge of a recoverable representation convinces
the verifier that the prover possesses a discrete-log representation, but in addition
it shows that the GM can recover such representation if necessary.

We remark that the opening of a signature can be separated from the
GM if desired and can even become a distributed task to allow for robust-
ness and security against some malicious authorities. In our exposition below
let enc : R× P → D be a public probabilistic encryption function, with R the
randomness space, and P the plaintext space; note that we assume that Zq can
be embedded into P; enc can be initialized by the GM or a designated set of
“audit” authorities that will be responsible for opening signatures. Let us denote
the decryption function by dec; note that decryption should be robust (i.e., done
with a proof of correctness). The encryption function can be any semantically
secure scheme, e.g., ElGamal encryption (which is semantically secure under the
DDH assumption).

The proof of knowledge of a recoverable discrete-log representation is pre-
sented in figure 2. This proof of knowledge is a generalization of proof techniques
employed by [YY99,CD00,YY01].

Theorem 1. The 3-round proof of knowledge presented in figure 2 satisfies (i)
completeness, (ii) soundness with cheating probability 2−l, (iii) honest verifier
zero knowledge, provided that the encryption function enc is semantically secure.

Using the Fiat-Shamir Heuristics [FS87], we can turn the proof of knowledge
of figure 2 into a signature: the challenge c computed as H(m||a1|| . . . ||al||C(0)

1,0 ||
C

(1)
1,0 || . . . C

(0)
l,v ||C

(1)
l,v ) where m is the message. When the challenge is defined as

above, the tuple 〈{ai}i, {C(b)
i,j }b,i,j , c, {〈si,j , ρi,j〉}i,j〉 will be denoted as SIGenc(δ0,

. . . , δv : hδ0
0 . . . hδv

v = y)(m).
Recovering a Representation. It is easy to see that a signature SIGenc(δ0,
. . . , δv : hδ0

0 . . . hδv
v = y)(m) yields a representation δ := 〈δ0, . . . , δv〉 to the entity

who is capable of inverting enc. Indeed, recovering can be done by finding an
i ∈ {1, . . . , l}, such that the vector

〈
dec(C(0)

i,0 )− dec(C(1)
i,0 )(modq), . . . , dec(C(0)

i,v )− dec(C(1)
i,v )(modq)

〉

is a representation of y w.r.t. the base h0, . . . , hv. For a valid proof such an
i will exist with probability 1− 2−l. Finally it is easy to see that,
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Prover Verifier
δ := 〈δ0, . . . , δv〉

for i = 1, . . . , l
ri,0, ri,1, . . . , ri,v ∈R Zq

ai := h
ri,0
0 . . . h

ri,v
v

〈ρ(0)
i,0ρ

(1)
i,0 〉, . . . , 〈ρ(0)

i,vρ
(1)
i,v 〉 ∈R R2

C
(0)
i,j := enc(ρ(0)

i,j , ri,j) for j ∈ {0, . . . , v}
C

(1)
i,j := enc(ρ(1)

i,j , ri,j − δj) for j ∈ {0, . . . , v} {ai}i,{C(b)
i,j
}b,i,j

−→
let c[i] be the i-th bit of c c

←− c ∈R {0, 1}l
for i = 1, . . . , l, j = 0, . . . , v

si,j := ri,j − c[i]δj(modq)
ρi,j := ρ

(c[i])
i,j

{〈si,j ,ρi,j〉}i,j
−→ Verify for i = 1, . . . , l,

j = 0, . . . , v

enc(ρi,j , si,j) =? C
(c[i])
i,j

h
si,0
0 . . . h

si,v
v =? ai/yc[i]

Fig. 2. Proving the knowledge of a representation δ of y w.r.t. h0, . . . , hv and at the
same time the fact that δ is recoverable by anyone who can invert enc.

Proposition 2. The signature SIGenc(δ0, . . . , δv : hδ0
0 . . . hδv

v = y)(m), has
length O(lv) ciphertexts of enc (l = wε, where w := log #G).

Using the signature SIGenc, as we will see, it is possible to design a group
signature scheme (and then the security will be based on the random oracle
model). If the proof of knowledge is treated as an interactive protocol then
using the same methodology we present for group signatures one can design a
secure identity escrow scheme [KP98] (and then security does not require the
employment of a random oracle); we omit details.

4.5 The “Dual” Group Signature Scheme

The Setup and Join procedures are identical to the ones used in the Boneh-
Franklin scheme [BF99]. Additionally the GM (or the set of designated author-
ities) publish the encryption function enc, as specified in section 4.4.

– Sign. Given a message M , a user that possesses a representation 〈δ1, . . . , δ2k〉
of y w.r.t. h1, . . . , h2k, publishes the signature SIGenc(δ1, . . . , δ2k : hδ1

1 . . . hδ2k

2k

= y)(M).
– Verify. Given a signature SIGenc(δ1, . . . , δ2k : hδ1

1 . . . hδ2k

2k = y)(M) it can be
verified as described in figure 2 using the public-key y, h1, . . . , h2k and the
public encryption function enc.

– Open. GM recovers the discrete-log representation of a signature SIGenc

(δ1, . . . , δ2k : hδ1
1 . . . hδ2k

2k = y)(M) as described in section 4.4. Subsequently,
it employs the traitor tracing algorithm of [BF99] to recover the identities
of the users that collaborated in the construction of the signature.



Extracting Group Signatures from Traitor Tracing Schemes 641

The correctness of the group signature scheme (as in definition 1) follows
easily from the description above.
Parameters. The group signature scheme uses the following parameters: the
parameter k which is the maximum traitor collusion size, the parameter l which
is a security parameter that relates to the probability of producing a fraudulent
group signature that passes the verification step (the cheating probability is 2−l),
and finally the parameter n which is the number of users. It is immediate from
proposition 2 that the size of a signature is O(kl) ciphertexts/ group elements
(there is no direct dependency on n).
Efficiency. Observe that the size of the public-key of the system is O(k), the
size of a signature is O(kl), and the size of each user key is O(1). As noted above
this size depends on the size of the maximal coalition (and is related to the same
property in traitor tracing schemes); the scheme in [ACJT00] has constant size
O(1) independent of the size of the coalition.

Security. Based on the properties of the proof of knowledge of figure 2 one can
show the following:

Theorem 2. Assuming the DDH, and that the underlying encryption function
enc is semantically secure, the “dual” group signature of the [BF99]-scheme is
unforgeable and satisfies anonymity/ unlinkability (as in definition 2) in the
random oracle model.

Coalition-Resistance/Traceability. The coalition-resistance and traceability
of our group signature relies on on proposition 1 and the recoverability properties
of the signature proof of knowledge of figure 2.

First, proposition 1 suggests that under the assumption that the discrete-
logarithm problem is hard, the discrete-log representations that can be obtained
by an adversary controlling a number of users up to k, is only vector convex
combinations of the users’ discrete-log representations.

Second, the recoverability properties of the signature proof of knowledge of
figure 2 suggest that every signature will reveal to the GM some representation
that was used in the generation of the signature.

By combining these two facts we argue that any set of up to k malicious
users that attempt to conceal their identity collectively by avoiding the use
of their assigned representation(s), can only use convex combinations of the
representations that are available to them. But in this case it is possible to
recover all their identities by running the traitor tracing procedure of Boneh
and Franklin [BF99].

4.6 Adding Exculpability

Exculpability (against the group manager) suggests that the GM cannot frame
an innocent user, blaming him of signing a message he did not sign. In this case,
during the Join protocol the GM does not get to know the whole secret-key
skU of the user which is generated in a joint manner. Instead, it obtains some
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commitment to this key comU which is signed by the user with some independent
digital signature mechanism. Observe that in this case the Opening procedure
produces comU as an output (which allows the GM to implicate the signing
user presenting a non-repudiable evidence). In the context of the formal security
model, we have:

Definition 3. Exculpability: LetM be a p.p.t. TM that is allowed to initialize
the group signature scheme by running the Setup procedure (possibly modified),
and then execute the Join protocol for a user U (also possibly modified). Then,
M is allowed to submit messages of the form M and obtain the corresponding
signature SignU (M) in an adaptive manner. We say that the group signature
scheme satisfies “online” exculpability if the distribution of signatures 〈M, s〉 ←
M and the distribution of signatures for any valid user are distinguishable given
a witness that is in the possession of the user. On the other hand, a group
signature scheme satisfies “offline” exculpability if the probability thatM outputs
a tuple 〈M, s〉 with the property Verify(M, pk, s) = true and Open(sk, s) = comU
is negligible in w.

Interestingly, constructing group signatures from “asymmetric” pk-traitor-
tracing schemes does not preserve exculpability (“asymmetry” is the “dual”
property of expulpability in the context of traitor tracing schemes, see e.g.,
[Pfi96]). Indeed, as dictated by the design methodology, opening a signature
in the derived scheme will reveal the key (which is essential for employing the
tracing algorithm to satisfy coalition-resistance/traceability), and therefore will
allow the GM to frame a user if it is malicious (even if the traitor tracing scheme
used as a basis is asymmetric).

Nevertheless, it is possible to achieve exculpability by using the modular
strategy explained below. Note that the [BF99]-scheme is not asymmetric and as
a result it cannot be employed for exculpability. However, there exist asymmetric
public-key traitor tracing schemes based on discrete-log representations which
can be turned into group signatures in the exact way as the [BF99]-scheme, using
proofs of recoverable representations. The only presently known such scheme is
the scheme of [KY02a] which we will now employ. Exculpability can be achieved
as follows: the GM will initialize two instantiations of the traitor tracing scheme
above, and each user will join both. Signing will be performed by issuing two
signatures, the first one using the first scheme is based on a proof of a recoverable
representation (as in figure 2), and the second one using the second scheme is
based on a standard proof of knowledge of a discrete-log representation (that
is non-recoverable). Now observe that GM never learns the key of the second
scheme. Thus, any signature that a malicious GM can generate is distinguishable
from true valid signatures of a certain user given the secret-key of the user
for the second instantiation. This corresponds to online exculpability: the user
can always deny his participation in a certain signature based on the second
component. We remark that previous schemes, e.g., [ACJT00], achieved offline
exculpability.
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5 Methodology # 2: Group Signatures Based on
Traceability Codes

In this section we present a generic transformation from any group signature
scheme with linear (in the user population) signature and public-key size to a
group signature scheme with only logarithmic such dependencies on the user
population size (the scheme will depend on other parameters as well). The con-
struction relies on traceability codes, the fundamental combinatorial construct
which was invented by Chor, Fiat and Naor [CFN94] to introduce traitor tracing
schemes and was later formalized by Staddon et al. [SSW00].

5.1 Traceability Codes

We start with some notational conventions about strings over some alphabet
Σ. The j-th symbol of a string s over Σ will be denoted by s[j]; it follows
that if |s| = l, s = s[1]|| . . . ||s[l] and that s[j] ∈ Σ for all j = 1, . . . , l. If I =
{i1, . . . , ik} ⊆ {1, . . . , l} then given a string s of length l, s|I := s[i1]||s[i2]|| . . .
||s[ik]. Given s, s′ ∈ Σl define EQ(s, s′) := {i | s[i] = s′[i]}. An 〈r, l〉q-code over
an alphabet Σ with |Σ| = q, is a set of strings C = {s1, . . . , sr} ⊆ Σl. Given
a code C, and some subset C ⊆ C, the descendant set desc(C) of the subset
C := {si1 , . . . , sik

} is the set of strings {s ∈ Σl | s[j] ∈ {si1 [j], . . . , sik
[j]} j =

1, . . . , l}. A traceability (TA) 〈n,L〉q-code C for collusions up to k satisfies the
following “traceability” property: for all x ∈ desc(C) where C ⊆ C with |C| ≤ k
it holds that ∃y ∈ C ∀z ∈ (C − C) |EQ(x, y)| > |EQ(x, z)|. Observe that due
to the traceability property, given x ∈ desc(C) one can recover an element of
C as follows (as long as |C| ≤ k): for all y ∈ C one computes |EQ(x, y)| and
pronounces the string y with maximum |EQ(x, y)| to be an element of C.

Traceability codes can be constructed using a probabilistic argument, as in
[CFN94], or using a concrete construction based on error-correcting codes with
large minimum distance, [SSW00].

The probabilistic construction of [CFN94] yields a traceability code over an
alphabet size of 2k2 that has length O(k2 log n). The concrete constructions
of [SSW00,SSW01] are slightly worse in terms of efficiency, but offer superior
traceability both in terms of efficiency (the tracing algorithm is not required to
take time proportional to |C|), and effectiveness (given an x ∈ desc(C) more than
one members of C can be identified).

5.2 The Generic Transformation

Let G := 〈Setup, Join,Sign,Verify,Open〉 be a group signature with signature
and public-key size linear in the size of the group and user-key constant (e.g.,
[Cam97]) that satisfies the security properties of definition 2. Below we describe
the derived group signature scheme:

Setup. A TA 〈n, v〉q-code C := {s1, . . . , sn} for collusions up to k is constructed
(as described in section 5.1). The GM runs v independent instantiations of Setup
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to produce the public-keys pk1, . . . , pkv and the corresponding secret-key infor-
mation sk1, . . . , skv. Then the GM executes the Join protocol of the �-th instanti-
ation of G, q times and records all keys (denoted by sk�,j , j = 1, . . . , q). Observe
that due to the properties of G, a signature for the �-th instantiation of G will
have length q.
Join. The i-th user of the system is assigned the si codeword from the TA
code (publicly), he privately obtains from the GM the secret-keys sk�,si[�] for
� = 1, . . . , v.
Sign. The i-th user signs a message by employing the signing algorithm Sign
for each one of the v instantiations of G onto its sequence of signing keys
〈ski,si[1], . . . , ski,si[v]〉.
Verify. The verification step requires the verification of each one of the underlying
signatures (v executions of the Verify procedure of G, using the corresponding
public-keys pk1, . . . , pkv).
Open. Given a signature 〈σ1, . . . , σv〉, the GM opens each signature using Open of
G and reveals the key used: sk�,a�

, where a� ∈ {1, . . . , q}, � = 1, . . . , v. Comparing
the recovered keys to the ones that were generated during Setup, the string a :=
a1 . . . av ∈ {1, . . . , q}v is formed. Observe now that due to the security properties
of G, it follows easily that a ∈ desc(C) where C is the set of codewords assigned
to the group of users that collaborated in forming the signature 〈σ1, . . . , σv〉 (C
is a singleton when users do not form malicious coalitions). Using the traceability
property of C it follows that at least one member of C can be identified.

Theorem 3. The derived group signature scheme based on the secure group
signature G and a TA 〈n, v〉q-code C for collusions up to k, satisfies the following
properties:

1. it satisfies unforgeability.
2. it satisfies anonymity/unlinkability.
3. it satisfies coalition-resistance/traceability provided that at most k members

cooperate to form a signature.
4. it has signature size O(vq), public-key size O(vq), and user-key size O(v).

Example. Using the probabilistic construction of [CFN94] in conjunction with
the group signature of [Cam97], one obtains a group signature with public-key
and signature size O(k4 log n), and user-key size O(k2 log n), with security based
on the DDH over a group of prime order.
Adding Exculpability. Suppose that the underlying group signature scheme
also satisfies exculpability (defined in section 4.6). Even though the resulting
scheme cannot satisfy the same form of exculpability, we can achieve a threshold
variant that depends on a set of servers S1, . . . , Sv.

The scheme is modified as follows: the GM executes the Join procedure of
the �-instantiation of G with server S�, q times. This step results in server S�

obtaining the signing keys sk�,1, . . . , sk�,q, and the GM obtaining the commit-
ments com�,1, . . . , com�,q, which are signed by the GM and published. When
a user wants to join the system he contacts all servers S1, . . . , Sv and obtains
from server S� the secret-key sk�,si[�] for � = 1, . . . , v (in a private manner). The
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scheme is otherwise as above. One can show that exculpability will be satisfied
provided that at least one of the servers S1, . . . , Sv does not conspire to frame
a user (since one server does not conspire it is impossible for the remaining
malicious entities to generate any valid signature in the scheme above).

A subtlety of the above modification for achieving exculpability is that it
assumes that S1, . . . , Sv honestly keep the correct correspondence between the
published traceability code and the keys they provide to each user. This can be
relaxed in a generic fashion by assuming that each server is replicated e times
and each set of servers Sj

1, . . . , S
j
v, for j = 1, . . . , e executes an independent

instantiation of the derived scheme (for the same traceability code). This method
will increase the efficiency measures of the scheme by a factor e. In this setting
we only need to assume that the dishonest sets of servers are below e/2. More
details will be given in the full version.
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