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Preface

EUROCRYPT ’99, the seventeenth annual Eurocrypt Conference, was spon-
sored by the International Association for Cryptologic Research (IACR), in coop-
eration with the Group of Cryptology within the Union of Czech Mathematicians
and Physicists. The General Chair, Jaroslav Hruby, was responsible for the over-
all organization of the conference in the beautiful city of Prague. Let me mention
that it was a pleasure to work together: although we were in different locations,
we managed to stay in close contact and maintain a smooth organization of the
conference.

The Program Committee, consisting of 21 members, considered 120 papers
and selected 32 for presentation. In addition, Ross Anderson kindly agreed to
chair the traditional rump session for informal short presentations of new results.
These proceedings include the revised versions of the 32 papers accepted by the
Program Committee. These papers were selected on the basis of originality,
quality, and relevance to cryptography. As a result, they should give a proper
picture of how the field is evolving. Revisions were not checked and the authors
bear full responsibility for the contents of their papers.

The selection of papers was a difficult and challenging task. Each submission
was refereed by at least three reviewers and most had four reports or more. I
wish to thank the program committee members, who did an excellent job. In
addition, I gratefully acknowledge the help of a large number of colleagues who
reviewed submissions in their areas of expertise. They are: Michel Abdalla, Josh
Benaloh, Charles Bennett, Simon Blackburn, Matt Blaze, Christian Cachin, Jan
Camenisch, Ran Canetti, Benny Chor, Galdi Clemente, Jean-Sébastien Coron,
Paolo D’Arco, Anand Desai, Uri Feige, Marc Fischlin, Roger Fischlin, Matt
Franklin, Steven Galbraith, Rosario Gennaro, Pierre Girard, Dieter Gollmann,
Shai Halevi, Helena Handschuh, Yuval Ishai, Markus Jakobsson, Mike Just,
Ted Krovetz, Kaoru Kurosawa, Eyal Kushilevitz, Keith Martin, Barbara Ma-
succi, Johannes Merkle, Daniele Micciancio, Victor S. Miller, Fauzan Mirza,
Serge Mister, Peter L. Montgomery, Tal Mor, David M’Rathi, Luke O’Connor,
Andrew Odlyzko, Wakaha Ogata, Koji Okada, Pascal Paillier, Pino Persiano,
David Pointcheval, Bart Preneel, Tal Rabin, Omer Reingold, Phil Rogaway, Lu-
dovic Rousseau, Berry Schoenmakers, Peter Shor, Jean-Pierre Seifert, Othmar
Staffelbach, Ugo Vaccaro, Serge Vaudenay, Ruizhong Wei, Mike Wiener, Rebecca
Wright, Xian-Mo Zhang, and Robert Zuccherato. I apologize for any inadvertent
omission.

I also wish to thank my PhD students Phong Nguyen, Thomas Pornin, and
Guillaume Poupard, who helped me a great deal at various steps of the whole
process. Their computer skills and the time and effort they invested were a
crucial ingredient of my ability to run the program committee. Thomas ran the
electronic submission phase and was able to print all postscript files, including
those produced by non-standard word processors. Guillaume opened a private
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FTP server and Web site for PC members, and Phong did the editing work,
both in paper and in electronic form. I hope I did not distract them too much
from their research, but they were kind enough to tell me they had learnt a lot.
Thanks also to Joelle Isnard and Nadine Riou, who organized the PC meeting
in Paris.

Following the example of CRYPTO 98, EUROCRYPT ’99 was the first
of the Eurocrypt series with electronic submissions. The electronic submission
option was a clear choice for almost all authors, with only 5% of the papers sub-
mitted by regular mail. I believe that the time has come to make e-submission
mandatory, but it will be the choice of future Crypto and Eurocrypt PC chairs.
I wish to thank Joe Kilian, who forwarded us the electronic submission software
used for CRYPTO ’98 and helped us run it. This software was originally de-
veloped by ACM’s SIGACT group and I thank the ACM for allowing us to use
their system.

Finally, I wish to thank the all authors who submitted papers for making this
conference possible by creating the scientific material, and especially the authors
of accepted papers. I would also like to thank the publisher, Springer-Verlag, for
working within a tight schedule in order to produce these proceedings in due
time.

February 1999 Jacques Stern
Program Chair
EUROCRYPT 99
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Cryptanalysis of RSA with
Private Key d Less than N?-292

Dan Boneh* and Glenn Durfee**

Computer Science Department, Stanford University, Stanford, CA 94305-9045
{dabo,gdurf}@cs.stanford.edu

Abstract. We show that if the private exponent d used in the RSA
public-key cryptosystem is less than N%292 then the system is insecure.
This is the first improvement over an old result of Wiener showing that
when d < N%25 the RSA system is insecure. We hope our approach can
be used to eventually improve the bound to d < N5,

1 Introduction

To provide fast RSA signature generation one is tempted to use a small private
exponent d. Unfortunately, Wiener [10] showed over ten years ago that if one
uses d < N925 then the RSA system can be broken. Since then there have been
no improvements to this bound. Verheul and Tilborg [9] showed that as long
as d < NO9 it is possible to expose d in less time than an exhaustive search;
however, their algorithm requires exponential time as soon as d > N%-25,

In this paper we give the first substantial improvement to Wiener’s result.
We show that as long as d < N°292 one can efficiently break the system. We
hope our approach will eventually lead to what we believe is the correct bound,
namely d < N3, Our results are based on the seminal work of Coppersmith [2].

Wiener describes a number of clever techniques for avoiding his attack while
still providing fast RSA signature generation. One such suggestion is to use a
large value of e. Indeed, Wiener’s attack provides no information as soon as e >
N5 In contrast, our approach is effective as long as e < N87%. Consequently,
larger values of e must be used to defeat the attack. We discuss this variant in
Section

2 Overview of Our Approach

Recall that an RSA public key is a pair (IV, e) where N = pq is the product of two
n-bit primes. For simplicity, we assume ged(p — 1,¢—1) = 2. The corresponding
private key is a pair (N, d) where e-d = 1 mod @ where ¢(N) = N—p—q+1.

* Supported by DARPA.
** Supported by Certicom and an NSF Graduate Research Fellowship.

J. Stern (Ed.): EUROCRYPT’99, LNCS 1592, pp. 1-{I1] 1999.
© Springer-Verlag Berlin Heidelberg 1999



2 Dan Boneh and Glenn Durfee

Note that both e and d are less than ¢(N). It follows that there exists an integer
k such that

N+1
ed+k(T+Z%)1. 1)
Writing s = —22% and 4 = &L we know:

k(A+s)=1 (mod e).

Throughout the paper we write e = N¢ for some «. Typically, e is of the
same order of magnitude as N (e.g. e > N/10) and therefore « is very close
to 1. As we shall see, when « is much smaller than 1 our results become even
stronger.

Suppose the private exponent d satisfies d < N°. Wiener’s results show that
when § < 0.25 the value of d can be efficiently found given e and N. Our goal
is to show that the same holds for larger values of §. By equation ([Il) we know
that

2de

k| < ——— < 3de/N < 3e+°s" .

Similarly, we know that
|s| < 2N0-5 = 2¢1/2,

To summarize, taking a & 1 (which is the common case) and ignoring con-
stants, we end up with the following problem: find integers k and s satisfying

E(A+s)=1 (mode) where |s|<e®® and |k < €. (2)

The problem can be viewed as follows: given an integer A, find an element “close”
to A whose inverse modulo e is “small”. We refer to this is the small inverse
problem. Clearly, if for a given value of 6 < 0.5 one can efficiently list all the
solutions to the small inverse problem, then RSA with private exponent smaller
than N° is insecure (simply observe that given s modulo e one can factor N
immediately, since e > s). Currently we can solve the small inverse problem
whenever § < 1— 1v/2~0.292.

Remark 1. A simple heuristic argument shows that for any € > 0, if £ is bounded
by €%57¢ (i.e. § < 0.5) then the small inverse problem (equation (£)) is very
likely to have a unique solution. The unique solution enables one to break RSA.
Therefore, the problem encodes enough information to prove that RSA with
d < N%° is insecure. For d > N%® we have that k > N5 and the problem will
no longer have a unique solution. Therefore, we believe this approach can be
used to show that d < N%° is insecure, but gives no results for d > N5,

The next section gives a brief introduction to lattices over Z™. Our solution to
the small inverse problem when « is close to 1 is given in Section 4. In Section 5
we give a solution for arbitrary a. Section 6 describes experimental results with
the algorithm.
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3 Preliminaries

Let uy,...,uy, € Z™ be linearly independent vectors with w < n. A lattice L
spanned by (uq, . .. , uy) is the set of all integer linear combinations of w1, . .. , Uy.
We say that the lattice is full rank if w = n. We state a few basic results about
lattices and refer to [7] for an introduction.

Let L be a lattice spanned by (uy, ... ,u,). We denote by uj, ... ,u’ the vec-
tors obtained by applying the Gram-Schmidt process to the vectors uy, ... , uy.
We define the determinant of the lattice L as

det(L) == [T llusll.
i=1
If L is a full rank lattice then the determinant of L is equal to the determinant

of the w X w matrix whose rows are the basis vectors uy, ... , Us.

Fact 1 (LLL). Let L be a lattice spanned by (uq,... ,uy). Then the LLL algo-
rithm, given (ui,... ,uy), will produce a new basis (b1,... ,by) of L satisfying:

1]|bx]]? < 2||by 4] for all 1 < i < w.
2. Foralli, if b; =0bf + Z;;ll psbs  then [u;| < % for all 7.

We note that an LLL-reduced basis satisfies some stronger properties, but
those are not relevant to our discussion.

Fact 2. Let L be a lattice and by, ...by be an LLL-reduced basis of L. Then
b1 < 2%/2det(L)'/™.
Proof. Since by = b} the bound immediately follows from:

det(L) = [T I > [lbafo2="72.

O

In the spirit of a recent result due to Jutla [5] we provide a bound on the
norm of other vectors in an LLL reduced basis. For a basis (u1,... ,u,) of a
lattice L, define

*

Uppn = 100 [ .

Fact 3. Let L be a lattice spanned by (ui,... ,uy) and let {by,...by) be the
result of applying LLL to the given basis. Suppose u’, > 1. Then

Ibo] < 2% det(L)= T
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Proof. 1t is well known that u*, is a lower bound on the length of the shortest
vector in L. Consequently, ||b1|| > u’,,. We obtain

det() = TTIBEI 2 11 i~ 2C0 77 2 - g 12000

min
Hence,

1

sl < 2% [det( )} < 225 det(L) 7T,

u*

min

which leads to

1
1921 < (5117 + Zlb1* < 27 det(L) =T + 27 det (L) < 2 det(L) =T

Note that det(L) > 1 since ur,, > 1. The bound now follows. O

Similar bounds can be derived for other b;’s. For our purposes the bound on
bs is sufficient.

4 Solving the Small Inverse Problem

In this section we focus on the case when e is of the same order of magnitude
as N, ie. if e = N® then « is close to 1. To simplify the exposition, in this
section we simply take o = 1. In the next section we give the general solution
for arbitrary a. When o = 1 the small inverse problem is the following: given a
polynomial f(z,y) = x(A+y) — 1, find (xo,yo) satisfying

f(zo,0) =0 (mod e) where |zo| <e® and |yo| < €%

We show that the problem can be solved whenever § < 1 — —\/_ ~ 0.292. We
begin by giving an algorithm that works when § < Z -3 ~ 0.285. Our
solution is based on a powerful technique due to Coppersmlth [ ], as presented
by Howgrave-Graham [4]. We note that for this particular polynomial our results
beat the generic bound given by Coppersmith. For simplicity, let X = e and
Y = 60'5.

Given a polynomial h(z,y) = 3, ; a;jx iyd we define ||h(z,y)||? = Do |a? ;.
The main tool we use is stated in the following fact.

Fact 4 (HG98). Let h(z,y) € Z|x,y] be a polynomial which is a sum of at most
w monomials. Suppose that

a. h(zo,y0) = 0 mod e™ for some positive integer m where |zo| < X and |yo| <
Y, and

b WX, y¥)| < e /v,

Then h(xo,yo) = 0 holds over the integers.
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Proof. Observe that

o i J
XV () (3) ]

|h(z0,y0)| = ‘Zai,jxéyé‘ =

. i J
Xl (5) (3)

Vuwl[h(zX,yY)|| < e™,

< Z ’ai,inYj’ <

but since h(zg,yo) = 0 modulo e™ we have that h(zg,yo) = 0. O

Fact Bl suggests that we should be looking for a polynomial with small norm
that has (xo,y0) as a root modulo ™. To do so, given a positive integer m we
define the polynomials

gik(z,y) =2 fF(x,y)e™ " and  hjp(x,y) =y fF(z,y)e" "

We refer to the g; , polynomials as 2-shifts and the h;j polynomials as y-shifts.
Observe that (xg,yo) is a root of all these polynomials modulo e™ for k =
0,...,m. We are interested in finding a low-norm integer linear combination
of the polynomials g; x(zX,yY) and h;x(2X,yY ). To do so we form a lattice
spanned by the corresponding coefficient vectors. Our goal is to build a lattice
that has sufficiently small vectors and then use LLL to find them. By Fact 2l we
must show that the lattice spanned by the polynomials has a sufficiently small
determinant.

Given an integer m, we build a lattice spanned by the coefficient vectors
of the polynomials for £ = 0,...,m. For each k we use g; x(xX,yY) for i =
0,...,m—k and use h;;(zX,yY) for j = 0,...,t for some parameter ¢ that
will be determined later. For example, when m = 3 and ¢ = 1 the lattice is
spanned by the rows of the matrix in Figure [l Since the lattice is spanned
by a lower triangular matrix, its determinant is only affected by entries on the
diagonal, which we give explicitly. Each “block” of rows corresponds to a certain
power of x. The last block is the result of the y-shifts. In the example in Figure[I]
t = 1, so only linear shifts of y are given. As we shall see, the y-shifts are the
main reason for our improved results.

We now turn to calculating the determinant of the above lattice. A routine
calculation shows that the determinant of the submatrix corresponding to all x
shifts (i.e. ignoring the y-shifts by taking ¢ = 0) is

det, = 6m(m.+1)(m+2)/3 . Xm(m+1)(m+2)/3 . Ym(m+1)(m+2)/6.

For example, when m = 3 the determinant of the submatrix excluding the
bottom block is €20 X2V 10, Plugging in X = e and Y = e we obtain

det, = em(m+1)(m+2)(5+46)/12 _ e%ﬁ”mno(m%'

It is interesting to note that the dimension of the submatrix is w = (m+1)(m+
2)/2, and so the wth root of the determinant is D, = ¢™5+49)/6_ For us to be
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1|w xy|:v2
3

$2

Y

$2y2 | $3

$3

Y

$3

2
Yy

$3y3

Y

zy?

e |e

Fig.1. The matrix spanned by g; and h;j for k = 0..3, 7 = 0..3 — k, and
7 = 0,1. The ‘-’ symbols denote non-zero entries whose value we do not care
about.

able to use Fact [4, we must have D, < e™, implying (5 + 49) < 6. We obtain
0 < 0.25. This is exactly Wiener’s result. Consequently, the lattice formed by
taking all z-shifts cannot be used to improve on Wiener’s result.

To improve on Wiener’s result we include the y-shifts into the calculation.
For a given value of m and ¢, the product of the elements on the diagonal of the
submatrix corresponding to the y-shifts is:

dety — etm(m+1)/2 . Xtm(m+1)/2 . Yt(m+1)(m+t+1)/2.

Plugging in the values of X and Y, we obtain:

E 2
3225 tm2+ 7n4t, +O(tm2)

dety — etm(m+1)(1+6)/2+t(m+1)(m+t+1)/4 —e )

The determinant of the entire matrix is det(L) = det, - det, and its dimension
isw=(m+1)(m+2)/2+t(m+1).

We intend to apply Fact[4] to the shortest vectors in the LLL-reduced basis of
L. To do so, we must ensure that the norm of by is less than e™/ vJw. Combining
this with Fact 2l we must solve for the largest value of ¢ satisfying

det(L) < e™ /~,

where v = (w2")"/2. Since the dimension w is only a function of § (but not
of the public exponent e), v is a fixed constant, negligible compared to e™*.
Manipulating the expressions for the determinant and the dimension to solve for
0 requires tedious arithmetic. We provide the exact solution in the full version of
this paper. Here, we carry out the computation ignoring low order terms. That
is, we write
2
w = mT +tm + o(m?),

5+45

det(L) = e 12

P 2 B
md+3«226 tm2+m4t JrO(md).
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To satisfy det(L) < e™" we must have

5+46 5 3+25 5, mt* 1 9
— —t — <z tm”.
2 m” + 1 m° + 1 <2m +im

This leads to
m?(—14 48) — 3tm(1 —28) + 3t> < 0

For every m the left hand side is minimized at ¢ = M. Plugging this value
in leads to:

3
2

3

m? | 1446 — (1725)2+1(1—25)2 <0,

implying —7 + 28§ — 1262 < 0. Hence,

7 1
0 < = —=V7=0.285.
6 3\/_

Hence, for large enough m, whenever d < N%285=¢ for any fixed € > 0 we can
find a bivariate polynomial g1 € Z[x,y] such that g1 (2o, yo) = 0 over the integers.
Unfortunately, this is not enough. To obtain another relation, we use Fact [3 to
bound the norm of bs. Observe that since the original basis for L is a triangular
matrix, u¥, is simply the smallest element on the diagonal. This turns out to
be the element in the last row of the x-shifts, namely, v, = X™Y ™ which is
certainly greater than 1. Hence, Fact Blapplies. Combining Fact[4 and Fact[3 we
see that by will yield an additional polynomial go satisfying gs (2o, yo) = 0 if

det(L) < e™w=1) /4/
where 7/ = (w2w)wal. For large enough m, this inequality is guaranteed to hold,
since the modifications only effect low order terms. Hence, we obtain another
polynomial go € Z[z,y] linearly independent of g such that ga(xg,yo) = 0 over
the integers. We can now attempt to solve for xy and y¢ by computing the
resultant h(z) = Resy(g1,92). Then zo must be a root of h(z). By trying all
roots xg of h(x) we find yo using g1 (o, y).

Although the polynomials g1, g2 are linearly independent, they may not be
algebraically independent; they might have a common factor. Indeed, we can-
not guarantee that the resultant h(z) is not identically zero. Consequently, we
cannot claim our result as a theorem. At the moment it is a heuristic. Our ex-
periments show it is a very good heuristic, as discussed in Section [Al The reason
the algorithm works so well is that in our lattice, short vectors produced by LLL
appear to behave as independent vectors.

Remark 2. The reader may be wondering why we construct the lattice L using
x-shifts and y-shifts of f, but do not explicitly use mixed shifts of the form
x'yd f¥. The reason is that all mixed shifts of f over the monomials used in L
are already included in the lattice. That is, any polynomial z*y7 f*e™ % can be
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expressed as an integer linear combination of x-shifts and y-shifts. To see this,
observe that for any 7, j, we have

i u Jj—i 4
zhyl = Z Z by v U+ Z Z Cuwy” f¥

u=0v=0 u=1v=0

for some integer constants b, , and ¢, ,. Note that when j < ¢ the second
summation is vacuous and hence zero. It now follows that

[ u Jj—i 4
xzy]fkem—k — Z § bu7v€v$u_va+k€m_v_k + § Zcuwevyu‘fv-‘rkem—v—k

u=0v=0 u=1v=0
7 u Jj—t 1
E § : v § : § : v
= bu,ve CGJu—v,v+k + Cy,w€ hu,erk
u=0v=0 u=1v=0

Consequently, z'y7 f¥e™~* is already included in the lattice.

4.1 TImproved Determinant Bounds

The results of the last section show that the small inverse problem can be solved
when § < 0.285. The bound is derived from the determinant of the lattice L. It
turns out that the lattice L contains a sublattice with a smaller determinant.
Working in this sublattice leads to improved results. The idea is to remove
some of the rows that enlarge the determinant. We throw away the y-shifts
corresponding to low powers of f. Namely, for all 7 and i > (1 — 20)r, the
polynomials y?f" are not included in the lattice. Since these “damaging” y-
shifts are taken out, more y-shifts can be included. More precisely, the largest
y-shift can now be taken to be t = m(1 — 2J) as opposed to t = M
the previous section.

The lattice constructed using these ideas is no longer full rank. In particular,
the basis vectors no longer form a triangular matrix. As a result, the determinant
must be bounded by other means. Nevertheless, an improvement on the bound
on the determinant can be established, leading to the result that the small inverse
problem can be solved for § < 1 — %\/5 ~ 0.292. We provide the details in the
full version of this paper.

used in

5 Cryptanalysis of Arbitrary e

In his paper, Wiener suggests using large values of e when the exponent d is

small. This can be done by adding multiples of ¢(NN) to e before making it

known as the public key. When e > N5, Wiener’s attack will fail even when d

is small. We show that our attack applies even when larger values of e are used.
As described in Section [2] we solve the small inverse problem:

k(A+s)=1 (mode) where |k|< 2¢1°5" and |s| < 2e'/2e
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for arbitrary values of a. We build the exact same lattice used in Section @l
Working through the calculations one sees that the determinant of the lattice in
question is

The dimension is as before. Therefore, to apply Fact [4 we must have

3 3, tm? 1 21 3
7;—a(2a+57—)+£(2a+57—)+m——<m—+tm2,

4 20 2 2 2« 2
which leads to

m?(2a + 46 — 3) — 3tm(1 — 26) + 3t* < 0.

As before, the left hand side is minimized at t,,;, = %m(l — 26), which leads to
1
m?[20 + 76 — Z5 - 367 <0,
and hence
7 1
§< = —=(1+6a)/?.
< 5 3( + 6a)

Indeed, for o = 1, we obtain the results of Sectiondl The expression shows that
when o < 1 our attack becomes even stronger. For instance, if e &~ N2/3 then
RSA is insecure whenever d < N° for § < I — ? ~ 0.422. Note that if e =~ N?/3
then d must satisfy d > N1/3.

When o = % the bound implies that § = 0. Consequently, the attack be-
comes totally ineffective whenever e > N!¥7 This is an improvement over
Wiener’s bound, which become ineffective as soon as e > N1,

6 Experiments

We ran some experiments to test our results when d > N%25, Our experiments
were carried out using the LLL implementation available in Victor Shoup’s NTL
library. In all our experiments LLL produced two independent relations g1 (z,y)
and go(z,y). In every case, the resultant h(y) := Res(¢1(z,y), 92(x,y), z) with
respect to x was a polynomial of the form h(y) = (y + p + q)h1(y), with hy(y)
irredicible over Z (similarly for z). Hence, the unique solution (zg,yo) was cor-
rectly determined in every trial executed. Below we show the parameters of some
attacks executed.

n d|m|t|lattice dimension|running time
1000 bits|0.265| 5|3 39 45 minutes
3000 bits|0.265| 5|3 39 5 hours
10000 bits|0.255| 3|1 14 2 hours
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These tests were performed under Solaris running on a 400MHz Intel Pentium
processor. In each of these tests, d was chosen uniformly at random in the range
[3N° N°| (thus guaranteeing the condition d > N°25). The last row of the
table is especially interesting as it is an example in which our attack breaks
RSA with a d that is 50 bits longer than Wiener’s bound.

7 Conclusions and Open Problems

Our results show that Wiener’s bound on low private exponent RSA is not tight.
In particular, we were able to improve the bound from d < N°25 to d < N°283,
Using an improved analysis of the determinant, we can show d < N%292, Qur
results also improve Wiener’s attack when large values of e are used. We showed
that our attack becomes ineffective only once e > N'87%, In contrast, Wiener’s
attack became ineffective as soon as e > N1-5.

Unfortunately, we cannot state our attack as a theorem since we cannot prove
that it always succeeds. However, experiments that we carried out demonstrate
its effectiveness. We were not able to find a single example where the attack
fails. This is similar to the situation with many factoring algorithms, where one
cannot prove that they work; instead one gives strong heuristic arguments that
explain their running time. In our case, the heuristic “assumption” we make is
that the two shortest vectors in an LLL reduced basis give rise to algebraically
independent polynomials. Our experiments confirm this assumption. We note
that a similar assumption is used in the work of Bleichenbacher [1] and Jutla [5].

Our work raises two natural open problems. The first is to make our attack
rigorous. More importantly, our work is an application of Coppersmith’s tech-
niques to bivariate modular polynomials. It is becoming increasingly important
to rigorously prove that these techniques can be applied to bivariate polynomials.

The second open problem is to improve our bounds. A bound of d < N -7
cannot be the final answer. It is too unnatural. We believe the correct bound in
d < N'/2. We hope our approach eventually will lead to a proof of this stronger
bound.
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Abstract. Inthis paper we present a new cryptanalytic technique, based
on impossible differentials, and use it to show that Skipjack reduced
from 32 to 31 rounds can be broken by an attack which is faster than
exhaustive search.
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1 Introduction

Differential cryptanalysis [6] traditionally considers characteristics or differen-
tials with relatively high probabilities and uses them to distinguish the correct
unknown keys from the wrong keys. When a correct key is used to decrypt the
last few rounds of many pairs of ciphertexts, it is expected that the difference
predicted by the differential appears frequently, while when a wrong key is used
the difference occurs less frequently.

In this paper we describe a new variant of differential cryptanalysis in which
a differential predicts that particular differences should not occur (i.e., that their
probability is exactly zero), and thus the correct key can never decrypt a pair of
ciphertexts to that difference. Therefore, if a pair is decrypted to this difference
under some trial key, then certainly this trial key is not the correct key. This is
a sieving attack which finds the correct keys by eliminating all the other keys
which lead to contradictions.

We call the differentials with probability zero Impossible differentials, and
this method of cryptanalysis Cryptanalysis with impossible differentials.

We should emphasize that the idea of using impossible events in cryptanaly-
sis is not new. It is well known [7] that the British cryptanalysis of the German
Enigma in world war I used several such ideas (for example, a plaintext letter

J. Stern (Ed.): EUROCRYPT’99, LNCS 1592, pp. 12-Z3} 1999.
© Springer-Verlag Berlin Heidelberg 1999
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could not be encrypted to itself, and thus an incorrectly guessed plaintext could
be easily discarded). The first application of impossible events in differential
cryptanalysis was mentioned in [6], where zero entries in the difference distribu-
tion tables were used to discard wrong pairs before the counting phase. A more
recent cryptanalytic attack based on impossible events was described by Biham
in 1995 in the cryptanalysis of Ladder-DES, a 4-round Feistel cipher using DES
as the F function. This cryptanalysis was published in [3], and was based on the
fact that collisions cannot be generated by a permutation. A similar technique
was latter used by Knudsen in his description of DEAL [8], a six-round Feistel
cipher using DES as the F function. Although the idea of using impossible events
of this type was natural in the context of Feistel ciphers with only a few rounds
and with permutations as the round function, there was no general methodology
for combining impossible events with differential cryptanalytic techniques, and
for generating impossible differentials with a large number of rounds.

In this paper we show that cryptanalysis with impossible differentials is very
powerful against many ciphers with various structures. We describe an impossible
differential of Skipjack [I5] which ensures that for all keys there are no pairs
of inputs with particular differences with the property that after 24 rounds of
encryption the outputs have some other particular differences. This differential
can be used to (1) attack Skipjack reduced to 31 rounds (i.e., Skipjack from
which only the first or the last round is removed), slightly faster than exhaustive
search (using 234 chosen plaintexts and 264 memory), (2) attack shorter variants
efficiently, and (3) distinguish whether a black box applies a 24-round variant
of Skipjack, or a random permutation. In a related paper [5] we describe the
application of this type of cryptanalysis to IDEA [10] and to Khufu [12], which
improves the best known attacks on these schemes.

For conventional cryptanalysis of Skipjack with smaller numbers of rounds
we refer the reader to [4] and to [9].

The paper is organized as follows: The description of Skipjack is given in
Section 2l The 24-round impossible differential of Skipjack is described in Sec-
tion 3 In Section [] we describe a simple variant of our attack against Skipjack
reduced to 25 and to 26 rounds, and in Section[§ we describe our main attack ap-
plied against Skipjack reduced to 31 rounds. Finally, in Section[d we discuss why
the attack is not directly applicable to the full 32-round Skipjack, and summa-
rize the paper. In the Appendix we describe an automated approach for finding
impossible differentials.

2 Description of Skipjack

Skipjack is an iterated blockcipher with 32 rounds of two types, called Rule A
and Rule B. Each round is described in the form of a linear feedback shift register
with additional non linear keyed G permutation. Rule B is basically the inverse
of Rule A with minor positioning differences. Skipjack applies eight rounds of
Rule A, followed by eight rounds of Rule B, followed by another eight rounds of
Rule A, followed by another eight rounds of Rule B. The original definitions of
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Rule A RuleB

wht = GF(wf) ® w§ @ counter® wh =k

wh* = G uh) wht! = G uh)

wlg“ = w§ wéf“ = w’f b w§ ® counter®
whtl = wh whtl = wh

Fig. 1. Rule A and Rule B

Rule A and Rule B are given in Figure [II where counter is the round number
(in the range 1 to 32), and where G is a four-round Feistel permutation whose
F function is defined as an 8x8-bit S box (called the F table), and each round
of G is keyed by eight bits of the key. The key scheduling of Skipjack takes a
10-byte key, and uses four of them at a time to key each G permutation. The
first four bytes are used to key the first G permutation, and each additional
G permutation is keyed by the next four bytes cyclically, with a cycle of five
rounds.

The description becomes simpler if we unroll the rounds, and keep the four
elements in the shift register stationary. Figure 2 describes this representation
of Skipjack (only the first 16 rounds out of 32 are listed; the next 16 rounds are
identical except for the counter values). The unusual structure after round 8 (and
after round 24) is the result of simplifying the two consecutive XOR, operations
at the boundary between Rule A and Rule B rounds.

3 A 24-Round Differential with Probability Zero

We concentrate on the 24 rounds of Skipjack starting from round 5 and ending
at round 28 (i.e., without the first four rounds and the last four rounds). For
the sake of clarity, we use the original round numbers of the full Skipjack, i.e.,
from 5 to 28, rather than from 1 to 24. Given any pair with difference only in the
second word of the input of round 5, i.e., with a difference of the form (0, a, 0, 0),
the difference after round 28 cannot be of the form (b, 0,0,0), for any non-zero
a and b.

The reason that this differential has probability zero can be explained as a
miss in the middle combination of two 12-round differentials with probability 1:
As Wagner observed in [17], the second input word of round 5 does not affect the
fourth word after round 16, and given an input difference (0, a, 0, 0) the difference
after 12 rounds is of the form (¢, d, e, 0) for some non-zero ¢, d, and e. On the
other hand, we can predict the data after round 16 from the output difference of
round 28, i.e., to consider the differentials in the backward direction. Similarly
to the 12-round differential with probability 1, there is a backward 12-round
differential with probability 1. It has the difference (,0,0,0) after round 28,
and it predicts that the data after round 16 must be of the form (f,g,0,h)
for some non-zero f, g, and h. Combining these two differentials, we conclude
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that any pair with difference (0, a,0,0) after round 4 and difference (b,0,0,0)
after round 28 must have differences of the form (¢, d,e,0) = (f,g,0,h) after
round 16 for some non-zero ¢, d, e, f, g, and h. As e and h are non-zero, we
get a contradiction, and thus there cannot be pairs with such differences after
rounds 4 and 28.

One application of this differential may be to distinguish whether an encryp-
tion black box is a 24-round Skipjack (from round 5 to round 28), or a random
permutation. Identification requires only to feed the black box with 2%« pairs
(for some ) with differences of the form (0,a,0,0), and to verify whether the
output differences are of the form (b,0,0,0). If for some pair the output dif-
ference is of the form (b,0,0,0), the black box certainly does not apply this
variant of Skipjack. On the other hand, if the black box implements a random
permutation, there is only a probability of e~ that none of the 248a pairs has
a difference (b,0,0,0). For example, given 252 pairs the probability of the black
box to be incorrectly identified as this variant of Skipjack is only e~16 ~ 1077,
These pairs can be packed efficiently using structures of 2'6 plaintexts which
form 23! pairs. In these structures all the plaintexts are equal except for the sec-
ond word which ranges over all the possible 2! values. Using these structures,
the same distinguishing results can be reached using only 233a encryptions.

4 Attack on Skipjack Reduced to 25-26 Rounds

In this section we describe the simplest cryptanalysis of Skipjack variants, with
only one or two additional rounds (on top of the 24-round impossible differential
itself). An attack on a 25-round variant of Skipjack from round 5 to round 29 is
as follows. Choose structures of 2'6 plaintexts which differ only at their second
word, having all the possible values in it. Such structures propose about 23! pairs
of plaintexts. Given 222 such structures (23® plaintexts), collect all those pairs
which differ only at the first two words of the ciphertexts; by the structure of
Skipjack, only these pairs may result from pairs with a difference (b, 0, 0, 0) after
round 28. On average only half of the structures propose such pairs, and thus only
about 22! pairs remain. Denote the ciphertexts of such a pair by (C1, Ca, C3, Cy)
and (Cf, C3,Cs, Cy). The pair may have a difference of the form (b, 0, 0, 0) before
the last round only if the decrypted values of C; and C} by the G permutation in
the last round have difference C5 = C2 ® C5. As we know that such a difference
is impossible, every key that proposes such a difference is a wrong key. For each
pair we try all the 232 possible values of the subkey of the last round, and verify
whether the decrypted values by the last G permutation have the difference
C! (this process can be done efficiently in about 216 steps). It is expected that
about 2'6 values propose this difference, and thus we are guaranteed that these
216 values are not the correct subkey of the last round. After analyzing the 22!
pairs, there remain only about 232 (1—2716)2*" = 232.¢-32 &~ 2-14 wrong values
of the subkey of the last round. It is thus expected that only one value remains,
and this value must be the correct subkey. The time complexity of recovering this
last 32-bit subkey is about 217 - 22! = 238 G permutation computations. Since
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each encryption consists of about 2° applications of G, this time complexity
is equivalent to about 233 encryptions. A straightforward implementation of
the attack requires an array of 232 bits to keep the information of the already
identified wrong keys. A more efficient implementation requires only about 232
G computations on average, which is about 227 encryptions, and using 2'¢ bits
of memory.

Essentially the same attack works against a 26-round variant from round 4
to round 29. In this variant, the same subkey is used in the first and last rounds.
The attack is as follows: Choose 2° structures of 232 plaintexts which differ only
in the first two words and get all the 232 values of these two words. Find the
pairs which differ only in the first two words of the ciphertexts. It is expected
that about 26.263 /232 = 237 pairs remain. Each of these pairs propose one wrong
subkey value on average, and thus with a high probability after analysis of all
the pairs only the correct first/last subkey remains. The time complexity of this
attack when done efficiently is 248, using an array of 2'¢ bits. The rest of the key
bits can be found by exhaustive search of 2%® keys, or by more efficient auxiliary
techniques.

5 Cryptanalysis of Skipjack Reduced to 31 Rounds

For the cryptanalysis of Skipjack reduced to 31 rounds, we use again the 24-
round impossible differential. We first analyze the variant consisting of the first
31 rounds of Skipjack, and then the variant consisting of the last 31 rounds of
Skipjack.

Before we describe the full details of the attack, we wish to emphasize several
delicate points. We observe that the full 80-bit key is used in the first four
rounds (before the differential), and is also used in the last three rounds (after
the differential). Therefore, the key-elimination process should discard 80-bit
candidate keys. Assuming that the verification of each of the 289 keys costs at
least one G computation, and as one G computation is about 31 times faster
than one encryption, we end up with an attack whose time complexity is at least
280/31 ~ 27 encryptions. This lower bound is only marginally smaller than
exhaustive search, and therefore the attack cannot spend more than a few G
operations verifying each key, and cannot try each key more than a few times.

We next observe that if the impossible differential holds in some pair, then the
third word of the plaintexts and the third and fourth words of the ciphertexts
have zero differences, and the other words have non-zero differences. Given a
pair with such differences, and assuming that the differential holds, we get three
16-bit restrictions in rounds 1, 4, and 29. Therefore, we expect that a fraction
of 2748 of the keys, i.e., about 232 keys, encrypt the plaintext pair to the input
difference of the differential after round 4, and decrypt the ciphertext pair to the
output difference of the differential before round 29. Once verified, these keys
are discarded. These 232 keys must be discarded with complexity no higher than
232 as we mentioned earlier. Thus, we cannot try all the 289 keys for each pair,
but rather, we devise an efficient algorithm to compute the 232 keys.
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The general structure of the attack is thus expected to be as follows: we
generate a large structure of chosen plaintexts and select the pairs satisfying the
required differences. We analyze these pairs, and each of them discards about
232 keys. After the analysis of 2*® pairs, about 280 (not necessarily distinct)
keys are discarded. We expect that due to collisions, about 1/e of the keys
remain undiscarded. The analysis of additional pairs decreases the number of
undiscarded keys, until after about 2% In 289 ~ 248 .26 pairs only the correct key
remains. However, the complexity of such an attack is higher than the complexity
of exhaustive search.

Therefore, we analyze only 249 pairs, leaving about 28°/e? ~ 277 keys undis-
carded, and then try the remaining keys exhaustively. We emphasize that the
analysis discards keys which cause partial encryption and decryption of a valid
pair to match the form of the impossible differential. We thus assume in the
attack that the differences proposed by the impossible differential do hold, and
discard all keys which confirm this false assumption.

We are now ready to describe the attack. We choose 24! plaintexts whose
third words are equal. Given the ciphertexts, we sort (or hash) them by their
third and fourth words, and select pairs which collide at these words. It is ex-

249

(2*)%/2 _ 549 __:
pected that about “=555"= = 2% pairs are selected.

Each selected pair is subjected to the following analysis, consisting of four
phases. In the first phase we analyze the first round. We know the two inputs of
the G permutation, and its output difference. This G permutation is keyed by
32 bits, and there are about 2'6 of the possible subkeys that cause the expected
difference. This can be done in 26 steps, by guessing the first two bytes of
the subkeys, and computing the other two bytes by differential cryptanalytic
techniques. As the subkeys of the first and last rounds are the same, we can peel
off the last round for each of the possible subkeys.

We then analyze round 4. We know the input and output differences of the
G permutation in round 4. Due to the complementation properties [4 of the
G permutation, we can assume that the inputs are fixed to some arbitrary pair
of values, and find about 2!¢ candidate subkeys corresponding to these values.
The complexity of this analysis is 2. We can then complete all the possible
combinations of inputs and subkeys using the complementation properties. The
analysis of round 29 is similar. We now observe that the same subkey is used
in round 4 and in round 29. The possible subkeys of rounds 4 and 29 are kept
efficiently by using the complementation property, and thus we cannot directly
search for two equal subkey values. Instead, we observe that the XOR value
of the first two subkey bytes with the other two subkey bytes is independent of
complementation, and we use this XOR value as the common value which is used
to join the two lists of subkeys of both rounds. By a proper complementation we
get a list of about 26 tuples of the subkey, the input of round 4 and the output
of round 29. The complexity of this analysis is about 2'6 steps. This list can still

! The G permutation of Skipjack has 2'® — 1 complementation properties: Let O =
Gk (1), and let d = (do, d1) be any 16-bit value. Then O®d = Gk (4;,dg,dy,do) (L D).
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be subjected to the complementation property to get all the (about 23?) possible
combinations.

The third phase joins the two lists, into a list of about 232 entries of the form
(cvg, ... ,cus, X3, X30) where cvy, ... ,cvs are the six key bytes used in rounds 1,
4, and 29, X3 is the feedback of the XOR operation in round 3 (i.e., the output
of the third G permutation), X3¢ is the feedback in round 30 (i.e., the input
of the 30'th G permutation, which is the same in both members of the pair if
cvp, - .., cuy are correct). For each of these values we can now encrypt the first
half of round 2 (using cvs and cvs) and decrypt the second half of round 3 (using
X3, cvg, and cvp). We can view the second half of round 2 and the first half of
round 3 as one permutation, which we call G’, which has an additional feedback
(the third plaintext word) in its middle. We are left now with only two equalities
involving cuvg, ... ,cvg which should hold, as we know the input and output of
round 30, and we know the two outputs of G’. There is only one solution of
Cvg, . . . ,CVg on average, and given the solution we find a key which encrypts the
plaintexts to the input difference of the impossible differential after round 4, and
decrypts the ciphertexts to the impossible difference before round 29. Therefore,
we find a key which is certainly wrong, and thus should be discarded.

In total we find about 23? such keys during the analysis of each pair. By
analyzing 2%° pairs selected from the 24! chosen plaintexts, we find a total of
249. 232 = 281 keys, but some of them are found more than once. It is expected
that a fraction of (1—2780)2"" = 1/e2 ~ 1/8 of the keys are not discarded. These
keys are then tested by trial encryptions in the fourth phase.

To complete the description of the attack we should describe two delicate im-
plementation details: The first detail describes how to find the subkey cvg, . . . , cvg
using one table lookup. The inputs and outputs of G and G’ consist of 80 bits,
and for each choice of the 80-bit query there is on average only one solution
for the subkey. Therefore, we could keep a table of 289 entries, each storing the
solution(s) for a specific query. But the size of this table and the time of its pre-
computation are larger than the complexities we can afford. Instead, we observe
that the complementation property of the G permutation [4] enables us to fix
one of the input words (say to zero) by XORing the other input, the two outputs,
and the proposed subkeys (excluding the intermediate feedback of G’) by the
original value of this input. We can, therefore, reduce the size of the table to 264,
and the precomputation time to 264 as well. Each entry of the table contains on
average one 32-bit subkey. The size of the table can be halved by keeping only
the first 16 bits of the subkey, observing that the second half can then be easily
computed given the first half.

The second delicate implementation detail is related to the way we keep
the list of discarded keys. The simplest way is to keep the list in a table of
280 binary entries whose values are initialized to 0, and are set to 1 when the
corresponding keys are discarded. But again, this table is too large (although its
initialization and update times are still considerably faster than the rest of the
attack). Instead, we observe that we can perform the attack iteratively (while
caching the results of phase 2), where in each iteration we analyze only the keys
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Rounds Chosen Steps

Plaintexts
25 (5-29) 2% 277
26 (4-29) 2% 249
28 (1-28) 2% 277
29 (1-29) 2% 277
30 (1-30) 2% 277
31 (1-31) 2% 278
31 (2-32) 2% 278

Table 1. Complexities of Chosen Plaintext Attacks Against Reduced-Round
Skipjack

whose first two bytes cvp and cv; are fixed to the index of the iteration. This
modification can be performed easily as the attack guesses these two bytes in its
first phase, and each guess leads to independent computations. We thus perform
exactly the same attack with a different order of instructions. As the first 16 bits
of the keys are now fixed in each iteration, the number of required entries in the
table is reduced to 264.

The complexities of phases 1 and 2 are about 2'° for each pair, and 249216 =
265 in total for all the pairs. The complexity of phase 3 is as follows: For each pair,
and for each value in the joined list, we compute two halves of a G permutation
and solve for cuvg, . .. , cvg given the inputs and outputs of the third G and of G’.
Assuming that this solution costs about one computation of a G permutation,
the total complexity of phase 3 is 249 . 232(2. % + 1) = 282 computations of a G
permutation, which is equivalent to 282/31 ~ 277 encryptions. The complexity
of phase 4 is about 2%9/8 = 277 encryption. Therefore, the total complexity of
the attack is about 27® encryptions, which is four times faster than exhaustive
search. The average time complexity of the attack is about 277, which is also
four times faster than the average case of exhaustive search.

An attack on the reduced variant consisting of rounds 2 to 32 requires fewer
chosen plaintexts, and the same complexity. Given four structures of 232 chosen
plaintexts with words 3 and 4 fixed, we can select the 4‘(2;# = 249 required
pairs, and apply the same attack to these pairs (exchanging rounds 1 and 32,
rounds 2 and 31, etc.). This attack can also be applied as a chosen ciphertext
attack against the variant consisting of rounds 1 to 31 using 234 chosen ciphertext
blocks.

)

6 Discussion and Conclusions

The best complexities of our attack when applied to reduced-round variants of
Skipjack are summarized in Table [Tl

This attack cannot be directly used against the full 32 rounds of Skipjack
because each pair may discard only about 26 keys. However, the analysis of
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phases 1 and 2 (which in the case of the full Skipjack also includes the analysis
of the last round) cannot be reduced below 232 G computations. Therefore, the
complexity of the attack is lower bounded by 2'¢/32 = 2!! times the number
of discarded keys (instead of being a few times smaller than the number of
discarded keys), and thus the time required to eliminate all but the correct key
is longer than exhaustive search.

Note that the above attacks against Skipjack are independent of the choice
of the G permutation or the F table. Also note that if in addition to the 5-
round cycle of the key schedule, Skipjack had 5-round groups of rules (instead
of 8-round groups of rules), i.e., had consecutive groups of five rounds of Rule
A followed by five rounds of Rule B, followed by five Rule A and five Rule B
rounds, etc, then it would have a 27-round impossible differential.

We are aware of several impossible differentials of various blockciphers, such
as a 9-round impossible differential of Feal [T6]T3], 7-round impossible differential
of DES [14], 20-round impossible differential of CAST-256 [1], 18-round impos-
sible differential of Khufu [12], and 2.5-round impossible differential of IDEA
[10]. In a related paper [5] we use these impossible differentials to cryptanalyze
IDEA with up to 4.5 rounds, and to cryptanalyze Khufu with up to 20 rounds.
Both attacks analyze more rounds than any other published attack against these
ciphers.

There are many modifications and extensions of the ideas presented in this
paper. For example, cryptanalysis with impossible differentials can be used with
low-probability (rather than zero-probability) differentials, can be used with con-
ditional characteristics [2] (or differentials), and can be combined with linear [11]
(rather than differential) cryptanalysis.

Designers of new blockciphers try to show that their schemes are resistant
to differential cryptanalysis by providing an upper bound on the probability of
characteristics and differentials in their schemes. One of the interesting conse-
quences of the new attack is that even a rigorously proven upper bound of this
type is insufficient, and that designers also have to consider lower bounds in
order to prove resistance against attacks based on impossible or low-probability
differential properties.

A Shrinking: An Automated Technique for Finding
Global Impossible Differentials

In Section Bl we used the miss in the middle approach to find the 24-round
impossible differential of Skipjack. In this appendix we describe an automated
approach for finding all the impossible differentials which are based on the global
structure of the cipher. The simplest way to automate the search is to encrypt
many pairs of plaintexts under various keys, and to conclude that every differ-
ential proposed by the encrypted plaintexts (i.e., any differential formed by a
plaintext difference and the corresponding ciphertext difference) is not an impos-
sible differential. Therefore, by elimination, only differentials that never occur
in our trials may be impossible.
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The main problem is that the space of differentials is too large. The prob-
lem can be greatly simplified when considering wordwise truncated differentials
whose differences distinguish only between zero and arbitrary non-zero differ-
ences in the various words (e.g., Skipjack divides the blocks into four words,
and thus there are only 16 possible truncated plaintext differences, and 16 pos-
sible truncated ciphertext differences, yielding 256 truncated differentials). By
selecting various plaintext pairs and computing the ciphertext differences, we
can easily discard most differentials which are not impossible. However, when
long blocks are divided into many small words, we may never encounter an input
pair whose outputs are almost identical, except for a single word.

To overcome this problem we analyze scaled down variants of the cipher,
which preserve its global structure but change its local details (including the
size of words and the definition of the various functions and permutations). In
many cases, including the impossible differential used against Skipjack in this
paper, the particular implementation of the G permutation, the F table, and
the key schedule do not affect the impossible differentials. In such cases, we can
replace the local operations in the cipher by other operations, maintaining the
global structure. Moreover, we can also reduce the word size to a smaller word
size, together with reducing the size of the local operations without affecting the
impossible differentials. We therefore replace the word size by a few bits (typi-
cally three, since any invertible function with fewer bits is affine), and replace the
large functions by appropriate smaller functionsH Impossible differentials result-
ing from the global structure of the cipher remain impossible even in the scaled
down variant. As the block size of the new variant is small (e.g., 12 bits in the
case of Skipjack), we can easily encrypt all the 22 plaintexts and calculate all
their differences (by exhaustive computation of all the 223 pairs of plaintexts and
ciphertexts). By repeating this process for several random independent choices
of the local functions, and taking the intersection of the resulting impossible dif-
ferentials, we can get with high probability all the impossible differentials which
are a consequence of the global structure of the cipherE We call this technique
shrinking.

Using this approach we searched for the wordwise truncated impossible dif-
ferentials of Skipjack with various numbers of rounds. We found a large number
of impossible differentials with fewer than 24 rounds (some of them with more
than one non-zero word difference in the plaintext or the ciphertext), and con-
firmed that the longest impossible differential based on the global structure of
Skipjack has 24 rounds. The most notable shorter impossible differentials of
Skipjack are (1) the two 23-round impossible differentials (rounds 5-27) which
are (0,a,0,0) 4 (b,0,0,0) and (0,a,0,0) 4 (0,b,0,0) (where a and b are non-
zero), and (2) the two 22-round impossible differentials (rounds 5-26) which are

2 The new functions should preserve the main character of the original functions.
For example, large permutations should be replaced by smaller permutations, linear
functions by smaller linear functions, etc.

3 This technique can also find wordwise truncated differentials with probability 1 which
are based on the global structure of the cipher.
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(0,a,0,0) 4 (0,b,0,0), and the more useful (0,a,0,0) 4 (x,0,y,0), where z
and y can have any value.
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Abstract. This paper compares the parameters sizes and software per-
formance of several recent constructions for universal hash functions:
bucket hashing, polynomial hashing, Toeplitz hashing, division hashing,
evaluation hashing, and MMH hashing. An objective comparison be-
tween these widely varying approaches is achieved by defining construc-
tions that offer a comparable security level. It is also demonstrated how
the security of these constructions compares favorably to existing MAC
algorithms, the security of which is less understood.

1 Introduction

In many commercial applications, protecting the integrity of information is even
more important than protecting its secrecy. Digital signatures, introduced in
1976 by Diffie and Hellman [13], are the main tool for protecting the integrity
of information. They are essential to build a worldwide trust infrastructure.
However, there are still a significant number of applications for which digital
signature are not cost-effective:

— For applications with short messages, the limitation is that signing and ver-
ifying is too demanding for processors in low-cost smart cards. On a more
modern processo, the combined time of signing and verifying a digital sig-
nature using RSA, DSA or ECDSA typically exceeds 30 milliseconds.

— For applications with long messages (several Megabytes), the speed of sign-
ing is limited by the speed of present-day hash functions, which is about
100 Mbit/s.

— Finally, the overhead of a digital signature varies between 25 to 128 bytes,
and the keys and system parameters require between 80 and a few hundred
bytes of storage.

For the reasons indicated above, many applications use conventional MAC
(Message Authentication Code) algorithms to provide data integrity and data
origin authentication. MACs do not provide non-repudiation of origin, unlike

? F.W.O. postdoctoral researcher, sponsored by the Fund for Scientific Research —
Flanders (Belgium).
! Throughout this paper performance numbers will be given for a 200 MHz Pentium.

J. Stern (Ed.): EUROCRYPT’99, LNCS 1592, pp. 24-&T} 1999.
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digital signatures, that can be used in a setting where the parties do not trust
each other. Moreover, MACs rely on shared symmetric keys, which requires ad-
ditional key management functions. Banks have been using MACs since the
late seventies [36/37] for message authentication. Recent applications in which
MACs have been introduced include electronic purses (such as Proton and Mon-
dex) and credit/debit applications (e.g., the EMV specifications). MACs are also
being deployed for securing the Internet (e.g., IP security). For all these applica-
tions MACs are preferred over digital signatures because they are two to three
orders of magnitude faster, and MAC results are shorter (typically between 4
... 16 bytes). On present day machines, software implementations of MACs can
achieve speeds from 50 ... 250 Mbit/s, and MACs require very little resources on
inexpensive 8-bit smart cards and on the currently deployed Point of Sale (POS)
terminals. During the last five years, our understanding of MACs has improved
considerably, through development of security proofs (Bellare et al. [3/5)6]) and
new attacks (Knudsen [23] and Preneel and van Oorschot [30J31]).

An important disadvantage of both digital signatures and MAC algorithms
is that their security is only computational. That implies that an opponent with
sufficient computing power can in principle forge a message. A second problem
is that shortcut attacks might exist, which means that forging a message can be
much easier than expected. This problem can partially be solved by developing
security proofs; such a proof can reduce the security of a MAC or a digital sig-
nature scheme to another primitive, such as a pseudo-random function or to a
problem that is believed to be difficult, such as factoring the product of two large
primes. However it seems wise to anticipate further progress in cryptanalysis of
specific primitives. In the nineties we have witnessed the development of differ-
ential attacks [8], linear attacks [26], and of the use of optimization techniques
as in [T4]. The ultimate solution to this problem is unconditional security.

The idea of unconditionally secure authentication (and the so-called authen-
tication codes) dates back to the early seventies, when Simmons was developing
for Sandia National Laboratories a system for the verification of treaty com-
pliance, such as the comprehensive nuclear test-ban treaty between the USA
and the USSR [37]. The motivation for his research was that apparently the
NSA refused to export strong conventional cryptographic mechanisms to the
USSR. The first construction of authentication codes appeared in a 1974 paper
by Gilbert et al. [18]. Subsequently their theory has been developed further by
Simmons, analogous to Shannon’s theory of secrecy systems [34]. An overview
of the theory of authentication codes can be found in the work of Simmons [36]
and Stinson [38]. In the seventies and the eighties, the research on authentica-
tion codes in the cryptographic community focussed mainly on the properties
of authentication codes that meet certain bounds (such as perfect authentica-
tion codes, cf. §2.11). While this work illustrates that combinatorial mathematics
and information theory provides powerful tools to develop an understanding of
cryptographic primitives, it was widely believed that this work was of purely
academic interest only.



26 Wim Nevelsteen and Bart Preneel

This is the more surprising because Carter and Wegman developed already in
the late seventies efficient authentication codes under the name of strongly uni-
versal hash functions [12/40]. They show that this is an interesting combinatorial
tool that can be applied to other problems as well (such as interactive proof sys-
tems, pseudo-random number generation, and probabilistic algorithms). Carter
and Wegman make the following key observations: i) long messages can be au-
thenticated efficiently using short keys if the number of bits in the authentication
tag is increased slightly compared to ‘perfect’ schemes; ii) if a message is hashed
to a short authentication tag, weaker properties are sufficient for the first stage
of the compression; iii) under certain conditions, the hash function can remain
the same for many plaintexts, provided that the hash result is encrypted using
a one-time pad. Mehlhorn and Vishkin propose more efficient constructions in
[28]. At Crypto’82, Brassard pointed out that combining this primitive with a
pseudo-random string generator will result in efficient computationally secure
message authentication with short keys [11].

In the beginning of the nineties, the two ‘independent’ research threads are
brought together. Stinson improves the work by Wegman and Carter, and es-
tablishes an explicit link between authentication codes and strongly universal
hash functions [39]. A second important development is that Johansson, Kaba-
tianskii, and Smeets establish a relation between authentication codes and codes
correcting independent errors [22]. This provides a better understanding of the
existing constructions and their limitations.

During the last five years, progress has been made both in theory and practice
of universal hash functions. Krawczyk has proposed universal hash functions
that are linear with respect to bitwise xor [24l25]. This property makes it easier
to reuse the authentication code (with the same key): one encrypts the m-bit
hash result for each new message using a one-time pad. This approach leads to
simple and efficient constructions based on polynomials and Linear Feedback
Shift Registers (LFSRs). Other constructions based on polynomials over finite
fields are proposed and analyzed by Shoup [35]. Shoup [35] and Afanassiev et
al. [1] study efficient software implementations of this primitive. Another line of
research has been to improve the speed at the cost of an increased key size and
size of the authentication tag. Rogaway has introduced bucket hashing in [33];
a slower variant with shorter keys was proposed by Johansson in [21]. Halevi
and Krawczyk have developed an extremely fast scheme (MMH) which makes
optimal used of the multiply and accumulate instruction of the Pentium MMX
processor [19]. Recently Black et al. have further improved the performance on
high end processors with the UMAC construction [9].

While it is clear that authentication codes (or universal hash functions) have a
large potential for certain applications, they are not widely known to application
developers. Some of the reasons might be that the research is too new, and
that it is difficult to choose among the many schemes. For example, Halevi and
Krawzcyk write “An exact comparison is not possible since the data available
on the most efficient implementations of other functions are based on different
platforms” [19, p. 174]. The latter problem makes it more difficult to introduce
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them into standards. For the time being, there is also a lack of public domain
implementations, that can demonstrate the benefits of this approach.

This paper intends to solve part of these problems by providing an objective
comparison of performance and parameter sizes for the most promising construc-
tions. For three related universal hash functions, similar work has been done by
Shoup [35]. Atici and Stinson [2] provide an overview of the general parameters
of several schemes, but do not discuss the performance.

The remainder of this paper is organized as follows. §2] introduces the most
important definitions, and §3] presents the constructions that will be compared in
this paper. The comparison of implementation speeds and memory requirements
of the different schemes is presented in §4], and §5] contains some concluding
remarks.

2 Definitions and Background

This section presents the model for authentication without secrecy. Next univer-
sal hash functions and strongly universal hash functions are introduced, and it
is explained how they can be combined.

2.1 Authentication Codes

As usually in cryptography, the main players are the sender Alice, who wants
to send some information to the receiver Bob; the opponent of Alice and Bob is
the active eavesdropper Eve. Here, Alice and Bob are not concerned about the
secrecy of the information. In order to detect the actions of Eve, Alice attaches to
the plaintext an authentication tag that is a function of a shared secret key and
of the plaintext. Bob recomputes the tag and accepts the plaintext as authentic
if the tag is the same. As in the Vernam scheme, the secret key can be used only
once.

Eve can perform three types of attacks: (i) Eve can create a new plaintext
and send it to Bob, pretending that it came from Alice (impersonation attack);
(ii) Eve can wait until she observes a plaintext and replace it by a different
plaintext (substitution attack); (iii) Eve can choose freely between both strate-
gies (deception attack). The probability of success (when the strategy of Eve
is optimal) will be denoted with P;, Ps, and P, respectively. A first result that
follows from Kerckhoffs’ assumption (namely that the strategy to choose the key
is known by Eve) is that Py = max(P;, Ps) [271].

In the following the length (in bits) of the plaintext, authentication tag, and
key is denoted with m, n, and k respectively. The combinatorial bounds state
that P; and Ps are at least 1/2™. In the following we will consider only schemes for
which P; = 1/2™. Another important bound is the square root bound; it states
that Py > 1 /Qk/ 2, This is a corollary of the ‘authentication channel capacity
theorem’ which states that an authentication code can only be secure if the
authentication tag reveals a significant amount of information on the secret key
(see Massey [27] for details).
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Stinson proves that if P; = P; = 1/2™, the number of plaintexts is at most
a linear function of the number of keys [39]. This shows that schemes of this
type require large keys for large messages, which makes them impractical. On
the other hand, Kabatianskii et al. [22] showed that if Ps exceeds P; by an
arbitrarily small amount, the number of plaintexts grows exponentially with the
number of keys. This research developed from exploring connections to the rich
theory of error-correcting codes, and connects to the work of Wegman and Carter
[12/40]. The disadvantage of P, > 1/2™ is that for a given security level (say,
Py = 1/2%%), slightly more than 64 bits are required for the authentication tag.
While [22] shows efficient constructions that require only a single extra bit, in
practice one can afford to send one or more extra bytes.

2.2 Universal Hash Functions

A universal hash function is a mapping from a finite set A with size a to a finite
set B with size b. For a given hash function h and for a pair (z,2’) with z # 2
the following function is defined: 0y, (z,2") = 1 if h(z) = h(z), and 0 otherwise.
For a finite set of hash functions H (in the following this will be denoted with
a family of hash functions), dg (z,2') is defined as oy On(x,2'), or 65 (x,2')
counts the number of functions in H for which x and 2’ collide. When a random
choice of h is made, then for any two distinct inputs z and z’, the probability
that these two inputs yield a collision equals 05 (x, ")/ |H|. For a universal hash
function, the goal is to minimize this probability together with the size of H.

Definition 1. Let € be any positive real number. An -almost universal family
(or €-AU family) H of hash functions from a set A to a set B is a family of
functions from A to B such that for any distinct elements v,x' € A

|[{he H:h(z)=h(z")}|=0(z,2') <e-|H]

This definition states that for any two distinct inputs the probability for a colli-
sion is at most €. In [12] the case ¢ = 1/b is called universal; the smallest possible
value for € is (a — b)/(b(a — 1)).

Definition 2. Let € be any positive real number. An -almost strongly uni-
versal family (or e-ASU family) H of hash functions from a set A to a set B is
a family of functions from A to B such that

— for every x € A and for everyy € B, | {h € H : h(z) =y} | =|H]| /b,

— for every x1,x2 € A (11 # x2) and for every y1,y2 € B (y1 # y=2),
[ {h € H: h(z1) = y1, h(w2) =y} [< e [H| /b .

The first condition states that the probability that a given input x is mapped to
a given output y equals 1/b. The second condition implies that if 27 is mapped
to y1, then the conditional probability that zo (different from 1) is mapped to
y2 is upper bounded by e. The lowest possible value for e equals 1/b and this
family has been called strongly universal functions in [40]. For this family the
first condition in the definition follows from the second one [39].
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If an Abelian group can be defined in the set B using the operation @ (bitwise
exclusive-or), Krawczyk defines the following variant [24] (the terminology is
from [33]):

Definition 3. Let € be any positive real number. An -almost XOR universal
family (or e-AXU family) H of hash functions from a set A to a set B is a family
of functions from A to B such that for any distinct elements z,x' € A and for
any b € B

| {he H:h(z)®ha') =b} |<e- |H]

It follows directly from the definition that e-ASU families of hash functions
are equivalent to authentication codes with P; = 1/b and Py = ¢ [39/40).

Theorem 4. There exists an e-ASU family H of hash functions from A to B
iff there exists an authentication code with a plaintexts, b authenticators and
k =|H| keys, such that P; =1/b and Ps <e.

A similar result has been proved by Krawczyk for e-AXU families [24/40].

Theorem 5. There exists an e-AXU family H of hash functions from A to B
iff there exists an authentication code with a plaintexts, b authenticators and
k =|H| -b keys, such that P, =1/b and Ps <e.

The construction consists of hashing an input using a hash function from H
followed by encrypting the result by xoring a random element of B (which cor-
responds to a one-time pad).

Rogaway [33] and Shoup [35] show how the one-time pad can be replaced by
a finite pseudo-random function (respectively permutation). In addition, they
develop models for the use of counters and random tags. If the keys are generated
using a finite pseudo-random function, the unconditional security is lost, but one
has achieved a clear separation between compression (in a combinatorial way)
and the final cryptographic step. This makes it easier to analyze and understand
the resulting scheme.

2.3 Composition Constructions

The following propositions show how universal hash functions can be combined
in different ways in order to increase their domains, reduce €, or decrease the
range. Several of these results were applied by Wegman and Carter [40].

Proposition 6 (Cartesian Product [39]). If there exists an e-AU family H
of hash functions from A to B, then, for any integer i > 1, there exists an e-AU
family H" of hash functions from A* to B* with |H'| = |H].

Proposition 7 (Concatenation [33]). If there exists an e1-AU family Hy of
hash functions from A to B and an ex-AU family Hs of hash functions from A
to C, then there exists an e-AU family H of hash functions from A to B x C,
where H = Hy X Ho, |H|=|H1| - |Ha|, and € = €1€a.
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Proposition 8 (Composition 1 [39]). If there exists an €1-AU family Hy of
hash functions from A to B and an e3-AU family Hy of hash functions from B
to C, then there exists an e-AU family H of hash functions from A to C, where
H = H, x Hy, |H|=|H1| - |Ha|, and e = €1 + €2 — €162 < €1 + €3.

Proposition 9 (Composition 2 [39]). If there exists an e1-AU family Hy of
hash functions from A to B and an es-ASU family Hs of hash functions from
B to C, then there exists an e-ASU family H of hash functions from A to C,
where H = Hy X Ho, |H|=|H1| - |Ha|, and € = €1 + €2 — €162 < €1 + €3.

Proposition 10 (Composition 3 [39)]). If there exists an e1-AU family Hy of
hash functions from A to B and an ea-AXU family Hs of hash functions from
B to C, then there exists an e-AXU family H of hash functions from A to C,
where H = Hy X Ho, |H|=|H1| - |Ha|, and € = €1 + €2 — €162 < €1 + €3.

The most important results are Proposition @ and Proposition [0} as they
allow to use more efficient (in terms of key size and computation) e-AU universal
hash functions in the first stage of the compression.

3 Constructions

The schemes that are discussed here are: bucket hashing, bucket hashing with a
short key, fast polynomial evaluation, Toeplitz hashing, evaluation hash function,
the division hash function, and MMH.

3.1 Bucket Hashing

The first hashing technique we consider is bucket hashing, which is an AU
introduced by Rogaway [33]. Fix a word size w > 1. For M > N the hash
functions of the family B[w, M, N] are defined as mappings from 4 = {0,1}*M
to B = {0,1}*N. Each h € Blw, M, N] is specified by a list of length M, each
entry of which contains three integers in the interval [0, N — 1]. Denote this list
by h = hi...hn, where h; = {h}, h? h3,}. The hash family Blw, M, N] is the
set of all possible lists i subjected to the constraints that no two of the 3-element
sets in the list are the same, i.e., hy # hj, Vi # j.

For a given hash function h = hy ... hp; and a given input X = 1 ...xs the
hash result h(X) is computed as follows. First, for each j € {1,..., N}, initialize
y; to 0¥, Then for each ¢ € {1,... ,M} and k € h;, replace yx by yr ® ;. When
this operation is completed, set h(X) := y1|ly2]| ... |lyn-

The name bucket hashing is derived from the following interpretation of the
computation. We start with IV empty buckets y; through yy. Each word of the
input is thrown into three buckets; the ¢th word x; is thrown in the buckets h},
h2, and h3. Then, the xor of the content in each of the buckets is computed, and
the hash function output is the concatenation of the final content of the buckets.
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The bucket hash family is e-AU with the collision probability given by a
complicated expression in the number N of buckets (see Rogaway, [33 p. 35]).
It is important to note that the number N of buckets increases very fast if €
decreases. For example, for ¢ = 2728 | N = 100 buckets are needed, but for
e = 2734 already 197 buckets are needed.

Table [Tl indicates the performance and parameter sizes for an input block of
4 Kbyte and a word length w equal to 32. The Assembly code is hand optimized,
and makes optimal use of the two parallel pipes of the Pentium. Several alter-
natives have been compared, but it was decided not to use self-modifying code,
as this poses problems in most applications. For some of these results, we have
combined several bucket hash functions using the rules from §2.3] (details are
omitted due to space constraints). The memory in the table below corresponds
to the processed key and the hash result; the memory to store the input is not
included.

Note that for this hash function only the speed was measured under DOS,
while for the other schemes (that use a finite field arithmetic library), the speed
was measured under Windows ’95. Timing measurements under DOS tend to be
a little better.

Table 1. Characteristics of bucket-hashing for a block of 4 Kbyte

. 916 932 o—48 o—64
Parameters M =256 M =1024 M =1024 M = 1024
N=24 N=160 N=62 N =160
Speed (Mbit/s) 543 341 147 138
Key (bits) 3521 22493 36582 44986
Hash result (bytes) 384 640 496 1280
Memory (bytes) 1152 3712 6640 7424

We conclude that bucket-hashing is a very fast technique, but it requires a
long key and a large memory. The hash result becomes very large for small values
of e.

3.2 Bucket Hashing with Small Key Size

The bucket-hashing approach from §31] gives rise to e-AU hash functions that
are very fast to compute, at the cost of a very large key and a long hash result.
To overcome these disadvantages Johansson proposed bucket hashing with small
key size [21].

Let N = 2%/L. Bach hash function h € B'[w, M, N] is specified by a list of
length M, where each entry contains L integers in the interval [0, N — 1]. Next
L arrays are introduced, each containing N buckets. Each word from the input
is thrown in one bucket of each array, based on the list that describes the hash
function h. Next, each array is compressed to s/L words, using a fixed primitive
element v € GF(2%/). The hash result is equal to the concatenation of the L
compressed arrays, each containing s/L words.
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Table 2 indicates the performance and parameter sizes for an input block of
4 Kbyte and a word length w equal to 32. Again the Assembly code is hand
optimized for the Pentium. It is not possible to use exactly the same values for e
as for bucket hashing, because the constraints on the parameters (for example,
L has to divide s). For each value of €, one has to determine the optimal value
for L. Too large values of L imply that the input has to be thrown in too many
buckets; too small values of L imply that N becomes too large.

Table 2. Characteristics of bucket-hashing with small key for a block of 4 Kbyte

€ 2—18 2—32 2—46 2—62

Parameters s =28 s =42 s =224 s=1T72
L=4 L=6 L="17 L=12
N=128 N =128 N =256 N =256

Speed (Mbit/s) 128 93 75 58
Key (bits) 28 42 56 72
Hash result (bytes) 112 168 224 288
Memory (bytes) 11264 16896 25088 43008

We conclude that bucket-hashing with small key size results indeed in very
small keys, at the cost of a factor 2 to 4 in performance (depending on the value
of €). However, the memory requirements are still large, and the hash results are
a little shorter.

3.3 Hash Family Based on Fast Polynomial Evaluation

The next family of hash functions has been proposed by Bierbrauer et al. [7]; it
is based on polynomial evaluation over a finite field. Let ¢ = 27, Q = 2™ = 27+5,
n=142° and 7 be a linear mapping from GF(Q) onto GF(q), where Q = ¢",
q = ¢4, and qo a prime power. Let f,(z) = ap + a1 + ... + ap—12"" !, where
x,Y,a0,a01,-..an—1 € GF(Q), z € GF(q) and

H="{hyy:hey:(a) =hasy-(a0,a1,...,an-1) =7(y- falz)) + 2} .

It is shown in [7] that the hash family in the construction above is e-ASU
with e < 2/2". For qo = 2, the function is also e-AXU (for other values, a
different group operation has to be used for the difference). The main step in
the hash function construction is the evaluation of a polynomial in some point
determined by the key. Afanassiev, Gehrmann and Smeets [I] have developed
a very fast construction to evaluate a polynomial f,(z) in an element « (the
MinWal procedure). This procedure makes use of Minimal W-nomials. Before
evaluating the polynomial f,(x) in «, f,(z) is first reduced modulo the minimal
W-nomial 74 4 (x). The minimal W-nomial 7, ., () is a multiple of the minimal
polynomial of a with the lowest degree and with less than W non-zero terms.

Table Blindicates the performance and parameter sizes for an input blocks of
4, 64, and 256 Kbyte. Most of the code has been written in C++ (compiled with
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Borland C++ 5.0). The most critical step, the reduction modulo the minimal
W-nomial has been written in Assembly language. Calculations are performed
in GF(2?). The maximal input length for one instance is equal to 256 Kbyte; of
course Proposition [0 (cf. §2.3) can be used for large inputs, and € can be reduced
using Proposition [{l We can show that for our software, the optimal value for
W = 5. Finding a minimal 5-nomial requires about 40 seconds using sub-optimal
code. Note that this operation has be done only for the set-up phase. If one adds
the (pre-computed) 5-nomials to the key, one needs about 42 bits per additional
5-nomial.

Table 3. Characteristics of hashing based on fast polynomial evaluation

. 9—15 9—30 9—45 9—60
Speed 4 Kbyte (Mbit/s) 9 5 3 2

Speed 64 Kbyte (Mbit/s) 104 56 34 25
Speed 256 Kbyte (Mbit/s)| 207 87 50 38
Key (bits) 80 160 240 320
Hash result (bytes) 2 4 6 8

Memory (bytes) 30 60 90 120

For large inputs (256 Kbyte or more), the polynomial evaluation hash func-
tion is rather fast and the keys sizes are reasonable. The two main advantages
are the very small memory requirements, both for the computation and for the
storage of the hash result.

3.4 Hash Family Using Toeplitz Matrices

The next hash family is the Toeplitz construction proposed by Krawczyk [25].
Toeplitz matrices are matrices with constant values on the left-to-right diagonals.
A Toeplitz matrix of dimension n X m can be used to hash messages of length
m to hash results of length n by vector-matrix multiplication. The Toeplitz
construction uses matrices generated by sequences of length n + m — 1 drawn
from §-biased distributions. d-biased distributions, introduced by Naor and Naor
[29], are a tool for replacing truly random sequences by more compact and easier
to generate sequences. The lower J, the more random the sequence is.
Krawczyk proves that the family of hash functions associated with a family
of Toeplitz-matrices corresponding to sequences selected from a d-biased distri-
bution is e-AXU with e = 27"+ [25]. He proposes to use the LFSR construction
due to Alon et al. to construct a d-biased distribution. This construction asso-
ciates with r random bits a d-biased sequence of length [ with § = 1/27/2.
Table M indicates the performance and parameter sizes for an input block of
4 Kbyte and a word length w equal to 32. As pointed out by Krawczyk [25], this
construction is more suited for hardware, and is not very fast in software. In this
case, the compiled C++ code could not be improved manually. For this version
of the code, the complete matrix has been stored to improve the performance.
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Table 4. Characteristics of Toeplitz hashing for a block of 4 Kbyte

. 5—16 532 o—48 5—64
Parameters n=17 n =33 n =44 n = 65
r = 68 r =88 r=120 r =142
Speed (Mbit/s) 65 33 21 16
Key (bits) 68 88 120 142
Hash result (bytes) 68 132 176 260
Memory (bytes) 2176 4224 5632 8320

3.5 Evaluation Hash Function

The evaluation hash function was proposed by Mehlhorn and Vishkin in 1984
[28]. It is one of the variants analyzed by Shoup in [35]. The input (of length
< tn) is viewed as a polynomial M (z) of degree < t over GF(2"). The key is a
random element o € GF(2"), and the hash result is equal to M (a)-a € GF(2").
This family of hash functions is e-AXU with e = ¢/2™.

We have written an implementation for n = 64, where GF(2%4) was repre-
sented as GF(2)[z]/f(z), with f(z) = 2% + 2% + 23 + 2 + 1. The evaluation
of the polynomial is performed using Horner’s rule, and with a precomputation
of the mapping § — « - with § € GF(2"). As in [35], two options have been
considered, that provide a time-memory trade-off.

For this construction € grows with the number of n-bit blocks in the input.
The fastest method achieves a speed of approximately 240 Mbit/s in optimized
Assembly language (122 Mbit/s in C++), and requires about 16 Kbyte of mem-
ory. The second method is about a factor of 7 slower (18 Mbit/s in C++), but
requires only 2 Kbyte of memory. Shoup’s implementation in C is a little slower
than our Assembly version, but faster than our C++ code; the latter can prob-
ably be explained by better optimization in C versus C++, and maybe by the
overhead of the operating system (Linux versus Windows ’95).

3.6 Division Hash Function

The division hash function was proposed by Krawczyk [24], inspired by an earlier
scheme by M.O. Rabin. It represents the input as a polynomial M (x) of degree
less than tn over GF(2). The hash key is a random irreducible polynomial p(z)
of degree n over GF(2). The hash result is m(z) - 2™ mod p(z). Since the total
number of irreducible polynomials of degree n is roughly equal to 2" /n, it follows
that this family of hash functions is e-AXU with ¢ = tn/2".

Again, we have written an implementation for n = 64. The main step is the
reduction, which can be optimized by using a precomputation of the mapping
g(z) — g(z)-2% mod p(x), with deg g(z) < 64. Again, following [35], two options
were considered, that provide a time-memory trade-off. For the key generation,
see [35].

For this construction € = ¢/258 with ¢ the number of 8-byte blocks in the
input (for the same value of n, the security level is 6 bits smaller compared to the
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evaluation hash function). The slower implementation uses 2 Kbyte of memory
and runs at 14 Mbit/s in C++. Our fastest implementation uses 8 Kbyte of
memory and achieves a speed of approximately 115 Mbit/s in C++, which is
still slower than the evaluation hash function (in contrast to the conclusions of
Shoup [35]). Therefore it was decided not to write optimized Assembly language.

Shoup generalizes this construction to polynomials over GF(2%), where k
divides n [35]. The main conclusion is that for this variant the key generation is
faster, but the precomputation is a little slower. For n = 64, ¢ = ¢/25® (for the
same value of n, the security is 3 bits better than the simple division hash, but
3 bits worse than the evaluation hash), and the performance is identical to that
of the division hash.

3.7 MMH Hashing

Halevi and Krawczyk propose MMH (Multilinear Modular Hashing) in [19]. This
hash function consists of a (modified) inner product between message and key
modulo a prime p (close to 2%, with w the word length; below w = 32.) MMH
is an e-AXU, but with xor replaced by subtraction modulo p. The core hash
function maps 32 32-bit message words and 32 32-bit key words to a 32-bit
result. The key size is 1024 bits and € = 1.5/230. For larger messages, a tree
construction can be used based on Proposition [l and Proposition [} the value
of € and the key length have to be multiplied by the height of the tree.

This algorithm is very fast on the Pentium Pro, which has a multiply and
accumulate instruction (and on other machines with this feature). On a 32-bit
machine, MMH requires only 2 instructions per byte for a 32-bit result. We
have not (yet) implemented MMH, but include the impressive speed given in
[19] for a 200 MHz Pentium Pro (optimized Assembly language): 1.2 Gbit/s for
e = 1.5/23° and 500 Mbit/s for ¢ = 1.125/2°9 (for large messages, if the data
resides in cache). Note that this does not take into account the final addition of
the key. The memory size of the implementation is not mentioned, but 1 Kbyte
is probably sufficient.

The Pentium does not have this ‘multimedia’ instruction, and therefore the
speed is reduced to about 350 Mbit/s for e = 1.5/23". However, one can use the
floating point co-processor; this requires that one reduces the key words from 32
bits to 27 bits to avoid overflow. This results in about 500 Mbit /s for e = 1.5/22°
and 260 Mbit/s for the double length variant with € ~ 1.1/29.

4 Comparing the Hash Functions

In §B, the properties of the different constructions have been listed. However,
this information does not allow to compare the different schemes. As pointed
out in §Z2] for message authentication, an e-ASU or an e-AXU combined with
an encryption are required. For this purpose, Table [ defines six algorithms that
provide a comparable functionality. Note that all these functions are e-AXU
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Table 5. Six schemes for message authentication and a comparison of their
performance (‘+’ denotes composition)

Scheme|Definition
A |bucket hash(AU) + evaluation hash (AXU)
B |bucket hash/short key (AU) + evaluation hash (AXU)
C  |Toeplitz hash (AXU) + evaluation hash (AXU)
D |fast polynomial evaluation (AXU)
E |evaluation hash (AXU)
F |MMH (AXU) + evaluation hash (AXU)
Scheme A B C D E F
. 9—32 9—32 932 9—30 919 11.9-49
Speed (Mbit/s) | 323 89 33 87 240 250"
Key (bits) 45,114 170 216 160 128 1243
Hash result (bytes) 8 8 8 4 8 8
Memory (Kbyte) 64 26 12 0.03 8 8.5"

T estimated

(some functions need a group operation other than exor such as scheme D with
q0 # 2).

The six algorithms from Table Bl are applied to an input of 256 Kbyte with as
goal € ~ 2732, Note that it is not possible to compare these schemes with exactly
the same parameters, because the value of € for the best performance is typically
related to the word size of the processor. Messages of 256 Kbyte offer a fair basis
of comparison, because for shorter messages the performance varies more with
the message size. By introducing an unambiguous padding rule, one can also
process shorter inputs with the same code. The constructions can be extended
easily to larger message lengths, either by extending the basic construction or by
using trees. The full version of this paper will provide an extended comparison
for different values of ¢ and input sizes.

All parameters are chosen to optimize for speed (rather than for memory),
and the critical part of the code has been written in Assembly language. For
schemes A, B, C, and F the input is divided into blocks and Proposition [l of
§2.3lis applied. This has the advantage that the description of the hash function
fits in the cache memory. The second hashing step for these schemes uses the
evaluation hash with n = 64. The results are summarized in Table [5]

Scheme A: the input is divided into 32 blocks of 8 Kbyte; each block is hashed
using the same bucket hash function with N = 160, which results in an
intermediate string of 20480 bytes.

Scheme B: the input is divided into 64 blocks of 4 Kbyte; each block is hashed
using the same bucket hash function with short key (s = 42, L = 6, N =
128), which results in an intermediate string of 10752 bytes.

Scheme C: the input is divided into 64 blocks of 4 Kbyte; each block is hashed
using a 33 x 1024 Toeplitz matrix, based on a d-biased sequence of length
1056 generated using an 88-bit LFSR. The length of the intermediate string
is 8448 bytes.
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Scheme D: the input is hashed twice using the polynomial evaluation hash
function with € = 2715, resulting in a combined value of 273°; the value of
W = 5. The performance is slightly key dependent; therefore an average over
a number of keys has been computed.

Scheme E: this is simply the evaluation hash function with ¢ = 32768. Note
that the resulting value of € is too small. However, choosing a smaller value
of n that is not a multiple of 32 induces a performance penalty.

Scheme F: the input is divided into 2048 blocks of 128 bytes; each block is
hashed twice using MMH. The length of the intermediate string is 16 384
bytes. It is not possible to obtain a value of € closer to 2732 in an efficient
way.

Note that for bucket hashing and its variant the speed was measured under DOS,
while for the other schemes (that use a finite field arithmetic library), the speed
was measured under Windows ’95. Timing measurements under DOS tend to be
a little better.

The main conclusion is that scheme A, E and F are the fastest schemes.
Scheme A offers the best performance for e = 2732, However, if the application
needs a smaller value of € (=~ 27%9), scheme E and F are faster. Moreover, the
key size and memory size for scheme A are large. If the key is generated using
a pseudo-random function, or if the expanded key has to be decrypted before it
can be used, this will introduce a performance penalty (for example, 13.7 msec if
3-DES is used, which runs at 13.8 Mbit/s and 0.43 msec for SEAL-3, which runs
at 440 Mbit /s [10]). If memory requirements (both for the hash function and for
the result) are an issue, scheme D is the best solution. It is about 4 times slower
than scheme A, and requires less memory than scheme B. Note however that
the other schemes can reduce the memory requirement (for the hash function)
at the cost of a reduced speed. Scheme E and F offer a reasonable compromise
between performance and memory requirements; scheme F needs a larger key
and a powerful multiplier.

Recently Black et al. [9] have proposed UMAC, that uses a different type of
inner product. UMAC is faster than MMH on processors with a fast multiplica-
tion (Pentium II, PowerPC 604). They report a performance of 3.4 Gbit/s on a
233 MHz Pentium II. The value of € = 2739 and the key size is about 32768
bits (but slower versions with a shorter key are possible). It is also suggested
to replace the encryption at the end by a pseudo-random function that takes a
nonce as second input.

We provide a comparison with MAC algorithms based on [10]. The perfor-
mance of HMAC [3] and MDx-MAC [30] depends on the underlying hash function
(MDx-MAC is a few percent slower than HMAC). For MD5 [32], SHA-1 [17],
RIPEMD-160, and RIPEMD-128 [15] the speeds are respectively 228 Mbit/s,
122 Mbit/s, 101 Mbit/s, and 173 Mbit/s (note however that the security of
MD?5 as a hash-function is questionable; this has no immediate impact to its use
in HMAC and MDx-MAC, but it is prudent to plan for its replacement). For
CBC-MAC [6l20], the performance corresponds approximately to that of the un-
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derlying block cipher. For DES [16] this is 37.5 Mbit/s; for other block ciphers,
this varies between 20 and 100 Mbit/s. XOR-MAC [5] is about 25% slower.

5 Concluding Remarks

The main advantages of universal hash functions are that their security is uncon-
ditional, and that their speed is comparable to or better than that of currently
used MAC algorithms. In addition, they are easy to implement and easy to
parallelize. Finally, they are often incremental [4] (this means that after small
updates to the input, the output can be recomputed quickly). If they are used
with a pseudo-random string generator, the unconditional security is lost, but
what remains is a scheme that is easy to understand (the only cryptographic
requirement is concentrated in one primitive).

Applications where universal hash functions can be used are the protection
of high speed telecommunication networks, video streams, and for the integrity
protection of file systems.

Many banking systems currently use unique MAC keys per transaction: for
each transaction a new MAC key is derived from a master key. Therefore it
seems natural to replace the MAC algorithms by universal hash functions, but
with the following caveats: for short messages, the performance advantage of
universal hash functions is limited. Moreover, constructions based on universal
hash functions often give away part of their key bits (as an example, an input
consisting of zero bits is often mapped to a hash result of zero bits). This is
not a problem for the authentication, because the hash result is encrypted using
a one-time pad. The opponent cannot exploit this property to forge messages,
but he can find easily the output bits of the pseudo-random string generator.
Therefore, any cryptographic weakness in the pseudo-random string generator
may compromise the master keys, and it would be advisable to invest some of
the time gained by using a universal hash function in strengthening the pseudo-
random string generator. The security of the MAC algorithms depends on a
cryptographic assumption, and thus it might well be possible that one finds a
way to forge messages. However, for none of the state-of-the art MAC algorithms,
an attack is known that can recover one or more key bits by observing a single
text-MAC pair. Therefore an opponent will not be able to learn the MAC keys,
and mounting an attack on the pseudo-random string generator will probably be
more difficult (note that there is no proof of this). In summary, universal hash
functions solve in an elegant and very efficient way the authentication problem,
but put a higher requirement on the pseudo-random string generator, while MAC
algorithms divide the (conjectured) cryptographic strength between the MAC
algorithm and the pseudo-random string generator.
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Abstract. We prove the first general and non-trivial lower bound for
the number of times a 1-out-of-n Oblivious Transfer of strings of length ¢
should be invoked so as to obtain, by an information-theoretically secure
reduction, a l-out-of-N Oblivious Transfer of strings of length L. Our
bound is tight in many significant cases.

We also prove the first non-trivial lower bound for the number of random
bits needed to implement such a reduction whenever the receiver sends
no messages to the sender. This bound is also tight in many significant
cases.

1 Introduction

THE OBLIVIOUS TRANSFER. The Oblivious Transfer (OT) is a fundamental
primitive in secure protocol design, which has been defined in many different
ways and contexts (e.g. [17], [10], [9]) and has found enormously many applica-
tions (e.g. [2], [I7], [9], [13], [7], [16], [0, 4], [I1]).

The OT is a protocol typically involving two players, the sender and the
receiver, and several parameters. In the most used form, the (]f )—OT%, the sender
has N binary secrets of length L, and the receiver gets exactly one of these
strings, the one he chooses, but no information about any other secret (even if
he cheats), while the sender (even if she cheats) gets no information about the
secret learned by the receiver.

Also important is the notion of a weak Oblivious Transfer, a relaxation of
the traditional OT. The only difference in a weak (?)—OT% is that a cheating
receiver is allowed to obtain partial information about several secrets, but at
most L bits of information overall.

REDUCTIONS BETWEEN DIFFERENT OTS. Protocol reductions facilitate protocol
design because they enable one to take advantage of implementing cryptograph-
ically only a few, carefully chosen, primitives. Information-theoretic reductions
are even more attractive, because they guarantee that the security of a complex
construction automatically coincides with that of the chosen primitive, once the
latter is implemented cryptographically.

J. Stern (Ed.): EUROCRYPT’99, LNCS 1592, pp. 42-[55 1999.
© Springer-Verlag Berlin Heidelberg 1999
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But to be really useful, reductions must be efficient. In particular, because
even the best cryptographic implementation of a chosen primitive may be ex-
pensive to run, it is crucial that reductions call such primitives as few times as
possible.

Because of the importance of OT, numerous reductions from “more com-
plex” to “simpler” OT appear in the literature (e.g. [5], [8], [3], [6]). Particular
attention has been devoted to reducing (?)—OT% to (’f)—OTg, where N > n and
L >/, both in the weak and in the strong case. Typically, these reductions are
information-theoretically secure if the simpler OT is assumed to be so secure.

An important class of OT reductions are the ones in which the receiver sends
no messages to the sender. Such reductions are called natural, both because all
known OT reductions are of this type (e.g. [3], [6], [3]), and because they imme-
diately imply that the sender gets no information about the receiver’s index.

So far, researchers have been focusing on improving the upper bounds of
these reductions, that is, the number of times one calls (?)—OT% in order to
construct (If )—OT%. However, little is known about the corresponding lower
bounds. Indeed,

What is the minimum number of times that the given (?)-OT; must be
invoked so as to obtain the desired (Y)-OTQL ?

Lower bounds were previously addressed in the context of very specific reduction
techniques, and for very specific OTs. For instance, in [5] simple lower bounds
are derived for reductions of G)-OTQL to (f)-OT% that use zigzag functions.

Another natural resource of a reduction of (]Y)-OTQL to (7)-OT% is the
amount of needed randomness. That is, an OT protocol is necessary probabilistic,
but

What is the minimum number of random bits needed in a information-
theoretically secure reduction of (Y)-OTQL to (1)-0T4?

To the best of our knowledge, no significant results have ever been obtained
about this crucial aspect.

OUR RESULTS. In this paper we provide the first general lower bounds for such
information-theoretic OT reductions, and prove that these bounds are tight in
significant cases. Namely, we prove that

— In any information-theoretically secure reduction of (even weak!) (If )-OT%
to (?)—OT%, the latter protocol must be invoked at least % . % times.

— The lower bound is tight for weak (]f)-OTQL.

— The lower bound is tight for (“strong”) (]f)—OTg‘ when L = /(.

We also prove the first general lower bound for the amount of randomness needed
in a natural OT reduction. Namely,

— In any natural reduction of (even weak) (]f)—OTé to (1)-OT4, the sender

(N—n)

must flip at least L ——— coins.
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— The lower bound is tight for weak (Jf)—OTQL.
— The lower bound is tight for (“strong”) (?)—OT% when L = /.

We note that, in a natural reduction, the amount of randomness used by the
sender necessarily coincides with the total amount of randomness needed by both
parties.

We point out the interesting special case when n = 2 and ¢ = 1, i.e. reduc-
ing ( ) OT% to (f)—OTQ, the simplest possible 1-out-2 Oblivious Transfer. We
obtain that we need at least L(N — 1) invocations of (?)—OT2 and, for a natural
OT reduction, at least L(N — 2) random bits.

LOWER BOUNDS VIA INFORMATION THEORY. No general lower bound for OT
reduction would be provable without very precisely and generally defining what
such a reduction is. Fortunately, one such definition was successfully given by
Brassard, Crépeau, and Sdntha [5] based on information theory, and in particular
the notion of mutual information. This framework is very useful since it allows
one to define precisely such intuitive (but hard to capture formally) notions as
“learn at most k bits of information” or “learn no information other than ...”.
We point out, however, that information theory is much more useful than
merely defining the problem. Indeed, we shall demonstrate that its powerful

machinery is essential in solving our problem, for example, in proving our £ . ¥=1
7 n—1

lower bound on the number of invocations. Only the trivial bound of % appears
to be provable without information theory. But getting the additional % factor
in the lower bound (which is essential when L = {) requires explicit or implicit
use of information theory.

We believe and hope that information theory will prove useful for other types
of lower bounds in protocol problems.

2 Preliminaries

2.1 Information Theory Background

Let X,Y, Z by random variables over domains X', Y, Z. Let us denote by Px (z),
Px|z(x|z), Px,y(z,y) the probability distribution of X, conditional probability
distribution of X given Z, and joint distribution of X and Y respectively.

Definition 1.

— The entropy H(X) = — > Px(x)logy Px ().
The entropy of a random variable X tells how many truly random bits one
can extract from X, i.e. how much “uncertainty” is in X.

— The conditional entropy H(X |Z) is the average over z of the entropy of the
variable X, distributed according to Px|z(x|z) (denoted H(X|Z = z)), i.e.

H(X|Z) ZPZ H(X|Z=z)=—=) Pz(2) > Px|z(z|z)log, Px z(xl2)

H(X|Z) measures how much uncertainty X still has when one knows Z.
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— The joint entropy of X and Y s the entropy of the joint variable (X,Y),
i.e.
H(X,Y) = - Pxy(x,y)log, Pxy(z,y)
Ty
— The mutual information between X and Y is I(X;Y) = H(X) — H(X|Y).
— The mutual information between X and Y given Z is I(X;Y|Z) = H(X|Z)—
H(X|Y, Z).
The mutual information between X andY (given Z ) tells how much common
information is between X andY (given Z), i.e. by how much the uncertainty
of X (given Z) decreases after one learns Y.

The following easily verified lemma summarizes some of the properties we
will need.

Lemma 2.

1. HX,Y) =H(X)+HY|X) =H(®) + H(X|Y).

2. (X;Y) = L(Y; X) = H(Y)~H(Y|X) = H(X)-H(X|Y) = H(X)+H(Y)—
H(X,Y).

3. I(X,Z,Y) =I(X;Y) + L(Z;Y|X).

4. H(X|Y) =0 4ff X is a deterministic function of Y.

5. H(XY) < H(X) with equality iff X and Y are independent.
(Thus, I(X;Y) > 0 with equality iff X and Y are independent.)

6. 1(X;Y) < H(X) < log, |].

7. 1(X;Y) <I(X;Y|Z) + H(Z).

8. H(U,) = n, where Uy, is the uniform distribution over n-bit strings.

2.2 Information-Theoretically Secure OT Reductions

Assuming some familiarity with the notions of an interactive Turing machine
(ITM) [12], let us semi-formally define (1) protocols with an ideal (7)-OT4 and
then (2) information-theoretically secure reduction of (]I{ )-OT% to (})-OTS.
Despite the difference in presentation, the following definition is a simpli-
fication of that of [5]. (For instance, we simplify it by ignoring the additional
condition of awareness that is not going to affect our lower bound in any way.)

n

PROTOCOLS WITH IDEAL (1)—OT§. Let us denote by a n-sender a probabilistic
ITM having n special registers, and by a n-receiver is probabilistic I'TM having
a single special register. Let A be a n-sender and B a n-receiver. We say that
(A, B) is a protocol with ideal (?)-OT; if, letting a be a private input for A
and b be a private input for B, the computation of (A, B) proceeds as that of
pair of ITMs, except that it consists of three (rather than the usual two) types
of rounds: sender-rounds, receiver-rounds and OT-rounds, where by convention
the first round always is a sender-round and the last is a receiver-round. In a
sender-round, only A is active, and it sends a message to B (that will become an
input to B at the start of the next receiver-round). In a receiver-round, only B is
active and, except for the last round, it sends a message to A (this message will
become an input to A at the start of the next sender-round). In an OT round,
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(1) A places for each j € [1,n] an ¢-bit string o; in its jth special register, and

(2) B places an integer ¢ € [1,n] in its special register, and

(3) oy will become a distinguished input to B at the start of the next receiver-
round. A will obtain no information about 3.

At the end of any execution of (A, B), B computes a distinguished string called

B’s output.

MESSAGES AND VIEWS. Let (A, B) be a protocol with ideal (’})-OT%. Then, in
an execution of (A, B), we refer to the messages that A sends in a sender-round
as A’s ordinary messages, and to the strings that A writes in its special registers
in an OT-round as A’s potential OT messages. For each OT-round, only one of
the n potential messages will be received by B, and we shall refer to all such
received messages as B’s actual OT messages. Recalling that both A and B are
probabilistic, in a random execution of (A, B) where the private input of A is a
and the private input of B is b, let us denote by VIEW 4[A(a), B(b)] the random
variable consisting of

(1) a, (2) A’s coin tosses, and (3) the ordinary messages received by A;
and let us denote by VIEW[A(a), B(b)] the random variable consisting of

(1) b, (2) B’s coin tosses, and (3) all messages (both the ordinary and the
actual OT ones) received by B.

RepuctioN oF (1)-OT% 1o (7)-OT4. Denote by W the set of all N-long
sequences of L-bit stings and, given w € W, let w; be the i'" string of w.
Denote by W the random variable that selects an element of VW with uniform
probability; by I the random variable selecting an integer in [1, N] with uniform
probability; and let A be an n-sender and B be an n-receiver. We say that (A, B)
is an information-theoretically secure reduction of (If)-OTQL to (?)—OT% if the
following three properties are satisfied:

(P1) (Correctness) Vw € W and Vi € [1, N], and V execution of (A, B) where
A’s private input is w and B’s private input is ¢,

B’s output is w;;
(P2) (Receiver Privacy) V sender A’ and V string a/,
L(VIEW q0[A’(a"), B(I)] ; I) = 0; (1)

(P3) (Sender Privacy) V receiver B’ and string b’, 3 a random variable I € [1, N]
independent of W s.t.

I(W ;: VIEWg[A(W), B'(t)] | W) = 0. (2)

In the context of a reduction of (If )—OT2L to (?)—OTQ, we shall sometimes say
that we are given (7)-OT4 as a black-box.
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The Correctness Property states that when A and B are honest, B will al-
ways obtain the string he wants. The Receiver Privacy Property states that no
malicious sender A’ can learn any information about the index of the honest
receiver B. Finally, the Sender Privacy Property states that a malicious receiver
B’ can learn information about at most one of N strings of the sender A. More-
over, the index I of this single string cannot depend on W (e.g. we don’t want
B’ to learn the first string in W that starts with 10). In other words, both A
and B do not gain anything by not following the protocol.

REDUCTION OF WEAK (})-OT% To (7)-OT%. We call (A, B) an information-
theoretically secure reduction of weak (?)—OT% to (?)—OT% if all the properties
of the reduction of (?)—OT% to (71)-OT4 hold except (Sender Privacy) is relaxed
to the following:

(P3’) (Weak Sender Privacy) V receiver B’ and string b’
LW 5 VIEWgs[A(W), B'(V)]) < L. 3)

This property says that we allow a malicious receiver B’ to obtain partial infor-
mation about possibly several strings, provided he learns no more than L bits of
information overall. To emphasize the difference, we will sometimes refer to the
(regular) reduction between (]f)—OTé and (7)-OT} as reducing strong (Y)—OT%
to (?)—OTQ. To justify this terminology, we show

Lemma 3. If (A4, B) is a reduction of (strong) (]f)-OTé to (7)-OTj, then it is
a reduction of weak (7})-OT% to (})-OTy.

Proof. By Lemma [2 (equations 7 and 6),

L(W; VIEW go[A(W), B'(6)]) < I(W; VIEW go[A(W), B'(6)] | W;) + H(W;)
=H(W;) < |Wj|/ =L

3 Lower Bounds

To simplify our notation, we do not worry about “floors” and “ceilings” in the
rest of the paper, assuming that (N — 1) is divisible by (n — 1) and that L is
divisible by ¢ (handling the the general case presents no significant difficulties).
We will also refer to the sender as Alice and to the receiver as Bob.

Let a be the number of OT-rounds (invocations of (7')-OT4) needed to reduce
(weak) (?)—OT% to ()-OT%. Since we concentrate on the worst possible number
of OT-rounds, we can assume w.l.o.g. that « is a fixed number and that the
sender and receiver always perform exactly o OT-steps. We start with a sharp
lower bound on a.
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3.1 Lower Bound on the Number of Invocations of (?)-OTg

Theorem 4. Any information-theoretically secure reduction ofwea (]f) -0OT%
to (1)-OT§ must have

> (4)
Proof. Let us first give the informal intuition behind the proof. We know by
the (weak) sender privacy condition that Bob can learn at most L (out of total
NL) bits of information about W. However, if in each of the OT rounds Bob
was somehow able to obtain all n strings that Alice put as her local inputs to
this OT round (rather than getting only one of them), Bob should be able to
learn all (NL bits) of W. Indeed, if Bob could not cannot learn some W; with
certainty, Alice will know that Bob’s index is not ¢ (if it was 4, honest Bob should
be able to get W; with probability 1 by the correctness property). But this would
contradict the receiver privacy condition as Alice learns some information about
Bob’s index. Hence, anf —nt = al(n — 1) bits that Bob did not get from the OT
rounds, “contain information” about the remaining at least NL — L = L(N —1)
bits of W that Bob did not learn. The bound follows.

Let us now turn this intuition into a formal proof. Let P, P = (Alice, Bob),
be an information-theoretically secure reduction of (]f )-OT% to (7)-OT4 that

uses «a invocations to (?)-OT%. First, we need the following simple lemma.

~|
=

|
—_

n—1

Local Lemma: ¥ input w = wy, ... ,wy, V random tape R, for Alice, V distinct
i, € [1,N] and V random tape tape Rz for Bob, there exists a tape Rp for
Bob such that the sequence of messages, M, received by Alice(w, Rs) from
Bob(i', R’z) coincides with the sequence of messages that Alice(w, R4) receives
from Bob(i, Rp).

Proof: Assume that Rp does not exist. Then, executing with Bob(i’, R’;), we
get that Alice(w, R4) will determine for sure that Bob’s index is not i. Thus,
when Bob’s index is 4/, with non-zero probability over Bob’s random string,
Alice(w, R4) would obtain information about Bob’s index (that it is not ),
contradicting the receiver privacy condition. [ |

To derive our lower bound for «, we define the following two notions: that of
a special execution of P and that of a pseudo-execution of P.

SPECIAL EXECUTION. A special execution of P is an execution of P in which
Alice’s input is a sequence of N randomly selected strings of length L, Alice’s
tape consists of randomly and independently selected bits, Bob’s index is 1, and
Bob’s tape is the all-zero string, 0. In other words, we fix the behavior of Bob
by fixing his index and the random string. With respect to a special execution
of P, define the following random variables:

— W — Alice’s N L-bit strings, W = W1,... ,Wy;
— R — Alice’s random tape;

! Since we are proving a lower bound, it clearly applies to (strong) (T)—OTQL as well.
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— M, — the ordinary messages sent by sender Alice;

— M, — the ordinary messages sent by receiver Bob;

— V — Alice’s potential messages (an anf-bit string, that is, for each of the
« invocations of (?)—OT%, the n £-bit strings that are Alice’s local inputs in
the invocation).

— V. — the actual messages received by Bob in the OT-rounds, (an af-bit
string, that is, for each of the « invocations of (?)—OT%, the /-bit string that
Bob received depending on his local index during that invocation).

PSEUDO-EXECUTION. Let M, be a sequence of messages, let V be a sequence of
a sequences of n strings of length [ each, let i be an index in [1, N], and let Rp be
a bit-sequence. A pseudo-ezxecution of P with inputs M, V, i, and Rp, denoted
by P(M,,V,i,Rp), is the process of running Bob with index 7 and coin tosses
Rp, letting the k' message from the sender be the k*" string of M,, and by
letting the sender’s input to the j invocation of (7)-OT% to be the j* n-tuple
of [-bit strings in V. In other words, we pretend to be Alice and see what Bob
will do in this situation on some particular index and random string.
Our lower bound for o immediately follows from the following two claims.

Local Claim 1: I((V, My) ; W)= NL.

Proof: By the definition of mutual information, we have
L((V, M) ; W) = H(W) — H(W | (V, My)).

Because W is randomly selected, H(W) = N L. Therefore, to establish our claim
we must prove that H(W | (V, M;)) = 0. We do that by showing that W is
computable from V and M, by means of the following algorithm.

1. Run P(V, M, 1,0) and let M, be the resulting “ordinary messages sent by
Bob”.
(Comment: Bob’s view and Bob’s messages sent in this pseudo-execution are
distributed exactly as in a special execution.)
2. For i =1...N compute W; as follows:
— Find a string R; such that, when executing P(V, Ms, i, R;), the sequence
of messages sent by Bob equals M,..
(Comment: The existence of at least one such R; follows from the Lo-
cal Lemma with ¢/ = 1, R, = 0, w = W and R4 = R. Further no-
tice that, because M,., W and R totally determine Alice’s behavior, the
messages and ”potential” messages that Alice(W, R) sends to Bob(1, 0)
and to Bob(i, R;) are exactly V and My in both cases. Hence, any R;
that produces M, in the pseudo-execution P(V, Ms, i, R;), implies that
Alice(W, R) would produce messages M and “potential” messages V
when communicating with Bob(i, R;).)
— Let W; be Bob’s output in P(V, My, i, R;).
(Comment: By the correctness property of our reduction, Bob(i, R;)
would correctly output W; when talking to Alice(W, R). And as we no-
ticed, Alice(W, R) would produce M and V when communicating with
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Bob(i, R;), so running pseudo-execution P(V, My, i, R;) indeed makes
Bob to produce the correct W;).

Local Claim 2: I((V, M) ; W) < L+ al(n —1).
Proof: By Lemma B (equation 3), we have

I((V,Ms) s W) =1((V;,, M) 5 W) +I(V\V2) 5 W [ (Vi My)).

Now, because P implements weak (]f)—OTQL , and because (V,., M) consists of
Bob’s view in a (special) execution of P, we have by (P3’) that I((V,., M) ; W) <
L. Also, by Lemma [2] (equations 5 and 6),

L(VAV,) s W (Ve M) < [VAV| = al(n —1).

The claim follows. n
By combining Local Claims 1 and 2, we have NL < L + af(n — 1), from
which the desired lower bound for o immediately follows.

3.2 Lower Bound on the Number of Random Bits

Let us now prove the lower bound on the number of random bits needed by the
sender in a natural reduction.

Theorem 5. In any informationally-theoretic natural reduction of weakl] (If)-
OT% to (?)—OTQK the sender must flip at least % random coins.

Proof. Let P, P = (Alice, Bob), be an information-theoretically secure natural
reduction from weak (Y)-OT% to (?)-OT%. As before, let W be the random
input of Alice, R be her random tape, M be her ordinary messages sent to
Bob and V' be her “potential” messages. We notice that since the reduction is
natural, the distribution of V' and Mg does not depend on Bob’s index and his
random string. Let V}, j = 1...n, be an a-tuple consisting of string number j
taken from each of the « invocations of (?)—OTg. We see that V is the disjoint
union of Vi,... V.

As before, we proceed by expanding the mutual information between W and
(V, M) in two different ways.

I(V,M,):; W) =H(W) —HW | (V,M,)) = NL —0=NL (5)

Here we used the fact that W is determined from V and M. Indeed, since V'
and M, do not depend on Bob’s input or random string, Alice should make sure
that honest Bob can retrieve any W; with probability 1 (if his input is 7).

On the other hand, it is a possible behavior for a (malicious) Bob to read
string number j in all the OT-rounds, i.e. to obtain V;. By the weak sender

2 Again, same result applies to (strong) (]Y)—OTQL as well.
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privacy condition, I((V;, Ms); W) < L, and, therefore, for any j € [1,n] we have
(using Lemma 2 equations 5 and 6)

L((V, My); W) = I((Vj, Ms); W) + L(VAVE W[ (V) M) < L+ H(VAV; | V)
Combining this with Equation (@), we get
HWV\V; | V;) = L(N - 1), vj € [1,n] (6)

Since V is a disjoint union of V;’s, we get from the above equation (for j = n) and
Lemmal2 (equations 1 and 5) that L(N—1) < H(V\V,, | V,,) < Z?:_ll H(V; | V,).
Hence, there is an index j € [1,n—1] s.t. H(V;) > H(V; | V) > % W.lo.g.

assume j =1, i.e. H(V}) > % Since for a fixed W, the only randomness of
V came from R, we have by Equation (@) and Lemmal[2 (equation 1)

Rl = H(V |W)=H(V,W)-HW)=H(V)+HV\W | V1) - NL
S L(N-1) L(N —n)
- n—1

L(N—-1)— LN =
— t L )
Here H(V,W) = H(V) as W is a function of V, and then we use (@) for j = 1
and our assumption on H(V7). This completes the lower bound proof.

4 Upper Bounds

Though this paper focuses on proving lower bounds, we need to touch briefly
upon upper bounds to demonstrate the tightness of Theorems [4] and [. This is
done by means of a single natural reduction of weak (If)—OTé to (?)-OT% that
simultaneously achieves both the lower bounds for the number of invocations of
(?)—OTS and the number of random bits needed by the sender. This protocol is
a simple generalization of the one given by Brassard, Crépeau and Santha [5]
for the case L = ¢, n = 2. For completeness purposes, we also include the proof
that this protocol works. Though a similar proof could be derived from [5], the
one included here is more direct because our definition of a reduction is slightly
simpler Note that the same protocol also proves that our lower bounds are
tight for reduction of (strong) (]f)—OTg to (7)-OTS.

Theorem 6. There exists a natural information-theoretically secure reduction
of weak (If)-OTQL to (1)-OT4 such that

. L N-1 ; . n ¢

— it uses § - =5 ‘invocations of (1)—OT2.

— the sender uses % random bits.

3 You might notice, we embed the security of (T)-OT% into the definition of our reduc-
tion. Without doing so, one would have to argue about “nested mutual information”.
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Moreover, for L = {, the reduction actually is a reduction of (strong) (T)—OT;Z
to (1)-OT¥.

Proof. We start with L = ¢, i.e. a reduction of (strong) (T)—OT‘; to (1)-OT§,

making a = % invocations and using Z(N—_ln) random bits for Alice. Let w =

w1, ..., wy be Alice’s N strings of length [each, and let i be Bob’s index.

Protocol P(w,1):

1. Alice chooses (o — 1) random ¢-bit strings z1,... ,2q4—1 using f(a — 1) =
% random bits. Set xg = 05, To = WN.

2. Perform « invocations of the (')-OT4 where transfer j = 0...(a — 1) im-
plements
(1)-OT5 [Wjn—1)+1 ® L5, Wjtn-1)42 B Tj, - -+, WG4 1)(n—1) B T5, Tj1 D ;).

Let z; be the value Bob reads from the 4t invocation, described next.

3. Let jo € {0...(av— 1)} be the index of the box which has the XOR-ed value
of w; (= |2=L],if i # N, and = (o — 1), otherwise). Bob reads the value
Zj, = w; D xj, from box number jo and values z; = zj41 ® x; for all j # jo.

J
4. Bob outputs @72 z;.

We now prove that the above protocol indeed implements strong (If )—OTg.
The Correctness Property (P1) is clear since (w; ® o) ® (2jo DTjo—1)D. .. (x2®
x1) @ 1 = w;. The Receiver Privacy (P2) is clear as well since the scheme is
natural and, as we just saw, Bob can recover any w;. We now show the main
condition (P3).

Let W = Wy,... ,Wx be chosen at random as well as Alice’s random string
R = Xi,...,X4-1. Let V be the random variable containing all (an) values
of the (?)—OTS boxes. We can assume w.l.o.g. that in each of the a OT boxes,
Bob indeed read one entire ¢-bit string that he chose (he can not learn more
and it “does not hurt” to learn as much as possible). Thus, define V;. to be the
a-tuple of ¢-bit strings that Bob read, i.e. everything that Bob learned from the
protocol. Let o, ... ,tq—1, where ¢; € [1,n], be the (random variables denoting
the) indices of « strings that Bob read.

Let jo be the smallest number such that ¢;, # n, if it exists. Otherwise, jo =
a—1. Thus, Bob learned X1, X1 ® Xo,... , X ;—o® Xj,—1 and some W; ® X,_1.
Clearly, this enables him to reconstruct W; (the exceptional case of all t; = n
falls here as well giving Bob Wy ). We let I = i. First of all, I is independent from
W. Indeed, Bob choose to read index tj, in the j¢" invocation of (})-OT4 only
based on his random coins and X1, X1 ® Xo, ..., X;,—2® Xj,—1, which does not
depend on W. Thus, it suffices to show that I(V;; W | W) = 0. But we already
observed that W7 is determined from V;. Hence, using Lemma [ (equations 4
and 3),

IV, s W) =1V, W) ; W)=1W;; W)+ LV, ; W | W)
=0+ 1V, ; W |Wj)
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Thus, we only need to show that I(V,.; W) = £, i.e. to establish the weak property
(P3’). Intuitively, Bob always learns some W7, i.e. £ bits of information. So if
we show that he does not learn more than ¢ bits of information, we know that
the only thing he learned was that one string Wj;. We proceed by showing a
sequence of easy claims.

Local Claim 1: W is a function of V| i.e.
HW [V)=0 (7)

Proof: We already saw from correctness that V' determines each string W;,. ®H

Local Claim 2:
H(V\V, | V,) ={N —1) (8)

Proof: We show that all (an) ¢-bit strings of V are totally independent when
W and R are randomly chosen. Let us view each such string in V' as an (IV +
a — 1)-dimensional vector over Zs by taking the characteristic vector of the
equation defining this string. Since all W; and X, are chosen randomly, our
strings are independent iff the corresponding vectors are linearly independent.
Assume that some linear combination of vectors in V' is zero. This combination
cannot include a vector depending on some W; as there is only one such vector
in V. And the remaining vectors X1, X1 @& Xo,... ,Xq_2 ® X,_1 are clearly
linearly independent. And since our disjoint split of V into V,. and V\V,. does
not depend on V\V,., we get that V\V, is independent of V,., so by Lemma Pl
(equation 5), H(VA\V,. | V) = [V\V,| =£4(n — 1)aa = {(N — 1). [ ]

Local Claim 8: V\V, is determined from W and V., i.e.

HWVAV, | (V;, W)) =0 9)

Proof: The knowledge of W and any string W; & X,—_1 in the last (?)—OTS box
(which we have from V,.) determines X,_1. Knowing X,_1, W and any string
of the form z® X,_o from the next to last (?)—OT% box (which we have from V.
where z is either some W; or X,_1) enables one to deduce X,_o. Continuing this
way, we determine X from the first (?)—OT% box which allows us to reconstruct
the whole V\ V.. [ |

Combining Local Claims 1,2,3 and using Lemma[Z (equations 1, 2 and 3),

(N = H(W) = HOW) — H(W | V) = I(V; W) = I(Vis W) + I(V\V;s W | ;)
— X(Vi W) + H(V\V, | V) = HOV\V, | (V. W) = K(V,s W) + €N = 1)

Hence, I(V,.; W) = £ indeed. This completes the proof of correctness when L = /.

For ¢ < L we give a trivial protocol that sacrifices the strong property (P3)
leaving only (P3’). The protocol simply splits each of the strings of the database
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into L/¢ disjoint parts of length ¢ each, and performs the previous protocol
implementing (T)—OT‘; using (7)-OT$. It uses £ - =1 invocations of (7)-OT%

1
and £ e(;/lvjln) = L(rjlv:ln) random bits as claimed. The correctness is clear except
Alice’s privacy. We clearly loose the strong property (P3) as Bob can learn up to
L/¢ different blocks of length ¢ from different strings. However, weak property
(P3') still holds as the L/¢ groups of boxes are totally independent, and from
each of them Bob can learn at most ¢ bits about W, i.e. a total of at most

(- L = L bits.
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Abstract. We consider the problem of basing Oblivious Transfer (OT)
and Bit Commitment (BC), with information theoretic security, on seem-
ingly weaker primitives. We introduce a general model for describing such
primitives, called Weak Generic Transfer (WGT). This model includes
as important special cases Weak Oblivious Transfer (WOT), where both
the sender and receiver may learn too much about the other party’s in-
put, and a new, more realistic model of noisy channels, called unfair
noisy channels. An unfair noisy channel has a known range of possible
noise levels; protocols must work for any level within this range against
adversaries who know the actual noise level.

We give a precise characterization for when one can base OT on WOT.
When the deviation of the WOT from the ideal is above a certain thresh-
old, we show that no information-theoretic reductions from OT (even
against passive adversaries) and BC exist; when the deviation is below
this threshold, we give a reduction from OT (and hence BC) that is
information-theoretically secure against active adversaries.

For unfair noisy channels we show a similar threshold phenomenon for
bit commitment. If the upper bound on the noise is above a threshold
(given as a function of the lower bound) then no information-theoretic
reduction from OT (even against passive adversaries) or BC exist; when
it is below this threshold we give a reduction from BC. As a partial
result, we give a reduction from OT to UNC for smaller noise intervals.

1 Introduction

A 1 out of 2 Oblivious transfer (1-2 OT) protocol is one by which a sender with 2
bits bg, b1 as input can interact with a receiver with a bit ¢ as input. Ideally, the
sender should learn nothing new from the protocol, whereas the receiver should
learn b, and nothing more. Several variants of OT exist, but it does not matter
much which one we consider, as they are almost all equivalent (see e.g. [g]).

A bit commitment scheme is a pair of protocols Commit and Open executed
by two parties, a commiter, C, and a receiver, R. First, C' and R execute Commit,

J. Stern (Ed.): EUROCRYPT’99, LNCS 1592, pp. 56-[73] 1999.
© Springer-Verlag Berlin Heidelberg 1999
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where C' has a bit b as input; R either accepts that a commitment has taken
place or rejects. Ideally, the receiver should learn no information about b from
this. Later, they may execute Open, after which R returns accept 1, accept 0 or
reject. We require our protocols to be correct, private and binding:

Correctness: If both parties follow the protocol, R should always accept with
the same value (b) that C' wished to commit to.

Privacy: Committing to b reveals nothing to the receiver about b.

Binding: C cannot cause R to accept a commitment, and then be able to
execute Open so that R accepts a 1 and also be able to execute Open so that
R accepts a 0.

We have described the ideal requirements here. However, usually when build-
ing such protocols, one accepts an error that can be made negligibly small as a
function of some security parameter k.

A great deal of work has gone into how to implement oblivious transfer and
bit commitment based on seemingly weaker primitives. For example, a binary
symmetric channel (BSC) is one that allows a sender S to send a bit bg to a
receiver R, such that a bit br will be received, which is not necessarily equal
to bs. There is a constant probability 0 < § < 1/2, called the noise level of the
channel such that each time the channel is invoked, Pr(bgs # br) = ¢. Another,
essentially equivalent formulation has S and R receiving random bits bg and bg
that are individually unbiased but correlated so that Pr(bs # br) = d. Another
equivalent formulation has a random bit b transmitted to both parties through
independent noisy channels. One motivation for the last two formulations is that
one might want to implement noisy channels by a very weak broadcast source,
such as a satellite.

Crépeau and Kilian [9] showed that a BSC can be used to implement 1-2
OT with unconditional (information theoretic) security; the efficiency of this
reduction was later improved by Crépeau [6], who also directly implemented a
bit commitment scheme (indirectly, bit commitment can be based on 1-2 OT).

The reductions given in [9J6] rely on the fact that ¢ is known exactly by each
party. However, in real life it may be possible for one party to surreptitiously
alter the noise level of the channel. If the noise is induced by a communications
channel then it may be possible to alter the mechanism (say by heating it up
or cooling it down), or change the way it uses the mechanism, to change the
noise rate. For example, suppose the channel consists of two pieces of optical
fibre with a repeater station in between, a very common case in practice. If one
party has access to the data received by the repeater station, then he can send
and receive a cleaner signal than the other party expects him to. In the case of
a noisy broadcast channel, an adversary might send a jamming signal or buy a
more sensitive antenna. Note that while it may be hard to hide the fact that one
has made a channel noisier, one can always hide the fact that one has made it
less noisy, simply by deliberately garbling ones own messages and pretending to
hear a more garbled version than one has actually heard.

Such “unfair advantages” are not always devastating for applications to cryp-
tography: Maurer [15] shows that secure key exchange between two parties with
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access to a random but noisy signal is possible, even in the presence of an enemy
who can receive the signal much more reliably than the honest players. How-
ever, this scenario is a game for two parties who trust each other and want to
be protected “against the rest of the world.” It is natural to ask if we can still
make do with unfair channels in case of games between two mutually distrusting
parties. Unfortunately, the protocols of [9[6] break down in this scenario.

1.1 Our Results

In this paper we propose a general model for two-party primitives where a cheat-
ing player can get more information than an honest one; we call this model Weak
Generic Transfer (WGT). We then consider a number of important subcases
and show when they can and cannot be used as a basis for bit commitment and
oblivious transfer.

We consider a family of Weak Oblivious Transfers, which are 1-2 OT proto-
cols with the following faults: with probability (at most) p a cheating sender will
learn which bit the receiver chose to receive, and with probability ¢ a cheating
receiver will learn both of the sender’s input bits. Note that the honest partic-
ipants only receive what they are supposed to receive; this extra information
cannot be relied on. We call such a protocol a (p, ¢)-WOT. We give tight results
for when one can reduce oblivious transfer to (p, q)-WOT.

In the statement of our results, when we use “reduction” we mean a reduction
that is information-theoretically secure against unbounded adversaries, where
deviations from the ideal are negligible in a given security parameter.

Theorem 1. 1-2 OT and BC can be reduced to (p,q)-WOT iff p+ q < 1.

We also consider a still noisier model, denoted (p, ¢, €)-WOT, in which with
probability at most € an honest receiver receives b,. instead of b.. (i.e., the incorrect
value); a cheating receiver is under no such handicap. In this case, we prove
positive and negative results that are no longer tight.

Theorem 2. 1-2 OT can be reduced to (p,q,€)-WOT, for the case of passive
adversaries, if p + q + 2¢ < .45. No reductions from 1-2 OT or BC ezxist if
p+q+2e>1.

Passive adversaries, also known as “honest but curious” adversaries follow
the protocol, but then try to use their view of the protocol execution to violate
the security conditions.

Both theorems comprise a constructive result and an impossibility result.
The constructive result of Theorem [l generalizes a theorem of [9], which solves
the special cases where either p or ¢ is 0 (or negligible in the security parameter).
Brassard/Crépeau [2] and Cachin [4] consider a more general model of WOT,
where the extra information that an adversary learns is only specified by a
general information measure, but here again the weakness is one-sided: only the
receiver learns extra information. Prior to this work, few nontrivial impossibility
results of this type were known (see [14] for one such result). These impossibility
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results hold even if security against passive cheating is required and the honest
players are allowed infinite computing power.

We note that one motivation for the study of these imperfect protocols is
that they provide easier to achieve steps for other reductions. For example, our
reduction from 1-2 OT to unfair noisy channels first reduces (p, q,€)-WOT to
unfair noisy channels.

We finally consider unfair noisy channels (UNC). These channels have pa-
rameters v and 0, where v, < 1/2. The noise level p of this channel is guaranteed
to fall into the interval [y, d]. The protocol must work for any p in this range;
however the value of p is not known to the honest players (but may be set within
this range by the adversary).

Theorem 3. For 6 > 2v(1 — «), neither 1-2 OT nor BC may be reduced to
(v,6)-UNC. For 6 < 2v(1 — ) BC may be reduced to (v,9)-UNC. Finally, 1-
2 OT may be reduced to (v,8)-UNC if o233(1 — ((1 — a)) > QI yphere

1—e(6)
_ 52 _ 1-6—~ _1—y _ 1—y
€(0) = S O = ooy B = 1= s and (= =5

1.2 Techniques Used

All of our impossibility results rely on a general simulation technique that allows
us to leverage the result that it is impossible to implement 1-2 OT (information-
theoretically) given only a clear channel.

Our upper bounds for (p, ¢)-WOT and (p, g, €)-WOT use some reductions first
used in [9]. The reduction from bit commitment to (v, d)-UNC is based on the
interactive hashing technique of [16]. The precise hashing method of [I6] doesn’t
work for our application; instead we use families of universal hash functions [10].
Hash functions are ubiquitous in cryptography; two classic results on achieving
privacy with universal hash functions are [I3] and [I]. For the specifics of our
analysis we use bounds on their behaviour implied by the results of [17].

Guide to the Paper In Section[2] we give the general scenario for weak generic
transfer. In Section [3] we show impossibility results for reducing 1-2 OT and bit
commitment to (p, q)-WOT, (p, q,€)-WOT and (v, §)-UNC. In Section @ we give
reductions from 1-2 OT (and hence bit commitment) to (p, ¢)-WOT and (p, g, €)-
WOT. In Section Bl we give a reduction from bit commitment to (v, d)-UNC. In
Section B we in give a reduction from 1-2 OT to (v, §)-UNC.

2 The General Scenario: Weak Generic Transfer

In order to show more clearly the basic properties we study, we start with a
general scenario that includes as special cases those primitives we later study in
greater detail.

First, we describe a specification for standard two party primitives, and then
show how to augment these specifications to model interesting deviations from
the ideal behaviour of the protocol.
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Initially, our scenario includes two players A, B that start with private inputs
za,xp, respectively chosen from domains X4 and Xp (the precise nature of
these domains has no impact on the following discussion). A specification for
a standard two-party primitive is a function output that maps (z4,2zp) to a
probability measure D on Y4 X Y. When the primitive is executed with inputs
(xa,zB), D = output(za,zp) is computed, (ya,yp) is chosen according to D,
y4 is sent to A and yp is sent to B. This framework is powerful enough to model
primitives such as OT, 1-2 OT and binary symmetric channels.

To model the possibility that a primitive might inadvertently leak informa-
tion, we modify D to be a distribution (Yax Z4)X (Y% Zp); (ya, 24), (YB,28))
are sampled from D. If A is honest, then A receives only y4, but if A is corrupt,
it also receives z4; B behaves symmetrically.

We can model passive (“honest but curious”) adversaries by simply specifying
that an adversary @ € {4, B} follows the protocol, ignoring zg, and then later
learns what it can from the values of zg that is obtained. An active adversary
may immediately use this extra information in planning its next move.

We have modeled deviations from privacy; we now model deviations in be-
haviour. Instead of having a single function output, we have a (possibly infinite)
set S of functions {output}, which contains a “default” output,. When the pro-
tocol is executed, the adversary has the option of choosing output from S; the
protocol then behaves as before. If there is no adversary, then the default output,
is used. We say that S specifies a Weak Generic Transfer (WGT). We will as-
sume throughout that A and B have access to the WGT as a black box and can
execute it independently as many times as they wish.

A WGT may consist of a protocol where for instance a noisy channel is used
several times, and the protocol instructs one player to send the same bit each
time. An active cheater may choose not to do so, and so he may behave in a
way that is not consistent with any legal input value; in this case we say that he
inputs “?.” We cannot require in general that a WGT prevents such behaviour:
this would require that the cheater was committed to his input, and it is not
clear a priori that a WGT implies bit commitment (indeed some WGT’s don’t,
as we shall see). The best we can ask for in case of active cheating is therefore
that the following is satisfied:

— For any active cheating strategy followed by A (B), there exists an input
value x such that A (B) learns nothing more than what is implied by the
view of a passively cheating player with input .

If this is satisfied, we say that the WGT is secure against active cheating (but
note that the only security we ask for here is that active cheating does not give
any advantage over passive cheating).

It should be clear that (y,d)-UNC, (p,q)-WOT and (p, ¢, €)-WOT are special
cases of WGT. Note that only for the case of (v,d)-UNC may an adversary
choose between more than one output distribution function.
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3 Impossibility Results

The basic question we can ask is now: given a WGT, can we build OT or BC
based on it? It is easy to characterize a class of WGT’s where the answer is no.
We first consider the case where there is only noiseless communication between
A and B, and consider any interactive protocol between them, of the following
form:

— A starts with input x4, B starts with input zg.

— The players exchange a finite number of messages, and the protocol specifies
at each stage a probabilistic algorithm for computing the next message, given
the input, and all message and random coins seen so far.

— The view of a player (Viewa/Viewg) is as usual defined to be the player’s
input and random coins, along with all messages received from the other
player. At the end, A and B compute their results, y4 and yp from their
views by some function, i.e., yg = fo(Viewg).

It is clear that any such protocol can be seen as a WGT by letting z4 =
View 4 and zp = Viewpg; this method for producing ya,ys, 24,2 from z4,zp
defines a probability measure D(z 4,2 5), and we define just one output distribu-
tion function output which always return D(x 4,2 p). Honest players will ignore
anything except for the result specified (Y4, Yp), but a passively cheating player
may use its entire view to compute extra information.

It is well known (and easy to see) that in a two-player scenario with only
noiseless communication, OT and BC with information theoretic security is not
possible, even if only passive cheating is assumed, and players are allowed infinite
computing power. Hence, OT and BC are not reducible to the above WGT. We
call such a WGT trivial.

We now show how to “implement” (p, ¢, €)-WOT in this manner, where 2e =
1 — p — g. Consider the following protocol, in which A has input (bg,b1) and B
has input c.

Protocol SimNoisyWOT p, ¢]((bo, b1), ¢)

1. With probability ¢, A announces (b, b1), B computes b. and the protocol
terminates; otherwise, A announces “pass”.

2. If A passes, then with probability p/(1—¢q), B sends ¢ to A who replies with
b.; otherwise, B chooses b, at random.

By a straightforward case analysis, B learns both by and b; with probability
q, A learns ¢ with probability p and B receives an incorrect value of b, with prob-
ability (1 —p — ¢)/2 = e. Aside from easily simulated messages, such as “pass”,
the view of each side corresponds to the view it could obtain from an actual run
of a (p, q,€)-WOT primitive. Now, suppose we had an 1-2 OT protocol based on
a (p, ¢, e)-WOT primitive. If we replaced each execution of the (p, ¢, €)-WOT by
an execution of the SimNoisyWOT|p, g] primitive, then the view of each party,
taken in isolation, would be unchanged. Since the security of 1-2 OT (at least
against passive adversaries) is defined solely in terms of properties of Player
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A’s view and properties of Player B’s view, the resulting protocol would remain
secure against passive adversaries. This would give a “mental 1-2 OT” proto-
col, information-theoretically secure against passive adversaries, a contradiction.
Similarly, there is no information-theoretically secure (against both parties) men-
tal bit commitment protocol, even if both parties are guaranteed to follow the
Commit protocol; we can in a very similar way derive a contradiction.

The above argument implies the following lemma.

Lemma 4. There is no reduction from 1-2 OT or BC to (p,q,e)-WOT when
p+q+2e>1, even if only security against passive adversaries is required.

Remark: The simulation argument was for p+q+2¢ = 1. If p+q+2¢ > 1, choose
€ = (1—p—q)/2 < ¢; the impossibility argument works for (p, ¢, ¢')-WOT. Note
that a (p, ¢, )-WOT primitive also meets the requirements of a (p, q,€)-WOT
primitive, since its error rate cannot be higher than €, so a protocol that works
for (p, ¢, €)-WOT must work for (p, q,€)-WOT as well.

We now consider the case of the noisy channel. Consider the following purely
mental protocol, in which A has input b.

Protocol SimUNC[~](b)
1. A and B pick b and bp respectively, such that Pr(by =1) = Pr(bp =1) =

.
2. Asends b/ = b® by to B. B computes b* = b @ bg, denoting b* as the
received bit, while no output is defined for A.

Consider a WGT which between honest players A and B is a BSC with noise
level 6, but where if A or B cheats passively, then some extra information is
available and allows to reduce the noise level to 7, seen from the cheater’s point
of view. Let us call this a (v, d)-PassiveUNC. It is similar to but not the same
as a (v,d)-UNC. It immediately follows from the above protocol that a (v, d)-
PassiveUNC is trivial if 6 = 2y(1 — ), and in fact in general if § > 2v(1 — 7).
And so there is no reduction of 1-2 OT or BC to (v, §)-PassiveUNC in this case,
not even if only passive security is required.

Now, suppose we have a reduction from 1-2 OT to a (,d)-UNC, where
d = 27(1 — ), one secure against active attacks. We compare the following two
cases: In case 1 the reduction is attacked by an adversary using the following
active cheating strategy for a player Q € {A, B}: @ sets the noise level for the
UNC to be ~ always, and then does the following: Whenever () is supposed
to send a bit through the channel, @ first flips it with probability v and then
sends it. Similarly, whenever @ receives a bit from the channel, @ flips it with
probability « and acts as if that was the bit actually received. In any other
cases, ) follows the algorithm specified by the reduction. Case 2: we execute the
algorithm of the reduction substituting the (v, d)-UNC by a (v, §)-PassiveUNC,
and the adversary executes a passive attack.

There is no difference between the cases from the honest player’s point of
view. Observe that in case 1, the adversary following the strategy for @ knows
as much about every bit sent and received by his opponent as a passive adversary
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knows in case 2. So since the reduction is secure in case 1, it must be secure in
case 2, and we have a contradiction. Essentially the same argument works for
bit commitment. So we have proved:

Lemma 5. There is no reduction from 1-2 OT or BC to (v,d)-UNC when § >
2y(1=7).

This motivates the following interesting and open question: Which non-trivial
cryptographic primitives (if any) can be implemented based on a WGT assuming
only that it is non trivial?

4 Reducing 1-2 OT to (p,q)-WOT and (p, q, €)-WOT

We now look at the possibility of building a 1-2 OT or commitments from a
WOT. A reduction that accomplishes such a task can be thought of as a program
that gets the noise levels of a UNC or the error probabilities of a WOT and a
security parameter value k as input and then instructs at each point in time
one of the players to either send a message in the clear to the other player, or
send a bit through the noisy channel. Any information known to the player at
the time can be used, together with any number of random bits, to compute the
next message to send. We make no assumption on the amount of computation
required.

4.1 Preliminaries

For a reduction of 1-2 OT to UNC, let I.(k,0,7), Iy.(k,d,7), Ip, _.(k,d,7) be
the expected information that the sender obtains about ¢, the receiver obtains
about b, and the receiver obtains about b;_. respectively. We will say that the
reduction works for values 6,7, if limy_o I.(k,d,7) = limg—00 Iy, _.(k,0,7) =0
and limg_, 00 I (k,0,7) = 1 For a reduction of 1-2 OT to (p,q)-WOT, we use
the same definitions, but with (4, ) replaced by (p, q).

For a reduction of bit commitment to UNC, let I(k, d, ) be the expected in-
formation the receiver obtains about b in the Commit protocol, and let p(k, d, )
be the probability that the binding condition fails. We will say that the reduction
works for values ¢ and +, if limyg o0 Ip(k, d,7) = limg— 0o p(k,8,7) =0

We refer to [3] for a more sophisticated definition of 1-2 OT; our protocols
meet this definition as well.

The set of pairs for which a reduction works will be called the range of the
reduction. We will say that a reduction works efficiently in a point in its range, if
the required convergence in k is exponential, and that the number of calls to the
WOT or UNC is polynomial in k. This is usually required for a reduction to be
useful in practice, but note that our impossibility results hold even if efficiency
is not required.
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4.2 Some Useful Reductions

We use the following two known reductions for basing 1-2 OT on (p, ¢)-WOT.
The first is designed to reduce the chance the sender (A) learns too much, while
the second is targeted against the chance of the receiver (B). Both reductions
are assumed to be given as a black-box a protocol W implementing (p, ¢)-WOT
and work with security parameter k. S-Reduce is taken from [9], while R-Reduce
is more or less folklore.

Protocol S-Reduce(k, W)

1. Let (bg,by) resp. ¢ be the input of the sender, resp. the receiver.

2. W is executed k times, with inputs (bg;, b1;),7 = 1..k from the sender and
¢;,1 = 1..k from the receiver. Here, the by;’s are uniformly chosen, such that
by = @i-“:lbm, b1; = bo; D by ® by and the ¢;’s are uniformly chosen such that
C = @i:1 C;.

3. The receiver computes his output bit as the xor of all bits received in the k
executions of W.

Protocol R-Reduce(k, W)

1. Let (bg, b1) resp. ¢ be the input of the sender, resp. the receiver.

2. W is executed k times, with inputs (bg;, b1;),7 = 1..k from the sender and
¢;yi = 1.k from the receiver. Here, ¢; = ¢, bo1 @ ... ® bor, = bp and b11 & ... B
bix = b1

3. The receiver computes the XOR of all bits received.

Lemma 6. When given k and a (p,q)-WOT W as input, S-Reduce(k, W) im-
plements a (p*,1 — (1 — ¢)*)-WOT, and R-Reduce(k, W) implements a (1 —
(1 —p)*, ¢*)-WOT protocol. Both protocol produce a WOT secure against active
cheating if the given WOT has this property.

Proof (sketch). First, it follows by inspection that the protocols allow the play-
ers to compute the correct output. As for the error probabilities, note that for
S-Reduce a bad sender will learn ¢ iff he learns all ¢;’s, which happens with
probability p¥. On the other hand, a bad receiver can learn both by and b; if he
learns just one pair (bg;, by;), and this happens with probability 1— (1 —¢)*. The
case of R-Reduce is similar, but with the chances of sender and receiver reversed.
The last claim follows easily: In S-Reduce, security of W means that none of the
parties can gain anything from inputing ? to W. And if indeed no ? is input to
any W instance, R always behaves consistently with some input ¢, namely the
value ¢ = Eszlci. S can behave inconsistently by choosing bad values for his
bits, but this will not give him more information on c¢. The case of R-Reduce is
similar. ad
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4.3 A Reduction to (p, q)-WOT

Lemma, [7] shows that the lower bound given by Lemma [4 is tight when ¢ = 0.
Lemmata [4] and [7] imply Theorem [I]

Lemma 7. There exists a reduction for building 1-2 OT from a (p,q)-WOT,
the range of which is {p,q| p + q < 1}. It works efficiently for all points in its
range.

Proof. Suppose we start with a (p,q)-WOT W, and apply first R-Reduce(¢, W)
and then S-Reduce(t’, ). We call this combination RS-Reduce. It follows easily
that RS-Reduce produces a ((1— (1 —p)")*, 1 — (1 —¢*)')-WOT. Of course, we
can also apply S-Reduce first, and obtain a (1 — (1 —p")*', (1 — (1 —¢)")")-WOT.
We call this combination SR-Reduce.

The strategy for our reduction is to apply repeatedly SR-Reduce or RS-
Reduce, in order to reduce as quickly as possible the sum of the error proba-
bilities. When given errors (p, ¢), we apply RS-Reduce if p < ¢, and SR-Reduce
otherwise. This will be called one step in the reduction.

To analyse the effect of one step, define © = ¢,y = 1 — p when p < ¢, and
r =p,y = 1 — q otherwise. It follows that the difference between the sum of the
errors before and after the transformation is

ftt zy) = (1-y) +1-(1—2) —(1-y+z) = 1—y") +y—(1-2")" +2)

The constraints we have on p,q imply that 1/2 <y < land 1 —y <z < y.
And we see that the progress we make is the difference between the values of the
function g, (z) = (1 — 2*)" + z evaluated at points z and . The trick is now to
choose, given x and y, values of t and ' such that the above difference becomes
numerically “large”. Note that since we are subtracting the sum before the step
from the sum after, the difference is hopefully negative.

In any situation where the error probability sum before a step is greater than
0.2, one of the following three cases apply:

y < 0.8: This is a case where the smallest of p, g is at least 0.2, so p, q are both
“large.” In this case, we choose t = t’ = 2. By direct inspection of gz 2(x), one
finds that for any z,y obeying the restrictions, (g2,2(y) — g2.2(x))/(y — z) <
—0.1. Since y —x =1 — (p + ¢), this shows that taking one step in this case
multiplies the distance from p + ¢ to 1 by a factor of at least 1.1.

y > 0.8, x > .4: In this case, p + ¢ is also “large,” but this time because one
probability is small and the other is large. In this case, we choose ¢ = 2 and
t' = 1. Again, by direct inspection, one can verify that (g2,1(y)—g2,1(2))/(y—
z) < —0.2. By the same argument as before, we see that in this case, the
distance from p + ¢ to 1 is multiplied by at least 1.2 by taking one step.

y > 0.8, x < .4: In this case, both p and ¢ and hence p + g are “small.” We
choose t = t' = 2. Observe that for the large vy, g22(y) approaches y as y
approaches 1, while for the small z, g2 2(z) approaches 1+ as x approaches
0. As aresult, (g2,2(y) —g2,2(z)) /(1 —y+x) ~ —1 for small z and large y, and
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is in fact less than —0.2 for the range specified. However, 1 —y +z = p+ g,
so we see that in this case, taking one step reduces p + ¢ to at most 0.8 of
its previous value.

As soon as we have an error probability sum which is at most 0.2, we start doing
steps where we always have t = ¢/ = 4. In this case one finds that if the error
sum was s before a step it is at most s afterwards.

The overall strategy is now as follows: we first do whatever number of steps is
necessary to bring the error probability sum below 0.2. We then do log, (k) steps,
where k is the security parameter. It follows from the above that the resulting
error probability sum is exponentially small in k, at most 0.2*. The number of
calls we make to the WOT is exponential in the number of steps, but since we
only take a logarithmic number of steps, the total number of calls is polynomial
in k. O

The above argument only considers p, g as being constants. However, even
if we have a case where p + ¢ is a function of some parameter n and converges
polynomially to 1 in n, e.g. p(n) + g(n) = 1 — 1/n, the reduction in the proof
still works in time polynomial in n.

4.4 A Reduction to (p,q,€)-WOT

Lemmal4 shows that no reduction of 1-2-OT to (p, q, €)-WOT exists if p+q+2¢ >
1 and this, even in the case of passive adversaries. We show that if p + ¢ + 2¢ <
0.45, such a reduction does exist. We adapt SR-Reduce to deal with transmission
errors. We then characterize triplets (p,q,e€) for which 1-2 OT is reducible to
(p, q,€)-WOT. The reduction we consider assumes only passive adversaries.

The following error detection phase accepts parameter [ > 0 and, given a
(p,q,€)-WOT W, produces a (p',q’,€)-WOT W such that ¢ < e. As usual by
and b; denote the two bits to be transmitted and c is the selection bit.

Protocol ErRed(l, W)

1. A chooses qo,q1 €r {0,1} and B chooses s € {0,1},

2. A sends [ times the bits (qo, ¢1) through the (p, ¢, e)-WOT W and B selects
the bit g5 [ times,

3. If B did not receive the same bits s [ times then A and B go to Step 1.

4. B announces y = 0 if s = ¢ and y = 1 otherwise.

5. A announces ry and 7 such that b, = ro ® qo and b;—, = 71 ® ¢1, allowing
B to compute b, = §s D rs.

We are now ready to describe a reduction of 1-2 OT to (p, ¢, €)-WOT which
basically inserts calls to ErRed into SR-Reduce (and RS-Reduce). Given positive
integers lo, k,l1,k’,l2 and a (p,q,e)-WOT Wy, protocol SR, produces a new
', ¢, e)-WOT W:

Protocol SR.(lo, k, 11, k', 12, W)
e W «— ErRed(l2, R-Reduce(%’, ErRed(l1, S-Reduce(k, ErRed(ly, Wh)))))-
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RS:(lo, k,11,k',l2) is defined the same way except the calls to S-Reduce and R-
Reduce are swapped. Similarly to Lemma [6, one can characterize exactly the
transformation taking place in a call to SR.(lp, k,I,k’,l') for any parameters
lo,k,l, k', and I'. In particular, SR.(lo, k, [, k', 1") transforms a (p, ¢, €)-WOT into
a(p',q,€)-WOT where p =1—(1—(1—(1—p)lo)F)k bz o/ =1 (1—(1—(1—
q)l"‘k‘ll)kl)b, and €' is of similar but slightly more complicated form. A brute
force analysis, using linear programming, shows that SR, can be tuned to work
at 45% the optimum (the sketch of the proof can be found in [I1]).

Lemma 8. 1-2 OT can be implemented given any (p,q,€)-WOT that satisfies
p+q+2e <0.45.

The above bound is not tight especially whenever one of p + ¢ and € is small. In
particular, SR, works for all (p, g,0) such that p+ ¢ < 1 and for all (0,0, ¢) such
that € < % A natural question arises: Is it possible to use a different method
for choosing parameters lg, k, [1, k' and l5 such that reduction SR, works also for
P+ q+ 2¢ > 0.457 The following lemma suggests that if one wants to get closer

to the bound p + ¢ + 2e = 1, one has to find a different reduction.

Lemma 9. There exists triplets (p, q,€) that satisfy p+ q+ 2¢ < 0.70 such that
SR. and RS, does not work for any value of parameters ly, k,l1, k" and l5.

Proof (sketch). Let p = ¢ = 0.2 and ¢ = 0.15 be the parameters of a WOT
that satisfies p + ¢ + 2¢ = 0.7. It can be shown that whatever the parameters
lo, k, 11, k" and l5 are, the reduction always generates an intermediary simulatable
triplet. a

Lemma [@ suggests that introducing noise in a WOT might lead to a primitive
that is strictly weaker than 1-2 OT even for non-simulatable but noisy WOT.
However, the gap between the bounds could be narrowed down by finding a
better simulation and/or a new reduction. It is unknown to us if such a gap
necessarily exists.

5 Reducing Bit Commitment to (v, d)-UNC

5.1 Preliminaries

Our commitment protocol makes extensive use of t-universal hash functions, first
introduced in [10]; we use the following slightly stronger notion that has become
more or less standard. Given a domain D and a range R, a t-universal family of
hash functions is a distribution H on a set of functions {h;} such that for any
distinct X5,..., Xy € D, if h is chosen according to H, the induced distribution
on (h(X1),...,h(X;)) is uniform over R!. For our application, D = {0,1}*,
R = {0,1}, for some k,l. For any k and [, there exists a t-universal family of
hash functions whose functions may be represented using poly(k,t) bits, and for
which the operations of sampling h from the distribution and computing h(X)
may be performed in poly(k,t) time. Hence, we speak of one party “sending” a
function, abstracting all representational details.
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Given two bit-sequences X and X', let d(X, X’) denote their Hamming dis-
tance, i.e., the number of places where they differ. We use distance as shorthand
for Hamming distance.

There is a huge body of literature on universal hash functions and their use
in cryptography. Despite superficial differences, our method is motivated by that
of [16].

5.2 What We Need To Achieve

Note that it suffices to produce a protocol for committing to x = r for a random
bit 7; as a standard trick one can commit to y = b by revealing b’ = b® r
and defining y = x @ b’. For the rest of the discussion, we analyze the case of
committing to random values. We also allow the receiver to reject even though
the commiter followed the protocol, but only with probability negligible in the
security parameter, k.

5.3 The Protocol

On a high level, our (weak) commitment protocol consists of the following steps.
First, C sends string X over the noisy channel to C. R queries C about the value
of h;(X) for i = 1, 2. Finally, C chooses a hash function h and designates h(X)
as the random committed value. To reveal a bit, C sends X to R. R accepts if
X is close to the received value and is consistent with the queried hash values.

Protocol Commit(v, ¢, k)

Define do by y(1—dp)+ (1 —~)do = d and let d1 = (do+7)/2,d = (d1+7)/2
and £ = ng(Z}i’iJ (f))j We let d* = (d1 + d)/2, and define £* as £, where
we replace dk by d*k. Note that, by a standard argument, it follows that
{ — 0* > ck for some constant c as k grows sufficiently large.
Let 'H,H; and H2 be canonical 64k-universal families of hash functions from
{0,1}* to {0,1},{0,1}* and {0,1}*=*" respectively.
1. C uniformly chooses X = z1,...,z; € {0,1}* and sends X to R over the
(7,9) channel. Denote by X’ = a1, ...,z the string received by R.
2. Fori=1to2
R chooses h; < H; and sends h; to C.
C sends y; = h;(X) to R.
3. C chooses h < H and sends h to C. The committed bit is defined as h(X).

Protocol Open(v, 4, k)

Let X, X' y1,y2, h, h1, ha,dg,d; and d be as in the execution of Commit for
the bit to be opened, and let ¢ = (1 — dy) + (1 — 7)d;.

1. C sends X to R.

2. R rejects if y; # hi(X) for any ¢ or if d(X, X’) > §'k locations. Otherwise,
R accepts the committed value of h(X).



Basing Oblivious Transfer and Bit Commitment on Weakened Assumptions 69

5.4 Analysis of the Protocols

We first observe that the protocol behaves correctly if both parties are honest.
For the rest of this discussion, “negligible” means smaller than 1/k¢, for any ¢, as
k grows sufficiently large and “almost always” means with probability negligibly
close to 1. Proofs of some of the Lemmata below are sketched in the appendix.

Lemma 10. IfC and R both correctly execute Commit and Open, then R accepts
the value r = h(X) almost always (where h and X are as generated by C during
Commit.

We next show that the commiter has only a negligible probability of breaking
the commitment scheme.

Lemma 11. Regardless of C’s strategy for generating X, (h1,y1), (ha,y2) during
Commit, there will almost certainly be at most one string, denoted X*, that C
can send R with a nonnegligible probability of acceptance.

Hence, C' is committed to h(X*). Note that C' can ensure that A(X™*) is not
random, but this does not constitute a break of the commitment scheme. In
the reduction from a standard commitment protocol to a random-bit commit-
ment protocol, C' and only C benefits from the randomness of the committed bit.

Before proving the lemma, we first define a set of viable X* that C can
reasonably send during the Open protocol.

Definition 12. Given X, (h1,y1), (he,y2). We say that X* is viable if it differs
from X in at most d*k places and y; = h;(X*) fori=1,2.

Proposition 13. If X* is not viable, then C will accept X* with negligible prob-
ability, where the probability is taken over the behavior of the noisy channel.

Proof (of Lemmal[Id). (Sketch) We can view the process of generating (h;,y;)
as progessively constraining and shrinking the viable set S. Initially, the viable
set S consists of those strings whose distance from X is at most d*k .

We use the following result by Rompel [17]

Lemma 14. ([17]) Let X1, ..., Xy be a set of t-wise independent random vari-
ables taking 0/1 values. Let X = >, X;, and p = E(X). Then for any A > 0,

we have that Pr(|X —pu| > A) < O((E%tg)tﬂ).

Fix any string y € {0,1}*", and define X; as X; = 1 iff the i’th viable string
is mapped to y by hy; X; = 0 otherwise. Then clearly, u = 1. We apply the
above lemma with ¢ = 4k and A = ¢2, and we say that y is bad if its preimage
under h; has more than ¢> viable strings in it. The lemma can be used because
the X;’s by construction are 64k > t-wise independent. It immediately implies
that the probability that y is bad is at most 27*/2. The probability that ANY y
is bad is at most 2¢° < 2" times larger, so since we have chosen t = 4k, even this
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last probability becomes exponentially small (in k). So except with exponentially
small probability, at most t3 = 64k viable strings remain. The final constraint
added is the value of ha(X). Since hg is 64k-universal and ¢ — £* > ck, we can
view this constraints as assigning at least ck random bits to each string X* € S.
In order for two strings X, X5 € S to both remain viable, they must both
receive the same bit sequence; the probability of this occurring for any such pair
is negligible.

Finally, we show that after Commit, R can predict » with only a small ad-
vantage.

Lemma 15. At the conclusion of Commit, the expected amount of information
R holds about h(X) is exponentially small in k.

6 Reducing 1-2 OT to (v,6)-UNC

We first reduce 1-2 OT to (v, d)-PassiveUNC by a reduction secure against
passive adversaries. The reduction is a straightforward adaptation of a reduction
of Crépeau and Kilian [9] that builds 1-2 OT from a BSC. The same procedure
is then shown to reduce 1-2 OT to (7, §)-UNC. Bit commitments can finally be
used to tolerate active adversary for the same price.

In the appendix, reduction WOTfromPassiveUNC is described. Given a (4, v)-
PassiveUNC, it produces a (p(d,7),q(0,7),€(d))-WOT W that can be used in
reductions SR, and RS.. Using lemma [§, 1-2 OT can be obtained from any
(6,7)-PassiveUNC that satisfies p(d,7) + ¢(d,7) + 2¢(6) < 0.45. Unlike the bit
commitment case, we were not able to show that as soon as the unfairness of the
PassiveUNC is not simulatable then 1-2 OT is possible. Nevertheless, the next
lemma gives a partial answer leaving a “grey” area of values for 7y, d where neither
the impossibility result, nor our reduction applies. Due to space limitations, we
refer the reader to [11] for the proof of next lemma.

Lemma 16. There exists a reduction secure against passive cheating of 1-2 OT
to (7,08)-PassiveUNC such that o333(1 — (1 — @) > 2T ypere ¢(5) =

1—e(d
52 _ 1-6—v ﬁ _ 1—~ d C _ 1—vy @
(102 &= T2, KM T 15 ONCL= 5

To give a numerical example, when § = .075, one can reduce 1-2 OT to (7, 9)-
PassiveUNC for v ~ .06; no such reduction is possible for v < .039.

The reduction is also secure when a (v,4)-UNC is used instead of a (v, d)-
PassiveUNC. The following straightforward lemma establishes this fact.

Lemma 17. Any secure reduction to (v, 6)-PassiveUNC against passive adver-
saries is also a secure reduction to (7, 9)-UNC given it produces the correct output
for any noise level in the interval [y ...4].

Intuitively, the adversary maximizes the information he gets by reducing the
noise level of a (d,v)-UNC to ~. In this case, the information obtained is the same



Basing Oblivious Transfer and Bit Commitment on Weakened Assumptions 71

as if a (v, 0)-PassiveUNC was used. If in addition, the reduction to PassiveUNC
produces the right output for any noise level in [y...d] then a (v,§)-UNC can
be used instead. It is easy to verify that WOTfromPassiveUNC is a reduction
working for any noise level in the interval [ry...4].

Any reduction of 1-2 OT to UNC that is secure against passive cheating can
handle the case of active cheating as well by proceeding along the same lines
as [5]. To briefly sketch the construction, we first note that once A and B get
a bit commitment scheme, they can prove in ZK that they follow the protocol
honestly [I2]. They can also use the bit commitment scheme in a cut and choose
manner for showing that the bits sent and received through the channel are used
according the protocol description. The result being that from an UNC and a
bit commitment scheme, a committed UNC is built. From this point, general ZK
techniques are used to make sure that no active cheating occurs. Using lemma
[[7 and the above argument leads to the following corollary:

Corollary 18. Lemmallf applies against active adversaries for both the (v,0)-
PassiveUNC' and the (v, 6)-UNC.
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A WOT from PassiveUNC and Proofs from Section

In this appendix, we first give the reduction of WOT to PassiveUNC and second,
we provide the proofs from section Bl Protocol WOTfromPassiveUNC(bo, b1)(c)

. A picks x,y €r {0,1},
A sends (zx,yy) through the PassiveUNC(v, d) and B receives (£2/, §3'),
If B receives (@ &', @ ¢') ¢ {(0,1),(1,0)} then they go to step 1.
B announces w such that
—w=0if(Z® =0)A(c=0)V((G®Y =0)A
—w=1lif (@i =0)A(c=1)V({(g®Y =0)A
5. A announces
— (a,0) = (@ by, y B by) if w=0,
— (a,0) = (y® bo,z® by) if w=1,
6. B computes
—by=a®zif c=0and w=0,
—bp=a®dgifc=0and w=1,
—b=bpygifc=1and w=0,
—b1=b®dgifc=1and w=1.

ke

Proof Sketch of Lemma By inspection, if R accepts it will always
recover r = h(X) (assuming C is good), and R will only reject if X and X’
differ in at least §’k places. Now, since 6 < 2y(1 — ), dp < d; < 7 and hence
d’ > 6. However, for each i, a} # x; with independent probability at most J, so
by a standard Chernoff bound, the probability that =} # x; in ¢’k is negligible in
k. Note that by the universality of H, r is distributed uniformly over {0,1}. O

Proof Sketch of Proposition @3 Clearly, R will reject if y; # h;(X™).
Suppose that X* differs from X in d*k places and the channel flips each bit
with probability at least v. Then X* and X’ will differ in at least §*k expected
places, where §* = v(1 — d*) + (1 — v)d* > ¢’. By a standard Chernoff bound,
they will almost always differ in more than ¢’k places, causing R to reject. O

Proof Sketch of Lemma First, we conceptually give R the value of
d(X'’, X); this can only help R. Let set S denote those X's of the given distance;
after receiving X', each X € S is equally likely. We first observe that for some
constant ¢; > 0, H(X’, X) — dn > c¢in almost always; it follows that for some
constant ¢y > 0, |S|/2¢ > 2°2F.
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Now, after receiving X', R can obtain h;(X), ha(X). Note that we cannot
assume these functions are chosen randomly. Still, conceptually, we can view
R as flipping its random coins (if it uses any) and then constructing a (quite
shallow) decision tree. Each interior vertex v is labelled with a hash function
h to be sent to C'; the edges from v to its children correspond to the possible
answers C' might give (2¢" possibilities in the first level, 2¢=¢" in the second).

For every vertex v in the tree we define the set S, as those X € S that are
consistent with the sequence of hash functions and answers given on the path
from the root vertex to v. We can view Step 2 of Commit as a traversal from the
root of the tree to a leaf [.

By a simple probability argument, the probability that a given leaf [ is
reached is | S;|/|S], and the conditional distribution on X is uniform over S;. Since
the tree has only 2¢ leaves, the probability of reaching a leaf [ with |S;| < 2¢2%/2
is at most 27°%/2; we can safely ignore this event. On the other hand, in every
case where |S;| > 2¢2%/2 it follows immediately from the privacy amplification
result in [I] that R’s expected information about h(X) is exponentially small.

O



Conditional Oblivious Transfer
and Timed-Release Encryption

Giovanni Di Crescenzo', Rafail Ostrovsky?, and
Sivaramakrishnan Rajagopalan?

L Computer Science Department, University of California San Diego,
La Jolla, CA, 92093-0114
giovanni@cs.ucsd.edu
Work done while at Bellcore.

2 Bell Communications Research,

445 South Street, Morristown, NJ, 07960-6438, USA
{rafail,sraj}@bellcore.com

Abstract. We consider the problem of sending messages “into the fu-
ture.” Previous constructions for this task were either based on heuristic
assumptions or did not provide anonymity to the sender of the message.
In the public-key setting, we present an efficient and secure timed-release
encryption scheme using a “time server” which inputs the current time
into the system. The server has to only interact with the receiver and
never learns the sender’s identity. The scheme’s computational and com-
municational cost per request are only logarithmic in the time parameter.
The construction of our scheme is based on a novel cryptographic prim-
itive: a variant of oblivious transfer which we call conditional oblivious
transfer. We define this primitive (which may be of independent interest)
and show an efficient construction for an instance of this new primitive
based on the quadratic residuosity assumption.

1 Introduction

Time is a critical aspect of many applications in distributed computer systems
and networks. Among other things, time is used to co-ordinate remote actions,
to guarantee and monitor services, and to create linear order in some distributed
transactions systems. Roughly speaking, applications of time in distributed sys-
tems fall in two categories: those that use relative time between events (e.g. one
hour from the last reboot) and those that use absolute time (e.g. 0900 hours, May
2, 1999 GMT). We can concentrate on the second category as relative timing
can be implemented using absolute time but not vice-versa. While the existence
of a common view of current time is essential in systems that use absolute time,
it is generally hard to implement in a distributed system — either the local clock
is assumed to be an acceptable approximation of the universal time or there is
a central time “server” that is available whenever needed and local clocks are
periodically synchronized [24]. In some cases, the trustworthiness of the time
server may be an issue as adversarial programs may try to change the value of
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the local clock or spoof a network clock to their advantage and this may have an
unacceptable negative effect on the system. Such problems can be solved using
authentication mechanisms as long as the applications only need the current
time (or to be more accurate, the “latest time”). There are many applications
that depend on a common assumption of an absolute time that is in the future,
where, say, the opening of a document before a specified time is unacceptable.
An example is the Internet programming contest where teams located all over
the world need to be given access to the challenge problems at a certain time.
Another example may be in trading stocks: suppose one wants to send an e-mail
message from their laptop computer to a broker to sell a stock at a particular
time in the future. The broker should not be able to see the message before that
time and gain an unfair advantage, and yet one cannot rely on a service such
as e-mail to work correctly and expeditiously if the message was sent exactly on
release-time. The essence of the problem is this: the message has to be sent early
but the broker should not be able to read the message before the release-time.
Also, it would be preferable from a security perspective if the time server never
learns the identity of the sender of the message.

The act of encrypting a document so that it cannot be read before a release-
time has been called “sending information in to the future” or timed-release
cryptography by May [22]. Rivest, Shamir and Wagner [27] give a number of
applications for timed-release cryptography: electronic actions, sealed bids and
chess moves, release of documents (like memoirs) over time, payment schedules,
press releases, etc. Bellare and Goldwasser [2] propose that timed release may
also be used in key escrow: they suggest that the delayed release of escrowed keys
may be a suitable deterrent in some contexts to the possible abuse of escrow.

Prior techniques: There are two main approaches suggested in the literature:
the first one is based on so-called “time-lock puzzles,” and the second one is based
on trusted “time-servers.” Time-lock puzzles were first suggested by Merkle [23]
and extended by Rivest et al. [27]. The idea is that the time to recover a secret
is given by the minimum computational effort needed by any machine, serial or
parallel, to perform some computation which enables one to recover the secret.
This approach has the interesting feature of not requiring any third party or
trust assumption. On the other hand, it escapes a formal proof that a certain
lock is valid for a certain time. The time-lock puzzle presented by Bellare and
Goldwasser in [2] is based on the heuristic assumption that exhaustive search
on the key space is the fastest method to recover the key of, say, 40-bit DES. In
[27], Rivest et al. point out that this only works on average: for instance, for a
particular key, exhaustive search may find the key well before the assigned time;
they then propose a time-lock puzzle based on the hardness of factoring which
does not have this problem, although it still uses a different heuristic assumption
about the minimum time needed to perform some number-theoretic calculations.
A major disadvantage of time-lock puzzles from our point of view is that they
can only solve the relative time problem.

A “time-server” is a trusted third party that is expected to allow release of the
message at the appointed time only. May [22] suggests that the third party be
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a trusted escrow agent that stores the message and releases it at release-time.
This does not scale well since the agent has to store all escrowed messages until
their release-times. Moreover, no anonymity is guaranteed: the server knows the
message, the release-time, and the identity of the two parties. In Rivest et al. [27]
it was suggested that the server simply use the iterates of a one-way function (or
a public-key sequence) and publish the next iterate value after one unit of time.
A sender wishing to release a document at time ¢ gets the server to encrypt
the document (or a key to an encrypted version) with a secret key that the
server will only publish at time ¢. This scheme has the advantage that the server
does not have to remember anything except the seed to the sequence of one-way
function iterates. This scheme requires the server to generate and publish a large
number of keys, so that the overall computation and storage costs are linear in
the time parameter. Furthermore, the receivers are anonymous but the sender
is not anonymous in this scheme and the time server knows the release-time
requested.

The Model. The general discussion above shows that it is necessary and ad-
vantageous to have a system in which the current absolute time is available with
the facility of posting messages that can be read at a future time. For complete-
ness, we first lay out some basic considerations. To begin with, time needs to be
defined. In computers, as in real life, time is simply defined to be the output of a
certain clock (such as the Denver Atomic Clock). We can assume the existence of
such an entity which we will call the Time Server (or simply, server) that defines
the time. Naturally, the server outputs (periodically or upon request) messages
that indicate the current time (down to whatever granularity is needed or pos-
sible). The server is endowed with a universally known public key. However, the
server is not required to remember any other keys, such as keys of senders and
receivers (in this respect, our model is different from that of Rivest et al. [27]).

What we are concerned with here is timed release of electronic documents:
it is straightforward to see that using encryption, we can reduce this problem
to timed release of the decryption key (rather than the document itself which
is assumed to be delivered ahead in encrypted form). Now, if the sender of a
document is available at the time of its release, this problem is trivial since
the sender can herself provide the decryption key at release-time. Thus, we can
assume that the sender of the document is only present prior to, but not at, the
release time. Furthermore, as May [22] suggested, if we have a trusted escrow
agent that supplies the decryption key at the appointed time, again the problem
is solved (but the solution does not scale well for the server). Next, the problem
is also trivial if the receiver can be trusted by the sender to not decrypt the
document before the release-time. Therefore, we assume that the the sender
does not trust the receiver to not try to decrypt the document before the release-
time. Finally, it may be that the sender is remote and hence may not be able to
communicate directly with the server (this is not possible in [27]). Hence, we will
also assume that the sender and server cannot interact at any time. However,
the receiver can interact with the server and we will be interested in keeping this
interaction to the minimum as well.
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Putting all this together, the problem of timed-release encryption that we
address in this paper can be restated as follows: how can a sender, without
talking to the server, create a document with a release-time (defined using the
notion of time as marked by the server) such that a receiver can decrypt this
document only after the release-time has passed by interacting with the server
and such that the server does not learn the identity of the sender?

Our results: We present a formal definition for the cryptographic task of a
timed-release encryption scheme, and a solution to this task. Also, we introduce a
new variant of the oblivious transfer protocol, which we call conditional oblivious
transfer. We present a formal definition for this variant, and a construction for
an instance of it. The properties of this construction will be crucial for the design
of our timed-release encryption scheme.

Conditional Oblivious Transfer. The Oblivious Transfer protocol was introduced
by Rabin [26]. Informally, it can be described as follows: it is a game between
two polynomial time parties Alice and Bob; Alice wants to send a message to
Bob in such a way that with probability 1/2 Bob will receive the same message
Alice wanted to send, and with probability 1/2 Bob will receive nothing. More-
over, Alice does not know which of the two events really happened. There are
other equivalent formulations of Oblivious Transfer (see, e.g., [SIOUTHI32T]). This
primitive has found numerous applications (see, e.g., [TYT629/T7).

In this paper, we consider a variant of Oblivious Transfer, which we call Con-
ditional Oblivious Transfer. In this variant, Bob and Alice have private inputs
and share a public predicate that is evaluated over the private inputs and is
computable in polynomial time. The conditional oblivious transfer of (for sim-
plicity), say, a bit b from Alice to Bob has the following requirements. If the
predicate holds, then Bob successfully receives the bit Alice wanted to send him
and if the predicate does not hold, then no matter how Bob plays, he will have
no information about the bit Alice wanted to send him. Furthermore, no efficient
strategy can help Alice during the protocol in computing the actual value of the
predicate. Of course, such a game can be easily implemented as an instance of se-
cure function evaluation [29T74ITOIT6], however, we are interested here in more
efficient implementations of this particular game. To the best of our knowledge,
such a variant has not been considered previously in the literature.

Timed-Release Encryption. The setting is as follows. There are three partici-
pants: the sender, the receiver and the server. First, the sender transmits to the
receiver an encrypted messages and a release-time. Then, the receiver can en-
gage in a conversation with a server. Our timed-release encryption scheme uses,
in a crucial way, a protocol for conditional oblivious transfer. In particular, the
server and receiver engage in a conditional oblivious transfer such that if the
release-time is not less than the current time as defined by the server, then the
receiver gets the message. Otherwise, the receiver gets nothing. Furthermore,
the server does not learn any information about the release-time or the identity
of the sender. In particular, the server does not learn whether the release-time
is less than, equal to, or greater than the current time. Our protocol has mini-
mal round-complexity: an execution of the scheme consists of a single message
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from the sender to the receiver and one request-answer interaction between the
receiver and the time server. Moreover, we present an implementation of our
scheme, using efficient primitives and cryptosystems as building blocks, that
only require communication and computation logarithmic in the size of the time
parameter. Finally, we note that the trust placed on the server can be further
decreased if more servers are available.

2 Notations and Definitions

In this section we present notations and definitions needed for this paper. We
start with basic notations, then we define conditional oblivious transfer and
timed-release encryption schemes. For the necessary number-theoretic back-
ground on quadratic residuosity and Blum integers, we refer the reader to [T/TT].

2.1 Basic Notations and Model

An algorithm is a Turing machine. An efficient algorithm is an algorithm running
in probabilistic polynomial time. An interactive Turing machine is a probabilistic
algorithm with an additional communication tape. A pair of interactive Turing
machines is an interactive protocol. The notation z < S denotes the probabilistic
experiment of choosing element x from set S according to distribution D; we
only write x «— S in the case D is the uniform distribution over S. The notation
y «— A(x), where A is an algorithm, denotes the probabilistic experiment of
obtaining y when running algorithm A on input x, where the probability space
is given by the random coins (if any) of algorithm A. Similarly, the notation
t — (A(z), B(y))(z) denotes the probabilistic experiment of running interactive
protocol (A,B), where x is A’s input, y is B’s input, z is an input common to
A and B, and t is the transcript of the communication between A and B during
such execution. By Prob[Ry;... ; R, : E] we denote the probability of event E,
after the execution of probabilistic experiments Ry,...,R,. Let a ® b denote
the string obtained as the bitwise logical xor of strings a and b. Let a o b denote
the string obtained by concatenating strings a and b. A language is a subset of
{0, 1}~

The predicate GE. Given two sequences of k bits ¢1,...,tx, and dy, ... ,d,
define predicate GE as follows: GE(ty,... ,tk,d1,...,dx) = 1 if and only if
(tyo---oty) > (dyo---ody), when strings t; o--- ot and dj o --- o dj, are
interpreted as integers.

The public random string model. In the sequel, we define two cryptographic
protocols: conditional oblivious transfer, and timed-release encryption, in a set-
ting that is well known as the “public random string” model. In this model,
the parties share a public and uniformly distributed string. It was introduced
by Blum, De Santis, Feldman, Micali and Persiano in [65], and was motivated
by the goal of reducing the ingredients needed for the implementation of zero-
knowledge proofs. This model has been well studied in Cryptography since then
as a minimal setting for obtaining non-interactive zero-knowledge proofs and
several other cryptographic protocols.
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2.2 Conditional Oblivious Transfer: Definition
We now give the formal definition of Conditional Oblivious Transfer.

Definition 1. Let Alice and Bob be two probabilistic Turing machines running
in time polynomial in some security parameter n. Also, let 24 (zp) be Alice’s
(respectively, Bob’s) private input, let b be the private bit Alice wants to send to
Bob, and let ¢(-,-) be a predicate computable in polynomial time. We say that
(Alice,Bob) is a CONDITIONAL OBLIVIOUS TRANSFER protocol for predicate ¢
if there exists a constant a such that:

1. Transfer Validity. If g(xa,zp) = 1 then for each b € {0, 1}, it holds that
Prob [U —{0,1}""; tr — (Alice(z 4, b),Bob(zg))(c) : Bob(o, zp, tr) = b] =1.

2. Security against Bob. If q(xa,zp) = 0 then for any Bob’, the random variables Xg
and X are equally distributed, where, for b € {0, 1},

X, = [0 — {0,1}""; tr — (Alice(z a,b),Bob’ (z5))(c) : (o, tr)]

3. Security against Alice. For any efficient Alice’, there exists an efficient simulator M
such that for any constant ¢, and any sufficiently large n, it holds that |po — p1| <
n~ ¢, where, po and p; are equal to, respectively,

Prob |:O' — {0,1}™ ;tr — (Alice’ (z4),Bob(z5))(c): Alice'(0,za, tr) = q(za, mB)]
Prob [U —{0,1}™" : M(o,24) = q(:cA,zB)] .

Notice that here we are defining the security against a possibly cheating Bob
even if he is infinitely powerful (requirement 2), similar to [25]. In the sequel,
we will also consider security with respect to a honest-but-curious Bob, meaning
that Bob follows his program, but at the end may arbitrarily try to distinguish
random variables Xy and X;. We also note that a definition suitable for the
public-key setting can be easily obtained by the above one. In particular each
party would use its private string too and would be given access also to the
public keys of the other parties; namely, Alice and M would be given Bob’s
public key, and Bob would be given Alice’s public key. Finally, we note that
the above definition can be extended in a natural way to the case of a message
containing more than one bit.

2.3 Timed-Release Encryption: Definition

First, we give an informal description. A timed release encryption scheme is a
protocol between three polynomial time parties: a sender S, a receiver R and
a server V. Time (a positive integer) is represented as a k-bit string and is
entirely managed by V. Each message sent in an “encrypted” form from S to
R will be associated with a release-time d = (di,...,dy), where d; € {0,1},
for i = 1,...,2%. R can check if the message it got from S is “well-formed”. If
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the message is “well-formed” then R is guaranteed to be able to decrypt some
message after the release-time d. R is allowed to interact with V, while S never
needs to interact with V. Also, for any efficient strategy of R, R can not decrypt
before the release-time. Finally, V just acts as a time server; i.e., the conversation
V sees reveals no information about the actual message, its release-time or which
sender /receiver pair is involved in the current conversation. Time is managed by
V by answering timing requests from R; namely, first R sends a message to V,
then V answers. V’s answer contains some information allowing R to decrypt if
and only if the current time is greater than the release-time.

By (pr, sr) (resp., (py, $y)) we will denote a pair of R’s (resp., V’s) public/secret
keys; by o a sufficiently long public random string; by m € {0, 1}* a message, by
t and d the current time according to V’s clock and the release-time of message
m, both being represented as a k-bit string. We now present our formal definition
of timed release encryption scheme.

Definition 2. Let S,R,V be three probabilistic Turing machines running in time
polynomial in some security parameter n. Let 1 denote a special symbol that
may be output by any of S,R,V, on any input, meaning that such input is not
of the specified form. We say that (S,R,V) is a TIMED-RELEASE ENCRYPTION
SCHEME if there exists a constant a such that:

0. Correctness. For any m € {0,1}* and any d € {0, 1}*,

Prob [ o — {0,1}""; (pu, 50) < V(0); (pr, 57) — R(0);
(enc,d) — S(pr,pv, m,d); req < R(pr, $r, Dv, enc, d);
ans — V(pv, Sv, t,req,0) :

(t<d) Vv R(pr, $ryans) =m)] = 1.

1. Security against S. For any probabilistic polynomial time S’, any constant c, and
any sufficiently large n,

Prob [ o« {0,1}""; (pu, su) « V(0); (pr, sr) < R(0);
(enc,d) < S'(pr,pv);req < R(pr, 5r, Do, enc, d);
ans — V(py, $u,t,req,0) :
(t<d)V (reg=L) v R(pr,sr,ans) #L)] > 1 —n"°.

2. Security against R. For any probabilistic polynomial time R'=(R},R5,R5,R}), any
constant ¢, and any sufficiently large n,

Prob [ o « {0, 1}"a; (P, 80) « V(0); (pr, 5r) — Ri(0, pv);
(mo, m1, aux) < R4(0, pv, pr, 51);1 «— {0,1}; (enc, d) « S(pr, po, M4, d);
req < R5(pr, 8, v, enc, d); ans «— V(py, $u,t,7eq,0) :
(t < d) A Ry(pr, 87, auz,ans) =i] < 1/2+n"°.
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3. Security against V. For any probabilistic polynomial time V'=(V/,V5,V3), any
constant ¢, and any sufficiently large n,

Prob [ — {0,1}""; (pr, 57) < R(@); (v, 50) < V(0 pr);
((mo, d0)7 (m17 dl)a CLU$) — VIQ(UapT);i — {07 1}7
(enc7 dl) — S(p7‘7pv7mi7di)§r€q — R(pr75r7p1u€nc7 dl) :

c

V5(po, 80, t, req, auz,o) =i] < 1/2+n"°.

Notes on Definition[3 :

— The validity of the encryption scheme is defined even with respect to ma-
licious senders (requirement 1): even if S is malicious, and tries to send a
message for which he claims the release-time to be d, then R can always
decrypt after time d.

— The security against malicious R (requirement 2), and V (requirement 3)
have been defined in the sense of semantic security [I8] against chosen mes-
sage attack. Extensions to chosen ciphertext attack can be similarly formal-
ized.

— A scheme satisfying the above definition also protects the sender’s anonymity:
namely, the sender does not need to use his public or private keys when talk-
ing to the receiver, and never talks to the server.

3 A Conditional Oblivious Transfer Protocol for GE

In this section we show a conditional oblivious transfer protocol for predicate
GE. Our result is the following

Theorem 3. Let GE be the predicate defined in Section [l The protocol (Al-
ice,Bob) presented in Section [ is a conditional oblivious transfer protocol for
GE, for which requirement 1 of Definition [ holds with respect to any honest-
but-curious and infinitely powerful Bob and requirement 3 of Definition [ holds
with respect to any probabilistic polynomial time Alice under the hardness of
deciding quadratic residuosity modulo Blum integers.

The rest of this section is devoted to the proof of Theorem [3]

3.1 Our Conditional Oblivious Transfer Protocol

We first give an informal description of the ideas in our protocol and then give
the formal description.

An informal description. We will use as a subprotocol (A,B) a simple vari-
ation of the oblivious transfer protocol given in [I3[T2], based on quadratic
residuosity modulo Blum integers. For lack of space, we omit the description
of such protocol but give the properties necessary for our construction here. By
NQR-COT-Send(b, (z,y)) we denote the algorithm A on input a bit b and (z, y),
where z is a Blum integer, y € Z 1. By NQR-COT-Receive(mes, (z,p,q,y))
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we denote the algorithm B using the factors p, g of  to decode a message mes
sent by A using (x,y), where the result of such decoding will be either b or L
(indicating an invalid message). We recall that in protocol (A,B), algorithm B
will receive bit b sent by A if y is a quadratic non residue and the actual value
of b will remain information-theoretically hidden with respect to a honest-but-
curious B otherwise. Moreover, no efficient strategy allows A to guess whether
B actually received the right value for b or not.

Informally, our COT protocol for the predicate GE works as follows. At the
beginning of the protocol, Alice has a k-bit string ¢t = (¢1,... ,tx) as her secret
key and Bob has a k-bit string d = (ds, ... ,dk) as his secret key. Moreover, let
b be the bit that Alice wants to send to Bob. First of all, Bob computes a Blum
integer 2, and a k-tuple (Dy, ... , Dy) as his public key, where D; = r?y% mod z,
where the d;’s are part of Bob’s secret key. Similarly, Alice computes her public
key as integers Ti,...,Ty € ZF1, where T} is a quadratic non residue if and
only if ¢t; = 1. Now, one would like to use properly computed products of the
T;’s and D;’s to play the role of integer y in the above mentioned protocol
(A,B), where the products are computed according to the boolean expression
that represents predicate GE over bit strings. A protocol implementing this
would require ©(k?) modular multiplications. We show below a protocol which
only requires 8& modular multiplications.

First of all Alice splits bit b into bit a and bit a & b, for random a, and sends a
using (z,71) and a®b using (z, D17y mod z) as inputs for the subprotocol (A,B)
(notice that this allows Bob to receive b if and only if ¢; > d;). Then, Alice will
send a random bit ¢ using (z, =71 D1 mod ) as input (this allows Bob to receive
c if and only if t; = dy). The gain in having the latter step is that it allows Alice
to run the same scheme recursively on the tuple (T3, ... ,Tk,, D2, ... , Dy), using
as input b @ c. Notice that if ¢ < d Bob will be able to compute only bits with
distribution uniform and independent from b. In this protocol Alice only performs
8 modular multiplications for each ¢ (this is because A’s algorithm only requires
2 modular multiplications). We now proceed with the formal description of our
scheme (Alice,Bob).

THE ALGORITHM ALICE: On input b,¢1,... ,tx € {0,1}, Alice does the following:

1. Receive: x, D1,..., Dy from Bob and set by = b.
2. Fori=1,... ,k,
uniformly choose a;, ¢; € {0,1},7; € Z; and compute T; = r7(—1)* mod x;
if ¢ = k then set ¢; = b;
compute mes;1 = NQR-COT-Send(a;, (z,T3));
compute mes;2 = NQR-COT-Send(a; & bs, (z, D;T; mod z));
compute mes;3 = NQR-COT-Send(c;, (z, —D;T; mod x));
set bi+1 = b; P ci;
set pa=(Th,...,Tk) and mes = ((mes11, mes12, mes13),. . ., (Mesk1, MeSk2, mesk3));
send: (pa, mes) to Bob.
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THE ALGORITHM BOB: On input a sufficiently long string o and du,...,dr € {0,1},
Bob does the following

1. Uniformly choose two n-bit primes p, g such that p = ¢ = 3mod 4 and set x = pg;

for i = 1,..., k, uniformly choose r; € Z; and compute D; = r2(—1)% mod x;
let pp = (z,D1,...,Dy) and send: pp to Alice.
2. Receive: ((Ti,...,Tk),(mesi1, mesiz, mesis, ... ,meSk1, meska, mesgz)) by Al-

ice.
3. Fori=1,... ,k,
compute a; = NQR-COT-Receive(mesi, (z,p,q,T3));
compute e; = NQR-COT-Receive(messz, (z,p, q, D;T; mod x));
if a; #1 and e; #1 then
output: a; Be; Pci—1 P --- D c1 and halt;

else compute ¢; = NQR-COT-Receive(mes;s, (z,p, q, —D;T; mod x));
if i = k and ¢; #.L then output: ¢; and halt;

output: 1.

3.2 Conditional Oblivious Transfer: The Proof

We need to prove three properties: transfer validity, security against Alice and
security against Bob.

Transfer validity. Assume predicate ¢ is true; i.e., t10--- 0ty > dyo---ody.
Notice that if t; > d; then Ty and D171 mod z are quadratic non residue and
by the validity property of NQR-COT-Receive, Bob can compute aj,e;. and
therefore b as a; @ e;. Now, assume that ¢; = d;, for j = 1,...,¢ —1 and
t; > d;, for some i € {1,...,t}. Then, since t; = d;, the integer —7;D; mod z
is a quadratic non residue modulo z and Bob can compute c¢;, for each j =
1,...,2 — 1, by the validity property of NQR-COT-Receive; moreover, since
t; > d;, Bob can compute both a; and e; from Alice’s message. Since e; =
a; DbPc ®---PDci_1, Bob can compute b as a; Pe; ey B --- D c;_1. Finally,
the case of t; = d;, for j = 1,... ,k, is similarly shown, by just observing that
cr isset equal tob®c1 B - - D cp—1-

Security against Bob. To prove security against any honest-but-curious algo-
rithm Bob/, first, assume that z is a Blum integer, D1, ... , Dy € Z;}!, and predi-
cate g is false; i.e., tjo- - oty < djo---ody. Consequently, for somei € {1,... ,k}
it must be that t; = d;, for j =1,...,2—1, and ¢; < d;. Note that according to
Alice’s algorithm, b can be written as a1 @ ej orasci ®--- D1 D a; P ey, for
some [. Then, since T;D;, for j =1,... ,i — 1, is a quadratic residue modulo z,
for each j, it holds that at most ¢; and a; can be computed from mes;;, mes;s,
but e; is information-theoretically hidden given mes;o; from the properties of
NQR-COT-Send. Notice that both a; and c; are independently and uniformly
distributed bits. Then, since t; < d;, Bob’ has no information about either a; or
¢;; this guarantees that even for any 7’ > 7 such that t; > dy, Bob’ will obtain
a0 and a; @ by, but not b since b = bDc1 D --- D cp_1. Moreover, even for such
values ¢/, the values received by Bob’ are again independently and uniformly
distributed bits. Hence, for any b, Bob’ only sees uniform and independent bits.
Therefore, the two variables Xy, X7 are equally distributed.
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Security against Alice. Notice that Alice’s role in the protocol consists of a
single message to Bob. Therefore, if after the protocol, Alice has a non-negligible
advantage over any efficient simulator M in deciding the predicate ¢, then she
has the same advantage when she is given only Bob’s public message pp before
running the protocol. Therefore, there exists an efficient M that has the same
advantage in deciding predicate ¢ as Alice. Finally, using a standard hybrid
argument, M has a non-negligible advantage in deciding the quadratic residuosity
modulo the Blum integer  of one of the D;’s, and therefore any y € Z;}!.

This concludes the proof of Theorem Bl

4 A Timed-Release Encryption Scheme

In this section, we present our construction of a timed-release encryption scheme
which can be viewed as a transformation from any ordinary encryption scheme
into a timed-release one. It uses as additional tools, a non-malleable encryption
scheme and a conditional oblivious transfer protocol for the predicate GE. Our
scheme can be based on several different intractability assumptions, according
to what goal one is interested in (i.e., generality of the assumptions, efficiency in
terms of communication, and efficiency in terms of computation). We discuss all
these variants after our formal description and proof. Our result is the following

Theorem 4. The scheme (S,R,V) defined in Section 41l is a timed-release en-
cryption scheme.

4.1 Description of Our Scheme

We start with an informal description of the ideas needed for our scheme. A first

idea for the construction of our scheme would be to use the conditional oblivious
transfer designed in Section B as follows. Assume the receiver has obtained the
release-time d = (dy,...,dy) of the message from the sender. Since the server
has the current time ¢ = (¢1,...,%x), the server and the receiver can execute
the conditional oblivious transfer protocol for predicate GE, where the server
plays as Alice on input ¢ and the receiver plays as Bob on input d. Addition-
ally, the receiver, by running this protocol should get the information required
to decrypt and compute the message. The properties of conditional oblivious
transfer guarantee that the receiver will be able to receive some private infor-
mation if and only if the time of the receiver’s request was not earlier than the
release-time. First, we have to decide what secret information should be sent
from the server to the receiver in the event that the release-time is past. This
can be as follows: the sender will first encrypt the message using the receiver’s
public key, and then encrypt this encryption using the server’s public key. Let zq
be the resulting message. Then the private information sent by the server to the
receiver could be the decryption of zy under the server’s public key. Note this is
the encryption of the message under the receiver’s key and therefore this would
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give the receiver a way to compute the message. Moreover, the sender does not
get any information about the message since he only sees an encryption of it.

A second issue is about the release-time. So far, we have assumed that the
receiver encrypts the same release-time that he obtains from the sender, and the
server uses those encryptions for the conditional oblivious transfer. However, a
malicious receiver could simply replace the release-time with an earlier one and
obtain the message earlier. Now, a first approach to prevent this is the following:
the server will compute the bit-by-bit encryption of the release-time needed for
the conditional oblivious transfer and send it to the receiver, together with a
further encryption of it under the server’s public key. Let z; be the resulting
message. The idea would be that the receiver will be required to send z; to the
server so that the server can verify that he is using the right encryptions. Still,
the receiver can compute a faked encryption 2] and repeat the same attack as
before. However, now we can have the sender encrypt under the server’s key the
concatenation of the encryption of the release-time (under the receiver’s key)
and the encryption of the message (under the receiver’s key). In other words,
zp and z; are actually merged into a single encryption z. Now, the only attack
the receiver can try is to modify z into something which may be decrypted
as encryptions of the same message and a different release-time. However, this
can be prevented by requiring that the encryption scheme of the server is non-
malleable. the preceding discussion gives us our timed-release encryption scheme
described formally below.

A formal description of our scheme. Let (nm-G,nm-E, nm-D) be a non-
malleable encryption scheme, and denote by (nm-pk, nm-sk) the pair of public
and secret keys output by nm-G. Also, let (Alice,Bob) denote the conditional
oblivious transfer protocol for predicate GE given in Section Bl We now describe
the three algorithms S, R, V; in each algorithm, when necessary, we differentiate
between the key-generation phase and the encryption/decryption phase. Also,
we assume wlog that the message m to be encrypted is a single bit.

THE ALGORITHM S:
Key-Generation Phase: no instruction required.
Encryption Phase:

Let (m,d) be the pair message/release-time input to S, where m € {0, 1};

let (z) be R’s public key;

uniformly choose r € Z;; and compute ¢, = r%(—1)™ mod x;

let d =du,...,dk, where d; € {0,1}, fori =1,... ,k;

for i = 1,... , k, uniformly choose ro; € ZZ and compute D; = r3;(—1)% mod x;
let cqg = (D1,...,Dg);

compute cc = nm-E(nm-pk, cq 0 ¢;n) and output: (cc, cq, d).

N ot W=

THE ALGORITHM R:

Key-Generation Phase:

1. Uniformly choose two n/2-bit primes p, ¢ such that p = ¢ = 3mod 4 and set x = pq;
2. let L be the language {x |z is a Blum integer };
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3. using o, p, q, compute a non-interactive zero-knowledge proof II for L;
4. output: (z, ).

Decryption Phase:

1. Let (ce, ca,d) be the triple received by S;
2. let d=da,...,dg, where d; € {0,1}, for i = 1,... | k;
fori=1,...k,
using p, q, set d; = 1 if (x, D;) € NQR or d; = 0 otherwise;
if d} # d; then output: L and halt.
run step 1 of algorithm Bob, by sending (x, D1,..., D) to V;
send cc, IT to V;
run step 2 of algorithm Bob, by receiving (T4, ... ,T%), mes from V;
run step 3 of algorithm Bob, by decoding mes as cm;
if ¢y #L then compute m = D(sk, pk, c¢) and output: m else output: L.

w

e NI o

THE ALGORITHM V:

Key-Generation Phase:

1. Run algorithm nm-G to generate a pair (nm-pk, nm-sk);
2. output: nm-pk.

Timing service phase:

. run step 1 of algorithm Alice, by receiving (x, D1,. .., Dy) from R;

. receive cc, IT from R;

. verify that the proof II is accepting;

. compute (cj, c},) = nm-D(nm-sk, nm-pk, cc);

if ¢4 # c; or the above verification is not satisfied then output L to R and halt;
let t = (t1,...,tx) be the current time, where ¢; € {0,1}, for i = 1,... | k;

for i =1,..., k, uniformly choose r; € Z; and compute T} = r7(—1)* mod x;

. run step 2 of algorithm Alice, by computing mes;

. output: (T1,...,Tn), mes.

© 00N O U W

Round complexity: In the above description, we use the specific conditional
oblivious transfer protocol of Section[3] based on quadratic residuosity, since this
protocol shows that the entire timed-release can be implemented with minimum
interaction. Notice that the sender does not interact at all with the server. More-
over, the sender only sends one message to the receiver in order to encrypt a
message, after the receiver has published his public key. Finally the interaction
between receiver and server is one round (after both parties have published their
own public keys).

Efficiency: In the above description, we can use a generic non-malleable en-
cryption scheme. A practical implementation would use, for instance, the scheme
by Cramer and Shoup [7], that is based on the hardness of the decision Diffie-
Hellman problem. Recall that the scheme in [7] requires about 5 exponentiations
from its parties. The rest of the communication between sender and receiver is
based on computing an encryption of the message m and release-time d, which
requires at most k modular products (which is less expensive than one exponen-
tiation, since k is the number of bits to encode time, and therefore a very small
constant). Then, the interaction between server and receiver requires only 8nk
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modular products (which is about 8k n-bit exponentiations). We observe that
the communication complexity is 12nk + nlogt and the storage complexity is
6n + nlogt, where ¢ is the soundness parameter required for the non-interactive
zero-knowledge proof.

Complexity Assumptions: We remark that by using the non-malleable en-
cryption scheme in [I4], and implementing the conditional oblivious transfer
protocol using well-known results on private two-party computation [28[T7/16],
our scheme can be implemented using any one-way trapdoor permutation.

5 Timed-Release Encryption: The Proof

We would like to prove Theorem Hl. First of all observe that S,R,V run in proba-
bilistic polynomial time; in particular the non-interactive zero-knowledge proof
IT can be efficiently computed and verified using the protocol in [I1]. Now we
need to prove four properties: correctness, security against S, security against
R and security against V. The correctness requirement directly follows from the
properties of the conditional oblivious transfer and the encryption schemes used
as subprotocols. We now concentrate on the remaining three properties.

Security against S. We need to show that for any probabilistic polynomial time
S’, if R does not output L and ¢ > d then R can compute the message m sent by
S’. Notice that if R does not output L then the release-time has a right format;
then, since ¢ > d, by the transfer validity property of the conditional transfer
protocol used, R will always receive ¢, and then compute m with probability 1.

Security against R. Assume that S and V are honest. Consider the following
experiment for any probabilistic polynomial time algorithm R’'=(R},R5,R5, R}).
Let ((z,IT), (p, q)) be the pair computed by R} on input o, p, and let (mg, m1) be
the two messages returned by R) on input o, z, p, q. Let b a uniformly chosen bit,
and let ((cc, cq), d) be the output of S on input message my, the public key pk by
R’ and the public key nm-pk of V. Now, let req = (z, II, ¢/, ¢};) be the request
made by R4 to V, and let ans be V’s reply at some time ¢ < d. We now want to
show that for any ¢ such that ¢ < d, the probability p that R} (z, IT, p,q,ans) = b
is at most 1/2 4+ n~¢, for any constant ¢ and all sufficiently large n. We divide
the proof in three cases.

Case 1: cc’ = cc and ¢, = ¢q. Assume that there exists a ¢t such that ¢ < d and
the above probability p is at least 1/2 4+ n™¢, for some constant ¢ and infinitely
many n. Now, we explain how to turn R’ into an algorithm B’ that can break
the scheme (nm-G,nm-E,nm-D). The idea is of course to simulate an entire
execution of the protocol, and then use R’ in order to break the mentioned
scheme. Specifically, B’ uses R in order to generate the pair of public/private
keys. Now, given the two messages mg, mq output by R} as candidates to be
encrypted using the timed release encryption scheme, B’ will compute the two
messages nm-mg, nm-mq that are the candidates to be encrypted under the non-
malleable scheme. These two messages are computed by encrypting the messages
mg, m1, respectively, using the public key output by R. Now, a bit b is uniformly
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chosen in the attack experiment associated to the non-malleable scheme, and
nm-my, is encrypted using such encryption scheme (this is the encryption cc).
This automatically chooses message m; in the experiment associated with the
timed release scheme. Now, B’ uses Rj to send a request (z, 11, cc’, ;) to V;
recall that we are assuming that cc = ¢¢’ and ¢q = ¢}, therefore, B’ will now
simulate the server using the assumed time ¢. Notice that he does not need to
know the string c,, that is part of the decryption of cc¢’ since when ¢t < d, by
Property 2 of the conditional oblivious transfer (Alice,Bob), the receiver is only
obtaining transfers of uniformly distributed bits, which are therefore easy to
simulate. Finally, B’ runs algorithm R/, on the (simulated) answer obtained by
V. Now, notice that since the simulation of V is perfect, the probability that B’
breaks the non-malleable encryption scheme is the same as p, which contradicts
the security of scheme (nm-G, nm-E, nm-D).

Case ¢’ = cc and ¢, cq- This case cannot happen, since V decrypts cc’ as
d
(¢d,cm) and can see that ¢, # ¢4, and therefore outputs L and halts.

Case cc’ # cc. This case contradicts the non-malleability of the scheme used by
V. This is because given history ¢4 about plaintext pl = (cq, ¢;,), and ciphertext
ce, R’ is able to compute a ciphertext c¢’ of some related plaintext pl’ = (¢4, ¢},),
i.e., such that ¢, is a valid encryption of m under the key of R’. The fact that
¢, is a valid encryption of m under such key is guaranteed by our original con-
tradiction assumption that R’ successfully breaks the timed release encryption

scheme.

Security against V. We see that the server V receives a tuple (z, I, cc, ¢q),
and he can decrypt cc as (¢m,c);) and check that ¢/, = ¢4. Namely, he obtains
encryptions of the message m and the release-time d under the receiver’s key.
The semantic security of the encryption scheme used guarantees that the server
does not obtain any additional information about m, d. Moreover, notice that the
tuple (z, I, cc, cq) is independent from the sender’s identity and the receiver’s
identity. Therefore, V does not obtain any information about the sender’s or the
receiver’s identity either.

This concludes the proof of Theorem @l
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Abstract. This paper proposes a simple threshold Public-Key Cryp-
tosystem (PKC) which is secure against adaptive chosen ciphertext at-
tack, under the Decisional Diffie-Hellman (DDH) intractability assump-
tion.

Previously, it was shown how to design non-interactive threshold PKC
secure under chosen ciphertext attack, in the random-oracle model and
under the DDH intractability assumption [25]. The random-oracle was
used both in the proof of security and to eliminate interaction. General
completeness results for multi-party computations [6IT3] enable in prin-
ciple converting any single server PKC secure against CCA (e.g., [T9I7])
into a threshold one, but the conversions are inefficient and require much
interaction among the servers for each ciphertext decrypted.

The recent work by Cramer and Shoup [I7] on single server PKC secure
against adaptive CCA is the starting point for the new proposal.

1 Introduction

A threshold public-key cryptosystem (PKC) [18| extends the idea of a PKC
as follows: instead of a single party holding the private decryption key, there
are n decryption servers, each of which hold a piece of the private decryption
key. When a user receives a ciphertext ¢ to be decrypted, she sends ¢ to each
decryption server, receives a piece of information from each, and recovers the
cleartext from the collected pieces.

Semantic security of encryption schemes [28] can be easily extended to the
threshold PKC case. A threshold PKC is called t-secure if a coalition of ¢ curious
but honest servers cannot distinguish between ciphertexts of different messages,
yet sufficiently many servers can jointly reconstruct the cleartext. A threshold
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PKC is called t-robust if it meets these requirements even when up to ¢ servers
are maliciously faulty.

Secure and robust threshold PKC’s can be designed, under general assump-
tions such as the existence of trapdoor permutations and using multi-party com-
putation completeness theorems [626], to convert any centralized semantically
secure PKC into a threshold one. More efficient threshold PKC’s have been de-
signed based on the RSA and DH intractability assumptions [24J18/35]. All of
these proposals require interaction among the servers and the user, in order to
achieve robustness for a linear fraction of faults. The general conversions require
interaction to achieve both security and robustness. In the work of [24] the pres-
ence of a trusted dealer, which distributes verification data for each pair of server
and user in a pre-processing stage, is proposed as a way to eliminate interaction
and yet achieve robustness for linear number of faults (they actually address
RSA signatures but the work can be easily reformulated for RSA decryption).

Stronger notions of security of centralized encryption schemes, namely secu-
rity against ‘Lunch-time Attacks’ and ‘chosen ciphertext attacks’ (CCA) were
defined, constructed, and studied in [33|38/T9/T74]. These notions capture ad-
ditional security concerns when using encryption within a general security ap-
plication. CCA security of threshold PKC has been recently defined in [25]. In
principal the Dolev-Dwork-Naor PKC secure against CCA (using non-interactive
zero knowledge) can be converted, using multi-party completeness theorems,
into a threshold PKC secure against CCA if trapdoor functions exist, but the
resulting scheme is inefficient and requires much interaction among the servers.
Efficient CCA-secure threshold PKC schemes were proposed in [25], in the ran-
dom oracle model under the DDH intractability assumption. The use of random
oracles was essential for proving security against CCA. Once the random oracle
was present it was also used to eliminate interaction to achieve robustness of
the scheme against a linear number of faulty servers. Our goal is to design an
efficient threshold PKC secure against CCA not in the random oracle model.

A threshold decryption service has several applications. Let us sketch a few.
One application (suggested in [25]) is for distributing the escrow service in a
key recovery mechanism and allowing it to decrypt only specific messages rather
than entirely recover the key. Another attractive application is for having pub-
lic encryption keys associated with an organization. Here messages directed to
the organization are encrypted with the organization’s public key; the organiza-
tion’s decryption servers now direct the decrypted plaintext to an appropriate
organization member. Another application is for a decryption service that ‘sits
on the net’ and offers decryption services for customers who do not have their
own certified public keys. This service can also be part of an ‘electronic vault’
application (e.g., [23]). Here it may be important that the decryption be done so
that no one except some specified party, not even the decryption servers them-
selves, will learn anything about the plaintext. (Our security requirements from
a threshold PKC take these scenarios into consideration, in an explicit way.)
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1.1 New Results

In this paper we present a new threshold PKC, which is provably secure against
CCA based on the DDH intractability assumption. Our scheme makes no use of
random oracles. The scheme achieves security against a coalition of ¢ honest but
curious servers upto t < 3.

The starting point for our scheme is the recent attractive result of Cramer
and Shoup [I7] which proposed (using techniques reminiscent of those of [25])
an efficient centralized PKC secure against adaptive CCA, under the DDH in-
tractability assumption.

The idea of the Cramer-Shoup scheme is that the ciphertext carries with it
a tag, which the decryption algorithm checks for validity before computing the
cleartext. If the tag is valid then the cleartext is output, else the decrypting
algorithm outputs ‘invalid’. Simplistically stated, unless the legal encryption
algorithm was used to produce the ciphertext, it is computationally hard to
come up with anything but an invalid tag, and thus it is safe for the server to
decrypt ciphertexts carrying a valid tag.

Differently from previous PKC’s proved secure against lunch-time attacks and
CCA [33]19], this scheme is not publicly verifiable. That is, deciding whether
the tag is valid or not requires the knowledge of the private key. In particular,
this knowledge enables computing from the ciphertext a tag’ which should equal
tag when the ciphertext is valid.

We now turn our attention to trying to make Cramer-Shoup into a threshold
PKC system. First note that if one is willing to increase the size of the ciphertext
(and of the public encryption key) proportionally to the number of servers then
achieving threshold CCA security is very simple: Let each server have a separate
public key of the Cramer-Shoup scheme, and modify the encryption algorithm
to that it first generates a Shamir secret sharing m;...m,, of the message m, and
then each m; is separately encrypted using the public key of the ith server. Each
server decrypts its share as usual and hands it to the decrypting user.

However, we are interested in schemes where the ciphertext and the encryp-
tion key are small, and in particular independent of the number of servers. A
straightforward approach would thus be to distribute the private key among all
the decryption servers. When a ciphertext arrives, the servers distributively com-
pute whether the tag is valid or not and if it is valid each server outputs a piece
of the cleartext. The user then uses the pieces to recover the cleartext. The basic
problem of this approach is: how to distributively implement the check that the
tags are valid? General completeness results for multi-party computation indi-
cate that this is of course possible in principle, but requires interaction between
servers for every ciphertext received. More efficient, DDH based protocols seem
to require interaction as well.

The Main Idea: Avoiding the Validity Check The new idea is to first
modify the PKC scheme so as to avoid an explicit validity check. Instead, the
decrypting algorithm (still in the standard PKC case) will output the cleartext
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if the ciphertext is valid, and otherwise a value indistinguishable from randoml].
Thus, when the ciphertext is invalid (as defined in [17]) the user will get es-
sentially ‘random garbage’ computationally unrelated to the ciphertext. Such
a modified scheme (which we label M-CS) enjoys a very similar security proof
to the original scheme, but it is now possible to turn it into a threshold PKC
scheme avoiding the distributed validity check.

In our threshold PKC scheme, each of the n servers will output a piece of
information with the following property P:
o if the ciphertext was valid, then the cleartext can be recovered from the pieces
sent by the decryption servers; but
e if the ciphertext was invalid, then the collection of all the pieces is indistin-
guishable from random garbage.

How is this achieved? Let tag, tag’ be as discussed above. We come up with
a function f such that (1) f(tag,tag) = 1 if tag=tag’; (2) f(tag,tag’) = rval
if tag#tag’ (where rval is indistinguishable from random); and (3) f is easy to
distribute in the sense that it is easy to compute a share of f(tag,tag’) from a
share of the secret key. Condition (3) is necessary for threshold PKC whereas any
function with input/output behavior as specified in conditions (1)-( 2) suffices
for M-cs . Using such f, each server will compute from the ciphertext and its
share of the private key, a share of f(tag,tag’) and send to the user a share of
cleartext - f(tag,tag)fl The user will combine the shares to obtain cleartext -
f(tag,tag’). This choice of f guarantees property P.

We propose to use f(tag,tag’) = (tag/tag’)® where s is a random exponent.
In order to implement f, at system startup the servers will agree on a sequence of
random numbers s shared between them using some secret sharing method such
as polynomial secret sharing, and will use these numbers for f as ciphertexts
arrive.

Where Does the Randomness in Decoding Come from? The idea de-
scribed above requires that for each ciphertext, the servers will use a new random
number that is shared among them using a secret sharing method such as poly-
nomial secret sharing. How are these numbers chosen and shared? We suggest
the following method.

A straightforward implementation would be that before the start of the sys-
tem the servers agree using standard methods ( e.g [39J620/35122]) on m random
numbers 71, ...7y, each of which is shared using a polynomial secret sharing among
the n players. These are used for decrypting m ciphertexts, after which time a
new set of random numbers will be chosen. This means, that each server must
store in local memory m shares of m random numbers in addition to his secret

1 This value does not have to be random. It would actually be sufficient to output,

in case of invalid tag, a value which is unrelated to the ciphertext.

2 This is a slight over simplification for purpose of exposition in the introduction. In the
actual scheme the server sends a share of mask- f(tag,tag’) where mask - cleartext is
part of the ciphertext. Receiving mask will enables the user to compute the cleartext.
See exact details within.
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key. (Alternatively, the servers may generate these random numbers every time
a ciphertext appears. However, this method requires interaction among servers
at the time of decryption, and is thus not recommended.)

This implementation may encounter synchronization problems when the ser-
vers receive the ciphertexts in different orders. We suggest solutions within.

We do not know how to keep the memory requirements of the servers in-
dependent of the number of decryptions to be performed, without interaction
among the servers. This is left as an interesting open problem. (See more details

in Section [311)

Robustness Suppose now that some of the decryption servers are maliciously
faulty. To achieve t-robustness we propose several variants of our basic scheme,
all of which use [39/20] style polynomial secret sharing as a building block. Our
solutions use standard tools which have been used in the literature to address
robustness of threshold signature and encryption schemes such as the prover
proving in zero-knowledge to the user that the share provided is proper; we come
up with efficient instantiations of such tools tailored to the tasks at hand. We
stress that in all methods the public encryption key and the encryption algorithm
are identical to those of Cramer-Shoup, and in particular are independent of the
number of servers. We sketch these methods, all of which achieve ¢-robustness
for up to t < 7 malicious server faults.

e A first method is fully non-interactive, and is efficient when ¢ = O(y/n). Prac-
tically speaking, when, say, n = 7 and ¢t = 2 this method is quite efficient.

e A second method requires a simple four-round interactive proof between the
user and the decryption servers (no interaction between the decryption servers
themselves is necessary). Here each server proves to the user that the piece
of decryption information provided is correct. The interactive protocol can be
avoided when sufficient number of decryption servers do not act in a faulty
fashion. The user first runs a local detection-algorithm to see if she can use the
pieces of information she received from the servers to decrypt the ciphertext.
Only when the user detects that too many pieces were faulty, should she carry
out the interactive-proofs to determine which pieces were faulty and should be
discarded. Here the decrypting user needs some verification information for each
of the servers. Thus the size of the public file grows by a factor of n. Yet, it
is stressed that the encryption algorithm remains identical to that of Cramer-
Shoup, and the public key needed for encryption remains small.

e A third method uses the technique of check-vectors introduced by [37] for
VSS implementation and used by [24] to achieve robustness of threshold RSA
signatures. The idea of [24] was that at the time of key generation, a trusted
dealer generates additional verification data for every pair of user-server, and
gives part of this data to the user and part to the server. At the time of signature
verification, the user uses her verification data to verify non-interactively that
each piece of RSA signature she received from each server is non-faulty. A slight
modification of the idea of [24] can be applied to our scheme as well to make
it non-interactive and ¢-robust for ¢ < z. It will however require each potential
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decrypting user to have some secret information, and increase the size of each
server’s key proportionally to the number of potential decrypting users. Thus,
this variant is adequate when the number of decrypting users is small, or a
‘decryption gateway’ is available. (For lack of space, this method is deleted from
the proceedings version. It is described in [12].)

Remark: The question of whether it is possible to achieve robustness efficiently
against a linear number of faults without interaction (either among the servers or
between the servers and the user) or a trusted dealer is an interesting open prob-
lem for threshold PKC regardless of which security is desirable, be it semantic
security or CCA.

1.2 Additional Contributions of This Paper

A New Definition of Security for Threshold PKC. Another contribution of our
work is proposing an alternative definition of security for threshold PKCs. than
the definition of [I7]. (The definition of [17] is stated in the random-oracle model;
yet it can be readily transformed to protocols that do not use the random oracle.)
An attractive feature of the new definition (which follows a standard methodol-
ogy for defining security of cryptographic protocols [Z03TITI9]) is that it is geared
towards defining the security of the threshold PKS as a component within larger
systems. In particular, on top of guaranteeing CCA security it addresses issues
like non-malleability [T9], plaintext awareness [H4] and security against dynamic
adversaries [3I10].

Remote Key Encryption. One of the by-products of our method is yet another
variant of our PKC (for the single or multiple server case) such that the user
can send the ciphertext to a decryption server(or several servers) on line and re-
ceive information which allows the user to recover the cleartext. Yet, neither the
servers nor anyone else listening on line can get any information about the clear-
text. This functionality has been introduced and (very different) constructions
were given in [7]. This variant is secure against lunch-time attacks only.

Proactiveness. Our techniques can be ‘proactivized’ (i.e., modified to withstand
mobile faults, as suggested in [3411]) in standard ways [29]. See more discussion
in [12].

2 Security of Threshold Cryptosystems

We present a measure of security of threshold PKCs. Our formalization is geared
towards capturing the security requirements that emerge when using the system
as a “service” in a complex and unpredictable environment. In a nutshell, the
definition here requires that the system behaves like an “ideal encryption service”
under any usage pattern. Indeed, this requirement incorporates known security
measures like CCA security, non-malleability, plaintext awareness, and security
against dynamic adversaries.



96 Ran Canetti and Shafi Goldwasser

The definition here takes a different approach than that of [25], where thresh-
old CCA-security is regarded as a natural extension of the standard definition of
CCA-security to the context of threshold cryptosystems. In particular, security
according to the definition here implies security according to the definition of
[25]. (The converse does not hold in general.)

For lack of space we only sketch the definition in this extended abstract. See
[12] for full details on the definition and the relations with that of [25].

Outline of our definition. Following the approach used for defining security of
general cryptographic protocols [27)3TI1I9], we proceed in three steps. First we
formalize the model of computation and specify a syntax for threshold PKCs.
Next we specify an idealized model where a threshold PKC is replaced with an
“ideal encryption service”. Finally, we say that a threshold PKC is secure if it
emulates the ideal service in a way described below.

THE COMPUTATIONAL MODEL AND THRESHOLD PKCs. There are n decryption
servers S1...8,, an encrypting user ' and a decrypting user U. A threshold PKC
consists of:

A key generation module, that given the security parameter generates a public
key, pk, known to all parties, and some secret key, sk;, known to each server S;;
An encryption algorithm (run by E) that, given pk, a message m to be encrypted,
and random input p, outputs a ciphertext ¢ = ENCpk(m, p);

A server decryption module that, when operating within server S; and given sk;
and a ciphertext ¢, possibly interacts with D and other servers and eventually
generates a decryption share p;;

A user decryption module (run by D) that, given a ciphertext ¢, interacts with
the servers, and eventually outputs m = DECpk (¢, pi, f1.--fin)-

A run of the system consists of an invocation of the key generation module
(at the end of which pk is made public and the secret keys are given to the
corresponding servers), followed by an interaction among the parties via some
standard model of distributed communication. (For simplicity assume ideally
secure and authenticated communication links). The interaction is orchestrated
by an adversary A who can invoke F and D on cleartexts and ciphertexts of its
choice; in addition, A can corrupt D and up to ¢ servers. (The corruptions are
either static or dynamic. Corrupting D gives A access to the decrypted data.) We
augment the model by allowing the adversary to freely interact with an addi-
tional entity, called an environment machine Z. This (Turing) machine models the
external environment, and in particular provides the adversary with arbitrary
and interactive ‘auxiliary input’ throughout the run of the system. In particular,
Z learns all the information learned by A (and, in general, can have additional
information that is unknown to A.)

We let the global output EXEC, 4,z of a run of a threshold PKC 7 with adver-
sary A and environment Z be the concatenation of the output of all the parties,
the adversary, and the environment machine. In particular, the global output reg-
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isters all the encryption requests made to F, all the decryption requests made
to D and each S;, and the resulting ciphertexts and cleartexts.

THE IDEAL ENCRYPTION MODEL. The ideal model consists of replacing the
four modules of a threshold PKC with a trusted service T, parameterized by
a threshold ¢, and a security parameter k. First T receives a description of a
distribution I" from the adversary (who is now called an ideal model adversary,
S ) Next, the trusted party provides the following services:
Ideal Encryption, where E hands T a message m to encrypt. In response, E
receives a receipt ¢, chosen from distribution I" independently of m.
Ideal Decryption, where The servers can hand a receipt ¢ to T'. Once t servers
have handed ¢ to T', and if ¢ was previously generated by T', then 7" hands D
the message m that corresponds to c. Otherwise T" ignores the request.
A run of the system in the ideal model is orchestrated by the adversary in the
same way as described above.

Let the ideal global output IDEAL; s =z be defined analogously to EXEC, 4.z
with respect to parties running in the ideal encryption model with ideal-model
adversary S, where t is the trusted party’s threshold.

SECURITY OF THRESHOLD PKCs. A threshold PKC 7 is called t-secure if it
emulates the ideal encryption service, in the following way. For any adversary A
there should exist an ideal model adversary S such that for any environment Z
the global outputs IDEAL; s z and EXEC, 4,z are computationally indistinguish-
able (when regarded as distribution ensembles). We stress that the environment
Z is the same in the real-life and ideal executions; that is, S can “mimic” the
behavior of A in any environment.

Replacing an ideal service. The quantification over all environments Z provides
a powerful guarantee. In particular, it captures the interaction of any application
protocol with the PKC in question. Consequently, this definition can be used to
show the following attractive property of PKCs. Consider an arbitrary, multi-
party ‘application protocol’ m where, in addition to communicating over the
specified communication channels, the parties have access to an ideal encryption
service similar to the one described above. Let 7 be a PKC that meets the above
definition, and let 7™ be the protocol where each call to the ideal service is
replaced, in the natural way, with an invocation of the corresponding module of
7. Then 77 emulates w, where the notion of emulation is similar to the one used
above. See more details in [12)].

3 A Threshold Cryptosystem

Our threshold cryptosystem is based on the Cramer-Shoup cryptosystem [17].
We first briefly review the (basic variant of the) Cramer-Shoup scheme, denoted

3 Typically, I" will be the distribution of an encryption of a random message in the
domain, under a randomly chosen public key.
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¢s, and modify it as a step towards constructing the distributed scheme. Next
we present the basic scheme and its extensions.

The Cramer-Shoup scheme. Given security parameter k, the secret key is (p, g1,
g2, %1, T2, Y1, Y2, 2, H) where p is a k-bit prime, g1, go are generators of a subgroup
of Z, of a large prime order ¢, function H is a hash function chosen from a

collision-resistant hash function family and x1,x2,y1,y2, 2 & ZqE The public
key is (p, g1, g2, ¢, d, h) where ¢ = ¢g{'g5%, d = g¥*¢¥>, and h = gi.

It is assumed that messages are encoded as elements in Z,. To encrypt a
message m choose r <~ Z, and let ENC(m, ) = (g}, g5, h"m, ¢"d"®), where a =
H(g}, g5, h"m). Decrypting a ciphertext (ui,us,e,v) proceeds as follows. First
compute v/ = uf' TV 452 TY2Y Next, perform a validity check: if v # v’ then
output an error message, denoted ‘?’. Otherwise, output m = e/uf. Security
of this scheme against CCA is proven, based on the decisional Diffie-Hellman
assumption (DDH), in [17].

Towards a threshold scheme. We first observe that this scheme can be slightly
modified as follows, without losing in security. If the decryptor finds v # v’ then
instead of outputting ‘?’ it outputs a random value in Z . In a sense, the modified
scheme is even “more secure” since the adversary does not get notified by the
decryptor whether a ciphertext is valid.

Next, modify this scheme further, as follows. The decryption algorithm now
does not explicitly check validity. Instead, given (uj,us,e,v) it outputs e/u? -
(v'/v)*, where v' is computed as before and s <~ Z,. (Note that now the decryp-
tion algorithm is randomized.) To see the validity of this modification, notice
that if v = o’ then (v/v")* = 1 for all s, and the correct value is output. If
v # v’ then the decryption algorithm outputs a uniformly distributed value in
Z4, independent of m, as in the previous scheme. Call this scheme M-Cs.

Claim. If scheme €S is secure against CCA then so is scheme M-CS.

Proof. Correctness of M-Cs (i.e., correct decryption of correctly generated cipher-
texts) clearly holds. To show security against CCA, consider an adversary A that
wins in the ‘CCA-game’ (see [17]) against M-CS with probability non-negligibly
more than one half. Construct the following adversary, A’ that operates against
cs. A’ runs A, with the exception that whenever A’ receives an answer ‘?’ from
the decryption oracle it chooses r < Z4 and gives r to A. Finally A" outputs
whatever A does. The view of A’ is distributed identically to its view in an in-
teraction with M-CS, thus it predicts the bit b chosen by the encryption oracle
of A" with probability non-negligibly more than one hallf.

Verifying Validity of Ciphertexts. An apparent disadvantage of M-CS is that
even a legitimate user of the decryption algorithm does not learn whether a

4 In fact, H can be a target-collision-resistant hash function. The notation e &D
means that element e is drawn uniformly at random from domain D.
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ciphertext was valid. However, this information may be obtained in several ways:
First, when applying the decryption algorithm twice to an invalid ciphertext,
two independent random numbers are output, but if the ciphertext is valid then
both applications output the same cleartext. Alternatively, valid cleartexts can
be assumed to have a pre-defined format (say, a leading sequence of zeros). The
output of the decryption algorithm on an invalid ciphertext, being a random
number, has the right format with probability that can be made negligibly small.

On Remotely Keyed Encryption: As a side remark, one can trivially change CS
and M-Cs to qualify as a remotely-keyed-encryption scheme [7] secured against
lunch-time attacks. Simply, drop d from the public key, and let ENC(m,r) =
(97,95, h"m, cr) Then the user sends to be decrypted remotely only (g7, g5, c"),
dropping the third component of the ciphertext. To decrypt, the server who gets

0 s
(u1,u2,v) computes v = uj'u3* and sends p = (vu# back to the user. The
1
user sets m = e - p. Clearly, the server got no information about m. A similar
modification can be applied to the threshold PKC coming up in the next section,

to obtain a remotely keyed threshold PKC secure against lunch time attacks.

3.1 An Threshold Cryptosystem for Passive Server Faults

The basic threshold scheme, denoted T-Cs, distributes scheme M-CS in a straight-
forward way. Let p, q, g1, g2 be as in the original scheme, and let ¢ be the thresh-
old. The scheme requires an additional parameter, L, specifying the number of
decryption performed before the public and secret keys need to be refreshed. We
first describe the scheme for the case where all serves follow their protocol.

KEY GENERATION. For simplicity we assume a trusted dealer for this stage. This
simplifying assumption can be replaced by an interactive protocol performed by
the servers. This can be done using general multi-party computation techniques
[26;6./154]'5& more efficiently using techniques from [35]. Say that a polynomial
P(¢) = ?:0 ;& (mod ¢) is a random polynomial for a if ag = a and a;...aq <
Z4. The dealer generates:

o L1, Lo, Y1, Y2, 2 Z4 as in the original ¢S, and random degree ¢ polynomials
Pr(), P*2(), PY:(), P¥2(), P*() for x1,x2,y1, Yo, 2, respectively.

e L values s;...s1, < Z, and random degree ¢ polynomials P**()...P*= () for them.
e L random degree 2t polynomials P°1()...P°%() for the value 0l

Let x;; = P%i (). Let y; 4, 2, 51,4, 01,; be defined similarly. The secret key of server
S; is now set to sk; = (P, q, 91, 92, T1,45 T2, Y1.i5 Y2,i» Zis S1,i---SL,i» 01,i---0L ;). The
public key is identical to that of cs: pk = (p, ¢, g1, g2, ¢, d, h) where ¢ = g{'g32,
d=g¥ ¢y, and h = ¢f.

5 This simplification was suggested in [17].

5 Looking ahead, we note that these values are needed to make sure that the partial
decryptions are computed based on a random degree 2t polynomial. More specifically,
these shares make sure that polynomial Q() defined in Equation (2) below is a random
degree 2t polynomial for the appropriate value.
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ENCRYPTION is identical to CS: ENCpk(m, 1) = (g7, g5, h"m,c"d"), where o =
H(g1, 93, h"m).

DECRYPTION. Each server S; proceeds as follows, to decrypt the lth ciphertext,
(u1,uz,e,v). First it computes a share v} of v’, by lettigg v :ufl’i+yl’iau§2’i+y2’ia.

Then it computes a share ui’ of uf and a share g;* of the value ‘1’. Next it
computes and outputs the partial decryptionE

fi= i (o)) g

The user module collects the partial decryptions fi...f, and computes the value
fo=17", Z)‘, where the \;’s are the appropriate Lagrange interpolation coeffi-
cients; that ispthe Ai’s satisfy that for any degree 2¢ polynomial P() over Z, we
have P(0) = 7, A\;P(i). Next, the user outputs m = e/ fo.

Theorem 1. If the DDH assumption holds then T-CS is a t-secure threshold
cryptosystem for any t < 3, provided that even corrupted servers follow their
protocol.

Proof. See proof in [12]. Here we only verify that the output of the user’s de-
cryption module is identical to the output of the decryption module in M-CS.
Each partial decryption f; can be written as follows:

_ozi—si(mitynia) —si(Teity2i) s, 01
fi =] Uy vt gy (1)

Let 1 = log,, w1 (i.e., ry satisfies g1* = wuq), let 73 = log,, u2, and let 73 =
log,, v. Then we have

f‘ T Zi—T10S1i %1, 108 i Y1,i—T2°81,iT2,i —T2Q S Y2, +T3:S1,i 1014

i = 01 .

Consequently, f; = g?(i) where Q() is the degree 2t polynomial:

Q0 =11 P*() = 1 P ()P () = 11aP* ()PYL() — 12 P () P*2()
— raaP* ()PP () + 13 P () + P7()

It follows that

_ Q) _ riz—risimi—ria-s;yi—ro-sita—roa-s;y2+ra-s;+0 _ |z sy
fo=g; =0 =uj - (v/v')

therefore e/ fo = m - (v'/v)*5L.

How to synchronize the s’s. The above scheme may encounter synchronization
problems when the servers receive the ciphertexts in different orders, and con-
sequently associate shares of different s’s with the same ciphertext. A way for
solving this problem is to have the servers agree on a bivariate polynomial H(z, y)

" Once the partial decryption is generated, the server erases the shares 01,i, S1,;- This
provision is important for proving security of the scheme against dynamic adversaries
that may corrupt parties during the course of the computation.
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of degree t in  and degree L in y, where each server P; holds the degree-m uni-
variate polynomial H;(y) = H(i,y). The value s; . associated with the ciphertext
¢ is computed as s; . = H (4, h(c) where h() is a collision-resistant hash function
that outputs numbers in Z,. It now holds that the first L ciphertexts will be as-
sociated with L independent s’s, regardless of the relative order of arrival at the
servers. (Ciphertext ¢ will be associated with the value s. = H(0, h(c)). Using
bivariate polynomials for related purposes is common in the literature. The use
here is similar to the one in [32].

This method does not reduce the memory requirements from the servers,
since each H; has L + 1 coefficients. Furthermore, our proof of security against
dynamic adversaries does not go through when this method is used. (Security
against static adversaries remains unchanged.)

In an alternative method (that allows the proof against dynamic adversaries
to go through) the servers use a universal hash function h (not cryptographic,
just avoiding collisions with high probability) to map the ciphertext ¢ to an
index i. Once an s; has been utilized, erase it from the list Note that universal
hash functions suffice here, as it is in the interest of the encrypting party to
prevent collisions in hashed ciphertexts. However, only a fraction of the s’s are
used before collisions become frequent.

On pseudorandomly generated s’s. The need to prepare in advance the s’s and
the o’s (i.e., the shared random values and the shares of the value 0) is a draw-
back of our scheme. It raises an interesting open problem of whether it is possible
to construct a non-interactive and efficient implementation of a threshold pseu-
dorandom function (TPRF), namely a PRF family {fx} where the secret key k is
shared by a number of servers so that the servers can jointly evaluate the func-
tion, yet the function remains pseudorandom to an adversary who may control a
coalition of some of the servers. For our scheme, we would need in addition that
the shares of the servers of fi(c) would correspond to the values of a degree-t
polynomial whose free term is fi(c). If such function family would exist, then
instead of pre-sharing the random s’s, each server S; will, given a ciphertext c,
set s; to be the ith share of fi(c). (The shares of the value ‘0’ can be pseudo-
randomly generated using similar methods.)

In fact, a threshold pseudorandom generator (TPRG) will suffice for us and
could possibly be easier to implement. In a TPRG suitable for our purpose, the
seed to the generator would be shared among the servers. Each server would
compute a point on a degree ¢t random polynomial whose free term is the ith
output block of the generator.

8 In the event that a ¢’ arrives s.t. h(¢') = i for an s; that was previously used and
erased, the server alerts the user to replace ¢’ with ¢’ (a perturbed ¢’) and Sp(cwy is
used instead.
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3.2 Achieving Robustness

This section deals with protecting against actively faulty decryption servers. No-
tice that since scheme T-Cs is non-interactive then actively faulty servers cannot
help the adversary in compromising the secrecy of encrypted messages that were
not explicitly decrypted by the non-corrupted servers. The only damage that
actively faulty servers can cause is denial of service. This is a lesser concern than
secrecy, and in particular can usually be dealt with using external methods,
such as notifying a higher-layer protocol or an operator. Still, we describe three
methods for dealing with such active faults, as sketched in the Introduction.

Local error correcting. The first method uses the fact that, as long as t < 3,
the correct value fy is uniquely determined. This holds even if up to t of the

fi’s are arbitrary elements in Zg: Let Q() be the polynomial defined in Equation

[@). Then at least n — t of the partial decryptions fi...f, satisfy f; = g?(i).
Furthermore, there exists only a single degree 2¢ polynomial that agrees with
n —t of the f;’s.

We describe below a method for finding fy = g? ©) This method is efficient
only when ¢t = O(y/n). We do not know how to efficiently find f for larger values
of t; this ‘error correction in the exponent’ is an interesting and general open
problem with various applications for cryptographic protocols. In particular,
standard error correction algorithms for Reed-Solomon codes [30J41], which work
when the perturbed Q(i)’s are explicitly given, do not seem to work here.

Our simplistic method for finding the value fy = ng(O) proceeds as follows.

We first pick at random a set G = {f;,...fi,} of d = 2t + 1 f;’s, and check its
validity using lt:l}e appropriate Lagrange coefficients. That is, let A7...A\J be such
that P(x) = Z:l A P(ix) for all polynomials P() of degree 2t. (These Ai’s
are specific for = and for the set G.) Then, for each j = 1..n we test whether

J
i = H;j:lf{;’“. Say that s is valid if the test fails for at most ¢ f;’s. We are

guaranteed by the uniqueness of Q() that if G is valid then letting fo = IT{_, {}:’i
yields the correct value. Furthermore, if S; is uncorrupted (and thus f; = ng(z))
for all 7 € G then G is valid.

We thus repeatedly choose random sets of size 2t + 1 and check for validity.
Each trial succeeds with probability £2(e=2°/7). Thus when ¢ = O(y/n) we are
guaranteed that a valid set G is found within a constant number of trials. (A
similar argument is used in [2]). When n is small — as would be the case for
practical applications — this method is quite efficient.

Interactive proofs of validity of partial decryptions. This method calls for the
decrypting user to perform a (four-move) Zero Knowledge interaction with each
of the servers to verify the validity of the partial decryptions. While making sure
that neither corrupted servers nor a corrupted user gather more information
(or, rather, more computational ability) than in the basic scheme (T-Cs), these
interactions guarantee that the user will almost never accept an invalid partial
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decryption as valid. Once the interactions are done, the user interpolates fjy as
in the basic scheme, based on the acceded partial decryptions. We remark that
the user need not always perform these interactions. It can first locally check
validity (using terminology from the previous method) of the entire set { f1...f,}
and interact with the servers only if {fi...f,} is found invalid.

We use standard techniques for discrete-log based ZK proofs of membership
and knowledge [2TIT4[T5/40IT6IR]. First the following verification information is
added to the public key. (We stress that this information is not needed for
encrypting messages; it is used only by the decrypting users.) For each server .S;
and each [ = 1..L we add:

S1,4 S1,4 01,4
91 917" 92"y Go
Now, given the Ith ciphertext (ui,us,e,v) server S; sends to the decrypting
user, along with the partial decryption f; (computed as in T-CS), also the values
@ = u"" and @y = u5"'. Next, S; and the user U engage in the following
interaction, whose purpose can be informally described as follows. Recall that
a = H(uq,us,e). Server S; proves to U that:

1,i St,i

1. log,, 11 = logg1 g;"" and log,,, u2 = log,, g,
2. S; “knows” values wy, w2, w3, ws, ws and x1,;, T2,4, Y1,i, Y2,i, such that:
( ) w2 w3 - Wy - ws = f;
(b) w a; iyt and wy b = adt Y ayt
(c) logu1 wg = log,, gll
) 3

(d) log, ws = log,, 9 v
(e) log,,, ws = log,, gob'

The proof proceeds as follows. We describe the proof in two parts. These parts
are performed in parallel. (In fact, U can use the same challenge for both proofs.)
First, to prove item (@] a standard ZK proof of equality of discrete-logs [16] is
performed:

U commits to a challenge ¢ & ZqE

S; chooses 1,19 < Zg, and sends by = uj', by = ¢7%, b3 = up?, by = g52 to U.
U de-commits to ¢

S; sends a1 =11 + ¢s;,; and ag =r2+cs; toU.

U accepts if uj' = ufbl and @ = it cba

Al ol o

~cbs Sl sz4

and u3? = 45 and g5?
The above interaction consists of two [16] proofs, that use the same challenge.
It can be seen that using the same challenge does not significantly increase the
probability of error for the user.

Next, to show item (@) above, server S; and user U engage in the following
interaction (which is a combination of the above proof of equality of discrete
logs, and a proof of “knowledge of a representation” from [T415] (we use the
formulation of [R]).

9 Specifically, we use the Pedersen commitment scheme [36]. Here the parties may use
two predetermined generators g, h of the subgroup of size ¢ in Z},. The user commits
to ¢ by sending g°h® for a randomly chosen s in Zg.
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1. U commits to a challenge ¢ < 74, as before.

2. S; chooses 71...77 <= Z, and sends by = @} i}, by = U ULAY, by = u'?,

by = g1°, bs =", bg = g1°, br = g\", bs = g3" to U.

U de-commits to c.

4. 8; sends a1 = 11 + x14¢, ag = ro + T2,4C, A3 = T3 + Y1,iC, a4 = T4 + Y2,iC,
as =15 + z;c, ag = e + 515C, ar =16 + 01, to U.

Zi,cb4 Sl,iCbG Ol,iCbS

5. U accepts f; if g1° = g] and ¢7° = ¢] and g37 = g, and

w

~a1~a2 ~a3qx ~a400, as5,.a6 A7 __ fC
Wyt U2 U3 ug *uP v gi" = fb1babsbsbr. (3)

The above interaction combines three [I6] proofs of equality of discrete loga-
rithms with two [I4l15] proofs of knowledge of representation. In addition to
using the same challenge, here the verifier’s acceptance conditions of the five
proofs are combined in a single product (@). This allows the verifier to check
the validity of the product f; without knowing the individual w;’s. Correct-
ness of this interaction is based on the fact that if S; ‘knows’ representations
wit = a7 Ayt and wy ' = @y Y ay> then the values @1 4, a4, Y1, Y2,i Must
be the ones from S;’s secret key (otherwise a knowledge extractor for S; can be
used to find the index of go w.r.t. g1).

User U decides that f; is valid if it accepted f; in both of the above inter-
actions. Finally, U proceeds to compute fy and m based on the valid f;’s, as in
the basic scheme. Let 1-CS denote this interactive variant of T-CS.

Theorem 2. If the DDH assumption holds then 1-CS is a t-robust threshold
cryptosystem for any t < 5

The proof combines the simulation technique from the proof of Theorem [I] with
the proofs of the protocols of [16]1415]. We omit details from this version. (Here
we only withstand static adversaries.) We remark that the protocols described
here do not withstand asynchronously concurrent interactions between a cor-
rupted user and the servers. This problem can be solved once general mechanisms
for efficiently dealing with the concurrency problem are provided.
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Abstract. We present the first efficient statistical zero-knowledge pro-
tocols to prove statements such as:

— A committed number is a prime.

— A committed (or revealed) number is the product of two safe primes,

i.e., primes p and ¢ such that (p — 1)/2 and (¢ — 1)/2 are prime.
— A given integer has large multiplicative order modulo a composite
number that consists of two safe prime factors.

The main building blocks of our protocols are statistical zero-knowledge
proofs of knowledge that are of independent interest. We show how to
prove the correct computation of a modular addition, a modular multi-
plication, and a modular exponentiation, where all values including the
modulus are committed to but not publicly known. Apart from the va-
lidity of the equations, no other information about the modulus (e.g., a
generator whose order equals the modulus) or any other operand is ex-
posed. Our techniques can be generalized to prove that any multivariate
modular polynomial equation is satisfied, where only commitments to
the variables of the polynomial and to the modulus need to be known.
This improves previous results, where the modulus is publicly known.
We show how these building blocks allow to prove statements such as
those listed earlier.

1 Introduction

The problem of proving that a number n is the product of two primes p and
g of special form arises in many recently proposed cryptographic schemes (e.g.,
[718)20l21]) whose security is based on both the infeasibility of computing discrete
logarithms and of computing roots in groups of unknown order. Such schemes
typically involve a designated entity that knows the group’s order and hence
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is able to compute roots. Although the other involved entities must not learn
the group’s order, nevertheless, they want to be assured that it is large and not
smooth, i.e., that computing discrete logarithms is infeasible to the designated
entity as well. An example of groups used in such schemes are subgroups of Z.
Here, it suffices that the designated entity proves n to be the product of two safe
primes, i.e., primes p and ¢ such that (p — 1)/2 and (¢ — 1)/2 are prime. More
precisely, if n is the product of two safe primes p and ¢ and a? # 1 (mod n)
and ged(a? — 1,n) = 1 holds for some a (which the verifier can check easily),
then a has multiplicative order (p—1)(¢—1)/4 or (p—1)(¢—1)/2 [21]. Another
example are elliptic curves over Z,. In this case, n is required to be the product
of two primes p and ¢ such that (p +1)/2 and (¢ + 1)/2 are prime [25]. Finally,
standards such as X9.31 require the modulus to be the product of two primes p
and ¢, where (p —1)/2, (p+1)/2, (¢ — 1)/2, and (¢ + 1)/2 have a large prime
factor that is between 100 and 120 bit [39 . Previously, the only way known
to prove such properties was applying inefficient general zero-knowledge proof
techniques (e.g., [23/516]).

In this paper we describe an efficient protocol for proving that a commit-
ted integer is in fact the modular addition of two committed integer modulo
another committed integer without revealing any other information whatsoever.
Then, we provide similar protocols for modular multiplication, modular expo-
nentiation, and, more general, for any multivariate polynomial equation. Pre-
viously known protocols allow only to prove that algebraic relations modulo
a publicly known integer hold [A9ITI6I8]. Furthermore, we present an efficient
zero-knowledge argument of primality of a committed number and, as a conse-
quence, a zero-knowledge argument that an RSA modulus n consists of two safe
primes. The additional advantage of this method is that only a commitment to
n but not n itself must be publicly known. If the number n is publicly known,
however, more efficient protocols can be obtained by combining our techniques
with known results which are described in the next paragraph.

A number of protocols for proving properties of composite numbers are found
in literature. Van de Graaf and Peralta [37] provide an efficient proof that a given
integer n is of the form n = p"¢®, where r and s are odd, p and ¢ are primes and
p=q =3 (mod4). A protocol due to Boyar et al. [2] allows to prove that a
number n is square-free, i.e., there is no prime p with p|n such that p?|n. Hence,
if both properties are proved, it follows that n is the product of two primes p and
g, where p = ¢ =3 (mod 4). This result was recently strengthened by Gennaro
et al. [22] who present a proof system for showing that a number n (satisfying
certain side-conditions) is the product of quasi-safe primes, i.e., primes p and

! However, it is unnecessary to explicitly add this requirement to the RSA key gener-
ation. For randomly chosen large primes, the probability that (p —1)/2, (p+1)/2,
(g—1)/2, and (¢ +1)/2 have a large prime factor is overwhelming. This is sufficient
protection against the Pollard p — 1 and Williams p + 1 factoring methods [32|38].
Moreover, an efficient proof that an arbitrarily generated RSA modulus is not weak
without revealing its factors seems to be hard to obtain as various conditions have
to be checked (e.g., see [1]).
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q for which (p — 1)/2 and (¢ — 1)/2 is a prime power. However, their protocol
can not guarantee that (p — 1)/2 and (¢ — 1)/2 are indeed primes which is what
we are aiming for. Finally, Chan et al. [L1I] and Mao [29] provide protocols for
showing that a committed number consists of two large factors, and, recently,
Liskov & Silverman describe a proof that a number is a product of two nearly
equal primes [28].

2 Tools

In the following we assume a group G = (g) of large known order @ and a second
generator h whose discrete logarithm to the base g is not known. We define the
discrete logarithm of y to the base g to be any integer x such that y = ¢g® holds,
in particular discrete logarithms are allowed to be negative. Computing discrete
logarithms is assumed to be infeasible.

2.1 Commitment Schemes

Our schemes use commitment schemes that allow to prove algebraic properties
of the committed value. There are two kinds of commitment schemes. The first
kind hides the committed value information theoretically from the verifier (un-
conditionally hiding) but is only conditionally binding, i.e., a computationally
unbounded prover can change his mind. The second kind is only computation-
ally hiding but unconditionally binding. Depending on the kind of the commit-
ment scheme employed, our schemes will be statistical zero-knowledge arguments
(proofs of knowledge) or computational zero-knowledge proof systems. Cramer
and Damgard [16] describe a class of commitment schemes allowing to prove
algebraic properties of the committed value. It includes RSA-based as well as
discrete-logarithm-based schemes of both kinds. For easier description of our
protocols, we will use a particular commitment scheme which is due to Pedersen
BI]: A value a € Z¢ is committed to by ¢, := g*h", where r is randomly chosen
from Zg. This scheme is unconditionally hiding and computationally binding,
i.e., a prover able to compute log, h can change his mind. Therefore our protocol
will be statistical zero-knowledge proofs of knowledge (or arguments). However,
our protocols can easily be adapted to work for all the commitment scheme
exposed in [I6].

2.2 Various Proof-Protocols Found in Literature

We review various zero-knowledge protocols for proving knowledge of and about
discrete logarithms and introduce our notation for such protocols.

Proving the knowledge of a discrete logarithm x of a group element y to a base
g [13135]. The prover chooses a random r €r Zg and computes ¢ := ¢g" and
sends ¢ to the verifier. The verifier picks a random challenge ¢ € {0,1}* and
sends it to the prover. The prover computes s := r — cx (mod @) and sends
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s to the verifier. The verifier accepts, if ¢g°y° = t holds. This protocol is an
honest-verifier zero-knowledge proof of knowledge if k = O(poly(log Q)) and
a zero-knowledge proof of knowledge if k = O(loglog(Q)) and when serially
repeated O(poly(log Q)) times. This holds for all other protocols described in
this section (when not mentioned otherwise). Adopting the notation in [8], we
denote this protocol by PK{(a) : y = ¢g“}, where PK stands for “proof of
knowledge”.

Proving the knowledge of a representation of an element y to the bases g1,... , g
[3/12], i.e., proving the knowledge of integers 1, . .. , x; such that y = Hézl git.
This protocol is an extension of the previous one with respect to multiple bases.
The prover chooses random integers 71, ... ,r; €g Zg, computes t := Hé:l AR
and sends the verifier ¢. The verifier returns her a randomly picked challenge
c €gr {0,1}*. The prover computes s; := 7; — cz; (mod Q) fori=1,...,l and
sends the verifier all s;’s, who accepts, if t = y° Hizl g;* holds. This protocol
is denoted by PK{(a1,...,q;) 1y = Hi’:l g7}

Proving the equality of the discrete logarithms of elements y; and y2 to the bases
g and h, respectively [T4]. Let y; = ¢* and y2 = h*. The prover chooses a
random r € Zg), computes ¢ := g, ¢ := h", and sends ¢1,12 to the verifier.
The verifier picks a random challenge ¢ € {0,1}* and sends it to the prover.
The prover computes s := r — cz (mod @) and sends s to the verifier. The
verifier accepts, if ¢g°y{ = t1 and h®yS = to holds. This protocol is denoted by
PK{(a) : y1 = g® Ay2 = h®}. Note that this method allows also to prove that
one discrete log is the square of another one (modulo the group order), e.g.,
PK{(a) 151 = g% Ny2 = yi'}.

Proving the knowledge of (at least) one out of the discrete logarithms of the ele-
ments y; and yo to the base g (proof of OR) [T7J34]. W.l.0.g., we assume that
the prover knows x = log, y1. Then 1, s2 €r Z§, c2 €r {0, 1}* and computes
t1 == g™, 12 := ¢g®y5? and sends t; and 2 to the verifier. The verifier picks a
random challenge ¢ € {0,1}* and sends it to the prover. The prover computes
c1:=c@ ey and 81 :=7r; — c1z (mod Q) (where @ denotes the bit-wise XOR
operation) and sends s, $2,c¢1, and ¢o to the verifier. The verifier accepts, if
c1 @ = candt; = g%y;* holds for i € {1,2}. This protocol is denoted by
PK{(o,) : y1 = g% V y2 = ¢g°}. This approach can be extended to an effi-
cient system for proving arbitrary monotone statements built with A’s and V’s
[T734].

Proving the knowledge of a discrete logarithm that lies in a given range, that is,
20 9k < log, y < 26 4 2% for some parameters £; and fo. (The parameter
24 acts as an offset and can also chosen to be zero.) In principle, this statement
can be proved by first committing to every bit of # = log, y and then showing
that the committed values are either a 0 or a 1 and constitute the binary
representation of x. This method is linear in the number of bits of z. A more
efficient but only statistical zero-knowledge protocol can be obtained from the
basic protocol proving the knowledge of log,y by restricting the verifier to
binary challenges and by requiring the prover’s response s to satisfy 261 —
2¢atl g < 260 4 2¢02F1 where € > 1 is a security parameter. Now, when
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considering how the knowledge extractor can compute an x = log, y from two
accepting protocol views with the same first message, it can be concluded that
the prover must know an = = log, y such that 200 _ 9¢2F2 g < 96 | 9cla2
holds [LI]. We denote this protocol by

PK{(a):y=g* A28 — 22 < q < 20 4 2P}

where /5 denotes el5+2 (we will stick to that notation for the rest of the paper).
For more details on this protocol we refer to [6/11]. Finally, the restriction to
binary challenges can be dropped if the order of the group is not known to
the prover (e.g., if a subgroup of an RSA-ring is used) and when believing in
the non-standard strong RSA-assumptior [I8[19]. Although we describe our
protocols in the following in the setting where the group’s order is known to
the prover, all protocols can easily be adapted to the case where the prover
does not know the group’s order using the techniques from [I8[I9].

All described protocols can be combined in natural ways. First of all, one can use
multiple bases instead of a single one in any of the preceding protocols. Then,
executing any number of instances of these protocols in parallel and choosing the
same challenges for all of them in each round corresponds to the A-composition
of the statements the single protocols prove. Using this approach, it is even
possible to compose instances according to any monotone formula [I7)34]. In the
following we will use of such compositions without having explained the technical
details involved for which we refer to [AI9ITOIT7I34].

3 Secret Computations with a Secret Modulus

The goal of this section is to provide an efficient protocol to prove that a® = d
(mod n) holds for some committed integers without revealing the verifier any
further information (i.e., the protocol is zero-knowledge). A step towards this
goal are protocols to prove that a committed integer is the addition or the
multiplication of two other committed integers modulo a third committed integer
n.

The algebraic setting is as follows. Let ¢ be an integer such that —2¢ <
a,b,d,n < 2° holds and € > 1 be security parameter (cf. Section[2). Furthermore,
we assume that a group G of order Q > 22¢+5 (= 22¢+1) and two generators g
and h are available such that log, h is not known. This group could for instance
be chosen by the prover in which case she would have to prove that she has
chosen it correctly. Finally, let the prover’s commitments to a, b, d, and n be
Cq = g*h™, ¢ == gPh™2, cq := g®h"™®, and ¢, := g"h"*, where 11, 73, r3, and 74
are randomly chosen elements of Zg.

2 The strong RSA assumption states that there exists a probabilistic polynomial-time
algorithm G that on input 1™ outputs an RSA-modulus n and an element z € Z7,
such that it is infeasible to find integers e € {—1, 1} and w such that z = u® (mod n).
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3.1 Secret Modular Addition and Multiplication

We assume that the verifier already obtained the commitments c,, ¢, ¢4, and
¢n. Then the prover can convince the verifier that a + b = d (mod n) holds by
sequentially running the protocol denotedd by

S+ = PK{(O[767’Y’ 5767 Can7ﬁ7ﬂ-a )‘) P Cg = gah,ﬁ A (722 <a< 2E) A
c,=g"h? A (—22 << 22) A cqg = g°hS A (—22 <e< 22) A
en=g"? A (=20 <p<2l) n S —pr A (2 <n < 25)}
CqCp
k times. Alternatively, she can convince the verifier that ab = d (mod n) holds
by running the protocol

S, = PK{(, 8,7,6,6,(,n,9,0,6) : ca=g*h" A (—22 <a< 22) A
ey, =g h® A (—22 <y < 22) A cqg=gh¢ A (—22 <e< 22) A
cn = g"h? A (7212 <n< 22) A cq=cpcRhs A (722 <p< 212)}

k times with him.

Remark. In some applications the prover might be required to show that n has
some minimal size. This can by showing that 7 lies in the range 2t —ob < n <
201 1 2%2 ingtead of —2¢ < n < 2! for some appropriate values of ¢; and ¢y (cf.

Section 2.2)).

Theorem 1. Let a, b, d, and n be integers that are committed to by the prover
as described above and assume computing discrete logarithms in G is infeasible.
Then the protocol S is a statistical zero-knowledge argument that a +b = d
(mod n) holds. Furthermore, the protocol Si is a statistical zero-knowledge ar-
gument that ab = d (mod n) holds. The soundness error probability for both
protocols is 27°F.

Proof. The statistical zero-knowledge claims follows from the statistical zero-
knowledgeness of the building blocks.

Let us argue why the modular relations among the committed integers hold.
First, we consider what the clauses prove that S and S, have in common.
Running the prover with either protocol (and using standard techniques), the
knowledge extractor can compute integers a, b ci, n, 71, T2, 73, and 74 such
that ¢, = gah”, ch = gbh”, cd = gbhr?’, and ¢, = ¢™h™ holds. Moreover,
2l < a <2l 2l < b <2 —2' < d < 2! and =27 < A < 2! holds for these
integers.

When running the prover with S5, the knowledge extractor can further com-
pute integers 75 € Zg and 4 with —2¢ < i < 2 such that ca/(cacy) = c2h's

holds. Therefore, we have gd a=bpia=f1—f2 — ¢t R#F s and hence, provided

3 Recall that ¢ denotes €l + 2.
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loggh is not known, we must have d = @ + b + @n (mod Q). Thus we have

d=a-+0b+an + W@ for some integer w. Since 220+1 @ and due to the con-
straints on a, b, d n, and 4, we can conclude that the integer w must be 0 and
sod=a+b (mod fL) must hold.

Now consider the case when running the prover with S.. In this case the
knowledge-extractor can addltlonally compute integers 7g € ZQ and 0 with

—2l < 4 < 2 such that cg = clc®h’e and thus gdhis = g“b"’”"h‘”z"’””"’”’
holds. Again, assuming that log, h is not known, we have d=ab+on (mod Q).

As before, due to Q?Z‘H < @ and the constraints on a, b, d, n, and 0 we can
conclude that d = ab (mod 7) must hold for the committed values. O

3.2 Secret Modular Exponentiation

We now extend the ideas from the previous paragraph to a method for proving
that a” = d (mod n) holds. Using the same approach as above, i.e., having the
prover to provide a commitment to an integer a that equals a® (in Z) and proving
this, would required that G has order about 2% and thus such a protocol would
become rather inefficient. A more efficient protocol is obtained by constructing a’
(mod n) step by step according to the square & multiply algorith, committing
to all intermediary results, and then prove that everything is consistent. This
protocol is exposed in the following. We assume that an upper-bound ¢, < ¢ on
the length of b is publicly known.

1. Apart from her commitments c¢,, ¢y, ¢4, and ¢, to a, b = Zfl’:gl b;2%, d, and
n, the prover must commit to all the bits of b: let ¢, := gbi h™ with 7; €g
Zg for i € {0,...,¢, — 1}. Furthermore she needs to provide commitments
to the intermediary results of the square & multiply algorithm: let ¢,, :=

g(azz (If“’d "Dh%i (i =1,...,0,—1), be her commitments to the powers of a,
i.e., a® (mod n), where 7; €p Zg, and let ¢, == g“ih™, (i=0,...,0,—2),
where u; == u;_1(a®>)% (mod n), (i =1,...,0,—2), up = a® (mod n), and

7; €r Zq. The prover sends the verifier all these commitments.
2. To prove that a® = d (mod n) holds, they carry out the following protocol

k times.
ST:ZPK{(a,ﬁ,&X,%&E,Cm’( iy Wi Vi &y i Ty iy @iy i) 1 (i 02)527%)
e=g"h? A =2 <a <2l A (1)
ca=g"h% A —of < v < 2l A (2)
en=ghS A =20 <e <2l A (3)

ly—1

(H czj)/cb:h" A (4)

* In practice a more enhanced exponentiation algorithm might be used (see, e.g., [15]),
but one should keep in mind that it must not leak additional information about the
exponent.
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Cy, = g)\lhﬂl A LA cwb71 = g)\lb*1hﬂlb*1 A (5)
Co, = COCREY A ¢y, 7CA16V2h§2 Ao N Copy cﬁf: et A (6)
2l <2l ALA =2l n, <2l A (7)
—22<u1<22/\.../\—2@<ugb_1<22/\ (8)
wp = gﬂ'thl AN 6“55*2 = gTrlb—ZhQEb—Q A (9)
ol em <2 AN 2 <y <2t A (10)
((Cbo =h A Cuo/g = hm) v (Cbo/g = h190 A cuo/cil = h¢0)> A (11)
((cb1 =R A cuyfeuy =hT) V (12)
(Cbl/g =h" A ey, = cﬁécﬁlhwl A —2f < p1 < 22)) /AN
((ebrye = 17> A Cupy gy = 1T) ¥ (13)
A

(cbeb—Q/g = h'=2 A Cugy—2 = Cuﬁ: i Zﬁb T2 A _2E < pe—2 < 2€)>

((eviyr = B0 A cafeu, o =h") v (14)

\ ) )
(Cboyr /g =h"""" A ca=cu", en TR A 28 <y, < 218))}

Let us now explain why this protocol proves that a® = d (mod n) holds and
consider the clauses of sub-protocol S;. What the Clauses [[H3] prove should be
clear. The Clause dlshows that the ¢p,’s indeed commit to the bits of the integer
committed to in ¢, (that these are indeed bits is shown in the Clauses TIHI4).
From this it can further be concluded that ¢ commlts to a value smaller than 2% .
The Clauses[EH8 prove that the c¢,,’s indeed contain a® (mod n) (cf. SectionB.1).
Finally, the Clauses [OHI4 show that ¢,,’s commit to the intermediary results of
the square & multiply algorithm and that cq commits to the result: The Clauses (@l
and[M0 show that the c,,’s commit to integers that lie in {—2°+1,...,2¢—1} (for
Cu, this follows from Clause[IT). Then, Clause [[Tlproves that either ¢, commits
to a 0 and ¢, commits to a 1 or ¢p, commits to a 1 and ¢,, commits to the same
integer as ¢,. The Clauses [[2] and [I3 show that for each i =1,... £, — 2 either
¢p, commits to a 0 and ¢,, commits to same integer as c,,_, or ¢, commits to

a 1 and ¢,, commits to the modular product of the value ¢,, , commits to and

1
of a® (mod n) (which ¢,, commits to). Finally, Clause [ proves (in a similar
manner as the Clauses 2 and [[3) that ¢4 commits to the result of the square &
multiply algorithm and thus to a® (mod n).

Theorem 2. Let c,, ¢, cq, and ¢, be commitments to integers a, b, d, and n
and let Coys .- 5 Chyyy Corsevv s Cogyys Cugs - - - 5 Cuyy—p e auailiary commitments.
Then, assuming computing discrete logarithms in G is infeasible, the protocol Sy
is a statistical zero-knowledge argument that the equation a® = d (mod n) holds.
The soundness error probability is 27F.
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Proof. The proof is straight forward from Theorem[Tland the explanations given
above that ¢y, ..., Chpys Coys - - - s Cogy—15 Cugy - -+ > Cugy—25 S implement the square
& multiply algorithm step by step. O

In the following, when denoting a protocol, we refer to the protocol St by
adding a clause like (aﬁ = v (mod (5)) to the statement that is proven and
assume that the prover sends the verifier all necessary commitments; e.g.,

PK{(@,8,7,8,& 5,%,0) : ca = g*h* A ey ='W’ A ca=g"h7 A

Cn = g‘shs A (6P =y  (mod (5))}

3.3 Efficiency Analysis

We assume that G is chosen such that group elements can be represented with
about log @@ bits. For both Sy and S, the prover and the verifier both need
to compute 5 multi-exponentiations per round. The communication per round
is about 10log @ + 5ef bits in case of S, and S.. In case of S}, the prover
and the verifier need to compute about 7/, multi-exponentiations per round.
Additionally, the prover needs to compute about 3¢, multi-exponentiations in
advance of the protocol (these are the computations of the commitments to the
intermediary results of the square & multiply algorithm). The communication
cost per round is about 144, log Q) + 44,ef bits and an initial 3¢, group element
which are the commitments to the intermediary results of the square & multiply
algorithm.

3.4 Extension to a General Multivariate Polynomial

Let us outline how the correct computation of a general multivariate polynomial
equation of form

I t
b..
flze, ...,z a1, ... yabig, ... b, n) :Zainxj”’z 0 (mod n)
i=1  j=1

can be shown, where all integers x1,... ,2¢,a1,...,a;,b1,1,... ,b+, and n might
only given as commitments: The prover commits to all the summands s; :=
ay H;:1 xsl’j (mod n),...,s :=q H;Zl xsl’j (mod n) and shows that the sum
of these summands is indeed zero modulo n. Then, she commits to all the product
terms p1 1 := x?“ (mod n),... ,pes = xf” (mod n) of the product and shows
that s; = a; H;lew- (mod n). Finally, she shows that p;; = x?i’j (mod n)
(using the protocol S;) and that for all 4 the same x; is in p; ;. This extends
easily to several polynomial equations, where some variables appear in more
than one equation.
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4 A Proof that a Secret Number Is a Prime

In this section we describe how a prover and a verifier can carry out a pri-
mality test for an integer hidden in a commitment. Some primality tests reveal
information about the structure of the prime and are hence not suited unless
one is willing to expose this information. Examples of such tests are the Miller-
Rabin test [30J33] or the one based on Pocklington’s theorem. A test that does
not reveal such information is due to Lehmann [27] and described in the next
subsection.

4.1 Lehmann’s Primality Test

Lehmann’s test is variation of the Solovay-Strassen [36] primality test and based
on the following theorem [26]:

Theorem 3. An odd integer n > 1 is prime if and only if
VaeZ’: a™V/?=41 (modn)and 3JaeZ’: a™ /2 =—-1 (modn).

This theorem suggest the following probabilistic primality test [27]:

— Choose k random bases a, ... ,ar € Z,
— check whether agn_l)m = +1 (mod n) holds for all i’s, and
— check whether a§n71)/2 = —1 (mod n) if true for at least one i € {1,... ,k}.

The probability that a non-prime n passes this test is at most 27%, and that a
prime n does not pass this test is at most 27* as well. Note that in case n and
(n —1)/2 are both odd, the condition that agnfl)/Q = —1 (mod n) holds for at
least one i can be omitted. In this special case of Lehmann’s test is equivalent
to the Miller-Rabin test [33] and the failure probability is at most 4=*.

4.2 Proving the Primality of a Committed Number

We now show how the prover and the verifier can apply Lehmann’s primality
test to a number committed to by the prover such that the verifier is convinced
that the test was correctly done but does not learn any other information. The
general idea is that the prover commits to ¢ random bases a; (of course, the
verifier must be assured that the a;’s are chosen at random) and then proves
that for these bases aEnil)/Q = 41 (mod n) holds. Furthermore, to conform with
the second condition in Theorem [] the prover must commit to a base, say a,
such that @™~ 1/2 = —1 (mod n) holds.

Let £ be an integer such that n < 2¢ holds and let € > 1 be a security param-
eter. As in the previous section, a group G of prime order Q > 22> and two
generators g and h are chosen, such that log, i is not known. Let ¢, := g"h™
with 7, €r Zg be the prover’s commitment to the integer on which the primal-
ity test should be performed.

The following four steps constitute the protocol.
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1. The prover picks random a; € Z,, for ¢ = 1,... ;¢ and commits to them as
Ca, := g% h i with ra, €R Zg for i =1,...,t. She sends c4,, ... ,ca, to the
verifier.

2. The verifier picks random integers —2¢ < a; < 2¢ for i = 1,... ,¢ and sends

them to the prover.

3. The prover computes a; := a; + d; (mod n), ¢q, = g*h™ with ro, €r Zq,
d; = a§n71)/2 (mod n), and cq, = g%h": with rq, €r Zg for all i =
1,...,t. Moreover, the prover commits to (n — 1)/2 by ¢, := g(»=1/2pm
with 7, €g Zg. Then the prover searches a base a such that a("~V/2 = —1
(mod n) holds and commits to @ by cz := g%h"® with r; €g Zg.

4. The prover sends ¢p, Ca, Cayy- - - 5 Cays Cdys - - - Cd, tO the verifier and then they
carry out the following (sub-)protocol k times.

Sp = PK{(OL,ﬁ,’Y,I/,g, o, W, (52"57;7(7;’77%191'771-2'7 Qia’{ia.ui’wi)z:l) :

o =g°h? A =20 <a <2l A (15)
en=g"ht A 2L <v <2l A (16)

cig/cn =h" A (17)

ca=9°h" A (0*=-1 (modv)) A (18)

ar = 9OhEY A LA ca, = gOhTt A (19)

Car /9 = gO SR A LA e, /g™ = GO SR A (20)
ol esy <2t A n 2P <5 <2t A (21)
72Z<§1<2ZA A 725<Ct<22/\ (22)

Cay = gAY A LLUA o, = g%tRTE A (23)
(ca, /9= ROV cq,g9 = hﬂl) A A (ca /9= RYV ¢q,9 = hﬂt) A (24)
cay = g"hYY AN cq, = gMtRYE A (25)

(of =1 (mod v)) A...A (of =p:  (mod v)) } (26)

Let us analyze the protocol. In Step 1 and 2 of the protocol, the prover
and the verifier together choose the random bases aq, ... ,a; for the primality
test. Each base is the sum (modulo n) of the random integer the verifier chose
and the one the prover chose. Hence, both parties are ensured that the bases
are random, although the verifier does not get any information about the bases
finally used in the primality test. That the bases are indeed chosen according
to this procedure is shown in the Clauses TIH23] of the sub-protocol S,, where
the correct generation of the random values a;, committed in c,,, is proved.
The Clauses I6HIT prove that indeed (n — 1)/2 is committed in ¢, and the
Clause M8 shows that there exists a base a such that @™~Y/2 = —1 (mod n). In
the Clause [24] it is shown that the values committed in cq, are either equal to
—1 or to 1. Finally, in Clause 28 (together with the Clauses T3] [T6], 23], and 25])
it is proved that a§n71)/2 = d; (mod n), i.e., a§n71)/2 (mod n) € {-1,1} and
thus the conditions that n is a prime with error-probability 27¢ are met.
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Note that all modular exponentiations in Clause 28] have the same b and n
and hence the proofs for these parts can be optimized. In particular, this is the
case for the Clauses[3, [, and [IHI4]in S;.

Theorem 4. Assume computing discrete logarithms in G is infeasible. Then,
the above protocol is a statistical zero-knowledge argument that the integer com-
mitted to by ¢, is a prime. The soundness error probability is at most 27F +27¢.

Proof. The proof is straight forward from the Theorems [ 2] and 3l O

In the sequel, we abbreviate the above protocol by adding a clause such as
a € primes(t) to the statement that is proven, where ¢ denotes the number of
bases used in the primality test.

Remark. If (n — 1)/2 is odd and the prover is willing to reveal this, she can
additionally prove that she knows x and ¢ such that /g9 = (g>)Xh¥ and —2f <
X < 2¢ holds and skip the Clause[I8. This results in a statistical zero-knowledge

proof that n of form n = 2w + 1 is prime and w is odd with error-probability at
most 272,

4.3 Efficiency Analysis

Assume that the commitment to the prime n is given. Altogether ¢+ 1 protocols
that a modular exponentiation holds are carried out where the exponents are
about log n bits. Thus, prover and verifier need to compute about 7t logn multi-
exponentiations per round each. Additionally, the prover needs to compute about
2t log n multi-exponentiations for the commitments to the intermediary results
of the square & multiply algorithm. (Note that the exponents in Clause[28 is the
same in all relations and hence the commitments to its bits need to be computed
only once.) The communication cost per round is about 14¢ logn log Q+4t log nel
bits and an initial 2tlogn group elements which are the commitments to the
intermediary results of the square & multiply algorithm and the commitments
to the bases of the primality test.

5 Proving that an RSA Modulus Consists of Two Safe
Primes

We finally present protocols for proving that an RSA modulus consists of two
safe primes. First, we restrict ourselves to the case where not the modulus but
only a commitment to it is not known to the verifier. Later, we will discuss
improvements for cases when the RSA modulus is known to the verifier.

5.1 A Protocol for a Secret RSA Modulus

Let 2¢ be an upper-bound on the length of the largest factor of the modulus
and let € > 1 be a security parameter. Furthermore, a group G of prime order
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@ > 22"5 and two generators g and h are chosen, such that log, & is not known
and computing discrete logarithms is infeasible. Let ¢, := g"h"™™ be the prover’s
commitment to an integer n, where she has chosen r, €r Zg, and let p and ¢
denote the two prime factors of n. The following is a protocol that allows her to
convince the verifier that ¢,, commits to the product of two safe primes.

1. The prover computes the commitments c, := gPh'», c; := g®~V/2p75 ¢, =
g?h™, and ¢z = gl9=V/2h" with 1,,75,74,73 €r Z¢ and sends all these
commitments to the verifier.

2. The two parties sequentially carry out the following protocol k times.

S51 = PK{(a7ﬂ7’Ya§7Q7V7§7X7€aC7n):

5 =g’ A cg=g"h° A ¢, =g°h" A cg=g"hX A (27)
cp/(c?,g) =h" A cq/(cég) =hS A cp= cf,h" A (28)

a € primes(t) A v € primes(t) A (29)

0 € primes(t) A & € primes(t)} , (30)

where ¢ denotes the number of bases used in Lehmann’s primality tests. (The
length conditions on «, 7, g, and £ are shown in the primes(t)-parts of the
protocol.)

Theorem 5. Assume computing discrete logarithms in G is infeasible. Then,
the above protocol is a statistical zero-knowledge argument that the integer com-
mitted to by c,, is the product of product of two integers p and q and p, q, (p—1)/2
and (¢ —1)/2 are primes. The soundness error probability is at most 27% + 27,

Proof. The proof is straight forward from the Theorems [ 2 and [4l O

The computational and communication costs of this protocol are reigned
by the primality-protocols and thus about four times as high as for a single
primality-protocol (cf. Subsection F3]).

5.2 A Protocol for a Publicly Known RSA Modulus

In cases the number n is publicly known and fulfills some side-conditions (see
below), much less rounds of the Lehmann test will be sufficient if the prover
and the verifier first run the protocol due to Gennaro et al. [22] (which includes
the protocols proposed by Peralta & van de Graaf [37] and by Boyar et al. [2]).
This protocol is a statistical zero-knowledge proof system that there exist two
integers a,b > 1 such that n consists of two primes p = 2p® + 1 and ¢ = 2¢° + 1
with p,¢,p,¢ £ 1 (mod 8), p # ¢ (mod 8), p £ ¢ (mod 8) and p, ¢ are primes.
Given the fact that (p—1)/2 is a prime power, and assuming that it is not prime,
the probability that it passes a single round of Lehmann’s primality test for any
a > 1is at most p'= < /2/(p — 1) (for q the corresponding statement hold).
Hence, if p and ¢ are sufficiently large, a single round of Lehmann’s primality
test on (p —1)/2 and (¢ — 1)/2 will be sufficient to prove their primality with
overwhelming probability. Thus, the resulting protocol to prove that n is the
product of two safe primes is as follows.
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1. First the prover computes ¢, := gPh™, c; := g~ V/2p" ¢, := g9h™ and
cg = g9 V20" with r,,1r5,7,7; €r Zo and sends these commitments
together with n to the verifier.

. The prover and the verifier carry out the protocol by Gennaro et al. [22]

3. and then k times the protocol denoted by

S52 = PK{(O[,ﬂ,’Y,(S, Q7€7§7X557C7n) :

[\

cp = g*hP A cG = g'h’ A cp =g°h A cg= g hX A (31)
cp/(c%g) =h" A cq/(cgg) =K A ¢g" = cgh" A (32)
« € primes(l) A v € primes(1)}, (33)

where the length conditions on a and « are hidden within in the sub-protocols
primes(1).

Theorem 6. Let n be the product of two primes p and q such that p = 2p* + 1
and ¢ = 2@ + 1 with p,q,p,G # 1 (mod 8), p # q (mod 8), p #Z ¢ (mod 8),
a,b > 1 and p,§ are primes. Assume computing discrete logarithms in G is
infeasible. Then, the protocol Sso is a statistical zero-knowledge argument that
n is the product of two integers p and q and that p, q, (p —1)/2, and (¢ —1)/2
are primes. Assume p > q. Then the soundness error probability is at most
27k +/2/(q - 1).

The computational and communication costs of this protocol is dominated
by the costs of a single round (i.e., t = 1) of the primality protocol described in
the previous section and the costs of protocol of Gennaro et al. [22].

It is obvious how to apply our techniques to get a protocol for proving that n
is the product of two strong primes [24] (i.e., (p —1)/2, (¢—1)/2, (p+1)/2 and
(g+1)/2 are primes or have a large prime factor) or, more general, two primes p
and ¢ such that @5 (p) and @y (q) are not smooth, where @y, is the k-th cyclotomic
polynomial. (Recall that smoothness of @y (p) or i(q) for any integer k > 0,
k = O(logn) allows to factor n efficiently [1]). Lower bounds on p, ¢, and on n
might also be shown. Also, factors r other than 2 in (p — 1)/r could easily be
incorporated.
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Abstract. We present a new signature scheme which is existentially
unforgeable under chosen message attacks, assuming some variant of the
RSA conjecture. This scheme is not based on “signature trees”, and
instead it uses the so called “hash-and-sign” paradigm. It is unique in
that the assumptions made on the cryptographic hash function in use
are well defined and reasonable (although non-standard). In particular,
we do not model this function as a random oracle.

We construct our proof of security in steps. First we describe and prove
a construction which operates in the random oracle model. Then we
show that the random oracle in this construction can be replaced by
a hash function which satisfies some strong (but well defined!) compu-
tational assumptions. Finally, we demonstrate that these assumptions
are reasonable, by proving that a function satisfying them exists under
standard intractability assumptions.

Keywords: Digital Signatures, RSA, Hash and Sign, Random Oracle,
Smooth Numbers, Chameleon Hashing.

1 Introduction

Digital signatures are a central cryptographic primitive, hence the question of
their (proven) security is of interest. In [12], Goldwasser, Micali and Rivest for-
mally defined the strongest notion of security for digital signatures, namely “ex-
istential unforgeability under an adaptive chosen message attack”. Since then,
there have been many attempts to devise practical schemes which are secure
even in the presence of such attacks.

Goldwasser, Micali and Rivest presented a scheme in [12] which provably
meets this definition (under some standard computational assumption). Their
scheme is based on signature trees, where the messages to be signed are associated
with the leaves of a binary tree, and each node in the tree is authenticated with
respect to its parent. Although this scheme is feasible, it is not very practical,
since a signature on a message involves many such authentication steps (one for
each level of the tree). This was improved by Dwork and Naor [9] and Cramer and
Damgard [7], who use “flat trees” with high degree and small depth, resulting in
schemes where (for a reasonable setting of the parameters) it only takes about
four basic authentication steps to sign a message. Hence in these schemes the
time for generating a signature and its verification (and the size of the signatures)
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is about four times larger than in the RSA signature scheme, for which no such
proof of security exist. Besides efficiency concerns, another drawback of these
schemes is their “stateful” nature, i.e. the signer has to store some information
from previously signed messages.

Another line of research concentrates on hash-and-sign schemes, where the
message to be signed is hashed using a so called “cryptographic hash func-
tion” and the result is signed using a “standard signature scheme” such as RSA
or DSA. Although hash-and-sign schemes are very efficient, they only enjoy
a heuristic level of security: the only known security proofs for hash-and-sign
schemes are carried out in a model where the hash function is replaced by a
random oracle. It is hoped that these schemes remain secure as long as the hash
function used is “complicated enough” and “does not interact badly” with the
rest of the signature scheme. This “random oracle paradigm” was introduced by
Bellare and Rogaway in [2], where they show how it can be used to devise sig-
nature schemes from any trapdoor permutation. They later described concrete
implementations for the RSA and Rabin functions (with some security improve-
ments) in [3]. Also, Pointcheval and Stern proved similar results with respect to
ElGamal-like schemes in [15].

Security proofs in the random oracle model, however, can only be considered
a heuristic. A recent result by Canetti, Goldreich and Halevi [5] demonstrates
that “behaving like a random oracle” is not a property that can be realized in
general, and that security proofs in the random-oracle model do not always im-
ply the security of the actual scheme in the “real world”. Although this negative
result does not mean that the schemes in [2J3[T5] cannot be proven secure in the
standard model, to this day nobody was able to formalize precisely the require-
ments on the cryptographic hash functions in these schemes, or to construct
functions that can provably replace the random oracle in any of them.

Our result. We present a new construction of a hash-and-sign scheme (similar to
the standard hash-and-sign RSA), for which we can prove security in a standard
model, without a random oracle. Instead, the security proof is based on a stronger
version of the RSA assumption and on some specific constructible properties
that we require from the hash function. At the same time, our scheme enjoys
the same level of efficiency of typical hash-and-sign schemes. Compared to tree-
based schemes this new algorithm fares better in terms of efficiency (typically
2.5 times faster), size of keys and signatures and does not require the signer to
keep state (other than the secret signature key).

1.1 The New Construction

Our scheme resembles the standard RSA signature algorithm, but with a novel
and interesting twist. The main difference is that instead of encoding the message
in the base of the exponent and keeping the public exponent fixed, we encode
the message in the exponent while keeping a fixed public base.

Set up. The public key is an RSA modulus n = pqg and a random element
s€ L.
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Signing. To sign a message M with respect to the public key (n, s), the signer
first applies a hash function to compute the value e = H(M), and then uses it
as an exponent, i.e. he finds the e'” root of s mod n. Hence a signature on M is
an integer o such that ¢7) = s mod n.

Assumptions and requirements. In our case, it is necessary to choose p, q
as “safe” or “quasi-safe” primes (i.e., such that (p — 1)/2,(¢ — 1)/2 are either
primes or prime powers.) In particular, this choice implies that p —1,¢ — 1 do
not have any small prime factors other than 2, and that finding an odd integer
which is not co-prime with ¢(n) is as hard as factoring n. This guarantees that
extracting e roots when e = H (M) is always possible (short of factoring n).

Intuitively, the reason that we can prove the security of our scheme without
viewing H as a random oracle, is that in RSA the base must be random, but the
exponent can be arbitrary. Indeed, it is widely believed that the RSA conjecture
holds for any fixed exponent (greater than one). Moreover, if e1,es are two
different exponents, then learning the e;’th root of a random number s does
not help in computing the es’th root of s, as long as es does not divide e;.
Hence, it turns out that the property of H that is needed for this construction
is that it is hard to find a sequence of messages M7, M>, ... such that for some
i, H(M;) divides the other H(M,)’s. In the sequel, we call this property of the
hash function division intractability.

In our scheme, an attacker who on input (n, s) can find both an exponent e
and the e root of s, may have the ability to forge messages. Thus our formal
security proof is based on the assumption that such a task is computationally
infeasible. This stronger variant of the RSA assumption has already appeared in
the literature, in a recent work of Bari¢ and Pfitzmann for constructing fail-stop
signatures without trees [T].

The proof. We present our proof in three steps:

1. First, we prove the security of the scheme in the random oracle model. This
step already presents some technical difficulties. One of the main technical
problems for this part is to prove that a random oracle is division-intractable.
We prove this using some facts about the density of smooth numbers.

2. Next, we show that the random oracle in the proof of Step 1 can be re-

placed by a hash function which satisfies some (well defined) computational
assumptions. We believe that this part is the main conceptual contribution
of this work.
We introduce a new computational assumption which is quite common in
complexity theory, yet we are unaware of use of this type of assumptions in
cryptography. Instead of assuming that there is no efficient algorithm that
solves some problem, we assume that there is no efficient reduction between
two problems. We elaborate on this issue in Subsection [5.2

3. As we have introduced these non-standard assumptions, we need to justify
that they are “reasonable”. (Surely, we should explain why they are more

reasonable than assuming that a hash function “behaves like a random ora-
cle”).
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We do this by showing how to construct functions that satisfy these as-
sumptions from any collision-intractable hash function [§] and Chameleon
commitment scheme [4]. It follows, for example, that such functions exist
if factoring is hard. As we explained above, this is in sharp contrast to the
hash functions that are needed in previous hash-and-sign schemes, for which
no provable construction is known.

2 Preliminaries

Before discussing our scheme, let us briefly present some notations and defi-
nitions which are used throughout the paper. In the sequel we usually denote
integers by lowercase English letters, and strings by uppercase English letters.
We often identify integers with their binary representation. The set of positive
integers is denoted by .

Families of hash functions. We usually consider hash functions which map
strings of arbitrary length into strings of a fixed length. In some constructions
we allow these functions to be randomized. Namely, we consider functions of the
type h : $ x {0,1}* — {0,1}* for some set of coins $ and some integer k. We
write either h(X) =Y or h(R; X) =Y, where R€ $, X € {0,1}*, and Y is the
output of h on the the input X (and the coins R, if they are specified).

A family of hash function is a sequence H = { Hy }ren, where each Hy, is a col-
lection of functions as above, such that each function in Hy maps arbitrary-length
strings into strings of length k. The properties of such hashing families that are
of interest to us, are collision-intractability which was defined by Damgard in
], and division-intractability (which we define below). For the latter, we view
the output of the hash function as the binary representation of an integer. For
our scheme we use hash functions with the special property that their output is
always an odd integer. Such a function can be easily obtained from an arbitrary
hash function by setting h'(X) = h(X)|1 (or just setting the lowest bit of h(X)
to one).

Definition 1 (Collision intractability [8]). A hashing family H is collision
intractable if it is infeasible to find two different inputs that map to the same
output. Formally, for every probabilistic polynomial time algorithm A there exists
a negligible function negl() such that

hg}}k [A(h) = <X1,X2> s.t. X1 7é X2 and h(Xl) = h(XQ)] = negl(k)

If h is randomized, we let the adversary algorithm A choose both the input
and the randomness. That is, A is given a randomly chosen function h from

Hj,, and it needs to find two pairs (R1, X1), (Re, X2) such that X; # X5 but
h(Rl, Xl) = h(RQ,XQ)

Definition 2 (Division intractability). A hashing family H is division in-
tractable if it is infeasible to find distinct inputs X1,...,X,,Y such that h(Y)
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divides the product of the h(X;)’s. Formally, for every probabilistic polynomial
time algorithm A there exists a negligible function negl() such that

A(h’) = <X1a s 7Xna Y>
Pr | st. Y#£X,; fori=1...n, = negl(k)
M and h(Y) divides the product ]y h(X;)

Again, if h is randomized then we let A choose the inputs and the randomness.
It is easy to see that a division intractable hashing family must also be collision
intractable, but the converse does not hold.

Signature schemes. Recall that a signature scheme consists of three algo-
rithms: a randomized key generation algorithm Gen, and (possibly randomized)
signature and verification algorithms, Sig and Ver. The algorithm Gen is used
to generate a pair of public and secret keys, Sig takes as input a message, the
public and secret key and produces a signature, and Ver checks if a signature on
a given message is valid with respect to a given public key. To be of any use,
it must be the case that signatures that are generated by the Sig algorithm are
accepted by the Ver algorithm. The strongest notion of security for signature
schemes was defined by Goldwasser, Micali and Rivest as follows:

Definition 3 (Secure signatures [12]). A signature scheme S = (Gen, Sig,
Ver) is existentially unforgeable under an adaptive chosen message attack if it is
infeasible for a forger who only knows the public key to produce a valid (message,
signature) pair, even after obtaining polynomially many signatures on messages
of its choice from the signer.

Formally, for every probabilistic polynomial time forger algorithm F, there
exists a negligible function negl() such that

(pk,sk) « Gen(1%);
fori=1...n
Pr M; — F(pk, My,01,... ,M;_1,0,-1); o; < Sig(sk, M;); | = negl(k)
(M,o0) — F(pk, My,01,... ,M,,0n),
M # M; fori=1...n, and Ver(pk, M,0) = accept

3 The Construction

Key generation. The key-generation algorithm in our construction resembles
that of standard RSA. First, two random primes p, g of the same length are
chosen, and the RSA modulus is set to n = p - ¢. In our case, we assume that
p, q are chosen as “safe” or “quasi-safe” primes (i.e., that (p—1)/2,(¢—1)/2 are
either primes or prime-powers.) In particular, this choice implies that p—1,¢—1
do not have any small prime factors other than 2, and that finding an odd integer
which is not co-prime with ¢(n) is as hard as factoring n. After the modulus n
is set, an element s € Z is chosen at random.

Finally, since we use a hash-and-sign scheme, a hash function has to be chosen
from a hashing family. The properties that we need from the hashing family are
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discussed in the security proof (but recall that we use a hash function whose
output is always an odd integer). Below we view the hash function h as part of
the public key, but it may also be a system parameter, so the same h can be
used by everyone. The public key consists of n, s, h. The secret key is the primes
p and q.
Signature and verification. To sign a message M, the signer first hashes M
to get an odd exponent e = h(M). Then, using its knowledge of p, g, the signer
computes the signature o as the e’th root of the public base s modulo n. If the
hash function % is randomized, then the signature consists also of the coins R
which were used for computing e = h(R; M).

To verify a signature o (resp. (o, R)) on message M with respect to the hash
function h, RSA modulus n and public base s, one needs to compute e = h(M)
(resp. e = h(R; M)) and check that indeed 0 = s (mod n).

3.1 A Few Comments

1. Note that with overwhelming probability, the exponent e = h(M) will be
co-prime with ¢(n). This is since finding an odd number e which is not co-prime
with ¢(n) is as hard as factoring n, for the class of moduli used in this scheme.

2. The output length of the hash function is relevant for the efficiency of the
scheme. If we let the output of the hash function be |n|-bit long then signature
generation will take roughly twice as long as standard RSA (since the signer must
first compute e~! mod ¢(n) and then a modular exponentiation to compute o).
Also signature verification takes a full exponentiation modulo n. The efficiency
can be improved by shortening the output length for h. However (as it will
become clear from the proof of security), in order for h to be division intractable,
its output must be sufficiently long. Our current experimental results suggest
that to get equivalent security to a 1024-bit RSA, the output size of the hash
should be about 512 bits. For this choice of hash output length we have that
computing a signature will be less than 1.5 times slower than for a standard
RSA signature.

3. When a key for our scheme is certified, it is possible for the signer to prove
that the modulus n has been chosen correctly (i.e. the product of two quasi-safe
primes) by using a result from [11].

4 Security in the Random-Oracle Model

As we have stated, for the security of our scheme we must use the “strong
RSA conjecture” which was introduced recently by Bari¢ and Pfitzmann. The
difference between this conjecture and the standard RSA conjecture is that here
the adversary is given the freedom to choose the exponent e. Stated formally:

Conjecture 4 (Strong-RSA [1]) Given a randomly chosen RSA modulus n,
and a random element s € Z%, it is infeasible to find a pair (e,r) with e > 1
such that ¢ = s (mod n).
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The meaning of the “randomly chosen RSA modulus” in this conjecture
depends on the way this modulus is chosen in the key generation algorithm.
In our case, this is a product of two randomly chosen “safe” (or “quasi-safe”)
primes of the same length.

We start by analyzing the security of this construction in a model where the
hash function h is replaced by a random oraclell

Theorem 5. In the random oracle model, the above signature scheme is ex-
istentially unforgeable under an adaptive chosen message attack, assuming the
strong-RSA conjecture.

Proof. Let F be a forger algorithm. We assume w.l.o.g. that F always queries the
oracle about a message M before it either asks the signer to sign this message,
or outputs (M, o) as a potential forgery. Also, let v be some polynomial upper
bound on the number of queries that F makes to the random oracle.

Using the same method as in Shamir’s pseudo-random generator [I7], we now
show an efficient algorithm 4; (which we call the attacker), that uses F as a
subroutine, such that if F has probability € of forging a signature, then 4; has
probability € = ¢/v of breaking the strong RSA conjecture.

The random-oracle attacker. The attacker A; is given an RSA modulus n
(chosen as in the key generation algorithm) and a random element ¢ € Z7, and
its goal is to find e, r (with e > 1) such that ¢ = ¢ (mod n).

First, A; prepares the answers for the oracle queries that F will ask. He does
so by picking at random v odd k-bit integers e; ...e, and an index j € {1...v}.
Intuitively, A; bets on the chance that F will use its j’th oracle query to generate
the forgery.

Next, A; prepares the answers for signature queries that F will ask. Ay

computes £ = ([],e;)/e; (i.e., E is the product of all the e;’s except e;). If
e; divides E, then A; outputs “failure” and halts. Otherwise, it sets s = tP
(mod n), and initializes the forger F, giving it the public key (n, s). The attacker
then runs the forger algorithm F, answering:
1. the i'th oracle query with the odd integer e;. Namely, if the forger makes
oracle queries M; ... M,, then A; answers these queries by setting h(M;) = e;.
2. signature query for message M; for i # j with the answer o; = t#/¢ (mod n)
(recall that F/e; is an integer for all ¢ # j).

If F asks signature query for message M;, or halts with an output other than
(M;j, o) then A; outputs “failure” and halts. If F does output (M, o) for which
0% = s (mod n), then A; proceeds as follows. Using the extended Euclidean
ged algorithm, it computes g = GCD(e;, E), and also two integers a, b such that

1 Also here, we assume that the random oracle always return an odd integer as output.
Namely, the answer of the oracle on every given query is a randomly chosen odd k-bit
integer.

2 This is where we get the 1/v factor in the success probability. Interestingly, this
factor only shows up in the random oracle model, so we get a tighter reduction in
the standard model.
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aej + bE = g. Then A; sets e = ej/g and r = t*-o¢® (mod n), and outputs
(e, ) as its solution to this instance of the strong-RSA problem.

Analysis of A;. If A; does not output “failure”, then it outputs a correct solu-
tion for the strong RSA instance at hand (except with a negligible probability):
First, since e; does not divide E, then g < e;, which means that e = e;/g > 1.
Moreover, we have

e — (ta . gb)ej/g _ taej/g . Cfbej/g * tae]'/g . th/g _ t(aej+bE)/g _— (rnod ’fl)

Equality () holds because: (a) 0% = s = t¥ (mod n), which implies that also
ob¢ = t*% (mod n); and (b) e; is co-prime with ¢(n) (except with negligible
probability), which means that so is g. Therefore, there is a single element = € Z},
satisfying 29 = 0% =t (mod n).

It is left to show, therefore, that the event in which A; does not output “fail-
ure” happens with probability ¢’ ~ ¢/v. Denote by DIV the event in which e,
divides E. Conditioned on the complement of DIV, F sees the same transcript
when interacting with 4; as when it interacts with the real signer, and so it
outputs a valid forgery for M; with probability €/v (since j is chosen at random
between 1 and v). It follows that the probability that .4; does not output “fail-
ure” is € > e¢/v — Pr[DIV]. In Lemma [0l we prove that when the output length
of the random oracle is k, then Pr[DIV] < 2"/%, which completes the proof of
Theorem

Lemma 6. Let e ...e, be random odd k-bit integers, let j be any integer j €
{1...v}, and denote E = (][], e;)/ej. Then, the probability that e; divides E is

less than 2~ VF.

Proof. As before, we denote the above event by DIV. To prove Lemma [B] we
use some facts about the density of smooth numbers. Recall that when z,y are
integers, 0 < y < x, we say that x is y-smooth if all the prime factors of x are
no larger than y, and let ¥(x,y) denote the number of integers in the interval
[0, ] which are y-smooth. The following fact can be found in several texts on
number-theory (e.g., [14]).

Proposition 7. Fiz some real number e > 0, let x be an integer sc > 10, let y be
another integer such that logx > logy > (logx)¢, and denote ,u log x/logy
(namely, y = x*/*). Then W(x,y)/x = p~*O=F@W) where f(x,pu) — 0 as
w— 00, uniformly in x.

Below we write somewhat informally ¥ (z, z'/#) = p~#(1=°() Substituting 2~
for x and \/E/ 2 for p in the expression above, we get

Vk(1-o(1))/2

w(2h 22V 2k = (VE/2)
We comment that the same bound also holds when we talk about odd k-bit
integers, (this can be shown using the fact that an even k-bit integer « is smooth if
and only if the (k—1)-Dbit integer /2 is also smooth). If we denote by SMOOT H

< 9—Vklogk/16 < 2= 2vk
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the event in which the integer e; is 22‘/E-smooth, then by the bound above,
Pr[SMOOTH] < 272k,

Assume, then, that the event SMOOTH does not happen. Then e; has at
least one prime factor p > 22V™_ In this case, the probability that e; divides the
product of the other e;’s is bounded by the probability that at least one of these
e;’s is divisible by p. But since all the other e;’s are chosen at random, then the
probability that any specific e; is divisible by p is at most 1/p < 2’2*@, and the
probability that there exists one which is divisible by k is at most v- 2-2Vk As
is polynomial in k, we get v-2~2V%k < 2-1.5Vk_ Combining the two bounds, we get
Pr[DIV] < Pr[SMOOTH|+Pr[DIV | -SMOOTH] < 2-2Vk9-15Vk « 9=Vk

4.1 The Value of k

The above bound on Pr[DIV] is very weak. For example, to get security level
of 278 this bound suggest a value of k ~ 6000. Although the equations above
can be optimized, they still only give a very crude bound. One reason for this is
that we only bound the probability that p, the largest prime factor of e;, divides
the product of the e;’s. If e; is rather smooth, then e;/p is still rather large, so
even if p divides one of the e;’s, the probability that e;/p divides the product of
the e;’s is still rather small. We therefore performed some experiments to get a
practical estimate for the value of k. Our experiments suggest that Pr[DIV] is

in fact much smaller than the bound 2~ V. (In fact, for the values of k& which
we tested, we got Pr[DIV] ~ 27%/8.) See more details in Appendix [Al

5 Eliminating the Random Oracle

Below we show that the random oracle in the above proof can be replaced by
a randomized hash function with certain properties. Clearly, this hash function
should be division-intractable, since violating division intractability immediately
yields an attack on the signature scheme. However, this property alone is not
sufficient: even if we assume that the hash function is division intractable, we
still face problems carrying out the above security proof in the standard model.
Specifically, recall that in the previous proof, the attacker .4; had to simulate the
signer for F, and do it without knowing the prime factorization of the modulus.

A1 was able to carry out this task since it could choose the outputs of the
oracle (the e;’s) before seeing the inputs, and so it was able to “tailor” the
public base s to these specific e;’s. In a standard model this is no longer the
case: Clearly, if h is deterministic, then the forger’s choice of M;’s uniquely
determines the e;’s, and the attacker has no room to play with these values.
But even if h is randomized this does not help the attacker due to the fact
that h is also division-intractable which implies that it is one-way. Thus, if the
attacker first chooses e and then sees M, it cannot find randomness R for which
e = h(R; M) (even if such R exists).

As a first step towards overcoming this difficulty, we note that the hardness of
finding such randomness R is in some sense “unrelated” to the hardness of solving
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the strong RSA problem. Namely, our intuition is that being able to find R should
not help anyone solving strong RSAH We formalize this intuition by replacing
the strong RSA conjecture (which asserts that there is no efficient algorithm
to solve strong RSA), with the “funny looking” conjecture which asserts that
there is no efficient reduction between finding the randomness R and solving
strong RSA. Technically, this is done by asserting that the strong RSA conjecture
remains valid even in a relativized world where there is an oracle that finds this
randomness.

5.1 The Hashing Family

To be able to carry the security proof in a standard world, we have to make
the following assumptions on the hashing family H used in the scheme and its
relation to the strong RSA conjecture.

We say that a hashing family H is switable if

1. For any h € H, the outputs of h are always odd integers.

2. 'H is division-intractable.

3. For every h € H and every two messages M1, My, the distributions h(R; M),
h(R; M3), induced by the random choice of R, are statistically close[1

4. The strong RSA conjecture also holds in a model where there exists an oracle
that on input h, M, e, returns a random R € $ subject to h(R; M) = e. B

We discuss these assumptions further in Section below. But first let us prove
that our signature scheme is secure when using a suitable hashing family H. We
stress that although one of our computational assumptions holds in a relativized
world, we then prove the security of the scheme in the “real world”.

Theorem 8. If H is suitable, then the construction from Section[3 is existen-
tially unforgeable under an adaptive chosen message attack.

Proof. The proof proceeds similarly to the proof of Theorem[d, i.e. we construct
an attacker As which will use the forger F. The main difference is that the
attacker A, operates in a relativized model, given in addition access to the oracle
from Condition [4] of the suitable hash function. We show that if the forger F
has probability € of breaking the scheme (in the “real world”!) then the attacker
has probability € = € of solving strong RSA in the relativized world. (Note that
this reduction is tighter than the reduction in the random-oracle model.)

The oracle-assisted attacker. We again assume a bound of v on the num-
ber of signatures that the forger F asks to see before it outputs its forgery. As
before, A is given an RSA modulus n and a random element ¢ € Z* (chosen as
in the key generation algorithm), and its goal is to find e,r (with e > 1) such

3 For example, if one thinks of h as SHA-1, then we have a very strong intuition that
finding collisions in SHA-1 provides no help in violating the RSA conjecture.

4 Together with the collision-intractability, this implies that H is a statistically hiding
string-commitment scheme.

5 Such R must exist because of Condition Bl



Secure Hash-and-Sign Signatures Without the Random Oracle 133

that ¢ =t (mod n). It starts by picking at random a hash function h € H to
be used for the forger. And v arbitrary values ey, ..., e, in the range of the func-
tion. This can be done for example by picking v arbitrary “dummy messages”
M ... M, and computing e; = h(R}; M/) (for random R}’s).

Then A, computes E = [, e;, sets s = t¥ (mod n) and initializes F with the
public key (n, s, h). Whenever F asks for a signature on a message M;, As queries
its randomness-finding oracle for a randomness R; for which h(R;; M;) = e;, and
then computes the signature by setting o; = t¥/¢ (mod n). A, returns the pair
<Ri, Ui> to F.

It is important to note that because of Condition [3 on H, the distribution
that F sees in this simulation is statistically close to the distribution it sees when
interacting with the real signer. In particular, since H is division intractable, then
F has only a negligible probability of finding M’, R’ such that ¢ = h(R'; M)
divides the product of the e;’s.

It follows that with probability ¢ > ¢ — negl, F outputs a forgery M', R, o
such tohat e/ = h(R'; M’) does not divide the product of the other e;’s, and
yet ¢ = s (mod n). When this happens, the attacker As uses the same ged
procedure as above to find (e,r) with e > 1 such that ¢ =t (mod n).

5.2 Discussion

The proof in the previous section eliminates the random oracle, but substitutes it
with a non-standard assumption: the strong RSA assumption must still be true
even in a relativized world where finding randomness for A is not hard. Is this a
more reasonable assumption than just assuming that h “behaves like a random
oracle”? We strongly believe it is. The assumption we use has a very concrete
interpretation in the real world, meaning that there is no reduction from the
problem of randomness-finding for A to the problem of solving the strong RSA
problem. In other words the difficulty of the two problems are somewhat “inde-
pendent”. Moreover we show later that suitable families of hash functions are
actually constructible. On the other hand the notion of “behaving as a random
oracle” has no concrete counterpart in the real world, and there are no provable
constructions of “good hash functions” for previously known schemes.

It is interesting to ask if our technique of substituting the random oracle in
the security proof with a relativized assumption can be used in other proofs that
employ random oracles (such as [2J3/15]). Unfortunately, it does not appear to
be likely. The main reason our technique seems to fail in those proofs, is that
their requirement from h is that the forger cannot find a message M for which
he “knows” something about h(M). In our scheme instead we were able to pin
down the specific combinatorial property we require from h and flesh it out as a
specific assumption.

In the next section we describe a construction of a suitable family of hash
functions. The main purpose of this construction is to prove that the assumptions
we make can be realized. However the construction requires the signer to search
for a prime exponent in a large subset and thus it might require a significant
amount of time. It is however plausible to conjecture that families built from
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widely used collision-resistant hash functions such as SHA-1 [I0] can be suitable.
The rationale is that such functions have been designed in a way that destroys
any “structure” in the input-output relationship. In particular it is very unlikely
(although we don’t know how to prove it) that division intractability does not
hold for such functions. A possible candidate would be to define h as following

h(Ru; Ro; R3; Ra; M)
=1|SHAL(M|1|Ry) | SHAL(M|2|R) | SHAL(M|3|R3) | SHAL(M|4|R4) |1

for a 642-bit exponent (this is the definition of a single h, a family could be con-
structed via any standard method of extending SHA-1 to a family, for example
by keying the IV).

6 Implementing the Hashing Family H

To argue that Conditions [[H] are “reasonable” we at least need to show that
they could be met. Namely, that there exists a function family H satisfying these
conditions (under some standard assumptions). Below we show that such families
exist, assuming that collision-intractable families and Chameleon commitment
families exist. In particular, it follows that such families exist under the factoring
conjecture (which is weaker than our “strong RSA” conjecture), or under the
Discrete-log conjecture.ﬁ

We construct H in two steps: first we show how to transform any collision-
intractable hashing family into a (randomized) division-intractable family, and
then we show how to take any division-intractable hash function and transform
it into one that satisfy Conditions [ through [4.

6.1 From Collision-Intractable to Division-Intractable

The idea of this transformation is simply to force the output of the hash functions
to be a prime number. Then, the function is division-intractable if and only if
it is collision intractable. A heuristic for doing just that was suggested by Barié¢
and Pfitzmann in [1]: If A is collision intractable with output length k, then
define a randomized function h with output length of (say) 2k bits, by setting
forr=0,...,25 =1, h(r; X) = 2% - h(X) +r, provided that h(X) +r is an odd
prime (h(r; X) is undefined otherwise).

It is obvious that h is still collision-intractable, and that it always outputs
primes, so it is also division-intractable. However, to argue that h is efficiently
computable, we must assume that the density of primes in the interval [2¥h(X),
2%(h(X)+1)] is high enough (say, 1/poly(k) fraction). Hence, to use this heuristic,

5 The way we set the definitions in this paper, Condition B on M implies the strong
RSA conjecture, so formally there is no point in using any other conjecture. This
technicality can be dealt with in some ways, but we chose to ignore it in this prelim-
inary report.
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one must rely on some number-theoretic conjecture about the density of primes
in small intervals.

Below we show a simple technique that allows us to get rid of this extra
conjecture: Just as in the above heuristic, we let the output size of h be larger
than that of h (letting h output 3k bits is sufficient for our purposes), and
partition the space of outputs in such a way that each output of the original
h is identified with a different subset of the possible outputs of h. However, we
choose the partition in a randomized manner, so we can prove that (with high
probability) each one of the subsets is dense with primes.

The main tool that we use in this transformation is universal hashing families
as defined by Carter and Wegman in [6]. Recall that a universal family of hash
functions from a domain D to a range R is a collection U of such functions, such
that for all X1 # Xy € Dand allY1,Ys € R, Pry[f(X:1) =Y; and f(X2) =Y3] =
1/|R|* (the probability is taken over the uniformly random choice of f € U).
Several constructions of such universal families were described in [6].

In our case, we use universal hash functions which maps 3k bits to k bits,
with the property that given a function f € U and a k-bit string Y, it is possible
to efficiently sample uniformly from the space {X € {0,1}3* : f(X) = Y}.
For any function f : {0,1}** — {0,1}*, we associate a partition of the set of
outputs ({0, 1}?F) into 2* subsets according to the values assigned by f. Each
output value of the original h (which is a k-bit string V) is then associated with
the subset f~1(Y). The modified function h, on input X, outputs a random odd
prime from the set f~(h(X)). Again, it is clear that h is collision-intractable
if h is, and that it only outputs primes, hence it is division-intractable. On the
other hand, a standard hashing lemma shows that with high probability over
the random choice of f, the subset f~1(h(X)) C {0,1}?* is dense with primes
(for all X). Thus, h is also efficiently computable.

Lemma 9. Let U be a universal family from {0,1}3% to {0,1}*. Then, for all
but a 2% fraction of the functions f € U, for every Y € {0,1}* a fraction of at
least 1/ck of the elements in f=1(Y) are primes, for some small constant c.
Proof omitted.

6.2 From Division-Intractable to Suitable

Finally, we show how to take any division-intractable hashing family (that always
output odd integers) and transform it into a suitable one (i.e. one that satisfies
Conditions 1 through 4 from Subsection BI). To this end, we use Chameleon
commitment schemes, as defined and constructed by Brassard, Chaum and Cre-
peau [4]. In fact we use them as Chameleon Hashing exactly as defined and
required in [I§].

The Chameleon Hashing is a function ch(-; -) which on input a random string
R and a message M is easily computed. Furthermore, it is associated with a value
known as the “trapdoor”. It satisfies the following properties:

— Without knowledge of the trapdoor there is no efficient algorithm that can
find pairs Ml, R1 and MQ, R2 such that Ch(Ml, Rl) = Ch(MQ, Rg)
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— There is an efficient algorithm that given the trapdoor, a pair M;, Ry and
My can compute Rs such that ch(Mi, R1) = ch(Mas, Rs).

— For any pair of messages M7, Ms and for randomly chosen R the distribution
ch(My, Ry) and ch(Maz, Ry) are statistically close.

To transform a division intractable hash function h into one that also satisfies
Conditions 3 and 4 from Subsection 1] we simply apply it to the hash string
¢ = ch(R; M) instead of to the message M itself. A little more formally, we have
the following construction.

Let ‘H be a division-intractable family, and let CH be a Chameleon hashing
scheme. We construct a randomized family H in which each function is associated
with a function h € H and an instance ch € C'H. We denote this by writing
R ch. This function is defined as hpy cn(R; M) = h(ch(R; M)). (if h itself is
randomized, then we have Ay, on(Ry1, Ro; M) = h(Ra;ch(Ry; M))). Tt is easy to
see that H enjoys the following properties

1. H always outputs odd integers if ‘H does.

2. H is collision intractable, since violating division-intractability requires ei-
ther finding two different messages with the same hash string, or violating
the division-intractability of H.

3. 'H is a statistically hiding hashing scheme (since CH is, and H is collision
intractable).

It is left to show that H also satisfies the last condition. This is shown in the
following proposition:

Proposition 10. If the Strong RSA conjecture holds, then it also holds in a
relativized world where there is a randomness-finding oracle for H.

Proof. We need to show that an efficient algorithm for solving strong RSA in a
relativized world where there is a randomness-finding oracle for H can be used
to solve strong RSA also in the “real world”. To do that, we use the trapdoor
for the chameleon hashing scheme to implement the randomness-finding oracle
in the real world.

A little more precisely, if there exists an efficient reduction algorithm A that
solves strong RSA in the relativized world, then we construct an efficient al-
gorithm that solves strong RSA (without the oracle) by picking a Chameleon
hashing instance ch together with its trapdoor. Now, we execute the algorithm
A, and whenever the forger asks a query concerning the hash, A turns to the
randomness-finding oracle, which uses the randomness-finding algorithm of C H
with the trapdoor to answer that query.

Since Chameleon hashing exists based on the factoring conjecture (which, in
turn, is implied by the strong RSA conjecture) we have

Corollary 11. Under the Strong RSA conjecture, suitable hashing families ex-
15t.
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7 Conclusions

We present a new signature scheme which has advantages in terms of both
security and efficiency. In terms of efficiency, this scheme follows the “hash-
and-sign” paradigm, i.e. the message is first hashed via a specific kind of hash
function and then an RSA-like function is applied. Thus, in total the scheme
requires a hashing operation and the only one modular exponentiation. These is
no need to maintain trees and to rely on some stored information on the history
of previous signatures.

The security of the scheme is based on two main assumptions. One is the
“strong RSA” assumption: although this assumption has already appeared pre-
viously in the literature, it is still quite new and we think it needs to be studied
carefully. The other assumption is the existence of division-intractable hash func-
tions. We showed that such functions exist and that efficient implementations
(like the one in Section[5.2)) are possible based on conjectures which seem to be
supported by experimental results and which we invite the research community
to explore. In any case the proof of security is still based on concrete compu-
tational assumptions rather than on idealized models of computation (like the
random oracle model).
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A Experimental Results

Here we describe the results of some experiments which we performed to estimate
the “true complexity” of the division property. We tried to measure how many
random k-bit integers need to be chosen until we have a good chance of finding
one that divides the product of all the others.

We carried out these experiments for bit-lengths 16 through 96 in increments
of 8 (namely k = 16,24,...,88,96). For each bit length we performed 200 ex-
periments in which we counted how many random integers of this length were
chosen until one of them divides the product of the others. For each length, we
took the second-smallest result (out the of the 200 experiments) as our estimate
for the number of integers we need to choose to get a 1% chance of violating the
division-intractability requirementﬂ

We repeated this experiment twice: in one experiment we chose random k-bit
integers, and in the other we forced the least- and most-significant bits to '1’.
The results are described in Figure [ It can be seen that the number of integers
seems to behave exponentially in the bit-length. Specifically for the bit-lengths
k =16...96, it seems to behave more or less as 2%/ (in fact even a little more).
Forcing the low and high bits to ‘1’ seems to increase the complexity slightly.

" Taking the 2nd-smallest of 200 experiments seems like a slightly better estimate
than taking the smallest of 100 experiments, and our equipment didn’t allow us to
do more than 200 experiments for each bit-length.
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Bit length [16|24|32(40| 48 |56 |64 | 72 | 80 | 88 | 96
random 519]23|50|151|307{691|1067|2786|3054|8061
msb=Isb=1| 8 |17|39(63|160|293|710({1472|3198|4013|8124

Complexity of the division property for some bit lengths
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—0-: Number of random integers
—*—: Number of integers with msb=Isb=1

Number of integers
=
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Bit length

Fig. 1. Experimental results. The line —e— describes the number of random k-bit
integers, and the line —— describes the number of random k-bit integers with
the first and last bits set to ‘1.
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Abstract. In one proposed use of digital watermarks, the owner of a
document D sells slightly different documents, D', D?, ... to each buyer;
if a buyer posts his/her document D' to the web, the owner can iden-
tify the source of the leak. More general attacks are however possible
in which k buyers create some composite document D ; the goal of the
owner is to identify at least one of the conspirators.

We show, for a reasonable model of digital watermarks, fundamental lim-
its on their efficacy against collusive attacks. In particular, if the effective
document length is n, then at most O(y/n/Inn) adversaries can defeat
any watermarking scheme.

Our attack is, in the theoretical model, oblivious to the watermarking
scheme being used; in practice, it uses very little information about the
watermarking scheme. Thus, using a proprietary system seems to give
only a very weak defense.

Keywords: Watermarking, Intellectual Property Protection, Collusion
Resistance.

1 Introduction

1.1 The General Problem

The very properties that have made digital media so attractive present difficult,
not clearly surmountable, security problems. The ability to cheaply copy and
transmit perfect copies of text, audio, and video opens up new avenues both
for electronic commerce and for electronic piracy. The advent of ubiquitous high
speed networks and network caching algorithms further amplifies this problem.
Anyone will have the capability to cheaply distribute any movie, song, book, or
picture (which we will generically call a document) in their possession to anyone
else on the planet. The challenge is to maintain intellectual property in this
environment.

There are a number of approaches to this problem; we concentrate on meth-
ods related to digital watermarking, also known as digital fingerprinting. In one
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general approach, the media to be distributed is altered so that it contains a
hidden “do not copy” signal (the “watermark”). Most or all of the hardware
for viewing, copying, or transmitting the media look for this signal and prevent
illicit use. Two major problems with this approach are preventing the construc-
tion of illicit hardware that ignores the safeguards and preventing the erasure
of the hidden signal. The latter problem is aggravated by the fact that one has
to effectively distribute oracles (e.g., copying machines) that give feedback as to
whether the signal can still be detected.

We know of no such watermarking scheme that has survived a serious attack.
Indeed, with one commercially distributed scheme for watermarking images, the
mark was so delicate that owners would accidentally destroy it themselves (such
as by resizing the image prior to selling it).

A less ambitious use of watermarking is to identify pirates after the fact.
That is, nothing prevents a pirate from anonymously posting ones intellectual
property to the web, but one should be able to identify who did so. The general
approach is to, given a document D, perturb it in an unobtrusive manner to
generate documents D', D?, ..., giving each buyer a distinct copy. If the i-th
buyer posts D’ to the web, the document owner can identify him/her as the
pirate.

Innumerable schemes have been proposed for both uses; we refer to [3] for a
discussion of many of these schemes.

1.2 Modeling Collusion Attacks

Of course, a pirate may not be so cooperative as to simply post its document
unchanged. It may attempt to alter it or, perhaps in concert with others, combine
several documents to produce a document that cannot be linked with any of the
“original” marked documents.

The first theoretical modeling and treatment of collusion of attacks was given
by Boneh and Shaw [1]]. We instead use a model suggested by Cox et. al. [3]. We
refer to [3I5] for a more extensive introduction to this model, described briefly
below.

First, we model a document D as a sequence of real numbers (D1,... , D,).
This should not be thought of as a literal and complete description of the docu-
ment, but as an indication of the values of “critical values” that might be changed
by the watermarking process. For example, they may be coefficients in a wavelet
decomposition of an image or audio stream. In [3], it is posited that these should
be orthogonal, independent attributes; [5] primarily analyzes the case where they
are uniformly distributed. We do not make any such assumptions.

‘We model collusion attacks as follows. First, we model a watermarking scheme
as a pair of functions Mark and Detect. Mark(D, m) defines a distribution on se-
quences D', ..., D™, where m is the total number of documents produced; Mark
may be viewed as a randomized procedure for producing D', ..., D™.

A t-collusion attacker is modeled by a probabilistic polynomial time proce