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Preface

CRYPTO 2008, the 28th Annual International Cryptology Conference, was spon-
sored by the International Association for Cryptologic Research (IACR) in coop-
eration with the IEEE Computer Society Technical Committee on Security and
Privacy and the Computer Science Department of the University of California
at Santa Barbara. The conference was held in Santa Barbara, California, August
17-21, 2008. Susan Langford served as the General Chair of CRYPTO 2008, and
I had the privilege of serving as the Program Chair.

The conference received 184 submissions, and all were reviewed by the Pro-
gram Committee. Each paper was assigned at least three reviewers, while submis-
sions co-authored by Program Committee members were reviewed by at least
five people. All submissions were anonymous, and the identity of the authors
were not revealed to committee members. During the first phase of the review
process, the Program Committee, aided by reports from 142 external reviewers,
produced a total of 611 reviews in all. Then, committee members discussed these
papers in depth over a period of 8 weeks using an electronic messaging system,
in the process writing 1,400 discussion messages. After careful deliberation, the
Program Committee selected 32 papers for presentation. The authors of accepted
papers were given 5 weeks to prepare final versions for these proceedings. These
revised papers were not subject to editorial review and the authors bear full
responsibility for their contents.

Gilles Brassard delivered the 2008 IACR Distinguished Lecture. The Best
Paper Award was announced at the conference. Dan Bernstein served as the
chair of the Rump Session, a forum for short and entertaining presentations on
recent work of both a technical and non-technical nature.

I would like to thank everyone who contributed to the success of CRYPTO
2008. Shai Halevi provided software for facilitating the reviewing process that
was of great help throughout the Program Committee’s work, and I am especially
grateful for his assistance. Alfred Menezes and Shai Halevi served as advisory
members of the Program Committee, and I am grateful to them, and Arjen
Lenstra and Bart Preneel, for their cogent advice. Susan Langford and others
played a vital role in organizing the conference. Also, I am deeply grateful to the
Program Committee for their hard work, enthusiasm, and conscientious efforts
to ensure that each paper received a thorough and fair review. Thanks also to the
external reviewers, listed on the following pages, for contributing their time and
expertise. Finally, I would like to thank all the authors who submitted papers
to CRYPTO 2008 for submitting their best research.

August 2008 David Wagner
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The Random Oracle Model and the Ideal
Cipher Model Are Equivalent

Jean-Sébastien Coron', Jacques Patarin?, and Yannick Seurin®3
! University of Luxembourg
2 University of Versailles
3 Orange Labs

Abstract. The Random Oracle Model and the Ideal Cipher Model are
two well known idealised models of computation for proving the security
of cryptosystems. At Crypto 2005, Coron et al. showed that security
in the random oracle model implies security in the ideal cipher model;
namely they showed that a random oracle can be replaced by a block
cipher-based construction, and the resulting scheme remains secure in
the ideal cipher model. The other direction was left as an open problem,
i.e. constructing an ideal cipher from a random oracle. In this paper we
solve this open problem and show that the Feistel construction with 6
rounds is enough to obtain an ideal cipher; we also show that 5 rounds
are insufficient by providing a simple attack. This contrasts with the
classical Luby-Rackoff result that 4 rounds are necessary and sufficient
to obtain a (strong) pseudo-random permutation from a pseudo-random
function.

1 Introduction

Modern cryptography is about defining security notions and then constructing
schemes that provably achieve these notions. In cryptography, security proofs
are often relative: a scheme is proven secure, assuming that some computational
problem is hard to solve. For a given functionality, the goal is therefore to obtain
an efficient scheme that is secure under a well known computational assumption
(for example, factoring is hard). However for certain functionalities, or to get a
more efficient scheme, it is sometimes necessary to work in some idealised model
of computation.

The well known Random Oracle Model (ROM), formalised by Bellare and
Rogaway [1], is one such model. In the random oracle model, one assumes that
some hash function is replaced by a publicly accessible random function (the
random oracle). This means that the adversary cannot compute the result of the
hash function by himself: he must query the random oracle. The random oracle
model has been used to prove the security of numerous cryptosystems, and it
has lead to simple and efficient designs that are widely used in practice (such
as PSS [2] and OAEP [3]). Obviously, a proof in the random oracle model is
not fully satisfactory, because such a proof does not imply that the scheme will
remain secure when the random oracle is replaced by a concrete hash function

D. Wagner (Ed.): CRYPTO 2008, LNCS 5157, pp. 1 2008.
© International Association for Cryptologic Research 2008



2 J.-S. Coron, J. Patarin, and Y. Seurin

(such as SHA-1). Numerous papers have shown artificial schemes that are prov-
ably secure in the ROM, but completely insecure when the RO is instantiated
with any function family (see [7]). Despite these separation results, the ROM still
appears to be a useful tool for proving the security of cryptosystems. For some
functionalities, the ROM construction is actually the only known construction
(for example, for non-sequential aggregate signatures [G]).

The Ideal Cipher Model (ICM) is another idealised model of computation,
similar to the ROM. Instead of having a publicly accessible random function,
one has a publicly accessible random block cipher (or ideal cipher). This is a block
cipher with a s-bit key and a n-bit input/output, that is chosen uniformly at
random among all block ciphers of this form; this is equivalent to having a family
of 2% independent random permutations. All parties including the adversary
can make both encryption and decryption queries to the ideal block cipher,
for any given key. As for the random oracle model, many schemes have been
proven secure in the ICM [SITTIT4UT6]. As for the ROM, it is possible to construct
artificial schemes that are secure in the ICM but insecure for any concrete block
cipher (see []). Still, a proof in the ideal cipher model seems useful because it
shows that a scheme is secure against generic attacks, that do not exploit specific
weaknesses of the underlying block cipher.

A natural question is whether the random oracle model and the ideal cipher
model are equivalent models, or whether one model is strictly stronger than the
other. Given a scheme secure with random oracles, is it possible to replace the
random oracles with a block cipher-based construction, and obtain a scheme that
is still secure in the ideal cipher model? Conversely, if a scheme is secure in the
ideal cipher model, is it possible to replace the ideal cipher with a construction
based on functions, and get a scheme that is still secure when these functions
are seen as random oracles?

At Crypto 2005, Coron et al. [] showed that it is indeed possible to re-
place a random oracle (taking arbitrary long inputs) by a block cipher-based
construction. The proof is based on an extension of the classical notion of in-
distinguishability, called indifferentiability, introduced by Maurer et al. in [I§].
Using this notion of indifferentiability, the authors of [9] gave the definition
of an “indifferentiable construction” of one ideal primitive (F) (for example, a
random oracle) from another ideal primitive (G) (for example an ideal block
cipher). When a construction satisfies this notion, any scheme that is secure in
the former ideal model (F) remains secure in the latter model (G), when instan-
tiated using this construction. The authors of [9] proposed a slight variant of the
Merkle-Damgard construction to instantiate a random oracle (see Fig.[I). Given
any scheme provably secure in the random oracle model, this construction can
replace the random oracle, and the resulting scheme remains secure in the ideal
cipher model; other constructions have been analysed in [§].

The other direction (constructing an ideal cipher from a random oracle) was
left as an open problem in [9]. In this paper we solve this open problem and show
that the Luby-Rackoff construction with 6 rounds is sufficient to instantiate an
ideal cipher (see Fig. Pl for an illustration). Actually, it is easy to see that it is
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Fig. 1. A Merkle-Damgard like construction [9] based on ideal cipher E (left) to replace
random oracle H (right). Messages blocks m;’s are used as successive keys for ideal-
cipher E. IV is a pre-determined constant.

SIT

Fig. 2. The Luby-Rackoff construction with 6 rounds (left), to replace a random per-
mutation P (right)

enough to construct a random permutation instead of an ideal cipher; namely,
a family of 2% independent random permutations (i.e., an ideal block cipher)
can be constructed by simply prepending a k-bit key to the inner random oracle
functions F;’s. Therefore in this paper, we concentrate on the construction of a
random permutation. We also show that 5 rounds Luby-Rackoff is insecure by
providing a simple attack; this shows that 6 rounds is actually optimal.

Our result shows that the random oracle model and the ideal cipher model are
actually equivalent assumptions. It seems that up to now, many cryptographers
have been reluctant to use the Ideal Cipher Model and have endeavoured to work
in the Random Oracle Model, arguing that the ICM is richer and carries much
more structure than the ROM. Our result shows that it is in fact not the case and
that designers may use the ICM when they need it without making a stronger
assumption than when working in the random oracle model. However, our security
reduction is quite loose, which implies that in practice large security parameters
should be used in order to replace an ideal cipher by a 6-round Luby-Rackoff.

We stress that the “indifferentiable construction” notion is very different from
the classical indistinguishability notion. The well known Luby-Rackoff result
that 4 rounds are enough to obtain a strong pseudo-random permutation from
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pseudo-random functions [I7], is proven under the classical indistinguishability
notion. Under this notion, the adversary has only access to the input/output of
the Luby-Rackoff (LR) construction, and tries to distinguish it from a random
permutation; in particular it does not have access to the input/output of the in-
ner pseudo-random functions. On the contrary, in our setting, the distinguisher
can make oracle calls to the inner round functions F;’s (see Fig. B)); the indif-
ferentiability notion enables to accommodate these additional oracle calls in a
coherent definition.

1.1 Related Work

One of the first paper to consider having access to the inner round functions
of a Luby-Rackoff is [20]; the authors showed that Luby-Rackoff with 4 rounds
remains secure if adversary has oracle access to the middle two round functions,
but becomes insecure if adversary is allowed access to any other round functions.

In [15] a random permutation oracle was instantiated for a specific scheme using
a 4-rounds Luby-Rackoff. More precisely, the authors showed that the random
permutation oracle P in the Even-Mansour [14] block-cipher Ey, x,(m) = ko &
P(m @ k1) can be replaced by a 4-rounds Luby-Rackoff, and the block-cipher F
remains secure in the random oracle model; for this specific scheme, the authors
obtained a (much) better security bound than our general bound in this paper.

In [I2], Dodis and Puniya introduced a different model for indifferentiability,
called indifferentiability in the honest-but-curious model. In this model, the dis-
tinguisher is not allowed to make direct calls to the inner hash functions; instead he
can only query the global Luby-Rackoff construction and get all the intermediate
results. The authors showed that in this model, a Luby-Rackoff construction with
a super-logarithmic number of rounds can replace an ideal cipher. The authors also
showed that indifferentiability in the honest-but-curious model implies indifferen-
tiability in the general model, for LR constructions with up to a logarithmic num-
ber of rounds. But because of this gap between logarithmic and super-logarithmic,
the authors could not conclude about general indifferentiability of Luby-Rackoff
constructions. Subsequent work by Dodis and Puniya [I3] studied other proper-
ties (such as unpredictability and verifiablity) of the Luby-Rackoff construction
when the intermediate values are known to the attacker.

We have an observation about indifferentiability in the honest-but-curious
model: general indifferentiability does not necessarily imply indifferentiability
in the honest-but-curious model. More precisely, we show in Appendix [Bl that
LR constructions with up to logarithmic number of rounds are not indifferen-
tiable from a random permutation in the honest-but-curious model, whereas our
main result in this paper is that 6-rounds LR is indifferentiable from a random
permutation in the general model.

2 Definitions

In this section, we recall the notion of indifferentiability of random systems,
introduced by Maurer et al. in [I8]. This is an extension of the classical notion
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of indistinguishability, where one or more oracles are publicly available, such as
random oracles or ideal ciphers.

We first motivate why such an extension is actually required. The classical
notion of indistinguishability enables to argue that if some system S is indistin-
guishable from some other system Sy (for any polynomially bounded attacker),
then any application that uses S7 can use Sy instead, without any loss of se-
curity; namely, any non-negligible loss of security would precisely be a way of
distinguishing between the two systems. Since we are interested in replacing a
random permutation (or an ideal cipher) by a Luby-Rackoff construction, we
would like to say that the Luby-Rackoff construction is “indistinguishable” from
a random permutation. However, when the distinguisher can make oracle calls
to the inner round functions, one cannot say that the two systems are “indistin-
guishable” because they don’t even have the same interface (see Fig. 2)); namely
for the LR construction the distinguisher can make oracle calls to the inner func-
tions F;’s, whereas for the random permutation he can only query the input and
receive the output and vice versa. This contrasts with the setting of the classical
Luby-Rackoff result, where the adversary has only access to the input/output
of the LR construction, and tries to distinguish it from a random permutation.
Therefore, an extension of the classical notion of indistinguishability is required,
in order to show that some ideal primitive (like a random permutation) can be
constructed from another ideal primitive (like a random oracle).

Following [I8], we define an ideal primitive as an algorithmic entity which
receives inputs from one of the parties and delivers its output immediately to
the querying party. The ideal primitives that we consider in this paper are ran-
dom oracles and random permutations (or ideal ciphers). A random oracle [1] is
an ideal primitive which provides a random output for each new query. Identi-
cal input queries are given the same answer. A random permutation is an ideal
primitive that contains a random permutation P : {0,1}" — {0,1}". The ideal
primitive provides oracle access to P and P~!. An ideal cipher is an ideal prim-
itive that models a random block cipher E : {0,1}" x {0,1}" — {0,1}". Each
key k € {0,1}" defines a random permutation Ej, = E(k,-) on {0,1}". The ideal
primitive provides oracle access to £ and E~!; that is, on query (0,k,m), the
primitive answers ¢ = FEji(m), and on query (1, k,c), the primitive answers m
such that ¢ = Eg(m). These oracles are available for any n and any .

The notion of indifferentiability [I8] is used to show that an ideal primitive P
(for example, a random permutation) can be replaced by a construction C' that
is based on some other ideal primitive F (for example, C' is the LR construction
based on a random oracle F):

Definition 1 ([I8]). A Turing machine C' with oracle access to an ideal prim-
itive F is said to be (tp,ts,q,e)-indifferentiable from an ideal primitive P if
there exists a simulator S with oracle access to P and running in time at most
ts, such that for any distinguisher D running in time at most tp and making at
most q queries, it holds that:

‘Pr [Dcff - 1} _Pr [DP’SP - 1” <e
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Fig. 3. The indifferentiability notion

C7 is simply said to be indifferentiable from F if € is a negligible function of the
security parameter n, for polynomially bounded q, tp and tg.

The previous definition is illustrated in Figure [3 where P is a random permu-
tation, C' is a Luby-Rackoff construction LR, and I is a random oracle. In this
paper, for a 6-round Luby-Rackoff, we denote these random oracles Fi, ..., Fg
(see Fig.[2). Equivalently, one can consider a single random oracle F' and encode
in the first 3 input bits which round function Fi, ..., Fy is actually called. The
distinguisher has either access to the system formed by the construction LR and
the random oracle F', or to the system formed by the random permutation P
and a simulator S. In the first system (left), the construction LR computes its
output by making calls to F' (this corresponds to the round functions F;’s of the
Luby-Rackoff); the distinguisher can also make calls to F' directly. In the second
system (right), the distinguisher can either query the random permutation P, or
the simulator that can make queries to P. We see that the role of the simulator
is to simulate the random oracles F;’s so that no distinguisher can tell whether
it is interacting with LR and F', or with P and S. In other words, 1) the output
of S should be indistinguishable from that of random oracles F;’s and 2) the
output of S should look “consistent” with what the distinguisher can obtain
from P. We stress that the simulator does not see the distinguisher’s queries to
P; however, it can call P directly when needed for the simulation. Note that the
two systems have the same interface, so now it makes sense to require that the
two systems be indistinguishable.

To summarise, in the first system the random oracles F; are chosen at random,
and a permutation C' = LR is constructed from them with a 6 rounds Luby-
Rackoff. In the second system the random permutation P is chosen at random
and the inner round functions F;’s are simulated by a simulator with oracle access
to P. Those two systems should be indistinguishable, that is the distinguisher
should not be able to tell whether the inner round functions were chosen at
random and then the Luby-Rackoff permutation constructed from it, or the
random permutation was chosen at random and the inner round functions then
“tailored” to match the permutation.

It is shown in [I8] that the indifferentiability notion is the “right” notion
for substituting one ideal primitive with a construction based on another ideal
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primitive. That is, if C7 is indifferentiable from an ideal primitive P, then C7
can replace P in any cryptosystem, and the resulting cryptosystem is at least
as secure in the F model as in the P model; see [I8] or [9] for a proof. Our
main result in this paper is that the 6 rounds Luby-Rackoff construction is
indifferentiable from a random permutation; this implies that such a construction
can replace a random permutation (or an ideal cipher) in any cryptosystem, and
the resulting scheme remains secure in the random oracle model if the original
scheme was secure in the random permutation (or ideal cipher) model.

3 Attack of Luby-Rackoff with 5 Rounds

In this section we show that 5 rounds are not enough to obtain the indifferen-
tiability property. We do this by exhibiting for the 5 rounds Luby-Rackoff (see
Fig. @) a property that cannot be obtained with a random permutation.

Let Y and Y’ be arbitrary values, corresponding to inputs of

F3 (see Fig.@l); let Z be another arbitrary value, corresponding | R
to input of Fy. Let Z/ = F3(Y) & F3(Y') & Z, and let:
X:Fg(Y)@Z:Fg(Y/)EBZ/ (].)
X' =FRY)ezZ=FY)sZ (2)

From X, X', Y and Y’ we now define four couples (X;,Y;) as
follows:

(XO,YE)):(X,Y), (Xlﬂyvl):(Xlﬂy)

<X27Yv2) = (X/7Y/)7 (X?)?YE))) = (X7 Y/)

and we let L;||R; be the four corresponding plaintexts;
we have:

Ro =Y ® 2(Xo) =Y @ 2(X)
R =Y1®© F(X1) =Y @ F(X') .

, ; Fig.4. 5-rounds
Ry = Y2 ® F2(X2) =Y' @© Fp(X') Luby-Rackoff
Ry =Y3® F>(X3) =Y' @ Fy(X)

Let Zy, Z1, Za, Z5 be the corresponding values as input of Fy; we have from ()
and (2)):

Zo=Xo® Fs(Yo) = X ®F(Y) =2, 7= X0 F(Y1) =X @ Fy(Y) = 2
Zo=Xo®0 F3(Y2)=X' @ F3(Y) =2, Z3=Xs0FY;)=XaoRBY')=2

Finally, let S;||T; be the four corresponding ciphertexts; we have:

So=Yo® Fu(Zo) =Y @ Fy(Z), S1=Y1®F(Z)=Y & Fy(7)
So=Yo® Fy(Z2) =Y @ Fy(Z), S5=Ysd Fy(Z3) =Y & Fy(Z')

‘We obtain the relations:

Ry®@Ri1 &Ry P R3=0, SoS518S5,e5;=0
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Thus, we have obtained four pairs (plaintext, ciphertext) such that the xor of the
right part of the four plaintexts equals 0 and the xor of the left part of the four
ciphertexts also equals 0. For a random permutation, it is easy to see that such
a property can only be obtained with negligible probability, when the number
of queries is polynomially bounded. Thus we have shown:

Theorem 1. The Luby-Rackoff construction with 5 rounds is not indifferen-
tiable from a random permutation.

This contrasts with the classical Luby-Rackoff result, where 4 rounds are enough
to obtain a strong pseudo-random permutation from pseudo-random functions.

4 Indifferentiability of Luby-Rackoff with 6 Rounds

We now prove our main result: the Luby-Rackoff construction with 6 rounds is
indifferentiable from a random permutation.

Theorem 2. The LR construction with 6 rounds is (tp,ts, q, €)-indifferentiable
from a random permutation, with ts = O(q*) and e = 218.¢%/2", where n is the
output size of the round functions.

Note that here the distinguisher has unbounded running time; it is only bounded
to ask ¢ queries. As illustrated in Figure 3 we must construct a simulator S such
that the two systems formed by (LR, F') and (P,S) are indistinguishable. The
simulator is constructed in Section Il while the indistinguishability property
is proved in Section

4.1 The Simulator

We construct a simulator S that simulates the random oracles Fi, ..., Fgz. For
each function F; the simulator maintains an history of already answered queries.
We write © € F; when x belongs to the history of F;, and we denote by F;(x)
the corresponding output. When we need to obtain F;(z) and x does not belong
to the history of F;, we write F;(z) < y to determine that the answer to F;
query z will be y; we then add (x, F;(z)) to the history of F;. We denote by n
the output size of the functions F;’s. We denote by LR and LR™! the 6-round
Luby-Rackoff construction as obtained from the functions F;’s.

We first provide an intuition of the simulator’s algorithm. The simulator must
make sure that his answers to the distinguisher’s F; queries are coherent with the
answers to P queries that can be obtained independently by the distinguisher.
In other words, when the distinguisher makes F; queries to the simulator (possi-
bly in some arbitrary order), the output generated by the corresponding Luby-
Rackoff must be the same as the output from P obtained independently by the
distinguisher. We stress that those P queries made by the distinguisher cannot
be seen by the simulator; the simulator is only allowed to make his own P queries
(as illustrated in Fig. [3). In addition, the simulator’s answer to F; queries must
be statistically close to the output of random functions.
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The simulator’s strategy is the following: when a “chain of 3 queries” has been
made by the distinguisher, the simulator is going to define the values of all the
other Fj’s corresponding to this chain, by making a P or a P~! query, so that the
output of LR and the output of P are the same for the corresponding message.
Roughly speaking, we say that we have a chain of 3 queries (z,y, z) when z, y,
z are in the history of Fy, Fiy1 and Fjo respectively and z = Fj41(y) @ z.

For example, if a query X to F is received, and we have X = F5(Y)®Z where
Y, Z belong to the history of F3 and Fj respectively, then the triple (X,Y, Z)

forms a 3-chain of queries. In this case, the simulator defines F5(X) & {0,1}"
and computes the corresponding R = Y @ F5(X). It also

lets Fy(R) & {0,1}™ and computes L = X @ Fi(R). Then
it makes a P-query to get S||T" = P(L||R). It also com-

L

putes A = Y @ Fy(Z). The values of F5(A) and Fg(S) F1
are then “adapted” so that the 6-round LR and the ran-
dom permutation provide the same output, i.e. the simula- ><
tor defines F5(A) «— Z @ S and F5(S) «— A @ T, so that Fo 1 X
LR(L||R) = P(L||R) = S||T. In summary, given a F» query,
the simulator looked at the history of (F3, Fy) and adapted
the answers of (F5, Fg). Fs— Y
More generally, given a query to FJ, the simulator pro-
ceeds according to Table [l below; we denote by + for look-
ing downward in the LR construction and by — for look- Fat— Z
ing upward. The simulator must first simulate an additional
call to F; (column “Call”). Then the simulator can com- ><
pute either L||R or S||T (as determined in column “Com- Fs— A
pute”’). Given L||R (resp. S||T’) the simulator makes a P-
query (resp. a P~l-query) to obtain S||T" = P(L||R) (resp. ><
L|R = P~1(S||T)). Finally Table[lindicates the index j for Fs— S
which the output of (F}, Fj1) is adapted (column “Adapt”).
Given a query = to Fy, with 2 < k < 3, the simulator ><
(when looking downward) must actually consider all 3-chains S T

formed by (x,y, z) where y € Fi11 and z € Fio. Therefore,
for k < 2 < 3, one defines the following set:

Chain(+1,2,k) = {(y,2) € (Fit1, Fiy2) | 2 = Fiy1(y) © 2}
where +1 corresponds to looking downward in the Luby-Rackoff construction.
This corresponds to Lines (F», +) and (F5,+) in Table [
Similarly, given a query t to Fj, with 4 < k < 5, when looking upward the

simulator must consider all 3-chains formed by (y, z,t) where y € Fj_o and
z € Fy_1; one defines the following set for 4 < k < 5:

Chain(=1,t, k) = {(y,2) € (Fy—2, Fx—1) | t = Fr_1(2) ® y}

This corresponds to Lines (Fy, —) and (F5, —) in Table [Tl
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Table 1. Simulator’s behaviour

Query Dir History Call Compute Adapt

Fi - (F5,Fs) Fy S| T (Fy, F3)
B+ (I3,F) B LR (Fs Fe)
F - (Fs, 1) Fs L|R (F3, Fy)
F3 + (F4,F5) Fy SHT (Fl,FQ)
Fy - (2 F3) R LR (F5, F)
Fy + (F6,F1) F SHT (Fg,F4)
Fy - (F3,Fy)  Fg S| T (Fy, Fy)
Fs + (F,F) Fs L||R (Fy, F5)

Additionally one must consider the 3-chains obtained from a Fg query S and
looking in (Fy, F») history, with Line (Fg,+):

Chain(+1, S,6) = {(R,X) € (F,F) | 3T, P(F (R)® X||R) = S||T} (3)

and symmetrically the 3-chains obtained from a Fj; query R and looking in
(F5, Fg) history, with Line (Fy, —):

Chain(—1,R, 1) = {(A, S) € (Fs, F) | 3L, P~1(S||Fs(S) @ A) = L||R} (4)
One must also consider the 3-chains associated with (Fy, Fg) history, obtained
either from a Fy query X or a Fj query A, with Lines (F3, —) and (F5, +). Given
a Fy query X, we consider all R € F, and for each corresponding L = X © F1(R),
we compute S||T" = P(L||R) and determine whether S € Fg. Additionally, we
also consider “virtual” 3-chains, where S ¢ Fs, but S is such that P(L'||R) =

S||T" for some (R, X') € (Fy, Fy), with L'’ = X'® F1(R’) and X’ # X. Formally,
we denote :

Chain(~1,X,2) = {(R,S) € (Fi, Fy) | 3T, P(X & Fi(R)|R) = S|T}  (5)
where Fg in Chain(—1, X, 2) is defined as:
Fo = FyU {s | 377, (R, X') € (F1, B2\ {X}), P(X' & I\ (R)||R) = S||T'}
and symmetrically:

Chain(+1, A,5) = {(R, S) € (F1, F) | 3L, P~Y(S|A® Fs(S)) = L||R} (6)

Fi=FU {R 3L, (A, 8") € (Fs\ {A}, Fs), P~L(S"||A' @ Fs(S")) = L’||R}
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When the simulator receives a query z for F, it then proceeds as follows:
Query(z, k):
1. If x is in the history of Fj, then go to step @l
2. Let Fy(x) & {0,1}™ and add (x, F,(z)) to the history of Fy.
3. Call ChainQuery(x, k)
4. Return Fy(x).

The ChainQuery algorithm is used to handle all possible 3-chains created by
the operation Fj(x) & {0,1}™ at step
ChainQuery(z, k):
1. If k € {2,3,5,6}, then for all (y, z) € Chain(+1,x, k):
(a) Call CompleteChain(+1,x,y, 2, k).
2. If k € {1,2,4,5}, then for all (y, z) € Chain(—1,x, k):
(a) Call CompleteChain(—1,z,y, z, k).

The CompleteChain(b, z, y, z, k) works as follows: it computes the message L|| R
or S||T that corresponds to the 3-chain (x,y, z) given as input, without querying
(Fj,Fj11), where j is the index given in Table [l (column “Adapt”). If L||R is
first computed, then the simulator makes a P query to obtain S||T = P(L||R);
similarly, if S||T is first computed, then the simulator makes a P~! query to ob-
tain L|R = P~(S||T). Eventually the output of functions (F}, Fj11) is adapted
so that LR(L||R) = S||T.

CompleteChain(b, z,y, z, k):
1. If (b, k) = (—1,2) and 2z ¢ Fg, then call Query(z,6), without considering in
ChainQuery(z, 6) the 3-chain that leads to the current 3-chain (z,y, 2).
2. If (b,k) = (+1,5) and y ¢ Fi, then call Query(y, 1), without considering in
ChainQuery(y, 1) the 3-chain that leads to the current 3-chain (x,y, 2).
3. Given (b, k) and from Table [Tk
(a) Determine the index 7 of the additional call to F; (column “Call”).
(b) Determine whether L||R or S||T must be computed first.
(c) Determine the index j for adaptation at (F}, Fj1) (column “Adapt”).
4. Call Query(z;, ), where x; is the input of F; that corresponds to the 3-chain
(z,y, z), without considering in ChainQuery(x;,4) the 3-chain that leads to
the current 3-chain (z,y, 2).
. Compute the message L||R or S||T corresponding to the 3-chain (z,y, 2).
6. If L|| R has been computed, make a P query to get S||T = P(L||R); otherwise,
make a P~! query to get L|R = P~1(S||T).
7. Now all input values (z1,...,z¢) to (F1, ..., Fs) corresponding to the 3-chain
(z,y, z) are known. Additionally let g < L and z7 « T.
8. If z; is in the history of F} or ;41 is in the history of Fj4 1, abort.
9. Define Fj($j) — Tj-1 DX
10. Define Fj+1 ($j+1) — ;D Tjta
11. Call ChainQuery(z;, j) and ChainQuery(z;41,j + 1), without considering in
ChainQuery(z;, j) and ChainQuery(z;11,7) the 3-chain that leads to the cur-
rent 3-chain (x,y, z).

(W21
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Additionally the simulator maintains an upper bound B4, on the size of the
history of each of the F;’s; if this bound is reached, then the simulator aborts;
the value of B4, will be determined later. This terminates the description of
the simulator.

We note that all lines in Table[I] are necessary to ensure that the simulation of
the F}’s is coherent with what the distinguisher can obtain independently from
P. For example, if we suppress the line (Fz,+) in the table, the distinguisher
can make a query for Z to Fy, then Y to F5 and X = F3(Y) @ Z to Fy, then
A=F,(Z)®Y to F5 and since it is not possible anymore to adapt the output
of (F1, Fy), the simulator fails to provide a coherent simulation.

Our simulator makes recursive calls to the Query and ChainQuery algorithms.
The simulator aborts when the history size of one of the F;’s is greater than
Binaz. Therefore we must prove that despite these recursive calls, this bound
Biaz s never reached, except with negligible probability, for B4, polynomial
in the security parameter. The main argument is that the number of 3-chains
in the sets Chain(b, z, k) that involve the P permutation (equations @), @), (&)
and (@)), must be upper bounded by the number of P/P~!-queries made by the
distinguisher, which is upper bounded by ¢. This gives an upper bound on the
number of recursive queries to F3, Fy, which in turn implies an upper bound
on the history of the other F;’s. Additionally, one must show that the simulator
never aborts at Step [ in the CompleteChain algorithm, except with negligible
probability. This is summarised in the following lemma:

Lemma 1. Let g be the mazximum number of queries made by the distinguisher
and let Byax = 5¢%. The simulator S runs in time O(q¢*), and aborts with
probability at most 24 - ¢8 /2", while making at most 105 - ¢* queries to P or
Pt

Proof. Due to space restriction, in Appendix[Alwe only show that the simulator’s
running time is O(q*) and makes at most 105 - ¢* queries to P/P~!. The full
proof of Lemma [Tl is given in the full version of this paper [10].

4.2 Indifferentiability

We now proceed to prove the indifferentiability result. As illustrated in Figure
B, we must show that given the previous simulator S, the two systems formed
by (LR, F') and (P,S) are indistinguishable.

We consider a distinguisher D making at most ¢ queries to the system (LR, F')
or (P,S) and outputting a bit v. We define a sequence Gameg, Gamej, ... of
modified distinguisher games. In the first game Gamey, the distinguisher interacts
with the system formed by the random permutation P and the previously defined
simulator S. In the subsequent games the system is modified so that in the last
game the distinguisher interacts with (LR, F'). We denote by S; the event in
game 7 that the distinguisher outputs v = 1.

Gameg: the distinguisher interacts with the simulator S and the random permu-
tation P.
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FlT I
P le s P le S | LR |« s LR > F
D D D D
Game0 Game 1 Game 2 Game 3

Fig. 5. Sequence of games for proving indifferentiability

Game;: we make a minor change in the way F; queries are answered by the
simulator, to prepare a more important step in the next game. In Gamey we have

that a I; query for z can be answered in two different ways: either F;(x) & {0,1},
or the value Fj(z) is “adapted” by the simulator. In Game, instead of letting

Fi(z) & {0, 1}, the new simulator &’ makes a query to a random oracle F; which
returns F;(z); see Fig. Bl for an illustration. Since we have simply replaced one
set of random variables by a different, but identically distributed, set of random
variables, we have:

PI‘[S()] = PI‘[Sl]

Gamey: we modify the way P and P~! queries are answered. Instead of returning
P(L||R) with random permutation P, the system returns LR(L||R) by calling
the random oracles F;’s (and similarly for P~ queries).

We must show that the distinguisher’s view has statistically close distribution
in Game; and Games. For this, we consider the subsystem 7 with the random
permutation P/P~1 and the random oracles F;’s in Game;, and the subsystem
7' with Luby-Rackoff LR and random oracle F;’s in Gamey (see Fig. ). We show
that the output of systems 7 and 7' is statistically close; this in turn shows that
the distinguisher’s view has statistically close distribution in Game; and Gamez

In the following, we assume that the distinguisher eventually makes a sequence
of F;-queries corresponding to all previous P/P~! queries made by the distin-
guisher; this is without loss of generality, because from any distinguisher D we
can build a distinguisher D’ with the same output that satisfies this property.

The outputs to F; queries provided by subsystem 7 in Game; and by subsystem
7' in Gamey are the same, since in both cases these queries are answered by
random oracles F;. Therefore, we must show that the output to P/P~! queries
provided by 7 and 7’ have statistically close distribution, when the outputs to
F; queries provided by 7 or 7' are fixed.

1 'We do not claim that subsystems 7 and 7’ are indistinguishable for any possible
sequence of queries (this is clearly false); we only show that 7 and 7' have statisti-
cally close outputs for the particular sequence of queries made by the simulator and
the distinguisher.
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We can distinguish two types of P/P~! queries to 7 or 7":

— Type I: P/P~! queries made by the distinguisher, or by the simulator during
execution of the CompleteChain algorithm. From Lemmal[ll there are at most
Binaz + q < 6¢2 such queries.

— Type II: P/P~! queries made by the simulator when computing the sets
Chain(+1, 5,6), Chain(—1, R, 1), Chain(+1, A,5) and Chain(—1, X, 2), which
are not of Type I. From Lemma [I] there are at most Qp = 105 - ¢* such
queries.

We first consider Type I queries. Recall that the distinguisher is assumed to
eventually make all the F; queries corresponding to his P/P~! queries; conse-
quently at the end of the distinguisher’s queries, the CompleteChain algorithm
has been executed for all 3-chains corresponding to P/P~! queries of Type 1.
We consider one such P query L||R (the argument for P~! query is similar) of
Type 1. In Gamey the answer S||T can be written as follows:

(S, T)=(Ler &@rs®rs, R®r: &1y B 76) (7)

where r = Fl(R), ro = FQ(X)7 rs = F’?,(Yv)7 rqy = F4(Z), rs = F5(A) and
re = Fs(95), and (X,Y, Z, A) are defined in the usual way.

Let j be the index used at steps[@ and [I0 of the corresponding CompleteChain
execution, and let x;, ;41 be the corresponding inputs. If the simulator does
not abort during CompleteChain, this implies that the values r; = F;(z;) and
rj+1 = Fjt1(xj41) have not appeared before in the simulator’s execution. This
implies that r; = Fj(z;) and 741 = Fj41(2j41) have not appeared in a previ-
ous P/P~1-query (since otherwise it would have been defined in the correspond-
ing CompleteChain execution), and moreover Fj(z;) and Fjiq(x;41) have not
been queried before to subsystem 7. Since the values 7; = Fj(z;) and rj11 =
Fjti1(xj41) are defined by the simulator at steps[@and [[0lof CompleteChain, these
values will not be queried later to 7'. Therefore we have that r; = Fj(z;) and
rj+1 = Fji1(xj41) are not included in the subsystem 7' output; 7" output can
only include randoms in (r1,...,7j—1,7j42,...,7¢). Therefore, we obtain from
equation (7)) that for fixed randoms (r1,...,7j—1,7j4+2,...,7s) the distribution
of S||T = LR(L||R) in Games is uniform in {0,1}?" and independent from the
output of previous P/P~! queries.

In Game;, the output to query L||R is S||T' = P(L||R); since there are at most
q + Bar < 6-¢*> Type I queries to P/P~!, the statistical distance between
P(L||R) and LR(L||R) is at most 6 - ¢*/22". This holds for a single P/P~! query
of Type L. Since there are at most 6 - g> such queries, we obtain the following
statistical distance 0 between outputs of systems 7 and 7’ to Type I queries,
conditioned on the event that the simulator does not abort:

L2 !
2.6q<36q

g S 6- q 22n — 22n (8)

We now consider P/P~1 queries of Type II; from Lemma [ there are at
most @p = 105 - ¢* such queries. We first consider the sets Chain(+1,5,6)
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and Chain(—1, X,2), and we consider a corresponding query L||R to P, where
L = F;(R)®X. By definition this query is not of Type I, so no CompleteChain ex-
ecution has occurred corresponding to this query. Given (R, X) € Chain(+1, .5, 6)
or for (R, S) € Chain(—1,X,2), welet Y = F5(X)® R. If Y is not in the history

of F3, we let F5(Y) & {0,1}™; in this case, Z = X @ F5(Y) has the uniform
distribution in {0,1}"; this implies that Z belongs to the history of Fy with
probability at most |Fy|/2™ < 2¢/2". If Y belongs to the history of Fj, then we
have that Z cannot be in the history of Fy, otherwise 3-chain (X,Y, Z) would al-
ready have appeared in CompleteChain algorithm, from Line (F3, +) and (Fy, —)
in Table [[l Therefore, we have that for all P queries L||R of Type II, no cor-
responding value of Z belongs to the history of Fy, except with probability at
most Qp - 2q/2™.

We now consider the sequence (L;, R;) of distinct P-queries of Type II corre-
sponding to the previous sets Chain(+1, S,6) and Chain(—1, X, 2). We must show
that in Gamey the output (S;, T;) provided by 7’ has a distribution that is statis-
tically close to uniform, when the outputs to F; queries provided by 7' are fixed.
We consider the corresponding sequence of (Y;, Z;); as explained previously, no
Z; belongs to the simulator’s history of Fj, except with probability at most
Qp -2q/2". We claim that Fy(Z;) @Y; # Fu(Z;) ®@Y; foralll <i < j<Qp,
except with probability at most (Qp)?/2". Namely, if Z; = Z; for some i < j,
then Fy(Z;)®Y; = Fy(Z;) @Y; implies Y; = Y;, which gives (L;, R;) = (Lj, R;),
a contradiction since we have assumed the (L;, R;) queries to be distinct. More-
over, for all 4 < j such that Z; # Z;, we have that Fy(Z;) @ Y; = Fu(Z;) @ Y;
happens with probability at most 27"; since there are at most (Qp)? such 1, j,
we have that Fy(Z;)®Y; = Fu(Z;) @ Z; for some i < j happens with probability
at most (Qp)?/2".

This implies that the elements A; = Y; @ F4(Z;) are all distinct, except with
probability at most (Q p)?/2". Therefore elements S; = Z;® F5(A;) are uniformly
and independently distributed in {0, 1}"; this implies that elements S; are all
distinct, except with probability at most (Qp)?/2", which implies that elements
T, = A; @ Fg(S;) are uniformly and independently distributed in {0,1}". For
each (S;, T;), the statistical distance with P(L;||R;) in Game; is therefore at most
Qp/2%". The previous arguments are conditioned on the event that no A; or S;
belongs to the simulator’s history for F5 and Fg, which for each A; or S; happens
with probability at most By,a./2". The reasoning for the sets Chain(—1, R, 1),
Chain(+1, A, 5) is symmetric so we omit it. We obtain that the statistical distance
52 between the output of Type II P/P~! queries in Game; and Game, is at most
(conditioned on the event that the simulator does not abort):

5y <2 (QP'2Q L. (Qp)? n (Qp)? QP'Bmaz) < 210. g8

+ on

Let denote by Abort the event that the simulator aborts in Game;; we obtain
from Lemma [I] and inequalities ) and (@) :

14 916 . 8 917 8

8 4
. 36 -
q + q + q q

| Pr[Sa] — Pr[S1]| < Pr[Abort] + d + 3 < on o2 on < on
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Games: the distinguisher interacts with random system (LR, F'). We have that
system (LR, F) provides the same outputs as the system in Game, except if
the simulator fails in Game,. Namely, when the output values of (Fj, Fj41) are
adapted (steps [@ and [0 of CompleteChain algorithm), the values Fj(z;) and
Fj{1(xj41) are the same as the one obtained directly from random oracles Fj
and Fji 1, because in Gamep the P/P~! queries are answered using LR/LRfl.
Let denote by Aborty the event that simulator aborts in Gamesy; we have:

214-q8+36-q4+216-q8<217-q8

Pr[AbOrtQ} < PI‘[AbOFt] +d+5, < on 22n 2 T 2n

which gives:
17 .8
-q
21’L
From the previous inequalities, we obtain the following upper bound on the
distinguisher’s advantage:

| Pr[S5] — Pr[Sa]| < Pr|[Aborts] <

218 . q8

| PrlSs] = Pr{Soll < ©

which terminates the proof of Theorem

5 Conclusion and Further Research

We have shown that the 6 rounds Feistel construction is indifferentiable from
a random permutation, a problem that was left open in [9]. This shows that
the random oracle model and the ideal cipher model are equivalent models. A
natural question is whether our security bound in ¢®/2" is optimal or not. We
are currently investigating:

— a better bound for 6 rounds (or more),
— best exponential attacks against 6 rounds (or more),
— other models of indifferentiability with possibly simpler proofs.

Acknowledgements. we would like to thank the anonymous referees of Crypto
2008 for their useful comments.

References

1. Bellare, M., Rogaway, P.: Random oracles are practical: A paradigm for designing
efficient protocols. In: Proceedings of the 1st ACM Conference on Computer and
Communications Security, pp. 62-73 (1993)

2. Bellare, M., Rogaway, P.: The exact security of digital signatures - How to sign with
RSA and Rabin. In: Maurer, U.M. (ed.) EUROCRYPT 1996. LNCS, vol. 1070, pp.
399-416. Springer, Heidelberg (1996)

3. Bellare, M., Rogaway, P.: Optimal Asymmetric Encryption. In: De Santis, A. (ed.)
EUROCRYPT 1994. LNCS, vol. 950, pp. 92-111. Springer, Heidelberg (1995)



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

The Random Oracle Model and the Ideal Cipher Model Are Equivalent 17

. Black, J.: The Ideal-Cipher Model, Revisited: An Uninstantiable Blockcipher-

Based Hash Function. In: Robshaw, M. (ed.) FSE 2006. LNCS, vol. 4047, pp.
328-340. Springer, Heidelberg (2006)

. Black, J., Rogaway, P., Shrimpton, T.: Black-Box Analysis of the Block Cipher-

Based Hash-Function Constructions from PGV. In: Yung, M. (ed.) CRYPTO 2002.
LNCS, vol. 2442. Springer, Heidelberg (2002)

. Boneh, D., Gentry, C., Shacham, H., Lynn, B.: Aggregate and Verifiably Encrypted

Signatures from Bilinear Maps. In: Biham, E. (ed.) EUROCRYPT 2003. LNCS,
vol. 2656, pp. 416-432. Springer, Heidelberg (2003)

. Canetti, R., Goldreich, O., Halevi, S.: The random oracle methodology, revisited.

In: Proceedings of the 30th ACM Symposium on the Theory of Computing, pp.
209-218. ACM Press, New York (1998)

. Chang, D., Lee, S., Nandi, M., Yung, M.: Indifferentiable Security Analysis of

Popular Hash Functions with Prefix-Free Padding. In: Lai, X., Chen, K. (eds.)
ASTACRYPT 2006. LNCS, vol. 4284, pp. 283-298. Springer, Heidelberg (2006)

. Coron, J.S., Dodis, Y., Malinaud, C., Puniya, P.: Merkle-Damgard Revisited: How

to Construct a Hash Function. In: Shoup, V. (ed.) CRYPTO 2005. LNCS, vol. 3621,
pp. 430-448. Springer, Heidelberg (2005)

Coron, J.S., Patarin, J., Seurin, Y.: The Random Oracle Model and the Ideal
Cipher Model are Equivalent. Full version of this paper. Cryptology ePrint Archive,
Report 2008/246, http://eprint.iacr.org/

Desai, A.: The security of all-or-nothing encryption: Protecting against exhaus-
tive key search. In: Bellare, M. (ed.) CRYPTO 2000. LNCS, vol. 1880. Springer,
Heidelberg (2000)

Dodis, Y., Puniya, P.: On the Relation Between the Ideal Cipher and the Random
Oracle Models. In: Halevi, S., Rabin, T. (eds.) TCC 2006. LNCS, vol. 3876, pp.
184-206. Springer, Heidelberg (2006)

Dodis, Y., Puniya, P.: Feistel Networks Made Public, and Applications. In: Naor,
M. (ed.) EUROCRYPT 2007. LNCS, vol. 4515, pp. 534-554. Springer, Heidelberg
(2007)

Even, S., Mansour, Y.: A construction of a cipher from a single pseudorandom
permutation. In: Matsumoto, T., Imai, H., Rivest, R.L. (eds.) ASTACRYPT 1991.
LNCS, vol. 739, pp. 210-224. Springer, Heidelberg (1993)

Gentry, C., Ramzan, Z.: Eliminating Random Permutation Oracles in the Even-
Mansour Cipher. In: Lee, P.J. (ed.) ASTACRYPT 2004. LNCS, vol. 3329. Springer,
Heidelberg (2004)

Kilian, J., Rogaway, P.: How to protect DES against exhaustive key search (An
analysis of DESX). Journal of Cryptology 14(1), 17-35 (2001)

Luby, M., Rackoff, C.: How to construct pseudorandom permutations from pseudo-
random functions. STAM Journal of Computing 17(2), 373-386 (1988)

Maurer, U., Renner, R., Holenstein, C.: Indifferentiability, Impossibility Results on
Reductions, and Applications to the Random Oracle Methodology. In: Naor, M.
(ed.) TCC 2004. LNCS, vol. 2951, pp. 21-39. Springer, Heidelberg (2004)
Patarin, J.: Pseudorandom Permutations Based on the DES Scheme. In: Charpin,
P., Cohen, G. (eds.) EUROCODE 1990. LNCS, vol. 514, pp. 193-204. Springer,
Heidelberg (1991)

Ramzan, Z., Reyzin, L.: On the Round Security of Symmetric-Key Cryptographic
Primitives. In: Bellare, M. (ed.) CRYPTO 2000. LNCS, vol. 1880. Springer, Hei-
delberg (2000)


http://eprint.iacr.org/

18 J.-S. Coron, J. Patarin, and Y. Seurin

A  Proof of Lemma [1]

We first give an upper bound on the total number of executions of algorithm
CompleteChain(b, z, y, z, k) for (b, k) € {(+1,6),(—1,2),(=1,1), (+1,5)}. We first
consider the set:

Chain(+1, S, 6) = {(R,X) € (F1,F) | 3T, P(X @ Fi(R)|R) = 5||T}

that generates executions of CompleteChain(+1,.5, R, X,6). We denote by badg
the event that CompleteChain(+1, S, R, X, 6) was called while X & F; (R)||R has
not appeared in a P/P~! query made by the distinguisher.

Similarly, considering the set Chain(—1, X,2), we denote by bady the event
that CompleteChain(—1, X, R, S,2) was called while X @ Fi;(R)||R has not ap-
peared in a P/P~! query made by the distinguisher. Symmetrically, we denote
by bad; and bads the corresponding events for CompleteChain(—1, R, A, S, 1) and
CompleteChain(+1, A, R, S,5). We denote bad = bad; V bads V bads V badg.

Lemma 2. The total number of executions of CompleteChain(b,z,y,z,k) for
(b, k) € {(+1,6),(—-1,2),(-1,1),(+1,5)} is upper bounded by q, unless event
bad occurs, which happens with probability at most:

5 ) (Bmax)4

P <
r[bad] < on

(10)
Proof. 1f event bad has not occurred, then the distinguisher has made a P/P~!
query corresponding to all pairs (z,y) in CompleteChain(b, x,y, z, k) for (b, k) €
{(+1,6),(-1,2),(-1,1), (+1,5)}; since the distinguisher makes at most ¢ que-
ries, the total number of executions is then upper bounded by g.

We first consider event badg corresponding to Chain(+1,5,6). If L||R with
L = X ® F1(R) has never appeared in a P/P~! query made by the distinguisher,
then the probability that P(L||R) = S||T for some T is at most 2~™. For a single
S query to Fg, the probability that badg occurs is then at most |Fy| - [F|/2" <
(Bpmaz)?/2". Since there has been at most B, such queries to Fg, this gives:

(Bma$)3

Prlbadg] < 7

Symmetrically, the same bound holds for event bad;.

Similarly, for event bads, if the distinguisher has not made a query for P(L||R)
where L = X @ F;(R), then the probability that P(L||R) = S||T with S € Fg
is at most |Fg|/2", where |Fg| < |Fs| + |Fi| - |Fo| < 2 (Bpae)?. For a single X
query, this implies that event bady occurs with probability at most |Fy|-|Fg|/2";

since there are at most By, such queries, this gives:
Fi|-|Fs| _ 2 (Bmaz)*

Symmetrically, the same bound holds for event bads. From the previous inequal-
ities we obtain the required bound for Pr[bad]. |
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Lemma 3. Taking Bya. = 5-q?, the history size of the simulator F;’s does not
reach the bound Bi,.., unless event bad occurs, which happens with probability

at most:
12,8

Pribad] < = (11)
Proof. The 3-chains from Lines (Fg,+), (F2,—), (F1,—) and (F5,+) in Table
[ are the only ones which can generate recursive calls to F3 and Fj, since
the other 3-chains from Lines (F,+), (F3,+), (Fy,—) and (F5, —) always in-
clude elements in F3 and Fj histories. Moreover from Lemma [2] the total num-
ber of corresponding executions of CompleteChain(b,z,y, z, k) where (b, k) €
{(+1,6),(-1,2),(-1,1),(+1,5)} is upper bounded by ¢, unless event bad oc-
curs. This implies that at most ¢ recursive queries to F3 and Fj can occur,
unless event bad occurs. Since the distinguisher himself makes at most g queries
to F3 and Fy, the total size of F3 and F) histories in the simulator is upper
bounded by ¢ +¢=2"-gq.

The 3-chains from Lines (F», +), (F3,+), (F4, —) and (F5, —) always include
elements from both F3 and F} histories. Therefore, the number of such 3-chains
is upper bounded by (2¢)? = 4 - ¢. This implies that the simulator makes at
most 4¢? recursive queries to Fi, Fy, F5 and Fs. Therefore, taking:

Bias =5 ¢° (12)

we obtain that the simulator does not reach the bound B,.., except if event
bad occurs; from inequality (I0) and equation (I2) we obtain (ITI). |

Lemma 4. With Bz = 5- ¢, the simulator makes at most 105 - ¢* queries to
P/P~1 and runs in time O(q*).

Proof. The simulator makes queries to P/P~! when computing the four sets
Chain(+1, 5,6), Chain(—1, R, 1), Chain(+1, A,5) and Chain(—1, X,2) and also
when completing a 3-chain with CompleteChain algorithm. Since the history size
of the F}’s is upper bounded by B4 = 5 - ¢%, we obtain that the number Qp
of P/P~!-queries made by the simulator is at most:

QP S 4- (Bmaz)2 + Bmaw S 105 - q4 (13)
From this we have that the simulator runs in time O(q?). O

Lemma [l Bl and @ complete the first part of the proof. The remaining part
consists in showing that the simulator never aborts at Step B in algorithm
CompleteChain, except with negligible probability, and appears in the full version

of this paper [I0].

B A Note on Indifferentiability in the Honest-but-Curious
Model

In this section, we show that LR with up to logarithmic number of rounds is
not indifferentiable from a random permutation in the honest-but-curious model
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[12]; combined with our main result in the general model, this provides a sepa-
ration between the two models. Note that this observation does not contradict
any result formally proven in [12]; it only shows that honest-but-curious indif-
ferentiability is not necessarily weaker than general indifferentiability.

Roughly speaking, in the honest-but-curious indifferentiability model, the dis-
tinguisher cannot query the F;’s directly. It can only make two types of queries:
direct queries to the LR/LR™! construction, and queries to the LR/LR~! con-
struction where in addition the intermediate results of the F;’s is provided. When
interacting with the random permutation P and a simulator S, the first type
of query is sent directly to P, while the second type is sent to & who makes
the corresponding query to P, and in addition provides a simulated transcript
of intermediate F; results. Note that the simulator S is not allowed to make ad-
ditional queries to P apart from forwarding the queries from the distinguisher;
see [12] for a precise definition.

The authors of [12] define the notion of a transparent construction. Roughly
speaking, this is a construction C* such that the value of random oracle F(x)
can be computed efficiently for any x, by making a polynomial number of queries
to C and getting the I outputs used by C* to answer each query. The authors
show that Luby-Rackoff with up to logarithmic number of rounds is a transparent
construction. Namely the authors construct an extracting algorithm E such that
when given oracle access to LR and the intermediate values F; used to compute
LR, the value F;(x) can be computed for any = at any round i. We note that
algorithm E does not make queries to LR™!, only to LR.

Algorithm E implies that for a LR construction with up to logarithmic number
of rounds, it is possible to find an input message L||R such that the value S in
ST = LR(L||R) has a predetermined value, by only making forward queries to
LR; namely this is how algorithm E can obtain Fy(S), where £ is the last round.
But this task is clearly impossible with a random permutation P: it is infeasible
to find L||R such that S in S||T" = P(L||R) has a pre-determined value while
only making forward queries to P. This implies that a simulator in the honest-
but-curious model will necessarily fail (recall that such a simulator only forwards
queries from the distinguisher to P and cannot make his own queries to P/P~1).
Therefore, LR with up to logarithmic number of rounds is not indifferentiable
from a random permutation in the honest-but-curious model. Since our main
result is that LR with 6 rounds is indifferentiable from a random permutation
in the general model, this provides a separation between the two models.
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Abstract. We introduce a new information-theoretic primitive called
programmable hash functions (PHFs). PHFs can be used to program the
output of a hash function such that it contains solved or unsolved discrete
logarithm instances with a certain probability. This is a technique origi-
nally used for security proofs in the random oracle model. We give a va-
riety of standard model realizations of PHFs (with different parameters).

The programmability of PHFs make them a suitable tool to obtain
black-box proofs of cryptographic protocols when considering adaptive
attacks. We propose generic digital signature schemes from the strong
RSA problem and from some hardness assumption on bilinear maps that
can be instantiated with any PHF. Our schemes offer various improve-
ments over known constructions. In particular, for a reasonable choice
of parameters, we obtain short standard model digital signatures over
bilinear maps.

1 Introduction

1.1 Programmable Hash Functions

A group hash function is an efficiently computable function that maps binary
strings into a group G. We propose the concept of a programmable hash function
which is a keyed group hash function that can behave in two indistinguishable
ways, depending on how the key is generated. If the standard key generation
algorithm is used, then the hash function fulfills its normal functionality, i.e., it
properly hashes its inputs into a group G. The alternative (trapdoor) key gener-
ation algorithm outputs a key that is indistinguishable from the one output by
the standard algorithm. It furthermore generates some additional secret trap-
door information that depends on two generators g and A from the group. This
trapdoor information makes it possible to relate the output of the hash func-
tion to g and h: for any input X, one obtains integers ax and bx such that the
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relation H(X) = g®*h?* € G holds. For the PHF to be (m,n)-programmable
we require that for all choices of Xi,...,X,, and Z1,...,Z, with X; # Z;, it
holds that ax, = 0 but az, # 0, with some non- neghglble probability. Hence
parameter m controls the number of elements X for which we can hope to have
H(X) = hbx; parameter n controls the number of elements Z for which we can
hope to have H(Z) = g?2h’Z for some az # 0.

The concept becomes useful in groups with hard discrete logarithms and when
the trapdoor key generation algorithm does not know the discrete logarithm of
h to the basis g. It is then possible to program the hash function such that the
hash images of all possible choices Xi, ..., X,, of m inputs are H(X;) = hbx:,
i.e., they do not depend on g (since ax, = 0). At the same time the hash images
of all possible choices Z1, ..., Z, of n (different) inputs are H(Z;) = g% - hbz:
i.e., they do depend on ¢ in a known way (since ayz, # 0). Intuitively, this
resembles a scenario we are often confronted with in “provable security”: for
some of the hash outputs we know the discrete logarithm, and for some we
do not. This situation appears naturally during a reduction that involves an
adaptive adversary. Concretely, knowledge of the discrete logarithms of some
hash queries can be used to simulate, e.g., a signing oracle for an adversary
(which would normally require knowledge of a secret signing key). On the other
hand, once the adversary produces, e.g., a signature on its own, our hope is that
this signature corresponds to a hash query for which the we do not know the
discrete logarithm. This way, the adversary has produced a piece of nontrivial
secret information which can be used to break an underlying computational
assumption.

This way of “programming” a hash function is very popular in the context of
random oracles B] (which, in a sense, are ideally programmable hash functions),
and has been used to derive proofs of the adaptive security of simple signature
schemes M An (m, poly)-PHF is a (m, n)-PHF for all polynomials n. A (poly, m)-
PHF is defined the same way. Using this notation, a random oracle implies a
(poly, 1) PHFE'

INSTANTIATIONS. As our central instantiation of a PHF we use the following
function which was originally introduced by Chaum et. al. ] as a collision-
resistant hash function. The “multi generator” hash function HMS : {0,1}¢ — G
is defined as HMG(X) =ho[] hX where the h; are public generators of the
group and X = (X 1, g@After 1ts discovery in ﬂE it was also used in other
constructions ( ), relying on other useful properties beyond
collision resistance. Spec1ﬁca11y, in the analysis of his identity-based encryption
scheme, Waters ] implicitly proved that, using our notation, HM® is a (1, poly)-
programmable hash function.

Our main result concerning instantiations of PHFs is a new analysis of HM®
showing that it is also a (2, 1)-PHF. Furthermore, we can use our new techniques
to prove better bounds on the (1, poly)-programmability of HVG. We stress that

! By “programming” the random oracle as H(X) = ¢g®X h?* (for random ax, bx) with
some sufficiently small but noticeable probability p and H(X) = hbX with probability
1—p [16].
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our analysis uses random walk techniques and is different from the one implicitly
given in ﬂﬁ]

Unfortunately, the PHF HMC has a relatively large public evaluation key. (Its
key consists of £+ 1 group elements.) In our main application, signature schemes,
this will lead to a tradeoff between public key size and signature size: using PHF's
decreases the signature size, at the price of an increased public key size. See below
for more details.

VARIATIONS. The concept of PHFs can be extended to randomized program-
mable hash functions (RPHFs). An RPHF is like a PHF whose input takes an
additional parameter, the randomness. Our main construction of a randomized
hash function is RH"Ym  which is (m, 1)-programmable. Note that unlike HMG,
the construction of the hash function depends on the parameter m. In particular,
the complexity of RH™Y= grows quadratically in m.

In some applications (e.g., for RSA signatures) we need a special type a PHF
which we call bounded PHF. Essentially, for bounded PHFs we need to know a
certain upper bound on the |ax|, for all X. Whereas HMS is bounded, RHPYm
is only bounded for m = 1.

1.2 Applications

COLLISION RESISTANT HASHING. We aim to use PHF's as a tool to provide black-
box proofs for various cryptographic protocols. As a toy example let us sketch
why, in prime-order groups with hard discrete logarithms, any (1, 1)-PHF implies
collision resistant hashing. Setting up H using the trapdoor generation algorithm
will remain unnoticed for an adversary, but any collision H(X) = H(Z) with
X # Z gives rise to an equation g**h?* = H(X) = H(Z) = g°#h# with known
exponents. Since the hash function is (1, 1)-programmable we have that, with
non-negligible probability, ax = 0 and az # 0. This implies g = h(bx—2)/az,
revealing the discrete logarithm of h to the base g.

GENERIC BILINEAR MAP SIGNATURES. We propose the following generic Bi-
linear Maps signature scheme with respect to a group hash function H. The
signature of a message X is defined as the tuple

SIGem[H] :  sig = (H(X)=++,s) € G x {0,1}", (1)

where s is a random 7 bit-string. Here z € Zg, is the secret key. The signature
can be verified with the help of the public key g, ¢* and a bilinear map. Our main
theorem concerning the Bilinear Map signatures states that if, for some m > 1,
H is an (m, 1)-programmable hash function and the ¢-Strong Diffie-Hellman
(¢-SDH) assumption ﬂa] holds, then the above signature scheme is unforgeable
against chosen message attacks ] Here, the parameter m controls the size
n = n(m) of the randomness s. For “80-bit security” and assuming the scheme
establishes no more than ¢ = 230 signatures [4], we can choose n = 30+80/m such
that 1 = 70 is sufficient when using our (2, 1)-PHF HM®. The total signature size
amounts to 160+ 70 = 230 bits. (See below for details.) Furthermore, our generic
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Bilinear Map scheme can also be instantiated with any randomized PHF. Then
the signature of SIGgy[RH] is defined as sig := (RH(X;7)"/(*+%) s ), where r
is chosen from the PRHF’s randomness space.

GENERIC RSA SIGNATURES. We propose the following generic RSA signature
scheme with respect to a group hash function H. The signature of a message X
is defined as the tuple

SIGrsa[H] :  sig = (H(X)e,r) € Zy x {0,1}", (2)

where e is a 17 bit prime. The eth root can be computed using the factorization of
N = pq which is contained in the secret key. Our main theorem concerning RSA
signatures states that if, for some m > 1, H is a bounded (m, 1)-programmable
hash function and the strong RSA assumption holds, then the above signature
scheme is unforgeable against chosen message attacks. Again, the parameter m
controls the size of the prime as 7 ~ 30 + 80/m. Our generic RSA scheme can
also be instantiated with a bounded randomized PHF.

OTHER APPLICATIONS. BLS signatures B, @] are examples of “full-domain hash”
(FDH) signature schemes M} Using the properties of a (poly, 1)-programmable
hash function, one can give a black-box reduction from unforgeability of SIGprg
to breaking the CDH assumption. The same reduction also holds for all full-
domain hash signatures, for example also RSA-FDH M] Unfortunately, we do
not know of any standard-model instantiation of (poly, 1)-PHFs. This fact may
be not too surprising given the impossibility results from HE]

It is furthermore possible to reduce the security of Waters signatures m to
breaking the CDH assumption, when instantiated with a (1, poly)-programmable
hash function. This explains Waters’ specific analysis in our PHF framework.
Furthermore, our improved bound on the (1, poly)-programmability of HMC gives
a (slightly) tighter security reduction for Waters IBE and signature scheme.

1.3 Short Signatures

Our main application of PHFs are short signatures in the standard model. We
now discuss our results in more detail. We refer to ﬂa, @] for applications of short
signatures.

THE BIRTHDAY PARADOX AND RANDOMIZED SIGNATURES. A signature scheme
SIGpisen, by Fischlin ﬂﬁ] (itself a variant of the RSA-based Cramer-Shoup sig-
natures ﬂﬁ]) is defined as follows. The signature for a message m is given by
sig == (e,r, (hohy Ry med 22)1/‘i mod N), where e is a random 7-bit prime and
r is a random ¢ bit mask. The birthday paradox (for uniformly sampled primes)

2 We remark that the impossibility results from ﬂE} do not imply that (poly,1)-
programmable hash functions do not exist since they only rule out the possibility of
proving the security of such constructions based on any assumption which is satisfied
by random functions, thus it might still be possible to construct such objects using,
say homomorphic properties.
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tells us that after establishing ¢ distinct Fischlin signatures, the probability
that there exist two signatures, (e,71,y1) on my and (e,ro,y2) on ms, with
the same prime e is roughly ¢%n/2". One can verify that in case of a collision,
(e,2r1 — 12,2y1 — y2) is a valid signature on the “message” 2my — mo (with
constant probability). Usually, for “k bit security” one requires the adversary’s
success ratio (i.e., the forging probability of an adversary divided by its running
time) to be upper bounded by 27%. For k = 80 and assuming the number of
signature queries is upper bounded by ¢ = 2%°, the length of the prime must
therefore be at least 7 > 80+30 = 110 bits to immunize against this birthday at-
tack. We remark that for a different, more technical reason, Fischlin’s signatures
even require 1 > 160 bits.

BEYOND THE BIRTHDAY PARADOX. In fact, Fischlin’s signature scheme can be
seen as our generic RSA signatures scheme from (), instantiated with a concrete
(1,1)-RPHF (RH™Y1). In our notation, the programmability of the hash function
is used at the point where an adversary uses a given signature (e, y1) to create
a forgery (e,y) with the same prime e. A simulator in the security reduction
has to be able to compute y; = H(X)Y¢ but must use y = H(Z)Y¢ to break
the strong RSA challenge, i.e., to compute g/ ¢ and ¢ > 1 from g. However,
since the hash function is (1,1)-programmable we can program H with g and
h = g¢ such that, with some non-negligible probability, H(X)/¢ = hbx = gbx:
can be computed but H(Z)Y¢ = (g*2hb#)1/¢ = g*2/¢gbz can be used to break
the strong RSA assumption since az # 0.

Our central improvement consists of instantiating the generic RSA signature
scheme with a (m, 1)-PHF to break the birthday bound. The observation is that
such hash functions can guarantee that after establishing up to m signatures
with respect to the same prime, forging is still impossible. In analogy to the
above, with a (m,1)-PHF the simulation is successful as long as there are at
most m many signatures that use the same prime as in the forgery. By the
generalized birthday paradox we know that after establishing ¢ distinct generic
RSA signatures the probability that there exists m signatures with the same
prime is roughly qm“(;n )™. Again, the success ration has to be bounded by
2789 for ¢ = 230 which means that SIGrsa [H] instantiated with a (2, 1)-PHF can
have primes as small as 17 = 80 bits to be provably secure.

The security proof for the bilinear map scheme SIGgy[H] is similar. Due to the
extended birthday paradox (for uniform random strings), SIGgy [H] instantiated
with a (m, 1)-PHF only needs 1 = 30 4+ 80/m bits of randomness to be provably
secure. For example, with our (2,1)-PHF HMC we need 70 bits of randomness.

COMPARISON. Table[Il compares the signature sizes of our and known signatures
assuming ¢ = 23°. For RSA signatures our scheme SIGrsa [HMC] offers a short
alternative to Fischlin’s signature scheme. More importantly, generating a ran-
dom 80 bit prime will be considerably faster than a 160 bit one. We expect that,
compared to the one by Fischlin, our new scheme roughly halves the signing
time.

The main advantage of our bilinear maps scheme SIGpy[HMC] is its very
compact signatures of only 230 bits. This saves 90 bits compared to the short
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Table 1. Recommended signature sizes of different schemes. The parameters are chosen
to provide unforgeability with k = 80 bits security after revealing maximal ¢ = 23°
signatures. RSA signatures are instantiated with a modulus of | V| = 1024 bits, bilinear
maps signatures in asymmetric pairings with |G| = log p = 160 bits. We assume without
loss of generality that messages are of size £ bits (otherwise, we can apply a collision-
resistant hash function first), where ¢ must be in the order of 2k = 160 in order to
provide k bits of security.

Scheme Type Signature Size Key Size
Boneh-Boyen [6] Bilinear |G| +|Z,| = 320 2|G| = 320
Ours: SIGem[HMC] Bilinear IG| +|s| =230  (£+2)|G| = 26k
Cramer-Shoup [17] RSA 2-|Zn|+|e| = 2208 3+ |Zn|+ |e| = 3232
Fischlin [19] (=SIGrsa[RH™Y1]) RSA |Zn]|+ || + |e| = 1344 4. |Zy| = 4096
Ours: SIGrsa[HYC] RSA |Zn| + le| = 1104 (£ 4 1)|Zn| = 164k

signatures scheme from Boneh-Boyen ﬂa, B] and is only 70 bits larger than the
random oracle BLS signatures. However, a drawback of our constructions is the
size of the verification key since it includes the group hash key x. For example, for
HME . 10,1} — G, & contains £ + 1 group elements, where ¢ = 160. Concretely,
that makes a verification key of 26k bits compared to 320 bits from E]

We remark that our concrete security reductions for the two generic schemes
are not tight, i.e., the reductions roughly lose log(gq/d) bits of security (cf. The-
orems [[0 and [[3)). Strictly speaking, a non-tight reduction has to be penalized
by having to choose a larger group order. Even though this is usually not done
in the literature ﬂﬁ, ], we also consider concrete signature size when addi-
tionally taking the non-tight security reduction into account. Since all known
RSA schemes ﬂﬂ, ] have the same non-tight reduction as we have, we only
consider schemes based on bilinear maps. A rigorous comparison appears in the
full version.

RELATED SIGNATURE SCHEMES. Our generic bilinear map signature scheme
belongs to the class of “inversion-based” signature schemes originally proposed
in ﬂﬂ] and first formally analyzed in ﬂa] Other related standard-model schemes
can be found in ﬂm, |. We stress that our signatures derive from the above
since the message does not appear in the denominator of the exponent. This is an
essential feature to get around the birthday bounds. Our generic RSA signature
scheme builds on ﬂﬁ] which itself is based on the early work by Cramer and
Shoup ﬂﬂ] Other standard-model RSA schemes are ﬂﬁ, 15, 21, é]

1.4 Open Problems

We show that PHFs provide a useful primitive to obtain black-box proofs for cer-
tain signature schemes. We leave it for future research to extend the application
of PHF's to other types of protocols.

We leave it as an open problem to prove or disprove the standard-model exis-
tence of (poly, 1)-RPHFs. (Note that a positive result would imply a security proof
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for FDH signatures like NQ]) Moreover, we are asking for a concrete construction
of a deterministic (3, 1)-PHF that would make it possible to shrink the signature
size of SIGem[H] to ~ 215 bits. A bounded (10,1)-RPHF would make it possible
to shrink the size of the prime in SIGrsa [RH] to roughly 40 bits. This is interest-
ing since generating random 40 bit primes is very inexpensive. Finally, a (2,1) or
(1, poly)-PHF with more compact parameters would have dramatic impact on the
practicability of our signature schemes or Waters’ IBE scheme ]

2 Preliminaries

NOTATION. If x is a string, then |z| denotes its length, while if S is a set then |5
denotes its size. If k € N then 1* denotes the string of k ones. For n € N, we write
[n] shorthand for {1,...,n}. If S is a set then s <~ S denotes the operation of
picking an element s of .S uniformly at random. We write A(z,y,...) to indicate
that A is an algorithm with inputs #, v, ... and by z < A(z,y,...) we denote the
operation of running A with inputs (x,y,...) and letting z be the output. With
PPT we denote probabilistic polynomial time. For random variables X and Y,
we write X = Y if their statistical distance is at most .

D1GITAL SIGNATURES. A digital signature scheme SIG consists of the PPT al-
gorithms. The key generation algorithm generates a secret signing and a public
verification key. The signing algorithm inputs the signing key and a message and
returns a signature. The deterministic verification algorithm inputs the verifica-
tion key and returns accept or reject. We demand the usual correctness proper-
ties. We recall the definition for unforgeability against chosen-message attacks
(UF-CMA), played between a challenger and a forger F:

1. The challenger generates verification/signing key, and gives the verification
key to F;

2. F makes a number of signing queries to the challenger; each such query is a
message m;; the challenger signs m;, and sends the result sig, to F;

3. F outputs a message m and a signature sig.

We say that forger F wins the game if sig is a valid signature on m and it has not
queried a signature on m before. Forger F (, g, ¢)-breaks the UF-CMA security
of SIG if its running time is bounded by ¢, it makes at most @) signing queries,
and the probability that it wins the above game is bounded by e. Finally, SIG is
UF-CMA secure if no forger can (¢, g, €)-break the UF-CMA security of SIG for
polynomial ¢ and ¢ and non-negligible e.

PAIRING GROUPS AND THE ¢-SDH ASSUMPTION. Our pairing schemes will be
defined on families of bilinear groups (PGy)ren. A pairing group PG = PGy, =
(G,Gr,p,é, g) consist of a multiplicative cyclic group G of prime order p, where
2k < p < 281 a multiplicative cyclic group Gt of the same order, a genera-
tor g € G, and a non-degenerate bilinear pairing é: G x G — Gp. See ﬂﬁ] for a
description of the properties of such pairings. We say an adversary A (t, €)-breaks
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the g-strong Diffie-Hellman (¢-SDH) assumption if its running time is bounded
by t and
1 q
Pri(s,g=te) < A(g,g%,..,¢" )] > €,

where g & Gr oand z & Z,,. We require that in PG the ¢-SDH ﬂa] assump-
tion holds meaning that no adversary can (t,¢) break the ¢-SDH problem for a
polynomial ¢ and non-negligible e.

RSA GROUPS AND THE STRONG RSA ASSUMPTION. Our RSA schemes will be
defined on families of RSA groups (RGy)ren. A safe RSA group RG = RGy, =
(p,q) consists of two distinct safe prime p and ¢ of k/2 bits. Let QR denote
the cyclic group of quadratic residues modulo an RSA number N = pq. We say
an adversary A (t, e)-breaks the strong RSA assumption if its running time is
bounded by ¢ and

Pr[(e > 1,z1/e) & A(N = pq,z)] > e,

where z < Zy. We require that in RG the strong RSA assumption ﬂ, @}
holds meaning that no adversary can (¢, ¢)-break the strong RSA problem for a
polynomial ¢ and non-negligible e.

3 Programmable Hash Functions

A group family G = (Gy) is a family of cyclic groups Gy, indexed by the security
parameter k& € N. When the reference to the security parameter & is clear, we will
simply write G instead of Gg. A group hash function H = (PHF.Gen, PHF.Eval)
for a group family G = (Gy) and with input length ¢ = ¢(k) consists of two
PPT algorithms. For security parameter k& € N, a key & & PHF.Gen(1%) is
generated by the key generation algorithm PHF.Gen. This key x can then be
used for the deterministic evaluation algorithm PHF.Eval to evaluate H via y «—
PHF.Eval(k, X) € G for any X € {0, 1}*. We write H, (X) = PHF.Eval(x, X).

Definition 1. A group hash function H is an (m,n,~y,d)-programmable hash
function if there are PPT algorithms PHF.TrapGen (the trapdoor key generation
algorithm) and PHF . TrapEval (the deterministic trapdoor evaluation algorithm)
such that the following holds:

Syntactics: For group elements g,h € G, the trapdoor key generation (k' t) <
PHF.TrapGen(1%, g, h) produces a key ' along with a trapdoor t. Moreover,
(ax,bx) « PHF.TrapEval(t, X) produces ax,bx € Z for any X € {0,1}".

Correctness: We demand H,/(X) = PHF.Eval(k’, X) = g**h’* for all gen-
erators g,h € G and all possible (k',t) & PHF.TrapGen(1%, g, h), for all
X € {0,1}* and the corresponding (ax,bx) «— PHF.TrapEval(t, X).

Statistically close trapdoor keys: For all generators g,h € G and for k &
PHF.Eval(1%) and (x',t) & PHF.Eval(1¥, g, h), the keys k and K’ are statis-

tically ~y-close: k = .
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Well-distributed logarithms: For all generators g,h € G and all possible k'
in the range of (the first output component of) PHF.TrapGen(1¥,g,h), for
all X1,...,Xm,Z1,...,Zyn € {0,1}¢ such that X; # Z; for any i,j, and
for the corresponding (ax,,bx,) < PHF.TrapEval(t, X;) and (az,,bz,) «—
PHF.TrapEval(t, Z;), we have

Prlax,=...=ax,, =0 A agz,...,az, #0] >4, (3)
where the probability is over the trapdoor t that was produced along with k'.

We simply say that H is an (m, n)-programmable hash function if there is a negli-
gible v and a noticeable § such that H is (m,n,~,)-programmable. Furthermore,
we call H (poly, n)-programmable if H is (g, n)-programmable for every polyno-
mial ¢ = q(k). We say that H is (m,poly)-programmable (resp. (poly, poly)-
programmable) if the obvious holds.

Note that a group hash function can be a (m, n)-programmable hash function for
different parameters m,n with different trapdoor key generation and trapdoor
evaluation algorithms.

In our RSA application, the following additional definition will prove useful:

Definition 2. In the situation of Definition [, we say that H is (3-bounded
(m,n,y,d)-programmable if |a,| < B(k) always.

As a first example, note that a (programmable) random oracle O (i.e., a random
oracle which we can completely control during a proof) is trivially a (1, poly)
or (poly, 2)-programmable hash function: given generators g and h, we simply
define the values O(X;) and O(Z;) in dependence of the X; and Z; as suitable
expressions g?h?. (For example, by using Coron’s method HE])

As already mentioned in the introduction, we can show a positive and natural
result with a similar reduction on the discrete logarithm problem: any (non-
trivially) programmable hash function is collision-resistant (a proof appears in
the full version).

Theorem 3. Assume |G| is known and prime, and the discrete logarithm prob-
lem in G is hard. Let H be a (1,1)-programmable hash function. Then H is
collision-resistant.

We will now give an example of a programmable hash function in the standard
model.

Definition 4. Let G = (Gy) be a group family, and let ¢ = (k) be a polynomial.
Then, HM® = (PHF.Gen, PHF.Eval) is the following group hash function:

— PHF.Gen(1%) returns a uniformly sampled k = (hg, ..., hy) € G*TL.
— PHF.Eval(k, X) parses & = (ho,...,he) € G and X = (21,...,m) €
{0,1}¢ computes and returns

‘
HYC(X) = ho [ [ ¢
i=1
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Essentially this function was already used, with an objective similar to ours
in mind, in a construction from ﬂﬁ] Here we provide a new use case and a
useful abstraction of this function; also, we shed light on the properties of this
function from different angles (i.e., for different values of m and n). In M], it
was implicitly proved that HVC is a (1, poly)-PHF:

Theorem 5. For any fized polynomial ¢ = q(k) and group G with known order,
the function HMS is a (1, q)-programmable hash function with v = 0 and § =
1/8(4+1)q.

The proof builds upon the fact that m = 1 and does not scale in the m-
component. With a completely different analysis, we can show that

Theorem 6. For any group G with known order, the function HM® is a (2,1)-
programmable hash function with v =0 and 6 = O(1/¢).

Proof. We give only the intuition here. The full (and somewhat technical) proof
appears in the full version. Consider the following algorithms:

— PHF.TrapGen(1%, g, h) chooses aq, . . . ,a; € {—1,0, 1} uniformly and indepen-

dently, as well as random group exponents] b, . .., by. It sets hg = g~ L
and h; = g%h% for 1 < i < ¢ and returns £ = (ho,...,he) and t =
(a07 b()7 ey Qp, be).

— PHF.TrapEval(t, X) parses X = (z1,...,2¢) € {0, 1}2 and Teturns a = ag —
1+ Zf:l a;z; and b = by + Zle b;x;.

It is clear that this fulfills the syntactic and correctness requirements of Defi-
nition [Il Also, since the b; are chosen independently and uniformly, so are the
hi, and the trapdoor keys indistinguishability requirement follows. It is more
annoying to prove (@), and we will only give an intuition here. First, note that
the X1, X2, Z1 € {0,1}¢ from @) (for m = 2, n = 1) are independent of the a;,
since they are masked by the b; in h; = g% h’. Hence, if we view, e.g., X as a
subset of [¢] (where we define i € X; iff the i-th component x; of X; is 1), then

4
ax, :a0—1+Zaix1i:—1+a0+ Z a;
=1

essentiallyﬂ constitutes a random walk of length | X;| < ¢. Theory says that it
is likely that this random walk ends up with an ax, of small absolute value.
That is, for any r with |r| = O(v/¢), the probability that ax, = r is O(1/V¥).
In particular, the probability for ax, = 0is ©(1/v/¢). Now if X; and X, were
disjoint and there was no ag in the sum, then ax, and ax, would be independent
and we would get that ax, = ax, = 0 with probability ©(1/¢). But even if

3If |G| is not known, this may only be possible approximately.

4 Usually, random walks are formalized as a sum of independent values a; € {-1,1}
for us, it is more convenient to assume a; € {—1,0, 1}. However, this does not change
things significantly.
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X1 N X3 # 0, and taking into account ag, we can conclude similarly by lower
bounding the probability that ax \x, = ax,\x, = —ax,nx,-

The additional requirement that az, # 0 with high probability is intuitively
much more obvious, but also much harder to formally prove. First, without loss of
generality, we can assume that Z; C X; U X5, since otherwise, there is a “partial
random walk” az,\ (x,ux,) that contributes to az, but is independent of ax, and
ax,. Hence, even when already assuming ax, = ax, = 0, az, still is sufficiently
randomized to take a nonzero value with constant probability. Also, we can
assume Z not to “split” X in the sense that Z; N Xy € {0, X;} (similarly for
X2). Otherwise, even assuming a fixed value of ax,, there is still some uncertainty
about az,nx, and hence about az, (in which case with some probability, az,
does not equal any fixed value). The remaining cases can be handled with a
similar “no-splitting” argument. However, note that the additional “—1” in the
g-exponent of hg is essential: without it, picking X; and X5 disjoint and setting
Zy = X1 U Xy achieves az, = ax, +ax, = 0. A full proof is given in the full
version.

Furthermore, using techniques from the proof of Theorem [@ we can asymptot-
ically improve the bounds from Theorem [ as follows (a proof can be found in
the full version):

Theorem 7. For any fized polynomial ¢ = q(k) and group G with known order,
the function HMS is a (1, q)-programmable hash function with v = 0 and § =

O(qxl/z)'

One may wonder whether the scalability of HMC® with respect to m reaches
further. Unfortunately, it does not (the proof for the following theorem appears
in the full version):

Theorem 8. Assume ¢ = (k) > 2. Say |G| is known and prime, and the dis-
crete logarithm problem in G is hard. Then HMS is not (3, 1)-programmable.

If the group order G is not known (as will be the case in our upcoming RSA-
based signature scheme), then it may not even be possible to sample group
exponents uniformly. However, for the special case where G = QR is the group
of quadratic residues modulo N = pq for safe distinct primes p and ¢, we can
approximate a uniform exponent with a random element from Z 2. In this case,
the statistical distance between keys produced by PHF.Gen and those produced
by PHF.TrapGen is smaller than (¢4 1)/N. We get

Theorem 9. For the group G = QRy of quadratic residues modulo N = pq
for safe distinct primes p and q, the function HMC is (£ + 2)-bounded (1, q, (£ +
1)/N,1/8(¢+1)q)-programmable and also (¢+2)-bounded (2,1, ({+1)/N, O(1/¢))-
programmable.

Similarly, one can show analogues of Theorem [l and Theorem [l for G = QR y,,
only with the strong RSA assumption in place of the discrete log problem. We
omit the details.
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Randomized Programmable Hash Functions (RPHFs). In the full ver-
sion we further generalize the notion of PHFs to randomized programmable hash
functions (RPHFs). Briefly, RPHFs are PHFs whose evaluation is randomized,
and where this randomness is added to the image (so that verification is possi-
ble). We show how to adapt the PHF definition to the randomized case, in a way
suitable for the upcoming applications. We also give instantiations of RPHFs for
parameters for which we do not know how to instantiate PHFs.

4 Applications of PHF's

4.1 Generic Signatures from Bilinear Maps

Let PG = (G,Gr,p = |G|,g9,é : G x G — Gr) be a pairing group. Let n =
n(k) and n = n(k) be two arbitrary polynomials. Our signature scheme signs
messages m € {0,1}" using randomness s € {0, 1}"ﬁ Let a group hash function
H = (PHF.Gen, PHF.Eval) with inputs from {0, 1}™ and outputs from G be given.
We are ready to define our generic bilinear map signature scheme SIGpy [H].

Key-Generation: Generate PG such that H can be used for the group G.
Generate a key for H via x <~ PHF.Gen(1%). Pick a random index z € Z,
and compute X = ¢g* € G. Return the public verification key (PG, X, k) and
the secret signing key x.

Signing: To sign m € {0,1}", pick a random 7-bit integer s and compute
Y = H,i(m)mjrs € G. The signature is the tuple (s,y) € {0,1}" x G.

Verification: To verify that (s,y) € {0,1}"x G is a correct signature on a given
message m, check that s is of length 7, and that

é(y, X - g*) = é(H(m), g).

Theorem 10. Let H be a (m,1,,0)-programmable hash function. Let F be a
(t,q,€)-forger in the existential forgery under an adaptive chosen message attack
experiment with SIGgy. Then there exists an adversary A that (t',€')-breaks the
q-SDH assumption with t' ~t and

m+1
€S§'€/+2qm1771 +"y
We remark that the scheme can also be instantiated in asymmetric pairing groups
where the pairing is given by é : G; x Go — G7 and G; # Go. In that case we
let the element y from the signature be in G such that y can be represented in
160 bits ﬂa] Also, in asymmetric pairings, verification can equivalently check if
é(y, X) = é(H(m)-y~ /%, g). This way we avoid any expensive exponentiation in
G+ and verification time becomes roughly the same as in the Boneh-Boyen short

® For signing arbitrary bitstrings, a collision resistant hash function CR : {0,1}* —
{0,1}" can be applied first. Due to the birthday paradox we choose n = 2k when k
bits of security are actually desired.
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signatures ﬂa] It can be verified that the following proof also holds in asymmetric
pairing groups (assuming there exists an efficiently computable isomorphism
¢ : GQ — Gl)

An efficiency comparison of the scheme instantiated with the (2, 1)-PHF HM®
from Definition ] appears in the full version.

Proof (Theorem [I0)). Let F be the adversary against the signature scheme.
Throughout this proof, we assume that H is a (m,n,~y,d)-programmable hash
function. Furthermore, we fix some notation. Let m; be the i-th query to the
signing oracle and (s;,y;) denote the answer. Let m and (s,y) be the forgery
output by the adversary. We introduce two types of forgers:

Type I: It always holds that s = s; for some 1.
Type II: It always holds that s # s; for all 4.

By Fi1 (resp., F2) we denote the forger who runs F but then only outputs the
forgery if it is of type I (resp., type II). We now show that both types of forgers
can be reduced to the g+1-SDH problem. Theorem[I0 then follows by a standard
hybrid argument.

Type I forgers

Lemma 11. Let Fy be a forger of type I that (t1,q,€1)-breaks the existential
unforgeability of SIGem[H]. Then there exists an adversary A that (t',€")-breaks
the q-SDH assumption with t' ~ t and

5 qm+1
/
‘ >Q<61_ omn — 7 )

To prove the lemma we proceed in games. In the following, X; denotes the

probability for the adversary to successfully forge a signature in Game 1.

Game 0. Let F; be a type I forger that (¢1, g, €1)-breaks the existential unforge-
ability of SIGgy[H]. By definition, we have

Pr[Xo] = e1. (4)

Game 1. We now generate trapdoor keys (x/,t) <~ PHF.TrapGen(1*, g, h) for
uniformly selected generators g, h € G to generate a H-key for public verification
key of SIGgm[H]. By the programmability of H,

Pr[X1] > Pr{Xo] — 7. (5)

Game 2. Now we select the random values s; used for answering signing queries
not upon each signing query, but at the beginning of the experiment. Since
the s; were selected independently anyway, this change is only conceptual. Let
E = UL {s:} be the set of all s;, and let E* = E\ {i}. We also change the

selection of the elements g, h used during (x',t) & PHF.TrapGen(1*, g, h) as
follows. First, we uniformly choose i* € [¢] and a generator § € G. Define
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p*(n) = [licp-(n + 1) and p(n) = [L;ep(n + 1) and note that deg(p”) < ¢ —1
and deg(p) < ¢. Hence the values g = ¥ ®), h = g?(®) and X = ¢g* = §*»"(*)
can be computed from §,§%,...,3*". Here the index z € Zyg) is the secret key
of the scheme. We then set E* = E\ {s;+}, E** = E*\ {i}, and

g= gp*(r) = gHtEE*(I—t)’ h = gp(r) _ gHteE(ac—t).

Note that we can compute (z + s;)-th roots for i # i* from g and for all ¢ from
h. This change is purely conceptual:

Pr [XQ] = Pr [Xl] . (6)
Observe also that i* is independent of the adversary’s view.

Game 3. In this game, we change the way signature requests from the adversary
are answered. First, observe that the way we modified the generation of g and
h in Game ] implies that for any ¢ with s; # s;«, we have

1
yi = Hyr (my) whe = (g hbmi) T
1
_ (gami HteE* (.’E—t)gbmi Hf,eE(-'E—t)> z+s; _ gami HtEE*vi(x_t)gbmi HteEi (z—t) (7)

for (am,,bm,;) < PHF.TrapEval(t, m;). Hence for i # i*, we can generate the
signature (s;,y;) without explicitly knowing the secret key x, but instead using
the right-hand side of () for computing y;. Obviously, this change in computing
signatures is only conceptual, and so

Pr [Xg] = Pr [XQ] . (8)
Observe that ¢* is still independent of the adversary’s view.

Game 4. We now abort and raise event abortey if an s; occurs more than m

times, i.e., if there are pairwise distinct indices i1,...,0m+1 with s, = ... =
Si,.1- There are (|9 ) such tuples (i1,.. ., i, ). For each tuple, the probability
for s;, = ... =s;,,, is 1/2"™7 A union bound shows that a (m+ 1)-wise collision
occurs with probability at most
q 1 qm+1
Pr [aborteon] < (m+ 1) gmn < oy -
Hence,
qm+1
Pr[X4] > Pr[X3] — Pr[aborte] > Pr[Xs] — omn ° 9)

Game 5. We now abort and raise event abortp,q.s if the adversary returns an
s € E*, ie., the adversary returns a forgery attempt (s,y) with s = s; for
some i, but s # s;«. Since ¢* is independent from the adversary’s view, we have
Pr[abortpad.s) < 1 —1/g for any choice of the s;, so we get

1
Pr[Xs] = Pr[X4 A —abortpaq.s] > qPr [X4]. (10)
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Game 6. We now abort and raise event abortp,q., if there is an index ¢ with
8i = Si= but am, # 0, or if a,, = 0 for the adversary’s forgery message. In other
words, we raise abortpaq., iff we do not have a,,, = 0 for all ¢ with s; = s;+ and
@, # 0. Since we have limited the number of such i to m in Game [, we can use
the programmability of H. We hence have Pr[abortpad.a] < 1 — § for any choice
of the m; and s;, so we get

Pr [Xs] > Pr[X5 A —abortpad.a] > 0 - Pr{Xs]. (11)

Note that in Game 6, the experiment never really uses secret key x to generate
signatures: to generate the y; for s; # s;+, we already use (), which requires
no x. But if abortpag.a does not occur, then a,,, = 0 whenever s; = s;+, so we
can also use (7)) to sign without knowing . On the other hand, if abortpaqg.. does
occur, we must abort anyway, so actually no signature is required.

This means that Game 6 does not use knowledge about the secret key . On
the other hand, the adversary in Game 6 produces (whenever X¢ happens, which
implies —abortpaq., and —abortpags) during a forgery

! * x *
y = Hy (m)Y/@+s) = (gam [ie g (+1) gbm H,,EE(ert)) ets gaw;ﬂj- )gbmp (@)

From y and its knowledge about h and the s;, the experiment can derive

l/anz "
’ Yy _p(x)
Yy = ( b > =g z+s |
qgom

Since ged(n + s,p*(n)) = 1 (where we interpret n + s and p*(n) as polynomials
in 1), we can write p*(n)/(n+s) =p'(n) + qo/(n + s) for some polynomial p’(n)
of degree at most ¢ — 2 and some ¢ # 0. Again, we can compute ¢’ = gp’m. We
finally obtain

@ / 1
y" = (y//g/)l/qo _ (g(‘;ﬁr;) —p (x)) /20 _ gm}#s .

This means that the from the experiment performed in Game 6, we can construct
an adversary A that (¢, €)-breaks the ¢-SDH assumption. A’s running time ¢’
is approximately ¢ plus a small number of exponentiations, and A is successful
whenever Xg happens:

€ > Pr[Xg|. (12)

Putting (@HI2) together yields Lemma [TT}

Type II forgers

Lemma 12. Let Fy be a forger of type II that (t1,q,€1)-breaks the existential
unforgeability of SIGpym[H|. Then there exists an adversary A that (t',€’)-breaks
the ¢-SDH assumption such that t' ~t and

)
6/22(62—’}/).
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The difference is that a type II forger returns a valid signature (s,y) with s &
{s1,...,84}. The idea of the reduction is that the simulation can be setup such

that from this forgery an element gmiﬁ can be computed which breaks the ¢-
SDH assumption. The simulation of the signature queries is simular the one for
type I forgers, where now we only have to use the (1, 1)-programmability of H.
A detailed proof is given in the full version.

4.2 Generic Signatures from RSA

Let G = QR be the group of quadratic residues modulo an RSA number
N = pq, where p and ¢ are safe primes. Let n = n(k) and n = n(k) be two
polynomials. Let a group hash function H = (PHF.Gen, PHF.Eval) with inputs
from {0,1}™ and outputs from G be given. We are ready to define our generic
RSA-based signature scheme SIGrga [H]:

Key-Generation: Generate N = pq for safe distinct primes p,q > 272, such
that H can be used for the group G = QRy. x < PHF.Gen(1%). Return the
public verification key (NN, k) and the secret signing key (p, q).

Signing: To sign m € {0,1}", pick a random #-bit prime e and compute
y = H,.(m)*¢ mod N. The e-th root can be computed using p and g. The
signature is the tuple (e,y) € {0,1}" X Zx.

Verification: To verify that (e,y) € {0,1}" x Zy is a correct signature on
a given message m, check that e is odd and of length 7, and that y¢ =
H(m) mod N.

Theorem 13. Let H be a S-bounded (m, 1,7, d)-programmable hash function for
0 <2" and m > 1. Let F be a (t,q,€)-forger in the existential forgery under an
adaptive chosen message attack experiment with SIGrsa[H]. Then there exists
an adversary A that (t',€')-breaks the strong RSA assumption with t' ~t and

m—+1 + 1)™
‘- Q(Z'€/>+q 27337*1 )
The proof is similar to the case of bilinear maps (Theorem [[0). However, due to
the fact that the group order is not known some technical difficulties arise which
is the reason why we need the PHF to be -bounded for some g < 2". The full
formal proof appears in the full version.

Let us again consider the instantiation SIGrsa[HM®] for the (2,1)-PHF HMS.
Plugging in the values from Theorem [0 the reduction from Theorem [I3] leads to
e= O(qle') + qu(gill)z. As explained in the introduction, for ¢ = 23% and k = 80
bits we are now able to choose 1 =~ 80 bit primes.

+7
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Abstract. In this work, we introduce one-time programs, a new com-
putational paradigm geared towards security applications. A one-time
program can be executed on a single input, whose value can be specified
at run time. Other than the result of the computation on this input,
nothing else about the program is leaked. Hence, a one-time program
is like a black box function that may be evaluated once and then “self
destructs.” This also extends to k-time programs, which are like black
box functions that can be evaluated k times and then self destruct.

One-time programs serve many of the same purposes of program ob-
fuscation, the obvious one being software protection, but also including
applications such as temporary transfer of cryptographic ability. More-
over, the applications of one-time programs go well beyond those of ob-
fuscation, since one-time programs can only be executed once (or more
generally, a limited number of times) while obfuscated programs have
no such bounds. For example, one-time programs lead naturally to elec-
tronic cash or token schemes: coins are generated by a program that can
only be run once, and thus cannot be double spent.

Most significantly, the new paradigm of one-time computing opens
new avenues for conceptual research. In this work we explore one such
avenue, presenting the new concept of “one-time proofs,” proofs that can
only be verified once and then become useless and unconvincing.

All these tasks are clearly impossible using software alone, as any piece
of software can be copied and run again, enabling the user to execute the
program on more than one input. All our solutions employ a secure mem-
ory device, inspired by the cryptographic notion of interactive oblivious
transfer protocols, that stores two secret keys (ko, k1). The device takes
as input a single bit b € {0, 1}, outputs ks, and then self destructs. Using
such devices, we demonstrate that for every input length, any standard
program (Turing machine) can be efficiently compiled into a functionally
equivalent one-time program. We also show how this memory device can
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be used to construct one-time proofs. Specifically, we show how to use
this device to efficiently convert a classical witness for any N P statement,
into “one-time proof” for that statement.

1 Introduction

In our standard computing world (and the standard theoretical computing mod-
els), computer programs can be copied, analyzed, modified, and executed in an
arbitrary manner. However, when we think of security applications, such com-
plete transfer of code is often undesirable, as it complicates and inhibits tasks
such as revocation of cryptographic ability, temporary transfer of cryptographic
ability, and preventing double- spending of electronic cash. Other tasks such as
general program obfuscation [GKO03] are downright impossible.

In this paper, we propose to study a new type of computer program, called
a one-time program. Such programs can be executed only once, where the input
can be chosen at any time. This notion extends naturally to k-time programs
which can be executed at most k times on inputs that can be chosen by the user
at any time. These programs have immediate applications to software protection,
electronic tokens and electronic cash. Even more interestingly, they open new
avenues for conceptual contributions. In particular, in this work they allow us
to conceive of, define and realize the new cryptographic concept of one-time
zero-knowledge proofs: zero-knowledge proofs that can be verified exactly once,
by any verifier, without the prover being present. After the proof is verified once
by any single verifier, it becomes useless and cannot be verified again.

Clearly a one-time program cannot be solely software based, as software can
always be copied and run again, enabling a user to execute the program more
times than specified. Instead, we suggest the use of a secure memory devices,
one-time memory (OTM), as part of the one-time program. In general, when
using a hardware device it is crucial that the device be as simple as possible, so
that it can be scrutinized more easily. In particular, side-channel attacks have
emerged as a devastating threat to the security of hardware devices.

The memory device used in this work is very simple and withstands even
extremely powerful side-channel attacks. An OTM does not perform any com-
putation, but its memory contents are assumed to be somewhat protected, i.e.
they cannot be read and written arbitrarily. All we assume is that memory lo-
cations that are never accessed by the device are never leaked via a side channel
(whereas memory that is accessed may be immediately leaked), and that the
device has a single tamper-proof bit, see Section Bl for a fuller discussion. In par-
ticular, our device meets the desirable property laid out in the work of Gunnar et.
al. , and can be decoupled into two components: the first component
is tamper-proof but readable, and consists of a single bit. The second component
is tamperable but read-proof. As mentioned above, in our case the read-proof
requirement is only for memory locations that are never accessed by the device.
These assumptions seem minimal if any non-trivial use is to be made of the se-
cure device (see the illuminating discussions in Micah and Renin [MR04] and in
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Gunnar et. al. [GLMT04]). Also, the device is very inexpensive, low energy and
disposable, much like RFID tags used in clothing. Thus, a one-time program can
be realized by a combination of standard software and such minimally secure
memory devices.

We construct a universal one-time compiler that takes anystandard polynomial-
time program and memory devices as above, and transforms it (in polynomial time)
into a one-time program which achieves the same functionality, under the assump-
tion that one-way functions exist. This compiler uses techniques from secure func-
tion evaluation, specifically Yao’s garbled circuit method [Yao86], as its starting
point. These techniques, however, only give solutions for settings in which adver-
saries are honest-but-curious, whereas we want the security of one-time programs
to also hold against malicious adversaries. Unlike the setting of secure function
evaluation, we need to overcome this difficulty without the benefit of interaction.
This is accomplished (non-interactively) using the secure memory devices (see Sec-
tion M for details).

While we cannot show that this compiler is optimal in terms of the efficiency
of the one-time programs it produces, we do argue that significant improvements
would resolve a central open problem in cryptography. Specifically, significant
complexity improvements would imply significant improvements in the commu-
nication complexity of secure-function-evaluation protocols. See Section [ for
further details.

Continuing in the spirit of one-time computing, we also define and construct
one-time proofs. A one-time proof system for an N P language L allows the owner
of a witness for the membership of some input x in L to transform this witness
into a one-time proof token (a device with the above secure memory compo-
nents). This proof token can be given to any efficient prover, who does not know
a witness for x. The prover can use this token ezactly once to prove to any verifier
that € L using an interactive proof. The prover does not learn anything from
the proof token, and in particular cannot prove that = € L a second time. The
witness owner does not need to be involved in the interaction between the prover
and verifier. We show how to construct a one-time proof system with negligi-
ble soundness for any NP language. Achieving constant soundness is relatively
straightforward, but amplifying the soundness is not. The technical difficulties
are similar to those encountered in parallel composition of zero-knowledge proofs.
We are able to resolve these difficulties (again, in a non-interactive manner) using
the secure memory devices. See Section for an overview.

We proceed to describe our contributions in detail.

2  One-Time Programs and One Time Compilers

Informally, a one-time program for a function f: (1) Can be used to compute
f on a single input x of one’s choice. (2) No efficient adversary, given the one-
time program, can learn more about f than can be learned from a single pair
(z, f(x)), where x is chosen by the adversary. Hence, it acts like a black-box
function that can only be evaluated once.
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Several formal definitions can be proposed for condition 2 above. We chose
a definition inspired by Goldreich and Ostrovsky’s [GO96] work on software
protection, and the work of Barak et al. on program obfuscation. In-
formally, for every probabilistic polynomial time algorithm A given access to a
one-time program for f on inputs of size n, there exists another probabilistic
polynomial time algorithm S(1™) which can request to see the value f(x) for an
x of its choice where |z| = n, such that (for any f) the output distributions of A
and S are computationally indistinguishable, even to a machine that knows f!

The notion of one-time programs extends naturally to k-time programs which
can be provably executed at most k times on input values that can be chosen
by the user at any time. For simplicity of exposition we mostly deal with the
one-time case throughout this paper.

As previously mentioned, a one-time program cannot be solely software based,
and we propose to use secure hardware devices as building blocks in the construc-
tions. In general, we model secure hardware devices as black-boxes with internal
memory which can be accessed only via its I/O interface. A one-time program
is a combination of hardware: (one or many) hardware devices Hy, ..., H,,; and
software: a (possibly non-uniform) Turing machine M, where the machine M
accesses the hardware devices via their I/O interface. It is important to note
that the Turing machine software component is not secure: it can be read and
modified by the user whereas the access to the secure hardware is only via the
I/0 interface. Thus, we view one-time programs as software-hardware packages.
An execution of one-time program P = M"1-+Hm on input x € {0,1}", is
a run of M™1+Mm(z) where the contents of M’s output tape is the output.
Throughout this work we use a new type of secure hardware device which we
name a one-time memory (OTM), see the introduction and Section B for more
details.

One-Time Compiler. To transform a standard computer program into a one-time
program computing the same functionality, we propose the notion of a one-time
compiler. The compiler takes a computer program, modeled as a (possibly non-
uniform) Turing machine 7, an input length n, and a collection of OTM devices
(the number of devices may depend on n). The compiler then creates a one-
time program computing the same functionality as 7 on inputs of length n by
initializing the internal memory of the OTMs and also outputting (in the clear)
a software component for the program. It is also important that the compiler be
efficient, in the sense that its running time is no worse than polynomial in 7’s
worst-case running time on inputs of length n.

In this work we construct a one-time compiler as above. The compiler trans-
forms any Turing machine 7 into a one-time program P that satisfies the two
intuitive properties outlined above:

1. Functionality. For any « € {0, 1}", when the program is run once on input z
it outputs 7 (z); namely, P(z) = 7 (x).

2. One-Time Secrecy. For any PPT adversary A, there exists a PPT simu-
lator § with one-time oracle access to the machine 7. The simulator gets
the machine’s output, running time and space usage on a single input of its
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choice, and its running time is polynomial in the machine 7’s worst-case

running time (and in n). We require that for any machine 7 the following

two distributions are indistinguishable:

(a) The output of the adversary A when it is run with arbitrary access to
the one-time program P (i.e. full access to the software component and
black-box access to the hardware component).

(b) The output of the simulator with one-time oracle access to 7.

Moreover, the indistinguishability holds even for a distinguisher who takes 7°

as input. Note that it is crucial that the simulator S only accesses its oracle

once Also note that the simulator cannot access any part of the actual
one-time program, including the hardware, not even in a black-box manner.

See the full version of this work for a more rigorous treatment.

Remark. Note that in the above definition we only allow the adversary black-box
access to the hardware component. Thus, we implicitly assume that the hardware
devices withstand all side channel attacks. This is a very strong (and perhaps
unreasonable) assumption. However, as we shall see next, the actual security
assumptions we impose on the memory devices we use are much weaker, and in
some sense are minimal.

3 One-Time-Memory Device (OTM)

Informally, a OTM is a memory device initialized with two keys (ko, k1). It
takes as input a single bit b € {0,1}, outputs k, and “self destructs”. There
are several ways to formalize the concept of self destruction. The first would
be to erase both keys after outputting k. However, to circumvent side-channel
attacks, we prefer that the device never access the key not retrieved. Instead, we
choose the following formalism.

An OTM is initialized with two keys (ko, k1), and one additional tamper-proof
bit set to 0. The OTM input is a single bit b € {0,1}. Upon receiving an input,
the OTM verifies that the tamper-proof bit is set to 0, sets it to 1 and outputs
kp. If the tamper-proof bit is not 0, the device outputs an error symbol L. Thus,
an OTM outputs one of its two keys, and the other key is irretrievably lost (and
never accessed).

Our security assumptions from the OTM device are quite minimal:

1. The memory locations that are never accessed by the device are never leaked
via a side channel, whereas a memory cell that is accessed may be immedi-
ately leaked.

2. The single bit b is tamper-proof (but is readable).

Intuitively, the above two assumptions imply that the device is as secure as a
black-box. See the full version of this work for details.

! This guarantees that the one-time program cannot be duplicated and run more
than once. The simulator certainly cannot duplicate, and thus an adversary who
can obtain two of the program’s outputs cannot be simulated.
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OTM’s are inspired by the cryptographic notion of one out of two oblivious
transfer [Rab05, [EGLSH], where a sender holds two keys and lets a receiver
receive one of them. The key not chosen is irrevocably lost, and the sender does
not learn (is oblivious to) which key the receiver received.

Whereas an oblivious transfer is an interactive protocol, an OTM is a physical
device. The important requirement from an OTM is that the user using the
device (analogous to the “receiver” in an oblivious transfer protocol) learns only
the secret of his choice. The requirement that the key generator (analogous to
the “sender”) is oblivious and does not learn which secret the user received,
makes little sense in our setting as the OTM is at the hands of the “receiver”
and the key generator is no longer present at the time that the OTM is used.

3.1 Using OTMs vs. Other Hardware

There are many possible secure hardware devices one could conceive of using, and
it is not a-priori clear whether one device is better or worse than another. This
is a central question in the study of one-time programs, and secure hardware in
general. In this section we compare the use of OTM devices in one-time programs
with alternative solutions that use different hardware.

Task Specific Hardware. A trivial solution would be to build for each function
f a special-purpose task-specific secure hardware device which computes f for
one input = and then refuses to work any longer. We find this solution highly
unsatisfactory, for several reasons:

- Unidversality. First, this approach calls for building a different hardware device
for each different function f. This may be worthwhile for some tasks, but is
too costly for most tasks and thus infeasible in practice. Instead, we advocate
that the secure hardware device of choice should be wuniversal. Namely, that
the hardware device be task-independent, and “programmable” so it can be
used to construct a one-time program for any functionality (one-time programs
for different functions will differ in their software component). In the case of
secure hardware (rather than ordinary hardware), universality is particularly
important, as each type of hardware device needs to be intensely scrutinized to
try to guarantee that it is not susceptible to side channel attacks. This seems
impossible to do on a function by function basis.

- Simplicity. Second, perhaps the most central measure of reasonability for a
secure hardware device is its simplicity, and the trivial solution suggested above
is potentially complez as it requires producing complex hardware for complex
functions. Our search for simple hardware devices, which are easy to build, ana-
lyze and understand, is motivated by several concerns; (i) The assumption that
a hardware device is secure and/or tamper-proof is a very strong assumption, as
one has to consider all possible physical attacks. The simpler a hardware device
is, the easier it is to scrutinize and analyze its security, and the more reasonable
the assumption that it is secure becomes. (i) Continuing in this vein, side chan-
nel attacks have emerged as a significant threat to the integrity of cryptographic
algorithms and devices (see e.g. Anderson [And01]). It seems intuitive that the
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less computation the hardware preforms, the less susceptible it will be to po-
tentially devastating side-channel attacks. Indeed, this is the guiding principle
behind the theoretical approach to defining physically secure devices taken by
[MRO04, [GLM*04]. In the case of task-specific hardware, ad absurdum the entire
the computation can be done by the hardware. (iii) Finally, and perhaps most
obviously, the simpler a hardware device is, the easier and cheaper to build it
will be.

Secure General Purpose CPU. An alternate solution would be to use the
physically shielded full-blown CPU, which was proposed by Best [Bes79] and
Kent [Ken80] and used in the work of Goldreich and Ostrovsky on software
protection [GO96]. This CPU contains a protected ROM (read only memory)
unit in which a secret decryption key is written. The I/O access to the shielded
CPU is through fetch instructions. In each computation cycle, the CPU fetches
an encrypted instruction, decrypts it, and executes it. The hardware security
assumption here is that both the cryptographic operations (decryption, encryp-
tion etc.), as well as the general-purpose computation operations, are perfectly
shielded. Each such shielded CPU was associated with a different decryption
key, and the encrypted software executed on it was to be encrypted with the
matching encryption key. Goldreich-Ostrovsky envisioned protecting a software
program by encrypting it and packaging it with a physically shielded CPU with
a matching decryption key. One-time programs can be easily built in the same
manner (adding a counter to the CPU to limit the number of executions).

This solution is certainly universal, as the CPU can compute all tasks. Yet,
we do not believe it is suitable for the one-time programs application:

- Simplicity. We consider a full blown protected CPU to be far from the goal
of hardware simplicity, and so complex as to make the Goldreich-Ostrovsky
approach unviable for the design of one-time programs. This is evidenced by the
simple fact that although these devices were first proposed in the early 1980’s,
they still seem beyond the reach of current day technology in terms of cost. It
seems that in particular for the application of one-time programs, using a full-
blown shielded CPU for computing one task a limited number of times is an
overkill.

- Side Channel Attacks. Secure CPUs perform complex computations (both cryp-
tographic and otherwise), and are thus susceptible to side-channel attacks. If we
assume, when modeling side channel attacks, that each computational step may
leak information about bits accessed by the hardware, the [GO96] device be-
comes especially vulnerable: once the secret key (which is used in every step of
the computation) leaks, the security of the entire construction falls apart.
Now, we can re-examine OTMs in light of the above alternative suggestions.
As we show in Section @, OTMs areuniversal task-independent devices that can
be used to make any program one-time. Moreover, an OTM is also a simple de-
vice. Most importantly, even if we assume that side-channel adversaries can
capture every bit accessed by the hardware during a computation step, the
OTM construction remains secure, as long as there is a single (readable) tamper-
proof bit! The OTM key that is not chosen is never accessed, and thus OTM
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constructions are secure under the (seemingly minimal, see [MR04]) assumption
that untouched memory bits are not leaked.

So far, the comparison between OTM and other secure hardware was quali-
tative. We now present some several quantitative complexity measures for an-
alyzing secure hardware devices and their use by a one-time program. In the
next section we shall see how our solution fares in comparison to the [GO96]
hardware with respect to this complexity measures.

- Hardware Runtime. The total combined running time of all the hardware de-
vices used by the one-time program. This measures the amount of computation
done by the secure hardware devices (e.g. number of operations done by their
CPU), and not the amount of computation done by the one-time program’s soft-
ware component. Clearly, it is desirable for the hardware to do as little work as
possible, both because simple devices will be computationally much weaker than
the CPU of a modern personal computer and because the more computation is
done on a device the more susceptible it may become to side-channel attacks.

We also consider the total runtime of the one-time program, which is the
combined runtime of the hardware and software components.

- Size. The combined sizes of all the hardware devices used by the one-time
program. The size of a hardware device is the size of its (persistent) memory
together with the size of its control program. The smaller the hardware device,
the better, as protecting smaller memories is easier.

- Latency. Number of times the one-time program P accesses its secure hardware
devices. We assume that each time hardware devices are accessed, many of them
may be queried in parallel, but we want to minimize the number of (adaptive)
accesses to the hardware devices, both to guarantee that the hardware is not
involved in complex computations and to optimize performance (as accessing
hardware is expensive).

4 A One-Time Compiler

In what follows, we present an efficient one-time compiler that uses OTMs,
give an overview of the construction, compare it to other solutions from the
literature, and conclude with a discussion on the implications of improvements
to our results.

The Construction. Building on the ideas in Yao’s Garbled-Circuit construction
[Yao86], we demonstrate that a universal one-time compiler exists using OTMs.
First, convert the input (Turing machine) program into a Boolean circuit on
inputs of length n. Second, garble it using Yao’s method. And, finally, use n
OTM’s to transform the garbled circuit into a one-time program. We encounter
an obstacle in this last step, as the security of Yao’s construction is only against
honest-but-curious adversaries, whereas the one-time program needs to be secure
against any malicious adversary. In the secure function evaluation setting this
is resolved using interaction (e.g. via zero-knowledge proofs, see [GMWOI]), or
using some global setup and non-interactive zero-knowledge proofs. Our setting
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of one-time programs, however, is not an interactive setting, and we cannot use
these solutions. Instead, we present a solution to this problem that uses the
OTM devices; see below.

Informal Theorem 1: Assume that one-way functions exist. There exists an
efficient one-time compiler C that for input length n uses n OTMs: By, ..., B,.
For any (non-uniform) Turing machine 7', with worst-case running time t7(n)
(on inputs of length n), the compiler C, on input 17, 1*7 () description of 7 and
security parameter 17" outputs a one-time program P =& AMB1(v1):Bn(vn)
such that P(z) = 7 (x) for inputs of length n. Let t7(x) denote 7’s running
time on input x € {0,1}". Then, P(x) achieves: latency 1; hardware runtime
n - k(n); total running time O(t7(z) - poly(k,n)); and size O(t7(n) - poly(k)).

Proof (Construction Overview). We begin by briefly reviewing Yao’s Garbled
Circuit construction. We assume (for the sake of simplicity) that the underly-
ing Turing machine has a boolean (1 bit) output, but the construction is eas-
ily generalized to multi-bit outputs while maintaining the performance claimed
in the theorem statement. The construction proceeds by converting the Tur-
ing machine 7 into a boolean circuit of size O(t7(n)) and then garbling it
using Yao’s garbled circuit method. This gives a garbled circuit G(7") of size
O(t7(n) - poly(k)), together with n key-pairs (k9, k1) ... (k2, k!). The construc-
tion guarantees both (i) Correctness: namely there is an efficient algorithm that
for any input = € {0,1}" takes as input G(7) and only the n keys k7', ... k&n»
(one from each pair of keys), and outputs 7 (z). The algorithm’s running time is
O(tr(x) - poly(k)). The construction also guarantees (i7) Privacy: an adversary
cannot learn more from the garbled circuit together with one key out of each
key-pair, say the x;-th key from the i-th key pair, than the output of the machine
on the input x = x; o...ox,. Formally, there exists an efficient simulator S such
that for any machine 7, for any output value b and for any input x such that
C(z) = b, the simulator’s output on input (b, z, 1*7(" 1%) is indistinguishable
from (z, G(T), k{*, ..., k).

We want to use Yao’s garbled circuit to build one-time programs using OTMs.
A deceptively straightforward idea for a one-time compiler is to use n OTMs:
garble the machine 7', and put the i-th key pair in the i-th OTM. To compute 7’s
output on an input x a user can retrieve the proper key from each OTM and use
the correctness of the garbled circuit construction to get the machine’s output.
Privacy may seem to follow from the privacy of the garbled circuit construction.
Surprisingly, however, the above construction does not seem to guarantee privacy.
In fact, it hides a subtle but inherent difficulty.

The difficulty is that the privacy guarantee given by the garbled circuit con-
struction is too weak. At a higher level this is because the standard Yao construc-
tion is in the honest-but curious setting, whereas we want to build a program
that is one-time even against malicious adversaries. More concretely, the garbled
circuit simulator generates a dummy garbled circuit after the inputx is specified,
i.e. only after it knows the circuit’s output 7 (x). This suffices for honest-but-
curious two-party computation, but it is not sufficient for us. The (malicious)
one-time program adversary may be adaptive in its choice of x: the choice of
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x could depend on the garbling itself, as well as the keys revealed as the adver-
sary accesses the OTMs. This poses a problem, as the simulator, who wants to
generate a dummy garbling and then run the adversary on it, does not know in
advance on which input the adversary will choose to evaluate the garbled circuit.
On closer examination, the main problem is that the simulator does not know in
advance the circuit’s output on the input the adversary will choose, and thus it
does not know what the dummy garbling’s output should be. Note that we are
not in an interactive setting, and thus we cannot use standard solutions such as
having the adversary commit to its input x before seeing the garbled circuit.

To overcome this difficulty, we need to change the naive construction that we
got directly from the garbled circuit to give the simulator more power. Our ob-
jective is allowing the simulator to “hold off” choosing the output of the dummy
garbling until the adversary has specified the input. We do this by “hiding” a
random secret bit b; in the i-th OTM, this bit is exposed no matter which secret
the adversary requests. These n bits mask (via an XOR) the circuit’s output,
giving the simulator the flexibility to hold off “committing” to the unmasked
garbled circuit’s output until the adversary has completely specified its input
x (by accessing all n of the OTMs). The simulator outputs a garbled dummy
circuit that evaluates to some random value, runs the adversary, and once the
adversary has completely specified x by accessing all n OTMs, the simulator can
retrieve 7 (x) (via its one-time 7-oracle), and the last masking bit it exposes
to the adversary (in the last OTM the adversary accesses) always unmasks the
garbled dummy circuit’s output to be equal to 7 (x).

Our Scheme vs. the [GO96] Scheme. Note that in the [GO96] scheme, both
the hardware runtime and the latency is the same as the entire running time
of the program, whereas in our scheme (using OTMs) the latency is 1 and the
hardware runtime is n-x(n) (independent of the program runtime). On the other
hand, one advantage of the [GO96] scheme is that the size of the entire one-time
program is proportional to the size of a single cryptographic key (independent
of the program runtime), whereas in our scheme the size is quasi-linear in the
(worst-case) runtime of the program.

4.1 Can We Get the Best of Both Worlds?

The primary disadvantage of our construction is the size of the one-time program.
The “garbled circuit” part of the program (the software part) is as large as the
(worst-case) running time of the original program. It is natural to ask whether
this is inherent. In fact, it is not, as one-time programs based on the Goldreich-
Ostrovsky construction (with a counter limiting the number of executions) have
size only proportional to the size of the original program and a cryptographic key.
However, as discussed above, the Goldreich-Ostrovsky solution requires complex
secure hardware that runs the entire computation of the one-time program.

It remains to ask, then, whether it is possible to construct one-time programs
that enjoy “the best of both worlds.” I.e. to build small one-time programs with
simple hardware that does very little work. This is a fundamental question in the
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study of one-time programs. Unfortunately, we show that building a one-time
program that enjoys the best of both worlds (small size and hardware running
time) is beyond the reach of current knowledge in the field of cryptography.
This is done by showing that such a construction would resolve a central open
problem in foundational cryptography: it would give a secure-function-evaluation
protocols with sub-linear (in the computation size) communication complexity.

Informal Theorem 2: Assume that for every security parameter k, there exists
a secure oblivious transfer protocol for 1-bit message pairs with communication
complexity poly(k). Fix any input length n and any (non-uniform) Turing ma-
chine 7. Suppose P is a one-time program corresponding to 7 (for inputs of
length n). If P is of total size s(n) and the worst-case (combined) running time
of the secure hardware(s) on an n-bit input is ¢(n), then there exists a secure
function evaluation protocol where Alice has input 7, Bob has input 2 € {0, 1}",
at the end of the protocol Bob learns 7 (z) but nothing else, Alice learns nothing,
and the total communication complexity is s(n) + O(t(n) - poly(k)).

Let us examine the possibility of achieving the best of both worlds in light of
this theorem. Suppose we had a one-time compiler that transforms any program
7 into a one-time program with simple secure hardware that does O(n - k) work
and has total size O(|7 |+£). By the above theorem, this would immediately give
a secure function evaluation protocol where Alice has 7, Bob has x, Bob learns
only 7 (x) and Alice learns nothing, with linear in (n,|7T|, k) communication
complexity! All known protocols for this problem have communication complex-
ity that is at least linear in 7 ’s running time, and constructing a protocol with
better communication complexity is a central open problem in theoretical cryp-
tography. For example, this is one of the main motivations for constructing a
fully homomorphic encryption scheme. See the full version for more details.

5 One-Time Programs: Applications

One-time programs have immediate applications to software protection. They
also enable new applications such as one-time proofs, outlined below. Finally,
OTMs and one-time programs can be used to construct electronic cash and elec-
tronic token schemes [Cha82) [Cha83|. The E-cash applications and the discussion
of related work are omitted from this extended abstract for lack of space, see
the full version for details.

5.1 Extreme Software Protection

By the very virtue of being one-time programs, they cannot be reverse engi-
neered, copied, re-distributed or executed more than once.

Limiting the Number of Ezecutions. A vendor can put an explicit restriction as
to the number of times a program it sells can be used, by converting it into a
one-time program which can be executed for at most k times. For example, this
allows vendors to supply prospective clients with “preview” versions of software
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that can only be used a very limited number of times. Unlike techniques that
are commonly employed in practice, here there is a guarantee that the software
cannot be reverse-engineered, and the component that limits the number of ex-
ecutions cannot be removed. Moreover, our solution does not require trusting a
system clock or communicating with the software over a network (as do many
solutions employed in practice). This enables vendors to control (and perhaps
charge for) the way in which users use their software, while completely main-
taining the user’s privacy (since the vendors never see users interacting with the
programs). One-time programs naturally give solutions to such copy-protection
and software protection problems, albeit at a price (in terms of complexity and
distribution difficulty).

Temporary Transfer of Cryptographic Ability. As a natural application for one-
time programs, consider the following setting, previously suggested by [GK05] in
the context of program obfuscation. Alice wants to go on vacation for the month
of September. While she is away, she would like to give her assistant Bob the
power to decrypt and sign E-mails dated “September 2008” (and only those E-
mails). Alice can now supply Bob with many one-time programs for signing and
decrypting messages dated “September 2008”. In October, when Alice returns,
she is guaranteed that Bob will not be able to decrypt or sign any of her messages!
As long as Alice knows a (reasonable) upper bound for the number of expected
messages to be signed and decrypted, temporarily transferring her cryptographic
ability to Bob becomes easy.

5.2 One-Time Proofs

The one-time paradigm leads to the new concept and constructions of one-time
proofs: proof tokens that can be used to prove (or verify) an NP statement
exactly once.

A one-time proof system for an NP language L consists of three entities: ()
a witness owner who has a witness to the membership of some element x in a
language L, (it) a prover, and (ii¢) a verifier, where the prover and verifier know
the input « but do not know the witness to x’s membership in L. A one-time
proof system allows the witness owner to (efficiently) transform its NP witness
into a hardware based proof token. The proof token can later be used by the
efficient prover (who does not know a witness) to convince the verifier exactly
once that the input z is in the language. The witness owner and the verifier are
assumed to be “honest” and follow the prescribed protocols, whereas the prover
may be malicious and deviate arbitrarilyE

In a one-time proof, the prover convinces the verifier by means of a standard
interactive proof system. In particular, the verifier doesn’t need physical access to
the proof token (only the prover needs this access). After running the interactive
proof and convincing the (honest) verifier once, the proof token becomes useless
and cannot be used again. The point is that (i) the witness owner does not need

2 The case where even verifiers do not behave honestly is also interesting, see the full
version of this work for a discussion.
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to be involved in the proof, beyond supplying the token (hence the proof system
is off-line), and (ii) the prover, even though it convinces the verifier, learns
nothing from interacting with the hardware, and in particular cannot convince
the verifier a second time. Thus, for any NP statement, one-time proofs allow
a witness owner to give other parties the capability to prove the statement in
a controlled manner, without revealing to them the witness. A one-time proof
system gives this “one-time proof” guarantee, as well as the more standard
completeness and soundness guarantees, and a zero-knowledge guarantee (see
[GMRR9]), stating that anything that can be learned from the proof token, can
be learned without it (by a simulator). Finally, a user who wants to use the
one-time proof token to convince himself that € L can do so without any
interaction by running the interactive proof in his head (in this case the prover
and verifier are the same entity).

Note that a prover who somehow does know a witness to x’s membership
can convince the verifier as many times as it wants. How then can one capture
the one-time proof requirement? We do this by requiring that any prover who
can use a single proof token to convince the verifier more than once, must in
fact know a witness to z’s membership in the language. Formally, the witness
can be eztracted from the prover in polynomial time. In particular, this means
that if the prover can convince the verifier more than once using a single proof
token, then the prover could also convince the verifier as many times as it wanted
without ever seeing a proof token! In other words, the proof token does not help
the prover prove the statement more than once.

Another natural setting where one-time proofs come up is in voting systems,
where the goal is to ensure that voters can only vote once. In this setting, each
voter will be given a one-time proof for possessing the right to vote (of course,
one must also ensure that the proof tokens cannot be transferred from one voter
to another). A similar application of one-time proofs is for electronic subway
tokens. Here the subway operator wants to sell electronic subway tokens to pas-
sengers, where the tokens should be verifiable by the subway station turnstilesJ
A passenger should only be able to use a token once to gain entrance to the
subway, and after this the token becomes useless. This goal is easily realized in
a natural way by one-time proofs. The subway operator generates a hard cryp-
tographic instance, say a product n = p - ¢ of two primes. Subway tokens are
one-time proof tokens for proving that n is in fact a product of two large primes.
The passengers play the role of the prover. The turnstiles are the verifier, and
only let provers who can prove to them that n is a product of two primes into
the subway station. Any passenger who can use a single token to gain entrance
more than once, can also be used to find a witness, or the factorization of n, a
task which we assume is impossible for efficient passengersﬂ

3 This problem was originally suggested by Blum [BIu&1]. A scheme using quantum
devices (without a proof of security) was proposed by Bennett et al. [BBBWS2].

4 For simplicity we do not consider here issues of composability or maintaining pas-
senger’s anonymity.
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More generally, one can view one-time proofs as a natural generalization of
count-limited access control problems. In particular, we can convert any 3-round
ID scheme (or any X-protocol) into a one-time proof of identity. See also the
application to the E-token problem presented in the next section.

One-time proofs are different from non interactive zero knowledge (NIZK)
proofs (introduced by [BFMSS]). In both cases, the witness owner need not be
present when the proof is being verified. However, in NIZK proof systems either
the proof can be verified by arbitrary verifiers an unlimited number of times, and
in particular is also not deniable [Pas03] (for example, NIZK proof systems in a
CRS-like model, as in [BFMSS]), or the proofs have to be tailored to a specific
verifier and are useless to other verifiers (for example, NIZK proof systems in the
pre-processing model [SMP8§]). One-time zero knowledge proofs, on the other
hand, can only be verified once, but by any user, and are later deniable. They
also do not need a trusted setup, public-key infrastructure, or pre-processing,
but on the other hand they do use secure hardware.

In the full version of this work we define one-time proofs and show (assuming
one-way permutations) that any NP statement has an efficient one-time proof
using OTMs. To attain small soundness we need to overcome problems that arise
in the parallel composition of zero-knowledge proof (but in a non-interactive
setting). This is accomplished by using the secure hardware to allow a delicate
simulation argument. While we note that the general-purpose one-time compiler
from the previous section can be used to construct a one-time proofE this results
in considerably less efficient (and less intuitively appealing) schemes.

Informal Theorem 3: Let x be a security parameter and k a soundness pa-
rameter. Assume that there exists a one-way permutation on k-bit inputs. Every
NP language L has a one-time zero-knowledge proof with perfect completeness
and soundness 27%. The proof token uses & OTMs (each of size poly(n, k, k),
where n is the input length).

Construction Owverview. We construct a one-time proof for the NP complete
language Graph Hamiltonicity, from which we can derive a one-time proof for
any NP language. The construction uses ideas from Blum’s [BIu87] protocol
for Graph Hamiltonicity. The input is a graph G = (V, F), the producer has a
witness w describing a hamiltonian cycle in the graph. The one-time proof uses
k OTMs to get a proof with soundness 27% (and perfect completeness).

The basic idea of Blum’s zero-knowledge proof is for a prover to commit to a
random permutation of the graph and send this commitment to the verifier. The
verifier can then ask the prover wether to send it the permutation and all the
de-commitments (openings of all the commitments), or to send de-commitments
to a Hamiltonian cycle in the permuted graph. The proof is zero-knowledge, with
soundness 1/2.

A natural approach for our setting is for the witness owner to generate a
proof token that has the committed permuted graph as a software component.
The proof token also includes an OTM whose first secret is the permutation

5 To do this, just generate a one-time program computing the prover’s answers.
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and all the de-commitments (the answer to one possible verifier query in Blum’s
protocol), and whose second secret is de-commitments to a Hamiltonian cycle
in the permuted graph (the answer to the second verifier query). This indeed
gives a (simple) one-time proof with soundness 1/2 via standard arguments:
the only thing a prover can learn from the token is one of the two possible de-
commitment sequences, and we know (from Blum’s zero-knowledge simulator),
that the prover could generate this on its own. On the other hand, somewhat
paradoxically, this proof token does allow a prover to convince a verifier that the
graph has a Hamiltonian cycle in an interactive proof with perfect completeness
and soundness 1/2.

To amplify the soundness to 27%, a seemingly effective idea is to have the
producer produce k such committed graphs and k such corresponding OTMs,
each containing a pair of secrets corresponding to a new commitment to a random
permutation of its graph. This idea is, however, problematic. The difficulty is that
simulating the one-time proof becomes as hard as simulating parallel executions
of Blum’s zero-knowledge protocol. Namely, whoever gets the OTMs can choose
which of the two secrets in each OTM it will retrieve as a function of all of the
committed permuted graphs. In the standard interactive zero-knowledge proof
setting this is resolved by adding interaction to the proof (see Goldreich and
Kahan [GK96]). However, in our setting it is crucial to avoid adding interaction
with the witness owner during the interactive proof phase, and thus known
solutions do not apply. In general, reducing the soundness of Blum’s protocol
without adding interaction is a long-standing open problem (see e.g. Barak,
Lindell and Vadhan [BLVO0G]). In our setting, however, we can use the secure
hardware to obtain a simple solution.

To overcome the above problem, we use the secure hardware (OTMs) to
“force” a user who wants to gain anything from the proof token, to access the
boxes in sequential order, independently of upcoming boxes, as follows. The first
committed graph C is given to the user “in the clear”, but subsequent com-
mitted graphs, C;, ¢ > 2, are not revealed until all of the prior ¢ — 1 OTMs
(corresponding to committed graphs Ci,...,C;_1) have been accessed. This is
achieved by, for each i: (1) splitting the description of the i-th committed graph
C; into i — 1 random strings m},...m: ' (or shares) such that their XOR. is Cj;
and (2) letting the j-th ROK output mz for each 7 > j + 1 as soon as the user
accesses it (regardless of which input the user gives to the OTM). Thus by the
time the user sees all shares of a committed graph, he has already accessed all
the previous OTMs corresponding to the previous committed graphs. The user
(information theoretically) does not know the i-th committed graph until he has
accessed all the OTMs 1,...,7 — 1, and this forces “sequential” behavior that
can be simulated. Of course, after accessing the boxes 1,...,7 — 1, the user can
retrieve the committed graph and verify the proof’s correctness as usual (i.e.
completeness holds). See the full version for a formal theorem statement and
proof.

We note that beyond being conceptually appealing, one-time proofs have ob-
vious applications to identification and limited time (rather than revokable)
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credential proving applications. See the full version for formal definitions and
further details.

6 Further Related Work

Using and Realizing Secure Hardware. Recently, Katz [Kat07], followed by
Moran and Segev [MS0§|, studied the applications of secure hardware to con-
structing protocols that are secure in a concurrent setting. These works also
model secure hardware as a “black box”. Earlier work by Moran and Naor
[MNO5] showed how to construct cryptographic protocols based on “tamper-
evident seals”, a weaker secure hardware assumption that models physical ob-
jects such as sealed envelopes, see the full version of this work for a more detailed
comparison.

Works such as Ishai, Sahai and Wagner [[SW03], Gennaro et al.
and Ishai, Prabhakaran Sahai and Wagner [[PSWO06], aim at achieving the no-
tion of “black-box” access to devices using only minimal assumptions about
hardware (e.g. adversaries can read some, but not all, of the hardware’s wires
etc.). The work of Micali and Reyzin [MR04] was also concerned with realizing
ideal “black-box” access to computing devices, but they focused on obtaining
model-independent reductions between specific physically secure primitives.

Alternative Approaches to Software Protection. An alternative software-
based approach to software protection and obfuscation was recently suggested by
Dvir, Herlihy and Shavit [DHS06]. They suggest protecting software by providing
a user with an incomplete program. The user can run the program only by
communicating with a server, and the server provides the “missing pieces” of the
program in a protected manner. The setting of one-time programs is different,
as we want to restrict even the number of times a user can run the program.

Count-Limiting using a TPM. In recent (independent) work, Sarmenta, van
Dijk, O’Donnel, Rhodes and Devadas m explore cryptographic and sys-
tem security-oriented applications of real-world secure hardware, the Trusted
Platform Module (TPM) chip (see [TPMO07]). They show how a single TPM
chip can be used to implement a large number of trusted monotonic counters
and also consider applications of such counters to goals such as e-cash, DRM, and
count limited cryptographic applications. These have to do with count-limiting
special tasks, specific functionalities or small groups of functionalities, whereas
we focus on the question of count-limiting access to general-purpose programs
(and its applications). Our OTM construction indicates that TPMs can be used
to count-limit any efficiently computable functionality. Following our work in
ongoing work Sarmenta et al. began to consider using TPMs to count-limit
general-purpose programs.
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Abstract. We introduce new and general complexity theoretic hard-
ness assumptions. These assumptions abstract out concrete properties of
a random oracle and are significantly stronger than traditional crypto-
graphic hardness assumptions; however, assuming their validity we can
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1 Introduction

The state-of-the-art in complexity theory forces cryptographers to base their
schemes on unproven hardness assumptions. Such assumptions can be general
(e.g., the existence of one-way functions) or specific (e.g., the hardness of RSA
or the Discrete logarithm problem). Specific hardness assumptions are usually
stronger than their general counterparts; however, as such assumptions consider
primitives with more structure, they lend themselves to constructions of more ef-
ficient protocols, and sometimes even to the constructions of objects that are not
known to exist when this extra structure is not present. Indeed, in recent years,
several new and more exotic specific hardness assumptions have been introduced
(e.g., @, 11, ]) leading to, among other things, signatures schemes with im-
proved efficiency, but also the first provably secure construction of identity-based
encryption.

In this paper, we introduce a new class of strong but general hardness as-
sumptions, and show how these assumptions can be used to resolve certain long-
standing open problems in cryptography. Our assumptions are all abstractions
of concrete properties of a random oracle. As such, our results show that for the
problems we consider, random oracles are not necessary; rather, provably secure
constructions can be based on concrete hardness assumptions.
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1.1 Adaptive Hardness Assumptions

We consider adaptive strengthenings of standard general hardness assumptions,
such as the existence of one-way functions and pseudorandom generators. More
specifically, we introduce the notion of collections of adaptive 1-1 one-way func-
tions and collections of adaptive pseudorandom generators. Intuitively,

— A collection of adaptively 1-1 one-way functions is a family of 1-1 functions
Frn = {feag : {0,1}" — {0,1}"} such that for every tag, it is hard to invert
frag(r) for a random r, even for an adversary that is granted access to an
“Inversion oracle” for fig for every tag # tag’. In other words, the func-
tion fiag is one-way, even with access to an oracle that invert all the other
functions in the family.

— A collection of adaptive pseudo-random generators is a family of functions
Gn = Grag : {0,1}" — {0,1}™ such that for every tag, Gig is a pseudoran-
dom even if given access to an oracle that decides whether given y is in the
range of Gy for tag’ # tag.

Both the above assumptions are strong, but arguably not “unrealistically” strong.
Indeed, both these assumptions are satisfied by a (sufficiently) length-extending
random oracle[] As such, they provide concrete mathematical assumptions that
can be used to instantiate random oracles in certain applications. We also present
some concrete candidate instantiations of these assumptions. For the case of adap-
tive 1-1 one-way functions, we provide construction based on the the “adaptive se-
curity” of Factoring, or the Discrete Log problem. For the case of adaptive PRGs,
we provide a candidate construction based on a generalization of the advanced
encryption standard (AES).

Related Assumptions in the Literature. Assumptions of a related flavor have
appeared in a number of works. The class of “one-more” assumptions introduced
by Bellare, Namprempre, Pointcheval and Semanko M] are similar in flavor.
Informally, the setting of the one-more RSA-inversion problem is the following:
The adversary is given values z1,22,...,2; € Z} (for a composite N = pgq, a
product of two primes) and is given access to an oracle that computes RSA
inverses. The adversary wins if the number of values that it computes an RSA
inverse of, exceeds the number of calls it makes to the oracle. They prove the
security of Chaum’s blind-signature scheme under this assumption. This flavor
of assumptions has been used in numerous other subsequent works [B, ]

Even more closely related, Prabhakaran and Sahai ﬂﬂ] consider an assumption
of the form that there are collision-resistant hash functions that are secure even
if the adversary has access to a “collision-sampler”. In a related work, Malkin,
Moriarty and Yakovenko M] assume that the discrete logarithm problem in Zj
(where p is a k-bit prime) is hard even for an adversary that has access to an
oracle that computes discrete logarithms in Zj for any k-bit prime g # p. Both
these works use the assumption to achieve secure computation in a relaxation

! Note that a random function over, say, {0,1}" — {0,1}*" is 1-1 except with expo-
nentially small probability.
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of the universal composability framework. (In a sense, their work couples the
relaxed security notion to the hardness assumption. In contrast, we use adaptive
hardness assumptions to obtain protocols that satisfy the traditional notion of
security.)

1.2 Our Results

Non-Interactive Concurrently Non-Malleable Commitment Schemes. Non-
malleable commitment schemes were first defined and constructed in the seminal
paper of Dolev, Dwork and Naor M] Informally, a commitment scheme is non-
malleable if no adversary can, upon seeing a commitment to a value v, produce
a commitment to a related value (say v — 1). Indeed, non-malleability is cru-
cial to applications which rely on the independence of the committed values. A
stronger notion—called concurrent non-malleability—requires that no adversary,
after receiving commitments of v1, ..., v, can produce commitments to related
values 01, ..., 0m; see ﬂﬁ, @] for a formal definition.

The first non-malleable commitment scheme of ﬂﬁ] was interactive, and required
O(log n) rounds of interaction, where n is a security parameter. Barak [1] and sub-
sequently, Pass and Rosen @, ] presented constant-round non-malleable com-
mitment schemes; the protocols of m, ] are the most round-efficient (requiring
12 rounds) and the one of @] is additionally concurrently non-malleable. We note
that of the above commitment schemes, ﬂﬁ is the only one with a black-box proof
of security, whereas the schemes of @, , ] rely on the non-black-box proof tech-
nique introduced by Barak [1] B

Our first result is a construction of a mon-interactive, concurrently non-
malleable string commitment scheme, from a family of adaptive one-way permu-
tations; additionally our construction only requires a black-box proof of security.

Theorem 1 (Informal). Assume the existence of collections of adaptive 1-1
permutations. Then, there exists a mon-interactive concurrently non-malleable
string commitment scheme with a black-box proof of security.

If instead assuming the existence of adaptive PRGs, we show the existence of 2-
round concurrent non-malleable commitment with a black-box proof of security.

Theorem 2 (Informal). Assume the existence of collections of adaptive
PRGS. Then, there exists a 2-round concurrently non-malleable string commit-
ment scheme with a black-box proof of security.

Round-optimal Black-box Non-malleable Zero-knowledge. Intuitively, a zero-
knowledge proof is non-malleable if a man-in-the-middle adversay, receiving a
proof of a statement x, will not be able to provide a proof of a statement z’ # x
unless he could have done so without hearing the proof of z. Dolev, Dwork and

2 Subsequent to this work, Lin, Pass and Venkitasubramaniam ﬂﬁ] have presented con-
structions of concurrent non-malleable commitments using a black-box security proof,
based on only one-way functions. Their construction, however, uses O(n) communica-
tion rounds.
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Naor ﬂﬂ] defined non-malleable zero-knowledge (Z/) and presented an O(log n)-
round ZK proof system. Barak ﬂﬂ] and subsequently, Pass and Rosen [29] pre-
sented constant-round non-malleable Z/C argument system. Again, the protocol
of ﬂﬂ] is the only one with a black-box proof of security.

We construct a 4-round non-malleable ZKC argument system with a black-box
proof of security (that is, a black-box simulator). Four rounds is known to be
optimal for black-box ZK [20] (even if the protocol is not required to be non-
mallezﬂ%e) and for non-malleable protocols (even if they are not required to be
ZK) 22].

Theorem 3 (Informal). Assume the existence of collections of adaptive 1-1
one-way function. Then, there exists a 4-round mon-malleable zero-knowledge
argument system with a black-box proof of security. Assume, instead, the ex-
istence of collections of adaptive one-way permutations. Then, there exists a
5-round non-malleable zero-knowledge argument system with a black-box proof of
security.

It is interesting to note that the (seemingly) related notion of concurrent zero-
knowledge cannot be achieved in o(logn) rounds with a black-box proof of se-
curity. Thus, our result shows that (under our new assumptions), the notion
of non-malleability and concurrency in the context of ZK are quantitatively
different.

Efficient Chosen-Ciphertext Secure Encryption. Chosen ciphertext (CCA) se-
curity was introduced in the works of m, @] and has since been recognized
as a sine-qua-non for secure encryption. Dolev, Dwork and Naor ﬂﬂ] gave the
first construction of a CCA-secure encryption scheme based on general assump-
tions. Their construction, and the subsequent construction of Sahai ﬂﬁ], uses
the machinery of non-interactive zero-knowledge proofs, which renders them
less efficient than one would like. In contrast, the constructions of Cramer and
Shoup ﬂﬁ, ] are efficent, but are based on specific number-theoretic assump-
tions.

Bellare and Rogaway ﬂﬂ] proposed an encryption scheme that is CCA-secure
in the random oracle model (see below for more details about the random oracle
model). We show complexity-theoretic assumptions that are sufficient to replace
the random oracle in this construction. We mention that, previously, Canetti ﬂﬁ]
showed how to replace random oracles in a related construction to get a seman-
tically secure encryption scheme, but without CCA security. In a more recent
work, Boldyreva and Fischlin HE] also show how to obtain a weakened notion of
non-malleability, but still without CCA security.

Interactive Arguments for which Parallel-repetition does not reduce the sound-
ness error. A basic question regarding interactive proofs is whether parallel
repetition of such protocols reduces the soundness error. Bellare, Impagliazzo
and Naor B] show that there are interactive arguments (i.e., computationally-
sound) proofs in the Common Reference String (CRS) model, for which parallel-
repetition does not reduce the soundness error. Their construction relies on
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non-malleable encryption, and makes use of the CRS to select the public-key
for this encryption scheme. However, if instead relying on a non-interactive con-
current non-malleable commitment scheme in their construction, we can dispense
of the CRS altogether. Thus, by Theorem [Il assuming the existence of collec-
tions of adaptive 1-1 one-way functions, we show that there exists an interactive
argument for which parallel repetition does not reduce the soundness error. We
also mention that the same technique can be applied also to the strengthened
construction of [30].

Our Techniques. Our constructions are simple and efficient. In particular, for
the case of non-malleable commitment schemes, we show that appropriate in-
stantiations of the Blum-Micali E] or Naor ﬂﬁ] commitment schemes in fact are
non-malleable. The proof of these schemes are also “relatively straight-forward”
and follow nicely from the adaptive property of the underlying primitives.

Next, we show that by appropriately using our non-malleable commitment
protocols in the Feige-Shamir HE] ZK argument for NP, we can also get a round-
optimal black-box non-malleable ZK proof for AP. Although the construction
here is straight-forward, its proof of correctness is less so. In particular, to show
that our protocol is non-malleable, we rely on a techniques that are quite differ-
ent from traditional proofs of non-malleability: in particular, the power of the
“adaptive” oracle will only be used inside hybrid experiments; the simulation,
on the other hand, will proceed by traditional rewinding. Interestingly, to get a
round-optimal solution, our proof inherently relies on the actual Feige-Shamir
protocol and high-lights some novel features of this protocol.

Interpreting Our Results. We offer two interpretations of our results:

— The optimistic interpretation: Although our assumptions are strong, they
nonetheless do not (a priori) seem infeasible. Thus, if we believe that e.g.,
AES behaves as an adaptively secure PRG, we show efficient solutions to
important open questions.

— The conservative interpretation: As mentioned, our constructions are black-
box; namely, both the construction of the cryptographic objects and the
associated security proof utilize the underlying primitive—adaptive one-way
permutations or adaptive PRGs—as a black-box, and in particular, do not
refer to a specific implementation of these primitives. Thus, a conservative
way to view our results is that to show even black-box lower-bounds and im-
possibility results for non-interactive concurrent non-malleable commitments
and non-malleable zero-knowledge proofs, one first needs to to refute our as-
sumptions. Analogously, it means that breaking our CCA-secure encryptions
scheme, or proving a general parallel-repetition theorem for interactive ar-
guments, first requires refuting our assumptions.

A cryptographer could choose to make “mild” assumptions such as P # NP,
“relatively mild” ones such as the existence of one-way functions, secure encryp-
tion schemes or trapdoor permutations, or “preposterous” ones such as “this
scheme is secure”. Whereas preposterous assumptions clearly are undesirable,
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mild assumptions are—given the state-of-the-art in complexity theory—too weak
for cryptographic constructions of non-trivial tasks. Relatively mild assumptions,
on the other hand, are sufficient for showing the feasibility of essentially all known
cryptographic primitives.

Yet, to obtain efficient constructions, such assumptions are—given the current-
state-of-art—mnot sufficient. In fact, it is a priori not even clear that although feasi-
bility of a cryptographic task can be based on a relatively mild assumptions, that
an “efficient” construction of the primitive is possible (at alll). One approach to
overcome this gap is the random oracle paradigm, introduced in the current form
by Bellare and Rogaway ﬂ] the proposed paradigm is to prove the security of a
cryptographic scheme in the random-oracle model—where all parties have access
to a truly random function—and next instantiate the random oracle with a con-
crete function “with appropriate properties”. Nevertheless, as pointed out in ﬂﬂ]
(see also E, ]) there are (pathological) schemes that can be proven secure in
the random oracle model, but are rendered insecure when the random oracle is
replaced by any concrete function (or family of functions).

In this work we, instead, investigate a different avenue for overcoming this gap
between theory and practice, by introducing strong, but general, hardness as-
sumption. When doing so, we, of course, need to be careful to make sure that our
assumptions (although potentially “funky”) are not preposterous. One criterion
in determining the acceptability of a cryptographic assumption A is to consider
(1) what the assumption is used for (for instance, to construct a primitive P,
say) and (2) how much more “complex” the primitive P is, compared to A.
For example, a construction of a pseudorandom generator assuming a one-way
function is non-trivial, whereas the reverse direction is not nearly as interesting.
Unfortunately, the notion of “complexity” of an assumption is hard to define.
We here offer a simple interpretation: view complexity as “succinctness”. Gen-
eral assumption are usually more succinct than specific assumptions, one-way
functions are “easier” to define than, say, pseudorandom functions. Given this
point of view, it seems that our assumptions are not significantly more complex
than traditional hardness assumption; yet they allow us to construct consider-
ably more complex objects (e.g., non-malleable zero-knowledge proofs).

On Falsifiability/Refutability of Our Assumptions. Note that the notions of non-
malleable commitment and non-malleable zero-knowledge both are defined using
simulation-based definitions. As such, simply assuming that a scheme is, say,
non-malleable zero-knowledge, seems like a very strong assumption, which is
hard to falsify@in fact, to falsify it one needs to show (using a mathematical
proof) that no Turning machine is a good simulator. In contrast, to falsify our
assumptions it is sufficient to exhibit an attacker (just as with the traditional
cryptographic hardness assumptions).

To make such “qualitative” differences more precise, Naor Hﬁ] introduced a
framework for classifying assumptions, based on how “practically” an assump-
tion can refuted. Whereas non-malleability, a priori, seems impossible to falsify

3 Recall that falsifiability is Popper’s classical criterion for distinguishing scientific and
“pseudo-scientific” statements.
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(as there a-priori is not a simple way to showing that no simulator exists). In
contrast, traditional assumptions such as “factoring is hard” can be easily re-
futed simply by publishing challenges that a “falsifier” is required to solve. Our
assumptions cannot be as easily refuted, as even if a falsifier exhibits an attack
against a candidate adaptive OWF| it is unclear how to check that this attack
works. However, the same can be said also for relatively mild (and commonly
used) assumptions, such as “factoring is hard for subexponential—time”ﬂ

Additionally, we would like to argue that our assumptions enjoy a similar
“win/win” situation as traditional cryptographic hardness assumptions. The
adaptive security of the factoring or discrete logarithm problems seem like natu-
ral computational number theoretic questions. A refutation of our assumptions
(and its implication to factoring and discrete logarithm problem) would thus be
interesting in its own right. Taken to its extreme, this approach suggest that
we might even consider assumptions that most probably are false, such as e.g.,
assuming that AES is an (adaptive one-way) permutation, as long as we believe
that it might be hard to prove that the assumption is false.

2 New Assumptions and Definitions

The following sections introduce our definitions of adaptively secure objects—
one-way functions, pseudorandom generators and commitment schemes—and
posit candidate constructions for adaptively secure one-way functions and pseu-
dorandom generators.

2.1 Adaptive One-Way Functions

In this paper, we define a family of adaptively secure injective one-way functions,
where each function in the family is specified by an index tag € {0,1}". The
adaptive security requirement says the following: consider an adversary that
picks an index tag® and is given y* = fiag+(¢*) for a random z* in the domain of
frag+, and the adversary is supposed to compute x*. The adversary, in addition,
has access to a “magic oracle” that on input (tag,y) where tag # tag*, and
get back ft;gl (y). In other words, the magic oracle helps invert all functions fiag
different from the “target function” fiag+. The security requirement is that the
adversary have at most a negligible chance of computing z*, even with this added
ability. Note that the magic oracle is just a fictitious entity, which possibly does
not have an efficient implementation (as opposed to the decryption oracle in the
definition of CCA-security for encryption schemes which can be implemented
efficiently given the secret-key). More formally,

4 Note that the assumption that factoring is hard for subexponential-time can be
falsified by considering a publishing a very “short” challenge (of length polylogn).
However, in the same vein, our assumption can be falsified by considering challenges
of length log n; then it is easy to check if someone can exhibit an efficient attack on
the adaptive security of an assumed one-way function, since the inverting oracle can
also be efficiently implemented.
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Definition 1 (Family of Adaptive One-to-one One-way Functions). A
family of injective one-way functions F = { fag : Diag = {0,1}* }rageqo,13n 45
called adaptively secure if,

— (EASY TO SAMPLE AND COMPUTE.) There is an efficient randomized domain-
sampler D, which on input tag € {0,1}", outputs a random element in Disg.
There is a deterministic polynomial algorithm M such that for alltag € {0,1}"
and for all x € Dyg, M (tag, x) = frag(x).

— (ADAPTIVE ONE-WAYNESS.) Let O(tag,-,-) denote an oracle that, on input
tag’ and y outputs f,;gl/ (y) if tag’ # tag, |tag'| = |tag| and L otherwise.

The family F is adaptively secure if, for any probabilistic polynomial-time
adversary A, there exists a negligible function p such that for all n, and for
all tags tag € {0,1}",

Pr(z « Dy : AC(t&) (tag frag(x)) =] < p(n)
where the probability is over the random choice of x and the coin-tosses of A.

A potentially incomparable assumption is that of an adaptively secure injective
one-way function (as opposed to a family of functions); here the adversary gets
access to an oracle that inverts the function on any g’ that is different from
the challenge y (that the adversay is supposed to invert). However, it is easy
to see that an adaptively secure one-way function with subexponential security
and a dense domain implies a family of adaptively secure one-way functions, as
defined above. In fact, our construction of a family of adaptively secure one-way
functions based on factoring goes through this construction.

Hardness Amplification. A strong adaptively secure one-way function is one
where no adversary can invert the function with probability better than some
negligible function in k (even with access to the inversion oracle). A weak one,
on the other hand, only requires that the adversary not be able to invert the
function with a probability better than 1 — 1/poly(k) (even with access to the
inversion oracle).

We remark that we can construct a collection of strong adaptively secure one-
way function from a collection of weak adaptively secure one-way function. The
construction is the same as Yao’s hardness amplification lemma. We defer the
details to the full version.

Candidates. We now present candidates for adaptively secure one-way func-
tions, based on assumptions related to discrete-log and factoring.

Factoring. First, we show how to build an adaptively secure one-way function
(not a family of functions) from the factoring assumption. Then, we show how
to turn it into a family of functions, assuming, in addition, that factoring is
subexponentially-hard.

The domain of the function f is {(p,q) | p,q € Pn,p < ¢}, where P, is the
set of all n-bit primes. Given this notation, f(p,q) is defined to be pg. Assuming
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that it is hard to factor a number N that is a product of primes, even with
access to an oracle that factors all other products of two primes, this function is
adaptively secure.

We now show how to turn this into a family of adaptively secure one-way
functions. The index is simply an n’ = n'/-bit string (for some € > 0) i = (iy,42).
The domain is the set of all strings (j1,72) such that p =47 0 j; and ¢ = i3 0 jo
are both n-bit primes. The function then outputs pg. Since we reveal the first
n’ = n'/¢ bits of the factors of N = pq, we need to assume that factoring is
subexponentially hard (even with access to an oracle that factors other products
of two primes). The function is clearly injective since factoring forms an injective
function. In the full version, we additionally provide candidates for adaptive one-
way functions based on the RSA and Rabin functions.

Discrete Logarithms. The family of adaptive OWFs Fpy, is defined as follows:
The domain of the function is a tuple (p, g, z) such that p is a 2n-bit prime p
whose first n bits equal the index 7, g is a generator for Z; and z is a 2n — 1-
bit number. The domain is easy to sample-the sampler picks a “long-enough”
random string r and a 2n — 1-bit number x. The function f; uses r to sample a
2n-bit prime p whose first n bits equal ¢ (this can be done by repeated sampling,
and runs in polynomial time assuming a uniformness conjecture on the density
of primes in large intervals) and a generator g € Z;. The output of the function
on input (p, g,z) is (p, g, ¢g* mod p). f; is injective since the output determines
p and g; given p and g, ¢g* mod p next determines 2 uniquely since z < 227!
and p, being a 2n-bit prime, is larger than 2271,

We also mention that the adaptive security of this family can be based on the
subexponential adaptive security of the one-way function (as opposed to family)
obtained by simply sampling random p, g,z (or even random p being a safe
prime) and outputting p, g, g*. (In the full version of the paper, we additionally
show how to obtain our results under a different variant of polynomial-time
adaptive hardness of the above one-way function; roughly speaking, the variant
we require here is that the adversary gets access to an oracle that inverts the
function on any input length.)

2.2 Adaptive Pseudorandom Generator

A family of adaptively secure pseudorandom generators G = {Gag }rage 0,13+ 18
defined in a similar way to an adaptive one-way function. We require that the
output of the generator GG, on a random input z and an adversarially chosen tag
be indistinguishable from uniform, even for an adversary that can query a magic
oracle with a value (tag’,y) (where tag’ # tag) and get back 0 or 1 depending
on whether y is in the range of G,/ or not.

Definition 2 (Adaptive PRG). A family of functions G = {Grag : {0,1}" —
{0, 1}5(”)}tage{071}n is an adaptively secure pseudorandom generator (PRG) if
|Grag(z)| = s(|z]) for some function s such that s(n) > n for all n and,

— (EFFICIENT COMPUTABILITY.) There is a deterministic polynomial-time al-
gorithm Mg such that Mq(z,tag) = Grag(2).
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— (ADAPTIVE PSEUDORANDOMNESS. ) Let O(tag, -, ) denote an oracle that, on
input (tag',y) such that tag’ # tag, |tag’| = |tag|, outputs 1 if y is in the
range of Gragr and 0 otherwise.

The PRG G 1is adaptively secure if, for any probabilistic polynomial-time
adversary A, there exists a negligible function u such that for all n and for
all tags tag € {0,1}",

| Prly < Guag(Uy) : A8 () =1]—Prly « Uy, : A% () =1]| < p(n)
where the probability is over the random choice of y and the coin-tosses of A.

Candidates. For the case of adaptive PRGs, we provide a candidate construc-
tion based on the advanced encryption standard (AES). AES is a permutation on
128 bits; that is, for a 128-bit seed s, AES, is a permutation defined on {0, 1}128.
However, due to the algebraic nature of the construction of AES, it can easily be
generalized to longer input length. Let AES,, denote this generalized version of
AES to n-bit inputs. Our candidate adaptive pseudorandom generator AESGyqq
is simply AESG;q4(s) = AESs(tag o 0) o AES,(tag o 1).

2.3 Adaptively Secure Commitment Schemes

In this subsection, we define adaptively secure commitment schemes. Let
{COMtag = (Stag, Riag) Ftagefo,1}+ denote a family of commitment protocols, in-
dexed by a string tag. We require that the commitment scheme be secure, even
against an adversary that can query a magic oracle on the transcript of a commit-
ment interaction and get back a message that was committed to in the transcript.
More precisely, the adversary picks an index tag and two equal-length strings
zo and x1 and gets a value y, = COMag(xp; ), where b is a random bit and
r is random. The adversary can, in addition, query a magic oracle on (y’,tag’)
where tag’ # tag and get back the some 2’ such that y' € COMpg (2';r") (if 3/
is a legal commitment) and L otherwise. B The security requirement is that the
adversary cannot distinguish whether gy, was a commitment to x¢ or x;, even
with this extra power.

Definition 3 (Adaptively-Secure Commitment). A family of functions
{COMtag ftagefo,1}+ is called an adaptively secure commitment scheme if Stag and
Ryiag are polynomial-time and

— STATISTICAL BINDING: For any tag, over the coin-tosses of the receiver R,
the probability that a transcript (S*, Reag) has two valid openings is negligible.

— ADAPTIVE SECURITY: Let O(tag,-,-) denote the oracle that, on input tag’ #
tag, [tag’| = |tag| and c, returns an x € {0,1}(™) if there exists strings rs
and rr, such that c is the transcript of the interaction between S with input
x and random coins rs and R with random coins rr, and L otherwise.

5 In case the transcript corresponds to the commitment of multiple messages, the
oracle returns a canonical one of them. In fact, one of our commitment schemes is
perfectly binding and thus, does not encounter this problem.
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For any probabilistic polynomial-time oracle TM A, there exists a negligible
function p(-) such that for all n, for all tag € {0,1}" and for all z,y €
{0, 1},

| Prlc « (Siag(), Reag); A°€) (c, tag) = 1] —
Prlc < (Stag(y), Riag); Ao(tag")(c, tag) = 1” < pu(n).

3 Non-malleable Commitment Schemes

In this section, we construct non-malleable string-commitment schemes. We first
construct adaptively-secure bit-commitment schemes based on an adaptively
secure injective OWF and an adaptively secure PRG—the first of these con-
structions is non-interactive and the second is a 2-round commitment scheme.
We then show a simple “concatenation lemma”, that constructs an adaptively
secure string commitment scheme from an adaptively-secure bit-commitment
scheme. Finally, we show that an adaptively secure commitment scheme are also
concurrently non-malleable. The complete proofs are deferred to the full version.

Lemma 1. Assume that there exists a family of adaptively secure injective one-
way functions. Then, there exists an adaptively secure bit-commitment scheme.
Furthermore, the commitment scheme is non-interactive.

Further, assuming the existence of a family of adaptively secure pseudorandom
generators, there exists a 2-round adaptively secure bit-commitment scheme.

The first of these constructions follows by replacing the injective one-way func-
tion in the Blum-Micali ﬂQ] commitment scheme, with an adaptively secure one,
and the second follows from the Naor commitment scheme ] in an analogous
way.

Lemma 2 (Concatenation Lemma). If there is an adaptively secure family
of bit-commitment schemes, then there is an adaptively secure family of string-
commitment schemes.

The concatenation lemma follows by simply committing to each bit of the mes-
sage independently using a single-bit commitment scheme COMt,g.

Finally, in the full version we show that any adaptively secure commitment
scheme is concurrenly non-malleable according to the definition of ] The
proof is essentially identical to the proof of ﬂﬂ] that any CCA-secure encryption
scheme is also non-malleable.

Lemma 3. If {COMtag ftagefo,11n @5 a tag-based adaptively secure commitment
scheme, then it is also concurrently non-malleable.

4 Four-Round Non-malleable Zero-Knowledge

In this section, we present a 4-round non-malleable zero-knowledge argument
system. We start by reviewing the notion of non-malleable zero-knowledge
and refer the reader to @] for a formal definition of the notion we consider in
this work.
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Non-malleable ZIC proofs: An informal definition. Let Ili,g be a tag-based family
of ZKC proofs. Consider a man-in-the-middle adversary that participates in two
interactions: in the left interaction the adversary A is verifying the validity of
a statement x by interacting with an honest prover P using tag. In the right
interaction A proves the validity of a statement z’ to the honest verifier V'
using tag’ # tag. The objective of the adversary is to convince the verifier in
the right interaction. Ili,g is, roughly speaking, non-malleable, if for any man-
in-the-middle adversary A, there exists a stand-alone prover S that manages to
convince the verifier with essentially the same probability as A (without receiving
a proof on the left).

Our protocol. The argument system is the Feige-Shamir protocol HE], compiled
with an adaptively secure commitment scheme. In our analysis we rely on the
following properties of the Feige-Shamir protocol:

— The first prover message is (perfectly) independent of the witness used by
the prover (and even the statement). This property has previously been used
to simplify analysis, but here we inherently rely on this property to enable
our analysis.

— Given a random accepting transcript, and the openings of the commitments
in the first message, it is possible to “extract a witness”. In other words, any
transcript implicitly defines a witness; additionally, given a random tran-
script, this witness will be valid with a high probability (if the transcript is
accepting).

In what follows, we present a sketch of the protocol and the proof. The com-
plete proof is deferred to the full version.

4.1 An Adaptively Secure WI Proof of Knowledge

The main component in the NMZK protocol is a three-round witness-
indistinguishable (WI) proof of knowledge (POK); see [19] for a definition of
witness indistinguishability and proof of knowledge. The protocol is simply a
parallelization of the 3-round ZK proof IT for the N'P-complete language of
Hamiltonicity B, ], with the only change that the commitment scheme used
in the proof is adaptively secure. Let Ili,; denote this family of protocols; it is a
family which is parameterized by the tag of the adaptively secure commitment.
We show that this family of protocols satisfy two properties:

— it has an “adaptive WI” property which, roughly stated, means that the tran-
scripts of the protocol when the prover uses two different witnesses wy and wo
are computationally indistinguishable, even if the distinguisher has access to
a magic oracle that inverts all commitments COM,g/, where tag’ # tag.

— a random transcript of fYtag uniquely defines a witness (even though not
it is not computable in polynomial-time). We define this to be the witness
implicit in the transcript in an instance of Il,g. Furthermore, we show that
the implicit witness in I1i,g is computable given access to O(tag, -, -) for any

tag’ # tag.
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4.2 The Non-malleable Zero-Knowledge Argument System

The non-malleable ZK protocol consists of two instances of the protocol Ili,g
running in conjunction, one of them initiated by the verifier and the other initi-
ated by the prover. We will denote the copy of Il initiated by the verifier as
1Y, and the one initiated by the prover as ITL .

Recall that Ili,g is a parallelized version of a 3-round protocol ﬁtag; let A;, C;
and Z; denote the messages in the ¢’th repetion in these three rounds. In the
description of the protocol, we let messages in the protocol I, (resp. IIL.)
appear with a superscript of V' (resp. P).

Theorem 4. Assume that COM is a non-interactive adaptively secure commit-
ment scheme. Then, the protocol in Figure [l is a 4-round non-malleable zero-
knowledge argument system.

Proof (Sketch). Completeness, soundness and zero-knowledge properties of the
protocol follow directly from the corresponding properties of the Feige-Shamir
protocol. In Lemma [] we show that the protocol non-malleable.

In other words, for every man-in-the-middle adversary A that interacts with
the prover P on a statement x and convinces the verifier Vi, (for a tag’ # tag)
in a right-interaction on a statement z’ (possibly the same as z), we construct a
stand-alone prover that convinces the verifier on 2’ with the same probability as
A, but without access to the left-interaction. The construction of the stand-alone
prover in the proof of non-malleability (see Lemma [E) relies on the adaptive
security of the commitment scheme COM,g. It is important to note that the
stand-alone prover itself runs in classical polynomial-time, and in particular does
not use any oracles. Access to the commitment-inversion oracle is used only to
show that the stand-alone prover works as expected (and in particular, that it
convinces the verifier with the same probability as does the MIM adversary).

Lemma 4. The protocol NMi,g in Figure [ is non-malleable.

Proof (Sketch). For every man-in-the-middle adversary A, we construct a stand-
alone prover S: the construction of the stand-alone prover S proceeds in three
steps.

1. Run the adversary A with “honestly generated” verifier-messages on the right
interaction, and extract the witness for the WIPOK Ht‘;g that the adversary
initiates on the left interaction.

2. Use the witness thus obtained to simulate the left-interaction of the adver-
sary A and rewind the WI proof of knowledge Hf:g, it initiates on the right
interaction to extract the witness w’ for the statement .

3. Finally provide an honest proof to the outside verifier of the statement z’
using the tag tag’ and witness w’.

Carrying out this agenda involves a number of difficulties. We first describe how
to accomplish Step 1. This is done by invoking the simulator for the Feige-Shamir
protocol, and is described below. Informally, S extracts the witness w’ that the
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Non-Malleable Zero-Knowledge Argument NMi.,

CoOMMON INPUT: An instance x € {0,1}", presumably in the language L.

PROVER INPUT: A witness w such that (z,w) € Rr.

ROUND 1: (Verifier) Pick wi and w2 at random and compute z; = f(w;) for
ie{1,2}.
Let the N'P-relation Ry = {((z1,x2),w’) | either f(w') =x1 or f(w') = x2}.
Initiate the WI protocol Ht‘a/g with the statement (z1,z2) € Ly. In particular,
V — P : Send (z1,x2) to P. Send AY, AY ... AY to P.

ROUND 2: (Prover) Let the A'P-relation Rp be

{((z,z1,22),w) | either (z,w) € Ry, or f(w) =z1 or f(w) = z2}

Initiate a WI protocol Htfg with common input (z, z1, z2). Also, send the second-
round messages of the protocol Ht‘a/g. In particular,

(2a) P — V: Send AT, A% ... AL to V.

(2b) P — V: Send CY,CY,...,CY to V.

ROUND 3: (Verifier) Send round-2 challenges of the protocol IT5, and round-3
responses of Ht‘a/g.

(3a) V— P: Send CT,...,CF to P.
(3b) V= P: Send Z,...,ZY to P.

ROUND 4: (Prover) P verifies that the transcript {(A},C), Zi‘/)}ie[n] is accepting
for the subprotocol Ht‘a/g. If not, abort and send nothing to V. Else,
P—V:Send ZF,..., ZF to V.

V;xccepts iff the transcript {(AF,CF, Zf)}ie[n] is accepting for the subprotocol
k..

Fig.1. NON-MALLEABLE ZERO-KNOWLEDGE PROTOCOL NM;;s FOR A LANGUAGE L

MIM A uses in the subprotocol ITY,

tag
honest prover using the witness w’ in the protocol Hgg.

We now describe how to carry out Step 2 of the agenda, and show that at the
end of Step 2, S extracts a witness for the statement 2’ that the MIM adversary
A uses in the right-interaction with essentially the same probability that A con-
vinces the verifier on the right-interaction. S starts by running the protocol in
the left-interaction using the witness w’ it extracted using the strategy in Step
1. Counsider the moment when A outputs the first message on the left (that is,
the first message in the subprotocol Ht‘gg). Consider two cases.

in the left-interaction. Then, S acts as the

Case One: In the first case, A has not yet received the round-3 messages
in the right interaction (that is, the challenges in the subprotocol Htfg,) (See
Figure [A(i)). In this case, the Round-1 message that A sends on the left inter-
action is independent of the Round-3 message in the right interaction. Now, S
proceeds as follows: S runs the left-interaction as a normal prover Pz would
with the fake-witness w’, and rewinds the protocol Htfg/ on the right-interaction
to extract a witness for the statement z’. Since the rewinding process does not

change the messages in the right-interaction before round 3, S can use w’ to
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]Dtag x A z’ ‘/tag/ ]Dtag T A =’ ‘/tag/
— —
(1)
) (3"
(1)
(3") —
—_— —_—
— —
s s
—_ —_

Fig. 2. Two scheduling strategies (i) on the left and (ii) on the right

produce the left-interaction just as an honest prover with witness w’ would;
note that we here rely on the property of the Feige-Shamir protocol that the
first message sent by the prover (i.e., round 2) is independent of the statement
and witness used.

Case Two: In the second case, A has already received the challenges in the
subprotocol Htfg, in the right interaction (See Figure [2[(ii)). In this case, trying
to rewind in the WIPOK Ht};g, on the right is problematic, since A could change
the first message on the left, every time it is fed with a different challenge in
round-3 on the right-interaction. In this case, S proceeds as follows: Every time
the extractor for the WIPOK Hf:g, in the right-interaction rewinds, S repeats
the entire procedure in Step 1 of the agenda to extract a witness w’ correspond-
ing to the (potentially new) Round-1 message in the left interaction. S then
simulates the left-interaction with the witness thus extracted. Note that due to
the particular scheduling, the extraction procedure on the right-interaction is
unaffected by the rewinding on the left.

To analyze the correctness of the above simulator, we first show that the view
generated by S following Step 1 of the agenda is indistinguishable from the view
of A in a real interaction, even to a distinguisher that has access to the oracle
O(tag, -, -) that inverts COM,y for any tag’ # tag. Then, we use this to show
that the implicit witness in the transcript of the subprotocol H,f:g, in the right-
interaction is indistinguishable between the simulated and the real execution. This
means that the witness that S extracts from the right interaction of A is compu-
tationally indistinguishable from the witness that A uses in the real interaction.
We defer an analysis of the running-time to the full version; intuitively it follows
that the running-time in expectation is polynomial since when performing rewind-
ing on the right, we can perfectly emulate the messages on the left with the same
distribution as when generating the initial view in Stage 1.

5 CCA2-Secure Encryption Scheme

Bellare and Rogaway [B] showed how to construct an efficient encryption scheme
that is CCA2-secure in the random oracle model, starting from any trapdoor
permutation. We show that the same scheme is CCA2-secure in the standard
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model (that is, without assuming random oracles) by instantiation their scheme
with adaptively secure primitives.

To prove security of the construction, we assume an adaptively secure variant
of perfectly one-way hash functions (defined by Canetti lE]L and a family of
trapdoor permutations that is hard to invert even with access to an oracle that
inverts the perfectly one-way hash function. We note that Canetti HE] (define
and) use perfectly one-way hashing with auxiliary input to prove IND-CPA
security (semantic security) of the ﬁ] construction.

We sketch the notion of adaptively secure perfectly one-way hashing w.r.t
auxiliary information and give a high-level intuition of the security proof; the
complete definition and proof is deferred to the full version. Consider a family
of functions H such that for a random function H < H, it is computationally
infeasible to distinguish between h < H(r;s) (for random 7, s) and a random
value, even if the adversary is given (1) g(r), where g is an uninvertible function
evaluated on the input r, and (2) access to an oracle that inverts every h’ # h
(namely, the oracle, given any h’ # h, computes (r’, s’) such that b’ = H(r'; s)).

Theorem 5. Let TDPGen be a family of trapdoor permutations that are unin-
vertible with access to the H-inverting oracle, and let H be an adaptively secure
perfectly one-way hash family with auxiliary information. Then, the scheme in
Figure[d is an IND-CCA2-secure encryption scheme.

Proof (Idea). The proof is analogous to that for the two-key paradigm of Naor
and Yung é] The main idea of the proof is that there are two ways to decrypt a
ciphertext — the first is using the trapdoor f~! (as the legal decryption algorithm
Dec does), and the second is using an oracle that inverts H. Given a ciphertext
¢ = (co, 1,02, 81, 82) and access to such an oracle, we first compute ' such that
H((r',s1,c1); 82) = ca, and check that ¢y = f(r'). If the check passes, output
m = ¢1 ® H(r';s1), otherwise output L. This allows the simulator to answer
the decryption queries of the adversary, given access to an oracle that inverts
H. Even with access to such an oracle, the adversary can neither (1) invert f(r)

Gen(1™) : Run TDPGen(1") and get a pair (f, f~!). Run PHGen(1%) to get a
perfectly one-way hash function H. Let PK = (f, H) and Sk = f~*.
Enc(Pk,m) :
1. Pick random r « {0,1}". Compute co = f(r) and ¢1 = m @ H(r;s1) for
random si.
2. Let ¢ = (r,s1,c1). Compute co = H(c'; s2) for random so.
Output the ciphertext ¢ = (co, c1, 2, $1, S2)-
Dec(sk, c¢) : Parse ¢ as (co, c1, 2, $1, S2).
1. Compute 7’ = f~*(co), and m' = ¢1 ® H(r'; 51).
2. Let ¢ = (r', s1,c1). Output m’ if H(c';s2) = c2. Otherwise output L.

Fig.3. AN IND-CCA2-SECURE ENCRYPTION SCHEME
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on a new value r (since f is uninvertible even with access to the H-inverting
oracle), nor (2) distinguish H(r;-) from random (since H is an adaptively secure
perfectly one-way hash family). Thus, even with access to the decryption oracle,
the scheme is semantically secure; that is to say that the scheme itself is IND-
CCA2-secure.
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Abstract. We show that the least significant bits (LSB) of the elliptic
curve Diffie-Hellman secret keys are hardcore. More precisely, we prove
that if one can efficiently predict the LSB with non-negligible advantage
on a polynomial fraction of all the curves defined over a given finite field
F,, then with polynomial factor overhead, one can compute the entire
Diffie-Hellman secret on a polynomial fraction of all the curves over
the same finite field. Our approach is based on random self-reducibility
(assuming GRH) of the Diffie-Hellman problem among elliptic curves of
the same order. As a part of the argument, we prove a refinement of H.
W. Lenstra’s lower bounds on the sizes of the isogeny classes of elliptic
curves, which may be of independent interest.

1 Introduction

The Diffie-Hellman protocol for key exchange [16] is based on the hardness of
computing the function DH, (g%, ¢¥) = g"*, where g is a fixed generator of the
multiplicative group of a finite field IF, and 1 < u,v < p—1 are integers. A nat-
ural question is whether one can compute some of the bits of ¢g“¥ given g, g%, g*.
It is unknown if predicting partial information with significant advantage over a
random guess will lead to a compromise of the Diffie-Hellman function. Boneh
and Venkatesan [2], [25] have shown that if one is able to compute (in time poly-
nomial in logp) the 5v/logp most significant bits of g*¥ for every input (g*, g*)
then one can compute (in polynomial time) the entire shared secret key g“.
For motivation, note that ¢g"¥ may be 1024 bits long, but one may want to use
the least significant 128 bits of ¢g"¥ as a block cipher key. Thus, it is impor-
tant to know that partial information is not computable or predictable with
any significant advantage over a random guess. Another motivation stems from
the fact that the methods used in [2] suggest attacks on cryptographic systems
that reveal some information about ¢“* to the attacker [§], [10], [18], [19], [20],

24, [26].

D. Wagner (Ed.): CRYPTO 2008, LNCS 5157, pp. 75 2008.
© International Association for Cryptologic Research 2008
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The analogous problem for elliptic curves studies the bit security of the fol-
lowing function:

Diffie-Hellman function: Let & be an elliptic curve over F,, and let P € F
be a point of prime order q. We define the Diffie-Hellman function as

DHg p(uP,vP) = uvP,

where 1 < u,v < ¢ are integers. Moreover, we refer to the triple (P, uP,vP) as
a Diffie-Hellman triple for E.

For simplicity, we restrict ourselves to short Weierstrass equations (models) of
E, i.e., models of the form y? = 23 +ax +b with a,b € F,, and 4a3 +27b% # 0. By
abuse of common terminology, an elliptic curve for us will be an F,-isomorphism
class of short Weierstrass equations. It is not hard to see that the complexity of
the Diffie-Hellman function is independent of the choice of the short Weierstrass
equation for the elliptic curve E over [F),. Indeed, given two different models
W and W’ for E over F, and an explicit isomorphism ¢ : W — W’ and its
inverse o~ : W' — W, a Diffie-Hellman triple (P,uP,vP) on W is mapped
to a Diffie-Hellman triple (¢(P), up(P),ve(P)) on W' and therefore, if one can
compute uvp(P), one would know uvP. Yet, if one wants to formalize the notion
of security of single bits of the Diffie-Hellman function, one needs to choose a
short Weierstrass model (it is not necessarily true any more that if one knows
one bit of the Diffie-Hellman secret uvp(P) on W’ then one can compute the
corresponding bit of uvP on W).

Boneh and Shparlinski [I] have reduced (in time polynomial in logp) the
Diffie-Hellman problem on an elliptic curve E to the problem of predicting the
LSB of the secret key uvP with non-negligible advantage over a random guess
on a polynomial fraction of all short Weierstrass models for E. Alternatively, if
one looks for a polynomial time reduction of the Diffie-Hellman problem to the
problem of predicting partial information on the same short Weierstrass model
W, some results have been established using Grobner bases [12].

A more general and natural situation would be to consider an oracle A that
predicts the least significant bit of the Diffie-Hellman secret key for short Weier-
strass models W chosen from a non-negligible subset G (i.e., from a (log p)o(l)—
fraction) of all the short Weierstrass equations over [, and arbitrary Diffie-
Hellman triples on these models. Here, one encounters extra challenges. First,
the set G may be distributed arbitrarily over all (exponentially many in log p)
isogeny classes of short Weierstrass models, where each isogeny class contains
exponentially many isomorphism classes of short Weierstrass models, with each
isomorphism class containing exponentially many short Weierstrass models. Sec-
ond, relating the difficulty of computing the Diffie-Hellman function within each
isogeny class is itself a nontrivial task: having an explicit (computable in time
polynomial in log p) isogeny from an elliptic curve E to another curve E’ in the
same class would achieve this task. By Tate’s isogeny theorem [28], such a map
exists if and only if £ and E’ have the same number of points( E and E’ are
said to be isogenous). Yet, such an isogeny can have large degree and it can take
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superpolynomial number of steps to compute it. Typically, isogeny computations
are used in attacks such as the Weil descent attack [3], [7].

We show that such an oracle A is unlikely to exist by proving that its existence
would imply the existence of a set S of polynomial (in log p) fraction of all elliptic
curves over I, so that one can solve the Diffie-Hellman problem for every £ € S
and every Diffie-Hellman triple (P,uP,vP) for E. This is based on random
self-reducibility among elliptic curves, which was first studied in[I3]; by Tate’s
theorem achieving this via algebraic maps (isogenies) is possible only among
those curves that have the same order (or trace). Thus our focus here is to
identify the values of the trace for which the self-reducibility is applicable. This
allows us to use Boneh-Shparlinski hard core bit result on isomorphism classes
and enlarge the set of curves where it is applicable. For example, if on a specific
isomorphism class their oracle algorithm does not apply, our random walk can
(with a good probability) link it to another class where it applies. To show the
hard core bit theorem for all the curves, one may consider the analysis based
only on isomorphism classes, but the associated hardness assumption is clear and
natural when restricted isogeny classes (in view of Tate’s theorem). It will be
interesting to see if one can develop new attacks, similar to the ones mentioned
earlier for the finite field case. We remark that hard core bit theorems for finite
field Diffie-Hellman function remain open and the best in this case is computing
one bit (without error) is hard, if the generator is small [2].

2 Notation and Preliminaries

Throughout, p > 5 will be a prime number and € > 0 will be a fixed real
number. We will be considering the Diffie-Hellman problem for elliptic curves F
over F, and triples (P,uP,vP), where P is a point of prime order ¢ > (logp)**¢
and 1 < wu,v < g are integers. We make this assumption because an isogeny
¢ : E — E’ of prime degree ¢ < (logp)?*¢ will preserve the order of P and this
assumption will be necessary for what follows.

We say that an oracle B computes the Diffie-Hellman function for E if for
any point P of prime order ¢ > (logp)?*¢,

B(P,uP,vP) = uvP

holds with probability at least 1 — 1/p (here, the probability is taken over all
possible choices of u and v).

Moreover, if z is a non-negative integer then LSB(z) will denote the least
significant bit of z. To define the least significant bit of an element = € F,, we
first look at the identity map ¢ : F, — Z/pZ. If 0 < z < p — 1 is the unique
integer whose image is ¢(z), we define LSB(x) = LSB(z). Also, if @ € E(F,)
then 2(Q) and y(Q) denote the z- and y-coordinates of @, respectively.

Finally, let H = {t € Z : |[t| < 2,/p} be the Hasse interval. For t € H one can
write t2 — 4p uniquely as dyc7, where d; < 0 is square-free and ¢; > 0. We call ¢;
the conductor of ¢.
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Advantage: Let A be an algorithm that, given a short Weierstrass equation W
over F,, a point P € W(F,) of prime order ¢ > (logp)?*™¢ and two multiples uP
and vP with 1 < w,v < g — 1, outputs a single bit. We define the advantage
Advy, p(A) of A as

Advy,p(A) = |7lf£ [A(P,uP,vP) = LSB(z(uwvP))] — ;\

We say that A has an advantage ¢ on W if Advy, p(A) > € holds for any point
P € W(F,) of prime order ¢ > (log p)?**.

3 The Main Result

For each prime p, let
Iy ={Wap: (a,b) € F, x Fp, 4a® + 270 # 0}

be the set of all short Weierstrass equations and let {2, be the set of all elliptic

curves over F, (i.e., 2, = I},/~, ). Let Qz(f) and I, denote the restriction to
those curves with trace t.

Theorem 3.1. Assume the Generalized Riemann Hypothesis (GRH) and let ¢ >
0 be a fized real. (a) For almost every t in the Hasse interval,the Diffie-Hellman
problem is random self reducible among the set of elliptic curves with trace t.
(b) Given a subset G C I, such that |G| = 6|I},| for some 0 < 6 < 1 with
1/6 = O((logp)©), assume that there exists € > 0 and an algorithm A running
in time t that takes as input a short Weierstrass model W and a Diffie—Hellman
triple (P,uP,vP) and outputs a single bit. Assume that A satisfies the following
property: for any W € G and any point P of prime order ¢ > (logp)?T¢ on W,
Advyw,p(A) > €. Then there exists a subset S C (2, satisfying

92| _

3(c+1)
=0.(( 2 (loglog p)*
5] = 0e ((logn) ™" (loglog)*)

and an algorithm B running in time (e~ logp)o(l), such that B computes the
entire Diffie-Hellman secret DHp p(uP,vP) for any E € S and any Diffie-
Hellman triple (P,uP,vP) for E (Note that in the above displayed formula, the
implied constant depends only on c). Moreover, these statements hold true with

2, and I, replaced by Qz(f) and Fp(t) for almost every value of the trace t.

Intuitively, (a) implies that an efficient algorithm for computing the Diffie-Hellman
function in the average case would imply an efficient algorithm for the same function
in the worst case (see Section[flfor the precise technical definition).

4 Counting Elliptic Curves

Let p > 5 be a prime and let I}, = {W,; : (a,b) € F, x Fp,, 4a® + 27b% £ 0} be
the set of all short Weierstrass equations over F,. Explicitly, W, ; is the short
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Weierstrass equation y? = z® + az + b. Then |I},| = p(p — 1) since the number
of all pairs (a,b), such that 4a3 + 27b% = 0 is equal to p. Indeed, any such pair
is parameterized by a = —3c¢? and b = 2¢® for some ¢ € F,, and each such c is
uniquely determined from (a,b).

4.1 Isomorphism Classes

Two short Weierstrass equations W, ; and Wy, 3 are isomorphic over ¥, if there
exists an element u € F¥, such that o’ = u*a and b’ = ub. To count the elliptic
curves E over [, we observe that the number of short Weierstrass equations

W e I, for E is exactly . In particular, this gives us the formula

p—1
# Aut(E)
> e =7
— # Aut(E) ’
where the sum is taken over all elliptic curves E over ).

4.2 Isogeny Classes

Tate’s isogeny theorem states that two elliptic curves Ey, Ey over F,, are isoge-
nous if and only if #E (F),) = #E2(F,). For any elliptic curve E/p we have the
Hasse bound [p+1—#E(F,)| < 2,/p. For an integer t € H consider the isogeny
class of short Weierstrass equations

Co={WupeI: #W,,(F,) =p+1—t}.

Our goal is to provide upper and lower bounds on the size of Cy for any ¢t € H.
We show how to do this in the next two sections. A useful definition for what
follows is the weighted cardinality:

Definition 4.1 (Weighted cardinality). Let U be any set of elliptic curves
over F,,. We define the weighted cardinality to be the sum

iy 1
#U=2 # Aut(E)

4.3 Lenstra’s Upper Bound
Lemma 4.1. Let ¥ be a set of integers t satisfying [t| < 2./p. There exists an
effectively computable constant ¢,, (independent of p), such that

> 1G] < eu| Z1p** (log p) (log log p)°.

tex
Proof. By [I5, Prop.1.9(a)], there exists an effective constant ¢, such that

#AW €Ty : 14 p—#W(F,) € X} /a, < | S|p'/?(logp)(log log p)*.

Now, the lemma is a consequence of the fact that the weight of an elliptic curve
E is (# Aut(E))~! (which is either 1/2, 1/3 or 1/6) and that the isomorphism

class corresponding to E contains short Weierstrass equations.

i
# Aut(E)



80 D. Jetchev and R. Venkatesan

4.4 Refining Lenstra’s Lower Bound

We need a simple refinement of the lower bound established by Lenstra in [I5]
Prop.1.9(b)] on the size of a collection of isogeny classes.

If |t| < 2./p, the weighted number of elliptic curves over F), whose trace of
Frobenius is t is equal to the Kronecker class number H(t*> — 4p) (see [4], [15]
pp.654-655]). For a fixed integer A < 0, A = 0,1 mod 4, the Kronecker class
number H(A) is the weighted number of equivalence classes of binary quadratic
forms of discriminant A (the weight of a quadratic form is defined to be inverse
of the number of automorphisms of the form). Let Ay be the fundamental dis-
criminant associated with A and let o be the quadratic character associated to
Ap. Using an analytic class number formula, one expresses H(A) in terms of the
special value L(1, x¢) of the L-function of the character yo and the discriminant
A. Thus, a lower bound for H(A) would follow from a lower bound on the special
value of the above L-function. The following result is proved in [I5] Prop.1.8]:

Lemma 4.2. (i) There exists an effectively computable positive constant co,
such that for each z € Zwq, there exists A* = A*(z), such that

|A|1/2

logz ’

for each A which satisfies |A| < z, A <0, A=0,1 mod 4 and Ay # A*.

(ii) Assume the Generalized Riemann Hypothesis. There exists an effectively
computable constant ¢ > 0, such that for each z € Z~q

A|1/2
H(A) > ¢ |
( )_Cologlogz7

for each A which satisfies |A] <z, A <0 and A=0,1 mod 4.

H(A) Z Co

The following refinement of Lenstra’s Proposition 1.9(b) is necessary for our
argument:

Proposition 4.1. Let 0 < p < 1 and let X be a set of integers t satisfying
t] < 2y/p(1—p). Let

wy = #'{E : E elliptic curve over F,,,14+p — #E(F,) € X}/,
be the weighted cardinality of the short Weierstrass equations whose traces of

Frobenius are in 3.

(i) There exists an effectively computable constant ¢; > 0, such that
1/2,,1/2

ws > a(2]-2)" P
ogp

(ii) Assume the Generalized Riemann Hypothesis. Then there exists an effectively
computable constant ¢§ > 0, such that

1/241/2

> | X .
ws 2 ¢ ‘loglogp
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Proof. One can express
wy =Y H(t* —4p).
tex
i) We apply Lemma 2] with z = 4p to get that there exists a constant ¢y > 0,

A|1/2

such that H(A) > Co|log unless Ag = A*. As in the proof of Lenstra’s
p

Proposition 1.9(b), there are at most two values of ¢ for which the fundamental
discriminant of 2 — 4p is equal to A*. Hence, it remains to estimate [t — 4p|
from below to obtain a lower estimate on wy. But if ¢ € X' then

|t? — 4p| > 4p — 4p(1 — p)* = 8up — 4p’p > Bpp — dpp = App.
Thus, [t? — 4p|*/? > 2u'/?p'/2. Hence, if ¢; = co then
,LL1/2p1/2

> —
wgicl(\2| 2) logp

ii) The second part follows similarly except that we use the lower bound under
the Generalized Riemann Hypothesis for the Kronecker class number H(A) from

Lemma FE2)(ii).

5 Isogeny Graphs

We recall a construction for isogeny graphs for ordinary elliptic curves [I3].
For an integer t € H consider the isogeny class C; C I, of short Weierstrass
equations over F,,. Let S, = C}/ ~ be the corresponding isogeny class of elliptic
curves (i.e., we identify two short Weierstrass equations W, Wy i € Cy if they
are isomorphic over Fp,).

Throughout the whole paper, an isogeny between two elliptic curves will al-
ways mean an isogeny defined over F,,.

5.1 Ordinary Isogeny Classes and Isogeny Volcanoes

1. Ordinary isogeny classes. Suppose that Sy is an isogeny class of ordinary
elliptic curves. To understand the structure of Sy one looks at the endomorphism
rings of the elliptic curves inside S;. For any curve E € S, the endomorphism
ring End(F) is an order in a quadratic imaginary field [27, §I11.9]. Let 7 : E — E
be the Frobenius endomorphism. The characteristic polynomial of 7 is X2 —#X +
p = 0, so we can regard 7w as an algebraic integer. It only depends on the class
S;. The following theorem is proved in [14] §4.2] (see also [13| Thm.2.1])

Theorem 5.1 (Kohel). Let E and E’ be two elliptic curves over I, that are
isogenous over F, let K be the quadratic imaginary field End(E) ® Q and Ok
be the maximal order of K.



82 D. Jetchev and R. Venkatesan

1. We have Z|n] C End(F) C Ok and Z[r] C End(E’) C Ok.
2. The following are equivalent:
(a) End(F) = End(E")
(b) There exist isogenies ¢ : E — FE' and v : E' — E of relatively prime
degree.
(¢) (Ok : End(FE)) = (Ok : End(E")).

3. Let ¢ : E — E' be an isogeny from E to E’ of prime degree £ defined over
F,. Then one of the three cases occurs: i) End(E) contains End(E") with
index ¢; 1) End(E") contains End(FE) with index ¢; iii) End(E’) = End(F).

4. Let £ be a prime that divides exactly one of (Ok : End(FE)) and (O :
End(E’")). Then every isogeny ¢ : E — E’ has degree a multiple of €.

2. Isogeny wolcanoes. A convenient visualization of the elliptic curves in an
isogeny class in the ordinary case together with the isogenies between them
is given by isogeny volcanoes [5], [14]. The curves are represented in levels ac-
cording to their endomorphism rings. Two curves F; and F, are in the same
level if and only if End(E;) = End(E>). Thus, every level corresponds to an
order O in a fixed quadratic imaginary field K. The level corresponding to an
order O is above the level corresponding to an order O if O D O'.
Following [5], [6] and [14], we distinguish among three types of isogenies ¢ :
E — E' of prime degree £ over F):
1. ¢ is horizontal if End(E) = End(E’);
2. ¢ is up if (End(E’) : End(FE)) = ¢;
3. ¢ is down if (End(E) : End(E")) = ¢.
One can compute the number of horizontal, up and down isogenies of a given
prime degree coming out of a particular ordinary elliptic curve E in terms of the

degree and the Legendre symbol. The result (see [5} §2.1], [6, Thm.4] and [I4]
Ch.4, Prop.23]) is summarized in the following

Proposition 5.1. Let I/ be an ordinary elliptic curve over IFy,, with endomor-
phism ring End(E) contained in the quadratic imaginary field K with fundamen-
tal discriminant —D < 0. Let ¢ be a prime different from p and let ¢, = (O :
Z|r]) and cg = (Ok : End(E)). Then

1. Assume € { cg. Then there are exactly 1 + < ¢

E — E’ of degree { over Fy,.
(a) If £ {cr, there are no other isogenies E — E' of degree £ over .

(b) If U] cr, there are £ — _£

2. Assume { | cg. Then there is one up isogeny E — E' of degree £ over F,,.
(a) If €+ ™ then there are no horizontal isogenies of degree £ over F,,.
cp

) horizontal isogenies ¢ :

down isogenies of degree { over IF),.

Cr

xRN

Finally, we say that two isomorphism classes of elliptic curves Ey and FEs in the
same isogeny class belong to the same level of the isogeny volcano if and only if

then there are { down isogenies of degree £ over IFp,.

CE1 = CEZ’
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5.2 Expander Graphs and a Rapid Mixing Lemma

Let k be a positive integer and let Z be an infinite set of positive integers. Con-
sider a sequence of graphs {G}, }nez, each of which is k-regular and connected,
such that G, has h vertices. Let Aj be the adjacency matrix of Gj,. Since Gy, is
k-regular, the vector vy, consisting of 1’s in each coordinate is an eigenvectors for
Ap, with eigenvalue Ay = k and any other eigenvalue A\ of Ay, satisfies || < k.
We refer to the eigenvalue Ay as the trivial eigenvalue. Furthermore, since Gy,
is connected, the eigenvalue k has multiplicity one.

Definition 5.1. The sequence {Gp} et is called a sequence of expander graphs
if there exists a constant 0 < v < 1, such that for any h and any eigenvalue
A 7é >\triv OfAh7 |>\‘ S V>\triv-

The main application of expander graphs is to prove the rapid mixing of random
walks provided we have a good upper bound on the spectral gap v. The property
is summarized in the following proposition which will be used in our particular
application (see [I3, Prop.3.1] for a proof):

Proposition 5.2. Let G be a k-reqular graph with h vertices. Assume that every
eigenvalue X # iy of G satisfies the bound |\ < vy for some 0 < v < 1.
Let S be a set of vertices of G and let x be any vertex of G. Then a random

log (|S2|il/2)
log(v—1)

walk of length at least

5]
2h°

starting at x will land in S with probability

at least

5.3 Isogeny Graphs in the Ordinary Case

Fix an isogeny class C} of short Weierstrass equations for some ¢ € H and the
corresponding set S; of elliptic curves. Following [I3] §2.1] we define an isogeny
graph to be a graph G whose vertices are all the elements of Sy that belong to a
fixed level of the isogeny volcano for S;.

Let E1, E5 € S;. Two isogenies ¢ : By — F5 and ¢’ : F1 — FEy are said to be
equivalent if there exists an automorphism « € Aut(Es), such that ¢/ = a¢ (see
also [0, Prop.2.3]). The edges of the graph are equivalence classes of horizontal
isogenies that have prime degrees at most (logp)?*<. The degree bound is chosen
in such a way that it is small enough to allow the isogenies to be computed and
large enough to allow the graph to be connected and to have rapid mixing
properties.

The graph G is known to be isomorphic to a graph H whose vertices are
elliptic curves C/a with complex multiplication by the order O corresponding
to the level for the graph G in the isogeny volcano (here, a C O is an ideal) and
whose edges are isogenies of the form C/a — C/al™!, where [ C O is an invertible
prime ideal satisfying N(I) < (logp)?™= [6, §3], [7], [L3, §2.1]. Equivalently, H
is the Cayley graph of the Picard group Pic(O) of the order O with respect to
the generators [[] € Pic(O), where [ ranges over the invertible prime ideals of O
whose norm is at most (logp)?*¢.
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5.4 The Spectral Gap of an Isogeny Graph

For a particular isogeny graph G of ordinary elliptic curves, one can bound
the nontrivial eigenvalues via character sum estimates under the Generalized
Riemann Hypothesis. This is done via spectral analysis of the corresponding
Cayley graph H. For what follows, it will be convenient to view the eigenvectors
of the adjacency matrix of H as functions on the corresponding ideal classes of
the Picard group. The following proposition is proven in [I3] §4]:

Proposition 5.3. Let m = (logp)?*¢ and let e = #0O* .
(i) The graph H has eigenfunctions equal to the characters x of Pic(O) with
corresponding eigenvalues the character sums

M= D xla).

p<m aCO,
Na=p

(i) Let D < 0 and let O be an order of discriminant D. The trivial eigenvalue
Atriv @8 equal to the number of ideal classes of the form [[] where linvertible prime

ideal of O of norm at most m (note that Ay s asymptotically equal to 1
elogm

where e = #O* ). If x is a nontrivial character of the Picard group Pic(O), then
under the Generalized Riemann Hypothesis,

Ay = O(m'/?log |mD)).

Remark 5.1. Propositions[h.21and 5.3 show the following: suppose that S is a set
of elliptic curves belonging to the same level of the isogeny volcano, such that
IG|/|S| = (logp)°™) and such that one can efficiently compute DHg p(uP,vP)
for every E € S and every Diffie-Hellman triple (P, uP,vP) for E. Then there is
a random polynomial time reduction of the computation of the Diffie-Hellman
function on an arbitrary curve E € V(G) to the Diffie-Hellman function on a
curve in S. Hence, one can compute the Diffie-Hellman secret on any curve FE
in V(G) with high probability in time polynomial in log p.

Indeed, a random walk of length polynomial in logp will connect E to a curve
in S with high probability (high probability means 1 — O(p~") for some r > 0).
Since any step in this random walk is an isogeny that is computable in time
polynomial in log p, the resulting composition of isogenies and their duals are
computable in time polynomial in logp (even if the degree of the composition
is large). Finally, if (P,uP,vP) is a Diffie-Hellman triple for £ and ¢ : F — E’
is an isogeny to an elliptic curve ' € S, one can consider the Diffie-Hellman
triple (¢(P), up(P),vp(P)) on E' and compute the Diffie-Hellman function for
that triple to obtain uvg(P). After applying the dual isogeny, we obtain the
point duvP, where d is the degree of the composition (note that the degree is
polynomial in log p). Finally, since we are in a prime-order subgroup, we compute
e, such that de is congruent to 1 modulo the group order. The point ed(uvP) =
uv P is then the desired point.
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Remark 5.2. There exist isogeny graphs for supersingular elliptic curves as well.
These supersingular graphs were first considered in [I1] and [I7]. Their expan-
sion properties were shown much later by Pizer [21], [22]. Given a prime p, the
supersingular elliptic curves are always defined over F,2. According to [I7], all
isomorphism classes of supersingular elliptic curves belong to the same isogeny
class. In practice, we ignore supersingular curves in our argument for the main
theorem. Yet, the corresponding isogeny graph is still an expander graphs.

6 Random Self-reducibility

We define random self-reducibility. Intuitively, we would like to prove that an
efficient algorithm for the Diffie-Hellman function in the average case would
imply an efficient algorithm in the worst case.

6.1 Smooth Isogeny Classes and Random Self-reducibility

Let R be a fixed polynomial. Consider the following properties of a set S of
elliptic curves over F,:

1. There exists a subset S’ C S with [S’|/|S| > R(logp) .

2. There exists an algorithm A, such that: i) A computes the Diffie-Hellman
function on any elliptic curve E € S’; ii) A produces random output when-
ever one feeds in a Diffie-Hellman triple for an elliptic curve E ¢ S’

Definition 6.1. Let S be a set of elliptic curves that satisfies conditions 1. and
2. We call S random self-reducible with respect to R if given an elliptic curve
E € S, one can compute the Diffie-Hellman function for any triple (Q,u@Q,vQ)
on E with expected (logp)°M) queries to A on elliptic curves E' € S that are
randomly distributed among all classes in S.

6.2 Random Self-reducibility for Single Levels in the Isogeny
Volcanoes

We first show that horizontal levels in the isogeny volcanoes with sufficiently
many curves on which the Diffie-Hellman problem is solvable are random self-
reducible:

Lemma 6.1. Let G be the graph corresponding to a particular level of the isogeny
volcano for some isogeny class of elliptic curves. Assume that the set of vertices
V(G) of G satisfies 1. and 2. for some polynomial R. Then V(G) is random
self-reducible with respect to R.

Proof. Let E be any elliptic curve in V(G) and (P, uP,vP) be any Diffie-Hellman
triple for E. We will show how to connect this input to the Diffie-Hellman
function to an input on a random elliptic curve E’ from V(G) via a sequence

of isogenies that are computable in polynomial time. Let S’ C V(G) be the
distinguished set from item 1 above. and let u = |S'|/|V(G)]. Let Ey = E. We
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2|V (G
tog (41517
log(v1)

v is the spectral gap for G. Using the upper bound for v from Proposition (.2
we obtain that 7 is polynomial in logp, i.e., 7 = (logp)°™.

will use the fact that G is an expander graph. Let 7 = +1, where

We repeat the following procedure m > logp times:
1

1. Consider a random walk Eo, F1,. .., E; on G of length 7. Let ¢ be the com-
position of the isogenies along the walk, ¢ be the dual isogeny of ¢gand d be
their degree. Compute e = d~! modulo ¢ (recall that g is the prime order of
the original point P).

2. If E' = E., query the oracle on the elliptic curve E’ and the Diffie-Hellman
triple (¢(P), u¢(P),vep(P)) under ¢.

3. If the oracle returns the point Q on E’, compute and return egb?(Q) € E(F,).

Since the computation of a single isogeny of degree £ takes O(¢*) time (see [14]),
each of the above steps runs in time O((log p)®*47) which is polynomial in logp
(as do all other steps below).

By Proposition [£.2] the probability that E, ¢ S’ is at most 1 — ’; Thus, if
we repeat the above steps m times, the probability that none of the end points
of the random walk is in S’ is at most

(1-5)" e < — 00,

Therefore, the above procedure will produce a list A = L(P,uP,vP) of points
that contains the desired point wvP with high probability. To obtain the desired
solution, we compute the list B = L(P, (u+r)P,vP) for a random r € [1,q — 1]
as in the method of Shoup [23]. We check if A and —rvP 4+ B have a unique
common element, and if so, we output it. Otherwise, we report a failure. The
analysis of this last step is the same as in [23].

6.3 Random Self-reducibility for Multiple Levels in the Isogeny
Volcanoes

Owing to space limitations we will only outline how one can apply the methods
of the single level case to solve the case of multiple levels in the isogeny volcano.
Outside of this section, we restrict our discussion to the case of a single level.

Definition 6.2. Let B be a positive real number. An isogeny class Sy of elliptic
curves is called B-smooth if its conductor c¢; is B-smooth, i.e., if any prime
divisor of ¢; is at most B.

The next lemma proves reducibility of the Diffie-Hellman problem for a whole
isogeny class (not just a single level).
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Lemma 6.2. Let r > 0 be any real constant and assume that Sy satisfies i)
and ) for some polynomial R, and that Sy is (logp)"-smooth. Assuming the
Generalized Riemann Hypothesis, any instance of the Diffie-Hellman problem
on any elliptic curve E € Sy can be computed in time polynomial in logp.

The next lemma guarantees that the conductor ¢; will have O(loglog p) distinct
prime factors for almost all traces ¢ in the Hasse interval. Let m be a positive
integer such that loglogm > 1 and let N, be the number of traces t € H, such
that ¢; has less than m distinct prime factors.

Lemma 6.3. There exists a constant C' (independent of m and p) such that
N,y > (1 — e~ Cmloem) |,
Proof omitted.

Remark 6.1. Suppose that ¢ > 0 is fixed. By choosing k large enough (indepen-
dent of p) and applying the above lemma for m = kloglogp, we can guarantee
that Ny, = (1 — O((logp)~¢))|H|. This means that for most of the traces t € H,
¢; will have O(loglogp) distinct prime divisors.

For the classes S; for which the volcano has multiple levels, we may not be able
to exploit random self-reducibility in some of them. We can bound ¢; to be small
enough and having O(loglog p) prime divisors, so that starting from an arbitrary
elliptic curve, we can reach the appropriate random self-reducible level in time
polynomial in logp by searching through the levels via vertical isogenies and
testing each level for random self-reducibility.

7 Proof of Theorem B.7]

7.1 Notation

Let A be the oracle from Theorem [B1] and € be the corresponding advantage.
A short Weierstrass equation W is called LSB-predictable, if for any point P €
W (F,) of prime order ¢ > (logp)**¢, Advw, p(uP,vP) > e (in other words, A
predicts the least significant bit of the Diffie-Hellman function for W and the
generator P with advantage ¢).

More generally, if T is any set of short Weierstrass equations over F, and
0 < ¢ < 1is a real number, we refer to T as &'-predictable if at least &'|T|
elliptic curves in T are LSB-predictable.

7.2 Most of the Isogeny Classes Are Smooth

Let B be an arbitrary integer. The following lemma shows that almost all of
the isogeny classes S; of elliptic curves over F,, are B-smooth. The latter will be
useful in applying the tunneling argument and Lemma (.2
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Lemma 7.1. The number of traces t € H, such that the isogeny class Sy corre-

2
sponding to t is B-smooth is at least (1 - B> |H|.

Proof. Fix a prime ¢, such that B < £ < ,/p and consider the solutions of the
congruence

t2 =4p mod ¢?
- 2 _ 4p :
for t € H. First, the congruence t* = 4p mod ¢ has exactly 1+ ’ solutions.

Each such solution ¢ lifts uniquely to a solutions £ modulo £ by Hensel’s lemma
since the derivative of f(z) = 22 — 4p does not vanish modulo ¢ > 2 at any such
t. Thus,

. 1 4p
tl——e’;[ [ct is not B — smooth] < Z P {1 + ( ' )] <

B<t<\/p
2 2 2
< > £2</B =5
B<t<\/p

7.3 Lower Bound on Smooth, Predictable Isogeny Classes

Here, we show that there is a polynomial fraction of traces ¢t € H such that S;
is smooth and C} contains sufficiently many LSB-predictable short Weierstrass
equations.

Lemma 7.2. Let 6 and c be as in the statement of Theorem[31. There exists a
constant ¢1 (independent of p), such that the number of tracest € H for which Sy

H
is (log p)°*t2-smooth and C; is §/2-predictable is at least c; (logp)”‘l(ll)g log p)?
Proof. Let
Ssjo ={t € H : Cyis §/2-predictable}
and

U={tcH : S;is (logp)“"2-smooth}.

2
By LemmallTl |U| > (1 — |H|. We would like to estimate [UNSs /2|.
(log p)t2

First, we need an estimate on |Ss/|. For each t € S /o, C; contains at most |C|
LSB-predictable curves. For each ¢t ¢ S/, C; contains at most (6/2)[Cy| LSB-
predictable curves. Thus, we get the inequality

6
S+ Y Jlal =161 =4l

tES§/2 tQS(;/z



Bits Security of the Elliptic Curve Diffie-Hellman Secret Keys 89

We combine this with Lemma 1] to obtain

6 6 o
IR SEETED DINCTES S TES D (R IETE

t655/2 t¢55/2 t t656/2
o o
< 911+ (1= ) el p)1os oz 7
Thus,

|S ‘> 6/2 ‘FP‘ >C/ |H‘
RI=\1-6/2) cup?/2(logp)(loglogp)? = ! (log p)e+1(loglog p)?’

for some constant ¢f > 0 (since 6 = O((logp)¢)). Hence,

2
_ _ > (1- H
\U N Ssja| = U]+ [Ss /2| = [U U Ss/2| > ( (10gp)c+2)| |+
, |H| |H|
_|H| >
' (log p)e+1(log log p)? H| 2 e (log p)=t(loglog p)2’

for some constant ¢; independent of p. This proves the lemma.

7.4 Predicting LSB within an Isomorphism Class

It was shown in [I] that within an isomorphism class of short Weierstrass equa-
tions, predicting the least significant bit on a non-negligible fraction of the short
Weierstrass equations is at least as hard as computing the entire Diffie-Hellman
secret key for the elliptic curve corresponding to this class.

For any short Weierstrass equation W : y* = 2 + az + b and any A € F we
denote by Wy the isomorphic curve y? = 22 + al*z 4+ bAS and by ¢y : W — W),
the isomorphism (z,y) — (A2, A3x). The result is summarized as follows:

Theorem 7.1 (Boneh-Shparlinski). Let 0 < €,6 < 1. Let p be a prime and
W be a short Weierstrass equation over IF,,. Let P € W (F,) be a point of prime
order. Suppose that there is a T-time algorithm A, such that Advy, 4, p)(A) > ¢
for at least 6-fraction of all A € F ;. Then the Diffie-Hellman function for W with

respect to the generator P can be computed in expected time 7-(¢ 716~ logp)©M).

7.5 Predictable Isomorphism Classes within a Predictable Isogeny
Class

Lemma 7.3. Let 0 < 8 < 1, such that 1/ = O((logp)©), let t € H be a trace,
such that Cy be a [(-predictable isogeny class of short Weierstrass equations.

There ezists a constant 0 < co < 1, such that the number of (3/2-predictable
|5t

isomorphism classes of elliptic curve inside Cy is at least co (log p)e
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Proof. Let T/, be the set of 3/2-predictable isomorphism classes of short Weier-
strass models contained C;. Each isomorphism class I C Cy, I € T/ contains
at most |I| LSB-predictable elliptic curves and each isomorphism class I ¢ Tj3/2

contains at most §|I | LSB-predictable elliptic curves. Thus,

&) &) &)
< = — <
god< Y e Y =Y Due Y (1)<
ICCy, 1CCy, I1CCy I1CCy,
IeTp), I¢Ts/2 1€Ty )2

&4 2-p)p
< HICH+ T Tyl

Therefore,
B ) |Ci| N
T, > 2 >c ,
o <1 -B8/2) p * (log p)°

for some constant ¢ > 0 independent of p (since 1/8 = O((log p)°)).

7.6 Proof of Theorem [3.1]

Proof (Proof of Theorem[3]). According to Lemma [7.2] there exists a constant
| H|

(log p)e**(loglog p)

H, S; is (logp)“T2-smooth and C; is §/2-predictable. Let 0 < pu < 1 be the
C1 ‘H| .

real number defined by 2./pp = 4 (log p)°+1 (log log p)? We will apply our

refinement of Lenstra’s lemma with this particular p. Indeed, let X be the set

of all traces t € H which satisfy [t| < 2,/p(1 — p1) and such that S, is (log p)“*>-
smooth and C} is §/2-predictable. Then

cl |H|
3| > . .
=12 {2 (logp)“‘“(loglogp)J

¢1 (independent of p), such that for at least ¢; , traces t €

Since we have assumed the Generalized Riemann Hypothesis, Proposition [1I(ii)
implies that

1/2,1/2

wrep > p

"TWed, - teXV,~n >1|% ’
#'{ t }/,Fp > | |loglogp (logp)g(c+1>(1oglogp)4

for some constant ¢ independent of p. Let
S={WecC, : te E}/f:va

Since the weighted cardinality of each isogeny class is p/2, p/4 or p/6, we obtain
that there exists a constant ¢ (independent of p), such that
42|

S| >¢ S (oit .
(logp) =+ (loglog p)*
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We claim that S satisfies the properties of the theorem. Indeed, by Lemma
applied to § = ¢/2 we obtain that for each t € X, C} contains a polynomial
fraction of ¢§/4-predictable isomorphism classes. The result of Boneh and Shpar-
linski then implies that one can compute the Diffie-Hellman function on each of
these isomorphism classes in time 7(logp)®™") (since 1/ is polynomial in logp).
Finally, applying Lemma we obtain that one can solve the Diffie-Hellman
problem on any E € S in time 7(log p)°). That completes the proof.

Acknowledgements. We thank Dan Boneh, David Jao, Steve Miller, Bjorn
Poonen and Ken Ribet for discussions.
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Abstract. Despite considerable research efforts, no efficient reduction
from the discrete log problem to forging a discrete log based signature
(e.g. Schnorr) is currently known. In fact, negative results are known.
Paillier and Vergnaud [PV05] show that the forgeability of several dis-
crete log based signatures cannot be equivalent to solving the discrete
log problem in the standard model, assuming the so-called one-more dis-
crete log assumption and algebraic reductions. They also show, under the
same assumptions, that, any security reduction in the Random Oracle
Model (ROM) from discrete log to forging a Schnorr signature must lose
a factor of at least ,/gn in the success probability. Here g is the num-
ber of queries the forger makes to the random oracle. The best known
positive result, due to Pointcheval and Stern [PS00], also in the ROM,
gives a reduction that loses a factor of ¢;. In this paper, we improve the
negative result from [PV05]. In particular, we show that any algebraic
reduction in the ROM from discrete log to forging a Schnorr signature
must lose a factor of at least qz/ 3, assuming the one-more discrete log
assumption. We also hint at certain circumstances (by way of restric-
tions on the forger) under which this lower bound may be tight. These
negative results indicate that huge loss factors may be inevitable in re-
ductions from discrete log to discrete log based signatures.

Keywords: Provable Security, Random Oracle Model, Schnorr Signa-
ture Scheme.

1 Introduction

Discrete Log (DL) based signatures, such as those proposed by Schnorr [Sch90),
are among the simplest and the most efficient signature schemes. The small size
of the produced signatures and the scope for pre-computation to efficiently gen-
erate signatures on-line make them particularly attractive for many applications.
Though they have steadily withstood cryptanalytic attacks over the years, only
recently has something been known about their provable security. Unfortunately,
as we discuss below, this knowledge seems to derive largely from negative results.

* Part of the work done while visiting Microsoft Research India.

D. Wagner (Ed.): CRYPTO 2008, LNCS 5157, pp. 93*@2008.
© International Association for Cryptologic Research 2008
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The best known positive result, due to Pointcheval and Stern [PS96, [PS00], is
a security reduction from the Discrete Log (DL) problem to forging a Schnorr
signature in the Random Oracle Model (ROM) [BR93|. Their reduction rewinds
a forger algorithm and uses a certain Forking Lemma to obtain two distinct
forgeries on the same message which permits it to solve the discrete log prob-
lem. However, the reduction incurs a loss factor in efficiency in the sense that
the obtained DL solver will lose a factor of g either in time complexity or suc-
cess probability as compared to the forger. Here g; is the number of queries the
forger makes to the random oracle. Despite several efforts, no better reduction
is known in the ROM. Nor is any reduction known at all in the Standard model.
This situation remained until a major result was obtained in 2005 by Paillier
and Vergnaud. In [PV05], they showed that no efficient reduction can exist in
the standard model from DL to forging a Schnorr signature, assumingEl (i) the
so-called n-DL problem is hard (also called the one-more discrete log assump-
tion) and (ii) the reduction is algebraic. (We explain both these notions a bit
more in Section 1) This indicates that the discrete log problem and forgeabil-
ity of Schnorr signatures are unlikely to be equivalent in the standard model.
A similar situation is known to exist in the case of RSA, by a result due to
Boneh and Venkatesan (where they also consider reductions similar to
algebraic reductions). In the ROM, [PV05] also proved that any algebraic re-
duction must lose a factor of at least \/q;, in its success probability if it were to
convert an efficient forger of the Schnorr signature scheme into an efficient DL-
solver, again assuming that n-DL is hard. Thus, there remained a gap between
the lower bound of /g, and the upper bound of g5, on the loss factor of algebraic
reductions in the ROM from DL to forging Schnorr signatures. This paper is an
attempt to close this gap.

Our Contributions: We improve the lower bound from Van to qi/ 3 More
precisely, we show that any efficient algebraic reduction from DL to forging (a
universal forger under key-only attack) a Schnorr signature scheme must lose a
factor of qi/ % in its success probability, assuming that the n-DL problem is hard.
Our proof, as in [PV05], constructs a meta-reduction that uses the supposed al-
gebraic reduction converting a forger into a DL-solver to solve the n-DL problem.
In this process, the meta-reduction needs to simulate the forger (or adversary)
that is used by the reduction. Our improvement hinges on a more careful con-
struction of this simulation and a more refined analysis of the success probability
of the meta-reduction in this simulation. In this analysis, we make use of known
estimates [Pil90] on the expected length of a longest increasing subsequence of
a random sequence. The adversary (simulated by the meta-reduction) in our
lower bound proof has a certain structure. We observe that a reduction in the
ROM that exploits an adversary adhering to such structure can indeed solve DL
with a loss factor of at most qi/ 3, i.e., under these restrictions on the forger, our
lower bound is tight. These insights and our concrete lower bound indicate that

1 Obviously, given our state of knowledge on lower bounds, some assumption is needed
for such impossibility results.
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huge loss factors may be inevitable, even in the ROM, in security reductions
that convert a Schnorr-forger into a DL-solver. In other words, while forging
Schnorr signatures and extracting discrete logs are known to be equivalent in
the sense of polynomial time reductions in the ROM, the loss factors incurred
in such reductions might be impractically large (under certain assumptions, as
always). We note that proving negative results on security reductions (such as
lower bounds on loss factors) in the Random Oracle Model is a harder task than
in the standard model.

While we state and prove our results for the Schnorr signature scheme, they
are valid for many schemes based on the discrete log problem. This follows from
the same arguments as in [PV05] since we use the same meta-reduction.

The rest of the paper is organized as follows: In Section Pl we review some
definitions and present technical preliminaries. In Section[3, we provide the main
result which shows that any reduction from the Discrete Log problem to forge-
ability of Schnorr signatures must lose a factor of qi/ % in its success probability
and comment on the tightness of the result. In Section @] we state conclusions
and mention some open problems.

2 Preliminaries

Let G = (g) be a group of prime order g generated by g.

Definition 1 (DL Problem). Givenr € G, computing k € Z, such thatr = g~
is known as the Discrete Log (DL) problem over the group G.

A probabilistic algorithm A is said to be an (e, 7)-solver for DL if

Pr [A(g") = k] > ¢,
k7,

where the probability is taken over the random tape of A and random choices
of k and A stops after time at most 7.

The (e, 7)-discrete log assumption (for group G) says that no (e, 7)-solver
can exist for DL over G. The (asymptotic) DL-assumption says that the (e, 7)-
discrete log assumption holds whenever 7 = poly(log ¢) and ¢ is a non-negligible
function of log q.

Definition 2 (n-DL Problem). Given an (n+ 1)-tuple (ro,71,...,7n) of dis-
tinct elements in G and up to n queries to a discrete log oracle, computing
the (n + 1)-tuple of elements (ko,k1,...,kn) (ki € Zg) such that r; = g*i for
0 <i<n is known as the n-DL problem.

A probabilistic algorithm A is said to be an (e, 7)-solver for n-DL if

DL- 1 k k k
Pr [A oraCE(g Oug 17"'79 n):kOaklﬂ"'vkn]ZEv
k07k1;~~~7knizq

where the probability is taken over the random tape of A and random choices
of the k; and A stops after time at most 7.
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The (g, 7)-n-DL assumption says that no (e, 7)-solver can exist for n-DL over
G in time 7 and with probability greater than e. The (asymptotic) n-DL as-
sumption says that the (e, 7)-n-DL assumption holds whenever 7 = poly(log q)
and ¢ is a non-negligible function of logq.

Note that the DL problem is at least as hard as the n-DL problem. Hence the
n-DL assumption is a stronger assumption than the DL assumption. It is not
known if it is strictly stronger.

Definition 3 (Schnorr Signature Scheme). Let p and g be primes such that
q | (p—1) Let g be a generator of the cyclic subgroup G of order q in Zy. Let
H be a secure hash function with range {1,...,q — 1}. The Schnorr signature
scheme consists of the following three algorithms:

1. Key Generation: Choose a random x with 0 < x < q. x is the private key
and y := g is the public key.

2. Signing: Given the input message m, choose a random k mod q. Let ¢ :=
H(m,r), and s := k + cx. Return (¢, s) as the signature.

3. Verification: Given the message m and the signature pair (c,s), calculate
r=g%y ¢ Let ¢ = H(m,r). If c = ¢ then return true else return false.

Attack and Forgery types: An adversary can broadly mount two kinds of at-
tacks against signature schemes: Key-only attack (KOA, also called no-message
attack) and Chosen message attack (CMA). In the first attack, the attacker
knows only the public key of the signer while in the latter, the attacker can also
obtain signatures on messages of his choice adaptively. The result of the attacks
by the adversary are classified as follows:

1. Total Break - The adversary learns the secret key of the signer.

2. Universal Forgery (UF) - The adversary can produce a valid signature for
any message.

3. Existential Forgery(EF) - The adversary can produce a new message signa-
ture pair.

Thus, by combining the attack type and the attack result, one can talk about
various levels of security for digital signatures. For instance, a (e, 7)-universal
forger under key-only attack is an adversary who, knowing only the public key,
can produce a signature on any given message with probability € in time at most
7. An (g, 7, gp)-universal forger under key-only attack is the same adversary in
the Random Oracle Model who, makes at most ¢, hash queries to the random

oracle. For details refer to [MvOV96, [PVO05].

Algebraic Reductions: We assume our reductions to be algebraic algorithms.
An algorithm R is said to be algebraic with respect to a group G if the only
operations R performs on group elements are group operations; on objects that
are not group elements, R is allowed to perform any (standard basic) operations.
In particular, given g1,g2 € G, R can only (i) check if g; and g2 are the same,
(ii) compute g7 - g2 (we represent the group multiplicatively), and (iii) raise g3
to a power (including to —1, thus computing inverse). Other natural variations
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on this definition are possible. Algebraic algorithms encompass many natural
algorithms/reductions used in cryptography and impose weaker conditions than
other known models such as the generic group model (GGM). They were orig-
inally and more generally defined by [BV9g| in the context of the ring Z,, in
their study of RSA versus factoring.

A formal property characterizing an algebraic algorithm R may be described
as follows. Suppose R takes group elements g1, . .. g (and possibly other objects)
and produces a group element h after 7 steps. Then, there is an associated
function Extract that takes all of inputs to R, the code/program of R (so
Extract could have non-black-box access to R), and produces integers aq, . . ., i
such that h = g{' --- gp* in time polynomial in 7 and |R|, where |R| denotes
the length of the program of R.

In particular, suppose R is algebraic with respect to group G = (g). Suppose
R produces elements y1, . . . y, during its computation. Then, given R’s code and
all its inputs, Extract would be able to produce z1,...,x, such that y;, = ¢™
in time polynomial in R’s running time to produce y; and its code length |R|.

3 Improved Lower Bound

Theorem 1. Suppose there exists an algebraic reduction R that converts an
(e,7, qn)-universal forger A under a key-only attack in the random oracle model
on the Schnorr signature scheme into an (¢’,7')-solver for the discrete logarithm
problem. Further, assume that R invokes A at most n times.

Then there exists a probabilistic algorithm M that (¢, 7")-solves n-DL, where

on3/2 1
e’ > (1 — — ) and 1
> o a1 (1)
7" < poly(7',|R|,n, qn,log q). (2)

Recall from Section[d that |R| denotes the length of the code of R.

Corollary 1. Under the n-DL assumption, any efficient algebraic reduction that
converts a UF-KO attack on the Schnorr signature scheme to an algorithm for
the discrete log problem must incur a loss factor of qi/ 3 in its success probability
or its running time.

Proof. 1f there is such a reduction from a feasible attack, the time complexity 7"
of the meta-reduction M is polynomial (in log ¢). Also, by the n-DL assumption,

¢” must be negligibly small. Suppose now that &’ < ¢/ qi/ 3 (any non-negligible
¢’ will do). By the assumed feasibility of the attack, ¢ is non-negligible and
hence so is ¢’. Thus, we must have €” /e’ negligibly close to zero. From (),

2n3/2 1
qn + q—1

group) is exponentially large, this means tha

we obtain must be negligibly close to 1. Since ¢ (the size of the

g 20 g negligibly close to 1.
Hence n = Q(qi/ %). Since the reduction makes n calls to the attacker, we must

then have 7/ > nt = Q(qi/ST). |
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Structure of the proof of Theorem [I: Our proof proceeds, as in [PV05], by con-
structing a meta reduction M that solves n-DL using the supposed algebraic
reduction R. Note that R in turn makes n calls to any given adversary (uni-
versal forger) A to solve the discrete log problem. Thus our meta reduction M
will simulate a particular kind of adversary A that responds to R by giving
signatures on R’s chosen (public key, message) pairs. To generate these forgeries
by the simulated adversary, M takes advantage of the fact that it gets to make
n calls to a discrete log oracle. Using the algebraic nature of R and its ability
to solve the discrete log problem (given n calls to the universal forger), M will
be able to extract the discrete logs of all the n + 1 elements given as its own
input. Note that, since the reduction R is in the Random Oracle Model, the
hash function H to which the adversary A may make up to ¢, calls is under the
control (in the sense of simulation) of R.

In the next two subsections, we will describe the meta-reduction M and ana-
lyze its performance. The bound on M’s running time 7" will follow easily from
the construction of M. The bound on its success probability ¢”, however, needs
an intricate analysis and differs significantly from that in [PV05].

3.1 The Meta-reduction M

The meta-reduction M gets an n + 1-tuple (rq,...,r,) of group elements. It
feeds rg to the reduction R on an arbitrary random tape. It uses the remaining
n elements r1,...,r, to simulate A. At the end of the simulation it gets the
discrete log ko = log, o from R. It extracts k; = log, r; for 1 <4 <n from the
transcript of R as described in Section [21

Simulation of A: The reduction R is allowed to invoke the universal forger
A up to n times with freely chosen public keys y; = ¢%*, messages m;, and
random tapes w; where ¢ = 1,...,n. We note that the input of w; is necessary
to carry out an oracle replay attack. In fact, we can prove that an algebraic
reduction cannot solve the discrete log problem using independent runs of the
adversary (adversaries which derive their randomness from external sources)
using techniques very similar to those in [PV05] for the standard model. Without
loss of generality, we may assume that these n invocations of A are pairwise
distinct, i.e., that two distinct executions of A differ in the value of the public
key and/or the random tape, and/or at least one value returned by the random
oracle H of R. The adversary A is allowed to make up to ¢, hash queries to the
random oracle H which is under the control (in the sense of simulation) of the
reduction R. In its simulation of A, the meta-reduction M makes A return a
forgery on a randomly chosen hash query from these qp queries.

We denote the i-th execution of the adversary by A;. The state of A; at any
given time is determined by its input (y;, m;, w@;) and the return values to its
hash queries till that time. Let us define ¢k (i) to be the response of the k-th
hash query made by the the i-th execution of the adversary. Let us also define

History, (¢) == ((yi, i, @i), c1(4), c2(i), . . ., cn—1(4)),
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to be the history of computation of .A; up to the h-th query. If the j-th execution
of the adversary and its i-th execution have the same history till before the
h-th query, then the h-th hash query of both executions must be the same
(however, the responses to these queries could differ in these two executions).
This puts constraints on the way meta-reduction M should model the adversary
A. In particular, all random selections made by A; are in fact pseudo-random
in History(i) when the selection takes place.

During its simulation M can make up to n calls to the discrete log oracle
DLoys. Naturally, its queries to DLoys will depend on the vector of group
elements 7 = (r1,...,7,). To economize on the number of its queries, M will
call DLoas through a discrete-log “stub-routine” DLgt,p. The stub maintains a
list of already asked queries and makes sure that a query asked multiple times
is not actually queried to the oracle but answered by the stub itself.

The meta-reduction M will simulate the adversary with perfect forgeries (i.e.
that succeed with probability 1). Since the reduction R solves the DL problem
with probability at least ¢ while interacting with an adversary that produces
a forgery with probability at least €, R will succeed with at least the same
probability with a perfect forger.

Notation: For vectors g = (g1,...,9w) € G¥ and b = (b1,...,by,) € Z, we
define g? as g® == [}, ¢%*.
We now describe the simulation by M of A; for 1 <7 < n:
1. Receive (yz,m“wl) € G x{0,1}" x {0,1}" from R
2. For h € [1, q]
(a) Randomly? select vy, «— (Fy)"
(b) Query H to get cp(i) = H(my, 7")
3. (a) Randomly select I; « [1, gp]
i. Set ¢; « ¢, (i) and B; — oy,
ii. Request s; «— D Lgpup (TP - ;%)
iii. Append (y;, m;, @;) — (s;,¢;) and (l;, B;) to Transcript of R
(b) Return o; = (s4,¢;)
Extraction of Discrete Logs: The reduction R uses the n simulations of
its calls to A as described above and returns the discrete log ko of ro (with
probability €’). As described in Preliminaries, using the transcript of the al-
gebraic reduction R’s computation that produced kg, we can extract the dis-
crete logs @1, ...,z of y1,...,yn, respectively, i.e., Fxtract(kg, Trasncript) =
(T1,...,Tn). Now M has the following system of hnear equatlonﬂ over F:

B1-k=s1—c1 1
3)
Bn-k=s,—cpn- 2y
in the unknowns k = (k1,...,ky), where k; = log,ri, 1 <i<n.

2 In fact, pseudorandomly in History, (i).
3 In fact, pseudorandomly in History,, (7).
4 @ - b denotes the dot product of the vectors a and b.
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B

Let B = | ! | denote the n x n matrix over F, with rows 8; € Fy for
Bn
1<71<n.
If B is nonsingular M can directly solve for k. If not, M may not be able
to solve for k, for instance, if the above system is inconsistent. We consider the
following thred] mutually exclusive events:

Event A: All the [; are distinct, i.e., for ¢ # j, l; # [;. In this case, M checks
if the matrix B is nonsingular and if so, solves for k from (@). Otherwise M
outputs FAIL.

Event B: For some 7 < j, l; = [; and for every such pair 4, j, 3; = B; implies
8; — c;xv; = 85 — c¢;jx;. In this case, we have m < n distinct equations and matrix
B has m distinct rows.

If rank(B) = m, then we claim that M can obtain all discrete logs k1, ..., k.
If m = n, this is obvious. If m < n, then note that M has not used up all its n
calls to the discrete log oracle DLy, thanks to the stub D Lg,p. Indeed, since
s; = DLOG(rPi - g°®#) it is easy to see that the i-th and j-th equations are
identical if and only if 8; = B; and ¢;z; = cjz;. Hence, this can be detected
by D Lgyup by keeping track of its input arguments. It follows that M can ask
n —m more queries to D L, and get n —m k;’s. Using these and the fact that
rank(B) = m, M can compute all the k;, 1 <i <n.

If rank(B) < m, then M outputs FAIL.

Event C: For some i < j, l; = l;, B; = B;, but s; —c;z; # s; —c;x;. In this case,
the system () is clearly inconsistent and so M cannot solve for k. It outputs
FATIL.

It is clear that M will correctly solve the n-DL problem on (rg,71,...,75)
except when it outputs FAIL. In the next subsection, we analyze the probability
of failure of M.

3.2 Analysis of M

The bound on M’s running time is easy. The only extra time it needs, compared
to R, is to compute the elements 7, for using the pseudorandom generator
in steps (2) and (3), for the extraction procedure on the program of R, and to
solve the linear system in Event A or Event B. We let M use an efficient and
secure pseudorandom generator G in making its random choices from its input
(y,m, ). It is clear that all of these can be done in time poly (7', |R|, n,logq, gp)-

From now on, we identify all pseudorandom choices of M with truly random
choices for simplicity of analysis. The difference in the estimates is clearly negli-
gible. Indeed, by standard arguments, if the difference were not negligible, then
M can be used to efficiently distinguish truly random bits and the output of G
contradicting the security of the pseudorandom generator G.

5 Events A and B can actually be combined into one, albeit with a complicated defi-
nition, for the purposes of analysis. We separate them for clarity of presentation.
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It is easy to estimate the probability of M'’s failure given Event B. The es-
timate in case of Event A is the same. In these cases, M fails if the rank of
the m x n matrix B whose rows are the distinct 3’s is less than m. Since the
B3’s are chosen randomly and independently, this probability is bounded by the
probability that a random m x n matrix over F, has rank < m. We recall this
well-known estimate and prove it for completeness.

Lemma 1. Let M € F,™*", m < n, be a random matriz (its entries are uni-
formly and independently chosen from F,. Then
g (1 —gm)

q—1 '

Proof. 1t is easy to see that the probability that the m rows of M are linearly
independent is given by

(" =" —q)--(¢" —q™ ")

Pr[rank(M) < m] <

Pr[rank(M) =m] =

gmn
1 1 1
D070
qn qn gn—m
m—1
> 1— qunJrz
1=0

We thus conclude that
—(n—m)(1 _ ,—m
q I-qg™) 1
q—1 Tl
Estimating the probability of M’s failure given Event C takes more work. We

state the bound as the following lemma and complete the analysis. We prove the
lemma in Section

Pr[M fails | B] < (4)

Lemma 2. Pr[C] < 27:;/2

Clearly,
Pr[M fails | = Pr[M fails |A] Pr[A] + Pr[M fails |B] Pr[B] + Pr[C].

Note that Event A happens when all the randomly chosen I; €r [1..qn], 1 <
i < n, are distinct and that Event B and Event C are subsumed by the event
that there are collisions among the [;, i.e., 3¢ # j such that I; = [;. Hence their
probabilities can be fairly tightly bounded by using well-known estimates on the
Birthday Problem. However, we do not need them here.

Combining the estimates (@) and Lemma 2] we obtain

3/2 3/2
PrlAl+PrB) + 2 < b

PriM fails | <
| }7(1—1 g —q—1 qn
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Completing the proof of Theorem [Ik Meta-reduction M will solve the n-DL
instance (rg,...,r,) if M succeeds (i.e. does not fail in the above sense) given
that R succeeds in solving the discrete log instance on ry. We assumed that R
solves the discrete log problem with probability at least €’ given the appropriate
adversary (that we simulated using M). Hence the probability ¢” with which
M solves n-DL is bounded by

2n3/2 1
5”25’(1— L ) O
qn qg—1

3.3 Proof of Lemma 2

Recall that Event C occurs when, for some ¢ < j, [; = [; and 8; = B;, but
si—c;x; # sj—cjx; resulting in an inconsistent system of equations in (B]). Since
Bi and B; were chosen pseudorandomly in History;, (i) and History; (j), apart
from negligible differences in the probability estimates, we can assume that 3; =
B; only if History; (i) = History,;, (7). In particular, this implies we can assume
that y; = y; and hence z; = x;. Note further that since s; = DLOG(rP: - y{*),
cix; = cjx; if and only if s; = s;. Hence, given 3; = 3;, we can conclude (for
the purposes of probability estimates) that s; — ¢;z; # s; — ¢jz; if and only if
¢i # ¢;. Thus, Event C occurs only if two executions A; and A; of the adversary
not only output forgeries at the same hash query ({; = [;) but also at that query
instance B; = B; and ¢; # c;. In particular, the two histories History, (i) and
History, (j) are identical till the point /; and then they diverge after the hash
responses from the respective random oracles (controlled by R) to the query
at ;. We call this point of divergence, the forking point between executions A;
and A;.

(y,m,w) : input to A Forgery point
v

v
@.oooooooooooooooooBooooooo —_ returns signature for 3;, ¢;

Fig. 1. A single execution of the adversary

Pictorially, we can represent an execution of the adversary by a line as in
Fig. [l The blue points symbolize inputs from R. The first blue point is the
input (y,m,w) to A and the rest of the blue points are the responses by the
random oracle (in control of R). The red points represent the hash queries made
by the adversary A (simulated by M). On completing its execution, .4 returns
a forgery for (83;, ¢;) pair for a random selection of I; € [1..gp]. This is denoted
by the red square and we will call this the forgery point. We also abbreviate this
execution of the adversary as in Fig. 2l We will use two lines to represent two
different executions of A. Two lines with overlapping initial segments represent
identical histories over the shared region. At the forking point, the responses
from the respective random oracles are different. This is shown in Fig.
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Forgery point

v
- returns signature for 3;, ¢

Fig. 2. A single execution of the adversary: a simplified view

Forking point

L A;
Fig. 3. Two executions sharing a common history

Thus, the simulation of an execution A; fails if its forgery point I; (the red
square) is also a point of forking (a black circle), i.e., ¢;; # ¢, from a previous
execution A; that returned a forgery at that point, i.e., l; = ;.

Let F; be the set of points on which if a forgery is returned by A;, then the
meta-reduction M fails. We call F; the set of failure causing points of A;. In other
words, it is the set of points at which A; forks from some previous executions of
A and at each of these points, the corresponding previous executions of A have
returned a forgery. More formally,

Fi:={l; : j < i such that History, (i) = History, (j) and e, (i) # ¢, (5) }-

To illustrate, in Fig. @l we see the execution A; of the adversary and it can be
seen that there are previous executions Aj, , Aj;, and A;, from which A; forks
off at the points l;,, y, and ;,, respectively. The executions A;,, A;, and Aj,
had previously returned forgeries at points [, , l;,, and [;,, respectively. Now,
if A; returns a forgery at l;, or l;,, then M will fail. Thus the set F; consists
of points [;, and [j,. Note that we can comment on the set F; only when the
forking of A; from the previous executions of A is known.

If, for the i*" execution of the adversary, F; is the set of failure causing points,
then we define §; as

Si={z|zeF;nz<li}U{l}.

Let 99%; denote the collection of all §;’s till the " execution of the adversary,
i.e., My = {d,1,82...5i}-

The following claim explains why we include §; instead of F; U {l;} in 9.
The main idea is to enable a clean description of F;; based on F; for j < i.

Claim. For the (i + 1) execution of the adversary, F;;; will be one of the sets
in Emi, i.e., Fi+1 e Mm;.
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Ajl
i Ajz
ljz
Aj3
Aj
Uiy Y Ljs
Fig. 4. Forging points, forking points, and the set of failure points
Proof of Claim: Let Fipq = {l;, <lj, <--- <, }, where ji, jo, -+, ji < i+1are
previous executions that forge and fork (from A;41) at the locations I;,,...,1;,

respectively. For simplicity of notation, let k := j;. We claim that F;;1 = Fx.

First, we prove that F;; C . Clearly, I € §x. Hence, let us assume [; €
Fiy1, where [; < [;. It suffices to show that [; € Fy. Since l; € Fiq, j <
i + 1, History; (j) = History, (i + 1), and ¢;;(j) # ¢, (i + 1). On the other
hand, since I, is also in Fiy1, & < i+ 1 and History,, (k) = History;, (i + 1).
But I; < ;. It follows that History, (k) = History, (i + 1) = History, (j) and
c, (k) = ¢, (1 +1) # ¢, (j). Hence [; € Fy.

Next, we prove that §x C F;y1. By definition, [, € Fx. So, consider an [} #
l; € §r. By construction of §x, l; < I for some j < k and l; € Fj. Hence
History, (j) = History;, (k) and ¢, (j) # ¢, (k). Since I € Fyqq, History,, (k) =
History;, (i+1) and ¢, (Jk) # a, (i+1). Since l; < I, History; (k) = History; (i+
1) and ¢, (k) = c;; (i + 1). Combining this with the previous relation, we obtain
History, (j) = History; (i +1) and ¢, (j) # ¢, (i +1). It follows that [; € Fyyq.

This concludes the proof of the claim.

Clearly, the size of §; can be at most one greater than the maximum of the
sizesof all §; (1 < j < i) since |§;| < |F;|+1and |F;| < max{|F,|:1<j <i—1}.

Thus, by construction, §; are sets comprising of integers in increasing order.
The size of a §; increases only if it is the set of failure points for the current
execution and the forgery point for this execution is greater than all elements in
the set §;. As the forgery point is randomly picked by M from the set [1, ¢, the
maximum of |§;| is at most the length of a longest increasing sub-sequence in a
random sequence of n distinct integers from [1, g,] (we may assume n < g, as
otherwise, we are already done). It is easy to see that any permutation of [n] is
equally represented by the ordering on such a random sequence. Let )\, denote
the random variable denoting the length of a longest increasing subsequence in
a random permutation of [n]. The following result due to Kerov and Versik (see
Pilpel’s paper [Pi190]) will be useful.
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Theorem 2 (Kerov-Versik 1977). For sufficiently large n, E[\,] < 2y/n.

We can now estimate Pr[C]. Clearly, C' occurs if for at least one execution A;,
the forgery point [; falls into the failure causing set of points Fj;. Since [; is
chosen uniformly at random from [1..qs], we have Pr[C] < """ | |F}|/qn. Now,
|F;| is at most max_ Vgl < maxj_; [§;|. For every n-sequence (;) from [1..qp]",
max;_ 11851 is upper bounded by the length of the longest subsequence in the
correspondmg permutation of [n]. Hence E[max”_; [§;|] < E[),]. Thus,

Pr| ZPr C| max\ﬁj\ =t]- Pr[max\ﬁj\ =]
t=1

S ZZ |F3| given maX] 1 |8’]‘ [maX‘Sﬂ = t]

t=1 i=1 h

n
">t Prinax (5] = 1]
L =1

n n n
Emax |§:|] <  E[\,
" Eluikx[5;) < | L
2n3/2
<

 qn

IN

IN

using Theorem
This completes the proof of Lemma O

3.4 Remarks on Tightness of the Lower Bound

The adversary we have simulated in Section Bl behaves randomly in the sense that
the probability of a forgery being returned for any of the hash queries in a given
execution is the same. It also has the property that the probability of success
is uniformly distributed across all executions. For this restricted adversary we
claim that the lower bound of qi/ % is indeed tight.

To justify our claim we construct a reduction R that, using the adversary A

(an (e,7) UF-KOA ‘uniform’ adversary) breaks the Discrete Log problem. The
reduction R tries to obtain two forgeries on the same message m (under the same
public key y) but for different values of the hash responses. The adversary A
accepts (y, m, w) as input and then makes queries to the hash oracle. We repre-
sent the sequence of responses given by the oracle by ¢ = (c1(j),c2(j), .-, ¢q, (7))
and the subsequence of the first ¢ responses by ¢; = (¢1(j), c2(j), .., ¢i(j)). The
reduction R calls the adversary A with the same (y, m, w) but different c¢. We
define Ind(c) as the index of the hash query on which the forgery is returned by
an execution of the adversary. We let Ind(c) = oo in case the forgery is returned
for a hash value never obtained by calling the hash oracle (or if A fails).
Let S = {e¢| Ind(c) < oo} and S; = {c | Ind(c) = i}. Then Pr[S] >
e— qil = v, as the probability that the adversary correctly guesses the hash value
(without making the hash query) is qil. Assuming that the adversary outputs
its forgeries uniformly across the hash-query indices and its several executions
i.e. Ind(c) is pseudo-random in ¢, we get Pr[S;] > v/qn, Vi € [1, q3].
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The reduction R divides the g; hash query points into A intervals of equal
width ¢n/A\ as shown in Fig. The circles represent the hash query points
[1, ¢n] at which an instance of execution of the adversary could return a forgery
and K1, Ko, ..., Ky are equal-sized partitions of these points. Then, Pr[Ind(c) €
Ki] > v/\ Vi € [1,\]. R runs the adversary A in A + 1 phases. In phase 1, R
invokes the adversary at most A/v times (changing ¢ each time) with the hope
of getting a forgery in partition Ky and moves to the next phase as soon as
it gets the desired forgery. The probability of obtaining a forgery in the first
interval in A/v runs of Ais 1— (1 — v/A)M” > 1—e~1. Let ¢V denote the set of
hash responses for the successful execution in phase 1 and [; be the index of the
forgery for this execution. In case of success in phase 1, R calls the adversary
in phase 2 at most \/v times with ¢’s such that ¢;, = cl(ll) is satisfied for all.
Otherwise in case of failure in phase 1 (I; = c0), R executes the phase 2 in a
similar fashion as phase 1 but hoping this time to get the forgery in the second
partition Ko. In general, in phase i (i € [2, A]), R calls the adversary at most A/v

times with ¢’s such that ¢;; = cl(f ) ({; - index of hash query for the successful

execution in the most recent successful phase (j) and ¢\ is the sequence of
hash responses for that execution) with the hope of getting a forgery on some
hash query l; € K;. The probability of getting a forgery in the interval ; is also
1-(1- V/)\))\/V > 1 — e 1. Hence, at the end of phase A, R expects to have
(1—e~1)- X forgeries in l)/‘ - A executions of the adversary A. Let the set of forgery
points be Z. In phase A+1, R runs the adversary A with ¢’s such that ¢;;, = cl(j ),
where j, l; are defined as before. Then, Pr[Ind(c) € Z] > vA(1 —e™')/qy. The
number of executions required to get a forgery on one of the points in Z is
qn/(wA(1—e~1)), and this happens with a probability 1 —e~!. The total number

)\2

of required executions of A are 7 + A(l‘ﬁ‘e,l)7 which takes the optimal value

2/3
for A = Q(qil/lg) for which the number of executions is Q(qh'u/ ). Thus at the end
of phase A+ 1, R obtains two forgeries (c1, s1) and (c2, s2) on the same message
m under the same public key y and the same randomness k (see Definition [3])
but different hash responses ¢; and co. If the reduction R uses the discrete-log

challenge g” as the public key in the above interactions, it can obtain z as }! 2.

1234567 ... k.o....... qn
—0—0—000 00 @ —0
........................... —
an an an an
A A A A
K1 Ko K3 K

Fig. 5. Dividing the hash query points into equal intervals of width g /A

4 Conclusions and Open Problems

In this paper we improved the lower bound from qfl/ % to qi/ % on the loss factor in

a security reduction that converts a forgery attack on Schnorr signature scheme
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to an algorithm to the discrete log problems. This means that to achieve the same
level of security as before, one needs to employ larger parameters than before.
We also presented a new attack strategy for solving the discrete log problem
using a restricted class of Schnorr signature forgers more efficiently. This attack
strategy indicates that the lower bound qi/ s tight for the restricted adversary
we simulate. Since the lower bound proof relies on the n-DL assumption and
restricts itself to algebraic reductions, the gap between the lower bound of qi/ 3
and the upper bound of ¢, may in some sense be inevitable.

One of the most interesting open problems is to prove that the lower bound
of qi/ s tight for a general adversary. Another major open question is to un-
derstand relationship between the DL problem and the n-DL problem.
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Abstract. We describe a public-key encryption system that remains se-
cure even encrypting messages that depend on the secret keys in use. In
particular, it remains secure under a “key cycle” usage, where we have
a cycle of public/secret key-pairs (pk;,sk;) for « = 1,...,n, and we en-
crypt each sk; under pk; ;04 n)+1- Such usage scenarios sometimes arise
in key-management systems and in the context of anonymous credential
systems. Also, security against key cycles plays a role when relating “ax-
iomatic security” of protocols that use encryption to the “computational
security” of concrete instantiations of these protocols.

The existence of encryption systems that are secure in the presence
of key cycles was wide open until now: on the one hand we had no con-
structions that provably meet this notion of security (except by relying
on the random-oracle heuristic); on the other hand we had no examples
of secure encryption systems that become demonstrably insecure in the
presence of key-cycles of length greater than one.

Here we construct an encryption system that is circular-secure against
chosen-plaintext attacks under the Decision Diffie-Hellman assumption
(without relying on random oracles). Our proof of security holds even
if the adversary obtains an encryption clique, that is, encryptions of sk;
under pk; for all 1 < 4,5 < n. We also construct a circular counterex-
ample: a one-way secure encryption scheme that breaks completely if an
encryption cycle (of any size) is published.

1 Introduction

Secure encryption is arguably the most basic task in cryptography, and significant
work has gone into defining and attaining it. All commonly accepted definitions for
secure encryption E, E, , m, @, ﬂ, @] assume that the plaintext messages to be
encrypted cannot depend on the secret decryption keys themselves. The danger of
encrypting messages that the adversary cannot find on its own was already noted
more than two decades ago by Goldwasser and Micali ﬂﬁ, §5.1].
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Over the last few years, however, it was observed that in some situations the
plaintext messages do depend on the secret keys. An important example is when
we have a cycle of public/secret key-pairs (pk;,sk;) for ¢ = 1,...,n, and we
encrypt each sk; under pk(; ;04 5)41- Security in this more demanding setting
was termed key-dependent message security (KDM-security) by Black et al. M]
and circular security by Camenisch and Lysyanskaya [6].

Such situations may arise due to careless key management, for example a
backup system may store the backup encryption key on disk and then encrypt
the entire disk, including the key, and backup the result. Another example is
the BitLocker disk encryption utility (used in Windows Vista) where the disk
encryption key can end up on disk and be encrypted along with the disk contents.
There are also situations where circular security is needed “by design”, e.g.,
Camenisch and Lysyanskaya used it in their anonymous credential system 6]
to discourage users from delegating their secret keys. Finally, in the formal-
methods community the notion of key-dependent security from M] was used to
Iﬁolvﬂg equivalence between “computational security” and “axiomatic security”

) ]

Definitions of security for this setting were given by Black et al. M], who
defined models of KDM security in both the symmetric and public-key settings.
In their public-key model the adversary is given public keys pky,...,pk, and
can access an oracle O that returns the encryption of g(sky,...,sk,) under pk;
for any polynomial-time function g and any index 1 < i < n of the adversary’s
choosing. (A key-cycle can be obtained in this model when the adversary requests
the encryption of sk; under pk(; 04 )41 for all i.) The system is KDM-secure if
the adversary cannot distinguish the oracle O from an oracle that always returns
an encryption of (say) the all-zero string.

A simple example of KDM is when an encryption system is used to encrypt its
own secret key (i.e., a cycle of size one). It is straightforward to construct a secure
encryption scheme that becomes completely insecure once the adversary sees
such self-referential ciphertext, and similarly it is straightforward to construct
an encryption scheme that remains secure under such self-referential encryption
M] The question becomes much harder when dealing with more complicated
key-dependent messages, for example key-cycles of size more than one. For these
cases, the problem has been wide open. On one hand, we had no examples of
encryption systems that are secure without key-cycles but demonstrably insecure
in the presence of a key cycle of size more than one. On the other hand, we had
no constructions that can be proved to meet such notions of security (except by
relying on the random-oracle heuristic). Some initial steps toward constructions
in the standard model are given in @} (who focused on other primitives such
as PRFs) and [15] (who achieved weaker variants of these security notions).

! For the former, start from a secure encryption system (where secret keys are not
valid ciphertexts), and modify the encryption algorithm so that when encrypting the
secret key it outputs it in the clear. For the latter, modify the encryption algorithm
so that when encrypting the secret key it outputs the encryption of a distinguished
symbol L.
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1.1 Owur Results

Our main result is a public-key system that is circular-secure (or even “clique-
secure”) in the standard model under the Decision Diffie-Hellman assumption.
That is, even an adversary who sees an encryption of sk; under pk; for all
1 <4,j < n cannot distinguish the ciphertexts from n? encryptions of (say) the
all-zero string. In fact, we prove a slightly stronger result by showing that our
system is KDM-secure against chosen-plaintext attacks in the model of Black et
al. M], when the adversary is restricted to affine functions of the keys. Hence, our
system tolerates the adversary seeing encryption cliques (or even encryptions of
more complicated functions of the secret keys) without compromising security.

The difficulty in constructing such a system is the simulation of an encryption
clique without knowledge of any of the secret keys. We overcome this difficulty
by having a system which is sufficiently homomorphic that such a clique can be
constructed directly. We point out that one may be tempted to use a Cramer-
Shoup-like construction and simulation ﬂ] to prove m-circular security. After
all, a Cramer-Shoup simulator is in possession of all secret keys (needed for
responding to decryption queries) and can use them to create an encryption
clique to give to the adversary. Unfortunately, we could not get this intuition to
work. The problem is that the simulator has to embed the DDH challenge into
the circular clique, but it is difficult to do so while creating a valid clique.

In Section [}l we also take a first step toward showing that standard security
notions do not imply circular security. Specifically, we construct a very simple
one-way encryption system that breaks completely as soon as a key-cycle of any
size is published.

2 KDM Security: Definitions and Properties

We begin by reviewing the definitions of Key-Dependent Message security (KDM)
in the public-key setting from Black et al. M] We use a small extension of the defin-
ition, used also in ﬂﬁ], that restricts the adversary to a particular set of functions.

A public-key encryption system & consists of three algorithms (G, E, D) where
G is a key-generation algorithm that takes as input a security parameter A and
outputs a public/secret key pair (pk,sk); E(pk,m) encrypts message m with
public key pk; and D(sk, c¢) decrypts ciphertext ¢ with secret key sk. We have
the usual correctness condition, asserting that decryption correctly recovers the
plaintext message from the ciphertext (with probability one).

We use S to denote the space of secret keys output by G() and use M to
denote the message (plaintext) space. Throughout the paper we assume that
S C M so that any secret key sk can be encrypted using any public key pk’. All
of these notations assume an implied security parameter \.

2.1 KDM Security with Respect to a Set of Functions C

Informally, KDM security implies that the adversary cannot distinguish the
encryption of a key-dependent message from an encryption of 0. We define



Circular-Secure Encryption from Decision Diffie-Hellman 111

key-dependence relative to a fixed set of functions CB Let n > 0 be an inte-
ger and let C be a finite set of functions C := {f : S — M}. For each function
f € C we require that |f(z)] is the same for all inputs z € S™ (i.e. the output
length is independent of the input).

We define KDM security with respect to C using the following game that
takes place between a challenger and an adversary A. For an integer n > 0 and
a security parameter \ the game proceeds as follows:

init. The challenger chooses a random bit b < {0,1}. Tt generates
(pky,ski), ..., (pky,,,sky) by running G(A) n times, and sends the
vector (pkq,...,pk,) to A.

queries. The adversary repeatedly issues queries where each query is of
the form (i, f) with 1 < i < n and f € C. The challenger responds
by setting

. | E(k;, v) ifb=0
y — f(ski,...,skp) € M and ¢«
E(pk;, 0¥) ifb=1

and sends ¢ to A.
finish. Finally, the adversary outputs a bit b € {0,1}.

We say that A is a C-KDM adversary and that A wins the game if b = b'. Let
W be the event that A wins the game and define A’s advantage as

KDM®™ Adv[A, E](\) =

PrIW] — ;’

Definition 1. We say that a public-key encryption scheme &£ is n~-way KDM-
secure with respect to C if KDM™ Adv[A, £]()\) is a negligible function of \
for any adversary A that runs in expected polynomial time in A.

We are primarily interested in function classes C that imply that the public-key
system & is circular secure. Specifically, we look for function classes C := {f :
S™ — M} that are non-trivial, in the sense that they contain:
— all |M| constant functions f : S™ — M (recall that a constant function maps
all inputs in S™ to some constant m € M), and
— all n selector functions f;(x1,...,2,) =x; for 1 <i<n.

It is easy to see that KDMe-security with respect to such non-trivial function
class implies standard semantic security (even for symmetric encryption), since
the constant functions let the adversary obtain the encryption of any message
of its choice. The selector functions imply circular security since they let the
adversary obtain E(pk;, sk;) for all 1 <1i,j <n.

The main result in this paper is a public-key system that is KDM-secure rela-
tive to a non-trivial function class (and hence also circular-secure). Specifically,
we prove security relative to the class of affine functions (over the group that is
used in the system).

2 Technically C is a family of sets, parameterized by the security parameter.
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2.2 Decision Diffie-Hellman

Let G be a group of prime order g. We let Py be the distribution (g, g%, g¥, g*¥)
in G* where g is a random generator of G and z,y are uniform in Z,. We let
Ropu be the distribution (g, g%, g¥, g*), where g is a random generator of G and
x,y, z are uniform in Z, subject to z # xy. A DDH adversary A takes as input
a tuple (g, h,u,v) in G* and outputs 0 or 1. Define

DDHAAV[A,G] := |Pr[z & Popy = A(z) =1] — Prlz & Ropy : Alz) = 1]

Informally, we say that DDH holds in G if DDH Adv[A, G] is negligible for all
efficient A.

3 A Circular-Secure Encryption Scheme

We build a circular-secure encryption system (for any n) based on the Decision
Diffie-Hellman (DDH) assumption. The system is a generalization of the ElGa-
mal system where the secret key is a bit vector rather than an element in Z,.
Let G be a group of prime order ¢ and ¢ a fixed generator of G. The size of G
is determined by a security parameter A, in particular, 1/q is negligible in A.

The public-key encryption system &:

— Key Generation. Let £ := [3log, ¢|. Choose random g1, ...,g¢ in G and a
random vector s = (s1,...,5¢) in {0, 1}. Let h — (g ---gjf)_1 and define
the public and secret keys to be

pk = (g1,...,90,h) and sk:=(g,...,0%)

Note that the secret key sk is a random vector s in {0,1}* encoded as a
vector of ¢ group elements.

— Encryption. To encrypt a group element m € G, choose a random r < Zq
and output the ciphertext

(g{, cs 9y, hr~m)

— Decryption. Let (ci1,...,¢s, d) be a ciphertext and sk = (v1,...,v) a
secret key. Do:
e decode the secret key: for i = 1,... ¢ set s; «— 0 if v; =1 and s; «— 1
otherwise;
e output m «—d-(cf' - ¢)f).

It is easy to verify that the system is correct, that is, the decryption algorithm
decrypts properly constructed ciphertexts.
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3.1 Discussion and Outline of the Security Proof

Proving that the system is circular secure is somewhat involved. Before proving
security, we give some intuition for the construction and its proof. First, con-
sider the basic ElGamal system. The public key is a pair (g,¢%) € G? and the
secret key is « € Zg4. A 1-cycle for this system, namely E(pk, sk), is a ciphertext
(97, e(z) - ¢"") where e(-) is some invertible encoding function mapping Z, to
G. To prove 1-circular security we would need to show that the 4-tuple

(9. 9%, ", elx)-g™*) €G* (1)

is indistinguishable from a random 4-tuple in G*, but this is unlikely to follow
from DDH.

It is tempting to define the secret key as sk := v* (for some generator v),
in which case the 1-cycle becomes (¢g", v* - g"*). The resulting system can be
shown to be 1-circular secure under DDH. Unfortunately, the system does not
work since one cannot decrypt ElGamal encryptions using the key sk = v™.

As a compromise between these two systems, we pick the secret key as an
(-bit vector s <~ {0,1} and store the key as sk := (¢°',...,¢°). We decrypt
using sk by going back to the bit-vector representation. The challenge is to prove
n-circular security from the DDH assumption.

Proof Outline. It is instructive to attempt a direct proof that the system & is
1-circular secure. Observe that in the system £, it is easy to construct “ciphertext
vectors” whose decryption are elements of the secret key: For every 1 < i < /,
the (¢ 4+ 1)-vector (1...1g1...1), with ¢ in position 7 and 1’s everywhere else,
decrypts to the secret-key element ¢®. Hence the simulator can generate “an
encryption of the secret key” without knowing the secret key itself. This almost
suffices for the proof, except that these vectors are not really valid ciphertext
vectors, since the encryption algorithm would never output them.

We therefore begin by moving to an “expanded variant” of our system (which
we call £1) that has the same decryption procedure, but where every (¢ + 1)-
vector is a valid ciphertext (see description later in Section [3.2]). Moreover, &;
has the same “blinding” properties as ElGamal, so the simulator can produce
not just one encryption of the secret key but a random encryption of it. This
is enough to prove that the expanded system &; is 1-circular secure. Moving
from 1-circular to n-circular security is done using homomorphic properties: &
is homomorphic with respect to both the plaintext and secret key, so it is possible
to translate an encryption of m with respect to secret key s to an encryption
of m - d with respect to secret key s @ &, just by knowing d and §. This allows
the simulator to first produce a 1-cycle and then expand it into an n-clique. The
circular security (or even clique-security) of &; follows.

Finally we deduce the security of £ from that of &£, roughly because the
adversary gets “strictly less information” when attacking £ than when attacking
the expanded variant &;.
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3.2 Proof of Circular-Security

We now prove that the system £ provides circular security. As mentioned above,
we actually prove a slightly stronger statement, namely that £ is KDM-secure
with respect to the set of affine functions.

Affine functions. The set of affine functions acting on S™ is defined as follows.
Let skq,...,sk, be n secret keys generated by G (each an ¢-vector over G). Let s
be the vector in G™ obtained by concatenating these n secret keys. For every
nl-vector u = (u;) over Z, and every scalar h € G, there is a natural map from
G™ to G, that can be informally described as fun: s — (u-s+h). More

precisely, we have
nt

fun(s) & J[s¥ -n €G.

i=1

We call f,  an affine function from G™ to G.

Definition 2. The set of affine functions Cpn¢ is the set of all functions fup,
where u € de and h € G.

The set C,¢ acts on n-tuples of secret keys by viewing the n-tuple as a vector in
G™, and it maps every such vector to an element of G.

KDM-security theorem with respect to Cny. The following theorem shows that if
the DDH assumption holds in the group G then &£ is n-way KDM-secure with
respect to the set Cyp of affine functions, for any n = n(\) that is polynomial in
the security parameter. Circular security follows since C,,; contains the constant
and selector functions

Theorem 1. For any n > 0 and for any Cpe-KDM adversary A, there exists
a DDH adversary B (whose running time is about the same as that of A) such
that

KDM™WAdv[A, €] < (3¢ —2) - DDH Adv([B,G] + 1/q

Note that this bound is independent of n.

Switching to Additive Notation. Our proof requires a fair amount of linear
algebra. To make it clearer, we will be using additive notation for the group G;
note that G and G* are vector spaces over Zg. (Recall that we already used ad-
ditive notation when we informally described the class of affine functions above.)
To avoid ambiguity, we use Latin letters for elements of Z, and Greek letters
for elements of G. In particular, let G be generated by ~. We use lower-case letters

3 The set Cn¢ includes “selector functions” for each element from each secret key
(rather than “selector functions” that select entire keys). This makes no difference in
our case, since our scheme encrypts element by element (so a secret key is encrypted
as ( separate ciphertext vectors, one for each element of the secret key).
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for scalars and column vectors, and upper-case letters for matrices. We write
p - v for the inner product and p x v for the outer product:

povi=plv= Zﬂ'ivi and UXvi=pv = (,Ufivj)i,j c Gdim(p) x dim(v)

When we write the product of a matrix or vector of elements of G with a matrix
or vector of elements of Z,, we mean to use the standard formula. For example,
by p - v we mean ), j1;v;, which would be written in multiplicative notation as
[L; ©]*. Tt is easily seen that the usual properties of vectors and matrices still
hold in this notation (for any term involving at most one literal from G and all
other literals from Z).

We use 0 to denote both the number zero and the identity element in G,
the meaning will be clear from the context. We write 0° for a column vector
of ¢ zeros, and 07> for a k x ¢ matrix of zeros. We write Id; for the identity
matrix in ZfZXi. When A, B are two matrices with the same number of rows (and
both over G or both over Zg), then we write (A B) for the augmented matrix
consisting of all the columns of A followed by all the columns of B.

The definitions of linear independence of vectors, vector spaces and subspaces,
rank of matrices, etc., are all standard, and we use the same notions for both G
and Z,. We write Rk; (Z¢*") (resp Rk; (G**?)) for the set of matrices in Z3*®
(resp G**) with rank i. As a special case, we write GL;(Z,) for the invertible
¢ X 1 matrices over Z,.

The System £ in Additive Notation

— Key Generation. Let ¢ := [3log,¢|. Choose a random nonzero vector
¢ < G* and a random vector s in {0,1}* C Z/. Let § «— —%-s € G and
define the public and secret keys to be

pk:= (¢70) e G and  sk:=sye G’

Though the secret key is encoded as sk = sy € G¥, below it will be convenient
to consider also the decoded form. Specifically, we refer to the ¢ + 1 binary
vector s’ = (3T 1 )T € Zg“ as the decoded secret key.

— Encryption. To encrypt a message p € G, choose a random r < Zq and
output the ciphertext row-vector

£T<_(T¢T ré—&-u):rpk—k(olxeu) e QXU+ 2)

— Decryption. Let £7 € G™*(“+1) be the ciphertext. Decryption is just an
inner product between the ciphertext and the decoded secret key:

Iu(—E-(sTl)T

Decryption works since the decoded secret key (sT 1 )T is orthogonal to the
public key pk.
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We observe that an £ + 1 vector over G is decrypted to zero if and only if it
belongs to the subspace orthogonal to the decoded secret key s’, and every coset
of this subspace is decrypted to a different element of G. On the other hand,
“valid encryptions of zero” (i.e., the ones obtained from the encryption algo-
rithm) are taken from a small subspace of the vectors orthogonal to s’, namely
the one-dimensional subspace spanned by the public key pk. Similarly, “valid
encryptions” of other elements are obtained as shifting this one-dimensional
subspace by multiples of (0" 1).

A Few Lemmata. We present some simple lemmata and facts about £. First,
we show that DDH implies that it is difficult to determine the rank of a matrix
of group elements. In particular, it is difficult to distinguish a random matrix of
rank r from a random matrix of rank r9 > rq.

Lemma 1 (Matrix DDH). Let 1 < ry <19 < a,b be positive integers, and let
A: G — 10,1} be a polynomial-time algorithm. Write
P(A,i) := Pr [gb £ RE, (G A@) = 1]

Then there is a DDH adversary B, running in about the same time as A, such
that
|P(A,72) — P(A,1)| < (r2 — 1) DDHAdv[B, G]

Proof. We use a hybrid argument between the ro — 1 + 1 distributions
Rk; (GaXb) where i € [7“1,7"2]

The algorithm B is given a DDH challenge (a1, aa, a3, ). It picks a random
P& [r1 4+ 1,72] and sets

a1 Q2
a3 (4
’yldi_z
O(a—i) X (b—1)

Py = S GaXb

with all the other blocks zero. B then chooses
L & GL,(Z,) and R & GLy(Z,) and sets &y := L&) R

B now calls A(®3) and outputs whatever A outputs.

Now if (a1, g, a3, ag) was drawn from Pppg, then @q has rank ¢ — 1, and &9
is uniform in Rk;_1 (G“Xb). But if (a1, @z, a3, aq) was drawn from Rppy, then
@1 has rank i, and @, is uniform in Rk; (G***). The lemma then follows by the
standard hybrid argument. O

We will also need the following lemma on universal hashing. Recall that a dis-

! <e.

tribution D on a set X is e-uniform if Y7 ’D(x) - x|
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Lemma 2 (Simplified left-over hash lemma). Let H be a 2-universal hash
family from a set X to a set Y. Then the distribution

(H,H(x)) where HEH and = & X

18 \/4@' -uniform on H X Y.
Proof. This is an immediate corollary from ﬂﬂ] (see also ﬂ2_1|, Theorem 6.21]). O

Recall that the secret key in our system is a vector in {0, 1}* where ¢ = [3log, q].
We therefore obtain the following corollary of Lemma [21

Corollary 1. Let r < Zt, and s & {0,1}¢. Then (r7 —r- S)T is ;—um'form
in Zytt.

Proof. Let Hy(s):=—r-s.Then{H, : v € Z.}is2-universal,sothat (77 —r - s)T

is \/ 4% -uniform in Z?!. Since £ = [3log, ¢] we have /%, < 21q < Lll. 0

We note that Erdés and Hall NQ] proved a slightly stronger version of Corollary [I]
— they obtain a similar result with a smaller ¢ (i.e. £ ~ [2log, ¢]). This enables
us to slightly shorten our public and secret keys. However, the proof of Corol-
lary [0l using the left over hash lemma is more general and enables us to prove
security of an extension discussed in Section [l

The Expanded System &£;. As discussed in Section Bl a technical difficulty
in the proof is that not every (¢ + 1)-vector over G is a valid ciphertext in &.
We therefore introduce an “expanded version” of our scheme (denoted &;) that
has the same secret key and decryption procedure, but a larger public key. In
this system every vector in G'*(“+1) is a valid ciphertext. We later prove that
&1 is n-way KDM-secure with respect to C,,¢, and then use it to deduce also the
KDM-security of the original system &.

— Key Generation. Let £ = [3log, q]. Choose a random secret key s <
{0,1}* ¢ Z!. Choose a random matrix ¥ < Rk, (GUHDXE) and set @ =
(v —ws) € GUHD*EHD Define the public and secret keys to be

pk:=¢ and sk:=sy

That is, the secret key is as in the system £, but we use an expanded public
key @, which is a matrix of £+ 1 public keys from & (all with respect to the
same secret key s).

— Encryption. To encrypt an element u € G, choose a random row vector

r & Z;X(“l) and output the ciphertext

5(_r45+ (lef ,U’) c Glx(f-‘rl)

This is similar to the original system &£, except that instead of a random
multiple of the public-key vector as in Eq. ([2)), here we use a random linear
combination of all the rows of the expanded public key &.
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— Decryption. Decryption is the same as in £. Decryption works since the
decoded secret key (s” 1) is orthogonal to all the rows of the expanded
public key &.

We stress that the main difference between £ and & is that in £ the public key
is just one vector orthogonal to the decoded secret key. In &1, on the other hand,
the expanded public key spans the entire (¢-dimensional) subspace orthogonal to
the decoded secret key. Jumping ahead, we will later show that under DDH, the
adversary cannot distinguish between ciphertext vectors in £ (taken from a 1-
dimensional subspace) and ciphertext vectors in £ (taken from an ¢(-dimensional
subspace). Thus essentially the only difference from the adversary’s perspective
is that in &; it sees more vectors in the public key.
In the proof below we use the following simple facts about &;:

Totality and uniformity. For any secret key sk with public key ¢ and any
element p, if a ciphertext & decrypts to p using sk, then £ is a possible output of
E(®, 1), i.e. a valid encryption of u. Furthermore, all possible outputs of E(®, 1)
are equally likely.

Public-key blinding. Let & € GUTDXU+D) he a public key for some se-
cret key sk and let R be a random invertible matrix, R <~ GLy.1(Z,). Then
blind-pk(®) := R® is a uniformly random public key for sk. Furthermore, en-
cryption with @ and with R® produce the same distribution of ciphertexts.

Ciphertext blinding. Let & € GUHD*(H+1) he a public key, and let € be any
encryption of u € G with respect to ®@. Let r & Zéx(zﬂ) be a random row

vector, then blind-ct(®, €) := r @ + £ draws uniformly at random from E(®, p).

Total blinding. If instead of being a valid public key, @ is a matrix of full rank
¢+ 1, then the output of blind-ct(®, £) is uniformly random in G'*(¢+1),

Self-referential encryption. Let sk = (v1,...,7)" € G* be a secret key with
public key @. Denoting by e; € {0,1}* the unit vector with 1 in position i and
0 elsewhere, we have that (761' 0) is an encryption of the secret-key element -;
with respect to ®.

Plaintext homomorphism. Let f(p) = a- p + (8 be an affine function from
G" to G. Fix some vector pu € G", let @ be a public key, and let = € G™*(¢+1)
be a matrix whose i’th row is an encryption of p; with respect to @. Then
aZ + (0% 3) is an encryption of f(u) with respect to &.

Secret-key homomorphism. Let s € {0,1}* be used for a secret key with

public key @, and let & < E(®, 1) be an encryption of an element u € G. Let
f(x) = Az 4 b be an invertible affine function from Z to Z., and set

My = (oﬁe l1)> so that My (27 1) = (f(=)"1)"
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Suppose that f(s) € {0,1}¢ (so f(s) can be used for a secret key). Then @Mf’l
is a public key for f(s), and M s an encryption of y with public key ¢ M n L
In particular, extend the xor function @ to Z, x {0,1} — Z, by

z@0:=2z and z®1:=1—x

and extend it to vectors by applying it element-wise. Then for a fixed a € {0, 1},
the function f(s) := s@® a is an affine function, so we can compute a public key
and ciphertext vectors for s @ a from a public key and ciphertext vectors for s.

&1 Is KDM-Secure with Respect to C,,¢

Theorem 2. For any Cn¢e-KDM-adversary A against £ there exists a DDH-
adversary B (whose running time is about the same as that of A) such that

KDM®™ Adv[A, &] < (2¢ — 1) DDH Adv[B, G] + 1/q

Proof. We present this proof as a series of games, and we let w; denote the
probability that the adversary wins Game 3.

Game 0. This game is identical to the C,-KDM-security game defined in Sec-
tion 211 By definition,

1
‘wo — 2‘ = KDM®™ Adv[A, &] (3)

Game 1. Game 1 looks the same as Game 0 to the adversary, but the challenger
does not use the secret keys internally. For setup:

— The challenger generates a secret key s < {0, 1}* with public key @, and then
“forgets” s. That is, the challenger does not use s for the rest of Game 1.

— The challenger chooses n random vectors ar, . . ., @, < {0,1}*. Tt then pro-
duces a view to the adversary that is consistent with the n secret keys
sk; := (s @ a;)y, but without ever using the “forgotten” s.

— For each ¢ € [1,n], the challenger uses the secret-key homomorphism
and public-key blinding properties of £ to generate a uniformly random
public key pk; for sk; from (2, a;).

For brevity, let o := ( sky |sky | ... | sk, )7 denote the concatenation of the
encoded secret keys (but the challenger does not use the value of o). To compute
E(pk;, f(o)) for an affine function f in Cy:

— For each j € [1,n], the challenger uses the self-referential encryption
property to generate an encryption E(pkj,,u) for every element u € skj,
and uses secret-key homomorphism to transform it into an encryption
under pk;, E(pk;, i).

— The challenger concatenates these to obtain a matrix = of encryptions under
pk; of all the elements in o.
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— The challenger uses the plaintext homomorphism property to generate
an encryption & «— E(pk,, f(o)).
— The challenger sends blind-ct(pk;, €) to the adversary.

The distribution of secret keys, public keys and ciphertexts is identical to
Game 0, so
w1 = Wo (4)

Informally, the challenger has used a single public key @ to generate an entire
clique of ciphertexts, without knowing any of their secret keys. It remains to
show formally that this gives the adversary no useful information.

The remaining games will be identical to Game 1, except that the initial public
key @ will be computed differently.

Game 2. In Game 2, the challenger does:
w & Rk (GUFX) and @ (¥ -ws) € GEFDXHY

This is the same procedure used in Game 1, except that now ¥ has rank 1 instead
of rank ¢. Lemma [Tl tells us that there is a DDH-adversary B, running in about
the same time as A, such that

|wy —wyi| < (¢ —1)DDHAdv[A, G] (5)
Note that ¥ here may be computed by choosing random nonzero vectors 1 <
G!*landr & Zg and setting ¥ « 1 xr. Thus we see that & = 1 x (rT —r- S)T
is (1/g)-uniform in Rk (GHD*HD) by Corollary [
Game 3. Since @ is (1/g)-uniform in Rk; (GU+D*(+D) we can replace it by
a random matrix in Rky ((G(Hl)x(”l)). Thus, Game 3 is the same as Game 2,
except that @ < Rk, (G(“l)x(“l)). Then

lws —wa| < 1/q (6)

Note that in Game 3 the secret s is not used anywhere.

Game 4. Game 4 is the same as Game 3, except that & <~ Rk, (G+D>* (D),
By the total blinding property of &1, the ciphertexts returned to the adversary
are all uniformly random, regardless of the challenger’s bit b. Therefore,

1

wy = (7)

On the other hand, by lemma [ there exists a DDH-adversary B, running in
about the same time as A, such that

|wg —ws3| < {DDH Adv[B, G] (8)
Combining equations (B through (), we find that
KDM®™ Adv[A, &] < (2¢ — 1) DDHAdv([B,G] + 1/q
This completes the proof of Theorem O
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&€ Is KDM-Secure with Respect to C,,¢. We now deduce the KDM-security
of £ from that of &;.

Lemma 3. For any Cpo-KDM adversary A against €, there is a DDH-adversary
By and a C,o-KDM adversary B against £1, both running in about the same time
as A, such that

KDM®™ Adv[A,&] < (¢ — 1) - DDH Adv[B;, G] + KDM™ Adv[B,, & ]

Proof. We present the proof as a series of games. Let w; denote the probability
that the adversary A wins Game 3.

Game 0. Game 0 is identical to the C,,,-KDM-security game with respect to &£
defined in Section 21l By definition,

’wo - ;‘ = KDM™ Adv[A, €]

Game 1. Game 1 is the same as Game 0, except that the challenger generates
public keys and encryptions in a different but equivalent way. Specifically,

— The challenger chooses a random rank-1 matrix ¥ & Rkq (G(“‘l)xe).

— The challenger chooses n secret keys s; < {0,1}¢, fori = 1,...,n. It creates
the corresponding n public keys as follows. For i € [1,n] generate the public

key pk; by choosing two random invertible matrices L; & GL¢+1(Zg) and
R; & GLy(Z,) and setting

WZ‘ — LZ' WO RZ' and pki = jS — (JIZ —!Pisi).

Note that the matrix ¥; is a uniformly random rank-1 matrix and is inde-
pendent of ¥.

— For each ¢ € [1,n], the challenger chooses a random nonzero row of the
public key @;, and sends it to the adversary as the E-public-key ¢;. This
row is nonzero, random and orthogonal to s; by construction, so it is a valid
public key for s; under €.

— When answering queries, instead of encrypting a message p with ¢; under
the system &, the challenger encrypts it under & using @; as the public key.
In other words, it responds with R®; + (0 p) where R <~ ZZX(ZH). Note
that @; is not a valid public key for £, but only because it has rank 1 instead
of rank /.

Because @; has rank 1, all rows of @; are multiples of ;. Therefore, the dis-
tributions of ciphertexts r x ¢; + (0 u) under £ and R®; + (0 u,) in Game 1
are identical. The distributions of public and secret keys are also identical, so
the attacker sees the same distribution of messages as in Game 0. As a result,
w1 = wo-

Game 2. Game 2 is the same as Game 1, except that the challenger chooses
W, < Rky (G(“l)”) so that @ is a random, valid public key under &;. This
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is the only difference between Games 1 and 2. By Lemma [I there is a DDH
adversary By, running in about the same time as A, such that

‘wg — wl\ § (E - 1) DDHAdV[BhG]

At this point the attacker is attacking &1, with all but one row of the public keys
hidden. Call this process Bs; then

’wz — ;‘ = KDM™ Adv(Bs, &]

so that
KDM®™Adv[A, £] < (£ — 1) DDH Adv[B;, G] + KDM®™ Adv[Bs,, £]
as claimed. O

Theorem [Il now follows by combining Theorem ] with Lemma, O

4 Extensions

Security under the linear assumption. The linear assumption, introduced in ﬂﬂ],
is a weaker assumption than DDH. Weaker versions of the linear assumption were
studied in [14,[20]. The proof of Theorem [ generalizes easily to use these weaker
versions of the linear assumption. In particular, to use the r-linear assumption
one need only change the value of ¢ to £ := [(r + 2) log, ¢]. This hurts efficiency,
but bases security on a weaker assumption. Note that the DDH assumption is
identical to the 1-linear assumption.

Shrinking the ciphertext and secret keys. Ciphertexts and secret keys in our
system contain ¢ := [3log, ¢] elements in G where ¢ = |G|. This size of ¢ is
chosen so that secret keys have sufficient entropy to make the distribution in
Corollary Ml be (1/¢)-uniform.

Recall that the secret key sk in our system is an encoding of a vector s €
{0,1}¢, namely sk; := g% for i = 1,...,£. The vector s had to be binary for
two reasons. First, during decryption we need to recover s from its encoding sk.
Second, the proof of Theorem B relied on the fact that a vector s € {0,1}* can
be mapped to a random vector in {0,1}* using an appropriate random affine
map (i.e. by xoring with a known random vector in {0, 1}¢, which is an affine
map).

Let T be the set of ¢-tuples that contains all ¢! permutations of (1,2,...,¢).
It is not hard to see that T satisfies the two properties mentioned above: (1)
if we encode an /-tuple in T' by exponentiation as before then decoding can be
done efficiently during decryption, and (2) an element s € T' can be mapped to a
random element in 7" by the appropriate random affine transformation, namely a
random permutation matrix. Hence, the proof of the main theorem (Theorem [I])
will go through unchanged if algorithm G chooses s at random in the set T
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Since the set T is larger than the set {0,1}* — the former is of size ¢! while the
latter is of size 2 — we can use a smaller value of ¢ and still satisfy the entropy
bounds of Corollary [[l In particular, it suffices to choose

0 [ 4.5log, q

—‘ so that ¢! > ¢°
log, log, g

This shrinks ciphertexts and secret keys by a factor of O(loglogq) over the
original system.

5 One-Way Encryption That Is Not 2-Circular Secure

Beyond constructing encryption systems for which we can prove circular security,
one may ask the more fundamental question of “what does it really take” to get
circular security. For example, can we obtain circular-secure encryption from
CPA-secure encryption? Recent work casts doubt on our ability to prove such
implications using standard tools ﬂﬂ], but does not shed light on the deeper
question of the truth of it. In fact, today we cannot even rule out the possibility
that every CPA-secure system is also n-circular secure for all n > 2.

In this section we try to make some progress toward ruling out this possibility.
Ideally, one would like to exhibit a CPA-secure system that is not (say) 2-circular
secure. Unfortunately, we did not find a candidate system. Instead, we show a
weaker example of a one-way encryption system that breaks completely once an
n-cycle of encryptions is published (for any n).

One-way encryption is a very weak notion of security, requiring only that
an attacker cannot recover the entire plaintext after seeing the ciphertext. A
little more precisely, an encryption scheme (G, E,D) is one-way secure if for a
random public key pk and an encryption of a random message, ¢ < E(pk,m)
for m & M, no feasible adversary can recover m from (pk,c), except with
insignificant probability.

Let £ = (G,E,D) be a one-way secure system for message space M, and we
assume that the secret keys are contained in M. Consider an encryption scheme

& = (G, E, D) that operates on pairs of messages (i.e., has message space M x M ).

Key generation. Run G twice to generate two public/secret keys pairs (pky, sk )
and (pk,, sky). Output pk := pk; as the public key and sk := (skj, sk) as the
secret key.

Encryption. An encryption of a message (mj,mz) under pk = pk, is the pair
(ml’ Epkl (m2)) . _

Decryption. Given a ciphertext (a,b) and secret key sk = (skq,sks), output
the pair (a, Dy, (b)).

Claim 3. The system & above is a one-way encryption system if £ is. However,
an attacker seeing an encryption cycle (of any size) can find all the secret keys
1nvolved.
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The proof is straightforward, and is omitted here. The “However” part follows
since an adversary seeing an encryption of a secret key (sky, sko) under any public
key gets sk; in the clear, and therefore can decrypt any message encrypted under
the public key corresponding to (ski,sks).

Remark: In £ the first half of the plaintext is transmitted in the clear. One can
partially hide this part too, as follows:

Assume that we have a one-way permutation f on secret-keys of £, and more-
over that f is defined and is one-way on the entire message space of £. Further
assume that from any secret key we can efficiently compute a corresponding
public key (which we denote by writing pk = P(sk)). Then define a system
£ = (G,E, D) as follows:

Key generation. Run G twice to generate two public/secret keys pairs (pk;,
skq) and (pksy,sks). Output pk := P(f(sky)) as the public key and sk :=
(ski,sks) as the secret key.

Encryption. Anencryption of (m1, ms) under pk is (f(m1), Ei(ma), Er;k(mg)).

Decryption. Given a ciphertext (a, b, ¢) and secret key sk = (sky, sky), compute
sk = f(skq) and output the pair (Dgk(b), Dek(c)).

Again, proving a claim analogous to Claim [3is straightforward.

6 Conclusions

We presented the first encryption system that can be proved to be n-circular
secure under chosen-plaintext attack in the standard model. Security is based
on the Decision Diffie-Hellman assumption and holds even if the adversary is
given affine functions of the secret keys. In addition, we constructed in Section [
a simple system that is weakly secure, but breaks completely once a key-cycle is
published.

An important remaining problem is to obtain circular security against chosen
ciphertext attacks. Other interesting problems are to improve the performance of
our system, and to construct a semantically secure system that becomes insecure
once an n-encryption cycle is published.
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Abstract. In this paper we introduce the notion of a Public-Key En-
cryption Scheme that is also a Locally-Decodable Error-Correcting Code
(PKLDC). In particular, we allow any polynomial-time adversary to read
the entire ciphertext, and corrupt a constant fraction of the bits of the
entire ciphertext. Nevertheless, the decoding algorithm can recover any
bit of the plaintext with all but negligible probability by reading only a
sublinear number of bits of the (corrupted) ciphertext.

We give a general construction of a PKLDC from any Semantically-
Secure Public Key Encryption (SS-PKE) and any Private Information
Retrieval (PIR) protocol. Since Homomorphic encryption implies PIR,
we also show a reduction from any Homomorphic encryption protocol to
PKLDC.

Applying our construction to the best known PIR protocol (that of
Gentry and Ramzan), we obtain a PKLDC, which for messages of size n
and security parameter k achieves ciphertexts of size O(n), public key of
size O(n + k), and locality of size O(k?). This means that for messages
of length n = w(k®T¢), we can decode a bit of the plaintext from a cor-
rupted ciphertext while doing computation sublinear in n.

Keywords: Public Key Cryptography, Locally Decodable Codes, Error
Correcting Codes, Bounded Channel Model, Chinese Remainder Theo-
rem, Private Information Retrieval.

1 Introduction

Error correction has been an important field of research since Shannon laid
the groundwork for a mathematical theory of communication in the nineteen
forties, and active research continues until this day. An error correcting code is
a pair of algorithms C' and D such that given a message x, C'(z) is a codeword
such that, given a string y, if the Hamming Distance between d(C(x),y) is
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“small”, then D(C(z)) = . When speaking of an error correcting code, two of
its most important characteristics are the information rate, which is the ratio

of the message size to the codeword size Clﬂ)l, and the error rate which is the

smallest € such that if d(C(x),y) > €|C(z)| then D(C(x)) fails to recover x
uniquely. Since the field’s inception, many codes have been found that exhibit
both constant information rate, and constant error rate, which, in a sense, is
optimal. These codes all share the property that to recover even a small portion
of the message = from the codeword y, the receiver must decrypt the entire
codeword. In [I], Katz and Trevisan posed the question: can codes be found
in which a single bit of the message can be recovered by decoding only a small
number of bits from the codeword? Codes of this type are called locally-decodable,
and would be immensely useful in encoding large amounts of data which only
need to be recovered in small portions, for example any kind of database or
archive. Currently the best known locally-decodable codes are due to Yekhanin
[2]; they can tolerate a constant error rate, but achieve only slightly better than
exponentially small information ratedl.

In 1994, Lipton examined the notion of error-correction in the computation-
ally bounded channel model [3]. In this model, errors are not introduced in
codewords at random, but in a worst case fashion by a computationally bounded
adversary who can corrupt up to a constant fraction of the entire codeword.
This realistic restriction on the power of the channel allowed for the introduc-
tion of eryptographic tools into the problem of error correction. In Lipton [3]
and Gopalan, Lipton, Ding [4] it was shown how, assuming a shared private key,
one can use hidden permutations to achieve improved error correcting codes in
the private key setting. Recently, Micali, Peikert, Sudan and Wilson used the
computationally bounded channel model to show how existing error correcting
codes could be improved in the public-key setting [5]. After seeing the dramatic
improvement of error-correcting codes in the computationally bounded channel
model, a natural question then becomes whether locally-decodable codes can
also be improved in this model.

The first progress in this setting was by Ostrovsky, Pandey and Sahai [0],
where they construct a constant information-rate, constant error-rate locally-
decodable code in the case where the sender and receiver share a private key.
This left open the question whether the same can be accomplished in the Public-
Key setting, which does not follow from their results. Indeed, a naive proposal
(that does not work) would be to encrypt the key needed by [6] separately and
then switch to the private-key model already solved by [6]. This however leaves
unresolved the following question: how do you encrypt the private key from [6]
in a locally-decodable fashion? Clearly, if we allow the adversary to corrupt a
constant fraction of all the bits (including encryption of the key and the message),
and we encrypt the key separately, then the encryption of the key must consume
a constant fraction of the message, otherwise it can be totally corrupted by an
Adversary. But if this is the case all hope for local decodability is lost. Another

. . . 1/ loglogn
! Yekhanin achieves codewords of size 2"

there exist infinitely many Mersenne primes.

for messages of length n, assuming
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suggestion is to somehow hide the encryption of the key inside the encryption
of the actual message, but it is not clear how this can be done.

A more sophisticated, but also flawed, idea is to use Lipton’s code-scrambling
approach [3]. In his paper, Lipton uses a private shared permutation to “scram-
ble” the code and essentially reduce worst-case error to random error. A first
observation is that we can use PIR to implement a random permutation in the
public-key setting. We would then proceed as follows: the receiver would gen-
erate a random permutation o € S,., and the receiver’s public key would be a
set of PIR queries Q1,...,Q,, where Q; is a PIR query for the o(i)th block of
an r block database, using some known PIR protocol. The sender would then
break their message = into blocks, x1,...,x,, apply standard error correction
to each block, calculate the @q,...,Q, on their message, apply standard er-
ror correction to each PIR response R; = @Q;(ECC(z)), and send the message
ECC(Ry),...,ECC(R,). If ECC and PIR have constant expansion rates, as is
the case with many ECCs and the Gentry-Ramzan PIR [7], the resulting code
has only constant expansion rate. But an adversary can still destroy a single
block, by focusing damage on a single PIR response. If we add redundancy by
copying the message ¢ times, and publishing ¢r PIR queries, the adversary can
still destroy a block with non-negligible probability by destroying constant num-
ber of blocks at random, and with non-negligible probability the adversary will
destroy all ¢ responses corresponding to the same block, and the information
in that block will be lost. Recall that we demand that no bit of information
should be destroyed except with negligible probability. Hence this method does
not work. Of course, this can be fixed by increasing the redundancy beyond a
constant amount, but then the codeword expansion becomes more than constant
as does the public key size. Thus, this solution does not work, and new ideas are
needed. Indeed, in this paper, we use PIR to implement a hidden permutation,
but we achieve a PKLDC which can recover from constant error-rate with only
constant ciphertext expansion.

1.1  Previous Work

The first work on error correction in the computationally bounded channel model
was done by Lipton in [3]. In Lipton [3] and Gopalan, Lipton, Ding [4] it was
shown how to use hidden permutations to achieve improved error correcting
codes in the private key setting. In [5], Micali, Peikert, Sudan and Wilson demon-
strate a class of binary error correcting codes with positive information rate, that
can uniquely decode from é — € error rate, under the assumption that one-way
functions exist. These codes decode from an error rate above the proven upper
bound of }1 — ¢ in the (unbounded) adversarial channel model. The first ap-
plication of the computationally bounded channel to Locally Decodable Codes
was given by Ostrovsky, Pandey and Sahai [6], although their work was in the
private-key setting, and does not extend to the public-key setting.

In addition to extending the work in the computationally bounded channel
model, our work draws heavily from the field of Computational Private Infor-
mation Retrieval (PIR). The first computational PIR protocol was given by
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Ostrovsky and Kushilevitz [8], and since then there has been much progress. For
a survey of work relating to computational PIR see [0].

1.2  Our Results

In this paper, we present a general reduction from semantically-secure encryp-
tion and a PIR protocol to a Public Key Encryption system with local decod-
ability (PKLDC). We also present a general reduction from any homomorphic
encryption to a PKLDC. In §8lwe present the first Locally Decodable Code with
constant information-rate which does not require the sender and receiver to share
a secret key. To achieve this, we work in the Computationally Bounded Channel
Model, which allows us to use cryptographic tools that are not available in the
Adversarial Channel Model. Our system presents an improvement in communi-
cation costs over the best codes in the information-theoretic setting. We create
codes with constant information-rate, as compared with the best known locally
decodable codes [2] in the information-theoretic setting which have an almost
exponentially small information rate.
Informally, our results can be summarized as follows,

Main Theorem (informal). Given a computational PIR protocol with query
size |Q|, and response size | R| which retrieves dk bits per query, and a semantically-
secure encryption scheme, there exists a Public Key Locally Decodable Code which
can recover from a constant error-rate in the bits of the message, which has public
key size O(n|Q|/(dk?) + k) and ciphertexts of size O(n|R|/(dk?)), where n is the
size of the plaintext and k is the security parameter. The resulting code has locality
O(|R|k/d), i.e. to recover a single bit from the message we must read O(|R|k/d)
bits of the codeword.

Combining the main theorem with the general reduction from homomorphic
encryption to PIR, we obtain

Corollary 1. Under any homomorphic encryption scheme which takes plain-
texts of length m to ciphertexts of length am, there is a Public-Key Locally
Decodable Code which can recover from a constant error-rate in the bits of the
message, with public key size O(nkBYn) and ciphertexts of size O(na®~1k), for
any B € N, where n is the size of the plaintext and k is the security parameter.
The resulting code has locality O(a®~1k2), i.e. to recover a single bit from the
message we must read O(aP~1k?) bits of the codeword.

We can further improve efficiency if we have a Length-Flexible Additively Homo-
morphic Encryption like Damgard-Jurik [10], using this cryptosystem we obtain

Corollary 2. Under the Decisional Composite Residuousity Assumption [11)]
there is a Public-Key Locally Decodable Code which can recover from a constant
error-rate in the bits of the message, with public key size O(nlog®(n) + k) and
ciphertexts of size O(nlog(n)), where n is the size of the plaintext and k is the
security parameter. The resulting code has locality O(k?log(n)), i.e. to recover
a single bit from the message we must read O(k*log(n)) bits of the codeword.
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We also give a specific construction of a system based on the ¢-hiding assumption
first introduced by Cachin, Micali and Stadler in [I2], and later used by Gentry
and Ramzan in [7]. Under this assumption we obtain

Corollary 3. Under the Small Primes ®-Hiding Assumption there is a Public-
Key Locally Decodable Code which can recover from a constant error-rate in the
bits of the message, with public key size O(n) and ciphertexts of size O(n), where
n is the size of the plaintext and k is the security parameter. The resulting code
has locality O(k?), i.e. to recover a single bit from the message we must read
O(k?) bits of the codeword.

Note that in full generality, our main result requires two assumptions, the exis-
tence of a PIR protocol and a semantically-secure encryption protocol. In prac-
tice, however, two separate assumptions are usually not needed, and all the
corollaries apply under a single hardness assumption.

Our construction does have a few disadvantages over the information-theoretic
codes. First, our channel is computationally limited. This assumption is fairly
reasonable, but it is also necessary one for any type of public key encryption. In
[5], Micali et al. show that if a true adversarial channel exists, which can always
introduce errors in a worst-case fashion, then one-way functions cannot exist.
Second, our code has a larger “locality” than most information-theoretic codes.
For example, in Yekhanin’s Codes, the receiver is only required to read three
letters of the codeword to recover one letter of the message. In our code in Al
the receiver must read O(k?) bits to recover 1 bit of the plaintext, where k is the
security-parameter. It should be noted, however, that to maintain the semantic
security of the cryptosystem, the receiver must read w(log k) bits to recover any
single bit of the message. It is an interesting question whether the locality of our
code can be reduced from O(k?) to O(k). For long messages (i.e. n = w(k*1))
our code still presents a very significant improvement in locality over standard
error correcting codes.

2  Computationally Locally Decodable Codes

2.1 Modelling Noisy Channels

When discussing error correcting, or locally-decodable codes, it is important to
consider how the errors are introduced by the channel. While it may be natural
to assume the errors are introduced “at random”, small changes in the exact
nature of these errors can result in substantial changes in the bounds on the
best possible codes.

The first definition of a noisy channel is due to Claude Shannon [13]. Shannon
defined the symmetric channel where each message symbol is independently
changed to a random different symbol with some fixed probability, called the
error rate. An alternative definition of a noisy channel is Hamming’s adversarial
channel, where one imagines an adversary corrupting bits of the message in a
worst-case fashion, subject only to the total number of bits that can be corrupted
per block.
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In 1994, Lipton [3] observed that the adversarial channel model assumes that
the adversarial channel itself is computationally unbounded. In that paper, Lip-
ton proposed a new model of computationally bounded noise, which is similar
to Hamming’s adversarial channel, except the adversary is restricted to compu-
tation which is polynomial in the block length of the code. This restriction on
the channel’s ability to introduce error is a natural one, and it is implied by the
existence of any one-way function [5]. Throughout this paper, we use Lipton’s
model.

2.2 Definitions

We use the standard definition of computational indistinguishability for public
key encryption, where we also view the size of the plaintext as a function of the
security parameter. That is, we set the plaintext = to be of length k%, where k
is the security parameter and a > 1.

The primary difference between our definition and the standard definition of
semantic security is the local decodability property of the cryptosystem. Roughly,
this says that given an encryption ¢ of a message =, and a corrupted encryption
¢’ such that the hamming distance of ¢ and ¢’ is less than §|c|, the time it takes
the decoder to decode any bit x; of the plaintext = from ¢’ is much shorter than
the length of the message, and does not increase as the message length increases.

Definition 1. We call a Public Key Cryptosystem semantically-secure (in the
sense of indistinguishability) and é-computationally locally-decodable if there is
a triple of probabilistic polynomial-time algorithms (G, E, D), such that for all k
and for all o sufficiently large

- (PK,SK) — G(1*,a),

— ¢« E(PK,x,r) (where |z| = k% is a plaintext message of length polynomial

in k, and r is the randomness of the encryption algorithm);
— b «— D(SK, 1)

so that for all probabilistic polynomial-time adversaries A, A’:

Pr{(PK, SK)—G(1¥, a):{a”, 2’ 7} A(PK); A/ (B(PK, o, r), ) =H < | +v(}),
where x° and x' must both be of length k®, and the probability is taken over
the key generation algorithm’s randomness, b, randomness r used in the encryp-
tion algorithm E and the internal randomness of A and A’ 2] Furthermore, it is
computationally, locally-decodable. That is, for all probabilistic polynomial-time
adversaries A" and A",

Pr{(PK, SK) — G(1*,a); (z,7) « A"(PK);
c— E(PK,z,r);{c,i} «— A" (c,7) :
D(SK,c i) = z;] > 1 —v(k),
2 As is standard practice, we allow the adversary A to pass state information +, which

could include information about the plaintexts z°,z!, which might be of use in
determining which plaintext is encrypted by E(PK,z° r).
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where x; denotes the ith bit of x, x must be of the length k%, ¢ and ¢ must be of
the same length and the hamming distance between ¢’ and ¢ is at most é|c|, and
where the probability is taken over the key generation algorithm’s randommness,
the randomness r used in the encryption algorithm E and the internal random-
ness of both A" and A"'. The information-rate is Ilngll and we call the decryption
algorithm locally-decodable if its running time is o(k%), and the efficiency of the
local decodability is measured as a function of k and «.

3 Building Blocks

Our construction relies on a number of standard cryptographic tools and for
completeness we briefly review them here.

3.1 Private Information Retrieval

A computational Private Information Retrieval protocol (PIR) is a protocol in
which a user or client wants to query a position from a database, while keeping
the position queried hidden from the server who controls the database. In partic-
ular the user generates a decryption key Dprgr, picks a position j and generates
a query Q;. Then, given @;, the server who has a database (or message) =, can
execute query (); on x and obtain a response R;. The privacy requirement is
that the server cannot guess the position j with probability noticeably greater
than random. The correctness requirement is that given Dprr, and R; the user
can correctly recover the jth position of the message x. The efficiency of a PIR
protocol is measured in the communication complexity, i.e. the sizes of @ and
R. Currently, the most efficient PIR protocol is that of Gentry and Ramzan [7],
which has |Q| = |R| = O(k) where k is a security parameter, and each query
successfully retrieves approximately k/4 bits of the message x.

Formal definitions and concrete constructions of computational Private Infor-
mation Retrieval protocols can be found in [7], [8], [12], [I4] or [15] .

3.2 Semantically-Secure Public Key Encryption

Our construction requires a semantically-secure encryption protocol, SSE. The
only requirement we make on the protocol SSE, is that for a message x, |SSE(z)|=
O(]z|). For concreteness, we assume |SSE(z)| = ¢1|z| for some constant ¢;. This
is achieved by many cryptosystems for example [I1], [I0], [16], [I7], or the &-
hiding based scheme in described §5.11

To avoid making additional intractability assumptions, it is natural to choose
a hardness assumption that yields both a semantically-secure encryption pro-
tocol as well as a PIR protocol. In practice this is almost always the case, for
example Paillier’s Cryptosystem [I1] and Chang’s PIR [I5], or Gentry-Ramzan
[7 (or Cachin-Micali-Stadler PIR [12]) and the encryption protocol outlined in
Section Bl Tt is also worth noting that since [14] shows that any homomorphic
encryption protocol immediately yields a PIR protocol, if we have a homomor-
phic encryption, we need not make an additional assumption to obtain a PIR
protocol.



Public-Key Locally-Decodable Codes 133

3.3 Reed-Solomon Codes

The Reed-Solomon Error Correcting Code (RS-ECC) works as follows: first we
fix a prime p of length k, and all computations are done in the field Z/pZ.
Then, given a plaintext x of length n, we represent x as a polynomial f, of
degree n/k — 1 over Z/pZ. This can be done in many ways, perhaps the simplest
is to break x into blocks of size k and view these as the coefficients of f,.
Then, the encoding of = is simply the evaluation of f, at a number of points in
Z/pZ. We need at least n/k evaluations to uniquely determine a polynomial of
degree n/k — 1, the RSECC adds redundancy by evaluating f, at more points,
RSECC(z) = (fz(1),..., fz(pn/k)) for some p > 1. For distinct plaintexts x,y,
we have f, — f, # 0. Since a nonzero polynomial of degree n/k — 1 has at most
n/k — 1 zeros, and RSECC(z) and RSECC(y) must have hamming distance at
least (p — 1)n/k + 1, this code can recover from (p — 1)n/(2k) errors in the
evaluation points, i.e. it can recover from an error rate of % — 21p in the digits of
the code.

From now on we will view RSECC(z) as a pn/k-tuple which can be successfully

decoded from an error rate of , — , in its digits.

3.4 Binary Error Correction

A desirable property of any error-correcting code is the ability to recover from
a constant fraction of errors among the bits of the codeword. A drawback of
many error-correcting codes, and locally-decodable codes, is that they are defined
over large alphabets, and can only recover from a constant fraction of errors in
the alphabet of the code. The natural alphabet of the RSECC described above
is the field Z/pZ. In practice, all these codes are implemented on computers,
where the natural alphabet is {0,1}. Thus when we say that a code like the
Reed-Solomon code can tolerate a constant fraction of errors, we mean a con-
stant fraction of errors in their natural alphabet. In the Reed Solomon code, if
one bit of each evaluation point is corrupted, there are no guarantees that the
message will not be corrupted. Binary error correcting codes do exist, but they
are generally not as efficient as codes over larger alphabets.

To allow our code to tolerate a constant fraction of errors in the bits of the
ciphertext, we will make use of a binary error correcting code ECC, with two
properties. First, |[ECC(z)| = co|z| for some constant ¢z, and second ECC can
recover from an error-rate of , —& in the bits of ECC(z). Such codes exist, for § >
411 in the unbounded adversarial channel model, and 6 > 0 in the computationally
bounded channel model. See the full version of this paper for a more in-depth
discussion.

4  Construction

4.1 High Level Outline of Our Construction

A public key will be a list of ¢t PIR queries @)1, ..., @, along with the public key
to the semantically-secure encryption SSE. The private key will be the private
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key for the semantically-secure encryption, the private key for the PIR protocol
and a permutation o € S; such that @); is a query for the o(j)th position of
the message. To encrypt an n-bit message X, we first divide X into r blocks
X1,...,X,, then we encrypt each block using our semantically-secure encryp-
tion (this can be done by further subdividing the block if necessary). Then we
encode each block using the Reed-Solomon code, thus obtaining a list of evalu-
ation points that constitute the Reed-Solomon encoding of this block. Next, we
concatenate the evaluation points for all the blocks, and, treating this list as a
single database, we evaluate all ¢ PIR queries on it. Finally, we encode each PIR
response with a standard binary error correcting code ECC.

In more detail, we assume that when we evaluate a PIR query @ on a mes-
sage X, the PIR response R encodes dk bits of X where k is our security
parameter and d depends on the specific PIR protocol used. For example the
Gentry-Ramzan protocol has d ~ }1, while a PIR protocol like [12] which only
retrieves a single bit at a time has d = 1/k. Next, we fix a prime p of length
k which will determine the base-field of the RSECC. Then, we set r = n/(¢k),
thus each block X; has |X;| = ¢k, where / is the parameter that will determine
the “spread” of our code. Next we encrypt each block X; using SSE, obtaining
SSE(X1),...,SSE(X,) where |[SSE(X;)| = ¢1£k. Then we encode each encrypted
block as c1pl field elements in Z/pZ using RSECC. Thus we can recover any
block X; as long as no more than % - 21p of the field elements that encode it
are corrupted. Finally, we concatenate all c¢17rpf field elements, thus at this point
our “database” is cirplk = cinp bits. Next we evaluate all ¢ queries Q1,...,Q:
on this database. Since we wish to retrieve all the information in X, we need
t = cinp/(dk). Thus we obtain ¢ PIR responses Ry, ..., R;. Finally, we send the
t-tuple (ECC(Ry),...,ECC(Ry)).

Thus our final encryption is of size ciconp|R;|/(dk). If |R;| ~ k as is case
in [12], [I5], [7, then our encryption will be of length ¢icopn/d. If we use the
PIR protocol in [7] then, d will be constant, thus our code will have constant
information rate. Notice that the spread parameter ¢ has no effect on the length
of the encryption. This encryption is error correcting because as long as no
more than é - 21 of the responses that encode a given block are corrupted,
the block can be recovered correctly by first decoding each point using ECC,
and then reconstructing the block using the RSECC. This cryptosystem is also
locally-decodable since to decrypt a given block, it suffices to read the C;IZZ PIR
responses that encode it.

4.2 Error Correcting Public Key Encryption

We now define a triple of algorithms G, E, D for our encryption scheme.

Key Generation: G(1*, ).

— Fix a prime p of length k.

— Generate public-key private-key pair for SSE, PKg, SKE.
— Generate a PIR decryption key Dp;pg.

— Generate a random permutation o € S;.
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Generate t PIR queries @1, ..., Q¢, where Q; queries the block of dk bits at
position (o(j) — 1)c1dk 4+ 1 of a ¢ynp bit database.

The public key will then be

PK = (PKg,Q1,...,Q4)

and the secret key will be

SK = (0’7 SKE7DPIR)

Thus the public key will be of length ¢|Q| + |SKg| = cinp|Q|/(dk). If we
use [7], then |Q| = k and d is constant, so assuming |SKg| = O(k), we obtain
|[PK|= O(n+k).

Encryption: given an n-bit message X,

Break X into r = ,; blocks X; of size (k.

Encrypt each block using SSE. If SSE can only encrypt strings of length k,
we simply divide X; into shorter strings, encrypt the shorter strings and then
concatenate the encryptions.

For each encrypted block, SSE(X;) we encode it as a list of ¢1 pf field elements
Zidy s Zieipe in Z/pZ using the RSECC.

Concatenate all the evaluations, creating X = ity ey Llerpls s Drds
Zy ey pt- Thus | X| = re1 plk = ¢ynp bits, and we run each PIR query {Q1, .. .,
Q+} on X receiving responses Ry, ..., R;. Since each PIR query recovers dk
bits, we will need ¢;/d queries to recover each field element Z.

Encode each R; individually using the binary error correcting code ECC.
The encryption is then the ¢-tuple (ECC(Ry),...,ECC(R:)).

Decryption: to recover the ith block, of a message X from the ¢-tuple
(ECC(Ry),...,ECC(Ry))

We wish to retrieve the encoding Z; 1, ..., Zj ., pe, which are the bits of X in
positions (i — 1)e1pl/d+1,. .. icipl/d, Thus we select the ¢1pl/d responses
that encode Xi, {ECC(RJ—l((i_l)clpg/d+1)), ey ECC(Rofl(iclpé/d))}-

Decode each ECC(R;) to obtain {Ro—1((i—1)e1pt/dt1)s - - s Ro—1 (i1 pe/d) }-
Decode each of the ¢;pl/d PIR responses R; to obtain Z; 1,..., Zj c, p-
Using the RSECC reconstruct SSE(X;) from Z; 1, ..., Z;i ¢, pe-

Decrypt SSE(X;).

Notice that to recover block X; we only need to read ¢jca|R|pf/d bits of the
encryption. In the Gentry-Ramzan PIR |R| = k and d = 1/4, so we are reading
only O(¢k) bits of the message. For correctness we will choose ¢ = k, thus in this
case our scheme will achieve locality O(k?).
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4.3 Local-Decodability

One of the most interesting features of our construction is the local-decodability.
To recover a small portion of the message X, only a small portion of the cipher-
text (ECC(Ry),...,ECC(R;)) needs to be decoded. During encryption the mes-
sage X is broken into blocks of length ¢k bits, and this is the smallest number of
bits that can be recovered at a time. To recover a single bit of X, or equivalently
the entire block X; that contains it, we must read ¢ pf/d blocks of the ciphertext
{ECC(Ry-1((i—1)erpt/dr1))s - - - ECC(Ro-1(ic, pesay) }- Since [ECC(R;)[ = c2| Ry,
we must read a total of c¢ice|R|pl/d bits. Since the probability of error will be
negligible in ¢, we will set ¢/ = k. Here ¢ and p are parameters that determine
the error-rate of our code.

Using the Gentry-Ramzan PIR, we have |R| = k and d = 1/4, so the locality
is O(k?). Using the Chang’s PIR [I5] based on Paillier’s cryptosystem [I1] we
have |R| = 2k and d = 1/2 so we achieve the same encryption size and locality,
although in this situation the public key size is O(n*/?) instead of O(n) in the
Gentry-Ramzan case.

4.4 Proof of Security

The semantic security of our scheme follows immediately from the semantic
security of the underlying encryption SSE. The full proof of the correctness
(i.e. local decodability) of our scheme requires some care. The formal proof can
be found in the full version of this paper. Here, we outline only the high-level
ideas of the proof. The structure of the proof is as follows. Given an encryption
(ECC(Ry),...,ECC(R:)), the outer ECC forces an adversary to concentrate their
errors among only a few R;. Thus, we may assume that the adversary is only
allowed to introduce errors into a constant fraction of the R;. Then, we note that
any polynomial-time adversary cannot tell which remainders R; encode which
block X; by the privacy of the PIR protocol. Thus any errors introduced in the
R; will be essentially uniform among the Z’s that make up the Reed-Solomon
encryptions. Next, we show that our code has sufficient “spread” so that errors
introduced uniformly among the R; will cluster on the R; encoding a given block
X, with only negligible probability. Finally, if the errors are not clustered among
the R; that encode a given block, we show that the RSECC will correctly recover
that block.
Thus we arrive at the following result

Main Theorem. Given a computational PIR protocol with query size |Q|, and
response size |R| which retrieves dk bits per query, and a semantically-secure
encryption protocol SSE, there exists a Public Key Locally Decodable Code which
can recover from a constant error-rate in the bits of the message, which has
public key size O(n|Q|/(dk?) + k) and ciphertexts of size O(n|R|/(dk?)), where
n is the size of the plaintext and k is the security parameter. The resulting code
has locality O(|R|k/d), i.e. to recover a single bit from the message we must read
O(|R|k/d) bits of the codeword.
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4.5 Extensions

For convenience, in our proof of correctness, we set the parameter p equal to 1/2.
It should be clear that this value is somewhat arbitrary and that by increasing p
we increase the error tolerance of the code along with the ciphertext expansion.
Similarly, in our proof we set the parameter £ to be the security parameter k. We
can change ¢, and an increase in ¢ corresponds to a decrease in the probability that
the channel succeeds in introducing an error, and a decrease in the locality of the
code. In particular our code fails with probability that is negligible in ¢, and the
smallest number of bits that can be recovered from the message is O(¢k).

Our protocol also benefits nicely from the idea of Batch Codes [I§]. Since
our protocol requires making multiple PIR queries to the same message, this
is an ideal application of Batch Codes, which can be used to amortize the cost
of making multiple PIR queries to a fixed database. By first “batching” the
message X in 1.2 we can significantly decrease server computation by slightly
increasing ciphertext expansion, or we can decrease ciphertext expansion by
paying a slight increase in server computation. It should be noted that batch
codes are perfect, in the sense that batching the message in this way does not
change the probability of correctness.

We can also increase the efficiency of our construction by further taking ad-
vantage of the bounded channel model. If in addition to the sender knowing the
receiver’s public key, we assume that the receiver knows the verification key to
the senders signature algorithm (a reasonable assumption since anyone receiving
messages from the sender should be able to verify them), our scheme benefits
nicely from the sign and list-decode methods described in [5]. The use of digi-
tal signatures before applying the RSECC or the binary ECC has the effect of
increasing the maximum tolerable error-rate, and decreasing the codeword ex-
pansion. Unlike the application of Batch Codes above, this sign and list-decode
technique will slightly increase the probability that a message fails to decrypt,
although it still remains negligible.

4.6 Constructions Based on Homomorphic Encryption

It was shown in [T4] that any homomorphic encryption protocol yields a PIR
protocol, thus our construction can be achieved based on any homomorphic
encryption protocol. In this situation, it is unnecessary to first encrypt each
block X; before applying the RSECC since the PIR protocol described in [I4]
is already semantically-secure. Thus the idea of coupling encryption and error-
correction is even more natural in this situation. Using the construction in [J]
to construct a PIR protocol from a homomorphic encryption protocol and then
applying our construction yields

Corollary 1. Under any homomorphic encryption protocol which takes plain-
texts of length m to ciphertexts of length am, there is a Public-Key Locally
Decodable Code which can recover from a constant error-rate in the bits of the
message, with public key size O(nkB¢/n) and ciphertexts of size O(na’~'k), for
any B € N, where n is the size of the plaintext and k is the security parameter.
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The resulting code has locality O(a®~1k?), i.e. to recover a single bit from the
message we must read O(a®~1k2) bits of the codeword.

Using a Length-Flexible Additively Homomorphic Encryption protocol such as
the one described in [I0] yields an even more efficient PIR protocol. Using the
methods outlined in [9] and applying our construction we arrive at the following
result

Corollary 2. Under the Decisional Composite Residuousity Assumption [11)]
there is a Public-Key Locally Decodable Code which can recover from a constant
error-rate in the bits of the message, with public key size O(nlog®(n) + k) and
ciphertexts of size O(nlog(n)), where n is the size of the plaintext and k is the
security parameter. The resulting code has locality O(k?log(n)), i.e. to recover
a single bit from the message we must read O(k?log(n)) bits of the codeword.

5 A Concrete Protocol Based on #-Hiding

We now present a concrete example of our reduction based on the Gentry-
Ramzan [7] PIR protocol. A straightforward application of our main construction
in Y22 already yields a PKLDC with public key size O(n) and constant cipher-
text expansion, but the Gentry-Ramzan PIR protocol has many nice properties
which can be exploited to simplify the construction and further increase the effi-
ciency of the protocol. The construction we present here differs from the straight-
forward application of our general reduction to the Gentry-Ramzan protocol in
two ways. First, we are able to integrate the basic semantically-secure encryp-
tion protocol into our construction, thus reducing the ciphertext expansion by
a constant factor, and eliminating the need for another hardness assumption.
Second, we use the Chinese Remainder Theorem Error Correcting Code (CRT-
ECC) instead of the Reed-Solomon code used in the general construction. This
is because the @-hiding assumption allows us to do hidden chinese-remaindering,
and so it is a more natural code to use in this context. This does not change the
arguments in any substantial way, since from the ring-theoretic perspective, the
CRT-ECC and the Reed-Solomon ECC are exactly the samel]

5.1 A $-Hiding Based Semantically-Secure Encryption Protocol

Here, we describe a simple semantically-secure public key encryption scheme,
BasicEncrypt that will be an essential building block of our construction. The
encryption protocol consists of three algorithms, G, F, D described below.

To generate the keys, G(1*) first selects a small prime-power 7, then generates
m € 'Hf, i.e. m = pq, where p,q €g P;E, subject to m | p — 1. The public key
will be PK = (g, m,m) where ¢ is a generator for the cyclic group G,,, and
SK = o(m) .

™

3 See the full version for a more detailed discussion of this point.
1 We use the notation €r to denote selecting uniformly at random from a set.
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To encrypt a message x € Z/nZ, we have
E(z) = ¢**™ mod m,

for a random r € Z/mZ. To decrypt, we do
D(y) = y#m/m — grelm)/m mod o(m) 11104y — (gwm)/w)m mod m,

then, using the Pohlig-Hellman algorithm to compute the discrete logarithm in
the group <g“p(m)/”>, we can recover x mod m = z. If ¢ is a small prime, and
7w = a, the Pohlig-Hellman algorithm runs in time cy/a. Thus the decryption
requires O(log(m/m)+cy/a) group operations in G, which is acceptable for small
primes a. In our locally decodable code, we will require multiple different prime
powers mq,...,m, and we will choose the small primes a, as the first primes,
ie. m = 5, my = 7%, 3 = 11°8. If we require ¢ prime powers m;, the Prime
Number Theorem implies that the largest a will be approximately ¢logt. Since
t will be less than the message length, n, v/a will be polynomial in the message
length, and hence polynomial in the security parameter k.

It is worth noticing that this scheme is additively homomorphic over the group
Z/7Z, although we do not have an explicit use for this property. When = = 2,
this is just Goldwasser-Micali Encryption [I9], for larger 7 it was described in
[20] and [21]. An extension of this scheme is described in [16].

While this protocol is not new, none of the previous descriptions of this pro-
tocol make use of the ®-hiding assumption, and instead their security is based
on some form of composite residuousity assumption, i.e. it is impossible to tell
whether a random group element h belongs to the subgroup of order 7 in G,
We are able to prove security under the @-hiding assumption because the @-
hiding assumption is strictly stronger than these other assumptions. The proof
that this protocol is semantically-secure under the @-hiding assumption is in the
full version [22].

5.2 Outline of Our #-Hiding Based Construction

We begin by fixing a list of ¢ prime powers {m,..., 7} as part of the public
parameters. For concreteness we choose w1 = 5%, my = 72, ... as in §5.11 A
public key will be a list of ¢ RSA moduli {m,...,m;}, such that each m; &-
hides some prime power 7;,. The Private key will be the factorizations of the m;,
more specifically ¢(mq),...,p(m;), along with a random permutation o € S;
such that m; ®-hides 7, ;). To encrypt a message X € {0, 1}", we first divide X
into blocks X; of size £k. Where k is the security parameter, and ¢ is a parameter
determining the “spread” of the code. As in the Gentry-Ramzan PIR scheme,
we view each block as a number in the range {0...2°}. Our public key will
be t = 7" RSA moduli {ml7 ...ymen } such that each modulus @-hides a prime
power m;. We will use s = fpé/d} ‘of the 7j to encode each block X;. Since
there are [n/fk] blocks, and for each block we use [pf/d] prime powers, we

use a total of j - pdz = ZT}; = t prime powers. The parameter p determines the
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redundancy of the CRT-ECC, hence increasing p increases the error tolerance
and also the ciphertext expansion. Recall that d is the information rate of the
Gentry-Ramzan PIR, so d is some fixed constant less than 1/4, for concreteness
we may assume d = 1/5. Exactly which prime is hidden by which modulus will
be chosen at random at the time of key generation, and is part of the receiver’s
secret key. For each block X;, the sender encrypts X; modulo the s prime powers
{7(i=1)s+1 - - Tis }, where each 7; is roughly of size dk. Notice here that we have
used p times as many moduli 7; as necessary to encode each block, thus for each
block X; we have effectively calculated an encoding of X; under the CRT-ECC

which can tolerate (1 -} ) fl corrupted modulil We do this for each block,

2 2p
and thus the resulting encryption is ’Zf - ¢ Tesidues. Since each residue is of size
k, the encryption of the whole message is now  ?¢ = " encryptions of size
) Yp g tk d dk yp

k. Finally, we encode each of the pn/(kd) encryptions independently using the
error correcting code in §34l So our final encryption is of size pcan/d bits, which
is a constant multiple of n. This encryption is error correcting because as long
as no more than é — 21p of the residues that encode a given block are corrupted,
the block can be recovered correctly by first decrypting each residue, and then
reconstructing the CRT-ECC. This cryptosystem is also locally-decodable since

to decrypt a given block, it suffices to decrypt the ‘Zf encryptions that encode it.

5.3 Error Correcting Public Key Encryption Based on #-Hiding

We now define a triple of algorithms G, E, D for our encryption scheme.

Key Generation: G(1*, ).

— Let p1,...,p; be primes with 5 < p; < pa < .-+ < pg, and choose e; =

L 410]; ij, thus e; is the largest integer such that log (p}’

d < }l. Set m; = pjj. To encrypt n-bit messages, we will need to choose
a—1

t = . Since we assume n = k%, this becomes ¢t = pkd
— Generate a random permutation o €z S, the symmetric group on ¢ elements.
— Generate moduli my, ..., m; such that m; € Hz”<”7 i.e. m; ®-hides 7, ;).
— Find generators {g;} of the cyclic groups {G,, }.

) < dk, for some

The public key will then be
PK = ((ghmla 7(1)’ ) (9t7 mhﬂ-t))’

and the secret key will be

s = (o LA,

To()y = To()

5 See the full version for a more in-depth discussion of the error tolerance of the
CRT-ECC.
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Encryption: given an n-bit message X,

— Break X into Zc blocks X; of size fk, and treat each X; as an integer in the
range {0...2%}.

— For block X;, we will use the s prime powers 7(;_1)s41, - -, Tis to encode X;.
Since the moduli m,-1((i—1)s41); - - -, Mo—1(is) that correspond to these 7’s is
unknown to the sender, he must apply the Chinese Remainder Theorem using
all the m;’s. Thus for each block X;, using the CRT, the sender generates
X, € [1,..., (71 - m)], such that

o X; modm; forjel(i—1)s+1,...,1is],

! 0 modw; forjell,...,(i—1)s]Ulis+1,...,t].

1

2p?

— The sender then sets X = Z““ X;. Thus for each j, X = X; mod T (j) for
the unique 4 such that (i — 1)s+ 1 < o(j) < is.

— For j € [1,...,t], generate a random r; €{0,...,m - -m )

Xrmeeme 4 m; for each j € {1,...,t}. Thus

To recover from error-rate é we set s = ‘if.

— Then calculate h; = =9,
h,j = F (X mod Wg(j)> = E(Xz mod 770(1))’

where (i —1)s +1 < 0(j) < is, and E is the encryption protocol described
in §5.11 At this point, partial information about the block X; is spread over
s of the h;’s.

— Apply the binary Error Correcting Code ECC to each h; individually.

— The encryption is then the ¢-tuple (ECC(hy),ECC(h2),...,ECC(hy)).

Decryption: to recover the ith block, of a message X from the t-tuple (hq, ..., hy)

— Select the s encryptions that encode X, {ECC(h-1((i-1)s41));- - - LECClo1(i5)}-
— Decode each ECC(h;) to find obtain {h,-1((i—1)s41)s---s P —1(15)}
— Decrypt each of the s encryptions using the decryption algorithm from §5.11

This gives ay,...,as where a; = X; mod (7(;—1)s4;)-
— Using the Chinese Remainder Code Decoding Algorithm, reconstruct X;
from the s remainders a1, ..., as. Note that if there are no errors introduced,

this step can be replaced by simple Chinese Remaindering.

5.4 Analysis

The proof of security remains essentially the same as in the general setting.
For the locality, we note that to recover a single bit of X, or equivalently
the entire block X; that contains it, we must read s blocks of the ciphertext
{ECC(hU—l((i,1)5+1)), ey ECC( o—1(is) )} Since |h| =k and |ECC( )| = Cgk
k=7 ("‘Zk bits. Since the probability of error will be

}1, we find that we need to read

we must read a total of scoy
negligible in ¢, we set ¢ ~ k, and since d <
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5copk? bits of the ciphertext to recover one bit of the plaintext, where ¢ and p
are parameters that determine the error-rate of our code. Thus our system only
achieves local-decodability for n = 2(k?T¢). For n ~ k3, our system already
offers a significant improvement over standard error-correcting codes.

Thus we arrive at the following result

Corollary 3. Under the Small Primes ®@-Hiding Assumption there is a Public-
Key Locally Decodable Code which can recover from a constant error-rate in the
bits of the message, with public key size O(n) and ciphertexts of size O(n), where
n is the size of the plaintext and k is the security parameter. The resulting code
has locality O(k?), i.e. to recover a single bit from the message we must read
O(k?) bits of the codeword.
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Abstract. This paper discusses key recovery and universal forgery at-
tacks on several MAC algorithms based on universal hash functions. The
attacks use a substantial number of verification queries but eventually
allow for universal forgeries instead of existential or multiple forgeries.
This means that the security of the algorithms completely collapses once
a few forgeries are found. Some of these attacks start off by exploiting
a weak key property, but turn out to become full-fledged divide and
conquer attacks because of the specific structure of the universal hash
functions considered. Partial information on a secret key can be exploited
too, in the sense that it renders some key recovery attacks practical as
soon as a few key bits are known. These results show that while universal
hash functions offer provable security, high speeds and parallelism, their
simple combinatorial properties make them less robust than conventional
message authentication primitives.

1 Introduction

Message Authentication Code (MAC) algorithms are symmetric cryptographic
primitives that allow senders and receivers who share a common secret key to
make sure the contents of a transmitted message has not been tampered with.
Three main types of constructions for MAC algorithms can be found in the
literature: constructions based on block ciphers, based on hash functions and
based on universal hash functions. In this paper we focus on the third class. The
interesting feature of these MAC algorithms is that they are secure against an
opponent with unlimited computing power. Simmons performed seminal work
in this area @] The most widely used schemes are constructed following the
Wegman-Carter paradigm ﬂﬂ] first, the input message is hashed to a short
digest using a universal hash function indexed by a secret key. Such a hash
function has the property that for any two distinct inputs the probability over
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gramme under Contract IST-2002-507932 ECRYPT and by the Belgian Government
through the IUAP Programme under contract P6/26 BCRYPT.
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all keys that two inputs have a specific difference is small. Then, the resulting
hash value is encrypted by adding a one-time key. This approach is provably
secure in the information theoretic setting. Brassard proposed a construction of
a computationally secure MAC algorithm from universal hash functions by re-
placing the one-time pad by the output of a pseudo-random function applied to
a nonce ﬂl_lﬂ Later work suggests to apply a pseudo-random function directly to
the hash result. A second optimization is to also derive the key for the universal
hash function from a short key; if the universal hash function key is large (it can
be several Kbytes long), this would still be too inefficient; instead one reuses this
key for multiple messages. This paper will show that this opens the way for new
attacks. A large number of computationally secure MAC algorithms derived from
universal hash functions have been proposed following this model. Such MAC al-
gorithms and universal hash functions include UMAC E], MM}%ﬁlﬁ NMH ﬂﬂ],
Square Hash [15], Poly1305-AES [6], CWC [25], GCM/GMAC [3d,31], and a re-
cent polynomial variant by Bernstein ﬂ] They are seen to be attractive because
of their high speed and the simple constructions and security analysis.

Our contribution. This paper explores the implications of the reuse of key ma-
terial in constructions of MAC algorithms based on universal hash functions
as suggested by Wegman and Carter ﬂﬁ}, our work leads to improved forgery
attacks and shortcut attacks that recover secret keys or parts thereof with the
same complexity as a forgery attack. From a provable security viewpoint, it may
seem desirable that forgery is equivalent to key recovery (since it implies that
a weaker forgery attack can be reduced to the most difficult attack, namely a
key recovery attack). However, key recovery allows for an arbitrary number of
selective forgeries, hence its practical implications are much more serious. While
for some applications it may be acceptable that a MAC forgery occurs from
time to time, being able to recover the secret key as soon as the forgery bound
is reached, is clearly not. It is important to stress that our results do not violate
the proven security bounds on forgery attacks. Key recovery attacks are only
a problem because MAC keys are being reused, which was not the case in the
initial approach for authentication based on universal hash functions.

As their name suggests, universal hash functions guarantee good behavior of
the hash function for any input pair; however, this refers to an average behavior
over all keys and does not guarantee that each key yields a hash function with a
uniform output distribution. For some schemes we identify rather large classes of
weak keys that allow to easily forge authentication tags by swapping two blocks
or by assigning specific values to some message blocks. The use of a weak key
can typically be detected with a single text/MAC pair: it is sufficient to modify
the text and submit a verification query. In principle the parties could check for
the presence of weak keys, but in some cases this will substantially increase the
complexity of the key generation procedure since a large number of combinations
need to be avoided.

While the forgery probability of these schemes can be bounded, we show that
in several MAC algorithms a small number of forgeries leads to if not total at
least partial key recovery, which in turn allows us to create an arbitrary number
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of forgeries — unlike conventional MAC algorithms such as CBC-MAC HE, ]
the security of MAC algorithms based on universal hash functions collapses once
a few forgeries are found; sometimes even a single forgery suffices.

For some constructions, we present enhanced key recovery attacks. We guess
part of the key and try to confirm this guess with a MAC verification query.
In schemes with large keys consisting of many words (say of 32 bits each), this
allows for an efficient word by word key recovery. Some of our key recovery
attacks can take into account partial information we may have obtained on a
key, for example if sender and verifier read out a few bytes of the key over the
phone to make sure they are using the right key or when side-channel attacks
reveal some key bits or relations among key bits or their Hamming weight.

A final class of attacks, described for the purpose of completeness, exploits
birthday attacks on special types of messages. If the MAC computation is state-
ful, that is, if the MAC generation algorithm depends on a nonce (a random num-
ber or a counter), these attacks require reuse of nonces by the sender (counter
misuse), which is typically not allowed by the security model. However, one
should expect that in some cases attackers can ‘reset’ senders (think of a bug in
the code or a fault injection that make the software used by the sender crash).
It is an unfortunate property of these MAC algorithms that a limited number
of sender resets results in serious security weaknesses.

Most of our attacks however do not require nonce reuse at all, since we mostly
consider a very simple person-in-the-middle scenario: the sender chooses a unique
nonce and creates a text/MAC pair. The attacker modifies the text and submits
a verification query without changing the tag or the nonce. The idea behind our
attacks is that messages for which the resulting hash values collide by construc-
tion can be substituted without knowing (or even re-using) the one-time value
the hash result was encrypted with. This scenario clearly fits within the security
model of MAC algorithms (see e.g., Bellare et al. [4]).

Some of the results may seem rather straightforward and a few of these obser-
vations have been made earlier on some schemes. However, designers of univer-
sal hash functions typically do not emphasize these weaknesses. To the best of
our knowledge, this paper is the first work that systematically investigates how
robust or brittle a broad series of universal hash functions is when some of the
above observations are applied. It also shows how a simple weakness can easily be
developed to a partial key recovery attack with devastating consequences. In par-
ticular, we show new findings on the following universal hash functions and MAC
algorithms based thereupon: polynomial hash ﬂa,,@,m, @], MMH ﬂﬁ , Square
Hash [15], NH/UMAC [9] and its variants VMAC [28] and WH/WMAC [23]. Due
to space limitations, the results on Johansson’s bucket hashing with a short key
size @] only appear in the long version of this paper.

Related work. McGrew and Fluhrer have observed in @} that once a single
forgery has been performed, additional forgeries become easier; more specifically,
the forgery probability for MAC algorithms such as CBC-MAC and HMAC
increases cubically with the number of known text-MAC pairs, while for universal
hash functions the forgery probability increases only quadratically.
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Black and Cochran have analyzed in @] what happens after a first collision
is observed in the output of the MAC algorithm; they show that subsequent
forgeries or reforgeability becomes easier than expected; for two cases they also
present a key recovery attack. They propose a solution to these reforgeability
attacks in the form of the WMAC construction m], however, we will show in
this paper that this construction does not offer any protection against most of
our key recovery attacks.

There is a broad literature on key recovery attacks on MAC algorithms (e.g.,
M]) The techniques used in this paper are based on classical divide-and-conquer
techniques. Our attacks on GCM/GMAC [30, 31] extend earlier work by Fer-
guson HE] and Joux ﬂ2_1|] by considering the case where the one-time pad (more
precisely the addition of the output of a pseudo-random function) is replaced by
the application of a pseudo-random function.

Organization of the paper. In Sect. [2] we provide some background on MAC
algorithms, information theoretic authentication and universal hash functions.
Section [3] describes our attacks and discusses a number of attacks on different
schemes in detail. In Sect. [d] we summarize our results and present some open
problems and directions for future work.

2 Background

2.1 MAC Algorithm

A MAC algorithm consists of three algorithms: 1) a key generation algorithm,
that is, a randomized algorithm that generates a k-bit key k; 2) a MAC genera-
tion algorithm, that on input a text x and a key k generates an m-bit tag (this
algorithm can be randomized and/or can be stateful); 3) a MAC verification
algorithm, that on input a text and a tag generates an answer true or false (1/0)
(this algorithm is deterministic and typically stateless). The security of a MAC
algorithm can be formalized in concrete complexity following Bellare et al. ﬂﬂ]

(see also [33)).

Definition 1. A MAC algorithm is (e, t,q,q',q", L) secure if, an adversary who
does not know k, and

— can spend time t (operations);

— can obtain the MAC for q chosen texts;

— can observe the MAC for q' known texts; and

— can obtain the result of ¢ wverification queries on text-MAC pairs of his

choice.

(each text of length L), cannot produce an existential forgery with probability of
success larger than e.

Here known text-MAC pairs are generated according to a distribution chosen by
the sender, while chosen text-MAC pairs are generated according to a distribu-
tion specified by an adversary.
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There are two generic attacks on MAC algorithms: finding the key by exhaus-
tive search, which requires x/m known text-MAC pairs and on average 2%~ (off-
line) MAC evaluations and guessing the MAC value, which requires on average
min(2m~1, 2571 MAC verifications. The second attack can be detected easily by
the large number of wrong MAC verifications. Iterated MAC algorithms with an
n-bit internal memory succumb to a birthday forgery attack that requires 27/2
known text-MAC pairs and min(2"/2,2"~™) chosen text-MAC pairs ,@]

Typical MAC algorithms used in practice are CBC-MAC (the variants EMAC
18, lé] and CMAC [19] work for arbitrary length messages) and HMAC [2, [3].

2.2 Information Theoretic Authentication

Information theoretic authentication was developed in the 1970s by Simmons [@]
and Carter and Wegman ﬂﬁ, @] It has several very attractive features. First
and foremost, its security is not based on any complexity theoretic assumption
and holds against opponents with unlimited computing power. In the last decade
researchers have attempted to fine tune the speed of these constructions; the cur-
rent state of the art is that they are up to 15 times faster than CBC-MAC based
on AES or HMAC based on SHA-1. Moreover, if properly designed, these func-
tions can be parallelizable and incremental; the latter property means that if a
local change is made to a large message, the MAC value can be updated in time
that depends on the size of the local update rather than on the overall message
length. Information theoretic authentication also has serious disadvantages: as
for the one-time pad, it is required that the key is used only once. Moreover, in
order to get extreme performance (below 2 cycles/byte in software), very large
keys are required which increases key storage costs and limits key agility. Finally,
note that Simmons’ theory shows that the security level in bits against forgery is
at most half the key size in bits. This paper will demonstrate that these construc-
tions have another disadvantage; however, this disadvantage will only become
apparent if the information theoretic scheme is replaced by a computationally
secure scheme with comparable efficiency.

One of the most elegant examples of an information theoretic authentication
scheme is the polynomial construction (see e.g., ﬂé, |E]) This construction uses
two n-bit keys k and k’, and operates on messages of bitlength ¢ = t-n. It starts
by splitting the input message x into ¢ blocks of bitlength n denoted x; through
x¢. The x;, k and k" are represented as elements of GF(2™). The authentication
function gy 1 (x) can then be described as follows:

t
ek () =K + Z xi -kt
i=1

The probability of sending an acceptable tag without having observed a text/tag
pair (the impersonation probability) equals 27", while the probability of forging
a text/tag pair after having observed one pair (the substitution probability)
is equal to (¢/n)/2™ = ¢/2". It has been pointed out that the value of k can
be reused for multiple messages, as long as the value of k' is used only once

(e-g., [13)).



Key-Recovery Attacks on Universal Hash Function Based MAC Algorithms 149

2.3 MAC Algorithms Based on Universal Hashing

Following Carter and Wegman ﬂﬁ], a universal hash function is a family of
functions indexed by a parameter called the key with the following property: for
all distinct inputs, the probability over all keys that they collide is small.

Definition 2. Let g, : A — B be a family of functions with a =|A| and b =|B|.
Let € be any positive real number. Then g is an e-almost universal class (or
e-AU class) G of hash functions if

Ve, #x € A: I?Lr{gk(m) =gr(z")} <e.

These functions can only be used for message authentication if the output is
processed using another function. If one wants to use a universal hash function
directly for message authentication, a stronger property is required, namely the
hash function needs to be strongly universal ﬂﬁ, @] This concept has later on
been generalized by Krawczyk [26].

Definition 3. Let B, be an Abelian group. Then gy is an e-almost x univer-
sal class (or e-AxU class) of hash functions if

Vz, ' #x € A and VA € B : l?cr{gk(a;) = gr(2')x A} <e.

Many simple mathematical operations, such as polynomial evaluation, matrix-
vector product and inner products, yield e-AU or e-AxU hash functions.

A MAC algorithm based on universal hash functions consists of two building
blocks: an efficient keyed compression function that reduces long inputs to a fixed
length and a method to process the short hash result and an output transforma-
tion. In practical constructions, the encryption with the one-time pad (addition
of k) is typically replaced by applying a pseudo-random function with secret key
k’. In this case one obtains computational rather than unconditional security.
Informally, a pseudo-random function family is a function that a computation-
ally limited adversary cannot distinguish with probability substantially better
than 1/2 from a function chosen uniformly at random from all functions with
the same range and domain.

The following compression functions have been proposed in practice. We con-
sider an input that consists of ¢ blocks of fixed length; if necessary, ¢ will be
assumed to be even. A simple e-AU hash function is the polynomial evaluation
function over a finite field:

— gr(x) =320, xi - k', x;,k € GF(2") or GF(p).

The following functions are e-AxU for x equal to addition modulo 2, 2™ or p (this
is clear from the context):

— polynomial [6, [3d, 31]: g () = 22:1 z; -k, x;,k € GF(2") or GF(p);

— MMH [17): gi(z) = (((25:1 x; - ki) mod 264) mod p) mod 232 z; k; €
Zos> and p = 232 + 15;
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Square Hash [15]: gx(z) = S (w4 ki)? mod p, i, ki € Zigw;

NMH [17, B7): gi(z) = (Z:/:Ql (x2i—1 + k2i—1) - (z2; + k2i)) mod p, x;,k;
€ Zgs2 and p = 232 + 15;

NH [9]: g (z) = (ng ((x2i—1 + k2;—1) mod 2%) - ((x2; + ko;) mod 2w)) mod
220 2 ki € Zigw;

— WH 23] g (2) = (Z:/:Ql (w251 + koi—1) - (w2 + kzi)w(t/H)w> mod p(z), z;,
k; € GF(2%¥) (polynomial arithmetic).

Note that one can also cascade multiple e-AU hash functions followed by an
e-AxU hash function to obtain more efficient constructions (see Stinson @])
For the output transformation, the options listed below can be considered; this
list has been inspired by the slides of ﬂa] Here fi/() denotes a pseudo-random
function family indexed by the key k’. The first option results in a stateless MAC
algorithm, while the other two assume that the sender keeps the state with the
counter n (which is called the nonce hereafter). The last two options offer a
better security level but one needs to guarantee that n is not reused during the
MAC generation. Nonce reuse during the MAC verification is typically allowed.

Option 1: MACy i (7) = fr (g9r(7)) with g e-AU.

Option 2: MACy i (7) = fr(n) * gr(z) with g e-AxU;

Option 3: MACy i (7) = fr (n||gr(x)) with g e-AU; this variant needs a larger
input of f.

A security analysis of Option 3 (under the name WMA) is provided by Black
and Cochran in HE] Due to space restrictions we omit an analysis of the ran-
domized message preprocessing of Dodis and Pietrzak M]

The MAC algorithms based on universal hash functions considered in stan-
dards are UMAC [27] and GCM [31]; both follow Option 2. ISO/IEC JTC1/SC27
is currently developing an international standard on MAC algorithms based on
universal hash functions (part 3 of IS 9797).

3 Security Results

In this central section of the paper we present new results on the security of uni-
versal hash function based MAC algorithms. We present a detailed analysis of
the vulnerability of several MAC algorithms with respect to three different sce-
narios. First we briefly describe each of the algorithms and immediately identify
classes of weak keys for each of them. Subsequently we describe more power-
ful universal forgery and key recovery attacks based on partial key information
leakage and the divide-and-conquer principle. Next we describe a key recovery
attack on polynomial hash functions using the birthday paradox.

! Unfortunately this name has already been given by Kaps et al. to a completely
different MAC algorithm one year earlier ﬂﬁ}, cf. Sect. B.11
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3.1 Weak Keys

In symmetric cryptology, a class of keys is called a weak key class if for the
members of that class the algorithm behaves in an unexpected way and if it is
easy to detect whether a particular unknown key belongs to this class. For a
MAC algorithm, the unexpected behavior can be that the forgery probability
for this key is substantially larger than average. Moreover, if a weak key class is
of size C', one requires that identifying that a key belongs to this class requires
testing fewer than C keys by exhaustive search and fewer than C' verification
queries.

The security proofs for universal hash functions bound the average forgery
probability over all keys; this does not cause any problem if the key is used only
once since for most applications a bound on the average rather than the worst
case forgery probability is sufficient. However, if the key of the universal hash
function is reused (which is the case in many current constructions), the fact
that the weak keys are easy to recover can have dramatic implications, as key
recovery allows for arbitrary forgeries.

Polynomial hash functions. We first study the e-A@U polynomial hash function
ge(z) = S0, @i-k' with k, z; € GF(2"). The forgery probability of this scheme
is equal to t/2" (cf. Sect.[Z2)). This function forms the core of the GMAC (Galois
MAC) and GCM (Galois/Counter Mode of operation) constructions for a MAC
algorithm and for authenticated encryption by McGrew and Viega @], both
have been standardized by NIST ﬂﬂ] The GCM construction uses Option 2 of
Sect. with the pseudo-random value generated by a block cipher in counter
(CTR) mode. It allows to truncate the output by selecting the leftmost 7 bits.

One can also consider polynomials evaluated over GF(p) to take advantage of
fast multiplication hardware available on current processors. The fastest scheme
today is Poly1305-AES of Bernstein [6] that uses p = 2130 — 5.

Clearly k = 0 is a weak key for these polynomial hash functions. In this case
(which appears with probability 27" respectively 1/p) all messages map to 0
under g, and all messages have the same valid tag, allowing for trivial forgery
attacks: an attacker can take any valid text/MAC pair and substitute the text
by any text of her choice (that is, the forgery probability is 1 independent of
the output transformation). As 2™ and p are typically very large, this is not a
realistic threat.

MMH. This inner product construction was introduced by Halevi and Krawczyk
in 1997 [17]. It is an e-A+U with e = 1.5/2%0,

Next we describe two weak key classes for MMH. A first class consists of the
keys for which any k; value is equal to 0. We present a more general description
by considering a universal hash function family gx(x) with &k consisting of ¢
elements k; of the ring R and = consisting of ¢ elements x; of the ring R.

Proposition 1 (type I). If gi(z) is of the form zo (Zle zl(ki,xi)> where
z1(ki,z;) is a multiple of k; and zo() is an arbitrary function, then any key k
for which at least one k; = 0 belongs to a weak key class. The fraction of weak
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keys is equal to 1 — (1 — 1/|R|)* ~ t/|R|. Membership in this class can be tested
with t MAC queries and t verification queries.

The proposition assumes that one asks for a text/MAC pair (if applicable with
a given nonce), one modifies x;, which implies that the MAC value does not
change if k; = 0, and submits a verification query with the modified x; but the
original MAC value. Note that one could reduce the number of text/MAC pairs
to a single one by modifying always the same text/MAC pair. If a nonce is used,
this requires the assumption that the verifier does not check repeating nonces
(which is a standard assumption in MAC algorithms), but our attacks also apply
(with a higher complexity) if the verifier does check for repeating nonces. Hence
this attack is equally effective whether Option 1, 2, or 3 is used. This comment
also applies to the other weak key classes identified below.

A second weak key class is based on the summation and exploits two equal
subkeys:

Proposition 2 (type II). If gi(x) is of the form zg (Zle 29(ki, xl)> for any
functions za(k;, x;) and z9(), then any key k for which there exist i and j such
that k; = k; belongs to a weak key class. The fraction of weak keys is equal to
R'— R!/(R—t)! = t(t—1)/(2R|) (for t small). Membership in this class can be
tested with t(t — 1)/2 MAC queries and t(t — 1)/2 verification queries.

This class can be further generalized: if k; = o - k; (over the integers), this can
be detected as follows: one asks for a message, substitutes the blocks x; and z;
by z; = xj /o and m; = «-z; and makes a verification query (this requires that «
divides z; and z; is smaller than 232 /a). Type II weak keys correspond to o = 1;
they can be identified by swapping two message blocks. The probability that two
key words satisfy such a relation for a fixed value of « is equal to 1/(a - 232).

Square Hash. This construction was introduced by Etzel, Patel and Ramzan ﬂﬁ]
in 1999. Proposition [ also results in weak keys for Square Hash.

NMH, NH and WH. The NMH construction by Wegman and Carter is a vari-
ant of MMH described in the same article [@] It consists of an inner product of
sums of message and key words. NMH requires a large key, but yields the fastest
throughput for long messages on general processors as it can make use of mul-
timedia instructions. NMH* is a variant of NMH in which the inner addition is
done modulo 2% for efficiency reasons, and the result of the modulo p operation
is further reduced modulo 2%. Typical choices are w = 32 and p = 232 4 15.
NH is a yet another variant of NMH that uses additional modular reductions
to improve the performance (this reduction corresponds to ignoring carry bits). It
forms the crucial building block of the UMAC and VMAC algorithms. UMAC ﬂﬂ,
] was introduced by Black, Halevi, Krawczyk, Krovetz and Rogaway in 1999.
UMAC first applies a universal hash function called UHASH to the message in
order to derive a shorter fixed-length hash value. In order to obtain very high
efficiency, UHASH is constructed of three layers, the first of which is NH, the
second one is a polynomial hash function over GF(p) and the third one an MMH



Key-Recovery Attacks on Universal Hash Function Based MAC Algorithms 153

construction. In order to obtain a MAC algorithm, Option 2 is selected, similar
to the GCM and Poly1305-AES constructions. VMAC is a variant of UMAC
that is optimized for 64-bit arithmetic @] WH is a variant of NH that replaces
elements of Zsw by polynomials (elements of GF(2"¥)) to reduce the cost of
hardware implementations; the resulting MAC is called WMAC ﬂﬁ]

This class of hash functions has weak keys that are based on symmetry:

Proposition 3 (type III). If gi(z) is of the form zg (Zf/zzl 23(k2i—1,x2;-1)

-23(k2i,$2i)) for any functions z3(k;,z;) and zo(), then any key k for which
there exists an i such that ko;—1 = koj belongs to a weak key class. The fraction
of weak keys is equal to 1 — (1 — 1/|R|)!/? ~ t/2|R| (for t small). Membership in
this class can be tested with t/2 MAC queries and t/2 verification queries.

One can also apply Proposition[2 to the ¢/2 terms in the sum.

We conclude this section with a simple numerical example to illustrate the
impact of these weak keys. If ¢t = 256 and |R| = 232, the keys are 8192 bits long
and the fraction of weak keys for Proposition [, P and [is equal to 2724, 2717,
and 272 respectively; membership in this class can be verified with 256, 32 640,
and 128 queries.

3.2 Divide and Conquer Attacks and Partial Key Information
Leakage

In this section we show how the existence of these weak key classes lead us to
discover efficient key recovery attacks and how partial information on the key
can be exploited to further speed up these attacks. The techniques are based
on the construction of inner collisions in the universal hash function (follow-
ing M]) which can be confirmed with a single message substitution and a single
verification query.

Polynomial hash. We can verify a guess for part of the key (namely k), even if
we do not know the key &’ to the pseudo-random function. Assume for example
that t > 2, k # 0 and x; = 0, for 3 < ¢ < t. Then for a given z; and x5 and a
guess for k, we can choose any =/, and compute z} = x1+ (x2 —25)- k. If the guess
for k is correct, the message x||z5]|0]| ... will be accepted as a valid message for
the same tag as message x1||x2||0].... Hence if this message is accepted, with
high probability the guess for k was correct. It may also be that the guess for k
was wrong but that due to a collision in the pseudo-random function fi/(.) the
verification worked. This case can be ruled out by repeating the attack with a
different message. Note that the attacker constructs here messages based on a
text /MAC pair with a nonce selected by the sender, and the receiver uses each
nonce only once. The GCM mode precludes this divide-and-conquer attack by
deriving k from k’. In SNOW 3G ﬂ] the key k is used only once, hence if the
receiver checks for nonce reuse a correct guess for k can no longer be used.

Extensions of the Joux attacks on GCM wvariants. Joux presents an elegant at-
tack on GCM which uses Option 2 with nonce reuse by the sender (the attack
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is described in Annex A). Here we show that we can extend his attack to Op-
tion 1 (even if classical encryption in ECB mode is used as suggested by Joux)
or Option 3 (but without nonce reuse); this result shows that some of these
weaknesses are inherent to polynomial hashing over GF(2") and not to the use
of the one-time pad or CTR mode as in GCM. In this case we have no access
to the individual bits of gx(x) @ gx(2') for two distinct messages x and 2/, but
we can only test equality between the complete n-bit strings g (z) and gx(2’).
We show that in this case a forgery also leads to key recovery, that is, recovering
a key k requires an expected number of log,(t) 4+ 2™/t verification queries. The
attack goes as follows:

1. obtain a text x and the corresponding MAC value;

2. choose 2’/ such that the polynomial with coefficients from z — x’ has ¢ dis-
tinct roots (they should also be distinct from all previous roots used in this
algorithm);

3. perform a MAC verification query for z’; if the result is incorrect, go to
step 1;

4. after 2"/t trials on average, you expect a correct MAC value and then you
know that k is one of t values, that is, one of the at most ¢ roots of a
polynomial of step 2;

5. perform another log,(t) MAC verification queries (binary search) to identify
which one of the ¢ roots is equal to k.

This attack is very similar to the key recovery attack by Black and Cochran m],
the main difference is that IE] first assumes a forgery and then identifies the key,
while here the forgery algorithm is optimized in function of the key recovery. We
make the following comments:

— Exceptionally, this attack would also work with high probability if & is
changed every time as for SNOW 3G @] (in this case Step 5 would require
nonce reuse by the receiver). The attack would then only be useful if the
receiver could be convinced to reuse a key.

— If n = 128 as for GCM, this attack is clearly impractical. Even if ¢ = 264 this
would still require the verification of a large number of messages of length
2064,

— The expected number of multiplications performed by the verification oracle
is about ¢ - 2™/t = 2", hence one may conclude that this attack is not better
than brute force key search. First, it should be pointed out that this is a
divide-and-conquer attack that applies independently of the key k' of the
pseudo-random function. Second, this method may help to overcome limita-
tions set on the number of incorrect MAC verifications, as it tests as many
candidate key values as possible with a single verification query.

— It is straightforward to take into account in this attack any information one
may have on the key k, such as the value of the first three bytes, the sum
of any bits etc. Consider n = 80 and ¢ = 2'® and assume that we have an
oracle that gives us s = 24 key bits. Then the attack requires 23% text-MAC
verifications to find the remaining 56 key bits. The same observation also
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applies to the remainder of this section, since the attacker has to solve only
very simple equations in the words of the key.

MMH. For the case of MMH, assume that one knows a multiplicative relation
between two key words, say k; = (- k;) mod p for an a € Z,. Consider w.l.o.g.
messages for which only x; and z; are non-zero. Then if one replaces (x;, z;) by
(z},2%) the hash value will be unchanged provided that ) = (z; + (z; — 27) -
a) mod p. We require that the mod 254 operation can be ignored, which holds if
z; ki + ;- kj < 2% and - ki + - ky < 264 One way to ensure that the
first inequality is met is by choosing z;, z; < 231 for the second inequality one
chooses xj < 2%'. Then x/; < 2%! with probability approximately 1/2, hence it
is easy to find tuples (7;,7;) and (7, ’) for which these equations hold. Note
that for every value of a one can precompute solutions without knowing the key.
This implies that a single verification query after a message substitution allows
to verify a guess for a. Overall this means that 32 bits of information on the key
can be found with approximately 232 verification queries; subsequently arbitrary
forgeries are possible. Recovery of the ¢ key words requires t - 232 verification
queries.

Square Hash. Square hash has the weakness that one can verify a guess for any
key word k; of w bits with a single verification query: it suffices to modify z; into
r} = (—2k; — x;) mod p. This follows immediately from the fact that (—z)? =
22 mod p. This attack requires approximately p MAC verifications to find a
single key word and ¢ -p MAC verifications to identify the correct key (a divide-
and-conquer approach). Note that this attack could be precluded by ensuring
that the hash function is restricted to input values less than p/2. This attack is

simpler than the collision-based key recovery attack of Black and Cochran @]

NMH, NH and WH. The following attack applies to all these constructions: it
is sufficient to find a message for which one factor becomes 0 (e.g., for NMH
(z2i—1 + k2;—1) = 0 mod p and for NH (w9;_1 + ko;—1) = 0 mod 2%); in this case
gx(x) is independent of xo;. This attack requires p or 2% text-MAC queries and a
similar number of MAC verification queries to find a single key word k;. With a
divide-and-conquer approach recovering the complete key requires ¢ times more
work.

A slightly more efficient attack is described next. Assume that one knows an
additive relation between two key words, say ko; = (k2;—1 +A) mod 2% for a A €
Zow. Then if one replaces (z2;—1, x2;) by ((x2; +A) mod 2%, (x9;—1 —A) mod 2*)
the hash value will be unchanged. This implies that a single verification query
allows to verify a guess for A. By trying all 2 values of A4, it follows that with
2" verification queries one finds a relation between ks; and ko; 1. This relation
is sufficient to perform subsequent forgeries. In order to find ko; (and kg;—1),
one can apply the method of the previous paragraph; recovering the ¢ key words
requires only ¢ - 2V verification queries and ¢ - 22 MAC queries. Alternatively
one can choose x9;—1 = x9; + A (which makes the two factors equal) and apply
the techniques of Square Hash with chosen texts.
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If these functions are used with large word lengths (64 bits or more such as
for VMAC), these observations do not pose a serious problem. However, NH has
variants with w = 32 (for UMAC) and WH is being proposed with values of w
equal to 16, 32 and 64. If one wants to obtain higher security levels, one can use
two parallel instantiations and in this case the function will behave as if the word
length was twice as large. However, if one wants to use single instantiations of
the small word sizes for very high performance, a security level against forgery
of ¢- 27" for a small constant ¢ may be acceptable, but a partial key recovery
attack with complexity on the order of 2% clearly is not.

The above attacks shed a new light on the security of UMAC; even if the
UMAC RFC Hﬁ] warns to restrict the number of MAC verifications, the docu-
ment explicitly states that no key recovery attack is known that can exploit a
forgery.

In order to conclude this section, we point out that the above attacks (except
for the attack by Joux on GCM) apply to the three options and do not require
nonce reuse.

3.3 Birthday Collision Attacks on Polynomial Hash Functions

In this section we consider attacks on polynomial hash functions; these attacks
require nonce reuse by the sender for Option 2 and 3 of Sect. 23} this implies
that these attacks violate the standard security assumptions for these MAC
algorithms. However, it is important to note that Option 1 has no nonce, hence
it is obvious that for this case the attacks stay within the model.

If nonces are reused in polynomial hash schemes over GF(p), it is easy to
recover the key k (Bernstein [6] is also very clear about the fact that in this case
no security guarantees can be provided).

For polynomial hash over GF(2") and GCM, if we assume that somehow the
sender can be convinced to reuse a nonce, or if we are using Option 1, we can
enhance our previous attack by using the special messages of the Ferguson attack
(we refer the reader to Annex A for a description of the original attack). As we
no longer have access to the individual bits of gi(x) @ gi(2') for two distinct
messages x and x’, we can only test equality between the complete n-bit strings
gx(z) and g (z'). The birthday paradox allows to extend the attack.

1. consider messages with x; = 0 except if i = 27 for some j > 0. As squaring
in GF(2") is a linear operation in GF(2"), the hash function becomes linear
over this subset of inputs, hence we can write the bits of the hash result as

follows:
ge@)[) = > wilix] - kfus].
D%, Jk Uk
2. by guessing the linear combination of s (1 < s < n) well-chosen bits of
the key k, we can generate a set of A\ messages for which the hash result is
restricted to a subspace of size 2"~° (e.g., the first s bits are equal to 0) (for

details, see [16]);
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3. now collect A = 2("=*)/2+1 messages/MAC pairs (with the same nonce!)
resulting in 2 collisions for the MAC value; each collision yields n — s linear
equations for the remaining n — s key bits.

If we choose n = 80, s = 24, then n — s = 56: 22° messages yield 2 collisions,
resulting in 112 linear equations in the remaining 56 key bits. Note that even
in the limit case of s = 0, this attack can recover the key k in 2*/2*! chosen
text/MAC pairs independently of &’

4 Conclusion and Directions for Further Work

Table [ presents an overview of the attacks. The security analysis of the many
schemes and variants under multiple attacks is rather complex; we attempt here
to summarize the main points. All universal hash functions except for the poly-
nomial hash functions have large classes of weak keys, which have more serious
implications than what was believed so far. All the universal hash functions that
are based on key words that are substantially smaller than the output size (e.g,
MMH, Square Hash and NMH with w-bit subkeys) allow — in spite of their large
internal keys — for efficient divide-and-conquer key recovery attacks with ap-
proximately ¢ - 2% MAC verifications. While it is well understood that 2* MAC
verifications allow for a single forgery and — in the case of key reuse — for multiple
forgeries @}, the implications of a key recovery attack are much more serious as
they allow for arbitrary forgery later on. Most of the hash functions (except for
polynomial hashing over GF(p)) allow for improved attacks if an oracle provides
partial information on the secret key. It is important to stress that most of our
attacks work for the three options (with and without nonces) and do not require
nonce reuse: they are thus completely within the standard model for MAC algo-
rithms. It is surprising that the more expensive Option 3 (called WMAC in ﬂﬁ])
does not offer an increased protection against key recovery attacks.

Overall, the polynomial hash functions over GF(p) seem to present fewer
problems, but they are extremely vulnerable to nonce reuse, in particular if
Option 2 (addition of a pseudo-random string) is used.

While universal hash functions have very attractive performance and provable
security, our attacks demonstrate that most published MAC algorithms based on
universal hash functions can be very brittle because of their simple combinatorial
properties. Even within the security model, key recovery attacks are very efficient
in spite of the large internal keys. Moreover, for those schemes for which no
key recovery attack exists, a small violation of secure usage principles results
in a collapse of security. This can be noted from very strong warnings in the
specifications about nonce reuse and the detection of a large number of incorrect
MAC verifications. A similar comment holds for partial key leakage (which can
occur e.g., under side channel attacks). As it is very difficult to predict how a
cryptographic algorithm will be used and abused, this is a highly undesirable
property.
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Table 1. Summary of our findings on MAC algorithms based on universal hash func-
tions; if the key consists of small words, a word length of w is assumed. The third
column indicates which part of k one needs to guess to allow for a verification with
a single query; the fourth column indicates whether our attacks can exploit partial
information on the key; the last column indicates the applicability of the new birthday
attacks presented in this paper.

number of  divide and  partial key new birthday
weak keys conquer attacks information attack

Polynomial hash GF(2") 1 k only yes yes
Polynomial hash GF(p) 1 k only ?

Bucket hashing with small key type I/II subkey k; yes yes
MMH type I/I1 w-bit subkey k; yes

Square Hash type Il w-bit subkey k; yes
NMH/NH/WH type II/IIT w-bit subkey k; yes

We present the following recommendations for MAC algorithms based on uni-
versal hash functions:

— Avoid reusing keys; while this may not be an option for schemes such as
UMAC, for the polynomial hash functions, the overhead to generate a new
value k for the universal hash function is quite small and brings a substantial
increase of security and robustness as it will render most key recovery attacks
useless; this approach is taken by SNOW 3G @]

— In environments where side channel attacks are a concern, additional mea-
sures need to be taken which may negatively influence the performance.

— Sender and receiver need to guarantee/check uniqueness of nonces. The re-
quirement for the sender seems to be more stringent in particular if a crash
of the device needs to be considered. Appropriate implementation measures
are necessary, such as storing counters in non-volatile memory. At the re-
ceiver side, restricting the number of MAC verifications with a single key
seems more stringent than checking uniqueness. In any case, if random num-
bers are used to instantiate nonces, checking uniqueness for the receiver is
problematic.

As an alternative for universal hash function based MACs, we recommend
an AES-based scheme such as EMAC NE, @] It is somewhat slower but more
“robust” in the following sense:

— Internal collisions (24 texts) lead to forgeries, but not to key recovery.

— There is no known way to use an oracle that gives access to 32 or 64 key bits
to speed-up key recovery by more than 232 or 2% operations.

— The algorithm benefits of a faster key setup.

We are currently investigating other universal hash functions, such as the new
function proposed by Bernstein [B] We also believe that it would be valuable
to formalize the “regularity” of a universal hash function which could alleviate
concerns related to weak keys.
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A The Joux and Ferguson Attacks on GCM

The Jouz attacks on GCM. In his comment on the April 2006 draft of the
NIST GCM mode ﬂﬂ], Joux presents a very elegant key recovery attack if the
polynomial hash function is used with Option 2 under the condition of nonce
reuse by the sender. The attack requires two text/MAC pairs with the same
nonce and computes the exor of the tags, which is equal to gi(z) & gr(x’) (the
encryption with a one-time pad or pseudo-random function cancels out). This
is a polynomial of degree at most ¢ for which k is one of the roots. As there
are at most ¢ roots, it is easy to recover k, either by asking for a second set of
text/MAC pairs (as proposed by Joux) or by using the technique of the first
paragraph of Section B2} the latter approach requires at most ¢ text/MAC pairs
and t MAC verification queries (but without nonce reuse). Joux also shows that
a small discrepancy in the specification between the May 2005 draft of @] and
the original GCM proposal of ﬂ3__l|] leads to an efficient recovery of k without
nonce reuse; this issue is solved in the June 2007 draft of ﬂ3__l|] In his comments,
Joux suggests that “replacing the counter encryption for MACs by the classical
encryption with the block cipher usually used with Wegman-Carter MACs seems
a safe option.” He also proposes a further mitigation of the security risks by using
a stronger key derivation and by using separate keys for the different components

of GCM.

The Ferguson attack on GCM. Ferguson points out another clever attack on
GCM that exploits the arithmetic properties GF(2™) with the truncation option.
His attack consists of the following steps:

1. consider messages with x; = 0 except if i = 27 for some j > 0. As squaring
in GF(2") is a linear operation in GF(2"), the hash function becomes linear
over this subset of inputs (that is, the hash computation can be written as
a matrix-vector product over GF(2));

2. for a single chosen text x of this form, modify the message into 2’ (again of
the same form), where 2’ is chosen such that the first s < 7 bits of g (z) and
gr(2') are equal, independent of the value of k. This can be achieved with
some simple linear algebra with the constraint that s < logy(t);

3. submit z’ for verification: the probability of a successful forgery is 1/27*.

Moreover, a successful forgery results in 7 — s additional linear equations in the
bits of k, which makes it easier to obtain an additional forgery and thus even
more information on the key.

Note that the GCM final standard ﬂﬂ] still uses Option 2 (in order to save
a single encryption and avoid pipeline stalls) and still allows for truncation. On
the other hand, it adds very explicit warnings about the risks of nonce reuse and
truncation (in Appendices A and C respectively).
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Abstract. In this article, we analyze the security of the GOST hash
function. The GOST hash function, defined in the Russian standard
GOST 34.11-94, is an iterated hash function producing a 256-bit hash
value. As opposed to most commonly used hash functions such as MD5
and SHA-1, the GOST hash function defines, in addition to the common
iterative structure, a checksum computed over all input message blocks.
This checksum is then part of the final hash value computation.

As a result of our security analysis of the GOST hash function, we
present the first collision attack with a complexity of about 2% evalu-
ations of the compression function. Furthermore, we are able to signifi-
cantly improve upon the results of Mendel et al. with respect to preimage
and second preimage attacks. Our improved attacks have a complexity
of about 2'92 evaluations of the compression function.

Keywords: cryptanalysis, hash function, collision attack, second preim-
age attack, preimage attack.

1 Introduction

A cryptographic hash function H maps a message M of arbitrary length to a
fixed-length hash value h. Informally, a cryptographic hash function has to fulfill
the following security requirements:

— Collision resistance: it is practically infeasible to find two messages M and
M*, with M* # M, such that H(M) = H(M™*).

— Second preimage resistance: for a given message M, it is practically infeasible
to find a second message M* # M such that H(M) = H(M™).

— Preimage resistance: for a given hash value h, it is practically infeasible to
find a message M such that H(M) = h.

The resistance of a hash function to collision and (second) preimage attacks
depends in the first place on the length n of the hash value. Regardless of how a
hash function is designed, an adversary will always be able to find preimages or
second preimages after trying out about 2" different messages. Finding collisions

D. Wagner (Ed.): CRYPTO 2008, LNCS 5157, pp. 162@ 2008.
© International Association for Cryptologic Research 2008
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requires a much smaller number of trials: about 2*/2 due to the birthday paradox.
If the internal structure of a particular hash function allows collisions or (second)
preimages to be found more efficiently than what could be expected based on its
hash length, then the function is considered to be broken. For a formal treatment
of the security properties of cryptographic hash functions we refer to [I8/22].

Recent cryptanalytic results on hash functions mainly focus on collision at-
tacks. Collisions have been shown for many commonly used hash functions (see
for instance [BIOIT6I24I25126]), but we are not aware of any published collision
attack on the GOST hash function. In this article, we will present a security
analysis of the GOST hash function with respect to both collision and (second)
preimage resistance. The GOST hash function is widely used in Russia and is
specified in the Russian national standard GOST 34.11-94 [3]. This standard has
been developed by GUBS of Federal Agency Government Communication and
Information and All-Russian Scientific and Research Institute of Standardiza-
tion. The GOST hash function is the only hash function that can be used in the
Russian digital signature algorithm GOST 34.10-94 [2]. Therefore, it is also used
in several RFCs and implemented in various cryptographic applications (as for
instance openSSL).

The GOST hash function is an iterated hash function producing a 256-bit
hash value. As opposed to most commonly used hash functions such as MD5 and
SHA-1, the GOST hash function defines, in addition to the common iterative
structure, a checksum computed over all input message blocks. This checksum is
then part of the final hash value computation. The GOST standard also specifies
the GOST block cipher [I], which is the main building block of the hash function.
Therefore, it can be considered as a block-cipher-based hash function. While
there have been published several cryptanalytic results regarding the block cipher
(see for instance [ATTITAUTII20]), only a few results regarding the hash function
have been published to date. Note that for the remainder of this article we refer
to the GOST hash function simply as GOST.

Related Work. In [7], Gauravaram and Kelsey show that the generic attacks on
hash functions based on the Merkle-Damgard design principle can be extended
to hash functions with linear /modular checksums independent of the underlying
compression function. Hence, second preimages can be found for long messages
(consisting of 2! message blocks) for GOST with a complexity of 2"~ evaluations
of the compression function.

At FSE 2008, Mendel et al. have presented the first attack on GOST ex-
ploiting the internal structure of the compression function. The authors exploit
weaknesses in the internal structure of GOST to construct pseudo-preimages for
the compression function of GOST with a complexity of about 2'°2 compression
function evaluations. Furthermore, they show how the attack on the compression
function of GOST can be extended to a (second) preimage attack on the hash
function. The attack has a complexity of about 222° evaluations of the compres-
sion function of GOST. Both attacks are structural attacks in the sense that
they are independent of the underlying block cipher.
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Our Contribution. We improve upon the state of the art as follows. First, we
show that for plaintexts of a specific structure, we can construct fixed-points in
the GOST block cipher efficiently. Second, based on this property in the GOST
block cipher we then show how to construct collisions in the compression func-
tion of GOST with a complexity of 2°¢ compression function evaluations. This
collision attack on the compression function is then extended to a collision attack
on the GOST hash function. The extension is possible by combining a multicolli-
sion attack and a generalized birthday attack on the checksum. The attack has a
complexity of about 2!%° evaluations of the compression function of GOST. Fur-
thermore, we show that due to the generic nature of our attack we can construct
meaningful collisions, i.e. collisions in the chosen-prefix setting with the same
complexity. Note that in most cases constructing meaningful collisions is more
complicated than constructing (random) collisions (see for instance MD5 [21]).
Third, we show how the (second) preimage attack of Mendel et al. can be im-
proved by additionally exploiting weaknesses in the GOST block cipher. The
new improved (second) preimage attack has a complexity of 2'9? evaluations of
the compression function of GOST.

Table 1. Comparison of results for the GOST hash function

source attack complexity attack
Gauravaram and Kelsey second preimages for long
CT-RSA 2008 [7] 2256t messages (2" blocks)
Mendel et al. preimages and
FSE 2008 [I5] 2275 second preimages
2108 collisions

meaningful collisions

this work 2108 (chosen-prefix)
preimages and
2192 second preimages

The remainder of this article is structured as follows. In Section Pl we give
a short description of the GOST hash function. In Section B, we describe the
GOST block cipher and show how to construct fixed-points efficiently. We use
this in the collision attack on the hash function in Section @l In Section Bl we
show a new improved (second) preimage attack for the hash function. Finally,
we present conclusions in Section

2 The Hash Function GOST

GOST is an iterated hash function that processes message blocks of 256 bits and
produces a 256-bit hash value. If the message length is not a multiple of 256,
an unambiguous padding method is applied. For the description of the padding
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L~ L L
IV¥/6—> f > f —————— f > f > f 256 h:H(M)

Fig. 1. Structure of the GOST hash function

method we refer to [3]. Let M = M;||[Ms]|---||M; be a t-block message (after
padding). The hash value h = H (M) is computed as follows (see Fig. [I):

1
2
3
4

Hy =1V

H; = f(H;_1,M;) for0<i<t
Hyq :f(Ht;|MD
Ht+2 = f(hprh 2) =h s

—~ o~~~
—_— O — —

where ¥ = M, B M, B --- B M,, and B denotes addition modulo 22°6. IV is a
predefined initial value and | M| represents the bit-length of the entire message
prior to padding. As can be seen in (@), GOST specifies a checksum (X) con-
sisting of the modular addition of all message blocks, which is then input to the
final application of the compression function. Computing this checksum is not
part of most commonly used hash functions such as MD5 and SHA-1.

The compression function f of GOST basically consist of three parts (see also
Fig. 2)): the state update transformation, the key generation, and the output
transformation. In the following, we will describe these parts in more detail.

2.1 State Update Transformation

The state update transformation of GOST consists of 4 parallel instances of the
GOST block cipher, denoted by E. The intermediate hash value H;_; is split
into four 64-bit words hs||he| h1||ho. Each 64-bit word is used in one stream of
the state update transformation to construct the 256-bit value S = s3||s2]s1]|s0
in the following way:

so = E(ko, ho) (5)
s1 = E(ki,h1) (6)
s9 = E(ka, ha) (7)

( ) (8)

where E(K, P) denotes the encryption of the 64-bit plaintext P under the 256-
bit key K. We refer to Section [3 for a detailed description of the GOST block
cipher.
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Fig. 2. The compression function of GOST

2.2 Key Generation

The key generation of GOST takes as input the intermediate hash value H;
and the message block M; to compute a 1024-bit key K. This key is split into
four 256-bit keys k;, i.e. K = ks||---||ko, where each key k; is used in one stream
as the key for the GOST block cipher E in the state update transformation. The
four keys ko, k1, k2, and k3 are computed in the following way:

ko = P(H;_, & M) 9)
ki = P(A(H;_1) ® A2(M;)) (10)
AQ(HZ-,l) @ Const & A4(Mi)) (11)

ks = P(A(A?(H;—1) @ Const) @ AS(M;)) (12)
where A and P are linear transformations and Const is a constant. Note that

A%(z) = A(A(z)). For the definition of the linear transformation A and P as well
as the value of Const, we refer to [3], since we do not need it for our analysis.

2.3 Output Transformation

The output transformation of GOST combines the intermediate hash value H;_1,
the message block M;, and the output of the state update transformation S to
compute the output value H; of the compression function. It is defined as follows.
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H; = % (Him1 @ (M; @ 9'(9))) (13)
The linear transformation 1 : {0,1}%°% — {0,1}2°¢ is given by:

Y =D Dy ®y3Dy12 D 1i5) |75l 7a4ll - - - I (14)

where I' is split into sixteen 16-bit words, i.e. I" = v15|v14/ - - - |70

3 The GOST Block Cipher

The GOST block cipher is specified by the Russian government standard GOST
28147-89 [I]. Several cryptanalytic results have been published for the block
cipher (see for instance [ITTIT4IT9J20]). However, if the block cipher is used in a
hash function then we are facing a different attack scenario: the attacker has full
control over the key. First results considering this fact for the security analysis
of hash functions have been presented for instance in [I3]. We will exploit having
full control over the key for constructing fixed-points for the GOST block cipher.

3.1 Description of the Block Cipher

The GOST block cipher is a 32 round Feistel network with a block size of 64
bits and a key length of 256 bits. The round function of the GOST block cipher
consists of a key addition, eight different 4 x 4 S-boxes S; (0 < j < 8) and
a cyclic rotation (see also Figure [)). For the definition of the S-boxes we refer
to [3], since we do not need them for our analysis.

Liv; Rivg

Fig. 3. One round of the GOST block cipher

The key schedule of the GOST block cipher defines the subkeys sk; derived
from the 256-bit K = k7||kg|| - - - ||ko as follows

kimo 5 | = O,...723,
ski:{ a8 ! (15)

k77(i mod 8)» 22247731
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3.2 Constructing a Fixed-Point

In the following, we will show how to efficiently construct fixed-points in the
GOST block cipher. It is based on the following observation. Note that a similar
observation was used by Kara in [I0] for a chosen plaintext attack on the GOST
block cipher.

Observation 1. Assume we are given a plaintext P = Lo||Ry with Ly = Ry.
Then we can construct a fixzed-point for the block cipher by constructing a fized-
point in the first 8 rounds.

In the following, we refer to a plaintext P = Lg||Ro with Lo = Ry as a symmetric
plaintext (or for short as symmetric). Note that by using the block cipher for
constructing a hash function, an attacker has full control over the key. Further-
more, each word of the key is only used once in the first 8 rounds of the block
cipher. Hence, constructing a fixed-point in the first 8 rounds can be done effi-
ciently. First, we choose random values for the first 6 words of the key (subkeys
sko, ..., sks) and compute Lg and Rg. Next, we choose the last 2 words of the
key (subkeys sk¢ and sk7) such that Ls = Lo and Rg = Ry. With this method
we can construct a fixed-point in the first 8 rounds of the block cipher with a
computational cost of 8 round computations.

It is easy to see that if we have a fixed-point in the first 8 rounds, then this
is also a fixed-point for rounds 9-16 and 17-24 since the same subkeys are used
in these rounds. In the last 8 rounds the subkey is put in the opposite order,
see ([[A)). However, since the GOST block cipher is a Feistel network, we have
here (rounds 25-32) a decryption if Loy = Roy. This implies that we have a fixed-
point for the GOST block cipher (for all 32 rounds) if the plaintext is symmetric.
Hence, for symmetric plaintexts we can efficiently construct fixed-points for the
GOST block cipher.

4 Collision Attack on GOST

In this section, we present a collision attack on the GOST hash function with
a complexity of about 2'%° evaluations of the compression function. First, we
will show how to construct collisions for the compression function of GOST, and
based on this attack we then describe the collision attack for the hash function.
For the remainder of this article we follow the notation of [15].

4.1 Constructing a Collision in the Compression Function

In the following, we show how to construct a collision in the compression func-
tion of GOST. The attack is based on structural weaknesses of the compression
function. These weaknesses have been used in [I5] to construct pseudo-collisions
and pseudo-preimages for the compression function of GOST with a complexity
of 296 and 2'92, respectively.
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Now we show a collisions attack on the compression function by additionally
exploiting weaknesses in the underlying GOST block cipher. Since the transfor-
mation 1) is linear, (I3]) can be written as:

H; = S (Hi_y) @ 0% (M;) @ 74(S) (16)

Furthermore, 1 is invertible and hence (Il can be written as:

?774(]_122 _ yfl?)(Hi_ll@,(\ble(Mil@S (17)
X v P

Note that Y depends linearly on H; 1 and Z depends linearly on M;. As opposed
to Y and Z, S depends on both H;_; and M; processed by the block cipher E.
For the following discussion, we split the 256-bit words X, Y, Z defined in ()
into 64-bit words:

X = zsllwz||lzillzo Y = wslly2llyillyo  Z = z3l|22(|21]20

Now, ([[7) can be written as:

To = Yo D 20 D so
1 =Y1 D21 Ds1
To = Y2 D 22 D S2

T3 =Y3 D 23 D s3

Now assume, that we can find 2°¢ message blocks M/, where M # M} with
k # t, such that all message blocks produce the same value xy. Then we know
that due to the birthday paradox two of these message blocks also lead to the
same values x1, 2, and 3. In other words, we have constructed a collision for
the compression function of GOST. The attack has a complexity of about 2%
evaluations of the compression function of GOST.

Based on this short description, we will show now how to construct message
blocks M7, which all produce the same value zy. Assume, we want to keep the
value so in (I8) constant. Since so = E(ko, hg) and ko depends linearly on the
message block M;, we have to find keys & and hence, message blocks M, which
all produce the same value sg. This can be done by exploiting the fact that in
the GOST block cipher fixed-points can be constructed efficiently for symmetric
plaintexts (see Section B2)). In other words, if ho is symmetric then we can
construct 296 message blocks Mlj where sg = hg, and ([I8) becomes

2o = Yo D 20D ho . (22)

However, to find message blocks MZ] for which zo has the same value, we still
have to ensure that also the term yo@®zo in ([22]) has the same value for all message
blocks. Therefore, we get the following equation (64 equations over GF'(2))

Yo P zo =c (23)
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where ¢ is an arbitrary 64-bit value. We know that yy depends linearly on H;_1
and zo depends linearly on M;, see (7). Therefore, the choice of the message
block M; and accordingly, the choice of the key ko, is restricted by 64 equations
over GF'(2). Hence, for constructing a fixed-point in the GOST block cipher we
have to consider these restrictions. For the following discussion let

Akoy=d (24)

denote the set of 64 equations over GF(2) which restricts the choice of the key
ko, where A is a 64 x 256 matrix over GF(2) and d is a 64-bit vector. It follows
from Observation [[ that for constructing a fixed-point in the GOST block cipher
(for symmetric plaintexts), it is sufficient to construct a fixed-point in the first
8 rounds. Hence, one method to construct an appropriate fixed-point would be
to construct many arbitrary fixed-points and then check if (24]) holds. With
this method we find an appropriate fixed-point with a complexity of about 264,
Since we need 296 such fixed-points for the collision attack, this would lead to a
complexity of 260 evaluations of the compression function of GOST. However,
we can improve this complexity by using a meet-in-the-middle approach (see
also Fig. HI).

Lo = Ro
<« sk — -
< Sk] i]];) - 4
4 rounds Aje =d, sk
— sk, sk; v
Sk3 Sk1
— sk L sk,
Vv sks| _ -
N [4, 4] |~ ®d=d
— sk A sks
— sks sf sk
4 rounds Ao |5 = d, sky
— sk sk -7
— sk, _Sk7_
Lg = Rg = Lo

Fig. 4. Constructing a fixed-point in the GOST block cipher

We split the first 8 rounds of the GOST block cipher into 2 parts P; (rounds
1-4) and P, (rounds 5-8). Since the subkey used in the first 8 rounds is restricted
by A - ko, we also split this system of 64 equations over GF(2) into two parts:

sk sky
sk o sks _
A | =d A 50 —dy (25)

sks skr
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where A = [4; As] and d = d; @ dz. Now we can apply a meet-in-the-middle
attack to construct 264 appropriate fixed-points for the GOST block cipher with
a complexity of 264. It can be summarized as follows.

1. Choose a random value for dy. This determines also do = d & d;.

2. For all 2% subkeys sk, ..., sksz which fulfill Z5) compute L4, Ry and save
the result in the list L.

3. For all 2%4 subkeys sk, ..., sky which fulfill 5) compute rounds 4-8 back-
ward to get L4, Ry and check for a matching entry in the list L. Note that
since there are 254 entries in the list L we expect to always find a matching
entry in the list L. Hence, we get 264 appropriate fixed-points for the GOST
block cipher with a complexity of about 264 and memory requirements of
264,40 ~ 270 bytes.

By repeating this attack about 232 times for different choices of dy, we get 296
appropriate fixed-points. In other words, we found 2% keys k} which all produce
the same value sg = E(kg7h0) and additionally fulfill ([24]). Consequentially,
we have 2% message blocks M? which all result in the same value o with
X = ¢~ "™(H;). By applying a birthday attack we will find two message blocks
MZ-’“ and Mf with k # t where also x1, z2, and x5 are equal. In other words, we
can find a collision for the compression function of GOST with a complexity of
about 2% instead of 2128 evaluations of the compression function of GOST.

4.2 Constructing Collisions for the Hash Function

In this section, we show how the collision attack on the compression function
can be extended to the hash function. The attack has a complexity of about, 21%°
evaluations of the compression function of GOST. Note that the hash function
defines, in addition to the common iterative structure, a checksum computed
over all input message blocks which is then part of the final hash computation.
Therefore, to construct a collision in the hash function we have to construct
a collision in the iterative structure (i.e. chaining variables) as well as in the
checksum. To do this we use multicollisions.

A multicollision is a set of messages of equal length that all lead to the same
hash value. As shown in [9], constructing a 2¢ collision, i.e. 2! messages consisting
of ¢ message blocks which all lead to the same hash value, can be done with a
complexity of about ¢ - 2% for any iterated hash function, where 2% is the cost
of constructing a collision in the compression function. As shown in Section
Tl collisions for the compression function of GOST can be constructed with
a complexity of 2% if hg is symmetric in H; 1 = h3| ha||h1]/ho. Note that by
using an additional message block M;_; we find a chaining variable H;_; =
f(H;_9,M; 1), where hg is symmetric with a complexity of 232 compression
function evaluations. Hence, we can construct a 2'?® collision with a complexity
of about 128-(2964-232) ~ 2103 evaluations of the compression function of GOST.
With this method we get 2'2% messages M* that all lead to the same value Hosg
as depicted in Figure [l
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Fig. 5. Constructing a multicollision for GOST

To construct a collision in the checksum of GOST we have to find 2 distinct
messages which produce the same value X' = My 8 MJ* B - B Mags B M2
with ja,ja,...j2s6 € {1,2}. By applying a birthday attack we can find these 2
messages with a complexity of about 2!27 additions over GF(256) and memory
requirements of 2134 bytes. Due to the high complexity and memory requirements
of the birthday attack, one could see this part as the bottleneck of the attack.
However, the runtime and memory requirements can significantly be reduced by
applying a generalized birthday attack introduced by Wagner in [23]. Wagner
shows that if £ is a power of two then the memory requirements and the running
time for the generalized birthday problem is given by 27/ (14184 and ¢.2n/(1+1&0)
respectively. Note that in the standard birthday attack we have ¢ = 21

Let us now consider the case ¢ = 23. Then the birthday attack in the second
part of the attack has a complexity of 23 - 2256/4 = 267 and uses lists of size
2256/4 — 964 T detail, we need to construct 8 lists of size 264 in the first step
of the attack. Hence, we need to construct a 284 collision in the first part of
the attack to get 8 lists of the needed size. Constructing this multicollision has
a complexity of about 8- 64 - (232 4 296) = 2105 compression function evaluations
and memory requirements of 8- 64 - (2-64) = 216 bytes. Hence, we can construct
a collision for the GOST hash function with a complexity of about 2%5 and
memory requirements of 264 .26 = 270 bytes by using a generalized birthday
attack with ¢ = 8 lists. Furthermore, the colliding message pair consists of 8 -
(2-64) = 1024 message blocks. Note that £ = 8 is the best choice for the attack.
On one hand if we choose ¢ > 8 then the memory requirements of the attack
would decrease but the attack complexity would increase. Since we need about
270 bytes of memory for constructing fixed-points in the GOST block cipher,
this does not improve the attack. On the other hand if we choose £ < 8 then the
memory requirements of the attack would be significantly higher.

A Remark on the Length Extension Property. Once, we have found a col-
lision, i.e. collision in the iterative part (chaining variables) and the checksum,
we can construct many more collisions by appending an arbitrary message block.
Note that this is not necessarily the case for a straight-forward birthday attack.
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By applying a birthday attack we construct a collision in the final hash value
(after the last iteration) and appending a message block is not possible. Hence,
we need a collision in the iterative part as well as in the checksum for the
extension property. Note that by combining the generic birthday attack and
multicollisions, one can construct collisions in both parts with a complexity of
about 128 - 2128 = 2135 while our attack has a complexity of 2105,

A Remark on Meaningful Collisions. In a chosen-prefix setting, an attacker
searches for a message pair (M, M*) such that for a given hash function H

H(Mpye|| M) = H (M, || M) (26)

for any pair (Mpe, My,..). In [2], Stevens et al. show that such a more powerful
attack exists for MD5. Furthermore, they describe an application of this attack
for colliding X.509 certificates. Note that their attack (in a chosen-prefix setting)
has a complexity of 2°°, while the currently best published collision attack for
MD5 has a complexity of about 23° evaluations of the compression function [12].

However, in the case of GOST the collision attack in the chosen-prefix setting
has the same complexity as the collision attack. Due to the generic nature of the
collision attack, differences in the chaining variables can be canceled efficiently.
Assume that the chosen prefix (M., M,,.) consists of t message blocks resulting
in the chaining variables H; and H;. Then the attack can be summarized as

follows.

1. We have to find two message blocks M;; and M/, | such that hg = hg =0,
where Hy i1 = hsl||ha||h1]|ho and Hf | = h3||h5||hT||hs. This has a complexity
of about 2 - 264 evaluations of the compression function of GOST.

2. Now we have to find two message blocks My, o and M{,, such that Hy o =
H{, 5. This can be done similar as constructing a collision in the compression
function of GOST (see Section {)). First, we choose a random value for ¢
in @) and construct 2%6 message blocks M; o, where g is equal. Second,
we construct 296 message blocks M, 5, where z§ = xo. To guarantee that
xo = x§ we have to adjust ¢* in ([22)) such that the following equation holds.

xo =Th =ys D2y ®hi =" @A

By applying a meet-in-the-middle attack we will find two message blocks
Mo and M, , which produce the same chaining variables (H;yo = H{ ).
This step of the attack has a complexity of 2 - 2% evaluations of the com-
pression function of GOST.

3. Once we have constructed a collision in the iterative part (chaining vari-
ables), we have to construct a collision in the checksum as well. Therefore,
we proceed as described in Section 2l By generating a 2°'2 collision and ap-
plying a generalized birthday attack with ¢ = 8 we can construct a collision
in the checksum of GOST with a complexity of 2'%° compression function
evaluations and memory requirements of 270 bytes.
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Hence, we can construct meaningful collisions, i.e. collisions in the chosen-prefix
setting, for the GOST hash function with a complexity of about 2'%° compression
function evaluations.

5 Improved Preimage Attack for the Hash Function

In a preimage attack, we want to find, for a given hash value h, a message
M such that H(M) = h. As we will show in the following, for GOST we can
construct preimages of h with a complexity of about 2'°? evaluations of the
compression function of GOST. Before describing the attack, we will first show
how to construct preimages for the compression function of GOST. Based on
this attack we then present the preimage attack for the hash function.

5.1 A Preimage Attack for the Compression Function

In a similar way as we have constructed a collision in Section ] we can con-
struct a preimage for the compression function of GOST. In the attack, we have
to find a message block M;, such that f(H;_1, M;) = H; for the given values H;_,
and H;. Note that the value of H; determines z3,...,, since X = ¢~ "4(H,).
Furthermore, assume that ho (in H;—1 = hsl|---||ho) is symmetric. Then the
attack can be summarized as follows.

1. Since we will construct fixed-points for the GOST block cipher such that
so = E(ko, ho) = ho, we have to adjust ¢ in ([2Z) such that

2o = Yo D 20D ho =cD hg

holds with X = =™ (H;). Once c is fixed, this also determines d in (24)).

2. Choose a random value for d; (this also determines dy = d @ dy) and apply
a meet-in-the-middle attack to obtain 264 message blocks M7 for which xg is
correct. Note that this step of the attack has memory requirements of 270 bytes.

3. For each message block compute X and check if x5, x5, and x; are correct.
This holds with a probability of 27192, Thus, after testing all 264 message
blocks, we will find a correct message block with a probability of 27192.264 =
27128 Note that we can repeat the attack about 2% times for different
choices of d;.

Hence, we will find a preimage for the compression function of GOST with a
probability of about 2754 and a complexity of about 2!?® evaluations of the
compression function of GOST and memory requirements of 27 bytes.

5.2 Extending the Attack to the Hash Function

Now, we show how the preimage attack on the compression function can be
extended to the GOST hash function. The attack has a complexity of about
2192 evaluations of the compression function of GOST. Moreover, the preimage
consists of 257 message blocks, i.e. M = M||---||Mas7. The preimage attack
consists of four steps as also shown in Figure
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Fig. 6. Preimage Attack on GOST

STEP 1: Multicollisions for GOST. For the preimage attack on the hash
function, we construct a 22°% collision. This means, we have 22°6 messages M* =
M| M| - - | M32 for ji,jo, ..., jose € {1,2} consisting of 256 blocks that
all lead to the same hash value Hsss. This results in a complexity of about
256-2128 = 2136 evaluations of the compression function of GOST. Furthermore,
the memory requirement is about 2-256 message blocks, i.e. we need to store 214
bytes. With these multicollisions, we are able to construct the needed value of
XY™ in STEP 4 of the attack (where the superscript m stands for ‘multicollision’).

STEP 2: Constructing Hass Including the Length Encoding. In this
step, we have to find a message block Mss7 such that for the given Hays6 deter-
mined in STEP 1, and for |M| determined by our assumption that we want
to construct preimages consisting of 257 message blocks, we find a Hoss =
hs|| - - - [|ho where hg is symmetric. Note that since we want to construct a mes-
sage that is a multiple of 256 bits, we choose Mas7 to be a full message block
and hence no padding is needed. We proceed as follows. Choose an arbitrary
message block Mss7 and compute Hasg as follows:

Hys7 = f(Hase, Mast)
Hosg = f(Hasz, |M])

where |M| = (256 4 1) - 256. Then we check if hg in the resulting value Hasg is
symmetric. This has a probability of 2732. Hence, this step of the attack requires
2 - 232 evaluations of the compression function of GOST.

STEP 3: Preimages for the Last Iteration. To construct a preimage for
the last iteration of GOST we proceed as described in Section [5.1l Since hg in
Hyss is symmetric, we will find a preimage for the last iteration of GOST with
a probability of 2% (and a complexity of about 2!2%). Therefore, we have to
repeat this step of the attack about 264 times for different values of Hasg (where
ho is symmetric) to find a preimage for the last iteration. Hence, finishing this
step of the attack has a complexity of about 204-(2.232 4 2128) ~ 2192 evaluations
of the compression function of GOST. Once we have found a preimage for the
last iteration, also the value X™ is determined, since X" = X' B Masy.
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STEP 4: Constructing X™. In STEP 1, we constructed a 22°¢ collision in the
first 256 iterations of the hash function. From this set of messages that all lead
to the same Hasg, we now have to find a message M* = M{'||M3?|| - - - || M2
for 41, ja, ..., jes6 € {1,2} that leads to the value of 2™ = X* 5 Ma57. This can
be done by applying a meet-in-the-middle attack. First, we save all values for
Y1 =M B MP?H- B M in the list L. Note that we have in total 2!8
values in L. Second, we compute Yy = M43 B M7 8 --- B8 M2 and check
if ¥™ 3 X, is in the list L. After testing all 2'%® values, we expect to find a
matching entry in the list L and hence a message M* = M{'||M3?|| - - - || M32°
that leads to X™ = X' B Mos;. This step of the attack has a complexity of
2128 and a memory requirement of 2128 . 25 = 2133 hytes. Once we have found
M*, we found a preimage for GOST consisting of 25641 message blocks, namely
M* ||M257.

The Attack Complexity. The complexity of the preimage attack is deter-
mined by the computational effort of STEP 2 and STEP 3, i.e. a preimage of h
can be found in about 2!92 evaluations of the compression function. The memory
requirements for the preimage attack are determined by finding M* in STEP 4,
since we need to store 2'33 bytes for the meet-in-the-middle attack. Due to the
high memory requirements of STEP 4, one could see this part as the bottleneck
of the attack. However, the memory requirements of STEP 4 can significantly
be reduced by applying a memory-less variant of the meet-in-the-middle attack
introduced by Quisquater and Delescaille in [I7]. Hence, a preimage can be con-
structed for the GOST hash function with a complexity of 212 evaluations of
the compression function and memory requirements of about 27° bytes.

5.3 A Remark on Second Preimages

Note that the presented preimage attack on GOST also implies a second preim-
age attack. In this case, we are not given only the hash value h but also a message
M that results in this hash value. We can construct for any given message a sec-
ond preimage in the same way as we construct preimages. The difference is, that
the second preimage will always consist of at least 257 message blocks. Thus, we
can construct a second preimage for any message M (of arbitrary length) with
a complexity of about 2'°? evaluations of the compression function of GOST.

6 Conclusion

In this article, we have presented a collision attack and a (second) preimage at-
tack on the GOST hash function. Both the collision and the (second) preimage
attack are based on weaknesses in the GOST block cipher, namely fixed-points
can be constructed efficiently for plaintexts of a specific structure. The internal
structure of the compression function allows to construct collisions with a com-
plexity of about 2°¢ evaluations of the compression function. This alone would
not render the hash function insecure. The fact that we can construct multicol-
lisions for any iterated hash function including the GOST hash function and the
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possibility of applying a (generalized) birthday attack to construct also a col-
lision in the checksum make the collision attack on the hash function possible.
The attack has a complexity of about 2!%5 compression function evaluations.
Furthermore, the generic nature of the attack allows us to construct meaningful
collisions, i.e. collisions in the chosen-prefix setting, with the same complexity.
In a similar way as we construct collisions for the hash function, we can con-
struct (second) preimages for the hash function with a complexity of about 2192
evaluations of the compression function. This improves the previous (second)
preimage attack of Mendel et al. by a factor of 233. Even though the complexi-
ties of our attacks are far beyond of being practical, they point out weaknesses
in the design principles of the hash function GOST.
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Abstract. In this paper, we examine the resistance of the popular hash
function SHA-1 and its predecessor SHA-0 against dedicated preimage
attacks. In order to assess the security margin of these hash functions
against these attacks, two new cryptanalytic techniques are developed:

— Reversing the inversion problem: the idea is to start with an
impossible expanded message that would lead to the required di-
gest, and then to correct this message until it becomes valid without
destroying the preimage property.

— P3graphs: an algorithm based on the theory of random graphs that
allows the conversion of preimage attacks on the compression func-
tion to attacks on the hash function with less effort than traditional
meet-in-the-middle approaches.

Combining these techniques, we obtain preimage-style shortcuts attacks
for up to 45 steps of SHA-1, and up to 50 steps of SHA-0 (out of 80).

Keywords: hash function, cryptanalysis, preimages, SHA-0, SHA-1, di-
rected random graph.

1 Introduction

Until recently, most of the cryptanalytic research on popular dedicated hash
functions has focused on collisions resistance, as can be seen from the successful
attempts to violate the collision resistance property of MD4 m, MD5 @, @],
SHA-0 [|a] and SHA-1 ﬂﬁ, 21, @] using the basic ideas of differential cryptanaly-
sis E} The community developed a wealth of fairly sophisticated tools that aid
this type of analysis, including manual ﬂﬁ] and automated ﬂ, g, ] methods
to search and evaluate characteristics optimized for differential cryptanalysis of
the used building blocks.

This wealth of results stands in stark contrast to what is known about the
preimage and second preimage resistance of these hash functions. This is espe-
cially unsatisfying since most applications of hash functions actually rely more
on preimage and second preimage resistance than on collision resistance.

Some of the Main Features of Our Results: All currently known generic
preimage attacks require either impractically long first preimages ﬂﬁ], a first

D. Wagner (Ed.): CRYPTO 2008, LNCS 5157, pp. 179-202] 2008.
© International Association for Cryptologic Research 2008



180 C. De Canniere and C. Rechberger

preimage lying in a very small subset of the set of all possible preimages ﬂﬁ], or
a target digest constructed in a very special way ﬂﬂ]

In this work, we study the resistance of SHA-0 and SHA-1 against dedicated
cryptanalytic attacks in settings where only relatively short preimages are al-
lowed and a first preimage might not be available. An example of a very com-
mon use case of hash functions that relies on the resistance against these kind
of attacks: hashed passwords. Especially SHA-1 is ubiquitously used, and will
continue to be recommended by NIST even after 2010 outside the application of
digital signatures ML e.g., as RNG or KDF.

We exploit weak diffusion properties in the step transformation and in the
message expansion to divide the effort to find a preimage, and consider only
one or a small number of bits at a given time. In particular we present two new
cryptanalytic tools. Firstly a compression function attack by means of correcting
invalid messages, described in Sect.[Bl Secondly, an algorithm based on the theory
of random graphs that allows an efficient conversion of preimage attacks on the
compression function to attacks on the hash function is presented in Sect. [l

Later, in Sect. Bl we will discuss the results of combining these methods. This
results in cryptanalytic shortcuts attacks for up to 50 step of SHA-0 (out of 80)
and 45 steps of SHA-1. As a proof-of-concept we give a preimage for the 33-step
SHA-0 compression function and also a second preimage of an ASCII text under
the SHA-0 hash function reduced to 31 steps in Appendix [Bl

2 The SHA Family

In this paper, we will focus on the hash function SHA-1 and its predecessor
SHA-0. The SHA-1 algorithm, designed by the US National Security Agency
(NSA) and adopted as a standard in 1995, is widely used, and is representative
for a large class of hash functions which started with MD4 and includes most
algorithms in use today. In this section, we only briefly review a few features of
the SHA design which are important for the techniques presented in this paper.
For a complete description we refer to the specifications HE]

SHA-0 and SHA-1 consist of the iterative application of a compression func-
tion (denoted by f in Fig.[Il), which transforms a 160-bit chaining variable h;_;
into hj, based on a 512-bit message block m;. At the core of the compression
function lies a block cipher g which is used in Davies-Meyer mode (see Fig. 2I).

The block cipher itself consists of two parts: a message expansion and a state
update transformation.

The purpose of the message expansion is to expand a single 512-bit input
message block into eighty 32-bit words Wy, ..., Wrg. This is done by splitting the
message block into sixteen 32-bit words My, ..., M15, which are then expanded
linearly according to the following recursive rule:

W — M; for 0 <i < 16,
L (Wis @Wi_g W14 ® Wi_16) < s for 16 < i < 80.
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The only difference between SHA-0 and SHA-1 lies in the rotation value s, which
is 0 for SHA-0, and 1 for SHA-1.

The state update transformation takes as input a 160-bit chaining variable
hj—1 which is used to initialize five 32-bit registers A, B, ..., E. These registers,
referred to as state variables, are then iteratively updated in 80 steps, one of
which is shown in Fig. Bl Note that the state update transformation can also be
described recursively in terms of A; only: after introducing A_; = By, A_o =
Cy <k 2, A 3=Dy <2 and A_4, = Ey K 2, we can write:

Aip1 = (A K5) + Wi+ f(Aim1, Aic2 3> 2,4 33> 2) + (Aima > 2) + K

Because of this property, we will only consider the state variable A; in the
remainder of this paper.

3 Inverting the Compression Function

Before devising (second-) preimage attacks against the complete SHA function,
we first focus on its compression function, and develop inverting methods which
will be used as building blocks afterwards.

3.1 Possible Approaches

The recent successes in constructing collisions in SHA-0 and SHA-1 raise the
natural question whether the differential techniques developed for collision at-
tacks could also be used for constructing preimages. The question is especially
pertinent in the case of second preimages, which are in fact just special types of
collisions.
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A first straightforward approach would consist in reusing the differential char-
acteristics used in collision attacks by applying the corresponding message dif-
ference to the given message. If the characteristic is followed, then this will yield
a second preimage. While this approach was applied to MD4 by Yu et al. @],
and to SHA-1 reduced to 53 steps by Rechberger and Rijmen m, @], it has
some serious limitations when trying to find second preimages of reasonably
short messages. The main problem is that, since the starting message is already
fixed, the probability of the characteristic directly translates into the success
probability of the attack (instead of determining the number of trials, as in col-
lision attacks). This probability is further reduced by the fact that we lose the
possibility to influence the difference propagation by fixing bits of the message
to special values. In the case of MD4 and 53-step SHA-1, this results in attacks
which only succeed with a probability of 2756 and 271°!% respectively.

A second approach, which was recently proposed by Leurent in ﬂﬂ], relies on
the existence of special messages which can simultaneously be combined with
a large number of different characteristics, resulting in a large set of related
messages. The idea is to compute the hash value of such a special message, and
then apply the appropriate differences in order to steer this value towards the
target value. Similar strategies have previously been used in practical second
preimage attacks on SMASH by Lamberger et al. NE], and more recently in
preimage attacks on GOST by Mendel et al. HE, @] In the case of MD4, this
approach does not require a first preimage to start with, and results in a preimage
attack against full MD4 with a complexity of 2'°°.

It is not clear, however, how these ideas could efficiently be applied to hash
functions such as SHA-0 or SHA-1, which, while still being vulnerable, show
much more resistance to differential cryptanalysis than MD4. In the next sec-
tions, we will therefore study a completely different approach, which, as will be
seen, has little in common with the techniques used in collision attacks.

3.2 Turning the Function Around

The problem we are trying to solve in this section is the following: given a 160-bit
target value hy, and a 160-bit chaining input hg, find a 512-bit message input
mo such that f(ho,mo) = h1, or equivalently that g(ho,mo) = hi — ho. Since
the size of the message is much larger than the size of the output, we expect this
equation to have a very large number of solutions. The difficulty in determining
the 512 unknown input bits, however, lies in the fact that each of the 160 bit-
conditions imposed at the output, depends in a complicated way on all 512 input
bits.

The main observation on which the inversion method proposed in this paper is
based, is that we can obtain a larger, but considerably less interconnected system
of equations by expressing the problem in terms of internal state variables, rather
than in terms of message words. That is, instead of trying to tweak a message in
the hope to be able to control its effect on the output after being expanded and
fed through several iterations of the state update transformation, we will start
from state variables which already produce the correct output, and modify them
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Fig. 4. Two equivalent descriptions of the inversion problem for a compression function
reduced to R rounds

in such a way that the expanded message words, which can easily be derived
from them, satisfy the linear recursion of the message expansion.

The idea is illustrated in Fig. @l Instead of considering the function which
maps My ... Mis to Azg ... Agg as in Fig. [fl(a), we will first fix Azg ... Ago to the
target value determined by h1 — ho, and then analyze the function in Fig. @(b)
which maps A; ... Azs to error words Ey ... Egq, where

Ei =W; ®@Wiyo ®Witg @ Wip13 ® (Wig16 > s), and
W; = Ai+1 — (AZ' < 5) — f(Al;l, Ao > 2, A3 > 2) — (Ai74 > 2) - K;.

Clearly, finding an input which maps to hy — ho in Fig. B{(a) is equivalent to the
problem of finding an input which maps to zero in Fig. E(b).

The potential advantages of this alternative approach are clearly seen when
analyzing how flipping a single bit in the input affects the output in both cases.
In the first case, illustrated in Fig. Bl(a), a single flip in the message quickly
propagates through both the expanded message and the state, resulting in a
completely uncontrollable pattern of changes at the output. In the second case,
however, a bit-flip in the state propagates to the output in a very predictable
way, as shown in Fig. Bb). A change in the state affects at most 6 consecutive
expanded messages words, and at most 22 words of the output. More impor-
tantly, depending on the position of the flipped bit in the state word, it will
leave the least significant bits of all W; and E; untouched. The downside is that
both the input and the output of the function to invert are considerably larger.

3.3 Fixing Problems Column by Column

Let us now analyze in a little bit more detail how state bits affect the output
words in our new function. In order to simplify the analysis, we will for now
assume that we deal with a variant of SHA-0 reduced to R rounds.
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Fig. 5. Bits affected by a single bit flip at the input (SHA-1). Black bits are guaranteed
to flip; gray bits may be flipped; white bits are unaffected.

Suppose that we restrict ourselves to the first j + 1 bits of each expanded
message word W; (denoted by W/ "'0), and that we keep all state bits constant
except for those at bit position j + 2 (referred to as a; 2 ). In this case, we can
derive a simple relation (by collecting all constant parts into a j 4+ 1-bit word

€7 and a 1-bit variable ¢/), which holds as long as 0 < j < 25:
Wi = CI0 = (f(c],al5, al23) < j) — (al2] < j). (1)

The interesting property of this relation is that the effect of the state bits a] 2
is confined to the most significant bit of sz 0 Furthermore, this effect is linear
in all rounds where fxor or fir is used. Since the words F; in SHA-0 are just a
bitwise XOR of expanded message words W;, this property holds for those words
as well.

We can now use this observation to gradually fix the bits of E; to zero, column
by column. We start by determining a?...a%_. such that the least significant
bits of all R — 16 output words FE; are zero. Since we have R — 5 degrees of
freedom and only need to satisfy R— 16 conditions, we expect to find 2'! different
solutions. Thanks to the special structure of the equations, these solutions can
be found recursively with a computation effort which is linear in the number of
rounds R. Next, we use aj...a% - (which, as indicated by (), will not affect
the least significant bits) to correct the second least significant bits. We proceed
this way as long as (l) holds, and eventually we will only be left with non-zero
bits in the 7 most significant bits of the R — 16 output words.

In order to eliminate the remaining non-zero bits, we could just repeat the
previous procedure with different solutions for the state bits, until these non-zero
bits disappear by themselves. This would require in the order of 27 (f=16) trials.
In the next section, we will show how this number can be reduced.
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Fig. 6. Flipping state bit 29 with (a) and without (b) carries (SHA-1)

3.4 Preventing Carries

A natural way to improve the previous attack is to try to extent the property
found in () to the case j > 25. The problem however is that the equation gets
an extra term for 25 < j < 30:

W/™0 =070 = (o] < = 25) = (f(c] alt3, alf5) <) — (al2} <),

Hence, when trying to fix the output bits in column j, we have to make sure that
this extra term at position j — 25 does not reintroduce errors in the previously
fixed columns. In order to do so, we will first try to confine the potential trouble
caused by this term to a single column by preventing the propagation of carries to
other columns (the idea is shown in Fig.[f]). This can easily be achieved by noting
that the 5 most significant bits of A;, which we are currently trying to determine,
affect the least significant part of W; through the equation W; = X; — (A; <« 5),
where

Xi=Aip1 — fAis1, Ao > 2, A 3> 2) — (Aiy > 2) - K.

If we now choose the 7 least significant columns of the state in beforehand in
such a way that there are no zeros in the 5 least significant bits of X;, then no
carries (borrows) will appear later on when the 5 most significant bits of A; are
modified. Once these 7 columns have been determined, we start correcting the
output columns for 5 < j < 25 in exactly the same way as explained in the
previous section.

When we arrive at 7 > 25, we will try to use the state bits at position j + 2
to simultaneously correct columns j and j — 25 of the output. This time, we
have R — 5 degrees of freedom to satisfy 2 x (R — 16) conditions, and hence we
will still have to rely on chance for R — 27 of these conditions. In total, we will
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leave 5 x (R — 27) uncorrected output bits in columns 25-29 and 2 x (R — 16)
in columns 30-31. As a consequence, we will need to perform 2¢ trials with
¢c=2-(R—16)+5- (R —27) in order for all non-zero bits to be eliminated.

3.5 Relaxing the Problem: Partial-Pseudo-Preimages

In the previous section, we had to leave a number of output bits uncorrected
because of a lack of degrees of freedom in the state bits in columns 27-31. One
way to create up to 10 additional degrees of freedom in each of these 5 columns is
to allow the attacker to modify bits a’ , ...a} and/or af,_, . ..a7, as well. In this
case, the input and the output of the compression function will only partially
match hg and hi, and we call this a partial-pseudo-preimage. It is easy to see
that each additional degree of freedom will reduce the cost by a factor two, i.e.,
if we allow b; < 25 input bits and by < 25 output bits to deviate from their
original target, then the computation effort of finding a partial-pseudo-preimage
will be given by

2¢, where ¢=2-(R—16)+5-(R—27) — (b1 +bs).

3.6 Application to SHA-1

The techniques explained for SHA-0 can be applied to SHA-1 in a relatively
straightforward way. The only difference is that affected bits in W;, with i > 16,
will not only propagate to the corresponding columns in the error words, but also
to the columns shifted by one position to the right. In order to compensate for
this, it suffices to consider different state bits when correcting the columuns, i.e.,
instead of using @]t . a’y™% to correct column j (and j—25 if j > 25), we will now
use the state bits a]t?.a]7* and al37.. aﬁr_:;s. This works fine as long as j < 29.
The bits a{;?. .aﬁ_‘n’s cannot be used anymore when j = 29, though. Since we
lose R — 16 degrees of freedom for fixing the last pair of columns (columns 29

and 4), the computational effort increases to:
2°, where ¢=3-(R—-16)+5-(R—27)— (b1 +b2).

In addition to this, and for the same reason, we can now only fully exploit 20
additional degrees of freedom at the output, i.e., by < 20. We still have b; < 25,
though.

4 Preimages from Partial-Pseudo-Preimages — P3graphs

For the discussion in this section, let’s assume we are given a method to produce
partial-pseudo-preimages that is faster than a method to find preimages directly.

We first discuss a number of well understood methods in Sect. 1] that trans-
form such attacks on the compression function into a preimage attack on the hash
function by means of meet-in-the-middle and tree building techniques. Next, in
Sect. we discuss a new method using so-called P3graphs, that makes it pos-
sible to exploit the existence of such weaker attacks more directly.
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Fig. 7. Three different ways to build preimages from partial pseudo-preimages

4.1 Meet-in-the-Middle and Tree Based Methods

Inverting a Davis-Meyer compression function is the problem of finding a pair
(h,m) such that g(h,m) + h equals a given digest d. It was shown that no
black-box attack can give a preimage faster than essentially 2" |3, 127]. Inverting
a Merkle-Damgard hash function is the problem of, given an initial chaining input
ho, finding an (almost arbitrarily large) number x of message blocks mg ... my
such that h, equals a given digest d.
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In the following, we assume that a part of the chaining input (say n — by out
of the n bits) can be chosen by the attacker, or in other words: the attacker can
control all but by bits of the chaining input (always the same n — by bits). Let’s
further assume that a partial preimage attack on the compression function (of
cost 2¢) has the property that a preimage can be found where all but by out of n
bits match the targeted digest d (again always the same n — by bits). In addition
to the parameters by and by introduced in Sect. 3.5 we will denote the number
of bit positions of the chaining variable which can be controlled both from the
input and from the output by n — b. All the following methods yield a preimage
of the hash function for any given digest d

— Meet-in-the-middle approach 1. A basic unbalanced meet-in-the-middle
approach that does not take advantage of the b bits that overlap has runtime
2(n+¢)/2+1 and memory costs of 2("~9)/2_ The balanced case appeared already
in MQ], memoryless variants appear to have been first proposed in , ]

— Meet-in-the-middle approach 2. By using the fact that both in forwards,
and backwards direction, only b bits need to meet, the runtime requirement
improves to 20/2+¢1 4 20/24¢2 where ¢; denotes the cost of a partial-preimage
attack (the forward part, if no compression function attack is available, a
brute force attack with this property has cost 2"7%), and cp denotes the
cost of the pseudo-preimage attack (this is equivalent to calling the partial-
pseudo-preimage attack 2° times at the cost of 2°7¢). The total runtime is
hence 230/2+¢+1 the memory requirement is 2°.

— Layered Tree method due to Leurent, see Fig. [f(a). In [17] the fol-
lowing tree method was proposed. Starting from the target hash d, produce
two different pseudo preimages with cost 207¢t1 As a next step, produce
four different pseudo preimages with the same cost that target both new
target chaining values. This process is continued for n — b — ¢ — 2 blocks
and needs about 2770771 of storage. For a fixed length preimage, only the
last layer of the tree can be used for random trials in the forward direction,
amounting to 2°7°*2 trials. Variants with a different branch number, or with
less restrictions on the way the tree grows are thinkable [@]

— Alternative Backward-Forward Tree method, see Fig. [[b). Similar
to the approach above, one could let the tree grow in the backward direction
for b/2 blocks, regardless of the time complexity of the compression function
attack. In the forward direction we rely on using the partial-pseudo-preimage
on the compression function of cost 2¢ again, now having to call it 2° times to
have a partial-preimage. Using this, the tree grows in the forwards direction
in exactly the same manner as in the backwards direction. Because of the
birthday effect, both trees have at least one connection with high probability.
The total runtime is b - 207¢+1, the memory requirement is 2°/2.

— Tree Method due to Mendel and Rijmen, see Fig. [(c). In [22] a
tree-based method was proposed that has the same runtime and memory
requirements as the new graph-based method we are about to introduce in
the following section.
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4.2 A Graph Based Approach

The meet-in-the-middle method discussed above requires the generation of many
partial-preimages for the first part of the preimage and many pseudo-preimages
for the second part of the preimage. The new method based on random di-
rected graphs we are about to introduce allows to reduce the number of partial-
preimages needed at the beginning and pseudo-preimages needed at the end to
1, at the cost of a number of partial-pseudo-preimages (each 2¢) in between.
Hence the name P?graph method, see also Fig. [c). We first outline the pro-
posed method, and give time and memory complexities. Afterwards we discuss
and compare it with other methods.

Edges of P3graph: Using a partial pseudo preimage algorithm, generate
2071 tuples (h(;), m)), at cost 2071 All these tuples, which map h;
to f(h(), M), can be seen as the 20+1 edges of a directed graph consisting
of 2° nodes. As explained in Appendix [A] we expect the majority of those
nodes to be part of a large densely interconnected component.

First Message Block, Forward Direction: Using the partial preimage gen-
eration method, generate a single tuple (hg, mg) that hits this component. The
expected work is in the order of 20%¢.

Last Message Block, Backward Direction: Also here, generate a single
tuple (hg,mg) such that f(h,,m,) = d and that h, falls into the inter-
connected part of the graph. The expected work is again in the order of:
2b+c,

Connection: What remains to be found is a connection (a path) between
these nodes (the entry node and the exit node) in the graph. Given the
number of edges in the graph, such a path is very likely to exist, as we discuss
in detail in Appendix[Al Total expected work: 20+ct1 4 gbte | gbte — gbtet2

On Exploiting Precomputation. The computations for constructing the first
message block and the P3graph do not need to be repeated when attacking a
different digest. The effort for every additional preimage attack is only 2+¢.

4.3 Discussion

There are a number of useful and distinctive properties of the P3graph method.
Firstly, the graph approach does not impose any structure on the connections
of partial-pseudo-preimages, which is an intuitive explanation of the efficiency
again compared to the L-Tree and the BF-Tree methods. Secondly, the P3graph
is friendlier towards precomputation: Whereas the full Pgraph (potentially in
such a way that the IV of the hash function is one of the nodes) can be precom-
puted, it is not possible to precompute the backwards tree for the L-Tree and
the BF-Tree method. Another advantage of the P3graph method over all other
known methods is that paths (and hence preimages) of almost any length have
high probability to exist. There is no upper limit, the lower bound is discussed in



190 C. De Canniere and C. Rechberger

Appendix [Al This property will be useful when dealing with the padding in a
preimage attack on the hash function (see Sect [B.T]).

One drawback of the P3graph method can be the higher memory requirements.
Storage requirements for all the edges is exponential in the number of bits b that
can not be controlled. Hence the runtime gain of the P3graph method is useful in
practice if the compression function attack allows to choose a reasonable small
b. The P3graph method allows time/memory tradeoffs that resemble e.g., the
BF-Tree method. Space constraints do not allow us to discuss them here. In
Table [l we summarize and compare the meet in the middle approach with the
P3graph method.

5 Putting Everything Together

We have now set the state to talk about the security margin of the SHA-0
and SHA-1 hash function against the new cryptanalytic methods. We do this by
combining the compression function attack from Sect.Bland the P3graph method
from Sect. [

5.1 Padding

So far, we neglected the fact that in a preimage attack on SHA-0 and SHA-1,
the padding fixes a part of the input message of the last message block. Hence,
without being able to cope with such a restriction, our attack would only be
a second preimage attack, but not a preimage attack. We discuss here several
possibilities to produce a correctly padded last message block without a first
preimage.

— Restrict the Degrees of Freedom in the Compression Function At-
tack: In order to fix a particular value for the message length, at least the
last 65 bits of the last message block need to be fixed. Among them are 25
bits whose freedom is needed in the compression function attack (for both
SHA-0 and SHA-1), hence fixing them results (without further optimiza-
tions) in a slowdown of the compression function attack by up to a factor of
225 In detail, these bits are MY, M7y 31 and My 42431,

— Expandable Messages: By making sure that every message length can be
constructed after the compression function attacks have been performed, al-
most no additional degrees of freedom need to be spent for a correct padding.

Table 1. Comparison of the meet-in-the-middle approach, various tree approaches,
and the P3graph method. All numbers are exponents of base 2.

MITM2 L(ayered)-Tree BF-Tree MR-Tree P3graph
total work 3b/2+c+1b+c+1+loga(n—>b—c) b+ loga(b) +c+1 b+c+2 b+c+2
total mem. b or less n—-b—c—1 b/2 b+1 b+1
onl. work b+c - - b+ ¢ b+ ¢
offl. work 2b+ ¢ - - b+ c+1og2(3) b+ ¢+ log2(3)
memory b - - b+1 b+1

flexible len. no no no no yes
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Using any of the following methods will hence return preimages of uncon-
trollable length. The only two property that the compression function attack
needs to have, are as follows. Firstly, to make sure that the end of the mes-
sage (before the length encoding, i.e., the LSB of Mj3) is a ‘1’. Secondly,
make sure that the length is a exact multiple of the block length, i.e., fix the
last nine bits of Mj5 to ‘110111111° (447). In total ten bits need to be fixed
for this, which will result (without further optimizations) in a slowdown of
the compression function attack by a factor 26. In detail, the six crucial bits
are MY, and M. Possibilities to construct expandable messages are as
follows.

e Multicollisions: As soon as the compression function attack has a com-
plexity slightly above the birthday bound (27/2+1°92(")) " the multicolli-
sion idea ﬂi] can be used to construct expandable messages [15] without
being the bottleneck.

e Flexibility of the P3graph Method (cycles): In the random directed
graph used in the P3graph method of Sect. 2], we expect to have many
cycles, also on the path between entry- and exit node. As detailed in
Appendix [A] we hence expect to find paths of any length longer than
some lower bound that connect any entry- and exit node with high
probability.

5.2 Summary of Attacks

From Sect. [3] we learn that by = by = 25 is a straight-forward choice for the
case of SHA-0. Since the method allows us to pick the same bit positions, we
also have b = 25. Since by < 20 for SHA-1, we will have to restrict ourselves
to b = 20 in this case. Note that for seriously reduced SHA-0 and SHA-1, less
degrees of freedom are of use in the compression function attack, and hence b
can be smaller. A quick check in Table [I] will convince the reader that memory
requirements will not be a problem in the practical implementation of such an
attack, even with the most time efficient P3graph method.

In order to illustrate our results we consider SHA-0 and SHA-1 reduced to
concrete numbers of steps, and give attack complexities in Figure[§ We combine
the attacks on the compression function as given in Sect. [8] with the different
generic ways of turning them into a preimage attack as outlined in Sect.
In our implementation of this attack the memory requirements are negligible.
Additionally, we also give attack complexities in Table 2 For both SHA-0 and
SHA-1, the number of steps for which we list results are chosen as follows.
To compare (lack of) resistance against the new attack of similarly reduced
primitives, we pick 32 steps in all cases. Additionally, we give results for the
highest number of steps for which the attack would be better than the birthday
bound and an actual brute force attack, respectively. Our approach takes less
than 2169 hash evaluations for SHA-0 reduced to up to 50 steps and for SHA-1
reduced to up to 45 steps. Note that inverting the hash function also implies the
ability to construct a fixed point.
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Fig. 8. Complexities of second preimage attacks against reduced SHA-0 (left) and
SHA-1 (right). The line ‘Plain’ refers to a direct preimage attack using only a sin-
gle block. The line ‘MITM 2’ refers to a meet-in-the-middle approach where partial-
preimages in the forward direction are combined with pseudo-preimages in the back-
wards direction. The line ‘P3graph’ refers to the new graph based method.

Table 2. Exemplification of new preimage attacks on reduced SHA-0 (left table) and
SHA-1 (right table). Efforts are expressed in terms of time complexity; memory and
communication costs can be considered negligible. For ideal building blocks, all these
attacks would require a 2'° effort. For simplification, the small constant factor between
the numbers given here and a naive brute force search is neglected. We give the total
runtime for attacking the first target digest; attacks on subsequent targets will be
faster.

type of attack building steps b effort with building steps b effort with

block new attack block new attack
inv. compression f. SHA-0 32 25 232 SHA-1 32 20 2°3
inv. compression f. SHA-0 38 25 QT4 SHA-1 35 20 277

inv. compression f. SHA-0 50 25 258 SHA-1 45 20 257
2nd preimage of hash SHA-0 32 12 2%7 SHA-1 32 10 2%

2nd preimage of hash SHA-0 38 25 276 SHA-1 34 14 277
ond preimage of hash SHA-0 49 25 2153 SHA-1 45 20  2'%°
preimage of hash ~ SHA-0 37 25 27 SHA-1 34 17 280

preimage of hash SHA-0 49 25 2159 SHA-1 44 20 2157

6 Conclusions and Outlook

The first method to construct preimages for SHA-O and SHA-1 reduced to a
nontrivial number of steps (up to 50 out of 80) is presented. The impossible
message approach we proposed exploits weak diffusion properties in the step
transformation and in the message expansion, which allows to divide the work
and consider only one or a small number of column at a given time. Both,
the impossible message approach, and the P3graph we introduced to efficiently
transform attacks on the compression function to attacks on the hash function,
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are rather generic and await to be applied to other settings and hash functions
as well.

Our results shed some light on the security margin offered by SHA-0 and
SHA-1 when only preimage attacks are of a concern. However, several aspects of
this work suggest that the security margin might be smaller. Let’s compare the
result of this work on cryptanalytic preimage attacks to the situation of collision
search attacks in 2004 and early 2005:

— Step-Reduced Variants: Work on SHA-1 resulted in theoretical collision
attacks for up to 58 steps @, @} Our preimage attacks cover slightly less
steps but are on a comparable magnitude.

— Degrees of Freedom: Whereas in the most recent collision search attacks
on SHA-1 the availability of degrees of freedom is the limiting factor for
further improvements, this was of no concern in earlier work. The fact that
not all degrees of freedom are used in our new preimage attacks suggests
that further improvements are possible.

— Sensitivity for Different Choices of Rotation Constants: The state
update transformation of SHA-0 and SHA-1 uses the fixed set of rotation con-
stants (5, —2). A study of the effect of different choices of rotation constants
on earlier collision search strategies ﬂﬁ] concluded that already a slightly
different choice would impact the performance significantly, although in a
complex way. In our attack, we observe a similar situation: The attack com-
plexity directly depends on the used rotation constants and would be lower
or higher, depending on the actual choice. The most recent collision search
attacks on SHA-1 do not show such a strong dependency on the choice of
rotation constants. Again, this suggests that further improvements on the
preimage attack presented in this paper is an interesting open problem.
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A Some Useful Properties of Random Graphs

In this appendix, we briefly review some properties of random graphs which are
relevant to the graph based approach proposed in Sect. For a more rigorous
and comprehensive treatment of random graph theory we refer to M, ﬂ] and ﬂa,
Chapt. VIL5].

A.1 Following Edges in a Random Directed Graph

Let G be a large directed graph consisting of n nodes and m = ¢ - n randomly
selected edges. On average, each node has ¢ outgoing edges, and we denote the
probability that a given ordered pair of nodes is connected by an edge by:

m C
pC: 2:
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Let us now study what happens when we start from an arbitrary node a and
construct sets of nodes Sy, S1, Sa, ... where Sy = {a}, and S; contains all nodes
that can be reached from a in exactly ¢ hops. If we eventually end up with an
empty set, the initial node a is called a “dying” node. In the opposite case, a
is said to “explode”. Clearly, if there exists an edge from a to b, and b is an
exploding node, then a must be exploding as well. Conversely, a node a can only
die if none of the n nodes in the graph are both connected to a and exploding.
Hence, the probability p. that a node explodes must satisfy:

1—p.= (1 — Pe 'pe)n e P,

From this expression we can deduce that p. must necessarily be 0 as long as
¢ < 1. However, when ¢ > 1, the equation 1 —x = ¢~ " does have a non-zero
(and positive) solution, which we will refer to as (c)[T

Assuming that the sets S; reach some moderately large size (i.e., a does not
die), we can write a simple recursive relation between the expected sizes F(]S;|)
of successive sets by computing the probability that an arbitrary node is con-
nected to at least one node of S;:

B(Sial) =n-[1= (1 =p)" 5| mn- [LoememlSDn] - (g)

Note that we can apply the same reasoning to obtain an almost identical recursive
relation between successive values of E(|So U Sy ---.S;|). By filling in ¢ = oo, we
find that the expected size of the sets converges to:

E(|Ss]) ~ E(|So U St -+ Sso|) 2 m - y(c) .

A.2 Connecting Two Given Nodes

In the previous section, we argued that a node a explodes with probability
pe = 7v(c), and that a fraction (c) of all nodes can be reached from it if it does.
Similarly, if a dies, it can be shown that only a negligible fraction of nodes will
be reached. The probability p, that two given nodes a and b are connected by a

path is hence:
2

Pp = v(e)”.

In the context of the attack proposed in this paper, we are interested in the

expected number of random edges m that need to be added to a graph in order

to find a path between two given nodes a and b. Suppose our current graph has

m > n edges. In that case we know that with probability 1 —~(m/n)? there will

be no path between a and b, in which case we will need at least one more edge.
Repeating this reasoning, we find;

2

man+ i [1 —’y(m/n)z} .

m=n

! One can show that v(c¢) = 14+ W (—c-e™%)/c, where W (z) is Lambert’s W function.
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We can approximate this sum by an integral, and after a few changes of variables,
we eventually obtain:

mzn+n-/100 {1—7(c)2} dc

L de
=n+n- 1—=~2). 7 g
nn/o('y)dryfy

=2-n.

This result, which states that, in order to connect two given nodes, we need on
average twice as many edges as nodes (i.e., ¢ = 2), is the main property used in
Sect.

A.3 Path Lengths

If we want to apply our graph based attack to a hash function which includes
the message length in the padding block, then we not only need to make sure
that there exists a path between two given nodes; we would also like to know in
advance how long this path will be.

In order to estimate how many nodes can be reached for a fixed path length,
we need to solve the recursive relation of ([2). A closed form solution probably
does not exist, but we can find a very good approximation:

[az(z;s) n 1]5

E(‘SZD%WJ’}/ oﬂ*‘”—&—l

where a = c- (1 —7), a*#1 = ¢, and n-v-c™? = 1. For ¢ = 2, we find that
v =0.80, « = 0.41, 3 = 0.12, and

0 - (logy n + logy v) = loggn — 0.33.

- log, ¢
We can now compute the minimal path length [ for which we expect that S
includes all reachable nodes (i.e., S; = S ). By solving the inequality E(]|Ss|) —
E(]S1]) < 1, we obtain:

1 1
l — - (1 1 =1.77-1 —0.58.
> Lng o log, J (logy m + log, ) 0gy 1

In other words, if we are given a random graph with n nodes and 2-n edges, and
if this graph connects two arbitrary nodes a and b (this occurs with probability
72 = 0.63), then we expect to find paths from a to b of length [ for any [ exceeding
1.77 - logy n.

B Proof-of-Concept Examples

As a proof-of-concept, we give examples of an implementation of the described
methods. We chose two examples. The first is a preimage for the 33-step SHA-0
compression function. The second is also a second preimage of a (roughly) 1KB
ASCII text for the 31-step SHA-0 hash function, using the P3graph method.
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B.1 A Preimage for the 33-Step Compression Function of SHA-0

As a proof-of-concept, we consider the compression function of SHA-0 reduced
to 33 steps. In Figure [@ we give a preimage for the all-1 output. A_4... Ay
and Wy ...Wis represent the input to the compression function. Computing

A_4+ Asg...Ag + A3z results in the all-1 output.

© 0~ O ULk WN O =

= e e e e
UL W N = O

28:
29:
30:
31:
32:
33:

Aj

:00110111111111111111111111111100
:11010111111111111111111111111100
:00100111111111111111111111111100
:00100111111111111111111111111111
:10110111111111111111111111111111
: 00100010000000000000100000010110
: 11000010000100000010001001110110
: 11100001000010000100000011110110
: 00110101000000000000000101100100
: 01000100000000000000000000001100
: 10110110000000000000000000111010
: 01100111000000000000000000001110
: 00011100000000000000000000011000
: 10100100000000000000000000000000
:11100111000000000000000001000001
: 10100010100000000000000001101001
: 00010010010001101000000100100001
: 00110001001011000000101011111110
: 00101110011011010000110001001000
:11101101100111111111111110010000
:10100101000000101100100101011010

01110111001110111011010101110100
11001000000000000000000000000011
00101000000000000000000000000011
11011000000000000000000000000011
11011000000000000000000000000000
01001000000000000000000000000000

Wi

10100111011111011000111010001001
01100111100011001010011000011011
01010000100000010111100010000111
01000001100001011000100101100011
10110010111111010101011101011001
10100010011110010111101001010111
11011111101101110110011001001001
00001111111110110111010000110011
10000111001111011000001011111100
01000001111111011000011010001011
10011100101111010111111010000011
10101101000000111111101001001011
01011101010110010110110100111101
00011011111010010011001011011001
00000011001110111111110010011010
11100001000001101011110110000010
01101011001010000100011000101011

11111100111010011110011000110001
01110110101111001110011000100110
11011100010011000000000000111010
10000010111111000100100010100100
11011011010101110010011011100100

Fig. 9. A preimage of the all-1 output for the 33-step SHA-0 compression function
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6420
2073
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6865
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4168
2120
6521
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7761
2067
6£66
7220
6261
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6f3a
2073
696e
7220
6469
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636f
2069
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6f6f
6963
7475
6174
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7468
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6e6b
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6e20
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6£20
6£66
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2064
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6e6b
6720
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6865
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6e63
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6465
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6865
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616¢c
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7469
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6164
6865
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7468
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6c20
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6d61
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6169
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6d61
3b20
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696e
7563
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656¢
6820
6265
7368

Alice was beginn
ing to get very
tired of sitting
by her sister o
n the bank, and
of having nothin
g to do: once or
twice she had p
eeped into the b
ook her sister w
as reading, but
it had no pictur
es or conversati
ons in it, ‘and
what is the use
of a book,’ thou
ght Alice ‘witho
ut pictures or c
onversation?’ So
she was conside
ring in her own
mind (as well as
she could, for
the hot day made
her feel very s
leepy and stupid
), whether the p
leasure of makin
g a daisy-chain
would be worth t
he trouble of ge
tting up and pic
king the daisies
, when suddenly
a White Rabbit w
ith pink eyes ra
n close by her.
There was nothin
g so VERY remark
able in that; no
r did Alice thin
k it so VERY muc
h out of the way
to hear the Rab
bit say to itsel
f, ‘Oh dear! Oh
dear! I shall be
late!’ (when sh

Fig. 10. 31-round SHA-0: original message (part 1)
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0000300:
0000310:
0000320:
0000330:
0000340:
0000350:
0000360:
0000370:
0000380:
0000390:
00003a0:
00003b0:
00003c0:
00003d0:
00003e0:
00003£0:
0000400:
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0000420:
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0000450:
0000460:
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0000540:
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6520
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6973
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7420
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6865
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7420
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2063
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T76e
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7420
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6520
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6973
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206a
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686f
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7468
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6974
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6275
6974
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7420
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7468
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2061
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6275
696f
6163
2061
6£72
7573
6565
206c
6c65
6765
6f6d
416¢
6e65
6465
6520
746f
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206f
2c20
2068
6768
6572
7420
2061
6520
7768
6163
5741
2057
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2069
7272
7374
6565
6865
696e
206e
656e
2065
6f61
2077
7574
726e
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726f
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Abstract. KEELOQ remote keyless entry systems are widely used for
access control purposes such as garage openers or car door systems. We
present the first successful differential power analysis attacks on nume-
rous commercially available products employing KEELOQ code hopping.
Our new techniques combine side-channel cryptanalysis with specific
properties of the KEELOQ algorithm. They allow for efficiently revealing
both the secret key of a remote transmitter and the manufacturer key
stored in a receiver. As a result, a remote control can be cloned from only
ten power traces, allowing for a practical key recovery in few minutes.
After extracting the manufacturer key once, with similar techniques, we
demonstrate how to recover the secret key of a remote control and repli-
cate it from a distance, just by eavesdropping on at most two messages.
This key-cloning without physical access to the device has serious real-
world security implications, as the technically challenging part can be
outsourced to specialists. Finally, we mount a denial of service attack on
a KEELOQ access control system. All proposed attacks have been verified
on several commercial KEELOQ products.

1 DMotivation

The KEeLOQ block cipher is widely used for security relevant applications, e.g.,
remote keyless entry (RKE) systems for car or building access, and passive radio
frequency identification (RFID) transponders for car immobilizers [I3]. In the
course of the last year, the KEELOQ algorithm has moved into the focus of the
international cryptographic research community. Shortly after the first crypt-
analysis of the cipher [I], more analytical attacks were proposed [45], revealing

* Amir Moradi performed most of the work described in this contribution as a visiting
researcher at Ruhr University Bochum.
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mathematical weaknesses of the cipher. The best known analytical attacks tar-
get the identify friend or foe (IFF) mode of KEELOQ and require at least 26
plaintext-ciphertext pairs from one transponder. This allows, after several days
of computations, for a simple cloning of the transponder and, only in case of a
weak key derivation metho7 for obtaining the manufacturer key that is required
to generate keys for new valid transponders. Despite the impressive contribution
to the cryptanalysis of the cipher, the real-world impacts of the previous attacks
are somewhat limited, as described in Sect.

Motivated by the ongoing research we investigate the vulnerability of actual
KEELOQ implementations with respect to side-channel analysis (SCA), in order
to evaluate the security of all KEELOQ modes (IFF and code hopping) and all
key derivation schemes. As a result, we present three very practical key recovery
attacks and a denial of service attack with severe implications for RKE systems
that are currently used in the field. These new attacks — which combine differ-
ential power analysis (DPA) with the extend-and-prune strategy of [3] — can
be applied to various implementations of KEELOQ. In particular, we have been
able to successfully attack hardware realizations, i.e., the Microchip HCSXXX
family of integrated circuits (ICs), as well as software implementations running
on Microchip PIC microcontrollers. In contrast to the hitherto existing attacks,
the techniques proposed by us are also applicable in case of more sophisticated
key derivation schemes (cf. Sect. Z2)) and are suitable for breaking both the
KEELOQ code hopping mode and the IFF mode.

Since the introduction of DPA in 1999 [6], it has become an established method
for extracting cryptographic keys from security devices by exploiting power con-
sumption traces. However, almost ten years later, there is a surprising discrep-
ancy between the well established theory of power analysis (cf., e.g., the CHES
workshop proceedings since 1999) and the very few, if any, confirmed DPA at-
tacks on real-world security systems. The targets considered in the literature are
often home-made or known implementations on platforms that are well-known
to the attacker, and are typically examined in an ideal environment [I6/9/14], for
example with an artificially generated trigger signal. The practical relevance of
such a white box cryptanalysis for real-world realizations of cryptography some-
times remains an open question. During our investigations, we were confronted
with a known cipher, but with a black box implementation, i.e., no knowledge or
information about the devices except for the characterization in the data sheet.
This demanded for some extra efforts and reverse engineering of the unknown
targets. Despite these obstructions, we were able to mount highly effective at-
tacks with considerable implications on the security of commercial KEELOQ code
hopping systems.

The remainder of this contribution is structured as follows. After an intro-
duction to the KEELOQ cipher and its key derivation schemes in Sect. 2, we
elaborate in Sect. Blon how the secret key of a transmitter can be revealed using
SCA with as few as ten power traces and only minutes of computation time.

L If the key of the transmitter is derived from XORing a simple function of the device
serial number with the manufacturer key, the latter can easily be obtained.
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Similarly, the manufacturer key used in a receiver is obtained in less than one
day. In Sect. Fl, we describe several real-world attacks which follow from the
key extraction. First, remotes which are in the possession of an attacker can
be cloned. The most devastating attack allows to recover the secret key of a
transmitter from a distance, just by eavesdropping on at most two hopping code
messages. It is perceivable that a technically experienced person (with malicious
intent) will develop a machine that allows for automatically spoofing KEELOQ
code hopping systems. With such a machine, a completely unskilled attacker
could gain access to objects that are protected by these systems without leaving
any traces. Finally, we detail on putting an RKE system out of service which
would prevent the legitimate owner to open a car door or to access a garage.
All our attacks have been extensively tested and verified. We present various ex-
perimental results and provide figures for power analysis both based on electric
current and the electromagnetic (EM) emanation of different KEELOQ devices.

2 Background

KEELOQ is a block cipher with a 64 bit key and a block size of 32 bits. As
illustrated in Fig. 1, it can be viewed as a non-linear feedback shift register
(NLFSR) where the feedback depends linearly on two register bits, one key bit,
and a non-linear function (NLF). The NLF maps five other register bits to a
single bit [I/4I5]. Prior to an encryption, the secret key and plaintext are loaded
in the key register and the state register, respectively. In each clock cycle, the
key register is rotated to the right and the state register is shifted to the right
so that the fresh bit prepared by the XOR function becomes part of the state.
After 528 clock cycles, the state register contains the ciphertext. The decryption
process is similar to the encryption, except for the direction of the shifts and the
taps for the NLF and the XOR function.
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2.1 Code Hopping Protocol

In addition to KEELOQ IFF systems which provide authentication of a trans-
mitter to the main system using a simple challenge-response protocol, KEELOQ
is used in code hopping (or rolling code) applications [I0]. In this mechanism,
which is widely used, e.g., in car anti-theft systems and garage door openers,
the transmitter is equipped with an encoder and the receiver with a decoder.
Both share a secret key and a fixed discrimination value, disc, with 10 or 12
bits. In addition, they are synchronized with a 16 bit or 18 bit synchronization
counter, cnt, which is incremented in the encoder each time a hopping code is
transmitted. According to Fig. [ the transmitter constructs a hopping code by
encrypting a 32 bit message formed of disc, ent and a 4 bit function informa-
tion. The latter determines the task desired by a remote control, for instance, it
enables to open or close more than one door in a garage opener system.

One message sent via the radio frequency (RF) interface consists of a hopping
code followed by the serial number of the transmitter. The receiver decrypts the
hopping code using the shared secret key to obtain disc and the current cnt.
The transmitter is authenticated if disc is identical to the shared one and cnt
fits in a window of valid values. Three windows are defined for the counter. If
the difference between a received cnt and the last stored value is within the first
window, i.e., 16 codes, the intended function will be executed after a single button
press. Otherwise, the second window containing up to 2'° coded? is examined.
In this so-called resynchronization window, the desired function is carried out
only if two consecutive counter values are within it, i.e., after pressing the button
twice. The third window contains the rest of the counter space. Any transmission
with a cnt value within this window will be ignored, to exclude the repetition of
a previous code and thus prevent replay attacks.

2.2 Key Derivation Schemes

There are two types of keys involved in a typical KEELOQ application. The
device key is unique for each remote control and is shared by the transmitter
and the receiver. It is established during a learning phase. The manufacturer key
is mainly used for deriving device keys. It is to our knowledge identical for all
receivers of a given manufacturer and hence enables producing transmitters that
cannot be cloned by competitors. Since the manufacturer’s key is critical for the
security of the product, it is stored in a read protected memory of the receiver.
The known key derivation schemes are reviewed in the following:

(a) According to Fig. Bla, the device key is obtained by two KEELOQ decryp-
tions. The two functions F; and Fo (which are usually simple paddings) are
applied to the serial number of the transmitter to form the plaintexts for the
decryptions.

2 These window sizes are recommended by Microchip, but they can be altered to fit
the needs of a particular system.
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Fig. 3. Key derivation schemes

(b) The next key derivation scheme is similar to the previous one, except for a
randomly generated seed value which is stored in the transmitter and is used
instead of the serial number to generate the device key. During the learning
phase, a transmitter can be forced to send its seed value.

(¢) As presented in Fig.Blb, sometimes the device key is generated from an XOR
of a simple function of the serial number with the manufacturer key.

(d) The last scheme is similar to the third one. The device key is derived from
an XOR of the manufacturer key and a simple function of the seed value of
the transmitter.

Note that a manufacturer may develop a proprietary key derivation scheme not
included in the above list.

2.3 Previous Work

The first two cryptanalytical attacks on the KEELOQ algorithm were published
by Bogdanov [I]. One attack is based on slide and guess-and-determine tech-
niques and needs about 2°°¢ KEELOQ encryptions. The other one additionally
uses a cycle structure analysis technique and requires 237 encryptions. However,
both attacks require the entire codebook, i.e., all 232 plaintext-ciphertext pairs.
Courtois et al. [4] proposed two attacks. One is a slide-algebraic attack demand-
ing for 2°14 KEELOQ encryptions and 2'® known plaintext-ciphertext pairs.
The second slide attack can be carried out knowing almost the entire codebook.
It reveals the secret key with a complexity of approximately 227 KEELOQ en-
cryptions. Recently, Indesteege et al. presented more practical attacks on the
KEELOQ cipher [5]. All of them are based on slide and meet-in-the-middle at-
tacks. The best one uses 2'® known plaintext-ciphertext pairs and has a com-
plexity of 2445 KEELOQ encryptions. It can find the secret key in two days using
50 dual core computers.

The above attacks are applicable to KEELOQ IFF systems but they cannot
be directly applied to the code hopping mode [I0], which appears to be the
dominant commercial application of KEEL0OQ. The required minimum of 2'6
plaintext-ciphertext pairs cannot be obtained in case of a code hopping system,
because an adversary has only access to the ciphertexts that are transmitted
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by a remote control, while the corresponding plaintexts are unknown. Although
knowing a sequence of 2'6 ciphertexts and the discrimination value of a code
hopping encoder would be sufficient to perform the attack described in [5], the
commercial products employing the KEEL0OQ code hopping protocol, i.e., HCS
modules, do not allow an attacker to access this information.

3 DPA on KEELOQ

When we started to analyze the targets using KEELOQ, we were exposed to a
“classical” situation for physical attacks: even though the algorithm was known,
hardly anything was known about the implementation. We found that the trans-
mitters usually employ HCSXXX modules of Microchip, featuring a hardware
implementation of the cipher. The receivers we looked at are typically equipped
with a read-protected PIC microcontroller on which a KEELOQ decryption rou-
tine is implemented in software. This section explains the details of DPA-
attacking transmitters and receivers, starting with a general approach that is
appropriate for both types of realizations.

Initial Cipher Analysis. Before being able to actually perform a DPA on a
particular implementation of a cipher, one needs to make certain assumptions
about the leakage produced by it. Then, a DPA scheme for exploiting that leakage
must be developed, which depends on the cipher structure as well as on the
particularities of the given implementation.

Measurement. The power traces are gathered by measuring the current via
a shunt resistor connected to the ground pin of the target chip. In addition,
we acquire the EM radiation of the device by means of near field probes. For
convenience, we built a printed circuit board (PCB) that allows for emulating
KEELOQ chips and for controlling a transmitter from a PC so that a measure-
ment sequence can be executed automatically. The power traces were acquired
using an Agilent Infiniium 54832D digital oscilloscope with a maximum sampling
rate of 4 GS/s.

Data Pre-Processing and Alignment. One problem of aligning the power
traces of an unknown implementation is the absence of a suitable trigger signal.
The solution for this is target-specific and detailed in Sect. and Sect.
for transmitters and receivers, respectively. Another problem is that all of the
target devices are clocked by a noisy internal oscillator. Hence we had to find
a way to remove the clock jitter. We know that most of the data-dependent
leakage occurs in the instant when the registers are clocked, producing peaks
with varying amplitudes in each clock period. The amplitudes of these peaks
directly correspond to the dynamic power consumption of the target circuit and
thus hold most of the relevant information. Accordingly, we extract the peaks
from the power consumption in software, and base our DPA attack solely on the
amplitudes of the peaks. This peak extraction step has two advantages for the
subsequent analysis: (7) the amount of data is greatly reduced, which facilitates
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the post-processing and the data storage, and (i¢) more importantly, the peak
extraction allows for an accurate alignment of the traces. Other methods for
removing the clock jitter, such as Fourier transform, filtering, etc., turned out
to be less effective and more complicated.

Developing and Performing the DPA. After peak extraction and alignment
steps, the traces can be processed by the DPA algorithm. For the transmitter
modules we only knew the ciphertext and hence had to perform our attacks
starting from the last round of the encryption. For the software implementation
of the PICs we knew the plaintexts and started the attack of the first round of
the decryption.

3.1 Building a Powerful DPA for KEELOQ

It is known that for successfully performing a DPA attack, some intermediate
value of the cipher has to be identified that (i) depends on known data (like the
plaintext or the ciphertext), (i) depends on the key bits, and (ii7) is easy to
predict. Furthermore, it is advisable to choose a value that has a high degree
of nonlinearity with respect to the key, to avoid so-called “ghost peaks” for
“similar” keys [2]. For every DPA, a model for estimating the power consumption
is needed. Compared to the two shift registers, the power consumption of the
combinational part, i.e., a few XORs and the 5 x 1 non-linear function, is small
and can be neglected. Note that the Hamming distance of the key register does
not change, since the key is simply rotated. This leads to a theoretically constant
power consumption of the key register in each clock cycle. Hence, we focus on
the state register y. We execute a correlation DPA attack (CPA) [2] based on
the following hypothetical power model

pl)

@ =HD (y@),y(iﬂ)) HW( (i) g (i 1>) (1)

where Pg)yp denotes the hypothetical power consumption in the i*" round, HD

and HW are Hamming distance and Hamming weight, respectively, ¢y indi-
cates the content of the state register in the i*" round, and @ is a 32 bit XOR
function. As mentioned before, the known ciphertext attack on the encryption
is identical to the known plaintext attack on the decryptiorﬁ. We describe the

known ciphertext attack on the encryption. Starting from the 528" round, 32

bits of the final state y(528) = (y(()528)’ e y§§28)>7 are known. Furthermore, 31

bits of y©27) i.e., (y§527), . 7yz()j?ﬂ)7 are known because they are identical to
(34[()528)7 ey ég%)). Therefore, just y(()527) is unknown. According to Fig. [l we
can write

i+1 i % i i i i 3

3 Both attacks target state y ) of the decryption, which is the same as state y<52871)

of the encryption.
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where k(()i) is the rightmost bit of the key register in the i*" round. Knowing that

k](-i) = K(i+j) mod 64, We can rewrite Eq. @) as

U = s 0057 5 @ NLE (5 0

Thus, recovering y(()527) directly reveals one bit of the key register. This process

is the same for recovering the LSB of the state register of the previous rounds,
ie., y((f), i = (526,525,...). However, Eq. ), depends linearly on the key bit k15.
Above we stated that nonlinearity helps distinguishing correct key hypotheses
from wrong ones. Hence, recovering the key bit-by-bit might not be the best
choicdd. Fortunately, according to Fig.[Il the LSB of the round state, y(()’), enters
the NLF leading to a nonlinear relation between the key bit k15 and the state
y(®26)  Accordingly, the nonlinearity for one key bit k; increases in each round
after it was clocked into the state.

Algorithm 1. A Scalable DPA for KEELOQ
Input: m : length of key guess, n: number of surviving key guesses, k: known previous
key bits
Output: SurvivingKeys
1: KeyHyp « all {0,1}™
for all KeyHyp;;0 <i < 2™ do
Perform CPA on round (528 —m) using Pgyp and k
end for
SurvivingKeys <« n most probable partial keys of KeyHyp

Taking the increased nonlinearity in the successive rounds into account, we
developed a scalable DPA, as described in Alg.[I] that allows for finding a subset
n of surviving key candidates by guessing m bits of the key in an instant. Note
that in step 3 of the algorithm the CPA is performed on round (528 —m), hence
taking advantage of a key bit passing the NLF m times. The significance of the
known previous bits k will become clear below in the extended attack (Alg. 2),
where Alg. [[lis executed repeatedly.

We performed simulations of the attack described in Alg. [ assuming a Ham-
ming distance leakage model. The simulated traces allow for testing our attacks
and also to evaluate how well an attack would work under “perfect” conditions.
We generated a set of encryption traces with random plaintext input and com-
puted the Hamming distance of all registers for each round. We performed a
correlation DPA where we predicted the Hamming distance of the state register
of round 522, Py, = HD (y(522)). Fig. @ shows the correlation for the 26 = 64
key hypotheses over the first few rounds. Of course, the correlation is 1 for the

4 Simulations show that an attack recovering the key bit by bit is much weaker than
an attack that recovers several key bits at a time. Still, the key can also be recovered
for single bit key guesses — in other words even a classical DPA on the LSB of the
state register is feasible.



On the Power of Power Analysis in the Real World 211

Correlation
o o
] © -

o
3
T

o
)
T

526 524 522 520 518 516 514
Round

Fig. 4. Simulated correlation of key hypotheses as a function of KEELOQ rounds. Cor-
rect key guess (black solid line) vs. wrong key guesses (thin gray lines).

right key (thick solid line) in round 522. Unfortunately, some of the wrong key
guesses (thin gray lines) also yield a high correlation. This is due to the high
linearity between both the state and the key guesses, and between the different
states. Furthermore we get a high correlation in the rounds before and after the
predicted round. This is because most of the bits of the shift register remain
unchanged in the nearby rounds. The most probable wrong key guess is always
the one that differs only in the LSB. This underlines our expectation that the
linearity increases the error probability of guessing the less significant key bits.

Algorithm 2. Pruning for the Best Key Hypothesis
Input: m : length of key guess, n: number of surviving key guesses
Output: K: recovered key

1: K « Algorithm 1(m,n, ()

2: for round =1 to [%!] do

3: K «—0

4 for all k; € K,0 <i<ndo

5 K’ «— K'U Algorithm 1(m,n, k;)

6 end for

7: K < n most probable keys of K’

8: end for

9: return K

To improve the strength of our attack and to take care of the misleading
high correlations, we added another attack step. Alg.[Ilcan be repeated to guess
all partial keys, one after the other. These iterations of the attack need to be
done one after another, because we require the previous key bits and thus the
state y as a known input for each execution of the algorithm. Since some of the
bits of the previous key guess might be faulty, we keep a number n of the most
probable partial key guesses as survivors. Wrong surviving candidates of the
previous round will result in a misleading initial state y for the following attack
round and hence strongly decrease the correlation of subsequent key guesses.
This does not only allow for an assertion of the correct previous key guesses, but
also for detecting faulty previous keys. Hence, the attack has an error-correcting
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property. If all key guesses of one round show a low correlation, we can go one
step back and broaden the number of surviving key guesses n. Alg. 2 describes
this procedure, which is similar to the “pruning process” described by Chari et
al. in [3]. In the last round (i = [%!]) the program verifies whether an error
occurred and the key with the highest correlation coefficient is selected out of
the n surviving keys. It will be shown in the following subsections that Alg. 2
results in a quite strong attack.

3.2 Details of the Hardware Attack

For attacking commercial KEELOQ code hopping encoders we first had to find
the points in time in the power traces (Fig.[la) that correspond to the encryption
function. We found that the encryption happens after writing to the EEPROME,
i.e., in the time interval between 20.5ms and 24 ms (Fig. Blb). The power traces

reveal that the frequency of the internal oscillators of the ICs is approximately
1.25 MHz.

Power Supply Current [mA]

Power Supply Current [mA]
° o
& - &

o 5 10

20 25 30 20.5 21 215 22 235 24 24.5 25

15 225 23
Time [ms] Time [ms]

(a) From power up to start sending (b) Encryption part

Fig. 5. Power consumption traces of a HCS module

We modified the attack described in Sect. Bl to correlate all known and
predicted rounds to the corresponding power peaks. This is possible since we
are able to locate the leakage of each round. The modified attack was performed
on HCS200, HCS201, HCS300, HCS301, HCS361, HCS362, and HCS410 [TTI12]
in both DIP and SOIC packages. In the best case we were able to recover the
secret key of DIP package ICs from only six power traces when sampling at a
rate of 200 MS/s. At most 30 power traces are sufficient to reveal the secret key
of an HCS module in an SOIC package, which has a lower power consumption,
resulting in a worse signal-to-noise ratio (SNR) of the measurements. Fig.
compares the correlation coefficients of the correct key of HCS201 chips in DIP
and SOIC packages as a function of the number of traces. The sudden increase
of the correlation is due to the error-correcting property of our attack, and also
due to the fact that we repeated the attack for all 528 rounds of the algorithm
in order to verify the revealed key.

5 The high amplitude periods of the power trace correspond to writing to the internal
EEPROM.
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Fig. 6. Correlation coefficients of key hypotheses of HCS201 ICs as a function of the
number of measured traces

We repeated the above experiments with an EM near field probe RF-U 5-
2 [8] to directly monitor the electromagnetic emanation, instead of measuring
the electric current via a shunt resistor. The probe was positioned close to the
ground pin of the HCS201 IC in a DIP package, in order to acquire the peaks
of the EM field that are caused by the change of electric current. Compared
to inserting a resistor in series to the device, this differential electromagnetic
analysis (DEMA) can be regarded as non-invasive, as no modification of the
PCB is necessary. Contrary to our assumption that the SNR would suffer from
environmental noise and thus much more traces would be required to recover the
key, the results obtained and the number of traces needed are very comparable
to the case of power traces acquired by means of a resistor (Fig. [). In the best
case, we succeeded with recovering the key after only 10 DEMA measurements.

To estimate the minimum technical requirements for the SCA, we performed
experiments with varying sampling rates and evaluated the number of power
traces required for recovering the correct key. Fig. [ shows the results for attack-
ing a HCS201 chip in a DIP package in the case of current measurements via
a resistor. We conclude that our attack can be carried out effectively even with
low-cost equipment, e.g., an oscilloscope with a maximum sample rate as low as
50 MS/s enables finding the secret key from only 60 power traces.

3.3 Details of the Software Attack

The next target of our attack is the code hopping decoder implemented in the
receiver. We recall that the receiver contains the manufacturer key, which is an
attractive target for a complete break of the system. A PIC microcontroller han-
dles the key management, controls for instance the motor of the garage door or
the locking system of the car, and performs the KEELOQ decryption in software.

Receivers usually offer a so-called “learning mode”. In this learning mode
the user can register new transmitters to cooperate with the receiver. We were
able to identify the key derivation scheme of the target receiver as scheme (a)
of Sect. Hence we can recover the manufacturer key kjs by performing a
DPA key recovery on the KEELOQ decryption that is performed during learning
mode.
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Fig. 7. Number of measurements required for revealing the secret key of a HCS201 IC
in a DIP package as a function of the sampling rate. The numbers in parentheses give
the exact coordinates of the points.

Before executing the DPA, we adapted the power model of the attack of
Sect. B to a PIC software implementation. Typically, PIC microcontrollers
leak the Hamming weight of the processed data [I5]. Furthermore, one can as-
sume that the state is stored in the 8 bit registers of the PIC microcontroller
which are regularly accessed. Hence, instead of predicting the Hamming dis-
tance HD (y(V, 5"~ 1) of the whole state — as was done for the hardware attack
in Sect. 32— we predict the Hamming weight of the least significant byte (LSB)
of the KEELOQ state register:

P, = HW (y{d, ) = Zy(z

We performed the attack by putting the receiver into learning mode and sending
hopping code messages with random serial numbers to the receiverld. Lacking any
information in the power consumption of the PIC that could have been used as
trigger, we triggered the scope directly after transmitting the last bit via the
RF interface. This results in our traces not being well-aligned, leading to a high
number of power samples needed to perform a successful DPA attack.

While performing the attack we noticed that the correlation coefficient of the
correct key become continuously worse with an increasing number of rounds. For
the first few key bits, 1000 traces sampled at 125 MS/s are sufficient to find the
key. Surprisingly, we need roughly ten times as many traces for recovering the
full 64 bit key. This gradual decrease of the correlation is due to a misalignment
that occurs during the execution of the KEELOQ algorithm. Hence, the problem
is not a bad trigger condition, since the trigger affects all time instances in the
same way. We assume that the program code is likely to have a data-dependent
execution time for each round of KEELOQ, causing the increasing misalignment
with an increasing number of rounds, and hence complicating the SCA.

5 We emulated a remote control by connecting the RF interface of a transmitter to
the parallel port of a PC.
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4 Attacks and Implications

In the previous section we showed how the keys of hardware and software im-
plementations of KEELOQ can be recovered by a skilled adversary using SCA.
We will now evaluate the vulnerability of real-world systems to our attacks and
illustrate the implications. We detail four different attack scenarios, which allow
for breaking basically any system using KEELOQ with modest efforts. We focus
on code hopping applications, since they are more commonly used and, due to
the lack of known plaintexts, harder to cryptanalyze than IFF systems. Still, IFF
systems are just as vulnerable to our DPA attacks as the code hopping devices.
Some of the transmitters we analyzed even offer both operating modes. The suc-
cess of some of our attacks depends on the knowledge about the particular key
derivation scheme, as described in Sect. However, they are appropriate for
all key derivation schemes we are aware of.

Note that for all the attack scenarios described below it is very difficult,
e.g., for an insurance or a prosecutor, to find evidence that a crime has been
committed, as typically no traces are left when electronically circumventing an
RKE system.

4.1 Cloning a Transmitter

For cloning a transmitter using power analysis, an adversary needs physical ac-
cess to it to acquire at least 10 to 30 power traces. Hence, the button of the
remote control has to be pressed several times, while measuring the power con-
sumption and monitoring the transmitted hopping code messages. After recov-
ering the device key kpe, with the side-channel attack described in Sect. 3.2 the
recorded messages can be decrypted, disclosing the discrimination and counter
values of the original transmitter at the time of the attack. Now, the HCS module
of a spare remote control can be programmed with the serial number, counter
value and discrimination value of the master. Consequently, the freshly produced
transmitter appears to be genuine to a receiver and allows for accessing the same
target as the original.

Implications. This attack applies to scenarios in which a transmitter is handed
over to an untrustworthy person for some minutes, e.g., car rental or cleaning
personnel. While possessing the transmitter, an attacker could clone it for future
reuse. Depending on the time interval between recovering the key and using the
reproduced remote control, the attacker will have to press the button of the
transmitter several times, for catching up with the counter value in the receiver
which might have been increased meanwhile by the legitimate operator.

Given that a technically demanding SCA has to be carried out in order to clone
just one remote control, and physical access to it is required, it can be speculated
that the impact of this attack is limited. The cost-benefit ratio is typically too
low, except for the case that very high monetary values are involved, e.g., rental
of expensive cars. In most cases it is easier, e.g., to smash a window, unless an
attacker intends to remain unnoticed or to gain access to an object repeatedly. It
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is important to stress that in most modern cars the door access mechanism and
the immobilizer are separate systems. Thus, even if a car can be opened with
our attack, this does not imply that a criminal can equally easily drive away
with it.

4.2 Recovering a Manufacturer Key

The key recovery of the manufacturer key kjps depends on the particular key
derivation scheme. If scheme (c¢) or (d) of Sect. is used, i.e., an XOR of a
known input and the manufacturer key kjs, disclosing the latter is trivial. After a
successful key recovery attack on one transmitter (see above) of the same brand,
ks is found by reversing the XOR, function. The known input is either part of
each hopping code message, in case of the serial number, or can be obtained
from the remote control, in case of a seed. The derived kj; can be verified with
a second transmitter.

An adversary targeting the manufacturer key kjs for scheme (a) or (b) of
Sect. requires physical access to one receiver of that manufacturer. The key
of the KEELOQ decryption performed inside the receiver during the learning
phase is recovered with an SCA requiring several thousand power traces, as
described in Sect. The kj; obtained from the DPA can be verified with a
single hopping code message.

Knowing the manufacturer key kj;, valid device keys for producing transmit-
ters with arbitrary serial numbers can be generated, just by applying the key
derivation. The counterfeited remote controls will be recognized as genuine by
all receivers of that manufacturer.

Implications. The described key recovery requires access to a transmitter (key
derivation by XOR) or a receiver (key derivation by KEELOQ) of the manu-
facturer to be attacked and, in case of a key derivation employing KEELOQ, a
very skilled adversary for performing the SCA. The RKE devices can be sim-
ply purchased, e.g., from a hardware store, and even returned after extracting
the key. The recovered kj; does not directly permit to unauthorizedly open a
door secured by KEELOQ, because the newly produced transmitters need to be
registered by the receiver first, implying physical access. Still, the described key
recovery is highly relevant in the context of product piracy: the economic func-
tion of kjs is customer retention, e.g., a business model could comprise making
the main profit on selling spare transmitters that operate with the receivers of
that manufacturer. Without knowledge of the manufacturer key, valid trans-
mitters cannot be produced to work with the receiver. However, a competitor
possessing kjs could produce transmitters compatible to those receivers, or even
produce whole RKE systems bearing the brand and being compatible to those
of the original manufacturer, and hence severely affect the business of the latter.
Due to the depicted high economic impact, it is very conceivable that this attack
will be carried out by criminals sooner or later. In the worst case, this might
result in publicly available lists of manufacturer keys on the web.
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4.3 Cloning a Transmitter without Physical Access

Knowing the manufacturer key kjs, e.g., by performing the previous attack, and
the key derivation method of a target device family, a remote control can be
cloned by eavesdropping. The adversary has to intercept at most two hopping
code messages, ¢; and co, sent by the target transmitter of the same brand. The
process of finding the secret key of the eavesdropped transmitter depends on the
key derivation schemes detailed in Sect.

If the key is derived from the serial number of the transmitter (schemes (a)
and (c)), finding its device key is straightforward, since the intercepted messages
contain the serial number. The adversary can simply perform the key derivation
using the known manufacturer key to obtain the device key. After decrypting
one message ¢; and thereby disclosing the current counter value, the adversary
is able to generate valid hopping code messages for spoofing the receiver and
gain access to a protected site. The computational complexity of this attack is
a single KEELOQ decryption.

However, if a seed value is used during the key derivation (schemes (b) and
(d)), recovering the secret key of the eavesdropped transmitter is more difficult.
An exhaustive search needs to be performed to find the seed value. For recov-
ering kpey, the adversary calculates k$y¢? = KeyDerivation (kas, seed) for each

possible value of seed and decrypts the two intercepted messages ¢; and co using

seed.
kl)ev‘

seed)

(enty, disc;) = KEELoQ ™! (017 kies Seed)

(enty, discy) = KEELOQ ™! (c2, kpes

Once both messages have the same discrimination value, i.e., disc; = disco, and
similar counter valuesﬂ cnty and cnts, the correct device key is foun(ﬂ.

There are three different seed sizes possible for KEELOQ systems, depending
on the chip family. If a 32 bit seed value is used (e.g., HCS200), the adversary
has to run on average 232 KEELOQ decryptions to find the correct seed. Ac-
cording to our software implementations, this takes less than two hours on a
2.4 GHz Intel Core2 Quad PC. On a special-purpose computing machine such
as COPACOBANA [7], the correct 32 bit seed value and hence the key can be
recovered in just one second. In case of a 48 bit seed value (e.g., HCS360) it is
not promising to recover the correct seed value using standard PCs. Still, it is
possible to perform the 248 required KEELOQ decryptions on average in about
nine hours using COPACOBANA. However, chips like the HCS410, using a 60
bit seed, are not vulnerable to this attack. Running 2°° KEELOQ decryptions is
not feasible in a reasonable time with currently existing equipment. We would
like to mention that none of the real-world KEELOQ systems we analyzed used
any seed. Moreover, if physical access to the transmitter is given, even 60 bit
seed values are obtained by pressing one button.

7 “Similar” counters means that the difference cnts—cnt; is less than a small threshold,
e.g., 16, depending on the period between the two eavesdrops.

8 With a small probability we get false positives. These can easily be identified by
sending one message to the target receiver.
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Implications. This attack has the most devastating impact and it scales very
well. It affects all KEELOQ RKE systems of a manufacturer, as soon as the
respective kps is known. Extracting kjs, as described in Sect. L2 can be out-
sourced to criminal cryptographers who may construct (and sell) an easy-to-use
machine that eavesdrops on two messages, automatically recovers the device key,
and opens the target. Thus it enables a completely unskilled person to gain illicit
access to objects secured with KEELOQ, at little cost and without leaving any
traces. Building such an eavesdropping device is simple once the manufacturer
key is available. It is sufficient to connect a legitimate receiver to a (laptop) PC
and to monitor hopping codes from a range of up to several hundred meters,
depending on the targeted RKE system.

4.4 Denial of Service

As detailed in Sect. [Z]l and in [I0], the counters of a receiver and a transmitter
are synchronized with every valid hopping code message received. This behavior
can be exploited for putting an RKE system out of operation. We assume that
the adversary has recovered the device key kpe, of a target transmitter, e.g.,
by performing one of the attacks described above, and is thus able to generate
valid hopping code messages. She sets the counter value to the maximum value
inside the resynchronization window and sends two consecutive valid hopping
codes. The receiver resynchronizes its counter to the new value. Consequently,
the counter of the original transmitter is now considered to be outdated and
the respective hopping codes are ignored by the receiver. Finally, the owner of
the original transmitter needs to press the button very often, namely 2'° times,
to increase the counter value back into the first window, where the transmitter
produces valid hopping code messages.

Implications. This attack allows for locking out a legitimate user, leaving the
impression that the KEELOQ RKE device is out of service. It can be performed by
an unskilled adversary in the following scenario. Similarly to the eavesdropping
device mentioned in Sect. 3l a spare transmitter enables a standard PC to
transmit self-generated hopping codes. The program code for generating valid
hopping codes could be provided by a skilled criminal, e.g., via the internet.
Hence, this attack can have dramatic consequences, especially for the automotive
industry, where reliability is of paramount importance. Apart from compromising
the corporate image, the additional costs for increased customer support, e.g.,
fixing the spoofed devices, have to be considered.

5 Conclusion

We presented the first successful DPA and DEMA attacks on KEELOQ imple-
mentations that can be applied to both IFF and code hopping devices. We
demonstrated new techniques to reveal secret keys from commercial hardware
and software implementations of KEELOQ. By applying these attacks, we illus-
trated how to conduct a complete break of the KEELOQ code hopping scheme.
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We revealed a manufacturer key from a receiver using a few 1000 power traces,
and recovered the device key of a remote control with as few as 10 traces. We
found that the investigated hardware implementations show an almost perfect
leakage and hence constitute an easier target for SCA than the software imple-
mentations, whose data-dependent time variations made the DPA more difficult.

Analyzing real-world applications of KEELOQ and taking into account several
key derivation schemes, we developed an eavesdropping attack that allows for
cloning a transmitter from a distance, i.e., by intercepting at most two hopping
code messages. This attack could be prevented if a 60 bit seed value, with good
random properties, would be used for the key derivation. In addition, we in-
troduced a denial of service attack for the KEELOQ code hopping mode. Both
attacks can be performed by a completely unskilled person, as the technically
challenging part, including the key extraction by means of SCA, needs to be con-
ducted only once for each manufacturer and can thus be outsourced to criminal
cryptographers.

This contribution shows that widespread commercial applications, claiming
to be highly secure, can be practically broken with modest cost and efforts using
SCA attacks. Thus, physical attacks must not be considered to be only relevant
to the smart card industry or to be a mere academic exercise. Rather, effective
countermeasures against side-channel attacks need to be implemented not only
in high-value systems such as smart cards, but also in other embedded security
applications.
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Abstract. In this paper we present a new kind of cryptanalytic attack
which utilizes bugs in the hardware implementation of computer instruc-
tions. The best known example of such a bug is the Intel division bug,
which resulted in slightly inaccurate results for extremely rare inputs.
Whereas in most applications such bugs can be viewed as a minor nui-
sance, we show that in the case of RSA (even when protected by OAEP),
Pohlig-Hellman, elliptic curve cryptography, and several other schemes,
such bugs can be a security disaster: Decrypting ciphertexts on any com-
puter which multiplies even one pair of numbers incorrectly can lead to full
leakage of the secret key, sometimes with a single well-chosen ciphertext.

Keywords: Bug attack, Fault attack, RSA, Pohlig-Hellman, ECC.

1 Introduction

With the increasing word size and sophisticated optimizations of multiplication
units in modern microprocessors, it becomes increasingly likely that they contain
some undetected bugs. This was demonstrated by the accidental discovery of the
Pentium division bug in the mid 1990’s, by the less famous Intel 80286 popf bug
(that set and then cleared the interrupt-enable bit during execution of the very
simple popf instruction, when no change in the bit was necessary), by the recent
discovery of a bug in the Intel Core 2 memory management unit (which allow
memory corruptions outside of the range of permitted writing for a process), etc.

In this paper we show that if some intelligence organization discovers (or se-
cretly plants) even one pair of single-word integers a and b whose product is com-
puted incorrectly (even in a single low order bit) by a popular microprocessor,
then any key in any RSA-based security program running on any one of the mil-
lions of PC’s that contain this microprocessor can be easily broken, unless ap-
propriate countermeasures are taken. In some cases, the full key can be retrieved
with a single chosen ciphertext, while in other cases (such as RSA protected by the
popular OAEP technique), a larger number of ciphertexts is required. The attack
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is also applicable to other cryptographic schemes which are based on exponentia-
tion modulo a prime or on point multiplication in elliptic curves, and thus almost
all the presently deployed public key schemes are vulnerable to such an attack.

The new attack, which we call a Bug Attack, is related to the notion of fault at-
tacks discovered by Boneh, Demillo and Lipton in 1996 [4], but seems to be much
more dangerous in its implications. The original fault attack concentrated on soft
errors that yield random results when induced at a particular point of time by
the attacker (latent faults were briefly mentioned, but were never studied). They
require physical possession of the computing device by the attacker, and the de-
liberate injection of a transient fault by operating this device in an unusual way
(e.g., in a microwave oven, at high temperature, with high frequency clock, or with
a sudden spike in the power supply). Such attacks are feasible against smart cards,
but are much harder to carry out against PC’s. In the new bug attack, the target
PC’s can be located at secure locations half a world away, and millions of PC’s can
be attacked simultaneously over the Internet, without having to manipulate the
operating environment of each one of them individually. Unlike the case of fault
attacks, in bug attacks the error is deterministic, and is triggered whenever a par-
ticular computation is carried out; the attacker cannot choose the timing or nature
of the error, except by choosing the inputs of the computation.

Since the design of modern microprocessors is usually kept as a trade secret,
there is no efficient method for the user to verify that a single multiplication bug
does not exist. For example, there are 2128 pairs of inputs in a 64 x 64 bit multi-
plier, so we cannot try them all by exhaustive search. We can even expect that
most of the 228 pairs of inputs will never be multiplied on any processor. Even if
we assume that Intel had learned its lesson and meticulously verified the correct-
ness of its multipliers, there are many smaller manufacturers of microprocessors
who may be less careful with their design, and less careful in testing the quality
of the chips they produce. In addition, many PC’s are sold with overclocked
processors which are more likely to err when performing complex instructions
such as 64-bit integer multiplication. The problem is not limited to microproces-
sors: Many cellular telephones are running RSA or elliptic curve computations
on signal processors made by TI and others, FPGA or ASIC devices can embed
in their design flawed multipliers from popular libraries of standard cell designs,
and many security programs use optimized “bignum packages” written by others
without being able to fully verify their correctness.

In addition to such innocent bugs, there is the issue of intentionally tampered
hardware, which is a major security problem. In February 2005 the matter was
addressed in a US Department of Defense (DoD) report [17], which warned about
the risks of importing hardware from foreign countries to the US. Recently the
F.B.I. reported that 3,500 counterfeit Cisco network components were discovered
in the US, and some of them had even found their way into US military and gov-
ernment facilities [9]. Although in this case Cisco did not find any evidence of ma-
licious modifications, it certainly demonstrates the feasibility of such a scenario.
In [7], the open source design of the Leon3 processor was changed to exemplify
that a hardware backdoor can be introduced into processors. The change (which
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affected only 0.05% of the logic gates) was shown to allow attackers to load a ma-
licious firmware and take full control of the attacked machine. Even commercially
sold bug-free processors can be made buggy by anyone along the supply chain who
modifies their firmware via their built-in bug-fixing mechanisms.

What we show in this paper is that the innocent or intentional introduction of
any bug into the multiplier of any processor (even when it affects only two specific
inputs whose product contains a single erroneous low-order bit) can lead to a major
security disaster, which can be secretly exploited in an essentially undetectable way
by a sophisticated intelligence organization. Even though we are not aware of any
such attacks being carried out in practice, hardware manufacturers and security
experts should be aware of this possibility, and use appropriate countermeasures.

In this paper we present bug attacks against several widely deployed cryptosys-
tems (such as Pohlig-Hellman [IT], RSA [13], elliptic curve schemes, and some sym-
metric primitives), and against several implementations of these schemes. For all
the discussed schemes, we show that the secret exponent can be retrieved by a
chosen ciphertext attack, and in the case of Pohlig-Hellman, the secret exponent
can also be retrieved by a chosen plaintext attack. In the case of RSA, we show
that if decryption is performed using the Chinese remainder theorem (CRT) [10,
Note 14.70] the public modulus n can be factored using a single chosen cipher-
text. A particularly interesting observation is that even though RSA-OAEP [I]
was designed to prevent chosen ciphertext attacks, we can actually use this pro-
tective mechanism as part of our bug attack in order to learn whether a bug was or
was not encountered during the exponentiation process. This demonstrates that
in spite of the similarity between bug attacks and fault attacks, their countermea-
sures can be very different. For example, just stopping an erroneous computation
or recomputing the result with a different exponentiation algorithm may protect
the scheme against fault attacks, but will leak the full key via a bug attack.

This paper is organized as follows: Section ] gives an overview of the meth-
ods we use in most of our attacks, and describes the two most commonly used
implementations of modular exponentiations: the left-to-right (LTOR) and right-
to-left (RTOL) exponentiation algorithms. Section [ presents the simplest bug
attack on RSA when decryption is performed using the Chinese remainder theo-
rem (CRT), using a single chosen ciphertext. Section ll presents attacks on several
cryptosystems when exponentiations are computed using the LTOR algorithm,
and Section [ presents attacks on the same schemes when the exponentiations
are computed using the RTOL algorithm. In Section [l we discuss bug attacks
on elliptic curve schemes and some symmetric primitives. Section [[] summarizes
the contributions of this paper, and presents the time and data complexities of
all our attacks. Finally, Appendix [Al provides descriptions of the cryptosystems
discussed in this paper.

2 Overview of Our Methods and Notations

We present several attacks which use multiplication bugs. We concentrate on
these operations since multiplication and division are typically the most complex
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operations, their implementations are most aggressively optimized, and therefore
bugs are more likely to exist in them than in simple operations like addition or
XOR, and are less likely to be discovered by the manufacturers.

2.1 Multiplication of Big Numbers

In cryptography, we are often required to perform arithmetic operations on big
numbers, which must be represented using more than a single 32-bit or 64-bit
word. Arithmetic operations on such values must be broken down into arithmetic
operations on the different words which comprise them. For example, when mul-
tiplying two very long integers x and y, each represented by ten words, each of
the ten words of z is multiplied by each of the ten words of y, in some order,
and the results are then summed up to the appropriate words of the product.
If x contains a in the sense that one of the ten words of x is a, y contains b, and
the processor produces an incorrect result when a and b are multiplied, then the
result of multiplying 2 - y on that processor will typically be incorrect (unless
there are multiple errors that exactly cancel each other during the computation,
which is very unlikely when the other words in = and y are randomly chosen).

2.2 Notations

We use the notation z -y to denote the result of multiplying x by y on a bug-
free processor, and x ® y to denote the result of the same computation when
performed on a faulty processor. Similarly, the notation z! denotes the value
of  to the power [ as computed on a bug-free processor, and z{" denotes the
value of x to the power [ as computed by a particular algorithm on a faulty
processor (See Section for details of popular exponentiation algorithms).
Since we assume that faults are extremely rare, for most inputs we expect the
result of the computation to be the same on both the faulty and the bug-free
processors, and in these cases we use the notations z - y and z!, even when
referring to computations done on the faulty processor.

2.3 Methods

Our attacks request the decryptions of ciphertexts which may or may not in-
voke the execution of the faulty multiplications, depending on the bits of the
secret exponent d. The results of those decryptions are used to retrieve the bits
of the secret exponent d. We develop two methods for creating the conditions
under which the buggy instructions are executed. The first method chooses a
ciphertext C, such that an intermediate value x during the decryption process
contains both a and b. If z is squared, then we expect that 22 # (%, and thus
the result of the entire decryption process is also expected to be incorrect. If = is
multiplied by a different value y, which contains neither a nor b, then we expect
that -y = ¢ ® y, and the decryption result is expected to be correct. The
second method chooses C such that during decryption one intermediate value x



Bug Attacks 225

LTOR Exponentiation RTOL Exponentiation

z+—1 Yy—x;2 1

For k =logn down to 0 For k =0 to logn
If d, = 1 then z «— 22 - zmodn If dp =1 then z «<— 2z - ymodn
Otherwise, z « z2modn y — y2modn

Output z Output z

Fig. 1. The Two Basic Exponentiation Algorithms

contains a, while another value y contains b. If x and y are multiplied then it is
expected that x -y # x © y, and the result of decryption on the faulty proces-
sor is expected to be incorrect. If x and y are not multiplied by the decryption
algorithm, we expect the decryption to be correct.

2.4 Complexity Analysis

Let w be the length (in bits) of the words of the processor. When analyzing
complexities of our attacks throughout this paper we assume that numbers (both
exponentiated values and exponents) are 1024-bit long, and that w = 32 (in the
summary of the paper we also quote the complexities for w = 64). The standard
representation of 1024-bit long numbers requires [2!°/w] words. Given a random
1024-bit value z, and a w-bit value a, the probability that z contains a (in any
of its 219 /w words) is about 2720 /w. For w = 32 this probability is 2727, and
for w = 64 it is 279, Given two w-bit values a and b, the probability that x
contains both a and b is about (2*‘”210/11))2. For w = 32 this probability is
about 2754, and for w = 64 it is about 2712,

2.5 Exponentiation Algorithms

Given a value z and a secret exponent d = diogndiogn—1---di1do, the expo-
nentiation z — z?modn can be efficiently computed by several exponentiation
algorithms [I0, Chapter 14.6]. In this paper we present attacks against implemen-
tations that use the two basic exponentiation algorithms, LTOR (left-to-right)
and RTOL (right-to-left), described in Figure [[l Our techniques can be easily
adapted to attack implementations that use other exponentiation algorithms
such as the sliding window algorithm, the k-ary exponentiation algorithm, etc.

2.6 Remarks

The following remarks apply to most of the attacks presented in this paper.

1. Microprocessors usually perform different sequences of microcode instruc-
tions when computing a - b and b - a, and thus the bug is not expected to be
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symmetric: for a - b the processor may give an incorrect result, while for b-a
the result is correct. Therefore, the correctness of the result of multiplying
two big numbers x and y, where x contains a and y contains b, depends on
whether the implementation of x - y multiplies a - b or b - a. We assume that
such implementation details are known to the attacker.

2. Given a value w, the number of bits in the binary representation of w is
[logyw] + 1 (the indices of the bits of w are 0,...,[logw], where 0 is the
index of the least significant bit, and |[logw| is the index of the most signif-
icant bit). Throughout this paper we use logw (without the floor operator)
as a shorthand for the index of the most significant bit of w.

3. It may be the case that more than one pair of buggy inputs a-b exist. In such
cases, if v multiplication bugs are known to the attacker, the complexities
of some of the attacks we present can be decreased. In attacks where the
attacker can control only one of the operands of the multiplication, and the
other operand is expected to appear randomly, the time complexity can be
decreased by a factor of min(v, [logn/w]). If some of the buggy pairs of
operands share the same value for one of the operands, this factor can even
get better (but it cannot be higher than +). In attacks where both operands
are expected to appear randomly, the time complexity can be decreased by
a factor of 7. Note that symmetric bugs, where both the results of a - b and
b - a are incorrect, are counted as two bugs.

4. If both operands of the buggy instruction are equal (i.e., a = b), the com-
plexity of some of our attacks can be greatly reduced, while other attacks
become impossible. The former case happens when attacks rely on faults in
the squaring of values X, where X happens by chance to contain both a
and b. In this case only one word (a) needs to appear in X, which makes
the probability of this event much higher. On the other hand, attacks which
use the existence of a bug in order to decide whether x and y were squared
or multiplied together become impossible. When the attack requires that z
contains a and that y contains b, our ability to distinguish between these
cases depends on whether a = b.

3 Breaking CRT-RSA with One Chosen Ciphertext

We now describe a simple attack on RSA implementations in which decryptions
are performed using the Chinese remainder theorem (CRT). Let n = pg be the
public modulus of RSA, where p and ¢ are large primes, and assume without
loss of generality that p < ¢. Knowing the target’s public key n (but not its
secret factors p and ¢), the attacker can easily compute a half size integer which
is guaranteed to be between the two secret factors p and ¢ of n. For example,
[v/n] always satisfies p < |\/n] < ¢, and any integer close to y/n is also likely
to satisfy this condition. The attacker now chooses a ciphertext C' which is the
closest integer to y/n, such that both a and b appear as low order words in C,
and submits this “poisonous input” to the target PC.

The first step in the CRT-RSA computation is to reduce the input C' modulo p
and modulo ¢. Due to its choice, C;, = C' mod p is randomized modulo the smaller
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factor p, but C; = C'mod ¢ = C' remains unchanged modulo the larger factor g.
The next step in RSA-CRT is always to square the reduced inputs C), and Cj,
respectively. Since a and b are unlikely to remain in C),, the computation mod p
is likely to be correct. However, mod ¢ the squaring operation will contain a
step in which the word a is multiplied by the word b, and by our assumption
the result will be incorrect. Assuming that the rest of the two computations
mod p and ¢ will be correct, the final result of the two exponentiations will
be combined into a single output M which is likely to be correct mod p, but
incorrect mod ¢. The attacker can then finish off his attack in the same way as
the original fault attack, by computing the greatest common divisor (gcd) of n
and M¢ — C, where e is the public exponent of the attacked RSA key. This ged
is the secret factor p of n.

Note that if such C cannot be found, then ¢ — p < 22¥. In this case, n can
be easily factored by other methods (e.g., Fermat’s factorization method, which
will factor n in 2% time without any calls to the decryption oracle).

4 Bug Attacks on LTOR Exponentiations

In this section we present bug attacks against several cryptosystems, where
exponentiations are performed using the LTOR exponentiation algorithm. We
first present chosen plaintext (or chosen ciphertext) attacks against the Pohlig-
Hellman scheme, then present chosen ciphertext attacks against RSA, and finally
discuss how to adapt our attacks on RSA to the case of RSA-OAEP.

4.1 Bug Attacks on Pohlig-Hellman

The Pohlig-Hellman cipher uses two secret exponents e and d: the former is used
for encryption, and the latter for decryption. Given one of the secret exponents,
the other can be computed by d = e~ ! (mod p — 1). We discuss adaptive and
non-adaptive chosen ciphertext attacks which retrieve the bits of the decryp-
tion exponent d; similar chosen plaintext attacks can retrieve the encryption
exponent e.

We start by presenting a simple adaptive attack, which demonstrates the basic
idea of our technique. We later improve this attack with additional ideas.

4.1.1 Basic Adaptive Chosen Ciphertext
In this section, an attack which requires the decryption of 2log p chosen cipher-
texts is presented. The attack retrieves the bits of the secret exponent one at
a time, from diogp to di (do is known to be one, as d is odd). Therefore, when
the search for d; is performed, we can assume that the bits di11,...,diogp are
already known.

The attack works as follows:

1. Choose a value X which contains the words a and b.
2. For ¢+ =logp down to 1 do
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(a) Denote the value of the known bits of d by d’ = Zfi-pﬂ k=) g, .
(b) Compute C' = X'/% mod p.
(¢) Ask for the decryption M = C{® mod p on the faulty processor.
(d) Obtain the correct decryption M = C?mod p.
(e) If M = M conclude that d; = 1, otherwise conclude that d; = 0.
3. Set do =1.

The attack is based on the following observations. Since p is a known prime,
the attacker can compute arbitrary roots modulo p. During the i’th iteration
of the attack, the value of C' is chosen such that when it is exponentiated to
power d with LTOR, the intermediate value of the variable z after logp — @
iterations is X. The next operation of the LTOR algorithm is either squaring
z, or multiplying it by C, depending on the value of d;. Since the intermediate
value z = X contains both a and b, we expect to get an incorrect decryption if
z is squared (i.e., when d; = 0), and a correct decryption if z is first multiplied
by C (i.e., when d; = 1).

Note that the bug-free decryption in Step may be obtained on the same
buggy microprocessor by using the multiplicative property of modular exponen-
tiation. The attacker may request the decryption M’ of C' = C3 mod p (or any
other power of C' which is not expected to cause the execution of the faulty
instructions), and then check whether M3 = M’ (mod p) to learn if an error
had occurred. Thus, no calls to a bug-free decryption device that uses the same
secret key (which is usually unavailable) is required. In fact, since the same
value of X is used for each of the iterations, the correct decryption M can be
computed from the value of the correct decryption in the previous iteration as:
M = M?*/? modn, where M and d are the values of the corresponding variables
in the previous iteration. Therefore, no additional decryption requests (beyond
the first one) are needed in order to obtain all the correct decryption results
throughout the attack.

The attack requires buggy decryption of log p+1 chosen ciphertexts to retrieve
d, or buggy encryption of logp + 1 chosen plaintexts to retrieve e. Each one of
these values makes it easy to compute the other value since p is a known prime.

4.1.2 Improved Adaptive Chosen Ciphertext Attack

We observe that X can be selected such that both X and X(? contain a and
b. A further improvement uses X’s which contain a and b, such that when X is
squared m times repeatedly on a faulty processor (for some m > 0), all the values
X () contain a and b. Using such X, we can improve the expected complexity
of the attack by a factor of @« = 2—27™. Further details on this improved attack
will be presented in the full version of this paper.

4.1.3 Chosen Ciphertext Attack

The (non-adaptive) chosen ciphertext attack presented later in Section is
also applicable in the case of Pohlig-Hellman. The attack requires decryption of
228 ciphertexts to retrieve the secret exponent d (the attack on RSA requires
227 ciphertexts, but in the case of Pohlig-Hellman an additional decryption is
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required for each buggy decryption, in order to verify the correctness of the
decryption). As in the previous attacks on Pohlig-Hellman, a similar chosen
plaintext attack can retrieve the secret exponent e.

4.2 Bug Attacks on RSA

We describe several chosen ciphertext attacks on RSA, where the attacked im-
plementation performs decryptions without using CRT. Instead, we assume that
the decryption of a ciphertext C is performed by computing C¢ modn using
LTOR (where d is the secret exponent of RSA). We assume that the public ex-
ponent e and the public modulus n are known. The main difference between the
case of RSA and the case of Pohlig-Hellman is that there is no known efficient
algorithm to compute roots modulo a composite n, when the factorization of n
is unknown.

Unlike the case of Pohlig-Hellman, in the case of RSA checking whether the
decrypted message M is the correct decryption of a chosen ciphertext C' can be
easily done by checking whether M¢ =C (mod n). Thus, there is no need to
request the decryptions of additional messages for this purpose.

4.2.1 Adaptive Chosen Ciphertext Attack
We describe an adaptive chosen ciphertext attack which requires the decryption
of logn chosen ciphertexts by the target computer. The generation of each of
the ciphertexts requires 227 time on the attacker’s (bug-free) computer, and thus
the total time complexity of the attack is about 237.

Description of the attack:

1. For ¢ =logn down to 1 do
(a) Denote the value of the known bits of d by d' = },ff;_l ok—(i+1)q, .
(b) Repeatedly choose random values C' which contain b, until C% modn
contains a.
(¢) Ask for the decryption M = C‘Y modn using the faulty processor.
(d) Compute C' = M¢modn.
(e) If C' = C conclude that d; = 0, otherwise conclude that d; = 1.
2. Set do =1.

The attack is similar to the basic attack presented in Section LTl except that
here only the word a is contained in the intermediate value of the exponentiation.
The word b is contained in the ciphertext C', and therefore the roles of the correct
and incorrect results are exchanged between d; = 0 and d; = 1.

During the execution of the LTOR algorithm, the intermediate value of the
variable z after logn—i iterations contains a (due to the selection of C' in Step Il
of the attack). If d; = 0 then z is squared, and no errors in the computation are
expected to occur, leading to C = C in Step[Id If d; = 1, then z is multiplied by
C, which contains the word b, and due to the bug, the result of the exponentiation
is expected to be incorrect, leading to C =% C in Step [[d

As explained in Section @] the probability that the random number C4 modn
contains somewhere along it the word a is 2727 (for our standard parameters).



230 E. Biham, Y. Carmeli, and A. Shamir

Therefore, Step [[Htakes an average time of 227

computer.

exponentiations on the attacker’s

4.2.2 Chosen Ciphertext Attack

The previous adaptive attack on exponentiations using LTOR is the basis for the
following non-adaptive chosen ciphertext attack. The attack requests the decryp-
tion of 229 chosen ciphertexts, all of which contain the word b. It is expected that
for every 0 < ¢ < logn, there are about four ciphertexts for which the intermedi-
ate value of z after ¢ rounds of the exponentiation algorithm contains the word a.
The value of d; can be determined by the correctness of the decryption of those
ciphertexts, using considerations similar to the ones used in the attack of Sec-
tion L2711 If for some 4 there are no ciphertexts C; for which X; = C’]dl modn
contains a, there is no choice but to continue the attack recursively for both
d; = 0 and d; = 1. However, when the wrong value is chosen, a contradiction
may be encountered before retrieving the rest of the bits (i.e., more than one
ciphertext C; for which X; contains a is found, and the decryption of some,
but not all, of them is incorrect). By using standard results from the theory of
branching processes, 22° ciphertexts suffice to ensure that recursive calls which
represent wrong bit values are quickly aborted.

Here are some details of this attack:

1. Choose 2% random ciphertexts C; (1 < j < 229) containing the word b, and
ask for their decryptions M; using the faulty processor.

2. For i =logn down to 1 do

. logn i
(a) Denote the value of the known bits of d by d' = Y 28" | 2k~ (1 g,

(b) For each ciphertext C; compute X; = C¢ modn.
(c) Consider all ciphertexts C; such that X; contains a:

i. If for all such ciphertexts C; it holds that M fmodn = C; then set

d; = 0.
ii. If for all such ciphertexts C; it holds that M fmodn # Cj then set
d; = 1.

iii. If there are no such ciphertexts try the rest of the attack for both
di:Oanddi:I.
iv. If for some of these ciphertexts Cj, M fmodn = C; and for others
M; modn # C; (i.e., a previously set value of one of the bits is
wrong) then backtrack.
3. Set d() =1.

The data complexity may be increased in order to decrease the probability
of not having ciphertexts C; such that X; contains a. Alternatively, it may be
decreased, at the expense of more recursive guesses (Step, with increased
time complexity. If for every ¢ there exists a j such that Cj" contains b, the time
complexity is equal to the data complexity (i.e., 22%).
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4.2.3 Known Plaintext Attack
The chosen ciphertext attack from Section can be easily transformed into
a known plaintext attack which requires 2°¢ known plaintexts. Among the 2°6
plaintexts, only 229 are expected to contain b. We can discard all the plaintexts
which do not contain b, and use the rest as inputs for the attack described in
Section

Note that the known plaintexts must be the result of decrypting the corre-
sponding ciphertexts on the faulty processor. The attack will not work if the
given plaintext-ciphertext pairs are obtained by encrypting plaintexts (either on
the attacker’s computer or on the target computer).

4.3 Bug Attacks on OAEP

Since RSA has many mathematical properties such as multiplicativity, it is often
used in modes of operation which protect it against attacks based on these
properties. The most popular mode is OAEP [I], which is provably secure. We
show here that although OAEP protects against “standard” attacks on RSA, it
provides only limited protection against bug attacks, since it was not designed
to deal with errors during the computation.

OAEP adds randomness and redundancy to messages before encrypting them
with RSA, and rejects ciphertexts which do not display the expected redun-
dancy when decrypted. Random ciphertexts are not expected to display such
a redundancy, and are likely to be rejected by the receiver with overwhelming
probability. To choose valid ciphertexts with certain desired characteristics, we
choose random plaintexts and encrypt them using proper OAEP padding, until
we get a ciphertext that has the desired structure by chance (since OAEP is a
randomized cipher, we can also try to encrypt the same message with different
random values, and thus can control the result of the decryption). Our main
observation is that the structure we need in our attack (such as the existence of
a certain word in the ciphertext) has a relatively high probability regardless of
how much redundancy is added to the plaintext by OAEP, and the knowledge
that a correctly constructed ciphertext was rejected suffices to conclude that
some computational error occurred. We are thus exploiting the OAEP counter-
measure itself in order to mount the new bug attack!

The attacks we present on RSA-OAEP are very similar to the attacks on
RSA from Section L2, with some minor modifications. The same attacks are
also applicable to OAEP+ [I6].

4.3.1 Adaptive Chosen Ciphertext Attack

Unlike the attack of Section L2l OAEP stops us from choosing ciphertexts C
which contain b, and thus in Step [ID we must choose random messages (on our
own computer) until b “appears” in C' at random. As explained in Section 241
the probability that this happens and in addition C% modn contains a is 2754,
As mentioned above, computation errors are identified in Step [Id of the attack
on OAEP by the mere rejection of the ciphertext, and there is no need to know
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the actual value which was rejected. The attack requires the decryption of logn
chosen ciphertexts, and thus its total time complexity for 1024-bit n’s is 264.

4.3.2 Chosen Ciphertext Attack

The (non-adaptive) chosen ciphertext attack on RSA from Section 22 can also
be used in the case of OAEP. For a random message, the probability that the
ciphertext contains b is 2727, In order to find 22 messages with a ciphertext
which contains b (as required by the attack), we have to try about 256 random
messages. Therefore, the attack requires the decryption of 22% chosen cipher-
texts, plus 2°¢ pre-computation time on the attacker’s own computer. Once the
decryptions of the chosen ciphertexts are available, the key can be retrieved in
229 additional time.

5 Bug Attacks on RTOL Exponentiations

In this section we present attacks against Pohlig-Hellman, RSA, and RSA-OAEP,
where exponentiations are performed using the RTOL exponentiation algorithm.
In RTOL, the value of the variable y is squared in every iteration of the expo-
nentiation algorithm, regardless of the bits of the secret exponent. Any error
introduced into the value of y undergoes the squaring transformation in every
subsequent iteration, and is propagated to the value of z if and only if the cor-
responding bit of the exponent is set. Consequently, every set bit in the binary
representation of the exponent introduces a different error into the value of z,
while zero bits do not introduce any errors. This allows us to mount efficient non-
adaptive attacks, and to retrieve more than one bit from each chosen ciphertext,
as described in the attacks presented in this section.

5.1 Bug Attacks on Pohlig-Hellman

We present a chosen ciphertext attack against Pohlig-Hellman, where exponen-
tiations are performed using RTOL. The attack is aimed at retrieving the bits
of the secret exponent d. As in Section 1] an identical chosen plaintext attack
can retrieve the bits of the secret exponent e.

5.1.1 Chosen Ciphertext Attack

We present a (non-adaptive) chosen ciphertext attack which retrieves the secret
key when the exponentiation is performed using RTOL. Let X be a value which
contains the words a and b, and let § = X2/X (2. Unlike the improved attack
on Pohlig-Hellman of Section it does not help if X also contains a
and b (on the contrary, it makes the analysis slightly more complicated). Each
chosen ciphertext is used to retrieve r bits of the secret exponent d, where 7 is
a parameter of the attack. The reader is advised to consider first the simplest
case of r = 1.
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The attack is carried out using the following steps:

1. For i = logp — (logpmod r) down to 0 step —r
(a) Compute C = X'/2"" mod p.

(b) Denote the value of the known bits of d by ' = 2,228, 2k~ (414,
(¢) Ask for the decryption M = C‘Y mod p on the faulty processor.
(d) Obtain the correct decryption M = C¢ mod p.

Denote the bits of u by w,_1u,_o...ujug.

)
)
) - b
) Find an r-bit value u such that M /M = 32" ¥ T modp (0 < u < 27).
)
) Conclude that diyr = ug, V0 <k<r.

Consider the decryption of C' in Step [Id for some ¢. Exponentiation by the
RTOL algorithm sets y = C, and squares y repeatedly. After squaring it ¢ — 1
times, the value of y becomes X, which contains both a and b. When y is squared
again, a multiplicative error factor of § is introduced into its computed value
(compared to its bug-free value). If d; = 1 then z is multiplied by y, and thus the
same multiplicative error factor of [ is also propagated into the value of z. After
the next squaring of y, it contains an error factor of 32, which is propagated into
the value of z when d; 11 = 1. In each additional iteration of the exponentiation
the previous error in y is squared, and the error affects the result if and only
if the corresponding bit of d is set. At the end of the exponentiation, the error
factor in the final result is:

logp

G )% = pEEP T (mod p).

Since only r bits of the exponent are unknown, they can be easily retrieved by
performing 2" — 1 modular multiplications.

As in the attacks of Section[41] all the error-free decryption queries in Step[Id
can be replaced by the decryption of one additional ciphertext on the faulty
processor: The attacker can request the decryption M? of C®modp (or any
other power of C' which is not expected to cause a decryption error), and then
in Step [Id can find an r-bit value u such that

3

3 log p dy, o
g?) = L}_[ (ﬂzkﬂ)d ] = ﬂ3(2 a"+u) (mod p).

The attack requires 2[(logp + 1)/r| decryptions of chosen ciphertexts, and
all of them can be pre-computed by logp modular square roots (Step [[al of the
attack). Once the decryptions are available, each execution of Step [I€ finds r
bits of d using 2" — 1 multiplications, which is equivalent to about 2"/logp
modular exponentiations. Since Step [Id is executed [(logp + 1)/r]| times, the
total time complexity is about 2" /r. For small values of r this time complexity is
negligible compared to the time of the pre-computation. For » > 12, however, this
computation takes longer, and there is a tradeoff between the time complexity
and the data complexity.
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5.2 Bug Attacks on RSA

Unlike the case of Pohlig-Hellman, there is no known efficient algorithm for
extracting roots modulo a composite n with unknown factors. The chosen ci-
phertext attack presented in this section circumvents this problem by choosing
random ciphertexts until a suitable ciphertext is found.

5.2.1 Chosen Ciphertext Attack

The attack in this case is similar to the attack on RTOL modulo a prime p
(Section EIT]), except for some necessary adaptations to the case of RSA. The
attack requires a pre-computation to find a value X which contains both a and b,
and such that all the values X /2" for 1 < i <logn are known (Step @ in the
following attack). The parameter r represents the number of bits retrieved in
each iteration.

The detailed attack is as follows:

1. Choose a random ciphertext Cy, and let ¢ = 0.
2. While t <logn or C; does not contain both a and b do:

(a) t=1t+1.

(b) Compute C; = C?_; modn.
. Let X = C; and let X be the result of squaring X on a faulty processor.
. Let = X?/X modn.
5. For i =logn — (lognmod ) down to 0 step —r

(a) Ask for the decryption M of C' = Cy_; using the faulty processor, M =

=~ W

C’t@i mod p.
(b) Denote the value of the known bits of d by &’ = 32,28/ 2+~ (414,
(¢) Compute C' = M°modn.
(d) Find an r-bit value u such that C/C = (ﬂ“”“")e (mod n).
)

(e) Denote the bits of u by wp—1Up—2. .. usug.
(f) Conclude that d;jyr = ug, V0 <k<r.

A random ciphertext contains a and b with probability 2°4, and therefore the
pre-computation of Step @is expected to take time corresponding to 2°* modular
multiplications (which is equivalent to 2** modular exponentiations when logn =
1024). In each iteration of the attack, r bits are retrieved by performing 2" — 1
modular multiplications, which are equivalent to about (2" — 1)/logn modular
exponentiations. Thus, once the decrypted ciphertexts are available, the attack
requires a time equivalent to about

logn]2"-1 2"-1
{ T —‘ logn

modular multiplications. As in the attack of Section [5.1], this attack requires
[logn/r] decryptions of pre-computed chosen ciphertexts. Step Bdl finds r bits
of the secret exponent d using 2" — 1 multiplications, and thus (as in the attack
from Section BIT]) for large values of r there is a tradeoff between the time
complexity and the data complexity.
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5.3 Bug Attacks on OAEP Implementations That Use RTOL

5.3.1 Adaptive Chosen Ciphertext Attack
We present an adaptive chosen ciphertext attack for the case of RSA-OAEP when
exponentiations are performed using RTOL. The presented attack resembles the
attack from Section 3] but it identifies the bits of d starting from the least
significant bit.

The description of the attack is as follows:

1. Set do =1.
2. For ¢ =1 to logn ‘
(a) Denote the value of the known bits of d by d' = 2;10 2Fd;, mod n.
(b) Repeatedly encrypt random messages M until C = E(M)=(OAEP(M))°
satisfies that C2 mod n contains a and C%¢ mod n contains b.
(¢) Ask for the decryption of C using the faulty processor.
(d) If the decryption succeeds conclude that d; = 0, otherwise conclude that
d; = 1.

After i iterations of the decryption exponentiation algorithm, the value of
the variable z is C% modn, and the value of the variable y is C2 modn. The
ciphertext C' is chosen such that one of these values contains a and the other
contains b. Therefore, if these values are multiplied (d; = 1), then the result of the
decryption is expected to be wrong, and the ciphertext is rejected, otherwise, no
errors are expected to occur, and the decryption is expected to succeed (d; = 0).

The complexity of finding the ciphertext in Step 2His 2°4, and the complexity
of the entire attack for 1024-bit n’s is 254 exponentiations on the attacker’s
computer. The attack requires log n chosen ciphertexts, which are decrypted on
the target machine.

6 Bug Attacks on Other Schemes

6.1 Elliptic Curve Schemes

In cryptosystems based on elliptic curves, exponentiations are replaced by mul-
tiplying a point by a constant. It should be noted that the implementations
of point addition (corresponding to multiplication in modular groups) and of
point doubling (corresponding to squaring in modular groups) are different, but
both of them use multiplications of large integers. Our bug attacks can be easily
adapted in such a way that the bug is invoked only if two points are added (or
alternatively, only if a point is doubled). The correctness or incorrectness of the
result reveals the bits of the exponent.

6.2 Bug Attacks on Symmetric Primitives

Multiplication bugs can also be used to get information on the keys of symmet-
ric ciphers which include multiplications, such as the block ciphers IDEA [§],
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MARS [5], DFC [6], MultiSwap [14], Nimbus [I8] and RC6 [12], the stream
cipher Rabbit [3], the message authentication code UMAC [2], etc.

In IDEA, MARS, DFC, MultiSwap and Nimbus, subkeys are multiplied by
intermediate values. If an encryption (or decryption) result is known to be in-
correct, an attacker may assume that one of the subkeys used for these multi-
plications is a, and the corresponding intermediate value is b. For example, by
selecting a plaintext which contains b in a word that is multiplied by a subkey,
the attacker can easily check if the value of that subkey is a.

In Rabbit, a 32-bit value is squared to compute a 64-bit result used to update
the internal state of the cipher. In faulty implementations with word size 8 or 16
(which are likely word sizes for smart card implementations), faults in the stream
can give the attacker information about the internal state. Similarly, the block
cipher RC6 uses multiplications of the form A-(2A+ 1) for 32-bit values A, and
thus multiplication bugs may cause errors in faulty implementations with word
size 8 or 16. However, this is an unlikely scenario, since bugs in processors with
small words are expected to cause frequent errors which can be easily discovered.

The MAC function UMAC uses multiplications of two words, both of which
depend on the authenticated message. If an incorrect MAC is computed on a
faulty processor, an attacker can gain information on the intermediate values of
the computation.

Table 1. Summary of the Attacks Presented in This Paper

Scheme Exp. Attack Sec. Data Pre- Attack Complexity Complexity

Alg. Comp. Time for 32-bit for 64-bit
Time Words™ Words™
POhlig— RTOL CP/CC m 2 {loq%p‘l *ok logp 10g1;+2’" *k 26/210/227 26/210/227
Hellman LTOR ACP/ [EIIl logp - logp 210 /210 910/ /510
ACC

LTOR CP/CC 2»1(2):-?111 _ 21(2):;1; 228/7/228 261/7/261
RSA CRT CC 1 - 1 1/-/1 1/-/1

RTOL CC m "lo;{;n] % 2162):2105 log 1::}»27' *k 25/254/227 25/2120/227

LTOR ACC [HEZI logn - 2w q 2107237 910/ /970

LTOR CC 41§:nw o 4lzznw 229/7/229 262/7/262

LTOR KP E23 4.1202;;.5,2 B 4lz§nw 256/7/229 2122/7/262
RSA  RTOL ACC [EZI logn - 22;”;;2 210/ /964 910/ /9130
with LTOR ACC E3T logn - e 21028 210/ /210
OAEP LTOR CC  EZZ 42w 420w’ 420w 920950 920 962 /9122 /902

KP — Known Plaintext.

CP — Chosen Plaintext; ACP— Adaptive Chosen Plaintext.

CC — Chosen Ciphertext; ACC— Adaptive Chosen Ciphertext.

w is the word size (in bits) of the faulty processor.

* Complexity is described in terms of data/pre-computation time/attack time.
** r is a parameter of the attack. The presented numbers are for r = 2°.
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7 Summary and Countermeasures

We have presented several chosen ciphertext attacks against exponentiation
based public-key and secret-key cryptosystems, including Pohlig-Hellman and
RSA. We show such attacks for the two most common implementations of expo-
nentiation. We also discuss the applicability of these techniques to elliptic curve
cryptosystems and symmetric ciphers. The attacks and their complexities are
summarized in Table [

There are various countermeasures against bug attacks. Many protection tech-
niques against fault attacks are also applicable to bug attacks, but we stress that
due to the differences between the techniques, most of them have to be adapted
to the new environment. As shown in Sections 3 and 5.3l and unlike the case of
fault attacks, the mere knowledge that an error has occurred suffices to mount an
attack, even if the output of decryption is not available. Therefore, if a decryp-
tion is found to be incorrect, it can be dangerous to send out an error message,
and the correct result must be computed by other means.

Possible ways to compute the correct result include using a different expo-
nentiation algorithm, or relying on the multiplicative property of the discussed
schemes to blind the computations. When blinding is used, an attacker has no
control over the exponentiated values, and they are not made available to her.
Thus, even if faults occur during the exponentiation, no information is leaked.
However, this method renders the system vulnerable to timing attacks, as the
decryption of ciphertexts which trigger the bug take longer than decryptions
which succeed in the first attempt. In order to protect the implementation from
timing attacks, the original exponentiations must be blinded, so that no un-
blinded exponentiations are performed. Another alternative is to exponentiate
modulo n - r, where 7 is a small (e.g., 32-bit) prime, rather than modulo n, and
reduce mod n only at the last step.
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When Alice wants to encrypt a message m, she computes ¢ = m°®modp. Bob
can decrypt ¢ by computing its e-th root modulo p. In practice, the decryption
is performed by computing ¢? mod p, where d is a decryption exponent such that
d-e =1 (mod p—1). Note that given the encryption exponent e, the decryption
exponent d can be easily computed, and thus e must be kept secret.

The Pohlig-Hellman-Shamir [TI5] keyless protocol allows encrypted communi-
cation between two parties that do not have shared secret keys. The protocol
is based on the commutative properties of the Pohlig-Hellman cipher. Let p be
a large prime number. Alice and Bob each has a secret encryption exponent
(ea and ep, respectively) and a secret decryption exponent (da and dg, re-
spectively) such that e4 - da = ep-dp = 1 (mod p — 1). When Alice wishes
to send Bob an encrypted message m, she sends ¢; = m® modp. Bob then
computes ¢ = c¢{® modp and sends it back to Alice. Alice decrypts ¢z and
sends the decryption c3 = ch mod p to Bob. Finally, Bob decrypts c3 to get
the message m = ch mod p. The protocol is secure under standard computa-
tional assumptions (The Diffie-Hellman assumption), but not against man in the
middle attacks.

A.2 The RSA Cryptosystem

RSA [13] is a public-key cryptosystem. Let n = pg be a product of two large
prime integers. Bob has a public key (n,e) such that ged(e, (p — 1)(¢ — 1)) =1,
and a private key (n,d) such that d-e =1 (mod (p — 1)(¢ — 1)). When Alice
wants to send bob an encrypted message m she computes ¢ = m® mod n. When
Bob wants to decrypt the ciphertext he computes ¢ = m? =m (mod n).

The security of RSA relies on the hardness of factoring n. If the factors of n
are known, RSA can be easily broken.

A.3 RSA Decryption Using CRT

The modular exponentiations required by RSA are computationally expensive.
Some implementations of RSA perform the decryption modulo p and ¢ sep-
arately, and then use the Chinese remainder theorem (CRT) to compute the
decryption ¢?modn. Such an implementation speeds up the decryption by a
factor of 4 compared to naive implementations.

Given a ciphertext ¢, it is first reduced modulo p and modulo ¢. The two
values are exponentiated modulo p and ¢ separately: m, = ¢% mod p, and my =
c?amod ¢, where d, = dmodp — 1 and d, = dmod g — 1. Now m is computed
using CRT, such that m = m,, (mod p) and m = m, (mod ¢). This is done by
computing m = (zm,, + ym,) modn, where = and y are pre-computed integers
that satisfy:

{mzl (mod p) and {yEO (mod p)
x=0 (mod q) y=1 (mod q)
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A.4 OAEP

Optimal Asymmetric Encryption Padding (OAEP) [I] and OAEP+ [I6] are
methods of encoding a plaintext before its encryption, with three major goals:
adding randomization to deterministic encryption schemes (e.g., RSA), prevent-
ing the ciphertext from leaking information about the plaintexts, and preventing
chosen ciphertext attacks. OAEP is based on two one-way functions G' and H,
which are used to create a two-round Feistel network, while OAEP+ uses three
one-way functions. Only OAEP is described here.

Let G : {0,1}% — {0,1}+% H . {0, 1}/T*1 — {0, 1}*0 be two one-way func-
tions, where [ is the length of the plaintext, and kg, k1 are security parameters.
When Alice wants to compute the encryption C of a plaintext M, she chooses a
random value 7 € {0, 1}* and computes

s = G(r) ® (M]|0"),
t=(H(s)®r),
w = s||t,

C = E(w),

where || denotes concatenation of binary vectors, and E denotes encryption with
the underlying cipher. Decryption of ¢ is performed by:

w = D(C),
s=w[0...14+k —1],
t=wll+k...n—1],
r=H(s)®t,
y=G(r)&s,

M =yl0...1—-1],
z=y[l...l+k —1],

where D denotes decryption under the same cipher used in the encryption phase.
If 2 # 00, then the ciphertext is rejected and no plaintext is provided. Otherwise,
the decrypted plaintext is M.
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Abstract. We present the first general protocol for secure multiparty
computation in which the total amount of work required by n players to
compute a function f grows only polylogarithmically with n (ignoring an
additive term that depends on n but not on the complexity of f). More-
over, the protocol is also nearly optimal in terms of resilience, providing
computational security against an active, adaptive adversary corrupting
a (1/2 — €) fraction of the players, for an arbitrary e > 0.

1 Introduction

Secure multiparty computation (MPC) allows n mutually distrustful players to
perform a joint computation without compromising the privacy of their inputs
or the correctness of the outputs. Following the seminal works of the 1980s
which established the feasibility of MPC M, @, 29, @], significant efforts have
been invested into studying the complezity of MPC. When studying how well
MPC scales to a large network, the most relevant goal minimizing the growth
of complexity with the number of players, n. This is motivated not only by
distributed computations involving inputs from many participants, but also by
scenarios in which a (possibly small) number of “clients” wish to distribute a
joint computation between a large number of untrusted “servers”.

The above question has been the subject of a large body of work ﬂi B, |Il|7 E,
, , , , , , , , ] In most of these works, the improvement
over the previous state of the art consisted of either reducing the multiplicative
overhead depending on n (say, from cubic to quadratic) or, alternatively, main-
taining the same asymptotic overhead while increasing the fraction of players
that can be corrupted (say, from one third to one half).

The current work completes this long sequence of works, at least from a crude
asymptotic point of view: We present a general MPC protocol which is simul-
taneously optimal, up to lower-order terms, with respect to both efficiency and
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resilience. More concretely, our protocol allows n players to evaluate an arbitrary
circuit C' on their joint inputs, with the following efficiency and security features.

COMPUTATION. The total amount of time spent by all players throughout the
execution of the protocol is poly(k,logn,log|C|) - |C| + poly(k,n), where |C| is
the size of C' and k is a cryptographic security parameter. Thus, the protocol
is strongly scalable in the sense that the amount of work involving each player
(amortized over the computation of a large circuit C) vanishes with the num-
ber of players. We write the above complexity as 6(|C |), hiding the low-order
multiplicative poly(k,logn,log|C|) and additive poly(k,n) terms[l]

COMMUNICATION. As follows from the bound on computation, the total number
of bits communicated by all n players is also bounded by O(|C|). This holds
even in a communication model that includes only point-to-point channels and
no broadcast. Barring a major breakthrough in the theory of secure computa-
tion, this is essentially the best one could hope for. However, unlike the case of
computation, here a significant improvement cannot be completely ruled out.

RESILIENCE. Our protocol is computationally UC-secure ﬂa} against an active,
adaptive adversary corrupting at most a (1/2 — ¢) fraction of the players, for an
arbitrarily small constant € > 0. This parameter too is essentially optimal since
robust protocols that guarantee output delivery require honest majority.

RounDs. The round complexity of the basic version of the protocol is poly (k,n).
Using a pseudorandom generator that is “computationally simple” (e.g., com-
putable in NCl), the protocol can be modified to run in a constant number of
rounds. Such a pseudorandom generator is implied by most standard concrete
intractability assumptions in cryptography @] Unlike our main protocol, the
constant-round variant only applies to functionalities that deliver outputs to a
small (say, constant) number of players. Alternatively, it may apply to arbitrary
functionalities but provide the weaker guarantee of “security with abort”.

The most efficient previous MPC protocols from the literature ﬂa, @, @, @]
have communication complexity of 6(n -|C1), and no better complexity even in
the semi-honest model. The protocols of Damgard and Nielsen ﬂﬁ] and Beerliova
and Hirt B] achieve this complexity with unconditional security. It should be
noted that the protocol of Damgard and Ishai ﬂﬂ] has a variant that matches
the asymptotic complexity of our protocol. However, this variant applies only to
functionalities that receive inputs from and distribute outputs to a small number
of players. Furthermore, it only tolerates a small fraction of corrupted players.

Techniques. Our protocol borrows ideas and techniques from several previous
works in the area, especially E, , , ] Similarly to ﬂﬁ], we combine the

! Such terms are to some extent unavoidable, and have also been ignored in previ-
ous works along this line. Note that the additive term becomes insignificant when
considering complex computations (or even simple computations on large inputs),
whereas the multiplicative term can be viewed as polylogarithmic under exponential
security assumptions. The question of minimizing these lower order terms, which are
significant in practice, is left for further study.
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efficient secret sharing scheme of Franklin and Yung @] with Yao’s garbled
circuit technique ﬂﬁ] The scheme of Franklin and Yung generalizes Shamir’s
secret sharing scheme ﬂﬁ] to efficiently distribute a whole block of ¢ secrets,
at the price of decreasing the security threshold. Yao’s technique can be used
to transform the circuit C into an equivalent, but very shallow, randomized
circuit Cy,, of comparable size. The latter, in turn, can be evaluated “in parallel”
on blocks of inputs and randomness that are secret-shared using the scheme
of [2d].

The main efficiency bottleneck in ﬂﬂ] is the need to distribute the blocks of
randomness that serve as inputs for Cy,,. The difficulty stems from the fact that
these blocks should be arranged in a way that reflects the structure of C'. That
is, each random secret bit may appear in several blocks according to a pattern
determined by C. These blocks were generated in ﬂﬁ] by adding contributions
from different players, which is not efficient enough for our purposes. More ef-
ficient methods for distributing many random secrets were used in B, @, @]
However, while these methods can be applied to cheaply generate many blocks
of the same pattern, the blocks we need to generate may have arbitrary patterns.

To get around this difficulty, we use a pseudorandom function (PRF) for
reducing the problem of generating blocks of an arbitrary structure to the prob-
lem of generating independent random blocks. This is done by applying the PRF
(with a key that is secret-shared between the servers) to a sequence of public
labels that specifies the required replication pattern, where identical labels are
used to generate copies of the same secret.

Another efficiency bottleneck we need to address is the cost of delivering the
outputs. If many players should receive an output, we cannot afford to send the
entire output of Cy,, to these players. To get around this difficulty, we propose
a procedure for securely distributing the decoding process between the players
without incurring too much extra work. This also has the desirable effect of
dividing the work equally between the players.

Finally, to boost the fractional security threshold of our protocol from a small
constant ¢ to a nearly optimal constant of (1/2 — €), we adapt to our setting a
technique that was introduced by Bracha ﬂa] in the context of Byzantine Agree-
ment. The idea is to compose our original protocol meys, which is efficient but has
a low security threshold (¢ < n/c), with another known protocol 7i,, which is
inefficient but has an optimal security threshold (¢ < n/2) in a way that will give
us essentially the best of both worlds. The composition uses 7, to distribute
the local computations of each player in 7y among a corresponding committee
that includes a constant number of players. The committees are chosen such that
any set including at most 1/2 — € of the players forms a majority in less than én
of the committees. Bracha’s technique has been recently applied in the crypto-
graphic contexts of secure message transmission ﬂﬂ] and establishing a network
of OT channels [@] We extend the generality of the technique by applying it
as a method for boosting the security threshold of general MPC protocols with
only a minor loss of efficiency.
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2 Preliminaries

In this section we present some useful conventions.

Client-server model. Similarly to previous works, it will be convenient to
slightly refine the usual MPC model as follows. We assume that the set of players
consists of a set of input clients that hold the inputs to the desired computation,
a set of n servers, S = {S1,...,S,}, that execute the computation, and a set of
output clients that receive outputs. Since one player can play the role of both
client(s) and a server, this is a generalization of the standard model. The number
of clients is assumed to be at most linear in n, which allows us to ignore the exact
number of clients when analyzing the asymptotic complexity of our protocols.

Complexity conventions. We will represent the functionality which we want
to securely realize by a boolean circuit C' with bounded fan-in, and denote by |C/|
the number of gates in C'. We adopt the convention that every input gate in C'is
labeled by the input client who should provide this input (alternatively, labeled
by “random” in the case of a randomized functionality) and every output gate in
C is labeled by a name of a single output client who should receive this output.
In particular, distributing an output to several clients must be “paid for” by
having a larger circuit. Without this rule, we could be asked to distribute the
entire output C'(x) to all output clients, forcing the communication complexity to
be more than we can afford. We denote by k a cryptographic security parameter,
which is thought of as being much smaller than n (e.g., k = O(n®) for a small
constant € > 0, or even k = polylog(n)).

Security conventions. By default, when we say that a protocol is “secure” we
mean that it realizes in the UC model ﬂa] the corresponding functionality with
computational ¢-security against an active (malicious) and adaptive adversary,
using synchronous communication over secure point-to-point secure channels.
Here ¢ denotes the maximal number of corrupted server; there is no restriction
on the number of corrupted clients. (The threshold ¢ will typically be of the
form én for some constant 0 < ¢ < 1/2.) The results can be extended to require
only authenticated channels assuming the existence of public key encryption
(even for adaptive corruptions, cf. ﬂ]) We will sometimes make the simplifying
assumption that outputs do not need to be kept private. This is formally captured
by letting the ideal functionality leak C(x) to the adversary. Privacy of outputs
can be achieved in a standard way by having the functionality mask the output
of each client with a corresponding input string picked randomly by this client.

3 Building Blocks

In this section, we will present some subprotocols that will later be put together
in a protocol implementing a functionality Fp, which allows to evaluate the
same circuit in parallel on multiple inputs. We will argue that each subprotocol
is correct: every secret-shared value that is produced as output is consistently
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shared, and private: the adversary learns nothing about secrets shared by uncor-
rupted parties. While correctness and privacy alone do not imply UC-security,
when combined with standard simulation techniques for honest-majority MPC
protocols they will imply that our implementation of Fop is UC-secure.

Packed Secret-Sharing. We use a variant of the packed secret-sharing tech-
nique by Franklin and Yung [20]. We fix a finite field F of size O(log(n)) = O(1)
and share together a vector of field elements from F*, where ¢ is a constant
fraction of n. We call s = (s!,...,s") € F* a block. Fix a generator a of the
multiplicative group of F and let 3 = a~!. We assume that |F| > 2n such that
B9 ..., Land ot ..., " are distinct elements. Given 2 = (g, ..., 2._1) € F,
compute the unique polynomial f(X) € F[X] of degree < c¢—1 for which f(3%) = z;
fori=0,...,c—1, and let M., () = (y1,...,yn) = (f(a'),..., f(a™)). This
map is clearly linear, and we use M,._,, to denote both the mapping and its
matrix. Let M,._., consist of the top r rows of M._.,.

Since the mapping consists of a polynomial interpolation followed by a poly-
nomial evaluation, one can use the fast Fourier transform (FFT) to compute the
mapping in time O(c) + O(n) = O(n). In [3] it is shown that M. ., is hyper-
invertible. A matrix M is hyper-invertible if the following holds: Let R be a subset
of the rows, and let M i denote the sub-matrix of M consisting of rows in R. Like-
wise, let C' be a subset of columns and let M ¢ denote the sub-matrix consisting
of columns in C. Then we require that M§ is invertible whenever |R| = |C| > 0.
Note that from M,_.,, being hyper-invertible and computable in O(n) time, it fol-

lows that all M,._,, are hyper-invertible and computable in (5(71) time.

Protocol SHARE(D, d):
1. Input to dealer D: (s',...,s") € F*. Let M = My .,,, where t = d—£+1.
2. D: Sample ',..., 7" €r F, let (s1,...,8,) = M(s*,...,s,r* ... r"), and
send s; to server S;, fori=1,...,n.

The sharing protocol is given in Protocol SHARE(D, d). Note that (s1,...,s,)
is just a t-private packed Shamir secret sharing of the secret block (s!,...,s")
using a polynomial of degree < d. We therefore call (s1,...,s,) a d-sharing and
write [s]q = [s',..., 54 = (s1,...,5,). In general we call a vector (s1,...,5s,) a
consistent d-sharing (over S C {S1, ..., Sy, }) if the shares (of the serversin S) are
consistent with some d-sharing. For a € F we let a[s]g = (asi,...,asy,) and for
[s]la = (S1y...,8n) and [t]lg = (L1, ..., tn) we let [s]la+ [t]la = (s1+1t1, .-y Sn+1tn).
Clearly, a[s]q+0b[t]4 is a d-sharing of as+bt; We write [as+bt]q = a[s|a+Db[t]a. We
let [st]ag = (s1t1, ..., Snty). This is a 2d-sharing of the block st = (s't!, ..., s‘t?).

Below, when we instruct a server to check if y = (y1,...,yn) is d-consistent,
it interpolates the polynomial f(a’) = y; and checks that the degree is < d. This
can be done in O(n) time using FFT.

To be able to reconstruct a sharing [s]q, given ¢ faulty shares, we need that
n > di; + 1+ 2t. We will only need to handle up to d; = 2d, and therefore need
n=2d+ 14 2t. Since d=¢+1t—1 we need n > 4t + 2¢ — 1 servers. To get the
efficiency we are after, we will need that ¢, n — 4t and ¢t are ©(n). Concretely we
could choose, for instance, t =n/8,¢ =n/4.
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Random Monochromatic Blocks. In the following, we will need a secure
protocol for the following functionality:

Functionality MONOCHROM:
Takes no input.
Output: a uniformly random sharing [b]4, where the block b is (0,...,0) with
probability ; and (1,...,1) with probability ;
We only call the functionality & times in total, so the complexity of its imple-
mentation does not matter for the amortized complexity of our final protocol.

Semi-Robust VSS. To get a verifiable secret sharing protocol guaranteeing
that the shares are d-consistent we adapt to our setting a VSS from B]E Here
and in the following subprotocols, several non-trivial modifications have to be
made, however, due to our use of packed secret sharing, and also because directly
using the protocol from E] would lead to a higher complexity than we can afford.

Protocol SEMIROBUSTSHARE(d):

1. For each dealer D and each group of blocks (z1,...,Zn—3t) € (F©)" ™% to
be shared by D, the servers run the following in parallel:

(a) D: Pick t uniformly random blocks Zn—3¢41,...,ZTn—2: and deal [z;]q
fori=1,...,n — 2t, using SHARE(D, d).
(b) All servers: Compute ([y1]da,- .-, [yn]a) = M([z1]a, ..., [Tn—2¢]a) by lo-

cally applying M to the shares.

(c) Each S;: Send the share 37 of [y]a to S.

(d) D: send the shares y/ of [yi]a to S;.

2. Now conflicts between the sent shares are reported. Let C be a set of
subsets of S, initialized to C:={. Each S; runs the following in parallel:
(a) If S; sees that D for some group sent shares which are not d-consistent,

then S; broadcasts (J’accuse, D), and all servers add {D, S;} to C.

(b) Otherwise, if S; sees that there is some group dealt by D and some S;
which for this group sent yi and D sent yf’ #* yf, then S; broadcasts
(J’accuse, D, Sj, g, yf', yf) for all such S, where g identifies the group
for which a conflict is claimed. At most one conflict is reported for each
pair (D, S;).

(c) If D sees that yf-" is not the share it sent to S; for group g, then D
broadcasts (J’accuse, S;), and all servers add {D, S;} to C.

(d) At the same time, if S; sees that y! is not the share it sent to S;
for group g, then S; broadcasts (J’accuse, S;), and all servers add
{Si,S;} to C.

(e) If neither D nor S; broadcast (J’accuse,S;), they acknowledge to
have sent different shares to S; for group g, so one of them is corrupted.
In this case all servers add {D, S;} to C.

3. Now the conflicts are removed by eliminating some players:

(a) As long as there exists {S1,S2} € C such that {S1,S2} C &', let
S/ : :S/ \ {51, SQ}

(b) The protocol outputs the [z;]q created by non-eliminated dealers.

2 This protocol has an advantage over previous subprotocols with similar efficiency,
e.g. from [12], in that it has perfect (rather than statistical) security. This makes it
simpler to analyze its security in the presence of adaptive corruptions.
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The protocol uses M = M,,_o;—.,, to check consistency of sharings. For ef-
ficiency, all players that are to act as dealers will deal at the same time. The
protocol can be run with all servers acting as dealers. Each dealer D shares
a group of n — 3t = O(n) blocks, and in fact, D handles a number of such
groups in parallel. Details are given in Protocol SEMIROBUSTSHARE. Note that
SEMIROBUSTSHARE(d) may not allow all dealers to successfully share their
blocks, since some can be eliminated during the protocol. We handle this issue
later in Protocol ROBUSTSHARE.

At any point in our protocol, 8" will be the set of servers that still participate.
We set n/ = |S'| and t' =t — e will be the maximal number of corrupted servers
in &', where e is the number of pairs eliminated so far.

To argue correctness of the protocol, consider any surviving dealer D € S’.
Clearly D has no conflict with any surviving server, i.e., there is no {D, S;} € C
with {D,S;} € &'. In particular, all S; € 8" saw D send only d-consistent
sharings. Furthermore, each such S; saw each S; € S” send the same share as D
during the test, or one of { D, S;}, {S;, S;} or {D, S;} would be in C, contradicting
that they are all subsets of S’.

Since each elimination step &’ : =8\ {S1, S2} removes at least one new cor-
rupted server, it follows that at most ¢ honest servers were removed from S’.
Therefore there exists H C 8" of n — 2¢ honest servers. Let ([yila)s,en =
My ([z1)dy - - - [Tn—2t]a). By the way conflicts are removed, all [y;]4, S; € H are
d-consistent on §'. Since My is invertible, it follows that all ([z1]a4, .. ., [Th—t]d) =
Mfll([yi]d)sieH are d-consistent on S’.

The efficiency follows from n — 3t = ©(n), which implies a complexity of
O(Bn)+poly(n) for sharing 3 blocks (here poly(n) covers the O(n?®) broadcasts).
Since each block contains @(n) field elements, we get a complexity of O(¢) for
sharing ¢ field elements.

As for privacy, let T = {1,...,n — 3t} be the indices of the data blocks
and let R = {n — 3t + 1,...,n — 2t} be the indices of the random blocks.
Let C C {1,...,n}, |C| = t denote the corrupted servers. Then ([y;]q)icc =
Mc([z1)ds - - - [Tn—2t]a) = ME([x:i)a)icr + ME([2i]a)icr- Since |C| #R|, ME is in-
vertible. So, for each ([x;]4)icp, exactly one choice of random blocks ([z;]4)icr =
(ME) " (([yila)iec — ME([z:]a)ier) are consistent with this data, which implies
perfect privacy.

Double Degree VSS. We also use a variant SEMIROBUSTSHARE(dy, d2), where
each block z; is shared both as [z;]4, and [z;]4, (for di,ds < 2d). The protocol
executes SEMIROBUSTSHARE(d;) and SEMIROBUSTSHARE(ds), in parallel, and
in Step 2al in SEMIROBUSTSHARE the servers also accuse D if the dj-sharing
and the do-sharing is not of the same value. It is easy to see that this guarantees
that all D € &' shared the same x; in all [z;]4, and [z;]4,.

Reconstruction. We use the following procedure for reconstruction towards a
server IR.
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Protocol RECO(R, d1):

1. The servers hold a sharing [s]q, which is di-consistent over S’ (and dy <
2d). The server R holds a set C; of servers it knows are corrupted. Initially
Ci=10.

2. Each S; € §’: Send the share s; to R.

3. R: If the shares s; are di-consistent over S\ C;, then compute s by inter-
polation. Otherwise, use error correction to compute the nearest sharing
[s']a, which is di-consistent on S8\ C;, and compute s from this sharing
using interpolation. Furthermore, add all S; for which s} # s; to Ci.

Computing the secret by interpolation can be done in time O(n). For each in-
vocation of the poly(n)-time error correction, at least one corrupted server is
removed from C;, bounding the number of invocations by ¢. Therefore the com-
plexity for reconstructing 5 blocks is O(f8n) + poly(n) = O(¢), where ¢ is the
number of field elements reconstructed.

At the time of reconstruction, some e eliminations have been performed to
reach §’. For the error correction to be possible, we need that n’ > dy + 1+ 2.
In the worst case one honest party is removed per elimination. So we can assume
that n’ = n — 2e and ¢’ =t — e. So, it is sufficient that n > d; + 1 + 2t, which
follows from n > 2d + 1 + 2t and d; < 2d.

Robust VSS. Protocol ROBUSTSHARE guarantees that all dealers can secret
share their blocks, and can be used by input clients to share their inputs. Privacy
follows as for SEMIROBUSTSHARE. Correctness is immediate. Efficiency follows
directly from n — 4t = O(n), which guarantees a complexity of O(¢) for sharing
¢ field elements.

Protocol ROBUSTSHARE(d):

1. Each dealer D shares groups of n — 4t blocks x1,...,Zn—4:. For each
group it picks ¢t random blocks zn—at41,...,2Tn—3t, computes n blocks
(Y1, yyn) = M(x1,...,2n—3¢) and sends y; to S;. Here M = My _4t—n.

2. The parties run SEMIROBUSTSHARE(d), and each S; shares yZE This gives
a reduced server set 8" and a d-consistent sharing [y;]a for each S; € S'.

3. The parties run RECO(D,d) on [y;]q for S; € S’ to let D learn y; for
S; € S'.

4. D picks H C &' for which |[H| = n — 3t and y; = y; for S; € H, and
broadcasts H, the indices of these parties

5. All parties compute ([T1]d,. .., [Tn—3t]la) = Mf_ll([yi]d)ieH. Output is
[331]d, ey [a:n_4t]d.

¢ In the main protocol, many copies of ROBUSTSHARE will be run in parallel,
and S; can handle the y;’s from all copies in parallel, putting them in groups
of size n — 3t.

b S’ has size at least n— 2¢, and at most the ¢ corrupted parties did not share
the right value. When many copies of ROBUSTSHARE(d) are run in parallel,
only one subset H is broadcast, which works for all copies.
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Sharing Bits. We also use a variant ROBUSTSHAREBITS(d), where the parties
are required to input bits, and where this is checked. First ROBUSTSHARE(d)
is Tun to do the actual sharing. Then for each shared block [z!,...,z¢] the
parties compute [y',...,y%2q = ([1,...,1]q — [z, ..., 2]z, ..., 2] = [(1 —
ezt .. (1 —2)af]. They generate [1,...,1]4 by all picking the share 1. Note
that [y]aq = [0,...,0]24 if and only if all 2% were in {0,1}.

For each dealer D all [y]2q4 are checked in parallel, in groups of n’ — 2¢'. For
each group [yi]ad, - - -, [Yn'—2t/]24, D makes sharings [yn/—at+1]2d,-- - [Un/—t/]2d
of y; = (0,...,0), using ROBUSTSHARE(2d). Then all parties compute ([z1]24,
o [@pr]ea) = M([yi)ads - - - s [Yn'—¢]24), where M = M,y _,,,. Then each [2;]24
is reconstructed towards S;. If all x; = (0,...,0), then .S; broadcasts ok. Other-
wise S; for each cheating D broadcasts (J’accuse, D, g), where D identifies the
dealer and ¢ identifies a group ([x1]2d, - .., [Tn/]24) in which it is claimed that
x; # (0,...,0). Then the servers publicly reconstruct [z;]4 (i.e., reconstruct it
towards each server using RECO(2d,-)). If z; = (0,...,0), then S; is removed
from S’; otherwise, D is removed from &', and the honest servers output the
all-zero set of shares.

Let H denote the indices of n’ — t' honest servers. Then ([x;]2d)icy =
My ([yi)2ds -5 [Yn'—t]24). So, if z; = (0,...,0) for i« € H, it follows from
([v1l2d, - - s [Ynr—tr]2d) = M}_Il([aci]gd)ieH that all y; = (0,...,0). Therefore D
will pass the test if and only if it shared only bits. The privacy follows using the
same argument as in the privacy analysis of Protocol SEMIROBUSTSHARE. The
efficiency follows from ©(n) blocks being handled in each group, and the num-
ber of broadcasts and public reconstructions being independent of the number
of blocks being checked.

Resharing with a Different Degree. We need a protocol which given a d;-
consistent sharing [z]4, produces a dz-consistent sharing [z]q, (here dy,ds < 2d).
For efficiency all servers R act as resharer, each handling a number of groups of
n' —2t' = O(n) blocks. The protocol is not required to keep the blocks x secret.
We first present a version in which some R might fail.

Protocol SEMIROBUSTRESHARE(d1, d2):

— For each R € S8’ and each group [1]ay,-- -, |[Tn_2t/]a, (all sharings are
dy-consistent on S’) to be reshared by R, the servers proceed as follows:

— Run RECO(R,d1) on [z1]dy, ..., [Tn—2i]a, tO let R learn z1,..., %, 2.

— Run SEMIROBUSTSHARE(d2), where each R inputs z1,..., 2, s to pro-
duce [z1]dys - - - [Tn/—21]a, (step la is omitted as we do not need privacy).
At the same time, check that R reshared the same blocks, namely in Step
1b we also apply M to the [zi]a,,...,[Tn/—21/]a,, In Step 2a open the
results to the servers and check for equality. Conflicts are removed by
elimination as in SEMIROBUSTSHARE.

Now all groups handled by R € &’ were correctly reshared with degree dy. To
deal with the fact that some blocks might not be reshared, we use the same idea
as when we turned SEMIROBUSTSHARE into ROBUSTSHARE, namely the servers
first apply M,/ _24/_.,+ to each group of blocks to reshare, each of the resulting n’



250 1. Damgard et al.

sharings are assigned to a server. Then each server does SEMIROBUSTRESHARE
on all his assigned sharings. Since a sufficient number of servers will complete this
successfully, we can reconstruct ds-sharings of the x;’s. This protocol is called
ROBUSTRESHARE.

Random Double Sharings. We use the following protocol to produce double
sharings of blocks which are uniformly random in the view of the adversary.

Protocol RANDOUSHA(d):
1. Each server S;: Pick a uniformly random block R; €gr F¢ and use
SEMIROBUSTSHARE(d, 2d) to deal [R;]q and [R;]24.
2. Let M = M,/ _,_y and let ([7‘1]d,. Cy [Tn'—t']d) = M([Ri]d)siesl
and ([r1]2d, ..., [rn—¢]2d) = M([Ri]2d)s,;es’- The output is the pairs
([rila, [ril2q), i=1,...,n' — ¢

Security follows by observing that when M = M, _,_y, then MH : F?'~t" —
F™' =t is invertible when |H| = n/ —t'. In particular, the sharings of the (at least)
n’ — t' honest servers fully randomize the n’ — t’ generated sharings in Step

In the following, RANDOUSHA(d) is only run once, where a large number, 3,
of pairs ([]4, [r]24) are generated in parallel. This gives a complexity of O(8n) -+
poly(n) = O(¢), where ¢ is the number of field elements in the blocks.

Functionality Fop(A)
The functionality initially chooses a random bitstring K1, .., K where k is the
security parameter. It uses gm blocks of input bits 21,..., 25, ..., 27,... 2.

Each block z, can be:

— owned by an input client. The client can send the bits in 2 to Fcp,
but may instead send “refuse”, in which case the functionality sets z; =

(0,...0).
— Random, of type w, 1 < w < k, then the functionality sets z, =
(Kw,y ooy Kuw)-

— Public, in which case some arbitrary (binary string) value for z;; is hard-
wired into the functionality.

The functionality works as follows:

1. After all input clients have provided values for the blocks they own, com-
pute A(z7, ..., zp,) for v = 1..g.

2. On input “open v to server S,” from all honest servers, send A(z7, ..., z5,)
to server Sg.

Parallel Circuit Evaluation. Let A : F" — F be an arithmetic circuit
over F. For m blocks containing binary values z1 = (21,1,...,21,0),--s2m =
(Zm1s .oy 2me) welet A(zr, ..., 2m) = (A(z110, - 2ma)s - A(Z10, o Zmp))-
We define an ideal functionality Fop which on input that consists of such a
group of input blocks will compute A(z1, ..., z;n). To get an efficient implementa-
tion, we will handle g groups of input blocks, denoted z1,..., 2} ....2{,...29 in

parallel. Some of these bits will be chosen by input clients, some will be random,
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and some are public values, hardwired into the functionality. See the figure for
details. The subsequent protocol COMPPAR securely implements Fop. As for its
efficiency, let v denote the number of gates in A, and let M denote the multi-
plicative depth of the circuit (the number of times Step 2H is executed). Assume
that M = poly(k), as will be the case later. Then the complexity is easily seen to

be O(ygn) + Mpoly(n) = O(vgn). Let p denote the number of inputs on which
A is being evaluated. Clearly u = g¢ = ©(gn), giving a complexity of O(yu). If
we assume that v = poly(k), as will be the case later, we get a complexity of

O(yp) = O(u), and this also covers the cost of sharing the inputs initially.

Protocol COMPPAR(A):

1. The servers run RANDOUSHA(d) to generate a pair ([r]q, [r]24) for each
multiplication to be performed in the following.

2. Input: for each input client D, run ROBUSTSHAREBITS(d) in parallel for
all blocks owned by D. Run MONOCHROM k times to get [Kq,..., K¢]q,
for t = 1..k, and let [23]a = [Kw,...,Kwla if 2z is random of type w.
Finally, for all public z,, we assume that default sharings of these blocks
are hardwired into the programs of the servers.

The servers now hold packed sharings [z, ]q, all of which are d-consistent

on 8. Now do the following, for each of the g groups, in parallel:

(a) For all addition gates in A, where sharings [z]4 and [y]q of the operands
are ready, the servers compute [z + ylq = [z]q + [y]a by locally adding
shares. This yields a d-consistent sharing on S'.

(b) Then for all multiplication gates in A, where sharings [z]q and [y]q of
the operands are ready, the servers execute:

i. Compute [zy + 7]24 = [a]q[b]a + [r]24, by local multiplication and
addition of shares. This is a 2d-consistent sharing of zy+7 on S’.

ii. Call ROBUSTRESHARE(2d, d) to compute [xy+7]q from [xy+7]24.
This is a d-consistent sharing of zy 4+ r on the reduced server
set S’. Note that all resharings are handled by one invocation of
ROBUSTRESHARE. Finally compute [zy|q = [xy + 7]a — []a-

(c) If there are still gates which were not handled, go to Step 2al

3. Output: When all gates have been handled, the servers hold for each group
a packed sharing [A(z7,..., 2z, )]a which is d-consistent over the current
reduced server set S’. To open group v to server S,, run RECO(S,,d).

Lemma 1. Protocol COMPPAR securely implements Fop.

Sketch of proof: The simulator will use standard techniques for protocols based
on secret sharing, namely whenever an honest player secret-shares a new block,
the simulator will hand random shares to the corrupt servers. When a corrupted
player secret-shares a value, the simulator gets all shares intended for honest
servers, and follows the honest servers’ algorithm to compute their reaction to
this. In some cases, a value is reconstructed towards a corrupted player as part
of a subprotocol. Such values are always uniformly random and this is therefore
trivial to simulate. The simulator keeps track of all messages exchanged with
corrupt players in this way. The perfect correctness of all subprotocols guarantees
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that the simulator can compute, from its view of ROBUSTSHAREBITS, the bits
shared by all corrupt input clients, it will send these to Fop. When an input
client or a server is corrupted, the simulator will get the actual inputs of the
client, respectively the outputs received by the server. It will then construct a
random, complete view of the corrupted player, consistent with the values it just
learned, and whatever messages the new corrupted player has exchanged with
already corrupted players. This is possible since all subprotocols have perfect
privacy. Furthermore the construction can be done efficiently by solving a system
of linear equations, since the secret sharing scheme is linear. Finally, to simulate
an opening of an output towards a corrupted server, we get the correct value
from the functionality, form a complete random set of shares consistent with the
shares the adversary has already and the output value, and send the shares to the
adversary. This matches what happens in a real execution: since all subprotocols
have perfect correctness, a corrupted server would also in real life get consistent
shares of the correct output value from all honest servers. It is straightforward
but tedious to argue that this simulation is perfect. a

4 Combining Yao Garbled Circuits and Authentication

To compute a circuit C' securely, we will use a variant of Yao’s garbled circuit
construction m7 @] It can be viewed as building from an arbitrary circuit C'
together with a pseudorandom generator a new (randomized) circuit Cy,, whose
depth is only poly(k) and whose size is |C| - poly(k). The output of C(z) is
equivalent to the output of Cya,(,7), in the sense that given Cyao(x, ) one can
efficiently compute C(x), and given C(z) one can efficiently sample from the
output distribution Cyae(x,r) induced by a uniform choice of r (up to compu-
tational indistinguishability). Thus, the task of securely computing C(z) can be
reduced to the task of securely computing Cyao(z,7), where the randomness r
should be picked by the functionality and remain secret from the adversary.

In more detail, Cyao (2, 1) uses for each wire w in C' two random encryption keys
K, K}’ and a random wire mask ~,,. We let Ex () denote an encryption function
using key K, based on the pseudorandom generator used. The construction works
with an encrypted representation of bits, concretely garble,,(y) = (K v Yw D )
is called a garbling of y. Clearly, if no side information on keys or wire masks is
known, garble,, (y) gives no information on y.

The circuit Cyao (x, 7) outputs for each gate in C' a table with 4 entries, indexed
by two bits (bg, b1). We can assume that each gate has two input wires [, and
output wire out. If we consider a circuit C' made out of only NAND gates, A, a
single entry in the table looks as follows:

(bosb1)+ By (EKg‘lem, (garble,,; ([bo & vi]Albr & %]))) :

The tables for the output gates contain encryptions of the output bits without
garbling, i.e., [bg @ ViJA[b1 ® 7] is encrypted. Finally, for each input wire wj,
carrying input bit z;, the output of Cyao(z,7) includes garble,, (x;).
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It is straightforward to see that the tables are designed such that given
garble, (b;), garble,.(b.), one can compute garble,,,(bjAb.). One can therefore
start from the garbled inputs, work through the circuit in the order one would
normally visit the gates, and eventually learn (only) the bits in the output C(x).
We will refer to this as decoding the Yao garbled circuit.

In the following, we will need to share the work of decoding a Yao garbling
among the servers, such that one server only handles a few gates and then passes
the garbled bits it found to other servers. In order to prevent corrupt servers
from passing incorrect information, we will augment the Yao construction with
digital signatures in the following way.

The authenticated circuit Cyytyao(, ) uses a random input string r and will
first generate a key pair (sk,pk) = gen(r’), for a digital signature scheme, from
some part r’ of r. It makes pk part of the output. Signing of message m is
denoted Ssi(m). It will then construct tables and encrypted inputs exactly as
before, except that a table entry will now look as follows:

Glbo,br) = By (Bxq, ., (Barblesy([bo © ulAlby @ 1)), Sor(e,bos bi, 1))

where e = garble,,, [bo ® Yi]A[b1 @ ] and L is a unique identifier of the gate.
In other words, we sign exactly what was encrypted in the original construction,
plus a unique label (bg, by, L).

For each input wire w;, it also signs garble,, (z;) along with some unique
label, and makes garble,, (z;) and the signature o; part of the output. Since the
gates in the Yao circuit are allowed to have fan-out)] we can assume that each
input bit z; to C' appears on just one input wire w;. Then the single occurrence
of (garble,,, (x;), 0;) is the only part of the output of Cyyeyao(, ) which depends
on x;. We use this below.

5 Combining Authenticated Yao Garbling and a PRF

Towards using COMPPAR for generating Chytyao(z, 7) We need to slightly modify
it to make it more uniform.

The first step is to compute not Chytyao(x, 1), but Chytyao(z, prg(K)), where
prg : {0,1}* — {0,1}I"l is a PRG and K € {0,1}* a uniformly random seed.
The output distributions Chutyao(, ) and Churyae(x, prg(K)) are of course com-
putationally indistinguishable, so nothing is lost by this change. In fact, we use
a very specific PRG: Let ¢ be a PRF with k-bit key and 1-bit output. We let
pre(K) = (¢x(1),...,¢x(|r])), which is well known to be a PRG. Below we use
Chutyao (2, K) as a short hand for Chyeyao(z, prg(K)) with this specific PRG.

The j’s bit of Chutvao(®, K) depends on at most one input bit x;(;y, where
we choose i(j) arbitrarily if the j’th bit does not depend on z. The uniform
structure we obtain for the computation of Chytyao(z, K) is as follows.

3 For technical reasons, explained below, we assume that no gate has fan-out higher
than 3, which can be accomplished by at most a constant blow-up in circuit size.
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Lemma 2. There exists a circuit A of size poly(k,log|C|) such that the j th bit
of Chutvao(, K) is A(j, (5, K).

This follows easily from the fact that Yao garbling treats all gates in C' the same
way and that gates can be handled in parallel. The proof can be found in ﬂﬁ]

It is now straightforward to see that we can set the parameters of the func-
tionality Fop defined earlier so that it will compute the values A(j, z;(;, K') for
all j. We will call Fop with A as the circuit and we order the bits output by
Chutyao (2, K) into blocks of size £. The number of such blocks will be the param-
eter g used in Fop, and m will be the number of input bits to A. Blocks will be
arranged such that the following holds for for any block given by its bit positions
(j1, .-y je): either this block does nor depend on z or all input bits contributing
to this output block, namely (z;(;,),...,%,)), are given by one input client.
This is possible as any input bit affects the same number of output bits, namely
the bits in garble,, (x;) and the corresponding signature o;.

We then just need to define how the functionality should treat each of the
input blocks z; that we need to define. Now, 2. corresponds to the v’th output
block and to position u in the input to A. Suppose that the v’th output block has
the bit positions (j1, .., j¢). Then if u points to a position in the representation
of j, we set zl to be the public value (j7,...,J;), namely the w’'th bit in the
binary representations of ji, ..., je. If u points to the position where z;(; is placed
and block v depends on x, we define 2z to be owned by the client supplying
(Ti(j,)s -+ Ti(j,)) as defined above. And finally if u points to position w in the
key K, we define z;, to be random of type w.

This concrete instantiation of Fop is called Frompyao, @ secure implementation
follows immediately from Lemmal[ll From the discussion on COMPPAR, it follows
that the complexity of the implementation is O(|C|).

6 Delivering Outputs

Using Feompyao, We can have the string Churyao (2, ) output to the servers (£ bits
at a time). We now need to use this to get the the results to the output clients
efficiently. To this end, we divide the garbled inputs and encrypted gates into
(small) subsets G, ...,Gq and ask each server to handle only a fair share of the
decoding of these.

We pick G = n + (n — 2t) and pick the subsets such that no gate in G, has
an input wire w which is an output wire of a gate in Gy for ¢’ > g. We pick
the subsets such that |G,| = O(|C|/G), where |Gyl is the number of gates in G,.
We further ensure that only the last n — 2t subsets contain output wire carrying
values that are to be sent to output clients. Furthermore, we ensure that all the
L bits in the garbled inputs and encrypted gates for gates in G, can be found in
O(L/0) blocks of Chuyao(x, K). This is trivially achieved by ordering the bits in
Chrutyao (2, K) appropriately during the run of COMPPAR.

We call a wire (name) w an input wire to G, if there is a gate in G, which has
w as input wire, and the gate with output wire w (or the garbled input z; for
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wire w) is not in G,. We call w an output wire from G, if it is an output wire
from a gate in G, and is an input wire to another set G,/. We let the weight of
Gy, denoted ||Gyl|, be the number of input wires to G, plus the number of gates
in G, plus the number of output wires from G,. By the assumption that all gates
have fan-out at most 3, ||Gy|| < 5|G,4|, where |G| is the number of gates in G,.

Protocol COMPOUTPUT:

1. All servers (in S'): mark all G4 as unevaluated and let ¢; : =0 for all SiE

2. All servers: let G4 be the lowest indexed set still marked as unevaluated,
let ¢ = ming,cs’ ¢; and let S; € S8’ be the lowest indexed server for which
Ci; = C.

3. All servers: execute open commands of Ftompvao such that S; receives Gg4
and pk.

4. Each S; € §": for each input wire to Gy, if it comes from a gate in a set
handled by S;, send the garbled wire value to S; along with the signature.

5. S;: If some S; did not send the required values, then broadcast
(J’accuse, S;) for one such S;. Otherwise, broadcast ok and compute
from the garbled wire values and the encrypted gates for G, the garbled
wire values for all output wires from G,.

6. All servers: if S; broadcasts (J’accuse, S;), then mark all sets G,/ previ-
ously handled by S; or S; as unevaluated and remove S; and S; from S’.
Otherwise, mark G, as evaluated and let ¢;: =¢; + 1.

7. If there are G4 still marked as unevaluated, then go to Step 2

8. Now the ungarbled, authenticated wire values for all output wires from C
are held by at least one server. All servers send pk to all output clients,
which adopt the majority value pk. In addition all servers send the au-
thenticated output wire values that they hold to the appropriate output
clients, which authenticate them using pk.

“ ¢; is a count of how many G, were handled by S;.

The details are given in Protocol CoMmPOUTPUT. We call a run from Step
through Step [l successful if G, became marked as evaluated. Otherwise we call
it unsuccessful. For each successful run one set is marked as evaluated. Initially G
sets are marked as unevaluated, and for each unsuccessful run, at most 2[G/n’]
sets are marked as unevaluated, where n’ = |S’|. Each unsuccessful run removes
at least one corrupted party from S’. So, it happens at most G + t2[G/n’]
times that a set is marked as evaluated, and since n’ > n — 2t > 2t, there
are at most 2G + 2t successful runs. There are clearly at most ¢ unsuccessful
runs, for a total of at most 2G + 4t < 2G + n < 3G runs. It is clear that the
complexity of one run from Step 2 through Step[@is |G, || - poly (k) + poly(n, k) =
(5(||gg||) = 6(|gg|) = O(|C|/@). From this it is clear that the communication
and computational complexities of CoMPOUTPUT are O(|C).

The CoMPOUTPUT protocol has the problem that ¢ corrupted servers might
not send the output values they hold. We handle this in a natural way by adding
robustness to these output values, replacing the circuit C by a circuit C” derived
from C' as follows. For each output client, the output bits from C' intended for
this client are grouped into blocks, of size allowing a block to be represented



256 1. Damgard et al.

as n — 3t field elements (x1,...,2,-3:). For each block, C’ then computes
(1117 . 7yn—2t) = M(xh ey xn_gt) for M = Mn—3t—>n—2t7 and outputs the Y-
values instead of the z-values. The bits of (y1,...,Yyn—2:) are still considered
as output intended for the client in question. The output wires for the bits of
Y1, -+, Yn—2¢ are then added to the sets G,y1,...,Gnin—2t, respectively. Since
|S’| > n — 2t each of these G, will be held by different servers at the end of
CoMPOUTPUT. So the output client will receive y;-values from at least n — 3t
servers, say in set H, and can then compute (x1,...,%,_31) = M,}l(yi)sieH.
Since |C’| = O(|C|) and the interpolation can be done in time O(n) we maintain
the required efficiency.

Our overall protocol 7oy now consists of running (the implementation of)
Feompyao using C” as the underlying circuit, and then ComPOUTPUT. We already
argued the complexity of these protocols.

A sketch of the proof of security: we want to show that 7.y, securely imple-
ments a functionality F that gets inputs for C from the input clients, leaks
C(z) to the adversary, and sends to each output client its part of C'(z).

We already argued that we have a secure implementation of Fiompyao, SO it
is enough to argue that we implement Fo securely by running Fgompyao and
then CompOUTPUT. First, by security of the PRG, we can replace Ftonpyao
by a functionality that computes an authenticated Yao-garbling Chutyao(z,7)
using genuinely random bits, and otherwise behaves like Ftonpyao. This will be
indistinguishable from Fionpyao to any environment.

Now, based on C(z) that we get from F¢, a simulator can construct a simu-
lation of Chusyao(z,7) that will decode to C’(x), by choosing some arbitrary x’
and computing Chusyao(x’,7), with the only exception that the correct bits of
C'(z) are encrypted in those entries of output-gate tables that will eventually
be be decrypted. By security of the encryption used for the garbling, this is
indistinguishable from Cyygyao(2, 7).

The simulator then executes COMPOUTPUT with the corrupted servers and
clients, playing the role of both the honest servers and Feompyao (sending ap-
propriate £-bit blocks of the simulated Chytyao(2, ) when required). By security
of the signature scheme, this simulated run of CoMPOUTPUT will produce the
correct values of C’(x) and hence C(z) as output for the clients, consistent with
Fe sending C'(x) to the clients in the ideal process. Thus we have the following:

Lemma 3 (Outer Protocol). Suppose one-way functions exist. Then there is
a constant 0 < § < 1/2 such that for any circuit C there is an n-server én-secure
protocol Tew for C which requires only poly (k,logn, log |C|)-|C|+poly(k,n) total
computation (let alone communication) with security parameter k.

We note that, assuming the existence of a PRG in NC!, one can obtain a
constant-round version of Lemma [3] for the case where there is only a con-
stant number of output clients. The main relevant observation is that in such
a case we can afford to directly deliver the outputs of Cy,, to the output
clients, avoiding use of CoMPOUTPUT. The round complexity of the resulting
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protocol is proportional to the depth of Cyao(z, K), which is poly(k)ﬁ To make
the round complexity constant, we use the fact that a PRG in NC' allows to
replace Cyao(x, K) by a similar randomized circuit Cy,,(z, K; p) whose depth is
constant ﬂ] Applying COMPPAR to Cy,, and delivering the outputs directly to
the output clients yields the desired constant-round protocol. If one is content
with a weaker form of security, namely “security with abort”, then we can ac-
commodate an arbitrary number of output clients by delivering all outputs to a
single client, where the output of client 7 is encrypted and authenticated using
a key only known to this client. The selected client then delivers the outputs
to the remaining output clients, who broadcast an abort message if they detect
tampering with their output.

7 Improving the Security Threshold Using Committees

In this section, we bootstrap the security of the protocol developed in the pre-

vious sections to resist coalitions of near-optimal size (5 — €)n, for constant e.

Theorem 1 (Main Result). Suppose one-way functions exist. Then for every
constant € > 0 and every circuit C' there is an n-server (é — €)n-secure protocol
IT for C, such that II requires at most poly(k,logn,log|C|) - |C| + poly(k,n)
total computation (and, hence, communication) with security parameter k.
Moreover, if there exists a pseudorandom generator in NC' and the outputs
of C' are delivered to a constant number of clients, the round complexity of II

can be made constant with the same asymptotic complexity.

The main idea is to use player virtualization ﬂﬂ] to emulate a run of the previous
sections’ protocol among a group of n “virtual servers”. Each virtual server is
emulated by a committee of d real participants, for a constant d depending on
€, using a relatively inefficient SFE subprotocol that tolerates dgl cheaters. The
n (overlapping) committees are chosen so that an adversary corrupting (% —€e)n
real players can control at most én committees, where “controlling” a committee
means corrupting at least d/2 of its members (and thus controlling the emulated
server). As mentioned earlier (and by analogy which concatenated codes) we
call the subprotocol used to emulate the servers the “inner” protocol, and the
emulated protocol of the previous sections the “outer” protocol. For the inner
protocol, we can use the protocol of Cramer, Damgard, Dziembowski, Hirt and
Rabin m] or a constant-round variant due to Damgard and Ishaiéﬁ].

The player virtualization technique was introduced by Bracha |5] in the con-
text of Byzantine agreement to boost resiliency of a particular Byzantine agree-
ment protocol to (:13 —¢)n. It was subsequently used in several other contexts of
distributed computing and cryptography, e.g. ﬂﬂ, @, @] The construction of
the committee sets below is explicit and implies an improvement on the param-
eters of the PSMT protocol of Fitzi et al. |17] for short messages.

4 Note that Cyao(z, K) cannot have constant depth, as it requires the computation of
a PRF to turn K into randomness for Cyao.
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We use three tools: the outer protocol from Lemma/[3] the inner protocol and
the construction of committee sets. The last two are encapsulated in the two
lemmas below. The inner protocol will emulate an ideal, reactive functionality
F which itself interacts with other entities in the protocol. For the general state-
ment, we restrict F to be “adaptively well-formed” in the sense of Canetti et al.
B] (see Lindell ﬂB__lL Sec. 4.4.3], for a definition). All the functionalities discussed
in this paper are well-formed.

Lemma 4 (Inner Protocol, ﬂE, ]) If one-way functions exist then, for
every well-formed functionality F, there exists a UC-secure protocol min, among
d players that tolerates any t < dgl adaptive corruptions. For an interactive
functionality F, emulating a given round of F requires poly(compr,d, k) total
computation, where compg is the computational complezity of F at that round,
and a constant number of rounds.

Strictly speaking, the protocols from @, ] are only for general secure function
evaluation. To get from this the result above, we use a standard technique that
represents the internal state of F as values that are shared among the players
using verifiable secret sharing (VSS) Details can be found in ﬂﬁ]

Definition 1. A collection S of subsets of [n] = {1,...,n} is a (d,€,6)-secure
committee collection if all the sets in S (henceforth “committees”) have size d
and, for every set B C [n| of size at most (% —€)n, at most a 6 fraction of the
committees overlap with B in d/2 or more points.

Lemma 5 (Committees Construction). For any 0 < €,6 < 1, there exists
an efficient construction of a (d, €, 6)-secure committee collection consisting of n
subsets of [n] of size d = O(ly). Given an index i, one can compute the members
of the i-th committee in time poly(log(n)).

The basic idea is to choose a sufficiently good expander graph on n nodes and
let the members of the ith committee be the neighbors of vertex 4 in the graph.
The lemma is proved in [16].

We note that the same construction improves the parameters of the perfectly
secure message transmission protocol of Fitzi et al. ﬂﬂ] for short messages. To

send a message of L bits over n wires while tolerating ¢t = (% — €)n corrupted

wires, their protocol requires O(L)+n®(/ <) bits of communication. Plugging the
committees construction above into their protocol reduces the communication
to O(L + n/e?). A similar construction to that of Lemma [§ was suggested to
the authors of ﬂﬂ] by one of their reviewers (ﬂﬁ, Sec. 5]). This paper is, to our
knowledge, the first work in which the construction appears explicitly.

The final, composed protocol IT will have the same input and output clients
as Tt and n virtual servers, each emulated by a committee chosen from the n
real servers. These virtual servers execute mout. This is done in two steps:

First, we build a protocol I’ where we assume an ideal functionality JF; used
by the i’th committee. F; follows the algorithm of the i’th server in 7oy, When
Tous Sends a message from server i to server j, F; acts as dealer in the VSS
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to have members of the jth committee obtain shares of the message, members
then give these as input to F;. See @] for details on the VSS to be used.
Clients exchange messages directly with the F;’s according to mous. F; follows
its prescribed algorithm, unless a majority of the servers in the ¢’th committee
are corrupted, in which case all its actions are controlled by the adversary, and
it shows the adversary all messages it receives.

The second step is to obtain IT by using Lemma Ml to replace the F;’s by
implementations via 7iy.

The proof of security for II’ is a delicate hybrid argument, and we defer it
to HE] Assuming IT’ is secure, the lemma below follows from Lemma [ and the
UC composition theorem:

Lemma 6. The composed protocol II is a computationally-secure SFE protocol
that tolerates t = (5 — €)n adaptive corruptions.

As for the computational and communication complexities of II, we recall that
these are both O(|C]) for meys. It is straightforward to see that the overhead
of emulating players in 7oy via committees amounts to a multiplicative factor
of O(poly(k,d)), where d is the committee size, which is constant. This follows
from the fact that the complexity of i, is poly(S,k,d) where S is the size
of the computation done by the functionality emulated by mi,. Therefore the
complexity of IT is also O(|C|). This completes the proof of the main theorem.
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Abstract. We develop new tools to study the relative complexities of se-
cure multi-party computation tasks in the Universal Composition frame-
work. When one task can be securely realized using another task as a
black-box, we interpret this as a qualitative, complexity-theoretic reduc-
tion between the two tasks. Virtually all previous characterizations of
MPC functionalities, in the UC model or otherwise, focus exclusively on
secure function evaluation. In comparison, the tools we develop do not
rely on any special internal structure of the functionality, thus applying
to functionalities with arbitrary behavior. Our tools additionally apply
uniformly to both the PPT and unbounded computation models.

Our first main tool is an exact characterization of realizability in the
UC framework with respect to a large class of communication channel
functionalities. Using this characterization, we can rederive all
previously-known impossibility results as immediate and simple corollar-
ies. We also complete the combinatorial characterization of 2-party secure
function evaluation initiated by ﬂﬂ] and partially extend the combina-
torial conditions to the multi-party setting. Our second main tool allows
us to translate complexity separations in simpler MPC settings (such
as the honest-but-curious corruption model) to the standard (malicious)
setting. Using this tool, we demonstrate the existence of functionalities
which are neither realizable nor complete, in the unbounded computation
model.

1 Introduction

In this work, we seek to investigate the intrinsic “cryptographic complexity” of
secure multiparty computation (MPC) functionalities. MPC functionalities can
have a rich structure, being interactive, often randomized, computations involv-
ing more than one party. Clearly not all functionalities have equal cryptographic
sophistication. For instance, one expects a task like oblivious transfer to be much
more sophisticated than the mere task of communication or local computation.
One could ask if the two-party task of commitment is any more complex than
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the task of two (mutually distrusting) parties generating unbiased coin-flips. We
present a complexity-theoretic approach to asking and answering such questions.

At the heart of such an approach is identifying meaningful (or useful) no-
tions of reductions between MPC functionalities, that would allow us to form
“complexity classes” of functionalities with similar cryptographic complexity.
The most natural notion of reduction for MPC functionalities is in terms of “se-
cure realizability:” can one functionality F be securely realized given access to
another functionality G7 Indeed, this notion of reduction has been extensively
used in literature. Yet, the way this “reduction” was traditionally defined, it was
not transitive. This severely restricted its usefulness as a reduction for study-
ing cryptographic complexity. In the recently developed framework of Universal
Composition (UC) E], however, the Universal Composition theorem guarantees
that the reduction based on secure realizability in that framework is indeed a
transitive relation. It is in this framework that we ground our study.

Our results presented below can be viewed as relating to an abstract notion
of complexity of MPC functionalities. More concretely, these can be interpreted
as results on secure realizability in the UC framework.

Our Results. We introduce new techniques and tools to better understand and
classify cryptographic complexity classes (as defined using secure realizability in
the UC framework). We focus on tools that apply broadly to arbitrary function-
alities, whereas most previous work either focused on secure function evaluation
or involved ad hoc arguments specific to particular functionalities. Further, the
main tools we develop apply in the standard UC model, as well as in the infor-
mation theoretic (or computationally unbounded) variant.

We then apply our new tools to give more concrete results for specific func-
tionalities and characterizations for important subclasses of functionalities. Our
main results mostly involve showing separations in complexity among function-
alities, as opposed to new protocol constructions. Our main results fall into two
categories based on the techniques used:

Classifying Functionalities Using Splittability. We define a very general aspect
of cryptographic complexity called splittability. We show that splittable func-
tionalities are exactly the ones that have secure protocols in the plain model,
with respect to static corruptions, using an idealized communication channel
(Theorem [I)). This is the first alternate characterization of realizability in the
UC model.

Superficially, the definition of splittability is similar to the definition of re-
alizability in the UC framework, and indeed, showing that a functionality is
splittable is not much easier than directly showing that it is realizable. However,
the main utility of the splittability characterization is that it is often extremely
easily to show that a functionality is unsplittable. We rederive the impossibility of
zero-knowledge proofs NQ], bit commitment, coin-tossing, and oblivious transfer
] as simple and easy consequences of this characterization. We also use splitta-
bility to complete the combinatorial characterization of 2-party secure function
evaluation (SFE) initiated in [12, [13] (Theorem [).
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We generalize the notion of splittability as a transitive binary relation on
functionalities, which we view as a complexity-theoretic reduction. Using this
definition, we identify a class that includes all natural communication channels,
and which we argue defines a natural class of “low cryptographic complexity.”
Then we show that for all G in this class, our exact characterization generalizes;
that is, F is splittable with respect to G if and only if F has a secure protocol
on the channel G (Theorem B]), with respect to static corruptions.

Furthemore, if a functionality is unsplittable according to the simpler, less
general definition, then it has no secure protocol on any natural channel. Thus,
splittability provides a powerful and easy way to separate the cryptographic
complexities of many functionalities.

Our main technical results hold for multi-party functionalities, although the
definitions become complicated and less intuitive for more than 2 parties. How-
ever, we show that the 2-party case yields some necessary conditions for multi-
party functionalities (Theorem [7]). We leave open the question of whether they
are sufficient in general.

Passive Corruption and Deviation-Revealing Functionalities. A functionality’s
realizability depends crucially on the model of the adversary’s corruption. For
instance, in the unbounded computation model, functionalities like coin-flipping
and commitment become trivial if the adversary is passive (honest-but-curious),
while oblivious transfer still remains unrealizable. This motivates using alternate
(and possibly unrealistic) corruption models to study the complexity of function-
alities. We develop an effective technique to “lift” realizability separations from
restricted corruption settings to the standard malicious corruption setting. While
the techniques of splittability can give separations involving only relatively low-
complexity functionalities, this second technique can yield separations among
higher-complexity functionalities.

Translating separations in the restricted corruption settings to the standard
setting is possible only for certain “well-behaved” functionalities. We identify
such a well-behavedness property called deviation revealing and formulate an
appropriate translation recipe (Theorem H]). As in the case of splittability, the
deviation-revealing property is applicable to completely arbitrary functionalities.

Combining this recipe with known separations in various corruption models
(as well as some easy observations), we show a sequence of four natural function-
alities that form a hierarchy of strictly increasing complexity, in the unbounded
computation model (Theorem [§]). This implies that the two intermediate func-
tionalities in this sequence are neither complete nor realizable (using any natural
communication channel), and that there is more than one distinct intermediate
level of complexity. Our result separating these two functionalities of intermedi-
ate complexity is perhaps unique since most previous works focused on only the
extremes of complexity.

Related Work. Multiparty computation was introduced in the eighties, and se-
cure protocols were given early on for realizing all functionalities ﬂ, @, @, @,
@} However, the notion of security used was stand-alone security. MPC was also
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studied in an information theoretic setting, and with weaker models of adver-
sarial behavior: honest-but-curious adversaries HE, 29, @] and honest majority
ﬂ, ] In these models, much work has focused on developing alternate char-
acterizations for the extremes of complexity: realizability ﬂﬂ, @, @, |3_1|] and
completeness ﬂa, @, @, @7 @, @], see the full version [@] for a more compre-
hensive survey of these results.

Canetti B,é} (and independently Pfitzmann and Waidner [35]) introduced the
general framework of network-aware security used in this work, known as UC secu-
rity. The first impossibility results in the UC framework were already given in MQ],
followed by more in ﬂﬂ, @, @] Our splittability characterization is motivated by
common techniques underlying these results. A somewhat similar technique ap-
pears in a different context in an impossibility proof by Dwork et al. @] Network-
aware secure protocols for all functionalities were given under different variations
of the model M, B, , , , @] Impossibility results were also shown for var-
ious settings with less standard notions of composability ﬂi @, @] We remark
that our results are meaningful in variations of the model which simply involve
augmenting the UC model with a “set-up” functionality. However, some of our
theory does not apply to the models in |3, @}, which effectively allow different
computational powers for adversaries/environments and simulators.

2 Preliminaries

Some of our conventions differ from the original UC model. We now give an
overview of the model while highlighting these (cosmetic) differences, which are
motivated by our “complexity theoretic” view of MPC.

Modeling Conventions. The network-aware security framework for MPC includes
four kinds of entities: an environment, multiple parties, an adversary, and a
functionality. The functionality’s program fully specifies an MPC problem, and
as such, is the primary object we classify in this paper.

Emphasizing the generality of our theory, we do not specify any computational
limitations on these network entities, but instead consider abstract classes of
admissible machines. We only require that a machine that internally simulates
several other admissible machines is itself admissible[] Our general results apply
uniformly for any such system, the two most natural of which are computationally
unbounded systems (which admit all probabilistic machines) and PPT systems
(which admit all probabilistic, polynomial-time machines).

Unlike the original UC model, we model the communication among the envi-
ronment, parties, and functionalities as an ideal, private, tamper-proof channel.
In the UC model, an adversary can tamper with and delay such communica-
tions. Instead, we assume that functionalities themselves achieve the same effect
by directly interacting with the adversary each time a party communicates with

1 As such, our theory is not directly applicable to the network-aware security model
introduced in @, @] and also used in B], where an adversary can sometimes access
extra computational power that an environment cannot.
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the functionality. This difference is significant in defining non-trivial protocols,
which we address later in this section. Furthermore, there is no built-in commu-
nication mechanism among the parties; all communication must be facilitated by
a functionality. In this way, we are able to uniformly consider arbitrary channels.

We require that a protocol interact only with a single instance of some func-
tionality. This is without loss of generality, since we can always consider a single
“augmented” functionality that provides an interface to multiple independent
sessions of simpler functionalities. This convention maintains the strict binary
nature of our complexity reduction. Also, for simplicity, we assume that parties
and communication ports of the functionality are numbered, and that a protocol
which uses F must have the ith party interact only as the ith party to F. Again,
this is without loss of generality, as an “augmented” functionality could provide
an interface to multiple different “port-mappings” of a simpler functionality. To
emphasize a qualitative measure of cryptographic complexity, we generally (im-
plicitly) consider reductions among such augmented functionalities. In the UC
model, F and its augmented version FT can be realized in terms of one another
(though not following our notational conventions). Thus all of our results may
be interpreted as being in terms of augmented or unaugmented functionalities,
whichever is appropriate.

Notation. EXEC[Z,A,79] denotes the probability of the environment Z out-
putting 1 when it interacts with parties running the protocol 79 (i.e., 7 using
G as the sole medium for interaction), in the presence of an adversary A. We
denote the “dummy protocol” used to access a functionality by 9 (i.e., an ideal-
world direct interaction with F will be denoted as running the protocol 97).
We say 7 is a secure realization of F with respect to G if if for all adversaries
A, there exists a simulator S such that for all environments Z, EXEC[Z, A, Y]
and EXEC[Z,S,07] are negligibly close. When there is a secure realization of
F with respect to G, we write F C G. We define the natural complexity class
REALIZY = {F | F C G}, the class of functionalities that can be securely real-
ized using G. Our main results apply to both PPT and unbounded systems in
a unified way, so our notation does not distinguish between them. To explicitly
refer to PPT or unbounded systems, we write T, REALIZ, and C,, REALIZ,,
respectively.

Non-trivial Protocols. In the standard UC model where an adversary can de-
lay communications between functionality and parties, a protocol which does
nothing is trivially a secure realization (since the same effect can be achieved in
the ideal world by an adversary who indefinitely blocks all outputs). Thus it is
necessary to restrict attention to non-trivial protocols ﬂﬂ, @}, which are secure
even when the ideal-world adversary eventually delivers all messages.

In our model, all communication between parties and functionality is on an
idealized channel that does not allow blocking, but we may consider function-
alities that explicitly interact with the adversary, allowing it to block or delay
outputs to honest parties. For such functionalities, we must also consider a def-
inition of non-triviality for our results to be meaningful.
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Definition 1. Let wrap(F) be the functionality that runs F, except that outputs
generated by F are kept in an internal queue. wrap(F) informs the adversary of
each such output (source, destination, and length) and delivers it only if/when
the adversary instructs it to.

Definition 2. Let w be a secure realization of wrap(F) with respect to wrap(G).
We say 7 is non-trivial, and write wrap(F) C" wrap(G), if 7 is also a realization
of F with respect to G.

In other words, a secure realization is non-trivial if, in the optimistic case where
the adversary delivers all messages on wrap(G), the protocol realizes F (which
may guarantee delivery of outputs, for example)d Indeed, it is often the case
that one would consider wrap(Fpyt) (or similar) as one’s communication channel,
and would be willing to settle for the security of wrap(F).

The important implication of Definition 2lis that F [Z G implies wrap(F) Z"
wrap(G). Thus the complexity separations we obtain (between more simply de-
fined functionalities) also imply corresponding separations for the weaker, more
realistic wrapped functionalities, with respect to non-trivial protocols.

3 Structural Results

In this section we present our two new tools for studying the realizability of
functionalities. These tools apply to arbitrary functionalities and to both PPT
and unbounded computational systems. We call this set of results our “structural
results” to emphasize their generality. Later, in Section [ we apply these struc-
tural results to specific settings and classes of functionalities to obtain concrete
results.

3.1 Splittability of (Regular) 2-Party Functionalities

The main tool we develop to characterize classes REALIZY is a theory of splitta-
bility. For expositional clarity, we first present a special case of our splittability
theory which captures the essential intuition and still has useful consequences
in the more general setting. Then we remove these restrictions and present the
general theory for 2-party functionalities. The general theory for the multi-party
setting is more complicated and is defered to the full version.

In this section we restrict attention to a class of functionalities called
2REGULAR: the 2-party functionalities which do not directly interact with the
adversary when no parties are corrupted, and whose behavior does not depend
on which parties are corrupted. This class already includes all secure function
evaluation (SFE) functionalities as they are typically defined. We also restrict

2 This definition is slightly stronger than the non-triviality condition in ﬂﬂ, @]
Their definition was arguably sufficient for secure function evaluation, but must be
strengthened to be appropriate for more general functionalities. See the full version
for more detailed justification.
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2

P1 Pz P1 P 2
w | e
F functionality fsTp“t functionality

Fig.1. 2-party splittability (for F €  Fig.2. Secure protocol m for a
2REGULAR). The shaded box shows fs{nt- splittable functionality F

Fig. 3. Steps in the proof of Theorem[Il Given a protocol securely realizing F, we apply
the security guarantee three times: first with no parties corrupted (between boxes 1
and 2), then with a corrupt party P; which plays a man-in-the-middle between P,
and an honest P; inside the environment (between boxes 3 and 4), and finally with a
corrupt party P> which plays a man-in-the-middle between P; and the simulator from
the previous step (between boxes 5 and 6), all with appropriately defined environments.
The machine 7 required by the definition of splittability is derived from the simulators
for the last two cases, by letting them simulate the protocol to each other.

attention to secure protocols that use an ideal communication channel. We let
Fout denote the completely private channel functionality, which allows parties to
privately send messages to other parties of their choice, and does not interact
with the adversary at all (not even to notify that a message was sent).
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Fig. 4. General 2-party splittability (Definition[7]). The shaded box in the far left shows
89712 and the other shaded box shows fifitTl’T"’. Dotted lines indicate interaction as
adversary or corrupted party.

Definition 3. Let F be a 2-party functionality and T an admissible machine.

Define f_g;ut as the compound functionality that does the following (See Fig. [D):
Fg;nt internally simulates an instance of T and two independent instances of

F, which we call Fr, and Fg. The first party Of}"STpIit
its first party. The second party of fgl;nt directly interacts with Fr as its second
party. The machine T interacts only with Fr, and Fgr, as the other parties to

these functionalities.

directly interacts with Fr, as

Definition 4 (Splittability). F € 2REGULAR is splittable if there exists a ma-
chine T such that F is indistinguishable from Fsgnt- That is, for all environments

Z and the dummy adversary A that corrupts no one, we have EXEC[Z, A, 07| ~

EXEC[Z, A, 3]:;5“], where O denotes the dummy protocol. We define 2REGSPLIT
as the class of all splittable functionalities in 2REGULAR.

At a very high level, F is splittable if there is a way to successfully mount
an undetectable man-in-the-middle “attack” in the ideal world, between two
independent instances of the functionality.

A crucial property of this definition is that it is often relatively easy to show
that a functionality is unsplittable. See Section Il for several examples involving
some common functionalities.

Theorem 1. F € 2REGULAR is securely realizable using Fpw if and only if F
is splittable. That is, 2REGULAR N REALIZ™ = 2REGSPLIT.

Proof (Sketch). The easier direction is to see that 2REGSPLIT C REALIZZ™ N
2REGULAR. If F is splittable, then a protocol (71, 7m2) can be derived as shown in
Fig.[2l Note that the protocol uses a perfectly private channel for communication,
which in our model is essentially the same kind of channel that the network entities
use to communicate. Interestingly, the protocol at each end simulates a copy of
the ideal functionality. Then the protocol’s simulator can faithfully simulate the
honest party’s protocol merely by accessing the functionality in the ideal world.
The more interesting direction is showing that every realizable functional-
ity is splittable. It generalizes the “split-adversary” technique used by Canetti,
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Kushilevitz, and Lindell ﬂﬁ], and also has parallels with an impossibility proof
by Dwork et al. @]ﬁ A visual overview is given in Fig.

3.2 General Theory of Splittability

Protocols in network-aware frameworks are usually considered to use less ide-
alized channels than Fp.. For instance, even the standard model of a private
channel reveals to the adversary the fact that a message was sent, and often its
length. It is also quite common to model functionalities which interact directly
with the adversary, or whose behavior depends on which parties are corrupted.

In this section, we generalize the theory to apply to securely realizing ar-
bitrary functionalities, using protocols which also use arbitrary functionalities
as their “communication channels.” Our theory also generalizes to multi-party
functionalities; however, we present only the restriction of our results to 2-party
functionalities. To state and prove our results for multi-party functionalities re-
quires specialized notation, and is defered to the full version.

Definition 5. Let F and G be 2-party functionalities and Ty and T2 be admissible
machines. We define fi’,?’n as the compound functionality that does the follow-
ing, when interacting with honest parties P1 and P> and an adversary (see Fig.[4):

fsgp]{lj? internally simulates instances of Ty, 12, G, and two independent in-
stances of F, which we call Fr, and Fr. Py directly interacts with Fy, as its
honest first party. Po directly interacts with Fr as its honest second party. The
machine Ty interacts with Fp as its adversary, and as its corrupt second party.
The machine Ty interacts with Fr as its adversary, and as its corrupt first party.
Finally, T, and T3 interact as honest first and second parties to G, respectively.

}"Sgp]{lj? ’s adversary interacts directly as the adversary to G.

Definition 6. Let G be a functionality and T an admissible machine. We define
S9T as a simulator which internally runs a copy of G and T, where T interacts
as the adversary to the external functionality and as the two honest parties to
G. S97 lets the external dummy adversary interact with G as its adversary (see

Fig. [)).

Definition 7 (General Splittability). (See Fig.[]) For two 2-party function-
alities F and G, we say that F is splittable with respect to G (written F < G)
if there exist machines Tio,7T1,To such that for all environments Z, and the
dummy adversaries A which corrupts no parties, we have EXEC[Z, 8972 0% ~

G,71,7:
EXEC[Z, A, 87w "], We define sPLiT9 = {F|F < G} and SPLIT* = Ug spLrT?.

As in the previous section, our definitions (and results) apply to both PPT
and computationally unbounded systems. We write SPLIT] or SPLIT§ , SPLIT;, or
SPLIT, and F <, G or F <, G to explicitly specify the type of the systems.

3 The common thread in these proofs is to construct two separate corruption scenarios
and consider a man-in-the-middle attack which pits the honest players in the two
scenarios against each other.
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As in Section 3] we aim to establish a relationship between splittability and
realizability. Our main technical tools relating the two notions are given below:

Theorem 2. For any 2-party functionalities F, G and 'H, the following hold:

1. If F <G then FC G. [Splittability implies realizability]
2.IfFCG<H, then F <H. [“Cross-transitivity”]

3. IfF<G=<H, then F<H.  [Transitivity of < |

4. IfFCGLCTH, then FTCH. [UC Theorem [9]]

Proof (Sketch).

1. Analogous to the proof of Theorem [l we can construct a protocol for F in
the following way: The first party simulates F along with 77, while the second
party simulates F along with 75 (as they interact in FsgplleQ) The simulator
for a dummy adversary who corrupts no parties is S9712, and the simulator for
a dummy adversary who corrupts party 7 can be constructed from 7; and G.

2. This is the main technical tool. The proof is analogous to that of Theorem[T]
but accounts for the fact that the communication channel used by a protocol for
F is not Fpy but an arbitrary functionality G, which in turn is splittable with
respect to H.

3. This is an immediate consequence of claims 1 and 2.

4. This is just a restatement of the universal composition theorem ﬂQ] in our
notation. Though the original statement and proof of the UC theorem uses PPT
systems, it is easy to see that it extends to the computationally unbounded
systems as well.

In the simplified setting of Section B, splittability provided an exact charac-
terization of realizability with respect to completely private channels; namely,
REALIZZPt = sPLIT*. Ideally, we would like this characterization to generalize as
REALIZZ = spLIT” for all F, but this is not the case. For instance F € REALIZT
for all F, but F ¢ spLIT” for several functionalities, e.g., commitment. However,
the characterization does generalize for a certain class of functionalities.

Definition 8. F is called self-splittable if F < F. We denote the class of all
self-splittable functionalities as SIMPLECHANNELS.

The class SIMPLECHANNELS can be viewed as a natural class of low cryptographic
complexity in our landscape of complexity theory. Intuitively, 7 < F means that
F does not carry out any irreversible computation on its inputs. It can be easily
seen that all typical communication channels (e.g., authenticated or unauthen-
ticated, public or private, multicast or point-to-point, completely adversarially
controlled), which are often implicitly incorporated into the network model, are
in SIMPLECHANNELS.

Theorem 3. SPLITY = REALIZ” for all F € SIMPLECHANNELS.

In other words, functionalities which are realizable using a simple communication
channel F are exactly those which are splittable with respect to F. The proof
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follows as an easy consequence of Theorem 2 Interestingly, the simple communi-
cation channels are ezactly those functionalities for which this characterization
holds. That is, SIMPLECHANNELS = {F | spLIT” = REALIZ" }. As before, these
statements hold for both PPT and computationally unbounded systems. How-
ever, note that SIMPLECHANNELS,, and SIMPLECHANNELS,, are different classes.
For instance, a channel which applies a one-way permutation to its input is in
SIMPLECHANNELS,, \ SIMPLECHANNELS,,.

Relation to the Simplified Definition. The simplified definition of splittability
(Definition M) was elegant and easy to apply. We would still like to be able to
use this simplified definition to say as much as possible about the complexity of
functionalities, even in the general setting. The following lemma gives us a tool
to do just that:

emma 1. = pv = PVt ),
L 1. SPLIT* = SPLIT P+ REALIZT

Intuitively, Fpwt is the “easiest” functionality to split with respect to. Equiva-
lently, Fput is the most secure channel possible in the model. The special status
of Fpw is due to the fact that the network entities in our model communicate
using essentially such a channel.

Most importantly, combining Lemma [ with the characterization of Theo-
rem [B] we see that if F is unsplittable according to the simple definition, then
there is no secure Fpt-protocol for F, and hence no secure protocol using any
natural communication channel. As we shall see in Section[d], it is often very easy
to show that a functionality is unsplittable according to the simpler definition.
Thus, splittability gives us a convenient tool to easily show impossibility results
of this kind.

3.3 Deviation Revealing Functionalities

Splittability provides a convenient way to give separations that involve the rela-
tively low-complexity functionalities of SIMPLECHANNELS. However, splittability
is virtually useless in distinguishing among higher complexity functionalities,
which nevertheless exhibit a rich variety in their (intuitive) cryptographic com-
plexities. For instance, one may ask whether Fot (oblivious transfer) and Feom
(commitment) have different cryptographic complexities or not. In this section
we develop a tool to answer many of these questions.

We introduce a notion called deviation revealing functionalities, which will
allow us to lift existing separations of functionalities derived in simpler settings
(such as the honest-but-curious model) to the standard UC setting.

Relating Passive and Active Corruption. Consider the 2-party SFE functionality
For that evaluates the boolean OR of Alice and Bob’s input bits and outputs
it to only Bob. For has a secure protocol in which Alice sends her input bit
to Bob, and Bob locally computes the OR using that and his own input. This
protocol is secure because if Bob wants to, he can learn Alice’s bit even in the
ideal world (by sending 0 to For). However, this is too much information for an
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“honest-but-curious” Bob when his input is 1. In fact it is known HE] that there
is no secure protocol for For in the honest-but-curious, unbounded computation
setting (where corruption in the ideal world must also be passive).

As such, in general, we cannot expect results about realizability in restricted
corruption scenarios to imply anything about realizability in the unrestricted
corruption model. However, several natural and important functionalities do not
share this odd nature of For. We formulate the deviation revealing condition to
capture such “nicely behaved” functionalities.

Corruption Schemes. First we need to generalize the corruption model, to allow
regular (active) corruption as well as the restricted passive (a.k.a honest-but-
curious) corruption. For an m-party functionality a corruption scheme C is a
subset of {none, passive, active}”. We say that a (static) adversary A C-corrupts
(with respect to a protocol 7) if the sequence of corruptions v effected by A is
in C. We will be interested in what we call uniform corruption schemes, wherein
in each corruption sequence the corrupt parties either are all actively corrupted
or are all passively corrupted: i.e., C' is a uniform corruption scheme if it is a
subset of {none, passive}” U {none, active}"™.

For a corruption scheme C, we say that F C¢ G if there exists a protocol 7
such that for all C-corrupting (with respect to 7) A, there exists a C-corrupting
(with respect to the dummy protocol 9) S such that for all environments Z,
EXEC[Z, A, 9] ~ BEXEC[Z, S, 07].

Deviation Revealing Functionalities. Intuitively, a deviation revealing function-
ality is one for which it is easy for the environment to detect whether an ad-
versary is C-corrupting or not. However, to consider adversaries which deviate
from C-corruption in benign ways, we use a more sophisticated definition. Note
that, as with our other definitions, the following definition is given in terms of an
ideal interaction with the functionality, and thus applies uniformly to arbitrary
functionalities.

Definition 9. F is C-deviation-revealing if for all adversaries A, either:

— there erwists a correctness environment Z such that EXEC[Z,A,07] #
EXEC[Z, A, 071, where A is the dummy C-corrupting adversary;

— or, there exists a C-corrupting adversary A’ such that for all environments
Z, BXEC[Z, A, 07 ] ~ ExEC[Z, A, 07].

A correctness environment is one which only interacts with the adversary by
sending inputs to the corrupted parties and receiving their outputs.

Following is our toolkit for lifting relations in a C-corruption setting to the
standard corruption setting

Theorem 4. For any functionalities F, G and H, the following hold:

1. If FCC GCY H, then F CC H. [Universal Composition.]
2. If F is C-deviation revealing for a uniform C, then
. FC G — FLCYg [C-realizability from realizability.]

b. (FZCHANGLCYH) = FLZG [Separation from C-separation.]
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4 Applications of the Theory

In this section, we apply the general theory developed in the previous section
to specific settings and classes of functionalities, to obtain several new, concrete
results, as easy consequences.

4.1 Simple Impossibility Results

A compelling aspect of our splittability characterization is that all previous im-
possibility results for the UC model can be obtained quite easily, because the
splittability definition involves only interactions with ideal functionalities.

For instance, the bit commitment functionality (Feom) is unsplittable: Consider
a simple environment which asks Alice to commit to a random bit, waits for Bob
to receive acknowledgement of the commeitment, instructs Alice to reveal the
bit, and finally checks whether Bob received the correct bit. In any potential split
of Feom, 7 must at some point commit to a bit in one of the instances of Feom,
but its view at that time is by definition independent of the environment’s choice,
and thus the bit that Bob eventually receives will be wrong with probability 1/2.

Similarly, the coin-tossing functionality Fee, is unsplittable, because any split
of Feoin simulates two independent copies of Feoin, and so (regardless of 7— it
sends no input to either copy of Fein) the two parties’ outputs will disagree
with probability 1/2. Using similar arguments, it is a very easy exercise to see
that several other important 2-party functionalities, such as oblivious transfer
(Fort) and, in PPT systems, zero-knowledge proof for languages in NP \ BPP,
are unsplittable.

Applying Theorem [Bl and Lemma [l we can further see that these functional-
ities are unrealizable via protocols that use any simple communication channel
(i.e., one from SIMPLECHANNELS). These impossibility results also rule out the
possibility of non-trivial protocols for variants of these functionalities which allow
the adversary to delay the honest parties’ outputs.

4.2 Combinatorial Characterization for 2-Party SFE

We use the splittability characterization for 2REGULAR to give an explicit, com-
binatorial characterization for 2-party secure function evaluation. This subsumes
and completes the characterizations initiated in ﬂﬁ, ] The impossibility re-
sults in [12,[13] were later extended in [25], to the setting where certain “trusted
setup” functionalities F are also available for protocols to use. These extensions
can also be easily derived in our framework by observing that these particular
functionalities F are self-splittable, thus impossibility under Fp, implies impos-
sibility under F.

Definition 10. F is a 2-party secure function evaluation (SFE) functionality
if it waits for inputs x and y from the two parties, respectively, computes two
(randomized) functions f1(z,y) and fa(z,y), and sends these values to the two
parties, respectively. In this case, we write F = (f1, f2).
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Note that SFE functionalities are in the class 2REGULAR. We now define two
properties of 2-party SFE functionalities which will be used in our character-
ization. We write f(z,y) = g(2',y’) to indicate that the two distributions are
indistinguishable (computationally or statistically, depending on the system).

Definition 11. We say that F = (f1, f2) has unidirectional influence if one
party’s output does not depend on the other party’s input. That is, if f1(z,y) =~
fi(x) for some function fi, or fo(x,y) = f4(y) for some function f4. Otherwise
F has bidirectional influence.

Definition 12. Let F = (f1, f2) be a 2-party SFE functionality with unidirec-
tional influence; say, f1(x,y) ~ fi(x). We say that F is negligibly hiding if there
exists machines R1, Ry such that:

v,y : Pr [(y*7 5) < Ru; fo (Rz (s, fa(x,y%)), y) % fa(z, y)] is negligible
The probability is over the randomness of f1, fa, R1 and Rs.

If F is deterministic and has input domains of polynomial size (in the secu-
rity parameter), then negligibly hiding is a simple combinatorial property: F is
negligibly hiding if and only if there exists y such that fo(z,y) = fo(2',y) =
fa(z,-) = fa(2’,-). Our definition succinctly incorporates both the completely
revealing and efficiently invertible properties of ﬂﬂ]

Theorem 5. Let F = (f1, f2) be a 2-party SFE functionality. F is securely re-
alizable (using Fpw ) if and only if F has unidirectional influence and is negligibly
hiding.

Proof (Sketch). We show that F is splittable if and only if it has unidirectional
influence and is negligibly hiding. If it has bidirectional influence or is not negli-
gibly hiding, then for every 7, it is straight-forward to construct an environment
that distinguishes between F and fgnt.

On the other hand, if F has unidirectional influence (say, from the first party
to the second) and is negligibly hiding, then a successful strategy for 7 is to
choose its input to F;, according to R, then choose its input to Fr according
to Ry. The definition of negligible hiding implies that the second party’s output
from such a }gnt is correct with overwhelming probability. Unidirectional influ-
ence implies that the first party’s output is correct, since (roughly) it depends
only on the first party’s input, not on anything provided by 7).

Again, we reiterate that Theorem[Hlalso characterizes the existence of non-trivial
protocols for SFE functionalities in which the adversary can delay honest parties’
outputs from the functionality.

4.3 Results for Multi-party Functionalities

For multi-party functionalities involving more than two parties, where the split-
tability definition is much more complicated, combinatorial characterizations like
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that of Theorem [O] seem difficult to come by. Nonetheless, we can use 2-party
results to obtain some strong necessary conditions for the multi-party setting.

A well-known technique for studying m-party SFE functionalities is the par-
titioning argument: consider 2-party SFE functionalities induced by partitioning
of the m parties into two sets. If the original functionality is realizable, then
clearly so is each induced 2-party functionality.

To exploit the partitioning argument, first we extend the notion of influence
from Definition [[1] to multi-party SFE: For 7 # j, if there exist inputs x1,...,Tpn
and 2 such that fj(z1,...,2m) #& fj(z1,...,2,, ..., 2y), then we say party ¢

influences the output of party j, and write i < j.

Corollary 6 (of Theorem [B)) If F is an m-party SFE functionality securely
realizable using completely private channels, then in the directed graph induced
by %, either all edges have a common source, or all edges have a common des-
tination.

We see that there are only two simple kinds of securely realizable SFE function-
alities. Let p be the common vertex in the graph induced by . If all edges are
directed towards p, then we say that F is aggregated (via party p). If all edges
are directed away from p, then we say that F is disseminated via party p.

3-party Characterization. We now show that in some instances, the above par-
tioning argument does lead to a sufficient condition for realizability of multi-
party functionalities. We consider the class 3REGULAR of 3-party functionalities
which do not interact with the adversary, and whose behavior does not depend
on which parties are corrupted. We show that for functionalities in 3REGULAR
that have a secure honest-majority protocolH the partitioning argument along
with our previous 2-party characterization suffices to characterize realizability.

Theorem 7. If F € 3REGULAR has an honest-majority protocol using channel
G € SIMPLECHANNELS, then F T G if and only if all 2-party restrictions of F
are UC-realizable using Fput.

Proof (Sketch). Informally, we construct a protocol for F by combining the
honest-majority protocol for F and the machines guaranteed by each 2-party
splitting of F. For adversaries that corrupt only one party, a simulator is de-
rived from the simulator for the honest-majority protocol. For adversaries that
corrupt two parties, we use the splittability criterion to construct a simulator.

In particular, this implies that realizable 3-party SFE functionalities have a
simple combinatorial characterization analogous to Theorem Our protocol
requires each player to internally simulate executions of another protocol with
a weaker/different security guarantee (in this case, the 2-party restrictions and

4 Honest majority protocols are known to exist for essentially all SFE functionalities
using a broadcast channel. As outlined in [E], such protocols can be constructed by
adapting the well-known information theoretically secure (stand-alone) protocols of

2, [15, [3d].
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the honest-majority protocol). This is somewhat comparable to the “MPC in
the head” approach , ], where significant efficiency gains are achieved in
the standard corruption model by leveraging MPC protocols with security in the
honest-majority settings. Our constructions indicate the possibility of extending
this approach by having the parties carry out not a direct protocol execution,
but a related simulation.

The same approach does not seem to apply for functionalities which interact
with the adversary, whose behavior depends on which parties are corrupt, or
which involve more than three parties (so that two parties do not form a strict
majority). We leave it as an important open problem whether the partitioning
argument along with our previous 2-party characterizations suffice for character-
izing multi-party functionalities in general. Indeed, the analogous partitioning
argument has been studied for the honest-but-curious setting and shown to be
insufficient in this regard [16].

4.4 A Strict Hierarchy of Intermediate Complexities

Finally, we apply the main structural result of our deviation-revealing theory
(Theorem M) to identify a sequence of functionalities with strictly increasing
complexities (in unbounded computation systems).
Fout Foh Fh F&

Theorem 8. REALIZ,"™ C REALIZ, ™ C REALIZ,“" C REALIZ,°".

Here, 7 ., Fab, and Fg; denote “augmented” versions of simultaneous ex-
changeﬁ bit commitment, and oblivious transfer, respectively, in which the func-
tionality provides multiple “sessions” instead of just one (as outlined in Section [2]).

Proof (Sketch). The non-trivial observations in proving this are that Fot [Z,
Fihm and Feom Zy Foo . For the former, we consider the passive corruption
scheme and for the latter we consider the corruption scheme where the sender
(for Feom) could be actively corrupt and the receiver could be passively corrupt.
We exploit the fact that both Fot and Feom are deviation revealing for these
corruption schemes respectively; that Feom and Fgmex respectively have trivial
protocols (using, e.g., Fpvt) in these settings; and that For and Feom respectively
do not have secure protocols (using Fpy) in these settings. Then by Theorem [

FOT Zu F(:ng a‘nd Fcom ,Zu fsTmex'

The significance of Theorem [§] is to establish several distinct levels of interme-
diate complexity (i.e., distinct degrees of the T reduction). That is, Faimex and
Feom are neither realizable nor complete for computationally unbounded sys-
tems. Incidentally, both of these functionalities are complete for PPT systems

]. We leave it as an important open problem whether there is a zero-one law
of complexity in PPT systems (i.e., whether all functionalities not in REALIZ P
are complete).

® The simulataneous exchange functionality Fime« takes two inputs bits z and y from
the two parties, respectively, and outputs (z,y) to both. It is called simultaneous
exchange because x must be chosen without knowledge of y, and vice-versa.
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Abstract. In this paper, we investigate the difficulty of one of the most
relevant problems in multivariate cryptography — namely MinRank —
about which no real progress has been reported since ﬂQ, E] Our start-
ing point is the Kipnis-Shamir attack @] We first show new properties
of the ideal generated by Kipnis-Shamir’s equations. We then propose
a new modeling of the problem. Concerning the practical resolution, we
adopt a Grobner basis approach that permitted us to actually solve chal-
lenges A and B proposed by Courtois in ﬂé} Using the multi-homogeneous
structure of the algebraic system, we have been able to provide a theoret-
ical complexity bound reflecting the practical behavior of our approach.
Namely, when r’ the dimension of the matrices minus the rank of the
target matrix in the MinRank problem is constant, then we have a poly-
nomial time attack O (ln (q) n® le). For the challenge C E}, we obtain

266.3

a theoretical bound of operations.

1 Introduction

The main purpose of this paper is the study of the MinRank (MR) problem.
MR was originally introduced in @] as one of the natural questions in linear
algebra, and the authors there proved its NP-completeness. Later, it was restated
in B] in the cryptographic context. Since then, it has been shown to be related
to several multivariate public key cryptosystems, for instance HFE ﬂE, @] and
TTM ﬂg, @] MR is also the basis of an efficient zero-knowlege authentication
scheme B] According to the designer, this scheme is one of the most efficient
post-quantum (i.e. based on a NP-complete problem) authentication scheme.
We can consider that MinRank — with the Polynomial System Solving (PoSSo)
ﬂﬁ] and the Isomorphism of Polynomials (IP) E,a] problems — is one of the main
problems in multivariate cryptography. Contrarily to PoSSo for which progresses
are reported continuously ﬂﬁ, @], and IP which is now well mastered for most
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of its cryptographic applications ﬂﬁ, ], no advance has been reported on MR
since ﬂg, ] To this respect, it has to be noted that the paper of X. Jiang, J. Ding
and L. Hu NE] deals with the particular context of HFE. They show that due
to the particular structure of the equations the complexity of the Kipnis-Shamir
attack is exponential. The theoretical argument underlying his observation does
not apply to the context of the generic MR problem.

There exists two non-trivial general techniques for solving MinRank. A first
technique, called kernel attack, consists in guessing some vectors of an appro-
priate kernel, and then solve a resulting linear system ﬂE, @] Another technique,
due to Kipnis and Shamir B, E], consists in modeling MR as a PoSSo problem,
i.e. one in which the purpose is to solve a quadratic system of equations. It is
a transposition of an original attack on HFE ﬂg, ] Initially, the complexity of
this attack was evaluated using relinearization.

The starting point of our study is Kipnis-Shamir (KS) attack on MR. We
begin by proving an exact correspondence between the solutions found by KS
attack and the solutions of MR; moreover, we show how Kipnis-Shamir’s ap-
proach somehow include the so-called minors attack and Schnorr’s attack on
MR. We then propose a new method for solving MR, which can be viewed as
an extension of Schnorr’s attack. After that, we present our practical way of
solving MR, namely by means of fast Grobner bases algorithms (e.g. ﬂﬂ]) Our
main practical result is the breaking of the challenges A and B proposed for the
MR-authentication scheme ﬂé] The MinRank problem being NP-hard, we can-
not expect to solve efficiently all the instances. Thus, there is a set of parameters
which remains out of the scope of our approach. But it has to be noted that the
challenges we break correspond to sets of parameters which are the most inter-
esting for practical use. Consequently, the place of MR-authentication scheme
in the hierarchy of post-quantum schemes should be re-evaluated.

1.1 Organization of the Paper. Main Results

In a first part of the paper, we recall known facts about the complexity of MR
and its links with famous problems of coding theory. Then we detail two generic
solving methods for MR, namely the kernel attack and Kipnis-Shamir attack.
Section three is devoted to new properties satisfied by the equations generated by
the Kipnis-Shamir attack (KS equations). In particular, we point out a bijection
between the solutions of MR and the variety associated to the ideal generated by
the KS equations. In the purpose of systematically studying and comparing all
the modelings for MR, we show how the equations generated by other techniques
— namely, the minors attack and Schnorr’s attack — are included in the ideal of
the KS equations. In section four, we describe our new modeling of the problem,
that links the minors attack and Schnorr’s attack. It appears that this new
method is not the most efficient one, as quoted at the end of section 4. Thus,
in order to evaluate the theoretical complexity of solving MR, we keep the best
approach, that is, the one given by the KS equations. Section five provides such a
theoretical complexity bound. It is obtained using multi-homogeneous properties
of the equations. Our numerical results are presented in section six.
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2 The MinRank Problem

First, let us recall the MinRank problem over a field K:

MinRank (MR)
Input: positive integers N, n,r, k, and matrices Mo; My, ..., My in My, (K)
Question: is there a k-tuple (A1, ..., Ax) of elements of K such that:

k
Rank (Z )\Z . Mz — M0> <.

i=1

We will in practice consider the search problem. If N = n, one gets a “square”
instance of MR, that we call MRj.

Property 1. MRy and MR are poly-time many-one equivalent.

Proof. MRy is a sub-problem of MR, in the sense that any instance of MR can
be considered as an instance of MR.

Now, let g be a function from the set of instances of MR to the set of in-
stances of MRg, which maps a matrix M of size N X n to the square ma-
trix of size max(N,n) obtained from M by adding n — N rows (resp. N —n
columns) of zeroes (depending on whether N < n or not). Then obviously
Rank(g(M))=Rank(M), so that any yes-instance of MR is mapped to a yes-
instance of MRy by ¢; and conversely, any instance of MR which, by g, becomes
a yes-instance of MRy, is indeed a yes-instance of MR. O

2.1 Complexity Considerations

Some complexity results have been proved for MR, linking it with other hard
- or presumably hard - problems. The first one is a very simple reduction from
Maximum Likelihood Decoding, proposed by Courtois in EL which thus shows
the NP-hardness of MR. Another less known fact is the link between MR and
another problem in Coding Theory, namely Rank Decoding (RD). To this re-
spect, the main result is that RD is poly-time many-one reducible to MR. The
following lines are devoted to the RD problem and the proof of this result. Let
us first recall what rank metric is.

Let N,n € N*, and ¢q be a power of a prime. We consider F v as a vector
space of dimension N over Fy, and we fix a basis B = (b1,...,bn) of it. For
x = (21,...,%n) € Fy, we denote by Rank(x|F,), the rank of the (N x n)
matrix with entries in Fy given by X = (x5 );, where, foreach j, 1 < j <mn, z; =
Zf\il x;5b;. In other words, X is obtained from x by expressing each coordinate of
2 in B. For any two vectors x,y € F7x, the quantity d(x,y) = Rank(x —y | F,)
defines a distance over ]FZN, called rank distance. For codes over an extension
field, rank distance is an analogue - although less discriminant - to the classical
Hamming distance.
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The Rank Decoding problem states as follows:

Rank Decoding (RD)
Input: positive integers N,n,r, k, a matrix G in My, (F,~) and a vector
cE ]FZN.
Question: is there a vector m € ]F";N7 such that e = ¢ — mG has rank
Rank(e |Fq) <7 ?

If it is known a priori that Rank(e |F;) <= [(d —1)/2], where d is the mini-
mum (rank) distance of the considered code, then exactly one solution exists.

It is to be noted that MR can be seen as a subfield subcode rank decoding
problem, where m has to be searched over the ground field F,. Indeed, let
(N,n,r,k,G,c) be an instance of RD. Let B = (b1,...,by) be a basis of F ~
over F,. Expressing each coordinate of ¢ in this basis, we get an N x n matrix
with entries in Fy, that we call M. Analogously, for 1 < i < k, expressing every
entry of every row L; of G in B, we get an N x n matrix M; over F,. Then
(N,n,r, k, Mo; My, ..., M) is an instance of MR that exactly corresponds to
the instance (N,n,r, k, G, ¢) of RD in the sense that a solution m = (A1,..., \g)
of this instance of MR will be a solution over I, of the instance of RD, if ever
such a solution exists.

As RD is in NP, we have that RD is poly-time many-one reducible to MR. A
proof of this has been sketched in ﬂ] We give below a completely written proof
of this property:

Proposition. ﬂ] RD is poly-time many-one reducible to MR.

Proof. Fix a basis B = (by,...,by) of F v, considered as an N-dimensional
vector space over F,. Let f be the function that, to an instance (N,n,r, k, G =
(L1,...,Lg),c) of RD, associates the instance (N, n,r, kN, My; My, ..., Myy) of
MR, where My is the N x n matrix with entries in F, representing the vector
c e IFZN in the basis B, and My, = b;L; with £ = (i —1)N +j, 1 < i <k,
1 <7 < N,is the N x n matrix over F, representing the product b;L;.

Let now (N,n,r, k,G = (L1, ..., L), c) be a yes-instance of RD, and let m =
(mq, ..., my) be a vector of ]FZN, solution to this instance, i.e. Rk((c—mG)|F,) =

Rk((c — Zf:l m;L;)|Fy) <r. For1l<i<k, letm; = Zjv:l mgjbj, mi; € Fg, in

the basis B. Then, m;L; = Zjvzl m;;b;L;. We thus get

Rank((c — mG)|F,) =

k N k N
Rank(Mo — Z Z mijbjLi) = Rank(Mo — Z Z mijM(Z-,l)NJrj). (1)

i=1 j=1 i=1 j=1

As this rank is < 7, {m;; }1<i<k, 1<j<n is a solution of the instance (N,n,r, kN,
Mo; My, ..., Mgn) = f(N,n,rk,G,c) of MR.

Now let (N,n,r,k,G = (Li,...,Lg),c) be an instance of RD, such that
F(N,n,r k,G,c) = (N,n,r, kN, Mo; M, ..., Min) is a yes-instance of MR. Let
m € F’;N be a solution of it. Then
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kN
Rk(Mo — > myMy) <r
=1
Write £ = (i—1)N+j,1<i<k,1<j<N.Theequalities () then imply that
the vector (Zjvzl m;bj, Zjvzl my+;bj, ..., Zjvzl M(k—1)N+;0;), expressed in the

basis B of IF,~, is a solution in F,~ of the considered instance of RD.

2.2 Solving MinRank: Known Methods

We here consider a square instance (n,r, Mo; Ma, ..., M) of MR. We are going
to survey two methods to solve this problem. First, note that exhaustive search
to find a tuple (A1, ..., \) of elements of K needs at most (#K*)n3 elementary
operations on n X n matrices over K.

The Kernel Attack. This first non-trivial attack on MR was proposed by
Courtois and Goubin in citettmerypt. It works as follows. First choose m vectors
x® ¢ Fy, 1 < < m at random. Secondly, solve the system of mn equations

for (p1,..., 1) € IF’; s (Mo — Z?:l uij)x(i) =0,, V1 < i < m. Note that if
m = [ZL this system essentially has only one solution A = (A1,..., \g).

Now set By = My — Zl?:l AjM;; we want E) to be of rank < r. If this were
the case, then dim(KerEAg > n —r and so, for x € Fy chosen at random,

Pr{x € KerE)} > ¢~ " and Pr{{x(i), 1<i<m}C KerEy} >q¢ ™.

Thus, in order to find a A such that E) has the desired rank, we have to run
the above experiment (i.e. steps (1) and (2)) ¢™" times on average. Taking the
value of m as above, the complexity of this attack is thus (’)(q(mrkzz’).

Kipnis-Shamir’s Attack. In this attack, the MR problem is modeled as an
MQ problem, i.e. one in which the purpose is to solve a quadratic system of
equations. It is a transposition of an original attack on HFE due to Shamir and
Kipnis @] In its principle, this attack is somehow dual to the previous one.
The idea is to try to find a set of n — r independent vectors of a special form in
the kernel of : E, = Zf:l Ai - M; — My. Putting the constraints into equations
yields a quadratic system with unknowns a subset of coordinates of these vectors,
together with the vector A = (Aq,..., Ag).

In details, it works as follows: when A is a solution of the considered MR
instance, rank(FEy) < r. We want to express this rank condition as a large num-
ber of equations in a small number of variables. As dim (Ker(E\)) > n —r,
there exists n — r linearly independent vectors in Ker(E)). Name those vectors
W 2™ Even if we fix the first n — r coordinates of each vector to ar-
bitrarily chosen values, we can still expect to get n — r independent vectors.
Each () is thus of the form z(V) = (z1,.. .,zn_r,x(li), . ,xgi)), where the z;s
(9)

are chosen arbitrarily and z;"s are defined as new variables. The equalities:

k
(Z&Mz —MO> o= 0, foralli,1<i<n-—r,
i=1
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then yield a quadratic system of (n—7)-n equations in 7-(n—r)+k unknowns. For
1<i<n—randl<j <mn,let fi,q; be the quadratic equation corresponding to

j-th componant of (Zle Ni - M; — Mo) x(® = 0,,.Here and in what follows, we
shall denote by Zxs = (f1,- .., fa(n—r)) the ideal generated by these quadratic

equations. Here, and in what follows, we shall denote by Zkg the ideal generated
by these quadratic equations.

3 A Fresh Look at Kipnis-Shamir’s Attack

We here go deeper in the investigation of the properties of Zxg. First, we precise
the link between the variety associated to Zxg and the solutions of MR.

3.1 Properties of KS Equations

The next theorem shows that the modeling proposed by Kipnis and Shamir
is somehow optimal, in the sense that the zeroes of the KS equations exactly
correspond to the solutions of MR.

Theorem 1. Let (n,k, Mo; M, ..., Mg, 1) € Lurll. We shall denote by Sol(n, k,
Mo; My, ..., My,r) the set of solutions of MinRank on (n,k, Mo; My, ..., Mg, ).
There is a one-to-one correspondence between Sol(n, k, Mo; My, ..., My, r) and
the variety:

Vi (Tks) = {z €e K%k - £(2) = 0, for all f € Txs},
Tks being the ideal defined from the considered instance of MR as in Section 2.

Proof. Let s € Vi(Zks) € K"(»="+k We can suppose w.l.o.g. that the last

r - (n —r) components of s correspond to the variables xy)s, i.e. the unknowns

corresponding to the n — r linearly independent vectors of a suitable kernel.
We can then write s = (\,s1,...,8,_,) € K"(»~"+F where each s; € K" and

A= (A1,..., ) € KF. We then construct:

x =(0,...,0 ,s;) e K"
S ~ -~
n—r ZEroes

By definition of Zis, it holds that (Zf:l A - M, — Mo> x®) =0, for all i,1 <

1 <n —r. The vectors x(i), 1 < i <n —r being independent vectors, we get:

k
Rank (Z >\t . Mt — M0> <.

t=1
ie. A= (A1,...,Ag) is a solution of MR on (n, k, Mo; M, ..., My,r).
Conversely, the fact that any element of Sol(n,k, My; My, ..., My, r) corre-
sponds to a point of Vi (Zks) has been explained in 22 O

! The language associated to MinRank.
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From this theorem, we can propose a classification of MinRank instances. As
explained in the previous section, Tkg is generated by (n — r) - n equations in
r-(n —r) 4+ k variables. The system is underdefined as soon as the number of
variables is greater than the number of equations. This implies that:

A=r-(n—r)+k—(n—-r)n=>@r—-n)-n—r)+k=—-(n—7)>+k

variables can take arbitrary values of K. According to the previous theorem, there
is a one-to-one correspondence between the zeroes of Zxg and the solutions of
MR. It follows that an instance (n,k, Mo; M, ..., Mg, r) € Lygr has at least
#KA solutions if A > 0. Our concern is to find only one solution. To this end,
we can randomly fix A variables in the system corresponding to Zxs. We will
then get a system with the same number of variables as equations. It is then very
likely that the corresponding variety will be reduced to a unique point (which
will correspond to a solution of MR). This can be interpreted as follows:

Lemma 1. Let (n,k, Mo; My, ..., My,7) € Lyr, and set A = —(n — )% + k.
If A>0 and Aat1,-.-, k) € Sol(n, k — A, Mo; Maya, ..., Mg,r) then for all
r=(ry,...,ra) € K4:

(r1y..csTA, AAt1, - -5 M) € Sol(n, k, Mo; M, ..., My, r).

That is, all the solutions of (n, k, My; My, ..., My,7) € Lyr can be easily de-
duced from Sol(n,k — A, Mo; May1, ..., My, r). This leads us to introduce the
following terminology.

Definition 1. Let (n,k, Mo; My, ..., My,7) € Lyr, and set A = —(n—1)? + k.

— If A = 0, then we shall say that the instance (n,k, Mo; My, ..., My, 1) is
well defined.

— If A > 0, then we shall call normalization the process of deleting the
first A matrices of (n,k, Mo; M, ..., My,r). The result of this process is a
normalized instance (n,k — A, Mo; Matq, ..., Mg, T).

In the sequel, we will always focus our attention to well defined instances. We
would like to emphasize that this is not a restriction. Instances which are not
well defined can be normalized, leading then to well defined instances. According
to Lemma [Tl it is sufficient to study such normalized instances, as a normalized
instance will indeed permit to describe all the solutions of the initial instance.

We also would like to point out that Lemma [Il permits to classify instances
of MR with respect to their difficulty. From the lemma, it is clear that if we are
able to solve efficiently the well defined instance (n, k, Mo; M1, ..., My, r), then
we will be able to solve efficiently any instance (n, k', Mo; My, ..., My, r) of MR
with k' > k.

3.2 Relating KS to Other Algebraic Methods

We will here show another “optimality” feature of the KS equations, namely
that the equations obtain via other algebraic methods are indeed included in the
ideal generated by the KS equations.
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In this section, we let (n, k, Mo; My, ..., My, r) € Lyr be an instance of Min-
Rank and Zkg be the associated ideal. We will suppose that Zkg is radical, i.e.

VZks = {f € K[z1,..., 2] : Ir > 0s. t. f7 € Txs} = Iks.

In the cryptographic context, the ideals are usually radical. This is due to the fact
that, for an ideal to be radical, it is sufficient that the field equations be included
in it. In practice, we have not included the field equations in Zks. However, for
proving the radicality of Zxg, we can suppose w.l.o.g. that such equations are
included in IKS-

The minors method. This method comes back to the very definition of MR,
and expresses that (A1,...,Ag) is a solution of MR if and only if all the minors
of degree r’ > r of the matrix Zi;l AiM; — My are zero. In this context, we have
the following

Proposition 1. Set E(x1,...,x) = Zle x;M; — My. Then all the minors of
E(x1,...,xr) of degree ' > r lie in Tks.

Proof. A solution of MR corresponds to a specialization of the variables
Z1,...,x in E(xq,...,xy), leading to a matrix of rank < r. For such a special-
ization, all the minors M, of rank 7’ > r of the matrix E(x1, ..., z;) must equal
zero. A minor M, is a polynomial of degree r’ whose variables are x4, ..., xg.
It is clear that all the minors vanish on Vi (Zkgs). Therefore, by Hilbert’s
Strong Nullstellensatz ﬂ] (th. 2.2.5), we get that all the minors of rank ' > r lie
in the radical of Zxg. This ideal being radical, it turns out that all those minors
lie in Zks. O

Schnorr’s method. This unpublished method due to Schnorr was quoted in
ﬂ] The idea is to consider the multivariate polynomial

i=1

k
P($17...7$k) = Det (inMi —Mo) . (2)

ItA = (A1,..., Ax) is a solution of MR, then A is a root of P of multiplicity greater

than or equal to n —r. This means that such a A is solution of P(z1,...,z5) =0
as well as {%;f(azl, ceyT) = 0}1<i<k’ for all 7, 1 < j <n —r — 1. This means

that all these equations vanish on Vi (Zks) and therefore belong to Zks.

To summarize, we have proved that the KS equations include the equations
that one could obtain using minors or a basic property of the determinant. From
a system solving point of view, this means that solving MR using KS equations is
at least as efficient as solving MinRank using either of those alternative methods.
We will see that KS equations lead to a more efficient solving. Before that, we
present a new method for setting up a system of equations for MinRank.

4 A New Modeling

This new method will permit to link Schnorr and the minors methods. The start-
ing point is similar to Schnorr’s method, namely we will consider the polynomial
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given in ([@). Remark that if k = 1, then P(z;) = Det(x; -1 — MoM; ') is exactly
the characteristic polynomial of MyM; ! In this special context, MinRank cor-
responds to the problem of finding the eigenvalues of MM, L 1t is well known
that this can be done by computing the roots of the characteristic polynomial
P(z1). Schnorr’s method is a generalization of this technique.

We also would like to mention that MinRank is related to the so-called matrix
pencils problem.The eigenvalue of a linear matrix pencil (A, B) € My, xn X Mpuxn
is a A € K such that Det(A — AB) = 0.

The generalized high order eigenvalue problem consists of finding the eigen-
values of for a matrix pencil (M, ..., M) € (Mpxn)¥; ie. finding A\ € K such

that Det (Zle )\iMZ) = 0. One can see that MinRank is a multivariate version

of this problem.
We will now describe a new approach for modeling MR(n, k,r) as a set of

algebraic polynomials. To do so, we remark that if A = (A\q,..., \x) is a solution
of MinRank then A is root of P(x1,...,z;) with “multiplicity” n — r. More
precisely, the polynomial P(x1 + A1, ..., 2zx + Ax) has no terms of degree smaller

or equal to n — r. Thus, similarly to the univariate case, the coefficients of the
monomials of degree d are sums of the minors of degree n — d of the matrix
D E(xr,. . ak) = Zi;l x;M; — My. In order to construct the system, we will
introduce new variables y1, ..., yr and consider the polynomial:

Qr,--wyr) =Pler +y1, ..ok +yr) €EKlyn, ..o unl.

We can view this polynomial as a polynomial whose variables are y1, ...,y and
coefficients are monomials in the variables x1, ..., z;. As explained, a solution
of MinRank must vanish on all the monomials of degree smaller than n — r in
Q(y1,-..,yx). The new system is then obtained by equating to zero the coeffi-
cients, in Q(y1,...,yk), of the monomials of degree d such that 0 < d < n —r.
Such coefficients are polynomials in the variables x1, ..., zy, of degree d, with
r < d < n. Moreover, we can restrict our attention to the coefficients in
Q(y1,...,yx) of degree n—r—1. Thus we obtain a subset of linearly independent
minors of Z?Zl x;M; — My which are polynomials in 1, ...,z of degree r + 1.

This then permits to establish a link between Schnorr and the minors methods.
Let Mg(m) be the set monomials of degree d in m variables. We have #My(m) =
(m+dd71). We can also count precisely the number of minors of degree r + 1, i.e.
#M,,_,_1(k). We have obtained a system of #M,,_,_1(k) algebraic equations
of degree r + 1. Similarly to the previous section, one can prove that these new
equations will also lie in Zkg, and more precisely in Zxs NK[z1, ..., z]. From a
practical point of view, it turns out that the new approach is a little less efficient
than the one of computing a Grobner basis of Zkg. This is quite surprising since
our new method will generate an overdefined system of equations.

5 Theoretical Bound on the Complexity

We will now try to explain such a behavior, and evaluate the complexity of
computing a Grobner basis of Zxgs. To do so, we recall that the complexity of all
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known Grobner bases al orlthms depends on the so-called degree of regularity
of the system ﬂi E, @ . This corresponds to the maximal degree reached
during a Grobner basis computation. If dcg is the degree of regularity of 7 C
K[z1,...,Zm], then the complexity of computing a Grébner basis of Z with Fj

| is:

O((#Ma,, (m))”)
with w,2 < w < 3 the linear algebra constant.

In general, it is a difficult problem to know a priori the degree of regularity. For
regular and semi-reqular systems E, Eﬂ] (i.e. “ramdom” systems of algebraic equa-
tions), the behavior of the regularity is well mastered. For instance, if we suppose
that KS equations are semi-regular, then we obtain a degree of regularity equal to
m + 1, m = r(n — r) + k. Besides, we also know that the number of solutions is
bounded from above by the Bézout bound, which is equal to 2™ for KS equations.

In our context, this is unsatisfactory. Indeed, this does not match with the
experimental results that we will present in the next section. Typically, we have
observed a degree of regularity which seems to be =~ r + 2 (see Section 6).
Similarly, computing the degree of regularity of the systems obtained with one
of the three other methods presented so far will not lead to a satisfactory bound.

To fill this gap between theory and practice, we have remarked that the ideal
Tks is multi-homogeneous (see for instance m, @]) Namely, the equations are
homogeneous with respect to blocks of variables.

Definition 2. Let S = {fi(z1,...,2n) = 0,..., fm(z1,...,2,) = 0} be an al-
gebraic system of equations, and T = {X(l), e 7X(’“)} be a partition of X =
{z1,...,2,} s.t.:

X(]) = {$j17...7$jkj}.
We shall say that S is multi-homogeneous if the polynomials f; are homogenous
w.r.t. the XU ’s

For such systems, one can obtain new bounds for the degree of regularity and
number of solutions m 21, @

Definition 3. Let S = {fi(z1,...,2n) = 0,..., fm(z1,...,2,) = 0} be an al-
gebraic system of equatwns and T = {X(l) 7X(’“)} be a partition of X =
{z1,..., 2} s.t. XU = {z;,,... ST, + We shall call partition vector of T the

vector K = [k1,. .., km]. Now, let d; ; be the degree of f; restricted to the vari-
ables of XU, We shall define the degree matriz under the partition T as:

diqg dip - dim
do dao -+ dom

dn,l dn,2 e dn,m

The multi- homogeneous Bézout number associated to the partition T is defined

as the coefficient of 21 252 <o 2Fmin the following polynomial:

(d1, 121 b+ do, 122 + o dim2 ™) (do, 12 '“dz,mzfy{")'“(dn 121 Ay s ™).
This leads to the following result.
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Theorem 2. Let v’ = n —1r be a constant, and we will consider instances of
MinRank with parameters (n, k=r2r=n-— r’). If we denote by Sol the set of
solutions of MinRank on such instances, it holds that:

#Sdfg<z>

For those particular instances, we can compute the variety of Ixs using Gribner
bases in:

o (n(q) n*""),

where q is the size of the finite field K.
In other words, the complexity of our attack is polynomial for instances of Min-
Rank with (n,k =r2r=n— T’).

Proof. First, we will assume an upper bound, say D, on the number of solutions
of ZTxs. From such a D we can derive an upper bound on the complexity of
computing a Lex-Grobner basis from another (e.g. DRL) Grobner basis using
FGLM : D3 (see [13, 27] for details).

Now to find such a D we exhibit a multi-homogeneous structure for the equa-
tions generating Zks. We can consider the following partition:

T:%umunﬁznuUXQ
=1

where Ty = [Ay,..., ] and T; = X = [a:gi), . 7x£i)] (the mgi) are defined as
in 222)).

T is a partition of the set of variables. The degree of the polynomials
{fiti<j<n-(n—r) With respect to Ty (resp. X @) will be denoted by déo) (resp.

dy)). The degree matrix corresponding to the partition T is:

a® i)
o s
(0) (n—r)
e e
Here, the partition vector is K = [k,r,...,r]. As explained, the multi-

homogeneous Bezout number is thus the coefficient of z¥ 25 ... 2" 41 into the
polynomial:

(214 22)" (21 +23)" (21 + 2n—ps1)"
n)n—r ~
-

Consequently, we can bound the number of solutions (#Sol) by D = (

N 2

r T T . .
", = ", assuming that " = n — r is constant when n — oo. (]
r’ ( /|)7‘

M ol
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Theorem [ applies to challenges A, B, C. We obtain the following complexity
bounds:
(n,k,r) (6,9,3) (7,9,4) (11,9,8)
#Sol (MH Bezout bound) 8000 42875 2221
Complexity bound (#Sol)3 2389 946.2 9663

We would like to emphasize that such theoretical bounds are coherent with the
results of the experiments that we are going to present.

6 Experimental Results

Initially, the complexity of the Kipnis-Shamir attack was evaluated using relin-
earization [19]. Here, we propose to use a more efficient tool for solving algebraic
systems, namely fast Grobner bases ﬂa, ] algorithms : Fj5 [@] together with
FGLM NE] This choice permits to go one step further in the cryptanalysis of
MinRank, especially for instances used in the ZK authentication scheme pro-
posed in ﬂ§] We have quoted below the set of parameters of the ZK authentica-
tion scheme recommended by the author of ﬂg] We have also given the number
of equations and variables obtained using KS :

A : Fgsso1,k = 10,n = 6,7 = 3 (18 eq., and 19 variables)
B : ]F655217 k= 10, n = 777" =4 (21 eq., and 22 variables)
C : Fes521, k = 10,n = 11,7 = 8 (33 eq., and 35 variables)

One can remark that these instances of MR are not well defined. Thus, as ex-
plained in Lemma [Il we can fix A = 1 variables for the challenges A, B (resp.
A = 2 variables for challenge C). This is then equivalent to solve MinRank on
the following parameters :

A : Fes521,k =9,n = 6,7 =3 (18 eq., and 18 variables)
B: F65521, k= 977’L = 7, r=4 (21 eq., and 21 variables)
C : Fgs501, k= 9,n =11, = 8 (33 eq., and 33 variables)

The boldface letters A, B, C being the normalized of the challenges A, B,C
respectively. Before presenting our practical results, we would like to explain the
conditions of the experiments.

Generation of the instances
We have randomly generated k matrices (M, ..., M) € M, ,(K)* and k coef-

ficients (A1, ..., \r) € KF such that A = Zf:l Ai # 0. Finally, we have randomly

selected a matrix M € M, ,,(K) of rank r and set M, = Zle Ai (M; — M).

Thus we have Rank (zf:l A M; — Mo) = Rank(A M) = r.

Programming language — Workstation

The experimental results have been obtained with several Xeon bi-processors 3.2
Ghz, with 64 Gb of Ram. The instances of MinRank have been generated using
the Maple software. The F5 [@] and FGLM [@] algorithms have been imple-
mented in C in the FGb software. We used this implementation for computing
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Grobner bases. From time to time, we use the last version of Magma (2.14) for
obtaining these bases. This version of Magma includes efficient implementations
of the Fy ] and FGLM algorithms. Hence, the reader can reproduce the exper-
imental results. We were able to break the two challenges A and B using FGb
or Magma. There is a huge gap between these challenges and challenge C, which
seems intractable with the current implementation. However, we can estimate
the complexity of our attack for the last challenge by:

— studying intermediate instances of the MinRank problem, i.e. MR(n, k, r)
with K = Fess01,m =7+ 3, k= (n—r)2 =9 and r = 3,4,5,6,7,8.

— Since all the \; are in K, we can perform an exhaustive search on some
Ai. Namely, we will suppose that we have s > 0 coefficients of a solution
(M1, ..., Ak) of MinRank. This is equivalent to solve a MR(n — s, k, ) prob-
lem. From a system solving point of view, this means that we will solve
#K? overdetermined systems. When s > 0 the number of solutions of the
corresponding algebraic system is always 1 and any Grébner basis for any
monomial ordering gives the solution; consequently there is no need to apply
the FGLM algorithm.

Table Notation
The following notation is used in the next table:

— Tpry, is the CPU time (in seconds) for computing a Grobner basis for a total
degree ordering.

— D is the number of solutions in the algebraic closure of Fgs501 (D = 1 when

s> 0).

Trcrum is the CPU time (in seconds) for changing the basis to a lexicographic

Grobner basis using the FGLM algorithm. The complexity [13] is D3.

T is the time of our approach for finding a solution of MinRank; thus T" =

Torr + Trarm when s =0 and T' = Tpgry, when s > 0.

— dyeg, the maximum degree reached during the computation of a Grébner
basis with F5.

— M, the maximum memory usage (in Mbytes) during a computation with Fj.

— Logs (N) is the log in base 2 of the number of arithmetic operations N
for solving the MinRank problem. When s = 0, N is the total number of
operations for the first Grébner basis computation and FGLM.

Interpretation of the Results

Challenges A (6,9,3) and B (7,9,4) are completely broken. We emphasize that
such sets of parameters were the most suited for a practical use of the ZK
authentication scheme proposed in ﬂg]

As explained in Bl we would be able to solve any instance (n, k', Mo; M, ...,
My, r) of MR, with n,r as in the challenges and for all £’ > 9. For example, all
instances (6, k', Mo; M, ..., My, 3), with &' > 9 can be solved in one minute.

We have observed in our experiments that the maximum degree d;c, seems to
be equal to max(r+2,4). We recall that the complexity of computing a Grébner
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K= ]F65521 MR(TL, k, 7‘)
Chall A Chall B Chall C
(6,9,3) (7,9,4)  (8,9,5) (9,9,6) (10,9,7) (11,9, 8)
s =0 Tprr + TrcaLm (reb) 30.04-34.8 37944-2580 328233
TorrL+ TraLM (Magma) 3004200 48745400 o0

memory : M 406.5 3113 58587
Logsz (N) 30.5 37.1 43,4
dreg 5 6 7
Solutions: D 980 4116 14112
s=1 Torr FGb 1.85 166.6 5649.7 590756
M 343.9 522.1 4548.7 43267
Logz (N) 25,95 32.3 36.8  43.9
dreg 4 5 6 6
s=2 Torr FGb 0.5 5.5 632 14867
M 39.8 68.0 806,4 2510.3
Logsz (N) 24.1 27.5 34.1 38.7
dreg 4 4 5 6
s=3 Tori FGb 0.05 1.0 15.6  234.3 4248.4 56987
M 35.5 44.9 75.4  888.6 2792.3 10539
Logsz (N) 20.1 25.0 29.2 32.8 36.9 40.6
dreg 4 4 4 5 6 7

Fig. 1. Experimental results with FGb

basis with Fs [12] is bounded by O (#Ma,,, (N)?), where N is the number of
variables. Here, N = r(n —r) + k. For MR(r + 3,9,7), we have N = 3 (r + 3),
yielding the bound:

3 3
<N + dyeg — 1) _ (3(7“ +3)+ r+) o 3334 In(r).

dreg r+3

For challenge C, we have r = 8 and we will obtain a complexity bound of 2120,

Of course this is a very pessimistic bound. We will now improve this bound.

Estimated Complexity of the attack
To obtain a better result, we use the following bound:

#MR(n, k,7) < (#K)* x #MR(n — s,k,7),

where #MR(n, k, r) is the number of operation to solve the corresponding min-
rank problem MR(n, k,r). This bound is tight only when s is small. We can
use our experimental results to derive new bounds for #MR(r + 3,9,r) and
K = Fg5521. For such parameters:

log, (#MR(r +3,9,7)) < 165 + log, (#MR(r + 3 — 5,9,7)).
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The following notation is used in the table below:

— Nb(r, s) = 165 + logy (#MR(r 4+ 3 — 5,9,7)) is a logarithmic upper complexity
bound for solving MR(r + 3,9, 7).

— Nb(r) =log, (#MR(r + 3,9,7)) is the exact number of oper. of our attack.

— “Security Bound” is the Logs of the complexity of the best approach known
so far for solving MinRank. This is based on B]

— “Estimated Bound” is an extrapolation of the complexity. This bound is not
rigorous.

— (MHBezout)? is the theoretical complexity bound obtained in the previous
section.

K =TFes501 MR(n,k,r)

Chall A Chall B Chall C
(6,9,3) (7,9,4) (8,9,5) (9,9,6) (10,9,7) (11,9,8)
Nb(r) 30,5 37,1 434
Nb(r, 1) 42,0 48,3 52,8 59,9
Nb(r,2) 54,1 59,5 66,1 70,7
Nb(r,3) 68,2 72,9 772 80,8 849 88,6
Estimated Bound 30,5 37,1 434 504 574 64,4
Bezout? 38,9 46,2 52,3 57,5 62,2 66,3
Security Bound 106 122 138

For challenge (11,9,8) we obtain a complexity of 288 for our attack. Clearly,
this is not feasible in practice. However, this is much better than the previous
security estimates (21%%) ﬂg] Still, this remains a pessimistic bound.

By using the estimated bound, which is less rigorous but more close to what
we observed in practice (for the instances that we have been able to solve), we
can evaluate the complexity of our attack to 25° . We would like to emphasize
that this is very close to the theoretical complexity bound 2963 obtained in the
previous section using the particular structure of the algebraic system.

7 Conclusion

We have provided a unified view of the attacks known so far against the MinRank
problem. We have also presented a new modeling of the problem that actually
links the minors attack and Schnorr’s method. From a practical point of view, our
approach of solving the systems by means of fast Grobner bases algorithms led to
the breaking of the most practical challenges proposed for the MR~authentication
scheme. On a more theoretical level, we showed that MinRank is polynomial
when n — r is constant. One line of research would now be to study the impact
of our method on the solving of the Rank Decoding problem.
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homogeneous papers to our attention.We also would like to thank the LIP6 for
its cluster of computers that permitted us to conduct the experiments.
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Abstract. The stream cipher RC4 was designed by R. Rivest in 1987,
and it is a widely deployed cipher. In this paper we analyse the class
RC4-N of RC4-like stream ciphers, where N is the modulus of opera-
tions, as well as the length of internal arrays. Our new attack is a state
recovery attack which accepts the keystream of a certain length, and re-
covers the internal state. For the reduced RC4-100, our attack has total
complexity of around 2% operations, whereas the best previous attack
(from Knudsen et al.) needs 2*° of time.

The complexity of the attack applied to the original RC4-256 depends
on the parameters of specific states (patterns), which are in turn hard
to discover. Extrapolated parameters from smaller patterns give us the
attack of complexity about 224, and it is much smaller than the com-
plexity of the best known previous attack 277°. The algorithm of the new
attack was implemented and verified on small cases.

Keywords: RC4, state recovery attack, key recovery attack.

1 Introduction

RC4 [Sch96] is a stream cipher designed by Ron Rivest in 1987, and since then it
has been implemented in many various software applications to ensure privacy
in communication. It is one of the most widely deployed stream ciphers and
its most common application is to protect Internet traffic in the SSL protocol.
Moreover, it has been implemented in Microsoft Lotus, Oracle Secure SQL, etc.
The design of RC4 was kept secret until 1994 when it was anonymously leaked
to the members of the Cypherpunk community. A bit later the correctness of
the algorithm was confirmed.

In this paper we study a family RC4-N of RC4 like stream ciphers, where N
is the modulus of operations. The internal state of RC4 is two registers i, j € Zy
and a permutation S of all elements of Zy. Thus, RC4 has a huge state of
log, (N2 N!) bits. For the original version, when N = 256, the size of the state is
~ 1700 bits. This makes any time-memory trade-off attacks impractical. RC4-
256 uses a variable length key from 1 to 256 bytes for its initialisation.

The initialisation procedure of RC4 has been thoroughly analysed in a large

number of various papers, see e.g. [MS01[Man0T,[PP04]. These results show that
the initialisation of RC4 is weak, and the secret key can be recovered with a small

D. Wagner (Ed.): CRYPTO 2008, LNCS 5157, pp. 297-31G] 2008.
© International Association for Cryptologic Research 2008
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portion of data/time. Because of these attacks, RC4 can be regarded as broken.
However, if one would tweak the initialisation procedure, the cipher becomes
secure again.

The simplicity of the keystream generating algorithm of RC4 has attracted
many cryptanalysis efforts. In most analyses the scenario assumes that keystream
of some length is given, and either a distinguishing ( [Gol97], [FMO00, Max05l
[Man0%]) or a state recovery ( [KMP¥98]) attack is of interest. A state recov-
ery attack can be used to determine the actual security level of a cipher, if the
initial internal state is considered as a secret key. The first state recovery attack
was proposed by Knudsen et al in 1998 [KMP¥98|. This had a computational
complexity of 277, Some minor improvements were found in other literature,
e.g. [MT98], but still, there is no attack even close to 27°°. One interesting
attempt to improve the analysis was recently done in [Man05]. However, that
attack is only a potential one , and the pretending time complexity claimed was
around 2290,

In this paper we propose a new state recovery attack on RC4-N. For the
original design RC4-256 the total time complexity of the attack is less than 2°7%,
and under some realistic assumptions (see Section [6) a complexity would drop
to 2241 (2272 under pessimistic extrapolations), requiring keystream of a similar
length. This would mean that there is no additional gain in using a secret key
longer than 30 bytes. We also show that in general if the secret key is of length
N bits or longer the new attack is faster than exhaustive key search.

The idea of the new attack is as follows. The algorithm searches for a place
in the keystream where the probability of a specific internal state, compliant with
a chosen pattern, is high. Afterwards, the new state recovery algorithm is used
together with a small portion of data (around 2N output words) in order to
recover the internal state of the cipher in an iterative manner. This algorithm
has been implemented and verified for small values of N, it has determined the
correct internal state in every simulation run. The success rate of the full attack
is shown to be at least 98%. For large values of N, where simulations were
impossible, an upper bound for the average complexity of the attack is derived
and calculated.

In the precomputation stage we search for a proper pattern to use in the
attack. However, in this paper we skip a detailed analysis of that complexity
since it is upper bounded by the time needed for the main stage of the attack
(see Appendix [B]).

This paper is organized as follows. In Section [2] the new iterative state re-
covery algorithm is described in detail. Afterwards, Section [ introduces various
properties of a pattern that are needed for the recovering algorithm. An effective
searching algorithm to find such patterns is also proposed in Appendix [B] (due
to the page limitation and clarity of presentation). Section [4 describes several

! Mantin detects a large number of bytes of the state, and then applies Knudsen’s
attack given those bytes. However, this would reduce the complexity only if the
knowns were located in a short window all together while this is not the case. This
fact is confirmed in [Man05] (Section “State Recovery Attack”).
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techniques to detect specific states by observing the keystream, and also intro-
duces additional properties of a pattern needed for detection purposes. Theo-
retical analysis of the state recovery algorithm and derivation of its complexity
functions are performed in the full version of this paper [MKO0S]. All pieces of the
attack are then combined in Section [}l Finally, we perform a set of simulations
of the attack, summarize the results and conclude in Section [6l The paper ends
with suggestions for further improvements and open problems in Section [1

1.1 Notations

All internal variables of RC4 are over the ring Zy, where N is the size of the
ring. To specify a particular instance of the cipher we denote it by RC4-N. Thus,
the original design is RC4-256. Whenever applicable, + and — are performed in
modulo N. At any time ¢ the notation a; denotes the value of a variable a at time
t. The keystream is denoted by z = (21, 29, ...), where z; is a value 0 < z; < N.
In all tables probabilities and complexities will be given in a logarithmical form
with base 2.

1.2 Description of the Keystream Generator RC4-IN

The new attack targets the keystream generation phase of RC4 and, thus, the
initialisation procedure will not be described. We refer to, e.g., [Sch96] for a full
description of RC4. After the initialisation procedure, the keystream generation
algorithm of RC4 begins. Its description is given in Figure [

Internal variables:

i, j — integers in Zn

S[0...N — 1] — a permutation of integers 0... N — 1
S[-] is initialised with the secret key

The keystream generator RC4-N

i=35=0
Looi until we get enough symbols over Zx
(A)i=1i+1
(B) j =3+ Sl
(C) swap(S[i], S5
(D) z¢ = S[S{i] + S[4]]

Fig. 1. The keystream generation algorithm of RC4-N

2 New 