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Preface

CRYPTO 2007, the 27th Annual International Cryptology Conference, was spon-
sored by the International Association for Cryptologic Research (IACR) in co-
operation with the IEEE Computer Society Technical Committee on Security
and Privacy, and the Computer Science Department of the University of Cali-
fornia at Santa Barbara. The conference was held in Santa Barbara, California,
August 19-23 2007. CRYPTO 2007 was chaired by Markus Jakobsson, and I had
the privilege of serving as the Program Chair.

The conference received 186 submissions. Each paper was assigned at least
three reviewers, while submissions co-authored by Program Committee mem-
bers were reviewed by at least five people. After 11 weeks of discussion and
deliberation, the Program Committee, aided by reports from over 148 external
reviewers, selected 33 papers for presentation. The authors of accepted papers
had four weeks to prepare final versions for these proceedings. These revised pa-
pers were not subject to editorial review and the authors bear full responsibility
for their contents.

The Committee identified the following three papers as the best papers:
“Cryptography with Constant Input Locality” by Benny Applebaum, Yuval
Ishai and Eyal Kushilevitz; “Practical Cryptanalysis of SFLASH” by Vivien
Dubois, Pierre-Alain Fouque, Adi Shamir and Jacques Stern; and “Finding Small
Roots of Bivariate Integer Polynomial Equations: A Direct Approach” by Jean-
Sébastien Coron. The authors of these papers received invitations to submit full
versions to the Journal of Cryptology. After a close vote, the Committee se-
lected Benny Applebaum, Yuval Ishai and Eyal Kushilevitz, the authors of the
first paper, as recipients of the Best Paper Award.

The conference featured invited lectures by Ross Anderson and Paul Kocher.
Ross Anderson’s paper “Information Security Economics — And Beyond” has
been included in these proceedings.

There are many people who contributed to the success of CRYPTO 2007. 1
would like the thank the many authors from around the world for submitting
their papers. I am deeply grateful to the Program Committee for their hard
work, enthusiasm, and conscientious efforts to ensure that each paper received
a thorough and fair review. Thanks also to the external reviewers, listed on
the following pages, for contributing their time and expertise. It was a pleasure
working with Markus Jakobsson and the staff at Springer. I am grateful to Andy
Clark, Cynthia Dwork, Arjen Lenstra and Bart Preneel for their advice. Finally,
I would like to thank Dan Bernstein for organizing a lively Rump Session, and
Shai Halevi for developing and maintaining his most useful Web Submission and
Review Software.

June 2007 Alfred Menezes
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Practical Cryptanalysis of SFLASH

Vivien Dubois!, Pierre-Alain Fouque', Adi Shamir!2,
and Jacques Stern'

! Fcole normale supérieure
Département d’Informatique 45, rue d’Ulm
75230 Paris cedex 05, France
Vivien.Dubois@ens.fr,
Pierre-Alain.Fouque@ens.fr, Jacques.Stern@ens.fr
2 Weizmann Institute of Science
Adi.Shamir@weizmann.ac.il

Abstract. In this paper, we present a practical attack on the signature
scheme SFLASH proposed by Patarin, Goubin and Courtois in 2001 fol-
lowing a design they had introduced in 1998. The attack only needs the
public key and requires about one second to forge a signature for any
message, after a one-time computation of several minutes. It can be ap-
plied to both SFLASH"? which was accepted by NESSIE, as well as to
SFLASH"® which is a higher security version.

1 Introduction

In the last twenty years, multivariate cryptography has emerged as a potential
alternative to RSA or DLOG [12,2] schemes. Many schemes have been proposed
whose security appears somehow related to the problem of deciding whether
or not a quadratic system of equations is solvable, which is known to be NP-
complete [5]. An attractive feature of such schemes is that they have efficient
implementations on smart cards, although the public and secret keys are rather
large. Contrary to RSA or DLOG schemes, no polynomial quantum algorithm
is known to solve this problem.

The SFLASH Scheme. SFLASH is based on the Matsumoto-Imai scheme
(MI) [7], also called the C* scheme. It uses the exponentiation x — 24’ +1 in
a finite field Fy» of dimension n over a binary field F,, and two affine maps
on the input and output variables. The MI scheme was broken by Patarin in
1995 [8]. However, based on an idea of Shamir [13], Patarin et al. proposed
at CT-RSA 2001 [10] to remove some equations from the MI public key and
called the resulting scheme C*~. This completely avoids the previous attack
and, although not appropriate for an encryption scheme, it is well-suited for a
signature scheme. The scheme was selected in 2003 by the NESSIE European
Consortium as one of the three recommended public key signature schemes, and
as the best known solution for low cost smart cards.

A. Menezes (Ed.): CRYPTO 2007, LNCS 4622, pp. 1-12, 2007.
© International Association for Cryptologic Research 2007



2 V. Dubois et al.

Previous Attackson SFLASH. Thefirst version of SFLASH, called SFLASH"!,
is a more efficient variant of C*~ using a small subfield. It has been attacked by
Gilbert and Minier in [6]. However, the later versions (SFLASH"? and SFLASH"3)
were immune to this attack.

Recently, Dubois, Fouque and Stern in [1] proposed an attack on a special
class of SFLASH-like signatures. They show that when the kernel of the linear
map & — 427 is non-trivial, the C*~ scheme is not secure. The attack is very
efficient in this case, but relies on some specific properties which are not met by
the NESSIE proposals and which make the scheme look less secure.

Our Results. In this paper, we achieve a total break of the NESSIE standard
with the actual parameters suggested by the designers: given only the public
key, a signature for any message can be forged in about one second after a one
time computation of several minutes. The asymptotic running time of the attack
is O(log®(q)n®) since it only needs standard linear algebra algorithms on O(n?)
variables, and n is typically very small. As in [1], the basic strategy of the attack is
to recover additional independent equations in order to apply Patarin’s attack [8].
To this end, both attacks use the differential of the public key. However, the
attacks differ in the way the invariants related to the differential are found. The
differential of the public key, also called its polar form, is very important since
it transforms quadratic equations into linear ones. Hence, it can be used to find
some linear relations that involve the secret keys. Its cryptanalytic significance
had been demonstrated in [4].

Organization of the Paper. In section 2, we describe the SFLASH signa-
ture scheme and the practical parameters recommended by Patarin et al. and
approved by NESSIE. Then, in section 3 we present the multiplicative property
of the differential that we need. Next, in section 4 we describe how to recover
linear maps related to multiplications in the finite field from the public key. In
section 5, we show how to break the NESSIE proposal given only the public
key. In section 6, we extend the attack to cover the case when up to half of the
equations are removed, and finally in section 7, we compare our method with
the technique of [1] before we conclude.

2 Description of SFLASH

In 1988, Matsumoto and Imai [7] proposed the C* scheme for encryption and
signature. The basic idea is to hide a quadratic easily invertible mapping F' in
some large finite field F» by two secret invertible linear (or affine) maps U and
T which mix together the n coordinates of F' over the small field I, :

P=ToFoU

where F'(z) = 27"+ in F4n. This particular form was chosen since its represen-
tation as a multivariate mapping over the small field is quadratic, and thus the
size of the public key is relatively small.
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The secret key consists of the maps U and T'; the public key P is formed by
the n quadratic expressions, whose inputs and outputs are mixed by U and T,
respectively. It can be seen that I and P are invertible whenever ged(q? +1, ¢" —
1) = 1, which implies that ¢ has to be a power of 2 since ¢ is a prime power.

This scheme was successfully attacked by Patarin [8] in 1996. To avoid this
attack and restore security Patarin et al. proposed in [11] to remove from the
public key the last r quadratic expressions (out of the initial n), and called this
variant of C* schemes, C*~. Furthermore, if the value of r is chosen such that
q" > 289 then the variant is termed C*~~. If we denote by IT the projection of
n variables over F, onto the first n — r coordinates, we can represent the public
key by the composition :

Pr=HIoToFoU=TgoFol.

In the sequel, P denotes the public key of a C* scheme whereas P;; denotes a
C*~ or C*~~ public key. In both cases the secret key consists of the two linear
maps 1" and U.

To sign a message m, the last r coordinates are chosen at random, and the
signer recovers s such that Pr(s) = m by inverting 7', U and F. A signature
(m,s) can be checked by computing Py (s) with the public key, which is ex-
tremely fast since it only involves the evaluation of a small number of quadratic
expressions over the small finite field IF,.

For the NESSIE project and in [10], Patarin et al. proposed two particular
recommended choices for the parameters of C*~~ :

— for SFLASH"? : ¢ =27, n=37,0=11and r =11
— for SFLASH"3 : ¢ =27, n =67,0 =33 and r = 11

SFLASH"? was actually proposed to provide an even more conservative level
of security than SFLASH"? [10]. However, the designers made clear that they
viewed SFLASH"? as providing adequate security, and no attack on these two
choices of parameters had been reported so far.

The important fact to notice here is that in both cases ged(n, ) = 1 and thus
the attack described in [1] on a modified version of SFLASH in which ged(n, 0) >
1 cannot be applied. The attack described in this paper shares with [1] the basic
observation about the multiplicative property of C*~ schemes which is described
in section 3, but proceeds in a completely different way. More discussion about
the relationships between the two attacks can be found in section 7.

3 The Multiplicative Property of the Differential

The attack uses a specific multiplicative property of the differential of the public
key of a C*~ scheme.

The differential of the internal quadratic system F(z) = 29°+1 is a symmetric
bilinear function in Fy», called DF', and it is defined for all a,z € Fy» by the
linear operator :

DF(a,x) = F(a+x) — F(a) — F(z) + F(0).
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When F(z) = 24" 1, we get for all a,x € Fyn
DF(a,z) = az?’ +a? x

Note that this expression is bilinear since exponentiation by ¢’ is a linear oper-
ation. This map has a very specific multiplicative property: for all £ € Fyn

F(€-a,z) + DF(a,& -x) = (€ +£7) - DF(a,z) (1)

We now explain how this identity on the internal polynomial induces a similar
one on the differential of the public keys in C* and C*~. Due to the linearity of
the DP operator, we can combine it with the linear maps 7" and U to get that
the differential of any C* public key P is DP(a,x) = ToDF(U(a),U(z)). Then,
equation (1) becomes for any & € Fyn

ToDF(-U(a),U(x)) + ToDF(U(a),&-U(x))
=To(¢+¢")- DF(U(a),U(x))
=To(6+¢")-T Y (DP(a,1)).

We denote by M, and M) respectively the multiplications by £ and by L(§) =

&+ 5‘10. Also, we let N¢ denote the linear map U~! o Mg o U which depends on
the secret key. We still use the word “multiplication” for N¢, even though this
wording is not actually accurate since this is not the standard multiplication in
Fyn, due to the action of the input transformation U. With these notations :

DP(N¢(a),z) + DP(a, Ne¢(z)) =T o My o T (DP(a, x)).
Finally, if D Py7 is the differential of a C*~ public key Pp7, then :
DPp(Ne(a),z) + DPr(a, Ne(z)) = Tir o Mgy o T~ (DP(a, z)).
Let A(L(&)) denote the linear map Tir o My o T, then
DPrr(Ne(a), z) + DPr(a, Ne(x)) = A(L(E)) (DP(a, z)). (2)

This last equation is interesting since each coordinate of the left hand side is
linear in the unknown coefficients of N¢ and each coordinate of the right hand side
is a linear combination by the unknown coefficients of A(L(§)) of the symmetric
bilinear coordinate forms of the original D P, which are partially known since
their first (n — r) coordinates are public.

The heart of the attack consists in identifying some N¢, given the public
key and equation (2), and then using its mixing effect on the n coordinates to
recover the r missing quadratic forms from the (n —r) known quadratic forms of
the public key. In the next section, we will see how to recover some non-trivial
multiplication Ng, in which £ can be any value in Fgn \ Fy.
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4 Recovering Multiplications from the Public Key

Any linear mapping can be represented by an n x n matrix with n? entries from
[F,. Note that the multiplications /N¢ form a tiny subspace of dimension n within
the space of all linear maps whose dimension is n?.

The coordinates of D Py are known symmetric bilinear forms that can be seen
as n(n—1)/2-dimensional vectors. They generate a (n —r)-dimensional subspace
V7 which is contained in the n-dimensional space V', generated by the full set
of coordinates of DP in the original C* public key.

Consider now the expression :
Sm(a,x) = DP(M(a),x) + DPr(a, M(x))

where Sy is defined for any linear mapping M as a (n — r)-tuple of symmetric
bilinear forms. Most choices of M do not correspond to any multiplication by a
large field element &, and thus we do not expect them to satisfy the multiplicative
property described in section 3. Due to relation (2), when M is a multiplication
Ne, the (n —r) coordinates of Sy, are in V. It is unlikely that they are all in
the subspace V7. However, there is a huge number of possible values for £, and
it can be expected that for some choices of £ € Fyn \ F,, some of the bilinear
forms in Sys(a, ) will be contained in the known subspace Vi7. Our goal now is
to detect such special multiplications.

Dimension of the Overall Linear Maps Space. Let us consider k of the
published expressions, for instance the first k, and let us study the vector space
E(1,...,k) of linear maps M such that the first k coordinates of Sys(a,x) are
all contained in Vi7. Since membership in Vj7 is expressed by the vanishing of
n(n—1)/2 — (n —r) linear forms, the elements of this subspace satisfy a system
of k- (n(n —1)/2 — (n —r)) linear equations in the n? unknown coefficients of
M. TIf all these equations were independent, the dimension of E(1,...,k) would
be n? — k- (n(n —1)/2 — (n — r)) which is clearly impossible as soon as k > 3.
Otherwise, we can only claim that it is lower-bounded by this number. On the
other hand, it can be seen that the space E(1,...,k) contains a subspace of
multiplications, whose dimension is now to be computed.

Dimension of the Multiplications Space. For a multiplication N¢, thanks
to equation (2), the coordinates of Sy, are guaranteed to be linear combinations
of the coordinates of DP, whose coefficients A(L(£)) are linear in £ +¢7° Setting
(=¢&+ fqg, the first k£ linear combinations are given by the k linear forms

A;(¢Q)=I;0ToM;oT™?

for i+ = 1,...,k where II; is the projection on the ith coordinate. Note that
A 2 (= A;(C) are linear bijections from Fyn to (F})*, the vector space of linear
forms over . Indeed, the kernel of A; consists of the elements ¢ such that the
ith row of T o M o T~ is zero. Since T' o M o T~ is invertible for ¢ # 0, the
kernel of A; must be trivial. This implies that A; is a linear bijection, and we will
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use this property. Note that this is the converse of the assumption underlying
the attack in [1], and in this sense, our new attack and the old attack can be
seen as complementary.

Let us consider the subspace L of (IF)* generated by the first (n —r) coor-
dinate projections. In this case, the k conditions II; o Sy, € V7 become

ML) el Yi=1,...,k (3)

which means that A;(L(§)) only depends on the (n — r) first rows of DP, i.e.
only on the known D Ppy.
Consequently, when searching for a multiplication by & for which equation (3)

holds, we get the following set of conditions on ( = L(§) =& + qu :

(i) ¢ € Im(L)
(i) () e L/ fori=1,....k

Since ¢ = £+£9° and ged(n, 0) = 1, ¢ is non-zero unless £ = 0 or 1. This means
that the kernel of L has dimension 1, hence { ranges over a space of dimension
n — 1. Condition (i) corresponds to a single linear relation over the coordinates
of L(§), since dimIm(L) = n — 1. Also, since A; is a linear bijection and L’
is of codimension r, each of the conditions in (ii) corresponds to r additional
linear relations. Altogether, this means that we have kr + 1 linear equations.
Furthermore, since we are interested in the space of N¢’s and not in the space
of M¢’s, the dimension is n — kr — 1 4+ 1 = n — kr since the kernel of L is of
dimension 1. This implies that whenever we add a condition (i.e. increase k by
1), we add about n?/2 linear equations on the full space of linear maps, but
their effect on the subspace of multiplications is to reduce its dimension only by
r. Finally, the space of multiplications in E(1,..., k) includes at least one non-
trivial multiplication, ¢.e. a multiplication by an element outside F, whenever

n > kr+ 2. (4)

Consequently, the dimension of E(1,...,k) is

max{nQ—k(@—(n—rQ ,n—kr,l}.

Figure 1 describes the expected evolution of the dimension of the space of
all linear maps and of the dimension of the subspace of multiplications for two
different choices of r. The intuition behind our attack is that initially there are
many “useless maps” and few multiplications. However, the number of useless
maps drops rapidly as we add more equations, whereas the number of multi-
plications drops slowly (since many of the equations are linearly related on the
subspace of multiplications). This leads to an elimination race, and we hope to
get rid of all the “bad maps” before we inadvertantly kill off all the “good maps”
by imposing too many conditions.

Taking k = 3, it can be seen that the first expression of the max is not posi-
tive. This seems to indicate that F(1,...,k) consists entirely of multiplications.
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Overall lincar maps
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Fig. 1. Evolution of the dimensions of the overall linear maps and their subspace of
multiplications when r < n/3 (left figure) and when r > n/3 (right figure), as we add
more linear equations

This is demonstrated in the left figure. This subspace contains non-trivial mul-
tiplications, whenever n — 3r > 1. Therefore, the attack is expected to work for
values of 7 up to (n —2)/3. The right figure shows a case in which r is too large,
and thus the “good maps” are eliminated before the “bad maps”. We will see
in section 6 how to improve the attack and deal with values of r up to about
n/2. Note that even without this improvement, our technique is already suffi-
cient to recover non-trivial multiplications for the recommended parameters of
SFLASH"? and SFLASH"3, since r = 11 is smaller than both 35/3 and 65/3.
Of course, the argument that was offered is only heuristic. However, it was con-
firmed by a large number of experiments, in which the attack always behaved as
expected by our heuristic analysis, and signatures were successfully forged.

5 Recovering a Full C* Public Key

The final part of the attack is to recover a set P’ 7 of additional equations which
are independent of the first system Pj7. If the rank of the concatenation of the
original P;; and the newly computed r equations of P’y is full, then Patarin’s
attack on MI [8] can be mounted, although we do not necessarily reconstruct the
r original equations of the full public key. This idea is the same as in [1].

Recovering a Full Rank System. To reconstruct a full rank system, we
note that the action of the final linear map T is to compute different linear
combinations of the full (i.e. non-truncated) internal quadratic polynomials F' o
U. Consequently, if we were able to mix by some linear mapping the internal
quadratic coordinates F' o U before the action of 777, then we will be able to
create new quadratic polynomials which could replace the r missing ones.
When we compose the multiplication Ne = U~ o Mg o U (which was found
in the previous part of the attack) with the truncated public key Py, the inputs

of the internal quadratic mapping F'(x) = 29"+ are multiplied by &. Indeed,

PHON§:THOFOMSOU
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since Py o Ne(z) =TgoFoUoU o Me(U(z)) = T (F(Me(U(x)))). Let us
denote this new system by P’;;. We can show that the outputs of the internal
quadratic equations F' o U are multiplied by §q9+1. Indeed, Ty o FI(§-U(x)) =
Tr((-U@)” ) =T (€ +" - F(U(x))), and so

P/HZPHON€=THOM£Q9+1 oFolU

Let us consider the special case { € Fyn \ Fy. In this situation, we say that

N¢ is non-trivial. Since F' is a permutation and thus F(F,) = Fg, §q9+1 is not in
F, either. Thus, the multiplication by M gaf 41 is non-trivial, ¢.e. corresponds in
particular to a non-diagonal matrix.

Therefore, in the sets P;; and P’ the internal quadratic coordinates of F o U
are mixed with two different linear combinations, T and 17 0 M ga® 11 We hope
that for some value & € Fyn \ Fy, r equations in the set P’ together with Pry
will form a full rank system. This special case is not necessary since we could
use different values of £ to add r different quadratic forms to the (n — r) public
ones. However, in our experiments it was always sufficient to use one £, and then
Patarin’s attack could be applied to forge actual signatures.

In practice, to determine if the new system of n equations is of full rank, we sim-
ply tested whether Patarin’s attack succeeded. If not, another set of r equations
was chosen amongst the (n — r) equations of P’ 7. For each choice of r equations,
the success probability was approximately 1 — 1/q, which is close to 1 for ¢ = 27

If ¢ € F, (i.e. the multiplication is trivial), P’y is simply P where each
coordinate has been multiplied by the same element of F,, since F/(F,) = F, and
multiplication by an element of [, is a diagonal matrix. Thus, such trivial £ are
not interesting for our attack and this is the reason why they were discarded
from our search for appropriate N¢ in the previous section.

Practical Results. We carried our experiments on a 2GHz AMD Opteron PC
using different parameters. The following table provides the time to recover a
non-trivial multiplication and the time to recover an independent set of equations
which form a full rank system. This computation has to be done only once per

37 37 67 67 131
11 11 33 33 33
2 128 2 128 2

r 11 11 11 11 11

N¢ Recovery 4s 70s Im | 50m | 35m
C* Recovery 7.58 22s 2m | 10m | 7m
Forgery 0.01s | 0.5s | 0.02s 2s | 0.1s

|3

public key. Then Patarin’s attack requires about one second to forge an ac-
tual signature for any given message. All these operations can be carried out by
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solving various systems of linear equations with a relatively small number of
variables (O(n?) or O(n), depending on the operation).

The two columns in bold font represent the time to attack SFLASH"? and
SFLASH"3. The notation ’s’ is for seconds and 'm’ is for minutes.

6 Breaking SFLASH When the Number of Deleted
Quadratic Equations r Is Up to n/2

In this section, we deal with this problem by a technique which we call distil-
lation, since it allows to gradually filter additional linear maps which are not
multiplications. When r < (n — 2)/3, we can use three conditions to eliminate
all the useless linear maps, while retaining at least a two dimensional subspace
of multiplications (since we reduce the initial n coordinates three times by 7).
When r > (n — 2)/3, this will usually kill all the multiplications along with the
useless linear maps.

Distillation is performed by relaxing the constraints, i.e. by forcing only two
coordinates of Sy to be in V7. This will cancel a large fraction of useless linear
maps, but not all of them. To clarify the situation, we use in the rest of this
section angular brackets to demonstrate the stated number of dimensions for
the SFLASH"3 parameters of n = 67 and r = 11.

After forcing the two conditions, the dimension of the space of linear maps is
reduced to

n? —2(n(n —1)/2 — (n —r)) = 3n — 2r (179)

of the n? (4489) at the beginning, while the dimension of the good subspace
(i.e. the subspace of multipications) is n — 2r (45). Now, to find at least one
non-trivial multiplication, we need to eliminate all the remaining useless linear
maps. The new idea is that we can perform this process twice with different pairs
of coordinates, i.e. coordinates 1 and 2 for the first time and coordinates 3 and
4 for the second, and get two different sets of linear maps, say V.S; and VS5,
which contain both good and bad linear maps. Two random linear subspaces
of dimension m in a linear space of dimension ¢ are likely to have a nonzero
intersection if and only if m > t/2, and then the dimension of the intersection
is expected to be 2m — t. We can apply this criterion separately to the space
of all linear maps (in which ¢ = n?) and to the subspace of multiplications
(in which ¢ = n). In our example V.S; N V.S, is likely to contain non-trivial
multiplications since (45) > (67)/2, but is not likely to contain other maps since
(179) < (4489)/2. More generally, we may have to replace each one of SV
and SV, by the sum of several such linear subspaces in order to build up the
dimension of the multiplications to more than n/2. For example, if each V'S;
has only a (10)-dimensional subspace of multiplications, we can replace it by the
sum of four such linear subspaces to get the expected dimension up to (40), and
the intersection of two such sums will have an expected dimension of (13), and
thus many non-trivial multiplications.
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Asymptotic Analysis. We now show how to deal with any r < (1—¢)n/2 for a
fixed € and large enough n. Note that our goal here is to simplify the description,
rather than to provide the most efficient construction or tightest analysis. Since
n — 2r > en, we can impose pairs of conditions and create linear subspaces
V'S; of total dimension O(n) which contain a subspace of multiplications of
dimension en > 2. If we add 1/e such subspaces, the dimension of the subspace
of multiplications will increase to almost n, while the total dimension will remain
n /e, which is much smaller than n?. Consequently, the intersection of two such
sums is likely to consist entirely of multiplications.

Experimentations. We get the following timing results when r is close to n/2
and ’s’, 'm’ and ’h’ respectively denotes seconds, minutes and hours.

n 37 37 67 67
0 11 11 33 33
q 2 128 2 128
r 17 16 32 31

N¢ Recovery 8s 4dm | 3.5m | 10h
C* Recovery || 7.5s | 22s 3m | 10m
Forgery 0.01s| 0.4s | 0.02s | 2s

7 Comparison with the Method of Dubois et al. [1]

In both attacks, the basic strategy is to recover additional independent equations
in order to apply Patarin’s attack [8]. They both use the differential of the public
key, but differ in the way the invariants of the differential are found. The method
of [1] can only deal with schemes where ged(n,#) > 1, which implies that the

kernel of L(§) =& + fqe is of dimension strictly larger than 1.

To recover non-trivial multiplication in [1], skew-symmetric mappings with
respect to a bilinear form B are considered, i.e. linear maps M such that
B(M(a),x) = —B(a, M(x)). In fact, the authors show that skew-symmetric
mappings related to the symmetric bilinear forms of a C* public key are specific
multiplications in the extension F,» by means of a suitable transformation de-
pending on the secret key, namely U1 o Mg oU where ¢ € Ker L. For such maps,
we get DP(M (a),z) + DP(a, M(x)) = 0. Since DP can be computed from the
public key, this equation defines linear equations in the unknowns of M. How-
ever, in the case considered in this paper, i.e. when dim Ker L = 1 or equivalently
when ged(n, ) = 1, the only skew-symmetric maps are the trivial multiplications
which are useless to recover new independent quadratic equations.

To recover non-trivial multiplications, we introduce here different and more
elaborate conditions related to the vector space generated by the various images
of the differential in public key coordinates. In this case, we are also able to
detect images of multiplications. However, the multiplications to be found are



Practical Cryptanalysis of SFLASH 11

not known in advance but are only shown to exist by counting arguments, and the
way we find them is by setting up an elimination race between the multiplications
and other linear maps.

8 Conclusion

Multivariate cryptographic schemes are very efficient but have a lot of exploitable
mathematical structure. Their security is not fully understood, and new attacks
against them are found on a regular basis. It would thus be prudent not to use
them in any security-critical applications.

One of the most interesting open problems is whether the new techniques
described in this paper can be applied to the HFE cryptosystem [9]. The main
attacks discovered so far against HFE are based on Grobner bases [3], and are
very slow. So far, we could not find a way how to detect non-trivial multiplica-
tions in HFE, since it lacks the multiplicative property described in section 3,
but this is a very promising line of attack which should be pursued further.
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Abstract. At Crypto ’06, Bellare presented new security proofs for
HMAC and NMAC, under the assumption that the underlying compres-
sion function is a pseudo-random function family. Conversely, at Asi-
acrypt 06, Contini and Yin used collision techniques to obtain forgery
and partial key-recovery attacks on HMAC and NMAC instantiated with
MD4, MD5, SHA-0 and reduced SHA-1. In this paper, we present the
first full key-recovery attacks on NMAC and HMAC instantiated with
a real-life hash function, namely MD4. Our main result is an attack
on HMAC/NMAC-MD4 which recovers the full MAC secret key after
roughly 2%® MAC queries and 2°° MD4 computations. We also extend the
partial key-recovery Contini-Yin attack on NMAC-MD5 (in the related-
key setting) to a full key-recovery attack. The attacks are based on gener-
alizations of collision attacks to recover a secret IV, using new differential
paths for MD4.

Keywords: NMAC, HMAC, key-recovery, MD4, MDJ5, collisions, differ-
ential path.

1 Introduction

Hash functions are fundamental primitives used in many cryptographic schemes
and protocols. In a breakthrough work, Wang et al. discovered devastating col-
lision attacks [17,19,20,18] on the main hash functions from the MD4 family,
namely MD4 [17], RIPE-MD [17], MD5 [19], SHA-0 [20] and SHA-1 [18]. Such
attacks can find collisions in much less time than the birthday paradox. However,
their impact on the security of existing hash-based cryptographic schemes is un-
clear, for at least two reasons: the applications of hash functions rely on various
security properties which may be much weaker than collision resistance (such
as pseudorandomness); Wang et al.’s attacks are arguably still not completely
understood.

This paper deals with key-recovery attacks on HMAC and NMAC using col-
lision attacks. HMAC and NMAC are hash-based message authentication codes
proposed by Bellare, Canetti and Krawczyk [3], which are very interesting to
study for at least three reasons: HMAC is standardized (by ANSI, IETF, ISO
and NIST) and widely deployed (e.g. SSL, TLS, SSH, Ipsec); both HMAC and

A. Menezes (Ed.): CRYPTO 2007, LNCS 4622, pp. 13-30, 2007.
© International Association for Cryptologic Research 2007
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NMAC have security proofs [2,3]; and both are rather simple constructions. Let
H be an iterated Merkle-Damgard hash function. Its HMAC is defined by

HMAC, (M) = H(k @ opad ||H (k @ ipad || M)),

where M is the message, k is the secret key, k its completion to a single block
of the hash function, opad and ipad are two fixed one-block values. The security
of HMAC is based on that of NMAC. Since H is assumed to be based on the
Merkle-Damgard paradigm, denote by H} the modification of H where the public
IV is replaced by the secret key k. Then NMAC with secret key (kq, k2) is defined
by:

NMACkl,kz (M) = Hkl (sz (M))

Thus, HMACy, is essentially equivalent to NMAC g (xgopad), H (k@ipad) 1 Attacks
on NMAC can usually be adapted to HMAC (pending few modifications), except
in the related-key setting?.

HMAC/NMAC Security. The security of a MAC algorithm is usually mea-
sured by the difficulty for an attacker having access to a MAC oracle to forge
new valid MAC-message pairs. More precisely, we will consider two types of at-
tack: the existential forgery where the adversary must produce a valid MAC for
a message of its choice, and the universal forgery where the attacker must be
able to compute the MAC of any message.

The security of HMAC and NMAC was carefully analyzed by its designers.
It was first shown in [3] that NMAC is a pseudorandom function family (PRF)
under the two assumptions that (A1) the keyed compression function fj of the
hash function is a PRF, and (A2) the keyed hash function Hy, is weakly collision
resistant. The proof for NMAC was then lifted to HMAC by further assuming
that (A3) the key derivation function in HMAC is a PRF. However, it was
noticed that recent collision attacks [17,19,20,18] invalidate (A2) in the case of
usual hash function like MD4 or MD5, because one can produce collisions for any
public IV. This led Bellare [2] to present new security proofs for NMAC under
(A1) only. As a result, the security of HMAC solely depends on (A1) and (A3).
The security of NMAC as a PRF holds only if the adversary makes less than
2"/2 NMAC queries (where n is the MAC size), since there is a generic forgery
attack using the birthday paradox with 2/2 queries.

Since recent collision attacks cast a doubt on the validity of (Al), one may
wonder if it is possible to exploit collision search breakthroughs to attack HMAC
and NMAC instantiated with real-life hash functions. In particular, MD4 is a
very tempting target since it is by far the weakest real-life hash function with
respect to collision resistance. It is not too difficult to apply collision attacks
on MD4 [17,21], to obtain distinguishing and existential forgery attacks on

! There is small difference in the padding: when we use H(k||-) instead of Hy, the
length of the input of the hash function (which is included in the padding) is different.

2 If we need an oracle NMACk, ky+4, we can not emulate it with an related-key HMAC
oracle.
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HMAC/NMAC-MD4: for instance, this was done independently by Kim et al. [9]
and Contini and Yin [4]. The situation is more complex with MD5, because the
differential path found in the celebrated MD5 collision attack [19] is not well-
suited to HMAC/NMAC since it uses two blocks: Contini and Yin [4] turned
instead to the much older MD5 pseudo-collisions of de Boer and Bosselaers [7]
to obtain distinguishing and existential forgery attacks on NMAC-MD?5 in the
related-key setting. It is the use of pseudo-collisions (rather than full collisions)
which weakens the attacks to the related-key setting.

Interestingly, universal forgery attacks on HMAC and NMAC seem much more
difficult to find. So far, there are only two works in that direction. In [4], Con-
tini and Yin extended the previous attacks to partial key-recovery attacks on
HMAC/NMAC instantiated with MD4, SHA-0, and a step-reduced SHA-1, and
related-key partial key-recovery attacks on NMAC-MD5. In [14], Rechberger and
Rijmen improved the data complexity of Kim et al. [9] attacks, and extended
them to a partial key recovery against NMAC-SHA-1. These attacks are only
partial in the sense that the NMAC attacks only recover the second key ko, which
is not sufficient to compute new MACs of arbitrary messages; and the HMAC
attacks only recover H (k @ ipad) where k is the HMAC secret key, which again
is not sufficient to compute new MACs of arbitrary messages, since it does not
give the value of k nor H (k@ opad). Note that recovering a single key of NMAC
does not significantly improve the generic full key-recovery attack which recovers
the keys one by one.

Very recently, Rechberger and Rijmen have proposed full key-recovery attacks
against NMAC in the related-key setting in [15]. They extended the attack of [4]
to a full key-recovery attack against NMAC-MD5, and introduced a full key-
recovery attack against NMAC when used with SHA-1 reduced to 34 rounds.

Our Results. We present what seems to be the first universal forgery attack,
without related keys, on HMAC and NMAC instantiated with a real-life hash
function, namely MD4. Our main result is an attack on HMAC/NMAC-MD4
which recovers the full NMAC-MD4 secret key after 2% MAC queries; for HMAC,
we do not recover the HMAC-MD4 secret key k, instead we recover both H (k @
ipad) and H (k®opad), which is sufficient to compute any MAC. We also obtain a
full key-recovery attack on NMAC-MD)5 in the related-key setting, by extending
the attack of Contini and Yin [4]. This improvement was independently proposed
in [14].

Our attacks have a complexity greater than the birthday paradox, so they are
not covered by Bellare’s proofs. Some MAC constructions have security proof
against PRF-attacks, but are vulnerable to key-recovery attacks. For instance,
the envelope method with a single key was proved to be secure, but a key-
recovery attack using 267 known text-MAC pairs, and 2'3 chosen texts was found
by Preneel and van Oorschot [12]. However, in the case of NMAC, we can prove
that the security against universal forgery cannot be less than the security of
the compression function against a PRF distinguisher (see the full version of
this paper for the proof). This shows that NMAC offers good resistance beyond
the birthday paradox: a universal forgery attack will have a time complexity of
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2" if there is no weakness in the compression function. Conversely, there is a
generic attack against any iterated stateless MAC using a collision in the inner
hash function to guess the two subkeys ki and ks independently, in the case of
NMAC it requires 2™/? queries and 2"*! hash computations [11,13].

Our attacks on MD4 and MD5 are rather different from each other, although
both are based on IV-recovery attacks, which allow to recover the IV when one
is given access to a hash function whose IV remains secret. Such IV-recovery
attacks can be exploited to attack HMAC and NMAC because the oracle can in
fact be very weak: we do not need the full output of the hash function; essentially,
we only need to detect if two related messages collide under the hash function.
The MD5 related-key attack closely follows the Contini-Yin attack [4]: the IV-
recovery attack is more or less based on message modification techniques. The
MD4 TV-recovery attack is based on a new technique: we use differential paths
which depend on a condition in the IV. The advantage of this technique is that
it can be used to recover the outer key quite efficiently, since we only need to
control the difference of the inputs and not the values themselves. This part of
the attack shares some similar ideas with [15]. To make this possible without
related keys, we need a differential path with a message difference only active in
the first input words. We found such IV-dependant paths using an automated
tool described in [8]. To make this attack more efficient, we also introduce a
method to construct cheaply lots of message pairs with a specific hash difference.

Our results are summarized in the following table, together with previous
attacks where “Data” means online queries and “Time” is offline computations:

Attacks ‘ Data‘ Time ‘ Mem ‘Remark
E-Forgery | 2"/2| - - |[13] Collision based
Generic 2n/2|2n+1 1~ 1[13] Collision based
U-Forgery TYRIPS YR -
1 [227/3]227/3|[1] TM tradeoff, 2" precomputation
E-Forgery | 2°8 | - - |[4] Complexity is actually lower [8]
NMAC-MD4 -
HMAC-MD4 | Fartial-KR 203 1 2401 14] Only for NMAC
U-Forgery | 288 | 29 - |New result
E-Forgery | 247 | - - |[4]
NMAC-MD
¢ ° Partial- KR| 247 | 245 | - |[4]
Related keys
U-Forgery | 2°! | 219 - |New result -~ Same as [15]

Like [4], we stress that our results on HMAC and NMAC do not contradict
any security proof; on the contrary they show that when the hypotheses over
the hash function are not met, an attack can be built.

Road Map. This paper is divided in five sections. In Section 2, we give back-
ground and notations on MD4, MD5 and collision attacks based on differential
cryptanalysis. In Section 3, we explain the framework of our key-recovery at-
tacks on HMAC and NMAC, by introducing IV-recovery attacks. In Section 4,
we present key-recovery attacks on HMAC/NMAC-MD4. Finally, in Section 5,
we present related-key key-recovery attacks on NMAC-MD5.
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2 Background and Notation

Unfortunately, there does not seem to be any standard notation in the hash
function literature. Here, we will use a notation similar to that of Daum [6].

2.1 MD4 and MD5

MD4 and MD5 follow the Merkle-Damgard construction. Their compression
function are designed to be very efficient using 32-bit words and operations
implemented in hardware in most processors:

— rotation ¥

— addition mod 232 H;

— bitwise boolean operations @;. For MD4 and MD5, they are:
IF(z,y,2) = (xAy)V(-xzAz)

MAJ(z,y,2) = (x Ay)V(xAz)V(yAz)

XOR(z,y,2) =xdyd 2

ONX(z,y,2) = (z V y) @ 2.

MD4 uses IF(x,y, z), MAJ(x,y,z) and XOR(z,y, z), while MD5 uses IF
(2,9, 2), IF(2,2,y), XOR(z,y, z) and ONX(z,y, 2).

The compression function cMD4 (resp. cMD5) of MD4 (resp. MD5) uses an
internal state of four words, and updates them one by one in 48 (resp. 64) steps.
Their input is 128 bits x 512 bits, and their output is 128 bits. Here, we will
assign a name to every different value of these registers, following [6]: the value
changed on step i is called );. Then the cMD4 compression function is defined by:

Step update: Q; = (Qi—a B P;(Qi—1,Qi—2,Qi—3) Bm; BE;) K s;
Input: Q_4||Q-1||Q—2||Q—3
Output: Q_4 B Qu||Q—1 B Qur||Q—-2 B Qu6||Q—3 H Qus

And the cMD5 compression function is given by:

Step update: Q; = Qi—1 B (Qi—a BP;(Qi—1,Qi—2,Qi—3)Bm,; BE;) K s;
Input: Q 4]|Q—1/[Q—2[|Q—3
Output: Q_4 B Qeo]|Q—1 B Qs3/|Q—2 B Qp2||Q—3 B Q61

The security of the compression function was based on the fact that such
operations are not “compatible” and mix the properties of the input.

We will also use z[*! to represent the k + 1-th bit of z, that is z* = (z >>
k) mod 2 (note that we count bits and steps starting from 0).

2.2 Collision Attacks Based on Differential Cryptanalysis

It is natural to apply differential cryptanalysis to find collisions on hash functions
based on block ciphers, like MD4 and MD5 (which both follow the Davies-Meyer
construction). The main idea is to follow the differences in the internal state Q;
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of the compression function, when the inputs (the IVs or the messages) have a
special difference.

Our attacks on NMAC-MD5 are based on the MD5 pseudo-collision of de
Boer and Bosselaers [7], like [4] (this is the only known attack against MD5
compression function’s pseudo-randomness). Let IV be a 128-bit value satisfying
the so-called dBB condition: the most significant bit of the last three 32-bit words
of IV are all equal. Clearly, a randomly chosen IV satisfies the dBB condition
with probability 1/4. It is shown in [7] that in such a case, a randomly chosen
512-bit message M satisfies with heuristic probability 2746:

cMD5(IV, M) = cMD5(IV', M),

where IV’ is the 128-bit value derived from IV by flipping the most significant
bit of each of the four 32-bit words of I'V. The probability 2746 is obtained
by studying the most likely differences for the internal state @);, as is usual in
differential cryptanalysis.

Our attacks on HMAC/NMAC-MD4 are based on recent collision search tech-
niques for MD4 [17,21], which are organized as follows:

1. A precomputation phase:
— choose a message difference A
— find a differential path
— compute a set of sufficient conditions

2. Search for a message M satisfying all the conditions for a given IV; then
cMDA4(IV, M) = cMD4(IV, M B A).

The differential path specifies how the computations of cMD4(IV, M B A) and
cMD4(IV, M) are related: it describes how the differences introduced in the
message will evolve in the internal state ();. By choosing a special A with a low
Hamming weight and extra properties, we can find differences in the ); which
are very likely. Then we look at each step of the compression function, and we can
express a set of sufficient conditions that will make the );’s follow the path. The
conditions are on the @;’s, and their values depends of the IV and the message
M. For a given message M, we will have cMD4(IV, M) = cMD4(IV, M B A) if
the conditions are satisfied; we expect this to happen with probability 27¢ for a
random message if there are ¢ conditions. Wang introduced some further ideas
to make the search for such message more efficient, but they can’t be used in the
context of NMAC because the IV is unknown.

3 Key-Recovery Attacks on HMAC and NMAC

In this section, we give a high-level overview of our key-recovery attacks on
HMAC and NMAC instantiated with MD4 and MD5. Detailed attacks will be
given in the next two sections: Section 4 for MD4 and Section 5 for MD5. We
will assume that the attacker can request the MAC of messages of its choice, for
a fixed secret key, and the goal is to recover that secret key. In the related-key
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setting, we will assume like in [4] that the attacker can request the MAC of
messages of its choice, for the fixed secret key as well as for other related secret
keys (with a chosen relation). In fact, we will not even need the full output of
MAC requests: we will only need to know if the two MACs of messages of our
choice collide or not.

To simplify our exposition, we will concentrate on the NMAC case:

NMACk, k, (M) = Hg, (Hg,(M)).

The NMAC-MD4 attack can easily be extended to HMAC-MD4, pending minor
modifications. Our NMAC attack will first recover ko, then k. We will collect
NMAC collisions of a special shape, in order to disclose hash collisions with first
ko then k.

3.1 Extracting Hash Collisions from NMAC Collisions

We will extract hash collisions from NMAC collisions, that is, pairs (M;, M2) of
messages such that:

(C) M1 7§ Mg and NMACkl’kQ (Ml) = Nl\/[AC]ﬁ,k2 (MQ)

Our attacks are based on the elementary observation that H-collisions can leak
through NMAC. More precisely, two messages M7 and M, satisfy (C) if and only
if they satisfy either (C1) or (C2):

(C2) My # My and Hy,(M;) = Hy,(Ms): we have a collision in the inner
hash function;

(Cl) Hk2 (Ml) = N1 7£ N2 = Hk2(M2) and Hkl (Nl) = Hkl (N2): we have a
collision in the outer hash function .

If we select My and M uniformly at random, then (C) holds with probability
27128 if NMAC is a random function. However, if we select many pairs (M7, M>)
in such a way that (C2) holds with a probability significantly higher than 27128
then whenever NMACy, r, (M;) = NMACy, k,(Mz), it will be likely that we also

have (C2). More precisely, we have (since Ci N C = C1i):

Pr(C2|C)  Pr(C2)
Pr(C1|C)  Pr(C1)

and we expect that Pr(C2) > Pr(C1) ~ 27128,

Note that the Merkle-Damgard construction used in H leads to a simple
heuristic way to distinguish both cases (without knowing the secret keys k;
and k) if M7 and Ms have the same length, and therefore the same padding
block P: if Hy,(My) = Hy,(Ms), then for any M, we have Hy, (M ||P||M) =
Hy, (Ms||P||M). In other words, the condition (C2) is preserved if we append
P||M to both M; and Ms for a randomly chosen M, but that is unlikely for the
condition (C1).
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To illustrate our point, assume that we know a non-zero A such that for all
keys ko, a randomly chosen one-block message M, satisfies with probability 2764
the condition Hy, (M) = Hy, (Ms) where My = M; B A. If we select 254 one-
block messages M7 uniformly at random and call the NMAC oracle on each M;
and My H A, we are likely to find a pair (M7, My = M; B A) satisfying (C). By
the previous reasoning, we expect that such a pair actually satisfies (C2).

Thus, the NMAC oracle allows us to detect collisions on Hy,, if we are able
to select messages which have a non-negligible probability of satisfying (C2). To
detect collisions in Hy,, we will use the values of ks (recovered using collisions in
Hjy,): then, we can compute Hy, and directly check whether the NMAC collision
come from (C1). We now explain how to use such collision detections to recover
the secret keys ko and k;.

3.2 IV-Recovery Attacks

The previous subsection suggests the following scenario. Assume that a fixed key
k is secret, but that one is given access to an oracle which on input M; and Mo,
answers whether Hy(My) = Hy(Ms) holds or not. Can one use such an oracle
to recover the secret key k7 If so, we have what we call an IV-recovery attack.

An IV-recovery attack would clearly reveal the second key ko of NMAC,
because of (C2). But it is not clear why this would be relevant to recover
the outer key ki. To recover ki thanks to (C1), we would need the follow-
ing variant of the problem. Namely, one would like to retrieve a secret key k
when given access to an oracle which on input M; and M,, answers whether
Hy, (Hy, (M) = Hpy, (Hi,(Ms)) holds or not, where ks is known. Since the
messages are first processed through a hash function, the attacker no longer
chooses the input messages of the keyed hash function, and this oracle is much
harder to exploit than the previous one. We call such attacks composite IV-
recovery attacks. In the attack on HMAC/NMAC-MD4, we will exploit the
Merkle-Damgard structure of Hy, to efficiently extend the basic IV-recovery
attacks into composite IV-recovery attacks.

We will present two types of IV-recovery attacks. The first type is due to
Contini and Yin [4] and uses related messages, while the second type is novel,
based on IV-dependent differential paths.

Using related messages. We present the first type of IV-recovery attacks.
Assume that we know a specific differential path corresponding to a message
difference A and with total probability p much larger than 2728, In other words,
a randomly chosen message M will satisfy with probability p:

Hi(M) = Hy(M B A).

By making approximately 2/p queries to the Hy-oracle, we will obtain a message
M such that Hiy(M) = Hp(M B A). Contini and Yin [4] then make the heuristic
assumption that the pair (M, M B A) must follow the whole differential path,
and not just the first and last steps. Since they do not justify that assumption,
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let us say a few words about it. The assumption requires a strong property
on our specific differential path: that there are no other differential paths with
better (or comparable) probability. In some sense, differential cryptanalysis on
block ciphers use similar assumptions, and to see how realistic that is, one makes
experiments on reduced-round versions of the block cipher. However, one might
argue that there are intuitively more paths in hash functions than in block ciphers
because of the following facts:

— the message length of a compression function is much bigger than the length
of the round key in a block cipher.

— a step of the compression function is usually much simpler than a block-
cipher step.

Also, because the paths for hash functions have a different shape from those of
block ciphers, experiments on reduced-round versions may not be as conclusive.

The paper [4] shows that for usual differential paths (like those of MD4), if
(M, M B A) satisfies the whole path, then one can build plenty of messages M*
closely related to M such that:

— If a specific internal register Q); (during the computation of Hy(M)) satisfies
certain conditions, then the pair (M*, M* 8 A) follows the whole path with
probability p or larger, in which case Hy(M™*) = Hi(M* B A).

— Otherwise, the pair (M*, M* B A) will drift away from the path at some
position, and the probability of Hy(M*) = Hy(M*BA) is heuristically 212,

Thus, by sending to the oracle many well-chosen pairs (M’, M’HA), one can learn
many bits of several internal register @);’s during the computation of Hy(M).
Applying exhaustive search on the remaining bits of such );’s, one can guess
the whole contents of four consecutive ();’s. By definition of cMD4 and cMD5,
it is then possible to reverse the computation of Hy (M), which discloses k =

(Q—47 Q—37 Q—2a Q—l)-

Using I'V-dependent differential paths. We now present a new type of IV-
recovery attacks, that we will apply against MD4. Assume again that we know a
specific differential path corresponding to a message difference A and with total
probability p much larger than 2712, but assume this time that the path is
I'V-dependent: it holds only if the IV satisfies a specific condition (SC). In other
words, if k satisfies (SC), then a randomly chosen message M will satisfy with
probability p:
Hp(M) = H,(M8A).

But if k£ does not satisfy (SC), the pair (M, M B A) will drift away from the
differential path from the first step, leading us to assume that Hy (M) = Hy(MH
A) will hold with probability only 27128,

This would lead to the following attack: we would submit approximately 2/p
pairs (M, M B A) to the Hy-oracle, and conclude that k satisfies (SC) if and
only if Hy(M) = Hi(M B A) for at least one M. When sufficient information
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on k has been gathered, the rest of k can be guessed by exhaustive search if we
have at least one collision of the form Hy (M) = Hi(M B A).

Notice that in some sense the differential path of the MD5 pseudo-collision [7]
is an example of IV-dependent path where (SC) is the dBB condition, but it
does not disclose much information about the IV. We would need to find many
IV-dependent paths. Our attack on HMAC/NMAC-MD4 will use 22 such paths,
which were found by an automated search.

We note that such attacks require an assumption similar to the previous IV-
recovery attack. Namely, we assume that for the same message difference A, there
is no differential paths with better (or comparable) probability, with or without
conditions on the IV. To justify this assumption for our HMAC/NMAC-MD4
attack, we have performed experiments which will be explained in Section 4.

3.3 Subtleties Between the Inner and Outer Keys

Although the recovery of the inner key ko and the outer key ki both require
[V-recovery attacks, we would like to point out subtle differences between the
two cases. As mentioned previously, the recovery of ko only requires a basic IV-
recovery attack, while the recovery of k1 requires a composite [V-recovery attack.
The composite [V-recovery attacks will be explained in Section 4 for MD4, and
Section 5 for MD5.

When turning a basic IV-recovery attack into a composite IV-recovery, there
are two important restrictions to consider:

— We have no direct control over the input of the outer hash function, it is
the result of the inner hash function. So IV-recovery attacks using message
modifications will become much less efficient when turned into composite
IV-recovery. We will see this in Section 5 when extending the partial key-
recovery from [4] into a full key-recovery.

— Since the input of Hy, is a hash, its length is only 128 bits. Any differential

path using a message difference A with non-zero bits outside these 128 first
bits will be useless. This means that the partial key-recovery attacks from [4]
against MD4, SHA-0 and reduced SHA-1 can’t be extended into a full key-
recovery.
Using related keys one can use a differential path with a difference in the IV
and no message difference — such as the one from [7] — and try a given message
with both keys. However, if we want to get rid of related keys, we need a
differential path with no IV difference and a difference in the beginning of
the message.

3.4 Summary

To summarize, our attacks will have essentially the following structure (the MD5
attack will be slightly different because of the related-key setting):

1. Apply an IV-recovery attack to retrieve ko, repeating sufficiently many times:
(a) Select many one-block messages M uniformly at random.
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(b) Observe if NMACy, x, (M) = NMACy, r,(M B A;) for some M and a
well-chosen A;.

(c) Deduce information on k.

2. Apply a composite IV-recovery attack to retrieve ki, repeating sufficiently
many times:
(a) Construct carefully many pairs (My, Ma).
(b) Observe if NMACy, &, (M) = NMACy, x,(Ms2) for some pair (M7, Ma).
(c) Deduce information on k.

4 Attacking HMAC/NMAC-MD4

4.1 Our IV-Recovery Attack Against M D4

In order to find differential paths which leak information about the key, we con-
sider differential paths with a message difference in the first word (eg. émg = 1).
Then in the first steps of the compression function, we have:

Qo= (Q-4BIF(Q-1,Q 2,Q 3)Hmp) K3
Qo= (Q_4+BIF(Q_1,Q-2,Q_3)BmoH1) « 3

So Q¥ # QP Then

Q1= (Q3BIF(Qo,Q-1,Q_2)Bm;) K7
Qll = (Q—3 H IF(Q67 Q—l,Q—Z) e ml) K7

Thus, if Q) # Q") we will have IF(Qo, Q_1,Q_2) # IF(Q}, Q—1,Q_2) and
Q1 # Q). On the other hand, if Q[i = Q[E’]Q and there is no carry when going
from Qo to Qf, then Q1 = Q). Therefore, collision paths where Q[_S]l = Q[_?’]Z will
be significantly different from collision paths where Q[E]l =+ Q[_?’]2 This suggests
that the collision probability will be correlated with the condition (SC) : Q[_?’]l =
Q[_?’}2, and we expect to be able to detect the bias. More precisely we believe that

the case Q[E]l # Q[E’]Q will give a much smaller collision probability, since it means
that an extra difference is introduced in step 1.
To check this intuition experimentally, we ran one cMD4 round (16 steps) with
a random IV on message pairs (M, M H1) where M was also picked at random,
and we looked for pseudo-collisions in Q)12...QQ15 with the following properties:
— The weight of the non-adjacent form of the difference is lower or equal to 4.
— There is no difference on Q[12].
12
The second condition is required to eliminate the paths which simply keep the
difference introduced in Qg)’] without modifying it. We ran this with 5- 10! ran-
dom messages and IVs and found 45624 collisions out of which 45515 respected
the condition: this gives a ratio of about 420. This does not prove that we will
have such a bias for collisions in the full MD4, but it is a strong evidence.
The same arguments apply when we introduce the message difference in an-

other bit k (ie. dmgy = 2%): we expect to find more collisions if Q[EEESO] = Q[fgas(’].
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We ran a differential path search algorithm to find such paths, and we did
find 22 paths for different values of k with Q[_REE sol Q[_RSE %0l The path for k =0
is given in Appendix B, and the other paths are just a rotation of this one. The
corresponding set of sufficient conditions contains 79 conditions on the internal

variables ();, so we expect that for a random message M:

<p if QIMHsol _ QUkH]

Pr[MDA(M) = MD4(M + A)] =p > 277 if QU] — =]

If we try 252 message pairs per path, we will find a collision for every path
whose condition is fulfilled with a probability® of more than 99%. Then we know
22 bits of the IV (Q[_kiESO] = Q[_kEHSO] or Q[_k?SO] + Q[_RSESO]), which leaves only 2196
IV candidates. To check if a given IV is the correct one, we just check whether
it gives a collision on the pairs colliding with the real IV, so we expect to find
the IV after computing 2!%° pairs of hashes in an offline phase.

We show in Appendix A.2 how to reduce the search space to keys by
extracting more than one bit of information when a collision is found. This gives
an I'V-recovery attack against MD4 with a data complexity of 288 MD4 oracle
queries, and a time complexity of 2°4 MD4 evaluations.

294

4.2 Deriving a Composite IV-Recovery Attack Against MD4

To turn this into a composite IV-recovery attack, we need to efficiently compute
message pairs M, M’ such that Hy,(M) = Hy,(M') B A (we will need 252 such
pairs). As we know kg (in the HMAC attack, we first recover it using the basic
IV-recovery attack), we can compute Hy, (M) and find such pairs offline. If we
do this naively using the birthday paradox, we need to hash about 2'°6 random
messages to have all the pairs we need?. Then we can use the IV-recovery attack
to get k1.

Actually, we can do much better: we use the birthday paradox to find one
pair of one-block messages (R, R") such that Hy,(R') = Hy,(R) B A, and then
we extend it to a family of two-block message pairs such that Hy,(R'||Q') =
Hi, (R||Q)BA with very little extra computation. In the end, the cost to generate
the messages with Hy, (M) = Hy,(M') B A will be negligible and the composite
[V-recovery attack is as efficient as the basic one. This is the most important
part of our work: thanks to our new path, we only need a low level of control on
the input of the hash function to extract the IV.

Extending a Pair of Good Messages into a Family of Pairs. Figure 1
shows how we will create many message pairs with Hy, (M) = Hy,(M')HA. We
use a pair of one-block message (R, R') such that Hy,(R') = Hy,(R)HA. Then we

3 791252\ 2
We have(1— (1-27)"7)" > 0.992.

4 This gives 2%'° pairs of messages, and each pair has a probability of 27'*® to have
the correct difference.
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will generate a second block pair (@, Q") such that Hy, (R'||Q")BHg, (R||Q) = A.
Thanks to the Davies-Meyer construction of the compression function, all that
we need is a difference path which starts with a A difference and ends with a zero
difference in the internal state; then the feed-forward of H will keep 6H = A.
This path can be found by a differential path search algorithm, or created by
hand by slightly modifying a collision path.

v SH=A]10Q=A4A 0H = A

Fig. 1. Generating many pairs of message with a fixed hash difference

In this step, we also have to take care of the padding in MD4. Usually we
ignore it because a collision at the end of a block is still a collision after an extra
block of padding, but here we want a specific non-zero difference, and this will be
broken by an extra block. So we have to adapt our collision finding algorithm to
produce a block with a 55-byte message M and the last 9 bytes fixed by the MD4
padding. This can be done with nearly the same complexity as unconstrained
MD4 collisions (about 4 MD4 computations per collision) using the technique
of Leurent [10]. Thus, the cost of the message generation in the composite IV-
recovery attack drops from 296 using the birthday paradox to 2°° and becomes
negligible in the full attack.

4.3 MD4 Attack Summary

This attack uses the same IV-recovery attack for the inner key and the outer key,
with a complexity of 238 online queries and 2°* offline computations. We manage
to keep the complexity of the composite IV-recovery as low as the basic IV-
recovery because we only need to control the hash differences, and we introduce
a trick to generate many messages with a fixed hash difference.

In Appendix A.1 we show how to reduce a little bit the query complexity
of the attack, and in the end the NMAC full key-recovery attack requires 288
requests to the oracle, and 2 x 2°¢ offline computations.

5 Attacking NMAC-MD5

In this section, we will describe the attack of Contini and Yin [4], and we ex-
tend it to a full key recovery. This improved attack was independently found by
Rechberger and Rijmen in [15].

As for MD4, the IV-recovery attack is based on a specific differential path,
and assumes that when a collision is found with the given message difference,
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the @;’s follow the path. This gives some bits of the internal state already, and a
kind of message modification technique to disclose more bits is proposed in [4].
We can learn bits of (); using related messages where we fix the first ¢ words.

5.1 The IV-Recovery Attack Against MD5

The IV-recovery attack on MD5 is the same as the one presented in [4]. It uses
the related-message technique with the pseudo-collision path of de Boer and
Bosselaers [7]. Since the differences are in the IV and not in the message, the
IV-recovery needs an oracle that answers whether MD5y (M) = MD5yy (M),
instead of the standard oracle that answers whether MD5yy (M) = MD5py (M7).
To apply this to an HMAC key-recovery, we will have to use the related-key
model: we need an oracle for NMACy, x,, NMACy; r, and NMACy, ;.

The IV-recovery attack in the related-key setting requires 247 queries and
245 hash computations, and this translates into a partial key-recovery (we will
recover ko) against NMAC-MD5 in the related-key model with the same com-

plexity.

5.2 Deriving a Composite IV-Recovery Against MD5

To extend this to a composite IV-recovery attack, we run into the problem
previously mentioned; to use this attack we need to create many inputs N* of
the hash function related to one input /N, but these inputs are the outputs of a
first hash function, and we cannot choose them freely: N = MD5y, (M ). However,
we know ks, so we can compute many N = Hy, (R) for random messages R and
select those that are related to a particular V; if we want to recover bits of (); we
will have to choose 32(¢ + 1) bits of Nr. We also run into the problem that any
Npg is only 128 bits long; the last 384 bits will be fixed by the padding and there
are the same for all messages. Therefore, we can only use the related-message
technique to recover bits of the internal state of in the very first steps, whereas
in the simple IV-recovery it is more efficient to recover the internal state of later
steps (Contini and Yin used step 11 to 14). If we want to recover bits of Q¢ (due
to the rotation we can only recover 25 bits of them), we need to produce 24 x 247
messages N* with the first 32 bits chosen; this will cost 24 x 24° x 232 ~ 282
hash computations. Then, we know 25 bits of @), plus the most significant bit
of @1, Y2, and @Q3; we still have 100 bits to guess. Thus, we have a related-key
composite IV-recovery attack against MD5 with 2 x 24 x 245 ~ 25! oracle queries
and 2'%° MD5 evaluations.

If we try to guess bits in (1, we have to select at least 244 hashes with 64
chosen bits; this costs about 2% MD5, so it does not improve the attack.

5.3 MD5 Attack Summary

Thus, the Contini-Yin NMAC-MD5 attack can be extended into a full key-
recovery attack in the related-key setting, with a query complexity of 2°!, a
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time complexity of 2% MD5 operations, and success rate of 274 (due to the

dBB condition for k1 and k2).

It is a very simple extension of the attack from Contini and Yin: we apply
their technique to recover the outer key, but since we cannot choose the value of
Hy, (M), we compute it for many random messages until we find a good one. This
requires to change the step in which we extract internal bits, and the complexity
become much higher.
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A Improving the MD4 IV-Recovery

A.1 Reducing the Online Cost

First, we can easily lower the number of calls to the NMAC-oracle in the first
phase of the IV-recovery. Instead of trying 22 x 232 random message pairs, we
will choose the messages more cleverly so that each message belongs to 22 pairs:
we first choose 490 bits of the message at random and then use every possibility
for the 22 remaining bits. Thus, we only need 283 calls to the oracle instead of
22 x 283,

Note that we cannot use this trick in the composite IV-recovery attack, so the
number of queries for the full key-recovery will only be halved (the queries for
the basic IV-recovery for ks become negligible compared to the queries for the
composite IV-recovery that will reveal ks).

A.2 Reducing the Offline Cost

We may also lower the computational cost of the attack, by getting more than
one bit of the IV once a collision has been found. This will require the extra as-
sumption the colliding messages follow the differential path in step 1 (previously
we only needed step 0), but this seems quite reasonable, for the same reasons.
Out of the 22 paths used to learn IV bits, let p be the number of paths for which
the condition holds, and a collision is actually found. From each message that
collides following the differential path, we can also extract some conditions on
the internal states Qg and Q1. These states are not part of the IV, but since we
know the message used, we can use these conditions to learn something on the
IV. If we have a message pair that collides with M’ B M = 2*, we will call them
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M®*) and M'®) and the condition gives us QggEESO](M(k)) and Q[lkEESO](M(k)).
The idea is the following (the symbol ‘»’ summarizes the number of bits to
guess at each step):

1. We guess Q_1. Let n = 32 — |@Q_1| be the number of 0 bits in Q_; (we use
|z| to denote the Hamming weight of x).
2. We compute 22 bits of ()J_5 using the conditions on the IV, and we guess
the others » 10 bits.
3. We guess the bits of QQ_3 used to compute Q. Since we have Qy = (Q_4 H
IF(Q-1,Q—2,Q_3) B ko Bmy) < sg, we only need Q[j]s when Q[i]l =0
» n bits.
4. We have Q_4 = (Qo > so) BHIF(Q_1,Q_2,Q_3) Bmo B k. If we use it

with the message M(®) and take the equation modulo 2, it becomes: Q[B]Ll =
QEN(M©) B (IF(Q_1,Q—2,Q_3) Bm{” B ko) mod 2, and it gives us Q.

Then, if we write the equation with M) and take it modulo 2, we will
learn Q([)SO](M(U) from Q). Since we know (Qo(M1) << so) mod 4 from
Q([)SO](M(D) and Q([)IEBSO](M(D), we can take the equation modulo 4 to learn

Q.
By repeating this process, we learn the full ()_,4, but we need to guess the
bit 4 when we don’t have a message pair M), M'(%) » 32 — p bits.

5. We apply the same process to compute the remaining bits of ()_3. We already
know n bits and we expect to be able to compute a ratio of p/32 of the missing

ones. > (32_72# bits.

So, for each choice of )_1 in step 1, we have to try a number of choices for
the other bits that depends on the Hamming weight 32 —n of Q_;. In the end,
the number of keys to try is:

Z 910+n+32-p+(32—n)(32-p) /32 _ 974—2p (1 4 2p/32)32
Q-1

With p = 11, this becomes a little less than 2°°, but the complexity depends on
the number of conditions fulfilled by the key. If we assume that every condition
has a probability of one half to hold, we can compute the average number of
trials depending on the keys, and we will have to try half of them:

N (1+ 2P/32)32 < 9988
k
k

Hence, we have an IV-recovery attack requiring less than queries to the
NMAC oracle, and less than 24 offline hash computations. See the full version
of this paper for a detailed complexity analysis.

288

B 1IV-Dependent Differential Path

Here is one of the 22 IV-dependent paths we found in MD4. The 22 paths can
be deduced from this one by rotating all the bit differences and bit conditions:
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it works on bit positions 0, 1, 3, 4, 6-8, 12-17, 19-24, 26, 27, and 29, and fails on
other positions due to carry expansions.

This path was found using an automated differential paths search algorithm
described in [§].

|stop|si| om; | 0P, | 0Q; ‘ &-conditions and <«-conditions
3 [ e
N Q7 =a"
2 |11 Q¥ =0
3 |19 Q=1
413 (val57)
Ak Q7 = o ol =qf
6 |11 Q" =, QJ] =0
7 |19 (A (a9 QY =1, QY
8 |3 <v[26]> <A[9],V[29]> Q[26 =1, Q:G —0
0 |7 Q' = 7, QT =0, Q=
10 |11 Qg =0, QE[J%] =1, Qg[)29] —0
11 [19 @Y ol =1, Q% =1
123 (v, a2 [QIFT = Qi
137 [101] =Qh. QI =Qly, [1123] =0
14 11 <v[0]> <AAV[”'“13]> le —1, Q1132 =0, QL (18] _
15 |19 (v QY =1, Q" :Q[é”7 b =0,0% =1, Q7
1613 A[0]> Ay[12.13] [1101] Q [11] [12] # Q 12 7 Q [13] 7§ Q[13]
17 |5 Qm :Qw va *Qw 7Q16 *Q1155
18 |9 <AAAV[20‘“23]>
19 [13 QY = QY Qf# Q) Q% = Qi QY = QY
20 13 <v[23]> <v[26] Q%“] —_ le;)]7 Q _ Q[1271], Q[lzgz] —_ (2[]272]7 Q[]zgs] # Q[l273]
21 |5 Qay = Q1. Qi = Ql’, Quy’ = Q4. @iy’ = Q' Q1 = Q1
2 |9 (v (26T — 18]
23 |13 QT = T T = g
24 |3 (avP3) 1QEY = QY
2% |5 Q) = QL)
26 |9 (aB) ) in], Q) = Q4
27 |13 Q) = QR Q5 = QY
283 (¥
29 | 5 Q27 = 26]
30 |9 Q) = Q)
31 (13 Q5 = Q%
[ 32 [3][(a)] | |

Path 1. A path with the message difference on the first word
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Abstract. Secure multiparty computation allows a group of distrust-
ing parties to jointly compute a (possibly randomized) function of their
inputs. However, it is often the case that the parties executing a computa-
tion try to solve a search problem, where one input may have a multitude
of correct answers — such as when the parties compute a shortest path
in a graph or find a solution to a set of linear equations.

Picking one output arbitrarily from the solution set has significant im-
plications on the privacy of the algorithm. Beimel et al. [STOC 2006] gave
a minimal definition for private computation of search problems with fo-
cus on proving impossibility result. In this work we aim for stronger de-
finitions of privacy for search problems that provide reasonable privacy.
We give two alternative definitions and discuss their privacy guarantees.
We also supply algorithmic machinery for designing such protocols for a
broad selection of search problems.

1 Introduction

Secure multiparty computation addresses a setting where several distrusting
parties want to jointly compute a function f(xi,...,z,) of their private in-
puts x1,...,x,, while maintaining the privacy of their inputs. One of the most
fundamental, and by now well known, achievements in cryptography (initiated
by [19,14,8,3], and continued by a long line of research) shows that in fact for any
feasible function f, there exists a secure multiparty protocol for f (in a variety
of settings). However, in many cases, what the parties wish to compute is not a
function with just a single possible output for each input, and not even a ran-
domized function with a well defined output distribution. Rather, in many cases
the parties are solving a problem where several correct answers (or solutions)
may exist for a single instance © = (z1,...,x,). For example, the parties may
jointly hold a graph and wish to compute a shortest path between two of its
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** Research partially supported by the Israel Science Foundation (grant No. 860/06).
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vertices or to find a minimal vertex cover in it.! We call such problems search
problems. In such cases, to apply known results of secure multiparty computa-
tion, one has first to decide upon a polynomial-time computable function that
solves the search problem.

An approach often taken by designers of secure multiparty protocols for such
applications is to arbitrarily choose one of the existing algorithms/heuristics for
the search problem, and implement a secure protocol for it. This amounts to
choosing an arbitrary (possibly randomized) function that provides a solution,
and implementing it securely. The privacy implications of such choices have not
been analyzed, and it is clear that if the computed function leaks unnecessary
information on the parties’ private inputs, any protocol realizing it, no matter
how secure, will also leak this information. Thus, some privacy requirements
should be imposed on the chosen input-output functionality.

To illustrate the necessity of a rigid discussion of secure computation of search
problems, consider the following setting. A server holds a database with valuable
information, and a client makes queries to this database such that there may be
many different answers to a single query. The server is interested in answering
the client’s queries in a way that reveals the least information possible on the
database. However, the strategy the server chooses to answer each query might
reveal information. For example, consider a case where the client queries for the
name of a person whose details are in the database and satisfies some condition.
An arbitrary solution such as answering with the details of the appropriate
person whose name is the lexicographically first in the database reveals the fact
that every person prior to that person in the lexicographic order does not satisfy
the given condition.

In this paper we study the privacy implications of how the output is chosen for
search problems, propose suitable privacy requirements, and provide construc-
tions achieving them for several problems (see details below). This generalizes
the approach of [1], who introduced the problem of private search algorithms in
the context of private approximations. Beimel et al. [1] have put forward what
seems to be a minimal requirement of privacy (first coined in the context of
private approximation of functions [10], and later extended to search problems):

If two instances x,y have an identical set of possible solutions, their outputs
should not be distinguished.

That is, in order for the algorithm to be private, the output must depend only
on the solution set, and not on the specific input. In spirit of this requirement,
we say that two inputs are equivalent if they have the same set of solutions.
This definition was reasonable in the context of [1] because they provide mostly
negative results (so a weaker definition corresponds to stronger infeasibility re-
sults), and because in the context of private approximations of functions?, this

! Another example is when the parties compute an approximation to a function f()
as in [10,16,17]. Again, there is potentially more than one correct answer for an
instance.

2 And similarly for those instances of search problems for which a unique solution exists.
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turns out to be a significant privacy guarantee (as it implies that no information
beyond the original f(z) is leaked). However, in the context of search problems the
implication is potentially much weaker — that no information beyond the entire
solution set of x is leaked. Arguably, for most applications requiring privacy, leak-
ing information up to the entire solution set does not provide a sufficient privacy
guarantee. Furthermore, even with this minimal definition of privacy, the notion
of private search has so far proved to be very problematic. Search versions of many
NP-complete problems do not admit even very weakened notion of private approxi-
mation algorithms [1,2], and private search is infeasible even to some problems that
do admit polynomial time search algorithms.

We are thus faced with a double challenge: first, strengthen the definition,
imposing further requirements on the function in order to provide reasonable
privacy guarantees. Second, provide protocols implementing the stronger defin-
ition for as wide as possible class of search problems. This is the goal we tackle
in this work.

1.1 This Work

As discussed above, the outcome of a private algorithm A when run on an
instance x should only depend on the set of possible solutions to x. Which
further requirements should be imposed on this outcome? While the answer
to this question may be application dependent, we identify two (incomparable)
requirements that are suitable in many situations, and study which problems
admit those requirements and which techniques can be used to achieve them.
Before elaborating on this, let us start with two naive proposals that are used
to demonstrate essential privacy considerations arising for search problems, and
to facilitate our actual proposed definitions and algorithms.

Deterministic vs. Randomized Private Algorithms. Consider first requir-
ing any private algorithm A to be deterministic. As such, it consistently selects
one of the solutions, hence subsequent applications of the algorithm on the same
(or equivalent) inputs do not reveal further information. A possible choice is to
output the lexicographically first solution. This choice is computationally feasible
for several polynomially solvable search problems such as the problem of finding a
solution for a linear system, and stable marriage (using the stable marriage with
restrictions algorithm [9]).% Deterministic algorithms, however, leak definite in-
formation, that (depending on the application) may turn to be crucial. E.g., the
lexicographically first solution rules out all solutions that are ordered below it.
Furthermore, deterministic algorithms would enable verifying that the instance x
is not equivalent to another instance y, even if x, y have similar solution sets, just
by checking the outcome of the algorithm on both instances.

Next, consider a randomized algorithm A, which on input x selects from the set
of solutions according to aspecific distribution (depending only on the solution set).

3 The recent protocols of [15,11] also output a deterministic solution — the outcome of
the Gale-Shapley algorithm [12]. However, this is not a private search algorithm.
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A natural choice here is to pick a solution uniformly at random. Randomized
private algorithms may be advantageous to deterministic private algorithms,
as the information they leak is potentially “blurred”. For example, if instances
x,y have similar solution sets, then the resulting output distributions would be
close. On the other hand, when applied repeatedly on the same instance there is a
potential for an increased leakage. E.g., for the problem of finding a solution for a
linear system of equations, the number of revealed solutions grows exponentially
in the number of invocations, until the entire solution space is revealed.

We note that the benefits and disadvantages of deterministic and random-
ized algorithms are generally incomparable. Moreover, there exist problems for
which an algorithm outputting a uniformly selected solutions exist, but no deter-
ministic private algorithm exists (under standard assumptions), and vice versa
(see Appendix A).

Framework: Seeded Algorithms. In the following, we restrict our attention
to what we call seeded algorithms. The idea of seeded algorithms is not new —
these are deterministic algorithms that get as input a “random” seed s and an
instance z. If the seed s is selected at random the first time the seeded algorithm
is invoked, subsequent invocations on the same input may be answered consis-
tently. A seeded algorithm allows selecting a random solution for each instance
(separately), while preventing abuse of repeated queries. Arguably, seeded algo-
rithms are less desirable than algorithms that do not need to maintain any state
information.* However, we note that the state information of seeded algorithms is
rather easy to maintain, as they do not need to keep a log of previously answered
queries, and hence their state does not grow with the number of queries. In that,
the usage of seeded algorithms is similar to that of pseudorandom functions.

Our Results. To focus on the choice of a function for solving a search problem,
we abstract out the implementation details of the underlying secure multiparty
setting (in analogy to [10,16,1,2]). Our results directly apply to a client-server
setup, where the server is willing to let the client learn a solution to a specific
search problem applied to its input. They (similarly) directly apply to the setup
of a distributed multiparty computation where the parties share an instance
x using a secret sharing scheme, as it can be reduced to a client-server setup
using secure function evaluation protocols [19,14,8,3]. In the general setup of
distributed multiparty computation, however, one may also consider definitions
that allow leakage to a party of any information implied by its individual input.

Equivalence Protecting Algorithms. Equivalence protecting algorithms are seed-
ed algorithms that choose a uniformly random answer for each class of equivalent
instances. Given the seed, the output is deterministic and respects equivalence of
instances — an access to an equivalence protecting algorithm Ap for a problem

4 In secure multiparty computation, the parties should jointly generate a random seed,
and then work with this shared seed in subsequent executions of the algorithm. In
a client-server setup, the server should generate the seed the first time it is invoked,
and use it in future invocations.
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P simulates an access to a random oracle for P that answers consistently on
inputs with the same solutions.®

To some extent, equivalence protecting algorithms enjoy benefits of both the
naive privacy notions discussed above, deterministic and randomized private al-
gorithms: (i) there is a potential for not giving “definite” information; and (ii)
leakage is not accumulated with repeated queries. However, equivalence protect-
ing algorithms do allow distinguishing instances even when their solution sets
are very close.

In Section 3 we reduce the problem of designing an equivalence protecting al-
gorithm for a search problem, to that of (i) designing a deterministic algorithm
for finding a canonical representative of the equivalence class; (ii) designing a
randomized private algorithm returning a uniformly chosen solution; and (iii) the
existence of pseudorandom functions. We then show how to use this to construct
an equivalence protecting algorithm for what we call “monotone search prob-
lems”, a wide class of functions including perfect matching in bipartite graphs
and shortest path in a directed graph. We further demonstrate the power of our
general construction by showing an equivalence protecting algorithm for solving
a system of linear equations over a finite field.

Resemblance Preserving Algorithms. Our second strengthening of the require-
ments on a private search algorithm addresses the problem of distinguishing
non-equivalent instances with similar solution sets. Similarly to equivalence pro-
tecting algorithms, resemblance preserving algorithms choose a random solution
for each set of equivalence instances. However, here the choices for non-equivalent
instances are highly correlated such that pairs of instances that have close output
sets are answered identically with high probability.

In Section 4 we present a generic construction of resemblance preserving al-
gorithms, for any search problem whose output space admits a pairwise inde-
pendent family of permutations, where the minimum of a permuted solution set
can be computed efficiently. Examples of such search problems include finding
roots or non-roots of a polynomial, solving a system of linear equations over a
finite field, finding a point in a union of rectangles in a fixed dimensional space,
and finding a satisfying assignment for a DNF formula. It is interesting to note
that for the last problem, finding an efficient equivalence protecting algorithm
implies P=NP.

To summarize, we present two definitions (suitable for different applications),
provide technical tools to achieve these definitions, and identify generic classes, as
well as specific examples, of search problems where our tools can be used to yield
private search algorithms with the desired properties. The main conceptual con-
tribution of the paper is in putting forward the need to study private computa-
tion of search problems (where a non-private solution is well known), analyzing
privacy considerations, and defining equivalence protecting and resemblance pre-
serving algorithms. The main technical contribution of the paper is in the tools and
algorithms presented in Section 4 for resemblance preserving algorithms.

® Such a random oracle can be thought of as an ideal model solution to the problem,
which this definition requires to emulate.
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2 Definitions

We define a search problem as a function assigning to an instance x € {0,1}"
a solution set P, (x). Two instances of a search problem are equivalent if they
have exactly the same solution set. More formally:

Definition 1 (Search Problem). A searchproblemis an ensemble P = {Pp }nen
such that P, : {0,1}"™ — gfo,1y for some positive polynomial g(n).

Definition 2. For a search problem P the equivalence relation =p includes all
pairs of instances x,y € {0,1}"™ such that P,(z) = Pn(y).

We recall the minimal definition of private search algorithms from [1]. All our
definitions will be stronger — an algorithm that satisfies Definition 7 or Defini-
tion 13 trivially satisfies Definition 3.

Definition 3 (Private Search Algorithms [1]). A probabilistic polynomial
time algorithm Ap is a private search algorithm for P if (i) Ap(x) € Pn(x)
for all x € {0,1}™, n € N; and (i) for every polynomial-time algorithm D and
for every positive polynomial q(-), there exists some ng € N such that for every
x,y € {0,1}* such that x =p y and |x| = |y| > no

1
q(|z[) -

That is, when x =p y, every polynomial time algorithm D cannot distinguish if
the input of Ap is x ory.

PI‘[D(AP(*T)vx7y) = 1] - Pr[D(.Ap(y),x,y) = 1] <

We proceed to a standard definition of pseudorandom functions from binary
strings of size n to binary strings of size £(n), where £(-) is some fixed polynomial.

Definition 4 (Pseudorandom Functions [13]). A function ensemble F' =
{F.},en of functions from {0,1}" to {0,1}“") is called pseudorandom if for
every probabilistic polynomial time oracle machine M, every polynomial p(-),
and all sufficiently large n’s,

F,qny _ Hy (qny — 1
Pr[M"(1™) = 1] — Pr[M"~(1") = 1] <m
where ((-) is some fived polynomial, and H = {H,}, o s the uniform function
ensemble over functions from {0,1}" to {0,1}*™.
Finally, we define seeded algorithms, which are central to our constructions.

Definition 5 (Seeded Algorithms). A seeded algorithm A is a deterministic
polynomial time algorithm taking two inputs x, s, where |x| =n and |s,| = p(n)
for some polynomial p(). The distribution induced by a seeded algorithm on an

input x is the distribution on outcomes A(x,s,) where s, is chosen uniformly
at random from {0,1}P(=D),

Informally, a seeded algorithm is private if it is a deterministic private algorithm
for every choice of the seed s,, i.e., A(x,s,) = A(y, s,) for all s,, € {0, 1}z
whenever x =p y.
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3 Equivalence Protecting Privacy Definition

In this section we suggest a definition of private algorithm for a search prob-
lem and supply efficient algorithms satisfying this definition for a broad class
of problems. The privacy guarantee we introduce enjoys the advantages of both
deterministic and random algorithms. Based on the existence of pseudorandom
functions, it provides solutions that look random but do not leak further in-
formation while executed repeatedly on inputs that are equivalent. In order to
suggest appropriate privacy definitions for secure computation of a search prob-
lem, we need to picture how such a computation would take place in an ideal
world. The following two definitions capture random sampling of an answer that
depends only on the solution set (and not on the specific input).

Definition 6 (Private Oracle). Let P = {P,}nen be a search problem and p
be the polynomial such that P, : {0,1}" — 200,137 e say that for a given
n €N an oracle O,, : {0,1}" — {0, 1}*™ is private with respect to Py, if

1. For every x € {0,1}" it holds that O,(x) € P,(x). That is, O, returns
correct answers.

2. For every x,2' € {0,1}" it holds that v =p x’ implies O, (x) = O, (x'). That
is, Oy, satisfies the privacy requirement of Definition 3.

An oracle that is private with respect to P represents one possible functionality
that solves the search problem and protects the equivalence relation. We define
an algorithm to be equivalence protecting if it cannot be efficiently distinguished
from a random oracle that is private with respect to P.

Definition 7 (Equivalence Protecting Algorithm). Let P = {P, }nen be
a search problem. An algorithm A(-,-) is private with respect to =p, if for every
polynomial time oracle machine D, for every polynomial p, and for all sufficiently

large n’s,
1

p(n)’
where the first probability is over the uniform distribution over oracles O,, that

are private with respect to P, and the second probability is uniform over the
choices of the seed s, for the algorithm A.

Pr[DO (1") = 1] — Pr[DAG=»)(17) = 1]| <

In the above definition we arbitrarily choose the uniform distribution over private
oracles. We note that, for some applications, other distributions might be preferred;
the definition can be easily adjusted to such scenarios. We note that using the uni-
form distribution is common in many sampling algorithms, e.g., [18].

The following two definitions will be helpful in constructing equivalence pro-
tecting algorithms for various search problems. The first definition discusses
algorithms that return a representative element for every equivalence class of
the search problem P. The second defines sampling an answer from the output
set of a given input.
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Definition 8 (Canonical Representative Algorithm). Let P = {P,}nen
be a search problem. An algorithm A is a canonical representative algorithm
for P if (i) for every x € {0,1}" it holds that x =p A(x); and (ii) for every
z,y € {0,1}", it holds that A(x) = Aly) iff x =p y.

Definition 9 (Output Sampling Algorithm). Let P = {P, }nen be a search
problem. A randomized algorithm A is called an output sampling algorithm for
P if for every x € {0,1}" the distribution A(x,r) is computationally indistin-
guishable from Unifp ), the uniform distribution on the possible outputs on x.

We reduce the problem of designing an equivalence protecting algorithm for a
search problem into designing a canonical representative algorithm and an out-
put sampling algorithm for the problem. The construction is based on the exis-
tence of pseudorandom functions. Let F' = {F),}, .y be an ensemble of pseudo-

random functions from {0,1}" to {0, 1}@(71), where /() is a polynomial that
bounds the number of random bits used by the output sampling algorithm. We
denote by fs (x) the output of the function indexed by s on an input z € {0,1}".
The proof of Theorem 1 is omitted here.

Algorithm General Equivalence Protecting

INPUT: An instance x € {0,1}" and a seed s, for a family of pseudorandom
functions F' = {F.}, o
OuTPUT: A solution sol € Py, (z).

1. Compute y = Arep ().
2. Compute r = Fj, (y).
3. Output sol = Arana(y,r).

Theorem 1. Let P be a search problem. Suppose P has (i) an efficient output
sampling algorithm Ayana; and (i) an efficient canonical representative algo-
rithm Arep. Then Algorithm General Equivalence Protecting is an efficient
equivalence protecting algorithm for P.

3.1 Private Algorithms for Monotone Search Problems

In view of Theorem 1, the construction of a private algorithm for a given search
problem is reduced to finding a canonical representative algorithm and an out-
put sampling algorithm.We focus on search problems in which an output is a
subset of the input satisfying some property. We reduce the design of a canonical
representative algorithm into deciding whether an input element is contained in
some possible output.

Definition 10 (Monotone Search Problem). Let P be a search problem
and view the inputs to P, as subsets of [n]. We say that P is a monotone search
problem if there exists a set SC2™ such that P,(X) = 2X NS for every input
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X C[n]. That is, there is a global set S of solutions and the outputs of X are the
solutions that are contained in X .

For example, the problem of finding a perfect matching in a bipartite graph is
monotone. The global set of solution consists of all the graphs whose edges form
exactly a perfect matching. For every bipartite graph G, the set of solutions on
G, is the set of perfect matching graphs whose edges are contained in G.

Definition 11 (Relevant Element). Let P be a subset search problem and X be
an input to Py,. We say thati€ X is relevant to X if there is an outputY € Pp(X)
such thati € Y. We denote by R(X) the set of elements relevant to X .

In the perfect matching example, an edge is relevant if it appears in some perfect
matching. The following claim shows that computing R(X) efficiently from X is
sufficient to get a representation algorithm.

Claim 1. Let P be a monotone search problem and X,Y Cln]| be inputs of P,.
Then (i) X =p R(X); and (i1) X =p Y if and only if R(X) = R(Y').

Proof. (i) We show that X and R(X) have the same sets of solutions. Let Y be a
solution to X. Every i € Y is relevant to X and thus ¢ € R(X). Hence Y CR(X)
and therefore Y is a solution to R(X). For the other direction let Y be a solution
to R(X). Obviously R(X)CX and thus YCX and therefore Y is a solution to
X. (ii) Assume X =p Y and let i € R(X). Then i € Z where Z is a solution to
X.As X =p Y, we get that Z is also a solution to Y and thus i € R(Y). The
other direction is immediate from (i) and the transitivity of =p. O

3.2 Applications of the Construction

We introduce equivalence protecting algorithms for some well known search
problems.

Ezxample 1 (Perfect Matching in Bipartite Graphs). Consider the problem of
finding a perfect matching in a bipartite graph G = (G, E). To decide whether
an input edge (u,v) is relevant we do the following: (i) Denote by G’ the graph
that results from deleting u,v and all the edges adjacent to them from G.
(ii) Check whether there is a perfect matching in G’. Evidently, (u,v) is rel-
evant to G if and only if G’ has a perfect matching. Hence, perfect matching has
an efficient canonical representative algorithm.

As an output sampling algorithm, we use the algorithm of Jerrum et al. [18].
The algorithm samples a perfect matching of a bipartite graph from a distrib-
ution that is statistically close to uniform. Therefore, we have both a canonical
representative and a output sampling algorithm for perfect matching, and thus
by Theorem 1, we get that perfect matching has an efficient equivalence protect-
ing algorithm.

Example 2 (Linear Algebra). Let n and m be positive integers, F be a finite
field, M be an n x m matrix over IF, and v € F"™. Consider the problem of solving
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the system My = v. As this problem is not monotone, we need to design both
the canonical representative algorithm and the output sampling algorithm. As
a canonical representative algorithm simply perform the Gaussian elimination
procedure on the system. Elementary linear algebra argument shows that if two
systems have the same sets of solutions, then they have the same structure after
performing the Gaussian elimination procedure. We now show a simple output
sampling algorithm for the problem: Compute an arbitrary solution yy € F™
satisfying Myo = v. Compute k = rank(M) and compute an m x (n — k) matrix
K representing the kernel of the matrix M. Randomly pick a vector r € Fr—F
and output w = yo + Kr. Again, elementary linear algebra argument shows that
w is a random solution to the system My = v.

Ezample 3 (Shortest Path). Consider the problem of finding a shortest path from
a vertex s to a vertex t in a directed graph G. In this case there is no global set
of solutions, since a path can be an appropriate solution for one graph, while in
another graph there may be shorter paths. However, the set of edges that appear
in any shortest path in G still form an appropriate solution for the canonical
representative algorithm. Checking whether an edge is relevant for GG is an easy
tasks. To sample a random solution do: (i) Compute for every v € V' the number
of shortest paths from v to ¢. (ii) Starting from s, pick the vertices on the path
randomly, where the probabilities are weighted according to the number of paths
computed in (i). Hence, by Theorem 1, shortest path has an efficient equivalence
protecting algorithm.

Similar ideas are applicable for finding shortest path in a weighted directed
graph. Here, however, we do not apply Theorem 1 directly. The equivalence
protecting algorithm in this case does the following: (i) Compute the set of edges
that appear in at least one shortest path from s to t. (ii) Output a random path
from s to t in the non-weighted graph computed in (i) (not a shortest path!).
The randomness for step (ii) should be extracted like in Theorem 1, by applying
a pseudorandom function on the graph computed in stage (i). This example is
different in the fact that the canonical input we use in step (ii) is an instance to
a problem that is slightly different than the original problem.

4 Resemblance Preserving Algorithms

We now strengthen the requirement on private algorithm in an alternative man-
ner to the definition of equivalence protecting algorithms presented in Section 3.
The motivation for the definition in this section is that we want the output of
the algorithm will not distinguish between inputs with similar sets of solutions.
While this requirement is met by a randomized algorithm that outputs a uni-
form solution, it cannot be satisfied by a deterministic algorithm for non-trivial
search problems (the algorithm would have to output the same “solution” for all
inputs contradicting the correctness of the algorithm). As we want an algorithm
that does not leak more information on repeated executions, we put forward
a definition of resemblance preserving algorithms, which are seeded algorithms
that protect inputs with similar sets of outputs.
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To measure the similarity between the sets of outputs we use resemblance be-
tween sets, a notion used in [5,7,6] and seems to capture well the informal notion
of “roughly the same.” For example, in [5,7] resemblance between documents was
successfully used for clustering documents.

Definition 12 (Resemblance). Let U be a set, and A, BCU. Then the resem-
blance between A and B is defined to be

_|An B
~ JAUB|®

r(A, B)

For a search problem P we will consider the resemblance between solution sets
of Pp(x),Pn(y) of x,y € {0,1}™. Informally, a (perfect) resemblance preserving
algorithm is a seeded algorithm that returns the same output for x and y with
probability of at least the resemblance between P, (x), P (y).

Definition 13 (Resemblance Preserving Algorithm). An algorithm A(-,-)
18 resemblance preserving with respect to P if:

1. For every polynomial-time algorithm D and every polynomial p(-) there exists
some ng € N such that for every x € {0,1}* satisfying |x| > ng

Pr[D(z, A(sp,)) = 1] — Pr[D(x, Unif(P,(x))) = 1]| < o0

The probability is taken over the random choice of the seed s,, and the ran-
domness of D. Informally, taking the probability over the seed, the outputs
of Ap on x is indistinguishable from the uniform distribution on P, (z).
2. There exists a constant ¢ > 0 such that for all z,y € {0,1}* such that
|z = [y]
PrlA(sn,z) = A(sn,y)| = ¢ r(Pn(z), Pu(y)) -

The probability is taken over the random choice of s,,. That is, the probability
that A returns the same output on two inputs is at least some constant times
the resemblance between Py (x) and P, (y).

3. If t =p y then A(sy,x) = A(sn,y) for all seeds s,,. That is, if x and y are
equivalent then A always returns the same output on x and on y.

If ¢ = 1 in the above Requirement 2, then A(-,-) is perfect resemblance preserving
with respect to P.

Unlike Definition 9, in the definition of resemblance preserving algorithms we do
not know how to formulate this privacy using an “ideal world”. This difference
implies, in particular, that in designing resemblance preserving algorithms we
do not need cryptographic assumptions. In our constructions, for example, we
only use pairwise independent permutations. Furthermore, Definition 13 does not
prevent partial disclosure, or even full disclosure of the seed by the algorithm.
This should be considered when using a resemblance preserving algorithm.
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Ezample 4 (Non Roots of a Polynomial). We give an example demonstrating
that perfect resemblance preserving algorithms exist. Consider the following
problem. The inputs are univariate polynomials of degree d(n) over Fan, where
d : N — N is some fixed increasing function (e.g., d(n) = n). The set of solutions
of a polynomial () is the set of all points y which are not roots of @), that is,
{y € Fan : Q(y) # 0} . This problem arises, e.g., when we want to find points in
which two polynomials disagree.

The seed s,, in the algorithm we construct is a random string of length (d(n)+
1) - n considered as a list of d(n) + 1 elements in Fan. As @ has at most d(n)
roots, there is an element in the list s, that is not a root of ). The algorithm
on input ) returns the first element in s, that is not a root of ). We claim
that this algorithm is resemblance preserving. First, as the seed is chosen at
random, the first element in the list that is not a root is a random non-root of
(. Second, consider two polynomials ()1 and Q)2 with sets of non-roots Y; and
Y5 respectively. The algorithm returns the same non-root on both ()1 and Q- if
the first element in the list s,, from Y7 is also the first element in the list s,, from
Y5. In other words, the algorithm returns the same non-root if the first element
in the list s, which is from the set Y; U Y5 is from Y7 N Ys. The probability of
this event is exactly r(Y7,Ya) = [Y1 N Ya|/|Y1 U Y3|.

4.1 Generic Constructions of Resemblance Preserving Algorithms

We present our main tool for constructing resemblance preserving algorithms —
min-wise independent permutations. We will first show a general construction,
that (depending on the search problem) may exhibit exponential time complex-
ity. Then, we will present the main contribution of this section — a polynomial-
time resemblance preserving algorithm that is applicable for problems for which
there is a pairwise independent family of permutations where we can compute
the minimum on any set of solutions.

Definition 14 (Family of Min-wise Independent Permutations [6]). Let
U be a set and F = {ms}ses be a collection of permutations ms : U — U.
The collection F is a collection of min-wise independent permutations if Pr[min
(ms(A)) = ms(a)] = 1/|A]| for all A C U and all a € A. The probability is taken
over the choice of the seed s at uniform from S.

We will use the following observation that relates min-wise permutations and
resemblance:

Observation 1 ([6]). Let F be a family of min-wise independent permutations
{ms}ses where s : U — U. Then Pr[min(7s(A)) = min(ms(B))]| = r(A, B) for
every sets A, B C U. The probability is taken over the choice of the seed s at
uniform from S.

In Fig. 1, we describe Algorithm Minwisep for a search problem P, where
P, : {0,1}" — {0,1}9("), Using Obseration 1 it is easy to see that Algo-
rithm Minwisep is perfectly resemblance preserving.

However, Algorithm Minwisep maybe inefficient in several aspects:
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1. Algorithm Minwisep uses a family of min-wise independent permutations.
It was shown in [6] that such families are of size 2?2V = 202(2°™) (where
n is the input length), and hence the seed length |s| = 2(29(")). However,
for most purposes, the seed length may be reduced to polynomial by using
pseudorandom permutations.®

2. Algorithm Minwisep needs to compute the minimum element, according to
7s in the solution set P, (z). This is feasible when it is possible to enumer-
ate in polynomial time the elements of P, (x). However, to make Minwisep
feasible in cases where, for example, P, (z) is of super-polynomial size, one
needs to carefully use the structure of 7y and the structure of the underlying
solution set space.

Algorithm Minwisep

INPUT: An instance z € {0,1}", seed s for a family of min-wise independent
permutations {ms}ses where 7, : {0,1}91°0 — {0, 1}90°D,
OUuTPUT: A solution sol € P, (z).

1. Let A = Pyn(x).
2. Output sol € A such that 7s(sol) = min 7, (A).

Fig. 1. Algorithm Minwisep

Ezxample 5 (Roots of a Polynomial). As an example for when Algorithm Minwisep
can be implemented efficiently we consider the problem of finding roots of a polyno-
mial. As in Example 4, the inputs are univariate polynomials of degree d(n) over
Fon, where d : N — N is some fixed increasing function (e.g., d(n) = n). The
set of solutions of a polynomial @) is the set of all points y which are roots of @,
that is, {y € Fan : Q(y) = 0} . Berlekamp [4] presented an efficient algorithm that
finds roots of a polynomial over Fo». We implement Algorithm Minwisep, where
we use a family of pseudorandom permutations from Fon to For instead of the fam-
ily of min-wise independent permutations. Furthermore, as the number of roots of
a polynomial of degree d(n) is at most d(n), we can use Berlekamp’s algorithm to
explicitly find all roots of the polynomial, apply the pseudorandom permutation
to each roots, and find for which root 7, (y) obtains a minimum. The above algo-
rithm can be generalized to any search problems whose entire set of solutions can
be generated efficiently.

Observation 2. If for a search problem P there is an algorithm that generates
the set of solutions of an input of P whose running time in polynomial in the
length of the input (and, in particular, the number of solutions in polynomial),
then Algorithm Minwisep can be efficiently implemented for P.

5 We need the family of pseudorandom permutations to be secure against a non-
uniform adversary. Thus, for every long enough inputs z and y a pseudorandom
permutation must be min-wise. We omit further details as this is not the approach
taken in this study.
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4.2 Resemblance Preserving Using Pairwise Independence

To get around the above mentioned problems of implementing Minwisep for
search problems with super-polynomial number of solutions, we construct a non-
perfect resemblance preserving algorithm using pairwise independence permuta-
tions instead of min-wise independence.

Definition 15 (Family of Pairwise Independent Permutations). Let U
be a set and F = {ms}ses be a collection of permutations ws : U — U. The
collection F is a family of pairwise independent permutations if

Pr[ms(a) =c N 7s(b) =d] = m .

for all a,b € U and ¢,d € U. The probability is taken over the choice of the seed
s at uniform from S.

Theorem 2 ([6]). Let F be a family of pairwise independent permutations
{ms}ses where ws : U — U. Then for every set A C U and every a € A

1 ) = )] < 2
-y = P m el = IE=

The probability is taken over the choice of the seed s at uniform from S.

Lemma 1. Let F be a family of pairwise independent permutations {7s}ses
where s : U — U. Then for every sets A,B C U

. - r(A,B) . 2-|AAB|
Pr[min(7,(A)) = min(ms(B))] = max ( 9 1 m)

The probability is taken over the choice of the seed s at uniform from S.

We construct an algorithm Pairwisep that is almost identical to Minwisep of
Fig. 1, where the family of min-wise permutations is replaced with a family of
pairwise independent permutations. The following corollary follows directly from
Lemma 1:

Corollary 1. Algorithm Pairwisep is resemblance preserving.

4.3 Applications of the Pairwise Independence Construction

We next show how to apply Algorithm Pairwisep to a few search problems.
Given a search problem, we need to choose the family of pairwise independent
permutations such that the solution minimizing 7,(A) can computed efficiently.
In our examples we use the following well-known family of pairwise independent
permutations from Fy to Fj for some prime-power g:

Lqn def {Hy +b : H is an invertible n x n matrix over F, and b € ]FZ} )
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Linear Algebra. We show how to construct a resemblance preserving algorithm
for finding a solution of a system of equations (as considered in Example 2 for
Equivalence Protecting Algorithms).

Linear Algebra over Fo. We assume that the system is over Fy.” That is, the
input is an m x n matrix M over Fy and a vector v € F3', and a solution is
a vector y € Fy such that My = v. We apply Algorithm Pairwisep for this
problem using the family £, ,. That is, we choose a permutation at random,
specified by H and b, and we need to find the lexicographically first z satisfying
z = Hy + b for y satisfying Ay = b. We view Ay = band z = Hy + v as a
single system of linear equations with 2n unknowns, namely, y = (y1,...,Yn)
and z = (z1,...,2,). To find the value of z; in the lexicographically first z,
we add the equation z; = 0 to the system of equations. If the new system has
a solution, we keep the equation z; = 0 in the system and continue to find
the value of z5. Otherwise, we understand that z; = 1 in every solution of the
original system of equations, and, in particular, in the lexicographically first z.
In this case, we remove the equation z; = 0 from the system of equations and
continue to find the value of z5. To conclude, we find the lexicographically first z
iteratively, where in iteration ¢ we have already found the values of 2z1,...,2;_1
and we compute the value of z; in the lexicographically first z as we found z;.
We continue these iterations until we find the lexicographically first z. Recall
that Hy + b is a permutation. Thus, once we found z, the solution y is uniquely
defined and is easy to compute from the system of equations.

Union of Systems of Equations. We want to use the resemblance preserving
algorithm for finding a solution of a system of linear equations to construct
resemblance preserving algorithms for other problems. That is, we want to rep-
resent the set of solutions of an instance of some search problem as a set of
solutions to a system of linear equations. In our applications, we manage to
represent the set of solutions of an instance as a union of polynomially many
systems of linear equations over the same field. We next show how to construct
a resemblance preserving algorithm for such a union. That is, the input is a
sequence My, vq,..., My, v, and a solution is a vector y such that M;y = v; for
at least one 1.

Algorithm LinearAlgebraUnion

INPUT: A a sequence My, v1,..., M, v, and a seed H,b.
OUuTPUT: A vector y such that M;y = v; for at least one i.

1. Find for each system of equation a solution y; such that Hy; + b is mini-
mized amongst all vectors such that M;y = v;.
2. Output y; such that Hy; + b =min{Hy; +b : 1 <i < (}.

" In the full version of this paper we generalize the result to every finite field.
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Theorem 3. There is a resemblance preserving algorithm for finding a solution
m a union of polynomially many solution sets of systems of linear equations over

the same field.

Points in a Union of Discrete Rectangles. We show how to use the resem-
blance preserving algorithm for linear algebra to construct resemblance preserving
algorithms for finding a point in a union of discrete rectangles. We construct such
algorithms for two cases: (1) unions of rectangles in [2]™, that is, DNF formulae,
and (2) unions of rectangles in [N]¢ when d is fixed (however, N is not fixed).

Satisfying Assignment for a DNF Formula. We show how to construct a re-
semblance preserving algorithm for finding a satisfying assignment of a DNF
formula. This follows Theorem 3 and the following observations. First, the set
of satisfying assignments of a single term is the set of solutions to a system of
linear equations over [Fy:

— For every variable x; that appears in the term without negation, add the
equation y; = 1.

— For every variable z; that appears in the term with negation, add the equa-
tion y; = 0.

Now, given a DNF formula with ¢ terms, a satisfying assignment to the formula
is a assignment satisfying at least one of the terms in the formula, that is, it
belongs to the union of solutions of the ¢ systems of linear equations constructed
for each of the terms of the formula. Thus, by Theorem 3, we get a resemblance
preserving algorithm for finding a satisfying assignment of a DNF formula.

It is interesting to note that, unless P=NP, there is no efficient equivalence
protecting algorithm for DNF as an equivalence protecting algorithm for DNF
can be used to check if two DNF formulae are equivalent, a problem that is
coNP-hard.

Points in a Union of Discrete Rectangles in a d-dimensional Space. We show how
to construct a resemblance preserving algorithm for finding a point in a discrete
rectangle. That is, for some fixed d € N and for an integer N € N, our inputs are
2d elements a',... a?,b,... b? € [N] which represents a rectangle as follows:
First, for two points a,b we define the segment I, = {yeN:a<y<b}.
Second, we define R,1  qdp1  pa = Ipr pr X 1g2 2 X+ - X Ipa pa. Let n = [log N1,
and we represent a number a € [N] by an n-bit string aq,...,a,, where a =
S, a;2" . Note that, in this section, a’ is a string in {0,1}" and a; is the ith
bit of a string a.

We solve the problem of finding a point in a rectangle by representing each
rectangle as a union of polynomially many systems of equations over Fs, and
then use Theorem 3 to construct the resemblance preserving algorithm.

Let us start with the simple case where d = 1 and b' = (1,...,1) (in words,
b€ {0,1}" is the all 1 string). That is, an input is a string a and a solution is a
string y > a.

y>aiff (Sigp (i =1Aai=0)A(Vicj<i yi = ai)) V (Vicj<n (4 = ai)) . (1)
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For example, y = (y1,¥y2,y3) > (0,1,0) either if (y1 = 1), or (y1 = 0 A 2
=1 Ays=1),0r (1 =0Ay2=1Ay3=0).

Note that, by (1), the set of points y > a is a union of solutions of at most
n + 1 systems of equations. Similarly, the set of points a < y < b is a union
of solutions of at most 2(n + 1) systems of equations: Let a < b and iy be the
minimal index such that a; = 0 and b; = 1 (in particular, a; = b; for every
1< <ig—1).

a<y< b iff (v1§j<ioyj = aj) A ((yio = i, \a < y) \4 (yio = bio Ny < b))(z)

In other words, we partitioned the segment I, ; to at most 2(n + 1) segments
such that the points in each segment are exactly the solutions of a system of
linear equations.

Given a rectangle in ({0,1}")4, we partition it to (O(n))? rectangles such
that the points in each rectangle correspond to solutions of a system of linear
equations, and use Theorem 3 to construct the resemblance preserving algorithm.
Notice that given a rectangle R,1 a1 pa, We can partition each segment
Io; b, into O(n) segments I; 1,...,1; o) asin (1) and (2). Thus,

Ral,...,ad,b17...,bd = Iahbl X [a27bz X X [ad»bd
= (Uj 11,51) X (UjpLa5,) X -0 X (U, 1a,5,)
= Ujy,ogadngn X 125, X oo X Iq j,.

Notice that for i1 # i2, the variables of the equations representing I;, j, and
I;, j;, are disjoint, and the points in each rectangle Iy j, X Iz j, X --- X Iqj, are
solutions to a system of linear equations.

Finally, if our input is a union of ¢ rectangles, we can represent it as a union
of £(O(n))? systems of equations, hence:

Theorem 4. There exists an efficient resemblance preserving algorithm for find-
ing a point in a union of £ rectangles in [N]?. The running time of the algorithm
is poly((log N )4, £).

The above algorithm is polynomial in ¢ and (log N)? while the size of the input
is O(¢dlog N), thus, it is polynomial when d is constant. It would be interesting
to construct an efficient algorithm for non-constant d. Notice that a union of ¢
rectangles in [2]¢ is equivalent to an /-term DNF formula with n variables. Thus,
there is a polynomial resemblance preserving algorithm for union of rectangles
in [2]%.
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A Deterministic vs. Randomized Private Algorithms

We start with a search problem that admits a randomized private algorithm
(outputting a uniformly chosen solution on each instance), but no efficient de-
terministic one. For n = p - ¢ and a € Z; with Jacobi Symbol (£) = 1 define

OR(n,a) ={be Z::(8)=1 AN bEQR, < acQR,}.

n

Claim 2. The problem QR admits a randomized polynomial time private algo-
rithm, but no efficient deterministic private algorithms, unless quadratic residu-
osity is decidable in deterministic polynomaial time.

Our second example is of a search problem that admits a deterministic private
algorithm but no (non trivial) randomized one.
For a CNF formula ¢ over Boolean variables 1, ..., z, define

ZERO —SAT (¢p) ={a € {0,1}":a=0" V ¢(a)} .

If a randomized algorithm for ZERO — SAT assigns non-negligible probability
to some non-zero assignment whenever ¢ is satisfiable we say it is non-trivial.

Claim 3. The problem ZERO — SAT admits a deterministic polynomial time
private algorithm, but, unless NP C RP no non-trivial randomized private al-
gorithm for ZERO — SAT exists.
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Abstract. Consider the following problem: Alice wishes to maintain her
email using a storage-provider Bob (such as a Yahoo! or hotmail e-mail
account). This storage-provider should provide for Alice the ability to
collect, retrieve, search and delete emails but, at the same time, should
learn neither the content of messages sent from the senders to Alice (with
Bob as an intermediary), nor the search criteria used by Alice. A trivial
solution is that messages will be sent to Bob in encrypted form and Alice,
whenever she wants to search for some message, will ask Bob to send her
a copy of the entire database of encrypted emails. This however is highly
inefficient. We will be interested in solutions that are communication-
efficient and, at the same time, respect the privacy of Alice. In this
paper, we show how to create a public-key encryption scheme for Alice
that allows PIR searching over encrypted documents. Our solution is the
first to reveal no partial information regarding the user’s search (includ-
ing the access pattern) in the public-key setting and with non-trivially
small communication complexity. This provides a theoretical solution to
a problem posed by Boneh, DiCrescenzo, Ostrovsky and Persiano on
“Public-key Encryption with Keyword Search.” The main technique of
our solution also allows for Single-Database PIR writing with sub-linear
communication complexity, which we consider of independent interest.
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* Stanford Department of Computer Science. Supported by NSF and the Packard
foundation.

** Department of Computer Science, Technion. Partially supported by BSF grant
2002-354 and by Israel Science Foundation grant 36/03.

*** Computer Science Department and Department of Mathematics, University of
California, Los Angeles, CA 90095. Research partially done while visiting IPAM,
and supported in part by IBM Faculty Award, Xerox Innovation Group Award,
NSF Cybertrust grant no. 0430254, and U.C. MICRO grant.

T Department of Mathematics, University of California, Los Angeles. Research done
in part at IPAM, and supported in part by U.C. Chancellor’s Presidential Disser-
tation Fellowship 2006-2007.

A. Menezes (Ed.): CRYPTO 2007, LNCS 4622, pp. 50-67, 2007.
© International Association for Cryptologic Research 2007



Public Key Encryption That Allows PIR Queries 51

publishes a public-key for a semantically-secure Public-Key Encryption scheme,
and asks all people to send their e-mails, encrypted under her public-key, to the in-
termediary Bob. Bob (the storage-provider) should allow Alice to collect, retrieve,
search and delete emails at her leisure. In known implementations of such services,
either the content of the emails is known to the storage-provider Bob (and then the
privacy of both Alice and the senders is lost) or the senders can encrypt their mes-
sages to Alice, in which case privacy is maintained, but sophisticated services (such
as search by keyword) cannot be easily performed and, more importantly leak in-
formation, such as Alice’s access pattern, to Bob. Of course, Alice can always ask
Bob, the storage-provider, to send her a copy of the entire database of emails. This
however is highly inefficient in terms of communication, which will be a main focus
in this work. In all that follows, we will denote the number of encrypted documents
that Bob stores for Alice by the variable n.

We will be interested in solutions that are communication-efficient and, at the
same time, respect the complete privacy of Alice. A seemingly related concept
is that of Private Information Retrieval (PIR) (e.g., [13,23,10], or [27] for a sur-
vey). However, existing PIR solutions either allow only for retrieving a (plain
or encrypted) record of the database by address, or allow for search by key-
word [12,23,25] in a non-encrypted data. The challenge of creating a public-key
encryption that allows for keyword search, where keywords are encrypted in a
probabilistic manner, remained an open problem prior to this paper.

In our solution, Alice creates a public key that allows arbitrary senders to
send her encrypted e-mail messages. Each such message M is accompanied by
an “encoded” list of keywords in response to which M should be retrieved. These
email messages are collected for Alice by Bob, along with the “encoded” key-
words. When Alice wishes to search in the database maintained by Bob for e-mail
messages containing certain keywords, she is able to do so in a communication-
efficient way and does not allow Bob to learn anything about the messages that
she wishes to read, download or erase. In particular, Alice is not willing to re-
veal what particular messages she downloads from the mail database, from which
senders these emails are originating and /or what is the search criterion, including
the access pattern.

Furthermore, our solution allows the communication from any sender to Bob
to be non-interactive (i.e. just a single message from the sender to Bob), and
allow a single round of communication from Alice to Bob and back to Alice, with
total communication complexity sub-linear in n. Furthermore, we show a simple
extension that allows honest-but-curious Bob to tolerate malicious senders, who
try to corrupt messages that do not belong to them in Bob’s database, and reject
all such messages with overwhelming probability.

Comparison with Related Work. Recently, there was a lot of work on search-
ing on encrypted data (see [7,6] and references therein). However, all previous
solutions either revealed some partial information about the data or about the
search criterion, or work only in private-key settings. In such settings, only en-
tities who have access to the private key can do useful operations; thus, it is
inappropriate for our setting, where both the storage-provider and the senders
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of e-mail messages for Alice have no information on her private key. We em-
phasize that, in settings that include only a user Alice and a storage-provider,
the problem is already solved; for example, one can apply results of [17,29,9,7].
However, the involvement of the senders who are also allowed to encrypt data for
Alice (but are not allowed to decrypt data encrypted by other senders) requires
using public-key encryption. In contrast to the above work, we show how to
search, in a communication-efficient manner, on encrypted data in a public-key
setting, where those who store data (encrypted with a public key of Alice) do
not need to know the private key under which this data is encrypted. The only
previous results for such a scenario in the public-key setting, is due to Boneh et
al. [6] and Abddalla et al. [1] who deal with the same storage-provider setting
we describe above; however, their solution reveals partial information; namely,
the particular keyword that Alice is searching for is given by her, in the clear,
to Bob (i.e., only the content of the email messages is kept private while the
information that Alice is after is revealed). This, in particular, reveals the access
pattern of the user. The biggest problem left was creating a scheme that hides
the access pattern as well. This is exactly what we achieve in this paper. That
is, we show how to hide all information in a semantically-secure way.

As mentioned, private information retrieval (PIR) is a related problem that
is concerned with communication-efficient retrieval of public (i.e., plain) data.
Extensions of the basic PIR primitive (such as [12,23], mentioned above, and,
more recently, [22,15,25]) allow more powerful keyword search un-encrypted data.
Therefore, none of those can directly be used to solve the current problem.

It should also be noted that our paper is in some ways only a partial solution
to the problem. Specifically, we put the following constraint in our model: the
number of total messages associated to each keyword is bounded by a constant.
It is an interesting question as to whether this condition can be relaxed, while
keeping communication non-trivially small and maintaining the strict notions of
security presented here.

Our Techniques. We give a short overview of some of the tools that we use. The
right combination of these tools is what allows for our protocol to work.

As a starting point, we examine Bloom filters (see Section 2.1 for a definition).
Bloom filters allow us to use space which is not proportional to the number of all
potential keywords (which is typically huge) but rather to the maximal number
of keywords which are in use at any given time (which is typically much smaller).
That is, the general approach of our protocols is that the senders will store in the
database of the storage-provider some extra information (in encrypted form) that
will later allow the efficient search by Alice. Bloom filters allow us to keep the space
that is used to store this extra information “small”. The approach is somewhat
similar to Goh’s use of Bloom filters [16]; the important difference is that in our
case we are looking for a public-key solution, whereas Goh [16] gives a private-key
solution. This makes our problem more challenging, and our use of Bloom filter is
somewhat different. Furthermore, we require the Bloom filters in our application
to encode significantly more information than just set membership. We modify the
standard definitions of Bloom filters to accommodate the additional functionality.
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Recall that the use of Bloom filters requires the ability to flip bits in the array
of extra information. However, the identity of the positions that are flipped
should be kept secret from the storage-provider (as they give information about
the keywords). This brings us to an important technical challenge: we need a way
to specify an encrypted length-n unit vector e; (i.e., a length n vector with 1 in
its i-th position and 0’s elsewhere) while keeping the value ¢ secret, and having
a representation that is short enough to get communication-efficiency beyond
that of the trivial solution. We show that a recent public-key homomorphic-
encryption scheme, due to Boneh, Goh and Nissim [5], that supports additions
and one multiplication on ciphertexts, allows us to obtain just that. For example,
one can specify such a length-n unit vector using communication complexity
which is y/n times a security parameter. Also, as shown in [26], this is optimal,
from an algebraic point of view.

Finally, for Alice to read information from the array of extra information,
she applies efficient PIR schemes, e.g. [23,10], that, again, allow keeping the
keywords that Alice is after secret.

We emphasize that the communication in the protocol is sub-linear in n.
This includes both the communication from the senders to the storage-provider
Bob (when sending email messages) and the communication from Alice to Bob
(when she retrieves/searches for messages). Furthermore, we allow Alice to delete
messages from Bob’s storage in a way that hides from Bob which messages have
been deleted. Our main theorem is as follows:

MAIN THEOREM (informal): There exists Public-Key Encryption schemes
that support sending, reading and writing into remote server (honest-but-curious
Bob) with the following communication complexity:

— (’)(\/nlog3 n) for sending a message from any honest-but-curious Sender
to Bob. In case the sender is malicious, the communication complexity for
sending a message becomes O(y/nlogn - polylog(n))

— O(polylog(n)) for reading by Alice from Bob’s (encrypted) memory.

— O(y/nlog®n) for deleting messages by Alice from Bob’s memory.

Organization: In Section 2, we explain and develop the tools needed for our so-
lutions. Section 3 defines the properties we want our protocols to satisfy. Finally,
Section 4 gives the construction and its analysis.

1.1 Reference Table of Notation

For the reader’s convenience, we provide a table of the most frequently used
notation in this work.

— n — size of e-mail database

— s — a security parameter

— k — number of hash functions used in Bloom filter
— m — size of Bloom filter hash table

- {hi}le — Bloom filter hash functions



54 D. Boneh et al.

— H,, — set of hash images for a word w € {0, 1}*, i.e. {hi(w) | i € [k]}
— B; — a buffer in a Bloom filter with storage (so, j € [m])

— o — size of fixed length buffers in a Bloom filter with storage

— [ — size of the associated values in a Bloom filter with storage

— X — a message sender

— Y — message receiver (owner of public key)

— § — owner of remote storage (mail server)

— K — a set of keywords

— M — a message

— (K,&,D) — key generation, encryption and decryption, respectively
— ¢ — a constant, greater than 1

— A — maximum number of messages associated to a specific keyword
— # — maximum size of a keyword set associated to a specific message

2 Ingredients

We will make use of several basic tools, some of which are being introduced for
the first time in this paper. In this section, we define (and create, if needed)
these tools, as well as outline their utility in our protocol.

2.1 Bloom Filters

Bloom filters [4] provide a way to probabilistically encode set membership using
a small amount of space, even when the universe set is large. The basic idea
is as follows. Choose an independent set of hash functions {h;}*_,, where each
function h; : {0,1}* — [m]. Suppose S = {a;}!_; C {0,1}*. We set an array
T = {t;}1, such that t;, =1 <= 3j € [k] and j’ € [l] such that hj;(a;/) = i.
Now to test the validity of a statement like “a € S”, one simply verifies that
th,(a) = 1,Vi € [k]. If this does not hold, then certainly a € S. If the statement
does hold, then there is still some probability that a ¢ S, however this can be
shown to be small. Optimal results are obtained by having m proportional to k;
in this case, it can be shown that the probability of an inaccurate positive result
is negligible as k increases, as will be thoroughly demonstrated in what follows.

This work will use a variation of a Bloom filter, as we require more function-
ality. We would like our Bloom filters to not just store whether or not a certain
element is in the set, but also to store some values v € V' which are associated
with the elements in the set (and to preserve those associations).

Definition 1. Let V' be a finite set. A (k,m)-Bloom Filter with Storage is a
collection {h;}*_, of functions, with h; : {0,1}* — [m] for all i, together with
a collection of sets, {B;}JL,, where B; C V. To insert a pair (a,v) into this
structure, where a € {0,1}* and v € V, v is added to By, (q) for all i € [k].
Then, to determine whether or not a € S, one examines all of the sets By, (q)
and returns true if all are non-empty. The set of values associated with a € S is
simply ﬂie[k] B, (a)- (Note: every inserted value is assumed to have at least one

associated value.)
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Next, we analyze the total size of a (k,m)-Bloom filter with storage. For the
purpose of analysis, the functions h; will, as usual, be modeled as uniform,
independent randomness. For w € {0,1}*, define H,, = {h;(w) | i € [k]}.

Claim. Let ({hi}le,{Bj}gnzl) be a (k,m)-Bloom filter with storage. Suppose
the filter has been initialized to store some set S of size n and associated values.
Suppose also that m = [enk] where ¢ > 1 is a constant. Denote the (binary)
relation of element-value associations by R(:,-). Then, for any a € {0,1}*, the
following statements hold true with probability 1 —neg(k), where the probability
is over the uniform randomness used to model the h;:

1. (a€S) <= (Bpa) #9 Vielk])
2. mze[k] Bhi(a) = {?} | R(CL,’U) = 1}

Proof. (1., =) Certainly if By, ) = @ for some i € [k], then a was never inserted
into the filter, and a ¢ S. (1., <=) Suppose that By, () # @ for every i € [k]. We'd
like to compute the probability that for an arbitrary a € {0,1}*, a ¢ S, we have
H, C Uyeg Hw; ie., that such an element will appear to be in S by our criteria.
Recall that we model each evaluation of the functions h; as independent and
uniform randomness. Therefore, a total of nk (not necessarily distinct) random
sets are modified to insert the n values of S into the filter. So, we only need to
compute the probability that all £ functions place a in this subset of the Bj’s.
By assumption, there are a total of m = [cnk]| sets where ¢ > 1 is a constant.
Let X i denote the random variable that models the experiment of throwing
k balls into m bins and counting the number that land in the first &’ bins. For a
fixed insertion of the elements of S into our filter and letting &’ be the number
of distinct bins occupied, X, - represents how close a random element appears
to being in S according to our Bloom filter. More precisely, Pr[Xy »» = k] is
the probability that a random element will appear to be in § for this specific
situation. Note that X xs is a sum of independent (by assumption) Bernoulli
trials, and hence is distributed as a binomial random variable with parameters,

' / = () < ()" :
(k ), where k' < nk. Hence, Pr[Xj = k| = < () - So, we've

7 enk cnk
obtained a bound that is negligible in k, independently of k’. Hence, if we let
Y}, be the experiment of sampling &’ by throwing nk balls into [e¢nk] bins and
counting the distinct number of bins, then taking a random sample from the
variable X}, ;» and returning 1 if and only if X} ;v = k, then Y}, is distributed
identically to the variable that describes whether or not a random a € {0, 1}* will
appear to be in S according to our filter. Since we have Pr[X} v = k| < neg(k)
and the bound was independent of k', it is easy to see that Pr[Y; = 1] < neg(k),
as needed.

(2.) The argument is quite similar to part 1. (2) If R(a,v) = 1, then the value
v has been inserted and associated with a and by definition, v € By, (4) for every
i € [k]. () Suppose a € S and v € By, (,) for every i € [k]. The probability of this
event randomly happening independent of the relation R is maximized if every
other element in S is associated with the same value. In this case, the problem
reduces to a false positive for set membership with (n — 1)k writes if a € S, or the
usual nk if a ¢ S. This has already been shown to be negligible in part 1.
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In practice, we will need some data structure to model the sets of our Bloom
filter with storage, e.g. a linked list. However, in this work we will be interested
in oblivious writing to the Bloom filter, in which case a linked list seems quite
inappropriate as the dynamic size of the structure would leak information about
the writing. So, we would like to briefly analyze the total space required for
a Bloom filter with storage if it is implemented with fixed-length buffers to
represent the sets. Making some needed assumptions about uniformity of value
associations, we can show that with overwhelming probability (exponentially
close to 1 as a function of the size of our structure) no buffer will overflow.

Claim. Let ({hi}}_1,{B;}J;) be a (k,m)-Bloom filter with storage. Suppose
the filter has been initialized to store some set S of size n and associated values.
Again, suppose that m = [enk] where ¢ > 1 is a constant, and denote the
relation of element-value associations by R(-,-). Let A > 0 be any constant. If
for every a € S we have [{v| R(a,v) = 1}| < A, then for ¢ € N we have that as

o increases, Pr[maxje[m]{|Bj|} > 0] < neg(o). Again, the probability is over

the uniform randomness used to model the h;.

Proof. First, let us analyze the case A = 1, so there will be a total of nk
values placed randomly into the [enk] buffers. Let X; be a random variable
that counts the size of B; after the nk values are randomly placed. X; has
a binomial distribution with parameters (nk, --). Hence E[X;] = (1/c). If
(1 +6) > 2e, we can apply a Chernoff bound to obtain the following esti-
mation: Pr[X; > (1 + 6)/c] < 27%/¢. Now, for a given o we'd like to com-
pute Pr[X; > o]. So, set (1 + 6)/c = o and hence 6/c = o — 1/c. Then,
Pr[X; > o] < 2791/ = 2792(1/¢) = neg(s). By the union bound, the probabil-
ity that any X; is larger than o is also negligible in o.

Now, if A > 1, what has changed? Our analysis above treated the functions
as uniform randomness, but to associate additional values to a specific element
of a € S the same subset of buffers (H, in our notation) will be written to
repeatedly- there is no more randomness to analyze. Each buffer will have at most
a factor of A\ additional elements in it, so our above bound becomes neg(c/\)
which is still neg(o) as A is an independent constant.

So, we can implement a (k,m)-Bloom filter with storage using fixed-length
buffers. However, the needed length of such buffers depends on the maximum
number of values that could be associated to a specific a € S. A priori, this
is bounded only by |V, the size of the value universe: for it could be the case
that all values are associated to a particular a € S, and hence the buffers of
H, would need to be as large as this universe. But, since we want to fix the
buffers length ahead of time, we will enforce a “uniformity” constraint; namely,
that the number of values associated to each word is bounded by a constant. We
summarize with the following observation.

Observation 1. One can implement a (k, m)-Bloom filter with storage by using
fized-length arrays to store the sets B, with the probability of losing an associated
value negligible in the length of the arrays. The total size of such a structure is
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linear in n,k,o,l and ¢ where n is the maximum number of elements that the
filter is designed to store, k is the number of functions (h;) used (which serves
as a correctness parameter), o is the size of the buffer arrays (which serves as a
correctness parameter; note that o should be chosen to exceed X\, the mazximum
number of values associated to any single element of the set), | is the storage
size of an associated value, and c is any constant greater than 1.

So, for our application of public-key storage with keyword search, if we assume
that there are as many keywords as there are messages, then we have created a
structure of size O(n - 1) = O(nlogn) to hold the keyword set and the message
references. However, the correctness parameter ¢ has logarithmic dependence on
n, leaving us with O(nlog?n).

2.2 Oblivious Modification

For our application, we will need message senders to update the contents of a
Bloom filter with storage. However, all data is encrypted under a key which nei-
ther they, nor the storage provider have. So, they must write to the buffers in an
“oblivious” way- they will not (and cannot) know what areas of the buffer are
already occupied, as this will reveal information about the user’s data, and the
message-keyword associations. One model for such a writing protocol has been
explored by Ostrovsky and Skeith [25]. They provide a method for obliviously
writing to a buffer which, with overwhelming probability in independent cor-
rectness parameters, is completely correct: i.e., there is a method for extracting
documents from the buffer which outputs exactly the set of documents which
were put into it.

In [25], the method for oblivious buffer writing is simply to write messages at
uniformly random addresses in a buffer, except to ensure that data is recoverable
with very high probability, messages are written repeatedly to an appropriately
sized buffer, which has linear dependence on a correctness parameter. To ensure
that no additional documents arise from collisions, a “collision detection string”
is appended to each document from a special distribution which is designed to
not be closed under sums. We can apply the same methods here, which will allow
senders to update an encrypted Bloom filter with storage, without knowing any-
thing about what is already contained in the encrypted buffers. For more details
on this approach, see [25], or the full version of this work. Another approach to
this situation was presented by Bethencourt, Song, and Waters [3], who solve a
system of linear equations to recover buffer contents. These methods may also be
applicable, but require additional interaction to evaluate a pseudo-random func-
tion on appropriate input. So, with an added factor of a correctness parameter to
the buffer lengths, one can implement and obliviously update an encrypted Bloom
filter with storage, using the probabilistic methods of [25], or [3].

As a final note on our Bloom filters with storage, we mention that, in practice,
we can replace the functions h; with pseudo-random functions; in this case our
claims about correctness are still valid, only with a computational assumption
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in place of the assumption about the h; being truly random, provided that the
participating parties are non-adaptive®.

By now, we have an amicable data structure to work with, but there is a
piece of the puzzle missing: this data structure will be held by a central storage
provider that we’d like to keep in the dark regarding all operations performed
on the data. Next, we give message senders a way to update this data structure
without revealing to the storage provider any information about the update, and
using small communication.

2.3 Modifying Encrypted Data in a Communication-Efficient Way

Our next tool is that of encrypted database modification. This will allow us to
privately manipulate our Bloom filters. The situation is as follows:

— A database owner Bob holds an array of ciphertexts {c;} , where each
¢i = E(x;) is encrypted using a public-key for which Bob does not have the
private key.

— A user would like to modify one plaintext value x;, without revealing to Bob
which value was modified, or how it was modified.

Furthermore, we would like to minimize the communication between the parties
beyond the trivial O(n) solution which could be based on any group homo-
morphic encryption. Using the cryptosystem of Boneh, Goh, and Nissim [5], we
can accomplish this with communication O(y/n). The important property of the
cryptosystem of [5], for our purposes, is its additional homomorphic property;
specifically, in their system, one can compute multivariate polynomials of total
degree 2 on ciphertexts; i.e., if £ is the encryption map (and D is the correspond-
ing decryption) and if F(Xy,...,X,) = Zl<i<j<n ai; X; X, then there exists

some function F on ciphertexts (which can be computed using public informa-
tion alone) such that, for any array of ciphertexts {¢; = £(x;)}]-,, it holds that

D(F(c1,...,cn)) = F(x1, ..., z).
Applying such a cryptosystem to encrypted database modification is simple.

Suppose {xij};/j:l is our database (not encrypted). Then, to increment the
value of a particular element at position (i*, 7*) by some value «, we proceed as

! In the case of malicious senders, we cannot reveal the seeds for the random functions
and still guarantee correctness; however, we can entrust the storage provider (Bob)
with the seeds, and have the senders execute a secure two-party computation proto-
col with Bob to learn the value of the functions. This can be accomplished without
Bob learning anything, and with the sender learning only h;(w) and nothing else.
Examples of such a protocol can be found in the work of Katz and Ostrovsky [20],
if we disallow concurrency, and the work of Canetti et al. [11], to allow concurrency.
Here, the common reference string can be provided as part of the public key. These
solutions require additional rounds of communication between the senders and the
storage provider Bob, and additional communication. However, the size of the com-
munication is proportional to the security parameter and is independent of the size
of the database. We defer this and other extensions to the full version of the paper.
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follows: Create two vectors v, w of length /n where, v; = 6;+ and w; = adj;-
(here 6z = 1 when k = ¢ and 0 otherwise). Thus, v,w; = a if (i = i* N j = j*)
and 0 otherwise. Now, we wish to add the value v;w; to the (¢, j) position of the
database. Note that, for each i,j, we are just evaluating a simple polynomial
of total degree two on v;, w; and the data element x;;. So, if we are given any
cryptosystem that allows us to compute multivariate polynomials of total degree
two on ciphertexts, then we can simply encrypt every input (the database, and
the vectors v, w) and perform the same computation which will give us a private
database modification protocol with communication complexity O(y/n).

More formally, suppose (K, £, D) is a CPA-secure public-key encryption scheme
that allows polynomials of total degree two to be computed on ciphertexts, as de-
scribed above. Suppose also that an array of ciphertexts {¢; = £(x;)}], is held
by a party S, which have been encrypted under some public key, A,yp1ic. Suppose
that n is a square (if not, it can always be padded by < 21/n+ 1 extra elements to
make it a square). Define F(X,Y, Z) = X + Y Z. Then by our assumption, there
exists some F' such that D(F(E(z), E(y), E(2))) = F(x,y, z) for any plaintext val-
ues z,, 2. We define a two party protocol Modify;, s(I, &) by the following steps,
where [ and « are private inputs to U:

1. U computes i*, j* as the coordinates of [ (i.e., i* and j* are the quotient and
remainder of [/n, respectively).

2. U sends {7, = 5(6Z-i*)}i:‘/7;,{wj = 5(046]-]-*)}]‘./51 to & where all values are
encrypted under Apypiic.

3. S computes ﬁ(cij,m,wj) for all i,j € [\/n], and replaces each ¢;; with the
corresponding resulting ciphertext.

By our remarks above, this will be a correct database modification protocol.
It is also easy to see that it is private, in that it resists a chosen plaintext attack.
In a chosen plaintext attack, an adversary would ask many queries consisting
of requests for the challenger to execute the protocol to modify positions of the
adversary’s choice. But all that is exchanged during these protocols is arrays of
ciphertexts for which the plaintext is known to the adversary. Distinguishing two
different modifications is precisely the problem of distinguishing two finite arrays
of ciphertexts, which is easily seen to be infeasible assuming the CPA-security
of the underlying cryptosystem and then using a standard hybrid argument.

3 Definitions

In what follows, we will denote message sending parties by X', a message receiving
party will be denoted by ), and a server/storage provider will be denoted by S.

Definition 2. A Public Key Storage with Keyword Search consists of the fol-
lowing probabilistic polynomial time algorithms and protocols:

— KeyGen(1?%) outputs public and private keys, Apubiic and Aprivate of length s.
— Sendy s(M, K, Apuiic) is (an interactive or non-interactive) two-party
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protocol that allows X to send the message M to server S, encrypted under
Apublic, and also associates M with each keyword in the set K. The values
M, K are private inputs that only the message-sending party X holds.

— Retrievey s(w, Aprivate) 15 a two party protocol between the user Y and server
S that retrieves all messages associated with the keyword w for Y. The in-
puts w, Aprivate are held only by Y. This protocol also removes the retrieved
messages from the server and properly maintains the keyword references.

We now describe correctness and privacy for such a system.

Definition 3. Let ) be a user, X be a message sender and S be a server/storage
provider. Let Apypiic, Aprivate <— KeyGen(1®). Fiz a finite sequence of messages
and keyword sets: {(M;, K;)}™, . Suppose that, for all i € [m], the protocol
Sendx s(M;, Ki, Apubiic) is evecuted by X and S. Denote by R,, the set of mes-
sages that Y receives after the execution of Retrievey s(w, Aprivate). Then, a
Public Key Storage with Keyword Search is said to be correct on the sequence

{(M;, K;)}™, if Pr [Rw ={M,; | we KZ}] > 1 — neg(1°), for every w, where
the probability is taken over all internal randomness used in the protocols Send

and Retrieve. A Public Key Storage with Keyword Search is said to be correct if
it is correct on all such finite sequences.

Definition 4. A Public Key Storage with Keyword Search is said to be (n, A, 0)-
correct if whenever {(M;, K;)}™, is a sequence such that (1) m <n, (2) |K;| <
0, for every i € [m], and (3) for every w € ;e Ki, at most A messages are
associated with w, then it is correct on {(M;, K;)}™ in the sense of Definition 3.

For privacy, there are several parties involved, and hence there will be several
definitional components.

Definition 5. For sender-privacy, consider the following game between an ad-
versary A and a challenger C. A will play the role of the storage provider and C
will play the role of a message sender. The game consists of the following steps:

1. KeyGen(1®) is executed by C who sends the output Apupiic to A.

2. A asks queries of the form (M, K) where M is a message and K is a set of key-
words; C answers by executing the protocol Send(M, K, Apybiic) with A.

3. A chooses two pairs (Mo, Ko), (M1, K1) and sends this to C, where both the mes-
sages and keyword sets are of equal size.

4. C picks a random bit b €g {0,1} and executes Send(My, Kp, Apupiic) with A.

5. A asks more queries of the form (M,K) and C responds by executing protocol
Send(M, K, Apublic) with A.

6. A outputs a bit b € {0,1}.

We define the adversary’s advantage as Adv4(1%) = ‘Pr[b =b] - %) We say

that a Public-Key Storage with Keyword Search is CPA-sender-private if, for all
A € PPT, we have that Adv_4(1%) is a negligible function.?

2 “PPT” stands for Probabilistic Polynomial Time. We use the notation A € PPT to
denote that A is a probabilistic polynomial-time algorithm.



Public Key Encryption That Allows PIR Queries 61

Definition 6. For receiver-privacy, consider the following game between an ad-
versary A and a challenger C. A again plays the role of the storage provider,
and C plays the role of a message receiver. The game proceeds as follows:

1. KeyGen(1®) is executed by C who sends the output Apupiic to A.

2. A asks queries of the form w, where w is a keyword; C answers by executing the
protocol Retrievec, 4(w, Aprivate) with A.

3. A chooses two keywords wo, w1 and sends both to C.

4. C picks a random bit b €r {0, 1} and executes the protocol Retrievec, a(ws, Aprivate)
with A.

5. A asks more keyword queries w and C responds by executing the protocol Retrievec, 4
(U), ApTi’vate) U}’Lth A

6. A outputs a bit b € {0,1}.

We define the adversary’s advantage as Adv 4(1%) = ‘Pr[b =] — %’ We say

that a Public Key Storage with Keyword Search is CPA-receiver-private if, for
all A € PPT, we have that Adv 4(1°) is a negligible function.

Remark: Note that we could have also included a separate protocol for erasing
items. At present, the implementation erases messages as they are retrieved.
These processes need not be tied together. We have done so to increase the
simplicity of our definitions and exposition.

3.1 Extensions

The reader may have noted that this protocol deviates from the usual view of
sending mail in that the process requires interaction between a message sender
and a server. For simplicity, this point is not addressed in the main portion of
the paper, however, it is quite easy to remedy. The source of the problem is
that the mail server must communicate the internal address of the new message
back to the sender so that the sender can update the Bloom filter with storage
to contain this address at the appropriate locations. However, once again, using
probabilistic methods from [25], we can solve this problem. As long as the address
space is known (which just requires knowledge of the database size, which could
be published) the mail sender can simply instruct the server to write the message
to a number of random locations, and simultaneously send modification data
which would update the Bloom filter accordingly. There are of course, prices to
pay for this, but they will not be so significant. The Bloom filter with storage
now has addresses of size log®(n), since there will be a logarithmic number
of addresses instead of just one and, furthermore, to ensure correctness, the
database must also grow by a logarithmic factor. A detailed analysis is given in
the full version of this work.

Another potential objection to our construction is that mail senders are some-
what free to access and modify the keyword-message associations. Hence, a ma-
licious message sender could invalidate the message-keyword associations, which
is another way that this protocol differs from what one may expect from a mail
system. (We stress, however, that a sender has no means of modifying other
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senders’ mail data - only the keyword association data can be manipulated.)
However, this too can be solved by using ”off the shelf” protocols; namely, non-
interactive efficient zero knowledge proof systems of Groth, Ostrovksy and Sahai
[18]. In particular, the receiver publishes a common reference string as in [18]
(based on the same cryptographic assumption that we already use in this paper;
i.e., [5]). The sender is now required to include a NIZK proof that the data for
updating the Bloom filter is correct according to the protocol specification. The
main observation is that the theorem size is O(y/nlogn) and the circuit that
generates it (and its witness) are O(y/nlogn - polylog(n)). The [18] NIZK size
is proportional to the circuit size times the security parameter. Thus, assuming
poly-logarithmic security parameter, the result follows.

4 Main Construction

We present a construction of a public-key storage with keyword search that is
(n, A, @)-correct, where the maximum number of messages to store is n, and the
total number of distinct keywords that may be in use at a given time is also n
(however, the keyword universe consists of arbitrary strings of bounded length,
say proportional to the security parameter). Correctness will be proved under a
computational assumption in a “semi-honest” model, and privacy will be proved
based only on a computational assumption. In our context, the term “semi-
honest” refers to a party that correctly executes the protocol, but may collect
information during the protocol’s execution. We assume the existence of a se-
mantically secure public-key encryption scheme with homomorphic properties
that allow the computation of polynomials of total degree two on ciphertexts,
e.g., [5]. The key generation, encryption and decryption algorithms of the system
will be denoted by K, &, and D respectively. We define the required algorithms
and sub-protocols below. First, let us describe our assumptions about the parties
involved: X', ) and S. Recall that X will always denote a message sender. In gen-
eral, there could be many senders but, for the purposes of describing the protocol,
we need only to name one. Sender X is assumed to hold a message, keyword(s)
and the public key. Receiver ) holds the private key. S has a storage buffer
for n encrypted messages, and it also has a (k, m)-Bloom filter with storage,
as defined in Definition 1, implemented with fixed-length buffers and encrypted
under the public key distributed by ). As before, m = [cnk], where ¢ > 1 is
a constant; the functions and buffers are denoted by {h;}j_; and {B;}7-,. The
buffers {B;} will be initialized to 0 in every location. S maintains in its stor-
age space encryptions of the buffers, and not the buffers themselves. We denote
these encryptions { B; }JL;. The functions h; are implemented by pseudo-random
functions, which can be published by ). Recall that for w € {0,1}*, we defined
Hy, = {hi(w) | € [K]}.

KeyGen(k): Run K(19), the key generation algorithm of the underlying cryptosys-
tem, to create public and private keys, A,upiic and Appivate respectively. Private
and public parameters for a PIR scheme are also generated by this algorithm.
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Sendy s(M, K, Apupiic): Sender X holds a message M, keywords K and Apypiic
and wishes to send the message to ) via the server §. The protocol consists of
the following steps:

1.

2.

X modifies M to have K appended to it, and then sends £(M), an encryption of
the modified M to S.

S receives £(M), and stores it at an available address p in its message buffer. S
then sends p back to X.

. For every j € J,cx Hw, sender X' writes « copies of the address p to B;, using

the methods of [25]. However, the information of which buffers were written needs
to be hidden from S. For this, X repeatedly executes protocol Modifyxvs(x,oz)
for appropriate (x,«), in order to update the Bloom filter buffers. Writing a single
address may take several executions of Modify depending on the size of the plaintext
set in the underlying cryptosystem. Also, if |, ¢ x Hw| < k|K][, then X executes
additional Modify(r,0) invocations (for any random ) so that the total number of
times that Modify is invoked is uniform among all keyword sets of equal size.

Retrievey s(w, Aprivate): Y wishes to retrieve all messages associated with the
keyword w, and erase them from the server. The protocol proceeds as follows:

1.

. Y decrypts the answers for the PIR queries to obtain {B,}cu

. Y first retrieves the additional buffers {E }, forall j € U,

Y repeatedly executes an efficient PIR protocol (e.g., [23,10]) with S to retrieve the
encrypted buffers {E} jem, which are the Bloom filter contents corresponding to
w. If |Hw| < k, then Y executes additional PIR protocols for random locations and
discards the results so that the same number of executions are invoked regardless
of the keyword w. Recall that ) possesses the seeds used for the pseudo-random
functions h;, and hence can compute H,, without interacting with S.

s using the key
Aprivate. Receiver ) then computes L =) e Hy Bj, a list of addresses correspond-
ing to w, and then executes PIR protocols again with S to retrieve the encrypted
messages at each address in L. Recall that we have bounded the maximum number
of messages associated with a keyword. We refer to this value as . Receiver ) will,
as usual, invoke additional random PIR executions so that it appears as if every
word has A messages associated to it. After decrypting the messages, ) will obtain
any other keywords associated to the message(s) (recall that the keywords were
appended to the message during the Send protocol). Denote this set of keywords
K

' 2weR H,, using PIR
queries with . The number of additional buffers is bounded by the constant 6 - ¢.
Once again, ) invokes additional PIR executions with S so that the number of PIR
queries in this step of the protocol is uniform for every w. Next, J modifies these
buffers, removing any occurrences of any address in L. This is accomplished via
repeated execution of Modifyy, s(z,a) for appropriate x and a. Additional Modify
protocols are invoked to correspond to the maximum 6 - k buffers.

Remark: If one wishes to separate the processes of message retrieval and mes-
sage erasure, simply modify the retrieval protocol to skip the last step, and then
use the current retrieval protocol as the message erasure procedure.

Theorem 2. The Public-Key Storage with Keyword Search from the preceding
construction is (n, \, 0)-correct according to Definition 4, under the assumption
that the functions h; are pseudo-random.
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Proof sketch:This is a consequence of Claim 2.1, Claim 2.1, and Observation 1.
The preceding claims were all proved under the assumption that the functions h;
were uniformly random. In our protocol, they were replaced with pseudo-random
functions, but since we are dealing with non-adaptive adversaries, the keywords
are chosen before the seeds are generated. Hence they are independent, and if any
of the preceding claims failed to be true with pseudo-random functions in place
of the h;, our protocol could be used to distinguish the h; from the uniform
distribution without knowledge of the random seed, violating the assumption
of pseudo-randomness. As we mentioned before, we can easily handle adaptive
adversaries, by implementing h; using PRF’s, where the seeds are kept by the
service provider, and users executing secure two-party computation protocols to
get h;(w) for any w using [20] or, in the case of concurrent users, using [11]
and having the common random string required by [11] being part of the public
key. O

We also note that in a model with potentially malicious parties, we can apply
additional machinery to force “malicious” behavior using [18] as discussed above.

Theorem 3. Assuming CPA-security of the underlying cryptosystem? (and there-
forethe security of our Modify protocol as well), the Public Key Storage with Keyword
Search from the above construction is sender private, according to Definition 5.

Proof sketch:Suppose that there exists an adversary A € PPT that can suc-
ceed in breaking the security game, from Definition 5, with some non-negligible
advantage. So, under those conditions, A can distinguish the distribution of
Send(My, Ko) from the distribution of Send(M;, K1), where the word “distri-
bution” refers to the distribution of the transcript of the interaction between
the parties. A transcript of Send(M, K') essentially consists of just £(M) and a
transcript of several Modify protocols that update locations of buffers based on
K. Label the sequence of Modify protocols used to update the buffer locations
for K; by {Modify(; ;,a; )} _;. Note that by our design, if [Ko| = [K1], then
it will take the same number of Modify protocols to update the buffers, so the
variable v does not depend on ¢ in this case. Now consider the following sequence
of distributions:

E(Mo) Modify(x()’o,ao,o) cee MOdify(x()’y,a()’y)
5<M0) MOdify($o,o,Oéo,o) s Modify(xl,,,,al,,,)

S(Mo) MOdify(:lZl’o,Oélyo) Modify(xl’y,al’y)
E(My) Modify(z1,0,21,0) - - - Modify(x1,,, o1,,)

The first line of distributions in the sequence is the transcript distribution for
Send(My, Ko) and the last line of distributions is the transcript distribution for
Send(M;, K7). We assumed that there exists an adversary A that can distinguish

3 For concreteness, this may be implemented using the cryptosystem of [5], in which case
security relies on the subgroup decision problem (see [5]).
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these two distributions. Hence, not all of the adjacent intermediate distributions
can be computationally indistinguishable since computational indistinguishabil-
ity is transitive. So, there exists an adversary A’ € PPT that can distinguish
between two adjacent rows in the sequence. If A’ distinguishes within the first
v + 1 rows, then it has distinguished Modify(zg j, o ;) from Modify(x; j, o1 ;)
for some j € [v] which violates our assumption of the security of Modify. And if
A’ distinguishes the last two rows, then it has distinguished £(My) from E(M)
which violates our assumption on the security of the underlying cryptosystem.
Either way, a contradiction. So we conclude that no such A exists in the first
place, and hence the system is secure according to Definition 5. O

Theorem 4. Assuming CPA-security of the underlying cryptosystem (and there-
fore the security of our Modify protocol as well), and assuming that our PIR protocol
1s semantically secure, the Public Key Storage with Keyword Search from the above
construction is receiver private, according to Definition 6.

Proof sketch: Again, assume that there exists A € PPT that can gain a non-
negligible advantage in Definition 6. Then, A can distinguish Retrieve(wg) from
Retrieve(w; ) with non-negligible advantage. The transcript of a Retrieve protocol
consists a sequence of PIR protocols from steps 1, 2, and 3, followed by a num-
ber of Modify protocols. For a keyword w;, denote the sequence of PIR protocols
that occur in Retrieve(w;) by {PIR(Zi7j)}§:1, and denote the sequence of Mod-
ify protocols by {Modify(z; ;, ai’j)};’:l. Note that by the design of the Retrieve
protocol, there will be equal numbers of these PIR queries and Modify protocols
regardless of the keyword w, and hence ¢ and n are independent of . Consider

the following sequence of distributions:

PIR(ZO,()) s PIR(ZO’C) MOdify(xop, Oéoyo) s Modify(acom, 040777)
PIR(ZL()) s PIR(ZO,C) I\/Iodify(a:o,o, ao,o) cee I\/Iodify(xom, 040777)

PIR(ZL()) s PIR(ZLC) MOdify($o,o, OC0,0) s MOdify($o,n, 040,17)
PIR(Zl,o) e PIR(Zl’g) Modify(xLo, 041,0) s Modify(acom, 040777)

PIR(z1,0) - - - PIR(z1,¢) Modify(x1,0,a1,0) - -- Modify(z1,5, a1,,)

The first line is the transcript distribution of Retrieve(wg) and the last line is
the transcript distribution of Retrieve(w;). Since there exists A € PPT that
can distinguish the first distribution from the last, then there must exist an
adversary A’ € PPT that can distinguish a pair of adjacent distributions in the
above sequence, due to the transitivity of computational indistinguishability.
Therefore, for some j € [(] or j' € [] we have that A’ can distinguish PIR(zo ;)
from PIR(z1 ;) or Modify(xo j/, /) from Modify(z1 j, 1 ). In both cases, a
contradiction of our initial assumption. Therefore, no such A € PPT exists, and
hence our construction is secure according to Definition 6. O

Theorem 5. (Communication Complexity) The Public-Key Storage with Key-
word Search from the preceding construction has sub-linear communication com-
plexity in n, the number of documents held by the storage provider S.
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Proof. From Observation 1, a (k,m)-Bloom filter with storage that is designed
to store n different keywords is of linear size in n (the maximum number of
elements that the filter is designed to store), k& (the number of functions h; used,
which serves as a correctness parameter), o (the size of the buffer arrays, which
serves as a correctness parameter; note that ¢ should be chosen to exceed A, the
maximum number of values associated to any single element of the set), [ = logn
(the storage size of an associated value), and ¢ (any constant greater than 1).

However, all the buffers in our construction have been encrypted, giving an
extra factor of s, the security parameter. Additionally, there is another correct-
ness parameter, v coming from our use of the methods of [25], which writes a
constant number copies of each document into the buffer. Examining the proof
of Theorem 2.1, we see that the parameters k and c¢ are indeed independent of
n. However, {s,[,~v} should have logarithmic dependence on n. So, the total size
of the encrypted Bloom filter with storage is O(n-k-o-1-c-s-7v) = O(nlog® n),
as all other parameters are constants or correctness parameters independent of
n (i.e., their value in preserving correctness does not deteriorate as n grows).

Therefore the communication complexity of the protocol is @(y/nlog® n) for

sending a message assuming honest-but-curious sender; O(/n log® n-polylog(n))
for any malicious poly-time bounded sender; O(polylog(n)) for reading using any

polylog(n) PIR protocol, e.g. [8,10,24]; and O(y/nlog® n) for deleting messages.
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Abstract. The economics of information security has recently become a
thriving and fast-moving discipline. As distributed systems are assembled
from machines belonging to principals with divergent interests, incentives
are becoming as important to dependability as technical design. The
new field provides valuable insights not just into ‘security’ topics such as
privacy, bugs, spam, and phishing, but into more general areas such as
system dependability (the design of peer-to-peer systems and the optimal
balance of effort by programmers and testers), and policy (particularly
digital rights management). This research program has been starting to
spill over into more general security questions (such as law-enforcement
strategy), and into the interface between security and sociology. Most
recently it has started to interact with psychology, both through the
psychology-and-economics tradition and in response to phishing. The
promise of this research program is a novel framework for analyzing
information security problems — one that is both principled and effective.

1 Introduction

Over the last few years, people have realised that security failure is caused by
bad incentives at least as often as by bad design. Systems are particularly prone
to failure when the person guarding them does not suffer the full cost of failure.
Game theory and microeconomic theory are becoming important to the security
engineer, just as as the mathematics of cryptography did a quarter century
ago. The growing use of security mechanisms for purposes such as digital rights
management and accessory control — which exert power over system owners
rather than protecting them from outside enemies — introduces many strategic
issues. Where the system owner’s interests conflict with those of her machine’s
designer, economic analysis can shine light on policy options.

We survey recent results and live research challenges in the economics of infor-
mation security. Our goal is to present several promising applications of economic
theory and ideas to practical information security problems. In Section 2, we con-
sider foundational concepts: misaligned incentives in the design and deployment
of computer systems, and the impact of externalities. Section 3 discusses in-
formation security applications where economic analysis has yielded interesting
insights: software vulnerabilities, privacy, and the development of user-control
mechanisms to support new business models. Metrics present another challenge:
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risks cannot be managed better until they can be measured better. Most users
cannot tell good security from bad, so developers are not compensated for efforts
to strengthen their code. Some evaluation schemes are so badly managed that
‘approved’ products are less secure than random ones. Insurance is also problem-
atic; the local and global correlations exhibited by different attack types largely
determine what sort of insurance markets are feasible. Cyber-risk markets are
thus generally uncompetitive, underdeveloped or specialised.

Economic factors also explain many challenges to privacy. Price discrimina-
tion — which is economically efficient but socially controversial — is simultaneously
made more attractive to merchants, and easier to implement, by technological
advance. Privacy problems also create many externalities. For example, spam and
‘identity theft’ impose non-negligible social costs. Information security mecha-
nisms or failures can also create, destroy or distort other markets: digital rights
management in online music and software markets provides a topical example.
Finally, we look at government policy options for dealing with market failures
in Section 4, where we examine regulation and mechanism design.

We conclude by discussing several open research challenges: examining the
security impact of network structure on interactions, reliability and robustness.

2 Foundational Concepts

Economic thinkers used to be keenly aware of the interaction between economics
and security; wealthy nations could afford large armies and navies. But nowadays
a web search on ‘economics’ and ‘security’ turns up relatively few articles. The
main reason is that, after 1945, economists drifted apart from people working
on strategic studies; nuclear weapons were thought to decouple national survival
from economic power [1], and a secondary factor may have been that the USA
confronted the USSR over security, but Japan and the EU over trade. It has
been left to the information security world to re-establish the connection.

2.1 Misaligned Incentives

One of the observations that sparked interest in information security economics
came from banking. In the USA, banks are generally liable for the costs of card
fraud; when a customer disputes a transaction, the bank must either show she is
trying to cheat it, or refund her money. In the UK, the banks had a much easier
ride: they generally got away with claiming that their systems were ‘secure’, and
telling customers who complained that they must be mistaken or lying. “Lucky
bankers,” one might think; yet UK banks spent more on security and suffered
more fraud. This may have been what economists call a moral-hazard effect: UK
bank staff knew that customer complaints would not be taken seriously, so they
became lazy and careless, leading to an epidemic of fraud [2].

In 1997, Ayres and Levitt analysed the Lojack car-theft prevention system and
found that once a threshold of car owners in a city had installed it, auto theft
plummeted, as the stolen car trade became too hazardous [3]. This is a classic
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example of an externality, a side-effect of an economic transaction that may have
positive or negative effects on third parties. Camp and Wolfram built on this in
2000 to analyze information security vulnerabilities as negative externalities, like
air pollution: someone who connects an insecure PC to the Internet does not face
the full economic costs of that, any more than someone burning a coal fire. They
proposed trading vulnerability credits in the same way as carbon credits [4].

Also in 2000, Varian looked at the anti-virus software market. People did not
spend as much on protecting their computers as they logically should have. At
that time, a typical virus payload was a service-denial attack against the website
of Amazon or Microsoft. While a rational consumer might well spend $20 to stop
a virus trashing her hard disk, she will be less likely to do so just to protect a
wealthy corporation [5].

Legal theorists have long known that liability should be assigned to the party
that can best manage the risk. Yet everywhere we look, we see online risks allo-
cated poorly, resulting in privacy failures and protracted regulatory tussles. For
instance, medical record systems are bought by hospital directors and insurance
companies, whose interests in account management, cost control and research
are not well aligned with the patients’ interests in privacy; this mismatch of
incentives led in the USA to HIPAA, a law that sets standards for privacy in
health IT. Bohm et al. [6] documented how many banks used online banking
as a means of dumping on their customers many of the transaction risks that
they previously bore in the days of cheque-based banking; for a recent update
on liability in payment systems, see [7].

Asymmetric information plays a large role in information security. Moore
showed that we can classify many problems as hidden-information or hidden-
action problems [8]. The classic case of hidden information is the ‘market for
lemons’ [26]. Akerlof won a Nobel prize for the following simple yet profound in-
sight: suppose that there are 100 used cars for sale in a town: 50 well-maintained
cars worth $2000 each, and 50 ‘lemons’ worth $1000. The sellers know which
is which, but the buyers don’t. What is the market price of a used car? You
might think $1500; but at that price no good cars will be offered for sale. So the
market price will be close to $1000. Hidden information, about product quality,
is one reason poor security products predominate. When users can’t tell good
from bad, they might as well buy a cheap antivirus product for $10 as a better
one for $20, and we may expect a race to the bottom on price.

Hidden-action problems arise when two parties wish to transact, but one
party’s unobservable actions can impact the outcome. The classic example is
insurance, where a policyholder may behave recklessly without the insurance
company observing this. Network nodes can hide malicious or antisocial behav-
ior from their peers; routers can quietly drop selected packets or falsify responses
to routing requests; nodes can redirect network traffic to eavesdrop on conver-
sations; and players in file-sharing systems can hide whether they share with
others, so some may ‘free-ride’ rather than to help sustain the system. Once
the problem is seen in this light, designers can minimise the capacity for hidden
action, or to make it easy to enforce suitable contracts.
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This helps explain the evolution of peer-to-peer systems. Early systems pro-
posed by academics, such as Eternity, Freenet, Chord, Pastry and OceanStore,
required users to serve a random selection of other users’ files [9]. These sys-
tems were never widely adopted. Later systems that did attract large numbers
of users, like Gnutella and Kazaa, instead allow peer nodes to serve only the
content they have downloaded for their own use, rather than burdening them
with others’ files. The comparison between these architectures originally focused
on purely technical aspects: the cost of search, retrieval, communications and
storage. However, analysing incentives turned out to be fruitful too.

First, a system structured as an association of clubs reduces the potential
for hidden action; club members are more able to assess which members are
contributing. Second, clubs might have quite divergent interests. Though peer-
to-peer systems are now seen as mechanisms for sharing music, early systems
were designed for censorship resistance. A system might serve a number of quite
different groups — maybe Chinese dissidents, critics of Scientology, or aficionados
of sado-masochistic imagery that is legal in California but banned in Tennessee.
Early peer-to-peer systems required such users to serve each other’s files, so
that they ended up protecting each others’ free speech. But might such groups
not fight harder to defend their own colleagues, rather than people involved in
struggles in which they have no interest?

Danezis and Anderson introduced the Red-Blue model to analyze this [10].
Each node has a preference among resource types, for instance left-leaning versus
right-leaning political texts, while a censor will try to impose his own preference.
His action will suit some nodes but not others. The model proceeds as a multi-
round game in which nodes set defense budgets that affect the probability that
they will defeat the censor or be overwhelmed by him. Under reasonable as-
sumptions, the authors show that diversity (with each node storing its preferred
resource mix) performs better under attack than solidarity (where each node
stores the same resource mix). Diversity makes nodes willing to allocate higher
defense budgets; the greater the diversity, the more quickly will solidarity crum-
ble in the face of attack. This model was an early venture on the boundary
between economics and sociology; it sheds light on the general problem of di-
versity versus solidarity, which has had a high profile recently because of the
question whether the growing diversity of modern societies is in tension with the
solidarity on which modern welfare systems are founded [11].

2.2 Security as an Externality

Information industries have many different types of externality. They tend to
have dominant firms for three reasons. First, there are often network external-
ities, whereby the value of a network grows more than linearly in the number
of users; for example, anyone wanting to auction some goods will usually go to
the largest auction house, as it will attract more bidders. Second, there is often
technical lock-in stemming from interoperability, and markets can be two-sided:
software firms develop for Windows to access more customers, and users buy
Windows machines to get access to more software. Third, information industries
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tend to combine high fixed and low marginal costs: the first copy of a software
program (or a music download ot even a DVD) may cost millions to produce,
while subsequent copies are almost free. These three features separately can lead
to industries with dominant firms; together, they are even more likely to.

This not only helps explain the rise and dominance of operating systems,
from System/360 through DOS and Windows to Symbian; it also helps explain
patterns of security flaws. While a platform vendor is building market dominance,
it has to appeal to vendors of software as well as to users, and security could
get in their way. So vendors start off with minimal protection; once they have
become dominant, they add security to lock their customers in more tightly [12].
We'll discuss this in more detail later.

Further externalities affect security investment, as protection often depends
on the efforts of many principals. Hirshleifer told the story of Anarchia, an island
whose flood defences were constructed by individual families and whose defence
depends on the weakest link, that is, the laziest family; he compared this with
a city whose defences against ICBM attack depend on the single best defensive
shot [13]. Varian extended this to three cases of interest to the dependability of
information systems — where performance depends on the minimum effort, the
best effort, or the sum-of-efforts [14].

Program correctness can depend on minimum effort (the most careless pro-
grammer introducing a vulnerability) while software vulnerability testing may
depend on the sum of everyone’s efforts. Security may also depend on the best
effort — the actions taken by an individual champion such as a security architect.
When it depends on the sum of individual efforts, the burden will tend to be
shouldered by the agents with the highest benefit-cost ratio, while the others
free-ride. In the minimume-effort case, the agent with the lowest benefit-cost ra-
tio dominates. As more agents are added, systems become more reliable in the
total-effort case but less reliable in the weakest-link case. What are the implica-
tions? Well, software companies should hire more software testers and fewer but
more competent programmers. (Of course, measuring programmer competence
can be hard, which brings us back to hidden information.)

This work inspired other researchers to consider interdependent risk. A re-
cent influential model by Kunreuther and Heal notes that an individual taking
protective measures creates positive externalities for others that in turn may
discourage them from investment [15]. This insight has implications far beyond
information security. The decision by one apartment owner to install a sprinkler
system will decrease his neighbours’ fire risk and make them less likely to do the
same; airlines may decide not to screen luggage transferred from other carriers
who are believed to be careful with security; and people thinking of vaccinating
their children may choose to free-ride off the herd immunity instead. In each
case, several widely varying equilibria are possible, from complete adoption to
total refusal, depending on the levels of coordination between principals.

Katz and Shapiro famously analyzed how network externalities influenced
the adoption of technology: they lead to the classic S-shaped adoption curve in
which slow early adoption gives way to rapid deployment once the number of
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users reaches some critical mass [16]. Network effects can also influence the initial
deployment of security technology, whose benefit may depend on the number of
users who adopt it. The cost may exceed the benefit until a minimum number
adopt; so everyone might wait for others to go first, and the technology never gets
deployed. Recently, Ozment and Schechter have analyzed different approaches
for overcoming such bootstrapping problems [17].

This challenge is particularly topical. A number of core Internet protocols,
such as DNS and routing, are considered insecure. Better protocols exist (e.g.,
DNSSEC, S-BGP); the challenge is to get them adopted. Two widely-deployed
security protocols, SSH and IPsec, both overcame the bootstrapping problem
by providing significant internal benefits to adopting firms, with the result that
they could be adopted one firm at a time, rather than needing everyone to move
at once. The deployment of fax machines was similar: many companies initially
bought fax machines to connect their own offices.

3 Applications

3.1 Economics of Vulnerabilities

There has been much debate about ‘open source security’, and more generally
whether actively seeking and disclosing vulnerabilities is socially desirable. An-
derson showed in 2002 that, under standard assumptions of reliability growth,
open systems and proprietary systems are just as secure as each other; opening up
a system helps the attackers and defenders equally [18]. Thus the open-security
question may be an empirical one, turning on the extent to which a given real
system follows the standard model.

Rescorla argued in 2004 that for software with many latent vulnerabilities,
removing one bug makes little difference to the likelihood of an attacker finding
another one later [19]. Since exploits are often based on vulnerabilities inferred
from patches, he argued against disclosure and frequent patching unless the
same vulnerabilities are likely to be rediscovered. This also raised the question
of whether software follows the standard dependability model, of independent
vulnerabilities. Ozment found that for FreeBSD, vulnerabilities are correlated in
that they are likely to be rediscovered [20]. Ozment and Schechter also found
that the rate at which unique vulnerabilities were disclosed for the core and
unchanged FreeBSD operating system has decreased over a six-year period [21].
These findings suggest that vulnerability disclosure can improve system security
over the long term. Vulnerability disclosure also helps motivate vendors to fix
bugs [22]. Arora et al. showed that public disclosure made vendors respond with
fixes more quickly; attacks increased to begin with, but reported vulnerabilities
declined over time [23].

This discussion begs a deeper question: why do so many vulnerabilities exist
in the first place? A useful analogy might come from considering large software
project failures: it has been known for years that perhaps 30% of large development
projects fail [24], and this figure does not seem to change despite improvements in
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tools and training: people just built much bigger disasters nowadays than they
did in the 1970s. This suggests that project failure is not fundamentally about
technical risk but about the surrounding socio-economic factors (a point to which
we will return later). Similarly, when considering security, software writers have
better tools and training than ten years ago, and are capable of creating more
secure software, yet the economics of the software industry provide them with
little incentive to do so.

In many markets, the attitude of ‘ship it Tuesday and get it right by ver-
sion 3’ is perfectly rational behaviour. Many software markets have dominant
firms thanks to the combination of high fixed and low marginal costs, network
externalities and client lock-in noted above [25], so winning market races is all-
important. In such races, competitors must appeal to complementers, such as
application developers, for whom security gets in the way; and security tends to
be a lemons market anyway. So platform vendors start off with too little security,
and such as they provide tends to be designed so that the compliance costs are
dumped on the end users [12]. Once a dominant position has been established,
the vendor may add more security than is needed, but engineered in such a way
as to maximise customer lock-in [27].

In some cases, security is even worse than a lemons market: even the vendor
does not know how secure its software is. So buyers have no reason to pay more
for protection, and vendors are disinclined to invest in it.

How can this be tackled? Economics has suggested two novel approaches to
software security metrics: vulnerability markets and insurance.

Vulnerability markets help buyers and sellers establish the actual cost of find-
ing a vulnerability in software. To begin with, some standards specified a min-
imum cost of various kinds of technical compromise; one example is banking
standards for point-of-sale terminals [28]. Camp and Wolfram suggested in 2000
that markets might work better here than central planning [4]. Schechter devel-
oped this into a proposal for open markets in reports of previously undiscovered
vulnerabilities [29]. Two firms, iDefense and Tipping Point, are now openly buy-
ing vulnerabilities, so the market actually exists (unfortunately, the prices are
not published). Their business model is to provide vulnerability data simulta-
neously to their customers and to the affected vendor, so that their customers
can update their firewalls before anyone else. However, the incentives here are
suboptimal: bug-market organisations might increase the value of their product
by leaking vulnerability information to harm non-subscribers [30].

Several variations on vulnerability markets have been proposed. Bohme has
argued that software derivatives might be better [31]. Contracts for software
would be issued in pairs: the first pays a fixed value if no vulnerability is found
in a program by a specific date, and the second pays another value if one is found.
If these contracts can be traded, then their price should reflect the consensus on
software quality. Software vendors, software company investors, and insurance
companies could use such derivatives to hedge risks. A third possibility, due to
Ozment, is to design a vulnerability market as an auction [32].
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One criticism of all market-based approaches is that they might increase the
number of identified vulnerabilities by motivating more people to search flaws.
Thus some care must be exercised in designing them.

An alternative approach is insurance. Underwriters often use expert assessors
to look at a client firm’s I'T infrastructure and management; this provides data to
both the insured and the insurer. Over the long run, insurers learn to value risks
more accurately. Right now, however, the cyber-insurance market is both under-
developed and underutilised. One reason, according to Bohme and Kataria [33], is
the interdependence of risk, which takes both local and global forms. Firms’ IT in-
frastructure is connected to other entities — so their efforts may be undermined by
failures elsewhere. Cyber-attacks often exploit a vulnerability in a program used
by many firms. Interdependence can make some cyber-risks unattractive to insur-
ers — particularly those risks that are globally rather than locally correlated, such
as worm and virus attacks, and systemic risks such as Y2K.

Many writers have called for software risks to be transferred to the vendors;
but if this were the law, it is unlikely that Microsoft would be able to buy
insurance. So far, vendors have succeeded in dumping most software risks; but
this outcome is also far from being socially optimal. Even at the level of customer
firms, correlated risk makes firms under-invest in both security technology and
cyber-insurance [34]. Cyber-insurance markets may in any case lack the volume
and liquidity to become efficient.

3.2 Economics of Privacy

The persistent erosion of personal privacy has frustrated policy makers and prac-
titioners alike. People say that they value privacy, yet act otherwise. Privacy-
enhancing technologies have been offered for sale, yet most have failed in the
marketplace. Why should this be?

Privacy is one aspect of information security that interested economists before
2000. In 1978, Posner defined privacy in terms of secrecy [35], and the follow-
ing year extended this to seclusion [36]. In 1980, Hirshleifer published a seminal
paper in which he argued that rather than being about withdrawing from soci-
ety, privacy was a means of organising society, arising from evolved territorial
behaviour; internalised respect for property is what allows autonomy to persist
in society. These privacy debates in the 1970s led in Europe to generic data-
protection laws, while the USA limited itself to a few sector-specific laws such
as HIPAA. Economists’ appetite for work on privacy was further whetted re-
cently by the Internet, the dotcom boom, and the exploding trade in personal
information about online shoppers.

An early modern view of privacy can be found in a 1996 paper by Varian
who analysed privacy in terms of information markets [38]. Consumers want to
not be annoyed by irrelevant marketing calls while marketers do not want to
waste effort. Yet both are frustrated, because of search costs, externalities and
other factors. Varian suggested giving consumers rights in information about
themselves, and letting them lease it to marketers with the proviso that it not
be resold without permission.
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The recent proliferation of complex, information-intensive business models
demand a broader approach. Odlyzko argued in 2003 that privacy erosion is a
consequence of the desire to charge different prices for similar services [39]. Tech-
nology is simultaneously increasing both the incentives and the opportunities for
price discrimination. Companies can mine online purchases and interactions for
data revealing individuals’ willingness to pay. From airline yield-management
systems to complex and ever-changing software and telecommunications prices,
differential pricing is economically efficient — but increasingly resented. Acquisti
and Varian analyzed the market conditions under which personalised price dis-
crimination is profitable [40]: it may thrive in industries with wide variation
in consumer valuation for services, where services can be personalised at low
marginal cost, and where repeated purchases are likely.

Acquisti and Grossklags tackled the specific problem of why people express a
high preference for privacy when interviewed but reveal a much lower preference
through their behaviour both online and offline [41]. They find that people mostly
lack sufficient information to make informed choices, and even when they do they
often trade long-term privacy for short-term benefits. Vila et al. characterised
privacy economics as a lemons market [42], arguing that consumers disregard
future price discrimination when giving information to merchants.

Swire argued that we should measure the costs of privacy intrusion more
broadly [43]. If a telesales operator calls 100 prospects, sells three of them insur-
ance, and annoys 80, then the conventional analysis considers only the benefit
to the three and to the insurer. However, persistent annoyance causes millions
of people to go ex-directory, to not answer the phone during dinner, or to screen
calls through an answering machine. The long-run societal harm can be con-
siderable. Several empirical studies have backed this up by examining people’s
privacy valuations.

So much for the factors that make privacy intrusions more likely. What factors
make them less so? Campbell et al. found that the stock price of companies
reporting a security breach is more likely to fall if the breach leaked confidential
information [44]. Acquisti, Friedman and Telang conducted a similar analysis for
privacy breaches [45]. Their initial results are less conclusive but still point to a
negative impact on stock price followed by an eventual recovery.

Regulatory responses (pioneered in Europe) have largely centred on requiring
companies to allow consumers to either ‘opt-in’ or ‘opt-out’ of data collection.
While privacy advocates typically support opt-in policies as they result in lower
rates of data collection, Bouckaert and Degryse argue for opt-out on competition
grounds [46]: the availability of information about the buying habits of most
customers, rather than a few customers, may help competitors to enter a market.

Empirically, there is wide variation in ‘opt-out’ rates between different types
of consumer, but their motives are not always clear. Varian et al. analyzed the
FCC’s telephone-sales blacklist by district [47]. They found that educated people
are more likely to sign up: but is that because rich households get more calls,
because they value their time more, or because they understand the risks better?
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Incentives also affect the design of privacy technology. Builders of anonymity
systems know they depend on network externalities: more users mean more cover
traffic to hide activities from the enemy [48]. An interesting case is Tor [49], which
anonymises web traffic and emphasises usability to increase adoption rates. It
developed from a US Navy communications system, but eventually all internet
users were invited to participate in order to build network size, and it is now the
largest anonymous communication system known.

3.3 Incentives and the Deployment of Security Mechanisms

Insurance is not the only market affected by information security. Some very
high-profile debates have centred on DRM; record companies have pushed for
years for DRM to be incorporated into computers and consumer electronics,
while digital-rights activists have opposed them. What light can security eco-
nomics shed on this debate?

Many researchers have set the debate in a much wider context than just
record companies versus downloaders. Varian pointed out in 2002 that DRM
and similar mechanisms were also about tying, bundling and price discrimina-
tion; and that their unfettered use could damage competition [50]. A paper by
Samuelson and Scotchmer studied what might go wrong if technical and legal
restraints were to undermine the right to reverse engineer software products for
compatibility. It provided the scholarly underpinnings for much of the work on
the anti-competitive effects of the DMCA, copyright control mechanisms, and
information security mechanisms applied to new business models.

‘Trusted Computing’ (TC) mechanisms have come in for significant analy-
sis and criticism. Von Hippel showed how most of the innovations that spur
economic growth are not anticipated by the manufacturers of the platforms on
which they are based; the PC, for example, was conceived as an engine for run-
ning spreadsheets, and if IBM had been able to limit it to doing that, a huge
opportunity would have been lost. Furthermore, technological change in I'T mar-
kets is usually cumulative. If security technology can be abused by incumbent
firms to make life harder for innovators, this will create all sorts of traps and per-
verse incentives [52]. Anderson pointed out the potential for competitive abuse
of the TC mechanisms; for example, by transferring control of user data from
the owner of the machine on which it is stored to the creator of the file in which
it is stored, the potential for lock-in is hugely increased [27]. Lookabaugh and
Sicker discussed an existing case history of an industry crippled by security-
related technical lock-in [53]. US cable industry operators are locked in to their
set-top-box vendors; and although they largely negotiated away the direct costs
of this when choosing a suppler, the indirect costs were large and unmanageable.
Innovation suffered and cable fell behind other platforms, such as the Internet,
as the two platform vendors did not individually have the incentive to invest in
improving their platforms.

Economic research has been applied to the record industry itself, with results it
found disturbing. In 2004, Oberholzer and Strumpf published a now-famous paper,
in which they examined how music downloads and record sales were correlated [54].
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They showed that downloads do not do significant harm to the music industry.
Even in the most pessimistic interpretation, five thousand downloads are needed
to displace a single album sale, while high-selling albums actually benefit from
file sharing.

In January 2005, Varian presented a surprising result [55]: that stronger DRM
would help system vendors more than the music industry, because the computer
industry is more concentrated (with only three serious suppliers of DRM plat-
forms — Microsoft, Sony, and the dominant firm, Apple). The content industry
scoffed, but by the end of that year music publishers were protesting that Apple
was getting too large a share of the cash from online music sales. As power in the
supply chain moved from the music majors to the platform vendors, so power
in the music industry appears to be shifting from the majors to the indepen-
dents, just as airline deregulation favoured aircraft makers and low-cost airlines.
This is a striking demonstration of the predictive power of economic analysis.
By fighting a non-existent threat, the record industry had helped the computer
industry forge a weapon that may be its undoing.

3.4 Protecting Computer Systems from Rational Adversaries

Information security practitioners traditionally assumed two types of user: hon-
est ones who always behave as directed, and malicious ones intent on wreak-
ing havoc at any cost. But systems are often undermined by what economists
call strategic users: users who act out of self-interest rather than malice. Many
file-sharing systems suffer from ‘free-riding’, where users download files with-
out uploading their own. This is perfectly rational behaviour, given that upload
bandwidth is typically more scarce and file uploaders are at higher risk of getting
sued. The cumulative effect is degraded performance.

Another nuisance caused by selfish users is spam. The cost per transmission
to the spammer is so low that a tiny success rate is acceptable [56]. Further-
more, while spam imposes significant costs on recipients, these costs are not felt
by the spammers. Bohme and Holz examined stock spam and identified statisti-
cally significant increases in the price of touted stocks [57]. Frieder and Zittrain
independently find a similar effect [58].

Several network protocols may be exploited by selfish users at the expense of
system-wide performance. In TCP, the protocol used to transmit most Internet
data, Akella et al. find that selfish provision of congestion control mechanisms
can lead to suboptimal performance [59].

Researchers have used game theory to study the negative effects of selfish be-
haviour on systems more generally. Koutsoupias and Papadimitriou termed the
‘price of anarchy’ as the ratio of the utilities of the worst-case Nash equilibrium
to the social optimum [60]. The price of anarchy has become a standard measure-
ment of the inefficiency of selfish behaviour in computer networks. Roughgarden
and Tardos studied selfish routing in a congested network, comparing congestion
levels in a network where users choose the shortest path available to congestion
when a network planner chooses paths to maximise flow [61]. They established
an upper bound of % for the price of anarchy when congestion costs are linear;



Information Security Economics — and Beyond 79

furthermore, in general, the total latency of a selfish network is at most the same
as an optimal flow routing twice as much traffic.

Other topics hindered by selfish activity include network creation, where users
decide whether to create costly links to shorten paths or free-ride over longer, in-
direct connections [62,63,64]; wireless spectrum sharing, where service providers
compete to acquire channels from access points [65]; and computer virus inocu-
lation, where users incur a high cost for inoculating themselves and the benefits
accrue to unprotected nodes [66].

To account for user self-interest, computer scientists have proposed several
mechanisms with an informal notion of ‘fairness’ in mind. To address spam,
Dwork and Naor propose attaching to emails a ‘proof-of-work’ that is easy to
do for a few emails but impractical for a flood [67]. Laurie and Clayton criti-
cise ‘proof-of-work’ schemes, demonstrating that the additional burden may be
cumbersome for many legitimate users while spam senders could use botnets
to perform the computations [68]. Furthermore, ISPs may not be prepared to
block traffic from these compromised machines. Serjantov and Clayton analyse
the incentives on ISPs to block traffic from other ISPs with many infected ma-
chines, and back this up with data [69]. They also show how a number of existing
spam-blocking strategies are irrational and counterproductive.

Reputation systems have been widely proposed to overcome free-riding in
peer-to-peer networks. The best-known fielded example may be feedback on
eBay’s online auctions. Dellarocas argues that leniency in the feedback mech-
anism (only 1% of ratings are negative) encourages stability in the market-
place [71]. Serjantov and Anderson use social choice theory to recommend im-
provements to reputation system proposals [72]. Feldman et al model such sys-
tems as an iterated prisoner’s dilemma game, where users in each round alternate
between roles as client and server [70]. Recently, researchers have begun to con-
sider more formally how to construct fair systems using mechanism design. We
discuss these developments in Section 5.1.

4 The Role of Governments

The information security world has been regulated from the beginning, although
initially government concerns had nothing to do with competition policy. The
first driver was a non-proliferation concern. Governments used export licenses
and manipulated research funding to restrict access to cryptography for as long
as possible. This effort was largely abandoned in 2000. The second driver was
the difficulty that even the US government had over many years in procuring
systems for its own use, once information security came to encompass software
security too. Thus, during the 80s and 90s, it was policy to promote research in
security while hindering research in cryptography.

Landwehr describes the efforts of the US government from the mid-1980s to
tackle a the lemons problem in the security software business [73]. The first
attempted fix was a government evaluation scheme — the Orange Book — but
that brought its own problems. Managers’ desire for the latest software eased
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certification requirements: vendors had to simply show that they had initiated
the certification process, which often was never completed. Evaluations were also
conducted at government expense by NSA civil servants, who being risk-averse
took their time; evaluated products were often unusably out of date. There were
also problems interworking with allies’ systems, as countries such as the UK and
Germany had their own incompatible schemes.

This led the NATO governments to establish the ‘Common Criteria’ as a
successor to the Orange Book. Most evaluations are carried out by commercial
laboratories and are paid for by the vendor who is supposed to be motivated by
the cachet of a successful evaluation. The Common Criteria suffer from different
problems, most notably adverse selection: vendors shop around for the evaluator
who will give them the easiest ride, and the national agencies who certify the
evaluation labs are very reluctant to revoke a license, even following scandal,
because of fears that confidence in the scheme will be undermined [74].

Regulation is increasingly justified by perceived market failures in the infor-
mation security industry. The European Union has proposed a Network Security
Policy that sets out a common European response to attacks on information sys-
tems [75]. This starts using economic arguments about market failure to justify
government action in this sector. The proposed solutions are familiar, involving
everything from consciousness raising to more Common Criteria evaluations.

Another explicit use of security economics in policymaking was the German
government’s comments on Trusted Computing [76]. These set out concerns
about issues from certification and trapdoors through data protection to eco-
nomic policy matters. They were hugely influential in persuading the Trusted
Computing Group to incorporate and adopt membership rules that mitigated
the risk of its program discriminating against small-to-medium sized enterprises.
Recently the European Commission’s DG Competition has been considering the
economic implications of the security mechanisms of Vista.

Among academic scholars of regulation, Barnes studies the incentives facing
the virus writers, software vendors and computer users [77], and contemplates
various policy initiatives to make computers less liable to infection, from re-
warding those who discover vulnerabilities to penalising users who do not adopt
minimal security standards. Garcia and Horowitz observe that the gap between
the social value of internet service providers, and the revenue at stake associated
with their insecurity, is continuing to increase [78]. If this continues, they argue,
mandatory security standards may become likely.

Moore presents an interesting regulatory question from forensics. While PCs
use standard disc formats, mobile phones use proprietary interfaces, which make
data recovery from handsets difficult; recovery tools exist only for the most
common models. So criminals should buy unfashionable phones, while the police
should push for open standards [79].

Heavy-handed regulation can introduce high costs — whether directly, or as
a result of agency issues and other secondary factors. Ghose and Rajan discuss
how three US laws — Sarbanes-Oxley, Gramm-Leach-Bliley and HIPAA — place a
disproportionate burden on small and medium sized businesses, largely through a
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one-model-fits-all approach to compliance by the big accounting firms [80]. They
show how mandatory investment in security compliance can create unintended
consequences from distorting security markets to reducing competition.

Given the high costs and doubtful effectiveness of regulation, self-regulation
has been tried in a number of contexts, but some attempts failed spectacularly.
For example, a number of organisations have set up certification services to
vouch for the quality of software products or web sites. Their aim was twofold:
to overcome public wariness about electronic commerce, and to forestall more
expensive regulation by the government. But (as with the Common Criteria)
certification markets can easily be ruined by a race to the bottom; dubious
companies are more likely to buy certificates than reputable ones, and even
ordinary companies may shop around for the easiest deal. In the absence of a
capable motivated regulator, ruin can arrive quickly.

Edelman analysed this ‘adverse selection’ in the case of website approvals and
online advertising [81]: while about 3% of websites are malicious, some 8% of
websites with certification from one large vendor are malicious. He also compared
ordinary web search results and those from paid advertising, finding that while
2.73% of companies ranked top in a web search were bad, 4.44% of companies
who had bought ads from the search engine were bad. His conclusion — ‘Don’t
click on ads’ — could be bad news for the search industry.

Self-regulation has fared somewhat better for patch management. Analysis by
Arora et al. shows that competition in software markets hastens patch release
even more than the threat of vulnerability disclosure in two out of three studied
strategies [83]. Beattie et al. found that pioneers who apply patches quickly
end up discovering problems that break their systems, but laggards are more
vulnerable to attack [82].

Governments also facilitate the sharing of security information between pri-
vate companies. Two papers analyse the incentives that firms have to share
information on security breaches within the Information Sharing and Analysis
Centers (ISACs) set up after 9/11 by the US government [84,85]. Theoretical
tools developed to model trade associations and research joint ventures can be
applied to work out optimal membership fees and other incentives.

5 Open Problems

There are many active areas of security-economics research. Here we highlight
just four live problems. Each lies not just at the boundary between security
and economics, but also at the boundary between economics and some other
discipline — respectively algorithmic mechanism design, network science, organ-
isational theory and psychology.

5.1 Algorithmic Mechanism Design

Given the largely unsatisfactory impact of information security regulation, a
complementary approach based on mechanism design is emerging. Researchers



82 R.J. Anderson and T. Moore

are beginning to design network protocols and interfaces that are ‘strategy-
proof’: that is, designed so that no-one can gain by cheating [86]. Designing
bad behavior out of systems may be cheaper than policing it afterwards.

One key challenge is to allocate scare digital resources fairly. Nisan and Segal
show that although one can solve the allocation problem using strategy-proof
mechanisms, the number of bits that must be communicated grows exponen-
tially; thus in many cases the best practical mechanism will be a simple bundled
auction [87]. They also suggest that if arbitrary valuations are allowed, players
can submit bids that will cause communications complexity problems for all but
the smallest auctions.

Some promising initial results look at mechanism design and protocols. Feigen-
baum et al. show how combinatorial auction techniques can be used to provide
distributed strategy-proof routing mechanisms [88]. Schneidman et al. compare
the incentive mechanisms in BitTorrent, a popular peer-to-peer file-sharing ap-
plication, to theoretical guarantees of faithfulness [89].

5.2 Network Topology and Information Security

There has been an interesting collaboration recently between physicists and so-
ciologists in analyzing the topology of complex networks and its effect on social
interactions. Computer networks, like social networks, are complex but emerge
from ad-hoc interactions of many entities using simple ground rules. The new dis-
cipline of network analysis takes ideas from sociology, condensed-matter physics
and graph theory, and in turn provides tools for modelling and investigating such
networks (see [90] for a recent survey). Some economists have also recognised the
impact of network structure on a range of activities, from crime [91,92] to the
diffusion of new technologies [93]. Other researchers have focused on why net-
works are formed, where the individual costs of establishing links between agents
is weighed against the overall benefit of improved connectivity [94]. Economic
models are well-suited to comparing the social efficiency of different network
types and predicting which structures are likely to emerge when agents act self-
ishly. See [95] for a collection of recent work.

Network topology can strongly influence conflict dynamics. Often an attacker
tries to disconnect a network or increase its diameter by destroying nodes or
edges, while the defender counters using various resilience mechanisms. Examples
include a music industry body attempting to close down a peer-to-peer file-
sharing network; a police force trying to decapitate a terrorist organisation; and
a totalitarian government harrassing political activists. Police forces have been
curious for some years about whether network science might be of practical use
in covert conflicts — whether to insurgents or to counterinsurgency forces.

Different topologies have different robustness properties. Albert, Jeong and
Barabasi showed that certain real world networks with scale-free degree distribu-
tions resist random attacks much better than targeted attacks [96]. This is because
scale-free networks —like many real-world networks — get much of their connectivity
from a few nodes with high vertex order. This resilience makes them highly robust
against random upsets; but remove the ‘kingpin’ nodes, and connectivity collapses.
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This is the static case — for example, when a police force becomes aware of a
criminal or terrorist network, and sets out to disrupt it by finding and arresting
its key people. Nagaraja and Anderson extend this to the dynamic case. In
their model, the attacker can remove a certain number of nodes at each round,
after which the defenders recruit other nodes to replace them [97]. They studied
how attack and defence interact using multi-round simulations, and found that
forming localised clique structures at key network points works reasonably well
while defences based on rings did not work well at all. This helps explain why
peer-to-peer systems with ring architectures turned out to be rather fragile —
and why revolutionaries have tended to organise themselves in cells.

An open challenge is how to reconcile the differences between generated net-
work models and computer networks. Degree distribution is only one factor in
the structure of a network. Li et al. closely examined the topology of computer
networks [98] and found that degree-centrality attacks on the Internet do not
work well since edge routers that connect to homes have much higher degree
than backbone routers at major IPSs. For attacks on privacy, however, topolog-
ical analysis has proven quite effective. When Danezis and Wittneben applied
these network analysis ideas to privacy [99], they found that doing traffic analy-
sis against just a few well-connected organisers can draw a surprising number of
members of a dissident organisation into the surveillance net.

5.3 Large Project Management

As well as extending into system design, crime, and covert conflict, security
economics may help the student of information systems management. Perhaps
the largest issue here is the risk of large software project failures, which can cost
billions and threaten the survival of organisations.

We noted above that perhaps 30% of large development projects fail [24],
and this figure seems impervious to technological progress: better tools help
engineers make larger systems, the same proportion of which still fail as before.
This suggests that project failure is not technical but down to socio-economic
factors such as the way decisions are taken in firms. There is thus a temptation
to place what we now know about the economics of dependability alongside
institutional economics and perform a gap analysis.

One interesting question is whether public-sector organisations are particu-
larly prone to large software project failure. The CIO of the UK’s Department of
Work and Pensions recently admitted that only 30% of government IT projects
succeed [100]. There are many possible reasons. The dependability literature
teaches that large software project failures are mostly due to overambitious,
vague or changing specifications, coupled with poor communications and an in-
ability to acknowledge the signs of failure early enough to take corrective action.
Good industrial project managers try to close down options fast, and get the
customer to take the hard decisions upfront. Elected politicians, on the other
hand, are in the business of mediating conflicts between different interests and
groups in society, and as many of these conflicts are transient, avoiding or delay-
ing hard choices is a virtue. Furthermore, at equilibrium, systems have too many
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features because the marginal benefit of the typical feature accrues to a small
vocal group, while the cost is distributed across a large user base as a slightly
increased risk of failure. This equilibrium may be even further from the optimum
when design decisions are taken by elected officials: the well-known incentives
to dump liability, to discount consequences that will arrive after the next elec-
tion or reshuffle, and to avoid ever admitting error, surely add their share. The
economics of dependability may thus be an interesting topic for researchers in
schools of government.

5.4 Psychology and Security

Security engineers have so far had at least three points of contact with psychol-
ogy. First, three famous experiments in social psychology showed the ease with
which people could be bullied by authority figures, or persuaded by peers, to
behave inappropriately. In 1951, Solomon Asch showed that most people could
be induced to deny the evidence of their own eyes in order to conform to a
group [101]; in 1961, Milgram showed that most people would administer severe
electric shocks to an actor playing the role of a ‘learner’ at the behest of an ex-
perimenter playing the role of the ‘teacher’ — even when the ‘learner’ appeared to
be in severe pain and begged the subject to stop [102]; and in 1971, the Stanford
Prisoner Experiment showed that normal people can egg each other on to be-
have wickedly even in the absence of orders. There, students playing the role of
warders so brutalised students playing the role of prisoners that the experiment
had to be stopped [103].

Inappropriate obedience is a live problem: card thieves call up cardholders,
pretend to be from the bank, and demand the PIN [2,74]. Worse, in 1995-2005, a
hoaxer calling himself ‘Officer Scott’ ordered the managers of dozens of US stores
and restaurants to detain some young employee on suspicion of theft and strip-
search her or him. Various other degradations were ordered, including beatings
and sexual assaults. At least 13 people who obeyed the caller and did searches
were charged with crimes, and seven were convicted [104].

The second point of contact has been security usability, which has become
a growth area recently; early results are collected in [105]. The third has been
the study of deception — a somewhat less well-defined field, but which extends
from conjuring to camouflage to the study of fraud, and which is interesting the
security usability community more as phishing becomes a serious problem.

There is a potentially valuable interface with economics here too. Economic
analysis traditionally assumed that the principals are rational and act out of pure
self-interest. Real people depart in a number of ways from this ideal, and there has
arisen in recent years a vigorous school of economic psychology or behavioural eco-
nomics, which studies the effects that human social and cognitive biases have on
economic decision-making. The Nobel prize was recently awarded to Kahnemann
and Tversky for their seminal role in establishing this field, and particularly in
decision-making under risk and uncertainty. Our mental accounting rules are not
really rational; for example, most people are disproportionately reluctant to risk
money they already have, and to write off money that they have wasted.
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Schneier has discussed cognitive biases as the root cause of our societies’
vulnerability to terrorism [106]. The psychologist Daniel Gilbert, in an article
provocatively entitled ‘If only gay sex caused global warming’, also discusses
why we are much more afraid of terrorism than of climate change [107]. We have
many built-in biases that made perfect evolutionary sense on the plains of Africa
half a million years ago, but may now be maladaptive. For example, we are more
sensitive to risks involving intentionality, whether of a person or animal, as the
common causes of violent death back then included hungry lions and enemies
with sharp sticks. We are also more afraid of uncertainty; of rare or unfamiliar
risks; of risks controlled by others, particularly ‘outsiders’ or other people we
don’t trust or find morally offensive. A number of these biases tie in with defects
in our mental accounting.

The study of cognitive biases may also help illuminate fraud and phishing.
The fundamental attribution error — that people often err by trying to explain
things by intentionality when their causes are in fact impersonal — undermines
efforts to curb phishing by teaching users about the gory design details of the
Internet — for example, by telling them to parse URLs in emails that seem to
come from a bank. As soon as users get confused, they will revent to judging a
website by its ‘look and feel’.

One potential area of research is gender. Recently people have realised that
software can create barriers to females, and this has led to research work on
‘gender HCI’ — on how software should be designed so that women as well as
men can use it effectively. The psychologist Simon Baron-Cohen classifies human
brains into type S (systematizers) and type E (empathizers) [108]. Type S people
are better at geometry and some kinds of symbolic reasoning, while type Es are
better at language and multiprocessing. Most men are type S, while most women
are type E. Of course, innate abilities can be modulated by many developmental
and social factors. Yet, even at a casual reading, this material raises a suspicion
that many security mechanisms are far from gender-neutral. Is it unlawful sex
discrimination for a bank to expect its customers to detect phishing attacks by
parsing URLs?

Another interesting insight from Baron-Cohen’s work is that humans are most
distinct from other primates in that we have a theory of mind; our brains are wired
so that we can imagine others as being like ourselves, to empathise with them bet-
ter. A side-effect is that we are much better at deception. Chimps learn to ‘hack’
each other, and learn defences against such exploits, more or less at random; hu-
mans can plan and execute complex deceptions. We are also equipped to detect
detection by others, and no doubt our capabilities co-evolved over many gener-
ations of lies, social manipulation, sexual infidelities and revenge. The hominids
who left the most descendants were those who were best at cheating, at detecting
cheating by others, or both. So we finish this section with the following provoca-
tive thought: if we are really not ‘homo sapiens sapiens’ so much as ‘homo sapiens
deceptor’, then perhaps the design and analysis of system security mechanisms
can be seen as one of the culminations of human intellectual development.
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6 Conclusions

Over the last few years, a research program on the economics of security has
built many cross-disciplinary links and has produced many useful (and indeed
delightful) insights from unexpected places. Many perverse things, long known
to security practitioners but just dismissed as ‘bad weather’, turn out to be quite
explicable in terms of the incentives facing individuals and organisations, and in
terms of different kinds of market failure.

As for the future, the work of the hundred or so researchers active in this field
has started to spill over into at least four new domains. The first is the technical
question of how we can design better systems by making protocols strategy-proof
so that the incentives for strategic or malicious behaviour are removed a priori.

The second is the economics of security generally, where there is convergence
with economists studying topics such as crime and warfare. The causes of insur-
gency, and tools for understanding and dealing with insurgent networks, are an
obvious attractor.

The third is the economics of dependability. Large system failures cost indus-
try billions, and the problems seem even more intractable in the public sector.
We need a better understanding of what sort of institutions can best evolve and
manage large complex interconnected systems.

Finally, the border between economics and psychology seems particularly
fruitful, both as a source of practical ideas for designing more usable secure
systems, and as a source of deeper insights into foundational issues.
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Abstract. We study the following natural question: Which
cryptographic primitives (if any) can be realized by functions with con-
stant input locality, namely functions in which every bit of the input
influences only a constant number of bits of the output? This contin-
ues the study of cryptography in low complexity classes. It was recently
shown (Applebaum et al., FOCS 2004) that, under standard crypto-
graphic assumptions, most cryptographic primitives can be realized by
functions with constant output locality, namely ones in which every bit
of the output is influenced by a constant number of bits from the input.

We (almost) characterize what cryptographic tasks can be performed
with constant input locality. On the negative side, we show that prim-
itives which require some form of non-malleability (such as digital sig-
natures, message authentication, or non-malleable encryption) cannot
be realized with constant input locality. On the positive side, assum-
ing the intractability of certain problems from the domain of error cor-
recting codes (namely, hardness of decoding a random linear code or
the security of the McEliece cryptosystem), we obtain new construc-
tions of one-way functions, pseudorandom generators, commitments, and
semantically-secure public-key encryption schemes whose input locality
is constant. Moreover, these constructions also enjoy constant output
locality. Therefore, they give rise to cryptographic hardware that has
constant-depth, constant fan-in and constant fan-out. As a byproduct,
we obtain a pseudorandom generator whose output and input locality
are both optimal (namely, 3).

1 Introduction

The question of minimizing the complexity of cryptographic primitives has been
the subject of an extensive body of research (see [23,3] and references therein).
On one extreme, it is natural to ask whether one can implement cryptographic
primitives in NC, i.e., by functions in which each output bit depends on a
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constant number of input bits.! Few primitives, including pseudorandom func-
tions [12], cannot even be realized in AC® [20]; no similar negative results are
known for other primitives. However, it was shown recently [3,2] that, under
standard assumptions, most cryptographic primitives can be realized by func-
tions with output locality 4, namely by NC° functions in which each bit of the
output depends on at most 4 bits of the input.

Another possible extreme is the complementary question of implementing
cryptographic primitives by functions in which each input bit affects only a
constant number of output bits. This was not settled by [3], and was suggested
as an open problem. This natural question can be motivated from several distinct
perspectives:

— (Theoretical examination of a common practice) A well known design princi-
ple for practical cryptosystems asserts that each input bit must affect many
output bits. This principle is sometimes referred to as Confusion/Diffusion
or Avalanche property. It is easy to justify this principle in the context of
block-ciphers (which are theoretically modeled as pseudorandom functions
or permutations), but is it also necessary in other cryptographic applications
(e.g., stream ciphers)?

— (Hardware perspective) Unlike NC? functions, functions with both constant
input locality and constant output locality can be computed by constant
depth circuits with bounded fan-in and bounded fan-out. Hence, the parallel
time complexity of such functions is constant in a wider class of implemen-
tation scenarios.

— (Complexity theoretic perspective) One can state the existence of cryptog-
raphy in NC" in terms of average-case hardness of Constraint Satisfaction
Problems in which each constraint involves a constant number of variables
(k-CSPs). The new question can therefore be formulated in terms of k-CSPs
with bounded occurrences of each variable. It is known that NP hardness
and inapproximability results can be carried from the CSP setting to this
setting [24,6], hence it is interesting to ask whether the same phenomenon
occurs with respect to cryptographic hardness as well.

Motivated by the above, we would like to understand which cryptographic
tasks (if any) can be realized with constant input and output locality, or even
with constant input locality alone.

Another question considered in this work, which was also posed in [3], is
that of closing the (small) gap between positive results for cryptography with
locality 4 and the impossibility of cryptography with locality 2. It was shown
in [3] that the existence of a OWF with locality 3 follows from the intractability
of decoding a random linear code. The possibility of closing this gap for other
primitives remained open.

! Equivalently, NC is the class of functions computed by boolean circuits of polyno-
mial size, constant depth, and bounded fan-in gates. We will also mention the classes
AC® and NC' which extend this class. Specifically, in AC" we allow unbounded fan-in
AND and OR gates, and in NC* the circuit depth is logarithmic.
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1.1 Our Results

We provide an almost full characterization of the cryptographic tasks that can be
realized by functions with constant input locality. On the negative side, we show
that primitives which require some form of non-malleability (e.g., signatures,
MACs, non-malleable encryption schemes) cannot be realized with constant (or,
in some cases, even logarithmic) input locality.

On the positive side, assuming the intractability of some problems from the
domain of error correcting codes, we obtain constructions of pseudorandom gen-
erators, commitments, and semantically-secure public-key encryption schemes
with constant input locality and constant output locality. In particular, we ob-
tain the following results:

— For PRGs, we answer simultaneously both of the above questions. Namely,
we construct a collection? of PRGs whose output locality and input locality
are both 3. We show that this is optimal in both output locality and input
locality. Our construction is based on the intractability of decoding a random
linear code. Previous constructions of PRGs (or even OWFs) [4,9] which
enjoyed constant input locality and constant output locality at the same
time, were based on non-standard intractability assumptions.

— We construct a non-interactive commitment scheme, in the common refer-
ence string model, in which the output locality of the commitment function
is 4, and its input locality is 3. The security of this scheme also follows
from the intractability of decoding a random linear code. (We can also get
a non-interactive commitment scheme in the standard model under the as-
sumption that there exists an explicit binary linear code that has a large
minimal distance but is hard to decode.)

— We construct a semantically secure public-key encryption scheme whose en-
cryption algorithm has input locality 3. This scheme is based on the security
of the McEliece cryptosystem [21], an assumption which is related to the
intractability of decoding a random linear code, but is seemingly stronger.
Our encryption function also has constant output locality, if the security
of the McEliece cryptosystem holds when it is instantiated with some error
correcting code whose relative distance is constant.

— We show that MACs, signatures and non-malleable symmetric or public-key
encryption schemes cannot be realized by functions whose input locality is
constant or, in some cases, even logarithmic in the input length. In fact,
we prove that even the weakest versions of these primitives (e.g., one-time
secure MACs) cannot be constructed in this model.

1.2 Our Techniques

Our constructions rely on the machinery of randomized encoding, which was
was explicitly introduced in [16] (under the algebraic framework of randomizing

2 All of our collections are indexed by a public random key. That is, {Gz}ze (0,1} is
a collection of PRGs if for every z the function GG, expands its input and the pair
(2,G:(x)) is pseudorandom for random z and z.
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polynomials) and was implicitly used, in weaker forms, in the context of secure
multiparty computation (e.g., [19,8]). A randomized encoding of a function f(x)
is a randomized mapping f (x,7) whose output distribution depends only on the
output of f. Specifically, it is required that: (1) there exists a decoder algorithm
that recovers f(z) from f(z,r), and (2) there exists a simulator algorithm that
given f(z) samples from the distribution f(z,r) induced by a uniform choice of
r. That is, the distribution f (x,7) hides all the information about x except for
the value f(z).

In [3] it was shown that the security of most cryptographic primitives is inher-
ited by their randomized encoding. Suppose that we want to construct some cryp-
tographic primitive P in some low complexity class WEAK. Then, we can try to en-
code functions from a higher complexity class STRONG by functions from WEAK.
Now, if we have an implementation f of the primitive P in STRONG, we can re-
place f by its encoding f € WEAK and obtain a low-complexity implementation
of P. This paradigm was used in [3,2]. For example, it was shown that STRONG
can be NC' and WEAK can be the class of functions whose output locality is 4.

However, it seems hard to adapt this approach to the current setting, since it
is not clear whether there are non-trivial functions that can be encoded by func-
tions with constant input locality. (In fact, we show that some very simple NCY
functions cannot be encoded in this class.) We solve this problem by introducing
a new construction of randomized encodings. Our construction shows that there
exists a complexity class C of simple (but non-trivial) functions that can be en-
coded by functions with constant input locality. Roughly speaking, a function f
is in C if each of its output bits can be written as a sum of terms over Fy such
that each input variable of f participates in a constant number of distinct terms,
ranging over all outputs of f. Moreover, if the algebraic degree of theses terms
is constant, then f can be encoded by a function with constant input locality as
well as constant output locality. (In particular, all linear functions over Fy admit
such an encoding.)

By relying on the nice algebraic structure of intractability assumptions related to
decoding random linear codes, and using techniques from [4], we construct PRGs,
commitments and public-key encryption schemes in C whose algebraic degree is
constant. Then, we use the new construction to encode these primitives, and obtain
implementations whose input locality and output locality are both constant.

Interestingly, unlike previous constructions of randomized encodings, the new
encoding does not have a universal simulator nor a universal decoder; that is, one
should use different decoders and simulators for different functions in C. This
phenomenon is inherent to the setting of constant input locality and is closely
related to the fact that MACs cannot be realized in this model. See Section 6.2
for a discussion.

1.3 Previous Work

The existence of cryptographic primitives in NCY has been recently studied in
[7,22,3]. Goldreich observed that a function whose output locality is 2 cannot
even be one-way [9]. Cryan and Miltersen [7] proved that a PRG whose output
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locality is 3 cannot achieve a superlinear stretch; namely, it can only stretch n
bits to n + O(n) bits. Mossel et al. [22] extended this impossibility to functions
whose output locality is 4.

On the positive side, Goldreich [9] suggested an approach for constructing
OWFs based on expander graphs, an approach whose conjectured security does
not follow from any well-known assumption. This general construction can be
instantiated by functions with constant output locality and constant input local-
ity. Mossel et al. [22] constructed (non-cryptographic) e-biased generators with
(non-optimal) constant input and output locality. Applebaum et al. [3,2] subse-
quently showed that: (1) the existence of many cryptographic primitives (includ-
ing OWFs, PRGs, encryptions, signatures and hash functions) in NC* implies
their existence with output locality 4; and (2) the existence of these primitives
in NC! is implied by most standard cryptographic assumptions such as the in-
tractability of factoring, discrete logarithms and lattice problems. They also con-
structed a OWF with (optimal) output locality 3 based on the intractability of
decoding a random linear code. However, all these constructions did not achieve
constant input locality. The constructions in [3] were also limited to PRGs with
small (sub-linear) stretch, namely, one that stretches a seed of length n to a
pseudorandom string of length n+ o(n). This problem was addressed by [4], who
gave a construction of a linear-stretch PRG with (large) constant output locality
under a non-standard assumption taken from [1]. In fact, the construction of [4]
can also give an NC” PRG with (large) constant input locality (under the same
non-standard assumption).

2 Preliminaries

Notation. All logarithms in this paper are to the base 2. We use U,, to denote
a random variable uniformly distributed over {0,1}". We let Ha(-) denote the

def

binary entropy function, i.e., for 0 < p < 1, Ha(p) = —plog(p)— (1—p)log(1—p).
The statistical distance between discrete probability distributions Y and Y’
denoted SD(Y,Y”), is defined as the maximum, over all functions A, of the
distinguishing advantage |Pr[A(Y) = 1] — Pr[A(Y’) = 1]|.

A function £(+) is said to be negligible if e(n) < n™¢ for any constant ¢ > 0 and
sufficiently large n. We will sometimes use neg(-) to denote an unspecified negli-
gible function. For two distribution ensembles { X, },en and {Y, }nen, we write
X, =Y, if X,, and Y,, are identically distributed, and X,, =Y, if the two ensem-
bles are statistically indistinguishable; namely, SD(X,,,Y,,) is negligible in n. A
weaker notion of closeness between distributions is that of computational indistin-
guishability: We write X,, = Y, if for every (non-uniform) polynomial-size circuit
family {A, }, the distinguishing advantage | Pr[A,(X,) = 1] — Pr[A,(Y,) = 1]|
is negligible. A distribution ensemble {X,,},en is said to be pseudorandom if
X, = m(n) Where m(n) is the length of strings over which X, is distributed.

Locality. Let f : {0,1}" — {0,1}® be a function. The output locality of f
is ¢ if each of its output bits depends on at most ¢ input bits. The locality
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of an input variable x; in f is ¢ if at most ¢ output bits depend on x;. The
wput locality of f is ¢ if the input locality of all the input variables of f is
bounded by c. The output locality (resp. input locality) of a function family
f:{0,1}* — {0,1}* is ¢ if for every n the restriction of f to n-bit inputs has
output locality (resp. input locality) c¢. We envision circuits as having their inputs
at the bottom and their outputs at the top. Hence, for functions l[(n), m(n), we
let Local?&g?) (resp. Localy,,, Local™™) denote the non-uniform class which
includes all functions f : {0,1}* — {0,1}* whose input locality is {(n) and
output locality is m(n) (resp. whose input locality is [(n), whose output locality
is m(n)). The uniform versions of these classes contain only functions that can
be computed in polynomial time. (All of our positive results are indeed uniform.)
Note that Local®®) is equivalent to the class NCY which is the class of functions
that can be computed by constant depth circuits with bounded fan-in. Also, the
class Localggg is equivalent to the class of functions that can be computed by
constant depth circuits with bounded fan-in and bounded fan-out.

2.1 Randomized Encoding

We review the notions of randomized encoding and randomizing polynomials
from [16,17,3].

Definition 1. (Perfect randomized encoding [3]) Let f : {0,1}" — {0,1}!
be a function. We say that a function f : {0,1}" x {0,1}™ — {0,1}% is a perfect
randomized encoding of f, if there exist an algorithm B, called a decoder, and
a randomized algorithm S, called a simulator, for which the following hold:

A

— perfect correctness. B(f(z,r)) = f(x) for any input x € {0,1}",r €
{0,1}™.

— perfect privacy. S(f(x)) = f(x,Uy) for any z € {0,1}".

— balance. S(U;) = Us.

— stretch preservation. s — (n+m) =1 —n, or equivalently m = s — [.

We refer to the second input of f as its random input, and to m and s as the
randomness complexity and the output complexity of f , respectively. The overall
complexity (or complexity) of f is defined to be m + s.

Definition 1 naturally extends to infinite functions f : {0,1}* — {0,1}*. In
this case, the parameters [, m, s are all viewed as functions of the input length
n, and the algorithms B, .S receive 1™ as an additional input. By default, we
require f to be computable in poly(n) time whenever f is. In particular, both
m(n) and s(n) are polynomially bounded. We also require both the decoder and
the simulator to be efficient.

We will rely on the following composition property of randomized encodings.

Lemma 1 (Lemma 4.6 in [3]). (Composition) Let g(x,7,) be a perfect en-
coding of f(x) and h((x,ry),mn) be a perfect encoding of g((x,74)) (viewed as a
single-argument function). Then, the function f(x, (rg,71)) = h((x,r4), 1) is a
perfect encoding of f.



98 B. Applebaum, Y. Ishai, and E. Kushilevitz

3 Randomized Encoding with Constant Input Locality

In this section we will show that functions with a “simple” algebraic structure (and
in particular linear functions over Fy) can be encoded by functions with constant
input locality. We begin with the following construction that shows how to reduce
the input locality of a function which is represented as a sum of functions.

Construction 1. (Basic input locality construction) Let
f(z) = (a(x) + bi(x),a(z) + ba(x), ..., a(x) + bi(x),c1(x), ..., c(x)),

where f : Fy — IF’;H and a,by,...,bg,c1,...,c : Fy — Fy. The encoding f :
Fotr — 25 s defined by:
Fl,(reyecoymi) E (ot ba(@),ra + ba(e), o7+ bu(e),

a(r) —ri,r1—r2,...,rk—1 — Tk, c1(x),...,c(x)) .

Note that after the transformation the function a(z) appears only once and
therefore the locality of the input variables that appear in a is reduced. In
addition, the locality of all the other original input variables does not increase.

Lemma 2. (Input locality lemma) Let f and f be as in Construction 1.
Then, f is a perfect randomized encoding of f.

Proof. The encoding f is stretch-preserving since the number of random inputs
equals the number of additional outputs (i.e., k). Moreover, given a string y =
f(xz,r) we can decode the value of f(x) as follows: To recover a(z) + b;(x),
compute the sum y; + yg+1 + Yk+2 + - . - + Yr+i; To compute ¢;(x), simply take
Yok+i- LThis decoder never errs. X

Fix some x € {0,1}". Let y = f(x) and let § denote the distribution f(x, Uy).
To prove perfect privacy, note that: (1) the last [ bits of y are fixed and equal
tO Yip+1..k+1); (2) the first £ bits of § are independently uniformly distributed;
(3) the remaining bits of § are uniquely determined by y and 91, ...,Jx. To see
(3), observe that, by the definition of f, we have Jk+1 = y1 — y1; and for every
1 < i<k, we also have Jx1; = vy; — Ui — 23;11 Ukt -

Hence, define a perfect simulator as follows. Given y € {0, 1}**! the simulator
S chooses a random string 7 of length k, and outputs (r, s, yjp+1...k+1), Where
st =y —r1 and s; = y; —1; — Z;;B sj for 1 < ¢ < k. This simulator is also
balanced as each of its outputs is a linear function that contains a fresh random
bit. (Namely, the output bit S(y;r); depends on: (1) r; if 1 <i < k; or (2) y—k
ifh+1<i<2k+1) O

An additive representation of a function f : F} — TF. is a representation in
which each output bit is written as as a sum (over F3) of functions of the input
z. That is, each output bit f; can be written as fi(x) = > cp a(z), where
T; is a set of boolean functions over n variables. We specify such an additive
representation by an [-tuple (71, ...,T;) where T; is a set of boolean functions
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a : Fy — Fy. We assume, without loss of generality, that none of the T;’s
contains the constant functions 0 or 1. The following measures are defined with
respect to a given additive representation of f. For a function a : F§ — [,
define the multiplicity of a to be the number of T;’s in which a appears, i.e.,
#a = |{I; | a € T;}|. For a variable z;, we define the rank of x; to be the
number of different boolean functions a which depend on z; and appear in some
T;. That is, rank(z;) = [{a : F§ — Fy | a depends on zj,a € T1 ... U1}

Theorem 2. Let f : FY — FL be a function, and fir some additive repre-
sentation (Ty,...,T;) for f. Then f can be perfectly encoded by a function

A

f:F8 x F5* — [F5 such that the following hold:

1. The input locality of every x; in f is at most rank(x;), and the input locality
of the random inputs r; of f is at most 3. A

2. If the output locality of f is i, then the output locality of f is max(i,2).

3. The randomness complexity of f is m =) _p#a, where T = Uézl T;.

Proof. We will use the following convention. The additive representation of a
function g resulting from applying Construction 1 to a function g is the (natural)
representation induced by the original additive representation of g. We construct
f iteratively via the following process. (1) Let f(©) = f,i =0.(2)Forj =1,...,n
do the following: (2a) while there exists a function a in f(*) that depends on z;,
whose multiplicity is greater than 1, apply Construction 1 to f @) let O+ be
the resulting encoding and let i = i + 1. (3) Let f = (. By Lemma 2, the
function f*) perfectly encodes the function f(*~1), hence by the composition
property of randomized encodings (Lemma 1), the final function f perfectly
encodes f. The first item of the theorem follows from the following observations:
(1) In each iteration the input locality and the rank of each original variable
x; do not increase. (2) The multiplicity in f of every function a that depends
on some original input variable x; is 1. (3) The input locality of the random
inputs which are introduced by the locality construction is at most 3. The last
two items of the theorem follow directly from the definition of Construction 1
and the construction of f. O

Remarks on Theorem 2.

1. By Theorem 2, every linear function admits an encoding of constant input
locality, since each output bit can be written as a sum of degree 1 monomials.
More generally, every function f whose canonic representation as a sum of
monomials (i.e., each output bit is written as a sum of monomials) includes
a constant number of monomials per input bit can be encoded by a function
of constant input locality.

2. Interestingly, Construction 1 does not provide a universal encoding for any
natural class of functions (e.g., the class of linear functions mapping n bits
into [ bits). This is contrasted with previous constructions of randomized
encoding with constant output locality (cf. [16,17,3]). In fact, in Section 6.1
we prove that there is no universal encoding with constant input locality for
the class of linear function L : F§ — [Fa.
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3. When Theorem 2 is applied to a function family f, : {0,1}" — {0,1}/")
then the resulting encoding is uniform whenever the additive representation
(T1,...,T;) is polynomial-time computable.

4. In Section 6.1, we show that Theorem 2 is tight in the sense that for each
integer ¢ we can construct a function f in which the rank of z; is ¢, and in
every encoding f of f the input locality of x; is at least 1.

In some cases we can combine Theorem 2 and the output-locality construction
from [3, Construction 4.11] to derive an encoding which enjoys low input locality
and output locality at the same time. In particular, we will use the following
lemma which is implicit in [3].

Lemma 3 (implicit in [3]). Let f : F} — FL be a function such that each of
its output bits can be written as sum of monomials of degree d. Then, we can
perfectly encode f by a function f such that: (1) The output locality off isd+1;
(2) The rank of every original variable x; in f is equal to the rank of z; in f; (3)
The new variables introduced by f appear only in monomials of degree 1; hence
their rank is 1.

By combining Lemma 3 with Theorem 2 we get:

Corollary 1. Let f : F? — F, be a function. Fix some additive representation
for f in which each output bit is written as a sum of monomials of degree (at
most) d and the rank of each variable is at most p. Then, f can be perfectly
encoded by a function f of input locality max(p,3) and output locality d + 1.
Moreover, the resulting encoding is uniform whenever the additive representation
18 polynomaal-time computable.

Proof. First, by Lemma 3, we can perfectly encode f by a function f’ € Local™
without increasing the rank of the input variables of f. Next, we apply Theorem 2

and perfectly encode f’ by a function f € Locali;i(p’g). By the composition

property of randomized encodings (Lemma 1), the resulting function f perfectly
encodes f. Finally, the proofs of Theorem 2 and Lemma 3 both allow to efficiently
transform an additive representation of the function f into an encoding f in

Localfrj;( .3)" Hence, the uniformity of f is inherited by f. O

We remark that Theorem 2 as well as Lemma 3 generalize to any finite field F.
Hence, so does Corollary 1.

4 Primitives with Constant Input Locality and Output
Locality

4.1 Main Assumption: Intractability of Decoding Random Linear
Code

Our positive results are based on the intractability of decoding a random linear
code. In the following we introduce and formalize this assumption.
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An (m,n,6) binary linear code is a n-dimensional linear subspace of F§* in
which the Hamming distance between each two distinct vectors (codewords)
is at least ém. We refer to the ratio n/m as the rate of the code and to 6
as its (relative) distance. Such a code can be defined by an m x n generator
matriz whose columns span the space of codewords. It follows from the Gilbert—
Varshamov bound that whenever n/m < 1—Hz(6)—¢, almost all m xn generator
matrices form (m,n,6)-linear codes. Formally,

Fact 3 ([26]). Let 0 < 6 < 1/2 and € > 0. Let n/m < 1 — Hy(6) — €. Then,
a randomly chosen m X n generator matriz generates an (m,n,d) code with
probability 1 — 2~ (/2™

A proof of the above version of the Gilbert—Varshamov bound can be found
in [25, Lecture 5].

Definition 2. Let m(n) < poly(n) be a code length parameter, and 0 < pu(n) <
1/2 be a noise parameter. We say that CODE(m, 1) is intractable if for every
polynomial-time adversary A,

Pr[A(C,Cx + e) = z] < neg(n),

where C' is an m(n) X n random binary generator matriz, x «— Uy, and e €
{0,1}™ is a random error vector in which each entry is chosen to be 1 with
probability p (independently of other entries), and arithmetic is over Fs.

Typically, we let m(n) = O(n) and p be a constant such that n/m(n) < 1 —
Ho(p + €) where € > 0 is a constant. Hence, by Fact 3, the random code C' is,
with overwhelming probability, an (m,n,u + €) code. Note that, except with
negligible probability, the noise vector flips less than p + € of the bits of y. In
this case, the fact that the noise is random (rather than adversarial) guarantees,
by Shannon’s coding theorem (for random linear codes), that = will be unique
with overwhelming probability. That is, roughly speaking, we assume that it
is intractable to correct un random errors in a random linear code of relative
distance p + ¢ > p. The plausibility of such an assumption is supported by the
fact that a successful adversary would imply a major breakthrough in coding
theory. Similar assumptions were put forward in [13,5,10].
We will rely on the following Lemma of [5].

Lemma 4. Let m(n) be a code length parameter, and p(n) be a noise parameter.
If CODE(m, p) is intractable then the distribution (C, Cz+e) is pseudorandom,
where C,x and e are as in Definition 2.

4.2 Pseudorandom Generator in Localg

A pseudorandom generator (PRG) is an efficiently computable function G which
expands its input and its output distribution G(U, ) is pseudorandom. An effi-
ciently computable collection of functions {G. } . (0,13~ is @ PRG collection if for
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every z, the function G, expands its input and the pair (z, G, (x)) is pseudoran-
dom for random z and z. We show that pseudorandom generators (and therefore

also one-way functions and one-time symmetric encryption schemes) can be re-
O(1)
0(1)
version we also show that such a PRG has optimal output locality and optimal

input locality. We rely on the following assumption.

Assumption 4. The problem CODE(13n,1/4) is intractable.

alized by Local functions. Specifically, we get a PRG in Localg. In the full

Note that the code considered here is of rate n/m = 1/13 which is strictly smaller
than 1— H 2(%) Therefore, except with negligible probability, its relative distance
is at least % Hence the above assumption roughly says that it is intractable to
correct n/4 random errors in a random linear code of relative distance % (We
did not attempt to optimize the constant 13 in the above.)

Let m(n) = 13n. Let C' « Upy(n)xn, © < Uy, and e € {0,1}" be a random
error vector of rate 1/4, that is, each of the entries of e is 1 with probability 1/4
(independently of the other entries). By Lemma 4, the distribution (C,Cz + )
is pseudorandom under the above assumption. Since the noise rate is 1/4, it is
natural to sample the noise distribution e by using 2m random bits rq,..., o,
and letting the ¢-th bit of e be the product of two fresh random bits, i.e., e; =
roi—1 - r2;. We can now define the mapping f(C,z,r) = (C,Cz + e(r)) where
e(r) = (roi—1-7r2)" . The output distribution of f is pseudorandom, however, f
is not a PRG since it does not expand its input. In [4], it was shown how to bypass
this problem by applying a randomness extractor. Namely, the following function
was shown to be a PRG: G(C,z,r,s) = (C,Cx + e(r), Ext(r, s)). Although the
setting of parameters in [4] is different than ours, a similar solution works here as
well. We rely on the leftover hashing lemma of [15] and base our extractor on a
family of pairwise independent hash functions (which is realized by the mapping
x +— Az + b where A is a random matrix and b is a random vector).?

Construction 5. Let m = 13n and let t = [1.1-m]|. Define the function
G(x,C,r, Ab) =4 (C,Cx +e(r),Ar + b, A, b),
where z € {0,1}", C € {0,1}™*" r € {0,1}*™, A € {0,1}'%2™ and b € {0,1}.

Theorem 6. Under Assumption 4, the function G defined in Construction 5 is
a PRG.

The proof of the above theorem is deferred to the full version of this paper. From
now on, we fix the parameters m,t according to Construction 5. We can redefine
the above construction as a collection of PRGs by letting C, A, b be the keys of
the collection. Namely,

Geap(x,r) = (Cx +e(r), Ar +b).
We can now prove the main theorem of this section.

3 We remark that in [4] one had to rely on a specially made extractor in order to
maintain the large stretch of the PRG. In particular, the leftover hashing lemma
could not be used there.
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Theorem 7. Under Assumption 4, there exists a collection of pseudorandom
generators {G-},c (o 1300 0 Locali. Namely, for every z € {0,1}*(™) it holds

that G, € Local;.

Proof. Fix C, A, b and write each output bit of G 4 5(z,7) as a sum of monomi-
als. Note that in this case, each variable x; appears only in degree 1 monomials,
and each variable r; appears only in the monomial r4;_173; and also in degree 1
monomials. Hence, the rank of each variable is at most 2. Moreover, the (alge-
braic) degree of each output bit of G¢ 45 is at most 2. Theref