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Preface

These are the proceedings of Crypto 2006, the 26th Annual International Cryp-
tology Conference. The conference was sponsored by the International Associa-
tion of Cryptologic Research, in cooperation with the IEEE Computer Society
Technical Committee on Security and Privacy, and the Computer Science De-
partment of the University of California, Santa Barbara. The conference was
held in Santa Barbara, California, August 20-24, 2006.

The conference received 220 submissions, out of which the Program Com-
mittee selected 34 for presentation. Submission and selection of papers was done
using the IChair sofware, developed at the Ecole Polytechnique Fédérale de
Lausanne (EPFL) by Thomas Baigneéres and Matthieu Finiasz. Aided in part
by comments from the committee and external reviewers, the authors of ac-
cepted papers had roughly six weeks in which to prepare final versions for these
proceedings. These were not subject to editorial review.

The committee chose “On the Power of the Randomized Iterate,” by Iftach
Haitner, Danny Harnik, and Omer Reingold, to receive the Best Paper award.

The committee also invited Oded Regev and David Wagner to speak on topics
of their choice. Their talks were entitled, respectively, “Lattice-Based Cryptog-
raphy” and “Cryptographic Protocols for Electronic Voting.”

We continued the tradition of a “Rump Session” of very brief presentations.

The cryptology community provides a collaborative and supportive environ-
ment for exciting research, and the success of previous Crypto conferences fosters
enthusiasm for participation in subsequent ones. I am deeply grateful to all the
authors who submitted papers, not only for their contribution to this conference
but also for maintaining this tradition.

I thank Thomas Baigneres and Matthieu Finiasz for kindly hosting the server
— and for writing IChair in the first place. David Fuchs provided invaluable
assistance in assembling the final papers into this volume. Josh Benaloh was
everything one could possibly hope for in a General Chair. I thank him for his
good judgement and gracious assistance at all times.

In a departure from recent tradition, submissions were not anonymous. I am
grateful to Andy Clark and Kevin McCurley for their counsel regarding this
course of action, and to the Program Committee for being open to change. I
also warmly thank the members of the Program Committee for their energy,
intelligence, wisdom, and the maturity with which they approached their task.

Finally, I thank Moni Naor, who for the past nineteen years has taught me
cryptography.

June 2006 Cynthia Dwork
Program Chair
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Rigorous Bounds on Cryptanalytic
Time/Memory Tradeoffs

Elad Barkan!, Eli Biham!, and Adi Shamir?

! Computer Science Department
Technion — Israel Institute of Technology
Haifa 32000, Israel
2 Department of Computer Science and Applied Mathematics
The Weizmann Institute
Rehovot 76100, Israel

Abstract. In this paper we formalize a general model of cryptana-
lytic time/memory tradeoffs for the inversion of a random function f :
{0,1,...,N =1} —{0,1,..., N — 1}. The model contains all the known
tradeoff techniques as special cases. It is based on a new notion of state-
ful random graphs. The evolution of a path in the stateful random graph
depends on a hidden state such as the color in the Rainbow scheme or the
table number in the classical Hellman scheme. We prove an upper bound
on the number of images y = f(x) for which f can be inverted, and de-
rive from it a lower bound on the number of hidden states. These bounds
hold for an overwhelming majority of the functions f, and their proofs are
based on a rigorous combinatorial analysis. With some additional nat-
ural assumptions on the behavior of the online phase of the scheme, we
prove a lower bound on its worst-case time complexity T = Q(% ,
where M is the memory complexity. Finally, we describe new rainbow-
based time/memory/data tradeoffs, and a new method for improving the
time complexity of the online phase (by a small factor) by performing a

deeper analysis during preprocessing.

Keywords: Time/memory tradeoff, time/memory/data tradeoff, rigor-
ous, lower bound, hidden state, stateful random graph, Hellman, Rain-
bow, Cryptanalysis.

1 Introduction

In this paper we are interested in generic (“black-box”) schemes for the inversion
of one-way functions such as f(z) = F,(0), where E is any encryption algorithm,
x is the key, and 0 is the fixed plaintext zero. For the sake of simplicity, we assume
that both x and f(z) are chosen from the set of N values {0,1,..., N — 1}.
The simplest example of a generic scheme is exhaustive search, in which a
pre-image of f(z) is found by trying all the possible pre-images z’, and checking
whether f(z') = f(z). The worst-case time complexity 7' (measured by the
number of applications of f) of exhaustive search is N, and the space complexity
M is negligible. Another extreme scheme is holding a huge table with all the

C. Dwork (Ed.): CRYPTO 2006, LNCS 4117, pp. 1-21, 2006.
© International Association for Cryptologic Research 2006



2 E. Barkan, E. Biham, and A. Shamir

images (in increasing order), and for each image storing one of its pre-images.
This method requires a preprocessing phase whose time and space complexities
are about N, followed by an online inversion phase whose running time 7' is
negligible and space complexity M is about N. Cryptanalytic time/memory
tradeoffs deal with finding a compromise between these extreme schemes, in
the form of a tradeoff between the time and memory complexities of the online
phase (assuming that the preprocessing phase comes for free). Cryptanalytic
time/memory /data tradeoffs are a variant which accepts D inversion problems
and has to be successful in at least one of them. This scenario typically arises in
stream ciphers, when it suffices to invert the function that maps an internal state
to the output at one point to break the cipher. However, the scenario also arises
in block ciphers when the attacker needs to recover one key out of D different
encryptions with different keys of the same message [4,5]. Note that for D = 1
the problem degenerates to the time/memory tradeoff discussed above.

1.1 Previous Work

The first and most famous cryptanalytic time/memory tradeoff was suggested
by Hellman in 1980 [11]. His tradeoff requires a preprocessing phase with a time
complexity of about N and allows a tradeoff curve of M+/T = N. An interesting
point on this curve is M = T = N?/3. Since only values of T' < N are interesting,
this curve is restricted to M > V/N. Hellman’s scheme consists of several tables,
where each table covers only a small fraction of the possible values of f(x) us-
ing chains of repeated applications of f. Hellman rigorously calculated a lower
bound on the expected coverage of images by a single table in his scheme. How-
ever, Hellman’s analysis of the coverage of images by the full scheme was highly
heuristic, and in particular it made the formally unjustifiable assumption that
many simple variants of f are independent of each other. Under this analysis,
the success rate of Hellman’s tradeoff for a random f is about 55%, which was
verified using computer simulations. Shamir and Spencer proved in a rigorous
way (in an unpublished manuscript from 1981) that for an overwhelming major-
ity of the functions f, even the best Hellman table (with chains of unbounded
length created from the best collection of start points, which are chosen using
an unlimited preprocessing phase) has essentially the same coverage of images
as a random Hellman table (up to a multiplicative logarithmic factor). However,
they could not rigorously deal with the full (multi-table) Hellman scheme.

In 1982, Rivest noted that in practice, the time complexity is dominated by the
number of disk accesses (random access to disk can be many orders of magnitude
slower than the evaluation of f). He suggested to use distinguished points to
reduce the number of disk accesses to about v/T. The idea of distinguished
points was described in detail and analyzed in 1998 by Borst, Preneel, and
Vandewalle [8], and by Standaert, Rouvroy, Quisquater, and Legat in 2002 [15].

In 1996, Kusuda and Matsumoto [13] described how to find an optimal choice
of the tradeoff parameters in order to find the optimal cost of an inversion ma-
chine. Kim and Matsumoto [12] showed in 1999 how to increase the precompu-
tation time to allow a slightly higher success probability. In 2000, Biryukov and
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Shamir [6] generalized time/memory tradeoffs to time/memory/data tradeoffs,
and discussed specific applications of these tradeoffs to stream ciphers.

A new time/memory tradeoff scheme was suggested by Oechslin [14] in 2003.
It claims to save a factor 2 in the worst-case time complexity compared to Hell-
man’s original scheme (see Section 6.1 for a discussion of this point). Another in-
teresting work on time/memory tradeoffs was performed by Fiat and Naor [9,10]
in 1991. They introduce a rigorous time/memory tradeoff for inverting any func-
tion. Their tradeoff curve is less favorable compared to Hellman’s tradeoff, but
it can be used to invert any function rather than a random function.

A question which naturally arises is what is the best tradeoff curve possible for
cryptanalytic time/memory tradeoffs? Yao [16] showed that T' = Q(&MgN) is a
lower bound on the time complexity, regardless of the structure of the algorithm,
where M is measured in bits. This bound is essentially tight in case f is a single-
cycle permutation.! However, the question remains open for functions which are
not single-cycle permutations. Can there be a better cryptanalytic time/memory
tradeoff than what is known today?

1.2 The Contribution of This Paper

In this paper we formalize a general model of cryptanalytic time/memory trade-
offs, which includes all the known schemes (and many new schemes). In this
model, the preprocessing phase is used to create a matrix whose rows are long
chains (where each link of a chain includes one oracle access to f), but only the
start points and end points of the chains are stored in a table, which is passed
to the online phase (the chains in the matrix need not be of the same length).

The main new concept in our model is that of a hidden state, which can affect
the evolution of a chain. Typical examples of hidden states are the table number
in Hellman’s scheme and the color in a Rainbow scheme. The hidden state is an
important ingredient of time/memory tradeoffs. Without it, the chains are paths
in a single random graph, and the number of images that these chains can cover
is extremely small (as shown heuristically in [11] and rigorously by Shamir and
Spencer). We observe that in existing schemes, almost all of the online running
time is spent on discovering the value of the hidden state (hence the name
hidden state), which means that it is advisable to keep the number of hidden
states minimal. Once the correct hidden state is found, the online phase needs
to spend only about a square root of the running time to complete the inversion.

The main effect of the hidden state is that it increases the number of nodes
in the graph from N to NS, where S is the number of values that the hidden
state can assume. The new larger graph is called the stateful random graph, and
the chains we create are paths in this graph. Two nodes in the stateful random
graph defined by a particular f are connected by an edge:

oy ] s ] — oy | s

' In [11] and in the rest of this paper, M represents the number of start points, rather
than the number of bits used to represent them.
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if (Yi41, Si+1) is the (unique) successor of (y;, s;) defined by a deterministic tran-
sition function, where y; and y;41 are the outputs of the f function in the two
consecutive steps, and s;, s;41 are the respective values of the hidden state dur-
ing the creation of y; and y;11 (see Figure 1). The evolution of the y values
along a path in the stateful random graph is “somewhat random” since it is
determined by the random function f applied to a possibly non-random input.
However, the evolution of the hidden state (s; and s;41) can be totally controlled
by the designer of the scheme.

The larger number of nodes is what allows chains to cover a larger number
of images y, by reducing the probability of collisions. We rigorously prove that
for any time/memory scheme and for an overwhelming majority of the functions
f, the number of images that can be covered by any collection of M chains is
bounded from above by 24/SNM In (SN), where M = N for any 0 < a < 1.
Intuitively it might seem that making S larger at the expense of N should cause
the coverage to be larger (as S can be made to behave more like a permutation).
Surprisingly, S and N play the same role in the bound. The product SN (which
is the number of nodes in the stateful random graph) remains unchanged if we
enlarge S at the expense of N or vice versa. Note that /SN M is about the cover-
age that is expected with the Hellman or Rainbow schemes, and thus even for the
best choice of start points and path lengths (found with unlimited preprocessing
time), there is only a small factor of at most 2v/In SN that can be gained in the
coverage. We use the above upper bound to derive a lower bound on the number
S of hidden states required to cover at least half of the images by the matrix.

Under some additional natural assumptions on the behavior of the online
phase, we give a lower bound on the worst-case time complexity:

T> ! N
~ 1024ln N M?’
where the success probability is at least 1/2.2 Therefore, either there are no fun-

damentally better schemes, or their structure will have to violate our assump-
tions. Finally we show a similar lower bound for time/memory /data tradeoffs:

T > L N7
~ 1024In N D2M?2’

1.3 Structure of the Paper

The model is formally defined in Section 2, and in Section 3 we prove the rigorous
upper bound on the coverage of M chains in a stateful random graph. Section 4
uses this bound to derive a lower bound on the number of hidden states. The
lower bound on the time complexity (under additional assumptions) is given in
Section 5. Additional observations and notes appear in Section 6, and the paper
is summarized in Section 7. Appendix A contains an extension of the bound of
Section 3 to a special case needed in Section 5. We refer the reader to [11,14] for
the details of previous tradeoffs schemes, or see a summary in [3, Appendix A.3].

2 We use constants rather than big O notation to demonstrate that no huge constants
are involved; however, we do not claim that these constants are tight.
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2 The Stateful Random Graph Model

The class of time/memory tradeoffs that we consider in this paper can be seen
as the following game: An adversary commits to a generic scheme with oracle
accesses to a function f, which is supposed to invert f on most images y. Then,
the actual choice of f is revealed to the adversary, who is allowed to perform an
unbounded precomputation phase to construct the best collection of M chains.
The chains are not necessarily of the same length, and the collection of the M
chains is called the matriz. Then, during the online phase, a value y is given
to the adversary, who should find = such that f(x) = y using the scheme it
committed to. We are interested in the time/memory complexities of schemes
for which the algorithm succeeds to invert y with probability of at least 1/2 for
an overwhelming majority of random functions f.

Fig.1. A Typical Chain — A Path in the Stateful Random Graph

In the model that we consider, we are generous to the adversary by not count-
ing the size of the memory that is needed to represent the scheme that it has
committed to. Having been generous, we cannot allow the adversary to choose
the scheme after f is revealed, as the adversary can use his knowledge to avoid
collisions during the chain creation processes, and thus cover almost all the im-
ages using a single Hellman table.?

We do not impose any restrictions on the behavior of the preprocessing al-
gorithm, but we require that it performs all oracle accesses to f through a
sub-algorithm. When the preprocessing algorithm performs a series of oracle ac-
cesses to f, in which each oracle access can depend on the result of previous
oracle accesses in the series, it is required to use the sub-algorithm. We call such
a series of oracle accesses a chain. The hidden state is the internal state of the
sub-algorithm (without the input/output of f).

3 In the auziliary memory variant of the model, we can allow the scheme to depend
on an additional collection of M log, N bits, which the adversary chooses during
the preprocessing. Thus, the adversary can customize his scheme to the specific
function f by giving it a free advice of limited size. This variant includes schemes
such as the one presented in [10]. Analysis (briefly given in Appendix A) shows that
this variant is stronger than the regular model only by a small constant factor, and
thus, we restrict our discussion to the regular model without loss of generality.
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(Nflﬂl) (f(N71>>0)

A. One path covers all f(z B. N paths are needed to cover all f(z)’s
s=0 s=2 s=5—-1
s=1 s=5-2
o o
g "
Each gl / K
AT
component
e Ba
contains nodos . //‘ 7
with the same of o
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C. Hellman’s stateful random graph D. A Rainbow stateful random graph

Fig. 2. Four Examples of Stateful Random Graphs

A typical chain of the sub-algorithm is depicted in Figure 1, where by U we
denote the function that updates the internal state of the sub-algorithm and
prepares the next input for f, and by h we denote the entire complex of U to-
gether with the oracle access to f (i.e., an application of h corresponds to a single
computation step of the sub-algorithm). We denote by s; the hidden state which
accompanies the output y; of f in the sub-algorithm. The choice of U by the ad-
versary together with f defines the stateful random graph, and A can be seen as
the function that takes us from one node (y;_1, s;—1) in the stateful random graph
to the next node (y;, s;). U is assumed to be deterministic (if a non-deterministic
U is desired, then the randomness can be given as part of the first hidden state
50), and thus each node in the stateful random graph has an out-degree of 1.

Choosing U such that s; = s;—1 +1 (mod N) and x; = s;_; creates a stateful
random graph that goes over all the possible images of f in a single-cycle (de-
picted in Figure 2.A), and thus represents exhaustive search (note that the y;_;
is ignored by U and thus all its /N values with the same hidden state s;_; con-
verge to the same node (f(s;—1), si—1+1)). Such a cycle is very easy to cover even
with a single path, but at the heavy price of using N hidden states. At the other
extreme, we can construct a stateful random graph (see Figure 2.B) that requires
a full lookup table to cover all images of f by choosing U as: if s;_1 = 1 then
x; = y;—1 and s; = 0, else z; = s; = 0. In this function, each (y;—1, 1) is mapped
by h to (f(yi—1),0), and all these values are mapped to the same node (f(0),0).

As another example consider the mapping x; = y;—1 and s; = g(s;—1), where
g is some function. This mapping creates a stateful random graph which is the
direct product of the random graph induced by f, and the graph induced by g
(this graph is not shown in Figure 2). We can implement Hellman’s scheme by
setting x; = y;—1 + s; (mod N) and s; = s;_1, where s; represents the table
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number to which the chain belongs. This stateful random graph (see Figure 2.C)
consists of S disconnected components, where each component is defined by
h and a single hidden state. Finally, we can implement a Rainbow scheme by
setting x; = y;—1 + si—1 (mod N) and s; = s,-1 + 1 (mod §), where S is the
number of colors in the scheme. This stateful random graph (see Figure 2.D)
looks like a layered graph with S columns and random connections between
adjacent columns (including wrap-around links).

The preprocessing algorithm can stop the sub-algorithm at any point, using
any strategy that may or may not depend on the value of the hidden states
and the results of the oracle accesses, and it can use unbounded amount of
additional space during its execution. For example, in Hellman’s original method,
the chain is stopped after ¢ applications of f. Therefore, the internal state of the
preprocessing algorithm must contain a counter that counts the length of the
chain. However, the length of the chain does not affect the way the next link
is computed, and therefore this counter can be part of the internal state of
the preprocessing algorithm rather than the hidden state of the sub-algorithm.
As a result, only the table number has to be included in the hidden state of
Hellman’s scheme. In the Rainbow scheme, however, the current location in the
chain determines the way the next link is computed, and thus the index of the
link in the chain must be part of the hidden state. The two kinds of states affect
the development of chains in completely different ways: the hidden state can
actually affect the values in the chain (as U depends on the hidden state), while
any state which is not included in the hidden state can only stop the development
of the chain, but not affect its values. As shown later, the number of hidden states
strongly affects the success probability and the running time of the online phase.

The preprocessing algorithm can store in a table only the start points and
end points of up to M chains, which are used by the online algorithm. Note
that the requirement of passing information from the preprocessing phase to
the online phase only in the form of chains does not restrict our model in any
way, as the sub-algorithm that creates the chains can be designed to perform any
computation. Moreover, the preprocessing algorithm can encode any information
as a collection of start points, which the online algorithm can decode to receive
the information. Also note that this model of a single table can accommodate
multiple tables (for example, Hellman’s multiple tables) by including with each
start point and end point the respective value of the hidden-state.

The input of the online algorithm is y that is to be inverted, and the table
generated by the preprocessing algorithm. We require that the online algorithm
performs all oracle accesses to f (including chain creation) through the same sub-
algorithm used during the preprocessing. In the variant of time/memory/data
tradeoffs, the input of the online algorithm consists of D values y1,¥y2,...,yD
and the table, and it suffices that the algorithm succeeds in inverting one image.
This concludes the definition of our model.

In existing time/memory tradeoffs, the online algorithm assumes that the
given y = f(x) is covered by the chains in the table. Therefore, y appears with
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some hidden state s;, which is unfortunately unknown. The algorithm sequen-
tially tries all the values that s; can assume, and for each one of them it initializes
the sub-algorithm on (y, s;). The sub-algorithm is executed a certain number of
steps (for example, until an end point condition has been reached). Once an
end point that is stored in the table has been found, the start point is fetched,
and the chain is reconstructed to reveal the x; such that y = f(x;).* Existing
time/memory /data tradeoffs work in a similar way, and the process is repeated
for each one of the D given images.

2.1 Coverage Types and Collision of Paths in the Stateful Random
Graph

A Table with M rows induces a certain coverage of the stateful random graph.
Each row in the table contains a start point and an end point. For each such
pair, the matrix associated with the table contains the chain of points spanned
between the start point and the end point in the stateful random graph. The
set of all the points (y;, s;) on all these chains is called the gross coverage of the
stateful random graph that is induced by the table.

The gross coverage of the M paths is strongly affected by collisions of paths.
Two paths in a graph collide once they reach a common node in the graph,
i.e., two links in two different chains have the same y; value and the same hid-
den state s;. From this point on, the evolution of the paths is identical (but,
the end points, which can be chosen arbitrarily on the path, might be differ-
ent). As a result, the joint coverage of the two paths might be greatly reduced
(compared to paths that do not collide). It is important to note that during
the evolution of the paths, it is possible that the same value y; repeats under
different hidden states. However, such a repetition does not cause a collision of
the paths.

To analyze the behavior of the online algorithm, we are interested in the
net coverage, which is the number of different y; values that appear during the
evolution of the M paths, regardless of the hidden state they appear with, as
this number represents the total number of images that can be inverted. Clearly,
the gross coverage of the M paths is larger than or equal to the net coverage of
the paths.

When we ask what is the maximum gross or net coverage that can be gained
from a given start point, we can ignore the end point and allow the path to be of
unbounded length, since eventually the path loops (as the graph is finite). Once
the path loops, the coverage cannot grow further. An equivalent way of achieving
the maximum coverage of M paths is by choosing the end point of each path to
be the point (y;, s;) along the path whose successor is the first point seen for the
second time along this path.

4 Note that the fact that an end point is found does not guarantee a successful inversion
of y. Such a failure in inversion is called a false alarm, and it can be caused, for
example, when the chain that is recreated from y merges with a chain (of the matrix)
that does not contain y.
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3 A Rigorous Upper Bound on the Net Coverage of M
Chains in a Stateful Random Graph

In this section we formally prove the following upper bound on the net coverage:

Theorem 1. Let A = \/SNMIn(SN), where M = N®, for any 0 < o < 1.
For any U with S hidden states, with overwhelming probability over the choice of
f:{0,1,...,N =1} +—{0,1,..., N — 1}, the net coverage of images (y = f(z))
values) on any collection of M paths of any length in the resulting stateful random
graph is bounded from above by 2A.

This theorem shows that even though stateful random graphs can have many
possible shapes, the images of f they contain can only be significantly covered
by using many paths or many hidden states (or both), as defined by the implied
tradeoff formula above. Without loss of generality, we can assume that S < N,
since otherwise the claimed bound is larger than N, and clearly, the net coverage
can never exceed N.

3.1 Reducing the Best Choice of Start Points to the Average Case

In the first phase of the proof, we reduce the problem of bounding the best
coverage (gained by the best collection of M start points) to the problem of
bounding the coverage defined by a random set of start points and a random f.
We do it by constructing a huge table W (as shown in Figure 3) which contains
a row for each possible function f, and a column for each possible set of M start
points. In entry W; ; of the table we write 1 if the net coverage obtained by the
set M of start points for function f; (extended into paths of unbounded length)
is larger than our bound (2A4), and we write 0 otherwise. Therefore, a row ¢ with
all zeros means that there is no set of start points for the function f; that can
achieve a net coverage larger than 2A.

To prove the theorem, it suffices to show that the number of 1’s in the table,
which we denote by #1, is much smaller than the number of rows, which we
denote by #r (i.e., #1 < #r). From counting considerations, the vast majority
of rows contain only zeros, and the correctness of the theorem follows.

We can express the number of 1’s in the table by the number of entries multi-
plied by the probability that a random entry in the table contains 1, and require

My My - Mxs)
M

110 0

11 0

Inn

Fig.3. A Table W denoting for each function f; whether the net coverage obtained
from the set of start points M; is larger (1) or smaller (0) than 24
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that the product is much smaller than #r, i.e., #1 = Prob(W, ; = 1)-#c-#r <
#r, where #c is the number of columns in the table. Therefore, it suffices to
show that for a random choice of the function f and a random set of start points,
Prob(W; ; = 1) - #c is very close to zero. We have thus reduced the problem of
proving that the coverage in the best case is smaller than 24, to bounding the
number of columns multiplied by the probability that the average case is larger
than 2A. This is proven in the next few subsections.

3.2 Bounding Prob(W; ; = 1)

We bound Prob(W; ; = 1) by constructing an algorithm that counts the net
coverage of a given function f and a given set of M start points, and analyzing
the probability that the coverage is larger than 2A. During this analysis, we
would like to consider each output of f as a new and independent coin flip,
as Prob(W; ; = 1) is taken over a uniform choice of the function f. However,
this assumption is justified only when x; does not appear as an input to f on
any previously considered point. In this case we say that x; is fresh, and this
freshness is a sufficient condition for f’s output to be random and independent
of any previous event.

For ¢ € {1,...,S} Bucket; = LowerFreshBucket; = UpperFreshBucket; = ¢.
NetCoverage = SeenX = ¢.

Apply h to the first start point to generate the first event ﬁ(yi, Si).
If y; appears in Buckets, Jump to Step 7 (Collision is detected). Otherwise:
Add y; to Buckets, .
If z; does not appear in SeenX (i.e., x; is fresh):
(a) If y; does not appear in NetCoverage, add it to NetCoverage.
(b) If |[LowerFreshBuckets,| < A/S, add y; to LowerFreshBuckets,,
otherwise, add y; to UpperFreshBuckets, .
7. Move to the next event:
— Add z; to SeenX (i.e., mark that x; is no longer fresh)
— If a collision was detected in Step 4, apply h to the next start point
(stop if there are no unprocessed start points). Otherwise:
generate the next event by applying h to (v, s:).
8. Jump to Step 4.

SoRw e

Legend:

— SeenX is used to determine freshness by storing all the values of  that have been seen by now.
This is the only set that stores input values of f. All the other sets store output values of f.

— Bucket,; stores the all the y’s that have been seen along with hidden state i (used for collision
detection).

— NetCoverage stores all the y’s that have been seen from all chains considered so far, but
without repetitions caused by different hidden states.

— For fresh values of z, LowerFreshBucket; stores the first A/S values of y = f(z) seen
with hidden state i (note that the z is fresh, but the y could have already appeared in other
Buckets).

— For fresh values of z, Upper FreshBucket; stores the values of y after the first A/S values
were seen with hidden state ¢ (again, such a y could have already appeared in other Buckets).

Fig. 4. A Particular Algorithm for Counting the Net Coverage
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Denote by ﬂ(ym&) the event of reaching the point (y;, s;), where x; is the
input of f during the application of h, i.e., y; = f(x;). When we view the points
(yi = f(x;), si) as nodes in the stateful random graph, the value x; is a property
of the edge that enters (y;, s;), rather than a property of the node itself, since
the same (y;, s;) might be reached from several preimages. The freshness of x;
(at a certain point in time) depends on the order in which we evolve the paths
(the z; is fresh the first time it is seen, and later occurrences of x; are not fresh),
but it should be clear that the net coverage of a set of paths is independent of
the order in which the paths are considered.

The algorithm is described in Figure 4. It refers to the ratio A/S, which for
the sake of simplicity we treat as an integer. Note that A/S > 2,/M In(N.S)
(as S < N), and A/S > 1 (as N grows to infinity) since M = N®. Thus, the
rounding of A/S to the nearest integer causes only a negligible effect.

Lemma 1. At the end of the algorithm |NetCoverage| is the size of the net
coverage.

Proof. We observe that the algorithm processes all the points (y;, s;) that are
in the coverage of the chains originating from the M start points, since it only
stops a path when it encounters a collision.

A necessary condition for a y; = f(z;) to be counted in the net coverage
is that y; appears in an event ﬁ(yi, s;) that is not a collision and in which x;
is fresh. If this condition holds, the algorithm reaches Step 6a, and adds y; to

NetCoverage only if the sufficient condition y; ¢ NetCoverage holds. [ |

At the end of the algorithm NetCoverage = U7, (LowerFreshBucket; U
UpperFreshBucket;), and thus

S
|NetCoverage| < Z(|L0werFreshBuck‘eti| + |Upper FreshBucket;)),
i=1

since each time a y; value is added to NetCoverage (in Step 6a) it is also added
to either LowerFreshBucket or UpperFreshBucket in Step 6b. We use this
inequality to upper bound |NetCoverage|.

Bounding Zle |LowerFreshBucket;| is easy, as the condition in Step 6b
assures that for each i, |[LowerFreshBucket;| < A/S, and thus their sum is at
most A. Bounding Zle |Upper FreshBucket;| requires more effort, and we do
it with a series of observations and lemmas.

Our main observation on the algorithm is that during the processing of an

7

event ﬂ(yi, s;), the value y; is added to UpperFreshBuckets, if and only if:

1. z; is fresh (Step 6); and

2. LowerFreshBucketg, contains exactly A/S values (Step 6b); and

3. (yi,s;) does not collide with a previous point placed in the same bucket
(Step 4).

Definition 1. An event ﬂ(yl, s;) is called a coin toss if the first two conditions
hold for the event.
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Therefore, a y; is added to UpperFreshBuckets, only if m_i’(yi, s;) is a coin toss
(but not vice versa), and thus the number of coin tosses serves as an upper
bound on Zle |Upper FreshBucket,|.

Our aim is to upper bound the net coverage (number of images in the coverage)
by the number of different x values in the coverage (which is equal to the number
of fresh z’s), and to bound the number of fresh x’s by A (for lower fresh buckets)
plus the number of coin tosses (upper fresh buckets).

Definition 2. A coin toss = (y;,s;) is called successful if before the coin toss
yi € LowerFreshBuckets,.

Observe that a successful coin toss causes a collision, as Lower FreshBuckets, C
Bucket,, at any point in time, i.e., a successful coin toss means that the node
(yi, $i) in the graph was already visited at some previous time (the collision is
detected at Step 4). Note that a collision can also be caused by events other than
a successful coin toss (and these events are not interesting in the context of the
proof): For example, a coin toss might cause a collision in case y; € Buckets,
(but y; & UpperFreshBuckets, | J Lower FreshBuckets,) before the coin toss.
Another example is when x; is not fresh, and therefore, ﬁ(yi, ;) is not a coin
toss, but y; € Bucketg, before the event (z; was marked as seen in an event of
a hidden state different than s;).

Since each chain ends with the first collision that is seen, the algorithm stops
after encountering exactly M collisions, one per path. As a successful coin toss
causes a collision, there can be at most M successful coin tosses in the coverage.

Note that the choice of some of the probabilistic events as coin tosses can de-
pend on the outcome of previous events (for example, Lower FreshBuckets must
contain A/S points before a coin toss can occur for hidden state s), but not on the
current outcome. Therefore, once an event is designated as a coin toss we have:

Lemma 2. A coin toss is successful with probability of exactly A/(SN), and the
success (or failure) is independent of any earlier probabilistic event.

Proof. As x; is fresh, y; = f(z;) is truly random (i.e., chosen with uniform dis-
tribution and independently of previous probabilistic events). There are exactly
A/S different values in LowerFreshBuckets,, and thus the probability that y;
collides with one of them is exactly A—K,S = Si. As all the other coin tosses have

an x; value different from this one, the value of f(x;) is independent of theirs.l

It is important to note that the independence of the outcomes of the coin tosses
is crucial to the correctness of the proof.

What is the probability that the number of coin tosses in the M paths is
larger than A? It is smaller than or equal to the probability that among the first
A coin tosses there were fewer than M successful tosses, i.e., it is bounded by

Prob (B (A,q) < M),

where ¢ = A/(SN) and B(A4, q) is a random variable distributed according to
the binomial distribution, namely, the number of successful coin tosses out of A
independent coin tosses with success probability ¢ for each coin toss.
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Note that choosing A too large would result in a looser bound. On the other
hand, choosing A too small might increase our bound for Prob (W, ; = 1) too
much. We choose A such that the expected number of successes Aq in A coin
tosses with probability of success ¢ satisfies Aq = M In(SN). This explains our
choice of A =/SNMIn(SN).

It follows that:

Prob (W; ; = 1) = Prob (|[NetCoverage| > 2A)

S
< Prob Z(|L0werF7‘eshBucketi| + |Upper FreshBucket;|) > 2A>
i=1

S
< Prob [ A+ Z(|UpperF7‘eshBucketi|) > 2A>
i=1

S
= Prob Z(|UpperF7‘eshBucketi|) > A) < Prob(B(A4,q) < M).
i=1

The first inequality holds due to the fact that Zf:1(|LowerFreshBucketi| +
|UpperFreshBucket;|) > |NetCoverage|. The last inequality holds as the num-
ber of coin tosses upper bounds Zle(|UpperFreshBucketi|).

We bound Prob (B (A, q) < M) by M -Prob (B (A, q) = M) because the bino-
mial distribution satisfies Prob(B(A, ¢) = b) > Prob(B(A4,q) = b— 1) as long as
b < (A+1)q, and in our case b < M while (A+1)qg = Ag+q = M In(NS)+q > M
(as Ag = M In(NS)). Therefore, we conclude that

Prob (W; ; = 1) < Prob (B (A, q) < M) < M - Prob(B (A, q) = M).

3.3 Concluding the Proof

To complete the proof we show that Prob(W; ; = 1) - #c is very close to zero by
bounding #c- M - Prob (B (A,q) = M).

In the following equations, we use the bound @) < z¥/y! < (xe/y)Y, since
from Stirling’s approximation y! > (y/e)¥. We bound (1 — ¢)~™ by estimating

that ¢ = % = Mlgg\fN) = \/ };}(V*?Z_V(Z is very close to 0, certainly lower than 0.5

(recall that M = N% and a < 1). Thus, 1 — ¢ > 0.5, and (1 —q)_M < 2M,
) A,

Moreover, as g > 0 is very close to 0, we approximate (1 —¢q)” as e™
Since each column in W is defined by a subset of M out of the NS start

points, #c = (]Xf), and thus

#c-M - Prob (B (A4, q) = M)

_ <JX5>M(]\’3> (0" - (1= )" < Mem (7262]?;2]\75)1\4

and substitute Ag = M In (SN)
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. 2e2NSM In(NS)\ ™ o (262NSIn(NS)\ Y

Y (262 IENS))M _ ye (ze2 Er\;iNS))NQ.

When N — oo the expression converges to zero, which concludes the proof.

4 A Lower Bound for S

We now analyze the minimum S required by the scheme. By Section 3, the net
coverage of even the best set of M chains contains at most 2,/SNM In (SN)
distinct y; values. To make the success probability at least one half, we need a
net coverage of at least N/2. Therefore (recalling that S < N),

N/2 <2\/SNMIn(SN) < 24/SNMIn(N?).

From this, we derive a rigorous lower bound on the number of hidden states in
any tradeoff scheme which covers at least half the images for almost all f:

N

> —
52 32M In N

5 A Lower Bound on the Time Complexity

So far we bounded the net coverage of the matrix produced by the preprocessing
phase. In order to use this result to bound the running time of the online phase,
we have to make an assumption on the behavior of the online phase.

As a motivation for the assumption consider the following simplistic “proof”
for the lower bound on the time to invert an image y: As shown in the previous
section, the preprocessing phase uses at least S > 321\4% hidden states for
the overwhelming majority of the functions. How much time is spent per hidden
state? The online algorithm assumes that y is covered by the table with some
hidden state, but it does not know with which. Therefore, for each hidden state
si, the algorithm tries y with s; by repeatedly applying h on (y, s;) until it can
rule out s; as the correct hidden state. The expected number of applications of
h is at least the width of the matrix (i.e., 53-). Multiply the number of hidden
states by the expected running time per hidden state to receive the “bound”:

N2

T> ————.
~ 64M?In N

However, it should be clear that this proof is incorrect, since there can be a
correlation between the hidden state and the length of the path we have to
explore. One example of such a correlation is the Rainbow scheme, in which
some hidden states appear only near the end points. Moreover, there can be
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more hidden states close to the end points than hidden states far from the end
points, which shifts the average run per hidden state towards the end points.

In the rest of the section we rigorously lower bound the running time in the
worst case, based only on the following assumption:

— Given y, the online algorithm works by sequentially trying the hidden states
(in any order). For each hidden state s, it applies h on (y,s) at least ¢
times in case (y,s) does not appear in a chain in the matrix, where ¢, is
the largest distance from any point with hidden state s in the matrix to
its corresponding end point. In some cases (e.g., the Rainbow scheme) each
ts is a known constant. In other cases, the t; values can depend on the
specific matrix that results from the precomputation (and thus depend on
the function f). The algorithm might not know the exact value of t5, but
can use any upper bound on t to limit the length of the chains it traverses,
and in this case, its running time will be longer than our bound.

The assumption can be seen as a combination of three smaller principles:
First, all the points in the precomputed matrix must be reachable by the online
algorithm (therefore, if a point (y, s) appears in the matrix in a column which
is ts steps away from the end point, the algorithm must develop the chain for
image y and hidden state s for at least s links). Second, the algorithm cannot
tell one image from another (therefore, the algorithm must develop the chain for
at least ts links not only for that y, but also for all images tried with hidden
state s). Third, the algorithm cannot know if an image y is covered by the matrix
of the preprocessing, and assuming that it is covered, with which hidden state
(therefore, all hidden states must be tried).

As a preparation for the proof, shift the chains in the matrix until their end
points are aligned in the rightmost column. Consider the [ = % columns which
are adjacent to the end points. The sub-matrix which constitutes these [ columns
contains at most N/4 different images f(x). We call this sub-matrix the right
sub-matriz, and the rest of the matrix the left sub-matriz. As M = N¢, [ is large
enough so we can round it to the nearest integer (with negligible effect).

The worst case (with regards to the time complexity) is when the input y to
the algorithm is not an image under f, or y is an image under f but is not covered
by the matrix. Then, the time complexity is at least the sum of all the lengths
ts. We divide the hidden states into two categories: short hidden states for which
ts <1, and long hidden states for which t5 > [. We would like to show that the
number of long hidden states S, is large, and use the time complexity spent just
on the long hidden states as a lower bound on the total time complexity.

The net coverage of f(x) images in the left sub-matrix must be at least N/4
images which do not appear in the right sub-matrix (since the total net coverage
is at least N/2). Note that all the N/4 images in the left sub-matrix must
be covered only by the Sy long hidden states, as all the appearances of short
hidden states are concentrated in the right sub-matrix. In other words, the left
sub-matrix can be viewed as a particular coverage of at least N/4 images by M
continuous paths that contain only the Sy, long hidden states.
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It is not difficult to adapt the coverage theorem to bound the coverage of the
left sub-matrix (using only long hidden states). The combinatorial heart of the
proof remains the same, but the definitions of the events are slightly changed.
For more details see Appendix A. The adapted coverage theorem implies that in
order to have a net coverage of at least N/4 images, the number of long hidden
states must satisfy

Sy > N > N
b= 64MIn((SN)?) = 2561n N

for an overwhelming majority of the functions. Since for each long hidden state
ts > [, the total time complexity in the worst case is at least

N N S 1 N2
AM 256 M In N — 1024In N M?

T>1-5, >

Note that we had to restrict the length of ¢ such that it includes all occur-
rences of the hidden state s in the matrix, as otherwise (and using the unlimited
preprocessing), each chain could start with a prefix consisting of all the values of
f(x), and thus any image in the rest of the chain (the suffix) cannot be a fresh
occurrence. The algorithm can potentially encode in the hidden state informa-
tion about the x; and f(x;) values seen in the prefix, in such a way that it can
change the probability of collision (and in particular, avoid collisions). Note that
the preprocessed chains in this case are very long, but the online phase can be
very fast if it covers only short suffixes of each path. As a result, we cannot use
the methods of our proof without making the assumption.

See [3, Appendix 5.9] for an algorithm that violates the assumption by spend-
ing less time on each one of the many wrong guesses of the hidden state compared
to the correct guess of the hidden state. The key idea is to use a new variant of
Hellman’s method with distinguished points: Let p be the probability of a point
to be distinguished. As a result, the expected chain length is about p~!, and
the standard deviation is also about p~!. The algorithm takes advantage of the
large variation in length by trying £ times more start points than we need, and
storing in the table only the longest chains. The resulting matrices are called
stretched matrices. The gain in time is achieved due to two facts: First, we have
to search fewer tables (as each table covers more values due to the longer chains).
Second, we spend on average only p~! applications of h on each wrong guess of
the hidden state (which is several times shorter than the average chain length
in the matrix). The marginal gain in time decreases fast as k grows larger (as
we gain from the tail of the distribution). A few experimental results show that
by trying four times as many start points (kK = 4) during the preprocessing, we
can save a factor of about 4 in the time complexity of the online algorithm, and
with £ = 8 we can save a factor of about 4.8. Note that these results are based
only on the expected size of the coverage, and ignore other issues such as the
time spent on false-alarms.
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5.1 A Lower Bound on the Time Complexity of Cryptanalytic
Time/Memory/Data Tradeoffs

The common approach to construct a time/memory/data tradeoff is to use an
existing time/memory tradeoff, but reduce the coverage (as well as the pre-
processing) of the table by a factor of D. Thus, out of the D images, one is
likely to be covered by the table. The decreased coverage reduces the number
of hidden states, and thus the time complexity per image is reduced by a factor
of D3. However, the online algorithm is applied D times in the worst case (for
the D images), which results in an overall decrease in the time complexity by a
factor of D? (note that the D time/memory tradeoffs can be executed in paral-
lel, which can reduce the average time complexity in some cases). Using similar
arguments and assumptions to the ones in the case of time/memory tradeoff,
and assuming that the net coverage of the table is at least N/(2D), it follows
that the worst-case time complexity can be lower bounded by

1 N? 1 N?

/ —

T'>D - _
= 71024D3In N M2~ 1024D%In N M?2

Note that this analysis works for cases where D is not too large (and thus S is
larger than 1). Otherwise, a tighter bound can be reached as S cannot be lower
than 1 (but the bound itself is correct for all choices of D).

6 Notes on Rainbow-Like Schemes

6.1 A Note on the Rainbow Scheme

The worst-case time complexity of the original Rainbow scheme was claimed
to be half that of Hellman’s scheme. However, the reasoning behind the claim
estimates M by considering only the number of start points and end points,
and completely disregards the actual number of bits that are needed to repre-
sent these points. What [14] ignores is that the start points and end points in
Hellman’s scheme can be represented by half the number of bits required in the
Rainbow scheme. If we double M in Hellman’s scheme to get a fair comparison,
we can reduce T' by a factor of four via the time/memory tradeoff, which ac-
tually outweights the claimed improvement by a factor of two in the Rainbow
scheme (ignoring issues such as the number of false alarms, which are difficult
to analyze). The basic idea is that the starts points need not be chosen at ran-
dom. For example in Hellman’s scheme (with 7' = M = N?/3), the first 1/3 of
the bits in a start point can be chosen to be zero. The second 1/3 of the bits
can be chosen to be identical to the table number, and the last 1/3 of the bits
can be chosen to be an index of the row. Only the last 1/3 of the bits have to
be actually stored in memory (i.e., we need only (log N)/3 bits for each start
point). In Rainbow tables by contrast, we can choose the first 1/3 of the bits
to be zero, but as there is only one table, the remaining 2/3 of the bits must
be the index. Thus, we have to store twice as many bits for each start point
compared to Hellman’s scheme. In both methods the number of bits that are
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required to store end points is considerably smaller than the number of bits that
are required for the start points (and we therefore ignore it): The end points in
Hellman (and Rainbow) can be compressed by storing only a little more than the
last (log NV)/3 bits (respectively, 2(log N)/3) bits). Moreover, as the end points
are sorted (and thus the difference between subsequent end points is expected to
be small), we can further compress the end points by storing only the differences
between subsequent end points.

6.2 Notes on Rainbow Time/Memory/Data Tradeoffs

The original Rainbow scheme does not provide a time/memory/data tradeoff,
but only a time/memory tradeoff. A possible adaptation of the Rainbow scheme
to time/memory/data tradeoffs is presented in [7], but the resulting tradeoff
curve of TM?D = N? is far inferior to the TM?D? = N? curve presented in [6]
for the Hellman method. We suggest two new ways of implementing a Rainbow-
based time/memory/data tradeoff, with a curve similar to [6]. In both ways,
we reduce the number of colors in the table, but the colors are organized in
different ways along the chains. This section describes the key ideas of the new
methods; the full analysis (which was verified by computer simulations) can be
found in [3].

The first method is to reduce the number of colors to S by repeating the series
of colors t times:

fofife-.fs—1fofife-fs—1fofifafs—1...fofife... fs—1,

we call the resulting matrix a thin-Rainbow matrix. The stateful random graph
can be described by z; = y;—1 + s;—1 (mod N) and s; = s;_1 + 1 (mod S).
The resulting tradeoff> is TM?D? = N2, which is similar to the tradeoff in [6],
i.e., we lose the claimed improvement (by a factor of 2) of the original Rainbow
time/memory tradeoff. However, like the Rainbow scheme, this method still re-
quires twice as many bits to represent its start points, and thus it is slightly
inferior to [6]. In the online phase, each color is sequentially tried by continuing
the chain for at most ¢S links.

As a preliminary to the second method, consider a scheme in which we group
the colors together in groups of £, and thus a typical row looks like:

Jofofo-fo [rfifiJi fofofo o fs1fs1fs—1--fs,

t times t times t times t times

we call the resulting matrix a thick- Rainbow matrix. Note, however, that during
the online phase the algorithm needs to guess not only the “flavor” i of f;, but
also the phase of f; among the other f;’s (except for the last f;). In fact, the hid-
den state is larger than S and includes the phase, as the phase affects the develop-
ment of the chain. Therefore, the number of hidden states is ¢(S—1)+1 (which is

> When we write a time/memory/data tradeoff curve, the relations between the pa-
rameters relate to the expected worst-case behavior when the algorithm fails to
invert y, and neglecting false-alarms.



Rigorous Bounds on Cryptanalytic Time/Memory Tradeoffs 19

almost identical to the number of hidden states in the original Rainbow scheme),
and we get an inferior tradeoff of TM?2D = N2. On the other hand, in some cases
we retain the claimed savings of 2 in the time complexity. This example demon-
strates the difference between “flavors” of f and the concept of a hidden state.
We propose to implement a Rainbow-based time/memory/data tradeoff by
using the notion of distinguished points not only to determine the end of the
chain, but also to determine the points in which we switch from one flavor of f
to the next. In this case, the number of hidden states is equal to the number of
flavors, and does not have to include any additional information. We can specify
U as: ; = yi—1 + $i—1 (mod N), and if y;—1 is special, then s; = s;—1 + 1
(mod S) else s; = s;—1, where y;_; is special if its log, t bits are zeros. We call
the resulting matrix a fuzzy-Rainbow matrix, as each hidden state appears in
slightly different locations in different rows of the matrix. In the online phase,
the colors are tried in the same order as in the Rainbow scheme. Analysis shows
that the tradeoff curve is 2I'M?D? = N2 + ND?M, with T > D?. The factor
two savings is gained when N2 > ND?M = D?M < N (which happens when
T > D?). The number of disk accesses is about V2T, when D?*M < N, but is
never more than in thin-Rainbow scheme for the same memory complexity.

7 Summary

In this paper, we proved that in our very general model, and under the nat-
ural assumption on the behavior of the online phase, there are no cryptanalytic
time/memory tradeoffs which are better than existing time/memory tradeoffs,
up to a logarithmic factor.
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steps,

A The Extended Coverage Theorem

We can extend the coverage theorem to bound the net coverage that can be
obtained by M paths, where the paths contain only a subset of size S’ out of
the S > S’ hidden states that U can use. In Section 5, the S’ hidden states we
are interested in (long hidden states) appear in the left sub-matrix, and the rest
of the hidden states (short hidden states) appear only in the right sub-matrix.
One way of viewing the proof of Theorem 1 is as an algorithm that constructs
the best possible coverage given an advice chosen from a set of #c¢ = (JLS )
possible advices. The proof shows that for an overwhelming majority of the
functions f, even the best advice (which can depend on the specific choice of f)
cannot lead to a coverage which is larger than the bound. In the proof we did
not use any properties of the advice, except for the number of possible advices.
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We can model the coverage of the left sub-matrix using a similar algorithm, only
now the advice is larger. It contains not only the set of M start points, but
also a termination point for each start point, and the number S’ of long hidden
states (1 < S" < 9) that the coverage includes. When the algorithm reaches a
termination point, it stops the development of the chain. Clearly, there are #¢’ =
S ((Nl\jq[)2) possible advices. To accommodate for the larger number of advices, we

update the values of ¢ and A to ¢’ = A’/(S'N), where A’ = \/S'NM In (SN)2
(A’ is chosen such that A’¢’ = M In((SN)?) to deal with the effect of the larger
advice). The only remaining change compared to the original proof is that if
the algorithm encounters more than S’ hidden states it halts and sets its net
coverage to zero, as the advice is inconsistent.

Note that we can allow S > N, but the model would not be fair if we allow
S to be arbitrarily large, as too much information on f can be encoded by
every choice of the hidden state (and we do not count the memory complexity
of representing U). For example, if S = NV then with S’ = 1 we can encode
all the information on f by the specific choice of single hidden state. However, a
huge amount of N log, N bits are required just to represent that single hidden
state. Therefore, we are only interested in S < N* for some constant k. Then,
A <\/S'NMIn(NkN)2=,/S'NM2(k +1)InN.

In the auxiliary memory model (described in a footnote in Section 2), the ad-
versary is allowed to customize U to the specific f using M log, N bits of memory.
The proof of the coverage theorem in this case is very similar to the above proof,
only now there are #c¢’ = NM ((1]\(45 )) possible advices. As a result, the coverage

theorem remains correct if we replace the original A by A” = \/SNM In (SN?),
which increase the bound by a small constant factor.
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Abstract. We consider two of the most fundamental theorems in Cryp-
tography. The first, due to Hastad et al. [HILL99], is that pseudorandom
generators can be constructed from any one-way function. The second
due to Yao [Yao82] states that the existence of weak one-way functions
(i.e. functions on which every efficient algorithm fails to invert with some
noticeable probability) implies the existence of full fledged one-way func-
tions. These powerful plausibility results shape our understanding of
hardness and randomness in Cryptography. Unfortunately, the reduc-
tions given in [HILL99, Yao82] are not as security preserving as one may
desire. The main reason for the security deterioration is the input blow
up in both of these constructions. For example, given one-way functions
on n bits one obtains by [HILL99] pseudorandom generators with seed
length £2(n®).

This paper revisits a technique that we call the Randomized Iter-
ate, introduced by Goldreich, et. al. [GKL93]. This technique was used
in [GKL93] to give a construction of pseudorandom generators from reg-
ular one-way functions. We simplify and strengthen this technique in
order to obtain a similar reduction where the seed length of the result-
ing generators is as short as O(nlogn) rather than 2(n?) in [GKL93].
Our technique has the potential of implying seed-length O(n), and the
only bottleneck for such a result is the parameters of current generators
against space bounded computations. We give a reduction with similar
parameters for security amplification of reqular one-way functions. This
improves upon the reduction of Goldreich et al. [GIL*90] in that the re-
duction does not need to know the regularity parameter of the functions
(in terms of security, the two reductions are incomparable). Finally, we
show that the randomized iterate may even be useful in the general con-
text of [HILL99]. In Particular, we use the randomized iterate to replace
the basic building block of the [HILL99] construction. Interestingly, this
modification improves efficiency by an n® factor and reduces the seed
length to O(n") (which also implies improvement in the security of the
construction).
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1 Introduction

In this paper we address two fundamental problems in cryptography: construct-
ing pseudorandom generators from one-way functions and transforming weak
one-way functions into strong one-way functions. The common thread linking
the two problems in our discussion is the technique we use. This technique that
we call the Randomized Iterate was introduced by Goldreich, Krawczyk and Luby
[GKL93] in the context of constructing pseudorandom generators from regular
one-way functions. We revisit this method, both simplify existing proofs and
utilize our new view to achieve significantly better parameters for security and
efficiency. We further expand the application of the randomized iterate to con-
structing pseudorandom generators from any one-way function. Specifically we
revisit the seminal paper of Hastad, Impagliazzo, Levin and Luby [HILL99] and
show that the randomized iterate can help improve the parameters within. Fi-
nally, we use the randomized iterate method to both simplify and strengthen
previous results regarding efficient hardness amplification of regular one-way
functions. We start by introducing the randomized iterate in the context of
pseudorandom generators, and postpone the discussion on amplifying weak to
strong one-way function to subsection 1.2.

1.1 Pseudorandom Generators and the Randomized Iterate

Pseudorandom Generators, a notion first introduced by Blum and Micali [BM82]
and stated in its current, equivalent form by Yao [Yao82], are one of the corner-
stones of cryptography. Informally, a pseudorandom generator is a polynomial-
time computable function G that stretches a short random string x into a long
string G(x) that “looks” random to any efficient (i.e., polynomial-time) algo-
rithm. Hence, there is no efficient algorithm that can distinguish between G(z)
and a truly random string of length |G(x)| with more than a negligible proba-
bility. Originally introduced in order to convert a small amount of randomness
into a much larger number of effectively random bits, pseudorandom generators
have since proved to be valuable components for various cryptographic applica-
tions, such as bit commitments [Nao91], pseudorandom functions [GGMS86] and
pseudorandom permutations [LR88], to name a few.

The first construction of a pseudorandom generator was given in [BM82] based
on a particular one-way function and was later generalized in [Yao82] into a
construction of a pseudorandom generator based on any one-way permutation.
We refer to the resulting construction as the BMY construction. The BMY
generator works by iteratively applying the one-way permutation on its own
output. More precisely, for a given function f and input z define the i*" iterate
recursively as ¢ = f(z°~!) where 2° = f(x). To complete the construction, one
needs to take a hardcore-bit at each iteration. If we denote by b(x) the hardcore-
bit of z (take for instance the Goldreich-Levin [GL89] predicate), then the BMY
generator on seed = outputs the hardcore-bits b(z), ..., b(z").

The natural question arising from the BMY generator was whether one-way
permutations are actually necessary for pseudorandom generators or can one do
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with a more relaxed notion. Specifically, is any one-way function sufficient for
pseudorandom generators? Levin [Lev87] observed that the BMY construction
works for any “one-way function on its iterates”, that is, a one-way function
that remains one-way when applied sequentially on its own outputs. However, a
general one-way function does not have this property since the output of f may
have very little randomness in it, and a second application of f may be easy
to invert. A partial solution was suggested by Goldreich et al. [GKL93| that
showed a construction of a pseudorandom generator based on any regular one-
way function (referred to as the GKL generator). A regular function is a function
such that every element in its image has the same number of preimages. The
GKL generator uses the technique at the core of this paper, that we call the
randomized iterate. Rather than simple iterations, an extra randomization step
is added between every two applications of f. More precisely:

Definition (Informal): (The Randomized Iterate) For function f, input
x and random hash functions h,. .., he, recursively define the it" randomized
iterate (for i </{) by: _ _

fiz, hy,... he) = a' = f(hy(z'™ 1))
where 2° = f(x).

The rational is that h;(z°) is now uniformly distributed, and the challenge is
to show that f, when applied to h;(x?), is hard to invert even when the ran-
domizing hash functions hq,...,hy are made public. Once this is shown, the
generator is similar in nature to the BMY generator (the generator outputs
b(z%),...,b(z%), hi,..., he).

Finally, Hastad et al. [HILL99], culminated this line of research by showing
a construction of a pseudorandom generator using any one-way function (called
here the HILL generator). This result is one of the most fundamental and in-
fluential theorems in cryptography. It introduced many new ideas that have
since proved useful in other contexts, such as the notion of pseudo-entropy and
the implicit use of family of pairwise-independent hash functions as randomness
extractors. We note that HILL departs from GKL in its techniques, taking a
significantly different approach.

The Complexity and Security of the Previous Constructions. While the
HILL generator fully answers the question of the plausibility of a generator based
on any one-way function, the construction is highly involved and very inefficient.
Other than the evident contrast between the simplicity and elegance of the BMY
generator to the complex construction and proof of the HILL generator, the
parameters achieved in the construction are far worse, rendering the construction
impractical.

In practice, it is not necessarily sufficient that a reduction translates poly-
nomial security into polynomial security. In order for reductions to be of any
practical use, the concrete overhead introduced by the reduction comes into
play. There are various factors involved in determining the security of a reduc-
tion. In this discussion, however, we focus only on one central parameter, which
is the length m of the generator’s seed compared to the length n of the input
to the underlying one-way function. The BMY generator takes a seed of length



On the Power of the Randomized Iterate 25

m = O(n), the GKL generator takes a seed of length m = 2(n3) while the HILL
construction produces a generator with seed length on the order of m = 2(n%).1

The length of the seed is of great importance to the security of the resulting
generator. While it is not the only parameter, it serves as a lower bound to how
good the security may be. For instance, the HILL generator on m bits has security
that is at best comparable to the security of the underlying one-way function,
but on only O(&/m) bits. To illustrate the implications of this deterioration in
security, consider the following example: Suppose that we only trust a one-way
function when applied to inputs of at least 100 bits, then the GKL generator
can only be trusted when applied to a seed of length of at least one million bits,
while the HILL generator can only be trusted on seed lengths of 10 and up
(both being highly impractical). Thus, trying to improve the seed length towards
a linear one (as it is in the BMY generator) is of great importance in making
these constructions practical.

Our Results on Pseudorandom Generators

Regular One-Way Functions: We give a construction of a pseudorandom
generator from any regular one-way function with seed length O(nlogn). We
note that our approach has the potential of reaching a construction with a linear
seed, the bottleneck being the efficiency of the current bounded-space generators.
Our construction follows the randomized iterate method and is achieved in two
steps:

— We give a significantly simpler proof that the GKL generator works, allowing
the use of a family of hash functions which is pairwise-independent rather
than n-wise independent (as used in [GKL93]). This gives a construction
with seed length m = O(n?) (see Theorem 5).

— The new proof allows for the derandomization of the choice of the randomiz-
ing hash functions via the bounded-space generator of Nisan [Nis92|, further
reducing the seed length to m = O(nlogn) (see Theorem 6).

The Proof Method: Following is a high-level description of our proof method.
For simplicity we focus on a single randomized iteration, that is on z! = f1(z, h) =
f(h(f(x))). In general, the main task at hand is to show that it is hard to find
2" = f(x) when given ! = f!(x,h) and h. This follows by showing that any
procedure A for finding 2° given (2!, h) enables to invert the one-way function f.
Specifically, we show that for a random image z = f(x), if we choose a random
and independent hash h’ and feed the pair (z,h’) to A, then A is likely to return
a value f(z') such that h'(f(2')) € f~(2) (and thus we obtain an inverse of z).

Ultimately, we assume that A succeeds on the distribution of (x!,h), where
h is such that ' = f!(z,h), and want to prove A is also successful on the
distribution of (x!,h’) where h’ is chosen independently. Our proof is inspired
by a technique used by Rackoff in his proof of the Leftover Hash Lemma (in

! The seed length actually proved in [HILL99] is O(n'®), however it is mentioned that
a more careful analysis can get to O(n®). A formal proof for the O(n®) seed length
construction is given by Holenstein [Hol06].
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[1Z89]). Rackoff proves that a distribution is close to uniform by showing that it
has collision-probability® that is very close to that of the uniform distribution.
We would like to follow this scheme and consider the collision-probability of
the two aforementioned distributions. However, in our case the two distributions
could actually be very far from each other. Yet, with the analysis of the collision-
probabilities, we manage to prove that the probability of any event under the
first distribution is polynomially related to the probability of the same event
under the second distribution. This proof generalizes nicely also to the case of
many iterations.

The derandomization using bounded-space follows directly from the new
proof. In particular, consider the procedure that takes two random inputs xy and
x1 and random hy, . .., hy, and compares f*(zg, b1, ..., he) and ff(x1, he,. .., he).
This procedure can be run in bounded-space since it simply needs to store the
two intermediate iterates at each point. Also, this procedure accepts with prob-
ability that is exactly the collision-probability of (f¢(z,h1,...,he), hi,. .., he).
Thus, replacing hq,...,hy with the output of a bounded-space generator can-
not change the acceptance rate by much, and the collision-probability is thus
unaffected. The proof of security of the derandomized pseudorandom generator
now follows as in the proof when using independent randomizing hash func-
tions.

Any One-Way Function: The HILL generator takes a totally different path
than the GKL generator. We ask whether the technique of randomized-iterations
can be helpful for the case of any one-way function, and give a positive answer
to this question. Interestingly, this method also improves the efficiency by an n?
factor and reduces the seed length by a factor of n (which also implies improve-
ment in the security of the construction) over the original HILL generator. All in
all, we present a pseudorandom generator from any one-way function with seed
length O(n") (Corollary 10) which is the best known to date.

Unlike in the case of regular functions, the hardness of inverting the random-
ized iterate deteriorates quickly when using any one-way function. Therefore we
use only the first randomized iterate of a function, that is 2t = f(h(f(z))).
Denote the degeneracy of y by D¢(y) = [log ‘fﬁl(y)H (this is a measure that
divides the images of f to n categories according to their preimage size). Let b
denote a hardcore-bit (again we take the Goldreich-Levin hardcore-bit [GL89]).
Loosely speaking, we consider the bit b(z") when given the value (x',h) (re-
call that 20 = f(x)) and make the following observation: When Dg(2) >
Dy(x') then b(2°) is (almost) fully determined by (z',h), as opposed to when
D¢(z°) < Dg(z') where b(x°) is essentially uniform. But in addition, when
D¢ (z°) = Dys(2') then b(2?) is computationally-indistinguishable from uniform
(that is, looks uniform to any efficient observer), even though it is actually fully
determined. The latter stems from the fact that when D(z°) = Dy(z!) the
behavior is close to that of a regular function.

2 The collision-probability of a distribution is the probability of getting the same
element twice when taking two independent samples from the distribution.
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As a corollary we get that the bit b(z") has entropy of no more than 1 (the
probability of D(z°) < Dy(z')), but has entropy of at least 1 + ﬁ in the eyes

of any computationally-bounded observer (the probability of Ds(z°) < D¢ (z1)).
In other words, b(2°) has entropy % but pseudo-entropy of % + ﬁ It is this

gap of ﬁ between the entropy and pseudo-entropy that eventually allows the
construction of a pseudorandom generator.

Indeed, a function with similar properties lies at the basis of the HILL con-
struction. HILL give a different construction that has entropy p but pseudo-
entropy of at least p + ﬁ However, in the HILL construction the entropy

threshold p is unknown (i.e., not efficiently computable), while with the ran-
domized iterate the threshold is % This is a real advantage since knowledge
of this threshold is essential for the overall construction. To overcome this, the
HILL generator enumerates all values for p (up to an accuracy of £2(1)), runs the
generator with every one of these values and eventually combines all generators
using an XOR of their outputs. This enumeration costs an additional factor n
to the seed length as well an additional factor of n® to the number of calls to

the underlying function f.

On pseudorandomness in NC': For the most part, the HILL construction
is “depth” preserving. In particular, given two “non-uniform” hints of logn bits
each (that specify two different properties of the one-way function), the reduction
gives generators in NC! from any one-way function in NC'. Unfortunately,
without these hints, the depth of the construction is polynomial (rather than
logarithmic). Our construction eliminates the need for one of these hints, and
thus can be viewed as a step towards achieving generators in NC'! from any one-
way function in NC? (see [ATK04] for the significance of such a construction).

Related Work: Recently, Holenstein [Hol06] gave a generalized proof to the
HILL construction. His proof formally proves the best known seed length for
the HILL construction O(n®), and further shows that if the underlying one-way
function has exponential security (e.g. 27" for a constant C) then the seed
length can be as low as O(n®), or even O(n*log®n) if the security of the PRG
is not required to be exponential (but rather superpolynomial). In subsequent
work [HHRO6], we show a construction of a PRG based on exponentially strong
one-way functions with seed length of only O(n?) or respectively O(nlog?n)
for a PRG with just superpolynomial security. The new construction follows by
further developing the techniques introduced in this paper.

1.2 One-Way Functions - Amplification from Weak to Strong

The existence of one-way functions is essential to almost any task in cryptog-
raphy (see for example [IL89]) and also sufficient for numerous cryptographic
primitives, such as the pseudorandom generators discussed above. In general,
for constructions based on one-way functions, we use what are called strong
one-way functions. That is, functions that can only be inverted efficiently with
negligible success probability. A more relaxed definition is that of an a-weak one-
way function where «(n) is a polynomial fraction. This is a function that any



28 I. Haitner, D. Harnik, and O. Reingold

efficient algorithm fails to invert on almost an a(n) fraction of the inputs. This
definition is significantly weaker, however, Yao [Yao82] showed how to convert
any weak one-way function into a strong one. The new strong one-way function
simply consists of many independent copies of the weak function concatenated
to each other. The solution of Yao, however, incurs a blow-up factor of at least
w(1)/a(n) to the input length of the strong function®, which translates to a
significant loss in the security (as in the case of pseudorandom generators).

With this security loss in mind, several works have tried to present an efficient
method of amplification from weak to strong. Goldreich et al. [GILT90] give a
solution for one-way permutations that has just a linear blowup in the length
of the input. This solution generalizes to “known-regular” one-way functions
(regular functions whose image size is efficiently computable), where its input
length varies according to the required security. The input length is linear when
security is at most 2(V™  but deteriorates up to O(n?) when the required
security is higher (e.g., security 2©(")).4 Their construction uses a variant of
randomized iterates where the randomization is via one random step on an
expander graph.

Our Contribution to Hardness Amplification: We present an alternative
efficient hardness amplification for regular one-way functions. Specifically, we
show that the m'" randomized iterate of a weak one-way function along with
the randomizing hash functions form a strong one-way function (for the right
parameter m). Moreover, in Theorem 13 we show that the latter holds also
for the derandomized version of the randomized iterate, giving an almost lin-
ear construction. Our construction is arguably simpler and has the following
advantages:

1. While the [GILT90] construction works only for known regular weak one-way
functions, our amplification works for any regular weak one-way functions
(whether its image size is efficiently computable or not).

2. The input length of the resulting strong one-way function is O(nlogn) re-
gardless of the required security. Thus, for some range of the parameters our
solution is better than that of [GILT90] (although it is worse than [GIL*90]
for other ranges).

Note that our method may yield an O(n) input construction if bounded-space
generators with better parameters become available.

The Idea: At the basis of all hardness amplification lies the fact that for any
inverting algorithm, a weak one-way function has a set that the algorithm fails
upon, called here the failing-set of this algorithm. The idea is that a large enough
number of randomly chosen inputs are bound to hit every such failing-set and
thus fail every algorithm. Taking independent random samples works well, but
when trying to generate the inputs to f sequentially this rationale fails. The

3 The w(1) factor stands for the logarithm of the required security. For example, if the
security is 29(™) then this factor of order n.

4 Loosely speaking, one can think of the security as the probability of finding an inverse
to a random image f(x) simply by choosing a random element in the domain.
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reason is that sequential applications of f are not likely to give random output,
and hence are not guaranteed to hit a failing-set. Instead, the natural solution is
to use randomized iterations. However, it might be easy for an inverter to find
some choice of randomizing hash functions so that all the iterates are outside of
the required failing-set. To overcome this, the randomizing hash functions are
also added to the output, and thus the inverter is required to find an inverse that
includes the original randomizing hash functions. In the case of permutations it
is obvious that outputting the randomizing hash functions is harmless, and thus
the m!" randomized iterate of a weak one-way permutation is a strong one-
way permutation. However, the case of regular functions requires our analysis
that shows that the randomized iterate of a regular one-way function remains
hard to invert when the randomizing hash functions are public. We also note
that the proof for regular functions has another subtlety. For permutations the
randomized iterate remains a permutation and therefore has only a single inverse.
Regular functions, on the other hand, can have many inverses. This comes into
play in the proof, when an inverting algorithm might not return the right inverse
that is actually needed by the proof.

A major problem with the randomized iterate approach is that choosing fully
independent randomizing hash functions requires an input as long as that of
Yao’s solution (an input of length O(n-w(1)/a(n))). What makes this approach
appealing after all, is the derandomization of the hash functions using space-
bounded generators, which reduces the input length to only O(nlogn). Note
that in this application of the derandomization, it is required that the bounded-
space generator not only approximate the collision-probability well, but also
maintain the high probability of hitting any failing-set.

We note that there have been several attempts to formulate such a construc-
tion, using all of the tools mentioned above. Goldreich et al. [GILT90] did ac-
tually consider following the GKL methodology, but chose a different (though
related) approach. Phillips [Phi93] gives a solution with input length O(nlogn)
using bounded-space generators but only for the simple case of permutations
(where [GIL190] has better parameters). Di Crescenzo and Impagliazzo [DI99]
give a solution for regular functions, but only in a model where public random-
ness is available (in the mold of [HL92]). Their solution is based on pairwise-
independent hash functions that serve as the public randomness. We are able
to combine all of these ingredients into one general result, perhaps due to our
simplified proof.

1.3 Additional Issues

— On Non-Length-Preserving Functions: Throughout the paper we focus
on length preserving one-way functions. In the full version we demonstrate
how our proofs may be generalized to use non-length preserving functions.
This generalization requires the use of a construction of a family of almost
pairwise-independent hash functions.

— The Results in the Public Randomness Model: Similarly to previous
works, our results also give linear reductions in the public randomness model.
This model (introduced by Herzberg and Luby [HL92]) allows the use of
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public random coins that are not regarded a part of the input. However,
our results introduce significant savings in the amount of public randomness
that is necessary.

Paper Organization: In Section 2, we present our construction of pseudoran-
dom generators from regular one-way functions. In Section 3, we present our
improvement to the HILL construction of pseudorandom generators from any
one-way function. Finally, in Section 4, we present our hardness amplification of
regular one-way functions. Due to space limitations, we only give the outlines of
some of the proofs. For the same reasons, we omit the standard definitions and
notations. Both the full proofs and the definitions can be found in the paper’s
full version [HHRO5].

2 Pseudorandom Generators from Regular One-Way
Functions

2.1 Some Motivation and the Randomized Iterate

Recall that the BMY generator simply iterates the one-way permutation f on
itself, and outputs a hardcore-bit of the intermediate step at each iteration. The
crucial point is that the output of the function is also uniform in {0, 1}" since f
is a permutation. Hence, when applying f to the output, it is hard to invert this
last application of f, and therefore hard to predict the new hardcore-bit (Yao
shows [Yao82] that the unpredictability of bits implies pseudorandomness). Since
the seed is essentially just an n bit string and the output is as long as the number
of iterations, the generator actually stretches the seed.

We want to duplicate this approach for general one-way functions, but unfor-
tunately the situation changes drastically when the function f is not a permu-
tation. After a single application of f, the output may be very far from uniform,
and in fact, may be concentrated on a very small and easy fraction of the inputs
to f. Thus, reapplying f to this output gives no hardness guarantees at all. In an
attempt to salvage the BMY framework, Goldreich et. al. [GKL93] suggested to
add a randomization step between every two applications of f, thus making the
next input to f a truly random one. This modification that we call randomized
iterates lies at the core of our work and is defined next:

Definition 1 (The k" Randomized Iterate of f). Let f : {0,1}" — {0,1}"
and let 'H be an efficient family of pairwise-independent hash functions from
{0,1}™ to {0,1}". For input x € {0,1}" and hy,...,hx_1 € H define the k'*
Randomized Iterate f* : {0,1}" x H*¥ — Im(f) recursively as:

o by, k) = Fha(F (2, b, .o he—1))),

where fO(x) = f(x). For convenience we denote by x* = f¥(x, hy,... hy).

5 We make use the notation z* only when the values of hi,...,h; and x are clear by
the presentation.
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Another handy notation is the k' explicit randomized iterate ﬁ :{0,1}™ x
HE — Im(f) x H* defined as:

fE(x by, he) = (fFf(he, .. i), b, oo hg).

The application of the randomized iterate for pseudorandom generators is a bit
tricky. On the one hand, such a randomization costs a large number of ran-
dom bits, much larger than what can be compensated for by the hardcore-bits
generated in each iteration. So in order for the output to actually be longer
than the input, we also output the descriptigns of the hash functions (in other

words, use the explicit randomized iterate f*). But on the other hand, hand-
ing out the randomizing hash gives information on intermediate values such as
hi(x?). Hence, f might no longer be hard to invert when applied to such an
input. Somewhat surprisingly, the last randomized iterate of a regular one-way
function remains hard to invert even when the hash functions are known. This
fact, which is central to the whole approach, was proved in [GKL93] when using
a family of n-wise independent hash functions. We give a simpler proof that
extends to pairwise-independent hash functions as well.

Remark: In the definition of randomized iterate we define fY(x) = f(x). This
was chosen for ease of notation and consistency with the results for general OWF's
(Section 3). For the regular OWF construction it suffices to define fO(z) = =,
thus saving a single application of the function f.

2.2 The Last Randomized Iteration is Hard to Invert

In this section we formally state and prove the key observation mentioned above.
That is, that after applying k randomized-iterations of a regular one-way func-
tion f, it is hard to invert the last iteration, even if given access to all of the
hash functions leading up to this point.

Lemma 2. Let f be a length-preserving reqular one-way function, H be an effi-
cient family of pairwise-independent length-preserving hash functions and x* be
the k'" randomized iterates of f (Definition 1). Then for any PPT A and every
k € poly(n), we have:

P A k,h,...,h _ k1 ¢
(x,hl,...,hk)f_(Un,Hk)[ (", ha k) =z" "] € neg(n)

where the probability is also taken over the random coins of A.

More precisely, if such a PPT A succeeds with probability €, then there exists
a probabilistic polynomial time oracle machine M# that succeeds in inverting f
with probability at least €3 /8(k+ 1) with essentially the same running time as A.

We briefly give some intuition to the proof, illustrated with regard to the first
randomized iterate. Suppose that we have an algorithm A that always finds z°
given ! = fY(x,h) and h. In order to invert the one-way function f on an
element z € Im(f), we simply need to find a hash h’ that is consistent with z,
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in the sense that there exists an 2’ such that z = f1(2’, h’). Now we simply run
y = A(z,h’), and output h'(y) (and indeed f(h'(y)) = z). The point is that if f
is a regular function, then finding a consistent hash is easy, because a random
and independent A’ is likely to be consistent with z. The actual proof follows
this framework, but is far more involved due to the fact that the reduction starts
with an algorithm A that has only a small (yet polynomial) success probability.

Proof. Suppose for sake of contradiction that there exists an efficient algorithm
A that given (z¥, hy,..., hs) computes z*~! with probability e for some poly-
nomial fraction e(n) = 1/poly(n) (for simplicity we write ¢). In particular, A
inverts the last-iteration of f* with probability at least ¢, that is

o T A b)) = P )] 2 €

Our goal is to use this procedure A in order to break the one-way function f.
Consider the procedure M4 for this task:

M# on input z € Im(f):

1. Randomly (and independently) choose hq, ..., h; € H.
2. Apply A(z,h1,...,hi) to get an output y.

3. If f(hi(y)) = z output hi(y), otherwise abort.

The rest of the proof of Lemma 2 shows that M# succeeds with probability
at least €3/8(k + 1) on inputs z € Im(f).

We start by focusing our attention only on those inputs for which A succeeds
reasonably well. Recall that the success probability of A is taken over the choice
of inputs to A, as induced by the choice of = € {0,1}" and hy,..., hy € H and
the internal coin-tosses of A. The following Markov argument (proof omitted)
implies that the probability of getting an element in the set that A succeeds on
is not very small:

Claim 3. Let Sy C Im(ﬁ) be the subset defined as:

Sa={( b h) € In(FF) | Prlf(e(Aly, o, b)) = 9] > 5 )
then

P FR@ . hy) € Sa] >
(ac,hl,...,hk)i(Un’Hk)[f (CU 1 k) A]_

DN ™

Now that we identified a subset of polynomial weight of the inputs that A suc-
ceeds upon, we want to say that M4 has a fair (polynomially large) chance to hit
outputs induced by this subset. This is formally shown in the following lemma.

Lemma 4. For every set T C Im(ﬁ), if

Pr [F(xvhlv"'vhk)ET]Zéa
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then
Pr 2,h,... hy) €T >6%/(k+1).
(z,h1,..,hy) — (f(Un),Hk)[( ! 2 12/ )
We stress that the probability in the latter inequality is over z drawn from f(U,)
and an independently chosen hy,...,hy € H.

Assuming Lemma 4, we may conclude the proof of Lemma 2. By Claim 3 we have
that Pr[(z"*, hy,...,hi) € Sa] > 5. By Lemma 4, taking T' = S4 and 6 = €/2,
we get that Pr[(z, hl, ... hy) € SA] > e?/a(k + 1) Thus, M4 has a €2 /4(k + 1)
chance of hitting the set S4 on which it will succeed with probability at least
£/2. Altogether, M4 succeeds in inverting f with the polynomial probability
e3/8(k + 1), contradicting the one-wayness of f. i

Proof. (of Lemma 4) The lemma essentially states that with respect to f*, any
large subset of inputs induces a large subset of outputs. Thus, there is a fairly
high probability of hitting this output set simply by sampling independent z and
hi,..., hi. Intuitively, if a large set of inputs induces a small set of outputs, then
there must be many collisions in this set (a collision means that two different
inputs lead to the same output). However, we show that this is impossible by
proving that the collision-probability of the function J/‘f is small. The proof
therefore follows by analyzing the collision—prg?ability of fk. For every two inputs
(z0,h1°, ..., h?) and (z1,h1',..., k') to fE, in order to have a collision we
must first have that h;° = h;* for every i € [k], which happens with probability
(1/|H|)*. Now, given that h;° = h;' = h; for all i (with a random h; € H),
we require also that xf = f¥(xq,h1,...,hi) equals af = f*¥(xq,hy,... k). If
f(xo) = f(x1) (happens with probability 1/ | m( )|) then a collision is assured
Otherwise, there must be an i € [k] for which z ' # 2{~! but z{ = 2% (where
xo denotes the input x). Since T by x] ~! due to the pairwise-independence of

h;, the values h;(z{ ") and h (z'71) are uniformly random values in {0,1}", and
thus f(hi(zf 1)) = f(hi(2t™)) happens with probability 1/ [Im(f)|. Altogether:

k+1
FE(Un, HFY) < 1
o H* Z |Im [H* |Lm(f) Y

On the other hand, we check the probability of getting a collision inside the set
T, which is a lower bound on the probability of getting a collision at all. We
first request that both (xo,h1%,...,ht?) € T and (z1,h1*, ..., ht') € T. This
happens with probability at least 2. Then, once inside T', we know that the
probability of collision is at least 1/ |T|. Altogether:

— 1
P(f*(Un, H*)) > 52@ (2)
|T] 52
[H[*[Im(f)] = k+1°
But the probability of getting a value in T" when choosing a random element in
Im(f) x HF is exactly % Thus, Pr[(z, hy,...,hg) € T] > 62/(k + 1) as
requested. |

Combining (1) and (2) we get
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Remark: The proof of Lemma 4 is where the regularity of the one-way func-
tion is required. In the case of general one-way functions, we cannot apply
the above proof, since the collision-probability at the heart of the proof (i.e.,

CP(f*(U,,H¥))) might be much larger than the collision probability of the uni-
form distribution over I'm(f). Alternatively, we could prove the lemma in the
case that the last element in a sequence of applications is at least as heavy as all
the elements along the sequence. Unfortunately, for general OWF's this occurs
with probability that deteriorates linearly (in the length of the sequence). Thus,

using a long sequence of iterations is likely to lose the hardness of the original
OWF. ¢

2.3 A Pseudorandom Generator from a Regular One-Way Function

After showing that the randomized-iterations of a regular one-way function are
hard to invert, it is natural to follow the footsteps of the BMY construction to
construct a pseudorandom generator. Rather than using simple iterations of the
function f, randomized-iterations of f are used instead, with fresh randomness
in each application. As in the BMY case, a hardcore-bit of the current input is
taken at each stage. Formally:

Theorem 5. Let f : {0,1}" — {0,1}" be a reqular length-preserving one-way
function and let 'H be an efficient family of pairwise-independent length preserv-
ing hash functions, let G be:

G(z,hy ... hp,r) = (b.(2%), ..., 0.(2™), b, B, 1),
where:
—2e€{0,1}" and hy ..., h, € H.
— Recall that 2° = f(z) and for 1 <i<n z* = f(hy(x'1)).
— b.(2") denotes the GL-hardcore bit of x°.

Then G is a pseudorandom generator.

Note that the above generator does not require the knowledge of the preimage
size of the regular one-way function. The generator requires just n+1 calls to the
underlying one-way function f (each call is on an n bit input). The generator’s
input is of length m = O(n?) and it stretches the output to m + 1 bits. The
proof of security follows by a standard hybrid argument and is given in the full
version of the paper [HHRO5].

2.4 An Almost-Linear-Input Construction from a Regular One-Way
Function

The pseudorandom generator presented in the previous section (Theorem 5)
stretches a seed of length O(n?) by one bit. Although this is an improvement
over the GKL generator, it still translates to a rather high loss of security. That

® In [HHRO6] we use a variant of the latter idea to get an efficient pseudorandom from
exponentially hard one-way functions.



On the Power of the Randomized Iterate 35

is, the security of the generator on m bits relies on the security of regular one-
way function on y/m bits. In this section we give a modified construction of the
pseudorandom generator that takes a seed of length only m = O(nlogn).

Notice that the input length of the generator is dominated by the description
of the n independent hash functions hq,...,h,. The idea of the new construc-
tion is to give a derandomization of the choice of the n hash functions. Thus,
hi,...,h, are no longer chosen independently, but are chosen in a way that
is sufficient for the proof to go through. The derandomization uses generators
against bounded-space distinguishers. Specifically, we can use the generator of
Nisan [Nis92] (or that of Impagliazzo, Nisan and Wigderson [INW94]). An im-
portant observation is that calculating the randomized iterate of an input can be
viewed as a bounded-space algorithm, alternatively presented here as a bounded-
width layered branching-program. More accurately, at each step the branching
program gets a random input h; and produces ‘! = f(h;(z%)). We will show
that indeed when replacing hq, ..., h, with the output of a generator that fools
related branching programs, then the proof of security still holds (and specifically
the proof of Lemma 4).

For our application we use the bounded-space generator with parameters
t=mn,S =2n and ¢ = 2n (or more generally, ¢ is taken to be the description
length of a hash function in H). Finally, the error is chosen to be e = 27™. The
generator therefore stretches O(nlogn) bits to n - 2n bits. Denote the bounded-
space generator by BSG : {0,1}<m!sm — {0,1}2"° where c is a universal con-
stant. For convenience denote nn = cnlogn.

The New Pseudorandom Generator

Theorem 6. For any regular length-preserving one-way function f, let G' be:
G'(z,h, 1) = (br(2"),...,bo(a"), h,7),
where:

— x€{0,1}" and h € {0,1}™.

— (h1,...,hy) = BSG(h).

— Recall that 2° = f(z) and for 1 <i<n, z° = f(hy(x*~1)).
— b.(z%) denotes the GL-hardcore bit of x°.

Then G' is a pseudorandom generator.

Proof outline: The proof of the derandomized version follows in the steps of
the proof of Theorem 5. We give a high-level outline of this proof, focusing only
on the main technical lemma that changes slightly.

The proof first shows that given the k** randomized iterate 2* and all of the
randomizing hash functions, it is hard to compute 2*~! (analogously to Lemma
2), only now this also holds when the hash functions are chosen as the output
of the bounded-space generator. The proof is identical to the proof of 2, only
replacing appearances of (hy, ..., hy) with the seed h. Again, the key to the proof
is the following technical lemma (slightly modified from Lemma 4, the proof of
the lemma is given in the full version [HHRO05]).
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Lemma 7. For every set T C Im(f) x {0,1}", if

_ Pr (%, h) e T] > 6,
(m’h) — (U’IHUT_L)

then

. Pr [(z,h) € T) > 6/ (k + 2),
(2,0) — (f(Un),Un)

where probability is over z € f(U,) and an independently chosen he {0,1}™.

Once we know that z*~! is hard to compute, we deduce that one cannot predict
a hardcore-bit b, (z*~1) given z* and the seed to the bounded-space generator.
From here, the proof follow just as the proof of Theorem 5 in showing that
the output of G’ is an unpredictable sequence and therefore a pseudorandom
sequence. |

Remark: It is tempting to think that one should replace Nisan/INW generator
in the above proof with the generator of Nisan and Zuckerman [NZ96]. That
generator may have seed of size O(n) (rather than O(nlogn)) when S=2n as in
our case. Unfortunately, with such a short seed, that generator will incur an error
e =2"" " for some constant ~, which is too high for our proof to work. In order
for the proof to go through we need that ¢ < poly(n)/|Im(f)|. Interestingly, this
means that we get a linear-input construction when the image size is significantly
smaller than 2™. In order to achieve a linear-input construction in the general
case, we need better generators against LBPs (that have both short seed and

small error).

3 Pseudorandom Generator from Any One-Way Function

Our implementation of a pseudorandom generator from any one-way function
follows the route of [HILL99] (we follow the presentation and proof of the HILL
generator given in [Hol06]), but takes a totally different approach in the imple-
mentation of its initial step.

The “pseudo-entropy” of a distribution is at least k, if it is computationally-
indistinguishable from some distribution that has entropy k. The basic building
block of the HILL generator is a “pseudo-entropy pair”.” Informally, the latter is
a pair of a function and predicate on the same input with the following property:
When given the output of the function, the pseudo-entropy of the predicate’s
output is noticeably larger than the real (conditional) entropy of this bit. In
their construction [HILL99] exploit this gap between real and pseudo entropy to
construct a pseudorandom generator. We show that the first explicit randomized
iterate of a one-way function together with a standard hardcore predicate forms
a pseudo-entropy pair. Moreover, this pair has better properties than the original
one and hence “plugging” it as the first step of the HILL construction results in
a better overall construction. Let us now turn to a more formal discussion. We
define the pseudo-entropy pair as follows:

" We note that [HILL99] used this notion implicitly without giving it an explicit
definition.
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Definition 8. [Pseudo-entropy pair (PEP )] Let § and v be some positive func-
tions over N and let g : {0,1}" — {0,1}*™) and b : {0,1}" — {0,1} be
polynomial-time computable functions. We say that (g,b) is a (,7)-PEP if

1. H(b(Un) | 9(Un)) < 6(n).
2. bis a (6(n) +v(n))-hard predicate of g.

[HILL99] show how to construct a (d, a)-PEP, where 6 € [0, 1] is some unknown
value and « is any fraction noticeably smaller than %, using any one-way func-
tion.® Then they present a construction of a pseudorandom generator using a

(6, ﬁ)—PEP where ¢ is known. To overcome this gap, the HILL generator

enumerates all values for § (up to an accuracy of £2(1)), runs the generator with
every one of these values and eventually combines all generators using an XOR
of their outputs. This enumeration costs an additional factor of n to the seed
length as well as n3 times more calls to the underlying one-way function.

We prove that the first explicit randomized iterate of a one-way function can
be used to construct a (%, a)-PEP, where « is any fraction noticeably smaller
than 5-. By combining our PEP with the second part of the [Hol06] construc-
tion, we get a pseudorandom generator that is more efficient and has better
security than the original construction due to [HILL99]/[Hol06] (the efficiency
improves by a factor of n® and the security by a factor of n). Formally, we get

the following theorem.

Theorem 9. Let f : {0,1}" — {0,1}" be an efficiently computable function
and let £,v : N — [0,1]. Then there is an efficiently computable function G with
the following properties:

— G is length expanding.
— G has input length O(n%log(=A=)).

e(n)
— Any algorithm A that distinguishes the output of G from the uniform distrib-
utton with advantage v, can be used to construct an algorithm that inverts f
with probability 2(-15) and runs in time poly(g( n,Ta(n)), where

Y V_
g
n710g(%))

T4 is the running time of A.

As a corollary we deduce the main statement of this section:

Corollary 10. Let f : {0,1}" — {0,1}"™ be a one-way function, then there
ezists a pseudorandom generator with seed length O(n7).

8 [HILL99] actually prove somewhat stronger result. Not only that the predicate of
their PEP is (0 +«)-hard, but the hardness comes from the existence of a “hardcore-
set” of density § + ﬁ Where the latter is a subset of the input such that the value
of b is computationally unpredictable over it. This additional property was used by
[HILL99] original proof, but it is not required by the new proof due to [Hol06]. We
note that our PEP, presented next, also has such a hardcore-set.
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3.1 A Pseudo-Entropy Pair Based on the Randomized Iterate

For a given one-way function f, we have defined (Definition 1) its first explicit

randomized iterate as ﬁ(m, h) = (f(h(f(x))),h). We present an “extended”
version of the above function with the following properties: First, it maintains
some hardness of the original one-way function. The hardness is maintained in a
sense that with probability % + % it is hard to compute the value of 2° = f(z)
given the output. Second, we show that with probability % the value of 2% can
be determined w.h.p. from the output. Formally,

Definition 11 (The Extended Randomized Iterate). Let f : {0,1}" —
{0,1}™ be a one-way function, let m = [3log(n) + 8] and let H and Hg be
two families of pairwise-independent hash functions from {0,1}"™ to {0,1}" and
{0,1}™ to {0,1}™ respectively. We define g, the extended randomized iterate of
f, as:

g(x, h,hi) = (FN(x, h), he(f(2)), he)
where x € {0,1}", h€ H and hg € HEg.

Lemma 12. Let H, Hg and g be as in Definition 11. For r € {0,1}", let
g (x,h,hg,r) = (9(x,h,hg),r) and let b(z,h,hg,r) = b.(f(x)), where b, is the
Goldreich-Levin predicate. Let W be a random wvariable uniformly distributed
over Dom(g) and let o be noticeably smaller than %, then the following hold:

L HOW) | /(W) < 1.

2. bisa (% + a) -hard predicate of ¢', for any a that is noticeably smaller than
1

2n”

Hence (¢, b) is a (3, a)-PEP.

4 Hardness Amplification Of Regular One-Way Functions

In this section we present an efficient hardness amplification of any regular weak
one-way function. As mentioned in the introduction (Section 1.2), the key to
hardness amplification lies in the fact that every a-weak one-way function has
a failing-set for every efficient algorithm. This is a set of density almost « that
the algorithm fails to invert f upon. Sampling sufficiently many independent in-
puts to f is bound to hit every failing set and thus fail every algorithm. Indeed,
the basic hardness amplification of Yao [Yao82] does exactly this. Since inde-
pendent sampling requires a long input, we turn to use the randomized iterate,

which together with the derandomization method, reduces the input length to
O(nlogn).

Theorem 13. Let f: {0,1}" — {0,1}™ be a regular a(n)-weak one-way func-
tion, let m = [%1 and let f™ and H be as in Definition 1. Let BSG be a
bounded-space generator against (2n,n + 1, 2n)-layered-branching-programs with
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seed length i € O(nlogn) and error 272", Define f’' : {0,1}" x {0,1}" —
{0,1}" x {0,1}" as

flz, h) = (f™(x, by .. han), )

where x € {0,1}", h € {0,1}" and hi, ..., hy = BSG(h). Then f' is a (strong)
a one-way function.
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Abstract. We propose randomized hashing as a mode of operation for
cryptographic hash functions intended for use with standard digital sig-
natures and without necessitating of any changes in the internals of the
underlying hash function (e.g., the SHA family) or in the signature algo-
rithms (e.g., RSA or DSA). The goal is to free practical digital signature
schemes from their current reliance on strong collision resistance by bas-
ing the security of these schemes on significantly weaker properties of the
underlying hash function, thus providing a safety net in case the (current
or future) hash functions in use turn out to be less resilient to collision
search than initially thought.

We design a specific mode of operation that takes into account en-
gineering considerations (such as simplicity, efficiency and compatibility
with existing implementations) as well as analytical soundness. Specif-
ically, the scheme consists of a regular use of the hash function with
randomization applied only to the message before it is input to the
hash function. We formally show the sufficiency of weaker than collision-
resistance assumptions for proving the security of the scheme.

1 Introduction

Recent cryptanalytical advances in the area of collision-resistant hash functions
(CRHF) [8,5,15,6,16,29,30,31,32], especially the attacks against MD5 and SHA-
1, have shaken our confidence in the security of existing hash functions as well as
in our ability to design secure CRHF. These attacks remind us that cryptography
is founded on heuristic constructions whose security may be endangered unex-
pectedly, and highlight the importance of designing mechanisms that require as
little as possible from their basic cryptographic building blocks. In particular,
they indicate that one should move away (to the extent possible) from schemes
whose security fundamentally depends on full collision resistance.

The most prominent example of schemes that are endangered by these attacks
are digital signatures where collisions in the hash function directly translate
into forgeries. The goal of this work is to free existing (standardized) signa-
ture schemes from their dependence on full collision-resistance of the underlying
hash function, while making as small as possible modifications to the signature
and hashing algorithms. Specifically, we propose a randomized mode of opera-
tion for hash functions such that (i) no change to the underlying hash functions

C. Dwork (Ed.): CRYPTO 2006, LNCS 4117, pp. 41-59, 2006.
© International Association for Cryptologic Research 2006
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(e.g., the SHA family), the signature algorithms (e.g., RSA, DSA), or their im-
plementations is required; (ii) changes to the signing process are the minimal
required by any randomization scheme, namely, the choice of a short random
string by the signer and transporting this string as part of, or in addition to, the
existing signature; and (iii) security of the resultant signature scheme does not
depend on the resistance of the hash function to off-line collision attacks.

Armoring signature schemes with this mode of operation provides a safety
net for the security of digital signatures in the case that the collision resistance
of the underlying hash function is broken or weakened. At the same time, by
following important engineering considerations, as in points (i) and (ii) above,
one facilitates the adoption of the resultant schemes into practice. In particular,
treating the hash function as a black box allows to preserve existing implementa-
tions of these functions or their future replacements. Moreover, the many other
applications of hash functions (e.g., MAC, PRFs, commitments, fingerprinting,
etc.) need not be changed or adapted to a new hash design; instead, these ap-
plications may use the hash function, or any “drop-in replacement”, exactly as
they do now.

Collision resistance and the Merkle-Damgard (M-D) construction. Roughly, a
(length-decreasing) function H is collision resistant if given the description of H,
no feasible attacker can find two messages M, M’ such that H(M) = H(M'),
except with insignificant probability.! Contemporary constructions of (allegedly)
collision-resistant hash functions follow the so called Merkle-Damgard (M-D)
iterated construction [17,9]. Such constructions start with a compression function
h that maps input pairs (¢,m) into an output ¢’ where ¢ and ¢’ are of fixed
length n (e.g., n = 160) and m is of fixed length b (e.g., b = 512). Given such a
compression function h and a fixed n-bit initial value (IV), denoted ¢y, a hash
function H on arbitrary-length inputs is defined by iterating h as follows: On
input message M, the message is broken into b-bit blocks M = (my,ms,...,mp),
then one computes ¢; <« h(c;—1,m;) for i = 1,2,..., L and finally the last n-bit
value ¢y, is output as the result of H(M).

Throughout this paper we typically denote the (iterated) hash function by H
and its compression function by h. For an M-D function H, we also sometimes
write H° (M) when we want to explicitly name the initial value ¢o. To handle
non-suffix-free message spaces, the M-D construction appends the length at the
end of the input and uses some padding rules. We will initially ignore these issues
and assume that the input consists of an integral number of blocks and that it
is taken from a suffix-free set; we will return to the issue of length appending in
Section 5.

Target Collision Resistance. Signature schemes that do not depend on full col-
lision resistance were constructed in the influential work of Naor and Yung [20)]
who introduced the notion of universal one-way hash functions, or UOWHF.
Later, Bellare and Rogaway [3] renamed them to the more descriptive (and

! Formalizing collision resistance requires to consider H as a family of functions rather
than as a single function; we ignore this technicality for the informal discussion here.
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catchy) name of target collision resistant (TCR) hash functions, a term that we
adopt here. Roughly, a family of hash functions {H,},cr (for some set R) is
target collision resistant if no efficient attacker A can win the following game,
except with insignificant probability: A chooses a first message M, then receives
a random value r €; R, and it needs to find a second message M’ # M such
that H,.(M') = H,(M). The value r is called a hashing key, or a salt. In [3], TCR
families were used to extend signature schemes on short messages into signature
schemes on arbitrary messages: To sign a long message M, the signer chooses a
fresh random salt » and then uses the underlying signature scheme to sign the
pair (r, H,.(M)).

Enhanced target collision resistance. Standard signature schemes such as RSA
and DSA are defined using a deterministic hash function H and designed to
only sign the hash value H(M). When moving to a TCR-based scheme one
replaces H(M) with H,.(M) but also needs to sign the salt r. Unfortunately,
certain signature schemes, such as DSA, do not accommodate the signing of r in
addition to H,(M ). Even in cases, such as RSA, where both r and H, (M) can be
included under the signed block (RSA moduli are long enough to accommodate
both values) signing r requires changing the message encoding standards (such as
PKCS#1) which may be impractical in some settings. To solve these difficulties,
we propose a strengthened mode of operation, that provides a stronger security
guarantee than TCR. The new notion, that we call enhanced TCR (eTCR), is
sufficiently strong to ensure security of the resultant signatures even if we only
apply the underlying signature to H, (M) and do not sign the salt r. Specifically,
the TCR attack scenario is modified so that after committing to M and receiving
the salt r, the attacker can supply a second message M’ and a second salt ',
and it is considered successful if (r, M) # (', M') but H,.(M) = H,,(M’).

1.1 Our Randomization Schemes

The main contribution of this work is in presenting simple and efficient random-
ization schemes that use any Merkle-Damgard iterated hash function as-is (i.e., in
a black-box fashion) and have short salts, and which we prove to be TCR and/or
eTCR under weak assumptions on the underlying compression function. Specif-
ically, we relate the security of our schemes to “second-preimage resistance”
properties of the compression function. Recall that a compression function A is
called second preimage resistant (SPR) if given a uniformly random pair (¢, m) it
is infeasible to find a second pair (¢/,m’) # (¢, m) such that h(¢’,m’') = h(c,m).
The first scheme that we consider, denoted H,., simply XOR’s a random b-bit
block r to each message block before inputting it into the hash function (see
below for a comparison of this scheme to one in [26]). That is,
Hi(my,...,mp) défHC(ml@r,...,mL@fr’). (1)
We show this scheme to be TCR under SPR-like assumption on the underlying
compression function h (see below). On the other hand, the H, construction
is clearly not eTCR; in order to obtain an eTCR scheme we modify H, by
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prepending the salt block r to the message (in addition to xor-ing r to every
message block as before), thus computing

He(M) € HE(O|M) = He(rymy @1, ...,my & 1) (2)

Remarkably, for any M-D iterated hash function H we can prove that H, is
enhanced-TCR under the same relaxed conditions on the compression function
that we use to prove that H, is TCR.

These precise conditions are presented in Section 2. Roughly, we show two
properties of the compression function h that are sufficient for H, to be TCR
(resp. for H, to be eTCR). Both properties are related to the second-preimage
resistance of h. One property, c-SPR, is rather natural but also rather strong,
and is provided mostly as a toy problem for cryptanalysts to sink their teeth in.
The other property, e-SPR, is less natural but is closer to SPR and reflects more
accurately the “real hardness” of the constructions H, and f[r. We also note
that ¢-SPR is related to the “hierarchy of collision resistance” of Mironov [18],
and that e-SPR is a weaker property than the L-order TCR property of Hong
et al. [14].

We stress that ultimately, the question of whether or not a particular compres-
sion function (such as those in the SHA family) is e-SPR can only be addressed
by cryptanalysts trying to attack this property. As we explain in Section 2,
breaking the compression function in the sense of e-SPR is a much harder task
than just finding collisions for it. Moreover, the randomized setting represents
a fundamental shift in the attack scenario relative to the traditional use of de-
terministic hash functions. In the latter case, the attacker can find collisions via
(heavy) off-line computation and later use these collisions in a signature forgery
attack at any time and with any signer. In contrast, in the randomized setting,
a meaningful collision is one that utilizes a random, unpredictable r chosen by
the signer anew with each signature and revealed to the attacker only with the
signature on the message M (in particular, only after the attacker committed to
the message M).

Can the signer cheat? A possible objection to the randomized setting is that
it may allow a signer to find two messages with the same hash value. This,
however, represents no violation of signature security (c.f. the standard definition
of Goldwasser, Micali, and Rivest [12]). Specifically, the potential ability of the
signer to find collisions does not allow any other party to forge signatures thus
protecting the signer against malicious parties. At the same time, recipients of
signatures are also protected since the signer cannot disavow a signature by
presenting a collision; the simple rule is, as in the case of human signatures,
that the signer is liable for any message carrying his valid signature (even if the
signer can show a collision between two messages). It is also worth noting that
our schemes have the property that as long as the underlying hash function is
collision resistant then even the signer cannot find collisions. More generally,
the signature schemes resulting from our randomization modes are never weaker
(or less functional) than the schemes that use a deterministic hash function,
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not even when the underlying hash function is truly collision resistant; and, of
course, our schemes are much more secure once the hash function ceases to be
collision resistant.

Practical Considerations. As seen, our randomized hashing schemes require
no change to the underlying (compression and iterated) hash function. These
schemes can be used, as described before, with algorithms such as RSA and
DSA, to provide for digital signatures that remain secure even in the presence
of collisions for the underlying hash functions. For this, the value H(M) cur-
rently signed by the standard schemes needs to be replaced with H,.(M) or with
H,.(M). However, while in the case of H,. one needs to also sign the salt 7, in the
H, case the latter is not needed. In this sense, H, provides for a more flexible
and practical scheme and hence it is the one that we suggest for adoption into
practice. In particular, using H,, the salt r may be transported by an application
as part of (or in addition to) a message, or r can be included under the signature
itself (under the signed value in RSA or by re-using the random 7 = ¢g*¥ compo-
nent in DSA). We further discuss these issues in Section 5. A full specification
of the H, mode is included in [13].

Related Schemes. Bellare and Rogaway [3] explored the problem of constructing
TCR hashing for long messages from TCR functions that work on short inputs,
and showed that the M-D iteration of a TCR compression function does not
necessarily result in a long-message TCR. Instead, they presented a few other
constructions of long-message TCR hash functions from short-message TCR
compression functions. Shoup [26] continued this line of research and offered the
following elegant scheme that comes close to the original M-D iterated construc-
tion. The salt in Shoup’s scheme consists of one b-bit message block r and a
set S of log L chaining variables s, $1, ..., where L is the number of message
blocks. The scheme consists of a regular M-D construction except that (i) every
message block is xor-ed with r before it is input to the compression function
h, and (ii) the intermediate values ¢; output by each iteration of h are xor-ed
with one of the s;’s to form the chaining value input into the following appli-
cation of h. That is, the M-D scheme is modified as follows: for ¢ = 1,2,... L,
¢i < h(ci—1®s;,, m;®r) where j; chooses one of the elements in the set S. Shoup
proved that if the compression function is SPR then the construction yields a
TCR function on messages of arbitrary length.

Note that our H, scheme (Eqn. (1)) is similar to Shoup’s in that the input
blocks are xor-ed with the random r. However, the two schemes differ substan-
tially in that: (i) H, uses the hash function as a black box while Shoup’s scheme
requires the change of the internals of H to accommodate the xor-ing of the s;’s
values with the partial results of the compression function; and (ii) in H, the
amount of randomness is fixed while in Shoup’s it is logarithmic in the length
of the message and hence non-constant; this requires significantly more random
bits and results in longer signatures. In addition, Shoup’s scheme (like H,) is
not ¢eTCR. For the latter property, we need the modified H, scheme (Eqn. (2)).

HMAC. One interesting question is why not take as the randomization mode
a well established construction such as HMAC. It is easy to see that for the
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purpose of TCR hashing the HMAC scheme (with the salt used as a random but
known key) is not stronger than just pre-pending a random value to a message,
a measure of limited effect against recent cryptanalysis. Other measures, such
as appending randomness at the end, or even in the middle of a message, are
even worse in that they do not help against collision attacks. In particular, this
shows that the simplicity of our schemes cannot be explained by the naive view
that “any randomization of the input to the hash function will work.” Yet,
one analogy to the case of HMAC is illustrative here: the fact that the HMAC
design (as a message authentication code) has not been endangered by the latest
collision attacks is due to its deliberate non-reliance on full collision resistance.
We believe that randomized hashing could have a similar significant effect on
the future security of digital signatures.

Relations between various notions. In our presentation we use quite a few no-
tions of security for hash functions, some new and others well known (see [24]).
Articulating the relations between these notions is not the focus of this paper. In
some places we comment about implication or separation between these notions,
but we do not explicitly show separation examples in this extended abstract.
(This will divert attention from what we see as the heart of this work, namely
the analysis of the practical constructions H, and ﬁr.)

Organization. In Section 2 we present and discuss the SPR-like notions that
we use in proving the TCR and eTCR properties of our schemes. These proofs
are presented in Section 3 and Section 4, respectively. In Section 5 we discuss
some practical aspects related to the integration of our schemes with standard
signature schemes. We end with some open problems in Section 6.

2 Variants of Second-Preimage Resistant Hashing

Our goal in this work is to analyze the randomized modes of operation defined
in Equations 1 and 2, finding “as weak as possible SPR-like properties” of h that
suffice to ensure that H, is TCR and FIT is eT'CR. Below we describe several
“games” representing different forms of second-preimage resistance (SPR) of the
compression function h (recall that h represents a single, unkeyed, function with
two arguments, ¢ and m, and H¢ represents the M-D iteration of h with IV= ¢).
In all cases the goal of the attacker (that we denote by S) is to present pairs
(¢,m) and (¢’,m’) such that (¢,m) # (¢’,m’) and yet h(c,m) = h(c’,m’). The
difference between the games is how the values ¢, m,c’,m’ are determined and
by whom.

The case where S chooses all four values is known as the “pseudo-collision”
search problem for h and is at the basis of the Merkle-Damgard (M-D) construc-
tion of collision resistance. However, in the games below the adversary’s task
is significantly harder since some of these values are chosen randomly and are
not under the control of S. More specifically, the games are variants of “second-
preimage resistance” of the function h since in all the value m is chosen inde-
pendently at random and ¢, m’ are chosen by the attacker at will after seeing m.
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The difference is in the way ¢ is determined: at random in r-SPR, chosen (by
the attacker) in ¢-SPR, and evaluated (as a function of m) in e-SPR:

r-SPR: S receives random m and ¢, and it chooses m’, ¢’.

¢-SPR: S receives random m, and it chooses ¢, ¢, m/'.

e-SPR: The game is parametrized by an IV ¢g. S chooses £ > 1 values 4;, i =
1,...,¢, each of length b bits; then S receives a random r € {0,1}® and ¢, m
areset tom=r® Apand ¢ = H(r® Aq,...,r® As—1). Finally S chooses
cd,m'?

Clearly, r-SPR corresponds to the standard notion of second-preimage resistance

of h, while ¢-SPR and e-SPR are variants that we use in the analysis of our

schemes, and we elaborate on them below.

The IV. The game e-SPR can be considered in either the “uniform setting”
where cg is chosen at random and given to S as input, or the “non-uniform set-
ting” where cq is a parameter of the game and S may depend on that parameter.
The discussion below applies equally to both settings.

Attack parameters. When discussing the security (or hardness) of different games
we denote by t and L the attacker’s resources (i.e., time and length of messages
used in the attack) and by € the probability of success by the attacker. In partic-
ular, if G denotes one of the SPR or TCR games discussed in the paper then we
say that a function (either h or the family H,) is G(e, L, t) if no attacker with
resources ¢t and L can win the game with probability better than e. (In some of
the games the parameter L is irrelevant and then omitted.)

2.1 The ¢-SPR Game

We remark that the game c-SPR is a significantly easier variant (for the attacker)
than the r-SPR and e-SPR games, since the attacker gets to choose ¢, after seeing
m, in addition to choosing ¢ and m/. For example, the c-SPR game is clearly
vulnerable to generic birthday attacks, whereas r-SPR and e-SPR are not.

We observe that for a compression function h(c,m), the ¢c-SPR property is
equivalent to the property that the family h,.(m,c) = h(c,m®r) is CR,(n+b,n)
as defined by Mironov [18].3 A family of functions {h,}, belongs to CR,(n’,n)
if each h, maps n/ bits to n bits, and in addition no feasible attacker can win
the following game except with insignificant probability:

1. The attacker first commits to n’ —£ bits of the first message (call this (n’ —¢)-
bit string M),
. Then the attacker is given the salt r,
3. The attacker wins if it can find an ¢-bit string M» and a second n’-bit message
M’ such that for M = M;|M> it holds that h,.(M) = h,(M’).

[\

2 We choose to define m = r @ A, for notational convenience in our proofs; however,
note that the xor with A, does not change the fact that the value of m is determined
uniformly at random (and independent of the A values).

3 Here we reverse the order of the inputs to h, in order to match Mironov’s formulation.
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Now, consider the following equivalent formulation of the c-SPR game: the at-
tacker first commits to a b-bit message m, then it gets the randomness r and it
needs to find ¢, and m’ such that h(c,m @ r) = h(c’,m’ @ r). Clearly, under
this formulation we see that {h,}, is ¢-SPR if and only if {h,}, belongs to the
class CR,,(n+b,n). Mironov proved that the existence of CR,,(n+b,n) families
implies the existence of collision-resistant families (from n + 1 to n bits). Hence
c-SPR implies the ezistence of collision-resistant hashing families (in particular,
this shows that Simon’s [27] separation result applies to black-box constructions
of ¢-SPR; it does not mean, however, that the M-D iteration of a c-SPR compres-
sion function is necessarily collision resistant). Still, for a particular compression
function h, breaking c-SPR is also significantly harder (for the attacker) than
the traditional pseudo-collision search. For example, although a pseudo-collision
attack on MD5 is known for many years, breaking it in the sense of c-SPR seems
beyond the state of the art in cryptanalysis, and even more so for SHA-1. (Also,
assuming that c-SPR functions exist, it is easy to construct compression func-
tions that are c-SPR but are not resistant to pseudo-collisions.) We believe that
the c-SPR game provides a useful toy-example for cryptanalysts to develop tools
for TCR-type attack models.

2.2 The e-SPR Game

The game e-SPR is significantly harder for the attacker than c-SPR (and in
particular it is not open to generic birthday attacks). It is also closer to r-SPR.
There are, however, two important differences between r-SPR and e-SPR:

— The distribution from which m is chosen is uniform, but ¢ is determined as
a function of m. In particular, the joint distribution of ¢ and m has b bits
of entropy, while the pair (¢, m) is (b 4+ n)-bits long. This difference can in
principle make e-SPR either easier or harder than r-SPR, depending on the
underlying hash function.

— The attacker S gets to influence the distribution on ¢ via its choice of the
A;’s (but note that S must commit to the A;’s before it gets the random
value 7 !)

Due to the first point above, e-SPR and r-SPR are formally incomparable, and
it is possible to concoct examples of compression functions where one is easy
and the other is hard (assuming r-SPR/e-SPR functions exist).

Relation of e-SPR to L-order TCR. As noted earlier, the fact that a family
of compression functions is TCR does not necessarily imply that the multi-block
extension of that family obtained via M-D iterations is TCR. Therefore, it is
natural to search for (stronger) properties of compression functions that suffice
to ensure that the M-D extension is TCR. Hong, Preneel and Lee [14] identified
such a property, that they called L-order TCR (we recall it below), and proved
that if a compression family is L-order TCR then the M-D extension is TCR on
inputs of (up to) L blocks. Thus, one way to prove that our H, construction (Eqn.
(1)) is TCR is to assume that the compression function family {A,}, defined by
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Eqn. (1) (i.e. hy(¢,m) = h(c,m @ r)) is L-order TCR. While this property may
be a plausible assumption on practical compression functions (and hence can be
used as evidence to support the TCR property of our H, scheme), it turns out
that our Theorem 1 provides for a stronger result. Indeed, that theorem only
assumes h, to be e-SPR and we show in Proposition 1 below that e-SPR is a
weaker property (i.e., harder to break) of the h, scheme than L-order TCR. (We
note that this relative strength of e-SPR and L-order TCR may not hold for all
families of compression functions but it does hold for our specific scheme).

Hong et al. [14] define a function family {4}, to be L-order TCR if no feasible
adversary can win the following game, except with insignificant probability: As
in the TCR game, the attacker commits to a message m, then it is shown the
salt r and it needs to find another message m’ such that h,(m) = h,(m’). The
difference is that before committing to the first message m the attacker gets to
learn some information about the salt r» by means of L adaptive queries m; to
the hash function for which the attacker gets as a response the corresponding
hash values h,.(m;).

Proposition 1. Let h : {0,1}**" — {0,1}® be a compression function. If the
family {h;},c(0,1y0 defined by hy-(c,m) = h(c,m @) is order-L TCR(e,t), then
h(-) is e-SPR(e, L,t — O(L)).

The proof is presented in the full version of the paper.

3 Achieving Target Collision Resistance

Recall the definition of the construction H, from Eqn. (1),

Hi(my,...,mp) dof H(mi®r,...,mp®r).
Using the games from Section 2 we can establish some relations between the
corresponding SPR flavors of h and the TCR property of H,.. For this we define
the TCR game for a family H, as follows:

TCR Game: The attacker T" knows the fixed IV c¢g. It chooses a message M of
length L > 0 blocks, receives a random 7 €, {0,1}°, and outputs a second
message M’ of length L’. Attacker T wins if M’ # M and HS(M') =
HEo(M).

For simplicity of presentation, we first state and prove our results in the case
where the TCR attacker can only provide M, M’ of length an integer multiple of
the block length, and it is not allowed to output M, M’ such that one is a suffix of
the other. This restriction on the attacker 7' is not significant in practice since ac-
tual implementations pads the messages and append the length to the last block,
thus forcing full-block suffix-freeness. (To address the case where such length ap-
pending is not necessarily done one needs an additional “one-wayness assumption”,
as described in Section 3.1. Also, see Section 5 for a discussion on how to handle
partial blocks.) Formally, we consider a modified game (denoted TCR*) where the
attacker does not win the game if it violates the condition on the messages.
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TCR* Game: Same as TCR but the attacker wins only if in addition to the reg-
ular TCR conditions it also holds that M, M’ consists of an integral number
of b-bit blocks and neither of them is suffix of the other.

Theorem 1. (TCR Theorem, suffix-free case)

1. If h is c-SPR(e,t) then H, is TCR*(Le, L,t — O(L))
2. If h is e-SPR(e, L,t) then H, is TCR*(Le, L,t — O(L))

This theorem is proven below. We note that these are sufficient conditions for
TCR-ness but not necessary ones. In other words, the failure of a compression
function to one of the above attacks does not necessarily mean that the induced
family H, is not TCR.

It is also worth commenting on the tightness of the reductions in the above
theorem. In both cases, c-SPR and e-SPR, there is a linear degradation of se-
curity when going from SPR to TCR. Note, however, that there is a significant
difference between the generic security of the two games c-SPR and e-SPR.
Against the former there is a trivial birthday-type generic attack while against
e-SPR generic attacks achieve only linear advantage. Thus, the reduction from
e-SPR shows a worst-case “quadratic degradation” generic TCR attack against
H, (and not “cubic degradation” as the reduction cost in the ¢-SPR to TCR
case could indicate). Moreover, TCR attacks with quadratic degradation (i.e.,
with success probability in the order of tL/2™) against H, are indeed possible
since SPR attacks against H can be translated into TCR attacks against H, and
we know that such birthday-type SPR attacks against H exist [11,16].

This motivates two questions: Can we have a flavor of SPR for which there
is a tight reduction to TCR? Can this SPR game be defined such that it is only
vulnerable to linear generic attacks? The answer to the first question is YES:
in the full version of this paper we present such a game, called m-SPR (m for
multiple), and its tight reduction to TCR. The answer to the second question
is obviously NO, since as said SPR birthday attacks against H, do exist. It is
possible, however, to design variants of M-D hash functions (e.g., appending a
sequence number to each block or using the “dithering” technique proposed by
Rivest [23]) for which the best generic attacks achieve linear degradation only.
Thus, the main motivation and usefulness of the game m-SPR and its tight
reduction to TCR is for the analysis of such variants.

3.1 Proof of Theorem 1

In the proof below we assume that the attacker T never outputs M, M’ where
one is the suffix of the other. We also make the convention that when algorithm A
calls another algorithm B and B aborts then A aborts too.

Lemma 1. If h is c-SPR(e,t) then H, is TCR*(Le, L,t — O(L)).

Before proving this lemma, we comment that the exact assertion of this lemma
(and thus the proof) depend on whether we view the IV ¢y as a random input to
the TCR attacker or a parameter of the TCR game (cf. comment on page 47).
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In the reduction below we suppress ¢y with the understanding that if it is a
parameter then the same parameter is used in the reduction, and if it is an
input then S chooses ¢y at random and gives it to 7.

Proof. Given TCR attacker T" we build c-SPR attacker S:

1. S gets input m, invokes T" and gets from T the first message M=(m1, ..., my).

2. S chooses ¢ € {1,..., L}, sets r = m & my, and returns r to 7.

3. T outputs the second message M’ = (m},...,m/},) or L.

4. S checks that there exists ¢ € {1,...,L'} such that (1) either mj #
me or Hy(ml,...,mp_,) # H.(mq1,...,my_1); and (2) H.(m],...,m}) =
H.(mq,...,myg). If no such ¢ exists then S aborts.

5. Otherwise S outputs ¢ = Hy(m1,...,me_1), ¢ = Hy(m},...,mj_;) and
m’ = mj, & r. (If there is more than one index with the properties from

above then S chooses ¢’ arbitrarily among all these indexes.)

Turning to the analysis of S, we first observe that if 7" does not abort then there
must exist a pair of indexes 7,4’ that satisfy the properties from Step 4, namely
H.(m},...,m},) = H.(mi,...,m;) and either m}, # m; or H.(m},...,m},_,) #
Hr(ml, PN ,mi_l).

To see that, note that since M, M’ are suffix-free there exists an integer
j <min(L, L") such that my_; # m7, ;. Consider the smallest such j (i.e., the
last block where M, M’ differ when their ends are aligned). Also, let k& be small-
est non-negative integer such that H,(m/,..., mj:,_j+k) =H.(my,...,mr_jik)
(i.e., the first “collision” after these “last differing blocks” in the computation of
H,.(M'"),H.(M)). Clearly, such k exists since 7' did not abort and so there must
be some collision because H,.(M") = H,(M).

Now setting i = L—j+k and i’ = L' — j+k we get the pair that we need. This

is because we have H,.(m,...,mp, ;) = Hy(ma,...,mp_j1x) by definition,
and (a) either k = 0 in which case mp—jx # mfp, ;4 or (b) k> 0 in which
case H.(m},..., m’L,_j+k_1) # Hy(my,...,mp_jtk—1)-

Next, we argue that the random choice of ¢ is independent of the transcript
that T sees, and in particular it is independent of the values of any such pair
i,1" as above. This is easy to see, since the distributions of all the variables in
the execution of S remains unchanged if instead of choosing m at random and
setting » = my & m we choose r at random and set m = my @ r. In the new
game, however, we can postpone the choice of ¢ (and m) until the end, and so
it is clearly independent of M, M’.

It follows that whenever T' does not abort, there exists a pair 4,4’ as above,
and in this case the probability that S chooses ¢ = i is (at least) 1/L. If that
happens then there exists ¢/ as needed (i.e., ¢’ = i’) so S does not abort. It
remains to show that in this case S wins the c-SPR game. This follows since by
the condition on ¢, ¢’ we have:

either c=H,.(my,...,me_1)#H.(m},...,mp_;)=c or m'=mj®(medm)#m
and also (due to m =r @& my and m' =r & my,):

h(c,m)=h(c,r ® m¢)=H(ma,...,me¢)=H.(m},...,my)=h(c,r ®@my)=h(c,m)
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The attacker in the proof of Lemma 1 makes little use of the full freedom provided
by the c-SPR game in (adaptively) choosing c. Indeed the value of ¢ used by S is
set as soon as S chooses ¢, and this choice is independent of m. This motivates
the e-SPR game where, by definition, S can influence ¢ only through the choice
of values A to which it commits before seeing r. Thus, e-SPR represents a better
approximation of the TCR game, by giving the attacker in e-SPR less artificial
freedom than in c-SPR, and making it much closer to SPR (in particular, by
disallowing generic birthday attacks against it). This makes the following lemma
much stronger than Lemma 1 though its proof follows the same lines. Note that
we are still paying a linear (in L) degradation of security but this time the
reduction is to a “non-birthday” problem. (See also the discussion about security
degradation preceding Section 3.1.).

Lemma 2. If h is e-SPR(e, L, t) then H, is TCR*(Le, L,t — O(¢)).

Proof. This is a simple adaptation of the proof of Lemma 1. Given TCR attacker
T we build e-SPR attacker S:

1. S invokes T" and gets from T the first message M = (mq,...,mp).

2. S chooses £ €, {1,...,L} and sets A; =m,; fori=1,...,¢.

3. S receives a random r and forward it to T'. (The values of ¢, m are evaluated
asc=H.(A1,..., A1) =H.(m1,...,my—1) and m= Ay &r=mydr.)

4. T outputs the second message M' = (m},...,m},) or L.

5. S checks that there exists ¢/ € {1,...,L'} such that (1) either mj #
mye or H.(m,...,my_y) # H-(m1,...,me_1); and (2) H.(m},...,mp) =
H,.(mq,...,mg). If no such ¢ exists then S aborts.

6. Otherwise S outputs ¢ = H,(m},...,my_;) and m’ = mj, @& r. (If there
is more than one index with the properties from above then S chooses ¢’
arbitrarily among all these indexes.)

The analysis of S is nearly identical to the analysis in the proof of Lemma 1.
The only difference is that here it is even easier to argue that the choice of ¢ is
independent of the transcript of T'.

Extension to Non-suffix-free Messages. We stated Theorem 1 and its proof
in terms of the TCR* game, namely, the TCR game in which the attacker is
restricted to suffix-free pairs M, M’. For the sake of generality, we extend these
results here to the case where inputs to H, may not be suffix free. For this
extension we need the following one-wayness assumption.

Assumption 2 (OWH). The assumption OWH for the compression function h
asserts that given a random c, it is hard to find a non-null message M such that

H¢(M) =c.

We use our usual notation OWH(e, ¢) to denote the assumption that no ¢-time

attacker can violate the assumption OWH with probability better than ¢.
Some comments are in order here. First, note that this assumption is stated

in the “uniform” setting where the IV c is chosen at random. Its “non-uniform”
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counterpart (with respect to a parameter ¢y) does not make formal sense, for the
same reason that the assertion “SHA256 as per FIPS-180-2 is collision resistant”
does not make formal sense. This means that formally, Theorem 3 below only
applies to this “uniform” setting.*

Second, the above assumption is clearly implied by the assumption that for a
random c it is hard to find ¢/, m such that h(c’,m) = c. Furthermore, under a
very mild condition on the structure of h, this last assumption is equivalent to
the standard assumption that A is a one-way function (i.e., for random ¢, m it is
hard given h(c,m) to find ¢/, m’ such that h(c’,m’) = h(e,m)). Specifically, the
condition that we need is that for random ¢, m, the distribution over h(c,m) is
statistically close to (or at least indistinguishable from) the uniform distribution
on {0, 1}".

It is well known that one-wayness is implied by second-preimage resistance,
and is it easy to verify that the same holds also for our notions of c-SPR and
e-SPR (the latter in its “uniform” interpretation where the IV is random). It
follows that under that mild structural condition, the assumption OWH is im-
plied by the assumptions e-SPR and ¢-SPR and so is redundant in Theorem 3
below. Still, we prefer to state the theorem with this assumption since (a) it
makes it easier to understand, and (b) it applies also to functions h for which
that structural condition does not hold.

Theorem 3. (TCR Theorem , non-suffix-free case)
1. If h is c-SPR(e,t) and OWH(e', t) then H, is TCR(e' + Le, L,t — O(L)).
2. If h is e-SPR(e, L,t) and OWH(e',t) then H, is TCR(e' + Le, L,t — O(L)).

The proof is a small adaptation of the proofs of lemmas 1 and 2. One just
observes that in the case where one of M, M’ is a proper suffix of the other,
then either the prefix of the longer message violates the one-wayness assumption
(i.e., we have H€(prefix) = ¢), or else the same analysis from lemmas 1 and 2
applies. The reason that ¢’ is not multiplied by L in the expressions above is
that in the former case we do not care about the value of ¢ that was chosen
at the beginning of the reduction. (See the proof of Theorem 4 for the formal
argument. )

4 Enhanced Target Collision Resistance

Recall the definition of the construction H, from Eqn. (2),

L HOIM) = HS(rymy @7,y omp &)

Hy(M)
We show that under the same c-SPR and e-SPR assumptions, the construction
H, is enhanced TCR (eTCR). We start by defining the eTCR game.

4 However, the reduction that proves Theorem 3 is meaningful also for the case of
fixed IV, showing a constructive transformation from TCR attack to either an SPR
attack or to an attack that violates the one-wayness assumption.
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eTCR Game: Attacker T' chooses a message M of length L > 0 blocks, receives
a random 7 €5 {0,1}°, and outputs another ' € {0,1}® and a message M’
of length L’ blocks. Attacker T' wins if (M’,r") # (M,r) and H?(M') =
He(M).

Note that the attacker can win this game even when M = M’ so long as
(M',r") # (M,r). We remark that as opposed to the case of the construction
H, and the standard TCR game, here assuming suffix-freeness does not help
us, because the attacker can specify r’ # r and so even if M, M’ are suffix free
the messages M @ r, M’ @ r’ perhaps are not. (However, we can go back to the
suffix-free case by using length padding outside of the randomness, as discussed
in Section 5.) Below we therefore use the OWH assumption as in Theorem 3,
thus getting:

Theorem 4 (eTCR security)

1. Ifhis c-SPR(e, t) and OWH(e’, t) then H, is eTCR(e'+(L+1)e, L, t—O(L)).
2. If h is e-SPR(e, L+ 1,t) and OWH(e', t) then H, is eTCR(e' + (L + 1)e, L,
t —O(L)).

Proof. Below we only prove part 2. Part 1 can be obtained as a corollary, since
an e-SPR attacker can be trivially converted to a c-SPR attacker with the same
success probability. The proof is a small adaptation of the proof of Lemma 2.
The idea is that S sets Ag = 0 (and the other A;’s as before) and then uses 7’
instead of r to compute ¢’ and m’. In more details, given an enhanced-TCR
attacker T be build e-SPR attacker S:

1. On input an IV ¢, S invokes T'(¢) and gets from T the first message M =
(ml, e ,mL).

2. S sets my = 0, chooses ¢ €5 {0,...,L} and sets A; = m,; for i =0,...,¢.

3. S receives a random 7 and forward it to 7. (Also ¢, m are evaluated as
c=HS(Ap,Ay,..., A1) = HEO0,mq,...,my—1) and m = Aydr = m;dr.)

4. T outputs either the second salt ' and message M’ = (m},...,m},) or L.

5. S sets mg = 0, and searches for an index ¢’ € {0,..., L'} such that (1) either
my @1’ # me®r oor HS(0,...,my_;) # HE(0,mq,...,my—1); and (2)
HS(0,mh,...,m})=HS0,m,...,mg). If no such ¢ exists then S aborts.

6. Otherwise S outputs ¢’ = HS (0, m},...,mj_;) and m' = mj, @& r'. (If there
is more than one index with the properties from above then S chooses ¢’
arbitrarily among all these indexes.)

To analyze S, let SUFF denote the event in which one of the messages
X=rm @&r,...,mp®dr)and X' = (', mi@r,....,my, &)

in the game above is a suffix of the other, and in addition hashing only the prefix
of the longer message yields back the IV c. In other words, the event SUFF occurs
whenever we have either X’ = Y|X or X = Y|X’ with some Y # A for which
HeY)=c
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Let egsug be the probability of the event SUFF, and let €* be the probability
of the event in which T succeeds but the event SUFF does not happen. In the
latter case we can apply the same analysis as in Lemma 2, showing that there
must exist a pair of indexes ,4’ that satisfy the conditions in step 5, that with
probability at least 1/(L+1) we have ¢ = i, and if that happens then S succeeds.

The only part of the analysis that is slightly different than in the proof of
Lemma 2 is proving the existence of the indexes i,7’ in the case where one of
X, X’ is a prefix of the other but H¢(Y') # c. In this case, denote by X|; the
(i+1)-block prefix of X (i.e., blocks 0 through 4), and similarly denote X'|;. Let j
be the smallest integer such that H(X|_;) # H(X'|r/—;) (i-e., the last place
where the chaining values do not agree). Since H(Y') # ¢ then there exists such
index j < min(L+ 1, L'+ 1), and on the other hand j > 0 since the success of T
implies that H¢(Xr) = H°(X},). Then settingi =L —j+1landi =L —j+1
we get the pair of indexes that we need.

We thus conclude that the success probability of S is at least ¢*/(L + 1).
Since (by definition) the success probability of T is at most £* + e, We can
complete the proof by showing a OWH-attacker with success probability eq,g-.
Such attacker S’ is obvious: It gets ¢ as input and runs the same execution as
the e-SPR attacker S from above (choosing itself the random r), and at the end
if the event SUFF occurs then it outputs the prefix Y.

5 Using Randomized Hashing in Signatures

The randomized hashing modes presented in this paper are intended to replace
the deterministic hashing used by standardized signature schemes such as RSA
[21] and DSS [10]. As shown throughout the paper, this replacement frees these
schemes from their current essential dependency on full collision resistance by
basing their security on much harder to break properties of the underlying hash
functions. Of the two schemes analyzed here, the H, mode (Eqn. (2)) is best
suited for this task as it does not require the explicit signing of the salt r and
hence allows for more implementation flexibility. We present a full specification
of this mode and its use in digital signature in [13]. Here we provide a short (and
partial) discussion of possible approaches.

The two main approaches depend on whether an application can accommodate
the sending of the salt r in addition to the message and signature or whether any
increase on the size of the information is not possible. The first case is simpler
and requires the least changes to standards. Most applications will be able to
send the the extra salt, especially that r needs not be too long, say in the range
of 128-256 bits (see below). Examples of such applications are digital certificates,
code signing, XML signatures, etc. In this case, upon the need to sign a message
M the modified application will: (i) choose a random salt r; (ii) transform the
message M = (mq,...,my) into the message M' = (r,m1 ®r,...,my & r); (iii)
invoke the existing signature operation (including the existing hash operation) on
M’; (iv) when the message M and its signature are to be transmitted, transmit r,
M and the computed signature (on M’). The verification side computes M’ from
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the received r and M and applies its existing signature verification operation on
M'. This approach allows for preserving the existing processing order (including
a one-pass over the signed message) and the possible pre-computation (ahead of
signature generation) of the pair (r, H,(M)).

Note that in this case the application can use its existing signature and veri-
fication processing (whether in software, hardware or both) without any change.
In this case, signature standards [21,10] need no change except for adding the
“front end” message randomization (to generate M’). The details of implemen-
tation of the required changes is application and implementation dependent. The
extra operations may be placed at the application itself or in a “signing mod-
ule” invoked by the application and which will be responsible for the signature
generation as well as for the generation and transmission of r.

Applications where an increase in the size of messages or signatures is im-
practical will need to resort to a different approach: either re-use the existing
randomness (in the case of probabilistic signatures) or encode the salt  “under
the signature”. The former is the case for the probabilistic schemes DSS [10]
and RSA-PSS [21] where the already existing random values r (used internally
by the PSS operation in the case of RSA-PSS and as the signature component
r = g" in the case of DSS) can be re-used as the hashing salt and thus require no
additional transmission. The latter case, i.e., encoding r» “under the signature”,
is the case of the traditional deterministic RSA encoding of PKCS#1 v1.5 [21].
In this case, instead of padding the (deterministic) hash value to a full modulus
size as done today, one will pad the concatenation of r and H,(M) to a full
modulus size and then apply to it the private RSA operation. In this case, the
salt r can be retrieved by the verifying party using the RSA public operation
and hence no extra transmission is required.

Evaluating the complexity of performing the above changes depends in par-
ticular settings and applications. Clearly, no change to existing applications,
signature modules or standards is “too simple” and one cannot ignore the cost
of engineering the above changes. However, considering that applications that
compute digital signatures will be upgraded in any case to use new hash func-
tions, one should use this opportunity to also upgrade to randomized hashing. In
particular, it is worth noting that many difficult issues for applications such as
preserving backwards compatibility, the signaling /negotiation of algorithms and
capabilities, version rolling, etc. are not made worse by our proposal than what
is already needed to support a simple hash function upgrade [4]. Considering the
simplicity and minimalistic nature of our randomization scheme, we believe that
the extra changes (transmission or re-use of r) are well worth the substantial
security gain they provide to existing and future signature schemes.

5.1 Specification Details

As said, a detailed specification of the H, mode is presented in [13]. Here we
mention two elements that we omitted so far and that need to be included in a
practical instantiation.
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Shorter salt. The construction H, as defined in Eqn. (2) uses salt of length b, i.e.
one message block. In practical instantiations, we propose to choose a salt string
r’ of length between 128 and b, and create the b-bit salt r by concatenating r’
with itself as needed, possibly with the last r’ repetition being truncated (e.g.,
in the case of b = 512 and a 160-bit r’, one would have r = 7’||7’||r||r"" where
r” represents the first 32 bits of r’). The analysis in this paper applies to this
modified salt, except that now the assumptions c-SPR, e-SPR are stated in terms
of random messages distributed according to the distribution induced by /. Of
course, the plausibility of these assumptions needs to be evaluated; however,
as long as r’ is not too short, these modified SPR-type assumptions seem very
reasonable (it is even possible that the added “structure” in these repetitions
makes the cryptanalytical problem more difficult).

Last block padding. The Merkle-Damgard construction pads the input message
to an integral number of blocks and includes an encoding of the length of the
original message in the last block (thus ensuring a suffix-free message space). The
analysis in this work assumes that the salt r is xor-ed to the padded message, but
in practice it is likely that the xor will happen first (as part of the randomized
mode-of-operation) and the padding will then be applied to the randomized
message (as part of the underlying hash function). Simply switching the order
and using randomize-then-pad may mean that the last block is only randomized
in its first few bits. A more robust alternative is to use two levels of padding.
Namely, we first use suffix-free padding of the last block to a full block minus
64 bits (i.e., 448 bits), then xor the salt to this padded message, and finally
apply the original hashing scheme (which will include the length of the padded
message in the remaining 64 bits). See [13].

6 Open Problems

In light of the results in this paper, we feel that more focus should be placed
on evaluating current and future hash functions against the c-SPR and e-SPR
attack scenarios. Specifically, we would like to offer the c-SPR scenario as a
“toy example” for developing cryptanalytical tools that may prove useful in
assessing randomized hashing, and then study the e-SPR scenario as a stronger
foundation for our scheme. Other open problems that arise from this work are
briefly discussed next.

A different construction for eTCR. Another natural proposal for obtaining
enhanced-TCR is to define H, (M) = H¢(r|HS(M)). It may be interesting to
study this variant and see what advantages (and disadvantages) it offers vis-a-
vis the construction H from Eqn. (2).

The random-oracle model and weak hash functions. One inherent difficulty in
formally proving the security of TCR and eTCR schemes in the context of DSS
and RSA as specified in the official standards [21,10] is that these schemes do
not have a proof of security (not even in the case that the underlying hash
function is fully collision resistant). The “closest relatives”, namely, the DSA-II
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variant of Brickel, Pointcheval, Vaudenay and Yung [7] or the RSA-PSS scheme
of Bellare and Rogaway [2], have a proof of security in the random oracle model.
Interestingly, these proofs use in an essential way the randomization of the hash
function, not unlike the TCR or eTCR constructions. In some sense one can
think, for example, of the use of DSS with a eTCR scheme as an “instantiation”
of DSS-II. The obvious question is: how can we state anything related to random
oracles when we are dealing with relatively weak (at least not CR) hash functions
(clearly, random oracles are “very strong hash functions”). See some results
related to this question in the full version of this paper and in [19].

We also point out that the random-oracle proofs for some of the above (ran-
domized) signature schemes do not essentially use the collision resistance prop-
erty of the random-oracle (as evidenced, for example, by the fact that some of
these proofs, such as those following [22], remain meaningful even when you have
a random-oracle with relatively short output, e.g., 80 bits). This brings up the
interesting question of exhibiting variants of the random-oracle model where one
can argue about functions that “behave randomly but are not collision-resistant”
(e.g., a random oracle H with an associated oracle that outputs random H col-
lisions upon request).

Acknowledgments. We thank Ran Canetti, Orr Dunkelman, Charanjit Jutla,
Burt Kaliski, Tom Shrimpton and Lisa Yin for helpful discussions.
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Abstract. We build concurrently executable blind signatures schemes
in the common reference string model, based on general complexity as-
sumptions, and with optimal round complexity. Namely, each interactive
signature generation requires the requesting user and the issuing bank
to transmit only one message each. We also put forward the definition
of universally composable blind signature schemes, and show how to ex-
tend our concurrently executable blind signature protocol to derive such
universally composable schemes in the common reference string model
under general assumptions. While this protocol then guarantees very
strong security properties when executed within larger protocols, it still
supports signature generation in two moves.

1 Introduction

Blind signatures, introduced by Chaum [8], allow a bank to interactively issue sig-
natures to users such that the signed message is hidden from the bank (blindness)
while at the same time users cannot output more signatures than interactions
with the bank took place (unforgeability). Numerous blind signature schemes
have been proposed, mostly under specific number-theoretic assumptions, some
relying also on the random oracle model [26,1,3,4] and some forgoing random
oracles [9,18,24]. Only the work by Juels et al. [17] addresses the construction
of blind signatures under general assumptions explicitly, and deploys general
two-party protocols and oblivious transfer based on trapdoor permutations.

Interestingly, almost all of the aforementioned blind signature schemes re-
quire three or more moves (most of them even in the random oracle model) and
concurrent executions of the signature generation protocol are often a concern
(cf. [25,26,24]). For instance, making the solution by Juels et al. [17] concur-
rently secure would require a high round complexity. This follows from results
by Lindell [19,20] showing, among others, that in the plain model the number
of rounds in blind signature schemes with black-box security proofs is bounded
from below by the number of concurrent executions.

A notable exception to the problems with interleaving executions are schemes
with an optimal two-move signature generation protocol, solving the concurrency
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© International Association for Cryptologic Research 2006



Round-Optimal Composable Blind Signatures 61

problem immediately. This includes Chaum’s original RSA-based blind signature
protocol and the pairing-based discrete-log version thereof [4]. Unfortunately, the
security proofs [3,4] for these schemes need the random oracle model —by which
they can bypass Lindell’s lower bound for the plain model— and rely on the
so-called one-more RSA or one-more discrete-log assumptions, which are less
investigated than the corresponding standard problems.

Here we show that one can build secure blind signature schemes with a two-
move signature generation protocol under general assumptions (namely, trapdoor
permutations). Our scheme does not rely on random oracles, yet to bridge the
lower bound on the number of rounds we work in the common reference string
model. We note that instead of falling back on general multi-party paradigms
as in [17] and inheriting the round complexity of the underlying oblivious trans-
fer protocols for general assumptions we give a dedicated solution to the blind
signature problem.

Construction Idea. The basic (and simplified) construction idea of our blind
signature scheme is as follows. The user commits to the message m and sends this
commitment U to the bank. The bank signs U with a signature scheme and sends
the signature B back to user. The user finally derives the blind signature for m
by computing a commitment! C of U|| B and proving with a non-interactive zero-
knowledge proof 7 (based on the common reference string) that this commitment
C contains a valid signature B for U and that U itself is a commitment of the
message m. The blind signature to m is given by the commitment C' and the
proof .

Using standard non-interactive zero-knowledge (NIZK) proofs our protocol
above provides a weaker unforgeability notion than postulated in [26,17]. That
is, a malicious user can potentially generate several signatures from a single
interaction with the bank by generating multiple proofs w1, ms, ... for the same
commitment C'. All these pairs C||m; would be valid blind signatures for the same
message m, while the standard unforgeability definition asks that a malicious
user cannot create more signatures than interactions happened. In the full version
[14] we show how to thwart such attacks by switching to so-called unique non-
interactive zero-knowledge proofs, recently introduced by Lepinski et al. [21].
In this version here we only treat the weaker notion where the malicious user
cannot create a signature for a new message.

Universal Composition. As explained, our two-move signature generation pro-
tocol overcomes the concurrency problem effortlessly. More general a slight
variation of our scheme yields a secure blind signature scheme in the universal
composition (UC) framework [5]. Secure schemes in this UC framework enable
interdependent executions with other protocols while preserving the main secu-
rity characteristics. Our modified scheme now requires the same assumptions as
before as well as a simulation-sound NIZK proof of knowledge, which can also
be derived from trapdoor permutations [28,11].

! For the security proof we require that the commitment C is actually done through
an encryption scheme.
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Towards proving the universal composability result we first formalize an ideal
functionality Frisig, prescinding the basic requirements of blind signatures such
as completeness, unforgeability and blindness. Since such UC blind signatures
can be used to build UC commitments it follows from an impossibility result in
[7] that UC blind signatures cannot be realized through two-party protocols in
the plain model. But, as our solution shows, augmenting the model by common
reference strings one can build UC blind signatures (against non-adaptive cor-
ruptions) under general assumptions. Compared to general feasibility results in
the UC framework [10], showing that essentially any functionality can be securely
realized in the common random string, our solution still needs only two-moves
to generate signatures.

2 Blind Signatures in the Common Reference String
Model

In this section we recall the security definition of blind signatures and present
our two-move solution and prove its security.

2.1 Blind Signatures and Their Security

For the interactive signature generation protocol of a blind signature scheme
we introduce the following notation. For two interactive algorithms X, )V we
denote by (a,b) «— (X(z),Y(y)) the joint execution of X for input x and Y
for input y, where X’s private output at the end of the execution equals a and
Y’s private output is b. For an algorithm ) we write Y{X @)™ if Y can invoke
an unbounded number of executions of the interactive protocol with X in arbi-
trarily interleaved order. Accordingly, X (Y (o) YW)" can invoke arbitrarily
interleaved executions with )(yo) and Y(y1) but interact with each algorithm

only once.

Definition 1 (Blind Signature Scheme). A blind signature scheme (in the
common reference string model) consists of a tuple of efficient algorithms BS =
(Cps, KGps, (B,U) ,Vfps) where

CRS Generation. Cpg on input 1™ outputs a common reference (or random)
string crsps.

Key Generation. KGpg(crsps) generates a key pair (skps, pkgg)-

Signature Issuing. The joint execution of algorithm B(crsps, skps) and al-
gorithm U(crsps, pkgg, m) generates an output S of the user, (L,S) «—
(B(crsps, skps),U(crsps, pkgg, m)).

Verification. Vfps(crsps, pkgg, m,S) outputs a bit.

It is assumed that the scheme is complete, i.e., for any crsps «— Cps(1™),
any (skps, pkpg) «— KGps(crsps), any message m € {0,1}" and any S out-
put by U in the joint execution of B(crsps, skps) and U(crsps, pkgg, m) we have
Vst(CT‘SBs,pk'BS, m, S) =1.
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Security of blind signatures consists of two requirements [26,17]. Unforgeabil-
ity says that it should be infeasible for a malicious user U* to generate k+ 1 valid
signatures given that k interactions with the honest bank took place (where the
adversary adaptively decides on the number k of interactions). Blindness says
that it should be infeasible for a malicious bank B* to determine the order
in which two messages mg, m; have been signed in executions with an honest
user. This should hold, of course, as long as the interactive signature genera-
tion produces two valid signatures and the bank B* for example does not abort
deliberately in one of the two executions.

Definition 2 (Secure Blind Signature Scheme). A blind signature scheme
BS = (Cps, KGpgs, (B,U) ,Vfps) in the common reference string model is called
secure if the following holds:

Unforgeability. For any efficient algorithm U* the probability that experiment
ForgeLBﬁ (n) evaluates to 1 is negligible (as a function of n) where

Experiment Forgeos (n)
Crsps < CBs(ln)
(Skgs, pkBS) — KGBs(CTSBs)
((ml, Sl), ey (mk+1, Sk;Jrl)) — Z/[*<B(CTSBS781€BS)”>OO (CT’SBS, pkBS)
Return 1 off
m; #m; for 1 <i<j<k+1, and
Vfps(crsps, pkgg, mi, Si) =1 for alli=1,2,....k+1, and
at most k interactions with (B(crsps, skgs),-)" were initiated.

Blindness. For any efficient algorithm B* (working in modes find, issue and
guess) the probability that the following experiment Blinds: (n) evaluates to
1 is negligibly close to 1/2, where

Experiment Blinds: (n)

crsps < Cps(1™)

(pkpg, mo, m1, Bfing) <— B*(find, crspg)

b+ {0,1}

Bissue B Uersms:phpsme)) (U erspsphpsm—)" (jssue, fng)
and let Sy, S1_p denote the (possibly undefined) local outputs
of U(crsps, pkgg, my) resp. U(crsps, pkpg, mi—p).

b* — B*(guess, Sy, S1, Bissue)

Return a random bit if So = L or S1 = L, else return 1 iff b = b*.

As pointed out in the introduction, in a stronger unforgeability notion the
malicious user is already deemed to be successful if it outputs k£ + 1 distinct
message-signature pairs (m;, .S;) after k interactions with the bank. In this case
the user may also try to find another valid signature to a previously signed
message m. Our scheme here satisfies the unforgeability notion in Definition 2
but can be turned into one achieving the higher level (see the full version [14]).

In a partially blind signature scheme [2] the bank and the user first agree on
some information info which is attached to the blind signature. There, unforge-
ability demands that a malicious user cannot find k£ + 1 distinct but valid tuples
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(info;, m;, S;). The definition of blindness then allows a malicious bank to de-
termine info together with the messages mg, m1 such that the bank still cannot
decide the order in which the users execute the issuing protocol for info, mg and
info, mq, respectively. Jumping ahead we note that we can easily turn our blind
signature scheme into a partially blind one.

2.2 Construction

The high-level idea of our blind signature protocol is as follows. To obtain a
blind signature from the bank the user commits to the message m and sends
this commitment U to the bank. The bank signs the commitment with a regular
signature scheme and returns the signature B to the user. The user derives the
blind signature for m by computing another commitment C of the signature
B together with U, and a non-interactive zero-knowledge proof 7 showing the
validity of C.

To prevent trivial “size-measuring” attacks of a malicious bank we assume
that the signature scheme is length-invariant, i.e., that public keys pkg;, as well
as signatures for security parameter n are all of the same length s(n). We note
that this can always be achieved by standard padding techniques, and length-
invariant signature schemes exist if one-way functions exist [23,27].

We furthermore assume that the commitment scheme (Ccom, Com) in the com-
mon random string model, given by algorithms Ccom generating the string crscom
and algorithm Com(erscom, -, ) : {0,1}" x {0,1}™ — {0,1}(™) mapping strings
from {0,1}™ with n-bit randomness to commitments, is length-invariant, too.
That is, the reference strings as well as commitments are all of length ¢(n) for
parameter n. We also need that the commitment scheme is statistically bind-
ing. Such commitment schemes can also be derived for example from one-way
functions [16,22].

In order to turn the above idea into a provably secure scheme the proof m needs
to allow extraction of U and B encapsulated in C. We accomplish this by using
an IND-CPA secure encryption scheme (KGgnc, Enc, Dec) to “commit” to U||B
in C, where the public key pkg,. of the encryption algorithm becomes part of the
common reference string.? We presume that the encryption scheme is also length-
invariant and that public keys pkg,. and ciphertexts C' <« Enc(pkg,, U||B;v) for
U||B € {0,1}¢(™+5(") and randomness v € {0, 1}" are all of length e(n). This is
again without loss of generality.

Finally, the non-interactive zero-knowledge (NIZK) proof (Czk,P,V) with
the common reference string generator Czk, the prover P and the verifier V
first of all obeys the two basic properties completeness (the verifier V accepts
all honestly generated proofs of the prover P) and soundness (no malicious
prover can make the verifier accepts proofs for invalid statements). Further-
more, the system should be multiple zero-knowledge in the sense of [15], i.e., one
can prove several statements in zero-knowledge for the same common reference
string crszk < Czk (1™). Such proofs exist if trapdoor permutations exist [15].

? We can also assume that we have dense public-key schemes [13] and that the common
random string contains such a public key.
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The underlying relation of the NIZK proof is described by (a sequence of)
circuits CB% indexed by a parameter n. Circuit CE® takes as input a statement
x = C||pkgncl|crscom||pksig|[m of bit length x(n) = c(n) + 2e(n) + s(n) + n and
a witness w = u||v||B of length w(n) = 2n + s(n), and returns an output bit
which is determined as follows. The circuit is built from the descriptions of algo-
rithms Com, Enc, Vfsj; and checks for the signature’s verification algorithm that
Vfsig(pksig, Com(crscom, m;u), B) = 1 and that the value C' equals the cipher-
text Enc(pkg,c, Com(crscom, m; uw)||B; v). If and only if both tests evaluate to true
then the circuit outputs 1. The corresponding relation (parameterized by n) is
given by RES = {(z,w) € {0,1}X(") x {0,1}«(") | CBS(z,w) =1}.

Construction 1 (Blind Signature Scheme). Let (KGsig, Sig, Vfsig) be a sig-
nature scheme, (KGgnc, Enc,Dec) be an encryption scheme, (Ccom,Com) be a
commitment scheme, and let (Czi,P,V) be a non-interactive zero-knowledge
proof system for RPS. Define the following four procedures:

CRS Generation. Algorithm Cps(1™) generates crszix < Czir(1™), crscom «—
Ccom(1™) as well as (pkg,, Skenc) « KGenc(1™). It outputs the string crsps «
(erszi, crSComs Phenc) -

Key Generation. The bank’s key generation algorithm KGpg(crsps) generates
a signature key pair (pksg, sksig) «— KGsig(1™). It returns (pkgg, skps)
(kaig7 SkSig) :

Signature Issue Protocol. The interactive signature issue protocol is des-
cribed in Figure 1.

Signature Verification. The verification algorithm Vfps(crsps, m,S) parses
the signature S as S = C||m and returns the output V(crszi,x,m) for the
value x = C||pkEnc||c7“scOm||pk;5ig||m.

Theorem 2. Let (KGsig, Sig, Vfsig) be a length-invariant signature scheme which
is unforgeable against adaptive chosen-message attacks, (KGgnc, Enc,Dec) be a
length-invariant IND-CPA secure encryption scheme, and let (Ccom,Com) be
a length-invariant non-interactive commitment scheme in the common random
string model which is statistically binding. Let (Czk,P,V) be a non-interactive
zero-knowledge proof system for RPS. Then the scheme defined in Construction 1
18 a secure blind signature scheme.

Proof. We first show unforgeability and then blindness.

Unforgeability. Assume that there exists an adversary U* such that with no-
ticeable probability the following holds. On input crsgs, pkgg the adversary U*
manages to output k + 1 valid signatures S; = C;||m; for messages m; after at
most k interactions with the honest bank B (and where the messages m;, m; are
pairwise distinct). Given such an adversary we construct a successful adversary
A against the security of the signature scheme (KGsig, Sig, Vfsig).

Adversary A is given as input a public key pkg;, of the signature scheme and
is granted oracle access to a signature oracle Sig(sksig,-). This adversary first
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Bank B crsBs, Pkgg User U
signing key sksig message m € {0,1}"

choose u,v «— {0,1}"
let U <+ Com(crscom, m;u)

let B « Sig(sksig, U)
——————  abort if Vfsig(pks,,, U, B) # 1
compute C « Enc(pkg,., U||B;v)
set & — C||phgo | cr5com|[Phsigllm
set w «— ul|v||B
let m «— P(crszx, x,w, SK)
Output S «— C||r

Fig. 1. Blind Signature Scheme: Issue Protocol

generates crszg < Cyzk(1™) for the zero-knowledge proof, crscom < Ccom(1™)
for the commitments, and (pkg,c, Skenc) — KGgnc(1™) and defines crsgg «—
(erszi, crscom, Pkenc)- It next invokes a black-box simulation of U* for input
(crsps, pksig). Each time the user U* initiates the issue protocol with the bank,
algorithm A uses the signature oracle to answer the request U by a signature
B « Sig(sksig, U). When the adversary finally outputs the message/signature
pairs (m;, S;) algorithm A parses each S; as S; = C;||m; and decrypts each C; to
U;||B;. Algorithm A outputs the first one of these pairs (U;, B;) for which U; has
not been submitted to its signing oracle (or returns L if no such value exists).

For the analysis assume that U* succeeds with noticeable probability. Since
k + 1 pairs (m;, S;) are valid, all the proofs m; in S; = C;||m; are valid as well.
Hence, with overwhelming probability over the choice of crszk each C; is a valid
ciphertext of some U;|| B; under pkg, ., and each U; commits to the corresponding
message m; and each B; is a valid signature under pkg;, for U;. Furthermore,
by the statistically-binding property of the commitment scheme all U;’s must
be distinct for different m;’s, with overwhelming probability over the choice of
crscom- It follows that A successfully outputs a valid signature B; for a previously
not signed value U; with noticeable probability, too, contradicting our initial
assumption about the success probability of U/*.

Blindness. To prove blindness we consider an adversarial controlled bank B*
in experiment Blindgé (n). We gradually transform the way the signatures Sy =
Col|mo and S; = C||m; are computed such that, at then end, they are completely
independent of bit b.

In the first step we replace all the steps involving the prover by the output
of the zero-knowledge simulator Z (generating a string crs together with some
trapdoor information ¢ in mode crs and faking proofs 7 for statements x with
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the help of ¢ in mode prove). More precisely, consider the following modified
procedures of the blind signature scheme (key generation and verification remain
unchanged):

CRS Generation. Algorithm Cgg(1™) generates (crszk, o) <« Z(crs,1™), and
crscom “— Ccom(1™) and (pkg,c, Skenc) — KGgnc(1™). It outputs the string
crsps < (erszK, €rscom, Pkignc)-

Signature Issue Protocol. For the signature issuing the user now also picks
u,v < {0,1}", and again sends the commitment U «— Com(crscom,m;u) to
the bank B* which replies with some B. The user aborts if verification fails,
Vfsig(pksig, U, B) # 1, and else computes C' < Enc(pkg,, U||B;v) as well as
7 «— Z(prove, o, x). Output S «— C||r.

Denote the modified scheme by BS’. It follows easily from the zero-knowledge
property that experiments Blindgs (n) and Blindgg(n) return 1 with the same
probability (except for a negligible probability).

In the next step we further modify the signature scheme by replacing the
commitments U by commitments to all-zero strings. More precisely, we change
the signature issue protocol of the blind signature scheme BS’ as follows (recall
that this modified scheme already uses the zero-knowledge simulator to prepare
the signatures):

Signature Issue Protocol. The user picks u,v < {0,1}", but now sends U «
Com(erscom, 0™;u) to the bank to get a signature B (which is also checked).
It then computes again C' < Enc(pkg,.,U||B;v), m < Z(prove,o,z) and
outputs S «— C||r.

We call this modified scheme BS”. It is easy to see that, by the secrecy of the
commitment scheme, the difference in the output distributions of experiments
Blind2S (n) and Blind2S" (n) is negligible.

Finally, we replace the encryption of U and B by an encryption of the all-zero
string, i.e., we modify the signature issuing protocol from BS” further to obtain:

Signature Issue Protocol. The user selects u,v < {0, 1}" as before and again
computes U «— Com(crscom,0™;u). For the bank’s reply B to U it checks
validity and this time sets C' « Enc(pkg,., 09™*5("):4), 7 «— Z(prove, o, x)
and outputs S «— C||r.

We call this modified scheme by BS”'. By the IND-CPA security of the encryption
scheme we conclude that the difference in the output distributions of experiments
Blindgéu(n) and Blindgélﬁ (n) is also negligible.

In experiment Blindl%?// (n) the signatures S = C||r are independent of the
data U, B in the signature generation protocol. Hence, the adversary B* cannot
predict b better than with probability 1/2. Conclusively, the probability of the
original experiment Blindgé (n) to return 1 must be negligibly close to 1/2, prov-
ing blindness. O

To get a partially blind signature scheme, where the signer and the user share
some public information info to be included in the blind signature, we let the bank
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simply sign the user’s commitment U together with info, i.e., B « Sig(sk, info||U)
and also let the user base the correctness proof 7 on info. The security proof
carries over straightforwardly.

3 Universally Composable Blind Signatures

As mentioned, the blind signature scheme in the previous section allows con-
current executions of the signature generation protocol, i.e., when the protocol
is interleaved with itself. More generally, one would like to have a guarantee
that such a scheme still supports the basic security properties, even when run
as a building block within larger protocols, independently how the execution
is intertwined with other steps. Such a guarantee is provided by the universal
composition (UC) framework [5].

In the UC framework one defines an idealized version of the primitive in ques-
tion, capturing the desired security properties in an abstract way and ensuring
that the functionality is secure in interdependent settings. Given an appropriate
formalization of some functionality F in the UC framework, one next shows that
this functionality can be securely realized by an interactive protocol between the
parties (without the trusted interface). Here, securely realizing means that, in
any environment (modeled through an algorithm Z) in which the protocol may
be run, for this environment executions of the interactive protocol in presence of
an adversary A are indistinguishable from executions in the ideal model with the
trustworthy functionality F and an ideal-model adversary S. A formal introduc-
tion to the UC framework is beyond the scope of our paper; we refer to [5] to a
comprehensive definition. We remark that we consider non-adaptive adversaries
here which corrupt parties at the beginning of executions only.

3.1 Definition

Our definition of an ideal blind signature functionality Fpisig follows the one
Fsig of regular signature schemes given by Canetti [6]. The definition of Fgig
essentially lets the adversary choose the public verification key and determine the
signature value S upon a signing request (Sign, sid, m). Verification requests for
previously generated signatures are always accepted and otherwise the adversary
is again allowed to specify whether a tested signature S to a message m is valid
or not. See [6] for a discussion of this definition.

The formal description of the blind signature functionality is given in Fig-
ure 2. It is partly a verbatim copy of the functionality Fsie in [6]. An important
difference for blind signatures is that the adversary should not learn the message
of honest users and the signatures must not be linkable to the signing request. To
ensure this we let the adversary (instead of the bank, analogously to the choice
of the public verification key in Fgis) in Frisig provide (the description of) a
stateless, possibly probabilistic algorithm BlSig to the ideal functionality Fgigig.
This is already done in the key generation step where the adversary chooses the
public verification key, such that BISig is used in all subsequent signature gen-
eration runs. Whenever an honest user later requests a signature for a message
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Functionality Fmisig

Key Generation: Upon receiving a value (KeyGen, sid) from a party B, verify
that sid = (B, sid') for some sid'. If not, then ignore. Else, hand (KeyGen, sid)
to the adversary. Upon receiving (VerificationKey, sid, pkgg, BISig) from
the adversary, output (VerificationKey, sid, pkgg) to B and record the pair
(B, pkgg, BISig).

Signature Generation: Upon receiving a value (Sign, sid, m,pkgg) for
m € {0,1}" from some party U, verify that sid = (B, sid’) for some sid’. If
not, then ignore. Else, do the following;:

— If the user U is honest then inform B and the adversary through
(Signature, sid) that a signature request takes place and then generate
S «— BISig(m) and output (Signature, sid,m,S) to U.

— If the user U is corrupt then send (Sign, sid, m) to the adversary to obtain
(Signature, sid, m, S); abort if (m, S, pkgg,0) has been recorded before.
Send (Signature, sid) to B.

In either case record (m, S, pkgg,1).

Signature Verification: Upon receiving a value (Verify, sid,m,S, pkizg) from
some party P hand (Verify, sid,m, S, pkizs) to the adversary. Upon receiving
(Verified, sid,m, S, ¢) from the adversary do:

1. If pkpg = pkizs and the entry (m, S, pkgg, 1) is recorded, then set f = 1
(completeness condition).

2. Else, if pkgg = pkzg, the bank is not corrupt, and no entry (m,x, pkgg, 1)
is recorded, then set f = 0 and record the entry (m,S, pkgg,0) (unforge-
ability condition).

3. Else, if there is an entry (m, S, pkig, f') recorded, then let f = f’ (consis-
tency condition).

4. Else, let f = ¢ and record the entry (m, S, pkizg, ¢).

Output (Verified, sid,m, S, f) to P.

Fig. 2. Blind Signature Functionality Fgisig

m this algorithm BISig(m) generates a signature S but without disclosing the
message m to the adversary, enforcing unlinkability of signatures.

If a corrupt user —that is, the adversary on behalf of the corrupt user—
requests a signature, however, the ideal functionality does not run BISig. Instead
it asks the adversary about the potential signature S this user could produce
from an interaction with the bank. Note that a corrupt user may not output
any signature right after an interaction with the bank (or ever), the interaction
merely guarantees that this user can generate this signature in principle. Hence,
the functionality does not return the adversary’s potential signature S to the
user.

Finally, for any signature request we inform the bank B about the request,
but without disclosing the actual message m nor the signature. This captures
the fact that signature generations require active participation of the bank.
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It follows quite easily that one can realize universally composable commitment
schemes in the presence of functionality Fgisig. As a consequence of the hardness
of constructing such commitments [7,12] we conclude (for the proof see the full
version [14]):

Proposition 1. Bilateral and terminating (i.e., only two parties are active and
honest parties faithfully give output) blind signature schemes securely realizing
FBisig in the plain model do not exist. Furthermore, blind signature schemes
securely realizing Fpisig in the common reference string model imply key agree-
ment, and imply oblivious transfer in the common random string model. This all
holds for non-adaptive corruptions.

By the general feasibility results of Canetti et al. [5,10] functionality Fgisig can be
realized in the multi-party setting for honest majorities (in the plain model) and
dishonest majorities (in the common random string model). Instead of relying
on the general construction in [10] we construct a simpler two-move scheme in
the common reference string model directly, based on the scheme in the previous
section.

3.2 Construction

The construction in the standard model gives a good starting point for a solution
in the UC framework. We augment the scheme by the following steps. First,
we let the user in the first round when sending U also encrypt all the data
from which the proof is later derived. This ciphertext E should contain the
randomness u, v and message m. The encryption scheme itself needs to be IND-
CPA secure and we simply use the same scheme as for the computation for
C « Enc(pkg,e, U||B;v) but with an independent key pair (pkg,c, Skgnc)-

In addition to the ciphertext E the user should prove with another NIZK
proof that the data is valid and matches the data committed to by U. For this
we require simulation-sound NIZK proofs [28,11] where a malicious prover is not
able to find an accepted proof for an invalid statement, even if it sees proofs of
the zero-knowledge simulator before (possibly for invalid but different theorems).
In our case here the underlying relation R is defined by (a sequence of) circuits
C evaluating to 1 if and only if for statement z = U||E||pki,.||crscom of length
x(n) = 2¢(n) + 2¢’'(n) and witness w = m/||ul|v||u’ of length w(n) = 4n it holds
that E = Enc(pkg,c, m||ullv;v’) and U = Com(crscom,m;u). Such simulation-
sound NIZK proofs exist if trapdoor permutations exist [11].

The final step is to make the signature algorithm Sig of the bank’s unforgeable
signature scheme deterministic. This can be accomplished by adding a key of a
pseudorandom function to the secret signing key. Each time a signature for U
is requested the signing algorithm first applies the pseudorandom function to
U to get the randomness s with which the signature B « Sig(sksig,U;s) is
computed deterministically. The advantage of this modification, which does not
require an additional complexity assumption, is that identical requests are now
also answered identically. For the same consistency reason we also presume that
the verification algorithm of the regular UNIZK proof is deterministic.
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We note that our protocol is defined in the common reference string model. In
contrast to the case of UC commitments in [7] where a fresh common reference
string for each commitment through Fcon is required, in our case the once
generated common reference string can be used for several signature generations
by different users; we merely need an independent common reference string for
each party taking the role of a bank.

Construction 3 (Universally Composable Blind Signature Scheme).
Let (KGsig, Sig, Vfsig) be a signature scheme, (KGgnc, Enc,Dec) be an encryp-
tion scheme, and (Ccom,Com) be a commitment scheme. Let (Czx,P,V) be a
non-interactive zero-knowledge proof system for RPS and let (Cys, Pss, Vss) be a
non-interactive zero-knowledge proof system for R*®. Define the following four
procedures:

CRS Generation. Algorithm Cgg on input 1™ generates crszx «— Czr(1™),
crscom — Ccom(1™), crsss «— Coss(1™) and pairs (pkg,c, Skenc), (Phgne, Skene) —
KGgnc(1™). It outputs crsps « (crszic, CTScoms PRencs PhEncs CTss)-

Key Generation. If party B with access to crsps receives (KeyGen, sid) it checks
that sid = (B, sid') for some sid . If not, it ignores. Else it generates a signature
key pair (pksig, sksig) < KGsig(1™). It sets (pkgg, skps) < (pksig, sksig), stores
skpsand outputs (VerificationKey, sid, pkpg).

Signature Issue Protocol. If partyU is invoked with input (Sign, sid, m, pkgg)
for sid = (B, sid') it initiates a run of the interactive protocol in Figure 3 with
the bank B, where the user gets m and pkgg as input and the bank uses skps
as input. The user outputs (Signature, sid,m,S) for the derived signature
value S.

Signature Verification. If a party receives (Verify, sid, m, S, pkig) it parses
S as S = C||m, computes ¢ — V(crs,x, ) for x = C||pkgnc||crscom||phs;g|Im
and outputs (Verified, sid, m, o, ®).

Theorem 4. Let (KGsig, Sig, Vfsig) be a length-invariant signature scheme which
18 unforgeable against adaptive chosen-message attacks and for which Sig is
deterministic. Let (KGgnc, Enc, Dec) be a length-invariant IND-CPA secure en-
cryption scheme, (Ccom, Com) be a length-invariant non-interactive commitment
scheme in the common reference string model which is statistically binding. Also
let (Czi,P,V) be a non-interactive zero-knowledge proof system for RPS with
deterministic verifier V. Let (Css, Pss, Vss) be a simulation-sound non-interactive
zero-knowledge proof for R*°. Then the scheme defined in Construction 3 securely
realizes functionality Fpisiq for non-adaptive corruptions.

The idea of the proof is as follows. Algorithm BISig for functionality Fgigig, sup-
posed to be determined by the ideal-model adversary and to create signatures
for honest users, ignores its input m entirely, but instead prepares a dummy
encryption C' «— Enc(pkEnc,OC(”)+5(”);v) and appends a fake correctness proof
7 generated by the zero-knowledge simulator. The output C||7 is thus indis-
tinguishable from genuinely generated signatures of honest users in the actual
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Bank B crsBs, pkpg User U
signing key sksig message m € {0, 1}"

choose u,v,u’ «— {0,1}"

let U < Com(crscom, m;u)

let E < Enc(pkg,., m||v||u;u’)

let zss < U||E||pkgnc||crscom

let wss «— m||v||ul|u

compute Tes «— Pss(CTSss, Tss, Wss)

U, E, 7ss
ss « U||E||pkgy|| crscom
abort if Vss(crsss, Tss, Tss) 7# 1
let B < Sig(sk,U)
B

abort if Vfsig(pks, U, B) # 1
compute C' « Enc(pkg,, U||B;v)
set x «— C"pkEnchrscomek"SigHm
set w «— ul|v||B

let m «— P(crszi,x,w)

set S — C||r

Fig. 3. UC Blind Signature Scheme: Issue Protocol

scheme. On the other hand, the additional encryption E and the simulation-
sound zero-knowledge proof allows the ideal-model adversary to extract poten-
tial signatures C||m of malicious users (in black-box simulations), and to provide
them to the functionality. The completeness and consistency condition of Fgisig
is realized by the completeness of the underlying scheme, and unforgeability
follows as for the basic scheme with concurrent security.

Proof. (of Theorem 4) We have to show that for each adversary A attacking
the real-world protocol there exist an ideal-model adversary (aka. simulator)
S in the ideal world with dummy parties and functionality Fgisig such that no
environment Z can distinguish whether it is facing an execution in the real world
with A or one in the ideal world with S.

We build the ideal-model adversary S by black-box simulation of A, relaying
all communication between the environment Z and the (simulated) adversary
A, and acting on behalf of the honest parties in this simulation. Algorithm S
also corrupts a dummy party in the ideal model whenever A asks to corrupt the
corresponding party in the simulation. By assumption this is only done before
the execution starts.

The ideal-model simulator S first generates a reference string crsgg for the
black-box simulation by picking encryption keys (skenc, Pkenc)s (SKEnc, PhEne) —
KGgnc(1™), generating crscom < Ccom(1™) and running the zero-knowledge
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simulators to generates crsss as well as crszx for the zero-knowledge proofs.
It outputs crsps = (Pkignc, Phenc, CTSss, CTSCom, CTszK ). We next describe the sim-
ulation of the honest parties in the black-box simulation:

— Suppose the simulator is woken up through a call (KeyGen, sid) from Fpisig
in the ideal model where sid = (B, sid’). Then the simulator generates
(pkpg, skes) < KGps(1™) as specified by the scheme’s description and lets
BISig be the algorithm that on input m € {0,1}"™ computes the encryption
C «— Enc(pkEnc,OC(")+5(");v), and generates m through the zero-knowledge
simulator for relation RS where z « C/||pkg,||crscom| pksig||m, and outputs
S « C||r. Simulator S returns (VerificationKey, sid, pkgg, BISig) to Frisig
in the ideal model. In the black-box simulation it sends pkpg to all parties.

— Suppose that the adversary lets a corrupt user in the black-box simulation
initiate a protocol run with the honest bank by sending values (U, E, 7).
Then the simulator first checks the validity of the proof mg; if this check
fails then it ignores this message. Else, S uses the secret key skt . to recover
m||v||u from E (and aborts if it fails) and submits (Sign, sid, m, pkgg) on
behalf of the user to the ideal functionality. It immediately receives a request
(Signature, sid, m) from Fgisig. To answer, S computes the signature B «
Sig(sksig, U) under the unforgeable signature scheme, an encryption C' «
Enc(pkgne, U||B;v) and a proof m «— P(crszk, x,w) for the extracted values
and sends (Signature, sid, m, S) for S « C||m back to the functionality. It
also returns B in the black-box simulation to the corrupt user.

— If an honest user requests a signature (Sign, sid, m, pkgg) in the ideal model
and waits to receive (Signature, sid,m,S), generated by the functionality
through algorithm BISig, then the ideal-model adversary generates strings
U «— Com(erscom, 0™ u), E «— Enc(pkgne,0...0;u’) and a proof 7y via the
zero-knowledge simulator of the simulation-sound scheme and lets the user in
the black-box simulation send these values (U, F, 7ss). If the bank is honest,
then S uses the secret signing key sksig to compute B « Sig(sksig, U), else
it waits to receive a value B from the adversarial controlled bank.

— If S in the ideal model gets a request (Verify, sid, m, S, pkig) then it com-
putes ¢ < V(crs, PK, xz,7) and returns (Verified, sid, m, S, ¢).

This gives a full description of the ideal-model simulator. For the analysis note
that there are two main differences between the ideal-model and the black-box
simulation compared to an actual attack on the protocol. First, in the black-box
simulation we use fake values (commitments and encryptions of zero-strings,
simulated proofs etc.). The second point to address is that the verification al-
gorithm in the ideal model returns 0 if there is no recorded pair (m,, pkgg, 1)
while in the real-life protocol Vfgg may output 1; for any other verification re-
quests the answers are identical as the verification algorithm Vfgg merely runs
the deterministic verification algorithm of the NIZK system (and thus guarantees
completeness and, especially, consistency).

We claim that the differences are undetectable for the environment Z. This
is proven through a sequence of games transforming an execution in the ideal-
model scenario into one which is equal to the one of the actual protocol. In
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these games we will have full control over the setting, in particular over the
functionality and, in contrast to the ideal-model adversary, we will also read
the inputs of Z to honest users. This is admissible since our goal is to emulate
Z’s environment and to use differences in the output behavior to contradict the
security of the underlying cryptographic primitives.

— Experiment Gameg(n) describes the original attack of Z on the ideal-model
simulation (including the black-box simulation of A).

— In Game;(n) we change the way the commitments U on behalf of honest
users are computed in A’s black-box simulation. Originally, the simula-
tor S computes a fake commitment U <« Com(crscom,0™;u). Now, when-
ever the simulator is supposed to create such a commitment, we let U «
Com(crscom, m;u) for the right value m (given as input to the honest user
by Z), and u,v < {0,1}"™ are picked at random. Because of the secrecy of
Com it is easy to see that Z’s output behavior will not change significantly
when facing Game; (n) instead of Gameg(n).

— Next, in Games(n), we replace every encryption C' « Enc(pkg,, 0605 1)
in the computations of algorithm BISig through an encryption of the actual
values U||B, i.e., C' < Enc(pkg,, U||B;v), where we provide the values U and
B transmitted in the black-box simulation “adaptively” to algorithm BISig.
By the security of the encryption scheme this is indistinguishable from the
environment’s viewpoint.

— In Games(n) we replace every steps of the zero-knowledge proof in the com-
putation of BISig through steps of the actual proof system, i.e., generation
of erszx through crsyk < Czk(1™), and every generation of 7 through the
prover (for the now genuine witness w = u||v||B). By the zero-knowledge
property this substitution is indistinguishable for the environment Z.

— Now we turn to the difference between the ideal-model verification through
list comparisons and the real-life verification through Vfgs. In Gamey(n)
every time the verification algorithm in Games(n) was called by some hon-
est user about input (Verify, sid, m, S, pkgg) then we run the verification
Vfps(crsps, pkgs, m, S) instead (the case pkpg # pkpg is treated as before).
Consider in Gameg(n) the event that some user requests the functionality
to verify a signature (Verify, sid, m, S, pkgg) such that there is no entry
(m, *, pkgg, 1) stored by the functionality (and the bank B is honest) but
such that Vfgg returns 1. This would clearly allow to distinguish the two
games (note that the other direction, that Vfgg yields 0 but there is an
entry, cannot happen by the completeness of the blind signature scheme).
We claim that if such a request should occur with noticeable probability
this would contradict the unforgeability of the blind signature scheme in the
previous section (there, unforgeability was proven for arbitrary, unforgeable
signature scheme for the bank, and thus holds for the deterministic one we
consider here as well).

Specifically, we show how to turn a run of Games(n) with 4 and Z into an
attack according to experiment Forgegi (n). For this we run the same experi-
ment as in Games(n) but this time we are use the oracle access to the bank’s
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signing oracle Sig(sksig, -) instead of generating the key pair (sksig, pks;g) our-
selves (recall that the bank is assumed to be honest). Each time an honest
user receives input (Sign, sid, m, pkgg) we generate U, F, 1y as in Games(n),
including a valid commitment U « Com(¢rscom, m;u), and submit U to
the bank to receive B. From this answer we honestly compute the signature
S « C||m. We memorize the pair (m,.S) and the values (U, B).

If a corrupt user submits U, E, 7y in the black-box simulation then we also
check the proof 7gs (and do nothing if it is invalid). If the proof is accepted
then we check if we have stored a pair (U, B) for some B. If so, we return
the same B as before in the black-box simulation but without contacting
the bank in the attack ForgeD?(n) (since the bank’s signature would be
identical we answer consistently). If there is no such pair (U, B) we use skg,.
to extract appropriate values m||v||u. By the simulation soundness of the
NIZK this extraction works with overwhelming probability (because U has
never appeared for an honest user in the execution before). We submit U
to the bank’s signature oracle to receive a value B, which we return to the
corrupt user in the black-box simulation. We also deduce the signature S
with the help of the extracted values and record (m,S) and (U, B).
Suppose that a user at some point sends a request (Verify, sid, m, S, pkgg)
for a message m which we have not stored (and which is thus new) but for
which Vfgg accepts. Then we immediately stop and output all previously
stored k message/signature pairs together with (m,S). Note that this im-
plies that all our k£ + 1 pairs are accepted by Vfgg, although we only had &
interactions with the bank. Hence, if a mismatch in Games(n) happens with
noticeable probability it would refute the unforgeability of the blind signa-
ture scheme of the previous section. It follows that Gameg(n) and Gamey(n)
are indistinguishable.

— In Games(n) we can omit the extraction step where the ideal-model simulator
decrypts E from submissions of corrupt users, in particular, we do not need
to know the secret key skg,. anymore for the simulation. This is so since
the verification now only relies on Vfgg instead of lists. Furthermore every
time we gave a dummy encryption E « Enc(pkg,,0...0;u) for an honest
user, we now encrypt the true values E « Enc(pkg,., m||v||u;u’) to prepare
the correct values U and C. By the security of the encryption scheme this is
indistinguishable for the environment.

— In Gameg(n) we replace the simulation of proofs 7y for honest users through
proofs computed by the prover’s algorithm for witness m||v||u (with respect
to a truly random string crss). The zero-knowledge property ensures that
this will not significantly affect the environment’s output.

All the steps in the final game now are exactly as in an attack on the real pro-
tocol with adversary A. Therefore, the environment’s output in the ideal-model
simulation (Gameg(n)) and the real-world execution (Gameg(n)) are indistin-
guishable. O

We finally note that, analogously to the case of our concurrently-secure
scheme, we can also extend the functionality Fgisig to handle partially blind
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signatures, and can realize this functionality by starting with the partially blind
version of our concurrently-secure blind signature scheme and adding the en-
cryption and the simulation-sound proof as before.
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Abstract. In a traditional signature scheme, a signature o on a message
m is issued under a public key PK, and can be interpreted as follows:
“The owner of the public key PK and its corresponding secret key has
signed message m.” In this paper we consider schemes that allow one to
issue signatures on behalf of any NP statement, that can be interpreted
as follows: “A person in possession of a witness w to the statement that
x € L has signed message m.” We refer to such schemes as signatures of
knowledge.

We formally define the notion of a signature of knowledge. We begin
by extending the traditional definition of digital signature schemes, cap-
tured by Canetti’s ideal signing functionality, to the case of signatures
of knowledge. We then give an alternative definition in terms of games
that also seems to capture the necessary properties one may expect from
a signature of knowledge. We then gain additional confidence in our two
definitions by proving them equivalent.

We construct signatures of knowledge under standard complexity as-
sumptions in the common-random-string model.

We then extend our definition to allow signatures of knowledge to
be nested i.e., a signature of knowledge (or another accepting input to
a UC-realizable ideal functionality) can itself serve as a witness for an-
other signature of knowledge. Thus, as a corollary, we obtain the first
delegatable anonymous credential system, i.e., a system in which one can
use one’s anonymous credentials as a secret key for issuing anonymous
credentials to others.

1 Introduction

Digital signature schemes constitute a cryptographic primitive of central impor-
tance. In a traditional digital signature scheme, there are three algorithms: (1)
the key generation algorithm KeyGen through which a signer sets up his public
and secret keys; (2) the signing algorithm Sign; and (3) the verification algorithm
Verify. A signature in a traditional signature scheme can be thought of as an as-
sertion on behalf of a particular public key. One way to interpret (m, o) where
Verify(PK, m, o) = Accept, is as follows: “the person who generated public key
PK and its corresponding secret key SK has signed message m.”

We ask ourselves the following question: Can we have a signature scheme in
which a signer can speak on behalf of any NP statement to which he knows a

C. Dwork (Ed.): CRYPTO 2006, LNCS 4117, pp. 78-96, 2006.
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witness? For example, let ¢ be a Boolean formula. Then we want anyone who
knows a satisfying assignment w to be able to issue tuples of the form (m, o),
where Verify(¢, m, o) = Accept, that can be interpreted as follows: “a person who
knows a satisfying assignment to formula ¢ has signed message m.” Further, we
ask whether we can have a signature that just reveals that statement but nothing
else; in particular, it reveals nothing about the witness. Finally, what if we want
to use a signature issued this way as a witness for issuing another signature?

Online, you are what you know, and access to data is what empowers a user to
authenticate her outgoing messages. The question is: what data? Previously, it
was believed that a user needed a public signing key associated with her identity,
and knowledge of the corresponding secret key is what gave her the power to
sign. Surprisingly, existence of signatures of knowledge means that if there is
any NP statement x € L is associated with a user’s identity, the knowledge of
a corresponding and hard-to-find witness w for this statement is sufficient to
empower the user to sign.

WHY WE NEED SIGNATURES OF KNOWLEDGE AS A NEW PRIMITIVE. Suppose
that a message m is signed under some public key PK, and o is the resulting
signature. This alone is not sufficient for any application to trust the message
m, unless this application has reason to trust the public key PK. Thus, in addi-
tion to (m, o, PK), such an application will also request some proof that PK is
trustworthy, e.g., a certification chain rooted at some trusted PKy. In order to
convince others to accept her signature, the owner of the public key PK has to
reveal a lot of information about herself, namely, her entire certification chain.
Yet, all she was trying to communicate was that the message m comes from
someone trusted by the owner of PK(. Indeed, this is all the information that
the application needs to accept the message m. If instead the user could issue
a signature of knowledge of her SK, PK, and the entire certification chain, she
would accomplish the same goal without revealing all the irrelevant information.

More generally, for any polynomial-time Turing machine My, we want to be
able to sign using knowledge of a witness w such that My (z,w) = Accept. We
think of M as a procedure that decides whether w is a valid witness for x € L
for the NP language L. We call the resulting signature a signature of knowledge
of w that is a witness to x € L, on message m, or sometimes just a signature of
knowledge of w on message m, or sometimes a signature of knowledge on behalf
of x € L on message m.

OTHER APPLICATIONS. Our simplest example is a ring signature [20]. In a ring
signature, a signer wishes to sign a message m in such a way that the signature
cannot be traced to her specifically, but instead to a group of N potential signers,
chosen at signing time. A ring signature can be realized by issuing a signature of
knowledge of one of the secret keys corresponding to N public keys. Moreover,
following Dodis et al. [16] using cryptographic accumulators [4], the size of this
ring signature need not be proportional to N: simply accumulate all public keys
into one accumulator A using a public accumulation function, and then issue a
signature of knowledge of a secret key corresponding to a public key in A.
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Next, let us show how signatures of knowledge give rise to a simple group sig-
nature scheme [11,7,1,2,5]. In a group signature scheme, we have group members,
a group manager, and an anonymity revocation manager. Each member can sign
on behalf of the group, and a signature reveals no information about who signed
it, unless the anonymity revocation manager gets involved. The anonymity re-
vocation manager can trace the signature to the group member who issued it;
moreover it is impossible, even if the group manager and the revocation manager
collude, to create a signature that will be traced to a group member who did
not issue it.

Consider the following simple construction. The group’s public key consists of
(PKs, PKg, f), where PK is a signature verification key for which the group
manager knows the corresponding secret key; PK g is an encryption public key
for which the anonymity revocation manager knows the corresponding decryp-
tion key; and f is a one-way function. To become a group member, a user picks
a secret x, gives f(x) to the group manager and obtains a group membership
certificate g = opk_(f(x)). To issue a group signature, the user picks a random
string R, encrypts his identity using randomness R: ¢ = Enc(PK g, f(z); R) and
produces a signature of knowledge o of (z,g, R) such that c¢ is an encryption
of f(x) using randomness R, and g is a signature on f(z). The resulting group
signature consists of (¢, o). To trace a group signature, the revocation manager
decrypts c. It is not hard to see (only intuitively, since we haven’t given any for-
mal definitions) that this construction is a group signature scheme. Indeed, at
a high level, this is how existing practical and provably secure group signatures
work [1,5].

Unlike the two applications above that have already been studied and where
signatures of knowledge offer just a conceptual simplification, our last application
was not known to be realizable prior to this work.

Consider the problem of delegatable anonymous credentials. The problem can
be explained using the following example. Suppose that, as Brown University em-
ployees, we have credentials attesting to that fact, and we can use these creden-
tials to open doors to campus facilities. We wish to be able do so anonymously
because we do not want the janitors to monitor our individual whereabouts.
Now suppose that we have guests visiting us. We want to be able to issue them
a guest pass using our existing credential as a secret key, and without revealing
any additional information about ourselves, even to our guests. In turn, our visi-
tors should be able to use their guest passes in order to issue credentials to their
taxi drivers, so these drivers can be allowed to drive on the Brown campus. So
we have a credential delegation chain, from the Brown University certification
authority (CA) that issues us the employee credential, to us, to our visitors, to
the visitors’ taxi drivers, and each participant in the chain does not know who
gave him/her the credential, but (1) knows the length of his credential chain and
knows that this credential chain is rooted at the Brown CA; and (2) can extend
the chain and issue a credential to the next person.

Although it may seem obvious how to solve this problem once we cast every-
thing in terms of signatures of knowledge and show how to realize signatures of
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knowledge, we must stress that this fact eluded researchers for a very long time,
dating back to Chaum’s original vision of the world with anonymous creden-
tials [10]. More recently this problem was raised in the anonymous credentials
literature [19,6,18]. And it is still elusive when it comes to practical protocols:
our solution is not efficient enough to be used in practice.

ON DEFINING SIGNATURES OF KNOWLEDGE. The first definition of any new
primitive is an attempt to formalize intuition. We see from the history of cryp-
tographic definitions (from defining security for encryption, signatures, multi-
party computation) that it requires a lot of effort and care. Our approach is to
give two definitions, each capturing our intuition in its own way, and then prove
that they are equivalent.

One definitional approach is to give an ideal functionality that captures our
intuition for a signature of knowledge. Our ideal functionality will guarantee that
a signature will only be accepted if the functionality sees the witness w either
when generating the signature or when verifying it; and, moreover, signatures
issued by signers through this functionality will always be accepted. At the
same time, the signatures that our functionality will generate will contain no
information about the witness. This seems to capture the intuitive properties
we require of a signature of knowledge, although there are additional subtleties
we will discuss in Section 2.1. For example, this guarantees that an adversary
cannot issue a signature of knowledge of w on some new message m unless he
knows w, even with access to another party who does know w. This is because
the signatures issued by other parties do not reveal any information about w,
while in order to obtain a valid signature, the adversary must reveal w to our
ideal functionality. Although this definition seems to capture the intuition, it
does not necessarily give us any hints as to how a signature of knowledge can be
constructed. Our second definition helps with that.

Our second definition is a game-style one [22,3]. This definition requires that
a signature of knowledge scheme be in the public parameter model (where the
parameters are generated by some trusted process called Setup) and consist of
two algorithms, Sign and Verify. Besides the usual correctness property that
requires that Verify accept all signatures issued by Sign, we also require that
(1) signatures do not reveal anything about the witness; this is captured by
requiring that there exist a simulator who can undetectably forge signatures of
knowledge without seeing the witness using some trapdoor information about
the common parameters; and (2) valid signatures can only be generated by
parties who know corresponding witnesses; this is captured by requiring that
there exist an extractor who can, using some trapdoor information about the
common parameters, extract the witness from any signature of knowledge, even
one generated by an adversary with access to the oracle producing simulated
signatures. This definition is presented in Section 2.2. (We call this definition
SimEuxt-security, for simulation and eztraction.)

We prove that the two definitions are equivalent: namely, a scheme UC-realizes
our ideal functionality if and only if it is SimExt-secure.
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Our ideal signature of knowledge functionality can be naturally extended to
a signature of knowledge of an accepting input to another ideal functionality.
For example, suppose that Fy is the (regular) signature functionality. Suppose
w is a signature on the value x under public key PK, issued by the ideal F'y
functionality. Then our functionality Fsox can issue a signature o on message m,
whose meaning is as follows: “The message m is signed by someone who knows
w, where w is a signature produced by Fsx under public key PK on message
x.” In other words, a signature w on message x under public key PK that
causes the verification algorithm for Fy;, to accept, can be used as a witness for
a signature of knowledge. A complication in defining the signature of knowledge
functionality this way is that, to be meaningful, the corresponding instance of the
F’s; functionality must also be accessible somehow, so that parties can actually
obtain signatures under public key PK. Further, for Fspox to be UC-realizable,
we must require that the functionality that decides that w is a witness for x, also
be UC-realizable. See Section 4 to see how we tackled these definitional issues.
As far as we know, this is the first time that an ideal functionality is defined as
a function of other ideal functionalities, which may be of independent interest
to the study of the UC framework.

OUR CONSTRUCTIONS. In Section 3, we show how to construct signatures of
knowledge for any polynomial-time Turing machine Mj deciding whether w is
a valid witness for = € L. We use the fact (proved in Section 2.3) that SimExt-
security is a necessary and sufficient notion of security, and give a construction of
a SimExt-secure signature of knowledge. Our construction is based on standard
assumptions. In the common random string model, it requires a dense cryp-
tosystem [15,14] and a simulation-sound non-interactive zero-knowledge proof
scheme with efficient provers[21,13] (which can be realized assuming trapdoor
permutations for example).

We then show in Section 4 that, given any UC-realizable functionality F that
responds to verification queries and is willing to publish its verification algo-
rithm, the functionality which generates signatures of knowledge of an accepting
input to F is also UC-realizable. We then explain why this yields a delegatable
anonymous credential scheme.

THE HISTORY OF THE TERMINOLOGY. The term “signature of knowledge” was
introduced by Camenisch and Stadler [7], who use this term to mean a proof of
knowledge (more specifically, a X-protocol [12]) turned into a signature using
the Fiat-Shamir heuristic. Many subsequent papers on group signatures and
anonymous credentials used this terminology as well. However, existing literature
does not contain definitions of security for the term. Every time a particular
construction uses a signature of knowledge as defined by Camenisch and Stadler,
the security of the construction is analyzed from scratch, and the term “signature
of knowledge” is used more for ease of exposition than as a cryptographic building
block whose security properties are well-defined. This frequent informal use of
signatures of knowledge indicates their importance in practical constructions and
therefore serves as additional motivation of our formal study.
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2 Signatures of Knowledge of a Witness for « € L

A signature of knowledge scheme must have two main algorithms, Sign and
Verify. The Sign algorithm takes a message and allows anyone holding a witness
to a statement x € L to issue signatures on behalf of that statement. The Verify
algorithm takes a message, a statement x € L, and a signature o, and verifies
that the signature was generated by someone holding a witness to the statement.

Signatures of knowledge are essentially a specialized version of noninteractive
zero knowledge proofs of knowledge: If a party P can generate a valid signature of
knowledge on any message m for a statement x € L, that should mean that, first
of all, the statement is true, and secondly, P knows a witness for that statement.
This intuitively corresponds to the soundness and extraction properties of a
non-interactive proof of knowledge system. On the other hand, just as in a zero-
knowledge proof, the signature should reveal nothing about the witness w. We
know that general NIZK proof systems are impossible without some common
parameters. Thus, our signatures of knowledge will require a setup procedure
which outputs shared parameters for our scheme.

Thus, we can define the algorithms in a signature of knowledge schemes as
follows: Let { Mesy} be a set of message spaces, and for any language L € NP,
let My, denoted a polynomial time Turing machine which accepts input (z,w)
iff w is a witness showing that x € L. Let Setup be an algorithm that outputs
public parameters p € {0,1}* for some parameter k. Let Sign(p, Mz, x,w,m)
be an algorithm that takes as input some public parameters p, a TM M|, for
a language L in NP, a value z € L, a valid witness w for x, and m € Mesy, a
message to be signed. Sign outputs a signature of knowledge for instance = € L
on the message m. Let Verify(p, My, z,m, o) be an algorithm that takes as input
the values p, M, =, the message m, and a purported signature o, and either
accepts or rejects.

2.1 An Ideal Functionality for a Signature of Knowledge

Canetti’s Universal Composability framework gives a simple way to specify the
desired functionality of a protocol. Furthermore, the UC Theorem guarantees
that protocols will work as desired, no matter what larger system they may be
operating within. We begin by giving a UC definition of signatures of knowledge.

We begin by recalling Canetti’s signature functionality. For a detailed discus-
sion and justification for Canetti’s modelling choices see [9].

Note that this functionality is allowed to produce an error message and halt,
or quit, if things go wrong. That means that it is trivially realizable by a protocol
that always halts. We will therefore only worry about protocols that realize our
functionalities non-trivially, i.e. never output an error message.

The session id(sid) of Fgjg captures the identity P of the signer; all par-
ticipants in the protocol with this session id agree that P is the signer. In a
signature of knowledge, we do not have one specific signer, so P should not be
included in the session id. But all participants in the protocol should agree on
the language that they are talking about. Thus, we have a language L € NP
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Fsic: Canetti’s signature functionality

Key Generation Upon receiving a value (KeyGen,sid) from some party P, verify
that sid = (P, sid") for some sid’. If not, then ignore the request. Else, hand
(KeyGen,sid) to the adversary. Upon receiving (Algorithms, sid, Verify, Sign) from
the adversary, where Sign is a description of a PPT ITM, and Verify is a description
of a deterministic polytime ITM, output (VerificationAlgorithm, sid, Verify) to

P.
Signature Generation Upon receiving a value (Sign,sid,m) from P, let o «
Sign(m), and verify that Verify(m,o) = 1. If so, then output (Signature,

sid,m,o) to P and record the entry (m,oc). Else, output an error message
(Completeness error) to P and halt.

Signature Verification Upon receiving a value (Verify, sid, m, o, Verify’) from some
party V', do: If Verify’ = Verify, the signer is not corrupted, Verify(m,o’) = 1,
and no entry (m,o’) for any o’ is recorded, then output an error message
(Unforgeability error) to V and halt. Else, output (Verified,sid,m, Verify'(m, o))
to V.

and a polynomial-time Turing machine M}, and a polynomial p, such that z € L
iff there exists a witness w such that |w| = p(|z|) A Mp(x,w) = 1. Let us cap-
ture the fact that everyone is talking about the same L by requiring that the
session id begin with the description of M. As mentioned above, signatures of
knowledge inherently require some setup. Just as in the key generation interface
of Fsre above, a signature of knowledge functionality (Fsox) setup procedure
will determine the algorithm Sign that computes signatures and the algorithm
Verify for verifying signatures. However, since anyone who knows a valid witness
w can issue a signature of knowledge on behalf of x € L, both Sign and Verify
will have to be available to any party who asks for them. In addition, the setup
procedure will output algorithms Simsign and Extract that we will explain later.

There are three things that the signature generation part of the Fsox func-
tionality must capture. The first is that in order to issue a signature, the party
who calls the functionality must supply (m,z,w) where w is a valid witness
to the statement that x € L. This is accomplished by having the functionality
check that it is supplied a valid w. The second is that a signature reveals nothing
about the witness that is used. This is captured by issuing the formal signature
o via a procedure that does not take w as an input. We will call this procedure
Simsign and require that the adversary provide it in the setup step. Finally, the
signature generation step must ensure that the verification algorithm Verify is
complete, i.e., that it will accept the resulting signature o. If it find that Verify is
incomplete, Fsox will output and error message (Completeness error) and halt,
just as Fsrg does.

The signature verification part of Fsox should, of course, accept signatures
(m,x,0) if m was previously signed on behalf of z € L, and o is the resulting
signature (or another signature such that Verify(m,z,o) = 1). However, unlike
Fsia, just because m was not signed on behalf of x through the signing inter-
face, that does not mean that o should be rejected, even if the signer is uncor-
rupted. Recall that anyone who knows a valid witness should be able to generate
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Fsox (L): signature of knowledge of a witness for x € L

Setup Upon receiving a value (Setup,sid) from any party P, verify that sid =
(Mp,sid") for some sid’. If not, then ignore the request. Else, if this is the
first time that (Setup,sid) was received, hand (Setup,sid) to the adversary;
upon receiving (Algorithms, sid, Verify, Sign, Simsign, Extract) from the adversary,
where Sign, Simsign, Extract are descriptions of PPT TMs, and Verify is a descrip-
tion of a deterministic polytime TM, store these algorithms. Output the stored
(Algorithms, sid, Sign, Verify) to P.

Signature Generation Upon receiving a value (Sign,sid, m,z,w) from P, check that
My (z,w) = 1. If not, ignore the request. Else, compute o <« Simsign(m,z), and
check that Verify(m,z,o) = 1. If so, then output (Signature,sid, m,z, o) to P and
record the entry (m,z, o). Else, output an error message (Completeness error) to
P and halt.

Signature Verification Upon receiving a value (Verify, sid,m,z,o0) from
some party V, do: If (m,z,0’) is stored for some o', then output
(Verified,sid, m,x, o, Verify(m,z,0)) to V. Else let w <« Extract(m,z,0); if
Mrp(z,w) = 1, output (Verified,sid,m,x,o,Verify(m,z,0)) to V. Else if
Verify(m,x,0) = 0, output (Verified,sid, m,z,0,0) to V. Else output an error
message (Unforgeability error) to V' and halt.

acceptable signatures! Therefore, the verification algorithm must somehow check
that whoever generated o knew the witness w. Recall that in the setup stage,
the adversary provided the algorithm Extract. This algorithm is used to try to
extract a witness from a signature o that was not produced via a call to Fsox -
If Extract(m, z, o) produces a valid witness w, then Fsox will output the out-
come of Verify(m, z, o). If Extract(m, z, o) fails to produce a valid witness, and
Verify(m, x, o) rejects, then Fgox will reject. What happens if Extract(m, x, o)
fails to produce a valid witness, but Verify(m,z, o) accepts? This corresponds
to the case when a signature o on m on behalf of x was produced without a
valid witness w, and yet o is accepted by Verify. If this is ever the case, then
there is an unforgeability error, and so Fsox should output (Unforgeabilityerror)
and halt. Unlike Fg;a, here we need not worry about whether the requesting
party supplied a correct verification algorithm, since here everyone is on the
same page and is always using the same verification algorithm (determined in
the setup phase).

In the UC framework, each instance of the ideal functionality is associated
with a unique sid, and it ignores all queries which are not addressed to this sid.
Since our Fsox functionalities require that sid = My, o sid’, this means that
each Fsox functionality handles queries for exactly one language.

Now consider the following language U.

Definition 1 (Universal language). For polynomial p, define universal lan-
guage U, s.t. x would contain a description of a Turing machine M and an
instance x' such that © € Uy, iff there exists w s.t. M (z',w) halts and accepts in
time at most p(|z|).

Notice that Fsor (Up) allows parties to sign messages on behalf of any instance
x of any language L which can be decided in non-deterministic p(|z|) time.
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Thus, if we have Setup, Sign, and Verify algorithms which realize Fsox (Up) , we
can use the same algorithms to generate signatures of knowledge for all such
instances and languages. In particular, this means we do not need a separate
setup algorithm (in implementation, a separate CRS or set of shared parameters)
for each language. Readers familiar with UC composability may notice that any
protocol which realizes Fsox (U,) for all polynomials p will also realize the
multisession extension of Fsox. For more information, see full version.

2.2 A Definition in Terms of Games

We now give a second, games style definition for signatures of knowledge. We
will show that this definition is equivalent to (necessary and sufficient for) the
UC definition given in the previous section. Informally, a signature of knowledge
is SimExt-secure if it is correct, simulatable and extractable.

The correctness property is similar to that of a traditional signature scheme.
It requires that any signature issued by the algorithm Sign should be accepted
by Verify.

The simulatability property requires that there exist a simulator which,
given some trapdoor information on the parameters, can create valid signatures
without knowing any witnesses. This captures the idea that signatures should
reveal nothing about the witness used to create them. Since the trapdoor must
come from somewhere, the simulator is divided into Simsetup that generates
the public parameters (possibly from some different but indistinguishable dis-
tribution) together with the trapdoor, and Simsign which then signs using these
public parameters. We require that no adversary can tell that he is interacting
with Simsetup and Simsign rather than Setup and Sign.

The extraction property requires that there exist an extractor, which given a
signature of knowledge for an € L, and appropriate trapdoor information, can
produce a valid witness showing x € L. This captures the idea that it should be
impossible to create a valid signature of knowledge without knowing a witness.
In defining the extraction property, we require that any adversary that interacts
with the simulator Simsetup and Simsign (rather than the Setup and Sign) not be
able to produce a signature from which the extractor cannot extract a witness.
The reason that in the definition, the adversary interacts with Simsetup instead
of Setup is because the extractor needs a trapdoor to be able to extract. Note
that it also interacts with Simsign instead of Sign. The adversary could run Sign
itself, so access to Simsign gives it a little bit of extra power.

Definition 2 (SimExt-security). Let L be the language defined by a polynomial-
time Turing machine My, as explained above, such that all witnesses for x € L
are of known polynomial length p(|x|). Then (Setup,Sign, Verify) constitute a
SimEzxt-secure signature of knowledge of a witness for L, for message space
{Mesy} if the following properties hold:

Correctness. There exists a negligible function v such that for all x € L, valid
witnesses w for x(i.e. witnesses w such that My (x,w) = 1), and m € Mesy,
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Pr[p « Setup(1¥); o « Sign(p, M1, z,w,m)
Verify(p, My, x,m,o0) = Accept] = 1 — v(k)

Simulatability. There exists a polynomial time simulator consisting of algo-
rithms Simsetup and Simsign such that for all probabilistic polynomial-time
adversaries A there exists a negligible functions v such that for all polyno-
mials f, for all k, for all auziliary input s € {0, 1}/ )

Pr[(p, T) « Simsetup(1¥); b « AS™P7) (5, p) : b= 1]
— Pr[p « Setup(1%); b « ASE"P:) (5. p) : b= 1]
where the oracle Sim receives the values (My,, x, w, m) as inputs, checks that
the witness w given to it was correct and returns o < Simsign(p, 7, M, x,m).
T 18 the additional trapdoor value that the simulator needs in order to simu-
late the signatures without knowing a witness.

=v(k)

Extraction. In addition to (Simsetup, Simsign), there ezists an extractor algo-
rithm Extract such that for all probabilistic polynomial time adversaries A
there exists a negligible function v such that for all polynomials f, for all k,
for all auziliary input s € {0,1}F(*)

Pr [(p,7) < Simsetup(1¥); (Mp,z,m, o) « ASMPT00) (5, p);
w «— Extract(p, 7, M, x,m,0) :
M (x,w)V (Mg, z,m,w) € QV —Verify(p, M, x,m,o)] =1 —v(k)
where Q) denotes the query tape which lists all previous queries (Mp,x,m,w)
A has sent to the oracle Sim.

Note that the above definition captures, for example, the following intuition:
suppose that Alice is the only one in the world who knows the witness w for
x € L, and it is infeasible to compute w. Then Alice can use x as her signing
public key, and her signature o on a message m can be formed using a signature
of knowledge w. We want to make sure that the resulting signature should be
existentially unforgeable against chosen message attacks [17]. Suppose it is not.
Then there is a forger who can output (m, o), such that o is accepted by the
verification algorithm without a query m to Alice. Very informally, consider the
following four games:

Adversary vs. Alice: The parameters are generated by Setup. Alice chooses
a random z,w pair and publishes x. The adversary sends Alice messages to be
signed and Alice responds to each using x,w and Sign. Adversary outputs a
purported forgery. Let py be the probability that the forgery is successful.

Adversary vs. Simulator: The simulator generates parameters using Simsetup.
The simulator chooses a random z, w pair and publishes x. The adversary sends
the simulator messages to be signed, and he responds using x,w and Sim. The
adversary outputs a purported forgery. Let p; be the probability that the forgery
is successful.

Adversary vs. Extractor: The extractor generates parameters using Simsetup.
He then chooses a random x,w pair and publishes x. The adversary sends the
simulator messages to be signed, and he responds using x,w and Sim. The ad-
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versary outputs a purported forgery. The extractor runs Extract to obtain a
potential witness w. Let po be the probability that w is a valid witness.

Adversary vs. Reduction: The reduction is given and instance x, which it
publishes. It then generates parameters using Simsetup.The adversary sends
messages to be signed, and the reduction responds using x and Simsign. The
adversary outputs a purported forgery. The reduction runs Extract to obtain w.
Let p3 be the probability that w is a valid witness.

By the simulatability property, the difference between py and p; must be
negligible. By the extraction property, the difference between p; and ps must be
negligible. Since Sim ignores w and runs Simsign, p2 and p3 must be identical.
Thus, generating forgeries is at least as hard as deriving a witness w for a random
instance x. If the algorithm used to sample (x,w) samples hard instances with
their witnesses, then we know that the probability of forgery is negligible. For a
formal proof see full version.

2.3 Equivalence of the Definitions

As was mentioned above, signatures of knowledge cannot exist without some
trusted setup procedure which generates shared parameters. In the UC model,
shared parameters are captured by the F gR ¢ functionality [8]. This functionality
generates values from a given distribution D (the desired distribution of shared
parameters), and makes them available for all parties in the protocol. Thus,
protocols requiring shared parameters can be defined in the Fors-hybrid model,
where real protocols are given access to the ideal shared parameter functionality.

Formally, the F gR ¢ functionality receives queries of the form (CRS,sid) from
a party P. If a value v for this sid has not been stored, it chooses a random
value v from distribution D and stores it. It returns (CRS, sid,v) to P and also
sends (CRS,sid,v) to the adversary.

Let X' = (Setup, Sign, Verify) be a signature of knowledge scheme. Let k be the
security parameter. We define a F5p,-hybrid signature of knowledge protocol
7x, where D is the distribution of Setup(1%).

When a party P running 7y receives an input (Setup,sid) from the environ-
ment, it checks that sid = (M, sid") for some sid’. If not it ignores the request.
It then queries the Forgs functionality, receives (CRS,v), and stores v. It returns
(Algorithms,sid, Sign(v, My, -, -, -), Verify(v, My, -, -)) to the environment.

When P receives a request (Sign, sid, m,z,w) from the environment, it re-
trieves the stored v. It checks that My (z,w) = 1. If not, it ignores the request,
otherwise it returns (Signature, sid, m,x,Sign(v, Mp,x,w,m)). When P re-
ceives a request (Verify, sid, m,z,o) from the environment, it again retrieves
the stored v, and then returns (Verified, sid, m,x, o, Verify(v, M, z,m,0)).

Theorem 1. For any polynomial p, wx UC-realizes Fsox (Up) in the Flpg-
hybrid model if and only if X is SimEzt-secure.

Proof. (Sketch: See the full version for the full proof.) Suppose that X' is SimExt-
secure. Then let us show that 75, UC-realizes Fgox (Up). Consider the ideal ad-
versary (simulator) S that works as follows: Upon receiving (Setup,sid) from
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Fsox, S will parse sid = (My, sid’). Tt obtains (p,7) « Simsetup(1*) and sets
Sign = Sign(p, -, -, +,-) (so Sign will have four inputs: the language M — note
that since we are realizing Fsox (Up), any instance will start with M,,— the in-
stance x € L, the witness w, and the message m), Verify = Verify(p,-,-, ),
Simsign = Simsign(p, 7,-,-,,-), and Extract = Extract(p,,-,-,-,-). Finally, it
sends (Algorithms,sid, Sign, Verify, Simsign, Extract) back to Fsox. When the
adversary A queries the F5, 4 functionality, S outputs p.

Let Z be any environment and A be an adversary. We wish to show that
Z cannot distinguish interactions with A and 7y from interactions with S and
Fsok - Let us do that in two steps. First, we show that the event E that Fsox
halts with an error message has negligible probability. Next, we will show that,
conditioned on E not happening, Z’s view in its interaction with S and Fsox
is indistinguishable from its view in interactions with A and 7.

There are two types of errors that lead to event E: Fsox halts with
Completeness error or Unforgeability error. The only way to induce a completeness
error is to cause Verify to reject a signature issued by Simsign, which contradicts
either the simulatability or the correctness requirement. The only way to induce
an unforgeability error is to cause Verify to accept a signature which was not
issued by Simsign and from which no witness can be extracted. This contradicts
the extractability requirement.

We have shown that the probability of event F is negligible. Conditioned on
E, 7Z’s view when interacting with Fsox and S is indistinguishable from its view
when interacting with a real adversary A and the real protocol 7y, because if it
were distinguishable, then this would contradict the simulatability requirement.

The converse is fairly straightforward and appears in the full version. O

3 Construction

Here we present X', a construction of a SimExt-secure signature of knowledge.
By Theorem 1, this also implies a protocol 7y that UC-realizes the Fsox func-
tionality presented in Section 2.1.

Our construction has two main building blocks: CPA secure dense cryptosys-
tems [15,14] and simulation-sound non-interactive zero knowledge proofs [21,13].
Let (G,Enc,Dec) be a dense cryptosystem, and let (NIZKProve, NIZKSimsetup,
NIZKSim, NIZKVerify) be a simulation-sound non-interactive zero-knowledge
proof system.

Setup. Let p be a common random string. Parse p as follows: p = PK op, where

PK is a k-bit public key of our cryptosystem.
Signature Generation. In order to sign a message m € Mesy using knowl-

edge of witness w for z € L, let ¢ = Enc(PK,(m,w), R), where R is the
randomness needed for the encryption process; let m < NIZKProve(p,
(m, Mp,x,c, PK),(I(w,R) : ¢ = Enc(PK,(m,w), R) N Mp(z,w)), (w, R)).
Output o = (¢, ).

Verification. In order to verify a signature of knowledge of witness w for x € L,
o = (¢, ), run NIZKVerify(p, 7, (m, My, z,c, PK), (3(w, R) :
¢ = Enc(PK, (m,w), R) N M (x,w))).
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Intuitively, the semantic security of the cryptosystem together with the zero
knowledge property of the proof system ensure that the signature reveals no
information about the witness. The simulation soundness property of the proof
system means that the adversary cannot prove false statements. Thus any signa-
ture that verifies must include a ciphertext which is an encryption of the given
message and of a valid witness. Clearly, if he is interacting only with a simulator
who does not know any witnesses, this implies that the adversary should know
the witness. Further, by simulatability, the adversary cannot gain any advantage
by communicating with valid signers. The key is that the witness and message
are encrypted together, and there is a single proof that the encryption is correct.
Thus it is not possible to simply replace the message with a different one.

Theorem 2. The construction above is a SimFEzt-secure signature of knowledge.

Proof. (Sketch: See full version for full proof) First we argue simulatability.
In the Simsetup phase, our simulator will choose a key pair (PK,SK) of the
dense cryptosystem, and will obtain the string p together with trapdoor 7" by
running NIZKSimsetup. In the Simsign phase, the simulator will always let ¢ be
the encryption of 0/*!2  and will create (fake) proof 7 by invoking NIZKSim.
We show that the resulting simulation is successful using a two-tier hybrid
argument. First, by the unbounded zero-knowledge property of the underlying
NIZK proof system, signatures obtained by replacing calls to NIZKProve by calls
to NIZKSim will be distributed indistinguishably from real signatures. Second,
by semantic security of the dense cryptosystem used, using ¢ < Enc(PK, (m,w))
versus ¢ « Enc(PK, (0I™*2)) results in indistinguishable distributions.
Second, let us argue extraction. Recall that, as part of the trapdoor 7, Simsetup
above retains SK, the secret key for the cryptosystem. The extractor simply
decrypts the ¢ part of the signature o to obtain the witness w. By the simulation-
soundness property of the underlying NIZK proof system, no adversary can
produce a signature acceptable to the Verify algorithm without providing ¢ that
decrypts to a correct witness w. 1 O

4 Fsok for Generalized Languages, and Applications

Recall from the introduction that a signature of knowledge may be used in order
to construct a group signature scheme. Let PK ¢ be the public signing key of the
group manager, and suppose that the group manager can sign under this public
key (using the corresponding secret key SK ). Let PK g be a public encryption
key such that the anonymity revocation manager knows the corresponding se-
cret key SK . A user must pick a secret key = and a public key p = f(x) where

! Note that a CPA secure cryptosystem is sufficient: We only need the security of
the encryption scheme to guarantee that the encryptions of 0/™!*!2 generated by
the simulator are indistinguishable from encryptions of valid witness/message pairs.
This is only necessary in the proof of simulatability, in a scenario where pairs are
encrypted but never decrypted.
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f is some one-way function. She then obtains a group membership certificate
g = opk.(p), the group manager’s signature on her public key. In order to sign
on behalf of the group, the user encrypts her public key and obtains a ciphertext
¢ = Enc(PKg,p; R), where R is the randomness used for encryption. Finally,
her group signature on message m is a signature of knowledge of (z,p, g, R)
such that ¢ = Enc(PKg,p,R), p = f(x), and g is a valid signature on p under
PK.

Now let us consider more closely the language L used in the signature of
knowledge. In the example above, ¢ € L and (z,p, g, R) is the witness. This
language is determined by the parameters of the system, (f, PK, PKg). This
is not a general language, but instead it depends on the system parameters,
which in turn depend on three other building blocks, a one-way function, an
encryption scheme and a signature scheme. We want to show that even in this
context, the use of a signature of knowledge has well-understood consequences
for the security of the rest of the system.

To that end, we consider signatures of knowledge for languages that are de-
fined by secure functionalities realizing particular tasks. In this example, this
corresponds to the one-way function, encryption and signing functionalities. En-
cryption is used to incorporate the encrypted identity, ¢, of the signer into her
group signature. A signing functionality is used to issue group membership cer-
tificates, g, to individual group members. Finally, we have a one-way function f
that takes a user’s secret x and maps it to her public p.

We could choose a specific realization of each of these primitives, combine
these realizations, and use the resulting TM to define our language L for a
signature of knowledge as described in Section 2. However, we would like to be
able to define an abstract signature of knowledge functionality whose language
is defined by ideal functionalities and not dependent on any specific realizations.

In this section, we wish to create a framework where, given ideal functional-
ities Fr, FEne and Fx for these three primitives, we can define a signature of
knowledge functionality Fsox for the language L, where L is defined in terms
of the outputs of functionalities F¢, Fgne, and Fx. Such Fsox can be used to
realize group signatures as above, as well as other cryptographic protocols.

First, in Section 4.1, we will characterize functionalities that define such gen-
eralized languages L. These are functionalities which, when they receive an input
(x,w), verify that this is indeed an accepting input, i.e. that w constitutes a wit-
ness for x € L. In Section 4.2, we will define Fsox (Fo), a signature of knowledge
of an accepting input to one ideal functionality, Fy. Then, we prove Theorem 3:
given a SimExt-secure scheme, Fsox (Fp) is UC-realizable in the CRS model if
and only if Fy is UC-realizable. In the full version we explain several general-
izations of this ideal functionality which allow us to apply Theorem 3 to group
signatures, delegatable credentials, and other similar scenarios.

As far as we know, prior literature on the UC framework did not address
the issues of defining an ideal functionality as an extension of another ideal
functionality or of a set of other functionalities. (In contrast, it addressed the
case when a real protocol used an ideal functionality as a sub-routine.)
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4.1 Explicit Verification Functionalities

Only certain functionalities make sense as a language for a signature of knowl-
edge. In particular, they need to allow us to determine whether a given element
is in the language given a potential witness: we call this “verification.” We also
assume that everyone knows how language membership is determined. Thus,
we also require that the functionality be willing to output code which realizes
its verification procedure. In this section, we formally define the functionalities
which can be used to define the language for a signature of knowledge.
Consider Canetti’s signature functionality Fs;g. Once the key generation al-
gorithm has been run, this functionality defines a language: namely, the language
of messages that have been signed. A witness for membership in such a language
is the signature o. In a Verify_ query this functionality will receive (m, o) and
will accept if m has been signed and Verify(m, o) = Accept, where Verify is the
verification algorithm supplied to Fs;g by the ideal adversary S. Moreover, if
it so happens that Verify(m, o) accepts while m has not been signed, or if it is
the case that Verify(m, o) rejects a signature generated by Fsia, Fsig will halt
with an error. Fgr¢ is an example of a verification functionality, defined below:

Definition 3 ((Explicit) Verification functionality). A functionality F is
a verification functionality if (1) there exists some start(F) query such that F
ignores all queries until it receives a start query; (2) during the start query F
obtains from the ideal adversary S a deterministic polynomial-time verification
algorithm Verify; (3) in response to (Verify,sid, input, witness) queries, F either
responds with the output of Verify(input, witness) or halts with an error. F is
an explicit verification functionality if, once a start(F)(sid) query has taken
place, it responds to a query (VerificationAlgorithm,sid) from any party P
by returning the algorithm Verify.

Note that start(F) is a specific command that depends on the functionality F.
For example, if F is a signature functionality, start(F) =Keygen. If F is another
signature of knowledge functionality, start(F) =Setup.

An explicit verification functionality not only defines a language L, but also
makes available a Turing machine M, deciding whether w is a witness for x € L.

4.2 Signatures of Knowledge of an Accepting Input to Fy

Let Fp be any explicit verification functionality. (Our running example is Canetti’s
signature functionality, or our own Fsox functionality, augmented so that it re-
sponds to VerificationAlgorithm queries with the Verify algorithm obtained
from the ideal adversary.) We want to build a signature of knowledge functional-
ity Fsox (Fo) that incorporates Fy. It creates an instance of Fy and responds
to all the queries directed to that instance. So, if Fy is a signature functionality,
then Fsok (Fo) will allow some party P to run key generation and signing, and
will also allow anyone to verify signatures. In addition, any party in possession of
(x,w) such that Fy’s verification interface will accept (z,w), can sign on behalf
of the statement “There exists a value w such that Fy(sido) accepts (z,w).” For
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example, if Fy is a signing functionality, m is a message, and oy is a signature
on m created by P with session id sidg, then through Fsox (Fy), any party
knowing (m, 0g) can issue a signature o1, which is a signature of knowledge of a
signature oy on m, where oy was created by signer P. Moreover, any party can
verify the validity of o;.

To define Fsox (Fo), we start with our definition of Fsox (L) and modify it
in a few places. In the protocol description below, these places are underlined.

The main difference in the setup, signature generation, and signature verifica-
tion interfaces is that the TM M, that decides whether w is a valid witness for
x € L, is no longer passed to the functionality Fsok . Instead, language member-
ship is determined by queries to the verification procedure of Fy, as well as by an
algorithm My that F( returns when asked to provide its verification algorithm.
(Sign, Verify, Simsign, Extract) returned by the adversary now take M}, as input.
My, is supposed to be an algorithm that UC-realizes the verification procedure of
Fo. Note, however, that just because M, (z, w) accepts, does not mean that Fy’s
verification procedure necessarily accepts. Instead Fsox expects that My (z, w)
accepts iff Fy accepts, and should Fgox be given (x,w) where this is not the
case, Fsox will output an error message (Error with Fy) and halt.

The setup procedure of Fsox (Fo) differs from that of Fsox (L) in two places.
First, it used to check that the session id contains the description M7, of the lan-
guage L; instead now it checks that it contains a description of the functionality
Fo and a session id sidy with which Fq should be invoked. Second, it must now
invoke F to determine the language L and the Turing machine My, (see below).

The signing and verification procedures of Fsox (Fp) differs from that of
Fsok (L) only in that, instead of just checking that M (x,w) = 1, they check
that Fy accepts (x,w) and that My, faithfully reflects what Fy does.

Let us explain how the language L is determined. During the first setup query,
Fsox must somehow determine the set of accepted (z,w), i.e., get the language
L. To that end, it creates an instance of Fy, and runs the start query for Fg.
It also queries Fy to obtain its verification algorithm M. We describe how this
is done separately by giving a procedure we call GetLanguage(Fo, sidg), as a
subroutine of the setup phase of Fsox.

Note that this instance of Fy is created inside of Fsox, and outside parties
cannot access it directly. Instead, if they want to use Fyp and send a query to
it of the form (query, sidy, data), they should instead query Fsox with a query
of the form (Fy-query, sid, data), where sid = (sidg, sid1) is the session id of
Fsok- We specify this more rigorously in the actual description of Fsox (Fo).
Note that Fsox will ignore any queries until the first setup query — this is done
so that one cannot query F( before it is actually created.

Also note that Fy may require input from the adversary. Whenever this is the
case, the messages that Fy wants to send to the adversary are forwarded to the
adversary, and the adversary’s responses are forwarded back to Fy.

Finally, we want Fsox (Fo) itself to be a explicit verification functionality (as
explained in Section 4.1), and so it must be able to respond to queries asking it
to provide its verification algorithm.
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Theorem 3. Let Fy be an explicit verification functionality. Assuming SimFExt-
secure signatures of knowledge, Fsox (Fo) is nontrivially UC-realizable in the
FEr o hybrid model iff Fo is nontrivially UC-realizable in the FEpq hybrid model,
where we consider a realization to be montrivial if it never halts with an error
message. For the proof see the full version.

Fsok (Fo): signature of knowledge of an accepting input to Fo

For any sid, ignore any message received prior to (Setup, sid).

Setup Upon receiving a value (Setup,sid) from any party P, verify that
sid = (Fo, sido, sid1) for some sido,sidi. If not, then ignore the re-
quest. Else, if this is the first time that (Setup,sid) was received,
let M1 = GetlLanguage(Fo, sido), store M, and hand (Setup,sid) to the adver-
sary; upon receiving (Algorithms, sid, Verify, Sign, Simsign, Extract) from the ad-
versary, where Sign, Simsign, Extract are descriptions of PPT ITMs, and Verify is a
description of a deterministic polytime I'TM, store these algorithms. Output the
(Algorithms, sid, Sign(Mp,-,-,),Verify(Mpg,-,-,-)) to P.

Signature Generation Upon receiving a value (Sign,sid, m,z,w) from P, check
that Fo accepts (Verify,sido, z,w) when invoked by P. If not, ignore the request.
Else, if M (x,w) = 0, output an error message (Error with Fo) to P and halt.
Else, compute o « Simsign(Mr,m,x), and verify that Verify(Mp,m,z,0) = 1. If
so, then output (Signature,sid, m,x, o) to P and record the entry (m,x, o). Else,
output an error message (Completeness error) to P and halt.

Signature Verification Upon receiving a value (Verify,sid, m,xz,0)
from some vparty V, do: If (m,wz,0’) is stored for some
o, then output (Verified,sid, m,x, o, Verify(m, z, o)) to V.
Else let w — Extract(Mr,m,z,0). If Mp(xz,w) = 1:

if Fo does not accept (Verify,sido,z,w), output and error message (Error with Fo)
to P and halt; else output (Verified,sid,m,x,o, Verify(Mr,m,x,0)) to V. Else
if Verify(Mr, m,z,0) = 0, output (Verified,sid, m,x,0,0) to V. Else output an
error message (Unforgeability error) to V' and halt.

Additional routines:

GetLanguage(Fo, sidg) Create an instance of Fo with session id sido. Send to Fo
the message (start(Fo), sidg) on behalf of P, the calling party. Send to Fo the
message (VerificationAlgorithm,sido). In response, receive from Fy the message
(VerificationAlgorithm,sido, M ). Output M.

Queries to Fy Upon receiving a message (Fo-query, sido, sid1, data) from a party P,
send (query, sido, data) to Fo on behalf of P. Upon receiving (response, sido, data)
from Fo, forward (Fo-response, sid, data) to P.

Fo’s interactions with the adversary When Fo wants to send
(command, sido, data) to the adversary, give to the adversary the message
(Fo-command, sid, sido, data). When receive a message (Fo-header, sid, sido, data)
from the adversary, give (header, sido, data) to Fo on behalf of the adversary.

Providing the verification algorithm Upon receiving a mes-
sage (VerificationAlgorithm,sid) from any party P, output
(VerificationAlgorithm,sid, Verify(Myg,-, -, ) to P.
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Abstract. In 2000, Dwork and Naor proved a very surprising result:
that there exist “Zaps”, two-round witness-indistinguishable proofs in
the plain model without a common reference string, where the Verifier
asks a single question and the Prover sends back a single answer. This left
open the following tantalizing question: does there exist a non-interactive
witness indistinguishable proof, where the Prover sends a single mes-
sage to the Verifier for some non-trivial NP-language? In 2003, Barak,
Ong and Vadhan answered this question affirmatively by derandomizing
Dwork and Naor’s construction under a complexity theoretic assumption,
namely that Hitting Set Generators against co-nondeterministic circuits
exist.

In this paper, we construct non-interactive Zaps for all NP-languages.
We accomplish this by introducing new techniques for building Non-
Interactive Zero Knowledge (NIZK) Proof and Argument systems, which
we believe to be of independent interest, and then modifying these to
yield our main result. Our construction is based on the Decisional Lin-
ear Assumption, which can be seen as a bilinear group variant of the
Decisional Diffie-Hellman Assumption.

Furthermore, our single message witness-indistinguishable proof for
Circuit Satisfiability is of size O(k|C|) bits, where k is a security para-
meter, and |C| is the size of the circuit. This is much more efficient than
previous constructions of 1- or 2-move Zaps.

Keywords: Non-interactive zero-knowledge, witness indistinguishabil-
ity, bilinear groups, Decisional Linear Assumption.

1 Introduction

In 2000, Dwork and Naor [DNOO] proved a very surprising result: that there ex-
ist “Zaps”, two-round Witness-Indistinguishable (WI) proofs in the plain model
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without a common reference string, where the Verifier asks a single question
and the Prover sends back a single answer. This left open the following tantaliz-
ing question: does there exist a non-interactive witness indistinguishable proof,
where the Prover sends a single message to the Verifier for some non-trivial NP-
language? Such zaps were shown to have a number of fascinating and important
applications, beyond the numerous applications of WI proofs already present in
the literature.

In this paper, we introduce new techniques for constructing Non-Interactive
Zero Knowledge (NIZK) Proofs and Arguments, based on the hardness of compu-
tational problems that arise in bilinear groups. Based on these new techniques,
we are able to construct non-interactive Witness-Indistinguishable proofs for
any NP relation, without any setup assumptions, based on a number-theoretic
computational assumption. Furthermore, our construction is significantly more
efficient than previous constructions of zaps, as we discuss below. We believe our
new techniques for NIZK will have a number of other applications, as well. In
the remainder of this introduction, we describe our setting and our results, and
present our results in the context of previous work.

OUR SETTING. Throughout the paper we will make use of groups of prime order
equipped with non-trivial bilinear maps. In other words, we let G, G be abelian
groups of order p, and let e : G x G — Gp be a non-degenerate bilinear map such
that e(u®,v®) = e(u,v)®. Such groups have been widely used in cryptography
in recent years.

Our underlying security assumption is the Decisional Linear Assumption:
Given groups elements (g, f = g%, h = g¥, f", h*, g%) for z,y « Ly, and 1, s «— Zp,
it is hard to distinguish between the case where d = r + s or d is random.
The assumption was introduced by Boneh, Boyen and Shacham in [BBSO04].
The assumption gives rise to an ElGamal-like cryptosystem with public key
pk = (p,G,Gr,e, g, f,h), where f = g*, h = g¥ and the secret key is sk = (z,y).
Encryption of m € G is done by picking r,s « Z, at random and letting the
ciphertext be (f",h*, g""5m). An encryption of 1 is called a linear tuple (with
respect to f, h, g).

OUR TECHNIQUES AND RESULTS. The conceptual starting point for our work is
our recent work [GOS06], which constructed NIZK proofs and arguments for any
NP relation, based on a different computational assumption for bilinear groups
of composite order, called the Subgroup Decision Assumption. In that paper, we
gave a construction for NIZK proof systems, such that if the Common Reference
String (CRS) was of one form, it would be perfectly sound and computational
ZK; whereas if the CRS was of a different form, then the same construction
would yield a system that is computationally sound but perfectly ZK.

Our key idea for achieving non-interactive WI proofs without a CRS is as
follows: If we could somehow force the prover to produce a perfect soundness
CRS on its own, we would be done — but this is not possible. Instead, can we
somehow force a prover to produce two CRS’s, such that at least one is of the
perfect soundness type?
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Unfortunately, in the original GOS proof system, the CRS’s that force per-
fectly sound proofs are negligibly rare, and are computationally indistinguishable
from CRS’s that give only computational soundness (and indeed these CRS’s
have trapdoors allowing proofs of false theorems).

The main technical contribution of our paper is to construct a new NIZK sys-
tem based on the Decisional Linear Assumption where perfect soundness CRS’s
are common, whereas computational soundness CRS’s are negligibly rare. Fur-
thermore, in our new system, we show that a simple operation — multiplication
of one element in the CRS by a generator — can always transform a compu-
tational soundness CRS into a perfect soundness CRS. (Roughly speaking, we
accomplish the following: if the CRS is a linear tuple, then we obtain a computa-
tionally sound proof system; whereas if the CRS is any non-linear tuple, then we
obtain a perfectly sound proof system.) This allows us to achieve non-interactive
WI proofs as follows: The prover can generate a CRS on its own, but it must
provide proofs under both the chosen CRS and the transformation of that CRS.
This forces perfect soundness. We show that the WI property still holds because
of a hybrid argument.

We note that our constructions yield NIZK proofs and non-interactive WI
proofs for Circuit Satisfiability where the proof size is O(k|C|) bits, where k is
the security parameter, and C' is the size of the circuit. For NIZK proofs this
matches the previous best bound by [GOS06|, which relies on the Subgroup
Decision assumption. Our NIZK proofs' have the advantage of being realizable
in the Common Random String model, whereas the constructions of [GOS06|
required the Common Reference String Model. For WI proofs, as far as we know,
our proof size is a significant improvement over all previous constructions of zaps
for NP relations.

We believe our techniques and ideas for constructing NIZK proofs using the
Decisional Linear Assumption will have other applications, as well. In a compan-
ion paper, Groth [Gro06] constructs a wide variety of novel and efficient NIZK
proofs under the Decisional Linear Assumption, and uses these to obtain group
signatures and other important applications.

PrREVIOUS WORK AND CONTEXT FOR OUR WORK. NIZK proofs were intro-
duced by Blum, Feldman, and Micali [BFM88], following the introduction of in-
teractive Zero-Knowledge proofs by Goldwasser, Micali, and Rackoff [GMR89].
Witness-Indistinguishable protocols were introduced by Feige and Shamir [FS90].

Dwork and Naor [DNO00] constructed 2-round WI proofs, called zaps?, for any
NP relation (assuming trapdoor permutations exist), and showed a wide variety
of applications for zaps. Furthermore, [DN00] showed that their constructions
allowed for the first message (from Verifier to Prover) to be reused — so that
between a particular pair of prover and verifier, only one message from verifier
to prover is required even if many statements are to be proven. Barak, Ong, and

! These are computational zero knowledge, perfectly sound proofs.
2 In the spirit of the name, we interpret zaps to mean WI proofs that require 2 rounds
or less.
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Vadhan [BOVO03] constructed the first non-interactive zaps for any NP relation
by applying derandomization techniques to the construction of Dwork and Naor,
based on trapdoor permutations and the assumption that (very good) Hitting
Set Generators (HSG) against co-nondeterministic circuits exist. It is known that
such HSG’s can be built if there is a function in E that requires exponential-size
nondeterministic circuits — i.e. the assumption states that some uniform expo-
nential deterministic computations can (only) be sped up by at most a constant
power (Time 2™ becomes 2°™), when given the added power of nondeterminism
and advice specific to the length of the input.

We mainly wish to emphasize that our construction is completely different and
uses completely different, number-theoretic computational assumptions. Fur-
thermore, our construction is much more efficient than both the constructions
of Dwork-Naor and Barak-Ong-Vadhan (even when these constructions are in-
stantiated with very efficient NIZK proofs such as [GOS06]).

A further point of comparison would be to look more closely at the assump-
tions used, for instance in the context of Naor’s classification of assumptions
based on falsifiability [Nao03]. While our assumption, the Decisional Linear As-
sumption, is an “efficiently falsifiable” assumption according to Naor’s classi-
fication, it appears that the assumption about the existence of HSG’s against
co-nondeterministic circuits, or the assumption about functions in E with large
nondeterministic circuits, are “none of the above” assumptions according to
Naor’s classification, since we wouldn’t have time to actually “run” a sug-
gested nondeterministic (or co-nondeterministic) circuit that claims to break the
assumption.3

2 Definitions: Non-interactive Proofs

Let R be an efficiently computable binary relation. For pairs (z,w) € R we call x
the statement and w the witness. Let L be the language consisting of statements
in R.

A non-interactive proof system for a relation R consists of a CRS genera-
tion algorithm K, a prover P and a verifier V. The CRS generation algorithm
produces a common reference string o. The prover takes as input (o, x,w) and

3 We note that there is some uncertainty as to how to interpret Naor’s classification
with respect to these derandomization-style assumptions. We take a view that we
think is consistent with the spirit of Naor’s classification by asking the question — if
the assumption is false, then is there necessarily a reasonably efficient (PPT) algo-
rithmic demonstration of the falsehood of this assumption? To us, it appears that
the answer is “Yes” for our assumption, but appears to be “No” for the [BOVO03]
assumptions; this is simply because for the latter assumptions, it is important that
the breaking algorithm could be non-deterministic — and if it is, then how can we efhi-
ciently verify that it indeed does break the assumption? It would be very interesting
if in fact there were a positive answer to this. Of course the question of falsifiability
is less important than the question of whether an assumption is actually true; alas,
we find ourselves unequipped to address this issue.
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produces a proof w. The verifier takes as input (o,z,7) and outputs 1 if the
proof is acceptable and 0 if rejecting the proof. We call (K, P, V') a proof system
for R if it has the completeness and soundness properties described below.

PERFECT COMPLETENESS. For all adversaries A we have

Pr [a — K(1%); (z,w) — A(0);7 « P(o,z,w) : V(o,z,m)=1 if (z,w) € R]zl.

PERFECT SOUNDNESS. For all adversaries A we have

Pr [a — K(%); (z,7) — A(o) : V(o,2,m) =0 if x ¢ L} = 1.

COMPUTATIONAL ZERO-KNOWLEDGE [FLS99]. We call (K, P, V') an NIZK proof
for R if there exists a simulator S = (S7, S2) with the following zero-knowledge
property. For all non-uniform polynomial time adversaries A we have

Pr|o — K(1%): AP )(g) = 1} ~ Pr |:(O', ) — S (1%) : A5 (0) = 1,

where S(o, 7,2, w) = So(0, 7, x) for (z,w) € R and both oracles output failure
if (z,w) ¢ R.

2.1 Witness Indistinguishablity

A prerequisite for NIZK proofs is the common reference string. However, many
times a witness indistinguishable proof is sufficient. Witness indistinguishability
means that an adversary cannot tell which of two possible witnesses wi, ws that
has been used in constructing the proof. We will show how to construct a WI
proof system without any setup assumptions.

COMPUTATIONAL WITNESS INDISTINGUISHABILITY. We call (K, P,V) a non-
interactive zap for R or a non-interactive WI proof for R in the plain model
if for all non-uniform polynomial time interactive adversaries A we have

Pr [(z,wl,w2)<—.»4(1k);W<—P(1k,x,w1) A(m)=1 and (z,w1), (z,ws) € R}
~ Pr [(m,wl,wg)HA(lk);WHP(lk,x,wg) cA(m)=1 and (z,w1), (z,w2) € R]

A hybrid argument shows that this definition is equivalent to one where we
give the adversary access to multiple proofs using either witness w; or wsy. The
definition of perfect WI is similar, except there we require equality of the above
probabilities for all adversaries.

3 Bilinear Groups

BILINEAR GROUPS. We use two cyclic groups G, G of order p, where p is a
prime. We make use of a bilinear map e : G x G — Grp. lLe., for all u,v € G
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and a, b € Z we have e(u®,v°) = e(u,v)®. We require that e(g, g) is a generator
of Gr if g is a generator of G. We also require that group operations, group
membership and the bilinear map be efficiently computable.

Throughout the paper we let G be a randomized algorithm that takes a secu-
rity parameter as input and outputs (p, G, Gr, e, g) such that p is prime, G, Gp
are descriptions of groups of order p, e : G x G — Gr is a bilinear map as
described above and g is a random generator of G.

Boneh and Franklin [BF03] give an example of a bilinear group. Let p =
2 mod 3 be a prime, and choose a small £ so ¢ = ¢p — 1 is prime and p? fq + 1.
Then the elliptic curve y* = 2® + 1 over Z, has ¢p points. We can let G be the
order p subgroup of this curve and G = Foe- The bilinear map is the modified
Weil-pairing. To get a random generator g for this group, pick x at random
such that 23 4 1 is a square and let  be a randomly chosen squareroot. Then
g = (z,y)" is a random generator for G provided g # 1.

We say the bilinear group is verifiable, if there is a verification algorithm that
outputs 1 if and only if (p,G,Gr,e,g) is a bilinear group. The bilinear group
from [BF03] described above is verifiable, we just need to check that p = 2 mod 3
is a prime and g is a generator for G.

Definition 1 (Decisional Linear Assumption). We say the Decisional Lin-
ear Assumption holds for the bilinear group gemerator G if for all non-uniform
polynomial time adversaries A we have

Pr <p7G7G17eag) — g<1k),$7y — Z;;T, S — Zp :
A(p7G,GT76’g’gi€,gy,giv’l"7gys,gr+s) = 1}

<p7G7G17eag) — g<1k),$7y — Z;;T, S,d — Zp :

A(p7 G? GT? €9, g:t, gya g:cr7gys, gd) = 1} .

The Decisional Linear Assumption was first introduced by Boneh, Boyen and
Shacham [BBS04] and has since been used in several cryptographic constructions.
We call a tuple of the form (f", h*,¢g""*) a linear tuple with respect to (f,h,g).
When the basis (f, h, g) is obvious from context, we omit mention of it.

4 Homomorphic Encryption and Commitment from
Bilinear Maps

4.1 A Homomorphic Cryptosystem

We recall the homomorphic cryptosystem given by [BBS04]. It uses ideas similar
to ElGamal encryption, but since the Decisional Diffie-Hellman (DDH) problem
is easy in bilinear groups, we have to insert an extra element in the ciphertext.

Key generation
1. (p7 Ga Gh evg) — g(lk)
2. Let z,y « Zy; let f =g*, h=g¥
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3. Let pk = (p,G,Gr,e,g, f, h)
4. Let sk = (pk,x,y)
5. Return (pk, sk)

Encryption: To encrypt m € G, let r,s «— Z,, and return (u,v,w) =
E(mir,s) = (f7,h*,g"*m).

Decryption: To decrypt ciphertext (u,v,w) € G, return m = Dgy(u,v,w) =
uVEy= gy,

The cryptosystem (Kcpa, £, D) has several nice properties. The Decisional
Linear Assumption for G implies semantic security under chosen plaintext at-
tack. All triples (u,v,w) € G® are valid ciphertexts. Also, the cryptosystem is
homomorphic in the sense that

E(mqy;ry, s1)E(ma,re, s2) = E(mima;ry + ra, $1 + $2).

4.2 A Homomorphic Commitment Scheme

We will use the cryptosystem to create a homomorphic commitment scheme
with the property that depending on how we generate the public key we get
either a perfectly hiding trapdoor commitment scheme or a perfectly binding
commitment scheme.

Perfectly hiding key generation
1. (pk,sk) «— Kepa(1%)
2. Ty, 8y — Ly
3. (u,v,w) = E(1;7y,8,) = (fT, hsv, gruT5v)
4. Return ck = (pk,u, v, w)

Perfectly binding key generation
1. (pk,sk) «— Kepa(1%)
2. Ty, 8y — Ly
3. (u,v,w) = E(m;ry,8,) = (f, k%, g™ m), where m = g*! can be
arbitrarily chosen
4. Return ck = (pk,u, v, w)

Commitment: To commit to message m € Z, do
1. r,s — 7,
2. Return ¢ = (c1,¢2,¢3) = com(m;r, s) = (u™ f7,0™hS w™g"+)

Trapdoor opening: Given a commitment ¢ = com(m;r,s) under a perfectly
hiding commitment key we have ¢ = com(m’; r— (m' —m)r,, s— (m'—m)s,).
So we can create a perfectly hiding commitment and open it to any value
we wish if we have the trapdoor key (r,, sy).

The semantic security of the cryptosystem implies that no polynomial time ad-
versary can distinguish between perfectly hiding keys and perfectly binding keys.
This implies that the perfectly binding commitment scheme is computationally
hiding, and the perfectly hiding commitment scheme is computationally binding.
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5 NIZK Proofs for Circuit Satisfiability

In this section, we show how to construct NIZK proofs for Circuit Satisfiability
based on the Decisional Linear Assumption. To do this, we follow but somewhat
change the general outline of the [GOS06] construction. We review this now:

In the GOS construction, and in ours, the overall approach is to commit*
to the value of all the wires in the circuit (including the input wires) using an
additively homomorphic commitment scheme, and then prove that for every gate
in the circuit (W.L.O.G. a NAND gate), the 3 wires incident to the gate obey
its rule. In [GOS06], we then showed how to reduce this task to just proving
that a committed value is either 0 or 1. This is done by way of the homomorphic
properties of the commitment scheme, together with the following simple obser-
vation: for three values bg, by, bs € {0,1}, we have that by + by + 2b — 2 € {0, 1}
iff bo = —(by A by).

In [GOS06], then all that was needed was a NIZK proof that a committed
value is either 0 or 1. Here, we look a little closer at the GOS methodology, and
take a slightly different route. This consists of two main observations:

1. First, we take a look at our homomorphic commitment scheme (given in the
last section), and observe the following: Given a commitment ¢ = (cy, o, c3),
the committed value being either 0 or 1 is equivalent to the following state-
ment: that either ¢ is a commitment to 0, or that ¢ = (¢1/u,ca/v,c3/w)
is a commitment to 0. Further, we note that a commitment (c1,c2,c3) is a
commitment to 0 iff it forms a linear tuple. Thus, we can equivalently prove
that given two tuples, that either one or the other is a linear tuple, i.e., of
the form (f",h%, g""%).

2. Second, we take a closer look at the simulation strategy. The overall strat-
egy is as follows: The CRS consists of the parameters for the homomorphic
commitment scheme. As we have already observed, however, the Decisional
Linear Assumption implies that a CRS that leads to perfectly binding com-
mitments is indistinguishable from one that leads to perfectly hiding com-
mitments. If we want perfect soundness for our NIZK proof system, then
the “real-life” CRS should lead to perfectly binding commitments. The sim-
ulation can use a CRS of the perfectly hiding type, and the simulator can
remember the trapdoor information that allows it to produce equivocal com-
mitments that it can later open to any value.

A key observation we make here is that the homomorphic properties of
the commitment preserves equivocality: if one applies the homomorphic op-
erations to multiple equivocal commitments, then the resulting commitment
is still equivocal. So, we observe that the simulation can simply produce
such equivocal commitments for each wire value, and then when it comes to

* In [GOS06] we called this an encryption. The fact that it was an encryption and
not just a commitment is not important for the ZK property, and was used there to
achieve proofs of knowledge. We can also obtain NIZK proofs of knowledge, but that
is not our focus here.
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proving that one of two commitments (that were generated via homomor-
phic operations) is a commitment to zero, the simulation will actually have
the necessary information to prove this for both commitments. What this
means is that we need the proof that one of two commitments is a commit-
ment to zero (i.e. that one out of two tuples is a linear tuple) to merely be
witness-indistinguishable rather than fully NIZK.

Before giving the NIZK proof for Circuit Satisfiability more formally, we first
construct a (perfect) WI proof for one out of two tuples being a linear tuple.

5.1 Perfect WI Proof

Consider the following situation. We have two tuples (A1, Az, A3) and
(B1, B2, B3) with discrete logarithms (a1, as,as) and (b1, ba, b3) with respect to
(f,h,g), where f = ¢ and h = g¥. We want to prove that a; + az + a3 = 0
or by + by + b3 = 0. Note, this corresponds to (Al_l, A2_1, As) or (Bl_l, B;l, Bs)
being a linear tuple. We will do this by showing that

3 3
0= ZZaibj = (CLl “+ a2 + ag)(bl + by + bg)

i=1 j=1

We first give the intuition behind our scheme, and then the formal description
and proof of correctness. Using the bilinear map, we can compute

e(A1, By) = e(f, )t e(Aq, Bo)e(As, By) = e(f, h)arbztazby
e(As, Bo) = e(h, h)®2%  e(Ay, Bs)e(As, By) = e(f, g)ubatast:
€(A3, B3) = e(g7 g)aSbB €(A3, BQ)G(AQ, Bg) = e(h7g)a253+a3b2

The goal is to show that these six exponents sum to 0.
Consider the following matrix

e(A1, B1) e(f, ) e(A1, Bz) e(f7g)7te(A17B3)
M = e(h,f)’te(Az,Bﬁ (A27 ) e(h7g)te(A27B3) ’
6(97 f)te(A37Bl) 6(9, ) (A3aB2) 6(14.3,33)

with t <+ Z, chosen at random.

If both a1 + as + ag = 0 and by + by + b3 = 0, then this matrix is distributed
identically to its transpose. To see this, we observe that since ay (b1 + b + b3) =
b1(a1+az+as3) = 0, we have that a1by—asby = agby —aqbs. Similarly, we have that
a1b2 — (Igbl = (Igbg — a3b2. Therefore if we set t/ =t+ (albg — (Igbl) =t+ (a3b1 —
a1bs) = t+ (azbs — asb2), but interchange the roles of ay, as, asz and by, ba, bs, we
have the same matrix. This is what will give us witness indistinguishability. If
a1 + 23+ ag # 0 or by + by + bs # 0 we only have one witness and therefore we
automatically have witness indistinguishability.

So, W.L.O.G., assume that we know a1, as, ag. We can rearrange the matrix as

e(f,B") e(f,h'B3") e(f,g~"Bs")

e(h, f7'By*) e(h,B3*) e(h,g'B5?)
e(g, f*BY*) e(g,h™"B3*) e(g, B5*)
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In our proof system, we will reveal the 9 right-hand-side inputs to the bilinear
maps for each entry of the matrix.

Observe, that we have e(A;, B;) = M;;, so M;; has exponent a;b;. We also
have e(A;, Bj)e(A;, B;) = M;jMj;, which has exponent a;b; + a;b; for i # j.
The verifier can check these equations, meaning he knows the sum of all the
9 exponents of M is Z?Zl 22:1 a;bj. We therefore just need to show that the
exponents of each of the 3 column vectors of M is 0.

Observe in the matrix above that for j = 1,2,3 we have M;;Ms;M3; =
1. This means we do not need to reveal Ms;, the verifier can compute it as
Ms; = Ml_le{jl himself. This also corresponds to asserting the fact that the
column logarithms sum to 0: Taking discrete logarithms of these elements we
have my; + ma; + mg; = 0.

These are the ideas in the WI proof, let us now write down the protocol.

Statement: A bilinear group (p,G,Gr,e, g) and generators (f,h). The claim
is that at least one of two given tuples (c1, co, c3) and (dy,d2,ds) is a linear
tuple with respect to f, h,g.

Witness: The witness is of the form (r,s) so ¢ = (f",h%,¢""*) or d =
(f7 h®,g7"*).
Proof: Define a; = —r,a0 = —s,a3 = r + s. This means a; + as + ag = 0.

If the prover has a witness for ¢ then let B; = dl_l, By = dz_l, B3 = d3, else
let Bl = Cl_l,BQ = 62_1,83 = C3.
Choose t < Z,, and let

7T11:Bitl ngzhthl 7T13:g_thl
_ r—t pa _ a _ _tna
mo1 = f'BY? Tog = By? mo3 = g' B3®

Return the proof ™ = (71'11, 12,713,721, 722, 7T23).

Verification: Compute m3; = (m;m;) ' for j = 1,2,3. For sake of notation
consistent with the intuition above, let ¢; = cfl, Co = cgl, Cc3 =c3,d; = dfl,
dy =dy ! and d; = ds. Accept if and only if the bilinear group is correctly
formed, and

e(f,m1) = e(é1,di) e(f,mz)e(h,m1) = e(é1, <§2)6(52, 621)
e(h, m2) = e(Cz, d2) e(f,ms)e(g,m31) = e(c1,ds)e(Cs, di)
6(9,71’33) = 6(537 dg) €<h, 7T23)6(g,7'('32) = 6(52, 3)6(53, 2)

Theorem 1. The protocol described above is a non-interactive proof system for
one of (c1, ¢z, c3) or (dy,da,ds) being a linear tuple with respect to f,h,g. It has
perfect completeness, perfect soundness and perfect witness-indistinguishability.
The proof consists of 6 elements from G.

Proof

Perfect completeness: This follows by straightforward computation.
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Perfect soundness: Define 7., s.,t. and 74,84,tq so ¢ = (f"4, h% g'c) and
d = (fre,h*, g').
Fori=1,2 let
m;1 = logf(ml) Mo = lOgh(ﬂ'il) m;3 = logg(mg).
Let
m31 = —MmMi11 —M21 m3az = —Mi2 — M22 m33 = —Mmi3 — Ma3.

From the equalities we get

mi11 = Terg M2 + M21 = T'eSq + ScTd
Moo = S¢Sy miz +mg1 = —Tctqg — terg
m3z = tetq. Moz + M3z = —Sctg — teSq

This means

(re + 8¢ — te)(ra + Sa — ta)
=7Telq 4+ TeSd + SeTd + SeSd + teta — (reta + tera + Scta + tesa)

3 3
=ZZmij =0.

i=1 j=1

We conclude
te=7c+8. or tg=1rg-+ S4.

Perfect witness indistinguishability: For WI, we may assume that both tu-
ples are linear tuples. Define a1 = —r,ao = —s,a3 = r + s and By, By, B3
as in the proof. We define by, ba, b3 so By = f%, By = h%2, Bs = ¢%3, observe
that b1 4 b2 + b3 = 0. In the proof we pick ¢ < Z,. Interchanging the roles of
a1, asz,as and by, b, by and using ' =t+ (albg — agbl) =t+ (a361 — a1b3) =
t 4 (agbs — agbs) leads to exactly the same proof. O

5.2 Circuit Satisfiability NIZK Construction

Based on the intuition given earlier, we now give an NIZK proof for Circuit
Satisfiability, based on the (perfect) WI proof that one out of two tuples is a
linear tuple, given in the last section.

Common reference string
1. (p,G,Gr,e,g) «— G(1%)
2. f,h random generators of G
3. u= f,v=~h% and w = g""%0m, for random g, so in Z, and m =g
or m = g~ !. Note that the choice of m = g or m = g~ is arbitrary.
4. Return o = (p,G,Gr,e,g, f, h,u,v,w).
Statement: The statement is a circuit C built from NAND-gates. The claim is
that there exist input bits w so C(w) = 1.
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Proof: The prover has a witness w consisting of input bits so C(w) = 1.

1. Extend w to contain the bits of all wires in the circuit.

2. Commit to each bit w; as a tuple (¢; = u%i f7, co = v¥ih® cg = wWig"t?)
with r, s < 7Z, chosen independently for each wire.

3. For the output wire, create a special commitment ¢* = (u, v, w) that can
easily be checked to be a commitment to 1, as required.

4. For each commitment ¢ = (c1, c2,c3) to each wire value w;, generate a
commitment ¢’ = (¢1/u,c2/v,c3/w), and give a WI proof that either ¢
or ¢’ is a linear tuple with respect to f, h, g. Note that if w; = 0, then ¢
is a linear tuple, and if w; = 1, then ¢’ is a linear tuple.

5. For all NAND-gates, do the following. We write the input commitments
tuples as a = (ai,a9,a3),b = (b1,be,b3), and the output commitment
tuple as ¢ = (e, ¢2, ¢3). From these commitments, create two new tuples:
C = (Cy = a1bi3u=2,Cy = asbociv=2,03 = agbsciw™?2) and C' =
(C1/u,Cs/v,Cs/w). Note that either C' or C’ is a linear tuple iff the
values underlying the commitments a, b, ¢ respect the NAND gate. Then
give a WI proof that either C' or C’ is a linear tuple, noting that the
witness for this can be derived from the wire values and randomness used
to prepare the commitments a, b, and c.

6. Return 7 consisting of all the commitments and WI proofs.

Verification: The verifier is given a circuit C' and a proof 7.

1. Check that all wires have a corresponding commitment tuple and that
the output wire’s commitment tuple is (u, v, w).

2. Check that all WI proofs showing that each wire has a committed value
in {0, 1} are valid.

3. Check that all WI proofs corresponding to NAND-gates are valid.

4. Return 1 if all checks pass, else return 0.

Remark. We note that in the common reference string, if p is a prime number,
then if we let g, f, h, u, v, w be randomly chosen elements of G, with overwhelming
probability they will form a viable CRS such that (u,v,w) are a non-linear
tuple with respect to (f,h,g), and therefore the resulting commitment scheme
is perfectly binding. If, for instance, the group is the one suggested by Boneh
and Franklin [BF03], then all that is needed to define G is the prime p. Thus, we
can implement our NIZK Proofs in the Common Random String model, where
the random string is first used to obtain a k-bit prime p using standard methods
(just dividing up the CRS into k-bit chunks and checking one-by-one if they
are prime will do), and then the remaining randomness is used to randomly
determine g, f, h,u,v,w (by picking random order p points on the curve). Such
an NIZK Proof will not have perfect soundness, but statistical soundness, since
the probability of (u,v,w) being a linear tuple is exponentially small in k. In
the common random string model this is optimal, since for any NIZK proof
system with a common random string there is a risk of accidentally selecting a
simulation string.
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Theorem 2. The protocol above is an NIZK proof system for Circuit Satis-
fiability with perfect completeness, perfect soundness and computational zero-
knowledge if the Decisional Linear Assumption holds for the bilinear group gen-
erator G.

Proof Sketch
Perfect completeness and soundness are clear. We now argue that our NIZK
proof system is computational zero knowledge. We present this in two stages.

We first examine a hybrid in which the prover uses the witness to generate
a proof, but where the CRS is simulated so that (u,v,w) form a linear tuple,
instead of a non-linear tuple. We note that (by means of intermediate hybrid in
which (u,v,w) are random, and a reduction to the Decisional Linear Assump-
tion) this hybrid produces computationally indistinguishable proofs.

The simulator will now produce proofs that are distributed identically to the
hybrid above (assuming that the underlying WI proofs are perfectly WI). It
starts by choosing u = ™, v = k%, w = g™ 7%, and remembering these values
70,80 < ZLip.

Now, for each wire w, the simulator picks a commitment ¢ = (¢; = f",co =
h®,c3 = ¢g""%) as a random linear tuple. Because (u,v,w) is a linear tuple, all
commitment strings are distributed identically as random linear tuples.

For generating the WI-proofs corresponding to the commitments for wires,
since the simulator directly has a witness for showing that the commitment is a
linear tuple, it uses this to complete the proof.

For generating the WI-proofs corresponding to NAND gates, we note that
for each NAND gate, if the 3 wire commitments are a = (f",h%1, g Ts1)
b = (f™,h%2,g""52) and ¢ = (f",h%,¢"3"%3), then the commitment C' =
(fT1+T’2+27"3—27’0, hs>‘14—524—253—280’9(7"14—7’2—%27"3—27"0)4—(814—824—253—280))7 and therefore

we have a witness to C being a linear tuple, and we can use this to complete the
WI proof.

The only difference between how the simulator proceeds and how the honest
prover algorithm proceeds is the choice of which witnesses to use in the WI proof.
Therefore, the (perfect) indistinguishability of the simulation from the hybrid
follows from the (perfect) witness-indistinguishability of the WI proofs. O

6 Non-interactive Zaps for Circuit Satisfiability

We now give our construction of non-interactive zaps for Circuit Satisfiability,
following the intuition presented in the Introduction.

Statement: A circuit C.
Proof: The prover given 1%, C and input values w such that C(w) = 1 proceeds
as follows:
1. Generate a verifiable bilinear group (p,G,Gr,e,g) «— G(1%).
2. Choose a perfectly hiding CRS, namely generators f, h, and a linear tuple
(u, v, w).
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3. Use the NIZK prover to obtain a proof m; of the statement with respect
to the CRS (p, G, G1,e,9, f, h,u,v,w).

4. Use the NIZK prover to obtain a proof w5 of the statement with respect
to the CRS (p, G, Gy, e, g, f, h,u,v,wg). Observe, we are using w’ = wg.

5. The resulting proof is 7 = (p, G, Gr, e, g, f, h, u, v, w, w1, 72).

Verification: On input C' and a proof 7w as described above, accept iff the
following procedure succeeds:
1. Use the verification algorithm to check that (p, G,Gr,e,g) is a bilinear
group.
2. Verify that f # 1,h # 1, i.e., that f and h are generators of G.
3. Verify m with respect to the CRS (p, G, G1,g9, f, h,u,v,w).
4. Verify my with respect to the CRS (p, G, Gr, g, f, h,u, v, wg).

Theorem 3. The protocol described above is a non-interactive proof for Circuit
Satisfiability with perfect completeness, perfect soundness and computational wit-
ness indistinguishability if the Decisional Linear Assumption holds for the veri-
fiable bilinear group generator G.

Proof

Perfect completeness: The protocol is perfectly complete because the NIZK
proofs for Circuit Satisfiability are perfectly complete.

Perfect soundness: Perfect soundness follows from the fact that at least one of
the two CRS’s — (p, G, Gr, e, g, f, h,u,v,w) and (p, G, Gr, g, f, h,u,v,wg) 1-
must have perfectly binding parameters for the commitment scheme. Per-
fect soundness of the corresponding NIZK proof implies that C' must be
satisfiable.

Computational witness indistinguishability: We now argue (computa-
tional) witness indistinguishability assuming the Decisional Linear Assump-
tion, by means of a hybrid argument:

1. The first hybrid is simply the prover algorithm above using witness w; .
That is, it chooses a group (p,G,Gr,e, g) and a public key (f, h) and a
random linear tuple (u,v,w), then uses the NIZK prover with witness
wy to obtain 71, and uses the NIZK prover with witness w; to obtain
9.

2. The second hybrid proceeds as in the first, except that for my, it uses the
NIZK prover with witness wy to obtain 7 instead of using witness w;.
Hybrid 1 and Hybrid 2 are identically distributed, by means of an in-
termediate hybrid using the NIZK simulator for 7, and the fact that
the NIZK simulator is a perfect simulator in the case where the CRS is
based on a linear tuple.

3. The third hybrid proceeds as the second, except that it chooses random
generators (f,h,g), and a linear tuple (u,v,w’), and sets w = w'/g.
Note that now, (u,v,w) is a perfectly binding CRS, while (u,v,w’) is a
perfectly hiding CRS.

Hybrid 2 and Hybrid 3 are computationally indistinguishable by a
reduction to the Decisional Linear Assumption. This is seen by means
of an intermediate hybrid in which (u,v,w) are set to a random tuple.
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The fourth hybrid proceeds as the third, except that for s, it uses the
NIZK prover with witness wo to obtain 7o instead of using witness w;.
Hybrid 3 and Hybrid 4 are identically distributed for the same reasons
Hybrids 1 and 2 were identically distributed.

Finally, the fifth hybrid proceeds as the fourth, except that it chooses
random generators (f, h, g), and a linear tuple (u,v,w), and sets w’ =
wg. This is precisely the WI prover algorithm using witness ws.

Hybrid 4 and Hybrid 5 are computationally indistinguishable by a reduc-
tion to the Decisional Linear Assumption, by the same argument showing
that Hybrids 2 and 3 were computationally indistinguishable. O
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Abstract. Lattice reduction is a hard problem of interest to both public-
key cryptography and cryptanalysis. Despite its importance, extremely
few algorithms are known. The best algorithm known in high dimen-
sion is due to Schnorr, proposed in 1987 as a block generalization of the
famous LLL algorithm. This paper deals with Schnorr’s algorithm and
potential improvements. We prove that Schnorr’s algorithm outputs bet-
ter bases than what was previously known: namely, we decrease all former
bounds on Schnorr’s approximation factors to their (In2)-th power. On
the other hand, we also show that the output quality may have intrinsic
limitations, even if an improved reduction strategy was used for each
block, thereby strengthening recent results by Ajtai. This is done by
making a connection between Schnorr’s algorithm and a mathematical
constant introduced by Rankin more than 50 years ago as a generaliza-
tion of Hermite’s constant. Rankin’s constant leads us to introduce the
so-called smallest volume problem, a new lattice problem which general-
izes the shortest vector problem, and which has applications to blockwise
lattice reduction generalizing LLL and Schnorr’s algorithm, possibly im-
proving their output quality. Schnorr’s algorithm is actually based on
an approximation algorithm for the smallest volume problem in low di-
mension. We obtain a slight improvement over Schnorr’s algorithm by
presenting a cheaper approximation algorithm for the smallest volume
problem, which we call transference reduction.

1 Introduction

Lattices are discrete subgroups of R". A lattice L can be represented by a basis,
that is, a set of n < m linearly independent vectors bq,...,b, in R™ such
that L is equal to the set L(by,...,by,) = {d> 1, z;b;,z; € Z} of all integer
linear combinations of the b;’s. The integer n is the dimension of the lattice L.
A lattice has infinitely many bases (except in trivial dimension < 1), but some are
more useful than others. The goal of lattice reduction is to find interesting lattice

C. Dwork (Ed.): CRYPTO 2006, LNCS 4117, pp. 112-130, 2006.
© International Association for Cryptologic Research 2006
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bases, such as bases consisting of reasonably short and almost orthogonal vectors:
it can intuitively be viewed as a vectorial generalisation of gcd computations.
Finding good reduced bases has proved invaluable in many fields of computer
science and mathematics (see [10,7]), particularly in cryptology (see [17,21]).

Lattice reduction is one of the few potentially hard problems currently in use
in public-key cryptography (see [21,17] for surveys on lattice-based cryptosys-
tems). But the problem is perhaps more well-known in cryptology for its major
applications in public-key cryptanalysis (see [21]): knapsack cryptosystems [22],
RSA in special settings [9,5,4], DSA signatures in special settings [12,19], etc.
Nevertheless, there are very few lattice reduction algorithms, and most of the
(recent) theoretical results focus on complexity aspects (see [17]).

The first lattice reduction algorithm in arbitrary dimension is due to Her-
mite [11], and is based on Lagrange’s two-dimensional algorithm [13] (often
wrongly attributed to Gauss). It was introduced to show the existence of Her-
mite’s constant (which guarantees the existence of short lattice vectors), as well
as proving the existence of lattice bases with bounded orthogonality defect. The
celebrated Lenstra-Lenstra-Lovész algorithm [14] (LLL) can be viewed as a re-
laxed variant of Hermite’s algorithm, in order to guarantee a polynomial-time
complexity. There are faster variants of LLL based on floating-point arithmetic
(see [20,25]), but none improves the output quality of LLL, which is tightly con-
nected to Hermite’s historical (exponential) upper bound on his constant. The
only (high-dimensional) polynomial-time reduction algorithm known with bet-
ter output quality than LLL is due to Schnorr [24]. From a theoretical point
of view, only one improvement to Schnorr’s block-reduction algorithm has been
found since [24]: by plugging the probabilistic AKS sieving algorithm [2], one may
increase the blocksize k = logn/loglogn to k = logn and keep polynomial-time
complexity, which leads to (slightly) better output quality. Curiously, in prac-
tice, one does not use Schnorr’s algorithm when LLL turns out to be insufficient:
rather, one applies the so-called BKZ variants [26,27] of Schnorr’s algorithm,
whose complexity is unknown.

OuRr REsuLTSs. We focus on the best high-dimensional lattice reduction algo-
rithm known (Schnorr’s semi block-2k algorithm [24]) and potential improve-
ments. Despite its importance, Schnorr’s algorithm is not described in any
survey or textbook, perhaps due to the technicality of the subject. We first re-
visit Schnorr’s algorithm by rewriting it as a natural generalization of LLL. This
enables to analyze both the running time and the output quality of Schnorr’s
algorithm in much the same way as with LLL. It also leads us to reconsider a
certain constant (3 introduced by Schnorr [24], which is tightly related to the
output quality of his semi block-2k algorithm. Roughly speaking, §x plays a role
similar to Hermite’s constant v, = \/m in LLL.

We improve the best upper bound known for (;: we show that essentially,
Br < 0.38 x k2112 ~ .38 x k139 while the former upper bound [24] was 4k2.
This leads to better bounds on the output quality of Schnorr’s algorithm: for
instance, the approximation factor (6k)™/* given in [24] can be decreased to its
(In2)-th power (note that In2 ~ 0.69). On the other hand, Ajtai [1] recently
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proved that there exists € > 0 such that Gy > k°, but no explicit value of
e was known. We establish the lower bound £y > k/12, and our method is
completely different from Ajtai’s. Indeed, we use a connection between [ and a
mathematical constant introduced by Rankin [23] more than 50 years ago as a
generalization of Hermite’s constant.

Besides, Rankin’s constant is naturally related to a potential improvement of
Schnorr’s algorithm, which we call block-Rankin reduction, and which may lead
to better approximation factors. Roughly speaking, the new algorithm would still
follow the LLL framework like Schnorr’s algorithm, but instead of using Hermite-
Korkine-Zolotarev (HKZ) reduction of 2k-blocks, it would try to solve the so-
called smallest volume problem in 2k-blocks, which is a novel generalization of
the shortest vector problem. Here, Rankin’s constant plays a role similar to [
in Schnorr’s algorithm. But our lower bound on [, actually follows from a lower
bound on Rankin’s constant, which suggests that there are intrinsic limitations
to the quality of block-Rankin reduction. However, while Ajtai presented in [1]
“worst cases” of Schnorr’s algorithm which essentially matched the bounds on the
output quality, this is an open question for block-Rankin reduction: perhaps the
algorithm may perform significantly better than what is proved, even in the worst
case. Finally, we make a preliminary study of the smallest volume problem. In
particular, we show that HKZ-reduction does not necessarily solve the problem,
which suggests that block-Rankin reduction might be stronger than Schnorr’s
semi block reduction. We also present an exact solution of the smallest volume
problem in dimension 4, as well as an approximation algorithm for the smallest
volume problem in dimension 2k, which we call transference reduction. Because
transference reduction is cheaper than the 2k-dimensional HKZ-reduction used
by Schnorr’s algorithm, we obtain a slight improvement over Schnorr’s algorithm:
for a similar cost, we can increase the blocksize and therefore obtain better
quality.

RoAD MAP. The paper is organized as follows. In Section 2, we provide neces-
sary background on lattice reduction. In Section 3, we revisit Schnorr’s algorithm
and explain its main ideas. Section 4 deals with Rankin’s constant and its con-
nection with Schnorr’s algorithm. In Section 5, we study the smallest volume
problem, discuss its application to the so-called block-Rankin reduction, and
present transference reduction.

2 Background

Let ||.|| and (.,.) be the Euclidean norm and inner product of R™. Vectors will
be written in bold, and we will use row-representation for matrices. For a matrix
M whose name is a capital letter, we will usually denote its coefficients by m; ;:
if the name is a Greek letter like p, we will keep the same symbol for both the
matrix and its coefficients. The notation [x| denotes a closest integer to z.

2.1 Lattices

We refer to the survey [21] for a bibliography on lattices. In this paper, by the
term lattice, we mean a discrete subgroup of some R™. The simplest lattice is
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Z", and for any linearly independent vectors by, ..., by, the set L(by,...,b,) =
{37 mib; | m; € Z} is a lattice. It turns out that in any lattice L, not just
Z", there must exist linearly independent vectors bi,...,b,, € L such that
L = L(by,...,b,). Any such n-tuple of vectors by,...,b, is called a basis of
L: a lattice can be represented by a basis, that is, a row matrix. Two lattice
bases are related to one another by some matrix in GL,,(Z). The dimension of
a lattice L is the dimension n of the linear span of L. The lattice is full-rank
if n is the dimension of the space. Let [vi,...,vg] be vectors: we denote by
G(vi,...,vg) their Gram matriz, that is, the k x k symmetric positive defi-
nite matrix ((v;,v;))i<i j<r formed by all the inner products. The volume of

[Vi,...,Vg] is (det G(vy, ..., vk))l/z, which is zero if the vectors are linearly de-
pendent. The volume vol(L) (or determinant) of a lattice L is the volume of any
basis of L.

DIRECT SUM. Let L; and Ls be two lattices such that span(L;)Nspan(Ls) = {0}.
Then the set Ly @ Lo defined as {u + v,u € L;,v € Ly} is a lattice, whose
dimension is dim L + dim L». It is the smallest lattice containing L and Lo.

PURE SUBLATTICE. A sublattice U of a lattice L is pure if there exists a sublattice
V of L such that L=U & V. A set [uy,...,u;] of independent lattice vectors of
L is primitive if and only if [uy, ..., ug] can be extended to a basis of L, which is
equivalent to L(uy,...,u,) being a pure sublattice of L. For any sublattice U of
a lattice L, there exists a pure sublattice S of L such that span(S) = span(U),
in which case vol(U)/vol(S) = [S : U] is an integer.

SUCCESSIVE MINIMA. The successive minima of an n-dimensional lattice L are
the positive quantities A1 (L), ..., A\,(L) where \.(L) is the smallest radius of

a zero-centered ball containing r linearly independent vectors of L. The first

minimum is the norm of a shortest non-zero vector of L. Note that: A\ (L) <
e < A (D).

HERMITE’S CONSTANT. The Hermite invariant of the lattice is defined by v(L) =

N2
<)\1 (L)/ Vol(L)R) . Hermite’s constant +,, is the maximal value of v(L) over all

n-dimensional lattices. Its exact value is known for 1 < n < 8 and n = 24,
and we have [16]: 7, < 1+ %. Asymptotically, the best bounds known are:

S+ % < vy < B (] 4 0(1)) (see [8,18]). The lower bound follows from

27me
the so-called Minkowski-Hlawka theorem.

PROJECTED LATTICE. Given a basis [by, ..., b,] of L, let 7; denote the orthogonal
projection over span(by,...,b;_1)*. Then m;(L) is an (n + 1 — i)-dimensional
lattice. These projections are stable by composition: if ¢ > j, then m; o m; =
m; o m; = m;. Note that:

WZ(L) = T; (L(bz, .. .,bn)) =L (ﬂ'z(bz), .. .,Wi(bn))

2.2 Lattice Reduction

We will consider two quantities to measure the quality of a basis [by,...,by,]:
the first one is the usual approzimation factor |bi|| /A1(L), and the second
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one is ||by| /vol(L)Y/™, which we call the Hermite factor. The smaller these
quantities, the shorter the first basis vector. Lovdsz showed in [15] that any
algorithm achieving a Hermite factor < ¢ can be used to efficiently find a basis
with approximation factor < ¢ using n calls to the algorithm.

ORTHOGONALIZATION. Given a basis B = [by,...,b,], there exists a unique
lower-triangular matrix g with unit diagonal and an orthogonal family B* =
[b},...,b}] such that B = puB*. They can be computed using Gram-Schmidt
orthogonalization, and will be denoted the GSO of B. Note that vol(B) =
IT;—, b ||, which will often be used. It is well-known [14,17] that:

iyby)) > mi >
A (L(by,.... bn)) 2 min |[b] (1)
SIZE-REDUCTION. A basis [by,...,b,] is size-reduced with factor n > 1/2 if its

GSO p satisfies |p; ;| < m for all 1 < j < 7. An individual vector b; is size-
reduced if |p; ;| < n for all 1 < j < 4. Size reduction usually refers to n = 1/2,
and is typically achieved by successively size-reducing individual vectors. Size
reduction was introduced by Hermite.

LLL-REDUCTION. A basis [by,...,b,| is LLL-reduced [14] with factor (6, 7) for
1/4 < 6 <1and 1/2 <5 < V6 if the basis is size-reduced with factor 1 and if its
GSO family satisfies the (n — 1) Lovasz conditions (6 — u7; ;) Ibz||* < b7 ||2
LLL-reduction usually refers to the factor (3/4,1/2) because this was the choice
considered in the original LLL paper [14]. But the closer § and 7 are respectively
to 1 and 1/2, the more reduced the basis. Reduction with a factor (1,1/2) is
closely related to a reduction notion introduced by Hermite [11].

When the reduction factor is close to (1,1/2), Lovédsz conditions and size-
reduction imply the Siegel conditions [6]: |bZ||* S 4 Hb;‘HHQfor all 1 < i <
n — 1, which limit the drop of the |b}||. Here, the < symbol means that 3

3
is actually % + ¢ for some small € > 0. In particular, the first vector satisfies

by ||? = (%)i_l Ib*||>. Hence, the Hermite factor of an LLL-reduced basis is
bounded by:

(n—1)/4
/4 .
ol oy £ (3) =

and (1) implies that the approximation factor is bounded by:

(n—1)/2
bl /M@ s (3) =6

The LLL algorithm is an iterative algorithm. At the start of each loop iter-
ation, the first ¢ vectors are already LLL-reduced, then the (i + 1)-th vector is
size-reduced; if it does not satisfy Lovasz condition, the consecutive vectors b; 1
and b; are swapped and the counter ¢ is decremented, otherwise 7 is incremented.
The loop goes on until ¢ eventually reaches the value n. If L is a full-rank in-
teger lattice of dimension n and B is an upper bound on the ||b;||’s, then the
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complexity of the LLL algorithm described (using integral Gram-Schmidt) with-
out fast integer arithmetic is O(n®log® B). The main reason is that the integer

[T, IIb; H2(”_k) decreases by at least the geometric factor 6 at every swap: thus,
the number of swaps is O(n? log B). The recent L? algorithm [20] by Nguyen and
Stehlé achieves a factor of (6, ) arbitrarily close to (1,1/2) in faster polynomial
time: the complexity is O(n®(n 4 log B) log B) which is essentially O(n°log® B)
for large entries. This is the fastest LLL-type reduction algorithm known for
large entries.

HKZ REDUCTION. A basis [by, ..., by] of alattice L is Hermite-Korkine-Zolotarev
(HKZ) reduced if it is size-reduced and if b} is a shortest vector of the projected
lattice ;(L) for all 1 < i < n. In particular, the first basis vector is a shortest
vector of the lattice. Schnorr introduced in [24] a constant to globally measure
the drop of the ||b}|| of 2k-dimensional HKZ bases:

*

k = max -
L 2k-dim. lattice Hhk-i-lH X -+ x |[h3, ||
H HKZ-basis of L

]| x -+ x || )

which we rewrite more geometrically as,

Bk = max ( vol(hy, ..., hy) ) k
L 2k-dim. lattice vol(mgq1(hgg1),. .., Ty (hor))

H HKZ-basis of L

Schnorr proved that 3, < 4k?, and Ajtai recently proved in [1] that there exists
e > 0 such that g > k%, but this is an existential lower bound: no explicit value
of € is known. The value of (i is very important to bound the output quality
of Schnorr’s algorithm. One can achieve an n-dimensional HKZ reduction in
essentially the same time as finding the shortest vector of an n-dimensional
lattice: the deterministic algorithm [24] needs n©(™ polynomial operations, and
the probabilistic algorithm [2] needs 2°("™) polynomial operations.

3 Revisiting Schnorr’s Algorithm

In this section, we give an intuitive description of Schnorr’s semi block-2k-
reduction algorithm and show that it is very similar to LLL. The analogy between
LLL and Schnorr’s algorithm is summarized in Tables 2 and 1. We explain the
relationship between the constant Jx and the quality of Schnorr reduced basis,
and we give the main ideas for its complexity analysis. Here, we assume that the
lattice dimension n is a multiple of k.

3.1 From LLL to Schnorr

In the LLL algorithm, vectors are considered two by two. At each loop iteration,
the 2-dimensional lattice L; = [m;(b;), m;(b;y1)], is partially reduced (through
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a swap) in order to decrease ||bf|| by at least some geometric factor. When all

L; are almost reduced, every ratio [|b}|| /||b},;| is roughly less than v, = \/g ,
which is Siegel’s condition [6].

Schnorr’s semi block-2k-reduction is a polynomial-time block generalization
of the LLL algorithm, where the vectors b; are “replaced” by k-dimensional
blocks S; = [mik—k+1(Pik—k+1), -, Tik—k+1(bix)] where 1 < ¢ < % The ana-
logue of the 2-dimensional L; in LLL are the 2k-dimensional large blocks L; =
[Tik—kr1(Pik—ry1)s - s Tik—kt1(Piryr)] where 1 <4 < 2 — 1. The link between
the small blocks S1, ..., S, /; and the large blocks L1, ..., L, /;_; is that S; con-
sists of the first k£ vectors of L;, while S; 1 is the projection of the last k vectors
of L; over span(S;)*. As a result, vol(L;) = vol(S;) x vol(S;11).

Table 1. Analogy between LLL and Schnorr’s algorithm

| LLL

| Schnorr’s semi block-2k reduction

1: while 7 <n do

1: while i < n/k do

2:  Size-reduce b;

2a: HKZ-reduce S;, do the transfor-
mations on the basis vectors,
not just on the projections

2b: Size-reduce bijx_g11,...,biL.

3: B’ «copy of B
4: Try to decrease ||b;|| in B':
4a: e by swap of (b, biy1)

3: B’ «copy of B

4: Try to decrease vol(S;) in B':
4a: e by swap of (bix, biry1)
4b: e by HKZ reducing L;

if ||bj|| can lose a factor § then
e perform the changes on B

5: if vol(S;) can lose a factor ﬁ
then

5
0: 6: e perform the changes on B
7 o — max(i—1,1) ' b . &
8: elsei—itl T el max(i—1,1)
8 elseit«—i+1
9: endwhile 9: endwhile

Formally, a basis is semi-block-2k-reduced if the following three conditions

hold for some small € > 0:

Forall1 <:<

S 3

Foralll <i<

B is LLL-reduced (2)

, i is HKZ-reduced (3)
vol(S;) \” .

—— ] <(1 4

VO](SH_l)) — ( +€)Bk ( )

E7

Like in LLL, the large block L; is reduced at each loop iteration in order to
decrease vol(S;) by a geometric factor 1/(1 + ¢). Note that vol(S;)/vol(S;+1)
decreases by 1/(1+ €)2. By definition of 34, this ratio can be made smaller than

k)2
k

if L; is HKZ-reduced. For this reason, condition (4) is a block generalization

of Siegel’s condition which can be fulfilled by an HKZ-reduction of L;.
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Table 2. Comparison between LLL and Schnorr’s semi block-2k reduction

| Algorithm | LLL |Schnorr’s Semi-2k reduction|
Upper bound on||b1|| /VOI(L)% ~ (3) B ~ ﬂéﬁ
Upper bound on||b1|| /A1 (L) ~ (%)% ~ ﬁ,f%
time Poly(size of basis) Poly(size of basis)*HKZ(2k)
small block SZ W@(b@) = b: [Wik—k+1(bik—k+l),
ooy Tik—k+1(bik)]
large block L; [mi—1(bi—1), mi—1(bys)] [Tik—2k+1(Dik—2k+1),
voos Tik—2k+1(bik)]
size of small block 1 k
size of large block 2 2k
Quantity to upper bound b/ [Ibisall vol(S;) /vol(Si+1)
Method Reduce L; by size-reduction HKZ reduce L;
and swap
Potential [T, [|b; |2 =9 H;k:l vol(8;)2(% =9

3.2 Complexity Analysis

Each time a large block L; is reduced, vol(S;) decreases by a geometric factor
1/(1+¢€) and since vol(L;) = vol(.S;) x vol(S;+1) remains constant, vol(S; 1) in-
creases by the same factor. So the integer quantity H?:/lf vol(S¢)2(%_i) decreases
by 1/(1 + ¢)?. This can occur at most a polynomial number of times: hence the
complexity of the reduction is Poly(size of basis)*HKZ(2k) where HKZ(2k) is the
complexity of a 2k-dimensional HKZ reduction as seen in Section 2.2. In order
to ensure a polynomial complexity, it is necessary to keep k < logn/loglogn or
k <logn if we use the probabilistic AKS algorithm.

3.3 The Hermite Factor of Schnorr’s Reduction

The Hermite factor of a semi block-2k-reduced basis depends mostly on
Condition (4), which implies that vol(Si1) < B, vol(L)¥/™ because vol(L) =
H?:/ ’f vol(S;). If the first vector by is the shortest vector of S; (which is im-

plied by (3)), then ||bs]| < /7xvol(S1)* by definition of Hermite’s constant, and
therefore:

[bal| /vol(L)™ 5 vAkB*

3.4 The Approximation Factor of Schnorr’s Reduction

If only condition (4) holds, even if by is the shortest vector of S, its norm can be
arbitrarily far from the first minimum of L. Indeed, consider for instance the 6-
dimensional lattice generated by Diag(1,1,1,1,¢, %), and a blocksize k£ = 3. Then
the first block S, is the identity and is therefore HKZ-reduced. The volume of
the two blocks S7 and Ss is 1, thus condition (4) holds. But the norm of the first
vector (||by|| = 1) is arbitrarily far from the shortest vector ||bs| = e.
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Compared to Hermite’s factor, we require additionally that every block S is
reduced (which follows from condition (2)) to bound the approximation factor.
Using (1), there exists an index p such that Hb;‘,” <X(L).Leta= |(p—1)/k],
(sothat the position pis inside the block S,+1). Since B is LLL-reduced, vol(S,) <

(3k—1)k
4

% A1 (L)*, so the approximation factor is bounded by:
4 (3k4_1) n/k—2

Iball M) S vy B

Note however that Schnorr proved in [24] that Condition (3) allows to decrease
the term (4/3)Ck=1/% to0 O (k2Fink),

4 Rankin’s Constant and Schnorr’s Algorithm

4.1 Rankin’s Constant

If L is a n-dimensional lattice and 1 < m < n, the Rankin invariant 7, ., (L) is
defined as (cf. [23]):

VOl(Xl,...,Xm)>2

n,m L)= i

X1,y Xm € L
vol(x1,...,Xpm) # 0

which can be rewritten as:

1 2
’Vn,m(L) — min (L%)
S sublattice of L vol(L)

dim S =m

Rankin’s constant is the maximum ~,, ,, = max vy, (L) over all n-dimensional
lattices. Clearly, v, n(L) = 1 and v, 1(L) = yn(L), 80 Ynn = 1 and 1 = Yn-
Rankin’s constants satisfy the following three relations, which are proved in
[16,23]:

Vn € N7 Yn,1 = Vn (’5)
Vn,m with m <n vn.m = Ynn-m (6)
Vrem+1,n =1, Ynm < Yoom (Vo)™ (7)

The only known values of Rankin’s constants are v42 = %, which is reached for
the Dy lattice, and those corresponding to the nine Hermite constants known.
In the definition of v, (L), the minimum is taken over sets of m linearly in-
dependent vectors of L, but we may restrict the definition to primitive sets of
L or pure sublattices of L, since for any sublattice S of L, there exists a pure
sublattice S; of L with span(S) = span(Sy) and vol(S)/vol(Sy) = [S : S1]. If
vol(S) is minimal, then [S: S1] =1 s0 S = S is pure.
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4.2 Relation Between Rankin’s Constant and Schnorr’s Constant
Theorem 1. For all k > 1, (vgk,k)Q/k < B.

Proof. Let B = [by,...,bok] be a HKZ-reduced basis of a lattice L, and let
A(B) = (b7 x - IBEI%) / (|[B|* -+ < b3 1°). By definition of 5.

h(B) < 3. On the other hand, h(B) is also equal to (vol(by, ... ,bk)/vol(l})l/z)4

and therefore: 7§k7,€(L) < h(B). Thus (ygk,k(L))Q/k < Bk, which completes the
proof. O

4.3 Improving the Upper Bound on Schnorr’s Constant

The key result of this section is:

nogl
Theorem 2. For all k>2, Schnorr’s constant By, satisfies: B, < (1 + %)21 245

- ' ~ 17.2In2
Asymptotically it satisfies By < 15k )

Without any change to Schnorr’s algorithm, we deduce a much better quality
for the output basis than with the former bound 3, < 4k?, because both the
exponent 21n2 ~ 1.386 is much lower than 2, and the coefficient 1/2%"2 is about
10 times lower than 4. The bounds on the approximation factor and Hermite’s
factor of Schnorr’s algorithm can be raised to the power In2 ~ 0.69. The proof
uses an easy bound mentioned by Schnorr in [24]:

k—1
2/(k+j
e < [T tu) (8)
Jj=0

Numerically, it can be verified that the product (8) is < k! for all k£ < 100
(see Figure 2). The bound v; < 1+ i combined with an upper bound of the
total exponents prove Theorem 2 for all k (see Section A in the appendix).

Surprisingly, we do not know a better upper bound on ('yngg)z/ * than that
of Theorem 2. The inequality (7) leads exactly to the same bound for Rankin’s
constant.

4.4 A Lower Bound on Rankin’s Constant

In [1], Ajtai showed that 8y > k° for small size of blocks and for some ¢ >
0, and presented worst cases for Schnorr’s algorithm, which implies that the
reduction power of semi block 2k-reduction is limited. The following result proves
an explicit lower bound on Rankin’s constant, which suggests (but does not
prove) that the approximation factor of any block-reduction algorithm (including
Schnorr’s semi block 2k-reduction) based on the LLL strategy is limited.

Theorem 3. Rankin’s constant satisfies (’}/2]€7k)% > % for all k > 1.

This lower bound also applies to Schnorr’s constant (3, because of Theorem 1.
Theorem 3 is mainly based on the following lower bound for Rankin’s constant
proved in [28,3] as a generalization of Minkowski-Hlawka’s theorem:
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T s 260\
Tn,m > (n H;,L:2 Z(j) )

where Z(j) = ¢(j)I'(2) 7%, I(z) = J,ot“"te™t - dt and ¢ is Riemann’s zeta
function: ((j) = Z;il p~7. As an application, for k& < 100, it can be verified
numerically that (’ygk’k)% > g. More generally, we first bound In Z(j), and we
compare it to an integral to get the expected lower bound. The full proof of
Theorem 3 is given in Section B of the Appendix.

5 Improving Schnorr’s Algorithm

The main subroutine in Schnorr’s algorithm tries to solve the following problem:
given a 2k-dimensional lattice L, find a basis [by, ..., bax] of L such that the two
k-dimensional blocks S; = L(bq,...,bg) and So = w41 (L) minimize vol(Sy),
because vol(S7)/vol(S2) = vol(S1)?/vol(L) where vol(L) does not change. In
Schnorr’s algorithm, the quality of the output basis (which was expressed as a
function of Bk in Sections 3.3 and 3.4) essentially depends on the upper bound
that can be achieved on the ratio vol(S7)/vol(Ss).

5.1 The Smallest Volume Problem

Rankin’s constant and Schnorr’s algorithm suggest the smallest volume prob-
lem: given a n-dimensional lattice L and an integer m such that 1 < m < n,
find an m-dimensional sublattice S of L such that vol(S) is minimal, that is,
vol(S) /vol(L)™™ = \/Yn.m(L).

If m = 1, the problem is simply the shortest vector problem (SVP). If m =
n—1, the problem is equivalent to the shortest vector problem in the dual lattice.
When (n,m) = (2k, k), we call this problem the half-volume problem. For any
m < n, the minimality of the volume implies that any solution to this problem
is a pure sublattice of L, so one way to solve this problem is to find a basis
[b1,...,b,] such that vol (L(by,...,b,,)) is minimal.

We say that a basis of a n-dimensional lattice L is m-Rankin reduced if its
first m vectors solve the smallest volume problem. Note that this is not exactly a
basis reduction problem, as any notion of reduction of the basis of S is irrelevant.
The only thing that matters is to minimize the volume of S. If we apply the LLL
algorithm on a Rankin-reduced basis, the volume of the first m vectors can
never increase: this means that LLL swaps never involve the pair (m,m + 1),
and therefore the output basis is both LLL-reduced and Rankin-reduced. We
thus have proved the following lemma:

Lemma 1. Let L be a n-dimensional sublattice and 1 < m < n. There exists an
LLL-reduced basis of L which is m-Rankin-reduced.

Since the number of LLL reduced bases can be bounded independently of the
lattice (see [6] because LLL-reduction implies Siegel reduction), the smallest
volume problem can be solved by a gigantic exhaustive search (which is constant
in fixed dimension though).



Rankin’s Constant and Blockwise Lattice Reduction 123

5.2 Block-Rankin Reduction

A basis is 2k-Block-Rankin reduced with factor § € [5;1[ if it is LLL-reduced

with factor (1,6) and all the blocks S; and L; defined as in Section 3 satisfy:

vol(S;) /vol(Sit1) < §7v2k,k(Ls). Compared to Schnorr’s semi block-2k reduction,

this reduction notion enables to replace ;. in the bounds of the approximation
o 2/k

factor and Hermite’s factor by 5 -

Assume that an algorithm to k-Rankin-reduce a 2k-dimensional basis is avail-
able. Then it is easy to see that Algorithm 1, inspired from LLL and Schnorr’s
semi block-2k reduction, achieves block-Rankin reduction using a polynomial
number of calls to the Rankin subroutine.

Algorithm 1. 2k-block-Rankin reduction

Input: A basis B = [b1,...,by] of a lattice and é € [$; 1]
Output: A semi block 2k-reduced basis.
1: 7« 1;
2: while i <n/k do
3: LLL-reduce S; with factor ¢, do the transformations on the basis vectors, not
just on their projections

4:  return B if i =n/k.

5: Bimp < Bj; k-Rankin reduce L; in Btmp
6:  if vol(Si) in Bimp < 6vol(S;) in B then
7. B — Bimp; t —1—1

8: else

9: 1+—1+1

10:  end if

11: end while

5.3 The 4-Dimensional Case

Here, we study Rankin-reduction for (n,m) = (4,2). We first notice that HKZ
reduction does not necessarily solve the half-volume problem. Consider indeed
the following HKZ-reduced row basis:

10 0 0
01 O 0
001+e¢ 0
00 = ¥3(1 4¢)
The volume ratio % is equal to \/g . If we swap the two 2-blocks, the
3 4

new basis is no longer HKZ-reduced, but the ratio decreases to almost \/g . This
example can easily be generalized to any even dimension, which gives an infinite
family of HKZ bases which do not reach the minimal half-volume.

However, the following lemma shows that Algorithm 2 can efficiently solve the
half-volume problem in dimension 4, given as input an HKZ basis:
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Lemma 2. Let (by,...,by) be an HKZ-reduced basis of a lattice L. To simplify

notations, let \y and A2 denote respectively A\1(L) and \y(L). For all ¢; and co

in L such that vol(cy, ce) < vol(by, bs) and (c1,ca) is reduced: ||c1|| < [|c2|| and
%12 4 %12

let]]” < 5 lles ™

1. Then ¢ satisfies: A2 < ||eq||” < a3

2. If Ay > \/g)\l, then vol(cy, ca) = vol(by, bs) given by HKZ reduction.

3. Otherwise ¢y satisfies||ca||” < (5M1)%

Proof. Because c; belongs to L, |[c1]| > A1. Since (by, ..., by) is an HKZ basis,

the first vector is a shortest vector: ||by|| = A; and the second vector satisfies

|b3]] < Az, so vol(by,ba) < A A2. We also know that vol(cy, ca) = |[eq|| - ||ez|| -
sin(cq, c2) > \/73 lc1]| - ||cz]|| because [c1,co] is reduced. Since we have chosen
lc1|| < |lez|l, then |lea|| > Az. Thus A\Ay > @ 1]l - A2, and H01H2 < %)\%. If
furthermore Ay > \/g)\l, then necessarily ¢y = 4+bj, then the HKZ reduction
implies the minimality of vol(by,bg). If Ay < \/g)\l, then vol(cy,c2)? = ||y ||2 .

Hc§|]2 < (A1)2)?, so Hc§H2 <A< %)\%. And we also have Hc§H2 > % HCTHQ O

Algorithm 2. 4-dimensional Rankin-reduction

Input: An HKZ reduced basis [bi,...,bs] of a 4-dim lattice
Output: A Rankin-reduced basis [c1, c2, €3, c4] minimizing vol(cq, c2)

1+ if [b5] > /4 ||by| then
2 return (b1,b2,b3,b4)
3: end if

4: (u,v) <« (b1,b2)
)

6

: for each lattice vector ¢; shorter than \/g |[b1]| do

find the shortest vector cz in the lattice projected over c¢i (We can limit the
vol(bj ,b2) )
lleall :
if vol(c1, c2) < vol(u,v) then (u,v) <« (c1,c2)

7
8: end for
9
0

enumeration to ||cz| lower than

: compute c3 and ¢4 a reduced basis of the lattice projected over (u,v)=*

: return (u,v,cz.ca)

Because the input basis is HKZ-reduced, it is easy to see that the number of
vectors c¢; enumerated in Algorithm 2 is bounded by a constant. It follows that
the cost of Algorithm 2 is at most a constant times more expensive than a HKZ
reduction of a 4-dimensional lattice.

If we plug Algorithm 2 into Algorithm 1, we obtain a polynomial-time reduc-
tion algorithm whose provable quality is a bit better than Schnorr’s semi block-4
reduction: namely, the constant 3 < vi/ 3vs = 22/3 ~ 1.587 in the approxima-
tion factor and the Hermite factor is replaced by the potentially smaller constant
V4,2 = 3/2. On the other hand, both algorithms only apply exhaustive search in

dimension 4.
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5.4 Higher Blocksizes

The 4-dimensional case suggests two potential improvements over Schnorr’s semi
block 2k-algorithm:

— If the half-volume problem can be solved in roughly the same time (or less)
than a full 2k-HKZ reduction, then Algorithm 1 would give potentially better
approximation factors at the same cost.

— If one can approximate the half-volume problem in much less time than a
full 2k-HKZ reduction, we may still obtain good approximation factors in
much less time than semi block 2k-reduction, by plugging the approximation
algorithm in place of Rankin reduction in Algorithm 1.

However, we do not know how to solve the half-volume problem exactly in di-
mension higher than 4, without using a gigantic exhaustive search. Perhaps a
good approximation can be found in reasonable blocksize, by sampling short
(but not necessarily shortest) lattice vectors, and testing random combinations
of such vectors.

We now present an approximation algorithm for the half volume problem,
which we call transference reduction. Transference reduction achieves a volume
ratio lower than %/{:2 in a 2k-dimensional lattice by making only O(k) calls to a
k-dimensional exhaustive search, which is thus cheaper than a full 2k-HKZ re-
duction. Note that 2k-HKZ reduction achieves a smaller volume ratio using a 2k-
dimensional exhaustive search. Let (by,...,box) be a basis of a 2k-dimensional
lattice. The idea of the algorithm is to perform exhaustive searches in the two
halves of the basis in order to find a pair of vectors which can be highly reduced.
The reduction of this pair of vectors happens in the middle of the basis so that
the first half-volume decreases.

As in the previous sections, we call S = L(bq,...by) and Sy = L(7g41(bg+1),
..., Tr+1(b2g)). Using an exhaustive search, a shortest vector of Ss is brought on
the k -+ 1-th position in order to make ||bj,, HQ < yxvol(S2)?/*. The algorithm
used to perform this exhaustive search in dimension k in a projected lattice is
classical. Then a second exhaustive search brings a vector of S; maximizing ||bj||
on the k-th position.

Lemma 3. Finding a basis (b1, ...,by) of a k-dimensional lattice S mazimizing
byl reduces to finding a shortest vector of the dual lattice S*.

Proof. The vector u = b}/ Hb7;H2 is the last vector of the dual basis. Indeed,
(u,b;) =0fori =1..k—1and (u,by) = 1. If || by || is maximal, then u is minimal.
So a simple reduction is to find a shortest vector ug of the dual S*, extend it
into a basis U = (uy, ..., u;) of $* and return the dual U=t = (by,...,bg). O

After maximizing ||b}||, Hermite’s inequality in the reversed dual of S; implies
that 1/|b%||* < ~x/vol(S1)¥*. At this point, the ratio (VOl(Sl)/VOI(Sg))2/k
is lower than ~? ||bZ||2 / |br1 . If the middle-vectors pair (mg(bg), 7k (brg1))
does not satisfy Lovész condition, then it is fully reduced and the algorithm
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Dual reduction ‘5\ /\
(largest) B middle reduction

(shortest)
Primal reduction
S2 \_/

Fig. 1. Transference reduction

starts over from the beginning. The only step which can change the ratio vol(S7)/
vol(S2) is the middle-vectors reduction, in which case it drops by a geometric
factor. Hence the number of swaps in the middle is at most linear in the dimen-
sion and the size of the basis. In the end, the ratio (VOI(Sl)/VOI(Sg))Z/k is lower
than 377 (or 5k?).

The constant 4/3 in this ratio can be reduced to almost 1 by adding further re-
duction conditions. Let S; = L(by,...,bgt1) and Sy = L(mi(bg), ..., mk(bag))
the widened blocks of S7, S2 and 6 : % < 6 < 1 a relaxing parameter. After
minimizing ||bj, || in Sz and maximizing ||b}|| in Sy the following steps are
performed: Using the third exhaustive search, a shortest vector of S, is found.
Only if the squared size of this shortest vector is smaller than 6 ||bZ||2 this vec-
tor is brought on the k-th position and the algorithm starts over with minimiz-
ing ||bj, || in S2 and maximizing ||b}|| in Si. Otherwise the fourth exhaustive

search in the dual of S checks if ||b,’; +1H2 approximates the maximized solu-
tion by the factor 6. If this condition does not hold, by is replaced by the
maximized solution and the algorithm starts over from the beginning. Each of
these two reduction steps decrease vol(S1)? by the factor &, therefore the num-
ber of steps is still bounded by O(k). In case both conditions hold the algorithm
stops. For these new conditions we can again apply Hermite’s inequality result-
ing in 6 - ||bx]|* < ypr1vol(S2)¥*+D) and 61/ Hb};HH2 < g1 /vol(Sy)2/ B+,
It follows:

R >2/(k+1)

(vol(81)/vol(S») <2 /8% b |/ g

Because of vol(S;) = vol(S1)-||briq]|: vol(Ss) = ||bf||-vol(Sy) this inequality can

k41

be transformed to (VOI(Sl)/VOI(SQ))Q/k < ()2 -HbZHH2 / Ibz]|>. Combin-
ing this with inequality (VOI(Sl)/VOI(SQ))2/k < A2 ||b}';||2 / Hb};+1H2 obtained af-

ter the first two exhaustive searches, the ratio (vol(S7) /VOI(SQ))2/ ¥ is lower than
Y (Y1 /8)FFD/E (or 42(1 + €) with small ¢ if § is near by 1). Asymptotically,
Hermite’s constants satisfy v, < %(1 + o(1)), so this extended transference

reduction provides a ratio (vol(S7)/ VOI(SQ))Q/ * lower than os k2.

If we use transference reduction instead of Rankin reduction in Algorithm 1,
we obtain a reduction algorithm making only (k + 1)-dimensional exhaustive
searches of a shortest vector, and providing an Hermite factor ||by || /vol(L)Y/™ <
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Table 3. Comparison between and Schnorr’s semi block-2k reduction and Transference
reduction. (Here, SVP(k + 1) denotes the cost of finding the shortest lattice vector in
dimension k + 1).

Algorithm Semi-2k reduction Transference reduction
Upper bound on||b1 || /vol(L)% ~ 5,;1’7;“ S knin2/2k ~ fyk#“ < k2
Upper bound on ||b1|| /A1 (L) ~ R S kR ~Ak S kYR
Cost Poly(size of basis) Poly(size of basis)
*HKZ(2k) *E*SVP(k + 1)
Reduction of large blocks HKZ-reduction Transference reduction
7% é (3k4— 1)

\ /’yk’y,:’/% and an approximation factor ||bill /Ai(L) T v, 23 ’yk%. These
factors are asymptotically not as good as in the semi block-2k reduction, but the
exhaustive searches of transference reduction are much cheaper and thus allow to

use a larger k. Interestingly the Hermite factor is essentially 7]?/ Qk, which means
that the resulting algorithm may roughly be viewed as an algorithmic version
n—1

of Mordell’s inequality [16]: ,, < . ~'. Similarly, LLL could be viewed as the
algorithmic version of Hermite’s inequality ~,, < 79_1, which is the particular

case k = 2 of Mordell’s inequality.
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A  Proof of Theorem 2

The right-hand product (8) of Hermite’s constants can be bounded using the
absolute upper bound v; < (1 + j)/4 by: 8k < H (1 + k+3+1)k+g )

k— k+j
k 2= OW - 1+ k+]+1
P < (1+—) :
B < 2 1;[ 1+_

The first sum can be compared with an integral:

185 2 1 S|
k;;lﬂ/k = k:+2/ 120
and the last product is always smaller than 1: more precisely, its asymptotical
equivalent is exp( k(In2/ 2)2) ~ 0.887*. Hence we obtain the absolute upper
bound: Bf < (14 &)1+2kIn2 op g, < (1 4+ E)/k+2In2,
If we use the best asymptotical bound known for Hermite’s constant v; <
L.M4n (1 4 5(1)), we obtain using the same argument, the asymptotical upper

2me

bound:

k2ln2

1.744k>1/k+21“2 1
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This curve shows the numerical upper bound uy of In Hf;é 72i(f:1j ) /Ink, obtained by
using the exact values of Hermite’s constant ; for 1 <4 < 8 and ¢ = 24, and the bound
vi <1+ 3 elsewhere. Thus ux < 1.1 for 1 < k& < 100.

Fig. 2. "Exponents” of the upper-bound on [y

B Proof of Theorem 3

The Stirling equivalent of I" satisfies 0 < In(I'(z + 1)) — In ((£)*V2rz) < &
where K < 0.0835 is a constant. Since the function k — k=7 is decreasing for
j > 2, we may compare its integral with (, and we deduce the following bound:

1 1

C(J)<1+2_J+W
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Combining these two relations, we obtain the following upper bound for Z(j):

In(Z(j)) < 5% = L(Inw+1) + p(j)
2 2 2
where p(j) = (1-1n (4 - > b (2r (3 - 1)+ 55) + (3 + 5o
For 7 > 13, we have p(j) < 0, therefore it can be removed from the upper
bound.
Vj > 13, In(Z(j)) < 31 ———(1 T+ 1)

The lower bound is a consequence of Stirling’s formula and the relation 1 < ¢(j).

In (ln7r—|—1)

DO |,
l\DI%~

vj > 13, (% _ 1) In (% - 1) - %(m(w) +1) < m(Z() <

l\DIM

We now use the upper bound and an integral to bound the denominator H?:z Z(j):

k 13 k+1
Zln(Z(j)) < Zln(Z(j)) +/1 (% ln% — %(lnw + 1)) dt

4

< (k+1)2

1
(ln(k:+1)—ln7r—§—ln2> +c

where ¢ = Y12 In Z(j)) — 25(3In2 —In7w — & —In2). And we apply the lower
Jj=2 4 2

bound on the numerator [T7_, _, ., Z(j):

2k

> In(Z(j) > /:k <<§ - 1) In (% — 1) - %(ln(w) + 1)) dt

j=k+1
1 In2 9 3
> 2 — - - — _ - -

>k <ln(k 1) 2 In(k —2) + 1 TR 1 In 77) + (k)

where 7(k) = kIn(k—2) —2In(k — 1) —In2+ 1k+In2—In(k —2) + In(k — 1) is
equivalent to r(k) ~ —k - In k. Finally, we obtain a lower bound for s, x:

2 In2 Inm

k
Inv5, , > 71n(1<;) + (7 —1- 7) k% + s(k)

where s(k) = r(k) — k* (In(521) + 1 In(52)) — (M) (In(k+ 1) —Inm — § —In2) —
TR (5 4+ (—49In 7+ HP Inw —In2/4+ 385 — 37%  In(Z(4))). We can show that
this function is equlvalent to —2kInk, and that for £ > 100, | /k2| < 0.06. As
a final step, we multiply the result by 2/k? and apply exponentiation to obtain
the bound ('ygk,k)% > £ for all k > 100. Note that we already had the bound
g for £ < 100 using numerical computation of Z(j). Asymptotically, we have
obtained the following lower bound: (vay, k)% > 2k

— re2
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Abstract. We describe some of the recent progress on lattice-based
cryptography, starting from the seminal work of Ajtai, and ending with
some recent constructions of very efficient cryptographic schemes.

1 Introduction
In this survey, we describe some of the recent progress on lattice-based cryp-
tography. What is a lattice? It is a set of points in n-dimensional space with a

periodic structure, such as the one illustrated in Figure 1. More formally, given
n-linearly independent vectors vy, ..., v, € R™, the lattice generated by them is

the set of vectors
n
L(’Ul, .. ,Un) = {Zaivi o; € Z} .
i=1

The vectors v1,...,v, are known as a basis of the lattice.

Fig. 1. A lattice in R? and two of its bases

Historically, lattices were investigated since the late 18th century by mathe-
maticians such as Lagrange, Gauss, and later Minkowski. More recently, lattices
have become an active topic of research in computer science. They are used as
an algorithmic tool to solve a wide variety of problems (e.g., [1,2,3]); they have
found many applications in cryptanalysis (e.g., [4,5]); and they have some unique
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properties from a computational complexity point of view (e.g., [6,7,8]). In this
survey we will focus on their positive applications in cryptography, i.e., on the
construction of cryptographic primitives whose security relies on the hardness of
certain lattice problems.

Our starting point is Ajtai’s seminal result from 1996 [9]. His surprising dis-
covery was that lattices, which up to that point were used only as tools in crypt-
analysis, can actually be used to construct cryptographic primitives. His work
sparked a great interest in understanding the complexity of lattice problems and
their relation to cryptography.

Ajtai’s discovery was surprising for another reason: the security of his crypto-
graphic primitive is based on the worst-case hardness of lattice problems. What
this means is that if one succeeds in breaking the primitive, even with some small
probability, then one can also solve any instance of a certain lattice problem. This
remarkable property is what makes lattice-based cryptographic constructions so
attractive. In contrast, virtually all other cryptographic constructions are based
on some average-case assumption. For example, in cryptographic constructions
based on factoring, the assumption is that it is hard to factor numbers chosen
from a certain distribution. But how should we choose this distribution? Obvi-
ously, we should not use numbers with small factors (such as even numbers),
but perhaps there are other numbers that we should avoid? In cryptographic
constructions based on worst-case hardness, such questions do not even arise.

There are several other reasons for our interest in lattice-based cryptography.
One is that the computations involved are very simple and often require only
modular addition. This can be advantageous in certain practical scenarios when
encryption is performed by a low-cost device. Another reason is that we cur-
rently do not have too many alternatives to traditional number-theoretic-based
cryptography such as RSA. Such alternatives will be needed in case an efficient
algorithm for factoring integers is ever found. In fact, efficient quantum algo-
rithms for factoring integers and computing discrete logarithms already exist
[10]. Although large-scale quantum computers are not expected to exist for at
least a decade, this fact should already be regarded as a warning. There are
currently no known quantum algorithms for lattice problems.

Our choice of topics for this survey is clearly biased by the author’s personal
taste and familiarity. One notable topic that we will not discuss here are crypto-
graphic constructions following the design of Goldreich, Goldwasser, and Halevi
[11]. In particular, this includes the highly efficient constructions developed by
the company NTRU [12,13].

For other surveys on the topic, see, e.g., [14,15] and also the lecture notes
[16,17]. Another useful resource is the book by Micciancio and Goldwasser [18],
which also contains a wealth of information on the computational complexity
aspects of lattice problems.

The rest of this survey is organized as follows. In Section 2 we define the short-
est vector problem and state some known results. In Section 3 we describe the
known constructions of hash functions, starting from Ajtai’s work [9]. Then, in
Section 4 we describe the known constructions of public key cryptosystems. The
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only technical part of this survey is Section 5, where we outline the construc-
tion of a lattice-based collision resistant hash function together with its security
proof. We end with some open questions in Section 6.

2 Lattice Problems

The main computational problem associated with lattices is the shortest vector
problem (SVP). In SVP, given a lattice basis, we are supposed to output a
shortest nonzero vector in the lattice. In fact, we will be mostly interested in the
approximation variant of this problem, where our goal is to output a nonzero
lattice vector whose norm is greater than that of the shortest nonzero lattice
vector by at most some approximation factor . There are other interesting
lattice problems (such as SIVP), and roughly speaking, the goal in most of them
is to find short vectors under some appropriate definition of ‘short’. We will
encounter one such problem in Section 5. The behavior of these problems is
often very similar to that of SVP, so for simplicity we do not discuss them in
detail here (see [18] for more details).

Part of the difficulty of SVP comes from the fact that a lattice has many dif-
ferent bases and that typically, the given lattice basis contains very long vectors,
much longer than the shortest nonzero vector. In fact, the well-known polynomial
time algorithm of Lenstra, Lenstra, and Lovész (LLL) [1] from 1982 achieves an
approximation factor of 20(") where n is the dimension of the lattice. As bad as
this might seem, this algorithm is surprisingly useful, with applications ranging
from factoring polynomials over the rational numbers, integer programming,
and many applications in cryptanalysis (such as attacks on knapsack based
cryptographic systems and special cases of RSA). In 1987, Schnorr presented
an improved algorithm obtaining an approximation factor that is slightly
subexponential, namely 90(n(loglogn)®/logn)  This was recently improved to
90 (nloglogn/logn) 119] We should also mention that if one insists on an exact
solution to SVP (or even just an approximation to within poly(n) factors), the
best algorithm has a running time of 20 [19].

Given the above results, one might expect SVP to be NP-hard to approximate
to within very large factors. However, the best known result only shows that

approximating SVP to within factors 2(°% nze is NP-hard (under randomized
quasi-polynomial time reductions) [8]. Moreover, SVP is not believed to be NP-
hard to approximate to within factors above \/n/logn [20,6,7], since for such
approximation factors it lies in classes such as NP N coNP.

On the practical side, it is difficult to say what is the dimension n beyond
which solving SVP becomes infeasible with today’s computing power. A reason-
able guess would be that taking n to be several hundreds makes the problem
extremely difficult.

To conclude, the problem of approximating SVP to within polynomial factors
n¢ for ¢ > % seems to be very difficult (best algorithm runs in exponential time),
however it is not believed to be NP-hard.
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3 Hash Functions

As mentioned above, the first lattice-based cryptographic construction with
worst-case security guarantees was presented in the seminal work of Ajtai [9].
More precisely, Ajtai presented a family of one-way functions whose security
is based on the worst-case hardness of n¢-approximate SVP for some constant
¢ > 0. In other words, he showed that being able to invert a function chosen
from this family with non-negligible probability implies the ability to solve any
instance of n°-approximate SVP. Shortly after, Goldreich et al. [21] improved
on Ajtai’s result by constructing a stronger cryptographic primitive known as a
family of collision resistant hash functions. Much of the subsequent work concen-
trated on decreasing the constant ¢ (thereby improving the security assumption)
[22,23,24]. In the most recent work, the constant is essentially ¢ = 1 [24]. The
hash function in all these constructions is essentially the modular subset sum
function. We will see an example of such a construction in Section 5 below.

We remark that all these constructions are based on the worst-case hardness
of a problem not believed to be NP-hard. Although it seems unlikely, it is not
entirely impossible that further improvements in these constructions would lead
us to approximation factors of the form n° for ¢ strictly below % That would
mean that we managed to base the security on the worst-case hardness of a
problem that might be NP-hard.

The constructions described above are not too efficient. For instance, O(n2)
bits are necessary in order to specify a function in the family, where n is the
dimension of the lattice underlying the security and the O hides poly-logarithmic
factors (in other words, the key size is O(n?) bits). So if, for instance, we choose
n to be several hundreds, we might need roughly a megabyte just to specify the
hash function. Recently, an improved construction was presented by Micciancio
[25]. He gives a family of one-way functions where only O(n) bits are needed to
specify a function in the family. Its security is based on the worst-case hardness
of lattice problems on a restricted set of lattices known as cyclic lattices. Since
no better algorithms are known for this family, it is reasonable to assume that
solving lattice problems on these lattices is as hard as the general case. Finally,
in more recent work [26,27], the hash function of [25] was modified, preserving
the efficiency and achieving the stronger security property of collision resistance.

4 Public-Key Cryptography

Following Ajtai’s discovery of lattice-based hash functions, Ajtai and Dwork [28]
constructed a public-key cryptosystem whose security is based on the worst-case
hardness of a lattice problem. Several improvements were given in subsequent
works [29,30]. Unlike the case of hash functions, the security of these cryp-
tosystems is based on the worst-case hardness of a special case of SVP known
as unique-SVP. Here, we are given a lattice whose shortest nonzero vector is
shorter by some factor v than all other nonparallel lattice vectors, and our goal
is to find a shortest nonzero lattice vector. The hardness of this problem is not
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understood as well as that of SVP, and it is a very interesting open question
whether one can base public-key cryptosystems on the (worst-case) hardness of
SVP.

As is often the case in lattice-based cryptography, the cryptosystems them-
selves have a remarkably simple description (most of the work is in establishing
their security). For example, let us describe the cryptosystem from [30]. Let N
be some large integer. The private key is simply an integer h chosen randomly
in the range [vV/N,2v/N). The public key consists of m = O(log N) numbers
ai,...,am in {0,1,..., N — 1} that are ‘close’ to integer multiples of N/h (no-
tice that h doesn’t necessarily divide N). We also include in the public key an
index i9p € [m] such that a;, is close to an odd multiple of N/h. We encrypt
one bit at a time. An encryption of the bit 0 is the sum of a random subset
of {a1,...,an} reduced modulo N. An encryption of the bit 1 is done in the
same way except we add |a;,/2] to the result before reducing modulo N. On
receiving an encrypted word w, we consider its remainder on division by N/h. If
it is small, we decrypt 0 and otherwise we decrypt 1. To establish the correctness
of the decryption procedure, notice that since a1, ..., a,, are all close to integer
multiples of N/h, any sum of a subset of them is also close to a multiple of N/h
and hence encryptions of 0 are decrypted correctly. Similarly, since |a;, /2] is far
from a multiple of N/h, encryptions of 1 are also far from multiples of N/h and
hence we again decrypt correctly. The proof of security is more difficult and we
omit it here (but see Section 5 for a related proof).

The aforementioned lattice-based cryptosystems are unfortunately quite ineffi-
cient. It turns out that when we base the security on lattices of dimension n, the
size of the public key is O(n*) and each encrypted bit gets blown up to O(n?) bits.
So if, for instance, we choose n to be several hundreds, the public key size is on the
order of several gigabytes, which clearly makes the cryptosystem impractical.

Two recent works by Ajtai [31] and by the author [32] have tried to remedy
this. Both works present cryptosystems whose public key scales like O(n?) (or
even O(n) if one can set up a pre-agreed random string of length O(n?)) and
each encrypted bit gets blown up to O(n) bits. Combined with a very simple
encryption process (involving only modular additions), this makes these two
cryptosystems a good competitor for certain applications.

However, the security of these two cryptosystems is not as strong as that of other
lattice-based cryptosystems. The security of Ajtai’s cryptosystem [31] is based on a
problem by Dirichlet, which is not directly related to any standard lattice problem.
Moreover, his system has no worst-case hardness as the ones previously mentioned.
However, his system, as well as many details in its proof of security, have the flavor
of a lattice-based cryptosystem, and it might be that one day its security will be
established based on the worst-case hardness of lattice problems.

The second cryptosystem [32] is based on the worst-case quantum hardness of
the SVP. What this means is that breaking the cryptosystem implies an efficient
quantum algorithm for approximating SVP. This security guarantee is incompa-
rable to the one by Ajtai and Dwork: On one hand, it is stronger as it is based
on the general SVP and not the special case of unique-SVP. On the other hand,
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it is weaker as it only implies a quantum algorithm for a lattice problem. Since
no quantum algorithm is known to outperform classical algorithms for lattice
problems, it is not unreasonable to conjecture that lattice problems are hard
even quantumly. Moreover, it is possible that a more clever proof of security
could establish the same worst-case hardness under a classical assumption. Fi-
nally, let us emphasize that the cryptosystem itself is entirely classical, and is in
fact somewhat similar to the one of [30] described above.

5 An Outline of a Construction

In this section, we outline a construction of a lattice-based family of collision re-
sistant hash functions. We will follow a simplified description of the construction
in [24], without worrying too much about the exact security guarantee achieved.!
At the heart of the proof is the realization that by adding a sufficient amount
of Gaussian noise to a lattice, one arrives at a distribution that is extremely
close to uniform. An example of this effect is shown in Figure 2. This technique
first appeared in [30], and is based on the work of Banaszczyk [33]. Let us denote
by n = n(L) the least amount of Gaussian noise required in order to obtain a
distribution whose statistical distance to uniform is negligible (where by ‘amount’
we mean the standard deviation in each coordinate). This lattice parameter was
analyzed in [24] where it was shown that it is ‘relatively short’ in the sense
that finding nonzero lattice vectors of length at most poly(n)n is a ‘hard’ lattice
problem as it automatically implies a solution to other, more standard, lattice
problems such as an approximation to SVP to within polynomial factors.?
Before going on, we need to explain what exactly we mean by ‘adding Gaussian
noise to a lattice’. One way to rigorously define this is to consider the uniform
distribution on all lattice points inside some large cube and then add Gaussian
noise to this distribution. While this approach works just fine, it leads to some
unnecessary technical complications due to the need to deal with the edges of the
cube. Instead, we choose to take a mathematically cleaner approach (although
it might be confusing at first): we work with the quotient R™ /L. More explicitly,
we define a function h : R™ — [0,1)"™ as follows. Given any = € R", write it as a
linear combination of the lattice basis vectors = = Y. | B;v;, and define h(z) =
(61, ..., Bn) mod 1. So for instance, all points in L are mapped to (0, ...,0). Then
the statement about the Gaussian noise above can be formally stated as follows:
if we sample a point x from a Gaussian distribution in R™ centered around 0 of
standard deviation 7 in each coordinate, then the statistical distance between
the distribution of h(x) and the uniform distribution on [0,1)™ is negligible.

1A more careful analysis of the construction described below shows that its security
can be based on the worst-case hardness of O(n1‘5)—approximate SIVP, which implies
a security based on O(n2'5)-approximate SVP using standard reductions. In order
to obtain the best known factor of O(n), one needs to use an iterative procedure.

2 To be precise, we need slightly more than just finding vectors of length at most
poly(n)n; we need to be able to find n linearly independent vectors of this length.
As it turns out, by repeatedly calling the procedure described below, one can obtain
such vectors.
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Fig. 2. A lattice with different amounts of Gaussian noise

We now turn to the construction. Our family of hash functions is the modular
subset-sum function over Z?, as defined next. Fix ¢ = 2°" and m = 4n®. For
each ai,...,am € Zy, the family contains the function fu, . 4, : {0,1}™ —

{0,1}™1°84 given by

farnam (b1, b)) = Zbiai mod q.
i=1

Notice that with our choice of parameters, m > nlogq so collisions are guaran-
teed to exist. Clearly, these functions are easy to compute. Our goal is there-
fore to show that they are collision resistant. We establish this by proving
that if there exists a polynomial-time algorithm COLLISIONFIND that given
at, ..., an, chosen uniformly from Zg, finds with some non-negligible probability
bi,...,bm € {—1,0,1}, not all zero, such that Y ", ba; = (0,...,0) (mod g),
then there is a polynomial-time algorithm that finds vectors of length at most
poly(n)n in any given lattice L (which, as mentioned before, implies a solution
to approximate SVP).

Our first observation is that from COLLISIONFIND we can easily construct
another algorithm, call it COLLISIONFIND’, that performs the following task:
given elements aq, ..., a,, chosen uniformly from [0,1)", it finds with some non-
negligible probability by, ..., by, € {—1,0,1}, not all zero, such that >\, b;a; €
[— %, %" (mod 1). In other words, it finds a {—1, 0, 1} combination of a1, ..., am
that is extremely close to (0, ...,0) modulo 1. To see this, observe that COLLI-
SIONFIND’ can simply apply COLLISIONFIND to |gai|,. .., |qam].

Our goal now is to show that using COLLISIONFIND’ we can find vectors of
length at most poly(n)n in any given lattice L. So let L be some lattice given by
its basis v1,...,v,. Our first step is to apply the LLL algorithm to vq,...,v,.
This makes sure that vq,...,v, are not ‘unreasonably’ long: namely, none of
these vectors is longer than 2™7.

We now arrive at the main part of the procedure. We first choose m vectors
x1,..., %y independently from the Gaussian distribution in R™ centered around
0 of standard deviation 1 in each coordinate. (To be precise, we don’t know 7,
but we can obtain a good enough estimate by trying a polynomial number of
values.) Next, we compute a; = h(z;) for i = 1,..., m. By the discussion above,
we know that each a; is distributed essentially uniformly on [0,1)". We can
therefore apply COLLISIONFIND' to aq,...,a,, and obtain with non-negligible
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probability bi,...,by, € {—1,0,1} such that 37", bia; € [, 2]" (mod 1).
Now consider the vector y = > | b;z;. On one hand, this is a short vector, as
it is the sum of at most m vectors of length roughly \/nn each. On the other
hand, by the linearity of h, we have that h(y) € [, 7]" (mod 1). What this
means is that y is extremely close to a lattice vector. Indeed, write y = > B;v;
for some reals 31, ..., 3. Then we have that each (; is within j:% of an integer.

Consider now the lattice vector y' = > |B;|v; obtained by rounding each (; to
the nearest integer. Then the distance between y and 3’ is

n
m mn
ly =o'l <D —lvill < w2

i=1

and in particular we found a lattice vector 3’ of length at most poly(n)n. The
procedure can now output g’, which is a short lattice vector.

So are we done? Well, not completely: we still have to show that 3 is nonzero
(with some non-negligible probability). The proof of this requires some effort,
so we just give the main idea. Recall that we define ' as a (rounding of a)
{-1,0,1} combination of x1,...,x,, obtained by calling COLLISIONFIND" with
ai,...,an,. The difficulty in proving that 3’ # 0 is that we have no control over
CoOLLISIONFIND’, and in particular it might act in some ‘malicious’ way, trying
to set the by, ...,b,, so that ¥y’ ends up being the zero vector. To solve this issue,
one can prove that the a; do not contain enough information about the z;. In
other words, conditioned on any fixed values to the a;, the x; still have enough
uncertainty in them to guarantee that no matter what COLLISIONFIND’ outputs,
y’ is nonzero with very high probability.

To conclude, we have seen that by a single call to the collision finder, one
can find in any given lattice, a nonzero vector of length at most (my/n + 1)n =
O(n?5n) with some non-negligible probability. Obviously, by repeating this a
polynomial number of times, we can obtain such a vector with very high proba-
bility. The essence of the proof, and what makes possible the connection between
the average-case collision finding problem and the worst-case lattice problem, is
the realization that all lattices look the same after adding a small amount of
noise — they turn into a uniform distribution.

6 Open Questions

— Cryptanalysis: Attacks on lattice-based cryptosystems, such as the one by
Nguyen and Stern [34], seem to be limited to low dimensions (a few tens).
Due to the greatly improved efficiency of the new cryptosystems in [31,32],
using much higher dimensions has now become possible. It would be very
interesting to see attempts to attack these new cryptographic constructions.

— Improved cryptosystems: As we have seen in Section 4, the situation
with lattice-based cryptosystems is not entirely satisfactory: The original
construction of Ajtai and Dwork, as well as some of the follow-up work, are
based on the hardness of the unique-SVP and are moreover quite inefficient.
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Two recent attempts [31,32] give much more efficient constructions, but with
less-than-optimal security guarantees. Other constructions, such as the one
by NTRU [12], are extremely efficient but have no provable security. A very
interesting open question is to obtain efficient lattice-based cryptosystems
based on the worst-case hardness of unique-SVP (or preferably SVP). An-
other interesting direction is whether specific families of lattices, such as
cyclic lattices, can be used to obtain more efficient constructions.

— Comparison with number theoretic cryptography: Can one factor
integers or compute discrete logarithms using an oracle that solves, say, v/n-
approximate SVP? Such a result would prove that lattice-based cryptosys-
tems are superior to traditional number-theoretic-based ones (see [35,36] for
related work).

— Reverse reductions: Is the security of lattice-based cryptographic con-
structions equivalent to the hardness of lattice-problems? More concretely,
assuming we have an oracle that solves (say) y/n-approximate SVP, can we
break lattice-based cryptography? A result along these lines is known for the
Ajtai-Dwork cryptosystem [34], but it is still open if the same can be shown
for newer cryptosystems such as the ones in [31,32].

— Signature schemes: Lattices have been successfully used in constructing
hash functions and public key cryptosystems. Can one also construct signa-
ture schemes with worst-case hardness guarantees and similar efficiency? See
[37] for some related work.

— Security against chosen-ciphertext attacks: The Ajtai-Dwork cryp-
tosystem, as well as all subsequent work, are not secure against chosen-
ciphertext attacks. Indeed, it is not too difficult to see that one can extract
the private key given access to the decryption oracle. In practice, there are
known methods to deal with this issue. It would be interesting to find an
(efficient) solution with a rigorous proof of security in the standard model
(for related work, see, e.g., [38]).

— Applications in Learning Theory: The cryptosystems of [30,32] were
recently used by Klivans and Sherstov to obtain cryptographic hardness
results for problems in learning theory [39]. It would be interesting to extend
this line of research.

Acknowledgements. I am grateful to Ishay Haviv, Julia Kempe, Daniele Mic-
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Abstract. This paper considers the problem of password-authenticated
key exchange (PAKE) in a client-server setting, where the server authen-
ticates using a stored password file, and it is desirable to maintain some
degree of security even if the server is compromised. A PAKE scheme
is said to be resilient to server compromise if an adversary who com-
promises the server must at least perform an offline dictionary attack to
gain any advantage in impersonating a client. (Of course, offline dictio-
nary attacks should be infeasible in the absence of server compromise.)
One can see that this is the best security possible, since by definition the
password file has enough information to allow one to play the role of the
server, and thus to verify passwords in an offline dictionary attack.

While some previous PAKE schemes have been proven resilient to server
compromise, there was no known general technique to take an arbitrary
PAKE scheme and make it provably resilient to server compromise. This
paper presents a practical technique for doing so which requires essentially
one extra round of communication and one signature computation/
verification. We prove security in the universal composability framework
by (1) defining a new functionality for PAKE with resilience to server com-
promise, (2) specifying a protocol combining this technique with a (basic)
PAKE functionality, and (3) proving (in the random oracle model) that
this protocol securely realizes the new functionality.

1 Introduction

THE BAsic PROBLEM. We start by describing the basic problem of setting up
a secure channel between two parties, Alice and Bob, who only share a short
secret password. Neither of them knows a public key corresponding to the other
party, and neither has a certified public key (i.e., a public key whose certificate
can be verified by the other party). If Alice and Bob shared a high-strength
cryptographic key (i.e., a long secret), then this problem could be solved using
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standard solutions for setting up a secure channel, such as the protocol of Bel-
lare and Rogaway [5]. However, since Alice and Bob only share a short secret
password, they must also be concerned with offline dictionary attacks. An offline
dictionary attack occurs when an attacker obtains some information that can be
used to perform offline verification of password guesses. We will call this pass-
word verification information. For a specific example, consider the following. Say
Alice and Bob share a password 7, and say an attacker somehow obtained a hash
of the password h(m), where h is some common cryptographic hash function such
as SHA-1 [41]. Then an attacker could go offline and run through a dictionary
of possible passwords {7, m2, ...}, testing each one against h(w). For instance,
to test if m; is the correct password, the attacker computes h(m;) and checks if
h(m;) = h(m). In general, the password verification information obtained by the
attacker may not be as simple as a hash of a password, and an attacker may not
always be able to test all possible passwords against the password verification
information, but if he can test a significant number of passwords, this is still
considered an offline dictionary attack. For some fairly recent demonstrations of
how effective an offline dictionary attack can be, see [40,44,50]. So the problem
remains: how do Alice and Bob set up a secure channel? In other words: how
do Alice and Bob bootstrap a short secret (the password) into a long secret (a
cryptographic key) that can be used to provide a secure channel?

A protocol to solve this problem is called a password-authenticated key ex-
change (PAKE) protocol. Informally, a PAKE protocol is secure if the only
feasible way to attack the protocol is to run a trivial online dictionary attack of
simply iteratively guessing passwords and attempting to impersonate one of the
parties. (Note that this type of attack can generally be detected and stopped by
well-known methods.) The problem of designing a secure PAKE protocol was
proposed by Bellovin and Merritt [7] and by Gong et al. [24], and has since
been studied extensively. Below we discuss the many techniques that have been
proposed.

RESILIENCE TO SERVER COMPROMISE. Consider a PAKE protocol run in a
client-server setting, where the client device receives a password input by a user,
but where the server stores a “password file” that contains data that can be
used to authenticate each user. In this scenario it is natural to be concerned
about the security of this password file, since an adversary that compromises
the server could obtain this password file.! In the case of many existing PAKE
protocols, the consequences of an adversary obtaining the server’s password file
are disastrous, with the adversary obtaining enough information to impersonate
a client. That is why there has been a significant amount of work on making
PAKE schemes “as secure as possible” even if the server gets compromised.
Naturally, if an adversary obtains a server password file, he possesses password
verification information, so he can always mount an offline dictionary attack.
The goal, therefore, in improving resilience to server compromise is to make the
offline dictionary attack the best he can do.

! From the many recent reports of theft of credit cards and other personal information
from e-commerce servers, it seems that compromise of a server is a real threat.



144 C. Gentry, P. MacKenzie, and Z. Ramzan

In the remainder of the paper, a symmetric PAKE scheme refers to one in
which the two parties use identical strings corresponding to the same password
(and which, consequently is trivially insecure in the client-server setting when
the server is compromised). An asymmetric PAKE scheme refers to one which
is designed to maintain security (as discussed above) despite a server compro-
mise. In particular, this implies that the server does not store the plaintext
password.

RELATED WORK. Since the PAKE problem was introduced, it has been studied ex-
tensively, and many PAKE protocols have been proposed, e.g., [24,23,26,34,48,32].
Many of these protocols have been shown to be insecure [9,45]. More recent pro-
tocols, e.g., [3,10,1,37,51,19], have proofs of security, based on certain well-known
cryptographic assumptions, in the random oracle and/or ideal cipher models.
Other PAKE protocols have been proven secure in the common reference string
(CRS) model, e.g., [31,18,29,14]. Finally the PAKE protocols in [20,42] were proven
secure based on a general assumption (trapdoor permutations) without any setup
assumptions, but with a restriction that concurrent sessions with the same pass-
word are prohibited.

The problem of PAKE with resilience to server compromise has also been stud-
ied extensively, and many protocols have been proposed, e.g., [8,27,49,33].2 Some
more recent protocols also have proofs of security based on well-known crypto-
graphic assumptions, in the random oracle model, e.g., [10,37,35]. Although these
protocols (along with the protocols of [8,27]) are based on symmetric PAKE pro-
tocols, and the techniques used to convert the symmetric PAKE protocols into
asymmetric PAKE protocols seem somewhat modular, no modular versions were
ever presented, and there were no attempts to prove (in a modular way) any-
thing about the techniques themselves. Each asymmetric PAKE protocol was
presented in its entirety, and was proven secure from scratch. Note that no
protocols for PAKE with resilience to server compromise have yet been proven
secure without relying on random oracles.

REsuLTS. We were inspired by the PAK-Z protocol from MacKenzie [36], which
is essentially the PAK protocol from [10] modified using the “Z-method” to
be resilient to server compromise.®> While the Z-method was claimed to be a
general technique, it was only described and analyzed with respect to the PAK
protocol. We first show that the general Z-method does not provide resilience to
server compromise by exhibiting an attack that exploits any instantiation using
discrete-log based signature schemes. Next, we present a new method, called
the (2-method, that fixes the critical flaw in the Z-method. The {2-method is
the first general and modular technique that takes any secure symmetric PAKE
scheme as a building block and converts it into one that is resilient to server
compromise. The (2-method is efficient and practical, essentially adding one

2 There has also been work on protecting the server password file using threshold
techniques, e.g., [17,28,16,30,38].

3 Previous to PAK-Z, there were PAK-X and PAK-Y protocols, with their own meth-
ods for modifying PAK to be resilient to server compromise.
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extra round of communication and one signature generation/verification to the
underlying symmetric PAKE scheme.*

We prove security in the universal composability (UC) framework [11] (in
the random oracle model). A symmetric PAKE functionality Fpwke was recently
introduced in [14]. Our original plan was to (1) extend Fpwke into an asym-
metric PAKE functionality F,pwke, and (2) prove that a protocol based on the
(2-method (which we call the {2-protocol) securely realizes Fapwke in the Fpwke-
hybrid model. This would imply, by the universal composition theorem [11], that
the {2-protocol would be secure when instantiated with any secure symmetric
PAKE scheme. For step (1) we added notions of a server setting up a password
record for the client and using that password record for each session, the notion of
stealing the password file, and the notion of explicitly aborting.® Unfortunately,
step (2) was problematic, since the {2-method relies on the notion of a protocol
transcript, which does not exist in the symmetric PAKE functionality of [14].
Therefore, we added the notion of a transcript to the symmetric PAKE function-
ality to make a revised symmetric PAKE functionality Fpwke, and completed
step (2) using the Frpwke-hybrid model. In Section 4 we discuss why adding this
notion of a transcript is natural and does not have any substantial effect on
whether a protocol securely realizes the functionality.

APPLICABILITY. Currently there is only one PAKE protocol that has been shown
to securely realize the symmetric PAKE functionality Fowke in the UC frame-
work, specifically, the one of Canetti et al. [14]. However, we conjecture that
many of the PAKE protocols cited above that were proven secure in the random
oracle model, but not in the UC framework, could also be proven secure in the
UC framework. Since the {2-protocol relies on the random oracle model any-
way, it would make sense to combine it with these symmetric PAKE protocols
to achieve (very efficient) asymmetric PAKE protocols. Thus the results of this
paper should have wide applicability.

2 Preliminaries

SYMMETRIC ENCRYPTION SCHEMES. A symmetric encryption scheme & is a pair
(E, D) of algorithms, both running in polynomial time. F takes a symmetric key
k and a message m as input and outputs an encryption ¢ for m; we denote this
¢ < Ei(m). D takes a ciphertext ¢ and a symmetric key k as input and returns
either a message m such that c is a valid encryption of m, if such an m exists,
and otherwise returns L.

4 As a result of this work, the PAK-Z protocol in the IEEE P1363.2 (Password-based
Public-Key Cryptography) proposed standard has had the Z-method replaced with
the 2-method to provide resilience to server compromise.

® We do not consider the notion of explicitly aborting to be necessary for an asymmet-
ric PAKE functionality, but it is very convenient and allows some natural protocols
(including our protocol) to securely realize the functionality. There is more discussion
on this notion in Section 4.



146 C. Gentry, P. MacKenzie, and Z. Ramzan

We will use specific symmetric encryption schemes based on hash functions
and one-time pads.® The first scheme is Ey(m) = H(k) @ m, where H() is
a hash function with output that is the same length as m (and assumed to
behave like a random oracle - see below) and where @ is taken as a bit-wise
exclusive OR operation. Note that this encryption scheme is inherently mal-
leable. For instance, given a ciphertext ¢ of an unknown message m under an
unknown key k, one can construct a ciphertext ¢/ = ¢@® 00---001 of a related
message m’ = m@®00---001 (i.e., m with the last bit flipped), without determin-
ing m.

The second scheme is Ej (m) = H(k) @ m|H'(m), for a hash function H'()
(assumed to be one-way and to behave like a random oracle). The second hash
protects against malleability since modifying the one-time pad portion requires
recomputing the hash with the correct message, implying the message has been
determined.

HAsH FUNCTIONS. Cryptographic hash functions will be used for key generation
and for producing verification values. Here we assume these functions are ran-
dom oracles [4],7 i.e., they behave like black-box perfectly random functions. In
practice, one would need to verify that the actual hash function used is suitable
to be used as a random oracle. See [4] for a discussion on how to instantiate
random oracles, and see [25] for a discussion on key generation functions.

SIGNATURE SCHEMES. A signature scheme S is a triple (Gen, Sig, Verify) of al-
gorithms, the first two being probabilistic, and all running in (probabilistic)
polynomial time. Geng takes as input the security parameter (usually denoted
as k and represented in unary format, i.e., 1*) and outputs a public-key pair
(pk, sk), i.e., (pk, sk) < Geng(1%). Sign takes a message m and a secret key sk
as input and outputs a signature o for m, i.e., o « Sigy,(m). Verify takes a
message m, a public key pk, and a candidate signature o’ for m as input and
returns the bit b = 1 if ¢’ is a valid signature for m for the corresponding private
key, and otherwise returns the bit b = 0. That is, b < Verify,, (m, o’). Naturally,
if o < Siggy(m), then Verify , (m, o) = 1. We require signature schemes that are
existentially unforgeable against chosen message attacks in the sense of [21].

3 The 2-Method

Basic IDEA OF THE {2-METHOD. Similar to some previous work [10,37,35,36],
the £2-method constructs an asymmetric PAKE protocol {2 by enhancing a sym-
metric PAKE protocol P as follows. First, the server only stores the output of
a one-way function of the password, i.e., a value f(m) that is easy to compute
from the password, but from which the password is difficult to compute. Then

6 Proving security using generic encryption schemes is left as an open problem.

" We stress that whether schemes proven secure in the random oracle model can
be instantiated securely in the real world (i.e., with polynomial-time computable
functions in place of random oracles) is uncertain [13,12,43,22,6,39].
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the protocol operates by first running the protocol P using f(m) in place of 7,
and second having the client somehow prove knowledge of a 7 such that f(m) is
the server’s stored value.

The 2-method uses the following specific instantiation of this basic idea.? The
server stores a hash of the password H(m) to be used for the protocol P. The
server also stores a public/secret key pair for a secure signature scheme, with
the secret key encrypted using the specific encryption scheme (E’, D’) defined
above in which the key to the encryption scheme is the password. (Recall that
this encryption scheme is a one-time pad concatenated to a cryptographic hash.)
In all, the server stores (H(w), pk, E (sk)). The protocol {2 first runs P (using
H(m)). Once P is finished and has derived a cryptographically strong shared key
K, the server uses a temporary session key K’ derived from K to securely send
E! (sk) to the client, using the specific encryption scheme (£, D) defined above.
(Recall that this encryption scheme is simply a one-time pad.) The client uses
K and 7 to derive the appropriate keys, performs the necessary decryptions to
obtain sk, and then creates a signature with sk on the transcript of P. In effect,
this proves that the client (the one communicating with the server in protocol
P) knows m. The final output of {2 is another key K" derived from K.

The 2-method is very similar to the Z-method in [36]. However, the Z-method
specifies that both encryption schemes be simple one-time pads, which, as dis-
cussed previously, are malleable. Because of this, it can be shown that the Z-
method is insecure for certain signature schemes and in particular, for certain
representations of the private key generated in certain signature schemes. In fact,
the Z-method is not known to be secure for any signature scheme. In contrast,
the (2-method is secure for every signature scheme.

HIGH-LEVEL DESCRIPTION. A high-level description of the {2-method is shown
in Figure 1, with some details given here.

Client Part 1: The client computes H(7) and performs its part in the sym-
metric PAKE protocol P using H(w), obtaining a shared cryptographic key K.

Server Part 1: The server performs its part in the symmetric PAKE protocol
P using the value H(7) it had stored, obtaining a shared cryptographic key K.

Server Part 2, Step 1: The server first derives key K’ = H'(K) and then
sends Eg (E! (sk)) to the client.

Client Part 2: The client receives the value Ex/(E. (sk)) sent by the server,
computes K’ = H'(K), and decrypts using K’ and 7 to obtain sk. (If the
decryption fails when checking the hash, the client aborts.) Then the client signs
the transcript of P, using sk, i.e., it computes o = Sig (transcript), and sends

8 We always assume a password protocol takes an arbitrary length password string,
and thus would work correctly with f(m) in place of .

9 Note that for security we require that the hash and encryption functions used by
the 2-method are not used by the underlying symmetric PAKE protocol P.
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the result o to the server. The client also derives a session key K" from K (e.g.,
by using a cryptographic hash function K" = H"(K)).

Server Part 2, Step 2: Once it receives the signature o, the server computes
b = Verify . (transcript, o). If b = 1, then the server derives a session key K" =
H"(K) and outputs it. Otherwise it aborts.

Client (7) Server(H (), (pk, E} (sk)))

Compute H ()
Symmetric PAKE: H ()

Output: K Output: K
Generate keys K’ and Generate keys K’ and
K" from K K" from K
Let ¢ = E,(sk)
sk DL(Dg (<)) " ¢ — Exo(0)
s < Sig (transcript) >  If —Verify , (transcript, s), abort.

Fig.1. The {2-method: Augmenting a PAKE protocol to make it resilient to server
compromise

The advantage of the {2-method over the Z-method was discussed above. The
advantage of the (2-method over other asymmetric PAKE protocols is that it is
modular and general. The (2-method allows an asymmetric PAKE protocol to
be constructed using any PAKE protocol and any signature scheme, and these
could be chosen based on which cryptographic assumptions are used to prove
their security. For instance, one could choose a PAKE protocol and a signature
scheme that are based on the same cryptographic assumption. Notice also that
as opposed to asymmetric PAKE protocols in which the password is used to
derive the secret key of a signature scheme, e.g., [35], the {2-method has the
advantage that the secret key does not need to be computed online by the client,
a potentially expensive operation.

As for efficiency, this method adds one extra round of communication along
with a few hash operations, a signature calculation by the client, and a signa-
ture verification by the server, to the PAKE protocol P. The extra round of
communication can often be piggybacked on actual protocol messages, as was
shown for the PAK-Z protocol in [36]. But there is still the extra computation
involved with the signature. Some asymmetric PAKE protocols have been de-
signed specifically to avoid this extra computation. SRP [49] and AMP [33] are
two such protocols, but neither has a proof of security, even in the random oracle
model.

THE Z-METHOD AND AN ATTACK. The Z-method [36] looks exactly like the (2-
method, except that the encryption functions F and E’ are simply one-time pads.
That is, Ex/(c¢) = K' @ cand E/ (sk) = H(7w) @ sk. One problem with a one-time
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pad encryption scheme is that in the absence of an explicit integrity-verification
mechanism, the resulting ciphertext is malleable. This leads to an attack on
the PAKE protocol. In particular, suppose that the Z-method is instantiated
using a discrete logarithm based signature scheme (e.g., Schnorr, DSS, El-Gamal,
signature schemes based on bilinear pairings, etc.). In a typical instantiation of
such a scheme, we would have (sk, pk) = (z,y) be the signing and verification
keys respectively, where y = ¢* and g is a generator for a (multiplicative) group
in which the discrete logarithm problem is believed to be intractable.

Now, consider an active adversary who flips the least significant bit of the
server’s response ¢’. When the client decrypts, he will either compute that sk =
x + 1 (if the least significant bit of = were a 0) or x — 1 (or if the least significant
bit of x were a 1). The client signs the transcript using the computed signing
key. The adversary verifies the signature using yg as the public verification key.
If it verifies correctly, then he deduces that the least significant bit of z was
0; otherwise he deduces that it is 1. The adversary can repeat an analogous
procedure |z| times to determine the remaining bits of z. Since |z| is typically
much smaller than the dictionary of possible passwords, we violate the security
requirements of the protocol.

EVALUATION OF SECURITY. We wish to prove that the {2-method can be com-
bined with any (symmetric) PAKE protocol to yield an asymmetric PAKE pro-
tocol. It is often very difficult to prove such general statements. However, by
using the Universal Composability (UC) framework of Canetti [11], this type of
proof, while still very complicated, becomes much easier. We assume the reader
is familiar with the UC framework. We remark that we focus on static adversaries
that cannot corrupt parties during the execution.!® (However, our asymmetric
PAKE functionality includes a notion of an adversary stealing a password file.)

4 Password-Based Key Exchange Functionalities

THE ORIGINAL SYMMETRIC PAKE FUNCTIONALITY. We first consider the orig-
inal symmetric PAKE functionality Fowke from Canetti et al. [14] and presented
in Figure 2.1! The functionality is similar to that of the standard key exchange
functionality Fke given in Canetti [11]. In the Fxe functionality, the parties
that start a session receive the same uniformly-distributed session key, except
when one of the parties is corrupted, in which case the adversary has the power
to set the session key. In the Fpuke functionality, each party starting a session
is given a password as input from the environment, and the power to set the
session key for a party is also given to the adversary if it succeeds in guessing
the password used by that party. When the adversary guesses the password, the
party’s session is marked compromised. An additional property of the definition
is that a failed attempt at guessing a party’s password is detected. This results

19 Nevertheless, as was shown in [14], this implies the “weak corruption” model of [3]
in which passwords can be adaptively obtained.

1 Note that the variable names in the functionality have been slightly modified for
consistency with protocols that we present later.
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in the session being marked interrupted and the party receiving an independent
uniformly-distributed session key.

A session that is neither compromised nor interrupted (and is still in progress)
is considered fresh. Such sessions (between honest parties) conclude with both
parties receiving the same, uniformly-distributed session key if they were given
the same password as input from the environment, and otherwise with the parties
receiving independent uniformly-distributed session keys. In any case, once a
party receives a session key, that session is marked completed.

TWwWO ENHANCEMENTS TO THE ORIGINAL SYMMETRIC PAKE FUNCTIONALITY.
We describe two enhancements, transcripts and explicit authentication, to the
original Fpwke functionality [14].

Transcripts. The main problem with building a secure asymmetric PAKE pro-
tocol using the Fpwke functionality is that there is no way to indicate to the
environment through the Fy.ke functionality whether the two sessions (one for
each party) involved in the key exchange are both fresh.!? Note that extending
the functionality with queries that output the state of each session (i.e., fresh
or compromised) is ineffective since a real party would not know individually if
its session was fresh or compromised, and thus could not output such an indi-
cation.'® Thus allowing such a query in the ideal world makes it distinguishable
from the real world.

Instead, we extend the functionality in the following way. Once a session is
complete, the adversary may query the functionality with an extra value tr,
which is output to the party as long as it meets the following condition: If either
of the two sessions in the key exchange is not fresh, then the tr values output to
each party must not be equal.

Since the query is not mandatory, any protocol that securely realizes Fpuke
will securely realize the functionality extended in this way. We conjecture some-
thing stronger, in that any protocol that securely realizes Fp.wke and in which
each party is fresh and outputs a key if the adversary simply forwards mes-
sages between two parties in a session, and a party is not fresh if the adversary
sends a message not output as the next message by the other party in a ses-
sion, can be modified to securely realize the extended Fp.ke functionality, in
which each party outputs the tr value immediately after it outputs a key. The
modification is to simply have each party output its transcript as tr once it has
completed. Assuming the ideal adversary simulates the real protocol by running

12 This seems critical, since after a password file compromise, it seems the adversary
could compromise both client and server sessions in any symmetric PAKE function-
ality using the information obtained from the password file. (According to the Fowke
functionality, this would even allow the adversary to set the session keys between
himself and each party to be the same.) As a man-in-the middle, he could simply
forward the remaining messages between client and server sessions to complete the
asymmetric PAKE protocol.

A party may know if its session “succeeded” or not, but both fresh and compromised
sessions may be successful.

13
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Functionality F,uke

The functionality Fpwke is parameterized by a security parameter . It interacts
with an adversary S and a set of parties via the following queries:

Upon receiving a query (NewSession, sid, P;, P;, w,role) from party P;:
Send (NewSession, sid, P;, Pj,role) to S. In addition, if this is the first
NewSession query, or if this is the second NewSession query and there is a
record (Pj, P;, "), then store record (P;, P;, ) and mark this record fresh.

Upon receiving a query (TestPwd, sid, P;, ') from the adversary S:

If there is a record of the form (P;, P;, 7) which is fresh, then do: If 7 = 7',
mark the record compromised and reply to S with “correct guess”. If  # «’,
mark the record interrupted and reply with “wrong guess”.

Upon receiving a query (NewKey, sid, P;, k) from S, where |k| = k:

If there is a record of the form (P;, Pj,m), and this is the first NewKey
query for P;, then:

e If this record is compromised, or either P; or P; is corrupted, then output
(sid, k) to player P;.

e If this record is fresh, and there is a record (P;, P;,7’') with 7’ = 7, and
a key k' was sent to P;, and (P;, P;, ) was fresh at the time, then output
(Sid, kil) to PZ‘.

e Any other case: pick new random key k' (|k’| = k); send (sid, k') to P;.
Either way, mark the record (P;, Pj, ) as completed.

Fig. 2. The password-based key-exchange functionality Fpuwke

a simulated real protocol with the real adversary, the ideal adversary could also
output the transcript of a simulated session, and this obviously would preserve
indistinguishability between the ideal world and real world.

Explicit Authentication. Although not critical to building an asymmetric
PAKE functionality, the Fpwke functionality has another limitation in that it
does not allow for some common types of explicit authentication. Specifically, a
protocol that performs explicit authentication and aborts if the authentication
fails, and otherwise sends one more message, will not securely realize the Fpwke
functionality. Intuitively this is because an ideal adversary could not learn from
the functionality whether the explicit authentication should be successful, and
so could only guess whether to send the final message. (This would be easily
distinguishable from the real protocol.) To allow for this type of authentication,
one can add a new “test abort” query that tests whether the authentication
would fail, informs the simulator, and informs the environment that the ses-
sion is aborting in case of an authentication failure. A feature similar to this is
mentioned in [14], in which the ideal adversary is notified if passwords for the
two parties in a session do not match. This is claimed (rightly so) to weaken
the definition, especially since an eavesdropper may not learn this. However, we
are interested only in the case where the eavesdropper does learn this informa-
tion, by noticing whether the protocol aborts or not. Thus in some sense we also
“weaken” the definition of PAKE, but in a way that makes sense and allows some
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natural PAKE protocols (secure according to, say, an indistinguishability-based
definition of PAKE) to securely realize the (extended) PAKE functionality. As
above, since the “test abort” query is not mandatory, any protocol that securely
realizes Fpowke Will securely realize the functionality extended in this way; i.e.,
this extended functionality does not imply a protocol must have explicit authen-
tication, but only allows for it.

THE REVISED SYMMETRIC PAKE FUNCTIONALITY. Figure 3 describes our re-
vised symmetric password-based key exchange functionality called Fipuwke that
includes a transcript query as discussed above, but not a test abort query.'* More
specifically, the revised functionality Frpwke is exactly Fpuke (with a minor word-
ing change in NewKey that has no effect on the Fp.ke), but with NewTranscript
queries added. We note that it is possible to prove that a protocol securely
realizing Frpwke also is secure according to the definition of [3].

AsyMMETRIC PAKE FUNCTIONALITIES. Now we discuss our asymmetric PAKE
functionality Fapwke, which is presented in Figure 4. At a high level, this func-
tionality expands on the F,.ke functionality to allow a server to store password
data, and then use this stored password data for authentication instead of a
password received as input from the environment. This functionality also ac-
counts for the possibility that password data may be stolen by the adversary.
As discussed above, this allows the adversary to perform an offline dictionary
attack.!® It also allows the adversary to impersonate the server, but not the
client. In more detail, the changes are as follows.

— The Fpwke functionality was a single-session functionality. However, asym-
metric PAKE requires that a password file be used across multiple sessions,
so we define the F,owke functionality as a multiple-session functionality.
Note that this cannot be accomplished simply using “composition with joint
state” [15] because the functionality itself requires shared state that needs
to be maintained between sessions.

— In Fpuke, sessions are started by sending NewSession queries to two parties,
including a password in each query. In F,,wkE, these queries are replaced with
CltSession and SvrSession queries. The CltSession queries include a password,
but the SvrSession queries do not. The server password is taken from the
password file, which is placed on the server using a StorePWfile query that
includes the password. Note that if the server is corrupted when it receives

14 The test abort query is omitted since it is not integral to our result. A test abort
query is included in our asymmetric PAKE functionality because it is necessary
there to handle explicit aborting in our ({2-protocol. However, the transcript query
is omitted there because it is not integral to our result.

15 Note that because this functionality accounts for each offline password guess individ-
ually, it seems to require the random oracle model (or some similar idealized model)
to be securely realized.



A Method for Making Password-Based Key Exchange Resilient 153

Functionality Fi ke

The functionality Frpwke is parameterized by a security parameter . It interacts
with an adversary S and a set of parties via the following queries:

Upon receiving a query (NewSession, sid, P;, Pj, 7, role) from party P;:
Send (NewSession, sid, P;, P;,role) to S. In addition, if this is the first
NewSession query, or if this is the second NewSession query and there is a
record (Pj, P;, '), then record (P;, P;,7) and mark this record fresh.

Upon receiving a query (TestPwd, sid, P;,7’) from the adversary S:

If there is a record of the form (P;, Pj, w) which is fresh, then do: If 7 = 7/,
mark the record compromised and reply to S with “correct guess”. If m # «’,
mark the record interrupted and reply with “wrong guess”.

Upon receiving a query (NewKey, sid, P;, k) from S, where |k| = k:

If there is a record of the form (P;, P;j,w) that is not marked completed,
then:

o If this record is compromised, or either P; or P; is corrupted, then output
(sid, k) to player P;.

e If this record is fresh, and there is a record (P;, P;, ') with ' = 7, and
a key k' was sent to P;, and (Pj, P;, ) was fresh at the time, then output
(sid, k') to P;.

e In any other case, pick a new random key sk’ of length x and send
(sid, k') to P;.

Either way, mark the record (P;, Pj, 7) as completed.

Upon receiving a query (NewTranscript, sid, P;, tr) from S:

If there is a record of the form (P;, P;, 7) that is marked completed, then:
e If (1) there is a record (P;, P;,7") for which tuple (transcript, sid, tr'")
was sent to P;, (2) either (P;, Pj,w) or (P;, P;,n') was ever compromised
or interrupted, and (3) tr = tr”, ignore the query.

e In any other case, send (transcript, sid, tr) to P;.

Fig. 3. The revised password-based key-exchange functionality Fipwke

this query, then the adversary learns the password. However, a trusted initial
setup between the client and server is generally assumed, so this would not
be a problem.'®

— In F,pwke, the adversary may “steal” the server’s password data using a
StealPWfile query. No actual data is sent to the adversary, but after this the
adversary may make queries to test passwords using OfflineTestPwd queries.
These queries are “offline” as they do not correspond to any sessions.

The OfflineTestPwd queries may actually be made either before or after
the StealPWfile query, but queries made before are not answered until the
StealPWfile query is made. Specifically, when a StealPWfile query is made, if

6 If one is concerned about this, then one could possibly change the StorePWfile to
contain some data (perhaps a one-way function of the password), along with a way
to verify passwords against this data. Our work focuses on the issue of password
file compromise, so we did not explore these other issues.
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Functionality F.wke

The functionality Fapwke is parameterized by a security parameter «. It interacts
with an adversary S and a set of parties via the following queries:

Password storage and authentication sessions

Upon receiving a query (StorePWfile, sid, P;, ) from party P;:
If this is the first StorePWfile query, store password data record (file, P;, P;, 7) and
mark it uncompromised.

Upon receiving a query (CltSession, sid, ssid, P;, ) from party P;:
Send (CltSession, sid, ssid, P;, P;) to S, and if this is the first CltSession query for
ssid, store session record (ssid, P;, Pj, m) and mark it fresh.

Upon receiving a query (SvrSession, sid, ssid) from party Pj:
If there is a password data record (file, P;, P;,7), then send
(SvrSession, sid, ssid, P;, P;) to S, and if this is the first SvrSession query
for ssid, store session record (ssid, P;, P;, ), and mark it fresh.

Stealing password data

Upon receiving a query (StealPWfile, sid) from adversary S:

If there is no password data record, reply to S with “no password file”. Otherwise,
do the following. If the password data record (file, P;, P;, w) is marked uncompro-
mised, mark it as compromised. If there is a tuple (offline, 7’) stored with m = 7/,
send 7 to S, otherwise reply to S with “password file stolen”.

Upon receiving a query (OfflineTestPwd, sid, 7’) from adversary S: If there is
no password data record, or if there is a password data record (file, P;, Pj,w)
that is marked uncompromlsed then store (offline, ). Otherwise, do If 7 =«
reply to S with “correct guess”. If m # 7/, reply with “wrong guess”

Active session attacks

Upon receiving a query (TestPwd, sid, ssid, P, w') from adversary S:
If there is a session record of the form (ssid, P, P’, ) which is fresh, then do:
If 7 = 7/, mark the record compromised and reply to S with “correct guess”.
Otherwise, mark the record interrupted and reply with “wrong guess”.

Upon receiving a query (Impersonate, sid, ssid) from adversary S:
If there is a session record of the form (ssid, P;, Pj, w) which is fresh, then do: If
there is a password data record (file, P;, P;j, w) that is marked compromised, mark
the session record compromised and reply to S with “correct guess”, else mark the
session record interrupted and reply with “wrong guess”.

Key Generation and Authentication

Upon receiving a query (NewKey, sid, ssid, P, k) from S, where |k| = k:
If there is a record of the form (ssid, P, P’, ) that is not marked completed, then:
e If this record is compromised, or either P or P’ is corrupted, then output
(sid, ssid, k) to P.
e If this record is fresh, there is a session record (ssid, P’, P,n’), n’ = 7, a key
k'’ was sent to P’, and (ssid, P’, P, ) was fresh at the time, then let k" = k', else
pick a random key k'’ of length x. Output (sid, ssid, k’’) to P.
e In any other case, pick a random key k'’ of length x and output (sid, ssid, k"")
to P.
Finally, mark the record (ssid, P, P’, 7) as completed.

Upon receiving a query (TestAbort, sid, ssid, P) from S:
If there is a record of the form (ssid, P, P’, ) that is not marked completed, then:

e If this record is fresh, there is a record (ssid, P, P, '), and ©’ = 7, let ' = succ.
e In any other case, let b’ = fail.
Send b to S. If ¥ = fail, send (abort,sid, ssid) to P, and mark record

(ssid, P, P, ) completed.

Fig. 4. The Asymmetric PAKE functionality Fapwke

there was a previous OfflineTestPwd query with the correct password, that
password is simply returned to A.

We also change the UC framework slightly to allow the queries StealPWfile
and OfflineTestPwd to be accounted for by the environment, similar to the
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way Corrupt queries are accounted for.!” Specifically, a StealPWfile query
by the adversary is not allowed until the environment sends a StealPWfile
message to the adversary,'® and similarly, each OfflineTestPwd query by the
adversary is not allowed until the environment sends an OfflineTestPwd mes-
sage to the adversary. It is easy to see that the composition theorem holds
despite these changes.'?

— In F,pwkEe, in addition to TestPwd queries, an adversary can also make an
Impersonate query to compromise a client session without supplying a pass-
word. This will succeed if there has already been a StealPWfile query.

— We add the TestAbort query to Fipwke. The main reason is that our asym-
metric PAKE protocol specifies some verifications, where an instance will
abort if a verification fails. As discussed above, the Fpwe would need an
extension to handle this type of protocol.

— In contrast to Frpwke, we did not include a transcript query in Fapwke —
primarily because our proofs did not need it. The query could be added, and
our asymmetric PAKE protocol could be modified to output a transcript.

Finally, in Fapwke, We assume that a given sid is unique to a given client/server
pair for which the server stores a password. We also assume that a given (sid, ssid)
pair is unique to a given session between the client and server corresponding to
sid. These assumptions are valid in the UC framework, as discussed in [11].

5 The {2 Protocol and Its Security

We present the (2-protocol in the UC framework in Figure 6. It uses the re-
vised password-based key exchange functionality Fpwke defined in Figure 3
and the random oracle functionality Fro defined in Figure 5.2° The random

Functionality Fro

The functionality Fro is parameterized by an (implicit) output length £.

Upon receiving query (Hash, sid, msg) from any party P or adversary S:

If a tuple (msg,r) is stored, return r; else, generate r £ {0,1}*. Record
(msg,r) and return r.

Fig. 5. The random oracle functionality

17 In fact, we could define these queries as Corrupt queries with certain parameters,
which are handled by the functionality in certain specific ways, but we felt it was
more clear to make them separate queries.

'8 Technically, this is enforced by the “control function” (see [11]).

19 This is assuming that these messages are based on sid values, and the sid values
used in the original and emulating protocol somehow correspond. This is the case,
but we need to define it explicitly.

20 Note in particular that F,wke has no access to Fro, and thus a protocol securely
realizing Fpwke should have no access to Fro.
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UC Asymmetric PAKE Protocol (2

Setup: This protocol uses a random oracle functionality Fro and a revised
PAKE functionality Fpowke, as well as an existentially unforgeable signature
scheme § = (Gen, Sig, Verify).

Password Storage: When P; is activated using StorePWfile(sid, P;, w) for the
first time, he does the following. He first sends (Hash, (sid,d),w) to the Fro
functionality for d € {1,2}, and receives responses r and k.. He generates a
signature key pair (sk, pk) < Gen(1"%). Next he sends (Hash, (sid, 3), sk) to the
Fro functionality and receives response hg. He computes ¢ = (kw @ sk, hsk)
and sets file[sid] = (r, ¢, pk).

Protocol Steps:

1.

When P; receives input (SvrSession, sid, ssid, P;), he obtains r from the
tuple stored in file[sid] (aborting if this value is not properly defined),
sends (NewSession, (sid, ssid), P;, P;,r,server) to the Fuke functionality,
and awaits a response.

. When P; receives input (CltSession, sid, ssid, Pj,w), he sends

(Hash, (sid,1),w) to the functionality Fro and obtains the response
r. He then sends (NewSession, (sid, ssid), P;, P;,r,client) to the Fpwke
functionality and awaits a response.

When P; (who is a server and is awaiting a response from Frpwke) receives
responses ((sid, ssid), k) and (transcript, (sid, ssid), tr), he does the follow-
ing. First he sends (Hash, (sid, ssid, d), k) for d € {1, 2} to receive responses
k' and k" respectively. Then he retrieves ¢ from the tuple file[sid]. He en-
crypts ¢ = k' @ ¢ and sends the message (flow-zero, sid, ssid, c’) to P;.
When P; (who is a client and is also awaiting a response from Fpwke)
receives responses ((sid, ssid), k) and (transcript, (sid, ssid), tr), he sends
(Hash, (sid, ssid, d), k) for d € {1,2} to the Fro functionality, and receives
responses k' and k" respectively.

When P; receives a message (flow-zero, sid, ssid,c’) he computes the de-
cryption ¢ = k'@®c’, and parses ¢ = (c1, c2). He then sends (Hash, (sid, 2), w)
to the Fro functionality, and receives the response k.. He computes
sk = kw @ c1, sends (Hash, (sid, 3), sk) to Fro, receives response hg,, and
verifies that hg = co. If not, he outputs (abort, (sid, ssid)) and termi-
nates the session. Otherwise he computes s = Sig,, ({sid, ssid, tr)), sends
(flow-one, sid, ssid, s) to P;, outputs (sid, ssid, k'), and terminates the ses-
sion.

When P; receives a message (flow-one,sid, ssid,s), he checks that
Verify , ((sid, ssid, tr), s) = 1. If not, he outputs (abort, (sid, ssid)) and ter-
minates the session. Otherwise, he outputs (sid, ssid, k"), and terminates
the session.

Stealing the password file: When P; (who is a server) receives a message
(StealPWfile, sid, P;, P;), from the adversary A, if file[sid] is defined, P; sends
it to A.

Fig. 6. The UC Asymmetric PAKE Protocol Using the {2-method




A Method for Making Password-Based Key Exchange Resilient 157

oracle functionality is parameterized by an output length ¢, and for simplicity,
this argument is implicit (albeit different depending on how the random oracle
is being used). In particular if the arguments are (sid, 1), (sid, 3), (sid, ssid, 2),
then the output length ¢ = k. If the arguments are (sid, 2), then ¢ = |sk|. Finally,
if the arguments are (sid, ssid, 1), then ¢ = |c| (i.e., the size of the ciphertext
being encrypted).

When applying the {2-method in the UC framework to obtain the protocol
(2, there were some issues that needed to be addressed.

— In the 2-protocol, one must use (sid, ssid, tr) in place of the transcript of
the symmetric PAKE protocol. This pair (sid, ssid) is unique to a given pair
of client/server instances, and these two instances only generate the same tr
if they are fresh and use the same password. This is exactly what is needed
in the proof of security, in particular, to ensure that a signature produced
by a client cannot be used to impersonate a client in another session.

— We had wanted to use an ideal signature functionality instead of an explicit
signature scheme. However, this does not seem possible, since the {2-protocol
explicitly encrypts and hashes the signing key, but the ideal signature func-
tionality doesn’t have any notion of a secret key.

— Similarly, it does not seem possible to use an ideal secure channel functional-
ity in place of the symmetric encryptions, because keys are generated using
a hash function. The ideal secure channel functionality does not have any
notion of a secret key.

The following theorem characterizes the security of the {2 protocol and is proven
in the full version of this paper.

Theorem 1. Assume that S is an existentially unforgeable signature scheme.
Then protocol 2 of Figure 6 securely realizes the Faipwke functionality in the
Frowke, Fro-hybrid model, in the presence of static-corruption adversaries.
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Abstract. We address the issue of encrypting data in local storage using
a key that is derived from the user’s password. The typical solution in
use today is to derive the key from the password using a cryptographic
hash function. This solution provides relatively weak protection, since
an attacker that gets hold of the encrypted data can mount an off-line
dictionary attack on the user’s password, thereby recovering the key and
decrypting the stored data.

We propose an approach for limiting off-line dictionary attacks in
this setting without relying on secret storage or secure hardware. In our
proposal, the process of deriving a key from the password requires the
user to solve a puzzle that is presumed to be solvable only by humans
(e.g, a CAPTCHA). We describe a simple protocol using this approach:
many different puzzles are stored on the disk, the user’s password is
used to specify which of them need to be solved, and the encryption key
is derived from the password and the solutions of the specified puzzles.
Completely specifying and analyzing this simple protocol, however, raises
a host of modeling and technical issues, such as new properties of human-
solvable puzzles and some seemingly hard combinatorial problems. Here
we analyze this protocol in some interesting special cases.

1 Introduction

The motivation for this work is the common situation where we need to protect
local storage that is physically readable by anyone, and moreover the only source
of secret key material are the human users of the system. For example, think of
a multi-user system where each user has an account, and where a browser lets
users store personal information and site-specific passwords on the shared disk
under the protection of a password. Another example is a laptop whose disk is
searchable when captured and access to data is protected by a password. The
common solution for this case is to derive a cryptographic key from the user-
supplied password (possibly together with a public, locally stored salt), and use
that key to encrypt the information (see e.g. [Kal00]).

This practice is quite problematic, however, since an attacker can perform
dictionary searches for the correct password. In contrast to the case of password-
based key exchange where off-line dictionary attacks can be effectively mitigated
using cryptographic tools, here the lack of any secret storage seems to make such
attacks inevitable. Thus, typical applications use a key-derivation-function such
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as SHAT1 repeated a few thousand times to derive the key from the password, in
the hope of slowing down off-line dictionary attacks. Although helpful, this ap-
proach is limited, as it entails an eternal cat-and-mouse chase where the number
of iterations of SHA1 continuously increases to match the increasing comput-
ing powers of potential attackers. (This approach can be thought of as a naive
instantiation of the “pricing via processing” paradigm of [DN92].)

This work aims to improve the security of local storage by relying on the hu-
man user for more than just supplying the initial password. Namely, we envision
an interactive key-generation process involving a human user and the automated
program, at the end of which a key is generated. Specifically, we propose to make
use of puzzles that are easily solvable by humans but are hard to solve for com-
puters, as in [Naor96, vAB*03]. That is, the user would supply a password, then
it would be asked to solve some puzzles, and the key would be derived from both
the password and the solutions of these puzzles.

One approach for combining puzzles and passwords was proposed by Pinkas
and Sandler [PS02] in the context of a client-server interaction. In their solution
the server asks the client to solve some puzzles, and if the client solves these
puzzles correctly then the password is used in the usual way. This approach
cannot be used in our setting, however, since it requires the server to keep the
correct answers in storage for the purpose of comparing them with the solutions
provided by the user. In our setting there is no server that can check the user’s
answers, and no secret storage to keep the solutions to the challenge puzzles.

Another potential solution, proposed by Stubblefield and Simon [SS04], is to
use puzzles (called Inkblots) to which each individual has its own personal and
repeatable answers that are unpredictable even by other humans. Then, a (hope-
fully) high entropy key can be derived from the user’s solutions. In essence, this
method uses the answers to the puzzles as a high-entropy password. If feasible,
such an enhanced password generation mechanism is indeed very attractive, but
the strong unpredictability requirements severely limit the class of potentially
appropriate puzzles.

We combine the traditional password mechanism with human-solvable puzzles
in a different way: At system setup, a large number of puzzles are generated and
stored, without their solutions. The user-supplied password is then used to choose
a small number of puzzles out of the stored ones. The user is asked to solve these
puzzles, and the key is derived from the password and the solutions to the puzzles.
The point here is to force the adversary to solve a considerable number of puzzles
per each password guess, thus limiting its power to exhaustively search for the
password.

The class of puzzles that are useful for our scheme is rather broad. We only
need to be able to automatically generate puzzles, have individual human users
answer these puzzles in a consistent way across time, and have the answer be
unpredictable to a computer. In particular, there is no need to generate puzzles
together with their answers, as required in the case of CAPTCHAs [vAB'03]. In
fact, there need not even exist a single “correct” answer; each individual might
have its own answer, as long as it is repeatable. On the other hand, there is no
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need that answers by one human are unpredictable by other humans, as required
for Inkblots. We call this class of puzzles by the generic term human-only solvable
puzzles (HOSPs). The Appendix suggests ideas for HOSPs that are neither good
CAPTCHAS nor good Inkblots but might be suitable for our scheme.

As simple as this scheme sounds, analyzing it (or even completely specifying
it) takes some work. For starters, one needs to determine how many puzzles
to store on the disk and how many of these should the legitimate user solve
in order to get access to the encrypted data. Also, one needs to specify the
function thats map user passwords to sets of puzzles and the function that maps
puzzle-solutions to cryptographic keys. (We call the first function Expand and
the second function Extract. These suggestive names are motivated later.) Still
more difficult questions are what hardness properties we need of the puzzles in
use for this scheme to be secure, or even what attack model should be considered
here. We elaborate on these issues below.

1.1 Formalizing the Attack Model

The overall goal of the scheme is to generate a pseudorandom key, meaning that
feasible attackers should only have small advantage in distinguishing the key from
random. The term “feasible” is typically defined as probabilistic polynomial time
(PPT), so it is tempting to define security in the standard way:

Security, first attempt: A scheme is secure if given everything that is stored on
the disk and a candidate key, no PPT algorithm can distinguish between
the case where the key is generated by the scheme and the case where the
key is chosen at random (except perhaps with small advantage).

However, this definition ignores the fact that the attacker may have access to
humans that can solve puzzles for it. Indeed, a known attack against systems
that deploy CAPTCHASs is for the attackers to ship the same CAPTCHAs to
their own web sites, asking their visitors to solve them. We thus need to extend
the model, allowing the attacker to recruit some humans for help.

Devising a rigorous model that captures attackers with human help raises
various issues, both technical and philosophical. Indeed, we do not even have
good models for describing honest human participants in our protocols, let alone
potentially malicious human attackers. For instance, should human help be re-
stricted to solving puzzles? If so, how to model the quality of the answers? Are
they always “correct”, in the sense that one human can predict the answers of
another human? Does it make sense to restrict the attacker to ask for solutions
of puzzles that are actually used in the scheme, or can it queries for solutions
to other puzzles as well? Is it legitimate to use a human in order to determine
which puzzles to ask solutions for? The problem becomes even more intricate
when one wishes to somehow quantify the amount of human help involved.

This work takes a rather simplistic approach, assuming that humans are only
accessed as puzzle-solving oracles. This assumption can be justified to some
extent if we view the attacker’s human helpers not as malicious but rather as
basically honest users that were tricked into helping the attack. Still, one should
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keep in mind that this model is not completely realistic. We further simplify the
model by assuming that the oracle always returns the “correct” answer provided
by the legitimate user. Furthermore, we only count the overall number of puzzles
that the attacker asks to solve, not differentiating between “hard” and “easy”
ones. That is, our notion of security has the following flavor:

Security, better attempt: A scheme is secure if given everything that is stored
on the disk and a candidate key, and given limited access to puzzle-solving
humans, no PPT algorithm can distinguish between the case where the
key is generated by the scheme and the case where the key is chosen at
random (except perhaps with small advantage).

An additional simplifying assumption we make is that the adversary only
queries its oracle on puzzles that are explicitly used in the scheme (i.e., puzzles
that are written on the disk). That is, we do not consider the possibility that
an adversary may be able to modify a puzzle z to obtain a puzzle 2’, so that
the solution of the original puzzle may be easier to find given the solution for
Z'. (Indeed, with existing CAPTCHASs one may slightly change the puzzle with-
out changing the solution at all.) Following [DDNO00], we refer to this concern
as malleability of puzzles. Intuitively, a useful puzzle systems should be “non-
malleable”, in the sense that any query to the human oracle can help in solving
at most a single puzzle out of the puzzles used in the system.

This seems to be the first time that such malleability issues are raised in the
context of human-solvable puzzles (in fact, in the context of any non-interactive
puzzle system), and that formalizing reasonable non-malleability properties for
puzzles is an interesting challenge. This is a topic for future research.

Computational Hardness of Puzzles. The assumption that we make on the
hardness of puzzles is that given a random puzzle z (And without any help from
humans), it is hard to distinguish the real solution of z from a “random solution”
taken from some distribution. (Clearly, this is stronger than just assuming that
computing solutions is hard.)

In a little more details, a puzzle is essentially a samplable distribution of
problems with the additional property that humans can associate a solution
with each problem in a repeatable way across time. This last property is cap-
tured in the model by having a puzzle-solving oracle H (for Human), which is
an arbitrary deterministic function. The solution to a puzzle z is then defined
as H(z). The hardness assumption is formulated roughly by saying that given a
random puzzle z, no PPT algorithm (that has no oracle access) can distinguish
the “right solution” H(z) from a “random solution” that is drawn from some
distribution. The amount of hardness is measured in terms of the min-entropy
of this distribution, denoted u. See more discussion in Section 2.1.

A Generic Attack. We illustrate the capabilities of the attacker in our model
by describing a generic attack against our scheme. Assume that there is an
algorithm that given a puzzle generates a set of M “plausible solutions” that
is guaranteed to include the right solution. (Hence this attack treats the puzzle
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system as if it has p = log M bits of pseudo-entropy.) Also, assume that the
attacker has a dictionary D that is guaranteed to include the user’s password.

The attacker gets an alleged key k* and some n puzzles z1, ..., z,, and it needs
to decide if the key is “real” or “random”. It goes over the entire dictionary,
expanding each password into the corresponding set of puzzles. Then it goes
over all plausible solutions to each puzzle, extracts the corresponding key from
each vector of plausible solutions, and keeps a list of all the solution-vectors that
yield the input key £*. These are the “consistent solutions”.

The attacker then uses its human oracle in order to narrow down this list of
consistent solutions. It adaptively queries the human oracle for solutions to puz-
zles, purging from the list all the vectors that contain a wrong solution to any
puzzle. (The puzzles to be queried are chosen so as to maximize the information
obtained by each query, e.g. by querying puzzle that appears in the most con-
sistent solution vectors.) Finally, the attacker checks how many remaining con-
sistent solutions are left for each password, and applies the maximum-likelihood
decision rule to determine whether these numbers are more likely to be gener-
ated for a random key or for the “real key”. The statistical advantage of this
attack stems from the fact that for a “real” key k* we expect to have one more
consistent solution than for a “random” key (i.e., the actual solution).

It can be seen that to have significant advantage, the attacker must query its
oracle on all but at most m/log M puzzles indexed by the actual password. Our
analysis indicates that this is not just a property of this particular attack; we
get essentially the same bound on the advantage of any attack.

1.2 Towards a Fully Specified Scheme

Below we elaborate on how to determine the functions Expand (mapping pass-
words to puzzles) and Extract (mapping solutions and passwords to keys). This
involves fixing a number of parameters, namely the number n of puzzles stored
on the disk, the number ¢ of puzzles that a user is required to solve to obtain
access to the data, and the length m of the generated key.

The Expand Function. The resilience of the scheme against exhaustive pass-
word search comes from the need of the adversary to solve many puzzles (using
its human oracle) in order to check each password guess. To this end, Expand
must ensure that no large set of passwords are mapped a small set of puzzles.

Let ¢ be a bound on the number of puzzle queries that the attacker can make,
and let p be the assumed hardness of the puzzle system. It is clear that to have
many “missed puzzles”, the attacker must only be able to query its oracle on a
small fraction of the stored puzzles, so we must store on the disk n > ¢ puzzles.
Let I = {iy,i2,...,9q} be the indexes of puzzles that the attacker queries to
its puzzles solver. We say that I “fully covers” a specific password pw if all the
indexes in Expand(pw) are in the set I, and we say that I “almost covers” pw if
at least £ — (m/u) of the indexes in Expand(pw) are in I. Our goal is to design
the function Expand so that the attacker cannot have a small set of indexes that
“almost covers” too many passwords.
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This property is related to the quality of Expand as an expander graph: Con-
sider a bipartite graph with passwords on the right and (indexes of) puzzles on
the left, and where a password pw is connected to all the indexes in Expand(pw).
Then a good expansion from right to left means that there is no large set of pass-
words that are fully covered by a small set of indexes (i.e., all their neighbors
are included in a small set of indexes). The property that we need is stronger,
namely that there is no large set of passwords that are even “almost covered”
by a small set of indexes. It terms of expansion, we need that any subgraph of
Expand (with the same set of nodes) in which the degree of nodes on the right
is £ — [m/p] also has good expansion from right to left.

In Section 3.2 we analyze the cover properties of a truly random Expand func-
tion (which essentially tells us what is the best that we can expect from any
function) and also briefly discuss plausible explicit constructions for Expand.

The Extract Function. Intuitively, the main property needed from function
Extract is good randomness extraction, namely to compute a pseudorandom
key from a set of solutions that is somewhat unpredictable to the attacker.
When using the above modeling of hardness of puzzles, namely that the “right
solutions” to the puzzles are indistinguishable from “random solutions” that
are drawn from a distribution with sufficient min-entropy, this intuition can be
formalized in a straightforward way: namely as long as the input to Extract has
sufficient min-entropy, the output should be random. Thus, it is sufficient if the
function Extract is a (strong) randomness extractor [NZ96].

1.3 Security Analysis

We provide two different analyses for the security of our construction. In each
of these analyses we bound the advantage of an attacker as a function of the
number of queries that it makes to its puzzle-solving oracle. (This is somewhat
similar to the case of interactive password-based protocols where the advantage
of an attacker is bounded as a function of the amount of interaction between the
attacker and the honest participants.) In both analyses we reduce the security
of the scheme to the assumption that an attacker cannot distinguish the “right
solution” to random puzzles from “random solutions”.

The first analysis (Section 4) uses a notion of security that follows the game-
based approach for defining security of keys [BR93, BPR0O0]. The second analysis
(Section 5) is done in the UC security model [Can01]. The “ideal functionality”
that we present in this analysis follows the approach of [CHK™05], in that it
lets ideal-world adversary make only a limited amount of password queries. This
analysis requires some additional properties from the puzzles and an additional
“invertibility” property from Extract; see details within.

Organization. Section 2 defines key-generation and recovery schemes (KGR)
and human-only solvable puzzles. Section 3 presents the scheme and provides
some combinatorial analysis of the properties of Expand. Sections 4 and 5 contain
the two analyses of the scheme as described above, Section 6 has a concrete
instantiation of the scheme, and Section 7 lists some open research problems.



166 R. Canetti, S. Halevi, and M. Steiner

Appendix A suggests some potential implementations of human-solvable puzzles.
Throughout, proofs are omitted for lack of space.

2 Password-Based Key Generation and Recovery Using
Puzzles

Our goal is to generate a random encryption key that is recoverable by the
legitimate user but still looks random to an attacker. Namely, we have two
procedures: key-generation and key recovery, where the former can potentially
store on the disk some information that the latter can use for recovery. In our
setting, both of these procedures take as input the user’s password (which should
be thought of as a “weak secret”). Also, we allow them to interact with the
legitimate user, modeled as a puzzle-solving oracle. The formal definition of the
needed functionality proceeds as follows:

Definition 1 (Key Generation and Recovery). A key generation and re-
covery scheme consists of two PPT algorithms with oracle access, (kGen, kRec):

(key, S) «— kGen (1, pw, aux). The randomized procedure kGen takes as input
the security parameter and a password (and potentially also some other auz-
iliary input). It is given access to a human puzzle-solver and it outputs a key
and (typically) some additional storage S.

key «— kRec (1™, pw, S). The procedure kRec takes as input the security param-

eter, a password, and the additional storage S. It is given access to the ora-
cle H and it returns the key.

The pair (kGen, kRec) is correct with respect to a specific oracle H if for every k €

N, pw € {0,1}* and every (key, S) in the support of kGenH(lm, pw) it holds that
kRec” (1™, pw, S) = key. In this case we sometime call the triple (kGen, kRec, H)
a Key-Generation-and-Recovery system (KGR for short).

The key generation stage can be partitioned to a system set-up stage, which
would include the generation of puzzles and is common to all users, and an
actual generation stage where the key is generated from the password provided
by the user. We do not formally enforce this partitioning to allow for potential
optimizations that involve the user in the generation of the puzzles. We also note
that the auxiliary input to the key-generation procedure is meant to allow the
user to provide some personal input that might help generate (or “personalize”)
the puzzles; see discussion in the Appendix.

2.1 Human-Only Solvable Puzzles

For our purposes, a puzzle is a randomized puzzle-generation algorithm G with
the additional property that random puzzles are solvable in a mostly consistent
way by most humans. That is, the same person gives the same answer to a
given puzzle at different times (although this consistent answer may vary from
person to person). To enable asymptotic analysis, we let the puzzle generation
algorithm G take as input the security parameter and also quantify the hardness
of the resulting puzzles as a function of the security parameter.
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Definition 2 (Puzzles). A puzzle-system is a pair (G, H), where G is a ran-
domized puzzle generator that takes as input 1™ (with m the security parameter)
and outputs a puzzle, z — G(1™), and H is a solution function. That is, the
value a = H(z) is the solution of the puzzle z.

In order to be useful for our application, we need the puzzle system to be
consistently-solvable by humans but not easily solvable by computers. The spe-
cific hardness assumption that we make is that efficient algorithms cannot distin-
guish the right solution H(z) from “random”. We call this hardness assumption
the solution indistinguishability of the puzzle system, and quantify it by the
amount of randomness in the “random” solution.

Definition 3 (Solution indistinguishability). Let u = u(m) be a function of
the security parameter. A puzzle system (G, H) has p bits of pseudo-entropy if for
every puzzle z in the support of the output of G(1™) there is a distribution R(z)
with min-entropy at least pu(m) such that the correct solution is indistinguishable
from a solution taken randomly from R(z), even when given both correct and ran-
dom solution to polynomially many other puzzles. That s, for every polynomial
n =n(m) the following two ensembles are computationally indistinguishable:

{(Z17a17 (Z27a27a/2)7 sy (zn7a’n7a,n)) :

2,z 2 GOI™), ay — H(2),
a; — H(z), d) S R(z) (i=2...n) )

and

$ m ;8
(Zl,a/17(z27a27a/2)7 ceey (Znaan7a;1)) : Floeeeo e G(1$ )’ o R(Z),
ai < H(z;), aj < R(z;) (i=2...n) )

We note that if the puzzle system is a CAPTCHA where the puzzles can be
generated together with their solution, and if the distributions R(z) are efficiently
samplable given z, then there is no need for the tuples (z;, a;, a}). Also, a simple
hybrid argument shows that t-fold repetition of (G, H) multiplies the pseudo-
entropy by t:

Observation 1. Let u,t be functions of the security parameter where t is poly-
nomially bounded. Let (G, H) be a puzzles system, and let (G*, H') be the t-fold
repetition of it, where t puzzles are generated and solved independently. If (G, H)
has p bits of pseudo-entropy then (G, H') has tu bits of pseudo-entropy. O

Finally, we reiterate that the security models that are described in subsequent
sections give the adversary access to the same oracle H that is used by the
scheme. This represents the fact that, for analyzing security, we make the worst-
case assumption that all humans provide the same answer to the same question,
thus the adversary can employ other humans to reproduce the answers provided
by the legitimate user. One can possibly model the case where people predict
the answers of each other only in a “partial”, or “noisy” way. Still, it is stressed
that for the correctness of the scheme we only need that the same user answers
consistently with itself.
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3 The Scheme

The scheme uses a puzzle system (G, H) as above, where G is used directly by
the key-generation procedure and H is assumed to be available as an oracle at
both key-generation and key-recovery time. The scheme depends on two internal
parameters: the number of puzzles that are stored on the disk (denoted n) and
the number of puzzles that the user needs to solve (denoted ¢). We think of ¢
as a constant or a slowly increasing function, and n = poly(k). In addition, we
have a universe W of passwords (e.g., W = {0,1}10 if using SHA1 to hash
the real password before using it.) W should not be confused with the potential
dictionary D C W from which passwords are actually chosen, which is not
known when the scheme is designed. The scheme uses two randomized functions,
Expand,, : W — [n]* and Extract,, : {0,1}* — {0,1}™, that are discussed later
in this section. Given all these components, denote n = n(m) and ¢ = £(m), and
the scheme works as follows:

kGenH(lm,pw). Generate n puzzles, z; — G(1™), i = 1,2,...,n, and choose
the keys r1,7ro for Expand and Extract at random. (This can perhaps be
carried out off-line at system setup.) Then set (i1, ...i¢) +— Expand,. (pw) and
query the oracle H for the solutions, setting a;; «+— H(z;;) for j = 1,... /.

Finally, compute key < Extract,,(a;,,...,a;,,pw) and then all the solutions
are discarded. The “additional storage” that is saved to the disk consists of
the puzzles (z1, 22, ..., z,) and the keys r1, 7.

kRec(1™, pw, (21,...,2yn),71,72). Compute the indexes (i1,...i¢) < Expand,,
(pw), query the oracle H for the solutions a;, « H(z;,) for j = 1,...,¢,
and recover the key as key « Extract,,(a;,, ..., a;,, pw).

We remark that if the puzzle system in use is in fact a CAPTCHA system (where
puzzles are generated together with their solution) then the key-generation pro-
cedure need not query the oracle H. Also, if the puzzle system is such that
puzzles remain hard to solve even when the randomness of G is known (and
Expand is a random oracle) then the puzzles need not be stored at all. Instead,
the value Expand(pw) can be used as the randomness to GG, thus generating the
puzzles “on the fly”.

3.1 The Function Extract

The role of Extract is to extract an m-bit pseudorandom key from the pseudo-
entropy in the human solutions to the puzzles. Given our solution indistinguisha-
bility assumption (cf. Definition 3), this can be achieved by using a strong
randomness extractor [NZ96] for the function Extract, as long as we are will-
ing to live with some loss of pseudo-entropy (since to get a close-to-random
m-bits output from an extractor you need m’ > m bits of min entropy in the
input). Below and throughout the analyses, we therefore assume that Extract is
a strong extractor (e.g., a pairwise-independent hash function) and denote by m/
the amount of min-entropy that is needed in the input to Extract in order for
the output to be close to a uniform m-bit string.
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3.2 The Function Expand

The role of the function Expand is to map passwords to indexes of puzzles in such
a way that the attacker would have to solve many puzzles (i.e., invoke the puzzle-
solving oracle H many times) to check each new password guess. Specifically,
our goal is to make sure that as long as the attacker does not make too many
queries to its puzzle-solving oracle, most passwords would have enough unsolved
puzzles to get m’ > m bits of pseudo-entropy. (Recall that m/ is the amount of
min-entropy that is needed in the input to Extract in order for the output to be
close to a uniform m-bit string.)

To make this more precise, fix the randomness r; and think of the function
E = Expand,., as a bipartite graph with the password universe W on the right
and the indexes {1,...,n} on the left, and where each pw € W is connected to
all the indexes in F(pw). If the puzzle system has u bits of pseudo-entropy then

we denote by £* def [m//u] the number of puzzles that the attacker should miss
in order for the key to be pseudo-random.

We say that a set I of indexes on the left almost covers a password pw € W on
the right if pw has no more than ¢* neighbors that are not in I. (I.e., pw has at
least £ — ¢* neighbors in I.) The almost-cover of a set I relative to mapping F,
dictionary D and parameter £* is:

acvrSety- (I, E,D) < {pw e D : |E(pw)\ I| < £*}.

What we want is that for any set of ¢ < n puzzles z;,, ..., 2;, that the attacker
has solutions for, and any (large enough) potential dictionary D C W, the set
I = {iy,...,14} only covers a small fraction of the passwords in D. We denote
by acvry«(q, E, D) the cover number of E, namely the fraction of passwords in D
that can be almost-covered by q puzzles:

max |acvrSety- (I, E, D)
def |1l=¢
acvry«(q, E, D) =

D]

We would like the expected cover-number of Expand,.. (over the choice of ry) to
be sufficiently small . The property of having a small cover number is related
to the expansion of the graph F (from right to left): We want any large enough
subset of the nodes on the right to have more than ¢ neighbors on the left, even
when removing ¢* edges from every node. In other words, every subgraph of
where the degree of nodes on the right is £ — ¢* should be a good expander.

To get a sense of the obtainable parameters, we first provide an analysis in the
random-oracle model (i.e., assuming that Expand is a random function). Later
we discuss solutions based on limited independence and speculate about other
plausible constructions.

The Cover Number of a Random Function. The following technical
lemma bounds the probability of having a very large cover number in terms of
various parameters of the system. This lemma depends on many parameters so
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as to make it applicable in many different settings. We later give an example of
some specific setting.

Lemma 2. Fiz {,0*,n,q €N such that ¢ < n and {* = (1 —«)l for some a > 0,

and also fix some finite set D C W. Denote € et 2H2(2) (¢ /n)® where Ho is the
binary entropy function. If €t is small enough so that there exists p > 0 for which

o (byp/(tp) — (1+p)Ha(g/n)
() < g /e Dl

then for any 6 > 0 we have

(1+p)Hs(q/n) néH

P (q¢,E,D)> (1+56 < 9 néHa(a/n)

Er acvry (Q7 ) ) ( + )log (I/EZ) |D|/n

where the probability is taken over choosing a random function E : D —
[n]". O

An Example. Assume that we have ¢/n = 0.01, |D| = n, £ = 8 and ¢* = 4.
In this case we have a = (£ — £*)/¢ = 1/2 and therefore e = 2H2(®)(g/n)> =
21/q/n = 0.2, and Hs(q/n) =~ 0.0808. One can verify that in this case e log(1/¢%)/
Hy(q/n) ~ 625 = 1/¢*/? which means that the requirement in the assertion of
Lemma 2 is satisfied for p = 1. Plugging these values for p, e,/ and Hs(g/n) in
the expression from Lemma 2 we get for any 6 > 0

Prlacvr- (q, B, D) > (1+6) - 0.0087) < 27"/12:%8

It follows that the expected value of acvr over the random choice of E' is at most
(14 6)-0.087 4 27 m8/12:38 - Agsuming large enough value for n (e.g., n > 4000)
and plugging a small enough value for ¢, this expected value is no more than
0.9%.

Note that the trivial way of “almost covering” passwords in this case will be
for the attacker to make four queries for each password, and since we assume
that there are n passwords and we have ¢/n = 0.01 then the fraction of pass-
words that will be almost covered this way will be 0.01/4=0.25%. Hence, in this
case the upper bound tells us that the attacker cannot do better than four times
the obvious attack.

Limited Independence. Storing a completely random function from the
password universe W to the set of puzzle indexes [n] is not realistic in most cases.
A first attempt at obtaining a concrete construction is to replace a completely
random mapping with an X-wise independent mapping for some X. (In terms
of storage on the disk, it is acceptable to store a description of an O(n)-wise
independent function, since we anyway need O(n) storage to store the n puzzles.)

When Expand is /t-wise independent then one can use the --moment inequality
instead of Chernoff bound. The bound that we get for any 6 > 0 is

n T
Priacvre-(¢, B,D) > 7 +6] < (q) S D2’
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where again we have € def 2H2(%) (¢ /n)*. Using an fn-wise independent mapping
(so t = n) and setting 6 = 2/\/|D| we get

2
]%1" ACVIy= (q,E’, D) > T4+ _] < (n) . < 94logn-—n

VID ¢/ 2"
We thus get:

Lemma 3. Fizx (. {* n,q € N such that {* = (1 — )l for some a > 0 and
g <n/(4logn), and fix a finite set D such that |D| > n.

The expected value of acvry«(q, E, D) over the choice of E as an {n-wise in-
dependent mapping from W to [n] is at most €' + 2/\/|)ﬁ| + 24logn=n yhere

e ' 9Ha(a) (g/n)e. 0

More Efficient Constructions. Although feasible, the solution of using ¢n-
wise independent mapping is far from being satisfactory, as it entails very large
storage and computational cost. Providing more efficient constructions that are
provably good is an open problem.

One possible direction here is to extend for our purposes the result of Alon et
al. [ADM™99]. In that work they considered a mapping from n balls to n buckets,
and analyzed the size of the largest bucket. They proved that although “generic
pairwise independent function” cannot ensure anything smaller than n'/?, using
a random linear mapping (over the binary field) has expected largest bucket
of only O(log n). This can be thought of as a very special case of our appli-
cation with £ = ¢ = 1, * = 0 and |D| = n. We thus speculate that perhaps
using ¢ independent linear maps could give us a reasonable bound also for our
application.

4 Game-Based Security Analysis

In this section we analyze the security of our scheme with respect to a “game-
based” notion of security (as in [BR93]). In the formulation below the key genera-
tion scheme is run on a password pw that was randomly chosen from a dictionary.
The adversary is then given the generated storage, plus a value that is either the
real generated key or a random value of the same length. In addition, the ad-
versary is given oracle access to H. The adversary’s advantage in distinguishing
between the two cases is measured as a function of the number of H-queries (¢q),
and the size of the dictionary from which the passwords are chosen (d):

Definition 4 (Game-based security definition). Let o :IN xIN — [0, 1] be
a function, let (kGen, kRec, H) be a key-generation and recovery system, and let
C be a class of attackers with oracle access.

We say that (kGen,kRec, H) is secure up to o with respect to C if for any
attacker A € C, any polynomially related d,m,q € N and any D C W,|D| = d,
the following two probabilities differ by at most o(d, q) + negl(m), where negl is
a negligible function:
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preal(A) = Prlpw €5 D, (key, S) — kGen™ (1™, pw) : A% (key, §) = 1]
Prana(A) = Prlpw €5 D, (key, S) — kGen™ (1™, pw),
key’ €r {0, 1}keYl: AHa(key', S) = 1]

where H, answers the first q queries as H does, and answers later queries by L.

Conservative Adversaries. For our analysis to go through, we need to
restrict the attacker to only query its puzzle-solving oracle H on puzzles that
explicitly appear in the storage S of the scheme. This is done to prohibit “puzzle
mauling attacks” as discussed in Section 2.1. Essentially, this restriction reflects
the assumption that each H-query helps in answering only a single puzzle, and
that getting an H-answer to a puzzle does not help solving another puzzle.

Definition 5 (Conservative adversaries). An adversary against our KGR
scheme 1is called conservative if it only queries its oracle on puzzles that are ex-
plicitly included in the “additional storage” output of the key-generation routine.

Security Statement. We are now ready to state our main result concerning the
security of our scheme. Let m be the security parameter and let 6, u, d, £, m’,n, q
be other parameters (that may be functions of the security parameter), and

denote ¢* & [m//u]. Below we assume that that ( f*) is polynomial in m. (Recall
that ¢ is the number of puzzles that the honest user needs to solve, so we typically
think of it as a constant or logm, hence assuming that (f*) is polynomial in m
is reasonable.)

Let Expand,, be a randomized mapping of passwords to indexes and let
Extract,, be a strong randomness extractor [NZ96], extracting m bits that are §
away from uniform given any distribution with m’ bits of min-entropy. Lemma 4
below essentially asserts that as long as there are at least m’ bits of pseudo-
entropy in the puzzles that are mapped to the right password but are not
queried by the attacker, the attacker cannot have any significant advantage in
distinguishing real from random. Specifically, we show that the advantage of the
attacker is essentially the fraction of passwords in the dictionary that are almost
covered by its queries to the puzzle-solving oracle.

Lemma 4. Under the conditions from above, the scheme from Section 3 using
Expand and Extract is secure up to o with respect to the class of conservative
adversaries, where « is defined as

a(d, q) L max E,, [acvry- (g, Expand

D).
Comment. We note that the solution indistinguishability assumption and
the use of strong extractor can be replaced with the more specific assump-
tion that the output of Extract is pseudorandom. Namely, we can assume di-
rectly that given ¢* puzzles without their solution and ¢ — ¢* puzzles with so-
lution and given ro and key, an attacker cannot tell if the key was computed
as Extract,, (a1, a9, ...) or was chosen at random. The proof under this (weaker)
assumption is very similar to the proof of Lemma 4.
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5 UC Security Analysis

In our second security analysis we use the UC security framework [Can01], and
the presentation here assumes familiarity with this framework. We incorporate
the human oracle H in the model by providing the adversary and the parties
running the protocol with access to H. The environment is not given direct access
to H; rather, it has access to H only via the adversary. This restriction represents
the assumption that the puzzles used in an instance of the protocol are “local”
to that instance, in the sense that they are generated within that instance, and
furthermore the corresponding solutions are not affected by external events.

In addition, as in Section 4 we focus on conservative adversaries that ask H only
on puzzles that were directly provided by the protocol. This technical restriction
represents the “meta-assumption” that the puzzles are such that obtaining a
solution for one puzzle does not help in solving a different puzzle. (Admittedly,
this assumption may not always hold, and somewhat restricts the pool of poten-
tial implementations.)

The Ideal Password-Based Key Generation and Recovery
Functionality. = We define the ideal functionality representing the security
specification that we wish to obtain. The functionality, Fpxer, 1S presented in
Figure 1. Fpxer is parameterized by a dictionary D of possible passwords, the
maximum number p of allowable password queries by the adversary, and the
length m of the generated key. At the first activation Fpxer €xpects the user to
provide a password pw, along with a session identifier sid. (Formally, the sid
may specify the identities of the user and the computer.) Fpxar then generates
a random m-bit key key and outputs it to the computer. Finally, it notifies the
adversary that a key was generated. If pw is not in the dictionary then it also
gives it to the adversary in full. (Formally this means that no security is guar-
anteed for passwords not in the dictionary. But note that the scheme itself does
not depend on the actual dictionary, so we can always let the parameter D be
the set of passwords that are “actually used by users”.)

Next, whenever Fryqr receives a password pw’ together with a request to
recover the key, it outputs the key to the computer only if pw’ is the same as the
stored password. This request may come from anyone, not only the legitimate
user. Finally, Frker answers up to p password guesses made by the adversary.

The main security guarantee of Fpkqr is that the adversary can make only p
password guesses. If none of these guesses succeeds, then the key is indistinguish-
able from a truly random m-bit key. For reasonable values of m, this provides
strong cryptographic security. Also, Fpxer makes no mention of puzzles. Indeed,
puzzles are treated as part of the implementation, geared toward limiting the
number of password guesses.

Note that Fpker obtains the password directly from the environment. This
formulation (which follows the formulation in [CHK"05]) provides some strong
guarantees. First, there is no a-priori assumption on the distribution from which
the password is taken, as long as it is taken from D. In fact, this distribution
may not even be efficiently generatable, since it may depend on the initial input
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of the environment. Second, we are guaranteed that in any scheme that realizes
Frrar the local storage of the computer cannot be correlated in any way with
the password and the key.

The fact that Fpker is parameterized by D, and furthermore provides no se-
curity for passwords not in D, is a limitation that comes from our simulation
procedure. Ideally, we would like to guarantee that Fpxqr does not depend on D
at all and provides security for any password string. Realizing such a function-
ality is an interesting future challenge.

Functionality Fexcr(D,p, m)

1. At the first activation, receive from the wuser U an input
(password, sid, pw), choose a random m-bit key key, output (sid, key) to
the computer V', and notify the adversary that a key has been generated.
If pw ¢ D then also send pw to the adversary.

2. When receiving input (key-recovery, sid, pw’) from anyone, do: If pw’ =
pw then output key to V. Else output an error message to V.

3. When receiving input (password-query, sid, pw’) from the adversary, do:
If the adversary already made p password queries then ignore. Else, if
pw’ = pw then return key to the adversary. Else return Wrong-Guess to
the adversary.

Fig. 1. The ideal functionality Fekcr, parameterized by a dictionary D, the maximum
number p of password queries, and the length m of the generated key

Invertibility of Extract. In order to show that the scheme realizes Fpxgr we
need to make an additional “invertibility” assumption on function Extract with
respect to solutions of puzzles: What we need is that given an m-bit key key
and given ¢ — £* solution to ¢ puzzles, one can efficiently compute £* plausible
solutions to the remaining puzzles that would map the entire solution vector to
the given key, Extract(...) = key.

Below let (G, H) be a puzzle system with p bits of pseudo-entropy, where
the right solution for each puzzle z is indistinguishable from a solution drawn
from R(z), let f, be a randomized function, and let £ > ¢* be integers.

Definition 6. We say that f is strongly invertible w.r.t. the puzzle system (G, H)
and the parameters £,0* if there exists an efficient inversion algorithm I that
given randommness r, key key, any string pw, £ puzzles z1, ..., z¢ generated via G,
and a set of £ — * solutions ag«y1,...,a¢ such that a; € R(z;), outputs values
ai, ..., ap» such that a; € R(z;) and fr(a1,...,ae, pw, ) = key.

Furthermore, for random r,key, z1,...,2z¢ and any pw and ag«11,...,a¢, the
output of I is indistinguishable from sampling at random a; € R(z;) for i =
1,...,0* subject to the constraint f.(aq,...,as, pw,) = key.

If the distributions R(z) are efficiently samplable given z and m is small enough
(so that 2™ is polynomial in the relevant efficiency parameters) then I can simply
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sample the solutions aq, ..., ay~ from the appropriate distributions until it find
a solution vector that match the given key. Alternatively, if we have a puzzle-
system for which R(z) = {0, 1}* for some k and Extract is a linear function (e.g.,
a linear universal hash function) then inversion is possible even for large m via
linearity.

UC-Security of Our Scheme. Consider the scheme from Section 3 with
parameters n, £, and m, and let D be the dictionary used by the user. Assume
that (G, H) be a puzzle system with p bits of pseudo-entropy, assume that Extract
extracts m bits that are negligibly close to uniform from any distribution with
m’ > m bits of min-entropy, and let £* = [m’/u]. Finally assume that Extract
is strongly invertible w.r.t. (G, H) with parameters ¢, £*. Then we have

Lemma 5. Under the conditions above, the scheme from Section 3 UC-realizes
Frxer(D, p,m) relative to conservative adversaries that makes at most q queries
to H, where p = Cover(Expand, D, q).

6 A Concrete Example

We describe a concrete instantiation of our scheme for a “medium security”
application. The example builds on the numeric example in Section 3.2. Consider
trying to get an 64-bit key using our scheme, while relying on a CAPTCHA
system whose assumed hardness is (say) 16 bits of pseudo-entropy per instance.
In terms of our analysis, we therefore have the parameters m = 64 and p = 16 (so
¥ =64/16 = 4). Assuming that each puzzle takes about 4KB to encode (which
is the case for common CAPTCHAS) and restricting ourselves to number of
puzzles that fit on a single 4.7GB DVD-R, we would like to store about n = 10°
puzzles.

We assume that the odds of the attacker guessing a weak password are one
in a million (per guess) so we assume the dictionary size is |D| = 10°. Also, we
would like the legitimate user to solve no more than ¢ = 8 puzzles to access the
encrypted data, and we assume that the attacker cannot get a human to solve for
it more than ¢ = 10* puzzles. (This seems like a safe assumption in most settings,
but maybe not all of them.) In Section 3.2 it is shown that with this setting of
the parameters, and when modeling Expand as a random function, we should
expect the cover-number to be no more than 0.9%. Namely, an attacker that
makes up to 10,000 puzzle-solving queries has at most 0.9% chance of “almost
covering” the actual password. (Note that the obvious way of “almost covering”
passwords yields success probability of 0.25%.)

A simple heuristic instantiation of the scheme for this setting of the parameters
would be to use a cryptographic hash function to implement both the Expand and
Extract functions. More specifically, to generate the key, choose (say) two 128-
bit salt values r; and ry, get the user’s password pw and compute h «HMAC-
SHA1,, (pw). Parse the 160 bits of h as eight 20-bit indexes i1,...,ig € [2?9].
Generate 22° CAPTCHAs and store then together with 71,75 on the disk (or
on a DVD-R). Then obtain the solutions to the eight relevant puzzles a;, =
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H(z,), j = 1...8, compute h' «~HMAC-SHAL,,(a;,|...|ais|pw), and take as
many bits of h' as needed for the key. To make use of the common practice
for slowing down brute-force attacks, replace SHA1 with the iterated function
SHA1* for some reasonable k, say k = 65536.

Although this scheme allows the key to be longer than 64 bits, the above anal-
ysis only shows that with probability more than 99.1% we get “64-bit strength”.
(One can similarly calculate the probability of getting “80-bit strength” which
happens when the attacker misses five of the eight puzzles that are mapped to
the user’s password, or the probability of getting “128-bit strength” when the
attacker misses all the puzzles, etc.)

7 Future Work

This work investigates a new approach for deriving cryptographic keys from hu-
man passwords, improving the resistance against off-line dictionary attacks by
having the user solve some puzzles and using the solutions in the key-generation
process. Still, the analysis is quite preliminary and many questions remain unan-
swered, regarding constructions, modeling, and analysis. Below we list a few of
these questions.

Building Puzzles. Perhaps a first challenge is to actually construct puzzle
systems that are useful for schemes such as the one described in this paper.
Of particular interest for our scheme would be puzzles that remain hard even
when the attacker knows the randomness that was used to generate them. (As
mentioned above, using such puzzle-systems we can forgo storing any puzzles
on the disk, instead using the value Expand(pw) as randomness for the puzzle
generation system.)

As discussed in the introduction, another important property of puzzles is
“non-malleability”, namely preventing the adversary from using the solution to
one puzzle to solve other puzzles. This question is interesting both on the level of
designing puzzles that will make it hard for the adversary to “maul” them while
maintaining solvability, and on the level of mathematical formalization. On the
design level, a potentially interesting approach might be to use watermarking
techniques to embed in the puzzle a message to the human reader that urges to
not solve the puzzle outside a certain context.

Improving the Scheme. One obvious challenge is to find different construc-
tions that will improve various characteristics of the current scheme (e.g., use
less storage, improve security, etc.) An immediate question is to have an efficient
explicit construction for Expand that provably has a small expected cover num-
ber (maybe by extending the work of Alon et al. [ADM199]). Another direction
is to split the key-generation process to two parts, where the first part generates
a large amount of storage which is the same for all users and the second adds
a small amount of user-specific storage that may depend on the password or
on other information provided by the user. Another direction is to have a more
interactive key recovery process, where the user’s answer to the current question
effects the questions that it is asked next.
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Improving the Analysis. The analysis can be improved in a number of
ways. First, the hardness assumption on puzzles may be reduced to allow for
non-negligible distinguishing probability between the real solution and a random
one. Furthermore, one might want to assume only that computing the correct
answer is hard.

Another immediate set of goals is to improve the current analysis (especially
the one in the UC framework), and to find ways to relate the game-based security
and the UC security notions.

Also, it would be nice to be able to formally model and argue about non-
conservative adversaries, namely adversaries that query the human oracle on
puzzles different than the ones used in the scheme. What security properties can
be guaranteed against such adversaries?

Another plausible extension of our security model is to consider an attacker
that can modify the storage on the disk and then watch the output of the key-
recovery procedure with this modified storage. (This seems related to the issue
of puzzle malleability that we mentioned above.)

Also, it may be useful to have an algorithm to compute (or bound) the cover
number of a given Expand function with respect to a given dictionary. This seems
harder than computing/bounding the expansion of a graph, since here we need
to compute/bound the expansion of any subgraph of a given degree.

A more speculative research direction is to try and obtain reasonable general
models for human users (or even human attackers) in systems such as the ones
described in this work.
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A Possible Implementations of Puzzles

The notion of puzzles used in our scheme is rather relaxed, and consequently
has a large number of potential implementations. One set of implementations
are the existing and potential implementations of CAPTCHAs, e.g. the ones
described in [Naor96, vAB*03]. These implementations, however, require that
the solutions to puzzles are uniquely defined and generatable together with the
puzzles. This seems like a strong limitation on implementations. Another set
of implementations are the potential implementations of Inkblots, described in
[SS04]. These implementations, however, are required to be “private”, in the
sense that the solution given by one human is unpredictable (and, in fact, pseu-
dorandom) even to other humans. Again, this seems to be a strong limitation
on implementations.

Below we list some potential approaches for implementation that are not in-
cluded in any of these classes. That is, the answers to these puzzles are somewhat
subjective and not necessarily unique. Still, answers of different individuals may
be similar. As pointed out in [NP97] in a different context, validity of these
proposals should be evaluated by testing on human individuals.

Personal ranking: Puzzles may include pictures of different persons, to be
ranked by coolness, or age, or taste in clothing. Alternatively, puzzles may
include different pictures or descriptions of food, to be ranked by tastiness,
spiciness, etc.. Alternatively, a puzzle may depict several randomly generated
drawings to be ranked by personal liking, an audio puzzle may sound several
short melodies to be ranked by liking, etc.

Face recognition: Puzzles may include pictures of several faces, and the ques-
tion is which if these faces most resemble people known to the user (e.g.,
parents or other family members). Furthermore, puzzles can be “personal-
ized” by asking the user to provide, at system set-up, pictures of close family
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members. These pictures might then be mixed with random pictures to gen-
erate puzzles. (This proposal takes advantage of the fact that recognizing
faces is one of the most highly specialized visual capabilities of humans.)

Personal clustering: Puzzles may include a bunch of various unrelated ob-
jects, and the question is which three objects “go together” the best, or
are the most “closely related” or “look alike”. The objects can be people,
household items, cartoons, or a mix of all categories. (This implementation
approach was proposed by Ronitt Rubinfeld.)

Imaginative inferring: Puzzles may portray a scene and ask questions about
what happened a minute ago, or what will happen in a minute. Alternatively,
questions can be asked regarding what happens outside the borders of the
picture.

Personal association: Puzzles may depict an object (e.g., a person) and ask
which familiar objects (persons) does the object in the picture remind.

Finally, we note that to prevent “mauling attacks,” the puzzle generator must
make sure that randomly generated puzzles are “different enough” from each
other so that a solution to one randomly generated puzzle will not help in solving
another randomly generated puzzle.
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Abstract. We study multi-party computation in the model where none
of n participating parties are honest: they are either rational, acting
in their selfish interest to maximize their utility, or adversarial, acting
arbitrarily. In this new model, which we call the mized-behavior model,
we define a class of functions that can be computed in the presence of an
adversary using a trusted mediator. We then give a protocol that allows
the rational parties to emulate the mediator and jointly compute the
function such that (1) assuming that each rational party prefers that it
learns the output while others do not, no rational party has an incentive
to deviate from the protocol; and (2) the rational parties are protected
from a malicious adversary controlling [3] — 2 of the participants: the
adversary can only either cause all rational participants to abort (so no
one learns the function they are trying to compute), or can only learn

whatever information is implied by the output of the function.

1 Introduction

Multi-party computation (MPC) has emerged as the central problem in cryptog-
raphy, of which many scenarios that arise in practice are simply a special case.
In multi-party computation, we have n parties, each party P; with its input
x;, wishing to jointly compute a function f(z1,...,z,). In the traditional secure
MPC scenario (SMPC) (e.g., [5, 6]), there are two kinds of parties: honest parties
that will follow a prescribed protocol, and adversarial parties that will collude
and deviate from the protocol in an arbitrary way. An SMPC protocol should
guarantee that no adversary controlling up to ¢ parties will be able to learn any-
thing about the honest parties’ inputs not implied by the value f(x1,...,z,).
In this paper, we introduce the mixed-behavior model for multi-party compu-
tation (MMPC). Here, some of the parties will be rational, and will only follow
a protocol if they have a clear incentive to do so. Others will be adversarial,
and will collude and exhibit arbitrary, possibly irrational, behavior. The goal
is to design protocols that compute the function, guarantee the same security
properties as in usual SMPC and that rational parties will choose to follow.

Rational MPC vs. Mixed-Behavior Model. Halpern and Teague [8] con-
sidered rational MPC (RMPC), i.e., the setting where n rational parties wish
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to securely compute a joint function of their inputs, and there is no adversary.
They showed a surprising impossibility result: suppose that each party P; holds
an additive secret share x; of a secret = ) x;. Suppose that each party prefers
to learn x to not learning it, and prefers that as few as possible other parties
learn z. In this case it was shown that there is no deterministic protocol for
reconstructing z that rational parties will have an incentive to follow (or, put
another way, for any deterministic strategy, there will be another one that each
rational party will prefer). On the other hand, they gave a randomized protocol
that did the job. The idea was to first give a protocol for n = 3. Then for n > 3,
the proposed solution was to first partition the parties into three groups, have
each group select a leader and have each group member send his secret share
to his leader. It is easy to see that the approach above immediately fails if an
adversary controls three of the parties: the adversary controlling the leaders will
learn the secret, and no one else ever will. Thus, Halpern and Teague leave the
problem of MPC in the mixed-behavior model totally open.

Independently of our work, Abraham et al. [1] study general function eval-
uation in the RMPC model, in an extended setting where rational parties can
collude with each other or are allowed to have non-standard utilities, and they
design protocols that are robust against this type of scenarios (e.g., resilient
equilibria). Gordon and Katz [7] study rational secret sharing and MPC and
provide a protocol that improves on the original protocol in [8] (e.g., it is sim-
pler and symmetric and captures the case n = 2). The protocols of both works
are conceptually similar to our protocol; both are for RMPC, though.

Assumptions on Communication Model vs. Assumptions on Utilities.
Recently, Izmalkov et al. [9] introduced rational secure MPC (RSMPC). Their
goal is to realize games without a trusted mediator, no matter what the under-
lying utility functions of the players are. Here, there is no adversary, but any
subset of parties may be maliciously trying to collude in an attempt to max-
imize their utility. The main challenges of RSMPC are ensuring that players,
first of all, contribute legal information into the game (e.g., if they are playing
a card game, a player cannot use a card that was not dealt to him), and ad-
ditionally that the players cannot collude while computing the outcome of the
game, communicating to each other the information that they would not be able
to communicate if the game were played using a trusted mediator. In order to
address these challenges, Izmalkov et al., as well as the related works in [10, 11],
place severe restrictions on the communication model (no channels of communi-
cation except those explicitly available), and utilize physical primitives such as a
ballot box and a physical envelope. In contrast, we use standard communication
channels, allow existence of covert channels and steganography, and make as-
sumptions instead about the utility functions of the parties: we assume that the
parties already have an incentive to participate in the protocol and to contribute
their true inputs. These assumptions enable us to come up with protocols where
rational parties will not be motivated to deviate in any way.

Intuition for the Construction. In a nutshell, the impossibility result of
Halpern and Teague goes as follows. Suppose that this is the last round of the
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reconstruction protocol of a secret sharing scheme; then sending out information
cannot increase utility, but may decrease it by allowing another party to learn
x. How can it be, then, that a randomized protocol exists? In any given round,
the players do not know whether this is supposed to be the last round (and so
they would do better by keeping their information to themselves) or whether
this is a test round in which no meaningful information can be revealed, but
instead the parties are just being tested, and deviating from the protocol will
have the consequence that others will abort the protocol. This is the key idea of
in Halpern and Teague’s protocol that we will use also.

Our protocol assumes that we have a synchronous broadcast channel. That
means that, in computing message for round 7, no one can take into account other
parties’ message for this round: waiting for those messages to arrive will mean
missing your chance to speak in round ¢. Further, we assume that all parties,
both rational and adversarial, are computationally bounded. As a subroutine, we
will invoke a traditional SMPC protocol over the broadcast channel, specifically
the GMW protocol [6] as analyzed in the UC model by Canetti et al. [3]. At
each step, each party will provide a ZK proof that the data it published on the
channel was computed according to the protocol as a function of the data it
previously received, as well as of its input and random tape. We call a protocol
where at each step each party provides such a proof, a verifiable MPC protocol.

Our main protocol for MMPC works roughly as follows. In a setup step, we
set up the parameters of the computation, such as the common random string
needed for secure multi-party computation and non-interactive zero-knowledge
proofs. Next, as is usual in MPC, we run a preprocessing step as a result of
which each party P; is committed to its input x;. Next is the key step: using
a verifiable MPC protocol, the parties come up with an m-out-n secret sharing
(e.g., polynomial secret sharing [12]) either of y = 0 (with probability 1/2) or
of the value y = f(x1,...,2,) (we assume that f never returns a 0). Here, n is
the number of participants, and we will specify m later. If at any point of this
protocol, any party P; deviates (note that since we are using verifiable MPC, a
deviation is detectable with high probability), the protocol tells P; to abort.

So far, no party has an incentive to deviate from the protocol: deviation will be
detected, causing everyone following the protocol to abort the computation. On
the other hand, at least computationally, no information about f(z1,...,z,) has
been communicated so far by the security properties of the regular SMPC. In the
next step, each party P; broadcasts its share of y and a non-interactive ZK proof
of correctness. If m correct shares are broadcasted, then the parties combine
them to obtain y, and if it is the case that y # 0, then they obtain f(z1,...,z,).
If combining the correct shares present does not yield f(x1,...,z,), and fewer
than n correct shares are present, then the protocol aborts. Otherwise, go back
to the key step above.

Consider what damage an adversary controlling m — 1 participants can inflict.
It can approach n—2m+ 2 rational parties, give each of them m — 1 secret shares
of the outcome, thus guaranteeing that each party will be able to locally (as
opposed to in collaboration with other rational parties) compute the outcome
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and therefore will not participate in the protocol any longer. Then, the remaining
m — 1 parties, no matter what strategy they adopt between themselves, will be
unable to compute anything meaningful (they do not have enough shares). This
is undesirable, since we want a protocol in which, no matter what the adversary
does, either everyone computes their output, or no one does. Thus, the best we
can hope to do is to allow the adversary to control up to ¢ = m — 2 participants,
which, we will show, our protocol will achieve. A key step in the proof is to show
that rational parties will have a disincentive to collude with others.

Consider what happens if only m parties are rational. Suppose that m — 1 of
them are following the protocol, and the party P; is considering deviating. Note
that, depending on P;’s utility function, it may be a good idea for him to not
broadcast his share of y. He risks causing everyone to abort (with probability
1/2), but on the other hand, his utility might skyrocket in case he is lucky and
y # 0. On the other hand, if m + 1 participants are rational, and we know that
all of them except P; are following the protocol, then P; can only lose in utility if
he does not broadcast his share of y;, since in case y = 0, he will force everyone
to abort without ever computing the function, while if y # 0, everyone will learn
the outcome whether or not P; broadcasts. Therefore, we see that the protocol is
a Nash equilibrium if m+ 1 or more of the participants are rational. Accordingly,
we set the value of m to be m = [%], thus we derive a protocol that tolerates
adversarial behavior for any adversary controlling up to [4] — 2 of the parties.

Note that the above observation solves an open problem posed by Halpern
and Teague who asked whether it was possible to have a protocol that works
independently on how much utility is attached to being the only party privy
to the output of the function. Also, note that the only communication channel
that our protocol needs is a synchronous broadcast channel, while Halpern and
Teague assume private channels in addition to synchronous broadcast. Unlike
Izmalkov et al., our protocol tolerates the existence of additional communica-
tion channels between the participants.

Assumptions on Utilities and on Rationality. Halpern and Teague ob-
serve that rational parties are not going to participate in a protocol unless they
have an incentive to compute the function and, moreover, they must have an
incentive to submit their true individual inputs. Therefore, the function must be
non-cooperatively computable (NCC) [13]. We need to extend this assumption
to work in the mixed-behavior model. For example, if the function in question is
computable based on inputs of a small number of parties, and covert channels be-
tween participants are present, then the parties have no incentive to participate
in the protocol to begin with, since they may learn the output of the function
from the adversary. Therefore, in order to tolerate ¢ adversarial participants, we
must require that it is impossible to compute the function in question based on
t + 1 of the inputs. We define such functions, called -NCC, in Definition 5.
Also following Halpern and Teague, we make assumptions that the more a
party learns about the output, the happier he is. On the other hand, the less
others learn about it, the happier he is as well. Since the adversary is not rational
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and is not trying to learn anything, the utility functions should ignore whether
or not the adversary learns anything. We explore this in Definitions 3 and 4.

Suppose that two different strategies of a party yield indistinguishable views.
Then the difference in how much this party learned is negligible, assuming
polynomial-time algorithms. Our final assumption on utilities is that negligi-
ble difference in how much P; or others have learned yield negligible differences
in utilities. We call this assumption the computational satisfaction assumption,
and state it more precisely in Definition 9.

Following Halpern and Teague, rationality is captured by postulating that a
party will choose to follow a given protocol if (1) it is a Nash equilibrium, i.e.,
provided that other non-adversarial players follow the protocol, this party’s util-
ity is maximized by following it as well; (2) it survives the process of iterated
deletion of weakly dominated strategies—i.e., those strategies for which another
strategy is always at least as good and sometimes even better. However, what do
these mean in the mixed-behavior model? We adapt these game-theoretic defin-
itions to the scenario where a malicious adversary exhibiting arbitrary behavior
is present. In a nutshell, a set of strategies is a Nash equilibrium in the mixed-
behavior model (Definition 6) if it is a Nash equilibrium for all adversaries. A
strategy o weakly dominates another strategy 7 if for all adversaries and no
matter what strategy other rational parties are following, o gives as much or
better utility than 7, and for some adversary and some set of strategies for the
remaining rational parties, o gives strictly more utility (Definition 7).

Our protocol is not a preferred equilibrium in the strict sense because it relies
on the computational intractability of certain problems that can still be solved
with negligbhle, but positive, probability. What we show is that no deviation can
increase the utility by more than a negligible amount (Definitions 6 and 7).

Paper Outline. In Section 2 we present the mixed-behavior model for multi-
party computation, introduce related new concepts and formally define the
notion of unconditionally or computationally secure preferred protocols. In Sec-
tion 3, we describe a protocol that implements any function in the mixed-
behavior model, using a special channel, and prove that it is an unconditionally
secure preferred protocol. In Section 4 we describe our main protocol over a
synchronous broadcast channel, and prove that it is a computationally secure
preferred protocol that is e-Nash and survives iterated deletion of e-weakly dom-
inated strategies, where € is negligible. We refer the reader to the full version of
the paper for all the details this extended abstract omits.

2 Mixed-Behavior Model for Multi-party Computation

We introduce a new model for multi-party computation, the mizred-behavior
model (MMPC). In the standard multi-party computation setting, consider any
protocol that implements a function f when executed by n parties P; f is either
unary (f(x) is the common output) or n-ary, denoted as f (f(x) = (y1,-..,yn)
are the private outputs). In the mixed-behavior model, parties P are partitioned
into rational parties R and adversarial parties A. Rational parties consider the
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joint computation to be a game, during which they act selfishly, deviating from
a prescribed protocol and exhibiting strategies aiming to increase their gained
utility after the termination of the computation. At the same time, an adver-
sary A controls up to t of the parties, which jointly exhibit arbitrary strategies,
sharing information and acting adversarially during the computation.

We next define concepts related to computations performed in the mixed-
behavior model and also new properties that protocols must satisfy, both un-
conditionally and computationally. We use some standard notation: [n] denotes
set {1,...,n}; bold letters denote vectors, where v = (v, ..., v,) can be written
as (v;,v_;) for any i € [n]; (v}, v_;) denotes v/ = (v1,...,0i—1,V}, Vit1,---,Un);
v denotes vector projection to set I C [n]. We write P = R U A to denote that
a set of parties P is partitioned into rational parties R and adversarial parties
A, where A also denotes the actual programs run by the adversary. If A is a
randomized algorithm, a < A denotes that a was obtained by running A.

Definition 1 (Communication channels and structures). Let P be a set of
interactive TMs. A channel C' = {Py, F,state, Po} available to P is a (possibly,
stateful and randomized) TM with Pr, Po C P which operates as follows. C
shares a dedicated tape t! with each P; € Py and a dedicated tape t© with each
P, € Po. C gets activated when a party P; € Py writes a string I; on tiI. If C
18 a synchronous channel, then it waits for all other parties in Py to submit an
mput, or times out with a default value L. If activated, C computes the values
(O, state’) « Fc(I,state), writing value O; on tape t9, Vi € [n], and updating
its state information. A channel structure C(P) is a set of channels available to
P, always containing channel {{P;}, I, L, {P;}}, Vi € [n] (I: identity function).

It is immediate how the above formulation of a communication channel as an
interactive Turing machine captures the conventional notion of any channel (e.g.,
point-to-point or broadcast channels). Moreover, it constitutes a generalization
of a communication channel: by allowing a channel to keep state and by appro-
priately setting its operation function F, we can essentially define any ideal
functionality over inputs submitted by the parties in P, thus expressing useful
additional properties in computations (e.g., perfect privacy).

We consider joint computations among individual parties P performed over
some underlying communication channel C' available to P. A computation con-
sists of a (possibly infinite) series of rounds, each round corresponding to an
activation of C'. Each participating party P; € P interacts with C' through its
corresponding tapes: P; runs a (possibly randomized) program that processes
strings appearing on t? (incoming messages) and computes a string to be writ-
ten on t! (outgoing messages), also updating an internal state. Also, additional
channels may be used among parties in P in the course of a computation.

Definition 2 (Runs, views, outputs). Let P = R U A be a set of parties
jointly computing over channel structure C(P). A run R of the system (P,Cp)
is tuple (p,r,.A), where p; is the (randomized) program that party P; € R runs,
A also denotes the program that parties in A jointly run, and r is the vector of
random tapes needed by parties in P. The view of party P; € R in run R, denoted
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VIEW ;(R), is tuple (r;, M;), where M; is the set of all messages received by P;;
the view of the adversary A, denoted VIEW 4(R), is tuple (v 4, M _4), where M 4
1s the set of all messages received by the parties in A. Each message in M; or
M 4 specifies both the channel over which it was received, and its contents (and
possibly its sender). The output of a party P; € R in run R, denoted OUT;(R),
is the last message received (and possibly sent) by P; in R, if R terminates.

Definition 3 (Protocol utility and satisfaction functions). Let P = RUA
be a set of parties. We say that u is a protocol utility function with satisfaction
w if for any run R: (1) for P; € P, p; : {0,1}* +— [0,1]U L is any function, such
that p;(-) € [0,1] if P, € R and p;(-) = L if P, € A and (2) there exists a set of
functions 0’ for parties R, where u) : [0,1]" + [0, 00] and u;(R) = u)(p(R)).

The above definition captures our formulation of a joint computation as a game.
Rational parties are each associated with a utility function, mapping (conse-
quences of) outcomes of the computation—which is fully described by protocol
runs—to positive reals as follows. A personal satisfaction function p; maps the
view that P, € R gets out of a computation to a value in [0, 1] according to
certain criteria for P; about what constitutes a desired outcome; intuitively, on
input VIEW ;(R), p; measures how well P; succeeded in computing whatever it
wished to compute. Then P; evaluates the outcome of a computation by getting
(through /) a utility that depends on the evaluations of all parties’ satisfaction
functions on the protocol run. In essence, u; is what characterizes P; rationality,
meaning that any deviation from a proposed protocol by P; corresponds to a
strategy that can be preferable or not for P; depending solely on utility function
u;. In contrast, the adversary A has no specific desired outcomes; if P; € A then
p; = L and there is no associated utility. This is in accordance with our intuition:
A acts in an arbitrary, possibly irrational way. Note that it is not necessarily the
case that P; € R can infer his utility u; from his view, (since, e.g., he does not
know who the adversary is); however, P; can still act so as to maximize u;.

We next present some minimal assumptions on the above definition, providing
a concrete notion of rationality, i.e., incentives for protocol deviation, in the
MMPC model. We do this by defining target functions. Intuitively, given a vector
of utility functions u, a vector of functions f is its corresponding target function
if the utilities capture the fact that each rational P; wishes to compute f;, and
prefers that as few as possible other rational P;’s compute f;.

We assume that inputs x for computations among parties in P are chosen by
first drawing inputs x’ from distribution X, then setting xg = x% and, finally
letting x 4 « A(x/,). That is, x is formed by generating a set of values according
to X, and then replacing the entries corresponding to adversarial parties with
those chosen by the adversary. We denote the above process as x «— 4 X.

How does p; captures what P; wants to learn? The measure of how well P;
learns some function f;(x) is the likelihood p; that he outputs the correct f;(x),
where the probability is taken over X as well as the randomness of the particular
run of the protocol. This is relatively standard in the cryptographic definitional
literature, starting with semantic security. The only adjustment we want to make
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is to scale p; so that it is 0 if p; is the same as the a-priori probability that P;
outputs f;(x), and 1 if p; = 1. More formally:

Definition 4 ((Computational) target function). For P = RUA, let u be
a protocol utility function with satisfaction measure p and let x <4 X. Then
f:({0,1}*)" — ({0,1}*)" is an n-ary (computational) target function for input
distribution X and adversary A if the following conditions are met:

P, € R wants to learn f;: p; is a (computational) measure of how much P;
has learnt about f;(x) based on the run R. Let some algorithm F; be the best
(polynomial-time) estimator of f;(x) both based on x; alone (i.e., pu;i(x;))
and based on the view VIEW ;(R) obtained by P; in run R (i.e., u;(R) =
wi(VIEW ;(R))). Assume that Pr[F;(xz;) = fi(x)] # 1 (i.e., it is impossible
to always correctly output f;(x) based on x; alone). Then

pi(R) = (PriFi(R) = fi(x)] = Pr{Fi(z:) = fi(x)])/ (1 = Pr{Fy(zi) = fi(x)])-

The scaling and normalizing in the formula above is done so that if for
a run R, Pr[F;(R) = fi(x)] = 1, then u;(R) = 1; and if for a run R,
Pr[Fi(R) = fi(x)] = Pr[Fi(z;) = fz( )] (i.e., run R did not increase P;’s
chances of correctly computing f;(x)), then p;(R) = 0. By convention, if in
run R, p;(R) = 1, we write that OUT;(R) = fi(x). Moreover, if for some
P, € R, and runs R and R’ it is the case that p;(R) > pi(R') and for all
J# s 13 (R) = 1y (R'), then us(R) > us(R).

P; does not want others to learn: If for some P; € R and runs R and R’ it
is the case that p;(R) > u;(R'), and for all P, € R, i # j, ui(R) = pi(R'),
then for all P; € R, u;i(R) < u;(R').

Worst outcome: Let R be a run such that for some P; € R, OUT;(R) =
fj(x). Then for all P; € R, if OUT;(R) # fi(x), then u;(R) = 0.

Thus, we consider functions which for rational parties and with respect to their
utility functions satisfy properties that express selfishness and antagonism in
multi-party computation: u;(R) strictly increases when P; gets closer to the tar-
get value f;(x) or computes f;(x), or when some other party P; gets further
away from its target value f;(x). This formulation is a generalization of the ra-
tionality in RMPC [8]. In contrast, adversarial parties behave totally arbitrarily
and unpredictably: the adversary A acts independently of parties’ rationality
and its behavior may affect rational parties’ utilities; e.g., A may consistently
try to minimize or even maximize the utility of a specific rational party.

In the mixed-behavior model, we are interested in computing (target) func-
tions for which rational parties have incentive to submit their true values as
input to the joint computation. This class of functions, introduced by Shoham
and Tennenholtz as non-cooperatively computable functions, were studied for the
binary case in [13]. We next extend this concept to general n-ary functions de-
fined on strings (rather than single bits) for computations in MMPC. In the
mixed-behavior setting, we also need to capture the case where a malicious ad-
versary changes some of the inputs: we wish to ensure that we still express
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honesty in submitting inputs, but capture the possible scenario where a rational
party does worse by substituting his true input.

Definition 5 (t-NCC functions). Let f : X — Y be an n-ary function, let
P =RUA, |P| =n, u a protocol utility function with satisfaction w. Let the
channel structure of P consist just of synchronous channel C = (P, f,state, P)
as well as a channel to and from the adversary A; C is stateful and can only
be used once. Let Equ¢(i,x;) be the mazimal set of strings such that Vx_; and
Vo € Eque(i,x;), f(zi,x_;) = f(x,x_;). Let X(x;) be the set of strategies for P;
that submit some x € Equg(i,x;) to C, and output the value y; received from C.
Let o} (x;) be the strategy that submits x; to C' and outputs y;. Suppose that input
x is chosen with the process: (1) x' — X; (2) xgp = x; (8) x4 — A(x/y). We
say that f is t-non-cooperatively computable (--NCC) under distribution X if for
all P; € R, for all adversaries A, |A| < t: (1) pi(xi,x4) =0, i.e., nothing can
be learned about f;(x) based on x; and x4 alone; (2) for all A, i, f;(x') = fi(x),
i.e., A cannot change the value of the function by changing his inputs; (3) for
all A, P; gets at least as much utility from submitting his true input x; to C as
from substituting any other different input value: for all 1 <i <n, all o; ¢ X},

Ex(ui((oi(z:), (0R)-i((xr)-1)), L, A(xa))] < Ex[ui(or(xr), L, A(xa))]-

For t > 0 the above definition is restrictive: it requires that distribution X out-
puts codewords of an error-correcting code. For instance,requiring that p;(z;, x.4)
= 0 is needed to exclude the following scenario: A gives its inputs x4 to party
P;; then if p;(x;,x4) > 0, P; and A abort the computation and P; gains positive
utility, whereas other rational parties gain zero utility. This demonstrates an
inherent difficulty for realizing “fair” joint computations. However, the resulting
class of functions is still of interest if we consider computations over values for
which a secret sharing has first been computed.

We next define properties that protocols in MMPC should satisfy, either un-
conditionally or computationally. For brevity we do not explicitly denote that
the strategies are a function of input x « 4 X; instead we say that parties in P
receive inputs from X and write run (or(xz),r, A(x4)) as (or,r,.A). Also, we
simplify the cumbersome (0;, (r)—;) to (05, 0 _;). Finally, for the computational
counterparts of the following definitions, any strategy or the adversary receives
1% as an additional input—where k is a (security) parameter for probabilistic,
polynomial-time (PPT) algorithms.

Definition 6 ((e-)Nash equilibrium in the mixed-behavior model). A
set of (PPT) strategies o* is a (e-)Nash equilibrium for P = R U A receiving
inputs from X, with a given channel structure C(P) and protocol utility function
u if for all P; € R, for all (PPT) strategies o;, and all (PPT) adversaries A,

Ex rlui((0i,02;),v, A)] < Ex rlui((0i,02;), 1, A)] (+ €(k)).

The above definition extends the (canonical in game theory) concept of Nash
equilibrium in the mixed-behavior and bounded computational models. In



Rationality and Adversarial Behavior in Multi-party Computation 189

MMPC, a strategy is a Nash equilibrium, if no deviation is strictly preferable
for a rational party when all others do not deviate, and independently of what
the adversary does; for an e-Nash equilibrium in a computational setting it holds
that, in the same environment, no deviation is preferable by more than e(k).

We next consider a refinement of the Nash equilibrium, using the notion of
weakly dominated strategies and the process of iterated deletion of such strate-
gies which define a better, preferred, notion of equilibrium. We use analogues
of these game-theoretic concepts in the mixed-behavior and bounded computa-
tional models to define the corresponding refined Nash equilibria. Intuitively, a
strategy survives the process of iterated deletion of weakly dominated strategies
if no other strategy is (always) preferable to it. This last notion of preferable
strategies is expressed as a partial order over individual strategies. Strategy o
of P; is preferable to o; if there exists a specific environment (strategies of others
and of A) under which o; gives strictly less utility than o}, whereas at the same
time, in no other environment does o; give strictly larger utility.

Definition 7 (Iterated deletion of (e-)weakly dominated strategies).
Given P = R U A receiving inputs from X, with communication structure C
and protocol utility functions u, let X' be a set of (PPT) strategies for R. Strat-
egy o; is (computationally e-)weakly dominated by (PPT) strategy o) restricted
to X' (denoted (o5 < o} |y X']) if (1) for all (PPT) strategies o_; € X"_;, for
all (PPT) adversaries A,

Ex x[ui((0i,0-:),1, A)] < Ex r[ui((07, 0-i),1, A)]
and (2) for some (PPT) o', € X" ,, for some (PPT) adversary A,
Exx[ui((oi,0",),x, A)] ( +e(k) ) < Exlui((of,07;),1, A)].
Let X° be the set of strategies for R. For £ > 1, let A*, X be defined as follows:
Al = {o;: 30} € 277 such that [0; < 0}| (X"} and Zf = 571 - AL

We say that a strategy o for party P; survives iterated deletion of (computation-
ally e-)weakly dominated strategies if for all £, o ¢ AX.

We finally define conditions that we wish a protocol to satisfy.

Definition 8 ((Computationally) ¢-secure preferred protocol for func-
tion f). Given P receiving inputs from X, with channel structure C(P) and
protocol utility functions u, a vector of (PPT) strategies o* constitutes a (com-
putationally) t-secure preferred protocol for (polynomial-time computable) £ un-
der input distribution X if it has the following properties:

Correctness and security: As is standard for multi-party computation [5],
(static) correctness and security is defined by requiring that for every (PPT)
adversary A, A C P, |A| < t, there exists a (PPT) simulator S of com-
parable computational ability such that for all x € X, the joint distribu-
tion of (OUT R (0% (xRr),1, A), VIEW s(0%(xr),r,A)) is indistinguishable
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from the distribution sampled from as follows. S is interactive and obtains
the following inputs in the following order: First, x < A, and S is given X 4.
Then S may output y, in which case the sample of the distribution is (Lz,y),
or may produce query x'4. In the latter case, in response to the query, S is
given £4(x'), where x5, = xg. Finally, S outputs y. Then the sample of the
distribution is (fr(X'),y). Moreover, we require that there exist an adversary
A (namely, one that follows o other than for possible substitution of x'4
for the inputs x4 ), such that OUT g (o5 (xr), 1, A) # Lg.

Nash equilibrium: (For all constants c,) o*(x) is a (computational k~°-)Nash
equilibrium for any partitioning P = R U A.

Survival condition: (For all constants c,) for any partitioning P = RUA, for
any P; € R, the strategy o} (x;) survives iterated deletion of (computational
k—¢-)weakly dominated strategies.

Discussion of Definitional Framework. The definitions above are a first step
in reconciling the definitional framework of SMPC with that of game theory. Our
starting point in this work was our main protocol of Section 4 and the definitions
presented above are meant to capture the properties of our protocol. Further
definitional study of MMPC may lead to interesting insights.

3 The Ideal-World Protocol: Using a Special Channel

In this section, we assume that all participants have access to a special (ideal)
communication channel C' that essentially does all the computational work: the
function F that describes the operation of C' is a randomized process that
computes the target functions of the parties. Using this channel, the only way
that the participants influence a protocol is by contributing an input to C' at the
beginning, and then at every round, notifying the channel whether they wish to
participate at this round or not. Additionally, the channel C' notifies the parties
about the other parties’ participation, and enables each P; to broadcast any
string v;.

The Channel C,, ¢ . = (P, F¢, state, Po)

Setting: The channel C,, ¢ . is a synchronous channel used by n participants
P ={P,...,P,} (where up to ¢t of them may be malicious). For channel
Cm.t,c, Pr = Po = P, state is initially L, m and c are integer parameters and
f = (f1,...,fn) is a set of functions where each f; takes as input n binary
strings and outputs a binary string; operation function Fi is described below.

Initial round: In the initial round » = 0, the channel is activated and each
participant P; submits to Cy, ¢ . an input x;; if some P; does not, then by
convention, z; = L. Define Py = {P; : x; # L}, i.e., the set of participants
that contributed inputs. Cj, ¢ announces the set Py to all participants.
Con.f,c stores state = {x,r}. This signals the end of the initial round.

Round r > 0: Each round includes the following.

— The channel is activated and each participant P; gives Cyp, ¢, a value
2l € {Compute,Defect}; if some P; does not, then by convention, z] =
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Defect. Let P, = {P; : zI = Compute}. Each participant may also
contribute an additional value v;; if P; does not contribute, then v; = L.

— If c=0orr mod c =0, then C,, ¢ . flips a coin to obtain a random bit b.
Otherwise, b = 0.

— If |P,| > m, i.e., at least m participants wish to have the functions
computed at this round, and b = 1, then Cp, ¢ . sets y; = fi(z1,...,2y)
for 1 < i < n. Otherwise, y; = L for all 7.

— Cp 1,0 sends to each participant P; the value y;, vector v and set Py,

and stores r. This signifies the end of round r. Proceed to round r + 1.

Let P = RU A, |A| = t. We describe a protocol, a suggested strategy o, for
computing any NCC target function f over channel Cy, ¢ . and next show that
o® is an unconditionally ¢-secure preferred strategy according to Definition 8.

The Strategy o (z}) for party P, € R

Setting: For all i € [n], party P; has input x} and has access to channel C,, ¢ c.
Parties are also connected with each other via arbitrary communication links.

Initial round: Send x; = z] to C. Receive the set Py from C.

Round r > 0: In each round, P; acts as follows.

— If any message has ever arrived over any communication channel other
than Cp, ¢ ., never send any messages again (in any round), unless you
know that the message is from the adversary A, in which case ignore it.

— If |P,_1| = n, send z] = Compute to Cy, ., unless it was previously
decided not to send any messages again. Otherwise, never send any mes-
sages again (in any round).

— Receive value y;, vector v and set P, from C,, ¢ ..

— If y; # L, output y; and halt. Otherwise, proceed to round r + 1.

Lemma 1. Let P = RUA and suppose that A is an entity that can be contacted.
The following puppet strategy o? (z;) survives iterated deletion for alli: on input
xi, send x; to A; then follow instructions from A regarding messages to send to
other parties and when a message from party P; is received over any channel,
forward it to A; halt when receive f;i(x) from A or when can compute it based
on available information.

Proof. (Idea) Consider the case when all Py, ¢ # i, each follows o} (z¢), and A
acts such that either rewards or punishes P; depending on whether or not P;
conforms with of (x;), which can be detected by A. It is within A’s power to
reward or punish P;, because assuming that all P; € R follow 0’5 (x;), A knows
everyone’s inputs. This scenario creates the situation where no other strategy
can be strictly preferable to o? (z;) for P;. O

We present sufficient conditions for a general class of strategies that use chan-
nel C, ¢ to survive iterated deletion even in the presence of side-channels.
Let P = R U A be parties receiving inputs from X with protocol utility func-
tions u and channel structure C(P) that includes C, ¢, and f be t-NCC target
functions. We say that o are indefinite all-or-nothing strategies with visible de-
viations if the following conditions are met: (1) o (x) are strategies which, when
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executed jointly by P, have the invariant that at every step of the computation,
either each P; € R has already learned f;(x) and halted, or none of them have
learned f;(x), and, moreover, all the messages they received so far are distrib-
uted independently of the value f;(x); (2) let E5 be the event that, under o (x),
after s steps of the protocol, no P; € R knows its f;(x); then there exists some
c(s) > 0 such that for all views that P; received by running o;(z;), it holds
0 < Pr[Es e, | Es, VIEW;] < 1, where the probability is over the random
choices of the channels used; and (3) let the signature of a strategy given the
inputs x and strategies of other parties and A, consist of all the messages other
parties received from P;; then there exists a detection procedure that given a
signature of o;(z;) can determine whether all of the actions of P; were computed
the same as if P; was following o;(x) for some x.

Lemma 2. If o(x) are indefinite all-or-nothing strategies with visible deviation,
then any o;(x;), i € [n], survives iterated deletion of weakly dominated strategies.

Proof. (Sketch) Consider a strategy o’(z;). Suppose that there exist strategies
7_; and an adversary A such that, if P; follows ¢’(z;), and P_; follow 7_;, then
P;’s utility is higher when following o) than o;. Then there also exist strategies
7', that survive iterated deletion and an adversary A where P; gets strictly
more utility when following o; than when following o}. Let strategies 7°_; be just
o? ,(x_;), which by Lemma 1 survive iterated deletion. Suppose that A directs
each P; € R_; to send messages according to 7. Let d be the first deviation
(from o;(z;)) point in the protocol: at step d, if P; is following o} rather than o;,
then with positive probability this will be detected. If at step d, P; acts in a way
that agrees with o;, then he is rewarded by A with x_; and thus can compute
the desired value f;(x). If at step d, P; deviates, then A punishes P; by directing
all parties P; not to send any more messages. Thus, in this setting and given
that o; is an indefinite all-or-nothing strategy, following some o;(z) gives better
utility than o}(x;) and no strategy o’ can weakly dominate all o;(z) after any
number of rounds of iterated deletion. Finally, following o;(z;) cannot be weakly
dominated by following any o;(x’) where 2’ # z;, because f is t--NCC. 0

Theorem 1. Given P = RUA receiving inputs from X, with channel structure
C(P) D Cpt.. and protocol utility functions u, strategies o (x) constitute an
unconditionally t-secure preferred protocol for any t-NCC target function f.

Proof. (Sketch) Correctness and security hold for strategy o (x) in a straight-
forward way, since our working channel C, ¢ . is an ideal one. The Nash equilib-
rium condition is satisfied: given that all other parties follow o (x), P; has no
incentive to deviate (f is t-~-NCC). Finally, strategy o (x) survives iterated dele-
tion, by Lemma 2 and because it is a vector of indefinite all-or-nothing strategies
with visible deviations: at any round, either each P; € R already knows f;(x)
and has halted or no party knows f;(x); also, no party has any information re-
lated to the termination of the current run; finally, all possible deviations from
C

oy (x) are visible given some strategy 7 of the other parties that appropriately

uses Oy, .. or some other channel. O
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Remark. Strategy ¢ aborts in case of side-channel communication, so that any
subset of rational parties has a disincentive to collude and thus exclude other
parties. The price is that even one malicious party can cause the entire protocol
to abort. In the full paper, we discuss a modified protocol and the issue of
adversarial abort as it is related to covert channels and the survival condition.

4 The Real-World Protocol: Using Secure MPC

In this section we present and analyze our main protocol for computing any func-
tion in MMPC. Our protocol o requires only a synchronous broadcast channel.
The main idea is to implement the special channel C,, ¢ . using secure multi-
party computation, where in each round the parties compute secret shares of
either a useless value or the outputs f(x), and then they compute the target
function by performing a global broadcast of such shares. At the same time, the
parties conform to the protocol o(x) £ &% (x): if something goes not as expected
(essentially, a Defect was ordered), this is always detected and parties abort the
computation. We then use the results on Cy, ¢ . and 0% (x), for t+1 < m = [2].

The Protocol o — Strategy o;(z;) for party P, € R

Inputs to the protocol, and general rules: x < X, each P; receives x;,
and security parameter 1*. If P; receives any message on any channel other
than the broadcast channel at any point in the computation, it aborts unless
it knows that the message is from the adversary, in which case it ignores it.

Setup phase: In the setup phase, all the parties jointly agree on a random
string CRS of length ¢(k) (to be defined later), and a public-key infrastruc-
ture with PK; for each P;. This is done as follows:

1. Each P; chooses a random string CRS; of length ¢(k) and broadcasts a
commitment Com; « Commit(1%, CRS;) (where we use a computation-
ally hiding, unconditionally binding cryptographic commitment) and a
public key PK ;. If P; detects that P; failed to broadcast, then P; aborts.

2. In turn, each P; proves to each P; over the broadcast channel that he
knows the opening of the commitment Com;, and a secret key corre-
sponding to his public key PK;, using a zero-knowledge proof of knowl-
edge protocol with security parameter k. P; broadcasts whether he
accepts or rejects the proof. If P, sees that some P; does not accept
the proof of some P; (or fails to broadcast his decision), then P, aborts.

3. BEach P; broadcasts the value CRS;. If P; sees that some P; failed to
broadcast, then P; aborts.

4. In turn, each P; proves to each P;, using a zero-knowledge proof protocol
over the broadcast channel, that the value he broadcasted corresponds
to his commitment Com;. After this, each P; broadcasts whether he
accepts or rejects the proof. If P sees that some P; does not accept the
proof of some P; (or fails to broadcast his decision), then P; aborts.

5. Obtain CRS = @}, CRS;, and PKI = (PK4,...,PK,).
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The input phase: Parse CRS = CRScomo CRS ypco CRS Nizk - Let SECom
be a simulatable and extractable commitment scheme [2] (which requires
CRS coum as input). Each P; broadcasts z; = SECom(CRS coum, i, 7P 29),

where r?PC is the randomness needed to form the commitment. If P; sees
that some P; failed to broadcast a valid commitment, P; aborts.

The MPC phase: As a result of this phase, we want P, to obtain m-out-n
secret shares of either the strings y; = 0P for 1 < ¢ < n or the strings
y; = out; = f;(x), where p; = |out;| is known ahead of time. We want each
type of output to be equally likely. This is done as follows: P; chooses a
random rMFP¢ (of appropriate length, to be specified later) and contributes
input (:I;i,rfEC,er[P C) to a secure multi-party protocol for computing an
n-input function gpkr 5 over the broadcast channel [3], using CRS ypc as a
common random string.

rPBC pMPCY 1 <4 <n}:

(2 ’r0

— Check that for all 1 < i < n, 2; = SECom(CRS com, i, r?E). If for
some %, the check fails, output the n-bit string y where y; = 0 iff the
check failed for z;.

— Compute r = @?:quf‘/lpc. Parse r = R; o Ry o R3, where |R;| = 1, and
the lengths of Re and R3 will be clear from the sequel.

— If Ry = 0, then for each 1 < ¢ < n, come up with an m-out-n secret
sharing of 0, and let y; ; be the j’th share. Otherwise, for each 1 <7 < n,
come up with an m-out-n secret sharing of 1 o f;(x), and let y; ; be the
j’th share. Secret sharing requires randomness: use Ry as the random
tape for this step.

— Use R3 as the random tape for forming n? ciphertexts as follows: ¢; ; =
Enc(PK j,y; ;j); output these ciphertexts.

Function gpxr , operates as follows on input {(z;,

Suppose it takes ¢ — 1 rounds of computation over the broadcast channel
to jointly compute g. If at any round, P; notices that F; did not follow the
protocol correctly! then P; aborts. If the output of the computation indicates
that some party contributed incorrect inputs, then P; also aborts.

The possible reconstruction phase: Each P; broadcasts a message of
the form ({d;; : 1 < j < n},m), where 7 is a non-interactive simulation-
sound zero-knowledge proof [4] that each d;; = Enc(PKj,y;,7;,:) where
y;.i is the correct decryption of ¢;; under the public key PK;, and r;; are
the cointosses for probabilistic encryption Enc. If P; receives m messages
with valid proofs, then he decrypts all ciphertexts {d; ;} addressed to him to
obtain m shares either of 0 or of 1o f;(x). In the former case, if P; received
fewer than n messages with valid proofs, abort; otherwise go back to the
MPC phase. In the latter case, output f;(x).

We analyze protocol o in the mixed-behavior model and present our main
result in the case where parties P = R U A are computationally bounded. We

! Recall that, following Goldreich, Micali and Wigderson [6], Canetti et al.’s protocol
allows every party to detect that another party deviated from the protocol.



Rationality and Adversarial Behavior in Multi-party Computation 195

impose the following assumptions on protocol utilities in the computational set-
ting: (1) if different runs produce indistinguishable views for P;, this makes only
a negligible difference to satisfaction measure pu;; (2) negligible differences in
satisfaction measures of all P; € R yield negligible differences in P;’s utility u;.

Definition 9 (Computational satisfaction assumption). Protocol utility
function u with associated satisfaction p satisfies the computational satisfac-
tion assumption, if for all non-negligible functions €, there exists some negligible
function v such that Pry[u; (V1) — pi(Va) > e(k)] = v(k), where Vi « D1(1%) and
Va + Dy(1%) are views that are indistinguishable by probabilistic algorithms with
running time polynomial in k. Moreover, function u;(R) = u}(u1(R), ..., in(R))
has the property that, for any negligible function vi(k), there exists a negligible
vo(k) such that if R and R’ are such that u;(R) < p;(R') < pi(R) + v1(k), and
for all j # i, pj(R) = pj(R'), then ui(R) < ui(R') < wi(R) + va(k).

Theorem 2 (Main result). Given P = R U A receiving inputs from X, with
channel structure C(P) that includes a synchronous broadcast channel and proto-
col utility function u satisfying the computational satisfaction assumption, strate-
gies o (x) constitute a computational t-secure preferred protocol for any t-NCC
target function f.

To prove our main result, we: (1) define a notion of computational reducibility
among strategies designed for different channel structures, (2) show that com-
putational reducibility between strategies results in computational equivalence
in gained utilities, (3) show that &€ executed over C(R) D Cinf,c 1s reduced to
o executed over any channel structure that includes the synchronous broadcast
channel, thus proving that o is an e-Nash equilibrium, and (4) show that o
survives deletion.

Definition 10 (Computational reducibility). Suppose P =RUA, P, € R.
Let C = CL U{C}, C' = CL U{C"} be channel structures available to P, for
some set of channels C; and some additional channels C' and C'. Let (or)—;
and (o';)—; be sets of strategies corresponding to C and C', respectively. Let
A be an adversary for channel structure C. We say that the probabilistic poly-
time simulator S = (So, S1, S2, S3) computationally reduces setting (C', (/% )—;)
to setting (C,(or)—i) if for all x, PPT strategies 7;, j € [n] and PPT ad-
versaries A, Ss(j, VIEW ;((S1(7i, i, s), (6%)—i((xr)=:)),r,S2(A,i,x4,5)), ),
where s « So(1%), is a distribution that is computationally indistinguishable from
VIEW ;((1: (1%, 2;), (6R)—i((xR)—i)), 1, A). In this setting, we say that S com-
putationally translates strategy 7;(x;) and adversary A(x) into strategy Sp(7;,
x;, 8) and adversary So(A,x4,S).

That is, S transforms strategy 7; designed for communication structure C into a
strategy designed for communication structure C’, while Sy does the same with
A. It is possible, however, that the resulting strategy and adversary talk to each
other. Then S35 translates the resulting view into a view that is computationally
close to the view that P; could have gotten if it were to run 7; in C with adversary
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A, or into a view that any other rational P; would have gotten if it were to run
o; in C with adversary A and 7;, instead of running o} in C'.

Lemma 3. Under the computational satisfaction assumption, if: (1) f ist-NCC,
and is the computational target function for the given set of utility functions u;
(2) for all i € [n], for strategies o and o', simulator S = (So, S1, S2,S3) compu-
tationally reduces setting (C', (0% )—i) to the setting (C, (or)—i); (3) for alli €
[n], z; and s, S1(0i,zi, s) = oi(xi); (4) for all A, i, probabilistic poly-time 7;, j #
i Pj € R; MJ(S3(]7 V[EWJ((Sl (Ti7 L, 5)7 (O-’IR)—Z((XR)—z)>7 r, SQ(A7 1y XA, 8))7 8))
is equal to p; (VIEW ;((S1(7i, x4, 8), (07)—i((xr)—i)), T, S2(A,1,%x4, 5))), that is,
no matter what A and P; do, when transforming the view from running 0'; to
one for running o;, the simulator S3 did not throw out any information relevant
to pij. Then, if o' is a Nash equilibrium, then o is e-Nash equilibrium.

Proof. (Sketch) For brevity, let us denote (or)_i((xr)—i) simply as o_;. Con-
sider strategy 7;, adversary A, inputs x. Then we know that:

MZ(VIEW’L((T’I(:BZ)’U*Z)?I.’ A(XA)))
< ;i (S3(i, VIEW ;((S1(7i, i, 8),0"—i), 1", So(A,i,%4,5)),8)) + v1(k)
< Mi(V[EWi((Sl(Tiawiv 8)7 U,—i))v rlv SQ(-A> 1, XA, S))) + Vl(k)'

The first inequality follows by the definition of computational reducibility and
the computational satisfaction assumption; the second inequality holds because
Ss may destroy some relevant information. Next, in channel structure C, we
measure p; for a party P; following strategy o; while P; is following 7;. From
the definition of computational reducibility, p;( VIEW ;((1;(x;),0-;),r, A(x4)))
~ 1;(Ss(j4, VIEW ;((S1(7, zi,s), 0" ), v, S2(A,i,x4,5)),s)). This is approxi-
mately equal to p; (VIEW ;((S1(7,xi,s),0"—;),r",S2(A,i,x4,5))), by the con-
ditions of the lemma. Thus, for every strategy 7; and adversary A in channel
structure C, there exist a strategy 7/ (i.e., S1(7i,zi,s)) and adversary A’ (i.e.,
Sa(A,i,%x4,5)), in channel structure C’ such that:

ui((7i(2i), 0 i), 7, A(xa)) < uil(7i(2i), 07 i), 7', A'(x4)) + va(k)
< ui(oR(xr), v, A'(x4)) + v2(k) = ui(or(xr), ', A(xa)) + v2(k),

where the first inequality holds by the computational satisfaction assumption.
The second inequality follows because o’ is a Nash equilibrium, while the last
equality follows by condition (3) of the lemma and Definition 9. O

Lemma 4. If f is t-NCC, then there ezists a simulator S = (Sp,S1,52,S53)
satisfying the conditions of Lemma 3, reducing the (ideal) strategy o’ in channel
structure C' that includes (ideal) channel C, ¢ . to the (real) strategy o in the
channel structure C that includes a synchronous broadcast channel.

Proof. (Sketch) The main idea is that, for rational P; following strategy 7; in-
stead of o;, we will have simulator S; broadcast his input x; and his strategy
7; over the ideal channel C, ¢ ., while Sy broadcasts the adversary’s inputs and
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descriptions. This will ensure that the view from the resulting strategy for the
ideal channel will enable S3 to simulate what P; and A would do, and create a
correctly distributed view for each P; € R, j # ¢. S1 and Sy will then collabora-
tively simulate the views for P; and A using the corresponding simulators and
extractors for ZK proofs of knowledge, commitments, and multi-party computa-
tion. S3 will simply output the simulated views created by S; and Ss. O

Lemma 5. Under the computational satisfaction assumption, if £ is a t-NCC
computational target function, then protocol o survives iterated deletion of com-
putational k~¢-weakly dominated strategies.

Proof. (Sketch) We appropriately adapt the proof of Lemma 2 for strategy o,
considering all different ways in which P; may depart from o;. O
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Abstract. Many organizations such as the U.S. Census publicly release
samples of data that they collect about private citizens. These datasets
are first anonymized using various techniques and then a small sample
is released so as to enable “do-it-yourself” calculations. This paper in-
vestigates the privacy of the second step of this process: sampling. We
observe that rare values — values that occur with low frequency in the
table — can be problematic from a privacy perspective. To our knowl-
edge, this is the first work that quantitatively examines the relationship
between the number of rare values in a table and the privacy in a re-
leased random sample. If we require e-privacy (where the larger e is, the
worse the privacy guarantee) with probability at least 1 — d, we say that
a value is rare if it occurs in at most O(%) rows of the table (ignoring log
factors). If there are no rare values, then we establish a direct connection
between sample size that is safe to release and privacy. Specifically, if we
select each row of the table with probability at most € then the sample
is O(e)-private with high probability. In the case that there are t rare
values, then the sample is O(ed /t)-private with probability at least 1 — 4.

1 Introduction

Private data is collected by numerous organizations for a wide variety of
purposes including reporting, data mining, scientific discoveries, etc. In some
circumstances, this data is in turn released in sanitized form for public consump-
tion. The purpose of releasing such sanitized data is to enable others to discover
large-scale statistical patterns, e.g., to learn averages, variances, clusters, deci-
sion trees, while hiding small-scale information, e.g., a particular individual’s
salary. The question we ask is: To what extent do these sanitized datasets pre-
serve people’s privacy?

While there are numerous examples of sanitization procedures, we investigate
one commonly used technique: random sampling. Some organizations routinely
collect data, anonymize it, and then release a sample so that others may use the
data for data mining purposes. Since samples are known to preserve statistical
characteristics of the data, samples can be a useful means for studying and
understanding the underlying population.

* Research supported in part by NSF EIA-0137761.

C. Dwork (Ed.): CRYPTO 2006, LNCS 4117, pp. 198-213, 2006.
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1.1 Motivating Examples

There are many examples of released samples of private data. We describe two,
one from the U.S. Census and one from the Social Security Administration.

The U.S. Census Bureau releases a Public Use Microdata Sample (PUMS) [2].
This dataset contains private information in occupied housing units such as age,
weight, income, and race. The Census gathers this data once every 10 years,
anonymizes it and then releases a 1% or 5% sample. The purpose of releasing
this microdata is to allow “do-it-yourself” calculations. Our work is motivated
by such releases: Can we simply select each individual with probability 0.05 to
be included in the sample? What role do rare values play in deciding what to
release? What size sample is safe to release?

The Social Security Administration (SSA) also releases microdata, specifi-
cally Benefits and Earnings files [11]. Old-Age, Survivors, and Disability Insur-
ance (OASDI) is a government-sponsored insurance program that individuals
contribute to throughout their working careers. Benefits are paid to insured
workers and family members when they retire or become disabled. This dataset
contains annual earnings information for approximately 47 million individuals
who receive OASDI benefits each month. Personal identifying information and
distinguishing characteristics are removed or modified to prevent identification.
Records are randomly permuted. The SSA then releases a 1% sample of this
data.

Our work is a first attempt at formally understanding the privacy guarantees
of just one step of the sanitization process: random sampling. In practice, these
organizations employ multi-step anonymization processes prior to sampling that
this paper does not analyze.

1.2 The Model

We consider the following simplified setting. The sanitizer starts with a table
T consisting of k distinct private values. The k values can be anything, e.g.,
Boolean data over log k attributes, k real numbers, etc. The sanitizer then goes
through each row of the table and includes it in the sample with probability p
and does nothing with probability 1 — p. The sample is then randomly permuted
and released. We then ask the question: for what p can we guarantee privacy?
In order to understand this question, we next define privacy.

1.3 Privacy

The privacy definition that we use is motivated by [5]. The authors capture the
interaction between a sanitizer and a hypothetical attacker via a transcript. In
our case, the transcript is a random sample S of the data. Intuitively, for any pair
of tables T" and T” that differ in only one position, privacy is preserved if a hypo-
thetical attacker upon seeing the transcript S is unable to distinguish between
the case when the actual table is T or T”. In other words, an attacker knowing
all but one person i’s private information does not gain much information about
¢ upon seeing the sample.
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We consider two definitions of privacy, one where a hypothetical attacker tries
to distinguish between two tables that differ in one row, and the other, where
a hypothetical attacker tries to distinguish between two tables that differ in ¢
rows. We say that a sanitization scheme is (c, €, §)-private if for every table T,
with probability at least 1 — §, the scheme produces a sample S such that for

any set of ¢ rows in the table, P, and for any two sets of ¢ assignments V' and
V! Pr(S|T{p_v})

) Pr(SI T pyry) < 1+ €. The privacy definition is discussed in Section 3.

1.4 Discussion

Our results do not apply in the case that the data is a collection of distinct points,
say in RY. The reason is that if every point is different from every other point in
the table then a sample of size even one violates the privacy of that individual.
As a simple example, suppose the table consists of five private values (1, 2, 3, 4, 5)
and we release the sample point 2. Then the attacker can now easily tell that the
data came from the actual table versus (1, 3, 3,4, 5). This violates privacy since the
attacker can now distinguish between two tables that differ in one row.

Problems arise even if a value is not unique, but occurs a few times in the
table. We call such a value a rare value. Observing a rare value is problematic
because a rare value can be assumed by only a small group of individuals, and
then observing such a value can potentially increase the hypothetical attacker’s
confidence about the values assumed by this small select group of people. For
example, consider a table in which two individuals can have a salary of one
billion dollars, and an attacker knows the salary of one of them and not the
other. If we release a sample in which a row with a salary of one billion dollars
appears, then the confidence of the attacker about the second individual’s salary
increases. This is because such a sample is much more likely to have come from
a table in which two people have a salary of a billion dollars than from a table
in which one person’s salary is a billion dollars.

Unique values are known to be problematic in the literature. Indeed, the
phrase “population unique” is used to describe those individuals that are un-
like anyone else in the population, e.g., 13-year-old college graduate. Population
uniques are often first removed prior to data sanitization. To the best of our
knowledge, we have not seen work that quantifiably links rare values to privacy.
In this paper, we find such a link. If we desire € privacy with probability at least
1 — &, we define a rare value to be one that occurs less than O(2 log(2£)) times
in the table. If ¢ rows with a certain rare value v appear in the sample, it can
lead to an O(ie/log(2k/J)) breach of privacy.

One way to deal with rare values is to suppress such rows from the table.
Indeed, in practice, organizations remove population uniques. We do not consider
such sanitization algorithms because then the decisions made by the sanitizer
cannot be mimicked or simulated by the attacker — and as a result, information
may be leaked!. This may seem unintuitive at first — how can private information

! The notion of simulatability is already known to be important in cryptography [8]
and also in privacy research [9,3].
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that we do not even release breach privacy? An example illustrates the point.
Suppose the sanitizer decides to suppress all values that occur < 100 times, and
rows 1 to 100 of a table take the value 0, and no other rows take the value 0.
Let p > 1/100. Now suppose that an attacker knows the value of the first 99
rows and is trying to decide what the value of the 100th row is. In this case, not
seeing any row with value 0 in the sample violates the privacy of this 100th row.

Another reason why removing rare values is problematic is that just the size
of the sample can leak information. In the case where the table contains n rows
and 1/10th of the rows contain rare values, then the expected sample size is
9np/10 instead of np. Alternatively, if the sanitization algorithm is to draw a
sample and remove “sample uniques” (those individuals that are one-of-a-kind
in a sample), then if every entry in the sample is unique, then nothing may be
released. Thus just the size of the sample can leak information.

Because unique and rare values can lead to privacy breaches, we assume that k
the number of distinct values is much smaller than n the number of individuals in
the dataset. In practice, this is not true because each individual in the table has
a uniquely identifying key. The assumption that £ << n implies that identifying
information has been removed. This is admittedly a large assumption since it is
an open question what information is “identifying” (see, for example, [12]). But
we make this assumption so that we can focus our attention on understanding
the privacy consequences of sampling.

One limitation of sampling is the probability that the sanitization algorithm
fails to produce an output that preserves privacy is not negligble in n. Ideally, we
would like to say that the sanitization algorithm fails with very low probability,
e.g., 1/(2™). With random sampling, we cannot guarantee a failure probability
better than 1/n. To see why, suppose the table has a unique value. If we sample
each row of the table with probability p = 1/n, then the probability we pick
this value is 1/n. But once a unique value appears in the sample then we have
completely breached this individual’s privacy. So the probability we fail is 1/n.

Even if there are no rare values at all, releasing a random sample of the data
cannot preserve privacy with probability 1. As an example, consider a table that
has n/2 rows with value 0 and n/2 rows with value 1, and a sample S from this
table of size n/2 consisting of all 0s. The attacker knows the value of all rows in
the table except for one row - that is, she is trying to decide whether the sample
S came from a table with n/2 0s and n/2 1s or from a table with n/2 + 1 0s
and n/2 —1 1s. The latter event is about n/2 times more likely than the former.
The attacker will therefore conclude that the value of the missing row is 0, and
this will lead to a breach in privacy. It turns out that when we do sampling, we
cannot avoid these situations entirely except to upper bound the relatively small
probability that such unlikely samples occur. We also note that the probability
of failure due to the occurrence of such unlikely samples is quite small compared
to the probability of failure to preserve privacy because of the occurrence of one
or more rows with rare values in the sample.



202 K. Chaudhuri and N. Mishra

1.5 Contributions

Privacy. For the case where an attacker tries to distinguish between two tables
that differ in one row, i.e., (1,€,d)-privacy, we define a rare value as one that
occurs in at most % rows of the table, where k is the number of distinct
values in the table. We show that if there are no rare values, then a sampling
frequency of at most € preserves privacy. In the case where there are at most ¢
rare values, we show that a sampling frequency of at most O(%) preserves pri-
vacy. Observe that the higher the number of rare values, the lower the sampling
frequency, as one would expect. We also demonstrate that the upper bound on
the sampling frequency is tight up to log factors.

Furthermore, we consider the case where a hypothetical attacker already
knows n — ¢ rows of the table and the goal is (¢, €, §)-privacy. Now a rare value is
one that occurs in at most log(%) +c rows of the table. We prove that when there
are no rare values, a sampling frequency of at most e still preserves (¢, O(ce), §)-
privacy. When there are at most t rare values, we show that a sampling frequency
of p< O(%) is (¢, O(ce), 6)-private.

The proof technique is similar in both cases. We partition the values in
the table 7' into rare, infrequent and common depending on how often they
occur. We then define a good sample to be one with no rare values, with
infrequent values that do not occur very frequently, and common values that
occur close to expectation. We prove that if we have a good sample, we have
privacy. Then we prove that with high probability, random sampling produces
a good sample.

Utility. For someone who is interested in discovering patterns in the released
data, it is natural to ask whether sampling preserves patterns. Samples are in
fact known to approximately preserve statistics about the actual table. But note
again that, in practice, sampling is used in concert with other anonymization
techniques. We are not making any claims about the utility of those anonymiza-
tion procedures — we only discuss the utility of sampling.

When we release a random sample of the data, we are essentially releasing an
estimate of the histogram — the frequency of each value v. Random sampling can

estimate the frequency of each value v with an additive noise of O(4/ —L<) when

there are t rare values, and we want (1, €, §)-privacy.

Note that in contrast, [5] can release the histogram of a table by adding a
tiny O(%) additive noise to the frequency of each possible value, a significantly
smaller additive noise. We also note that unlike sampling, the error in [5] is
independent of the number of rare values. Also the more privacy that is required,
the better [5] does compared to sampling.

If U is the total universe of values a row in the table can take, we note that [5]
needs to release |U| numbers in order to release a privacy-preserving histogram.
We in contrast, need to release only k£ numbers. When the size of U is much
larger than k, releasing a random sample is a more compact way of releasing the
histogram.
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2 Related Work

We partition related work according to what the sanitizer does with the private
data. In the input perturbation family of methods, the private data is perturbed
and published as a one-time operation. The perturbed dataset must withstand
an unlimited number of queries. In the output perturbation family of methods,
the sanitizer receives queries about the private dataset from an attacker. The
sanitizer then outputs either the true answer, a perturbed answer, or refuses to
answer altogether.

2.1 Input Perturbation

While we assume that the dataset is not a collection of distinct points in R<,
another approach is to redefine privacy with respect to this higher dimensional
space. Such a compelling definition is given in [3] where a point is kept private if
it “blends with the crowd”. That paper offers simulatable methods for perturbing
the input so that privacy is preserved. Several utility results are given including
learning mixtures of Gaussians and k—Center clustering.

An alternate input perturbation technique was suggested in [7]. That paper
describes a method for modifying private data (adding and deleting purchase
behavior) so as to enable the discovery of frequent itemsets while maintaining
privacy. The privacy guarantees given in that paper are quite strong. But the
notion of utility is strongly tied to frequent itemsets.

An input perturbation technique based on pseudorandom sketches was given
in [10]. The idea is that each individual takes their own data over d bits, repre-
sents it as a vector of length 2¢ with a 1 in the single position corresponding to
their private value and a 0 everywhere else. Each bit of this vector of length 2¢
is then flipped with probability p. This perturbed vector is then replaced with a
slightly biased coin that forms a seed s to a pseudorandom function. The authors
show that privacy is preserved in a strong sense, i.e., for all individuals x; and
for all values v, v, Pr(s|z; = v) =~ Pr(s|z; = v'). Furthermore, various utility
results are given including estimating the fraction of individuals that satisfy any
conjunction of attributes, estimating the fraction of individuals that have private
values < z, etc.

2.2 Output Perturbation

A different method for preserving privacy is output perturbation [4,6,1,5,9]. One
specific output perturbation result that is very relevant to this paper is due
to Dwork et al [5]. The authors introduce the notion of the sensitivity of a
function which is how much the function f can change when one row of the data
changes. Privacy is then shown to be preserved if the sanitizer answers each query
with additive Laplacian noise that is proportional to the function’s sensitivity.
Specifically, the sanitizer returns the true answer plus Lap( %(f)) where Lap(\)

is the Laplace distribution with density proportional to p(y) o e—% . The more
sensitive the query, the more noise is added. The sensitivity of a sequence of
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queries is the extent to which the sequence can change when one row of the
table changes. For example, the sensitivity of a histogram is 2 since changing
one row of the table at most removes a value from one bucket and adds it to
another.

3 Preliminaries

We use the term table to mean the original unperturbed data and denote it by
T'. Each entry of the table is assumed to be a tuple of the form (i, ) where 7 is
some unique identifier, e.g., SSN, name, and j is an integer that represents the
individual’s private data, e.g., if the data is in binary form, then one can view j
as the integer representation of the binary data.

We assume that the table has n entries, where each entry can take an integer
value. We assume that the total number of distinct values taken by the rows of
the table is k.

We use the term sample or sanitized table to denote the result of the sanitiza-
tion process that the attacker observes and we denote it by S. Note that S is a
randomized object, whereas T is a deterministic input supplied to the sanitizer.

Given a table T', the goal of the sanitizer is to release a sample S of T" where
the sample does not give the attacker any additional information about any row
of the table beyond what the attacker already knows from looking at the rest of
the table.

3.1 Privacy Definition

Our definition of privacy is closely related to (1, €)-privacy proposed by [5] (where
it was called e-indistinguishability).

Definition 1. A sanitization mechanism is (1,€)-private if for every pair of
tables T and T' that differ in one row

Pr[S|T]

prs|] =1 T
Here Pr[S|T]| denotes the probability that the sanitization mechanism outputs S
given as input the table T" and it is taken over the random choices made by the
sanitizer. This definition states that the posterior probability that the sample S
came from table T is almost the same as the probability it came from table T”;
therefore observing S does not enable the attacker to distinguish between these
two tables reliably.

As mentioned in Section 1.4, we cannot ensure privacy with probability 1

as the table may have rare values or we may simply draw an unrepresentative
sample. Consequently, we allow our sanitizer a ¢ probability of failure.

Definition 2. A sanitization mechanism is (1,¢€,6)-private if, for every table T,
with probability at least 1 — 0§, the mechanism produces S such that for all values
v and v':
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Pr(S|T{iv}]

<1l+e
Pr[SlT{Z—»U’}]

where the probability is taken over the random choices made by the sanitizer.

This definition states that regardless of the table T', with high probability, the
sample S produced does not significantly help the attacker distinguish between
any two values v and v’ for the ith individual in the table. While this quantifies
over all possible values, it includes as a special case the ith individual’s actual
value and any other value.

Sometimes, there may be correlations between the values of a small number
of rows in a database and these correlations may be known to the attacker. For
example, the HIV status of a husband and wife are probably the same. This
can be thought of more generally as follows. Suppose the table is partitioned
into sets of rows {P;} such that if the attacker knows the value of one row in
a partition Pj, she knows the value of every row in the partition. In such a
situation, we might want to consider an attacker who knows the value of all
rows in the table except for the rows in one partition, and examine what this
attacker can learn by looking at the sanitized data. This motivates the notion
of (¢, €)-privacy proposed by [5]. (¢, €)-privacy ensures that the probability that
the sanitized data came from two tables T" and T” that differ in at most ¢ rows
is almost the same.

Typically, more noise is needed to achieve (c,€)-privacy than is needed to
achieve (1,¢)-privacy. This sounds counterintuitive at first; how could it be
harder to guarantee privacy for an attacker who knows the value of only n — ¢
rows of a table than it is to guarantee privacy for an attacker who knows the
value of n — 1 rows? This happens because we say that a violation of privacy oc-
curs when there is a deviation from what the attacker already knows. To ensure
that there is no deviation from the attacker’s knowledge, we need to hide more
from an attacker who knows less than from an adversary who knows more.

We can think of an analogous notion of (c, €, d)-privacy as well. The definition
is identical to (1,€,d)-privacy except for any set of ¢ rows in the table T', P;,
and for any pair of states V and V' the sample does not substantially help the
attacker distinguish between Tip,—vy and Tip,—vry-

It is shown in [5] that a sanitization mechanism that is (1, £)-private is also
(¢, €)-private. This argument can be extended to show that a mechanism which

is (1,5, %)-private is also (c, €, §)-private.

3.2 Some Notation

We use the following notation for the rest of the paper. Let n be the total number
of items in the table, and let ny,nsg,...,n; denote the number of items in the
table with value 1,2, ..., k respectively. Let s denote the size of the sample, and
S1, 82, ...Sk denote the number of items in the sample with value 1,2,...,k.

Let V = {v1,v2,...,v.} be a sequence of ¢ values. We say that a sequence of
c rows has state V if row ¢ in the sequence has value v;.
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We use the notation T(;_,y to denote a table T in which row i is set to have
a value v, and T \ {i} to denote the set of all rows in table T except row i.
Similarly, for a set of rows FP;, we use the notation T{p, .y} to denote a table T'
in which the set of rows P; have state V', and T\ {P;} to denote the set of all
rows in table T" except the rows in set P;.

4 (1,€,9)-Privacy

In this section, we show what sampling probability is (1, €, d)-private. Given ¢,
0, a table T and k, the number of distinct values in the table, we provide p, a
sampling frequency that is (1, €, d)-private.

Our guarantees can be summarized as follows.

Theorem 3. Given a table T, let o = %, k be the number of distinct values in

T and t be the total number of values in T that occur less than 21%(‘%) times.
Also let € = max(2(p +¢€),6p) and p+¢€ < %

elog(ﬁ)
4tlog(§)
when t > 0. When t = 0, a sample S of T drawn with frequency p < € is
(1,€,9)-private.

Then, a sample S of T drawn with frequency p < is (1,€,6)-private

We need the assumption p+ € < % to make sure p is bounded away from 1 by a
constant. (Any other constant than % would do, but would change the constants
in Theorem 3. ) We want this condition because if p is too close to 1, all rows
containing a certain value may appear in the sample, leading to a serious breach
of privacy.

Note that for certain tables such as those consisting only of unique values,
the upper bound on p according to our theorem is less than 1/n. This should
be interpreted as the fact that we cannot guarantee (1, €, d)-privacy for a sample
even of size 1.

The theorem shows that for a given table T" and a given failure probability &,
the lower the value of p, the better the privacy guarantee. Since log(ﬁ) X a,p
varies linearly as 0. This means that §, the failure probability, has to be at least
% to ensure we draw a random sample even of size 1. This is expected, because
in a table with a unique value v, the probability that any random sample selects
this value is at least % We see in Observation 6 that this dependence of p on
is almost tight except for the factor of log(£).

Before we prove Theorem 3, we provide some intuition. For our proofs, we di-
vide the set of values in the table T into three categories — rare values, infrequent
values and common values.

Definition 4. A wvalue is said to be a common value if it occurs in at least

12log(£)
P k

a rare value if it occurs in at most NLE(E) rows of the table. A value that is

neither rare nor common is called an infrequent value.

rows of the table, where p is the sampling frequency. A value v is called
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A common value v has the property that the expected number of such values in
the sample S is at least Q(log(g)), and therefore the number of such values in
the sample is tightly concentrated around its mean.

If a value v is not a common value, we can only show using Chernoff Bounds
that the number of occurrences of v in T' is away from its expected value by at
most O(log(£)). If about log(£) rows with a rare value v occur in the released
sample, the posterior probability Pr[S|Ty;_.,}] can increase by more than a (1+¢)
fraction. To deal with this, we hide all such rows. This is achieved by making p
less than the inverse of the total number of such rare values.

A value that is neither common nor rare is called an infrequent value. Such
a value may appear in a sample S, but the number of such values cannot be
guaranteed to be tightly concentrated around its expectation. However, releasing
about O(log(£)) rows with such a value does not lead to an e breach in privacy.

As we showed earlier, releasing any sample drawn from a table does not ensure
(1,€,6)-privacy. We show that privacy is preserved when we draw a sample with
certain properties, and such a sample occurs with high probability. A sample
possessing these properties is called a good sample.

Definition 5. A good sample is one that has the following properties: (1) A rare
value v does not occur. (2) An infrequent value v occurs in at most n,p—+2 log(g)

rows. (3) A common value v occurs in at most n,p + /3n,p log(g) TOWS.

In Lemma 1, we show that releasing a good sample preserves privacy. In Lemma
2, we show that a good sample occurs with high probability. Combining Lemmas
1 and 2, we get a proof of Theorem 3.

Lemma 1. Let S be a good sample drawn from table T'. Then for any row i and
any pair of values v and v’,

Pr[S|T{l—>v}] <14 ¢
Pr[S‘T{z—w’}] a

where € = max(2(p + €),6p) for p+e < 1.

Proof. For any value u, let nl be the number of rows in table 7"\ {i} with value
u, and let s, be as usual the number of rows with value u in the sample S. Then,
Tyi—y) has nl + 1 rows with value v and n!, rows with value v’.

We now show that since S is a good sample, s, < n} + 1. If row i of T takes
any other value than v, this holds trivially; otherwise, we claim that at most n}
rows of T' that take value v appear in S. If v is a rare value, there are no rows
with value v in a good sample. If v is an infrequent value, the maximum number
of rows with value v in the sample is at most (n}+1)p+2log(£) which is at most
nl(p+e)+p < nl for p+e < 1/2. If v is a common value, the maximum number of

rows with value v in the good sample S is at most (nl+1)p+ \/3(n}, +1)p log(g),

3log(§)
(ny+1)p

which is at most (n} +1)p (1 + ) < 3(nl+1)p <ny+1 whenp < 3.
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Therefore,
Pr[S|Tri—u}] _ (n?jl) (ZZ;) _ - ”71/” 1
Pr[S|T(— 1] (Zij) (né’v, 1) 1- nf:—l

For a rare value v, s, = 0. Therefore,

1_ SU/

’I’L1+1 S,y
T =1 <]
1_n})+1 TL,U,—f—]_

For an infrequent value v, since there are at most nl + 1 rows with value v in

k
the table T, s, < (nl + 1)p + 2log(£) and n! +1 > 21%(“). This implies that,
7o < p+ € and assuming p+ € < 1/2,

nl41
1_n18,v4/—1 p+e€
4 P ciyop+e)
1_n11)—|—1 1_(p+6)

For a common value v, as there are either nl or n} + 1 rows with value v in the

table, s, is at most (n} + 1)p + \/3(71}) + 1)plog(£), and (n! +1)p > 121log(£).

Sy

Therefore < %p which implies that

nl+1
1— 3
,+1 9
— T <1428 _<i146p
1_n11):-1 1_§p
for p < 1/2. O

We now state a condition on p that ensures S is a good sample with high prob-
ability.

elog(ﬁ)

Lemma 2. If the sampling frequency p < Ttloa(E) the probability that a good

sample is drawn is at least (1 — a)?.

Proof. We observe that given a fixed table T',the number of rows in S with value
u is independent of the number of rows in S with any other value u'.

For a commonvalue v,the probability that S has more than n,p+4/3n,p log(g)
rows with value v is at most

o—3log(E)/3 _ &

k

using Chernoff Bounds.
For an infrequent value v, the probability that S has more than n,p-+2 log(g)
rows with value v is at most

e—2log(&)/2 _ &

k
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Since there are k values altogether, the total probability that the sample has the
requisite number of common and infrequent values is at least 1 — k-2 =1 —a.

The probability that a rare value v does not occur in S is (1 — p)™». If there
are at most t rare values, then the probability that none of these values occur in

1
S is at least (1 — p)2tloa(8)/e > g=4ptlos(D)/e For p < Ezgli;z)), this probability

is at least 1 — a.
The total probability of seeing a good sample is therefore at least (1—a)?. O

Finally, we present an example to show that the upper bound on p is tight up
to a log(£) factor.

Observation 6. There exists a table T for which a sampling frequency p <

el = .
% violates (

1
quency at most .

€

, 5, a)-privacy. Here t 4+ 1 is the number of values with fre-

We illustrate this through an example. Consider a table T" with ¢+ 2 distinct val-
ues; values 1,2, ..., t each occur in % rows, value t+ 1 occurs in all the remaining
rows except for one row, and value t + 2 occurs in row 1.

Consider a sample S drawn from this table with the property that s, > 0
for some u € [1,...,t]. Consider an attacker who knows the value of all rows of
the table except for row ¢ and is trying to find out what the value of row i is. If

si12 > 0, Pr[S|Ty; 3] = 0 for any u other than value ¢ + 2, and %ﬁ
is unbounded.

Otherwise, s;y2 = 0. Let u be a value in [1,...,¢] for which s,, > 0. If n, is
the number of rows with value v in the table T"\ {i},

PrS|Tyry2y] (Z:) (m;ﬁjl) B Su
. = i\ (nezy 1
PrSITiw] (M) (52) M + 1

Since s, > 1 and n,, = %, this quantity is at most 1 — 5 for any € < 1. In other
words, if we see a sample S with the property mentioned above, (1, €/2)-privacy
is violated.

Now the probability of choosing a sample S with this property is (1 — (1 —

el < . . .
pe)>1-— e . If p > M, this probability is more than «. This means

t 1
€ lOg(m)

that we need a sampling frequency p < n

to ensure (1, §, a)-privacy.

5 (c,€,0)-Privacy

The techniques of [5] show that a mechanism which is (1, £, 2)-private is also

(c,€,0)-private. The proof looks at a sequence of intermediate tables, each of
which differs from the previous one by one row, and shows that (1, <, %)—privacy
for each of these tables implies (c, €, d)-privacy for the original table. It is not
apparent that the proof applies to us : we do not guarantee (1, €, §)-privacy for all

tables for a uniform value of p, so a sampling frequency that is (1, €, §)-private for
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the starting table may not maintain the same €, § guarantees for an intermediate
one. In this section, we show an upper bound on the sampling frequency p so
that (c, €, d)-privacy is ensured. Our guarantees are better than the guarantees
in [5] in terms of ¢ and slightly worse in terms of e.

As in the previous section, given €, d, a table T" and k, the total number of
distinct values in the table and ¢, we provide a sampling frequency p that is
(¢, €,0)-private. Our main guarantees can be summarized as follows.

Theorem 7. Given a table T, let a = %5, k be the number of distinct values
k
in T and t be the total number of values in T that occur less than QI%M +c

times. Also let € = ma}lc (60 (1 + 51 g( )> p,2c (1 + ﬁ@) (p+ e)) and let

(1 + m)(p +€) < 5. Then a sample S of T drawn with frequency p <

elog( ) . ’ . o
Tos(E) (1 g(k)) is (c,€,9)-private for t > 0. When t = 0, a sample S of T

drawn with frequency p < € is (c, €, 0)-private.

We need the assumption (1+ 5 ( ))(p—i- €) < 1 to make sure p is bounded away

from 1 by a constant and also ¢ is small compared to c¢. (Any other constant than
% would do, but would change the constants in Theorem 7. ) If p is too close to
1 or if ec is too big, all rows containing a rare value may appear in the sample,
leading to a serious breach of privacy.

Comparing these guarantees with those in Section 4, we observe that for a

table T', a sampling frequency p that is (1, ﬁ’ d)-private is also (c, €, §)-
21lo g( )

private. We therefore do better than the kind of bound given in [5] in terms of
0 and a little worse in terms of e.

Consider all sets of n — ¢ rows in table 17" and let n{ be the minimum number
of rows with value v in any such set. In this section, we call a value v a rare value
if nS < %. A common value v has ng > %, where p is the sampling
frequency. A value that is neither rare nor common is called an infrequent value.

Just as in the previous section, we show that privacy is preserved when we
draw a sample with certain properties. We call a sample possessing these prop-
erties a good sample, with the same definition as in Section 4.

In Lemma 3, we show that releasing a good sample preserves privacy. Because
the definition of rare and infrequent values have changed, the fact that a good
sample occurs with high probability does not automatically follow from Lemma
2. Instead in Lemma 4, we show that a good sample occurs with high probability.
Combining Lemmas 3 and 4, we get a proof of Theorem 7.

Lemma 3. Let S be a good sample drawn from table T'. Then for any set of c
rows P; and any pair of states V and V',

Pr[S|Tip,—v}]

<1+¢€
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where € = max (6c (11 + ﬁ@) P, 2¢ (1 + ﬁig)) (p+ 6)), assuming that
<1+210g( ))(p+€) 2-

Proof. Without loss of generality, we assume that the state V' has ¢ rows with
value v and no rows with value V'’ and the state v’ has no rows with value v
and ¢ rows with value v’. The proofs go through when this assumption does not
hold, and so we simplify the notation accordingly.

For any value u, let n{ denote the number of rows in T\ { P;} with value u, and
let s, be the number of rows with value u in the sample S. Note that T p, vy
has ng + ¢ rows with value v and n, rows with value v’, whereas T p,—v} has
n¢, + ¢ rows with value v" and n¢ rows with value v.

We now show that since S is a good sample, s,, < ng + 1. If the set of rows F;
in T includes no row with value v, this holds trivially; otherwise, we claim that
at most ng rows of 1" that take value v appear in S. Note that 7" can have at
most ng + ¢ rows with value v.

If v is a rare value, there are no rows with value v in a good sample. If
v is an infrequent value, the maximum number of rows with value v in the
sample is at most (n + c)p + 210g(ﬁ) which is at most nf(1+ -%)(p+€) <

ng(1+ 5 ( ))(p+€)<n for (1 + 5 ( ))(p+6)<%.vaisacommonvalue,

the maximum number of rows Wlth value v in the good sample S is at most

c c k b c 3log(%)
(nS +c¢)p+ \/3(nv + ¢)plog( ), which is at most (ng, + c)p (1 + (ng+c)p> <

ang(l+ 7= o E ))p<n + 1 when (1 + 5 ( ))p 1
Therefore,
ng+c\ (ne,
Pr[S|T{PZ—>V}] N ( Sv )(sv/) < 1
PSITrvn] — (0)(5F) (- o)1= o) - (L= oo%)

For a rare value v, s, = 0. Therefore,

1
(1 - ngil)(l o n§v+2) (1 - nc+c) B

Note that for any value v, nf, < n, < nf 4 c. For an infrequent value v,
sy < (N +c)p + 2log(ﬁ) and n, > né > Zloge( o) This implies that °+1 <

L+ 55) 0 +e) < (1+ 5pmy) (P + €). Assuming (1 + 55y ))(p+6)<1/2

1 ce
S s - <142|1+4——F—|(p+e
(1-— ngfi—l)(l — %12)...(1 — nsjrc) ( 210g( ))

Because v is not a rare value, this quantity is at most 1+2¢(1+ 53 ( ))(p+e).

For a common value v, s, is at most (n$ + ¢)p + \/3 n$ + c)plog(£), and
nSp > 12log(£). Therefore c+1 <31+ )p <31+ m)p
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This implies that

1 €c
S <146|1+——=]pc
(1_n0+1)( v+2)"'(1_ nglc) < 210g(§)>
forp(1+2100g€(£))<1/2. O
Lemma 4. If the sampling frequency p < ym loggloig+ ) K the probability that
21o g( )

a good sample is drawn is at least (1 — a)?.

Proof. Following exactly the same argument as in Lemma 2, the probability that
the number of common and infrequent values lie within the requisite bounds is
at least 1 — a.

The probability that a rare value v does not occur in S is (1 — p)™. Now
there are at most ¢ + 21%%) rows with a rare value v. If there are at most
t rare values, then the probability that none of these Values occur in S is at

_ p\2tlog(E)/ette 5 ,—dpt(2log(£)/etc) log(25) .
least (1 — p) > e .Forp<e4tlog( G = )),thls

probability is at least 1 — a.
The total probability of seeing a good sample is therefore at least (1—a«)?. O

6 Future Work

There are many avenues for future work. Our work assumes that the random
sample is published in unperturbed form. But it is quite possible that one can
draw larger random samples if noise is added to the sample. Such a technique
may be useful when k is large. One would have to also understand what impact
such noise would have on utility.

Another direction for future research is the study of data streams where in-
dividual data points arrive in sequential, not necessarily random order and the
question is how to maintain a random sample of the stream without breaching
privacy. In this context, the attacker may know who the next person is in the
stream, but not know their private values. Existing techniques for maintaining
random samples over a stream such as reservoir sampling [13] violate privacy
since the sample only changes to include a new person’s value when that person
arrives.

Finally, in practice, prior to sampling, organizations typically employ other
anonymization procedures including, for example, top-coding, where individuals
with values above a certain percentage of the distribution are placed into a
single category, geographic population thresholds, where individuals that live in
a geographic unit below a specified population level are not disclosed, random
rounding, wherein numbers that are not multiples of say 10 are randomly rounded
to one of the two nearest multiples. Analysis of the privacy /utility of these multi-
step anonymization procedures that precede sampling would be an interesting
direction for future work.
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Abstract. We address the message authentication problem in two seem-
ingly different communication models. In the first model, the sender and
receiver are connected by an insecure channel and by a low-bandwidth
auxiliary channel, that enables the sender to “manually” authenticate
one short message to the receiver (for example, by typing a short string
or comparing two short strings). We consider this model in a setting
where no computational assumptions are made, and prove that for any
0 < e < 1 there exists a log*™ n-round protocol for authenticating n-bit
messages, in which only 2log(1/e) + O(1) bits are manually authenti-
cated, and any adversary (even computationally unbounded) has prob-
ability of at most e to cheat the receiver into accepting a fraudulent
message. Moreover, we develop a proof technique showing that our pro-
tocol is essentially optimal by providing a lower bound of 2log(1/¢) — 6
on the required length of the manually authenticated string.

The second model we consider is the traditional message authenti-
cation model. In this model the sender and the receiver share a short
secret key; however, they are connected only by an insecure channel.
Once again, we apply our proof technique, and prove a lower bound of
2log(1/€) — 2 on the required Shannon entropy of the shared key. This
settles an open question posed by Gemmell and Naor (CRYPTO ’93).

Finally, we prove that one-way functions are essential (and sufficient)
for the existence of protocols breaking the above lower bounds in the
computational setting.

1 Introduction

Message authentication is one of the major issues in cryptography. Protocols for
message authentication provide assurance to the receiver of a message that it was
sent by a specified legitimate sender, even in the presence of an adversary who

* A longer version, including proofs of all claims, appears as [15].
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by a grant from the Israel Science Foundation.
*** Research supported by the Louis L. and Anita M. Perlman postdoctoral fellowship.
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controls the communication channel. For more than three decades, numerous au-
thentication models have been investigated, and many authentication protocols
have been suggested. The security of these protocols can be classified according to
the assumed computational resources of the adversary. Security that holds when
one assumes a suitable restriction on the adversary’s computing capabilities is
called computational security, while security that holds even when the adversary
is computationally unbounded is called unconditional security or information-
theoretic security. This paper is concerned mostly with unconditional security
of a single instance of message authentication protocols. We remark that there
are three main advantages to unconditional security over computational security.
The first is the obvious fact that no assumptions are made about the adversary’s
computing capabilities or about the computational hardness of specific problems.
The second, less apparent advantage, is that unconditionally secure protocols are
often more efficient than computationally secure protocols. The third advantage
is that unconditional security allows exact evaluation of the error probabilities.

Shared Key Authentication. The first construction of an authentication pro-
tocol in the literature was suggested by Gilbert, MacWilliams and Sloane [10] in
the information-theoretic adversarial setting. They considered a communication
model in which the sender and the receiver share a key, which is not known to
the adversary. Gilbert et al. presented a non-interactive protocol, in which the
length of the shared key is 2 max{n,log(1/¢)}; henceforth, n is the length of the
input message and € is the adversary’s probability of cheating the receiver into
accepting a fraudulent message. They also proved a lower bound of 21log(1/¢) on
the required entropy of the shared key in non-interactive deterministic protocols.
Clearly, a trivial lower bound on this entropy is log(1/€), since an adversary can
merely guess the shared key. This model, to which we refer as the shared key
model, became the standard model for message authentication protocols. Proto-
cols in this model should provide authenticity of messages while minimizing the
length of the shared key.

Wegman and Carter [20] suggested using e-almost strongly universal, hash
functions for authentication. This enabled them to construct a non-interactive
protocol in which the length of the shared key is O(lognlog(1/¢)) bits. In 1984,
Simmons [17] initiated a line of work on unconditionally secure authentication
protocols (see, for example, [13,18] and more references in the full version).
Gemmell and Naor [9] proposed a non-interactive protocol, in which the length
of the shared key is only logn + 5log(1/¢) bits. They also demonstrated that by
introducing interaction, the length of the shared key can be made independent
of the length of the input message. More specifically, they suggested a log™ n-
round protocol that enables the sender to authenticate n-bit messages, where
the length of the shared key is only 2log(1/€) + O(1) bits. However, it was not
known whether this upper bound is optimal, that is, if by introducing interaction
the entropy of the shared key can be made smaller than 2log(1/¢).

Manual Authentication. Recently, Vaudenay [19] formalized a realistic com-
munication model for message authentication, in which the sender and the re-
ceiver are connected by a bidirectional insecure channel, and by a unidirectional
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low-bandwidth auxiliary channel, but do not share any secret information. It
is assumed that the adversary has full control over the insecure channel. In
particular, the adversary can read any message sent over this channel, prevent
it from being delivered, and insert a new message at any point in time. The
low-bandwidth auxiliary channel enables the sender to “manually” authenticate
one short string to the receiver. The adversary cannot modify this short string.
However, the adversary can still read it, delay it, and remove it. We refer to the
auxiliary channel as the manual channel, and to this communication model as
the manual channel model. Protocols in this model should provide authenticity
of long messages' while minimizing the length of the manually authenticated
string. We remark that log(1/¢) is an obvious lower bound in this model as well.

The manual channel model is becoming very popular in real-world scenarios,
whenever there are ad hoc networks with no trusted infrastructure. In particular,
this model was found suitable for initial pairing of devices in wireless networks,
such as Wireless USB [3] and Bluetooth? [2]. While in wired connections when a
device is plugged in (i.e., when the wire is connected), the user can see that the
connection is made, wireless connections may establish connection paths that are
not straightforward. In fact, it may not be obvious when a device is connected or
who its host is. Therefore, initial authentication in device and host connections
is required so that the user will be able to validate both the device and its host.

Consider, for example, a user who wishes to connect a new DVD player to
her home wireless network. Then, the user reading a short message from the
display of the DVD player and typing it on a PC’s keyboard constitutes a manual
authentication channel from the DVD player to the PC. An equivalent channel is
the user comparing two short strings displayed by the two devices, as suggested
by Gehrmann et al. [8].

Constants Do Matter. The most significant constraint in the manual channel
model is the length of the manually authenticated string. This quantity is deter-
mined by the environment in which the protocol is executed, and in particular
by the capabilities of the user. While it is reasonable to expect a user to manu-
ally authenticate 20 or 40 bits, it is not reasonable to expect a user to manually
authenticate 160 bits. Therefore, there is a considerable difference between man-
ually authenticating log(1/¢) or 2log(1/€) bits, and manually authenticating a
significantly longer string. This motivates the study of determining the exact
lower bound on the required length of the manually authenticated string.

Our Contribution. We present an unconditionally secure authentication pro-
tocol in the manual channel model, in which the sender manually authenticates
only 2log(1/€e) + O(1) bits. Moreover, we develop a proof technique, proving
that our protocol is essentially optimal in minimizing the length of the manually
authenticated string. Then, we apply this technique to the shared key model,
and settle an open question posed by Gemmell and Naor [9] by deriving a sim-
ilar lower bound on the required entropy of the shared key. This lower bound

! Short messages can be directly manually authenticated.
2 However, in existing protocols for pairing of Bluetooth devices, the manual channel
is assumed to provide secrecy as well.
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matches the upper bound of Gemmell and Naor. Finally, we consider these two
communication models in the computational setting, and prove that one-way
functions are essential for the existence of protocols breaking the above lower
bounds.

Paper Organization. The rest of the paper is organized as follows. We first
briefly present some known definitions in Section 2. In Section 3 we describe
the communication and adversarial models we deal with. Then, in Section 4
we present an overview of our results, and compare them to previous work. In
Section 5 we propose an unconditionally secure message authentication protocol
in the manual channel model. In Section 6 we describe the proof technique, that
is then used to establish the optimality of our protocol. In Section 7 we apply
the same proof technique to the shared key model, and prove a lower bound on
the required entropy of the shared key. Finally, in Section 8 we prove that in
the computational setting, one-way functions are essential for the existence of
protocols breaking the above lower bounds.

2 Preliminaries

We first present some fundamental definitions from Information Theory. Then,
we briefly present the definitions of one-way functions and distributionally one-
way functions. All logarithms in this paper are to the base of 2. Let X, Y and
Z denote random variables.
— The (Shannon) entropy of X is H(X) = — > Pr[X = z|log Pr [X = z].
— The conditional entropy of X given Y is H(X|Y) =3, Pr[Y = y]H(X|Y =
y)-
— The mutual information of X and Y is [(X;Y) = H(X) — H(X|Y).
— The mutual information of X and Y given Z is I(X;Y|Z) = H(X|Z) —
H(X|Z,Y).

Definition 1. A function f : {0,1}* — {0,1}* is called one-way if it is com-
putable in polynomial-time, and for every probabilistic polynomial-time Turing
machine® M, every polynomial p, and all sufficiently large n,

1
Pr (M(f(z),1") € f~'(f(2))] < — ,
(M@, 17 € S (@] < o
where the probability is taken uniformly over all the possible choices of x € {0,1}"
and all the possible outcomes of the internal coin tosses of M.

Definition 2. A function f : {0,1}* — {0,1}* is called distributionally one-
way if it is computable in polynomial-time, and there exists a constant ¢ > 0 such
that for every probabilistic polynomial-time Turing machine M, the distribution
defined by x o f(x) and the distribution defined by M(f(x)) o f(z) are n™°-
statistically far* when x €r {0,1}".

3 We note that uniformity is not essential to our results.

* The statistical distance between two distributions D and F is defined as A(D, F) =
13 IProcp [z =0a] — Pror [z = @] |. The distributions D and F are said to be
e-statistically far if A(D,F) > e. Otherwise, D and F are e-statistically close.
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Informally, it is hard to find a random inverse of a distributionally one-way func-
tion, although finding some inverse may be easy. Clearly, any one-way function
is also a distributionally one-way function, but the converse may not always
be true. However, Impagliazzo and Luby [11] proved that the existence of both
primitives is equivalent.

3 Communication and Adversarial Models

We consider the message authentication problem in a setting where the sender
and the receiver are connected by a bidirectional insecure communication chan-
nel, over which an adversary has full control. In particular, the adversary can
read any message sent over this channel, delay it, prevent it from being delivered,
and insert a new message at any point in time.

3.1 The Manual Channel Communication Model

In addition to the insecure channel, we assume that there is a unidirectional low-
bandwidth auxiliary channel, that enables the sender to “manually” authenticate
one short string to the receiver. The adversary cannot modify this short string.
However, the adversary can still read it, delay it, and remove it.

The input of the sender S in this model is a message m, which she wishes to
authenticate to the receiver R. The input message m can be determined by the
adversary A. In the first round, S sends the message m and an authentication
tag x1 over the insecure channel. In the following rounds only a tag z; is sent
over the insecure channel. The adversary receives each of these tags z; and can
replace them with Z; of her choice, as well as replace the input message m with
a different message m. In the last round, S may manually authenticate a short
string s.

Notice that in the presence of a computationally unbounded adversary, addi-
tional insecure rounds (after the manually authenticated string has been sent)
do not contribute to the security of the protocol. This is due to the fact that
after reading the manually authenticated string, the unbounded adversary can
always simulate the sender successfully (since the sender and the receiver do
not share any secret information, and since the adversary has full control over
the communication channel from this point on). Therefore, there is no loss of
generality in assuming that the manually authenticated string is sent in the last
round. This is true also in the computational setting, under the assumption that
distributionally one-way functions do not exist. A generic protocol in this model
is described in Figure 1.

We also allow the adversary to control the synchronization of the protocol’s
execution. More specifically, the adversary can carry on two separate, possi-
bly asynchronous conversations, one with the sender and one with the receiver.
However, the party that is supposed to send a message waits until it receives the
adversary’s message from the previous round.

When the input message m is chosen uniformly at random, the honest exe-
cution of the protocol defines a probability distribution on the message m, the
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tags x; and the manually authenticated string s. We denote by M, X; and S the
random variables corresponding to m, z; and s, respectively.

Definition 3. An unconditionally secure (n, ¢, k, €)-authentication protocol in
the manual channel model is a k-round protocol in the communication model
described above, in which the sender wishes to authenticate an n-bit input mes-
sage to the receiver, while manually authenticating at most £ bits. The following
requirements must hold:

1. Completeness: For all input messages m, when there is no interference
by the adversary in the execution, the receiver accepts m with probability at
least 1/2.

2. Unforgeability: For any computationally unbounded adversary, and for all
input messages m, if the adversary replaces m with a different message m,
then the receiver accepts m with probability at most e.

In order to define the notion of a computationally secure authentication protocol,
we actually consider a sequence of protocols by adding a security parameter ¢
that defines the power of the adversaries against which each protocol in the
sequence is secure. The completeness requirement is as in Definition 3. However,
the unforgeability requirement now holds only against adversaries running in
time poly(¢), and we allow forgery probability of € + negl(¢) for sufficiently large
t. We refer the reader to the full version for the formal definition.

An authentication protocol in the manual channel model is said to be perfectly
complete if for all input messages m, whenever there is no interference by the
adversary in the execution, the receiver accepts m with probability 1.

3.2 The Shared Key Communication Model

In this model we assume that the sender and the receiver share a secret key s;
however, they are connected only by an insecure channel. This key is not known
to the adversary, but it is chosen from a probability distribution which is known
to the adversary (usually the uniform distribution).

The input of the sender S in this model is a message m, which she wishes to
authenticate to the receiver R. The input message m can be determined by the
adversary A. In the first round, S sends the message m and an authentication
tag x1 over the insecure channel. In the following rounds only a tag x; is sent
over the insecure channel. The adversary receives each of these tags x; and can
replace them with Z; of her choice, as well as replace the input message m with
a different message m.

As in the manual channel model, in an honest execution we denote by S, M
and X; the random variables corresponding to s, m and x;, respectively. A generic
protocol in this model is described in Figure 1. As in the manual channel model,
we allow the adversary to control the synchronization of the protocol’s execution.

Definition 4. An unconditionally secure (n, ¢, k, €)-authentication protocol in
the shared key model is a k-round protocol in the communication model described
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S mx, RIS R
X2 m, X4
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.
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Xk-1 :
Xk Xi-1
——————— S > Xk
— > Insecure channel
_—
— — — —» Manual channel Insecure channel

Fig. 1. Generic protocols in the manual channel model (left figure) and in the shared
key model (right figure)

above, in which the sender and the receiver share an £-bit secret key, and the
sender wishes to authenticate an n-bit input message to the receiver. The follow-
g requirements must hold:

1. Completeness: For all input messages m, when there is no interference
by the adversary in the execution, the receiver accepts m with probability at
least 1/2.

2. Unforgeability: For any computationally unbounded adversary, and for all
input messages m, if the adversary replaces m with a different message m,
then the receiver accepts m with probability at most .

Similarly to the definitions in the manual channel model, we refer the reader
to the full version for the definitions of a computationally secure sequence of
authentication protocols and of a perfectly complete protocol.

4 Overview of Our Results and Comparison with
Previous Work

Vaudenay [19] formalized the manual channel model, and suggested an authenti-
cation protocol in this model. Given 0 < € < 1, Vaudenay’s protocol enables the
sender to authenticate an arbitrary long message to the receiver in three rounds,
by manually authenticating log(1/€) bits. This protocol guarantees that, under
the assumption that a certain type of non-interactive commitment scheme ex-
ists, the forgery probability of any polynomial-time adversary is at most e+ v/(t),
where v(+) is a negligible function and ¢ is a security parameter. In particular,
Laur, Asokan and Nyberg [12] proved that the required assumption is the ex-
istence of a non-interactive non-malleable commitment scheme. Dolev, Dwork
and Naor [6] showed how to construct an interactive non-malleable commit-
ment scheme from any one-way function, and therefore we obtain the following
corollary:

Corollary 5 ([6,12,19]). If one-way functions ezist, then there exists a com-
putationally secure (n,l, k, e, t)-authentication protocol in the manual channel
model, with t = poly(n, £, k) and £ =log(1/e).
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However, the non-malleable commitment scheme suggested by Dolev, Dwork and
Naor is inefficient, as it utilizes generic zero-knowledge proofs and its number of
rounds is logarithmic in its security parameter. Therefore, the protocol implied
by Corollary 5 is currently not practical (this is also true if the protocols in [1,16]
are used). Currently, the only known constructions of efficient non-malleable
commitment schemes are in the random oracle model, or in the common random
string model (see, for example, [4,5]). These are problematic for the manual
channel model, since they require a trusted infrastructure. This state of affairs
motivates the study of a protocol that can be proved secure under more relaxed
computational assumptions or even without any computational assumptions.

In Section 5, we present an unconditionally secure perfectly complete authen-
tication protocol in the manual channel model. For any odd integer £ > 3, and
any integer n and 0 < € < 1, our k-round protocol enables the sender to authen-
ticate an n-bit input message to the receiver, while manually authenticating at
most 2log(1/€) + 21log®* Y n 4+ O(1) bits. We prove that any adversary (even
computationally unbounded) has probability of at most € to cheat the receiver
into accepting a fraudulent message. We note that our protocol only uses evalu-
ations of polynomials over finite fields, for which very efficient implementations
exist, and therefore it is very efficient and can be implemented on low-power
devices. We prove the following theorem and corollary:

Theorem 6. For any odd integer k > 3, and any integer n and 0 < € < 1,
there exists an unconditionally secure perfectly complete (n,¢ = 2log(1/e) +

21og®* =Y n 4+ O(1), k, €)-authentication protocol in the manual channel model.

Corollary 7. For any integer n and 0 < € < 1, the following unconditionally
secure perfectly complete protocols exist in the manual channel model:

1. Alog" n-round protocol in which at most 2log(1/€)+ O(1) bits are manually
authenticated.

2. A 3-round protocol in which at most 2log(1/e) + loglogn + O(1) bits are
manually authenticated.

In Section 6, we develop a proof technique for deriving lower bounds on un-
conditionally secure authentication protocols, which allows us to show that our
log™ n-round protocol is optimal with respect to the length of the manually au-
thenticated string. Specifically, we prove the following theorem:

Theorem 8. For any unconditionally secure (n,/, k, €)-authentication protocol
in the manual channel model, it holds that if n > 2log(1/e) + 4, then ¢ >
2log(1/€) — 6.

In Section 7 we consider the shared key communication model. Intensive re-
search has been devoted to proving lower bounds on the required entropy of the
shared key in unconditionally secure protocols. It was proved in several papers
(see, for example, [13]), that in any perfectly complete non-interactive protocol,
the required entropy of the shared key is at least 2log(1/¢). In addition, for
such protocols, Gemmell and Naor [9] proved a lower bound of logn + log(1/e¢)
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—loglog(n/e) —2. Thus, there does not exist a perfectly complete non-interactive
protocol that achieves the 2log(1/e) bound. However, Gemmell and Naor also
presented an interactive protocol that achieves the 2log(1/¢) bound. We remark
that it was not previously known whether this bound is optimal for interactive
protocols. By applying the proof technique described in Section 6, we settle this
long-standing open question, proving the optimality of the protocol suggested
by Gemmell and Naor.

Theorem 9. For any unconditionally secure (n,/, k, €)-authentication protocol
in the shared key model, it holds that H(S) > 2log(1/€) — 2, where S is the (-bit
shared key.

Theorems 8 and 9 indicate that the two corresponding communication models
are not equivalent: While in the manual channel model a lower bound can hold
only when n > log(1/¢), in the shared key model the lower bound holds even
when authenticating only one bit. Nevertheless, the technique we develop applies
to both models.

The idea underlying the lower bound proofs for the communication models
under consideration can be briefly summarized as follows. First, we represent
the entropies of the manually authenticated string and of the shared key by
splitting them in a way that captures their reduction during the execution of
the protocol. This representation allows us to prove that both the sender and
the receiver must each independently reduce the entropies by at least log(1/¢)
bits. This is proved by considering two possible natural attacks on the given
protocol. In these attacks we use the fact that the adversary is computation-
ally unbounded in that she can sample distributions induced by the protocol.
This usage of the adversary’s capabilities, can alternatively be seen as randomly
inverting functions given the image of a random input.

In Section 8, we take advantage of this point of view and prove that one-way
functions are essential for the existence of protocols breaking the above lower
bounds in the computational setting. Specifically, we show that if distributionally
one-way functions do not exist, then a polynomial-time adversary can run the
above mentioned attacks with almost the same success probability. The following
theorem is proved (the reader is referred to the full version for a similar statement
in the shared key model):

Theorem 10. In the manual channel model, if there exists a computationally
secure (n,{,k, e, t)-authentication protocol, such that n > 2log(1l/e) + 4, { <
2log(1/€) — 8 and t = £2(poly(n, k,1/€)), then one-way functions exist.

A similar flavor of statement has recently been proved by Naor and Rothblum
[14] in the context of memory checking, showing that one-way functions are
essential for efficient on-line memory checking. Both results are based on com-
binatorial constructions (in our case these are the two attacks carried by an
unbounded adversary), which are shown to be polynomial-time computable if
one-way functions do not exist. However, we note that whereas Naor and Roth-
blum obtained asymptotic results (there is a multiplicative constant between the
upper bound and the lower bound), we detect a sharp threshold.
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5 The Message Authentication Protocol

In this section we prove Theorem 6 and Corollary 7 by constructing an authenti-
cation protocol, Pi. The protocol is based on the hashing technique suggested by
Gemmell and Naor [9], in which the two parties reduce in each round the prob-
lem of authenticating the original message to that of authenticating a shorter
message. In the first round the input message is sent, and then in each round
the two parties cooperatively choose a hash function that defines a small, ran-
dom “fingerprint” of the input message that the receiver should have received.
If the adversary has changed the input message, then with high probability the
fingerprint for the message received by the receiver will not match the finger-
print for the message that was sent by the sender. In a preliminary version of
[9], this hashing technique was susceptible to synchronization attacks, as noted
by Gehrmann [7]. However, in the full version of their paper, this was corrected
by making both parties choose the random hash function used for fingerprinting
the message.

We improve the hashing technique suggested by Gemmell and Naor as fol-
lows. First, we apply a different hash function, which enables us to manually
authenticate a shorter string. A direct adaptation of the original hash function
to the manual channel model would require the sender to manually authenticate
at least 3log(1/€) bits, while our construction manages to reduce this amount
to only 2log(1/€) 4+ O(1) bits. In addition, our protocol is asymmetric in the fol-
lowing sense: The roles of the sender and the receiver in cooperatively choosing
the hash function are switched in every round. This enables us to deal with the
fact that the adversary can read and delay any manually authenticated string.

Preliminaries. Denote by GF[Q] the Galois field with () elements. For a mes-
sage m =my ...my € GF[Q]* and x € GF[Q] let C,(m) = Zle m;xt. In other
words, m is parsed as a polynomial of degree k over GF[Q] (without a constant
term), and evaluated at the point x. Then, for any two different messages m, m €
GF[Q]* and for any ¢, ¢ € GF[Q] the polynomials C,(m) + ¢ and C, () + € are
different as well, and therefore Pr,c.qr() [Cz(m) +c = Ci(m) +7¢] < % We
will use C'(-) as a hash function to reduce the length of the message.

The Construction. In protocol P, we apply a sequence of hash functions
C',...,C*1in order to obtain a shorter and shorter message. Specifically, given
the length, n, of the input message and the upper bound, €, on the adversary’s
forgery probability, each C7 parses n;-bit strings to polynomials over GF[Q;],

where n; = n, Zkiejnj < Q; < &, and n;11 = [2log@;]|. The protocol
is described in Figure 2. Since the adversary can replace any authentication tag
sent by any one of the parties over the insecure channel, then for such a tag x
we denote by T the tag that was actually received by the other party. Note that
addition and multiplication are defined by the GF[Q);] structures, and that (u, v)
denotes the concatenation of the strings v and v.

Note that the two parties can combine some of their messages, and therefore

the protocol requires only k rounds of communication. An alternative way to
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Protocol Pyg:

1. S sends m§ =m to R.
2. R receives my.
3. Forj=1tok—1:
(a) Ifj is odd, then
.S chooses ls €R GF[QJ] and sends it to R.
. R receives zs, chooses i}, €r GF|[Q;], and sends it to S.
i. S receives ik, and computes m4"! = (i, , C7, (mfg) + %) .
i

iv. R computes mlp " = (i}, C’” (m7) + >
R
(b) If j is even, then
i. R chooses i, €r GF[Q;] and sends it to S.
ii. S receives 7, chooses i5 €r GF|[Q;], and sends it to R.
iii. R receives i%, and computes mJ ' = <28, C’Z (M%) + %)
iv. S computes m% ' = (i%, ijs (m%) +A$z> .

4. S manually authenticates m% to R.
5. R accepts if and only if m¥% = mf%.

Fig. 2. The k-round authentication protocol

describe the protocol is in a recursive fashion. The k-round protocol consists of
S sending the message m; = m, as well as S and R exchanging i, and i%,. Then
the two parties use protocol Px_; to authenticate the message mso, which is a
computed hash value of m; using i}, and ik,. Clearly, this protocol is perfectly
complete.

Lemma 11. Any computationally unbounded adversary has probability of at
most € to cheat the receiver into accepting a fraudulent message in protocol Py.

Proof. Given an execution of the protocol in which an adversary cheats the
receiver into accepting a fraudulent message, it holds that m}s #+ m}R and mg =
m¥ . Therefore, there exists an integer 1 < j < k — 1 such that m% # m

and mf;rl = m]g !, Denote this event by D;. In what follows, we bound the
probability of this event, showing Pr[D;] < 5%;. . Therefore the adversary’s
cheating probability is at most Zf;ll Pr[D,] < S i ! sy < €.

For any variable y in the protocol and for a given execution, let 7'(y) be the
time at which the variable y is fixed, i.e., T (%) denotes the time in which R sent

the tag ZR, and T (zR) denotes the tlme in which S received from the adversary

the tag ], corresponding to zR
We assume here that j is odd, and refer the reader to the full version for the
analysis in the case that j is even. There are three possible cases to consider:

1. T(;?R) < T('L%a) In this case, the receiver chooses i%, €r GF[Q;] only after
the adversary chooses i7,. Therefore,
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~ 1 €
g _ 7|
Pr[D;] < Pr; 7 €ERGF[Q;] [ZR = ZR] -0, § ;o
2. T(zR) > T(i%,) and T(zs) > T(zs) In this case, the adversary chooses
i, not before the receiver chooses 7. If the adversary chooses i %y # 1%, then

9+1 # mHl, Le., Pr[D;] = 0. Now suppose that the adversary chooses

zgz = 47,. Since j is odd, the receiver chooses 272 only after he receives zfg,
therefore T(ZR) > T(zs) > T(ZS) > T(ms) and also T(ZR) > T(mR) This
means that %, is chosen when m7,, i S, my and i% are fixed. Since mY # mR

and by the fact that for any choice of % and 7 s the polynomials C’J (mR)+z S

and CZ?% (m 5) + il 5 are different as functions of 4 ZR, it follows that

Pr[D;] < Pry ey [CF) (mb) + ik = €, () +7%]

'R

1 n; €
< — < - .
- Qj 10g Q]‘ - Qk_J
3. T(zR) > T(zR) and T(zs) < T(zs) As in the previous case, we can as-
sume that the adversary chooses iz, = iz. It always holds that T'(ig) >
T(mk%) and T(ZR) > T(ml,). Since j is odd, the receiver sends i7, only after

he receives %, and therefore we can assume T' (¢ 5) < T(Zgz) < T(zfs) ‘This

implies that the sender chooses i €g GF[Q;] when mZ, ng, m}, and i}, are
fixed. Hence,

€
<

1
0, < o

Pr[D)] < Pry e crig,) | = CF) (mk) +75 = €3 ()] =

O

The following claims conclude this section by showing that our choice of parame-

ters guarantees that in protocol Py the sender manually authenticates at most

2log(1/€) + 21og* Y n 4+ O(1) bits. We first show that the length njy1 of the

fingerprint computed in round j is roughly logarithmic in the length n; of the

fingerprint computed in round 5 — 1, and then we use this fact to upper bound

the length nj of the manually authenticated fingerprint. The reader is referred
to the full version of the paper for more details.

Claim 12. If for every 1 < 7 < k — 2 1t holds that n; > g, then ng—1 <
max{4log*~? ny + 4log5 + 3, 27}.

(k—1)

Claim 13. The sender manually authenticates at most 2log(1/€)+2log n—+

O(1) bits in protocol Py.

6 Lower Bound in the Manual Channel Model

In this section we prove a lower bound on the length of the manually authen-
ticated string. We present here the proof for the simplified case of a perfectly
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complete 3-round protocol where n > 3log(1/¢). The general proof is based on
the same analysis, and is described in the full version of the paper. Moreover,
note that by adding two more rounds, we can also assume for simplicity that
in the last round the sender does not send an authentication tag x; over the
insecure channel (i.e., in the last round the sender only manually authenticates
some string s). We prove the following theorem:

Theorem 14. For any perfectly complete (n,{,3,€)-authentication protocol in
the manual channel model, where no authentication tag is sent in the last round,
if n > 3log(1/€), then £ > 2log(1/e) — 2.

As mentioned in Section 3, when the input message m is chosen uniformly at
random, the honest execution of the protocol defines a probability distribution
on the message m, the authentication tag x; (sent by the sender in the first
round together with m), the authentication tag x2 (sent by the receiver in the
second round), and the manually authenticated string s (sent by the sender in
the third round). We denote by M, X7, X5 and S the corresponding random
variables.

The main idea of this proof is representing the entropy of the manually au-
thenticated string S by splitting it as follows:

H(S) = (H(S) — H(S|M, X1)) + (H(S|M, X1) — H(S[M, X1, X))
+ H(S|M, X;, X5)
== I(S, M,Xl) —|—I(S, XQ’M,Xl) —|—H(S|M,X1,X2) .

This representation captures the reduction of H(S) during the execution of the
protocol, and allows us to prove that both the sender and the receiver must each
independently reduce this entropy by at least log(1/€) — 1 bits. We prove this
by considering two possible man-in-the-middle attacks on the given protocol. In
these attacks we use the fact that the adversary is computationally unbounded
in that she can sample distributions induced by the protocol. For example, in
the first attack, the adversary samples the distribution of X5 given M, X; and
S. While the distribution of X, given only M and X; can be sampled by merely
following the protocol, this is not the case when sampling the distribution of X
given M, X; and S.

Lemma 15. Ifn > 2log 1, then I(S; M, X1) + H(S|M, X1, X5) > log 2 — 1.
Proof. Consider the following attack:

1. The adversary A chooses m €gr {0,1}"™ and runs an honest execution with
the receiver. Denote by s the manually authenticated string fixed by this
execution. Now, A’s goal is to cause the sender to manually authenticate
this string.

2. A chooses m €r {0,1}" as the sender’s input, and receives x; from the
sender.
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3. If Pr{m,x1,s] = 0 in an honest execution, then A quits (in this case A
has zero probability in convincing the sender to manually authenticate s).
Otherwise, A samples Ty from the distribution of X5 given (m,z1,s), and
sends it to the sender. The sender manually authenticates some string.

4. If the sender did not authenticate s, A quits. Otherwise, A forwards s to the
receiver.

By the unforgeability requirement of the protocol we obtain:
€ > Pr[R accepts and m # m| > Pr[R accepts] — 27" .

Therefore, the assumption n > 2 log% implies that Pr[R accepts] < 2¢. Now we
analyze the probability that the receiver accepts. Notice that:

— m and x; are chosen independently of s.

— T9 is chosen conditioned on m, 1 and s.

— The manually authenticated string sent by the sender is chosen conditioned
on m,xr; and xs.

Therefore?®,

Pr[R accepts| = Z Pr[s| Pr[m, x1] Pr[Z2|m, x1, s] Pr[s|m, z1, Z2]

m,xq,To,s:
Pr[m,xq,Z9,8]>0

Pris . ~
= MX; Pr[m,z, s| Ww[l,]mﬂpr [Za|m, x1, 8] Pr[s|m, z1,Z2] (6.1)
Pr[m’»miligzsho

s,z ]

Pr|[ 1
~ —<lo +lo - -
= g Pr[m,x1,%2,s]2 { & TP gPl[s*mwwﬂ} ,

m,xq,To,s:
Pr[m,zq1,%9,s]>0

where Equation (6.1) follows from Bayes’ rule. By Jensen’s inequality,

—~ Pr(sdn,z] 1
- Z m,xq,To,s: Pr[m7x17x27s]{log Pr[s] L +10g Prisn,z1,25] }

Pr[R accepts] > 2 Pilm.a1.@2.5]>0
— 9—{I(S;M,X1)+H(S|M,X1,X2)}

and therefore I(S; M, X1) + H(S|M, X1, X;) > log 2 — 1. O

Lemma 16. If n > 3logl and ¢ < 2log(1/e) — 2, then 1(S; Xo|M, X1) >
log%— 1.

Proof. Consider the following attack:

1. A chooses m €r {0,1}", as the sender’s input, and runs an honest execution
with the sender. At the end of this execution, the sender manually authen-
ticates a string s. A reads s, and delays it. Now, A’s goal is to cause the
receiver to accept this string together with a different input message m.

® For any random variable Z we write Pr [z] instead of Pr [Z = z].
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2. A samples (m, Z1) from the joint distribution of (M, X;) given s, and sends
them to the receiver, who answers xo.
3. If Pr[m, &1, x2, s] = 0, then A quits. Otherwise, A forwards s to the receiver.

As in Lemma 15, € > Pr[R accepts| —Pr [m = m]. However, in this attack, unlike
the previous attack, the messages m and m are not chosen uniformly at random
and independently. First m is chosen uniformly at random, then s is picked from
the distribution of S given m, and then m is chosen from the distribution of M
given s. Therefore,

Prim=m] = ZPr Z (Pr [m]s])? < ZPr [s] Hln%XPI‘ [m]s] ZPr [m]s]

= ZPr maXPr [m|s] ZmaXPr m, s] < ZmaXPr

Since the distribution of messages is uniform, and the authenticated string takes
at most 2¢ values, we obtain Pr[m = m] < 27", From the assumptions that
¢ < 2log(1/€e) — 2 and n > 3log(1/€) we get that Pr[m = m| < ¢, and therefore
Pr[R accepts] < 2e. Now we analyze the probability that the receiver accepts.
Notice that,

— m and 77 are chosen conditioned on s.
— xg is chosen conditioned only on m and 7.

Therefore,

Pr[R accepts] = Z Pr[m,zy, $] Z Pr [zo|m, 7]

o~ o~ 221
m,xri1,S o~
s Pr[m,Zq1,29,s]>0

Pr [xa|m, 1]

= Y Prim@nasl gt (6.2)
m,Tq1,x9,s: Pr I::'U2|m? x178]
Pr[m,%1,x9,s]>0
Przo&i,21,s]
E P73 —log F 2 AT
- Pr[m, 21, %2, 5] 2 Prioy&7.21]
m,Tq1,x9,s:
Pr[m,%q,22,5]>0
where Equation (6.2) follows from Bayes’ rule. By Jensen’s inequality,
~ rlzo &n,Tq,s]
“X e Prlf@es sl log R
Pr[R accepts] > 2  Prl.@1.w2.51>0 2EL 9= I(SiXe | ML Xy
and therefore I(S; X5|M, X1) > log L — 1. 0

Now, Theorem 14 can be derived as follows. Suppose for contradiction that there
exists a perfectly complete (n, ¢, 3, €)-authentication protocol, where no authen-
tication tag is sent in the last round, and n > 3log(1/€) but ¢ < 2log(1/€) —
By using the fact that ¢ > H(S), we can easily derive a contradiction: The
above mentioned representation of H(S) and Lemmata 15 and 16 imply that
H(S) > 2log(1/e) — 2. Therefore ¢ > 2log(1/€) — 2 in any such protocol. This
concludes the proof of Theorem 14.
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7 Lower Bound in the Shared Key Model

In this section we prove a lower bound on the entropy of the shared key. This
lower bound settles an open question posed by Gemmell and Naor [9], and shows
that the authentication protocol proposed by Gemmell and Naor is essentially
optimal with respect to the entropy of the shared key.

We present here the result for the simplified case of a perfectly complete 3-
round protocol. The general proof is based on the same analysis, and is described
in the full version. We prove the following theorem:

Theorem 17. For any perfectly complete (n,{,3,€)-authentication protocol in
the shared key model, it holds that H(S) > 2log(1/¢€), where S is the £-bit shared
key.

As mentioned in Section 3, when the shared key s is chosen from its specified
distribution, and the input message m is chosen uniformly at random, the honest
execution of the protocol defines a probability distribution on the shared key s,
the message m, the authentication tag x; (sent by the sender in the first round
together with m), the authentication tag z2 (sent by the receiver in the second
round), and the authentication tag x3 (sent by the sender in the third round).
We denote by S, M, X1, X2 and X3 the corresponding random variables.

We apply again the proof technique described in Section 6, and represent the
entropy of the shared key S by splitting it as follows (we refer the reader to the
full version for more details):

H(S) = I(S; M, X1) + I(S; Xo| M, X1) + 1(S; X3|M, X1, X>)
+ H(S|M,X1,X2,X3) .

Lemma 18. 1(S; M, X1) 4+ 1(S; X3|M, X1, X2) > log <.

Lemma 19. I(S; X5|M, X1) + H(S|M, X1, X5, X3) > log L.

8 Breaking the Lower Bounds Implies One-Way
Functions

In this section we prove Theorem 10, namely, we show that in the computational
setting one-way functions are essential for the existence of protocols breaking the
lower bound stated in Theorem 8. As in Section 6 we prove here the result only
for 3-round protocols, where in the last round no authentication tag z; is sent
over the insecure channel. Moreover, for simplicity we also assume that n > 1/e,
and refer the reader to the full version for the proof of the general statement.

Theorem 20. In the manual channel model, if there exists a computationally
secure perfectly complete (n,{, k, €,t)-authentication protocol where no authenti-
cation tag is sent in the last round, such that n > 1/e, £ < 2log(1/e) —4 and
t = 2(poly(n, k)), then one-way functions exist.
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Proof. We show that if one-way functions do not exist, then the attacks described
in Section 6 can be carried out by a polynomial-time adversary with almost the
same success probability. We first focus on the attack described in Lemma 15.

Let f be a function defined as follows: f takes as input three strings rs, rr
and m, and outputs (m, 1, z2,s) — the transcript of the protocol, where rg, rg
and m are the random coins of the sender, the random coins of the receiver,
and the input message, respectively. Let f’ denote the function that is obtained
from f by eliminating its third output, i.e., f'(rs,rr,m) = (m,x1, s). If one-way
functions do not exist, then also distributionally one-way functions do not exist.
Therefore, for any constant ¢ > 0 there exists a probabilistic polynomial-time
Turing machine M that on input (m, x1, s) produces a distribution that is n~¢-
statistically close to the uniform distribution on all the pre-images of (m, z1, s)
under f’. The polynomial-time adversary will use this M in the attack.

Let A denote the unbounded adversary that carried the attack described in
Lemma 15, and let APPT denote a polynomial-time adversary that carries the

following attack (our goal is that the receiver will not be able to distinguish
between A and APPT):

1. APPT chooses m €r {0,1}™ and runs an honest execution with the receiver.
Denote by s the manually authenticated string fixed by this execution.

2. APPT chooses m €gr {0,1}" as the sender’s input, and receives z1 from the
sender.

3. APPT executes M on input (m, z1,s), and then applies f to M’s answer to
compute T and send it to the sender. The sender manually authenticates
some string s*.

4. APPT forwards s* to the receiver (who must accept m if s* = s by the perfect
completeness).

Let Prob™ and Prob" T 1" denote the probabilities that the receiver R accepts
m when interacting with A and when interacting with AT, respectively. Then,
from the point of view of the receiver, the only difference in the these two exe-
cutions is in the distribution of s*. Therefore, ]ProbR — Prob""T®| is at most
twice the statistical distance between s* in the interaction with 4 and s* in the
interaction with APPT. By the above mentioned property of M, this statisti-
cal difference is at most n~¢. Therefore, for sufficiently large ¢, we obtain as in
Lemma 15

2¢ > Probt P TR > Prob™ — 2p—¢ > o~ {I(S: M, X)+HH(S|M, X1, X2)} _ gp—c

In particular, and since n > 1/¢, we can choose the constant ¢ such that 2n=°¢ < ¢,
and obtain I(S; M, X1) + H(S|M, X1, X3) > log 1 — 2.

A similar argument applied to the attack described in Lemma 16 yields
I(S; X2|M, X1) > log 2 — 2, and therefore H(S) > 2log 1 — 4. 0
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Abstract. Consider two parties holding correlated random variables W
and W', respectively, that are within distance ¢ of each other in some
metric space. These parties wish to agree on a uniformly distributed
secret key R by sending a single message over an insecure channel con-
trolled by an all-powerful adversary. We consider both the keyless case,
where the parties share no additional secret information, and the keyed
case, where the parties share a long-term secret SK that they can use to
generate a sequence of session keys { R;} using multiple pairs {(W;, W/)}.
The former has applications to, e.g., biometric authentication, while the
latter arises in, e.g., the bounded storage model with errors.

Our results improve upon previous work in several respects:

— The best previous solution for the keyless case with no errors (i.e.,
t = 0) requires the min-entropy of W to exceed 2|W|/3. We show
a solution when the min-entropy of W exceeds the minimal thresh-
old |W|/2.

— Previous solutions for the keyless case in the presence of errors (i.e.,
t > 0) required random oracles. We give the first constructions (for
certain metrics) in the standard model.

— Previous solutions for the keyed case were stateful. We give the first
stateless solution.

1 Introduction

A number of works have explored the problem of secret key agreement based
on correlated information by which two parties holding instances of correlated
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random variables W and W’ communicate and thereby generate a shared, secret
(uniformly-random) key SK. Early work [Wyn75, BBR88, Mau93, BBCM95]
assumed that the parties could communicate over a public but authenticated
channel or, equivalently, assumed a passive adversary. This assumption was re-
laxed in later work [Mau97, MW97, Wol98, MW03, RW03], which considered an
active adversary who could modify all messages sent between the two parties.

The motivation of the above works was primarily to explore the possibility
of information-theoretic security; however, this is not the only motivation. The
problem also arises in the context of using noisy data (such as biometric infor-
mation) for cryptographic purposes, even if computational security suffices. The
problem also arises in the context of the bounded storage model (BSM) [Mau92]
in the presence of errors [Din05, DS05]. We discuss each of these in turn.

AUTHENTICATION USING NOISY DATA. In the case of authentication using noisy
data, the random variables W, W' are close (with respect to some metric) but
not identical. For simplicity, we assume the noisy data represents biometric in-
formation though the same techniques apply to more general settings. In this
context, two different scenarios have been considered:

“Secure authentication:” Here, a trusted server stores the “actual” biometric
data W of a user; periodically, the user obtains a fresh biometric scan W’ which
is close, but not identical, to W. The server and user then wish to mutually
authenticate and agree on a key R.

“Key recovery:” Here, a user (on his own) uses his “actual” biometric data W
to generate a random key R along with some public information P, and then
stores P on a (possibly untrusted) server. The key R might then be used, say, to
encrypt some data for long-term storage. At a later point in time, the user obtains
a fresh biometric scan W’ along with the value P from the server; together, these
values enable recovery of R (and hence enable decryption of the data).

In the second setting the user is, in effect, running a key agreement protocol
with himself at two points in time, with the (untrusted) server acting as the
“communication channel” between these two instances of the user. This second
scenario inherently requires a non-interactive (i.e., one-message) key agreement
protocol since W' is no longer available at the later point in time. Note also that
any solution for the second scenario is also a solution for the first.

Solutions for achieving secret key agreement using noisy data and an authen-
ticated channel are known [BBR88, BBCM95, DORS06, JW99, FJ01, LT03].
However, existing work such as [Mau97, MW97, Wol98, MW03, RW03| does
not solve the above problem when the parties communicate over an unauthenti-
cated channel. Positive results in the unauthenticated setting were known only
for two special cases: (1) when W = W’ and (2) when W and W' consist of
(arbitrarily-many) independent realizations of the same random experiment; i.e.,
W= WO W ) and W = (W’(l),W’(Q), ...). In the case of biometric
data, however, W, W’ are not likely to be equal and we cannot in general obtain
an unbounded number of samples.
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Recently, some partial solutions to the problems considered above have been
obtained in the unauthenticated setting. Boyen [Boy04] shows, in the random
oracle model, how to achieve unidirectional authentication with noisy data, as
well as a weak form of security in the “key recovery” setting (essentially, R
remains secret but the user can be fooled into using an incorrect key R’). Sub-
sequent work of Boyen, et al. [BDK'05] shows two solutions: the first is non-
interactive but relies on random oracles; the second solution can be used for
secure authentication but does not apply to the “key recovery” scenario be-
cause it requires interaction. This second solution has some other limitations
as well: since it relies on a underlying password-based key-exchange protocol,
it inherently provides computational rather than information-theoretic secu-
rity; furthermore, given the current state-of-the-art for password-based key ex-
change [BPR00, BMP00, KOY01, GL01, GL03], the resulting protocol is either
impractical or else requires additional assumptions such as random oracles/ideal
ciphers or public parameters.

THE BOUNDED STORAGE MODEL AND THE “KEYED” CASE. Key agreement using
correlated information arises also in the context of the bounded storage model
(BSM) [Mau92] in the presence of errors [Din05, DS05]. In the BSM, two parties
share a long-term secret key SK. In each of an unlimited number of time periods
j=1,..., along random string Z; is broadcast to the parties (and observed by
an adversary); the assumption is that the length of Z; is more than what the
adversary can store. The parties use SK and Z; to generate a secret session key
R;, with |R;| > |SK]|, in each period. This process should achieve “everlasting
security” [ADRO2], meaning that even if SK is revealed to the adversary in some
time period n, all session keys {R;} <, remain independently and uniformly
distributed from the perspective of the adversary.

A typical paradigm for achieving the above is for the parties to sample (using
SK) shorter strings W; and W/, respectively, from the random string Z; in each
period. Next, the parties use W; (resp., WJ' ) and SK to generate R;. In standard
treatments of the BSM (e.g., [Mau92, ADRO02]), it is assumed that both parties
receive identical copies of Z; and hence W; = WJ’ . In the presence of trans-
mission errors in Z;, however, it is possible for W; and WJ’ to be close but not
identical [Din05, DS05]. The parallels to the case of biometric authentication, as
discussed earlier, should now be clear. Nevertheless, the problems are incompa-
rable: in the case of the BSM with errors there is a stronger setup assumption
(the parties share a long-term key SK), but the security requirements are more
stringent.

OUR CONTRIBUTIONS. We focus on the abstract problem of secret key agreement
between two parties holding instances w, w’ of correlated random variables W, W’
that are guaranteed to be close but not necessarily identical. Specifically, we
assume that w and w’ are within distance ¢ with respect to some underlying
metric. Some of our results hold for arbitrary metric spaces, while others assume
the Hamming metric in particular.
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We consider only non-interactive protocols defined by procedures (Gen, Rep)
that operate as follows: the first party, holding w, computes (R, P) <« Gen(w)
and sends P to the second party; this second party computes R’ < Rep(w’, P).
(If the parties share a long-term key SK then Gen, Rep take this as additional
input.) The basic requirements, informally, are

Correctness: R = R’ whenever w’ is within distance ¢ of w.
Security: If the entropy of W is high, R is uniformly distributed even given P.

So far, this gives exactly a fuzzy extractor as defined by Dodis et al. [DORS06]
(although we additionally allow the possibility of a long-term key). Since we
are interested in the case when the parties communicate over an unauthenti-
cated channel, however, we actually want to construct robust fuzzy extractors
[BDK*05] that additionally protect against malicious modification of P. Ro-
bustness requires that if the adversary sends any modified value P’ # P, then
with high probability the second player will reject (i.e., Rep(w’, P) =L1). Strong
robustness requires this to hold even if the adversary learns the R (held by the
first player). This property is essential in settings where the first party may be-
gin using R before the second party computes R’, and is also needed for the
“key recovery” scenario discussed earlier (since previous usages of R may leak
information about it). Weak robustness, still sufficient for some applications,
only requires robustness when R is not learned by the adversary.

Letting Ho(X) denote the min-entropy of a random variable X, we now
describe our results.

The keyless case with no errors. Although our focus is on the case when
W, W' are close, we obtain improvements also in the case when they are equal
(i.e., t = 0). Specifically, the best previous non-interactive solution in this setting
is due to Maurer and Wolf! [MWO03] who show that when H.,(W) > 2|W|/3 it
is possible to achieve weak robustness and generate a shared key R of length
Ho (W) — 2|WW|/3. On the other hand, results of [DS02] imply that a non-
interactive solution is impossible when Ho (W) < |[W|/2.

We bridge the gap between known upper- and lower-bounds and show that
whenever Ho, (W) > |W|/2 it is possible to achieve weak robustness and generate
a shared key R of length 2H (W) — |W|. This improves both the required min-
entropy of W as well as the length of the resulting key. Moreover, we give the
first solution satisfying strong robustness which still works as long as Hoo (W) >
|[W|/2 (but extracts a slightly shorter key).

The keyless case with errors. The only previously-known construction of
robust fuzzy extractors [BDK'05] relies on the random oracle model. (This so-
lution is generic and applies to any metric admitting a good error-correcting
code.) We (partially) resolve the main open question of [BDK'05] by showing
a construction of strongly robust fuzzy extractors in the standard model, for
the case of the Hamming, set difference, or edit metrics. In fact, our solution

! The journal version fixes some incorrect claims made in [MW97].
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is also better than the second (interactive) solution of [BDK105] in the “se-
cure authentication” scenario: their solution achieves computational (rather than
information-theoretic) security, and is impractical unless additional assumptions
(such as the existence of public parameters) are made.

The keyed case with errors. Recent work focusing on the BSM with errors
[Din05, DS05] shows that a constant relative Hamming distance between W; and
WJ’ (recall, these are the samples recorded by the two parties) can be tolerated
using a non-interactive protocol. The solution of [Din05] is stateful (i.e., SK is
updated between each time period) while the second solution [DS05] requires the
parties to communicate over an authenticated channel. We construct a robust
keyed fuzzy extractor (for generic metrics), and show that this enables a stateless
BSM solution (for the Hamming metric) using an unauthenticated channel. In
doing so, we retain essentially all other parameters of the previous BSM solutions.

2 Definitions

If S is a set, © < S means that x is chosen uniformly from S. If X is probability
distribution, then z <+ X means that = is chosen according to distribution X.
The notation Prx[z] denotes the probability assigned by X to the value x. (We
often omit the subscript when the probability distribution is clear from context.)
If A is a probabilistic algorithm and x an input, A(z) denotes the random variable
A(z;w) where random coins w are sampled uniformly. If X is a random variable,
then A(X) is defined in the analogous manner. All logarithms are base 2.

The min-entropy of a random variable X is Ho(X) = — log(max, Prx[z]).
We define the (average) conditional min-entropy of X given Y as Hoo (X | Y) =
—log(Ey—y (27 H(XIY=1))). This (non-standard) definition is convenient for
cryptographic purposes [DORS06, RW05].

Definition 1. A family of efficient functions H = {hi :{0,1}™ — {0, 1}£}ieI
is 6-almost universal if for all distinct x,z" we have Pr;—r[h;(x) = h;(2)] < 6.
Families with § = 2~ are called universal.

Let X1, X5 be two probability distributions over S. Their statistical distance is
SD (X1, X5) = 2> cs | Prx,[s] — Prx,[s]|. If two distributions have statistical
distance at most ¢, we say they are e-close, and write X; ~. X5. Note that
e-close distributions cannot be distinguished with advantage better than ¢ even

by a computationally unbounded adversary.

Definition 2. An efficient probabilistic function Ext : {0,1}" — {0,1}¢ is a
strong (m, )-extractor if for all distributions X over {0,1}™ with Hoo(X) > m
we have SD ((I,Ext(X; 1)), (I,Us)) < e. The randomness I is called the seed. {

Lemma 1 ([BBR88, HILL99]). Fiz m,e > 0, and { < m — 2log (). If
H ={h; : {0,1}" — {0,1} }icr is a 27 (1 + €2)-almost universal family then H
is a strong (m,e)-extractor.
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ONE-TIME MESSAGE AUTHENTICATION CODES (MACS). One-time MACs allow
information-theoretic authentication of a message using a key shared in advance.

Definition 3. A function family {MAC, : {0,1}" — {0,1}"} is a strongly &-
secure (one-time) MAC if: (a) for any x and o, Pr, [MAC,(z) = o] =27"; and
(b) for any x # z’ and any o,0’, Pr, [MAC,(z') =o' | MAC,(z) = 0] < 6. &

The definition above is stronger than usual, since part (b) requires security
conditioned on a worst-case choice of o, rather than taking an average over pu.
However, it is convenient because it is satisfied by standard constructions, and
also composes nicely with universal hash families:

Lemma 2. If {MAC, : {0,1}" — {0,1}"} is a strongly 6-secure MAC and
{h;:{0,1}" — {0,1}"} is §'-almost universal, then MAC], ;(z) = MAC,(h;(z))
is a strongly (6 4+ ¢')-secure MAC' for n-bit messages.

SECURE SKETCHES AND Fuzzy EXTRACTORS. We start by reviewing the def-
initions of (ordinary) secure sketches and fuzzy extractors from [DORS06]. Let
M be a metric space with distance function dis.

Definition 4. An (m,m,t)-secure sketch is a pair of efficient randomized pro-
cedures (SS,SRec) s.t.:

1. The sketching procedure SS on input w € M returns a bit string s € {0,1}".
The recovery procedure SRec takes an element w' € M and s € {0,1}".

2. Correctness: If dis(w,w’) <t then SRec(w’,SS(w)) = w.

3. Security: For any distribution W over M with min-entropy m, the (average)
min-entropy of W conditioned on s does not decrease very much. Specifically,
if Hoo (W) > m then Hoo (W | SS(W)) > 7.

The quantity m — m is called the entropy loss of the secure sketch. &

For the case of the Hamming metric on M = {0, 1}", the following “code-offset”
construction [BBR88, Cré97] is well known. The sketch s = SS(w) consists of the
syndrome? of w with respect to some (efficiently decodable) [n, k, 2t + 1]-error-
correcting code C. We do not need any details of this construction other than
the facts that s is a (deterministic) linear function of w and that the entropy
loss is at most |s| = n — k.

Definition 5. An (m,?,t,¢)-fuzzy extractor is a pair of efficient randomized pro-
cedures (Gen, Rep) with the following properties:

1. The generation procedure Gen, on input w € M, outputs an extracted string
R € {0,1}* and a helper string P € {0,1}". The reproduction procedure Rep
takes an element w' € M and a string P € {0,1}" as inputs.

2. Correctness: If dis(w,w’) <t and (R, P) < Gen(w), then Rep(w’, P) = R.

2 For a linear code with parity check matrix H, the syndrome of w is wH ' .
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3. Security: For any distribution W over M with min-entropy m, the string R is
close to uniform even conditioned on the value of P. Formally, if Hoo (W) >

m and (R, P) < Gen(W), then we have SD ((R, P), (U, P)) < ¢. &

Composing an (m, m,t)-secure sketch with a strong (m — log (%) , €)-extractor
{hi: M — {0,1}*} yields a (m, ¥, t,2¢)-fuzzy extractor [DORS06]. In that case
P = (SS(w),7) and R = h;(w).

2.1 Robust Fuzzy Extractors

Fuzzy extractors, defined above, protect against a passive attack in which an
adversary observes P, and tries to learn something about the extracted key R.
However, the definition says nothing about what happens if an adversary can
modify P as it is sent to the user holding w’. That is, there are no guarantees
about the output of Rep(w’, P) for P # P.

Boyen et al. [BDK"05] propose the notion of robust fuzzy extractors which
provides strong guarantees against such an attack. Specifically, Rep can output
either a key or a special value L (“fail”). We require that any value P#£P
produced by the adversary given P causes Rep(w’, P) to output L. Modified
versions of the correct public information P can therefore be detected.

We consider two variants of this idea, depending on whether Gen and Rep
additionally share a (short) long-term key SK. Boyen et al. considered the keyless
primitive; this is what we define first. Further below, we adjust the definitions
to the case of a shared key.

If W, W' are two (correlated) random variables over a metric space M, we say
dis(W, W’) <t if the distance between W and W' is at most ¢ with probability
one. We call (W, W') a (t, m)-pair if dis(W,W') <t and Heo (W) > m.

Definition 6. Given algorithms (Gen, Rep) and values w,w’ € M, consider the
following game involving an adversary A: Compute (R, P) — Gen(w) and P =
A(R, P). The adversary succeeds if P # P and Rep(w’, P) #1.

(Gen, Rep) is a (strong) (m, ¢, t, e, 6)-robust fuzzy extractor if it is an (m, 4, t,€)-
fuzzy extractor, and for all (t,m)-pairs (W, W') and all adversaries A, the prob-
ability of success is at most 6. The notion of a (m,/,t,e,0)-weakly-robust fuzzy
extractor is defined similarly, except that A is given only P and not R.

See Fig. 1 for an illustration. &

RE-USING ROBUST EXTRACTORS. The definition of robust extractors composes
with itself in some situations. For example, a generalization of the above (used in
[BDK*05]) allows the adversary to output (]51, el Pj); the adversary succeeds
if there exists an 7 with Rep(w’, P;) #L. A simple union bound shows that the
success probability of an adversary in this case increases at most linearly in j.
Similarly, suppose that two players (Alice and Bob) receive a sequence of
correlated pairs of random variables (W1, W7), (Wa, W3) ..., such that each pair
is at distance at most ¢ and the entropy of W; conditioned on information from
other time periods {(W;, Wj’)}J 4 is at least m (we call such a sequence (¢,m)-

correlated). Once again, a simple hybrid argument shows that Alice and Bob can
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agree on (essentially) random and uncorrelated keys Ry, Ra, . .., by having Alice
apply Gen to each W; and send P; to Bob. Namely, after j periods the attacker’s
advantage at distinguishing the vector of unknown keys from random is at most
je, and her probability of forging a valid message P; is at most 8 in each period.

KEYED ROBUST Fuzzy EXTRACTORS. In some scenarios, such as the bounded
storage model, the parties running Gen and Rep can additionally share a short,
truly random key to help them extract a (long) session key R from close variables
W and W’. Syntactically, this simply means that Gen and Rep now also take an
extra input SK: namely, we have (R, P) <« Gensk(w), R' = Repgy(w’, P), and
require that for any SK we have R = R’ whenever dis(w,w’) < t.

The robustness property of
keyed fuzzy extractors (Def. 6)
does not change with the ad- (@ /
dition of SK: in particular, the v P 5 Loy
attacker does not get the se- Gen Rec
cret key SK in the unforge- )
ability game of Def. 6. At
first glance, this appears to
trivialize the problem of con-
structing keyed robust fuzzy
extractors. For example, one

Fig. 1. Robustness of extractors (Def. 6). Dot-
ted lines indicate variations in the definition. (a)
Keyed extractors take an additional input SK

shared by Gen and Rep. (b) For weak robustness,

might attempt the following (e adversary does not have access to the ex-
transformation. Given an out- tracted key R.

put (R,P) or a regular fuzzy

extractor, let SK be a key to an

information-theoretic MAC, and simply append to P its own tag MACsk (P) com-
puted using SK. This transformation is not sufficient, however, because keyed
fuzzy extractors must satisfy a very strong security (i.e. extraction) condition
which we define next.

Definition 7. A keyed keyed (m, ¥, t,¢e)-fuzzy extractor (Gen,Rep) is secure if
for any distribution W over M with min-entropy m, the string (SK, R) is close
to a pair of fresh uniform random strings, even conditioned on the value of P:
if Hoo (W) > m and (R, P) « Gensk(W), then (SK, R, P) ~. (Usk|, U, P).

We say the extractor is strongly secure if (SK, R, P) ~. (Ujsk|, U, Ujp|). <

The security condition for keyed extractors ensures that value of SK is essentially
independent from the attacker’s view. For example, the simplistic transforma-
tion above from regular fuzzy extractors leaks the tag of P (which is a known
deterministic function of SK) to the attacker A, implying that SK no longer looks
random to A — it therefore does not satisfy Def. 7. This security condition is
important for two reasons: first, it means that the session key R remains secure
even if the long-term key SK is revealed in the future; second, the long-term key
can be re-used (e.g., for future authentication). If Alice and Bob are given a se-
quence of j correlated pairs (as discussed above), then A has advantage at most
je in distinguishing the vector of unknown session keys from random. Similarly,
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her probability of forging a valid ]5j in the j-th execution of the robustness game
(Def. 6) is at most je + 6. The repeated game and its reduction to the one-time
definitions presented here are given in detail in the full version of this paper.

Finally, we note that some settings require a more stringent condition called
strong security in Def. 7. In this case the adversary’s view hides both the long-
term key SK and the exact distribution of W (since P is distributed identically
regardless of ). The bounded storage model, discussed in Section 4, is an
example of such a setting.

3 Constructing Robust Fuzzy Extractors

In this section, we describe new constructions of robust fuzzy extractors. In
particular, these solve the problem of secret key generation over a completely
insecure channel. We begin by analyzing the case of no errors (i.e., t = 0) and
then consider the more challenging case where errors may occur.

3.1 The Errorless Case (w = w’)

Recall the “standard” solution using strong extractors, which works when the
adversary is passive. In this case, Gen(w) chooses a random seed ¢ for a strong
extractor and sets R = h;(w) and P = i; the recovery procedure Rep(w, i)
simply outputs R = h;(w). Unfortunately, this solution does not work if the
adversary is active. In particular, if ¢/ # i there is no longer any guarantee on
the output Rep(w,i’) (and it is easy to show counterexamples where a malicious
i’ completely determines Rep(w, ") even if w is uniform). One idea is to somehow
authenticate ¢ using the extracted key R; in general, this does not work either.
It turns out, however, that w itself can be used to authenticate i, at least for a
particular choice of MAC and a particular strong extractor. Details follow.

CONSTRUCTION. We define the procedures (Gen, Rep). To compute Gen(w), parse
the n-bit string w as two strings a and b of lengths n — v and v, respectively
(the value of v will be determined later). View a as an element of Fon—v and b as
an element of Fy. so that addition in the field corresponds to exclusive-or of bit
strings. Choose a random i € Fyn—v, compute ia € Fyn—v, and let [ia; ) denote
the most significant n — 2v bits of ia and [ia]] denote the remaining v bits. View
[ia]y as an element of Fov. Then compute o = [ia]} 4+ b, set P = (i,0), and let
the extracted key be R = [ia]; ]

Rep(w, P"), where P’ = (i’,0"), proceeds as follows. Parse w as two strings a
and b as above. Then verify that ¢/ = [i’a]{ 4+ b and output L if this is not the
case. Otherwise, compute the extracted key R = [i'a]; 7.

Theorem 1. Let |w| = n. For an appropriate setting of v, the above con-
struction is an (m, ¥, 0, ¢, 6)-weakly-robust extractor for any m,l,e,6 satisfying
0<2m—n— 2max{log (%) ,2log (%)} . It is an (m,£,0,¢e,6)-robust extractor

when ¢ < min (2’”3’” — %log (%) ,2m —n — 4log (%))
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The proof is given in the full version. Observe that extraction is possible as long
def

as Hoo (W) = m > |W|/2. Furthermore, in the case of weakly robust extraction
(which is the notion of security considered by Maurer and Wolf [MWO03]) we

extract a key of length roughly 2 - Hoo (W) — |W].

3.2 Authenticating a Message While Extracting

The above construction uses the input w to authenticate the extractor seed 1.
It can be extended to additionally authenticate a (bounded-length) message M;
i.e., to be simultaneously a robust fuzzy extractor and an information-theoretic
one-time MAC. In this case, both Gen and Rep will take an additional input M,
and it should be difficult for an adversary to cause Rep to accept a different M.
(We are being informal here since this is merely a stepping stone to the results of
the following section.) Naturally, this could be done easily by using (a part of) R
as a key for a MAC, but this would correspondingly reduce the final number of
extracted bits. In contrast, the approach presented here (almost) does not reduce
the length of R at all. We adapt a standard technique [WC81] for authenticating
long messages using almost-universal hash functions.

CONSTRUCTION. Assume |M| < L - (n — v), where L is known to all parties in
advance. Split M into L chunks My, ..., M _1, each n — v bits long, and view
these as coefficients of a polynomial M (x) € Fyn-v[z] of degree L — 1. Modify
the construction of the previous section as follows: to compute Gen(w, M), parse
w as allb, choose random i € Fyn—v, compute o = [a®>M (a) + ia]? + b, and set
P = (i,0). As before, the extracted key is R = [ia], ;.

Given w, M’ and P’ = (i/,0’), verify that |M'| < L(n — v) and that ¢’ =
[a*M'(a) +14'a]} + b. If so, compute R = [i'a]} 7.

The property we need is that every distinct pair of tuples (M,i) # (M',d)
the “difference” polynomial f(z) = x?(M (x) — M'(z))+ (i —i')x is non-constant
and has degree at most L 4 1. The analysis is deferred to the full version.

3.3 Adding Error-Tolerance

We can now consider settings when the input w’ held by the receiver is close,
but not identical to, the value w used by the sender. An obvious first attempt,
given the scheme just discussed, is to include a secure sketch s = SS(w) along
with (i,0), and to authenticate s using the message authentication technique
discussed previously; s would allow recovery of w from w’, and then verification
could proceed as before. Unfortunately, this does not quite work: if the adversary
modifies s, then a different value w* # w may be recovered; however, the results
of the previous section apply only when the receiver uses the same w as used by
the sender (and so in particular we can no longer claim that the adversary could
not have modified s without being detected). In effect, we have a circularity: the
receiver uses w to verify that s was not modified, but the receiver computes w
(from w’) using a possibly modified s.

We show how to break this circularity using a modification of the message
authentication technique used earlier. One key idea is to use the part of w that
is “independent of s” (in a way made clear below) to authenticate s.
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The second key idea is to exploit algebraic structure in the metric space, and to
change the message authentication code so that it remains secure even when the
adversary can influence the key (sometimes called security against related-key
attacks). Specifically, we will assume that the errors are small in the Hamming
metric, and that we are given a deterministic, linear secure sketch (for example,
a syndrome-based construction). In Section 3.3 we will extend the approach to
related metrics such as set difference and edit distance.

Construction for Hamming Errors. Suppose the input w is an n bit string.
Our starting point is a deterministic, linear secure sketch s = SS(w) that is k
bits long; let n’ = n—k. We assume that SS is a surjective, linear function (this is
the case for the code-offset construction for the Hamming metric), and so there
exists an k X n matrix S of rank k£ such that SS(w) = Sw (see footnote 2. Let
St be an n’ x n matrix such that the n x n matrix (S%) has full rank. We let

SSt(w) = Stw. One can view SS*(w) as the information remaining in w once
SS(w) has been learned by the adversary.

Gen(w):
1. Set s = SS(w), ¢ = SS*(w)

- Parse ¢ as a||b with |a] =n/ — v and [b] = v
- Let L =2[k/(2(n’ —v))]. Pad s with 0s to length L(n' — v).
Parse s as s;_1|[sp—z]| ... ||so, for s; € GF(2" V).
2. Select i — GF(27 V)
- Define fs;(z) = 223 + 22 (sp_12 "t + sp 0wl ™2 4+ + 50) +ix
3. Set 0 = [fs,i(a)]} + b and output R = [ia];‘;:l” and P = (s,i,0).

To reproduce R given w’ and P’ = (s,i’,0"), first compute w* = SRec(w’, );
make sure SS(w*) = s and dis(w*, w’) < t (if not, output L). Let ¢ = SS*(w*);
parse ¢ as d’||b/. Compute o* as above using s',a’,b’,4', and check that this
matches the value o’ received. If so, output R = [i'a’ ]Z;r_l”, else output L.

The polynomial fs; defined above differs from the message authentication
technique in the previous section only in the leading term z*+3 (and the forcing
of L to be even). It has the property that for any pair (s',i") # (s,1), and for
any fixed offset A,, the polynomial f,;(z) — fs i (x + 4A,) is a non-constant
polynomial of degree at most L + 2 (this is easy to see for A, = 0; if A, # 0,
then the leading term is ((L + 3) mod 2)A,x%*2). In our analysis, we use the
linearity of the scheme to understand the offset A, = a’—a, and conclude that the
adversary succeeds only if she can guess the last v bits of fs ;(x) — for o (x+ A,),
which happens with low probability. Note that this definition of fs; amounts to
a message authentication code (MAC) provably secure against a class of related
key attacks where the adversary Eve can force the receiver to use a key shifted
by an offset of Eve’s choice. We obtain:

Theorem 2. Let |w| = n. Assume SS is an (m,m — k,t)-secure sketch for the
Hamming metric. Then for an appropriate setting of v, the above construction
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is an (m, ¥, t,e,8)-weakly robust fuzzy extractor for any m,e, 6,4 > 0 satisfying
£ <2m—n—k—2tlog(F) — 2log(zmz) — O(1). It is an (m,{,t,¢,0)-strongly
robust extractor when ¢ < % (2m —n — k — 2tlog(<*) — 2log(<%5)) — O(1).

The proof of this theorem is deferred to the full version. We briefly discuss the
parameters in the statement. In the weakly robust case, the bound on /¢ dif-
fers in two large terms from the errorless bound 2m — n (assuming, say, that
€,0 = 2_0(”)). First, we lose the length of the sketch k. This is not surpris-
ing, since we need to publish the sketch in order to correct errors.> The second
term 2¢(log &%) is also easy to explain, although it appears to be a technicality
arising from our analysis. Our analysis essentially starts by giving the attacker
the error pattern A = w’ @ w “for free”, which in the worst case can reduce
the min-entropy w by the logarithm of volume of the Hamming ball of radius
t. This logarithm is at most flog 5*. Our analysis can, in fact, yield a more

general result: if 7 = Hoo (W | A), then 2(m — tlog £¢) in the above bounds on
¢ simply gets replaced with 2m. For instance, when knowing the error pattern
w’ @ w does not reduce the entropy of w (say, the errors are independent of w,
as in the work of Boyen [Boy04]), then the term 2tlog %* disappears from the
bounds.

The analysis gives away A since we can then use the linearity of the sketch
to conclude that the adversary knows the difference between the original in-
put w and the value w* that Rep(w’, P) reconstructs. This means she knows
A, = d — a, and we can use the properties of f,; to bound the forgery
probability.

Extensions to Other Metrics. The analysis of the previous section relies
heavily on the linearity of the secure sketch used in the protocol and on the
structure of the Hamming space. We briefly indicate how it can be extended to
two seemingly different metric spaces.

In the set difference metric, inputs in W are sets of at most r elements in a
large universe [N] = {1,..., N}, and the distance between two sets is the size
of their symmetric difference. This is geometrically identical to the Hamming
metric, since one can represent sets as characteristic vectors in {0, l}N. However,
the efficiency requirement is much stricter: for set difference, we require that
operations take time polynomial in the description length of the inputs, which
is only rlog N, not N.

In order to extend the analysis of the previous section to handle this different
representation of the input, we need a pair of functions SS(), SSL() that take sets
and output bit strings of length k and (r log N)—k, respectively. A set w of size up
to r should be unique given the pair (SS(w),SS™(w)), and the functions should
possess the following linearity property: the addition or removal of a particular
element to/from the set should correspond to adding a particular bit vector to
the output. The SS() function of the BCH secure sketch of Dodis et al. [DORS06]

3 In fact, a more naive construction would lose 2k, since the sketch reduces the min-
entropy m by k, and blindly applying the errorless bound 2m — n would double this
loss. The use of SS* is precisely what allows us not to lose the value k twice.
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(called “PinSketch”) is, in fact, linear; it outputs ¢ values of log N bits each in
order to correct up to t errors, thus producing sketches of length k£ = tlog N.
For SS*(), we can use the last r — ¢ values computed by PinSketch with error
parameter r. Since N is large, tlog N is a good upper bound on the logarithm
of the volume of the ball of radius ¢t. We obtain the following statement, proved
in the full version:

Corollary 1. For any r,m,t,e,0, there exists a weakly robust fuzzy extractor
for set difference over sets of size up to r in [N] with extracted key length £ =
2m — (r + 3t)log N — O(log(rlz—%N)), and a strongly robust extractor with { =

L(2m — (r + 3t)log N) — O(log (&N )),

In the edit metric, inputs are strings over a small alphabet and distance is mea-
sured by the number of insertions and deletions required to move between strings.
Dodis et al. defined a weak notion of a metric embedding?* sufficient for key agree-
ment and showed that the edit metric can be embedded into set difference with
relatively little loss of entropy [DORS06, Lem.7.3]. In our protocols, we can
use embeddings along the lines of [DORS06] provided they are deterministic.
The analysis then works as before, except it is applied to the embedded string
(w) (the same idea may not work for randomized embeddings since ¥ (w) may
then depend on P). The embedding of [DORS06] is indeed deterministic, and
we obtain the following (for exact constants, see [DORS06, Thm 7.4]):

Corollary 2. For any m > n/2, there exists a robust fuzzy extractor tolerating
t = 2(nlog® F/log®n) edit errors in [F|" which extracts a key of length £ =
2(nlog F) with parameters e, = 2~ %nlog ),

4 Keyed Robust Fuzzy Extractors and Their Applications

In this section we show that the addition of a very short secret key SK allows us
to achieve considerably better parameters when constructing keyed robust fuzzy
extractors. The parameters are optimal up to constant factors.

To motivate our construction, let us recall the naive transformation from
regular fuzzy extractors to keyed robust fuzzy extractors discussed in Section 2.
Suppose we start from the generic construction of a fuzzy extractor: P = (s, 1),
where s «— SS(w), and R = Ext(w;i) where Ext is a strong extractor. In an
attempt to make this construction robust, we set SK = p and 0 = MAC, (s, 1),
and redefine P to also include the tag o. The problem is that the value o allows
the attacker to distinguish the real key p from a random key U),, since the
attacker knows the authenticated message (s, 7). Thus this scheme fails to meet
the extraction requirement (Def. 7).

We can change the scheme to avoid this. First, note that Rep must recover the
input w = Rec(w’, s) before computing R. Thus, we can add w to the authen-
ticated message without sacrificing the correctness of the scheme: that is, set

4 Roughly, a embedding of a metric space M into another space My is an efficiently
computable function 1 : M1 — M3z which preserves distances approximately.
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o = MAC,(w, s,7). This does not strengthen the robustness property (Def. 6),
which was already satisfied by the naive scheme. However, it does help sat-
isfy extraction (Def. 7). In the naive scheme the attacker A knows the message
(s,i) we are authenticating. In contrast, W has high entropy from A’s point of
view, even given SS(W) and R (for appropriate parameters). Thus, to make the
pair (P, R) independent of SK = p, it suffices to construct information-theoretic
MACs whose key p looks independent from the tag, as long as the authenti-
cated message has high min-entropy. In other words, if we can ensure that the
MAC is simultaneously a strong randomness extractor, we can solve our
problem.

4.1 Extractor-MACs

Definition 8. A family of functions {MAC, :{0,1}" — {0,1}"} is a strong
(m, e, 6)-extractor-MAC if it is simultaneously a strongly 6-secure one-time MAC
(Def. 3) and a (m,e)-strong extractor (Def. 2, where the key p is the seed). <

We can construct extractor-MACS with (essentially optimal) key length
O(logn + log (%) + log (%)) The idea is to modify the “AU” extractor con-
struction of Srinivasan and Zuckerman [SZ99] so that it is also MAC.

Before giving an optimal construction, note that pairwise independent hash
functions are simultaneously (strong) one-time MACs and strong extractors.
For example, consider the function family f,,(z) = [az]|} + b, where a € Fau,
b € Fov, and [az]} denotes the truncation of ax to the first v bits. This is
pairwise independent [CW79], and gives an extractor-MAC with key length
u+v = n+ log (%) The key length needed to authenticate a wu-bit message
is k =u+v = u+ log (%), which is rather large. However, we can reduce
the key length by first reducing the size of the input using almost-universal
hashing.

Specifically, let {ps} be a (6g2/2)-almost-universal hash family mapping 7 bits
to w bits, and compose it with a pair-wise independent family {f,} from u to v
bits, where v = log (§) + 1. That is, set MAC,,g(w) = pg(fa(w)). By Lemma 2,
{MAC, s} is a strong §-secure MAC, since 6e?/2 + 27V < §. Furthermore,
composing 61- and dz-almost universal families yields a (61 4 62)-almost-universal
family. Thus {MAC, s} is (1 + £2)27U-almost-universal. By the left-over hash
lemma (Lemma 1), it is a (m, )-extractor with m = v + 2log (1).

It remains to set u so that we can construct a convenient almost universal hash
family {ps}. We can use a standard polynomial-based construction, also used in
previous sections. The key (3 is a point in Fou, and the message x is split into
¢ = n/u pieces (z1,...,x.), each of which is viewed as an element of Fou. Now,
set pg(w1...7.) = 2871 +...+ 228 + x1. This family is ¢/2%-almost universal
with key length u. We can set u = v + log(%) = 2log (%) +log (3) +logn — 1
to make ¢/2% < 6% /2. This gives key length u + 2v, and we obtain:

Theorem 3. For any 6, and m > log (%)—i—Q log (%) +1, there exists a (m, €,0)-
extractor-MAC with key length k = 2logn + 3log (%) + 4log (%) and tag length
v = log (%) + 1.
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4.2 Building Keyed Robust Fuzzy Extractors

We now apply the extractor-MACs to build keyed robust fuzzy extractors for M
(which we assumed for simplicity is {0, 1}™). We start with a generic construction
and set the parameters below.

Assume (SS, SRec) is a (m,m, t)-secure sketch with sketch length k, Ext is a
strong (m — log (é) ,€)-extractor having a seed i of length d and an output of
length ¢, and MAC is a (m — ¢ —log (%) , €, 0)-extractor-MAC from n = n+k+d
bits to v bits having a key p of length x. We now define a keyed robust fuzzy
extractor with secret key SK = u:

— Gen,(w): compute sketch s < SS(w), sample ¢ at random, set key R =
Ext(w; i), tag 0 = MAC,(w, s,1), P = (s,i,0) and output (R, P).

— Rep,, (w', (s',7',0")): Let w = SRec(w’, s’). If MAC,(w, s',i") = o', then R =
Ext(w;1); else R = L.

Theorem 4. The above construction is a (m,£,t,4e,)-robust keyed fuzzy ex-
tractor, which uses a secret key SK of length k and outputs public information
P of length k + d 4+ v.

The proof of this Theorem is given in the full version. We remark that if Lemma 1
(resp. Theorem 3) is used to instantiate the extractor Ext (resp. extractor-MAC
MAC) above, then a (m, €)-extractor (resp. (m — ¢, ¢, 6)-extractor-MAC) is suf-
ficient for Theorem 4 to hold. We also note that a variant of this construction
(whose security is proven analogously) would move the extractor seed i into the
secret key SK. Namely, set SK = (p, ), 0 = MAC,(w,S) and P = (S,0). The
main advantage of this variant is that the scheme becomes non-interactive in the
case of no errors (i.e., t = 0). However, in order to keep the length of SK low
one must use considerably more complicated strong extractors than those given
in Lemma 1.

THE PRICE OF AUTHENTICATION. We compare the parameters of Theorem 4 to
the original (non-robust, non-keyed) constructions of [DORSO06]. First, note that
the choice of a sketch and strong extractor can be done in the same manner as for
non-robust fuzzy extractors. For concreteness, assume we use almost-universal
hash functions as extractors, and let us now apply Theorem 3 to choose the
extractor-MAC. Then the secret key SK is the just the MAC key p, which has
length k = 2log n+3 log (%)+410g (%) This is 2 log n+3 log (%)+410g (é)—I—O(l)
when d,k = O(n). Second, recall from Theorem 3 that the extractor-MAC is a
good extractor as long as its min-entropy threshold m—/ is at least v+2 log (%) =
1+ log (%) + 2log (%) We get security as long as £ < m — 2log (%) — (log (%) +
1). Compared with non-robust extractors, which required ¢ < m — 2log (%)
[DORS06], the keyed, robust construction loses at most log (3) + 1 bits in the
possible length of the extracted key. Finally, the length of the public information
P increases by the (short) tag length v = log (%) + 1. Overall, the parameters
remain similar to the corresponding “non-robust” case.
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4.3 Application to the Bounded Storage Model with Errors

We briefly recall the key elements of the bounded storage model (BSM) with
errors [Din05, DS05], concentrating only on the stateless variant of [DS05]. Our
discussion will be specific to Hamming errors.

In the bounded storage model, the parties (say, Alice and Bob) have a long-
term secret key sk, and at each period j have access to two noisy versions X
and X} of a very long random string Z; (of length N). Both the honest parties
and the attacker A are limited in storage to fewer than N bits. More specif-
ically, A can look at Z; and store any yN bits of information about Z;, for
7 < 1 (so that on average Z; has entropy about (1 — )N from her point of
view). The honest parties are also limited in their storage, but they can use
their shared key to gain an advantage. For example, in “sample-and-extract”
protocols [Vad04], one part of the shared key consists of a key sam for an obliv-
ious sampler [BR94, Vad04]. Roughly, sam specifies n secret physical bits of
X/ X} which Alice and Bob will read, obtaining n-bit substrings W; and Wj.
The properties of the sampler ensure that (a) with high probability W; and WJ’
are still close (i.e., within Hamming distance ¢ from each other); and (b) with
high probability, A still has some uncertainty (min-entropy m ~ (1 —~)n) about
W; and W/.

This setup is quite similar to the setting of keyed robust fuzzy extractors, and
provides a natural application for them. Alice and Bob can use part of the shared
secret as a key SK for the robust fuzzy extractor; she can then run Gensk (W) to
obtain (P}, R;) and send P; to Bob. Bob can run Repgy to (hopefully) get either
the key R; or L, an indication that Alice’s message was modified in transmission.

However, there is a subtle difference between the setting of the keyed robust
extractors induced by the BSM and the setting we considered so far, which
already causes difficulties even in the case of authenticated channels [DS05].
In our model, discussed in Section 2, the (t,m)-correlated pairs (W;, W) were
arbitrary but fixed a priori. In contrast, in the BSM A can adaptively choose
her storage function at each period, based on what was seen so far, and therefore
affect the specific (still high-entropy) conditional distribution of each sampled
W;. In particular, if the public values P; seen by A could reveal something
about the long-term key sk = (sam,SK), then Eve can affect the conditional
distribution of the subsequent W; in a manner dependent on sk, making it
unsound to reuse sk in the future.

On a positive side, our definition of keyed robust extractors (Def. 7) was strong
enough to ensure that the public value P is statistically independent from the
key SK (meaning it is safe to reuse SK). On a negative side, it still allowed the
value P to depend on the distribution of W (which, in turn, depends on the
sampling key sam), making it insufficient for reusing the sampling key sam.
And this is precisely why for this application of keyed robust extractors we will
need the enhanced notion of strongly secure keyed robust extractors mentioned
in Def. 7. Namely, the public value P not only hides the secret key SK, but even
the distribution of W: (SK, R, P) ~. (Ujsk|, U, U)p|). A similar argument to the
authenticated case of [DS05] shows that strongly secure keyed robust extractors
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are sufficient to solve the unauthenticated setting. Thus, we turn to constructions
of such robust extractors.

STRONGLY SECURE KEYED ROBUST EXTRACTORS. Examining the keyed con-
struction in Theorem 4, we see that the only place where the value P = (S, I, 0)
depends on the distribution of W is when computing the sketch S «— SS(W).
Indeed, the seed I is chosen at random, and the value o = MAC,, (W, S, I) looks
random by the properties of the extractor-MAC. Thus, to solve our problem we
only need to build an (m, m, t)-secure sketch SS such that SS(W) is statistically
close to uniform whenever W has enough min-entropy: SS(W) ~. Ujss(w)| (no-
tice, such sketches can no longer be deterministic). Luckily, such (probabilistic)
sketches, called (m,m, t, €)-extractor-sketches (or “entropically-secure” sketches)
were studied by Dodis and Smith [DS05], since they were already needed to solve
the noisy BSM problem even in the authenticated channel case. In particular,
[DS05] built extractor-sketches for the binary Hamming metric whose parame-
ters were only a constant factor worse than those of regular sketches.

Theorem 5 ([DSO05]). For any min-entropy m = (2(n), there exists efficient
(m,m, t,e)-extractor-sketches for the Hamming metric over {0,1}"™, where m, t
and log (1) are all 2(n), and the length of the sketch is O(n).

Returning to the construction of strongly secure, keyed robust extractors, we
observe that Theorem 4 indeed yields such extractors (with error 5¢ instead
of 4¢) if one uses (m,m,t,¢e)-extractor-sketches in place of regular (m,m,t)-
sketches. Combining this observation with Theorem 5, we obtain:

Theorem 6. For any min-entropy m = (2(n), there exists efficient (m, ¢, t,€,0)-
strongly secure, robust, keyed fuzzy extractor for the Hamming metric over
{0,1}", which uses a secret key of length O(logn + log (%) + log (%)), toler-
ates t = §2(n) errors, extracts £ = 2(n) bits, and has public information P of
length O(n).

APPLICATION TO THE BSM. As we stated, after Alice and Bob use the shared
sampling key to obtain close n-bit strings W and W', respectively, they will use
a strongly secure, keyed, robust fuzzy extractor (Gensk, Repgy) to agree on a ses-
sion key R over an unauthenticated channel. To get a specific construction, we
can use Theorem 6 above. In doing so, we see that the only difference between the
resulting scheme and the solution of Dodis and Smith [DS05] (for the authenti-
cated channel) is that Alice and Bob additionally share a (short) extractor-MAC
key SK, and also append a (short) extractor-MAC of (W, S, I) to the public in-
formation (.5, I) that Alice sends to Bob. Therefore, our construction retains the
nearly optimal parameters of [DS05], while also adding authentication.

More specifically, assume N, e, are given. Since the number of read bits n
can be chosen by Alice and Bob, it is convenient to specify the required number
of extracted bits ¢, and choose n afterwards. Then we obtain a stateless protocol
in the BSM model with Hamming errors satisfying: (1) key reuse (stateless) and
everlasting security; (2) having shared secret key sk of size O(log N + log (%) +
log (%)), (3) having forgery probability at most 6 against active attacker; (4)
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having Alice and Bob read n = O(¢) random bits W from the source and extract
¢ bits R which are e-close to uniform; (5) having Alice and Bob tolerate linear
fraction of errors (i.e., t = {2(n)); and (6) having Alice send a single O(¢)-bit
message to Bob. All these parameters are optimal up to a constant factor.

Acknowledgments. We would like to thank Hoeteck Wee for his collaboration at
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Abstract. We study a problem of secure data storage in a recently
introduced Limited Communication Model. We propose a new crypto-
graphic primitive that we call a Forward-Secure Storage (FSS). This
primitive is a special kind of an encryption scheme, which produces huge
(5 GB, say) ciphertexts, even from small plaintexts, and has the follow-
ing non-standard security property. Suppose an adversary gets access to
a ciphertext C' = E(K, M) and he is allowed to compute any function h
of C, with the restriction that |h(C)| < |C| (say: |h(C)] = 1 GB). We
require that h(C) should give the adversary no information about M,
even if he later learns K.

A practical application of this concept is as follows. Suppose a cipher-
text C' is stored on a machine on which an adversary can install a virus.
In many cases it is completely infeasible for the virus to retrieve 1 GB
of data from the infected machine. So if the adversary (at some point
later) learns K, then M remains secret.

We provide a formal definition of the FSS, propose some FSS schemes,
and show that FSS can be composed sequentially in a secure way. We
also show connections of the FSS to the theory of compressibility of
NP-instances (recently developed by Harnik and Naor).

1 Introduction

One of the main problems in the practical data security are the attacks of mal-
ware like Internet worms, Trojan horses or viruses. For an average user it is
quite common that his PC gets from time to time infected by some malicious
program. Once installed, such a program can take full control over the infected
machine, and it may steal some confidential message M that is stored on the
machine. A natural solution for this problem is to use encryption and to store
only a ciphertext C' = E(K, M), where K is some secret key. Clearly, for the
security of this method we need to assume that the key K is stored outside of
the machine: in user’s memory or on some other safe device. If the key K leaks
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to the adversary, then it may seem that all the security is inevitably lost, since
the adversary that knows C and K can decrypt M.

In this paper we show how to limit the bad consequences of the key leakage.
We will use the methods of a newly-introduced [12] Limited Communication
Model (LCM)*. The main idea is as follows. Of course, if the intruder knows K
at the moment when he got access to C' then he can easily decrypt M. But what
if he learned K after he got access to C?7 Clearly, if C' is small then the intruder
can simply retrieve C' and wait until he learns K. So what if C is large (e.g.
5 GB)? In this case retrieving the entire C' from the infected machine may be
much harder. So, suppose that the adversary got access to the machine on which
C' is stored (and for the moment he has no information about K). Assume that
he can perform some arbitrary computation on C' and that he may retrieve the
result ~A(C). Clearly, if |h(C)| = |C| then he may simply set h(C) = C, so let us
assume that |h(C)| < |C] (e.g. |h(C)| =1 GB and |C| = 5 GB). Suppose that
later the adversary learns K. Clearly, if E is some standard encryption scheme,
then the knowledge of h(C) and K allows the adversary to obtain some partial
information on M.

We propose a special type of encryption schemes that guarantee that the
adversary that knows h(C) and K does not get any substantial information on
M. We call this new primitive a Forward-Secure Storage (FSS). We define its
security, propose implementations, and show connections to the theory of the
compressibility of NP-instances [16] that was recently developed by Harnik and
Naor (see Sect. 2), the Bounded Storage Model and the Hybrid Bounded Storage
Model (see Sect. 3).

Some proofs and details are omitted because of the page limit and appear in
an extended version of this paper [13].

1.1 How Realistic Is Our Scenario?

We believe that FSS is an interesting notion just from the theoretical point of
view. Still, it may also find some practical applications. Let us now consider the
question how realistic is the assumption that the key K leaks after the adversary
lost access to C'. Here we list the cases when this can happen.

1. If the key K is stored on some safe device (a floppy-disc, say) then this device
may be physically stolen. The key K may also leak to the adversary if the
floppy-disc is inserted in some compromised device (this can happen if the
user uses the same key to encrypt data on several machines).

2. If the key K is a human-memorized password, then the adversary can crack
the password by trying all possible passwords in the dictionary. While this
operation may be hard to perform in an unnoticeable way directly on the vic-
tim’s machine, it is usually doable if the attacker downloads C' = E(K, M),
and then performs the dictionary attack on his own machine. This scenario
was already considered in [9] in a weaker model (see Sect. 2). Note that it is

! This name was proposed in [5].
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unclear how to formally model the fact that the adversary can crack pass-
words on his own machine, but he cannot do it on the victim’s machine. We
discuss it is Sect. 8.

3. Even if the key K is cryptographically strong and it does not leak, the
adversary may still hope that at some point in the future he can break it,
when new cryptanalytic methods, or more computing power are available.

Practicality of the Assumptions. Note that the current storage prices are
extremely low. Today’s price of one blank DVD (which has almost 5 GB of
storage) is around 50 cents, and new HD-DVD and Blu-Ray technologies (which
allow to store up to 50 GB on one disc) are entering the market right now. At the
same time, downloading a 1 GB from an average PC connected to the Internet
can still take considerable time. Also, observe that in many cases the adversary
will not perform the attack if he can be traced down, and it may be quite hard to
download 1 GB in an untraceable way (unlike downloading 1 KB of data, which
can be posted e.g. on a Usenet newsgroup). One can also consider limiting the
possible amount of retrieved data by constructing devices with artificially slow
memory access (this was considered in [20]).

1.2 Owur Contribution

We define the notion of the Forward-Secure Storage (Sect. 4), distinguishing
between three levels of security: information-theoretic, computational, and hy-
brid (which is a mix of the former two). We show constructions of FSS schemes
(Sect. 6). We prove that FSS is secure if composed sequentially (Sect. 7) and
show how FSS can be used to protect encrypted data with a human-memorized
key (Sect. 8). We show the connections with the theory of compressibility of
NP-instances (Sect. 5). Note that (except of Sect. 8) we do not use the Random
Oracle Assumption [2].

2 Related Work

The Work of [9]. Consider the scenario in Point 2 in Sect. 1.1 (i.e. K is a
human-memorized password). This was studied already in [9]. The difference
between our model and theirs is that they do not allow the intruder to perform
arbitrary computation on the victim’s machine. The only thing that the adver-
sary can do is to retrieve some individual bits (C;,,...,C;,) of the ciphertext
C = (C1,...,Ct). This may seem unrealistic, since the malicious programs can
easily perform computations on the victim’s data. In this model they propose
an efficient solution (a system called VAST) for the problem of secure storage.
Their solutions assumes the Random Oracle Model. We will later refer to the
model of [9] as a Bounded-Retrieval Model. This term was introduced in [7].

Intrusion Resilience of [12]. The model that we consider in this paper was
proposed in [12]2. It is shown in [12] that in this model one can implement

? Some of the ideas of [12] were also independently discovered in [5].
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protocols for the entity authentication and the session-key generation. The se-
curity of the protocols in [12] is proven in the Random Oracle Model. This
assumption was later removed in [5]. We will refer to the model of [12] (and of
our paper) as the Limited Communication Model.

The Theory of [16]. One of our main inspirations is the theory of the com-
pressibility of NP-instances recently developed by Harnik and Naor [16] (see also
[11]). Suppose that we are given an NP-language L C {0,1}*. We say that L
is w-compressible (to another NP-language L') if there exists a polynomial-time
m-compressing algorithm C : {0,1}* — {0,1}* such that (1) = € L if and only if
C(xz) € L', and (2) for every x € {0,1}*, we have |C(z)| < 7(|z|). We say that L
is compressible (to L') if 7 is polynomial in log|z| and in w(x), where w(z) is
the maximal size of the witness for the instances of length |z| (otherwise we say
that it is incompressible).

A compressing algorithm is witness-retrievable if there exists a polynomial-
time algorithm W such that if v is an NP-witness for x € L, then W (v) is an
NP-witness for C(x).

Showing that there exists an incompressible NP-language (under the standard
cryptographic assumptions) is currently an open problem. In an updated version
of [16]® the authors show, however, that if one-way functions exist then there
does not exist a witness-retrievable compressing algorithm for SAT.

All-Or-Nothing Transform. A scenario similar to ours was consider in [27]
(and in several subsequent papers), where the notion of the All-Or-Nothing
Transform was introduced. Namely, [27] proposes an encryption method where
it is hard to get any information on M, given K and most (but not all) of the
bits of C = E(K,M). Note that the fundamental difference between [27] and
our work is that [27] assumes that the adversary knows some individual bits of
C (like in the Bounded Retrieval Model, described above), while in our model
the adversary can compute an arbitrary function h of C' (with |h(C)| < |C|).
See also Sect. 9.

3 Tools

Bounded-Storage Model. We will use the results from the Bounded-Storage
Model (BSM), introduced by Maurer in [24]. This model was studied in the con-
text of information-theoretically secure encryption [1,15,23,28], key-agreement
[4,14], oblivious transfer [3,10] and time-stamping [25]. In this model one assumes
that a random string R € {0,1}'®sM (called a randomizer) is either temporar-
ily available to the public or broadcast by one of the legitimate parties. The
honest users, Alice and Bob share a short secret initial key K € {0,1}"BsM
selected uniformly at random, and they apply a known key-expansion func-
tion f : {0,1}7mBsM x {0, 1}'BsM — {(, 1}"BSM to compute the derived string
X = f(K,R) € {0,1}"ssM (usually npsm > mpsm). Later X can be used,

3 Available at http://www.cs.technion.ac.il/ harnik.
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e.g., as a key for the one-time pad encryption. The function f must be efficiently
computable and based on only a very small portion of the bits of R, so that
Alice and Bob need not read the entire string R.

We assume that the adversary Apswm (that is a computationally-unbounded
Turing Machine) can compute an arbitrary function h of R, with the sole re-
striction that the output U = h(R) of this computation has a limited size:
U € {0,1}8sM where sgsm < tpsm- The adversary is allowed to store in his
memory only U. After R disappears, the adversary should have essentially no
information about X, even if he learns K. To define the security more formally,
we consider the following game:

BSM - distinguishing game

Phase 1: R is generated randomly and passed to the adversary. The adver-
sary can perform arbitrary computations and he can store some value U =
h(R) € {0,1}*5sM. He is not allowed to store any other information. Then,
the randomizer disappears.

Phase 2: The adversary learns K. Let b € {0,1} be chosen uniformly at ran-
dom. Define

5. {f(K,R) ifb=0

~ 1 a random element of {0,1}"B™ otherwise.

and send X to the adversary. The adversary has to guess b.

We say that the adversary Agsm breaks the BSM scheme f with an advantage e if
his chances of guessing b correctly are 0.5+ €. To reason about the security in the
asymptotic way, let us introduce a security parameter & which is an additional
input of f and of the adversary. Let us assume that the parameters mpsn, nBsMm
and tpsy are functions of k. For a function o : IN — IN we say that function
f is o-secure in the bounded-storage model if any adversary with memory at
most s = o(k) breaks the scheme f with a negligible* advantage. Several key
expansion functions [1,15,23,28] were proven secure in the past couple of years.®

Observe that in some sense the assumptions in the BSM are opposite to the
assumptions in the Limited Communication Model, since in the BSM we assume
that transmission of large amount of data is cheaper than storing it. Nevertheless
(as observed already in [12]), it turns out that the theorems proven in BSM are
useful in the LCM.

Hybrid Bounded-Storage Model. The Hybrid Bounded-Storage Model [14] is
defined as follows. Suppose that K is generated by a computationally-secure key-
agreement protocol. Clearly, an infinitely-powerful adversary can break such a

* A function € : IN — R is negligible (in k) if for every ¢ > 1 there exists ko such that
for every k > ko we have |e(k)| < k™°.

® In these papers security of a BSM function is defined in a slightly different way.
Namely, it is required that the distribution of X is statistically close to uniform
from the point of view of the adversary (who knows K and U). It is easy to see that
these definitions are in fact equivalent.
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key-agreement. Therefore, assume that the computational power of the adversary
is restricted (to polynomial time) until the randomizer disappears (at the end
of Phase 1). Of course, when the adversary later gains the unlimited computing
power, he can compute K (if he recorded the transcript of the key-agreement),
but this should not be dangerous, since in the BSM the security holds even when
the initial key K is given to the adversary (in Phase 2). In [14] it was shown that
this reasoning is not correct. Namely, they show an example of a (very artificial,
but computationally-secure under the standard assumptions) key agreement that
cannot be safely used in this context. For more details see [14] or [17], where
this model was recently formalized and generalized.

Private Information Retrieval. A PIR [6,21] scheme (U, D) is a protocol for
two parties, a user Y and a database D, allowing the user to access database
entries in a way that D cannot learn which information U requested. More pre-
cisely, the database content can be modeled as a string = (x1,...,2;) € {0,1},
and U wants to access some bits ;,,...,z;, of x, such that D does not learn
I :=i1,...,iq. It is not relevant whether U learns more than z;,,...,z;,. A
typical PIR protocol proceeds in three stages. First, U sends a query, depending
on I. Let Q(I) denote the query for indices in I. Second, D computes the reply
R(Q(I),z) and sends it to ¢. Third, U extracts z;,,...,z;, from R(Q([),x).
The scheme is computationally private if no efficient distinguisher can distin-
guish Q(7I) from Q(I'), for any I and I’ such that |I| = |I’|. To avoid trivial
solutions, we require that |R(Q(I),x)| < I.

Several PIR schemes were proven secure under different intractability assump-
tions. For example the scheme proposed in [21] is based on the computational diffi-
culty of the quadratic residuosity problem, and in [22] it was shown how to construct
a PIR protocol from any one-way trapdoor permutation. In [8] it was shown that
the assumption that PIR exists implies the existence of the Oblivious Transfer.

Symmetric Encryption. A symmetric encryption scheme is a pair (E, D) of
polynomial-time algorithms. Algorithm FE takes as input a security parameter
1% a key K € {0,1}™= and a message M € {0,1}"= and outputs a ci-
phertext C = E(K, M) € {0,1}5m (we will assume that msym, Nsym and lsym
are functions of k). Algorithm D takes as input 1*, K and C and outputs M.
We require that always D(K, E(K,M)) = M. The security of an encryption
scheme is defined as follows. Consider an adversary Aq,. that is a probabilistic
polynomial-time machine that can specify two messages MY and M! (of the
same length). Later, he receives C = E(K,M¢) for a random key K and a
random bit ¢ € {0,1}, and he has to guess c. If Ay guesses ¢ correctly with
probability 0.5 + € we will say that he breaks (E, D) with advantage €. We say
that (E, D) is computationally secure if any Aey,c breaks (E, D) with advantage
that is negligible in k.

Pseudorandom Generators. A pseudorandom generator (PRG) is a polyno-
mial-time algorithm G that takes as input a security parameter 1*, and a
seed K € {0,1}Y"Pra(k) and outputs a much longer string G(K). A PRG G
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is computationally-secure if any polynomial-time adversary is not able to distin-
guish G(K) from a truly random string (with a non-negligible advantage). This
can be formalized in a similar way as the symmetric encryption in the definition
above. It was shown in [18] that a pseudorandom generator can be built from
any one-way function.

Oblivious Transfer. An Oblivious Transfer (OT) is a protocol between a
Sender S (that takes as an input (bg,b;) € {0,1}? and a security parameter
1¥) and a Receiver R (with an input ¢ € {0,1} and the security parameter 1%).
After the execution of the protocol, the Receiver should know b. (we allow a neg-
ligible probability of error). This property is called correctness of the protocol.
Moreover: (1) the Receiver should have essentially no information on b;_. (this
is called privacy of the Sender) and (2) the Sender should have essentially no
information on ¢ (this is called privacy of the Receiver). In this paper we assume
that the security holds in the honest-but-curious setting (i.e. even the corrupted
parties follow the protocol). More formally, the security is defined as follows, let
OT(c; bo, by; 1%) denote the execution of the OT protocol (with the inputs ¢, by, by
and 1%). To define the privacy of the Sender we require that any polynomial-
time Receiver should not be able to distinguish between OT(0;b,0;1%) and
OT(0;b,1;1%), and between OT(1;0,b;1%) and OT(1;1,b;1%) (for b € {0,1}).
Similarly, to define the privacy of the Receiver we require that any polynomial-
time Sender should not be able to distinguish (with a non-negligible advantage)
between OT(0;bg,by;1%) and OT(1;bg,by;1%) (for by, by € {0,1}).

An infinitely-often Oblivious Transfer (ioOT) is an Oblivious-Transfer proto-
col for whose correctness holds only for infinitely many values kg, k1, ... of the
security parameter k. For all values not in {ko, k1, ...} the Receiver instead of
learning b, gets L, except with negligible probability.

An Oblivious- Transfer with an inefficient algorithm for the Receiver is an OT
protocol where the running time of the algorithm for the Receiver is not limited,
and where the privacy of the Sender holds when the Receiver is computationally-
unbounded. This notion is non-standard (we are not aware of any previous use
of it) and we need it for purely theoretical purposes (in Sect 6.3). Clearly, such
a protocol itself has no practical significance, as the security of the Receiver is
still protected only computationally, and thus the honest Receiver is assumed to
have more commutating power than the dishonest Sender.

4 Definition of the Forward-Secure Storage

The main idea of the Forward-Secure Storage is as follows. It can be viewed
as a randomized symmetric encryption scheme, where the encryption algorithm
Encr produces (for a given secret key K and a message M € {0,1}°7ss) a huge
ciphertext C' = Encr(K, M) € {0,1}'*ss. One can imagine that C is stored on a
machine which can be attacked by an adversary. Once the adversary gets access
to the infected machine, he can perform an arbitrary computation on C', with the
restriction that the output U has to be of size at most s < t. Once the adversary
learned U