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Preface

Crypto 2002, the 22nd Annual Crypto Conference, was sponsored by IACR,
the International Association for Cryptologic Research, in cooperation with the
IEEE Computer Society Technical Committee on Security and Privacy and the
Computer Science Department of the University of California at Santa Barbara.
It is published as Vol. 2442 of the Lecture Notes in Computer Science (LNCS)
of Springer Verlag. Note that 2002, 22 and 2442 are all palindromes... (Don’t
nod!)

The conference received 175 submissions, of which 40 were accepted; two sub-
missions were merged into a single paper, yielding the total of 39 papers accepted
for presentation in the technical program of the conference. In this proceedings
volume you will find the revised versions of the 39 papers that were presented
at the conference. The submissions represent the current state of work in the
cryptographic community worldwide, covering all areas of cryptologic research.
In fact, many high-quality works (that surely will be published elsewhere) could
not be accepted. This is due to the competitive nature of the conference and
the challenging task of selecting a program. I wish to thank the authors of all
submitted papers. Indeed, it is the authors of all papers who have made this
conference possible, regardless of whether or not their papers were accepted.

The conference program was also immensely benefited by two plenary talks.
The first invited talk was by Andrew Chi-Chih Yao, who spoke on “New Direc-
tions in Quantum Cryptographic Protocols.” In the second talk, David Chaum
gave the 2002 IACR Distinguished Lecture, entitled “Privacy Technology: A
Survey of Security without Identification.”

My deepest thanks go to the program committee members. Serving on a pro-
gram committee seems, at times, like a thankless job. When a paper is accepted
certain people may believe it is due to the paper’s intrinsic quality, whereas
when a paper is rejected it is attributed to the misjudgment of committee mem-
bers. The demanding nature of the task of careful evaluation and selection is, at
times, easily forgotten. In reality, the reviewing process for this conference was
a huge challenge that demanded from committee members top-level scientific
capabilities, combined with a lot of time-consuming hard work. Each paper was
reviewed by at least three members, and some papers (including those submitted
by committee members) were reviewed by as many as six reviewers. The process
followed the review directives of IACR. We reached our decisions via electronic
discussions and in a meeting of the program committee; this was a tough job, the
successful completion of which should be credited to each and every committee
member. We were assisted by the program committee’s advisory members, as
well as by an army of external reviewers whose expertise and help is highly ap-
preciated. Their names are given in a separate list. (I apologize for any possible
omission.)



VI Preface

The conference was run by Rebecca Wright, who served as the general chair.
I thank her for all her work, and in particular for her continuous assistance to
the program committee and the program chair. Some of the committee members
as well as other members of the community served as session chairs during the
conference, and I thank them for their help in running the program. The con-
ference program also included the traditional Rump Session, chaired by Stuart
Haber, featuring short informal talks on recently completed research and work
in progress.

The committee task was an international effort (as befits the IACR, where
the “I” stands for “International”). We had members from all over the world, a
chair in the USA, a program committee meeting in The Netherlands and a web
server in Belgium. We utilized Internet technology as much as we could. This was
possible due to efforts by a number of individuals. I thank Berry Schoenmak-
ers for making all the necessary local arrangements for the Program Committee
meeting in Amsterdam (just before Eurocrypt 2002). I thank Bart Preneel, and
his great team at K.U. Leuven, Thomas Herlea and Wim Moreau, who admin-
istered the submission and web-review software. Their support has been instru-
mental. I thank my Ph.D. student Aggelos Kiayias, who served as a technical
assistant to the chairs and helped me with the various technical and technologi-
cal aspects of running the committee and preparing the conference proceedings.
Further thanks are due to Bart Preneel, Wim Moreau and Joris Claessens for
authoring the web-review software that was used in the refereeing process, and
to Chanathip Namprempre, Sam Rebelsky and SIGACT’s Electronic Publishing
Board, for authoring the software for the electronic submissions. Thanks are also
due to the publisher, Springer-Verlag.

To summarize, I benefited greatly from the pleasant and effective working
relationships that I enjoyed with the many individuals I had to collaborate with
in order to make the program possible, and it was a real learning experience.
Indeed, the making of a program for a conference such as Crypto 2002 is an
effort that requires a lot of work from a lot of individuals. Fortunately, the IACR
and the cryptographic community at large form the active, strong, vibrant, and
relevant community that supports our successful conferences. Long live Crypto!

June 2002 Moti Yung
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Essential Algebraic Structure within the AES

Sean Murphy and Matthew J.B. Robshaw

Information Security Group,
Royal Holloway, University of London,

Egham, Surrey, TW20 0EX, UK
{s.murphy,m.robshaw}@rhul.ac.uk, mrobshaw@supanet.com

Abstract. One difficulty in the cryptanalysis of the Advanced Encryp-
tion Standard AES is the tension between operations in the two fields
GF (28) and GF (2). This paper outlines a new approach that avoids this
conflict. We define a new block cipher, the BES, that uses only simple
algebraic operations in GF (28). Yet the AES can be regarded as being
identical to the BES with a restricted message space and key space, thus
enabling the AES to be realised solely using simple algebraic operations
in one field GF (28). This permits the exploration of the AES within a
broad and rich setting. One consequence is that AES encryption can be
described by an extremely sparse overdetermined multivariate quadratic
system over GF (28), whose solution would recover an AES key.

Keywords: Advanced Encryption Standard, AES, Rijndael, BES, Al-
gebraic Structure, (Finite) Galois Field, (Field) Conjugate, Multivariate
Quadratic (MQ) Equations.

1 Introduction

Rijndael [7,8] was chosen as the Advanced Encryption Standard (AES) and
published as FIPS 197 [21] on 26 November 2001. The AES is carefully designed
to resist standard block cipher attacks [1,18]. Here we move our attention to a
cipher that is an extension of AES, but which offers one particular advantage.
All of the operations in this new cipher, the BES, are entirely described using
very simple operations in GF (28). Thus while the AES is embedded within the
BES, and while the BES fully respects encryption with the AES, there are no
GF (2)8 operations.

The properties of this new cipher are intimately related to the properties of
the AES, as the AES is essentially the BES with a restricted message and key
space. The AES is, in essence, woven into the fabric of the BES. Yet, in many
ways, the new cipher is easier to analyse. It is certainly easier to describe; one
round of the cipher consists exclusively of inversion in GF (28), matrix multipli-
cation in GF (28), and key addition in GF (28).

By recasting the AES in this way we highlight some important structural
features of the AES. We illustrate this with a differential-type effect in the BES
that seems surprising given the design principles of the AES. Furthermore, we
show that the AES preserves algebraic curves and that it can be expressed as a

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 1–16, 2002.
c© Springer-Verlag Berlin Heidelberg 2002



2 Sean Murphy and Matthew J.B. Robshaw

very simple system of multivariate quadratic equations over GF (28). It is entirely
possible that such a new approach might offer significant improvements to the
cryptanalysis of the AES.

2 Previous Work and Notation

Throughout the AES process, Rijndael (the eventual AES) received considerable
cryptanalytic attention [10,12,17]. The simplicity of Rijndael was emphasized by
its designers [7,8], and much work has concentrated on the structural properties
of the cipher [9,11,15,19,20,23,24].

In this paper we introduce a new technique which further simplifies analysis
of the AES. While the AES encryption process is typically described using oper-
ations on an array of bytes, we represent the data as column vectors, so matrix
multiplication of such a column vector occurs on the left. We regard a byte as
an element of the binary field defined by the irreducible “Rijndael” polynomial
X8 +X4 +X3 +X + 1. We denote this field by F and a root of this polynomial
by θ, so

F = GF (28) =
GF (2)[X]

(X8 +X4 +X3 +X + 1)
= GF (2)(θ).

Each byte therefore represents a polynomial in θ and we adopt the convention
that the most significant bit in a byte (the θ7 term) is represented by the left-
most, and most significant, bit of the hexadecimal representation of a byte.

The version of the AES we consider has a 128-bit or 16-byte message and
key space, though our comments are more generally applicable. The new cipher
BES has a 128-byte message and key space. We later define a restriction of the
BES spaces to a subset of size 2128 that corresponds to the AES. We denote
these three sets by A, B and BA respectively, so

A State space of the AES Vector space F16

B State space of the BES Vector space F128

BA Subset of B corresponding to A Subset of F128.

3 The Basic Structure of the AES

We refer to FIPS 197 [21] for a full description of the cipher, but we list the
significant steps here. We concentrate our attentions on a typical round; the first
and last rounds have a different (but related) form that is easily assimilated. We
consider the basic version of the AES, which encrypts a 16-byte block using a
16-byte key with 10 encryption rounds.

The input to the AES round function can be viewed as a rectangular array of
bytes or, equivalently, as a column vector of bytes. Throughout the encryption
process this byte-structure is fully respected. The AES specification defines a
round in terms of the following three transformations.
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1. The AES S-Box. The value of each byte in the array is substituted accord-
ing to a table look-up. This table look up S[·] is the combination of three
transformations.
(a) The input w is mapped to x = w(−1) where w(−1) is defined by

w(−1) = w254 =
{
w−1 w �= 0
0 w = 0

Thus “AES inversion” is identical to standard field inversion in F for
non-zero field elements with 0(−1) = 0.

(b) The intermediate value x is regarded as a GF (2)-vector of dimension 8
and transformed using an (8 × 8) GF (2)-matrix LA. The transformed
vector LA · x is then regarded in the natural way as an element of F.

(c) The output of the AES S-Box is (LA · x) + 63, where addition is with
respect to GF (2).

2. The AES linear diffusion (mixing) layer.
(a) Each row of the array is rotated by a certain number of byte positions.
(b) Each column of the array is considered to be an F-vector, and a column

y is transformed to the column C · y, where C is a (4× 4) F-matrix.
3. The AES subkey addition. Each byte of the array is added (with respect

to GF (2)) to a byte from the corresponding array of round subkeys.

The additive constant (63) in the AES S-box can be removed by incorporat-
ing it within a (slightly) modified key schedule [19]. For simplicity, we use this
description of the AES in this paper.

4 The Big Encryption System (BES)

We introduce a new iterated block cipher, the Big Encryption System (BES),
which operates on 128-byte blocks with a 16-byte key. Both the AES and the BES
are defined in terms of bytes and we now describe the common mathematical
framework for both ciphers.

Both the AES and the BES use a state vector of bytes, which is transformed
by the basic operations within a round. In both cases, the plaintext is the input
state vector while the ciphertext is the output state vector. As described in
Section 2, the state spaces of the AES and the BES are the vector spaces A = F16

and B = F128 respectively. We now describe the basic techniques required to
establish the relationship between the AES and the BES.

Inversion. The inversion operation is easily described. For a ∈ F, it is identical
to standard field inversion for non-zero field elements with 0(−1) = 0. For an
n-dimensional vector a = (a0, . . . , an−1) ∈ Fn, we view inversion as a compo-
nentwise operation and set

a(−1) = (a(−1)
0 , . . . , a

(−1)
n−1 ).
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Vector conjugates. For any element a ∈ F we can define the vector conjugate
of a, ã, as the vector of the eight GF (2)-conjugates of a, so

ã =
(
a20

, a21
, a22

, a23
, a24

, a25
, a26

, a27
)
.

We use a vector conjugate mapping φ from Fn to a subset of F8n. For n = 1 and
a ∈ F, we have

ã = φ(a) =
(
a20

, a21
, a22

, a23
, a24

, a25
, a26

, a27
)
.

This definition extends in the obvious way to a vector conjugate mapping φ
from Fn to a subset of F8n. The n-dimensional vector a = (a0, . . . , an−1) ∈ Fn

is mapped to
ã = φ(a) = (φ(a0), . . . , φ(an−1)) .

The vector conjugate mapping φ has desirable algebraic properties, namely
that it is additive and preserves inverses, so

φ(a + a′) = φ(a) + φ(a′) and
φ(a−1) = φ(a)−1.

When each successive set of eight components in a ∈ F8n form an ordered
set of GF (2)-conjugates, we say that a has the conjugacy property. Such vectors
lie in Im(φ), and we can consider φ−1 : Im(φ) → Fn as an extraction mapping
which recovers the basic vector from a vector conjugate.

Embedding the AES state space in the BES state space. Any plaintext,
ciphertext, intermediate text, or subkey for the AES is an element of the state
space A. Similarly, any plaintext, ciphertext, intermediate text, or subkey for
the BES is an element of the state space B.

We can use the vector conjugate map φ to embed any element of the AES
state space A into the BES state space B. We define

BA = φ(A) ⊂ B to be the AES subset of BES,

that is the embedded image of the AES state space in the BES state space.
Elements of BA, that is embedded images of AES states or subkeys, have the
vector conjugacy property. Furthermore, BA is an additively closed set that also
preserves inverses.

In the following sections we describe the cipher BES. This is done in such a
way that the “commuting” diagram in Figure 1 is fully respected.

4.1 AES and BES

As previously described, we regard a state vector of the AES to be an element
a ∈ A. We further regard each round subkey as an element ki ∈ A. We do
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A
φ−→ BA

↓ ↓
k → AES BES ← φ(k)

↓ ↓
A

φ−1

←− BA

Fig. 1. The relationship between the AES and the BES. The important feature of the
BES is that it is defined exclusively using simple operations in one field, GF (28).

not use the standard AES way of representing an element a as a square array.
Instead we view the state vector a as a column vector, where

a =

a00 a01 a02 a03

a10 a11 a12 a13

a20 a21 a22 a23

a30 a31 a32 a33

= (a00, . . . , a30, a01, . . . , a31, . . . , a33)T .

For the BES, we also view the state vector b ∈ B as a column vector where

b = (b000, . . . , b007, b100, . . . , b107, . . . , . . . , b330, . . . , b337)T .

It should be obvious how we intend to use the embedding mapping φ. We set

φ(aij) = (bij0, . . . , bij7).

Each basic operation in a round of the AES describes a bijective mapping on
A. These can be readily replaced with similar operations in the BES. Our aim
in doing this is to ensure that every operation (including the GF (2)-linear map
from the AES S-box) is expressed using simple algebraic operations over F.

Subkey addition. This is obvious for both the AES and the BES. For the
AES we combine the state vector a ∈ A with an AES subkey (kA)i ∈ A by
a �→ a+(kA)i. We do exactly the same in BES and we combine the state vector
b ∈ B with a subkey (kB)i ∈ B by b �→ b + (kB)i. We consider the generation
of the BES subkeys below.

S-box inversion. As inversion operates componentwise on bytes, it is just as
easy to describe in the BES as the AES. In the AES, inversion can be viewed
as a componentwise vector inversion of the state vector a ∈ A. Thus the AES
inversion operation is given by a �→ a(−1). This can be translated in the obvious
manner, and for b ∈ B, inversion in the BES is given by b �→ b(−1).

Row operation. The AES RowShift operation permutes the bytes in the array.
Clearly this process can be considered as a transformation of the components of
a column vector a ∈ A. It is straightforward to represent this transformation as
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multiplication of the state vector a ∈ A by a (16×16) F-matrix RA. Consider the
equivalent operation in the BES. It is equally straightforward to represent this
transformation as multiplication of the state vector b ∈ B by a (128 × 128) F-
matrix RB . In moving from RA to RB we only need ensure that vector conjugates
are moved as a single entity.

Column operation. The AES MixColumn operation is defined using a (4× 4)
F-matrix CA. A column y ∈ F4 of the conceptual state array is transformed into
a replacement column z ∈ F4 by

z = CA · y =




θ (θ + 1) 1 1
1 θ (θ + 1) 1
1 1 θ (θ + 1)

(θ + 1) 1 1 θ


 · y =



02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02


 · y.

We can readily view this as a transformation of the AES state space A by the
(16×16) F-matrix transformation MixA, where MixA is a block diagonal matrix
with 4 identical blocks CA, so MixA = Diag4(CA). Consider now the equivalent
transformation within the BES. Our aim is to replicate the actions of the AES,
but to maintain the condition that each byte in the AES is represented by a
conjugate vector in the BES. To do this we consider eight versions of the matrix
CA. These versions are denoted by C(k)

B and they are defined as

C
(k)
B =




θ2
k

(θ + 1)2
k

1 1
1 θ2

k

(θ + 1)2
k

1
1 1 θ2

k

(θ + 1)2
k

(θ + 1)2
k

1 1 θ2
k


 for k = 0, . . . , 7,

so C
(0)
B = CA. We note that C(k)

B is an MDS matrix, thereby offering certain
diffusion properties [7,8], and that if

(z0, z1, z2, z3)T = CA · (y0, y1, y2, y3)T then

(z2k
0 , z2k

1 , z2k
2 , z2k

3 )T = C
(k)
B ·

(
y2k
0 , y2k

1 , y2k
2 , y2k

3

)T
.

This provides a way of preserving the conjugacy property through the MixColumn
transformation in the BES. The matrices C(k)

B can be used to define the (128×
128) F-matrix MixB that respects the vector conjugate embedding mapping
φ : A → BA, so the action of MixColumn on bytes in the AES is replicated
by the action of MixB on vector conjugates in the BES. Under a simple basis
re-ordering, MixB is a block diagonal matrix comprising 32 (4×4) MDS matrices.

The S-box GF (2)-linear operation. In the AES, there is no easy way to
represent this transformation of the state space A as a matrix multiplication
However, in the BES there is a simple matrix representation of this operation.
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The AES GF (2)-linear operation σA : F16 → F16 is defined using a function
f : F→ F that operates on each component of the state vector a, so

a = (a00, . . . , a33) �→ σA(a) = (f(a00), . . . , f(a33)).

In the AES specification, f is defined by considering F = GF (28) as the vector
space GF (2)8. The transformation f is then represented by the action of an
(8× 8) GF (2) matrix LA where

LA =




1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1



.

To accomplish the change from GF (28) to GF (2)8, the natural mapping ψ :
GF(28) → GF(2)8 is used in the AES. The componentwise AES GF (2)-linear
operation f : F → F is then defined by f(a) = ψ−1(LA(ψ(a))) for a ∈ F. It is
the need for the maps ψ and ψ−1 that complicates analysis of the AES.

However, there exists a polynomial with co-efficients in F which interpolates
f : F → F. This polynomial may be regarded as an equivalent definition of f .
Further, since f is an additive or linearized polynomial [16] on F, it is necessarily
described by a linear combination of conjugates. Thus we obtain

f(a) =
7∑
k=0

λka
2k for a ∈ F,

where (λ0, λ1, λ2, λ3, λ4, λ5, λ6, λ7) = (05, 09, f9, 25, f4, 01, b5, 8f).

This polynomial is essentially given in [8] as part of the derivation of the related
S-Box interpolation polynomial [7,8]. However, our interest is in separating out
the F-inversions from the rest of the F-linear round function, since this separa-
tion seems algebraically the most natural.

The GF (2)-linear operation from the AES S-box can now be defined in the
BES using an (8× 8) F-matrix. This matrix replicates the (AES) action of the
GF (2)-linear map on the first byte of a vector conjugate set while ensuring that
the property of vector conjugacy is preserved on the remaining bytes. We set

LB =




(λ0)2
0

(λ1)2
0

(λ2)2
0

(λ3)2
0

(λ4)2
0

(λ5)2
0

(λ6)2
0

(λ7)2
0

(λ7)2
1

(λ0)2
1

(λ1)2
1

(λ2)2
1

(λ3)2
1

(λ4)2
1

(λ5)2
1

(λ6)2
1

(λ6)2
2

(λ7)2
2

(λ0)2
2

(λ1)2
2

(λ2)2
2

(λ3)2
2

(λ4)2
2

(λ5)2
2

(λ5)2
3

(λ6)2
3

(λ7)2
3

(λ0)2
3

(λ1)2
3

(λ2)2
3

(λ3)2
3

(λ4)2
3

(λ4)2
4

(λ5)2
4

(λ6)2
4

(λ7)2
4

(λ0)2
4

(λ1)2
4

(λ2)2
4

(λ3)2
4

(λ3)2
5

(λ4)2
5

(λ5)2
5

(λ6)2
5

(λ7)2
5

(λ0)2
5

(λ1)2
5

(λ2)2
5

(λ2)2
6

(λ3)2
6

(λ4)2
6

(λ5)2
6

(λ6)2
6

(λ7)2
6

(λ0)2
6

(λ1)2
6

(λ1)2
7

(λ2)2
7

(λ3)2
7

(λ4)2
7

(λ5)2
7

(λ6)2
7

(λ7)2
7

(λ0)2
7



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We can now represent the entire set of GF (2)-linear operations in the AES with
a (128× 128) F-matrix in the BES, LinB . Thus LinB is a block diagonal matrix
with 16 identical blocks LB , so LinB = Diag16(LB).

Key schedule. We can use the techniques from previous sections to describe
the key schedule for the BES. This effectively replicates the actions of the AES
key schedule, in which a 16-byte AES key kA provides eleven subkeys, each in
A. In the BES, a 128-byte BES key kB provides eleven subkeys, each in B.

The key schedule in the AES uses the same operations as the AES encryption
process, namely the GF (2)-linear map, componentwise inversion, byte rotation,
and addition. Thus the key schedule can also be described using the same simple
algebraic operations over F. Whenever a constant is required in the AES, we
use the embedded image of that constant in the BES. Whenever a byte in the
AES has to be moved to a different position, we ensure that the corresponding
vector conjugate is moved as a single entity in the BES. In this way, we ensure
that if a BES key the conjugacy property, then so do all its derived subkeys.
If the embedded image of the AES key kA is the BES key kB = φ(kA), then
(kB)i = φ((kA)i) for every round subkey, so the embedded images of an AES
subkey sequence form a BES subkey sequence.

Round function of BES. We have now completely described a round of BES.
If the inputs to the BES round function are b ∈ B and subkey (kB)i ∈ B, then
the BES round function is given by

RoundB(b, (kB)i) = MixB
(
RB

(
LinB

(
b(−1)

)))
+ (kB)i

= MB · (b(−1)) + (kB)i,

where MB is a (128×128) F-matrix performing linear diffusion within the BES.
Furthermore, if the inputs to the AES round function are a ∈ A and subkey
(kA)i ∈ A, then we have

RoundA(a, (kA)i) = φ−1 ( RoundB (φ(a), φ((kA)i) ) ) .

4.2 The Relationship between the AES and the BES

The BES is a 128-byte block cipher, which consists entirely of simple algebraic
operations over F. It has the property that BA, the set of embedded images
of AES vectors, or equivalently the set of all BES inputs with the conjugacy
property, is closed under the action of the BES round function. Furthermore,
encryption in the BES fully respects encryption in the AES and the commuting
diagram given in Figure 1 holds. Thus the BES restricted to BA provides an
alternative description of the AES and analysis of the BES may well provide
additional insight into the AES.
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5 Algebraic Observations on the BES

The round function of the BES, and hence essentially the AES, is given by

b �→MB · b(−1) + (kB)i.

Thus a round of the AES is simply componentwise inversion and an affine trans-
formation with respect to the same field F = GF (28). This suggests many pos-
sible areas for future investigation. We offer some preliminary observations.

5.1 Linear Diffusion in BES

The linear diffusion F-matrix MB of the BES is a sparse matrix and can be
analysed using similar techniques to those used in [19]. These were originally
used to analyse the related linear diffusion GF (2)-matrix (denoted by M in [19]).
However, this linear diffusion matrix (M) and the AES inversion are with respect
to different fields.

The minimum polynomial of MB is (X + 1)15, effectively the same as the
minimum polynomial of M . In some sense, the BES is structurally no more
complicated than the AES. Following [19], we find an F-matrix PB such that

RB = P−1
B ·MB · PB ,

where RB is essentially the Jordan form of MB . The matrix RB has 112 rows
with two ones and 16 rows with a single one while all other entries are zero.
It is effectively the simple matrix R given in [19], and has similar interesting
properties. The significant change here is that the properties ofMB are properties
in F and not GF (2). Such properties have the potential to interact directly with
the inversion operation. Many of these properties involve linear functionals or
parity equations. A parity equation is a row vector eT , and the parity of a vector
b ∈ B is eT · b =

∑127
i=0 ei · bi. We note a few interesting properties.

– MB has order 16.
– The columns of PB form a basis for B. In this basis, the action of the linear

diffusion layer is given by the very simple matrix MB .
– In particular, MB fixes a subspace of B of dimension 16. The intersection

with BA, the embedded AES state space, has 216 elements.
– The rows of P−1

B form linear functionals or parity equations (defined above)
that always evaluate to 0 or 1 on BA (by considering dual spaces).

– The set of parity equations whose value is fixed byMB form a 16-dimensional
vector subspace over F.

These observations may seem somewhat abstract, but they do have important
consequences. We discuss an example below in which these observations can be
used to illustrate certain differential properties of the BES.
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5.2 Related Encryptions in the BES

As noted in Section 5.1, it is possible to find parity equations whose values are
fixed by MB , the linear diffusion layer of the BES. One example is

e = (

repeat 16 times︷ ︸︸ ︷
b4, fd, 17, 0e, 54, a0, f6, 52, . . .)T ,

for which eT = eT · MB , so eT · b = eT · (MB · b). We now describe some
interesting properties relating two plaintext-ciphertext pairs generated under
related subkey sequences. These properties hold with probability one and so
they can be appropriately extended to any number of rounds.

Suppose p has parity pe = eT · p under parity equation eT , so t · p has
parity tpe for any t ∈ F. Consider two state and subkey pairs p,ki ∈ B and
tp, t(−1)ki ∈ B (t �= 0, 1). A typical BES round function is given by

p �→MB · p(−1) + ki, and
t · p �→ t−1MB · p(−1) + t−1ki.

When we consider the effect of the BES round function on the parities, we obtain

pe = (eT · p) �→ eT ·MB · p(−1) + eT · ki = eT · p(−1) + eT · ki
= eT · (p(−1) + ki),

tpe = (eT · tp) �→ eT · t−1MB · p(−1) + eT · t−1ki = eT · t−1p(−1) + eT · t−1ki
= t−1eT · (p(−1) + ki).

Thus if (pe, tpe) are the parities under eT , then after one round using subkeys
ki and t−1ki respectively, the respective parities are (p′e, t

−1p′e) for some p′e.
Hence if we encrypt two plaintexts (p, tp) under different sets of related subkey
sequences as detailed below, then we obtain two ciphertexts that are related by
their parities ce and tce.

Plaintext Parity Subkey sequence Ciphertext Parity
pe k0,k1,k2,k3 · · · ,k9k10 ce
tpe tk0, t

−1k1, tk2, t
−1k3, · · · , t−1k9, tk10 tce

Differential-type effect in BES. We can increase the sophistication slightly
and consider two pairs of plaintext p0,p1 ∈ B and tp0, tp1 ∈ B. The difference
in the first pair is p0 + p1 with parity pe = eT · (p0 + p1), and similarly the
parity of the difference in the second pair is tpe.

Plaintext Difference Parity Subkey sequence Ciphertext Difference Parity
eT · (p0 + p1) = pe k0,k1, · · · ,k10 ce

eT · (tp0 + tp1) = tpe tk0, t
−1k1, · · · , tk10 tce

Suppose we encrypt the two pairs of plaintexts under two sets of related
subkey sequences as detailed in the above table, then the plaintext and ciphertext
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difference parities have the same relationship, as shown in the above table. This
relationship holds with probability one, so would be applicable for any number
of rounds. Thus there exists a probability one differential effect under related
subkey sequences in the BES in which every S-Box is active.

Relevance of these BES observations to the AES. These preliminary
observations do not apply when specific details of the key schedule are considered.
Even if they did, they would not apply directly to the AES for a rather subtle
reason. If (p, tp) ∈ B×B, then (p, tp) /∈ BA×BA; that is if p has the conjugacy
property, then tp cannot have the conjugacy property (t �= 0, 1). Thus, if p is
an embedded AES plaintext, then tp cannot be an embedded AES plaintext.

However, these observations are very interesting for the light they shed on the
AES design philosophy [7,8]. As far as linear and differential cryptanalysis are
concerned, the BES would be expected to have similar properties to the AES. In
particular, the diffusion in both has the same reliance on MDS matrices. However
in the BES, which is intricately entwined with the AES, we have exhibited a
differential-like property that occurs with certainty even though every S-Box is
active.

5.3 Preservation of Algebraic Curves

Each of the BES operations, namely “inversions” (ignoring 0-inversion for the
moment) and affine transformations over F, are simple algebraic transformations
of B. Thus each BES operation maps an algebraic curve defined on B = F128

to an isomorphic algebraic curve. For a given key 128-bit key k, more than half
(about 53%) of AES plaintexts are encrypted without “inverting” 0 (since 160
inversions are performed). Let Ak ⊂ A denote this set of AES plaintexts for
key k. If embedded plaintexts from Ak lie on a curve, then the corresponding
embedded ciphertexts lie on an isomorphic curve over F. Thus, the AES and
the BES can be considered to preserve algebraically simple curves over F with a
reasonable probability. In particular, the inversion and the affine transformation
of the BES round function map quadratic forms over F to quadratic forms over
F, so the AES can be described using a very simple system of multivariate
quadratic equations over F. We consider the consequences of this observation
below.

6 Multivariate Quadratic Equations
We now demonstrate that recovering an AES key is equivalent to solving par-
ticular systems of extremely sparse multivariate quadratic equations by express-
ing a BES (and hence an AES) encryption as such a system. The problem of
solving such systems of equations lies at the heart of several public key cryp-
tosystems [3,22], and there has been some progress in providing solutions to
such problems [4,5,14]. Recently, Courtois and Pieprzyk [6] have suggested the
use of a system of multivariate quadratic equations over GF (2) to analyse the
AES. However, such a GF (2)-system derived directly from the AES is far more
complicated than the F-system derived from the BES.
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6.1 A Simple Multivariate Quadratic System for the AES

We first establish the notation that we need. We denote the plaintext and ci-
phertext by p ∈ B and c ∈ B respectively, and the state vectors before and after
the ith invocation of the inversion layer by wi ∈ B and xi ∈ B (0 ≤ i ≤ 9)
respectively. A BES encryption is then described by the following system of
equations:

w0 = p + k0,

xi = w(−1)
i for i = 0, . . . , 9,

wi = MBxi−1 + ki for i = 1, . . . , 9,
c = M∗Bx9 + k10,

where M∗B = RB · LinB = Mix−1
B · MB , since the final round in the BES

(equivalently the AES) does not use the MixColumn operation.
We now consider these equations componentwise. We first denote the matrix

MB by (α) and the matrix M∗B by (β). We represent the (8j +m)th component
of xi, wi and ki by xi,(j,m), wi,(j,m) and ki,(j,m) respectively. We can now express
the previous set of equations in the following way:

w0,(j,m) = p(j,m) + k0,(j,m),

xi,(j,m) = w
(−1)
i,(j,m) for i = 0, . . . , 9,

wi,(j,m) = (MBxi−1)(j,m) + ki,(j,m) for i = 1, . . . , 9,
c(j,m) = (M∗Bx9)(j,m) + k10,(j,m).

We assume that 0-inversion does not occur as part of the encryption or the
key schedule. This assumption is true for 53% of encryptions and 85% of 128-
bit keys, and even if the assumption is invalid, only a very few of the following
equations are incorrect. Under the stated assumption, the system of equations
can be written as:

0 = w0,(j,m) + p(j,m) + k0,(j,m),
0 = xi,(j,m)wi,(j,m) + 1 for i = 0, . . . , 9,
0 = wi,(j,m) + (MBxi−1)(j,m) + ki,(j,m) for i = 1, . . . , 9,
0 = c(j,m) + (M∗Bx9)(j,m) + k10,(j,m).

We thus obtain a collection of simultaneous multivariate quadratic equations
which fully describe a BES encryption. These are given for j = 0, . . . , 15 and
m = 0, . . . , 7 by:

0 = w0,(j,m) + p(j,m) + k0,(j,m),
0 = xi,(j,m)wi,(j,m) + 1 for i = 0, . . . , 9,
0 = wi,(j,m) + ki,(j,m) +

∑
(j′,m′) α(j,m),(j′,m′)xi−1,(j′,m′) for i = 1, . . . , 9,

0 = c(j,m) + k10,(j,m) +
∑

(j′,m′) β(j,m),(j′,m′)x9,(j′,m′).

A BES encryption can therefore be described as a multivariate quadratic system
using 2688 equations over F, of which 1280 are (extremely sparse) quadratic
equations and 1408 are linear (diffusion) equations. These equations comprise
5248 terms, made from 2560 state variables and 1408 key variables.
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When we consider an AES encryption embedded in the BES framework,
we obtain more multivariate quadratic equations because the embedded state
variables of an AES encryption are in BA and possess the conjugacy property.
We thus obtain the following very simple multivariate quadratic equations for
j = 0, . . . , 15 and m = 0, . . . , 7 (where m+1 is interpreted modulo 8). We divide
these equations into linear equations and multivariate quadratic equations.

0 = w0,(j,m) + p(j,m) + k0,(j,m);
0 = wi,(j,m) + ki,(j,m) +

∑
(j′,m′) α(j,m),(j′,m′)xi−1,(j′,m′) for i = 1, . . . , 9,

0 = c(j,m) + k10,(j,m) +
∑

(j′,m′) β(j,m),(j′,m′)x9,(j′,m′).

0 = xi,(j,m)wi,(j,m) + 1 for i = 0, . . . , 9,
0 = x2

i,(j,m) + xi,(j,m+1) for i = 0, . . . , 9,
0 = w2

i,(j,m) + wi,(j,m+1) for i = 0, . . . , 9.

An AES encryption can therefore be described as an overdetermined multivari-
ate quadratic system using 5248 equations over F, of which 3840 are (extremely
sparse) quadratic equations and 1408 are linear equations. These encryption
equations comprise 7808 terms, made from 2560 state variables and 1408 key
variables. Furthermore, the AES key schedule can be expressed as a similar mul-
tivariate quadratic system. In its most sparse form, the key schedule system uses
2560 equations over F, of which 960 are (extremely sparse) quadratic equations
and 1600 are linear equations. These key schedule equations comprise 2368 terms
made from the 2048 variables, of which 1408 are basic key variables and 640 are
auxiliary variables. We can, of course, immediately reduce the sizes of these mul-
tivariate quadratic systems by using the linear equations to substitute for state
and key variables, though the resulting system is slightly less sparse.

6.2 Potential Attack Techniques

It is clear that an efficient method for the solution of this type of multivariate
quadratic system would give a cryptanalysis of the AES with potentially very
few plaintext-ciphertext pairs. While there is some connection to work on in-
terpolation attacks [13], techniques such as relinearisation [14] or the extended
linearisation or XL algorithm [5] have been specifically developed for the solution
of such systems. A simple overview of these techniques is given below.

– Generate equations of higher degree from the original equations by multi-
plying the original equations by certain other terms or equations.

– Regard the generated system of equations of higher degree as linear combi-
nations of formal terms.

– If there are more linearly independent equations than terms, solve the linear
system.

The recently proposed extended sparse linearisation or XSL algorithm [6] is a
modification of the XL algorithm that attempts to solve the types of multivariate
quadratic systems that can occur in iterated block ciphers. A discussion of the
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use of the XSL algorithm on the AES multivariate quadratic GF (2)-system is
given in [6]. The AES F-system derived from the BES is far simpler, which
would suggest that the XSL algorithm would solve this F-system far faster (2100

AES encryptions) than the GF (2)-system. However, the estimate given for the
number of linearly independent equations generated by the XSL technique [6]
appears to be inaccurate [2].

It is obvious that much urgent research is required on the solution of AES
multivariate quadratic systems over F to see what new cryptanalytic approaches
and attacks are possible. In particular, refinements to XL-type techniques and
the applicability of sparse matrix techniques seem to be important topics for
future work. It is certainly important to know the degree and size of linearly
soluble systems generated from the AES multivariate quadratic systems. If the
degree and size of such a generated system is too small, then attacks on the
AES might be possible. We note that the BES representation of the AES gives
other simple quadratic equations over F, such as xi,(j,m+1)wi,(j,m) = xi,(j,m) or
xi,(j,m+2)wi,(j,m) = xi,(j,m+1)xi,(j,m). These can be used to build other simple
multivariate quadratic systems over F for the AES. Indeed, the first of these
equations is essentially used to construct the GF (2) system for the AES given
in [6]. We can also use simple higher degree equations over F to build other
simple multivariate systems for the AES. It is clear from this brief discussion
that many aspects of the AES representation over F remain to be investigated.

6.3 Implications for the AES

The cryptanalysis of the AES is equivalent to the solution of some particular sys-
tem of extremely sparse multivariate quadratic equations over F. The analysis of
the AES as a complicated multivariate quadratic system over GF (2) by Courtois
and Pieprzyk [6] is related to the problem of finding such a solution. Most of
the other published security results on the AES are concerned with demonstrat-
ing that bit-level linear and differential techniques do not compromise the AES.
However, from an algebraic viewpoint, such techniques are trace (F → GF (2))
function techniques, and trace function techniques are not normally employed in
the solution of multivariate systems. It is arguable that an important aspect of
the security of the AES, namely the solubility of an extremely sparse multivariate
quadratic system over F, is yet to be explored.

7 Conclusions

In this paper we have introduced a novel interpretation of the AES as being em-
bedded in a new cipher, the BES. However, the BES does not necessarily inherit
security properties we might have expected from the AES. Furthermore, the
BES has a simple algebraic round function consisting solely of a componentwise
inversion and and a highly structured affine transformation over the same field
GF (28). Indeed, this alternative description of the AES is mathematically much
simpler than the original specification. One consequence is that the security of
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the AES is equivalent to the solubility of certain extremely sparse multivariate
quadratic systems over GF (28).

Acknowledgements

We would like to thank Fred Piper, Simon Blackburn and Don Coppersmith for
some interesting and useful discussions about this paper.

References

1. E. Biham and A. Shamir. Differential Cryptanalysis of the Data Encryption Stan-
dard. Springer–Verlag, New York, 1993.

2. D. Coppersmith. Personal communication, 30 April 2002.
3. N. Courtois, L. Goubin, and J. Patarin. Quartz, 128-bit long digital signatures. In

D. Naccache, editor, Proceedings of Cryptographers’ Track RSA Conference 2001,
LNCS 2020, pages 282–297, Springer–Verlag, 2001.

4. N. Courtois, L. Goubin, W. Meier, and J. Tacier. Solving underdefined systems of
multivariate quadratic equations. In D. Paillier, editor, Proceedings of Public Key
Cryptography 2002, LNCS 2274, pages 211-227, Springer-Verlag, 2002.

5. N. Courtois, A. Klimov, J. Patarin, and A. Shamir. Efficient algorithms for solving
overdefined systems of multivariate polynomial equations. In B. Preneel, editor,
Proceedings of Eurocrypt 2000, LNCS 1807, pages 392–407, Springer-Verlag, 2000.

6. N. Courtois and J. Pieprzyk. Cryptanalysis of block ciphers with overdefined sys-
tems of equations. IACR eprint server www.iacr.org, April 2002.

7. J. Daemen and V. Rijmen. AES Proposal: Rijndael (Version 2). NIST AES website
csrc.nist.gov/encryption/aes, 1999.

8. J. Daemen and V. Rijmen. The Design of Rijndael: AES—The Advanced Encryp-
tion Standard. Springer–Verlag, 2002.

9. J. Daemen and V. Rijmen. Answers to “New Observations on Rijndael”. NIST
AES website csrc.nist.gov/encryption/aes, August 2000.

10. N. Ferguson, J. Kelsey, B. Schneier, M. Stay, D. Wagner, and D. Whiting. Improved
cryptanalysis of Rijndael. In B. Schneier, editor, Proceedings of Fast Software
Encryption 2000, LNCS , pages 213–230, Springer-Verlag, 2000.

11. N. Ferguson, R. Shroeppel, and D. Whiting. A simple algebraic representation of
Rijndael. In S. Vaudenay and A. Youssef, editors, Proceedings of Selected Areas in
Cryptography, LNCS, pages 103–111, Springer-Verlag, 2001.

12. H. Gilbert and M. Minier. A collision attack on seven rounds of Rijndael. Third
AES Conference, NIST AES website csrc.nist.gov/encryption/aes, April 2000.

13. T. Jakobsen and L.R. Knudsen. The interpolation attack on block ciphers. In
E. Biham, editor, Proceedings of Fast Software Encryption 1997, LNCS 1267, pages
28–40, Springer-Verlag, 1997.

14. A. Kipnis and A. Shamir. Cryptanalysis of the HFE Public Key Cryptosystem
be Relinearization. In M.Wiener, editor, Proceedings of Crypto ’99, LNCS 1666,
pages 19–30, Springer-Verlag, 1999.

15. L. Knudsen and H. Raddum. Recommendation to NIST for the AES. NIST second
round comment, NIST AES website csrc.nist.gov/encryption/aes/, 2000.

16. R. Lidl and H. Niederreiter. Introduction to Finite Fields and Their Applications.
Cambridge University Press, 1984.



16 Sean Murphy and Matthew J.B. Robshaw

17. S. Lucks. Attacking seven rounds of Rijndael under 192-bit and 256-bit keys.
In Proceedings of Third AES Conference and also via NIST AES website
csrc.nist.gov/encryption/aes, April 2000.

18. M. Matsui. Linear cryptanalysis method for DES cipher. In T. Helleseth, editor,
Proceedings of Eurocrypt ’93, LNCS 765, pages 386–397, Springer-Verlag, 1994.

19. S. Murphy and M.J.B. Robshaw. New observations on Rijndael. NIST AES website
csrc.nist.gov/encryption/aes, August 2000.

20. S. Murphy and M.J.B. Robshaw. Further comments on the structure of Rijndael.
NIST AES website csrc.nist.gov/encryption/aes, August 2000.

21. National Institute of Standards and Technology. Advanced Encryption Standard.
FIPS 197. 26 November 2001.

22. J. Patarin. Hidden field equations (HFE) and isomorphisms of polynomials (IP):
Two new families of asymmetric algorithms. In U. Maurer, editor, Proceedings of
Eurocrypt ’96, LNCS 1070, pages 33–48, Springer-Verlag, 1996.

23. R. Schroeppel. Second round comments to NIST. NIST second round comment,
NIST AES website csrc.nist.gov/encryption/aes/, 2000.

24. R. Wernsdorf. The round functions of Rijndael generate the alternating group.
In V. Rijmen, editor, Proceedings of Fast Software Encryption, LNCS, Springer–
Verlag, to appear.



Blockwise-Adaptive Attackers
Revisiting the (In)Security of Some Provably Secure

Encryption Modes: CBC, GEM, IACBC
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Abstract. In this paper, we show that the natural and most common
way of implementing modes of operation for cryptographic primitives
often leads to insecure implementations. We illustrate this problem by
attacking several modes of operation that were proved to be semantically
secure against either chosen plaintext or chosen ciphertext attacks.
The problem stems from the simple following fact: in the definition and
proofs of semantic security, messages are considered as atomic objects
that cannot be split; however, in most practical implementations, mes-
sages are subdivided into smaller chunks than can be easily manipulated.
Depending on the implementation, each chunk may consist of one or sev-
eral blocks of the underlying primitive. The key point here is that upon
reception of a processed chunk, the attacker can now adapt his choice for
the next chunk. Since the possibility of adapting within a single message
is not taken into account in the current security models, this leaves room
for unexpected attacks.
We illustrate this new paradigm by attacking three symmetric and hybrid
encryption schemes based on the chaining mode in spite of their security
proofs.

1 Introduction

Currently, the strongest definition of security for an encryption scheme cap-
tures the idea that an attacker can adapt his queries according to the previ-
ously received answers. A scheme is said to be secure, if no attacker is able
to distinguish between different scenarios. These definitions exist in several fla-
vors, depending on the allowed scenarios, e.g. Find-Then-Guess (FTG) security,
Left-or-Right (LOR) security, Real-or-Random (ROR) security ([2]). Moreover,
the attacker can be given access to an encryption oracle only, when considering
chosen-plaintext attacks (CPA), or to an encryption/decryption oracle when con-
sidering chosen-ciphertext attacks (CCA). The case of chosen ciphertext secure
modes of operation has been specially studied in [11].

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 17–30, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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However, all these definitions consider messages as atomic objects that can-
not be split into smaller pieces. While very convenient from a theoretical point
of view, this approach does not really model the reality of many cryptographic
implementations. Indeed, in real-life implementation, encryption is usually per-
formed “on the fly”, i.e. ciphertext chunks are computed and sent as soon as pos-
sible. The potential attacks induced by such implementations have already been
taken into account in some cryptographic constructions, such as in [7] (signed
digital streams) and in [6] (pseudorandom number generators). However, we are
not aware of any work that takes advantage of this to attack practical imple-
mentations of previously existing schemes. The first example that comes to mind
is the case of encryption with a smart card. Usually, the host computer sends
blocks of plaintext one at a time to the smart card and immediately receives the
corresponding ciphertext block. Thus an hostile host can adapt his next plaintext
block as a function of the previously received ciphertext block. Even when the
encryption is performed by a general purpose computer, messages are divided
into smaller chunks. For example, in SSH ([14]), the plaintext to be encrypted is
stored in a buffer of finite size. Whenever the buffer is full1, it is encrypted and
sent. Moreover, as described in [14], “initialization vectors should be passed from
the end of one packet to the beginning of the next packet“. As a consequence,
even though attackers cannot be adaptive within a buffer, they can adapt from
one buffer to the next, within a single message. Finally, even if several blocks are
stored in the cryptographic component and if buffers are longer than one block,
the attacker can force a dependency between the last block of a buffer and the
first block of the next one.

In the rest of paper, we show how to take advantage of this extra degree
of freedom to attack some modes of operations that were previously thought
(and proven) secure. These cryptanalysis are presented in the Find-Then-Guess
model, described in appendix A. For the sake of simplicity, we will allow the
attacker to be adaptive from one block to the next within a single message. This
mimics the behavior of smart card implementations. Throughout the paper, this
kind of attacker is said to be blockwise-adaptive.

The first and simplest cryptanalysis we present is the attack on CBC mode
of operation. The attacker adapts directly the plaintext block according to the
previous ciphertext block. The proposed attack is very efficient, it uses a small
constant number of queries to the encryption oracle and always succeeds.

The second attack is against an hybrid scheme, called GEM, that was pro-
posed by Coron et al. in [5]. It is an academic attack of higher complexity in
time and memory. However, the attack beats the bound of the security proof.
The main idea is to feed the challenge oracle with message blocks until a colli-
sion appears on the ciphertexts blocks. Then with a single query to a decryption
oracle the attacker can distinguish which message has been encrypted.

Finally we attack the IACBC encryption mode proposed by Jutla in [10]
and proved secure by Halevi [8] in a slightly modified variant. Here the attack
1 To avoid useless waits, the SSH layer can encrypt and send incomplete buffers.

However, this detail is irrelevant at this point.
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exploits some relations between the values used to mask the ciphertext blocks.
As for CBC, the attack is very efficient since the attacker just needs to feed
the encryption oracle with a constant number of queries and always succeeds.
Furthermore, we show in appendix B that this weakness was already present in
the initial proposal of Jutla.

2 Attack on the CBC Mode of Operation

The CBC (Cipher Block Chaining) mode of encryption security has been ana-
lyzed in [2]. It was proved to be secure in the LOR-CPA sense, assuming that the
underlying block cipher is a family of PRP. The definition of this security notion
is standard and can be found in [2]. It is also briefly described in appendix A.
In this section, we briefly recall the CBC encryption mode and then we describe
how it can be attacked when allowing the attacker to be adaptive from one block
to the next within a single message.

Let EK be a block cipher with secret key K and block-size n bits and let M
be the (padded) message to encrypt. M is divided into � n–bit blocks denoted
by (M [1],M [2], . . . ,M [�]). A random n–bit initial value IV is generated by the
encryption box. The CBC mode of encryption with random initial value is a
stateless symmetric encryption scheme CBC(EK). The ciphertext blocks C[i]
are computed as follows:

C[0] = IV,

C[i] = EK(C[i− 1]⊕M [i])

The transmitted ciphertext is (C[0], C[1], . . . , C[�]).

The crux of the security proof of [2], is that since each message block is
randomized by xoring it with a block cipher output, each new call to EK is
independent from the previous ones and no attacker can succeed unless a ran-
dom collision occurs. However, if C[i − 1] is known when choosing M [i], the
independence is clearly lost and the proof fails.

It turns out that this can be illustrated by a very simple attack in the (block-
wise) FTG-CPA sense. The attack proceeds as follows:

Step 1 The attacker chooses its FTG challenge. This challenge consists of two-
blocks messages M0 and M1, such that M0[2] �= M1[2].

Step 2 The black-box computes the encryption of either M0 and M1, accord-
ing to the value of a random bit b. It transmits (Cb[0], Cb[1], Cb[2]) to the
attacker. The goal of the attacker is now to guess the value of b.

Step 3 The attacker starts the encryption of a test message M ′. It first sends
the first block M ′[1] chosen uniformly at random.

Step 4 The attacker receives the beginning of the encryption of M ′, namely
(C ′[0], C ′[1]). It sends the second block M ′[2] = M0[2]⊕ Cb[1]⊕ C ′[1].

Step 5 The attacker receives C ′[2].
Step 6 If C ′[2] = Cb[2] the attacker guesses that b = 0, otherwise it guesses

b = 1.
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We claim that the guess of the attacker is always correct. Indeed, when b = 0
we can check that:

C ′[2] = EK(M0[2]⊕ Cb[1]⊕ C ′[1]⊕ C ′[1])
= EK(M0[2]⊕ Cb[1])
= Cb[2]

Moreover, when b = 1 we can check that:

C ′[2] = EK(M0[2]⊕ Cb[1]⊕ C ′[1]⊕ C ′[1])
= EK(M0[2]⊕ Cb[1])
�= EK(M1[2]⊕ Cb[1])

and thus C ′[2] �= Cb[2]. As a consequence, the attacker can easily find which of
the two challenge messages was encrypted.

One can remark that the proposed attack could be even more efficient. In-
deed, if the attacker can be adaptive during the challenge phase itself (and not
only after, as described above), the test message is no longer necessary and the
adversary can guess the bit b by just seeing the challenge ciphertext.

A simple and efficient countermeasure to this attack could be considered.
The encryption process E can delay the outputs by one block. That is, when
receiving the kth plaintext block, E encrypts and stores it, and returns the
(k− 1)th block of the ciphertext. In this case, an adversary against this scheme
cannot adapt each plaintext block according to the previous ciphertext block
during the encryption process, and the above attack fails. This scheme will be
called the Delayed Cipher-Block Chaining and will be denoted by DCBC.

Remark 1. The same cryptanalysis can also be mounted against the ABC en-
cryption mode (Accumulated Block Chaining) proposed by Knudsen in [12].
However we do not explicitly describe the attack which is related to the proof
by Bellare et al. in [1] that ABC mode of operation with public or secret ini-
tial value is not a secure OPRP. We just remark here that this attack is possible
since each plaintext block is masked with the previous ciphertext block and with
a value issued from a function h evaluated at the previous plaintext block. As
the h function is not kept secret, the attacker can predict the mask values and
adapt each message block accordingly.

Remark 2. In many cases, encrypted messages are also authenticated using a
message authentication code (MAC). It is known from recent papers [3] that the
right way of doing this is the Encrypt-Then-MAC paradigm. When encryption
and authentication are correctly combined, the complete system was shown to
be CCA secure in the current security model. However, it is easily remarked that
adding authenticity does not prevent the above attack.
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3 An Hybrid Example: The GEM Schemes

Two chosen ciphertext secure asymmetric encryption schemes for messages of
arbitrary length, GEM-1 and GEM-2, have recently been presented in [5]. In
fact they are based on an hybrid construction using an asymmetric encryption
scheme and a block cipher. The security proof is made in the random oracle
model with a very weak assumption on the underlying block cipher: any fixed-
length indistinguishable secure symmetric scheme can be used.

In this section we show how to cryptanalyze these schemes with help of our
new kind of attacks. In order to simplify the analysis of the attack, we assume
that the underlying symmetric encryption scheme is the XOR, as proposed in
the original paper. We mount a chosen ciphertext attack in the sense of the
indistinguishability of the encryption. This proposed attack is blockwise-adaptive
in a stronger sense than the attack against CBC encryption. Indeed, in the case
of GEM, the attacker needs to be adaptive during the challenge transmission
phase. We will focus on the first scheme GEM–1, but the same attack can be
mounted against the second, GEM–2.

3.1 Overview of GEM–1

Let us briefly describe the GEM–1 scheme according to [5]. The system makes
use of several cryptographic primitives, a trapdoor one way function Epk (such
as RSA) and a weak symmetric encryption scheme EK . In fact, using the XOR
function is proposed by the authors. The scheme also makes use of a family of
hash functions Hi and of an additional hash function F which are modeled as
random oracles. For practical instantiations, it is proposed to use SHA-1 together
with a counter, i.e. Hi(.) = SHA-1( . ‖ i). The additional hash function F can
be defined similarly using a special value for i, e.g. F = H0.

Given the public key pk, one can encrypt a message M formed of n l–bit
blocks, (M [1],M [2], . . . ,M [n]) by randomly choosing w and u and by computing
the ciphertext (T1, C[1], C[2], . . . , C[n], T2) as follows:

T1 = Epk(w, u)
k1 = H1(w, T1)

C[1] = Ek1(M [1])
ki = Hi(ki−1,M [i− 1], w)

C[i] = Eki(M [i])
T2 = F (kn,M [n], w)

This is summarized in figure 1.

3.2 Attack on GEM–1

The security of GEM–1 is proved in [5] in the random oracle model, assuming
that Epk is “reasonably” secure, even when EK is quite weak (a simple XOR
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Fig. 1. The GEM–1 algorithm.

suffices). Without writing down the explicit security bound given for GEM–1,
let us remark that the advantage of a CCA adversary in the usual security model
is linear in the size of the processed data. As a consequence, square-root attacks
are ruled out by the security proof.

In this section, we show that this is no longer the case when using a blockwise-
adaptive attacker and give an explicit square-root attack using such an attacker.
Note that the proposed attacker is blockwise-adaptive during the challenge phase
itself.

The attacker needs to transmit a challenge of size O(2n/2) where n is the size
in bits of the Ci values. In other words, this can be described as a square-root
attack.

For the sake of simplicity, we assume that the XOR function is used as
symmetric encryption. The important property of the XOR function for our
purpose is that for a given pair consisting of one plaintext block and its related
ciphertext block, the encryption key is uniquely determined. With a different
block cipher algorithm, several keys could be possible. However, when the block
size and the key size are both equal to n, the number of possible keys is always
small. As a consequence, the proposed attack would still have a good probability
of success with an ordinary block cipher.

After constructing its challenge message and getting the corresponding ci-
phertext, the attacker asks for the decryption of a different (but of course re-
lated) message. This decryption message tells him which of the two challenge
messages was encrypted with probability 1.

The attack goes as follows:

Step 1 The attacker chooses and transmits the first block of each challenge
message, M0[1] and M1[1], such that M0[1] �= M1[1]. At this point in time,
the attacker has not yet decided the length of the challenge messages.

Step 2 The encryption box computes the tag T1, picks a bit b in {0, 1}, encrypts
Mb[1] and returns (T1, Cb[1]).
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Step 3 The attacker now sends the second block of each challenge message
M0[2] = M0[1] and M1[2] = M1[1].

Step 4 The encryption box encrypts Mb[2] and returns Cb[2].
Step 5 The attacker continues to send the challenge messages one block at a

time, with M0[i] = M0[1] andM1[i] = M1[1]. It receives the encrypted blocks
Cb[i] and waits for a collision among these encrypted blocks.

Step 6 When a collision occurs, namely when the attacker receives a ciphertext
block Cb[i] such that there exists j < i with Cb[i] = Cb[j], the attacker tells
the encryption box that the challenge messages are complete.

Step 7 The encryption box computes and returns the tag T2.
Step 8 The attacker now requests the decryption of the truncated ciphertext

(T1, Cb[1], . . . , Cb[j], T2). This decryption is either a truncation of M0 or a
truncation of M1. The attacker guesses b accordingly.

In order to check that the attacker always succeeds, it suffices to verify the
validity of the tag T2 for the truncated message. For the original message, T2
was computed as F (ki,Mb[i], w). When decrypting the truncated message, w is
the same (since T1 has not changed), andMb[j] = Mb[i] by choice of the challenge
messages. Moreover, since Cb[j] = Cb[i] thanks to the collision check performed
by the attacker, we have kj = ki. As a consequence, T2 = F (kj ,Mb[j], w) is
a valid tag for the truncated message and the truncated plaintext is indeed
returned by the decryption box.

In order to determine the complexity of the attack, we must evaluate the
expected length of challenge messages needed before a collision occurs. Thanks
to the birthday paradox, since the keys and ciphertext blocks are coded on n
bits, collisions are expected after O(2n/2) blocks. According to the security proof
given in [5], no attack in the usual (non blockwise-adaptive) model can be that
efficient.

4 Jutla’s IACBC

In [10,9], Jutla proposes two new encryption modes that provide confidentiality
and integrity in a single pass. One of these modes, IACBC, is a CBC encryption
of the plaintext where the encrypted blocks are hidden by xoring them with a
sequence of masks (S0, . . . , S�−1). For the scheme to be secure, these masks need
to be pairwise independent within each encryption, however full pseudorandom-
ness is not necessary. Furthermore, in [8] Halevi proposed a slight modification
where he generates the mask values using a non cryptographic process. Halevi
then proves the security of the modified scheme in the ROR-CCA sense. The
proof is based on the pairwise independence of the masks. However in the sequel
we use the fact that the masks are not truly independent to attack the scheme
using a blockwise adaptive attacker.

4.1 Overview of IACBC

The IACBC mode works as follows: let EK be a block cipher with block size n
and key length k, along with secret key K1. Let r be a random initial vector



24 Antoine Joux, Gwenaëlle Martinet, and Frédéric Valette

� � �

�� �

�

� �

�

��

� ��

� ���

�

� �

� �

r

C[0]

EK1 EK1 EK1 EK1

C[1] C[�− 1]

M [1] M [�− 1]

. . .

Checksum

S�−1 S0S1

C[�]

N [1] N [� − 1] N [�]

Fig. 2. The IACBC encryption mode.

of n bits used to generate � mask values S0, S1, . . . , S�−1, where � − 1 is the
size in blocks of the message to encrypt. In Jutla’s paper [10], these masks are
generated from t = �log(�+ 1)� random and independent vectors Wi, computed
from r+1, . . . , r+t using the block cipher with another secret keyK0. To speed up
the generation of the masks, Gray codes are used. With this generation technique
the masks are pairwise independent within a single encryption. Moreover the
sequences of masks are independent between encryptions. In [8] Halevi proves
that second property is not necessary to prove the security of the scheme. Then he
proposes a new method to generate the masks values: let r a random initial vector
of n bits, and M a secret random boolean matrix of dimension n×(log L̄+1+n),
where L̄ is an upper bound on the ciphertext length. For j = 1 to �− 1 we have
Sj = M · (< 2j >,< r >), where (< 2j >,< r >) is the boolean vector of length
log L̄ + 1 + n composed with the binary representation of 2j on log L̄ + 1 bits
and the binary representation of r on n bits. Furthermore S0 = M · (< 2L+1 >,
< r >), where L is the ciphertext length.

Then the ciphertext is generated as follows: the message is divided into �− 1
blocks M [1], . . . ,M [�− 1], of n bits each. The ciphertext is defined by:

C[0] = EK1(r)
N [0] = C[0]
for i = 1 to �− 1 do

N [i] = EK1(M [i]⊕N [i− 1])
C[i] = N [i]⊕ Si

end for

C[�] = EK1(checksum⊕N [l − 1])⊕ S0, where checksum =
⊕l−1

i=1M [i].

This is summarized in figure 2.
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To decrypt a ciphertext C, the receiver parses it into � + 1 blocks denoted
by (C[0], C[1], . . . , C[�]) and computes r = DK1(C[0]). He can then recover the
mask values (S0, . . . , S�−1) with the help of the secret boolean matrix M . Each
plaintext block M [i] is computed as M [i] = DK1(C[i] ⊕ Si) ⊕ C[i − 1] ⊕ Si−1.
The message integrity is verified by checking the correctness of the Checksum.

4.2 Blockwise Adaptive Cryptanalysis

In this section we exhibit a cryptanalysis of the scheme, in the blockwise adaptive
adversarial model. The main idea is to used deterministic relations verified by
the masks. Indeed, even though the values used for different blocks are pairwise
independent, by construction they satisfy some relations. For every set of masks
S = (S0, S1, . . . , S�−1) and every pair of indices (i, j), Si ⊕ Sj is a constant. To
prove this claim we have to look at the mask generation. We have:

Si = M × (< 2i >,< r >) and Sj = M × (< 2j >,< r >)

Thus we get:

Si ⊕ Sj = M × (< 2i > ⊕ < 2j >,< r > ⊕ < r >)
= M × (< 2i > ⊕ < 2j >,< 0 >)

Then the vector Si ⊕ Sj is independent of r and only depends on some columns
of the secret matrix M . Thus, for every set of masks and every pair of indices,
Si ⊕ Sj is constant. In the attack we will use this fact for S1 ⊕ S2.

The proposed blockwise adaptive attacker is adaptive during the encryption
query but not during the challenge phase itself. However the encryption box
has to send the initial ciphertext block C[0] before it receives the first plaintext
block.

Here is the scenario of the attack:

Step 1 The attacker chooses at random two messages of two blocks M0 and M1
at random and such that M0[1] = M1[1] and M0[2] �= M1[2].

Step 2 The challenge box generates the masks values (S0, S1, S2) from a random
initial value r. It then picks at random a bit b, encrypts r and Mb under the
secret key and transmits Cb[0] ‖ Cb[1] ‖ Cb[2] ‖ Cb[3]. The aim of the attacker
is to guess the bit b.

Step 3 The attacker now queries the encryption box for one message of two
blocks. It first receives C ′[0] and sends M [1] = C ′[0]⊕M0[1]⊕ Cb[0].

Step 4 After receiving C ′[1] the attacker outputs M [2] = M0[2]. Then it re-
ceives C ′[2] and ends the query. The encryption box finally outputs C ′[3].

Step 5 if the equality Cb[1] ⊕ Cb[2] = C ′[1] ⊕ C ′[2] holds, the attacker guesses
the bit b′ = 0, else he guesses b′ = 1.

We claim that the attacker always guesses correctly the bit b. Indeed, suppose
that message M0 has been encrypted, meaning that b = 0. Then we get:

Cb[1]⊕ Cb[2] = EK(M0[1]⊕ Cb[0])⊕ S1

⊕EK(M0[2]⊕ EK(M0[1]⊕ Cb[0]))⊕ S2
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Furthermore, we have:

C ′[1]⊕ C ′[2] = EK(M [1]⊕ C ′[0])⊕ S′1
⊕EK(M [2]⊕ EK(M [1]⊕ C ′[0])⊕ S′2

= EK(C ′[0]⊕M0[1]⊕ Cb[0]⊕ C ′[0])⊕ S′1
⊕EK(M [2]⊕ EK(C ′[0]⊕M0[1]⊕ Cb[0]⊕ C ′[0])⊕ S′2

= EK(M0[1]⊕ Cb[0])⊕ S′1
⊕EK(M0[2]⊕ EK(M0[1]⊕ Cb[0]))⊕ S′2

Now, we have proved above that S1 ⊕ S2 = S′1 ⊕ S′2. Consequently, if b = 0, we
always have Cb[1]⊕ Cb[2] = C[1]⊕ C[2].

Moreover, if b = 1 this equality never holds. Indeed, challenge messages M0
and M1 have been chosen such that M0[1] = M1[1] and M0[2] �= M1[2], and the
test message is such that M [1] = C ′[0]⊕M0[1]⊕Cb[0]. Then it is easy to check
that in this case Cb[1]⊕ Cb[2] never equals C ′[1]⊕ C ′[2]. Indeed, we have:

S1 ⊕ S2 = S′1 ⊕ S′2
M1[1]⊕ Cb[0] = M [1]⊕ C ′[0]

M1[2]⊕ EK(M1[1]⊕ Cb[0])) �= M [2]⊕ EK(M [1]⊕ C ′[0]))

and as a consequence C ′[1]⊕C ′[2] �= Cb[1]⊕Cb[2]. Thus the attacker’s guess of
b is always correct.

The crucial step in this attack is the encryption query made by the adversary
and the way in which the oracle returns the ciphertext blocks. Indeed, if the
initial value is not sent before the beginning of the encryption, the adversary
cannot adapt the next plaintext blocks and the attack fails. Thus, if correctly
implemented, IACBC encryption scheme is not subject to such an attack.

Remark 3. Note that the initial IACBC scheme proposed by Jutla in [10] can be
attacked in a similar way. Indeed, even when sequences of masks are independent
between encryptions, it is however possible to find non trivial relations within a
single encryption. This property can be used to cryptanalyze the scheme in the
blockwise adaptive adversarial model. See appendix B for more details.

5 Conclusion

In this paper, we proposed a new class of attacks against modes of operation.
These attacks, called blockwise adaptive, take advantage of the properties of
most practical implementations to allow cryptanalysis of some modes that were
previously thought (and proven) secure. Some other modes of operation do not
seem to be vulnerable to such attacks, especially when there is no chaining (as
in OCB, [13]), or when secret masks are used to randomized inputs and outputs
of the block cipher (as XCBC, [4], and HPCBC, [1]). Furthermore, although the
impact of this attack on the CBC is huge, this can be simply avoided by using
the Delayed CBC (DCBC) that consists in delaying the outputs by one block.
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We believe that dealing with blockwise adaptive attacks is the next step
towards secure implementations of cryptographic modes of operation.
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A Security Notions

In the standard model, privacy of an encryption scheme is viewed as ciphertext
indistinguishability. In [2] the authors have defined different security notions and
proved that the strongest one is the LOR (“Left or Right). However, we focus
here on the Find-Then-Guess (FTG) model. We can modelize this notion through
a “Find-Then-Guess” game. In this setting the adversary is first given access to
an encryption oracle E that he can feed with plaintexts of his choice. At the
end of the first phase (the “Find” phase) the adversary returns two plaintexts
M0 and M1 of equal length. The encryption oracle flips a bit b, encrypts Mb

and returns the challenge ciphertext Cb. The adversary’s goal is to guess with
non negligible advantage the bit b. In the “Guess” phase, he is again given
access to the encryption oracle, he can feed with plaintexts of his choice At
the end of the game, the adversary returns a bit b′ representing his guess. This
attack is called a Chosen Plaintext Attack (CPA). However the adversary can
also performed Chosen Ciphertext Attacks (CCA). In this setting, he also has
access to a decryption oracle he can feed with queries of his choice, except with
the challenge ciphertext Cb itself.

A symmetric encryption scheme is said to be FTG-CPA secure (respectively
FTG-CCA secure), if no polynomial time adversary can guess the bit b in the
respective games, with non negligible advantage.

B Cryptanalysis of the Original Jutla’s IACBC

In the original Jutla’s proposal in [10], the mask generation is slightly different.
The random value r is expanded into t = log(� + 1) random and independent
vectors W1, . . . ,Wt such that Wi = EK0(r+i), where K0 is another secret key for
the block cipher. Then � pairwise independent and differentially uniform mask
values (S0, S1, . . . , S�−1) are generated from the Wi, with a Gray Code or with
the following method, proposed in [10]:

input: Wi, for 1 ≤ i ≤ t
output: S0, S1, . . . , S�−1
For i = 0 to �− 1 do

Let < ai[1], ai[2], . . . , ai[t] > be the binary
representation of i+ 1

Si =
⊕j=t

j=1 ai[j] ·Wj

end for

In [10], Jutla claims the security of IACBC in the sense of the message in-
tegrity and in the Find-Then-Guess model. However no security proof is given
for this claim. In the sequel we show how to attack the scheme in the blockwise
adaptive adversarial model. The attack is similar to the one described section
4: some relations between the masks values are exploited. Indeed, each mask is
defined with the following relation:
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Si−1 =
j=t⊕
j=1

ai−1[j] ·Wj

for all 0 ≤ i ≤ l−1 and where< ai−1[1], . . . , ai−1[t] > is the binary representation
of i. Then in particular, we have:

S1 = W2

S2 = W2 ⊕W1

S3 = W3

S4 = W3 ⊕W1

Then, for every set of mask, we have S1 ⊕ S2 ⊕ S3 ⊕ S4 = 0.
During the proposed attack the attacker has access to an encryption box

to mount a chosen plaintext blockwise adaptive attack. For this attack a sin-
gle query to the encryption box allows to always guess correctly the message
encrypted. Let us present the attacker’s algorithm:

Step 1 The attacker chooses uniformly two messages of four blocks eachM0 and
M1 such that M0[1] = M1[1], M0[2] = M1[2], M0[3] = M1[3] and M0[4] �=
M1[4].

Step 2 The masks values (S0, . . . , S4) are generated from the random r and the
vectors Wi. The encryption box encrypts r, randomly chooses a bit b and
encrypts message Mb under the secret key K and transmits the ciphertext
Cb[0] ‖ Cb[1] ‖ Cb[2] ‖ Cb[3] ‖ Cb[4] ‖ Cb[5].

Step 3 The attacker then queries the encryption box with a message of four
blocks. It first receives C ′[0] and outputs M [1] = M0[1]⊕ C ′[0]⊕ Cb[0].

Step 4 The oracle encrypts M [1] and returns C ′[1].
Step 5 The query continues with plaintext blocks defined by: M [2] = M0[2],

M [3] = M0[3], and M [4] = M0[4].
Step 6 After having received C ′[1], C ′[2], C ′[3] and C ′[4], the adversary ends

the game, receives C ′[5] and sends the bit b′ = 0 if

C[1]⊕ C[2]⊕ C[3]⊕ C[4] = Cb[1]⊕ Cb[2]⊕ Cb[3]⊕ Cb[4] (1)

and b′ = 1 otherwise.

Let us look at the equality checked by the adversary. We see that if b = 0 we
have:

Cb[1]⊕ Cb[2]⊕ Cb[3]⊕ Cb[4] = EK(Cb[0]⊕M0[1])⊕ S1

⊕EK(M0[2]⊕Nb[1])⊕ S2

⊕EK(M0[3]⊕Nb[2])⊕ S3

⊕EK(M0[0]⊕Nb[3])⊕ S4
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where Nb[i] denotes EK(M0[i] ⊕ Nb[i − 1]) for 1 ≤ i ≤ 3. Due to the choice of
the test message, we also have:

C ′[1]⊕ C ′[2]⊕ C ′[3]⊕ C ′[4] = EK(Cb[0]⊕M0[1])⊕ S′1
⊕EK(M0[2]⊕N [1])⊕ S′2
⊕EK(M0[3]⊕N [2])⊕ S′3
⊕EK(M0[4]⊕N [3])⊕ S′4

Then if b = 0, since we have S1 ⊕ S2 ⊕ S3 ⊕ S4 = S′1 ⊕ S′2 ⊕ S′3 ⊕ S′4 = 0 and
N [i] = Nb[i] for 1 ≤ i ≤ 3, equality (1) always holds.

Moreover if b = 1 equality (1) is never satisfied. Indeed we have N [1] =
Nb[1], N [2] = Nb[2] and N [3] �= Nb[3] due to the special choice of the challenge
messages.

Thus the attacker always guesses correctly the bit b.
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Abstract. We propose a new cryptographic primitive, the “tweakable
block cipher.” Such a cipher has not only the usual inputs – message and
cryptographic key – but also a third input, the “tweak.” The tweak serves
much the same purpose that an initialization vector does for CBC mode
or that a nonce does for OCB mode. Our proposal thus brings this feature
down to the primitive block-cipher level, instead of incorporating it only
at the higher modes-of-operation levels. We suggest that (1) tweakable
block ciphers are easy to design, (2) the extra cost of making a block
cipher “tweakable” is small, and (3) it is easier to design and prove
modes of operation based on tweakable block ciphers.

Keywords: block ciphers, tweakable block ciphers, initialization vector,
modes of operation

1 Introduction

A conventional block cipher takes two inputs – a key K ∈ {0, 1}k and a message
(or plaintext) M ∈ {0, 1}n – and produces a single output – a ciphertext C ∈
{0, 1}n. The signature for a block cipher is thus (see Figure 1(a)):

E : {0, 1}k × {0, 1}n → {0, 1}n . (1)

On the other hand, the corresponding operators for variable-length encryp-
tion have a different signature. These operators are usually defined as “modes of
operation” for a block cipher, but they may also be viewed abstractly as another
set of encryption operators. They take as input a key K ∈ {0, 1}k, an initial-
ization vector (or nonce) V ∈ {0, 1}v, and a message M ∈ {0, 1}∗ of arbitrary
length, and produce as output a ciphertext C ∈ {0, 1}∗. The signature for a
typical encryption mode is thus:

E : {0, 1}k × {0, 1}v × {0, 1}∗ → {0, 1}∗ .
Block ciphers (pseudorandom permutations) are inherently deterministic: ev-

ery encryption of a given message with a given key will be the same. Many modes

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 31–46, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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of operation and other applications using block ciphers have nonetheless a re-
quirement for “essentially different” instances of the block cipher in order to
prevent attacks that operate by, say, permuting blocks of the input. Attempts to
resolve the conflict between keeping the same key for efficiency and yet achieving
variability often results in a design that uses a fixed key, but which attempts
to achieve variability by manipulating the input before encryption, the output
after encryption, or both. Such designs seem inelegant – they are attempting to
solve a problem with a primitive (a basic block cipher) that is not well suited
for the problem at hand. Better to rethink what primitives are really wanted for
such a problem.

This paper proposes to revise the signature of a block cipher so that it con-
tains a notion of variability as well. The revised primitive operation, which we
call a tweakable block cipher, has the signature:

Ẽ : {0, 1}k × {0, 1}t × {0, 1}n → {0, 1}n . (2)

For this operator, we call the new (second) input a “tweak” rather than a “nonce”
or “initialization vector,” but the intent is similar. A tweakable block cipher thus
takes three inputs – a key K ∈ {0, 1}k, a tweak T ∈ {0, 1}t, and a message (or
plaintext) M ∈ {0, 1}n – and produces as output a ciphertext C ∈ {0, 1}n (see
Figure 1(b)).

(a)

M

EK

C

(b)

M

K

C

T

(c)

M

K

C

TE E

Fig. 1. (a) Standard block cipher encrypts a message M under control of a key K to
yield a ciphertext C. (b) Tweakable block cipher encrypts a message M under control
of not only a key K but also a “tweak” T to yield a ciphertext C. The “tweak” can be
changed quickly, and can even be public. (c) Another way of representing a tweakable
block cipher; here the key K shown inside the box.

In designing a tweakable block cipher, we have certain goals. First of all,
obviously, we want any tweakable block ciphers we design to be as efficient as
possible (just as with any scheme). Specifically, a tweakable block cipher should
have the property that changing the tweak should be less costly than changing
the key. Many block ciphers have the property that changing the encryption key
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is relatively expensive, since a “key setup” operation needs to be performed. In
contrast, changing the tweak should be cheaper1.

A tweakable block cipher should also be secure, meaning that even if an
adversary has control of the tweak input, we want the tweakable block cipher
to remain secure. We’ll define what this means more precisely later on. But
intuitively, each fixed setting of the tweak gives rise to a different, apparently
independent, family of standard block cipher encryption operators. We wish to
carefully distinguish between the function of the key, which is to provide uncer-
tainty to the adversary, and the role of the tweak, which is to provide variability.
The tweak is not intended to provide additional uncertainty to an adversary.
Keeping the tweak secret need not provide any greater cryptographic strength.

The point of this paper is to suggest that by cleanly separating the roles of
cryptographic key (which provides uncertainty to the adversary) from that of
tweak (which provides independent variability) we may have just the right tool
for many cryptographic purposes.

1.1 Related Work

One motivating example for this introduction of tweakable block ciphers is the
DESX construction introduced by Rivest (unpublished). The reason for intro-
ducing DESX was to cheaply provide additional key information for DES. The
security of DESX has been analyzed by Kilian and Rogaway [10]; they show that
DESX with n-bit inputs (and tweaks) and k-bit keys has an effective key-length
of k+n−1− lgm where the adversary is limited to m oracle calls. In the DESX
construction secret pre- and post-whitening values were added as additional key
information.

Even and Mansour [8] have also investigated a similar construction where the
inner encryption operator F is fixed and public, and encryption is performed by
EK1K2(M) = K2⊕F (K1⊕M). They show (see also Daemen[7]) that the effective
key length here is n− lg l − lgm where the adversary is allowed to make l calls
to the encryption/decryption oracles and m calls to an oracle for F or F−1.

Similarly, if one looks at the internals of the recently proposed “offset code-
book mode” (OCB mode) of Rogaway et al. [12], one sees DESX-like modules
that may also be viewed as instances of a tweakable block ciphers. That is,
the pre- and post-whitening operations are essentially there to provide distinct
families of encryption operators, i.e. they are “tweaked.”

In a similar vein, Biham and Biryukov [4] suggest strengthening DES against
exhaustive search by (among other things) applying a DESX-like construction
to each of DES’s S-boxes.
1 Some cryptographic modes of operation such as the Davies-Meyer hash function

(see Menezes et al. [11, Section 9.40]) have fallen into disfavor because they have a
feedback path into the key input of the block cipher. Since for many block ciphers
it is relatively expensive to change the key, these modes of operation are relatively
inefficient compared to similar modes that use the same key throughout. See, for
example, the discussion by Rogaway et al. [12] explaining the design rationale for
the OCB mode of operation, which uses the same cryptographic key throughout.
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Finally, two block cipher proposals, the Hasty Pudding Cipher (HPC) [14]
and the Mercy cipher [6] include an extra input for variability, called in their
design specifications a “spice,” a “randomiser,” or a “diversification parameter.”
These proposals include a basic notion of what kind of security is needed for a
block cipher with this extra input, but no formal notions or proofs are given.

1.2 Outline of This Paper

In Section 2 we then discuss and formalize the notion of security for tweak-
able block ciphers. In Section 3 we suggest several ways of constructing tweak-
able block ciphers from existing block ciphers, and prove that the existence of
tweakable block ciphers is equivalent to the existence of block ciphers. Then in
Section 4 we suggest several new modes of operation utilizing tweakable block
ciphers, and give simple proofs for some of them. Section 5 concludes with some
discussion and open problems.

2 Definitions

The security of a block cipher E (e.g. parameterized as in equation (1)) can be
quantified as SecE(q, t)–the maximum advantage that an adversary can obtain
when trying to distinguish E(K, ·) (with a randomly chosen key K) from a
random permutation Π(·), when allowed q queries to an unknown oracle (which
is either E(K, ·) or Π(·)) and when allowed computation time t. This advantage
is defined as the difference between the probability the adversary outputs 1
when given oracle access to E and the probability the same adversary outputs
1 when given oracle access to Π. A block cipher may be considered secure when
SecE(q, t) is sufficiently small.

We may measure the security of a tweakable block cipher Ẽ (parameterized
as in equation (2)) in a similar manner as the maximum advantage SecẼ(q, t)
an adversary can obtain when trying to distinguish Ẽ(·, ·) from a “tweakable
random permutation” Π̃(·, ·) where Π̃ is just a family of independent random
permutations parametrized by T . That is, for each T , we have that Π̃(T, ·) is
an independent randomly chosen permutation of the message space. Note that
the adversary is allowed to choose both the message and tweak for each oracle
call. A tweakable block cipher Ẽ may be considered secure when SecẼ(q, t) is
sufficiently small.

A tweakable block cipher should also be efficient: both encryption ẼK(·, ·)
and decryption D̃K(·, ·) should be easy to compute.

2.1 Strong Tweakable Block Ciphers

A stronger definition for a block cipher, Sec′E(q, t), can be defined as the max-
imum advantage than an adversary can obtain when trying to distinguish the
pair of oracles E(K, ·), D(K, ·) from the pair Π,Π−1, when allowed q queries
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and computation time t. This advantage is defined as the difference between the
probability the adversary outputs 1 when given oracle access to E,D and the
probability the same adversary outputs 1 when given oracle access to Π,Π−1.
A block cipher is considered “chosen-ciphertext” secure when Sec′E(q, t) is suffi-
ciently small.

Similarly, we define Sec′
Ẽ

(q, t) as the maximum advantage an adversary can
obtain when trying to distinguish ẼK(·, ·), D̃K(·, ·) from Π̃, Π̃−1, when given q
queries and t time. We say a tweakable block cipher is chosen-ciphertext secure
when Sec′

Ẽ
(q, t) is sufficiently small, and we call such a secure tweakable block

cipher a “strong tweakable block cipher.”

3 Constructions

In this section we show that the existence of block ciphers and the existence of
tweakable block ciphers are equivalent. One direction is easy: if we let EK(M) =
ẼK(0t,M), it is easy to see that if Ẽ is a secure tweakable block cipher then E
must be a secure block cipher.

The other direction is more difficult. Some simple attempts to construct a
tweakable block cipher from a block cipher fail.

For example, the DESX analogue:

ẼK((T1, T2),M) = EK(M ⊕ T1)⊕ T2

fails because an adversary can notice that flipping the same bits in both T1 and
m has no net effect.

Similarly, taking an ordinary block cipher and splitting its key into a key for
the tweakable cipher and a tweak:

ẼK(T,M) = EK‖T (M)

or xoring the tweak into the key:

ẼK(T,M) = EK⊕T (M)

need not yield secure tweakable block ciphers, since a block cipher need not
depend on every bit of its key. (Biham’s related-key attacks of Biham [3] would
be relevant to this sort of design.)

The following theorem gives a construction that works.

Theorem 1. Let
ẼK(T,M) = EK(T ⊕ EK(M)).

Ẽ is a secure tweakable block cipher. More precisely,

SecẼ(q, t) < SecE(q, t) +Θ(q2/2n) .
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Proof. We assume that E has security function SecE(q, t) and assume that an
adversary A? exists that achieves and advantage SecẼ(q, t) when distinguishing
Ẽ from a tweakable random permutation.

We have the following cases.
Case i:A can distinguish between ẼK andH1, whereH1(T,M) = Π(T⊕Π(M)).
If this is the case, we can use A to distinguish E from Π.
Case ii: A can distinguish between H1 and H2 where H2(T,M) = R(T⊕R(M)),
where R is a random function. It is easy to see that the advantage in distinguish-
ing a random function from a random permutation is Θ(q2/2n).
Case iii: A can distinguish H2 from H3, where H3(T,M) = R2(T ⊕ R1(M)),
where R1 and R2 are random functions. Suppose (T1,M1), . . . , (Tq,Mq) are all
the queries A makes to the oracle, and suppose no collisions of the following type
happen: Ti ⊕R(Mi) = Mj . With no such collisions, H2 cannot be distinguished
from H3 as the outer application of R takes place on a set of inputs disjoint
from the inputs to the inner application of R, and so the outer outputs are
independently random, just as the outputs of R2 would be.

Furthermore, the probability of any such collisions occuring is Θ(q2)/2n.
What is the probability that (Ti,Mi) collides with any previous pair? If Mi is a
new value then it is easy to see that the probability is at most (i− 1)/2n. What
if Mi is not new? In this case, either (Ti,Mi) will collide or it won’t, since all the
random decisions have been made. However it is important to note that if no
collisions have happened before, then every oracle response the adversary gets is
just a new random value. Thus, the values the adversary gets are independent
from the T ’s the adversary produces. Conversely, Ti must be independent from
the distribution of R. Thus, even though Ti is not necessarily chosen randomly,
no matter how the adversary picks Ti, it has a probability of at most (i− 1)/2n

of being one that causes a collision. Adding all these probabilities up, we see
that the probability that any collision occurs is Θ(q2)/2n.
Case iv: A can distinguish H3 from H4, where H4(T,M) = R(T,M), where R
is a random function.

In order for there to be a difference between H3 and H4, the output of R
must be constrained for two different input pairs. Thus, there must be a pair
i, j such that Ti ⊕ R1(Mi) = Tj ⊕ R1(Mj) for i �= j. What is the probability
that this happens for any given j? Well, if Mj is a new M , this will only happen
with probability (j − 1)/2n. Now suppose that up through the jth query there
have been no collisions. The adversary then receives purely random values back
in response. Thus, since the outputs the adversary sees are independent of the
queries, the queries must be independent of the values Ti ⊕R1(Mi).

If Mj is not a new value, but Tj has never been asked with Mj before, then
the probability of a collision is at most (j− 2)/2n, since the only possible values
to collide with are those where Mi �= Mj . This critically relies on the observation
that the adversary’s queries are independent of the values so long as there have
been no collisions. Thus, we can bound the total probability of collisions in the
same way. The probability of distinguishing can be bounded by q2/2n where q
is the number of queries.
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Case v: A can distinguish between H4 and Π̃. Note that R(T,M) differs from
Π̃(T,M) only in that for any given T , one will be a random function and the
other will be a random permutation. Since random functions and random permu-
tations are indistinguishable, this is impossible: we use a simple hybrid argument,
providing permutations for more and more T .

Thus, we see that this construction only “degrades” SecEq, t by Θ(q2/2n) to
obtain SecẼ(q, t). �

Note that this construction has the nice property that changing the tweak is
easy (no “key setup” required). Furthermore, we do not require a longer key than
the block cipher did for the same level of security. However, the construction has
an overall cost (running time) that is twice that of the underlying block cipher.

This completes our proof that the existence of (secure) tweakable block ci-
phers is equivalent to the existence of (secure) block ciphers. We leave it as an
open problem to devise a construction with a tighter bound than Theorem 1.

3.1 Another Construction

We can do better than this, however. We now give a construction that is more
efficient, and is also a strong tweakable block cipher.

First, we need a definition. A set H of functions with signature {0, 1}t →
{0, 1}n is said to be ε-almost 2-xor-universal (ε-AXU2, for short) if Prh[h(x) ⊕
h(y) = z] ≤ ε holds for all x, y, z, where the probability is taken over h chosen
uniformly at random from H.

With these definitions, we prove

Theorem 2. Let ẼK,h(T,M) = EK(M⊕h(T ))⊕h(T ), and let H be an ε-AXU2

family with ε ≥ 1/2n. Then Ẽ is a strong tweakable block cipher. Specifically,

Sec′
Ẽ

(q, t) ≤ Sec′E(q, t) + 3εq2.

We give the proof in Appendix A.
As there are plenty of known constructions of AXU2 hash families with ε ≈

1/2n, the security theorem shows that we can obtain a construction with good
security against adaptive chosen-ciphertext attacks for up to the birthday bound,
i.e., for q � 2n/2.

Moreover, we expect that our construction will be reasonably fast. For in-
stance, for t = n = 128, a generalized division hash runs in something like 300
cycles [15], UMAC/UHASH runs in about 200 cycles [5], hash127 runs in about
150 cycles [2] and a DFC-style decorrelation module should run in about 200
cycles [9] (all speeds on a Pentium II class machine, and are rough estimates).
If we compare to AES, which runs in about 230–300 cycles [1], we expect that a
version of AES tweaked in this way will run about 50–80% slower than the plain
AES. Though this is likely to be faster than the previous construction, it does
require a longer key.
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Fig. 2. Tweak block chaining: a chaining mode for a tweakable block cipher. Each
ciphertext becomes the tweak for the next encryption.
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Fig. 3. Ciphertext stealing for tweak block chaining handles messages whose length is
at least n bits long but not a multiple of n. Let r denote the length of the last (short)
block Mm of the message. Then |Cm| = |Mm| = r and |C′| = n − r. Here X denotes
the rightmost n− r bits of Cm−2 (or of T0 if m = 2).

4 Tweakable Modes of Operation

The new “tweak” input of a tweakable block ciphers enables a multitude of
new modes of operation. Indeed, these new modes may really be the “payoff”
for introducing tweakable block ciphers. In this section we sketch three such
possible modes, and leave the remainder to your imagination. We just describe
the first two, and prove secure the third, which is the most interesting of the
three (it is an analogue to OCB mode for authenticated encryption).

4.1 Tweak Block Chaining (TBC)

Tweak block chaining (TBC) is similar to cipher block chaining (CBC). An
initial tweak T0 plays the role of the initialization vector (IV) for CBC. Each
successive message block Mi is encrypted under control of the encryption key K
and a tweak Ti−1, where Ti = Ci for i > 0. See Figure 2.

To handle messages whose length is greater than n but not a multiple of n,
a variant of ciphertext-stealing [13] can be used; see Figure 3.
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Fig. 4. The tweak chain hash (TCH). Here T0 is a fixed initialization vector. A fixed
public key K is used in the tweakable block cipher. The message M is padded in some
fixed reversible manner, such as by appending a 1 and then enough 0’s to make the
length a multiple of n. The value H is the output of the hash function.

One can also adapt the TBC construction to make a TBC-MAC in the same
manner that one can use the CBC construction to make a CBC-MAC, though
these constructions still need a security analysis.

4.2 Tweak Chain Hash (TCH)

To make a hash function, one can adapt the Matyas-Meyer-Oseas construction
(see Menezes et al. [11, Section 9.40]). See Figure 4, using a fixed public key K
in the tweakable block cipher, and chaining through the tweak input.

We don’t know if this construction is secure. With a strong additional prop-
erty on the tweakable block cipher, namely that for a fixed known key and fixed
unknown tweak, we still get a pseudorandom permutation, we could adapt the
proof of the Davies-Meyer hash function. However, as we noted in section 2, this
is not the case for all tweakable block ciphers2.

4.3 Tweakable Authenticated Encryption (TAE)

In this section we suggest an authenticated mode of encryption (TAE) based on
the use of a tweakable block cipher. This mode can be viewed as a paraphrase
or restatement of the architecture of the OCB (offset codebook) mode proposed
by Rogaway et al. [12] to utilize tweakable block ciphers rather than DESX-like
modules. The result is shown in Figure 5. (The reader may need to consult the
OCB paper to follow the rather terse description given here.)

The OCB paper goes to considerable effort to analyze the probability that
various encryption blocks all have distinct inputs. We feel that an authenticated
encryption mode such as TAE should be much simpler to analyze, since the use
of tweaks obviate this concern.

We will in fact give a fairly easy proof that a tweakable block cipher used in
TAE mode gives all the security properties claimed for OCB mode. Rogaway et
al claim that OCB mode is:
2 One tweakable block cipher construction that does have this property is ẼK(T, M) =

EK(ET (EK(M))), but this is not as desirable a construction as it is not easy to
change the tweak.
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Fig. 5. Authenticated encryption based on a tweakable block cipher. This mode takes as
input an n/2-bit nonce N . The tweak Zi for i > 0 is defined as the concatenation of the
nonce N , an n/2−1-bit representation of the integer i, and a zero bit 0: Zi = N‖i‖0. The
tweak Z0 is defined as the concatentation of the nonce N , an n/2−1-bit representation
of the integer b, where b is the bit-length of the message M , and a one bit 1: Z0 = N‖b‖1.
The message M is divided into m− 1 blocks M1, . . . , Mm−1 of length n and one last
block Mm of length r for 0 < r ≤ n (except that if |M | = 0 then the last (and only)
block has length 0). Each ciphertext block Ci has same length as Mi. The function
len(Mm) produces an n-bit binary representation of the length r of the last message
block. The last message block Mm is padded with zeros if necessary to make it length
n before xoring. The checksum is (M1 ⊕ · · · ⊕Mm−1 ⊕ (Mm‖0∗)). The parameter τ ,
0 ≤ τ ≤ n specifies the desired length of the authentication tag.

– Unforgeable. Any nonce-respecting3 adversary can forge a new valid encryp-
tion with probability at worst negligibly greater than 2−τ .

– Pseudorandom. To any nonce-respecting adversary, the output of OCB mode
is pseudorandom. In other words, no adversary can distinguish between an
OCB mode oracle and a random function oracle. [12]

We now prove that TAE mode satisfies these properties.

Theorem 3. If Ẽ is a secure tweakable block cipher, then Ẽ used in TAE mode
will be unforgeable and pseudorandom.

Proof. To prove that TAE mode is pseudorandom, we note that no tweak is ever
repeated when the adversary is nonce-respecting. Now, if an adversary A were
able to distinguish between a random function oracle and a TAE mode oracle,
then we could distinguish the tweakable block cipher Ẽ from Π̃ as follows. Given
an oracle O, we simply run A, and answer A’s oracle queries by simulating TAE
mode with O instead of Ẽ. Now, if O = Ẽ then we are in fact providing A with
a TAE mode oracle. However, if O = Π̃ we are providing a random oracle. To
3 By “nonce-respecting,” it is meant that while the adversary has oracle access and

control of the nonce, the adversary may never ask that a nonce be used more than
once; the idea is that any oracle a real adversary would have access to would still
not repeat nonces, even if manipulated in order to accept nonces from elsewhere.
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see this, note that since no tweak is ever repeated, every part of every output is
an independent random value. Thus, if we just give the answer A gives, we are
correct whenever A is correct, and thus we defeat the security of Ẽ.

To prove that TAE mode is unforgeable, we do the same thing. Suppose some
adversary A can forge encryptions in TAE mode. We will break Ẽ as follows.
Given an oracle O we just run A and answer A’s oracle queries by simulating
TAE mode with O. When A gives an answer, we check to see if the answer is
a successful forgery. If it is, we guess that O = Ẽ and if not, we guess that
O = Π̃. Since A is a successful adversary, if O = Ẽ, it forges successfully with
probability nonnegligibly greater than 2−τ . We will now show that if O = Π̃
then A forges with probability at most 2−τ . Once we prove this we’ll be done,
since this reduction will be correct non-negligibly more often than it is incorrect.

Suppose now that O = Π̃. First we note that if A returns an answer with
a new nonce, then Z0 for the answer will be new and thus the correct answer
will be a totally random τ -bit string. In other words, A will be correct with
probability exactly 2−τ . Secondly, if A returns an answer with an old nonce,
then there are several cases. In the first case, all the ciphertext blocks are the
same ciphertext blocks that were returned when that nonce was used previously.
In this case, the forgery cannot possibly be correct since either it will be wrong or
it will not be new. In the second case, the message is a different length than the
message this nonce was queried with before. In this case, the forgery is correct
with probability 2−τ since Z0 will be different from before. In the final case, the
message is the same length but there is at least one new ciphertext block. Now,
the preimage of every block which is different is a random new value. Thus, the
checksum is a random value, so the input to the Π̃ that computes the tag is a
new value. Thus, with probability exactly 2−τ , the forgery is correct. Thus, the
probability that the forgery is correct is at most 2−τ , which concludes the proof.

�

It is interesting to note that the construction loses nothing in terms of its
advantage compared to the advantage of the tweakable block cipher! This is
somewhat remarkable, and helps to emphasize our main point that tweakable
block ciphers may be the most natural and useful construct for designing higher-
level modes of operation. What’s more, we note that if we use Ẽ from section
3.1, TAE mode is very similar to OCB mode. One critical difference is that
OCB mode (essentially) derives its choice of h from the key K whereas our
construction would require h to be additional key information. Also, OCB mode
uses a Gray code to fine-tune efficiency, which we do not. However, this proof
is significantly shorter and simpler than the proof for OCB mode, which further
strengthens our point that tweakable block ciphers are the right primitive for
this kind of task.

5 Conclusions and Open Problems

By introducing tweakable block ciphers, we have “re-partitioned” the design
problem into two (new) parts: designing good tweakable block ciphers, and de-
signing good modes of operation based on tweakable block ciphers. We feel that
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this re-partitioning is likely to be more useful and fruitful than the usual struc-
ture, since certain issues (e.g. having to do with collisions, say) can be handled
once and for all at the lower level, and can then be ignored at the higher levels,
instead of having to be dealt with repeatedly at the higher levels.

We feel that the notions of a tweakable block cipher and tweakable modes of
operation (that is, modes of operation based on tweakable block ciphers) are
interesting and worthy of further study.

One advantage of this framework is the new division of issues between design
and analysis of the underlying primitive and the design and analysis of the
higher-level modes of operation. We feel that the new primitive may result in a
more fruitful partition.

Some interesting open problems are:

– What is the security of TAES (AES with our proposed “standard tweak”)?
– Design efficient and secure tweakable block ciphers directly.
– Improve the construction of Theorem 1 to achieve a tighter bound.
– Analyze the security of the tweak-block-chaining mode of encryption.
– Analyze the security of the tweak chain hash.
– Devise and analyze the security of other modes of operation based on tweak-

able block ciphers.
– Define, devise and analyze the security of tweakable stream ciphers.
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A Proof of Theorem 2

In this section, we give a proof of Theorem 2. First, though, we establish some
notation. We use Pr0[·] to represent the probability measure in the case where A
interacts with ẼK,h, where the probability is taken over the choice of K ∈ {0, 1}k
and h ∈ H uniformly and independently at random. Also, we let Pr1[·] denote
the measure where A interacts with Π̃. In either case, we write O for A’s oracle,
so in the former case O = ẼK , and in the latter case O = Π̃.

We let the random variable Ti denote the tweak input on A’s i-th oracle
call, and we let Mi and Ci denote the plaintext and ciphertext corresponding
to this call, so that O(Ti,Mi) = Ci. In other words, if A’s i-th oracle query is
an encryption query (to O), then (Ti,Mi) denotes the input and Ci the return
value, whereas if A’s i-th oracle query is a decryption query (to O−1), then
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the input is (Ti, Ci) and the result of the query is Mi. Moreover, we define
the random variables Ni, Bi by Ni = Mi ⊕ h(Ti) and Bi = Ci ⊕ h(Ti). Note
that if O = ẼK , then EK(Ni) = Bi. We define the random variable τn by
τn = 〈(T1,M1, C1), . . . , (Tn,Mn, Cn)〉, and we use τ = τq to represent the full
transcript of interaction with the oracle.

We fix an adversary A, and we assume without loss of generality that A does
not make any repeated or redundant queries to its oracle. As a consequence of
this assumption, the pairs (Ti,Mi) are all distinct, or in other words, for all
i �= j, we have (Ti,Mi) �= (Tj ,Mj). Similarly, the pairs (Ti, Ci) are also distinct,
as are the (Ti, Ni)’s and the (Ti, Bi)’s. Also, the output of A can be viewed as a
function of the transcript τ , so we sometimes write the output of A as A(τ).

Our proof is separated into two parts. In the information-theoretic part,
we let EK = Π denote a permutation chosen uniformly at random, we set
Ẽ′(T,M) = Π(M ⊕ h(T )) ⊕ h(T ), and we show that Ẽ′ is a secure tweakable
block cipher. Then, in the computational part, we let E be arbitrary, and we
show that if EK and Π are computationally indistinguishable, then Ẽ will also
be a secure tweakable block cipher.

The information-theoretic part of the proof uses the following strategy. We
define a bad event Bad. We show that when conditioning on the complement
event, the probability measures Pr0[·|Bad] and Pr1[·|Bad] are in fact identical.
Then, we show that Pr0[Bad] and Pr1[Bad] are both small. The result will then
follow using standard arguments.

In our arguments, we define Badn to be the event that, for some 1 ≤ i < j ≤
n, either Ni = Nj or Bi = Bj . Also, we let Bad = Badq.

Lemma 1. For every possible transcript t, if EK = Π, then Pr0[τ = t|Bad] =
Pr1[τ = t|Bad].

Proof. We show this by induction on the length of the transcript, q. Consider
the q-th oracle query: it is either an encryption or a decryption query. Suppose
first that the q-th oracle query is an encryption query, with inputs (Tq,Mq).
By the inductive hypothesis, we can assume that the distribution of τq−1 is the
same for both the Pr0[·|Badq−1] and Pr1[·|Badq−1] probability measures, hence
the same is true of the distribution of (τq−1, Tq,Mq).

Now fix any h such that Nq /∈ {N1, . . . , Nq−1}, so that the only remaining
random choice is over Π or Π̃. When O = Π̃, Cq = Π̃(Tq,Mq) is uniformly
distributed on the set S = {0, 1}n \ {Ci : Ti = Tq and 1 ≤ i < q}, if we
condition on Badq−1 (but before conditioning on Badq). When O = Ẽ′, we
find something slightly different: Bq = Π(Nq) is uniformly distributed on the
set {0, 1}n \ {B1, . . . , Bq−1} (conditioned on Badq−1, but before conditioning
on Badq), hence Cq = Bq ⊕ h(Tq) is uniformly distributed on the set S′ =
{0, 1}n \ {Ci ⊕ h(Ti)⊕ h(Tq) : i = 1, . . . , q − 1}. In both cases, the probabilities
are independent of the choice of h. Also, note that S′ ⊆ S, since when Ti = Tq
we have Ci⊕h(Ti)⊕h(Tq) = Ci. Adding the condition Badq amounts to adding
the condition that Bq ∈ {0, 1}n \ {B1, . . . , Bq−1}, i.e., that Cq ∈ S′. Thus,
after conditioning on Badq, we see that Cq is uniformly distributed on S′ and
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independent of the rest of the transcript, and hence the distribution of τ is the
same for both the Pr0[·|Badq] and Pr1[·|Badq] probability measures. (Here we
have used the following simple fact: if the random variable X is uniform on a
set S, and if S′ is some subset of S, then after conditioning on the event X ∈ S′
we find that the resulting r.v. is uniform on S′.)

This covers the case where the q-th query is a chosen-plaintext query. The
other case, where the q-th query is a chosen-ciphertext query, is treated similarly.
This concludes the proof of Lemma 1.

Lemma 2. If H is ε-AXU2, then Pr1[Badq] ≤ εq(q − 1).

Proof. Note that, when O = Π̃, h is independent of the transcript τ . Hence, we
can defer the choice of h until after A completes all q of its queries and the val-
ues of Ti,Mi, Ci are fixed. Then, we find Pr 1[Badq] = Prh[∃i, j.Ni = Nj ∨Bi =
Bj ](by the definition of Badq) ≤

∑
1≤i<j≤q Prh[Ni = Nj ] + Prh[Bi = Bj ](by a

union bound) =
∑

1≤i<j≤q Prh[h(Ti) ⊕ h(Tj) = Mi ⊕Mj ] Prh[h(Ti) ⊕ h(Tj) =
Ci ⊕ Cj ](by the definition of Ni, Bi) ≤

∑
1≤i<j≤q 2ε = εq(q − 1).(since H is

ε-AXU2)

Lemma 3. If H is ε-AXU2 for ε ≥ 1/2n, and if EK = Π, then Pr0[Badq] ≤
1.5εq(q − 1).

Proof. We will prove Pr0[Badq] ≤ 1.5εq(q − 1) by induction on q. Let E de-
note that event that, for some i, we have Ni = Nq, and let E′ denote the
event that, for some i, we have Bi = Bq. Note that Pr0[Badq] = Pr0[Badq−1] +
Pr0[Badq|Badq−1] Pr0[Badq−1]. By the inductive hypothesis, Pr0[Badq−1] ≤
1.5ε(q−1)(q−2). Also, Pr0[Badq−1] ≤ 1. Hence all that remains is to bound the
term Pr0[Badq|Badq−1].

Applying a union bound shows Pr0[Badq|Badq−1] ≤ Pr0[E|Badq−1] + Pr0[E′

|E ∧ Badq−1]. We next bound each of these two terms in turn. By Lemma 1,
and since H is ε-AXU2, we see Pr0[E|Badq−1] = Pr1[E|Badq−1] ≤ ε(q − 1).
Moreover, Pr0[E′|E ∧ Badq−1] = Pr0[Π(Nq) ∈ {B1, . . . , Bq−1}|E ∧ Badq−1] ≤
(q − 1)/(2n − q + 1) ≤ 2(q − 1)/2n ≤ 2ε(q − 1), since Π(Nq) is uniformly
distributed on a set of size at least 2n − q + 1 and since ε ≥ 1/2n. Finally,
1.5ε(q − 1)(q − 2) + ε(q − 1) + 2ε(q − 1) ≤ 1.5εq(q − 1). The statement of the
lemma now follows.

We are now ready to prove the security theorem.

Proof (of Theorem 2). First, we do a simple calculation:

Sec′
Ẽ′(q, t) = max

A
|Pr 0[A(τ) = 1]− Pr 1[A(τ) = 1]| (by definition)

= max
A
|Pr 0[A(τ) = 1|Bad] Pr 0[Bad] + Pr 0[A(τ) = 1|Bad] Pr 0[Bad]

− Pr 1[A(τ) = 1|Bad] Pr 1[Bad]− Pr 1[A(τ) = 1|Bad] Pr 1[Bad]|
(by conditional probabilities)
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≤ max
A
|Pr 0[A(τ) = 1|Bad] Pr 0[Bad]− Pr 1[A(τ) = 1|Bad] Pr 1[Bad]|

+ |Pr 0[A(τ) = 1|Bad] Pr 0[Bad]− Pr 1[A(τ) = 1|Bad] Pr 1[Bad]|
(by the triangle inequality)

≤ max
A
|Pr 0[A(τ) = 1|Bad] Pr 0[Bad]− Pr 1[A(τ) = 1|Bad] Pr 1[Bad]|

+ 1.5εq(q − 1) (since Pr[Bad] ≤ 1.5εq(q − 1))

≤ max
A

Pr[A(τ) = 1|Bad] · |Pr 0[Bad]− Pr 1[Bad]|+ 1.5εq(q − 1)

(by Lemma 1)

≤ 3εq(q − 1) (since 1− 1.5εq(q − 1) ≤ Pr[Bad] ≤ 1)

The result then follows from the triangle inequality: Sec′
Ẽ

(q, t) =

maxA |Pr 0[AẼK ,Ẽ
−1
K = 1] − Pr 1[AΠ̃,Π̃

−1
= 1]| ≤ maxA |Pr 0[AẼK ,Ẽ

−1
K = 1] −

Pr 0[AẼ
′
K ,Ẽ′−1

K = 1]| +|Pr 0[AẼ
′
K ,Ẽ′−1

K = 1]− Pr 1[AΠ̃,Π̃
−1

= 1]| ≤ Sec′E(q, t) +
Sec′

Ẽ′(q, t) ≤ Sec′E(q, t) + 3εq(q − 1).
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Abstract. Broadcast Encryption schemes enable a center to broadcast
encrypted programs so that only designated subsets of users can decrypt
each program. The stateless variant of this problem provides each user
with a fixed set of keys which is never updated. The best scheme pub-
lished so far for this problem is the “subset difference” (SD) technique
of Naor Naor and Lotspiech, in which each one of the n users is initially
given O(log2(n)) symmetric encryption keys. This allows the broadcaster
to define at a later stage any subset of up to r users as “revoked”, and to
make the program accessible only to their complement by sending O(r)
short messages before the encrypted program, and asking each user to
perform an O(log(n)) computation. In this paper we describe the “Lay-
ered Subset Difference” (LSD) technique, which achieves the same goal
with O(log1+ε(n)) keys, O(r) messages, and O(log(n)) computation. This
reduces the number of keys given to each user by almost a square root
factor without affecting the other parameters. In addition, we show how
to use the same LSD keys in order to address any subset defined by a
nested combination of inclusion and exclusion conditions with a number
of messages which is proportional to the complexity of the description
rather than to the size of the subset. The LSD scheme is truly practical,
and makes it possible to broadcast an unlimited number of programs
to 256,000,000 possible customers by giving each new customer a smart
card with one kilobyte of tamper-resistant memory. It is then possible to
address any subset defined by t nested inclusion and exclusion conditions
by sending less than 4t short messages, and the scheme remains secure
even if all the other users form an adversarial coalition.

1 Introduction

Broadcast Encryption schemes enable a center to deliver encrypted data to a
large set of users so that only a particular subset of privileged users can decrypt
it. Such schemes are useful in pay-TV systems, the distribution of copyrighted
material on encrypted CD/DVD disks, internet multicasting of video music and
magazines, the distribution of commercial catalogs and price lists on a need-to-
know basis, etc.

This basic problem has many variants. For example, the privileged sets can
be arbitrary, size-limited, or with tree-like structure. They can be fixed, slowly
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changing, or rapidly changing. The scheme can be used to support a single,
bounded, or unbounded number of broadcasts. The keys stored by each user
can be fixed, time-dependent, or modifiable by previous transmissions. User re-
vocation can be permanent or limited to a single program. The scheme can be
resistant to random or arbitrary adversarial coalitions of various sizes. And so
on.

The most interesting (and arguably the hardest) variant of broadcast encryp-
tion deals with stateless receivers and has the following requirements:

– Each user is initially given a collection of symmetric encryption keys.
– The keys can be used to access any number of broadcasts.
– The keys can be used to define any subset of users as privileged.
– The keys are not affected by the user’s viewing history.
– The keys do not change when other users join or leave the system.
– Consecutive broadcasts can address unrelated privileged subsets.
– Each privileged user can decrypt the broadcast by himself.
– Even a coalition of all the non-privileged users cannot decrypt the broadcast.

Early papers on the topic concentrated on general key management issues
in star shaped networks. In 1991, S. Berkovits published an article, “How to
Broadcast a secret”[1], in which he presented several broadcast schemes based
on secret sharing (see [9]). However, his matrix based schemes were impractical
for large sets of users and insecure under repeated use.

In 1994, Moni Naor and Amos Fiat[5] formalized the basic definitions and
paradigms of this field. In particular, they presented schemes in which each user
has a fixed reusable set of keys. However, the complexity of their schemes was
strongly dependent on the size k of the adversarial coalition, and their best
result required storage of o(klog(k) log(n)) keys per user and transmision of
o(k2(log2(k)) log(n)) messages by the broadcaster. These complexities are too
high in applications such as pay-TV in which thousands of smart cards can be
obtained and analysed by commercial pirates.

A simple solution to the broadcast encryption problem is to give each user
u a unique symmetric key Ku which is known only to the broadcaster and the
user. The program is broadcast multiple times, encrypted under the key of each
privileged user. To save bandwidth, we can use the broadcast encryption scheme
only in order to predeliver a short program key K to the privileged subset. The
actual program is broadcast only once, encrypted by thisK. This scheme requires
O(1) storage and processing per user, but the transmission length is O(s) where
s is the size of the privileged set. Consequently, this scheme is practical only
when the privileged sets are small (or slowly expanding if the broadcaster reuses
old program keys and the privileged users memorize them).

A folklore extension of this technique is to consider the n users as the leaves
of a balanced binary tree of height log(n). A unique key is assigned to each
vertex in this tree, and each user knows the log(n) keys of all its tree ancestors.
This makes it possible to use a single message in order to address a complete
subtree of privileged users, and the total number of messages in the general case
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is proportional to the number of subtrees required to cover the privileged subset.
To minimize the average number of subtrees, the broadcaster should assign users
to leaves based on their similarity rather than in random order.

This tree representation makes it possible to revoke any single user u by
describing all the other users as a union of the log(n) subtrees that “hang off”
the tree path from the root to u. To address them, the broadcaster sends log(n)
short messages which contain the program key encrypted under the unique key
of each one of the roots of these subtrees. An extension of this technique (which
is called the complete subtree method in [6]) makes it possible to simultaneously
revoke any r users with r log(n/r) messages, and the scheme is secure against
any coalition of revoked users.

A major improvement of this idea was the “subset difference” (SD) technique
developed in Naor Naor and Lotspiech (NNL[6]), which is the current state of
the art in stateless broadcast schemes. In the SD algorithm, the number of keys
given to each user is O(log2(n)) (which depends only on the total number of
users), and the number of messages is O(r) (which depends only on the number
of revoked users). Each privileged user has to perform O(log(n)) cryptographic
operations in order to retrieve the program key, and the scheme can be used an
arbitrary number of times with arbitrary subsets of revoked users.

In this paper we improve and generalize this technique. We introduce the
“Layered Subset Difference” (LSD) scheme, and show that for any ε > 0 we
can create a stateless broadcast encryption scheme with O(log1+ε(n)) keys, O(r)
messages, and O(log(n)) cryptographic operations. The improved scheme is truly
practical: By using less than one kilobyte of storage in each user’s smart card, the
broadcaster can revoke any r out of 228 ≈ 256, 000, 000 possible users by sending
at most 4r messages. The actual number of messages is typically smaller than
this worst case bound, and initial experiments indicate that for random subsets
of r revoked users, the average number of messages is approximately 2r.

In the last part of this paper, we generalize the scheme by considering more
complicated types of privileged sets defined by nested inclusion and exclusion
conditions. Such a representation is common in legal documents (which initially
define the general rule, then list the exceptions, then list exceptions to the ex-
ceptions, and so on). As a typical example, consider a satellite TV operator
that wants to broadcast a baseball event which is held in Boston. In general,
he wants to make the program accessible to all its customers in New England
who subscribe to the sport channel, except for those who live in Boston (in or-
der to encourage local ticket sales). However, within Boston the game should be
available to sport bars (which have special subscriptions) except for Joe’s Bar
and Moe’s Bar (who stopped paying their fees last month). If the customers are
organized in a tree-like structure based on their geographic location and type of
subscription, the broadcaster can describe this complex set with a small number
of nested inclusion and exclusion conditions on the vertices of the tree. We show
that we can use the same LSD keys in order to address any set defined by t con-
ditions with an essentially optimal number of O(t) messages. Since the number
of messages in our scheme depends only on the difficulty of describing the priv-
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ileged set and not on its size or the total number of customers, it can be orders
of magnitude more efficient than previous algorithms which try to individually
list or revoke millions of users.

2 Improvement: The Layered Subset Difference Scheme

The basic idea in all the stateless broadcast encryption schemes is to represent
any privileged set as the union of s subsets of users of a particular form. A
different key is associated with each one of these sets, and a user knows a key
if and only if he belongs to the corresponding set. The broadcaster encrypts the
program key s times under all the keys associated with the sets in the cover.
Consequently, each privileged user can easily access the program, but even a
coalition of all the non-privileged users cannot find the program key.

The simplest implementation of this idea is to cover the privileged set with
singleton sets. A better solution is to associate the users with the leaves of a
binary tree, and to cover the privileged set of leaves with a collection of subtrees.
However, these covering strategies are inefficient when the privileged set is the
complement of a small number of revoked users.

The improved performance of the SD algorithm is primarily due to its more
sophisticated choice of covering sets:

Definition 1. Let i be any vertex in the tree and let j be any descendant of i.
Then Si,j is the subset of leaves which are descendants of i but are not descen-
dants of j.

Note that Si,j is empty if i = j. Otherwise, Si,j looks like a tree with a smaller
subtree cut out. An alternative view of this set is as a collection of subtrees which
are hanging off the tree path from i to j.

The SD scheme covers any privileged set P defined as the complement of r
revoked users by the union of O(r) of these Si,j sets. What we show in this paper
is that this collection of sets can be drastically pruned: A small subcollection of
the Si,j sets suffices to represent any such P as the union of O(r) of the remaining
sets, with a slightly larger constant. Since there are fewer possible sets, we can
reduce the number of initial keys given to each user. We first show that if we
allow the number of sets in the cover to grow by a factor of two, we can reduce
the number of keys from O(log2(n)) to O(log3/2(n)), and then we extend the
technique and show how to reduce the number of keys to O(log1+ε(n)) for any
fixed ε > 0.

2.1 The Original SD Scheme

In this section we describe only those parts of the Subset Difference scheme
which are required in order to understand our improvement. Further details and
discussions can be found in the NNL paper.

During the initialization stage, the broadcaster defines a binary tree with n
leaves associated with the users. To simplify our notation, we assume that the
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tree is balanced and that log2(n) is an integer. The broadcaster associates with
each non-leaf i an m bit label which is chosen randomly and independently. A
pseudo random generator G extends an m bit input x into a 3m bit output,
which is used to define new labels and keys recursively for all the nodes j in the
subtree whose root is i in the following way: Given the label x of vertex j, use the
three parts of G(x) to define the key Ki,j associated with the set Si,j , the label
of the left child of j, and the label of the right child of j. Note that each vertex
j gets multiple labels derived from the different starting points i above it, and
each one of them yields a different key. The crucial property of this derivation
technique is that given the label of vertex j derived from starting point i, it is
easy to compute the key of any set Si,j′ in which j′ is a descendant of j, but it
is infeasible to compute any other keys (whose sets either have a different i or
the same i but a j′ which is not a descendant of j).

The number of nonempty sets Si,j that contain a particular leaf u is O(n).
User u cannot store so many independent keys in a large system with millions
of users, but due to their interdependence he can derive all of them from the
smaller set of labels in which i is an ancestor of u and j is just off the tree path
from i to u (at distance 1). The number of these labels is O(log2(n)), and u is
entitled to know all of them since he belongs to all these sets Si,j .

To revoke r users, the broadcaster uses the following covering strategy: As
long as there are at least two revoked users in the tree, choose a smallest subtree
with this property, and denote its root by v. Add to the cover the sets Sk,l and
Sp,q where k is the left child of v, l is the revoked leaf in the subtree rooted at
k, p is the right child of v and q is the revoked leaf in the subtree rooted at p.
(Note that if k = l or p = q the corresponding set is empty, and there is no need
to add it to the cover). Delete from the tree all the vertices beneath v, mark it
as revoked, and repeat the process. If we end with the root marked as revoked
we are done, otherwise we add to the cover the set Sr,v where r is the root and
v is the single remaining revoked vertex, and stop.

The number of sets in the resultant cover is at most 2r-1 since at each step
we pick at most 2 subsets and decrease the number of revoked leaves by 1. So,
before the last step we pick at most 2r-2 subsets, and in the last step we pick at
most one additional subset. Most of the splitting is expected to happen at the
top of the tree, and thus many subsets from that region are likely to be empty.
For a random choice of r revoked leaves, the average number of sets in the cover
was experimentally found to be approximately 1.25r.

Figure 1 demonstrates the seven subsets actually picked by the SD algorithm
in a tree with 4 revoked users v6, v9, v13, v14. It suffices to consider their Steiner
tree, which is the minimal subtree which contains all of them and the root. A
thick edge represents the “descendant of” relation (e.g., v2 is a descendant but
not necessarily a direct child of v1), whereas a thin edge represents the “child
of” relation (e.g., v3 is a child of v2). The sets picked by the algorithm described
above are actually all the subsets Si,j where parent(i) is either undefined (when
i is the root) or a splitting point in the Steiner tree, and j is the nearest splitting
point underneath i. These sets are denoted by the double pointed arcs, and each
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v1

v2
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v9
v10

v11
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v6

v12

Fig. 1. A Steiner tree

one of them contains all the leaves of the original tree which hang off the chain
of edges in the Steiner tree represented by the thick line.

2.2 The Basic LSD Scheme

In this section we describe the simplest version of the Layered Subset Difference
scheme. Our main observation is the following Lemma:

Lemma 1. If i, k, j are vertices which occur in this order on some root-to-leaf
path in the tree, then Si,j can be described as the disjoint union Si,j = Si,k∪Sk,j
Proof: Si,k is defined as a set difference A \ B and Sk,j is defined as a set
difference B \ C for some sets of leaves that satisfy A ⊇ B ⊇ C. The sets Si,k
and Sk,j are clearly disjoint, and their union is A \ C which is the definition
of Si,j . Note that if k is not on the path from i to j, and we use the natural
extension of the definition of these sets, the lemma is incorrect. For example, if
k is the root and i, j are distinct leaves then the set of leaves below i but not
below j is {i}, the set of leaves below i but not below k is empty, the set of
leaves below k but not below j contains all the leaves except j, and these sets
do not satisfy the desired relationship. �

The basic idea of the LSD scheme is to retain only a small subcollection of
the Si,j sets used by the SD scheme. Whenever the broadcaster wants to use
a discarded set in his set cover, he replaces it by the union of two smaller sets
which are in the subcollection.
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The subcollection of sets Si,j in the LSD scheme is defined by restricting
the levels in which the vertices i and j can occur in the tree. We define some
of the log(n) levels as “special”. The root is considered to be at a special level,
and in addition we consider every level of depth k ·√log(n) for k = 1..

√
log(n)

as special (wlog, we assume that these numbers are integers). There are thus√
log(n) special levels which are equally spaced at a distance of

√
log(n) from

each other. The collection of levels between (and including) adjacent special
levels is defined as a “layer”.

The subcollection of sets in the LSD scheme is defined in the following way:

Definition 2. Si,j is a useful set if it is not empty, and at least one of the
following conditions is true: both i and j belong to the same layer, or i is at a
special layer.

Lemma 2. Any nonempty set Si,j is either a useful set or the disjoint union of
two useful sets.

Proof: Since Si,j is nonempty, j is a strict descendant of i. If they belong to the
same layer, then Si,j is a useful set. Otherwise, define k as the first vertex on the
path from i to j which is in a special level (possibly i itself). Since i and k are
in the same layer, Si,k is a useful set (unless it is empty). Since k is in a special
level, Sk,j is useful (unless it is empty) even if k and j belong to different layers.
Consequently, Si,j is the disjoint union of the two useful sets Si,k and Sk,j , or
equal to one of them if the other is empty. �

Since the number of covering sets in the SD scheme is bounded by 2r − 1
and each one of them is replaced by at most two useful sets during the actual
broadcast, the number of messages sent by the broadcaster in this scheme is at
most 4r−2. The 1.25r average complexity for r randomly chosen revoked users in
the SD scheme suggests an 2.5r average complexity in the modified scheme, but
in fact there is an additional saving since many of the sets do not get split. Actual
experiments on trees with 200,000 users indicate that the average complexity is
closer to 2r, which is only 1.6 times larger than in the original SD scheme.

What we gain from this slightly increased message complexity is a significant
reduction in the size of the tamper resistant memory in each user’s smart card:

Lemma 3. The number of labels memorized by each user u in the basic LSD
scheme is O(log3/2(n)).

Proof: The keys associated with the broadcast sets are generated by the user
in the same recursive way as in the SD algorithm. The only labels a user should
memorize are those that correspond to sets Si,j in which i is an ancestor of u,
j is just hanging off the path from i to u, and the levels of i and j are those
specified in the definition of useful sets. Note that at each level in the tree there
can be at most one vertex which can serve as i and one vertex which can serve
as j wrt u, and these two vertices are siblings.

To count the number of memorized labels, consider the two possible cases of
useful sets:
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– Local sets: Each layer contains
√

log(n) levels, and thus the number of i
and j pairs which belong to that layer is O((

√
log(n))2) = O(log(n)). Since

there are
√

log(n) possible layers, the number of i and j pairs of this type
is O(log3/2(n)).

– Special sets: Each i in a special level can be associated with a j in any one
of the O(log(n)) levels underneath it. Since there are

√
log(n) possible i’s,

the number of labels of this type is also O(log3/2(n)).

Consequently, the total number of labels u has to know is reduced from
O(log2(n)) to O(log3/2(n)). It is easy to show that the choice of

√
log(n) as the

distance between consecutive special levels is optimal among all the equidistant
partitions. For any choice of distance s between consecutive special levels, the
number of keys each user has to remember is O(s2 × (log(n)/s) + (log(n) ×
log(n)/s)). The first derivative of this expression(as a function of s) is log(n)−
log2(n)/s2 which is equal to 0 for s =

√
log(n). Since the second derivative

is positive, choosing this value of s minimizes the storage complexity of this
scheme. �

2.3 The General LSD Scheme

In this section we show how to further reduce the memory requirements of the
user revocation scheme, by solving an interesting graph theoretic problem.

The basic LSD algorithm represents each Si,j as the disjoint union of two
sets from a smaller subcollection. It is easy to generalize this observation and
represent Si,j as the disjoint union of d sets:

Lemma 4. Let i, k1, k2, . . . , kd−1, j be any sequence of vertices which occur in
this order (but not necessarily consecutively) along some root-to-leaf path in the
tree. Then

Si,j = Si,k1 ∪ Sk1,k2 ∪ · · · ∪ Skd−1,j

Proof: This is just a telescoping formula of set differences for any descending
chain of sets. �

Any root to leaf path can be viewed as a line graph of length log(n) with
directed edges between adjacent vertices. Broadcasting the set Si,j corresponds
to walking from vertex i to vertex j, and addressing all the subtrees that hang
off this segment. The original line graph has very few edges (whose labels require
very little memory) but these edges provide only a slow way of walking from i
to j (with many messages). Since for each original edge the corresponding set is
a single subtree, this covering technique is equivalent to the Complete Subtree
method of [6].

The Subset Difference technique adds to the line graph all the edges in its
directed transitive closure. We can now jump from any i to any descendant j in
a single jump (and thus address all the users in Si,j with a single message), but
each user has to memorize the labels of O(log2(n)) edges.
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The basic LSD scheme shows that we only have to use O(log3/2(n)) edges
(labels) in order to get from any i to any descendant j in two steps (messages).
The general LSD scheme considers the following graph theoretic problem: What
is the smallest number of edges we have to add to the line graph in order to
guarantee the existence of a directed path of length at most d from any i to any
descendant j?

To make the graph construction applicable to our user revocation problem,
we have to add two additional constraints:

– Monotonicity: We can only add an edge from i to one of its descendants.
– Shrinkage: If we add an edge from i to j, we also have to add all the edges

from i to vertices j′ between i and j.

Note that without the monotonicity condition, we can get in two steps from
any i to any j by adding the 2 log(n) directed edges from each vertex to the root
and from the root to each vertex. However, such a nonmonotonic path does not
correspond to a legal set partition. The shrinkage condition is required in order
to guarantee that the shrunk versions of sets provided to users (in which we stop
at the first j′ on the path from i to j that hangs off the path from the root to the
user) also belong to the subcollection. To see the importance of this condition,
consider the basic LSD construction. Our original definition of useful sets was
closed under shrinkage. However, we could have used the following alternative
definition: Si,j is useful if i and j belong to the same layer, or j is in a special
layer. We can still get from any i to any descendant j in two steps (through
the last special vertex k on the path from i to j), and the number of sets of
this type is still O(log3/2(n)). However, this collection of sets is not closed under
shrinkage, and thus we have to give each user the labels of all the O(log2(n))
possible Si,j′ sets (where neither i nor j′ are special), since each one of them can
be the shrunk version of some useful set Si,j that will be used by the broadcaster.

We describe an efficient solution to this graph theoretic problem by repre-
senting each vertex on the line graph by its distance from the root, expressed as
a d digit number in base b = O(log1/d(n)). The root is represented by 0 . . . 00,
its child is represented by 0 . . . 01, etc.

Our goal is to define a small subcollection of useful transformations between
pairs of numbers which satisfy the monotonicity and shrinkage condition, and
allow us to change any i to any larger j with a sequence of at most d useful
transformations. Consider for example the problem of changing i = 825917 to
j = 864563 in standard decimal notation. The simplest solution is to allow
arbitrary single-digit transformations such as

825917 −→ 865917 −→ 864917 −→ 864517 −→ 864567 −→ 864563

However, these transformations do not satisfy either the monotonicity or the
shrinkage condition. Consequently, we have to use a more complicated sequence
of transformations:

Definition 3. Let i be represented as a d digit number in base b by −→x a−→0 where
a is the rightmost nonzero digit, −→x is a sequence of arbitrary digits, and −→0
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is a sequence of zeroes. The transformation of i to j is called useful if j is
represented either by −−−→x+ 10−→0 or by any number −→x a′−→y in which a′ ≥ a and −→y
is an arbitrary sequence of digits of the same length as −→0 .

The basic LSD scheme can be viewed as a special case of this definition for
d = 2, where two digit numbers ending with 0 are considered to be special. In
the general LSD scheme the number of trailing zeroes in the representation of i
determines how special it is and how big is the layer within which it is allowed
to jump (j can be any destination between i + 1 and the first vertex which
is even more special than i, inclusive). In our previous example, these useful
transformations allow the broadcaster to split the Si,j set into the following
segments:

825917 −→ 825920 −→ 826000 −→ 830000 −→ 864563

Note that from the point of view of the broadcaster, the first three transitions are
of the first type (which jumps to the end of the layer and increases the specialty
level of the vertex), and the last transition is of the second type (which jumps to
the middle of the layer). However, from the point of view of the user he knows
the label associated with at most one of these transitions, and its memorized
shrunk version is likely to be of the second type even if the broadcast transition
was of the first type.

To count the number of useful transformations, consider any pair of i and
j linked by a single useful transformation. We can choose the location of the
digit a within i in d ways, and for each location we can choose the d − 1 digits
in the sequences −→x and −→y in bd−1 ways, and the two digits a ≤ a′ in b2/2
ways. Since b = O(log1/d(n)), we get a total number of useful transformations
of O(d · bd+1) = O(d · log(d+1)/d(n)). This is an upper bound on the number of
labels each user has to memorize, and the corresponding bound on the number of
broadcast messages is d(2r−1). Note that our construction of useful transforma-
tions is clearly optimal for regular graphs: To reach every vertex within d steps
in a regular graph of size e and degree f , the condition fd ≥ e must be clearly
satisfied. For our parameters the degree f must satisfy f ≥ O(log1/d(n))), and
our construction has such an indegree for any j. Noga Alon(private communi-
cation) has recently proved that this lower bound applies to all graphs(regular
and nonregular) and thus our broadcast encryption scheme cannot be further
improved by analyzing this graph theoretic problem. To find the asymptotic
complexity of this general LSD scheme, choose d as a large enough constant.
The message complexity remains O(r), while the number of memorized labels
is reduced to O(log1+ε(n)) for any ε > 0. Alternatively, if we use binary num-
bers with d = log log(n) bits to represent each one of the log(n) levels in the
tree, we get another interesting tradeoff point of O(r · log log(n)) messages and
O(log(n) · log log(n)) storage per user.

The reader should be warned that these extended LSD schemes are mostly
of theoretical interest. The basic LSD algorithm is significantly better than the
original SD algorithm for practical values of n, but the additional improvements
are noticable only for an astronomical number of users.
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Fig. 2. A typical IE-tree

3 Generalization: Addressing IE-Trees

Standard broadcast encryption schemes deal with the problem of either address-
ing or avoiding a given list of users, and their complexity depends on the size
of this list. In this section we consider a new way of defining the privileged sets,
which allows the broadcaster to define large complex sets in a natural way by
nesting multiple inclusion and exclusion conditions on the vertices of the user
tree. The corresponding data structure is called an IE-tree (where IE stands for
Inclusion Exclusion), and a typical example of such a tree appears in Fig. 2. Each
vertex in the tree is either unmarked, marked with +, or marked with -. We as-
sume that the root is marked, and thus for any leaf u there is a well defined closest
(i.e., lowest, or most specific) marked vertex on its path to the root. The mark of
this vertex determines whether u is in the privileged set or not. For example, in
Fig. 2 the privileged set consists of the leaves u2, u5, u6, u7, u10, u11, u12, u14, u15
and u16, whereas the non-privileged set consists of u1, u3, u4, u8, u9 and u13.

An IE-tree is a very compact way of representing interesting subsets of users,
provided we assign users to leaves in a meaningful order (e.g., by geographic
location, type of subscription, type of smart card, profession, etc). Fortunately,
the SD and LSD schemes can efficiently deal with such a generalized definition
of privileged sets, with only minor changes.

Given an IE-tree, we can assume WLOG that the root is marked, and all
the marked vertices along any root to leaf path in the tree contain alternating
marks (if two vertices along such a path are marked in the same way and there
is no opposite mark between them, the lower mark is redundant and can be
eliminated). We then apply the following iterative procedure:

If there are any vertices marked by +, find a lowest such vertex i. The subtree
below i is either completely unmarked, or it contains some - signs. In the first
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case, if i is the root then stop, otherwise add the subset Sparent(i),sibling(i) to the
set cover. In the second case, apply the user revocation scheme to the subtree
rooted at i. In either case, eliminate all the signs in the subtree (including the
+ sign of vertex i), and repeat the process.

To show the correctness of this algorithm, we use the fact that if the subtree
rooted at i has no - signs we want to address all its leaves, and if it has - signs
then the SD or LSD schemes choose messages that address exactly the privileged
users in this subtree. To show that the sign elimination rule is correct, we note
that i is marked by +. Since signs are alternating, there must be a - sign above
i (unless it is the root, in which case we stop). When we eliminate all the signs
from the subtree, all the leaves in this subtree automatically change their status
to non-privileged due to the - sign above i, and thus the rest of the algorithm
(assuming that it works correctly) will consider the whole subtree as revoked and
will not try to address any one of its leaves. If we wish, we can eliminate the whole
subtree rooted at i (and not just its signs) from the original tree, since it will not
be considered by the rest of the algorithm. The broadcast messages correspond
to all the sets Si,j chosen during any one of the phases of the algorithm.

To count the number of messages broadcast by an algorithm which uses the
SD revocation scheme, we note that for every vertex imarked by + we either pick
one subset (if i is the only marked vertex in its tree) or at most 2ri subsets where
ri is the number of vertices marked by ’-’ in this tree, and then we eliminate all
these marks. Hence, the number of picked subsets is bounded by 2M +P where
M is the number of vertices marked by - and P is the number of vertices marked
by + in the original IE-tree. When we use the basic LSD revocation scheme, we
get a slightly larger message bound of 4M + P , but each user has to memorize
a considerably smaller number of labels.

Since there can be several meaningful ways in which users should be assigned
to the leaves of the tree, and the broadcaster may want to use different orders
on different occasions, he can use as his data structure the extended notion of
an IE-multitree, defined as a collection of h independent trees which share their
leaves (in possibly different orders). A simple example of a multitree consisting
of two trees with four common leaves is described in Fig 3. Each user gets h sets
of labels (one per tree), and thus the broadcaster can address users purely by
geographic location in one program, and purely by their type of subscription in
a second program. While it is possible to use different levels in a single tree to
partition users by different types of criteria, the number of marked vertices (and
thus the message complexity) for typical privileged sets can be much higher than
in the IE-multitree representation.

4 Final Comments

4.1 Security Analysis

Since in all the variations of the LSD scheme each user stores only a subset of
the labels he stores in the original SD algorithm, the power of each coalition (in
terms of the keys they know) can only diminish, and thus we can use exactly
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U1 U2 U3  U4   

Fig. 3. An IE-multitree

the same argument as in the original NNL paper to show that broadcasts re-
main inaccessible even to a coalition of all the non-privileged users, under the
assumption that the generator G and the symmetric encryption scheme are cryp-
tographically secure. Note that if we don’t need this strong notion of security
and only want to protect the broadcast from a single non-privileged user, there
are simpler and more efficient constructions.

4.2 A Practical Example

Consider a large broadcasting operation with 228 ≈ 256, 000, 000 users (which
is comparable to the number of TV or Internet users in the US). These users
can be represented by a complete binary tree with 28 levels, and we split them
in the basic LSD scheme into five layers of sizes 6, 6, 6, 5 and 5. Each user has
to memorize 81 labels associated with special i’s and 65 labels associated with
non-special i’s. The total number of labels is thus 146, and if each label is a
7-byte DES key they all fit into less than one kilobyte of memory. In the original
SD scheme, each user has to memorize 28 ∗ 29/2 = 406 keys which require
almost three kilobytes of memory. This difference is particularly significant if
the broadcaster wants to use IE-multitrees with several sets of memorized labels
which correspond to several selection criteria (one tree based on geographic
location, another based on type of subscription, etc.). With the same memory
size, smart cards using the LSD scheme can use three times more useful criteria
than smart cards using the SD scheme. Note that the actual algorithm executed
by the user is exactly the same in the SD and LSD schemes: check whether for
one of the broadcast (i, j) pairs you are a descendant of i but not of j (there
can be at most one such pair), and if so, derive the corresponding key by using
the generator G at most 27 times (which requires negligible time). The only
difference between the SD and LSD schemes is in the broadcaster’s algorithms
for choosing the user’s keys and the subset covers.
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A useful property of these algorithms is that it is not necessary to place all
the users at the same level in the binary tree. A broadcaster can start with a
small number of users placed high in the tree, and place new users further down
when their numbers justify it. There is no need to replace the smart cards of
existing users when the broadcaster opens up additional levels for new users,
since the broadcaster can simultaneously address users at different levels in the
tree. Similarly, there is no need to replace the smart cards of existing users when
other users leave the system since the broadcaster can simply revoke them in his
messages.
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Abstract. We introduce the notion of a dynamic accumulator. An ac-
cumulator scheme allows one to hash a large set of inputs into one short
value, such that there is a short proof that a given input was incorporated
into this value. A dynamic accumulator allows one to dynamically add
and delete a value, such that the cost of an add or delete is independent
of the number of accumulated values. We provide a construction of a dy-
namic accumulator and an efficient zero-knowledge proof of knowledge of
an accumulated value. We prove their security under the strong RSA as-
sumption. We then show that our construction of dynamic accumulators
enables efficient revocation of anonymous credentials, and membership
revocation for recent group signature and identity escrow schemes.

Keywords: Dynamic accumulators, anonymity, certificate revocation,
group signatures, credential systems, identity escrow.

1 Introduction

Suppose a set of users is granted access to a resource. This set changes over
time: some users are added, and for some, the access to the resource is revoked.
When a user is trying to access the resource, some verifier must check that
the user is in this set. The immediate solution is to have the verifier look up
the user in some database to make sure that the user is still allowed access to
the resource in question. This solution is expensive in terms of communication.
Another approach is of certificate revocation chains, where every day eligible
users get a fresh certificate of eligibility. This is somewhat better because the
communication burden is now shifted from the verifier to the user, but still suffers
the drawback of high communication costs, as well as the computation costs
needed to reissue certificates. Moreover, it disallows revocation at arbitrary time
as need arises. A satisfactory solution to this problem has been an interesting
question for some time, especially in a situation where the users in the system
are anonymous.
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Accumulators were introduced by Benaloh and de Mare [4] as a way to com-
bine a set of values into one short accumulator, such that there is a short witness
that a given value was incorporated into the accumulator. At the same time, it is
infeasible to find a witness for a value that was not accumulated. Extending the
ideas due to Benaloh and de Mare [4], Barić and Pfitzmann [3] give an efficient
construction of so-called collision-resistant accumulators, based on the strong
RSA assumption.

We propose a variant of the cited construction with the additional advantage
that, using additional trapdoor information, the work of deleting a value from
an accumulator can be made independent of the number of accumulated values,
at unit cost. Better still, once the accumulator is updated, updating the witness
that a given value is in the accumulator (provided that this value has not been
revoked, of course!) can be done without the trapdoor information at unit cost.
Accumulators with these properties are called dynamic. Dynamic accumulators
are attractive for the application of granting and revoking privileges.

In the anonymous access setting, where a user can prove eligibility without
revealing his identity, revocation appeared impossible to achieve, because if a
verifier can tell whether a user is eligible or ineligible, he seems to gain some in-
formation about the user’s identity. However, it turns out that this intuition was
wrong! Indeed, using accumulators in combination with zero-knowledge proofs
allows one to prove that a committed value is in the accumulator. We show that
this can be done efficiently (i.e., not by reducing to an NP -complete problem
and then using the fact that NP ⊆ ZK [20] and not by using cut-and-choose
for the Barić and Pfitzmann’s [3] construction).

From the above, we obtain an efficient mechanism for revoking group mem-
bership for the Ateniese et al. identity escrow/group signature scheme [1] (the
most efficient secure identity escrow/group signature scheme known to date) and
a credential revocation mechanism for Camenisch and Lysyanskaya’s [9] creden-
tial system. The construction can be applied to other such schemes as well. The
idea is to incorporate the public key for an accumulator scheme into the group
manager’s (resp., organization’s) public key, and the secret trapdoor of the ac-
cumulator scheme into the corresponding secret key. Each time a user joins the
group (resp., obtains a credential), the group manager (resp., organization) gives
her a membership certificate (resp., credential certificate). An integral part of
this certificate is a prime number e. This will be the value added to the accu-
mulator when the user is added, and deleted from the accumulator if the user’s
privileges have to be revoked. This provably secure mechanism does not add any
significant communication or computation overhead to the underlying schemes
(at most a factor of 2). We note that both our dynamic accumulator scheme
and the ACJT identity escrow/group signature scheme rely on the strong RSA
assumption. While one could add membership revocation using our dynamic
accumulator also to other group signature and identity escrow schemes, such a
combination would not make much sense as one would get a less efficient scheme
and might even require additional cryptographic assumption. We therefore do
not discuss the detail involved here.
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Related Work. For the class of group signature schemes [15,7] where the group’s
public key contains a list of the public keys of all the group members, excluding
a member is straightforward: the group manager only needs to remove the af-
fected member’s key from the list. These schemes, however, have the drawback
that the complexity of proving and verifying membership is linear in the num-
ber of current members and therefore becomes inefficient for large groups. This
drawback is overcome by schemes where the size of the group’s public key as
well as the complexity of proving and verifying membership is independent of
the number of members [13,21,12,1]. The idea underlying these schemes is that
the group public key contains the group manager’s public key of a suitable sig-
nature scheme. To become a group member, a user chooses a membership public
key which the group manager signs. Thus, to prove membership, a user has to
prove possession of membership public key, of the corresponding secret key and
of a group manager’s signature on a membership public key.

The problem of excluding group members within such a framework without
incurring big costs has been considered, but until now no solution was satis-
factory. One approach is to change the group’s public key and reissue all the
membership certificates (cf. [2]). Clearly, this puts quite a burden on the group
manager, especially for large groups. Another approach is to incorporate a list of
revoked certificates and their corresponding membership keys into the group’s
public key [6]. In this solution, when proving membership, a user has to prove
that his or her membership public key does not appear on the list. Hence, the
size of the public key as well as the complexity of proving and verifying signa-
tures are linear in the number of excluded members. In particular, this means
that the size of a group signature grows with the number of excluded members.

Song [27] presents an alternative approach in conjunction with a construction
that yields forward secure group signature schemes based on the ACJT group
signature scheme [1]. While here the size of a group signature is independent of
the number of excluded members, the verification task remains computationally
intensive, and is linear in the number of excluded group members. Moreover, her
approach does not work for ordinary group signature schemes as it relies heavily
on the different time periods peculiar to forward secure signatures. Ateniese and
Tsudik [2] adapt this approach to the ACJT group signature/identity escrow
scheme. Their solution retains the property that the verification task is linear
in the number of excluded group members. Moreover, it uses so-called double
discrete logarithms which results in the complexity of proving/signing and veri-
fying to be rather high compared to underlying scheme (about a factor of 90 for
reasonable security parameters).

Finally, we point out that the proposal by Kim et al. [22] is broken, i.e.,
excluded group members can still prove membership (after the group manager
changed the group’s key, excluded members can update their membership infor-
mation in the very same way as non-excluded members).

Thus, until now, all schemes have a linear dependency either on the number
of current members, or on the total number of deleted members. As we have
noted above, this linear dependency comes in three flavors: (1) the burden being
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on the group manager to re-issue certificates in every time period; (2) the burden
being on the group member to prove that his certificate is different from any of
those that have been revoked and on the verifier to check this; or (3) the burden
being on the verifier to perform a computational test on the message received
from the user for each item in the list of revoked certificates.

In contrast, in our solution no operation is linearly dependent on the number
of current or total deleted members. Its only overhead over a scheme without
revocation is the following: We require some public archive that stores informa-
tion on added and deleted users. Then, the public key (whose size depends only
on the security parameter) needs to be updated each time a user is added or
deleted. The work to do so dependents only on the number of users added and
deleted. Each user must read the public key from time to time (e.g., prior to
proving his membership), and if the public key has changed since the last time
he looked, he must read the news in the public archive and then perform a local
computation. The amount of data to read and the local computation are linear
in the number of changes that have taken place in the meantime, but not in the
total number of changes. Furthermore, the data to read is the same for all users.
The additional burden on the verifier is simply that he should look at the public
key frequently (which seems unavoidable); the verifier need not read the archive.

We note that Sander, Ta-Shma, and Yung [25] also provide a zero-knowledge
proof of member knowledge for the Barić-Pfitzmann accumulator. Their proof
uses commitments for each of the bits of value contained in the accumulator. In
contrast, the proof we provide is a factor of O(n) more efficient, where n is the
number of bits of the used RSA modulus.

2 Preliminaries

Let A(·) be an algorithm. By y ← A(x) we denote that y was obtained by
running A on input x. In case A is deterministic, then this y is unique; if A is
probabilistic, then y is a random variable.

Let A and B be interactive Turing machines. By (a← A(·)↔ B(·)→ b), we
denote that a and b are random variables that correspond to the outputs of A
and B as a result of their joint computation.

Let b be a boolean function. By (y ← A(x) : b(y)) we denote the event that
b(y) is true after y was generated by running A on input x. The statement

Pr[x1 ← A1(y1); x2 ← A2(y2); . . . ;xn ← An(yn) : b(xn)] = α

means that the probability that b(xn) is TRUE after the value xn was obtained
by running algorithms A1, . . . , An on inputs y1, . . . , yn, is α.

We say that ν(k) is a negligible function, if for all polynomials p(k), for all
sufficiently large k, ν(k) < 1/p(k).

Let a be a real number. We denote by �a� the largest integer b ≤ a, by �a	
the smallest integer b ≥ a, and by �a� the largest integer b ≤ a+ 1/2. Let q be
a positive integer. Sometime we need to do modular arithmetic centered around
0; in these cases we use ‘rem’ as the operator for modular reduction rather than
‘mod’, i.e., (c rem q) = c− �c/q�q.
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The flexible RSA problem is the following. Given an RSA modulus n and
a random element v ∈ Z∗n find e > 1 and u such that z = ue. The strong
RSA assumption states that this problem is hard to solve. The strong RSA
assumption [3,18] is a common number-theoretic assumption that, in particular,
is the basis for several cryptographic schemes (e.g., [1,11,16,19]). By QRn we
denote the group of quadratic residues modulo n.

We use notation introduced by Camenisch and Stadler [13] for the various
zero-knowledge proofs of knowledge of discrete logarithms and proofs of the
validity of statements about discrete logarithms. For instance,

PK{(α, β, γ) : y = gαhβ ∧ y = gαhγ ∧ (u ≤ α ≤ v)}
denotes a “zero-knowledge Proof of Knowledge of integers α, β, and γ such that
y = gαhβ and y = gαhγ holds, where v < α < u,” where y, g, h, y, g, and h are
elements of some groups G = 〈g〉 = 〈h〉 and G = 〈g〉 = 〈h〉. The convention is
Greek letters denote quantities the knowledge of which is being proved, while all
other parameters are known to the verifier. Using this notation, a proof-protocol
can be described by just pointing out its aim while hiding all details.

3 Dynamic Accumulators

3.1 Definition

Definition 1. A secure accumulator for a family of inputs {Xk} is a family of
families of functions G = {Fk} with the following properties:

Efficient generation: There is an efficient probabilistic algorithm G that on input
1k produces a random element f of Fk. Moreover, along with f , G also
outputs some auxiliary information about f , denoted tf .

Efficient evaluation: f ∈ Fk is a polynomial-size circuit that, on input (u, x) ∈
Uf × Xk, outputs a value v ∈ Uf , where Uf is an efficiently-samplable in-
put domain for the function f ; and Xk is the intended input domain whose
elements are to be accumulated.

Quasi-commutative: For all k, for all f ∈ Fk, for all u ∈ Uf , for all x1, x2 ∈ Xk,
f(f(u, x1), x2) = f(f(u, x2), x1). If X = {x1, . . . , xm} ⊂ Xk, then by f(u,X)
we denote f(f(. . . (u, x1), . . .), xm).

Witnesses: Let v ∈ Uf and x ∈ Xk. A value w ∈ Uf is called a witness for x in
v under f if v = f(w, x).

Security: Let U ′f ×X ′k denote the domains for which the computational procedure
for function f ∈ Fk is defined (thus Uf ⊆ U ′f , Xk ⊆ X ′k). For all probabilistic
polynomial-time adversaries Ak,

Pr[f ← G(1k);u← Uf ; (x,w,X)← Ak(f, Uf , u) :
X ⊂ Xk;w ∈ U ′f ;x ∈ X ′k;x /∈ X; f(w, x) = f(u,X)] = neg(k)

Note that only the legitimate accumulated values, (x1, . . . , xm), must belong
to Xk; the forged value x can belong to a possibly larger set X ′k.
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(This definition is essentially the one of Barić and Pfitzmann, with the dif-
ference that they do not require that the accumulator be quasi-commutative; as
a consequence they need to introduce two further algorithms, one for generation
and one for verification of a witness value.)

The above definition is seemingly tailored for a static use of the accumulator.
In this paper, however, we are interested in a dynamic use where there is a
manager controlling the accumulator, and several users. First, let us show that
dynamic addition of a value is done at unit cost in this setting.

Lemma 1. Let f ∈ Fk. Let v = f(u,X) be the accumulator so far. Let v′ =
f(v, x′) = f(u,X ′) be the value of the accumulator when x′ is added to the
accumulated set, X ′ = X ∪{x′}. Let x ∈ X and w be the witness for x in v. The
computation of w′ which is the witness for x in v′, is independent on the size of
X.

Proof. w′ is computed as follows: w′ = f(w, x′). Let us show correctness using
the quasi-commutative property: f(w′, x) = f(f(w, x′), x) = f(f(w, x), x′) =
f(v, x′) = v′.

We must also be able to handle dynamic deletions of a value from the ac-
cumulator. It is clear how to do that using computations that are linear in the
size of the accumulated set X. Here, we restrict the definition so as to make the
complexity of this operation independent of the size of X:

Definition 2. A secure accumulator is dynamic if it has the following property:

Efficient deletion: there exist efficient algorithms D and W such that, if v =
f(u,X), x, x′ ∈ X, and f(w, x) = v, then

1. D(tf , v, x′) = v′ such that v′ = f(u,X \ {x′}); and

2. W (f, v, v′, x, x′, w) = w′ such that f(w′, x) = v′.

Note that D is given the trap-door information tf while W is not.
Now, we show that a dynamic accumulator is secure against an adaptive ad-

versary, in the following scenario: An accumulator manager sets up the function
f and the value u and hides the trapdoor information tf . The adversary adap-
tively modifies the set X. When a value is added to it, the manager updates
the accumulator value accordingly. When a value x ∈ X is deleted, the manager
algorithm D and publishes the result. In the end, the adversary attempts to
produce a witness that x′ /∈ X is in the current accumulator v.

Theorem 1. Let G be a dynamic accumulator algorithm. Let M be an interac-
tive Turing machine set up as follows: It receives input (f, tf , u), where f ∈ Fk
and u ∈ Uf . It maintains a list of values X which is initially empty, and the
current accumulator value, v, which is initially u. It responds to two types of
messages: in response to the (“add”, x) message, it checks that x ∈ Xk, and if
so, adds x to the list X and modifies v by evaluating f , it then sends back this
updated value; similarly, in response to the (“delete”, x) message, it checks that
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x ∈ X, and if so, deletes it from the list and updates v by running D and sends
back the updated value. In the end of the computation, M outputs the current
values for X and v. Let U ′f×X ′k denote the domains for which the computational
procedure for function f ∈ Fk is defined. For all probabilistic polynomial-time
adversaries Ak,

Pr[((f, tf )← G(1k);u← Uf ; (x,w)← Ak(f, Uf , u)↔M(f, tf , u)→ (X, v) :
w ∈ U ′f ;x ∈ X ′k;x /∈ X; f(w, x) = f(u,X)] = neg(k)

Proof. Let us exhibit a reduction from the adversary that violates the theorem
to the adversary that breaks the collision-resistance property of a secure accumu-
lator. The reduction will proceed in the following (straightforward) manner: On
input (f, Uf , u), feed these values to the adversary. To respond to an (“add”, x)
query, simply update X and compute v = f(u,X). To respond to a (“delete”,x)
query, compute v = f(u,X \ {x}), and then update X. The success of the ad-
versary directly corresponds to the success of our reduction.

Finally, in the application we have in mind we require that the accumulator
allows for an efficient proof that a secret value given by some commitment is
contained in a given accumulator value. That is, we require that the accumulator
be efficiently provable with respect to some commitment scheme (Commit).

Zero-knowledge proof of member knowledge: There exists an efficient zero-
knowledge proof of knowledge system where the common inputs are c (where
c = Commit(x, r) with a r being a randomly chosen string), the accumulat-
ing function f and v ∈ Uf , and the prover’s inputs are (r, x ∈ Xk, u ∈ Uf )
for proving knowledge of x, w, r such that c = Commit(x, r) and v = f(w, x).

If by “efficient” we mean “polynomial-time,” then any accumulator satisfies this
property. However we consider a proof system efficient if it compares well with,
for example, a proof of knowledge of a discrete logarithm.

3.2 Construction

The construction due to Barić and Pfitzmann [3] is the basis for our construction
below. The differences from the cited construction are that (1) the domain of
the accumulated values consists of prime numbers only; (2) we give a method for
deleting values from the accumulator, i.e., we construct a dynamic accumulator;
(3) we give efficient algorithms for deleting a user and updating a witness; and
(4) we provide an efficient zero-knowledge proof of membership knowledge.

– Fk is the family of functions that correspond to exponentiating modulo
safe-prime products drawn from the integers of length k. Choosing f ∈ Fk
amounts to choosing a random modulus n = pq of length k, where p = 2p′+1,
q = 2q′ + 1, and p,p′,q,q′ are all prime. We will denote f corresponding to
modulus n and domain XA,B by fn,A,B . We denote fn,A,B by fn and by f
when it does not cause confusion.
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– XA,B is the {e ∈ primes : e �= p′, q′ ∧ A ≤ e ≤ B}, where A and B can be
chosen with arbitrary polynomial dependence on the security parameter k,
as long as 2 < A and B < A2. X ′A,B is (any subset of) of the set of integer
from [2, A2 − 1] such that XA,B ⊆ X ′A,B .

– For f = fn, the auxiliary information tf is the factorization of n.
– For f = fn, Uf = {u ∈ QRn : u �= 1} and U ′f = Z∗n .
– For f = fn, f(u, x) = ux mod n. Note that f(f(u, x1), x2) = f(u, {x1, x2}) =
ux1x2 mod n

– Update of the accumulator value. As mentioned earlier, adding a value
x̃ to the accumulator value v can be done as v′ = f(v, x̃) = vx̃ mod n.
Deleting a value x̃ from the accumulator is as follows. D((p, q), v, x̃) =
vx̃

−1 mod (p−1)(q−1) mod n.
– Update of witness: As mentioned, updating the witness u after x̃ has been

added can be done by u′ = f(u, x̃) = ux̃. In case, x̃ �= x ∈ Xk has be
deleted from the accumulator, the witness u can be updated as follows. By
the extended GCD algorithm, one can compute the integers a,b such that
ax + bx̃ = 1 and then u′ = W (u, x, x̃, v, v′) = ubv′a. Let us verify that
f(u′, x) = u′x mod n = v′:

(ubv′a)x
(1)
= ((ubv′a)xx̃)1/x̃ = ((ux)bx̃(v′x̃)ax)1/x̃ = (vbx̃vax)1/x̃ = v1/x̃ = v′

Equation (1) is correct because x̃ is relatively prime to ϕ(n).

We note that adding or deleting several values at once can be done simply
by letting x′ be the product of the added or deleted values. This also holds with
respect to updating the witness. More precisely, let πa be the product the x’s
to add to and πd be the ones to delete from the accumulator value v. Then, the
new accumulator value v′ := vπaπ

−1
d mod (p−1)(q−1) mod n. If u was the witness

that x was contained in v and x was not removed from the accumulator, i.e.,
x � πd, then u′uaπav′b mod n is a witness that x is contained in v′, where a and
b satisfy ax+ bπd = 1 and are computed using the extended GCD algorithm.

Theorem 2. Under the strong RSA assumption, the above construction is a
secure dynamic accumulator.

Proof. Everything besides security is immediate. By Theorem 1, it is sufficient
to show that the construction satisfies security as defined in Definition 1. Our
proof is similar to the one given by Barić-Pfitzmann for their construction (the
difference being that we do not require x′ to be prime). The proof by Barić-
Pfitzmann is actually the same as one given by Shamir [26].

Suppose we are given an adversaryA that, on input n and u ∈R QRn, outputs
m primes x1, . . . , xm ∈ XA,B and u′ ∈ Z∗n, x

′ ∈ X ′A,B such that (u′)x
′
= u

∏
xi .

Let us use A to break the strong RSA assumption.
Suppose n = pq that is a product of two safe primes, p = 2p′ + 1 and

q = 2q′ + 1, is given. Suppose the value u ∈ QRn is given as well. To break the
strong RSA assumption, we must output a value e > 1, y such that ye = u.
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We shall proceed as follows: Give (n, u) to the adversary. Suppose the ad-
versary comes up with a forgery (u′, x′, (x1, . . . , xm)). Let x =

∏m
i=1 xi. Thus we

have u′x
′
= ux.

Claim. Let d = gcd(x, x′). Then either d = 1 or d = xj for some 1 ≤ j ≤ m.

Proof of claim: Suppose d|x and d �= 1. Then, as x1, . . . , xm are primes, it
follows that d is the product of a subset of primes. Suppose for some xi and xj
we have xixj |d. Then xixj |x′. But this is a contradiction as xixj > x′ must hold
due to the definitions of XA,B and X ′A,B : Because x′ ∈ X ′A,B we have x′ < A2.
For any xi, xj ∈ XA,B , xixj ≥ A2 > x′, as x1, x2 ≥ A.

Back to the proof of the theorem: Suppose that d �= 1 is not relatively prime
to φ(n). Then, by the claim, for some j, d = xj . Because d = xj ∈ XA,B , d > 2
and d is prime. φ(n) = 4p′q′, therefore d = p′ or d = q′. Then 2d + 1 is a
non-trivial divisor of n, so in this case we can factor n.

Suppose d is relatively prime to φ(n). Then, because (ux/d)d = ((u′)x
′/d)d, it

follows that ux/d = (u′)x
′/d. Let x̃ = x/d, and x̃′ = x′/d. Because gcd(x, x′) = d,

the equation gcd(x̃, x̃′) = 1 holds and thus one can compute a, b such that
ax̃ + bx̃′ = 1 by extended GCD algorithm. Output (y := ũaub, x̃′). Note that
yx̃

′
= (yx̃x̃

′
)1/x̃((ũx̃

′
)ax̃(ux̃)bx̃

′
)1/x̃ = ((ux̃)ax̃+bx̃

′
)1/x̃u and thus y and x̃′ are a

solution to the instance (n, u) of the flexible RSA problem.

3.3 Efficient Proof That a Committed Value Was Accumulated

Here we show that the accumulator exhibited above is efficiently provable with
respect to the Pedersen commitment scheme. Suppose that the parameters of the
commitment scheme are a group Gq, and two generators g and h such that logh g
is unknown. Recall that to commit to a value x ∈ Zq, one picks a random r ∈R
Zq and outputs Commit(x, r) := gxhr. This information-theoretically hiding
commitment scheme is binding under the discrete-logarithm assumption.

For the definitions of XA,B and the choice of q, we require that B2k
′+k′′+2 <

A2 − 1 < q/2 holds, where k′ and k′′ are security parameters, i.e., k′ is the bit
length of challenges in the PK protocol below and k′′ determines the statistical
zero-knowledge property of the same protocol. We set X ′A,B the largest possible
set, i.e., to [2, A2 − 1].

Finally, we require that two elements g and h of QRn are available such that
logg h is not known to the prover, where n is the public key of the accumulator.

To prove that a given commitment Ce and a given accumulator v contain the
same (secret) value e, the following protocol is carried out. The common inputs
to the protocol are the values Ce, g, h, n, g, h, and v. The prover’s additional
inputs are the values e, u, and r such that ue = v mod n and Ce = gehr.

The prover will form a commitment Cu to u and prove that this commitment
corresponds to the e-th root of the value v. This is carried out as follows:

1. The prover chooses r1, r2, r3 ∈R Z�n/4�, computes Ce := gehr1 , Cu := uhr2 ,
Cr := gr2hr3 , and sends Ce, Ce, Cu, and Cr to the verifier.
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2. The prover and verifier carry out the following proof of knowledge:

PK
{
(α, β, γ, δ, ε, ζ, ϕ, ψ, η, ς, ξ) :

Ce = gαhϕ ∧ g = (
Ce

g
)γhψ ∧ g = (gCe)ςhξ ∧

Cr = hεgζ ∧ Ce = hαgη ∧ v = Cαu (
1
h

)β ∧ 1 = Cαr (
1
h

)δ(
1
g
)β ∧

α ∈ [−B2k
′+k′′+2, B2k

′+k′′+2]
}
.

The details of this protocol can be found in full version of this paper [8].

Theorem 3. Under the strong RSA assumption the PK protocol in step 2 is a
proof of knowledge of two integers e ∈ X ′A,B = [2, A2−1] and u such that v ≡ ue
(mod n) and Ce is a commitment to e.

Proof. Showing that the protocol is statistical zero-knowledge is standard. Also,
it is easy to see that Ce, Ce, Cu, and Cr are statistically independent from u and
e.

It remains to show that if the verifier accepts, then value e committed to in Ce
and a witness w that e is in v can be extracted from the prover. Using standard
rewinding techniques, the knowledge extractor can get answers (sα, sβ , sγ , sδ, sε,
sζ , sη, sϕ, sψ) and (s′α, s

′
β , s
′
γ , s
′
δ, s
′
ε, s
′
η, s
′
ζ , s
′
ϕ, s
′
ψ) for the two different challenges

c and c′. Let ∆α = sα − s′α, ∆β = sβ − s′β , ∆γ = sγ − s′γ , ∆δ = sδ − s′δ,
∆ε = sε− s′ε, ∆ζ = sζ − s′ζ , ∆η = sη − s′η, ∆ϕ = sϕ− s′ϕ mod q, ∆ψ = sψ − s′ψ,
∆ς = sς − s′ς , ∆ξ = sξ − s′ξ, and ∆c = c′ − c. Then we have

C∆ce = g∆αh∆ϕ , g∆c = (
Ce

g
)∆γh∆ψ , g∆c = (gCe)∆ςh∆ξ (1)

C∆cr = h∆εg∆ζ , C∆ce = h∆αg∆η , (2)

v∆c = C∆αu (
1
h

)∆β , 1 = C∆αr (
1
h

)∆δ(
1
g
)∆β . (3)

We first show that Ce commits to an integer different from 1 and consider the
first two equations (1). Let α̃ := ∆α∆c−1 mod q, γ̃ := ∆γ∆c−1 mod q, ϕ̃ :=
∆ϕ∆c−1 mod q, and ψ̃ := ∆ψ∆c−1 mod q. Then we have

Ce = gα̃hϕ̃ and g = (
Ce

g
)γ̃hψ̃ = g(α̃−1)γ̃hϕ̃γ̃hψ̃ .

Under the hardness of computing discrete logarithms, 1 ≡ (α̃−1)γ̃ (mod q) must
hold and therefore α̃ �= 1 (mod q) as otherwise γ̃ would not exists. Similarly,
from the first and third equation of (1) one can conclude that α̃ �= −1 (mod q).

We next show that α̃ is accumulated in v. From the next two equations (2)
one can derive that ∆c divides ∆α, ∆η, ∆ε, and ∆ζ provided the strong RSA
assumption. (While we do not investigate this claim here, one can show that
if ∆c does not divide ∆α, ∆η, ∆ε, and ∆ζ, then from the Equations (2) one
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can compute a non-trivial root of g with probability at least 1/2. This, however,
is not feasible under the strong RSA assumption. We refer to, e.g., [17] for
the details of such a reduction.) Let α̂ = ∆α/∆c, η̂ = ∆η/∆c, ε̂ = ∆ε/∆c

and ζ̂ = ∆ζ/∆c. Because |c|, |c′| < p′, q′, we get Cr = ahε̂gζ̂ for some a such
that a2 = 1. Moreover, the value a must be either 1 or −1 as otherwise 1 <
gcd (a− 1, n) < n and we could factor n. Plugging Cr into the second equation
of (3) we get 1 = a∆αh∆αε̂g∆αζ̂( 1

h )∆δ( 1
g )
∆β , where a∆α must be 1 as 1, g, and

h are in QRn and a2 = 1 otherwise. Under the hardness of computing discrete
logarithms we can conclude that ∆αζ̂ ≡ β̂ (mod ord(g)) and hence we get
v∆c = (Cu

hζ̂
)∆α and v = b(Cu

hζ̂
)α̂ with some b such that b2 = 1. Again b = ±1

as otherwise 1 < gcd (b± 1, n) < n and we could factor n. Let s = −1 if α̂ < 0
and s = 1. Thus we have v = u|α̂|,

u =




(bCu
hζ̂

)s if α̂ is odd

(Cu
hζ̂

)s if α̂ is even.

The latter holds because v ∈ QRn and −1 �∈ QRn and therefore b = −1 is
not possible. Also note that α̂ �= 0 as v �= 1. Because sα, s′α ∈ [−B2k

′+k′′+1,
−B2k

′+k′′+1] we have∆α, α̂ ∈ [−B2k
′+k′′+2,−B2k

′+k′′+2]. BecauseB2k
′+k′′+2<

q/2 it follows that α̂ = (∆αĉ rem q)(α̃ rem q), and hence that the absolute value
committed to by Ce is indeed accumulated in v. As B2k

′+k′′+2 < A2−1, α̂ �= ±1
mod q and α̂ �= 0 we can conclude that |α̂| ∈ X ′A,B . Therefore, due to Theorem 2,
we can conclude that |α̂| must be contained in the accumulator value v.

4 Application to Revocation of Anonymous Credentials

In this section we describe how dynamic accumulators can be used to add a
revocation capability to anonymous credentials. We then show how this can be
done efficiently for the ACJT identity escrow [1] and describe how to adapt this
solution to related group signature schemes and credential systems [1,9].

4.1 Revocation of Anonymous Credentials

We first note that dynamic accumulators can be used for revocation of ordinary
credentials (and certificates): First, one adds a unique value to each credential.
Then, the accumulator values of the unique values of all valid credentials is
published authentically. Now, a user can convince a verifier that the credential
is still valid by providing the witness for the unique value contained in her
credential. Thus, to check a credential, the verifier has to check the issuer’s
signature, to get the current accumulator value and to verify whether the unique
value contained in the credential is contained in the accumulator value using the
witness provided by the user.

In case of anonymous credentials the same approach can be used. Now, how-
ever, the witness and the value contained in the accumulator can no longer be
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revealed to the verifier as this would compromise anonymity completely. Instead,
the user can apply zero-knowledge proofs to convince the verifier of that the value
contained in her credential is also contained in the accumulator. In the previous
section we exhibited an efficient zero-knowledge protocol to prove that a value
contained in a commitment is contained in an accumulator. One can thus get
efficient revocation for any anonymous credential scheme if one finds an efficient
protocol to prove that a value contained in a commitment is also contained in
the credential.

In the remainder of this section we provide such a protocol for the ACJT
identity escrow scheme and the Camenisch-Lysyanskaya credential system [1,9].
However, it is not hard to see how to add revocation for other schemes and
systems that use some form of anonymous credentials (e.g., [5,11,12,10,13,21,23]).

4.2 The ACJT Identity Escrow Scheme and Its Friends

An identity escrow scheme involves a membership manager, who is responsible
for adding and deleting members, an anonymity revocation manager, who can
identify the user who provided an anonymous membership-proof to a verifier,
and finally users that can become members. There are the following procedures:
a setup algorithm, that allows the manager to choose their secret and public keys;
join protocol that a user runs the membership manager if she want to become a
member; and a prove membership protocol with which a user can anonymously
convince a verifier that she is a member. We refer to [1,8] for details of these
procedures and for the security properties.

Recall the ACJT [1] identity escrow scheme. (Recall that the ACJT group
signature scheme is obtained from the ACJT identity escrow by applying the
Fiat-Shamir heuristic to the protocol for proving membership.) The group man-
ager has a public key PK , consisting of a number n, which is a product of two
safe primes, the values a, b, g, h, and y which are quadratic residues modulo n,
and two intervals Γ and ∆. The value z = logg y is a secret key of the group
manager used for revocation. A user Ui’s membership certificate consists of a
user’s secret xi selected jointly by the user and the group manager (it is selected
in a secure manner that ensures that the group manager obtains no information
about this value) from an appropriate integer range, i.e., ∆, and the values vi
and ei, where ei is a prime number selected from another appropriate range,
i.e., Γ , and veii = axib mod n. The value axi is user Ui’s public key. When Ui
proves membership in a group, he effectively proves knowledge of a member-
ship certificate (x, v, e). This proof is as follows. The group member chooses
r′1, r

′
2 ∈R∈R Z�n/4� and computes T1 := vyr

′
1 , T2 := gr

′
1 , and T3 := gehr

′
2 . The

group member sends T1, T2, and T3 to the verifier and carries out with the
verifier the protocol denoted

PK
{
(α, β, γ, δ, ε) : b = Tα1

(1
a

)β(1
y

)γ ∧ 1 = Tα2
(1
g

)γ ∧ T2 = gδ ∧ T3 = gαhε ∧
α ∈ Γ ∧ β ∈ ∆} .
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As with all group signature and identity escrow schemes, only the group manager
can assert a signature/protocol transcript to a group member, i.e., knowing z,
the group manager can compute the value v̂ = T1/T2

z that identifies the user.
The Camenisch and Lysyanskaya [9] credential system has a similar construc-

tion. An organization’s public key consists of a number n, which is a product of
two safe primes, and the values a, b, c, g and h which are all quadratic residues
modulo n. A user Ui’s secret key xi, selected from an appropriate integer range,
is incorporated into all of Ui’s credentials. A credential tuple for user Ui con-
sists of his secret key xi, a secret value si selected jointly by the Ui and the
organization (via a secure computation which ensures secrecy for the user) from
an appropriate integer range, and the values vi and ei such that ei is a prime
number selected by the organization from an appropriate integer interval, and vi
is such that veii = axbsc mod N . Proving possession of a credential is effectively
a proof of knowledge of a credential tuple.

Variations of these schemes incorporate such features as anonymity revoca-
tion, non-transferability, one-show credentials, expiration dates, and appointed
verifiers. For all these variations, an integral part of a group membership certifi-
cate and of a credential, is the prime number ei. Using one-way accumulators,
we can accumulate ei’s into a single public value u. Proof of group membership
will now have to include proof of knowledge of a witness to the fact that ei was
accumulated into u.

In the sequel, we will talk about augmenting the ACJT identity escrow
scheme with the membership revocation property; however, all our results and
discussion apply immediately to the credential scheme and group signature dis-
cussed above.

4.3 Incorporating Revocation
into the ACJT Identity Escrow Scheme

To make certificate revocation possible, the additions outlined below have to be
made to the usual operations the ACJT identity escrow scheme.

Modifications to the group manager’s operations are as follows:

Setup: In addition to setting up the identity escrow scheme, the group man-
ager creates the public modulus n for the accumulator, chooses a random
u, g, h ∈ QRn and publishes (n, u, g, h). She sets up (empty for now) public
archives Eadd for storing values that correspond to added users and Edelete
for storing values that correspond to deleted users. Set X ′A,B = Γ and XA,B
to the interval from which the group manager chooses e in the ACJT scheme
(XA,B ⊆ X ′A,B ⊆ [2, A2 − 1] will be satisfied).

Join: Issue the user’s membership certificate, as in the identity escrow scheme.
Add the current u to the user’s membership certificate. (Denote it by ui.)
Let ei be the prime number used in this certificate. Update u in the public
key: u := fn(u, ei). Update Eadd: store ei there.

Revoke membership: Retrieve ei which is the prime number corresponding to the
user’s membership certificate. Update u in the public key: u := D(ϕ(n), u, ei).
Update Edelete: store ei there.
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We stress that the archives are Eadd and Edelete are not part of the group’s
public key, i.e., the verifier is not required to read them for any verification
purposes. Also, note that is it not necessary to restrict read access to these
archives only to group members.

A user Ui must augment the ACJT protocol as follows:

Join: Store the value ui along with the rest of the membership certificate. Verify
that fn(ui, ei) = ueii = u.

Update membership: An entry in the archive is called “new” if it was entered
after the last time Ui performed an update.

1. Let y denote the old value of u.

2. For all new ej ∈ Eadd, ui := f(ui,
∏
ej) = u

∏
ej

i and y := y
∏
ej .

3. For all new ej ∈ Edelete, ui := W (ui, ei,
∏
ej , y, u).

(Note that as a result u = f(ui, ei).)
Prove membership: Proving membership is augmented with the step of proving

that a committed value is part of the accumulated value u (contained in the
current public key). That is, in addition to T1, T2, and T3 the group member
computes the values Ce := gehr1 , Cui := uih

r2 , and Cr := gr2hr3 and sends
them to verifier, with random choices r1, r2, r3 ∈R Z�n/4�. Then the verifier
and the group member engage in the protocol denoted

PK
{
(α, β, γ, δ, ε, ξ, ζ, ϕ, ψ, η) :

w ≡ Tα1
(1
a

)β(1
y

)γ ∧ 1 ≡ Tα2
(1
g

)γ ∧ T2 ≡ gδ ∧ T3 ≡ gαhε ∧

Cr = hξgζ ∧ Ce = hαgη ∧ u = Cαui(
1
h

)ϕ ∧ 1 = Cαr (
1
h

)ψ(
1
g
)ϕ ∧

α ∈ Γ ∧ β ∈ ∆} .

This protocol is already an optimized union of the PK protocol given in the
previous section and the ACJT PK protocol for proving group membership.
That is, different from the previous section, we do not require the group Gq

for the commitment scheme because here the value T3 acts as commitment
to the value whose membership in the accumulator is claimed. Furthermore,
as −1, 0, 1 �∈ Γ , we need not show that α �= −1, 0, 1.
The complexity of this augmented proof is about twice that of the original
one. The definition of Γ is compatible with the accumulator and the proof
that a committed value is contained in the accumulator as presented in the
previous section. Also, Γ excludes 1 and hence it is not required to explicitly
prove that the committed value is not 1.

Remark 1. Updates after a user joined the group can be avoided: the group
manager knows the factorization of n and therefore can always compute a witness
ui := u1/ei for the ei of the added user, where u is the old and new accumulator
value. It’s easy to see that this modifided construction retains security.
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Lemma 2. Under the strong RSA assumption the above is a secure identity
escrow scheme with membership revocation.

Proof (sketch). It is not hard to show the security of this lemma in a formal
model given the security proofs of the ACJT scheme and the proof of Theorem 3.
Let us provide an informal argument here.

First of all, note that all the properties of the original ACJT scheme are re-
tained as the amount of information revealed by Ce, Cu, and Cr about the group
member’s certificate is negligible (i.e., Ce, Cu, and Cr are statistically hiding
commitments and the PK -protocol is statistical zero-knowledge). It remains to
argue that excluded group members can no longer prove group membership even
if they collude in an adaptive attack against the group manager. Similarly as in
the proof of Theorem 3, one can show that the above of a protocol is a proof
of knowledge of a quadruple (x̂, v̂, ê, û) such that ax̂b = v̂ê and ûê = u hold,
i.e., such that (x̂, v̂, ê) is valid group membership certificate and ê is contained
in the accumulator value u. In [1], Ateniese et al. show that under the strong
RSA assumption an adaptive adversary controlling all users cannot find a triple
(x̃, ṽ, ẽ) that is different from the ones legitimately obtained through the join
protocol. On other words, the values axi and ei are tightly linked. Therefore,
the user with public key axi is no longer able to prove membership of the group
once an ei is removed from the accumulator value as the accumulator is secure
against an adaptive adversary (Theorem 1). We note that all these arguments
hold in spite of the fact that all members’ (current and past one) ei’s are public.
It follows that anonymity and unlinkability is retained for actions past members
made prior to their exclusion from the group.
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Abstract. Informally, steganography is the process of sending a secret
message from Alice to Bob in such a way that an eavesdropper (who
listens to all communications) cannot even tell that a secret message is
being sent. In this work, we initiate the study of steganography from
a complexity-theoretic point of view. We introduce definitions based on
computational indistinguishability and we prove that the existence of
one-way functions implies the existence of secure steganographic proto-
cols.

1 Introduction

The scientific study of steganography began in 1983 when Simmons [13] stated
the problem in terms of communication in a prison. In his formulation, two
inmates, Alice and Bob, are trying to hatch an escape plan. The only way they
can communicate with each other is through a public channel, which is carefully
monitored by the warden of the prison, Ward. If Ward detects any encrypted
messages or codes, he will throw both Alice and Bob into solitary confinement.
The problem of steganography is, then: how can Alice and Bob cook up an escape
plan by communicating over the public channel in such a way that Ward doesn’t
suspect anything fishy is going on. (Notice how steganography is different from
classical cryptography, which is about hiding the content of secret messages:
steganography is about hiding the very existence of the secret messages.)

Steganographic “protocols” have a long and intriguing history that goes back
to antiquity. There are stories of secret messages written in invisible ink or
hidden in love letters (the first character of each sentence can be used to spell
a secret, for instance). More recently, steganography was used by prisoners and
soldiers during World War II because all mail in Europe was carefully inspected
at the time [8]. Postal censors crossed out anything that looked like sensitive
information (e.g. long strings of digits), and they prosecuted individuals whose
mail seemed suspicious. In many cases, censors even randomly deleted innocent-
looking sentences or entire paragraphs in order to prevent secret messages from
going through. Over the last few years, steganography has been studied in the
framework of computer science, and several algorithms have been developed to
hide secret messages in innocent looking data.
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The main goal of this paper is to put steganography on a solid complexity-
theoretic foundation. We define steganographic secrecy in terms of computa-
tional indistinguishability, and we define steganographic robustness, which deals
with the case of active wardens (ones that cross out innocent-looking sentences
or modify the messages just to prevent secrets from going through). Our main
result is a positive one: secret and robust steganographic protocols exist within
our model, given that one-way functions exist.

Related Work

There has been considerable work on digital steganography. The first Interna-
tional Workshop on Information Hiding occurred in 1996, with five subsequent
workshops, and even books have been published about the subject [9]. Surpris-
ingly, though, very little work has attempted to formalize steganography, and
most of the literature consists of heuristic approaches: steganography using dig-
ital images [9], steganography using video systems [9], etc. A few papers have
given information theoretic models for steganography [3,10,11,14], but these are
limited in the same way that information theoretic cryptography is limited. We
believe complexity theory is the right framework in which to view steganography
and, to the best of our knowledge, this is the first paper to treat steganogra-
phy from a complexity-theoretic point of view (and to achieve provably positive
results).

Organization of the Paper

In section 2 we define the basic cryptographic quantities used throughout the
paper, as well as the notions of a cover channel and a stegosystem. In section 3 we
define steganographic secrecy and state protocols which are steganographically
secret assuming the existence of one-way functions. In section 4 we define robust
steganographic secrecy for adversaries with bounded power to perturb stegotext
messages and state protocols which satisfy this definition. Section 5 closes the
paper with a discussion of implications.

2 Definitions

2.1 Preliminaries

A function µ : N → (0, 1) is said to be negligible if for every c > 0, for all
sufficiently large n, µ(n) < 1/nc. The concatenation of string s1 and string s2
will be denoted by s1||s2, and when we write “Parse s as st1||st2|| · · · ||stl” we
mean to separate s into strings s1, . . . sl where each |si| = t, l = �|s|/t�, and
s = s1||s2|| · · · ||sl. We will let U(k) denote the uniform distribution on k bit
strings, and U(L, l) denote the uniform distribution on functions from L bit
strings to l bit strings. If X is finite a set, we let U(X) denote the uniform
distribution on X.
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2.2 Cryptographic Notions

Let F : {0, 1}k × {0, 1}L → {0, 1}l denote a family of functions. Let A be an
oracle probabilistic adversary. Define the prf-advantage of A over F as

Advprf
F (A) =

∣∣∣∣ Pr
K←U(k),r←{0,1}∗

[AFK(·)
r = 1]− Pr

g←U(L,l),r←{0,1}∗
[Agr = 1]

∣∣∣∣ .
where r is the string of random bits used by adversary A. Define the insecurity
of F as

InSecprf
F (t, q) = max

A∈A(t,q)

{
Advprf

F (A)
}

where A(t, q) denotes the set of adversaries taking at most t steps and mak-
ing at most q oracle queries. Then F is a (t, q, ε)-pseudorandom function if

InSecprf
F (t, q) ≤ ε. Suppose that l(k) and L(k) are polynomials. A sequence

{Fk}k∈N
of families Fk : {0, 1}k × {0, 1}L(k) → {0, 1}l(k) is called pseudorandom

if for all polynomially bounded adversaries A, Advprf
Fk

(A) is negligible in k. We
will sometimes write Fk(K, ·) as FK(·).

Let E : K × R × P → C be a probabilistic private key encryption scheme,
which maps a random number and an |m|-bit plaintext to a ciphertext. Consider
a game in which an adversary A is given access to an oracle which is either:

– EK for K ← U(K); that is, an oracle which given a message m, uniformly
selects random bits R and returns EK(R,m); or

– g(·) = U(|EK(·)|); that is, an oracle which on any query ignores its input
and returns a uniformly selected output of the appropriate length.

Let A(t, q, l) be the set of adversaries A which make q queries to the oracle of
at most l bits and run for t time steps. Define the CPA advantage of A against
E as

Advcpa
E (A) =

∣∣∣∣ Pr
K←U(K),s,r←{0,1}∗

[AEK,sr = 1]− Pr
g,r←{0,1}∗

[Agr = 1]
∣∣∣∣

where EK,s denotes EK with random bit source s. Define the insecurity of E as

InSeccpa
E (t, q, l) = max

A∈A(t,q,l)

{
Advcpa

E (A)
}
.

Then E is (t, q, l, ε)-indistinguishable from random bits under chosen plaintext
attack if InSeccpa

E (t, q, l) ≤ ε. A sequence of cryptosystems {Ek}k∈N
is called

indistinguishable from random bits under chosen plaintext attack (IND$-CPA) if
for every PPTM A, Advcpa

Ek
(A) is negligible in k.

Let C be a distribution with finite support X. Define the minimum entropy
of C, H∞(C), as

H∞(C) = min
x∈X

{
log2

1
PrC [x]

}
.
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2.3 Steganography

Steganography will be thought of as a game between the warden, Ward, and the
inmate, Alice. The goal of Alice is to pass a secret message to Bob over a com-
munication channel (known to Ward). The goal of Ward is to detect whether a
secret message is being passed. In this and the following sections we will formalize
this game. We start by defining a communication channel.

Definition. A channel is a distribution on bit sequences where each bit is also
timestamped with monotonically increasing time value. Formally, a channel is a
distribution with support ({0, 1}, t1), ({0, 1}, t2), ..., where ∀i > 0 : ti+1 ≥ ti.

This definition of a channel is sufficiently general to encompass nearly any
form of communication. It is important to note that our protocols may depend
upon the timing information as well as the actual bits sent on a channel. For
example, it may be possible to do steganography over email using only the timing
of the emails rather than the contents of the message. It may also be possible
for an enemy to detect steganography via timing analysis.

Anyone communicating on a channel can be regarded as implicitly drawing
from the channel, so we will assume the existence of an oracle capable of drawing
from the channel. In fact, we will assume something stronger: an oracle that
can partially draw from the channel a (finite, fixed length) sequence of bits.
This oracle can draw from the channel in steps and at any point the draw is
conditioned on what has been drawn so far. We let Ch be the channel distribution
conditional on the history h of already drawn timestamped bits. We also let
Cbh be the marginal channel distribution over the next block of b timestamped
bits conditional on the history h. Intuitively, Cbh is a distribution on the next b
timestamped bits conditioned on the history h.

Fix b. We assume the existence of an oracle which can draw from Cbh. We
will call such a partial draw a “block”. We will require that the channel satisfy
a minimum entropy constraint for all blocks:

∀h drawn from C : H∞(Cbh) > 1

This partial draw will be conditional on all past draws and so we can regard a
sequence of partial draws as a draw from the channel. This notion of randomness
is similar to Martingale theory where random variable draws are conditional on
previous random variable draws (and we use Martingale theory in our analysis).

It is important to note that a “block” might (for example) contain times-
tamped bits which span multiple emails. We will overload the definition of the
concatenation operator || for sequences of timestamped bits. Thus c1||c2 will
consist of the timestamped bits of c1 followed by the timestamped bits of c2.

One example of a channel might be electronic mail. We can map an email
system allowing communication from Alice to Bob to a channel by considering
all of the bits used to encode a particular email as a sequence of channel bits,
each with the same timestamp. The timestamp of emailed bits would be the time
of transmission. The complete channel consists of a distribution over sequences
of emails.
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Remark. In the remainder of this paper, we will assume that cryptographic
primitives remain secure with respect to an oracle which draws from a channel
distribution Cbh. Thus channels which can be used to solve the hard problems
that standard primitives are based on must be ruled out. In practice this is of
little concern, since the existence of such channels would have previously led to
the conclusion that the primitive in question was insecure.

Definition 1. (Stegosystem) A steganographic protocol, or stegosystem, is a
pair of probabilistic algorithms S = (SE, SD). SE takes a key K ∈ {0, 1}k, a
string m ∈ {0, 1}∗ (the hiddentext), a message history h, and an oracle M(h)
which samples blocks according to a channel distribution Cbh. SEM (K,m, h)
returns a sequence of blocks c1||c2|| . . . ||cl (the stegotext) from the support of
Cl∗bh . SD takes a key K, a sequence of blocks c1||c2|| . . . ||cl, a message history h,
and an oracle M(h), and returns a hiddentext m. There must be a polynomial
p(k) > k such that SEM and SDM also satisfy the relationship:

∀m, |m| < p(k) : Pr(SDM (K,SEM (K,m, h), h) = m) ≥ 2
3

where the randomization is over any coin tosses of SEM , SDM , and M . (In the
rest of the paper we will use (SE,SD) instead of (SEM ,SDM ).)

Note that we choose a probability of failure for the stegosystem of 1/3 in order
to include a wide range of possible stegosystems. In general, given a protocol
with any reasonable probability of failure, we can boost the system to a very
low probability of failure using error-correcting codes.

Although all of our oracle-based protocols will work with the oracle M(h),
we will always use it in a particular way. Consequently, it will be convenient for
us to define the rejection sampling function RSM,F : {0, 1}∗ × N→ {0, 1}.

Procedure RSM,F :
Input: target x, iteration count
i = 0
repeat: c←M ; increment i
until F (c) = x or i = count
Output: c

The function RS simply samples from the distribution provided by the sample
oracle M until F (M) = x. The function will return c satisfying F (c) = x or
the count-th sample from M . Note that we use an iteration count to bound the
worst case running time of RS and that RS may fail to return a c satisfying
F (c) = x.
Comment. We have taken the approach of assuming a channel which can be
drawn from freely by the stegosystem; most current proposals for stegosystems
act on a single sample from the channel (one exception is [3]). While it may
be possible to define a stegosystem which is steganographically secret or robust
and works in this style, this is equivalent to a system in our model which merely
makes a single draw on the channel distribution. Further, we believe that the
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lack of reference to the channel distribution may be one of the reasons for the
failure of many such proposals in the literature.

It is also worth noting that we assume that a stegosystem has very little
knowledge of the channel distribution—SE and SD may only sample from an
oracle according to the distribution. This is because in many cases the full distri-
bution of the channel has never been characterized; for example, the oracle may
be a human being, or a video camera focused on some complex scene. However,
our definitions do not rule out encoding procedures which have more detailed
knowledge of the channel distribution.

Sampling from Cbh might not be trivial. In some casesM(h) is a human, and in
others a simple randomized program. We stress that it is important to minimize
the use of such an oracle, because oracle queries can be extremely expensive. In
practice, this oracle is also the weakest point of all our constructions. We assume
the existence of a perfect oracle: one that can perform independent draws, one
that can be rewound, etc. This assumption can be justified in some cases, but
not in others. If the oracle is a human, the human may not be able to perform
independent draws from the channel as is required by the function RS. A real
world Warden would use this to his advantage. We therefore stress the following
cautionary remark: our protocols will be shown to be secure under the assumption
that the oracle is perfect.

Finally, we mention that our decoding algorithm, SD, is defined to have
access to the oracle M(h). This is a general definition, and there are cases in
which this access will not be necessary. Protocols in which SD needs no access
to M(h) are clearly preferred.

3 Steganographic Secrecy

A passive warden, W , is an adversary which plays the following game:

1. W is given access to an oracle M(h) which samples blocks (one at a time)
from the distribution Cbh, for past histories h drawn from the channel. W
makes as many draws from M(h) as it likes.

2. W is given access to a second oracle which is either SE(K, ·, ·) or O(·, ·)
defined byO(m,h)← C|SE(K,m,h)|

h . WardW makes at most q queries totaling
l bits (of hiddentext) to this oracle.

3. W outputs a bit.

We define W ’s advantage against a stegosystem S by

Advss
S,C(W ) =

∣∣∣∣ Pr
K,r,M,SE

[WM,SE(K,·,·)
r = 1]− Pr

r,M,O
[WM,O(·,·)

r = 1]
∣∣∣∣ ,

where the warden uses random bits r. Define the insecurity of S by

InSecss
S,C(t, q, l) = max

W∈W(t,q,l)

{
Advss

S,C(W )
}
,

where W(t, q, l) denotes the set of all adversaries which make at most q queries
totaling at most l bits (of hiddentext) and running in time at most t.
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Definition 2. (Steganographic secrecy) A Stegosystem S = (SE, SD) is called
(t, q, l, ε) steganographically secret against chosen hiddentext attack for the chan-
nel C ((t, q, l, ε)-SS-CHA-C) if InSecss

S,C(t, q, l) ≤ ε.

Definition 3. (Universal Steganographic Secrecy) A Stegosystem S is called
(t, q, l, ε)-universally steganographically secret against chosen hiddentext attack
((t, q, l, ε)-USS-CHA) if it is (t, q, l, ε)-SS-CHA-C for every channel distribution
C that satisfies H∞(Cbh) > 1 for all h drawn from C. A sequence of stegosys-
tems {Sk}k∈N

is called universally steganographically secret if for every channel
distribution C and for every PPTM W , Advss

Sk,C(W ) is negligible in k.

Note that steganographic secrecy can be thought of roughly as encryption
which is indistinguishable from arbitrary distributions C.

3.1 Construction: Stateful Universal Steganographic Secrecy

We now show a stateful protocol which is universally steganographically secret.
This protocol is not new and can be found (up to small differences) in [1], for
instance. The novel aspect is the proof of steganographic secrecy within our
model.

Assume Alice and Bob share a channel and let C denote the channel distri-
bution. We let M(h) be an oracle which draws blocks (one at a time) from the
conditional distribution Cbh. Let FK(·, ·) denote a pseudorandom function family
indexed by k = |K| key bits which maps a pair consisting of a d-bit number and b
timestamped bits to the set {0, 1}, i.e., F : {0, 1}k×{0, 1}d×({0, 1}, t)b → {0, 1}.
Let Alice and Bob share a secret keyK ∈ {0, 1}k and a synchronized d bit counter
N . Let Enc and Dec be the encoding and decoding procedures, respectively, for
an error-correcting code which corrects up to a µ(k) fraction of errors (where
µ(k) is defined below) and which has stretch function �(·). The following proce-
dures allow Alice and Bob to encode and decode a hiddentext and to send it via
their shared channel.

Construction 1. (Steganographic Secrecy)

Procedure S1.Encode:
Input: key K, hiddentext m′, history h
Let m = Enc(m′)
Parse m as m1

1||m1
2|| · · · ||m1

l

for i = 1 . . . l do
ci ← RSM(h),FK(N,·)(mi, |K|)
set h = h||ci
increment N

Output: c1||c2|| . . . ||cl

Procedure S1.Decode:
Input: key K, Stegotext c
Parse c as cb1||cb2|| . . . ||cbl
for i = 1 . . . l do

set mi = FK(N, ci)
increment N

let m = m1||m2|| · · · ||ml

Output: Dec(m)

The idea behind this construction is simple. First, the encoding algorithm splits
the hiddentext m into single bits. Then it draws blocks from the channel until
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it finds c1 such that FK(N, c1) = m1. After that it finds c2 such that FK(N +
1, c2) = m2, and c3, and so on. This continues until all bits of m have been
encoded. The decoding algorithm simply applies FK(N + i− 1, ·) to all the ci’s.

Note that the encoding procedure actually has a small probability of failure
per bit. In particular, RS might not return a ci such that FK(N + i − 1, ci) =
mi, because RS “gives up” after |K| timesteps. The probability of failure is
dependent on the sampling oracle M and the evaluation oracle F .

Lemma 1. If Cbh has minimum entropy at least H and |K| = k, the probability

of failure of RS is bounded above by fail(k, Cbh) + InSecprfF (O(kl), kl), where

fail(k, Cbh) ≤
2H∑
j=0

(2H
j

)
22H

(
j

2H

)k

Proof. See the full version of the paper [6].

It can be verified that fail(k, Cbh) is exponentially small in |K| and H. We will
choose our error-correcting code to correct a µ(k) = (1+ε)∗fail(k, U(1)) fraction
of errors (note that U(1) has minimum entropy 1). A Chernoff bound will then
suffice to show that the probability of decoding failure is exponentially small in l.
For a channel Cbh with minimum entropy 1, we have fail(k, Cbh) ≈ 1

4 . Consequently,
we will at worst require a code with a stretch function �(n) approximately 2n.
We will assume for simplicity that the running times of Enc and Dec are linear.

Theorem 1. Let k = |K|. For any l ≤ 2d:

InSecss
S1,C(t, q, l) ≤ InSecprfF (t+O(k�(l)), k�(l))

Proof. For any warden, W , running in time t and making q queries totaling l
bits, we construct a corresponding PRF adversary A, where

Advss
S1,C(W ) = Advprf

F (A)

The running time of A is the running time of warden W plus the time of rejection
sampling (RS): O(k�(l)) in the worst case. The number of calls to the sampling
oracle, M(h), is at most k�(l).

Af simply runs W , emulating the encoding procedure S1.Encode using the
function oracle f in place of FK(·, ·). Note that when f is a uniformly chosen
random function, the output of RSM(h),f (·, k) is distributed identically to the
channel distribution Cbh. Similarly, when f is chosen from FK(·, ·), the output of
RSM(h),f (·, k) is distributed identically to the output of Construction 1, by the
definition of the construction. So the advantage is:

Advprf
F (A) =

∣∣∣∣ Pr
K←U(k),r←{0,1}∗

[AFK(·,·)
r = 1]− Pr

g,r←{0,1}∗
[Agr = 1]

∣∣∣∣
=
∣∣∣∣ Pr
K,r,M,SE

[WM,SE(K,·,·)
r = 1]− Pr

r,M,O
[WM,O(·,·)

r = 1]
∣∣∣∣

= Advss
S1,C(W )



Provably Secure Steganography 85

And the theorem follows by the definition of insecurity.

Corollary 1. If FK(·, ·) is pseudorandom then construction 1 is universally
steganographically secret against chosen-hiddentext attacks.

3.2 Stateless Universal Steganographic Secrecy

The following protocol also satisfies our definition for universal steganographic
secrecy. The proofs are omitted due to space considerations, but are similar to
the proof of Theorem 1 in the previous section, and can be found in the full
version of the paper Once again, this protocol (up to small differences) is not
new and can be found in [1]; an information theoretic version of the protocol
can also be found in [3].

We will say that a function f : D → R is an unbiased function on a distribu-
tion C if for all r ∈ R, h, Prd←Cbh [f(d) = r] = 1

|R| . Let f : ({0, 1} , t)b → {0, 1} be
a public function which is unbiased on C. Let EK(·, ·) and DK(·) denote the en-
cryption and decryption functions for a cryptosystem which is indistinguishable
from random bits under chosen plaintext attack (i.e., IND$-CPA) [12]. Suppose
Alice and Bob share a key K ∈ {0, 1}k. The following procedures allow encoding
and decoding of messages in a manner which is steganographically secret under
chosen hiddentext attack for the channel distribution C.
Construction 2. (Stateless Steganographic Secrecy)

Procedure S2.Encode:
Input: key K, hiddentext m, history h
Let s = EK(m)
Parse s as s11||s12|| · · · ||s1l
for i = 1 . . . l do

ci ← RSM(h),f(·)(si, |K|)
set h = h||ci

Output: c1||c2|| . . . ||cl

Procedure S2.Decode:
Input: key K, Stegotext c
Parse c as cb1||cb2|| . . . ||cbl
for i = 1 . . . l do

set si = f(ci)
set s = s1||s2|| · · · ||sl.
Output: D(K, s)

Note that the execution time for SD is essentially linear in l and the execution
time for SE is an expected O(l). Also note that our assumption of an unbiased
function implies that an error correcting code as in construction 1 is unnecessary:
the probability of failure here is l/2|K|. Clearly, the assumption of an unbiased
f is quite strong. In practice, perfect unbiasedness may be hard to meet and
stronger assumptions may be required. For example, when f is a pseudorandom
function, under the assumption of a large minimum entropy in the channel, f
will be nearly unbiased.

Lemma 2. For any warden W ∈ W(t, q, l), we can construct a corresponding
adversary A where

Advss
S2,C(W ) = Advcpa

E (A) .

The running time of A is at most t+O(kl), and A makes q encryption queries
for a total of l bits of plaintext.
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Theorem 2. InSecss
S2,C(t, q, l) ≤ InSeccpaE (t+O(kl), q, l).

Generalization. The assumption that the balanced function, f , is unbiased can
be weakened to the assumption of an ε-biased function where the probability of
any value is within ε of uniform. The same proofs work with the insecurity
increased by at most ε (however, error correcting codes might be necessary in
this case).

A few easy corollaries follow from Theorem 2. If E is indistinguishable from
random bits under chosen plaintext attack then construction 2 is SS-CHA-C
secure. Additionally, if E is replaced by a public key cryptosystem which is
indistinguishable from random bits under chosen plaintext attack, then con-
struction 2 is a public key stegosystem which is steganographically secret under
chosen hiddentext attack (under an appropriate generalization of our definitions
to a public-key scenario).

4 Robust Steganography

4.1 Definitions for Robust Steganography

Robust steganography will be modelled as a game between Alice and Ward
in which Ward is allowed to make some alterations to Alice’s messages. Alice
wins if she can pass a message with high probability, even when Ward alters
her message. For example, if Alice passes a single bit per channel message and
Ward is unable to change the bit with probability at least 1

2 , Alice can use error
correcting codes to reliably transmit her message. It will be important to state
the limitations we impose on Ward, since otherwise he can replace all messages
with a new draw from the channel distribution, effectively destroying any hidden
information. In this section we give a formal definition of robust steganography
with respect to a limited adversary.

We will model Ward’s power as defined by a relationR which is constrained to
not corrupt the channel too much. This general notion of constraint is sufficient
to include many simpler notions such as (for example) “only alter at most 1%
of the bits”.

Let D be a finite distribution with support X and let R be a relation between
the set X and the set Y such that for every x ∈ X, there exists a y ∈ Y where
(x, y) ∈ R. Consider a single-player game of chance which is played as follows:

1. The player draws x according to D.
2. The player chooses an arbitrary y such that (x, y) ∈ R.
3. The player makes an independent draw x′ from D.

The player wins if (x′, y) ∈ R. Define the obfuscation probability of R for D by

O(R,D) = max
y

∑
(x′,y)∈R

Pr
D

[x′] .

This function represents an upper bound on the player’s winning probabil-
ity. In particular, for any y the player chooses in step 2, O(R,D) bounds the
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probability
∑

(x′,y)∈R PrD[x′] of winning. Note that the log2O(R,D) gives the
minimum amount of conditional information retained about draws from D when
they are substituted arbitrarily amongst possibilities which satisfy R. The obfus-
cation probability is therefore a worst-case conditional entropy (just as minimum
entropy is a worst-case entropy), except that logarithms have been removed.

Now let R be an efficiently computable relation on blocks and let R(x) =
{y : (x, y) ∈ R}. We say that the pair (R, Cbh) is δ-admissible if O(R, Cbh) ≤ δ and
a pair (R, C) is δ-admissible if ∀h (R, Cbh) is δ-admissible. An R-bounded active
warden W can be thought of as an adversary which plays the following game
against a stegosystem S = (SE, SD):

1. W is given oracle access to the channel distribution C and makes as many
draws as it likes.

2. W is given oracle access to SE(K, ·, ·), and makes at most q queries totaling
at most l1 bits to SE.

3. W presents an arbitrary message m ∈ {0, 1}l2 and history h.
4. W is then given a sequence of blocks c = c1||c2|| . . . ||cu from the support

of C(u∗b)h , and returns a sequence c′ = c′1||c′2|| . . . ||c′u where c′i ∈ R(ci) for
each 1 ≤ i ≤ u. Here u is the number of blocks of stegotext output by
SE(K,m, h).

Define the success of W against S by

SuccRS (W ) = Pr
K←U(k),r←{0,1}∗,o←{0,1}∗

[SDo(K,Wr(SEo(K,m, h)), h) �= m]

Here, r and o are the random bits used by Ward and the protocol, respectively.
Define the failure rate of S by

FailRS (t, q, l) = max
W∈W(R,t,q,l)

{
SuccRS (W )

}
,

where W(R, t, q, l) denotes the set of all R-bounded active wardens that submit
at most q queries of total length at most l1, produce a plaintext of length at
most l2 = l − l1 and run in time at most t.

Definition 4. (Robust Steganography) A stegosystem S = (SE, SD) is called
(t, q, l, ε, δ) steganographically robust against R-bounded adversaries for the dis-
tribution C (denoted (t, q, l, ε, δ)-SR-CHA-(C, R)) if the following conditions hold:

– (Secrecy): S is (t, q, l, ε)-SS-CHA-C.
– (Robustness): FailRS (t, q, l) ≤ δ.

A stegosystem is called (t, q, l, ε, δ) steganographically robust (SR-CHA) if it is
(t, q, l, ε, δ)-SR-CHA-(C, R) for every δ-admissible pair (C, R).

Definition 5. (Universal Robust Steganography) A sequence of stegosystems
{Sk}k∈N

is called universally steganographically robust if it is universally stegano-
graphically secret and there exists a polynomial q(·) and a constant δ ∈ [0, 1

2 )
such that for every PPTM W , every δ-admissible (R, C), and all sufficiently large
k, SuccRSk(W ) < 1/q(k).
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4.2 Universally Robust Stegosystem

In this section we give a stegosystem which is Steganographically robust against
any bounding relation R, under a slightly modified assumption on the channel
oracles, and assuming that Alice and Bob know some efficiently evaluable, δ-
admissible relation R′ such that R′ is a superset of R. For several reasons, this
stegosystem appears impractical but it serves as a proof that robust steganog-
raphy is possible for any admissible relation.

Suppose that the channel distribution C is efficiently sampleable, that is, there
is an efficient algorithm M which, given a uniformly chosen string s ∈ {0, 1}m
and history h produces a block distributed according to Cbh (or statistically close
to Cbh). We will assume that Alice, Bob, and Ward all have access to this algo-
rithm. Furthermore, we assume Alice and Bob share a key K to a pseudorandom
function; and have a synchronized counter N . Let n be a robustness parameter.

Construction 3. (Universally Robust Steganography)

Procedure S3.Encode:
Input: K, m, h
Parse m as m1

1||m1
2|| · · · ||m1

l

for i = 1 . . . l do
for j = 1 . . . n do

set ci,j = M(FK(N,mi), h)
increment N
set h = h||ci,j

Output: c1,1||c1,2|| . . . ||cl,n

Procedure S3.Decode:
Input: key K, stegotext c, history h
Parse c as cb1||cb2|| . . . ||cbln
for i = 1 . . . l do

set h0 = h1 = h
for j = 1 . . . n do

for σ ∈ {0, 1} do
set mσ = M(FK(N,σ), hσ)
set hσ = hσ||mσ

increment N
if (∀j.(h0,j , ci,j) ∈ R′)
then pi = 0; else pi = 1
set h = hpi

set p = p1||p2|| · · · ||pl.
Output: p

Suppose that instead of sharing a key to a pseudorandom function F , Alice and
Bob shared two secret blocks b0, b1 drawn independently from Cbh. Then Alice
could send Bob the message bit σ by sending block bσ, and Bob could recover
σ by checking to see if the block he received was related (by R′) to b0 or b1.
Since the adversary is R bounded and (C, R′) is δ-admissible, the probability
of a decoding error — caused either by the adversary, or by accidental draw
of b0, b1 — would be at most δ. Intuitively, Construction 3 simply extends this
notion to multiple bits by replacing the b0, b1 by draws from M(·) with shared
pseudorandom inputs; and reduces the probability of decoding error to δn by
encoding each hiddentext bit n times.

Lemma 3. InSecss
S3,C(t, q, l) ≤ InSecprfF (t+O(nl), nl).

Lemma 4. FailR
S3(t, q, l1, l2) ≤ InSecprfF (t+O(nl), nl) + l2δ

n.
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Proof. Let W be an active R-bounded (t, q, l1, l2) warden. We construct a PRF
adversary A which runs in time t + O(nl), makes at most nl PRF queries, and

satisfies Advprf
F (A) ≥ SuccRS (W ) − l2δ

n. Af works by running W , using its
function oracle f in place of FK(·, ·) to emulate Construction 3 in responding
to the queries of W . Let m, c′ be the hiddentext and the stegotext sequence
returned by W , respectively. Then Af returns 1 iff SD(K, c′, h) �= m. Consider
the following two cases for f :

– f is chosen uniformly from all appropriate functions. Then, for each i, j,
the stegotexts ci,j = M(f(Ni + j, pi), hi,j) are distributed independently
according to Cbhi,j . Consider the sequence of “alternative stegotexts” di,j =
M(f(Ni + j, 1 − pi), hi,j); each of these is also distributed independently
according to Cbhi,j ; and since W is never given access to the di,j , the c′i,j
are independent of the di,j . Now SD will fail (causing Af to output 1)
only if the event ∀j.(di,j , c′i,j) ∈ R′ occurs for some i. Because the di are
independent of the actions of W , and because (C, R′) is δ-admissible, each
event (di,j , c′i,j) ∈ R′ happens independently with probability at most δ. So
for any fixed i, the probability of failure is at most δn. The union bound
then gives

Pr
f←U(b,n)

[Af = 1] ≤ l2δn.

– f is chosen uniformly from FK(·, ·). Then AF outputs 1 exactly when W
succeeds against S, by the definition of S:

Pr
K←U(k),r←{0,1}∗

[AFKr = 1] = SuccRS (W ) .

Taking the difference of these probabilities, we get:

Advprf
F (A) = Pr

K←U(k),r←{0,1}∗
[AFKr = 1]− Pr

f←U(b,n),r←{0,1}∗
[Afr = 1]

≥ SuccRS (W )− l2δn .

Theorem 3. If F is (t + O(nl), nl, ε)-pseudorandom then Construction 3 is
(t, l1, l2, ε, ε+ l2δ

n)-SR-CHA.

4.3 Robust Steganography for Text-Like Channels

We provide a protocol which is steganographically robust against R-bounded
adversaries for a particular class of admissible relations R on particular channels.
For some channel distributions this class of relations may provide an accurate
model of the limitations of real wardens; in particular it seems reasonable to
suppose that a predominantly text-based channel might limit the power of an
active warden by such a relation.

A text based channel (such as email) might consist of “documents” built out
of many bits with the same timestamp (= sending time). Fix a symbol alphabet
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Σ = {0, 1}s, and represent every document d in the support of C by a string of
symbols d = d0d1 · · · dl and a single timestamp. The n-shingling of d, denoted by
ssn(d) is the set {d0d1 · · · dn−1, d1d2 · · · dn, d2d3 · · · dn+1, . . . , dl−ndl−n+1 · · · dl} .
Define the family of relations Rnδ for 0 ≤ δ ≤ 1 by

(x, y) ∈ Rnδ ⇔
|ssn(x) ∩ ssn(y)|
|ssn(x) ∪ ssn(y)| ≥ 1− δ .

Let FK(·, ·) denote a pseudorandom function family indexed by |K| bits which
maps n-shingles to the set {0, 1}p. Let EK be a length-preserving, stateful (rather
than randomized), IND$-CPA encryption scheme which works by producing a
pseudorandom stream s and outputs EK(m) = s ⊕m, (such a scheme can be
produced using a pseudorandom function in (stateful) CTR mode, for example)
and let D be the corresponding decryption function. Let Enc and Dec be the
encoding and decoding algorithms for an error-correcting code which can correct
up to a δ+ξ fraction of symbol errors; and let �(·) be the stretch function of this
code. We will assume Enc and Dec work in linear time for simplicity. Define the
function maxf (d) as the shingle in d which maximizes f , that is

maxf (d) = argmaxs∈ssn(d) {f(s)} .
Let g : {0, 1}∗ → {0, 1} be unbiased for the distribution on shingles induced by
maxFK (C). Let Alice and Bob share secret keysKf ,Ke. The following procedures
allow Alice and Bob to robustly encode and decode a message.

Construction 4. (Robust Steganographic Protocol)

Procedure S4.Encode:
Input: m, h, keys Kf ,Ke

Let p = EKe(Enc(m))
Parse p as p1

1||p1
2|| · · · ||p1

l

for i = 1 . . . l do

set ci = RS
M(h),g◦maxFKf (pi)

set h = h||ci
Output: c1||c2|| . . . ||cl

Procedure S4.Decode:
Input: stegotext c, keys Kf ,Ke

Parse c as cb1||cb2|| . . . ||cbl
for i = 1 . . . l do

set si = maxFKf (·)(ci)
set pi = g(si)

set p = p1||p2|| · · · ||pl.
Output: Dec(DKe(p))

Note that it is important that encryption and bit errors commute here which
holds for only some encryption techniques.
In the following, Let �q be the maximum size of q encoded strings with total
length l1 plus �(l2).

Lemma 5. InSecss
S4(t, q, l) ≤ InSeccpaE (t+O(k�q), q, �q).

Lemma 6. FailR
n
δ

S4(t, q, l1, l2) ≤ 2e−ξ
2�(l2)/2 + InSecprfF (t+O(k�q), k�q).

Theorem 4. If F is (t+O(k�q), k�q, ε)-pseudorandom and E is (t+ �q, q, �q, µ)
- IND$-CPA, then Construction 4 is (t, l1, l2, ε + µ, 2e−ξ

2�(l2)/2 + ε) - SR-CHA
against Rnδ -bounded adversaries.
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5 Discussion

5.1 Alternative Security Conditions

There are several conceivable alternatives to our security conditions; we will
briefly examine these alternatives and justify our choices.

Find-Then-Guess: This is the standard model in which an attacker submits
two plaintexts p0 and p1, receives SE(pb), and attempts to guess b. Security
in our attack model implies find-then-guess security; moreover the essence of
steganographic secrecy is not merely the inability to distinguish between mes-
sages (as in the find-then-guess model) but the inability to detect a message.

Fixed History: In this model the adversary may not submit alternate histo-
ries to the encryption model. Security under a chosen-history attacks implies
security against a fixed-history attacks. This notion may be of interest how-
ever, especially because in many situations a chosen-history attack may not be
physically realizable. Our attacks can be considered chosen-history attacks.

Integrity of Hiddentexts. Intuitively, Integrity of Hiddentexts requires that
an active warden is unable to create a sequence of covertexts which decodes to
a valid, new hiddentext. Suppose we amend the description of a stego system to
allow the decoding algorithm to output the “fail” symbol ⊥. Then suppose we
give the adversary oracle access to SE and allow the adversary to make at most
q queries p0, . . . , pq to SE(K, ·, ·) totaling l bits. The adversary then produces a
sequence of covertexts c = c1|| . . . ||cm. Denote the advantage of A against S by

Advint
S,C(A) = Pr [SD(K, c, h) �=⊥ ∧∀i.SD(K, c, h) �= pi] ,

and denote the integrity failure of a stegosystem by

FailintS,C(t, q, l) = max
A∈A(t,q,l)

{
Advint

S,C(A)
}
.

A stegosystem has (t, q, l, ε) integrity of hiddentexts if Failint
S,C(t, q, l) ≤ ε.

Note that in practice this notion by itself is too weak because it allows the
possibility for the warden to disrupt the communication between Alice and Bob.
Finally, we note that if the symmetric encryption scheme E is INT-CTXT secure
as defined by Bellare and Namprempre [2], then construction 2 also provides
integrity of hiddentexts.

5.2 Complexity Theoretic Ramifications

Construction 1 gives a stegosystem which is steganographically secret for any
channel distribution C which has minimum entropy greater than 1, assuming
the existence of a pseudorandom function family. Goldreich et al [4] show how to
construct a pseudorandom function from a pseudorandom generator, which in
turn can be constructed from any one-way function, as demonstrated by Hastad
et al [5]. Thus in an asymptotic sense, our constructions show that one-way
functions are sufficient for steganography. Conversely, it is easy to see that a
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stegosystem which is steganographically secret for some C is a secure weak private
key encryption protocol in the sense of Impagliazzo and Luby [7]; and they prove
that the existence of such a protocol implies the existence of a one-way function.
Thus the existence of secure steganography is equivalent to the existence of
one-way functions.
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Abstract. Methods from provable security, developed over the last
twenty years, have been recently extensively used to support emerging
standards. However, the fact that proofs also need time to be validated
through public discussion was somehow overlooked. This became clear
when Shoup found that there was a gap in the widely believed security
proof of OAEP against adaptive chosen-ciphertext attacks. We give more
examples, showing that provable security is more subtle than it at first
appears. Our examples are in the area of signature schemes: one is related
to the security proof of ESIGN and the other two to the security proof
of ECDSA. We found that the ESIGN proof does not hold in the usual
model of security, but in a more restricted one. Concerning ECDSA,
both examples are based on the concept of duplication: one shows how
to manufacture ECDSA keys that allow for two distinct messages with
identical signatures, a duplicate signature; the other shows that from any
message-signature pair, one can derive a second signature of the same
message, the malleability. The security proof provided by Brown [7] does
not account for our first example while it surprisingly rules out malleabil-
ity, thus offering a proof of a property, non-malleability, that the actual
scheme does not possess.

1 Introduction

In the last twenty years provable security has dramatically developed, as a means
to validate the design of cryptographic schemes. Today, emerging standards only
receive widespread acceptance if they are supported by some form of provable ar-
gument. Of course, cryptography ultimately relies on the P vs. NP question and
actual proofs are out of reach. However, various security models and assumptions
allow us to interpret newly proposed schemes in terms of related mathematical
results, so as to gain confidence that their underlying design is not flawed. There
is however a risk that should not be underestimated: the use of provable security
is more subtle than it appears, and flaws in security proofs themselves might have
� The first and last examples in this paper are based on the result of an evaluation
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a devastating effect on the trustworthiness of cryptography. By flaws, we do not
mean plain mathematical errors but rather ambiguities or misconceptions in the
security model. The first such example appeared recently, when Victor Shoup
noted in [29] that there was a gap in the widely believed security proof of OAEP
against adaptive chosen-ciphertext attacks. By means of a nice counter-example
in a relativized model of computation, he showed that, presumably, OAEP could
not be proven secure from the one-wayness of the underlying trapdoor permuta-
tion. A closer look at the literature, notably [4,2], showed that the security proof
was actually valid in a weaker security model, namely against indifferent chosen-
ciphertext attacks (IND-CCA1), also called lunchtime attacks [18], and not in the
full (IND-CCA2) adaptive setting [24]. This came as a shock, even though Fu-
jisaki, Okamoto, Pointcheval and Stern [12] were quickly able to establish that
the security of RSA–OAEP could actually be proven under the RSA assumption
alone, in the random oracle model. Since the more general result could not hold,
a different argument based on specific properties of the RSA function had to be
used.

Goldwasser, Micali and Rivest [14] introduced the notion of existential forgery
against adaptive chosen-message attacks for public key signature schemes. This
notion has become the de facto security definition for digital signature algo-
rithms, against which all new signature algorithms are measured. The definition
involves a game in which the adversary is given a target user’s public key and
is asked to produce a valid message/signature pair with respect to this public
key. The adversary is given access to an oracle which will produce signatures on
messages of his choice. However, the above definition does not directly deal with
the most important property of a digital signature, namely non-repudiation: the
signer should be unable to repudiate his signature. One should not that an ad-
versary against the non-repudiation property of a signature scheme would be
the legitimate signer himself. Hence, such an adversary has access to the private
key, and may even control the key generation process.

The present paper gives further examples of flaws in security proofs, related
to signature schemes. Two of them stem from a subtle point that has apparently
been somehow overlooked: in non deterministic signature schemes, several signa-
tures may correspond to a given message. Accordingly, the security model should
unambiguously decide whether an adaptive attacker is allowed to query several
signatures of the same message. Similarly, it should make clear whether obtain-
ing a second signature of a given message, different from a previously obtained
signature of the same message, is a forgery or not, and namely an existential
forgery.

The first example that we give is related to the security proof offered in [22]
for the ESIGN signature scheme. Crosschecking the proof, with the above obser-
vations in mind, it can be seen that it implicitly assumes that the attacker is not
allowed to query the same message twice. Thus, the security proof does not pro-
vide security against existential forgeries under adaptive chosen-message attacks.
It only applies to a more restricted class, which may be termed single-occurrence
chosen-message attacks.
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The two other examples are related to the elliptic curve digital signature
algorithm ECDSA [1]. In [7], Brown uses the so-called generic group model to
prove the security of the generic DSA, a natural analog of DSA and ECDSA
in this setting. This result is viewed as supporting the security of the actual
ECDSA: in the generic model, ECDSA prevents existential forgeries under adap-
tive chosen-message attacks. But as already remarked, this security notion does
not deal with the important non-repudiation property that signature schemes
should guarantee. The obvious definition is that it should be hard for a legitimate
signer to produce two messages which have the same signature with respect to
the same public key. If a signature scheme did not have this property then a
user could publish the signature on one message and then claim it was actually
the signature on another. Such a signature we shall call a duplicate signature,
since it is the signature on two messages. This shows an inadequacy between
the classical security notions and the practical requirements. Furthermore, we
show that with ECDSA a signer which controls the key generation process can
easily manufacture duplicate signatures, without finding a collision in the hash
function. Luckily, however, our construction of duplicate signatures means that,
as soon as the signer reveals the second message, the signer’s private key is
revealed. Concerning the generic group model, which was the sole assumption
on which relies the security result provided in [7], carefully crosschecking the
proof, with the above observations in mind, we see that it actually prevents a
forgery which creates a different signature to a previously obtained signature of
the same message. Hence, the proof implies the scheme produces non-malleable
signatures. Unfortunately, ECDSA does not withstand such forgeries. What goes
wrong here is the adequacy of the model. The proof is correct but the underlying
model is flawed, since it disallows production of malleable signatures.

Note that we have not broken any of the two schemes. In particular, there
are some easy ways of revising ESIGN so that it satisfies the classical security
notions (see e.g. [15]).

2 Digital Signature Schemes and Security Proofs

2.1 Formal Framework

In modern terms (see [14]), a digital signature scheme consists of three algorithms
(K, Σ, V ):

– A key generation algorithm K, which, on input 1k, where k is the security
parameter, outputs a pair (pk, sk) of matching public and private keys. Al-
gorithm K is probabilistic.

– A signing algorithm Σ, which receives a message m and the private key sk,
and outputs a signature σ = Σsk(m). The signing algorithm might be prob-
abilistic.

– A verification algorithm V which receives a candidate signature σ, a mes-
sage m and a public key pk, and returns an answer Vpk(m,σ) as to whether or
not σ is a valid signature of m with respect to pk. In general, the verification
algorithm need not be probabilistic.
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Attacks against signature schemes can be classified according to the goals of
the adversary and to the resources that it can use. The goals are diverse:

– Disclosing the private key of the signer. This is the most drastic attack. It
is termed total break.

– Constructing an efficient algorithm which is able to sign any message with
significant probability of success. This is called universal forgery.

– Providing a single message/signature pair. This is called existential forgery.

In terms of resources, the setting can also vary. We focus on two specific at-
tacks against signature schemes: the no-message attacks and the known-message
attacks. In the first scenario, the attacker only knows the public key of the signer.
In the second, the attacker has access to a list of valid message/signature pairs.
Again, many sub-cases appear, depending on how the adversary gains knowledge.
The strongest is the adaptive chosen-message attack (CMA), where the attacker
can require the signer to sign any message of its choice, where the queries are
based upon previously obtained answers. When signature generation is not de-
terministic, there may be several signatures corresponding to a given message. A
slightly weaker security model, which we call single-occurrence adaptive chosen-
message attack (SO-CMA), allows the adversary at most one signature query for
each message. In other words the adversary cannot submit the same message
twice for signature.

In known-message attacks, one should point out that existential forgery be-
comes the ability to forge a fresh message/signature pair that has not been
obtained during the attack. Again there is a subtle point here, related to the
context where several signatures may correspond to a given message. We actu-
ally adopt the stronger rule that the attacker needs to forge the signature of
message, whose signature was not queried. The more liberal rule, which makes
the attacker successful, when it outputs a second signature of a given message,
different from a previously obtained signature of the same message, will be called
malleability.

Conversely, the non-repudiation property means the impossibility to produce
two messages with the same signature, which will be called a duplicate signature.
However, one should note that the adversary for such a forgery is the signer
himself, who may furthermore have control on the key generation process. Such
a security notion is not covered by the usual notions, and should be studied
independently.

2.2 The Random Oracle Model

Ideally, one would like to obtain provable security for a signature scheme, based
on the sole assumption that some underlying computational problem is hard.
Unfortunately, very few schemes are currently known that allow such a proof.

The next step is to hope for a proof in a non-standard computational model,
as proposed by Bellare and Rogaway [3], following an earlier suggestion by Fiat
and Shamir [11]. In this model, called the random oracle model, concrete objects
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such as hash functions are treated as random objects. This allows one to carry
through the usual reduction arguments to the context of relativized computa-
tions, where the hash function is treated as an oracle returning a random answer
for each new query. A reduction still uses an adversary as a subroutine of a pro-
gram that contradicts a mathematical assumption, such as the assumption that
RSA is one-way [25]. However, probabilities are taken not only over coin tosses
but also over the random oracle.

Of course, the significance of proofs carried in the random oracle is debatable.
Hash functions are deterministic and therefore do not return random answers.
Along those lines, Canetti et al. [8] gave an example of a signature scheme which
is secure in the random oracle model, but insecure under any instantiation of the
random oracle. Despite these restrictions, the random oracle model has proved
extremely useful to analyze many encryption and signature schemes. It clearly
provides an overall guarantee that a scheme is not flawed, based on the intuition
that an attacker would be forced to use the hash function in a non generic way.

2.3 Generic Algorithms

Recently, several authors have proposed to use yet another model to argue in
favor of the security of cryptographic schemes, that could not be tackled by the
random oracle model. This is the so-called black-box group model, or generic
model [27,7,17]. In particular, paper [7] considered the security of ECDSA in
this model. Generic algorithms had been earlier introduced by Nechaev and
Shoup [19,28] to encompass group algorithms that do not exploit any special
property of the encodings of group elements other than the property that each
group element is encoded by a unique string. Typically, algorithms like Pollard’s
ρ algorithm [23] fall under the scope of this formalism, while index-calculus
methods do not.

We will now go into a bit more detail of proofs in this generic model, because
in one of our examples, this model is the origin of the apparent paradox. More
precisely, we will focus on groups which are isomorphic to (Zq,+), where q is
a prime. Such groups will be called standard cyclic groups. An encoding of a
standard cyclic group Γ is an injective map from Γ into a set of bit-strings S.
We give an example: consider a subgroup of prime order of the group of points
of a non-singular elliptic curve E over a finite field F. Given a generator g of
E, an encoding is obtained by computing σ(x) = x · g, where x · g denotes
the scalar multiplication of g by the integer x and providing coordinates for
σ(x). Note that the encoding set appears much larger than the group size, but
compact encodings using only one coordinate and a sign bit ±1 exist and, for
such encodings, the image of σ is included in the binary expansions of integers
< tq for some small integer t, provided that q is close enough to the size of
the underlying field F. This is exactly what is recommended for cryptographic
applications [16,9].

A generic algorithm A over a standard cyclic group Γ is a probabilistic
algorithm that takes as input an encoding list L = {σ(x1), . . . , σ(xk)}, where
each xi is in Γ . While it executes, the algorithm may consult an oracle for further
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encodings. Oracle calls consist of triples {i, j, ε}, where i and j are indices of the
encoding list L and ε is ±. The oracle returns the string σ(xi±xj), according to
the value of ε and this bit-string is appended to the list L, unless it was already
present. In other words, A cannot access an element of Γ directly but only
through its name σ(x) and the oracle provides names for the sum or difference
of two elements addressed by their respective names. Note however that A may
access the list L at any time. In many cases, A takes as input a pair {σ(1), σ(x)}.
Probabilities related to such algorithms are computed with respect to the internal
coin tosses of A as well as the random choices of σ and x.

In [7], the adversary is furthermore allowed to include additional elements
z′i in the encoding list L, without calling the oracle. This is consistent with
the fact that one may detect whether an element is in the group or not (e.g.
whether the coordinates of a point satisfy the equation which defines the elliptic
curve.) However, this definitely enlarges the class of generic algorithm, compared
to [19,28]. One can keep the number of additional elements smaller than twice
the number of queries, since additional elements not appearing in a further query
can be deleted and since each query involves at most two additional elements.
Some useful results about the generic model are provided in Appendix A.1.

Again, from a methodological point of view, proofs in the generic model have
to be handled with care. A specific group is not generic and specific encodings
may further contradict genericity. If it happens, the exact meaning of a security
proof may become highly questionable.

3 The Provable Security of ESIGN

3.1 Description of ESIGN

We follow [22], where a specification of ESIGN appears. The key generation
algorithm of ESIGN chooses two large primes p, q of equal size k and computes
the modulus n = p2q. The sizes of p, q are set in such a way that the binary
length |n| of n equals 3k. Additionally, an exponent e > 4 prime to ϕ(n) is
chosen.

Signature generation is performed as follows, using a hash function H, out-
putting strings of length k − 1.

1. Pick at random r in Z�pq.
2. Convert (0‖H(m)‖02k) into an integer y and compute z = (y − re) mod n.
3. Compute w0 = �z/pq� and w1 = w0.pq − z. If w1 ≥ 22k−1, return to step 1.
4. Set u = w0 · (ere−1)−1 mod p and s = r + upq.
5. Output s as the signature of m.

The basic paradigm of ESIGN is that the arithmetical progression re mod n+tpq
consists of e-th powers of easily computed integers: one adjusts t so as to fall
into a prescribed interval of length 22k−1.

Signature verification converts integer se mod n into a bit string S of length
3k and checks that [S]k = 0‖H(m), where [S]k denotes the k leading bits of S.
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3.2 The Approximate e-th Root Problem

As noted in the previous section, RSA moduli of the from p2q offer a very efficient
way to solve the following problem, having knowledge of the factorization of n:
given n and y in Z�n, find x such that xe mod n lies in the interval [y, y+22k−1),
where the bit-size of n is 3k and [y, y + 22k−1) denotes {u|y ≤ u < y + 22k−1}.

It is conjectured that the above problem, called the approximate e-th root
problem (AERP) in [22], is hard to solve. More precisely, denote by Succaerp(τ, k)
the probability for any adversary A to find an element whose e-th power lies in
the prescribed interval, within time τ . In symbols, it reads

Pr[(n, e)← K(1k), y ← Zn, x← A(n, e, y) : (xe mod n) ∈ [y, y + 22k−1)],

then, for large enough moduli, this probability is extremely small. Variants of
the above can be considered, where the length of the interval is replaced by 22k

or 22k+1.
Of course, the factorization of n allows to solve the AERP problem. It is

unknown whether the converse is true, i.e. whether AERP and inverting RSA
are computationally equivalent. Various attacks against AERP are known for
e = 2, 3 (see [5,30]). However, it is fair to say that there is no known attack
against AERP when e is greater or equal than 4.

3.3 The Security Proof

For this signature scheme, one can prove, in the random oracle model, the fol-
lowing security result, where Texp(k) denotes the computing time of modular
exponentiation modulo a 3k-bit integer.

Theorem 1. Let A be a SO-CMA-adversary against the ESIGN signature sche-
me that produces an existential forgery, with success probability ε, within time
τ , making qH queries to the hash function and qs distinct requests to the signing
oracle respectively. Then, AERP can be solved with probability ε′, and within
time τ ′, where

ε′ ≥ ε

qH
− (qH + qs)× (3/4)k − 1

2k−1 and τ ′ ≤ τ + k(qs + qH) · Texp(k).

Our method of proof is inspired by Shoup [29] and differs from [22]: we
define a sequence of Game1, Game2, etc of modified attack games starting from
the actual game Game0. Each of the games operates on the same underlying
probability space, only the rules defining how the view is computed differ from
game to game.

Proof. (of Theorem 1). We consider an adversary A outputting an existential
forgery (m, s), with probability ε, within time τ . We denote by qH and qs re-
spectively the number of queries from the random oracle H and from the signing
oracle. As explained, we start by playing the game coming from the actual ad-
versary, and modify it step by step, until we reach a final game, whose success
probability has an upper-bound obviously related to solving AERP.
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Game0: The key generation algorithm K(1k) is run and produces a pair of keys
(pk, sk). The adversary A is fed with pk and, querying the random oracle H
and the signing oracle Σsk, it outputs a pair (m, s). We denote by S0 the
event that Vpk(m, s) = 1. We use a similar notation Si in any Gamei below.
By definition, we have Pr[S0] = ε.

Game1: In this game, we discard executions, which end up outputting a valid
message/signature pair (m, s), such that m has not been queried from H.
This means restricting to the event AskH that m has been queried from H.
Unwinding the ESIGN format, we write: se = 0 ‖w ‖ 	 modn. If AskH does
not hold, H(m) is undefined, and the probability that H(m) = w holds is
1/2k−1: Pr[S0 | ¬AskH] ≤ 2−k+1. Thus, Pr[S1] = Pr[S0 ∧ AskH] ≥ Pr[S0] −
2−k+1.

Game2: In this game, we choose at random an index κ between 1 and qH . We
let mκ be the κ-th message queried to H. We then discard executions which
output a valid message/signature pair (m, s), such that m 	= mκ. Since the
additional random value κ is chosen independently of the execution of Game1,
Pr[S2] = Pr[S1]/qH .

Game3: In this game, we immediately abort if a signing query involves message
mκ. By the definition of existential forgery, this only eliminates executions
outside S2. Thus: Pr[S3] = Pr[S2].

Game4: We now simulate the random oracle H, by maintaining an appropriate
list, which we denote by H-List. For any fresh query m, we pick at random
u ∈ Zn and compute z = ue mod n, until the most significant bit of z is 0.
We next parse z as 0 ‖w ‖ 	, where w is of length k − 1 and check whether
z − w.22k is less than 22k−1. If this is true, we store (m,u,w) in H-List
and returns w as the answer to the oracle call. Otherwise we restart the
simulation of the current query. However, we stop and abort the game after
k trials. This game differs from the previous one if z remains undefined after
k attempts: | Pr[S4]− Pr[S3] | ≤ (qH + qs)× (3/4)k.

Game5: We modify the simulation by replacing H(mκ) by v, where v is a bit
string of length k − 1, which serves as an additional input. The distribution
of H-outputs is unchanged: Pr[S5] = Pr[S4].

Game6: We finally simulate the signing oracle: for any m, whose signature is
queried, we know that m 	= mκ cannot hold, since corresponding executions
have been aborted. Thus H-List includes a triple (m,u,w), such that ue mod
n has its k leading bits of the form 0‖H(m). Accordingly, u provides a valid
signature of m. Therefore, Pr[S6] = Pr[S5].

Summing up the above inequalities, we obtain

Pr[S6] ≥ Pr[S3]− (qH + qs)× (3/4)k ≥ ε

qH
− (qH + qs)× (3/4)k − 1

2k−1 .

When Game6 terminates outputting a valid message/signature pair (m, s), we
unwind the ESIGN format and get se = (0 ‖ v ‖ 	) mod n, with v = H(m). If S6
holds, we know that m = mκ andH(m) = v. This leads to an element whose e-th
power lies in the interval [v22k, v22k + 22k), thus solving an instance of AERP.
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We finally have: Pr[S6] ≤ Succaerp(τ ′, k), where τ ′ denotes the running time of
Game6. This is the requested bound. Observe that τ ′ is the sum of the time for
the original attack, plus the time required for simulations, which amounts to at
most k(qs + qH) modular exponentiations. We get τ ′ ≤ τ + k(qs + qH) · Texp(k).


�

3.4 Comments on the Security Model

We definitely had to use the SO-CMA model. If the adversary was allowed to
submit the same message twice to the signing oracle, the simulation would fail
at the second call, since there is a single signature available. Thus, contrarily
to what is claimed in [22], the result only applies to single-occurrence adaptive
chosen-message attacks. We do not know how to extend the proof to deal with
the stronger CMA model.

4 Duplicates in ECDSA

Let us now turn to the ECDSA signature scheme, on which we give two more
examples.

4.1 Description of ECDSA

The ElGamal signature scheme [10] appeared in 1985 as the first DL-based signa-
ture scheme. In 1989, using the Fiat and Shamir heuristic [11] based on fair zero-
knowledge [13], Schnorr provided a zero-knowledge identification scheme [26],
together with the corresponding signature scheme. In 1994, a digital signature
standard DSA [20] was proposed, whose flavor was a mixture of ElGamal and
Schnorr. The standard was later adapted to the elliptic curve setting under the
name ECDSA [1,20]. Following [6,7], we propose the description of a generic DSA
(see Figure 1), which operates in any cyclic group G of prime order q, thanks
to a reduction function. This reduction function f applies to any element of the
group G, into Zq. In the DSA, f takes as input an integer modulo p and outputs
f(r) = r mod q. In the elliptic curve version [1,20,9], the function is defined in

Initialization
G a cyclic group of prime order q
g a generator of G
H : {0, 1}� → {0, 1}h a hash function
f : G → Zq a reduction function
K: Key Generation → (y, x)
private key 0 < x < q
public key y = x · g

Σ: Signature of m→ (r, s)
k randomly chosen 0 < k < q
r = k · g r = f(r)
if r = 0 abort and start again
e = H(m) s = k−1(e + xr) mod q
if s = 0 abort and start again
V : Verification of (m, r, s)→ valid ?
check whether 0 < r, s < q and r = f(r′)
where e = H(m) and r′ = es−1 · g + rs−1 · y

Fig. 1. The Generic DSA
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a more intricate manner, which we now describe. An elliptic curve point r is
given by two coordinates (x, y), which take values in the base field. For elliptic
curves over prime fields, one simply sets f(r) = x mod q. For curves over F2m ,
x is a sequence of m bits and f(r) is obtained by first turning x into an integer
less than 2m, by a standard conversion routine. Anyway, one just has to keep in
mind that in ECDSA the function f depends on the x-coordinate only, and thus
f(−r) = f(r).

Before we review the security results proven about ECDSA, namely in [7],
let us show some surprising properties of the scheme due to the above choice of
reduction function f .

4.2 Duplicate Signatures

Let us first describe how to produce duplicate signatures for ECDSA. Recall
we have two messages m1 and m2 and we wish to produce a signature which is
valid for both messages, with a possible control on the key generation process.
We will do this by “concocting” a public/private key pair, hence we see that our
method assumes that the two target messages are known to the signer before he
generates his public/private key pair. We note that the special key pair is still
valid and the user is still able to sign other messages as usual.

We first compute h1 = H(m1) and h2 = H(m2). We generate a random
k ∈ {1, . . . q − 1}, compute r = f(k · g), and then set the private key to be

x = −
(
h1 + h2

2r

)
mod q,

with the public key being given by y = x ·g. To generate our duplicate signature
on m1 and m2 we compute s = k−1(h1 + xr) mod q.

That (r, s) is a valid signature on m1 follows from the definition of ECDSA,
we only need to show that (r, s) is also a valid signature on m2. We evaluate
the r′ in the verification algorithm for the signature (r, s) on the message m2,
noting that rx = −(h1 + h2)/2 mod q,

r′ = (h2/s)g + (r/s)y =
(
h2 + rx

s

)
g = k

(
h2 − h1

h1 − h2

)
g = −k · g = −r.

Hence, f(r′) = f(−r) = f(r) = r and the signature verifies.

Example. As an example we use one of the recommended curves from X9.62 [1].
The curve is defined over Fp where p = 2192 − 264 − 1, and is given by equation
y2 = x3 − 3x+ b, where

b = 0x64210519E59C80E70FA7E9AB72243049FEB8DEECC146B9B1.

This curve has prime group order given by

q = 6277101735386680763835789423176059013767194773182842284081,

and a base point is given by g = (X,Y ) where
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X = 0x188DA80EB03090F67CBF20EB43A18800F4FF0AFD82FF1012,

Y = 0x07192B95FFC8DA78631011ED6B24CDD573F977A11E794811.

Suppose we have a public key given by y = (X ′, Y ′)

X ′ = 0xA284DB03CAC23298DF9FD9C60560B16292FBE5C7E2C26C25,

Y ′ = 0x3F9EABD65A25DA6E72285670AA3D639B381952AFDDECEBAA.

Consider the two, hundred byte messages m1 = [0, 1, 2, 3, . . . , 99] and m2 =
[10, 11, 12, 13, . . . , 109], with hash values, computed via SHA-1 [21],

h1 = SHA-1(m1) = 0x1E6634BFAEBC0348298105923D0F26E47AA33FF5,

h2 = SHA-1(m2) = 0x71DDBA9666E28406506F839DAA4ECAF8D03D2440.

A duplicate signature on both m1 and m2 is provided by (r, s), with

r = 0x7B3281ED9C01372E09271667D88F840BEB888F43AF4A7783,

s = 0xAFC81CEC549C77F00B4790160A584FD636BB049FD9D9E0BD.

Note that, as soon as one publishes the duplicate signature, a third party can
recover the signer’s private key and so is able to forge messages. Hence, this
example of duplicate signatures should not be considered a security weakness.
However, one does not know that no other duplicate signature exists, for this
or any other signature scheme, which do not arise from collisions in the hash
function.

4.3 Malleability

Still using the above specific property of f , that is f(−r) = f(r), ECDSA is
easily malleable. Indeed, from a signature (r, s) of a message m, whatever the
keys are, one can derive a second signature, namely (r,−s). Referring to Figure 1,
we see that the values of r′ that appear in the verification of both signatures are
symmetric, so that their image by f is the same.

4.4 Comments on the Security Results

Let us now see whether the above security notions have been appropriately
dealt with or not in the security analyses which appeared in the literature.
For the reader’s convenience, we include in Appendix A.3 our own version of
the theorem and its proof (it is highly based on [7]). The original theorem [7]
claims that the generic DSA withstands existential forgeries against adaptive
chosen-message attacks, in the generic model, under some assumptions, namely
the collision-resistance of the hash function and the almost-invertibility of the
reduction function (see more details in Appendix A.2). This latter property is
not satisfied for DSA, but is clearly satisfied with the reduction function used
in ECDSA: given an x-value, if it does not correspond to the x-coordinate of
a point on the curve, g outputs Fail, otherwise it randomly outputs one of the
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(two) corresponding points. Hasse’s theorem ensures that g is an almost inverse
of f . It furthermore helps to say that the statistical distance between Dg and U
is less than 5/q. Therefore, f is (5/q, t)-almost-invertible for any t.

Going through the proof, the reader can check that it actually establishes
that, in the generic model, ECDSA is non-malleable under the collision-resistance
of the hash function only. The question now becomes: what is the meaning of
a proof supporting a scheme by means of an ideal model where the scheme has
a property (non-malleability) that it does not have in reality? The flaw here
comes from the encoding which is not generic because of the automorphism.
Notice that Koblitz curves, as advocated in some standards, are even “less”
generic since they have more automorphisms.

About the duplicate signatures, the proof does not deal with the problem at
all, since as already remarked, for non-repudiation the adversary is the signer
himself. The methodological lesson is that in some scenarios non-repudiation
does not necessarily follows from resistance to existential forgeries. In other
words, the security model does not properly account on a possible collusion
between the key generation algorithm and the signing algorithm. Whilst our
example of duplicate signatures is not a security concern, there may be others.
Hence, the proof methodology and security model should allow for this.

5 Conclusion

We have shown that the version of the ESIGN cryptosystem described in the
P1363 submission [22] withstands existential forgery against single-occurrence
adaptive chosen-message attacks, based on the hardness of AERP. However, the
proof does not extend to the usual CMA scenario. We have also considered a new
kind of attack, independent of existential forgeries, since the attacker may be the
signer himself. We have illustrated it on ECDSA. It shows that non-repudiation
is not totally encompassed by usual security analyses. Finally, we have proved
the non-malleability of the generic DSA under adaptive chosen-message attacks.
This is in contrast with the actual malleability of ECDSA and puts some doubts
on the significance of the generic model.

In conclusion, we give the warning to practitioners, that security proofs need
some time to be discussed, accepted, and interpreted within the research com-
munity.
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A The Security Proof of ECDSA

A.1 Proofs in the Generic Model

With the proofs in the generic model, we identify the underlying probabilistic
space with the space Sn+2 × Γ × Γ 2n, where S is the set of bit-string encod-
ings. Given a tuple {z1, . . . , zn+2, x, x1, . . . , x2n} in this space, z1 and z2 are
used as σ(1) and σ(x), the successive zi are used in sequence to answer the n
oracle queries and the xi ∈ Γ serve as pre-images of the additional elements
z′i (in the group) included by the adversary into the encoding list L. However,
this interpretation may yield inconsistencies as it does not take care of possible
collisions.

We give another interpretation of the encoding σ. This interpretation is
based on defining from the tuple {z1, . . . , zn+2}, a sequence of polynomials
Fi(X,X1, . . . , X2n), with coefficients modulo q, depending on the execution of
A:
– Polynomials F1 and F2 are set to F1 = 1 and F2 = X, respectively. Thus
L = {F1, F2}.

– When the adversary puts an additional k-th element z′k in the encoding list,
polynomial Fn+k+2 is defined as Xk, and added to L.

– At the �-th query {i, j, ε}, polynomial F� is defined as Fi±Fj , where the sign
± is chosen according to ε. If F� is already listed as a previous polynomial
Fh ∈ L, then F� is marked and A is fed with the answer corresponding to h.
Otherwise, z� is returned by the oracle and F� is added to L.

Observe that all Fi polynomials are affine, i.e. of the form a0 +
∑j
i=1 aiXi.

Once A has come to a stop, variable X is set to x, and the Xks are set
to xk. In other words, σ is set at random, subject to the conditions z� =
σ(F�(x, x1, . . . , x2n)), � = 1, . . . , n + 2 and z′k = σ(xk), k = 1, . . . , 2n. It is
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easy to check that the behavior of the algorithm that is driven by the polynomi-
als Fi is exactly similar to the behavior of the regular algorithm, granted that
elements in the sequence (z1, . . . , zn+2) are all distinct, and that no polynomial
Fi − Fj vanishes at (x, x1, . . . , x2n), where i, j range over the 3n + 2 indices of
polynomials in L. We call a sequence {z1, . . . , zn+2, x, x1, . . . , x2n} which satisfies
both requirements a safe sequence. As explained, an encoding σ can be defined
from a safe sequence, such that:

σ(Fi(x, x1, . . . , x2n)) = zi, for all unmarked Fi, and 1 ≤ i ≤ n+ 2,
σ(xk) = z′k, for k = 1, . . . , 2n.

This correspondence preserves probabilities. However, it does not completely
cover the sample space {σ, x} since executions such that Fi(x, x1, . . . , x2n) =
Fj(x, x1, . . . , x2n), for some indices i, j, such that Fi and Fj are not identical
are omitted. The following lemmas allow to bound the probability of unsafe
sequences.

Lemma 1. Let P be a non-zero affine polynomial in Zq[X1, . . . , Xj ], then

Pr
x1,...,xj∈Zq

[P (x1, . . . , xj) = 0] ≤ 1
q
.

Lemma 2. Assume n2 < q. The probability of unsafe sequences is at upper-
bounded by 5(n+ 1)2/q.

Proof. We first observe that sequences of random elements {z1, z2, . . . , zn+2},
which are not all distinct appear with probability

1−
n+1∏
k=1

(
1− k

q

)
≤ 1−

(
1−

n+1∑
k=1

k

q

)
≤ (n+ 1)(n+ 2)

2q
.

Next, using Lemma 1, we can bound the probability that Fi − Fj vanishes at
(x, x1, . . . , x2n) by 1/q. Since there are at most

( 3n+2
2

)
such polynomials, we infer

that, once {z1, . . . , zn+2} have been set and are distinct, the set of (x, x1, . . . , x2n)
such that {z1, . . . , zn+2, x, x1, . . . , x2n} is not safe has probability bounded by( 3n+2

2

)
/q = (3n+ 2)(3n+ 1)/2q. One easily completes the proof. 
�

A.2 Preliminaries

Let f be a reduction function f : G → Zq. An almost-inverse g of f is a proba-
bilistic algorithm g, possibly outputting Fail, such that

(i) Pr
b∈RZq

[g(b) ∈ G ∧ f(g(b)) = b] ≥ 1/3

Function f is (δ, t)-almost-invertible, with almost-inverse g, if furthermore:

(ii) Dg ≈δ U , where
{Dg = {g(b) | b ∈R Zq ∧ g(b) ∈ G}
U = {a | a ∈R G}.

In the second item, notation Dg ≈δ U means that no distinguisher with running
time bounded by t can get an advantage greater than δ.
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A.3 The Security Proof

We now prove the security of the generic DSA in the generic model. We follow [7],
but we adopt a different style of proof, inspired by Shoup [29]. Referring to
Figure 1, we clarify our use of encodings. The base point g of the group G is
identified with the canonical generator 1 of Zq and therefore labeled by σ(1).
Similarly, the public key y is labeled by σ(x), where x is the private key. When
an element r is requested, at signature generation, it is obtained as σ(k), where
k is randomly chosen. Finally, the reduction function f directly operates on the
set of encodings S. Contrary to the earlier approach of [27], we do not model
the hash function as a random oracle. Rather, along the lines first investigated
in [6], we use specific properties of the hash function, such as one-wayness or
collision resistance.

A couple of lemmas will be needed. We first show how one can perfectly simu-
late the distribution of valid signatures. We define a simulator S. The simulator,
picks elements u ∈R S, and s ∈R Zq, and outputs the pair (r, s), with r = f(u).

Lemma 3. For any message m, the output distribution of S is perfectly indis-
tinguishable from the output distribution of Σsk(m).

We also state an easy lemma from elementary probability theory.

Lemma 4. Let S be a binomial distribution, which is the sum of k = 5 lnn
Bernoulli trials with probability for success ≥ 1/3. Then, the probability that
S = 0 is at most 1/n2.

We finally state the security result.

Theorem 2. Let Γ be a standard cyclic group of prime order q. Let S be a
set of bit-string encodings. Let H : {0, 1}∗ → {0, 1}h be a hash function and
f : S → Zq be a reduction function with almost-inverse g. Let A be a generic
algorithm over Γ , that makes at most qs queries to the signing oracle and n
queries to the group-oracle, respectively. Assume that A, on input {σ(1), σ(x)},
returns a message m and a valid generic DSA signature (r, s) of m, achieving
malleability with probability ε = Succcma(A), within running time t. Then there
exist adversaries BH , CH , Dg, operating within time bound t′, and such that
BH is attempting to invert H ′ = H mod q with success probability εH , CH is
attempting to find collisions for H ′ = H mod q with success probability γH , and
Dg is playing a distinguishing game for g, with advantage δg, where

ε ≤ 2γH + 2n(δg + εH) +
5(n+ 1)(n+ qs + 1)

q
,

t′ ≤ t+ n× (5τg lnn+ τH),

with τg the running time of g and τH the running time for H.

Proof. Let A be a generic attacker able to forge a pair consisting of a message m
and a valid signature (r, s). We assume that, once these outputs have been issued,
A goes on checking the signature by requesting the encoding of es−1+xrs−1 mod
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q, where e = H(m), and checking that its image under f is r. The request can be
performed by mimicking the usual double-and-add algorithm, calling the generic
encoding at each group operation. We assume furthermore, that, after each query
mj to the signing oracle, the adversary immediately performs a similar request
to check the validity of the answer. To keep things simple, we do not perform
any book-keeping of the additional requests and keep n to denote the overall
number of queries to the group oracle. We now play games as before:

Game0: An encoding σ is chosen and a key pair (pk, sk) is generated using K(1k).
Adversary A is fed with pk and, querying the generic encoding and the
signing oracle, outputs a message m and a signature (r, s). We denote by
S0 the event Vpk(m, (r, s)) = 1 and use a similar notation Si in any Gamei
below. By definition, we have Pr[S0] = ε.

Game1: We slightly modify this game, by using the interpretation of the encoding
proposed in Section A.1: this uses a sequence {z1, . . . , zn+2, x, x1, . . . , x2n}.
As shown in Section A.1, in Lemma 2, the new game only differs from the
old on unsafe sequences: | Pr[S1]− Pr[S0] | ≤ 5(n+ 1)2/q.

Game2: In this game, we perform additional random tests, without modifying
the simulation of the generic oracle: a test is performed at each index �,
such that the corresponding affine polynomial appears for the first time (or
is unmarked following the terminology of Section A.1). Let F� = b�X + a�.
We pick at random ẽ� ∈R Zq, and compute c� ← g(b�a−1

� ẽ� mod q) until the
computation of g returns an answer different from Fail. However, we stop
and abort the game after 5 lnn trials. This game differs from the previous
one if c� remains undefined after 5 lnn attempts. Since ẽ� is uniformly dis-
tributed, and since the successive trials are mutually independent, we may
use Lemma 4 and bound the corresponding probability by 1/n2. This pro-
vides the overall bound 1/n, when � varies. Taking into account the fact
that the experiments are independent from the execution of Game1, we get
Pr[S2] ≥ (1− 1/n) Pr[S1].

Game3: Here, we further modify the previous game by letting c� replace z�,
for each index � such that F� is unmarked. Note that we have f(z�) =
b�a
−1
� ẽ� mod q. Since the ẽ�s are uniformly distributed, the inputs to g are

uniformly distributed as well. Applying the so-called hybrid technique, which
amounts to using n times the almost-invertibility of g, we bound the differ-
ence between the success probabilities of the two games by nδg, and thus:
| Pr[S3]− Pr[S2] | ≤ nδg.

Game4: In this game, we simulate the signing oracle. For any query mj to the
signing oracle, one computes ej = H(mj), and issues a random signature
(rj , sj), using the simulation of Lemma 3. Recall that the simulation picks
sj at random and computes rj as f(uj), where uj is randomly drawn from
S. By Lemma 3, this simulation is perfect. Observe that, while checking
the signature, the adversary requests, at some later time, the encoding of
ejsj

−1+xrjsj−1 mod q. We let � the first index corresponding to such query,
F� = b�X + a�. We modify z�, replacing its earlier value by uj and define
ẽ� as ej = H(mj). Observe that we still have f(z�) = b�a

−1
� ẽ� mod q. This
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game only differs from the previous one if polynomial ejsj−1 + Xrjsj
−1

collides with a previous one. Due to the randomness of sj , we can bound
| Pr[S4]− Pr[S3] | ≤ nqs/q.

We note that the final simulation runs in time t′ ≤ t + n × (5τg lnn + τH) and
we finally upper-bound Pr[S4]. We observe that, while checking the signature,
the final request of the adversary, with index n + 2, is the encoding of es−1 +
xrs−1 mod q, where e = H(m). We let � be the first occurrence of Fn+2. If the
signature is valid, the following equalities hold:

es−1 = a� mod q, rs−1 = b� mod q, f(z�) = b�a
−1
� ẽ� mod q and r = f(z�).

From these equalities, it easily follows that r = f(z�) = re−1ẽ� mod q, which in
turn implies e = ẽ� mod q. We distinguish two cases:
– If z� has been created according to the rule of Game3, then a pre-image m

of some randomly chosen element ẽ� among the n possible ones has been
found.

– If z� has been created according to the rule of Game4, then ẽ� = ej is the
image underH of a messagemj queried from the signing oracle. Furthermore,
we have: ejs−1

j = a� mod q and rjs
−1
j = b� mod q. Comparing to the above

equalities, we get that s = sj mod q and r = rj mod q. Note that mj cannot
be equal to m, since otherwise the output forged signature would coincide
with an earlier signature (rj , sj) of the same message m. Thus, a collision

has been found for H ′, where H ′(m) def= H(m) mod q.
The probability that an algorithm running in time t′ finds a preimage under H ′

of an element among n is at most nεH . From this, we obtain that: Pr[S4] ≤
nεH + γH . Summing up inequalities, we get the announced result. 
�
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Abstract. We show that there exists a natural protocol problem which
has a simple solution in the random-oracle (RO) model and which has
no solution in the complexity-theoretic (CT) model, namely the problem
of constructing a non-interactive communication protocol secure against
adaptive adversaries a.k.a. non-interactive non-committing encryption.
This separation between the models is due to the so-called programability
of the random oracle. We show this by providing a formulation of the RO
model in which the oracle is not programmable, and showing that in this
model, there does not exist non-interactive non-committing encryption.

1 Introduction

Before describing our separation result and the non-programmable random-
oracle (NPRO) model, we introduce non-committing encryption (NCE) and the
non-interactive NCE (NINCE) problem.

Non-committing Encryption. One way of constructing a secure protocol for the
cryptographic model is to take a protocol which is secure in the information
theoretical model, where secure channels are assumed, and then compile this
protocol for the cryptographic model by adding encryption to the channels. A
motivation for this approach has been, that only statically secure general multi-
party computation (MPC) protocols have been constructed for the cryptographic
model directly, whereas adaptively secure protocols for the information theoret-
ical model were published already in [BGW88,CCD88]. The goal is therefore to
replace the secure channels of the information theoretical model by open chan-
nels using an adaptively secure communication protocol a.k.a. NCE.

Before we can define NCE more formally we have to sketch our MPC model.
We use the model of asynchronous MPC from [Can01]. The security of a protocol
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is defined by requiring that the real-life execution of the protocol can be simu-
lated efficiently given only access to an ideal-world abstraction of the protocol
problem that the protocol is to solve. The real-life execution is controlled by an
adversary A (a probabilistic polynomial time (PPT) interactive Turing machine
(ITM)) which can see all communication between the parties and schedules mes-
sage delivery. By PPT we mean PPT in the security parameter k, which is given
to all entities in the system. The adversary can furthermore adaptively corrupt
parties to learn their current state (or entire execution history if we do not
model erasures) and start controlling the corrupted party. The execution takes
place in context of an environment Z (also a PPT ITM) which provides inputs
to and receives outputs from the parties. The environment and adversary can
communicate during the execution. We denote the output of the environment
after such an execution by REALπ,A,Z , where π is the protocol. This execu-
tion is compared to an ideal-world execution where the parties have access to
an ideal functionality with the desired input-output behavior of the protocol.
Message delivery is controlled by an ideal-world adversary S which can again
corrupt parties and learn their internal state (which is just the inputs from the
environment), and the protocol is executed in context of an environment Z with
the same role as in the real-life model. We denote the output of the environment
after such an execution by IDEALF,S,Z , where F is a PPT ITM specifying the
desired input-output behavior of the protocol problem to be solved. These ex-
ecutions are then compared by saying that for each real-life adversary A there
should exist an ideal-world adversary S such that for all environments Z the
executions REALπ,A,Z and IDEALF,S,Z are computationally indistinguishable,
i.e. the environment cannot tell whether its observing a real-life execution or the
simulator S running in the ideal-world. The role of S is similar to the role of
the simulator in the definition of zero-knowledge. The role of the environment is
that of an distinguisher between the real-life execution REALπ,A,Z and the sim-
ulation IDEALF,S,Z . An important part of the model is that the environment
receives the identity of all corrupted parties. This guarantees that the simula-
tor does not accomplish its goal by corrupting other parties than the real-life
adversary.

For the NCE problem the ideal functionality Fnce works as follows: On input
(mid, j,m) from Pi deliver (mid, i,m) to Pj , and reveal (mid, i, j, |m|) to the
adversary. Here mid is a message identifier, m is the message, and |m| is the
length of m. For the specific task of secure communication the above definition
of security basically says that whatever a real-life adversary can obtain from
attacking the protocol an ideal adversary S could obtain (simulate) given just
the length of the messages sent.

If we let each party Pi have a private key for a semantically secure public-
key encryption scheme, where the public key pki is known by all other parties,
and if we encrypt all communication to Pi under pki (including in the messages
the identity of the sender to protect against copying), then we will have a stat-
ically secure implementation. However, no encryption scheme exists for which
this protocol is adaptively secure. This follows from a general result that no non-
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interactive communication protocol is adaptively secure; Throughout the paper
we will let non-interactive communication protocol denote a communication pro-
tocol with the property that after a pre-processing phase, which might involve
interaction (e.g. the receiver sending a public key to the sender), the sender
can send an unbounded number of bits to the receiver without there being any
communication from the receiver to the sender.

We show that no non-interactive communication protocol can be adaptively
secure in the asynchronous model. Assume for this sake that we have an adap-
tively secure communication protocol for the asynchronous model. Consider two
parties PR and PS acting as receiver resp. sender. Consider the environment Z
which activates PS with an arbitrary message m of length lm(k), where lm(k)
is some polynomial. Consider the adversary A that corrupts no party but just
waits for PR and PS to finish the preprocessing phase and for PS to send a ci-
phertext c to PR. The adversary outputs c to the environment and then corrupts
PR before c arrives, and the adversary outputs to the environment the value sk
of the internal state of PR. By the security of the encryption scheme we have
that if the environment runs the code of PR from internal state sk and with
input c, then c will decrypt to m, except possibly with negligible probability.
Now, by the definition of security there should exist a simulator S such that
the simulator executed in the ideal-world execution with the same environment
Z produces an output indistinguishable from that of the adversary A. But in
the ideal-world abstraction of secure communication given by Fnce, the simulator
does not see m during the execution as long as both parties are uncorrupted, and
the simulator must therefore generate c given just |m|. Then on the corruption
of PR, the simulator sees m and computes sk to give to the environment. Since
the definition of security requires that the environment cannot tell the difference
between the real-life execution and the simulation it follows that running PR
from sk on input c will result in output m except with negligible probability,
in particular with probability more than 1

2 . Since no internal state can make c
decrypt to two different values, both with more than probability 1

2 , there exists
an injective map from messages m to internal states skc,m which make c decrypt
to m. Intuitively this means that the length of sk must be at least lm. If the
protocol can send an unbounded number of bits, this holds for any polynomial
lm and thus the length of sk must be superpolynomial contradicting that PR is
a PPT ITM.

The NCE problem was first solved by Beaver and Haber in [BH92]. In their
protocol PR sends to PS the public key pk. Then PS generates a uniformly
random message p and sends c = Epk(p) to PR. Then PR computes p = Dsk(c)
and erases everything except p. When m later becomes known to PR he computes
c′ = p ⊕ m, where ⊕ denotes bitwise xor, and sends c′ to PR who can then
compute m = p⊕ c′. Since at no point PR knows both sk and the encryption c′

of m, the attacker cannot obtain both, which preempts the problem that for fixed
c′ there should be an injective map from sk to messages m. Since sk is deleted
a new key-pair must be generated each time PS has sent a total of |p| bits. If
further more synchronization between the parties are assumed, the protocol can
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be made non-interactive: Set aside a prefix of p to use as a seed s for a pseudo-
random generator, and each time p is used up, expand s to obtain a new p as
long as the original p and delete s. This method is then iterated each time p is
used up. In this way no more than |p| bits are communicated from PS to PR
before PR deletes its internal state and creates a new one.

The protocol from [BH92] depends essentially on the use of erasure. However,
in many settings trusting the parties to be able to reliably erase parts of their
state might be unrealistic, due to e.g. physical limitations on erasure and weak
operating systems. The first solution to the NCE problem in the non-erasure
model is presented in [CFGN96] by Canetti et al. The scheme is however ineffi-
cient: It can encrypt 1 bit using a public key of Θ(k2) bits. Later Beaver[Bea97]
and Damg̊ard and Nielsen[DN00] proposed more efficient schemes communicat-
ing 1 plaintext bit using Θ(k) bits of communication. These protocols are all
three-round protocols.

The Random-Oracle Model. The idea behind the random-oracle (RO) model is
that by modeling primitives as DES, MD5 or SHA using the strong assumption
that they (properly used/modified) behave like ROs, one can build efficient and
secure protocols based on these primitives. The model has been used to argue
the security of a number of constructions. Examples are the OAEP encryption
mode for RSA[BR95,Sho01] and the Fiat-Shamir heuristic[FS86].

We define the RO model to be the real-life execution model described above
where additionally the parties and the adversary has access to a uniformly ran-
dom function {0, 1}∗ → {0, 1}k. This can be modeled within the framework in
[Can01] using a hybrid model. A hybrid model is the real-life model extended
with an ideal functionality F (also called a trusted party) to which all par-
ties have a secure channel. The calls to F works as in the ideal-world. We use
HYBFπ,A,Z to denote an execution of protocol π in the hybrid model with trusted
party F , and say that π realizes G in the F-hybrid model if for each hybrid ad-
versary A there exist an ideal-world adversary S such that for all environments
Z the executions HYBFπ,A,Z and IDEALG,S,Z are computationally indistinguish-
able. We let the RO model by the hybrid model with the trusted party Fro work-
ing as follows: On input x ∈ {0, 1}∗ from any of the parties or the adversary it
outputs a uniformly random value r ∈ {0, 1}k to the calling party; If queried on
the same x twice, the same r is returned. Thus Fro defines a uniformly random
function H : {0, 1}∗ → {0, 1}k.

Possibility of NINCE in the RO model. We prove that if trapdoor permutations
exists, then NINCE exists in the RO model. Our protocol is reminiscent of a con-
struction of chosen ciphertext secure encryption in [BR93]. In the pre-processing
phase the receiver PR sends a description f of a trapdoor permutation to the
sender PS . Each message from PS to PR is transmitted as (f(x), H(x) ⊕ m),
where x is a uniformly random element in the domain of f and H is the uni-
formly random function defined by Fro. To prove the scheme secure we construct
a simulator S. The simulator works by running internally a copy of the protocol
and a copy of A. It tries to make the internal protocol consistent with the values
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of m input to the ideal-world execution (knowing only |m|) and lets A attack the
simulated execution and lets A do the interaction with the environment Z. The
simulator S simulates in such a way that A thinks that it observes a real-life
execution, and such that in particular its interaction with the environment is
distributed computationally indistinguishable from that observed by Z in the
real-life execution, which in turn makes the output of Z computationally indis-
tinguishable in the two worlds. The simulator S proceeds as follows: Distribute
the public keys as in the real-life. Note that A and the parties of the protocol
might request to evaluate the RO H on a value x, as they expect to run in
the RO model. To simulate the RO, S returns a uniformly random element r;
If queried on the same x twice, it returns the same r. To simulate the sending
of m the simulator S generates random x and sends (f(x), H(x) ⊕ 0l), where
l is the length of m and 0l is the all-zero string of length l. If the simulated
oracle H was not defined on x the simulator sets it to be a uniformly random
element r as above. Assume that after simulating the sending of an arbitrary
number of messages A corrupts PR. The simulator then corrupts PR in the ideal
evaluation, and for each (f(x), H(x)⊕ 0l) sent in the simulation it receives the
real value m which should have been sent and must come up with an internal
state of PR consistent with m. Assume that the simulator defined H(x) = r,
i.e. that (f(x), r) was the message sent. The simulator then simulates by sim-
ply claiming that H(x) = m ⊕ r. This is a perfect simulation as we get that
(f(x), r) = (f(x), (r ⊕ m) ⊕ m) = (f(x), H(x) ⊕ m). However, there are two
ways this simulation can fail. First of all, if the same x was used twice the sim-
ulator might be in the situation that it needs to define H(x) to both r ⊕ m1
and r ⊕m2 for m1 �= m2. However this happens with negligible probability as
the x’s are chosen uniformly at random by the simulator. Second, it might be
that A queried H on x and therefore knows that H(x) was defined to r, which
commits the simulator to this choice and makes the simulation fail. However, if
the A queried H on x it intuitively had to invert the trapdoor function f on a
uniformly random element: A returned x given only f(x). This would contradict
the hardness of inverting f on random elements, and thus except with negligible
probability the simulation goes through.

Impossibility of NINCE in the CT and NPRO Model. The simulator sketched
above uses essentially that it is possible to program the RO, by defining the
value of H(x) to be some value appropriately chosen by the simulator: It sets
H(x) to r⊕m after H “should” have been defined on x. We can prove that the
use of the programability of the RO is necessary for the simulator. We start by
formalizing the NPRO model.

The NPRO model is the real-life model, where all ITMs are extended to be
ITMs with oracle access to a random oracle. An ITM M with oracle access is an
ITM which in addition to the usual tapes and states has an oracle query tape,
an oracle input tape, and a classification of some of its states as oracle query
states. We write M (·) to denote an ITM with oracle access. We write MO to
denote running M with oracle O. If M enters an oracle query state, then the
contents of the oracle query tape is given as input to O, and the output of O
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is written on the oracle input tape of M . Now let O denote an ITM defining a
uniformly random function H : {0, 1}∗ → {0, 1}k. The NPRO model defines the
two distribution ensembles REALπO,AO,ZO and IDEALFO,SO,ZO and as above
these are compared by requiring that for each real-life adversary A(·) there exists
an ideal-world adversary S(·) such that for all environments Z(·) the executions
REALπO,AO,ZO and IDEALFO,SO,ZO are computationally indistinguishable.

The main difference between the RO model and the NPRO model is that in
the NPRO model also the environment has access to the RO O. Intuitively this
allows the environment to verify whether the values that it is shown is consistent
with the RO that it has access to, which basically makes it impossible for S to
program the random oracle according to its desires.

The impossibility of NINCE in the NPRO model follows the proof for the
CT model sketched in the introduction to NCE. Because Z has access to the
same RO as P (·)

R it can run POR from internal state sk with input c and it follows
that there exists an injective mapping from the possible messages to the fixed set
of possible internal states of P (·)

R after the pre-processing phase. This argument
fails in the programmable RO model as the environment does not have access
to O and thus cannot run POR .

To obtain our separation it would be enough to prove NINCE impossible in
the asynchronous model without erasure. However, to strengthen the separation
result we show that NINCE is impossible in a number of weaker models too. We
show the result for the asynchronous model with erasure, the synchronous model
without erasure, and for the synchronous model with erasure we show that no
NCE protocol can communicate an unbounded number of bits per round; By the
result from [BH92] mentioned above we cannot hope to prove a stronger result
than this for the synchronous model with erasure.

Previous Separation Results. Other examples of constructions secure in the RO
model and not secure in the CT model were known prior to our work. Most
prominently, in [CGH98] Canetti, Goldreich and Halevi construct an encryption
scheme which is secure in the RO model, but is not secure in the CT model
no matter the instantiation of the RO. The scheme is constructed as to try to
“detect” whether it is in the RO model or not, and then reveal the secret key if
it is not in the RO model. A strength of the result from [CGH98] is that it is
the semantic security of the encryption scheme that is violated in the CT model,
whereas it in our example it is the less standard non-committing property that
is violated. Their result thus establishes that even standard security properties
do not carry over from the RO model to the CT model. Another strength of the
result from [CGH98] is that their encryption scheme can be proven secure in the
NPRO model, as they do not use the programability of the RO. This means that
their result separates the CT model and the NPRO model1.

Another well-known separation result is that the Fiat-Shamir[FS86] method-
ology can be proven secure in the RO model, and that not all non-interactive
zero-knowledge proofs obtained by the methodology using a fixed function for
1 Using CS proofs for the NPRO model.
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implementing RO cannot be black-box zero-knowledge in the CT model unless
BPP ⊂ NP .[GK90] This is however not a separation of the strength of the
models: When the RO is implemented by a random function h drawn from some
function family, say, by a trusted party, and handed to both the prover and the
verifier, then f is a de facto common random string and the existence of one-
round zero-knowledge proofs is no longer ruled out[BFM88]. It does in particular
not follow that there does not exist in some preprocessing model some kind of
non-interactive instantiation of the RO which makes the methodology secure.

Discussion and Future Work. We have shown that the programability of the RO
in proofs in the RO model is a feature of the model which is so strong that there
exist natural protocol problems which are trivially solvable in the RO model,
but have no solution in a model without the programability.

We point out that the NPRO model is formulated in this paper primarily to
pin-point a property of the RO model which allows for our separation result. It is
not meant as a suggestion for ’the’ formulation of a weaker RO model. Though it
could be interesting to have a weaker formulation of the RO model, as to increase
the trust that security in the model would imply a certain level of ’heuristic
security’ in the real world, our formulation has two shortcomings for this purpose:
First of all, our formulation of the NPRO model only addresses security defined
by simulation. Second, it is possibly to define even weaker versions of the RO
model than the NPRO model and it is not clear which would be ’the appropriate’
weak formulation.

As for the first shortcoming, the definition can to some extend be applied
to different types of definitions of security as semantic security of encryption
schemes and non-forgeability of signature schemes by giving an equivalent defi-
nition of the security notion in the MPC framework. As an example we describe
how to define NPRO semantic security of public-key encryption: Let E be a
public-key cryptosystem, and let πE be the following protocol for two parties
PS and PR: First PR generates a random key pair (pk, sk) and sends pk to PS .
Each time PS receives input m from the environment, it computes c = Epk(m)
and sends c to PR who computes and outputs to the environment the value
m′ = Dsk(c). It can be proven that a public-key cryptosystem E is semantic
secure in the CT model (resp. in the RO model of [BR93]) iff πE is statically
secure in the CT model (resp. in the RO model). Generalizing this, we can say
that a public-key cryptosystem E is semantic secure in the NPRO model iff πE
is statically secure in the NPRO model.

As for existence of even weaker RO models, note that another strong prop-
erty of the RO model which was used by our simulator was that the simulator
learns on which points the simulated adversary evaluates the RO. This was what
allowed us to make the reduction to the one-wayness of the trapdoor permuta-
tion f , as the simulator could obtain x from f(x) if the adversary could evaluate
H on x given f(x). We call this property evaluation point knowledge (EPK). One
interpretation of what is modeled by EPK is that it isn’t possible to learn the
value of H(x) without knowing all of x. The fact that the simulator learns all
points on which the adversary evaluates the oracle can then be viewed as a



118 Jesper Buus Nielsen

knowledge extraction of the adversary’s EPK. The NPRO model still has the
EPK property. We could formulate a RO model without EPK by requiring that
S must simulate given only oracle access to AO and O. However, we find that
this is far from a satisfactory formulation of the model, as it has the serious
restriction that as it only applies to black-box proofs.

We find giving a simple and general formulating of the NPRO model and a
RO model without EPK an interesting open problem.

The Rest of the Paper. The purpose of the rest of the paper is to give a formal-
ization of the NPRO model and the separation between the RO and the NPRO
model.

2 Trapdoor Permutations

Definition 1 (Collection of trapdoor permutations). We call a tuple
(K, F,G,X ) a collection of trapdoor permutations with security parameter k, if
K is an infinite index set, F = {fpk : Dpk → Dpk}pk∈K is a set of permuta-
tions, the key/trapdoor-generator G and the domain-generator X are PPT (in
k) algorithms, and the following hold:

Easy to generate and compute G generates pairs of keys and trapdoors,
(pk, sk) ← G(k), where pk ∈ K ∩ {0, 1}p(k) for some fixed polynomial p(k).
Furthermore, there is a polynomial time algorithm which on input pk and
x ∈ Dpk computes fpk(x).

Easy to sample domain X samples elements in the domains of the permuta-
tions, we write x← X (pk), where x is uniformly random in Dpk.

Hard to invert For (pk, sk)← G(k), x← X (pk), and for any PPT algorithm
A the probability that A(pk, fpk(x)) = x is negligible in k.

But easy with trapdoor There is a polynomial time algorithm which on input
pk, sk, fpk(x) computes x, for all (pk, sk) ∈ G(k) and x ∈ Dpk.

Let A be any PPT ITM and consider the following game, which we will
call the trapdoor game. The game is between A and the tuple (K, F,G,X ). The
algorithm A can ask for a number of public key generations and element gener-
ations, and the goal of A is to invert a permutation for which it does not know
the trapdoor information, on an element it did not generate itself.

– On a key generation request, A is given pk for a uniformly random key (pk,
sk)← G(k, rG) (here rG denotes the random bits used by G).

– On a give up request on pk, where pk was generated in a key generation re-
quest, A is given rG .

– On an element generation request for pk, A receives y = fpk(x), where x was
generated as x← X (pk, rX ).

– On a give up request on y, where y was generated in an element generation
request, A is given rX .
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– The ITM A wins the game, if it manages to return an element x such that
y = fpk(x), where pk is a key from a key generation request on which it has
not given up and where y is from an element generation request on which it
has not given up.

It is straightforward to prove the following lemma.

Lemma 1. The tuple (K, F,G,X ) is a collection of trapdoor permutations iff
for all PPT algorithms A, the probability that A wins over (K, F,G,X ) in the
trapdoor permutation game is negligible.

3 The Multiparty Computation Model

We will use the framework for universally composable asynchronous MPC from
[Can01].

The General Framework. A protocol π = (P1, . . . , Pn) consists of n PPT ITMs.
The most general computation model considered in [Can01] is the hybrid model
with ideal functionality F . The execution in the hybrid model involves the par-
ties, the ideal functionality F , the adversary A, and the environment Z. The
ideal functionality, the adversary and the environment are PPT ITMs. All par-
ties are connected by point-to-point channels. These channels are modeled as
insecure authenticated asynchronous channels by letting the adversary A see all
messages sent and schedule message delivery (without being able to introduce
messages). Besides controlling message delivery the adversary can corrupt par-
ties. When a party is corrupted the adversary learns the current internal state
or the entire execution history of the party (depending on whether we allow
erasures or not) and from the point of corruption the adversary sends messages
on behalf of the corrupted party. Besides the communication channels all parties
are connected to F with secure channels (A does not see the messages, but still
schedules the delivery). When a party Pi or the ideal functionality F receives a
message it runs it code and sends messages accordingly. The ideal functionality
can also receive messages from A and send messages to A. Finally, the role of
the environment is to deliver input to the parties and receive outputs from the
parties. The environment can also input to the adversary and the adversary can
send messages to the environment. The environment is the driver of the execu-
tion. At the beginning of the protocol it receives an auxiliary input z ∈ {0, 1}∗,
and it then activates the adversary and the parties of the protocol by giving
them input. At some point the environment stops activating parties and halts
by outputting some bit b. Let HYBFπ,A,Z(k, z) be a random variable describing
the output of Z.

We define the security of a protocol by comparing the input-output behavior
(as seen be the environment) of its execution to an ideally secure protocol with
the desired input-output behavior. We specify the desired input-output of the
protocol by giving an ideal-functionality F defining the desired input-output
behavior of the protocol. The ideally secure protocol implementing this desired
input-output behavior is then defined to be HYBFπ̃,A,Z(k, z), where π̃ is the
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dummy protocol where the parties just send their input from the environment
to F and send the response from F to the environment. Since the parties are
connected to F via secure channels and F cannot be corrupted this protocol
is trivially secure. We call IDEALF,S,Z(k, z) = HYBFπ̃,S,Z(k, z) the ideal-world
execution. We then say that a protocol π securely realizes G in the F-hybrid model
if for all adversaries A there exists an adversary S such that for all environments
Z and all c ∈ N there exists kc ∈ N such that for all z ∈ {0, 1}∗ it holds that
that |Pr[IDEALG,S,Z(k, z) = 1]− Pr[HYBFπ,A,Z(k, z) = 1]| < k−c.

Non-committing Encryption. We specify the desired input-output behavior of
secure communication by the functionality Fnce, which on input (send,mid, j,m)
from Pi delivers (receive,mid, i,m) to Pj and delivers (receive,mid, i, j, |m|)
to A. The value mid is a message identifier. We say that π is a an NCE protocol
for some model if π securely realizes Fnce in that model.

Consider any communication protocol for two parties, sender PS and receiver
PR, of the following form: First the parties execute a pre-processing phase. The
protocol is executed independently of the messages to be send later, and in
particular the length of the internal state of PR after the pre-processing, which
we denote by sk, is independent of the messages to be send. Then each time
a message m becomes known to PS he computes an encryption c of m and
sends c to PR who outputs a value m′. We allow access to ideal functionalities
during the pre-processing phase. This means that in principle the keys could
be distributed entirely by a trusted party. We only require that PR receives
no messages from PS or ideal functionalities during decryption! We call such
a protocol a non-interactive communication protocol. Since no messages are send
from PR to PS between the encryptions sent to PR from PS and the computation
is asynchronous we can assume that the protocol can handle arbitrary long
messages, possibly by blockwise encryption using unique message identifiers.

The Random-Oracle Model. The random-oracle model is the hybrid model with
access to an ideal functionality O specified as follows: On input x ∈ {0, 1}∗ from
any party (including the adversary) the functionality outputs to the calling party
a uniformly random element y ∈ {0, 1}k independent of all other evaluations
(except that if queried on the same x twice the same value y will be returned). We
say that a protocol π securely realizes G in the random-oracle model if π securely
realizes G in the O-hybrid model.

The Non-Programmable Random-Oracle Model. We say that a protocol π(·) =
(P (·)

1 , . . . , P
(·)
n ) securely realizes G in the non-programmable random-oracle model

if for all adversaries A(·) there exists an adversary S(·) such that for all envi-
ronments Z(·) we have that IDEALGO,SO,ZO and REALπO,AO,ZO are computa-
tionally indistinguishable, where O is the RO functionality.

4 Possibility of NINCE in the RO Model

Let F be a family of trapdoor permutations, where one can verify y ∈ Dpk

given just pk, and consider the following protocol πF,nce: On initialization of the
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protocol each party Pi generates (pki, ski) ← G(k) and sends pki to all other
parties. After the key distribution phase the protocol proceeds as follows:

Send On input (send,mid, j,m) party Pi generates a uniformly random element
x ← X (pkj), computes (mid, fpkj (x), H(mid‖i‖j‖x) ⊕ m), and sends this
value to Pj 2.

Receive If Pj receives (mid, y,R) from Pi, where y ∈ Dpkj , then Pj computes
x = f−1

skj
(y) and m = R⊕H(mid‖i‖j‖x) and outputs (receive,mid, i,m).

Theorem 1. If F is a family of trapdoor permutations, then πF,nce is a NINCE
protocol for the RO model.

Proof. Let A be any PPT adversary. We construct an ideal process adversary
S, which running in the ideal process will simulate an execution of πF,nce to A
and let A do the communication with any Z to convince Z that it is viewing a
real-life execution. Since the protocol runs in the RO model, S will also have to
simulate a RO H. It does this by defining H(h) to be some uniformly random
value r ∈ {0, 1}k, when H(h) is needed. The simulator S will simulate the key-
distribution phase by generating random keys as in the protocol. In fact, to make
the proof of security easier we will assume that S, besides running in the ideal
process, participates in a trapdoor game. The public keys pki for the parties will
then be obtained from the trapdoor game using n key generation requests. The
trapdoors will therefore not be known to S.

To be able to simulate without the trapdoors we represent H in a particular
way using two dictionaries raw and img. At the beginning of the simulation
both dictionaries are empty, and H is undefined on all values. We record a new
definition H(h) := r as follows.

– If h can be parsed as mid‖i‖j‖x, where i and j are indicies of parties and
x ∈ Dpkj

, then the entry (mid‖i‖j‖y, r), where y = fpkj
(x), is added to img.

– If h cannot be parsed as described above, then (h, r) is added to raw.

We say that H(h) is defined and H(h) = r iff h = mid‖i‖j‖x (for x ∈
Dpkj

) and (mid‖i‖j‖fpkj
(x), r) ∈ img, or h cannot be parsed as specified and

(h, r) ∈ raw. Because fpkj is a permutation, this representation is consistent:
H(h) = r will become defined iff recorded. Equally important, this representation
allows to define and evaluate H on h = mid‖i‖j‖x given just (mid, i, j, y), where
y = fpkj

(x). We call these manipulations oblivious.
Remember that S has access to the ideal-world execution. We name the

parties in the ideal world P̃1, . . . , P̃n — remember that these dummy parties just
pass messages between the environment and the ideal functionality Fnce. The
parties of the simulated execution run by S we call P1, . . . , Pn. The simulation
proceeds as follows:

RO Evaluation If A asks for an evaluation of the RO on some string h, then
if H(h) is defined, return H(h), otherwise generate uniformly random r ∈
{0, 1}k, set H(h) := r, and return r.

2 We let ‖ denote an injective and easily parsable encoding {0, 1}∗×{0, 1}∗ → {0, 1}∗.
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Send On input (send,mid, i, j, |m|) from the NCE functionality we know that
P̃i has input (send,mid, j,m) for some m ∈ {0, 1}|m| to the NCE function-
ality, which has then sent (receive,mid, i,m) to P̃j .
– If P̃j is corrupted, then S will deliver the message to P̃j to learn m and

will then simulate by following the protocol using m as the message.
– If P̃j is honest, then S simulates the protocol to A by sending the mes-

sage (mid, y,R), where y is obtained as a uniformly random element in
the image of fpkj from the trapdoor game and R ∈ {0, 1}k is chosen
uniformly at random. If at a later point Pi or Pj is corrupted then:
• If Pi was corrupted, then S corrupts P̃i in the ideal process and

learns m. The simulator then gives up on y and learns x, r such that
x = X (pkj , r) and y = fpkj (x). The simulator then gives up on pki
and learns ski, r such that (pki, ski) = G(k, r). Then the simulator
gives this internal view of Pi to A and records H(mid‖i‖j‖x) :=
R⊕m.

• If Pj was corrupted, then S corrupts P̃j in the ideal process and
learns m. The simulator then gives up on pkj and learns skj , r such
that (pkj , skj) = G(k, r). Then the simulator gives this internal view
of Pj to A and records H(mid‖i‖j‖x) := R⊕m.

If H(mid‖i‖j‖x) was already defined in either of the above cases (to a
value different from R⊕m), then the simulator gives up the simulation.

Receive On the message (mid, y,R) from Pi to Pj the simulator S needs to
make the ideal functionality output (receive,mid, i,m) to P̃j , where m =
R⊕H(mid‖i‖j‖f−1

skj
(y)).

– If Pi is honest, then (mid, y,R) was sent by S itself and in that case the
message (receive,mid, i,m) has already been sent to P̃j in the ideal
process. The simulator then delivers this message to P̃j .

– If Pi is corrupted, then decrypt as follows: If H(mid‖i‖j‖f−1
skj

(y)) is not
defined then obliviously define it to a uniformly random value. Oblivi-
ously look upH(mid‖i‖j‖f−1

skj
(y)), and letm = R⊕H(mid‖i‖j‖f−1

skj
(y)).

Then input (send,mid, j,m) to P̃i in the ideal process and make Fnce

deliver the message (receive,mid, i,m) to P̃j .

If the simulation is not given up, then it is distributed exactly as a real-life
execution. It is therefore enough to prove that the probability that the simulation
is given up is negligible. Assume for the sake of contradiction that the simulation
is given up with significant (i.e. not negligible) probability. This means that with
significant probability the simulator obtained y = fpkj (x) from the trapdoor
game and send (mid, y,R) from honest Pi to honest Pj , and the dictionary was
defined on the value mid‖i‖j‖x before S needed to define it on that value. Since
Pi is guaranteed to be honest up to the point in the simulation where S needs to
define the dictionary on the value mid‖i‖j‖x, we can neglect the probability that
the simulator has defined H on mid‖i‖j‖x twice, as it would involve choosing
the same value y in the image of fpkj

twice under the uniform distribution,
which happens with negligible probability. Therefore the other definition of H
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onmid‖i‖j‖x was made by the adversary in a RO Evaluation. The first definition
of H on mid‖i‖j‖x was therefore not oblivious, and thus x = f−1

skj
(y) is known.

Since both Pi and Pj are honest up to the point where the simulation is given
up, the simulator has not given up on y or pkj . This allows the simulator to win
the trapdoor game with significant probability, a contradiction to Lemma 1. 	


5 Impossibility of NINCE in the NPRO Model

We start by proving a lemma. Let S(·) be a probabilistic ITM with oracle access,
let D(·) be a probabilistic TM with oracle access, and let lm, lsk : N → N . We
say that S(·) is a NPRO non-committing cryptosystem simulator with private
key-length lsk, message length lm, and decryption algorithm D(·) if the following
holds: On input k ∈ N and access to a RO O the ITM S(·) outputs a string
c ∈ {0, 1}∗. Then on input m ∈ {0, 1}lm(k) the ITM S(·) outputs a string sk ∈
{0, 1}≤lsk(k), where {0, 1}≤lsk(k) is the set of strings of length at most lsk(k). For
all m ∈ {0, 1}lm(k), let PrS,m[c, sk, r] denote the joint probability distribution
on the values (c, sk, r) when c, sk are generated by SO on inputs (k,m) and r is
a uniformly random string. Let PrS [c, r] be the distribution of the values (c, r),
which are independent of m. We require that there exists k0 such that for all
k > k0 and all m ∈ {0, 1}lm(k),

PrS,m[DO(sk, c; r) = m] ≥ 3
4
. (1)

Lemma 2. If S(·) is a NPRO non-committing cryptosystem simulator with pri-
vate key-length lsk, message length lm, and decryption algorithm D(·), then for
all k > k0: lsk(k) + 2 ≥ lm(k).

Proof. Assume for the sake of contradiction that there exists k > k0 such that
lsk(k) + 2 < lm(k). For all c ∈ {0, 1}∗ and all m ∈ {0, 1}lm(k) define

SK(c,m) = {sk ∈ {0, 1}≤lsk(k)|PrS [DO(sk, c; r) = m] >
1
2
}

Xm =
∑

c∈{0,1}∗
PrS [c]|SK(c,m)|

X =
∑

m∈{0,1}lm(k)

Xm .

If sk ∈ SK(c,m1) ∩ SK(c,m2) and m1 �= m2, then PrS [DO(sk, c; r) ∈
{m1,m2}] > 1. So, for fixed c each sk ∈ {0, 1}≤lsk(k) belongs to only one of
the sets SK(c,m). Therefore

X =
∑

c∈{0,1}∗
PrS [c]

∑
m∈{0,1}lm(k)

|SK(c,m)|

≤
∑

c∈{0,1}∗
PrS [c](2lsk(k)+1 − 1) = 2lsk(k)+1 − 1 .

(2)
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If Xm ≥ 1
4 for all m ∈ {0, 1}lm(k), then by (2) we have that 2lsk(k)+1 − 1 ≥

X ≥ 2lm(k) 1
4 contradicting lsk(k) + 2 < lm(k). So, there exists m ∈ {0, 1}lm(k)

s.t. Xm < 1
4 . In particular, by the Markov inequality PrS [|SK(c,m)| ≥ 1] < 1

4
and

PrS,m[DO(sk, c; r) = m]

= PrS,m[|SK(c,m)| ≥ 1] · PrS,m[DO(sk, c; r) = m||SK(c,m)| ≥ 1]+

PrS,m[|SK(c,m)| = 0] · PrS,m[DO(sk, c; r) = m||SK(c,m)| = 0]

<
1
4
· 1 + 1 · 1

2
=

3
4

contradicting (1). 	


Theorem 2. There exists no NINCE protocol for the NPRO model with erasure.

Proof. Consider the real-life execution of a NINCE protocol with two parties PS
and PR (we drop the (·) superfix as all ITMs in the proof are ITMs with oracle
access). Let sk(k) denote the random variable describing the internal state of
PR after the pre-processing phase and before receiving the first encryption. Since
this state is independent of the inputs to be sent, there exists a polynomial lsk(k)
s.t. the expected value of |sk(k)| is bounded by lsk(k)

6 for large enough k, and by
the Markov inequality Pr[|sk(k)| ≥ l(k)] < 1

6 for large enough k.
Consider the following environment Z: It activates PS on a message m ∈

{0, 1}lm(k), where lm(k) = lsk(k) + 3 and m is a prefix of z. Let E1 denote
the event that after activating PS with input m the adversary outputs a value
c ∈ {0, 1}∗. If E1 does not occur, the environment terminates with output 0.
If E1 occurs, the environment activates the adversary with input “corrupt the
receiver”. Let E2 be the event that Z as response to this activation observes that
PR is corrupted and that the adversary outputs a value sk ∈ {0, 1}≤lsk(k). If E2
does not occur, Z outputs 0. If E2 does occur, Z generates uniformly random
bits r and computes m′ by running the code of PR from internal state sk with
input c and random bits r and using the RO O; Since PR does not access any
ideal functionalities during decryption and Z has access to the same oracle as
PR, the environment can actually carry out this computation. If m′ = m then
Z outputs 1, otherwise Z outputs 0.

Consider the following real-life adversary A: It activates PS and PR until
PS sends c. Then A outputs c, where c is the value sent from PS to PR but
not delivered. Then on the next activation, it corrupts PR and outputs to the
environment the internal state of PR.

Let E be the event that E1 and E2 occurs. Note that in the real-life exe-
cution REALπO,AO,ZO (k, z) the event E occurs with probability at least 5

6 for
large enough k. Furthermore, by the security (which implies correctness) of the
protocol, the probability that m′ �= m for uniformly random r is bounded by a
negligible function δ(k). Therefore Pr[REALπO,AO,ZO (k, z) = 1] ≥ 5

6 − δ(k) > 4
5

for large enough k. Since the protocol is secure and 3
4 <

4
5 there exists S and k0
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such that for all k > k0 we have that Pr[IDEALFnce,SO,ZO (k, z) = 1] ≥ 3
4 . We use

this to construct a NPRO non-committing cryptosystem simulator S as follows:
On input k and access to oracle O run IDEALFnce,SO,ZO (k, z) on a message m
of length lm(k). Note that as long as no party is corrupted the execution does
not require that we know the value of m. If during the execution the event E
does not occur, S uses arbitrary values for c and sk. If E occurs, S proceeds as
follows: Run IDEALFnce,SO,ZO (k, z) until S outputs c and then output c. Then
on input m ∈ {0, 1}lm(k) run IDEALFnce,SO,ZO (k, z) until S corrupts PR, give
S the value m, and run IDEALFnce,SO,ZO (k, z) until S outputs sk. Then out-
put sk. Let D be the TM which on input c, sk and access to oracle O runs PR
from internal state sk and input c using uniformly random bits and the RO
O. By Pr[IDEALFnce,SO,ZO (k, z) = 1] ≥ 3

4 we have that S is a non-committing
cryptosystem simulator with private key-length lsk, message length lm, and de-
cryption algorithm D, contradicting Lemma 2. 	


The proof of Theorem 2 was done in the model from [Can01]. Since Theorem
2 states a negative result, the result would be stronger if we could prove it
in a weaker model. In [CFGN96] the NCE problem was formulated in the MPC
model of [Can00], which is a considerably weaker model as it models synchronous
computation and only guarantees security preservation under non-concurrent
composition of protocols. The negative result however still holds in this model.
We can prove that no NINCE protocol exists for the synchronous model without
erasure, and we can prove that no NINCE protocol which can communicate an
unbounded number of bits in one round (i.e. without synchronizing the sender
and the receiver) exists for the synchronous model with erasure. The proof of the
first claim follows the proof of Theorem 2, except that c is communicated between
the execution and the so-called post-execution phase and PR is corrupted in the
post-execution phase. We sketch the proof of the second claim.

The main difference between the models in [CFGN96] and [Can00] is that
the model in [Can00] does not have an explicit mechanism for the adversary to
output values to the environment during the execution. Since it is essential to the
proof with erasure that PR is corrupted before c arrives and that it is essential
that c is output before PR is corrupted, this becomes an issue. However in [Can00]
some information can indeed flow from the adversary to the environment as
the environment learns the identity of the parties corrupted by A. The NCE
problem is cast as a multiparty problem, see [CFGN96], where a polynomial
number of parties participate. So the adversary can use its corruption pattern
to communicate c; To guarantee that the value output has a fixed polynomial
length, a Markov inequality can be used as in the proof of Theorem 2.
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On the Security of RSA Encryption in TLS
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Abstract. We show that the security of the TLS handshake protocol
based on RSA can be related to the hardness of inverting RSA given
a certain “partial-RSA” decision oracle. The reduction takes place in
a security model with reasonable assumptions on the underlying TLS
pseudo-random function, thereby addressing concerns about its construc-
tion in terms of two hash functions. The result is extended to a wide class
of constructions that we denote tagged key-encapsulation mechanisms.
Keywords: key encapsulation, RSA encryption, TLS.

1 Introduction

One of the most popular methods for establishing secret information between two
parties with no prior shared secret is the handshake protocol used in the Secure
Sockets Layer (SSL) [15] and Transport Layer Security (TLS) [10] protocols
(which we will refer to jointly as TLS). These protocols support a variety of
algorithms (called “cipher suites”). In the suite of interest to this paper, the
handshake protocol is based on the RSA-PKCS-1v1 5 (abbreviated RSA-P1)
encryption scheme introduced in the PKCS #1 v1.5 [31] specification, which in
turn is based on the RSA trapdoor permutation [30].

Due to their widespread use, both the TLS handshake protocol and the un-
derlying encryption scheme RSA-P1 have been subject to a significant amount
of cryptanalysis. A number of weaknesses in RSA-P1 for general message en-
cryption have been found, including the results given in [3,5,6,8]. These results
suggest that RSA-P1 must be equipped with certain countermeasures to provide
an adequate level of security.

Briefly, the common case of the TLS protocol we will analyze has the following
form. A server has a public key / private key pair. A client establishes a secret
s with the server through the following key agreement scheme (omitting certain
details):

1. The client and server select a new nonce ρ, to which they both contribute.
2. The client generates a pre-master secret r, encrypts r with the server’s public

key under RSA-P1 to obtain a ciphertext y, and sends y to the server. The
server decrypts y to recover r.

3. The client and the server both derive a master secret t from r.
4. The client and the server compute separate tags z and z′ from t and ρ,

exchange the tags, and verify them.
5. If the tags are correct, the client and the server both derive a shared secret
s from the master secret t.

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 127–142, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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Only the server has a public key, and hence only the server is authenticated in
this scheme. The scheme follows reasonable design principles, such as including a
nonce for freshness and a tag for assurance that the client knows the pre-master
secret [24]. However, we are not aware of any formal security proof relating the
difficulty of “breaking” this scheme to any underlying problem, e.g., RSA.

To facilitate a proof, we will model the interaction between the client and the
server as a tagged key-encapsulation mechanism (TKEM), which may be viewed
as an extension to key encapsulation mechanisms as defined in [28]. The client’s
steps are considered as an encryption operation that produces a ciphertext, a
tag, and a secret from the nonce. A decryption operation corresponding to the
server’s steps produces the same secret from the ciphertext, the tag, and the
nonce if the tag is correct. (We omit the tag computed by the server in this
model as it is not needed for the proof, and in any case is no more helpful to
an adversary than the one computed by the client.) The security of the key
agreement scheme is thus transformed to the indistinguishability of the TKEM
against a chosen-ciphertext attack.

Using this model, we show that the security of the TKEM underlying TLS
can be related via a reasonably tight reduction to the hardness of inverting RSA
with the assistance of a “partial-RSA decision oracle”. This oracle takes as input
an RSA ciphertext y and a bit string r of length 384 bits and checks whether r is
equal to the last 384 bits of the RSA decryption of y. While based on a stronger
assumption than the corresponding proofs for RSA-OAEP [2,16], RSA-OAEP+
[27], RSA-KEM [32,1,28], RSA-REACT [23], and RSA-GEM [7], this is the first
security proof relating an RSA-P1-based application to the RSA problem.

We consider two TKEMs in this paper. The first TKEM is based on a single
pseudo-random function, which we model as a random oracle. However, TLS
actually uses the xor of two pseudo-random functions, each based on a different
hash function, to address the risk that one of the pseudo-random functions might
turn out to be weak. The second TKEM we consider follows this design, and we
model only one of the pseudo-random functions as a random oracle and assume
no specific properties of the other. As a result, we are able to show that the TLS
handshake is secure even if one of the hash functions turns out to be weak. This
addresses a concern [18] about the TLS pseudo-random function construction.

2 Basic Concepts

In Section 2.1, we provide basic concepts and definitions related to trapdoor
mappings; the special case RSA-P1, intended for use within the TKEM2 mecha-
nism introduced in Section 3.2, is defined in Section 2.2. In Section 2.3 we define
plaintext-checking oracles instrumental for the security reductions.

Notation

A bit string is an ordered sequence of elements from B = {0, 1}. For n ≥ 0,
Bn = {0, 1}n denotes the set of bit strings of length n. An octet is an element
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in B8. Let B∗ denote the set of all bit strings. Bit strings and octet strings
are identified with the integers they represent in base 2 and 28, respectively. Zn
denotes the set {0, . . . , n− 1}; Zn is the additive group of integers modulo n. To
denote that an element a is chosen uniformly at random from a finite set A, we
write a R← A.

2.1 Randomized Trapdoor Mappings

Here we give a brief introduction to randomized trapdoor mappings, generalizing
the concept of trapdoor permutations; a trapdoor mapping is invertible but not
necessarily deterministic. Let k be a security parameter. For each k, let Ek be
a finite family of pairs (E,D) with the property that E is a randomized and
reversible algorithm with inverse D. E takes as input an element r in a set
R = RE and returns an element y in a set Y = YE , possibly via randomness
generated within the algorithm; we will write y ← E(r). D is a deterministic
algorithm Y → R ∪ {φ} such that D(y) = r if y ← E(r) for some r ∈ R and
D(y) = φ otherwise. Each output y from E corresponds to at most one input r.
y is valid if D(y) �= φ and invalid otherwise. We assume that the running time
of each of E and D is polynomial in k.

Let G be a probabilistic polynomial-time (PPT) algorithm that on input
1k (i.e., k uniformly random bits) outputs a pair (E,D) ∈ Ek. G is a trapdoor
mapping generator. An E-inverter I is an algorithm that on input (E, y) tries
to compute D(y) for a random y ∈ Y . I has success probability ε = ε(k) and
running time T = T (k) if

Pr
(
(E,D)← G(1k), r R← RE , y ← E(r) : I(E, y) = r

)
≥ ε

and the running time for I is at most T . In words, I should be able to compute
D(y) with probability ε within time T , where (E,D) is derived via the trapdoor
mapping generator and y is random. I solves the E problem.
Ek is a trapdoor mapping family with respect to (ε, T ) if the E-problem is

(ε, T )-hard, meaning that there is no E-inverter with success probability ε within
running time T . The individual mapping E is referred to as a trapdoor mapping.
A trapdoor permutation is a deterministic trapdoor mapping E with YE = RE .

An RSA permutation f : ZN → ZN is defined in terms of an RSA public
key (N, e) as f(x) = xe mod N . N is the RSA modulus, a product of two secret
integer primes p and q, while e is an odd (typically small) integer such that
gcd(e, (p− 1)(q− 1)) = 1. RSA permutations are widely believed to be trapdoor
permutations. This means that it is presumably hard to compute f−1(y) on a
random input y ∈ ZN provided N is large enough and generated at random.
Yet, given secret information (e.g., the prime factors of N), the inverse f−1(y)
is easy to compute.

2.2 RSA-PKCS-1v1 5

Here we describe the specific trapdoor mapping RSA-P1 (RSA-PKCS-1v1 5)
introduced in PKCS #1 v1.5, which is based on the RSA permutation. For the
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purposes of this paper, the input to the RSA-P1 encryption operation has a fixed
length; in PKCS #1 v1.5, the input may have a variable length.

Let lN be the octet length of the RSA modulus N . The encryption operation
takes as input an element r ∈ B8lr , where lr ≤ lN − 11; put kr = 8lr. (In TLS,
lr = 48 and kr = 384.) The trapdoor mapping RSA-P1 is defined as follows; 00
and 02 are octets given in hexadecimal notation. Note that P is an octet string
of length lN − lr − 3 ≥ 8 consisting of nonzero octets.

RSA-P1-Encrypt(r)

– P R← (
B8 \ {00})lN−lr−3;

– x← 00‖02‖P‖00‖r;
– y ← xe mod N ;
– Return the integer y.

Aligning with the terminology in Section 2.1, an RSA-P1 inverter solves the
RSA-P1 problem, whereas an RSA inverter solves the RSA problem.

2.3 Plaintext-Checking and Partial-RSA Decision Oracles

One property of many trapdoor mappings as defined in Section 2.1 is that it is
presumably hard to tell for a given pair (r, y) whether D(y) = r if D is secret.
For example, RSA-P1 defined in Section 2.2 appears to have this property. The
reason is that there might be many possibilities for E(r) for each r as soon as E
is randomized. While this may appear to be an attractive feature of a trapdoor
mapping, in our setting it is in fact a drawback. Namely, to reduce an E-inverter
to a chosen-ciphertext attack against the tagged key-encapsulation mechanisms
introduced in Section 3, we must be able to simulate an oracle that on input
(r, y) tells whether D(y) = r. There is no generic solution to this problem.

To address this concern, we make use of the plaintext-checking oracle concept
introduced in [22,23]. This oracle, which we denote POE , takes as input a pair
(r, y) ∈ R × Y and checks whether r = D(y). If this is true, the oracle outputs
the bit 1. Otherwise it outputs the bit 0. The plaintext-checking oracle is correct
on each input with probability 1.

For the specific RSA trapdoor permutation f , we introduce also a partial-
RSA decision oracle. For any integer k0 < k (k is the bit length of the modulus),
this oracle DOf,k0 takes as input a string r ∈ Bk0 and a ciphertext y ∈ ZN and
checks whether

f−1(y) mod 2k0 = r .

Thus this oracle compares a string r with a “partial” RSA inverse of y.
An interesting question is whether this oracle helps an adversary invert RSA.

If k0 is almost as large as k, the oracle clearly does not help since the adver-
sary can simulate it efficiently, either by guessing or by applying the reduction
technique of Coppersmith [5]. The latter case can accommodate k0 down to the
range of k(1− 1/e), where e is the RSA encryption exponent. If k0 is small (say,
smaller than 80), the oracle clearly does help: After a brute-force search using
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the oracle at most 2k0 times, the adversary will be able to determine the last
k0 bits of the RSA inverse. Applying the method described in Appendix A, the
adversary will then easily determine the whole of the inverse via another k− k0
applications of the oracle.

For TLS, we have k0 = 192 or 384 (depending on how we model the underly-
ing pseudo-random function) and typically k ≥ 1024, which implies that neither
of the above extreme cases apply. Our conjecture is that k0 is large enough to
render the oracle useless.

An algorithm is PO(q)-assisted (resp. DO(q)-assisted) if it has access to a
plaintext-checking oracle PO (resp. decision oracle DO) that accepts at most
q queries. A POE-assisted E-inverter solves the gap-E problem. For example, a
PORSA−P1-assisted RSA-P1 inverter solves the gap-RSA-P1 problem. A DOf,k0-
assisted RSA inverter solves the gap-partial-RSA problem with parameter k0.

3 Tagged Key-Encapsulation Mechanisms

In this section we discuss the concept of tagged key-encapsulation mechanisms
(TKEM), which are useful for modeling key agreement schemes such as the one
in the TLS handshake protocol. Section 3.1 is devoted to a TKEM defined in
terms of a trapdoor mapping and a pseudo-random function approximating the
mechanism underlying TLS, while Section 3.2 concentrates on identifying the
specific RSA-P1-based TKEM within TLS. (The Diffie-Hellman [11] version of
the TLS handshake, which is based on ElGamal [13] key agreement as defined
in [21], can also be modeled with a TKEM; however, we do not address that
version here.)

A TKEM consists of an encryption operation and a decryption operation.
The encryption operation TKEM-Encrypt takes as input a public key Kpub, a
nonce ρ, and possibly some other parameters and returns a triple (y, z, s), where
y is the ciphertext, z is the tag, and s is the secret. The decryption operation
TKEM-Decrypt takes as input a private (secret) key Kpriv, a ciphertext y, a
tag z, a nonce ρ, and possibly some other parameters and returns the secret s
or “Error” if the ciphertext is not valid or the tag is inconsistent with the nonce
and the other information. Each new application of TKEM-Decrypt requires
a nonce that has not been used before.

As noted above, the security of the key agreement scheme in the TLS hand-
shake can be transformed to the indistinguishability of the underlying TKEM.
In particular, the key agreement scheme is secure against an adversary sending
ciphertexts to the server if the underlying TKEM is secure against an adversary
sending ciphertexts to a decryption oracle simulating TKEM-Decrypt. It is
clear that the latter adversary is at least as strong as the former adversary as
she is allowed to select the entire nonce herself (as long as it is new).

3.1 TKEM1

We introduce the tagged key-encapsulation scheme TKEM1 as a first approxima-
tion to the TLS handshake. TKEM1 is defined in terms of a trapdoor mapping
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E; write R = RE and Y = YE . Let h : B∗ × B∗ × Z → B∗ be a pseudo-
random function; h(r, σ, l) is a string of length l (there might be restrictions
on the sizes of the inputs and outputs). Fix parameters ks, kt, kz, kδ, and kρ;
these parameters denote bit lengths of different strings used within TKEM1. Let
∆ : B∗ × B∗ × B∗ → bkδ be an arbitrary function; we will refer to the output
from ∆ as a digest (this reflects the way ∆ is used within TLS). ∆ is part of the
tag derivation construction. Let Qs, Qt, and Qz be three distinct strings such
that no string is a prefix of any of the others. This is to ensure that the inputs
to the different applications of h are distinct.

The TKEM1 encryption operation takes as input a nonce ρ ∈ Bkρ and a
label L ∈ B∗. ρ provides freshness; each application of TKEM1 uses a new
nonce. L contains public information that is intended to be integrity-protected
by TKEM1. The TKEM1 encryption operation is defined as follows.

TKEM1-Encrypt(ρ, L)

– r R← R;
– y ← E(r);
– t← h(r,Qt‖ρ, kt);
– z ← h(t, Qz‖∆(ρ, L, y), kz);
– s← h(t, Qs‖ρ, ks);
– Return the ciphertext y, the tag z, and the secret s.

The corresponding decryption operation TKEM1-Decrypt is defined in the
obvious way: First, r = D(y) is recovered (if D(y) = φ, then an error message is
returned). Second, a tag z′ is computed from r, ρ, L, and y. If z′ = z, then the
secret s is recovered and returned; otherwise, an error message is returned.

Since the output length of h is uniquely determined by the prefix of the second
input (the prefix is either Qs, Qt, or Qz) we will suppress the third argument of
h below.

In practice, to thwart implementation attacks such as [3] and [20], the decryp-
tion operation should not output “Error” immediately if D(y) = φ. Instead, the
operation should proceed with a new r generated uniformly at random. With
high probability, z will not match z′, and “Error” will be output at the end,
without revealing whether D(y) = φ or z′ is incorrect.

3.2 TKEM2

TKEM2 is the specific TKEM used within TLS and may be viewed as a special
case of TKEM1. However, while our security model for TKEM1 will assume
that h is a strong pseudo-random function, the corresponding function in TLS,
denoted Ω, has a seemingly more fragile structure, which will require special
treatment.

Ω is defined as follows on input (w, σ, l) ∈ B2∗ × B∗ × Z (B2∗ is the set of
strings with an even bit length). Write w = wL‖wR, where the bit length of each
of the strings wL and wR is half the bit length of w. Then
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Ω(w, σ, l) = g(wL, σ, l)⊕ h(wR, σ, l) ,

where g and h are pseudo-random functions defined in terms of HMAC [19]
based on MD5 [26] and SHA-1 [29], respectively. We refer the interested reader
to [10] for details. The rationale for the Ω construction is to achieve a reasonable
amount of security even if one of the underlying pseudo-random functions turns
out to be weak.

The function ∆ outputs the concatenation of a SHA-1 hash value and an
MD5 hash value of a string derived from the input nonce, label, and ciphertext;
L corresponds to all messages in the handshake other than ρ and y. However,
our results do not depend on the function ∆.

Let RSA-P1 denote the encryption scheme specified in Section 2.2. Let N be
an RSA modulus and let e be an RSA public exponent; define f(x) = xe mod N .
With notation as in TKEM1, we fix R = B384, kt = kr = 384 and kz =
96, whereas ks depends on the chosen cipher suite. An application of TKEM2
requires a version number v, a bit string of length 16. For simplicity, we assume
that the version number is fixed. The nonce ρ is the concatenation of two strings
ρ1 and ρ2 (one provided by the client and the other by the server). Each string
is 32 octets long; the first 4 octets denote the number of seconds since 1/1/1970,
and the rest are generated at random. Given the nonce ρ and a label L, the
TKEM2 encryption operation proceeds as follows; the decryption operation is
defined in alignment with TKEM1-Decrypt.

TKEM2-Encrypt(ρ, L)

– r0 ← v ∈ {0, 1}16; r1 R← {0, 1}kr−16; r = r0‖r1;
– y ← RSA-P1(r);
– t← Ω(r, “master secret”‖ρ, kt);
– z ← Ω(t, “client finished”‖∆(ρ, L, y), kz);
– s← Ω(t, “key expansion”‖ρ, ks);
– Return the ciphertext y, the tag z, and the secret s.

4 Reduction from the Gap-Partial-RSA Problem
to the Gap-RSA-P1 Problem

Before proceeding with security proofs for TKEM1 and TKEM2, we show how
a POE-assisted RSA-P1-inverter (E = RSA-P1 with parameter kr) can be ex-
tended to a DOf,kr -assisted RSA inverter. Thus we reduce the gap-partial-RSA
problem with parameter kr to the gap-RSA-P1 problem1.

Due to the shape of RSA-P1, the two oracles POE and DOf,kr act equiv-
alently except on inputs (r, y) such that D(y) = φ. In this case POE always
outputs the bit 0, while DOf,kr outputs the bit 1 if f−1(y) mod 2kr = r.

Let Y0 be the set of valid ciphertexts y. Such ciphertexts have the property
that f−1(y) = 00‖02‖P‖00‖r for some r ∈ Bkr and some string P of nonzero
1 The related problem of finding a reduction from a POE-assisted RSA inverter to a

POE-assisted RSA-P1-inverter is substantially more complex but can be solved via
lattice reduction; consider the generalization in [9] of the approach in [16].
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octets. Assuming that kr and the bit length k of the RSA modulus are multiples
of 8, the size of Y0/2k is

2−24 (1− 2−8)(k−kr−24)/8
> 2−24

(
2−1/177

)(k−kr−24)/8
= 2−24−(k−kr−24)/1416 ,

which implies that |Y0|/|Y | is at least 2−24−(k−kr−24)/1416, where Y = ZN . This
is a lower bound on the probability that a uniformly random y ∈ ZN is a valid
RSA-P1 ciphertext. The reduction is as follows; the result is easily generalized
to other RSA-based trapdoor mappings where the padding is prepended to the
plaintext r. The proof is given in Appendix A.

Theorem 1. Let E be an RSA-P1 trapdoor mapping, let k be the bit length of
the RSA modulus N , and let q be a parameter. Assume that there is a POE(q)-
assisted E-inverter with running time at most T ′ and success probability at least
ε′. Then there is a DOf,kr ((q + 1)(k − kr + 1))-assisted f-inverter with running
time at most T that is successful with probability at least ε, where

ε = ε′ · |Y0|
|Y | ;

T = T ′ +O((q + 1)(k − kr + 1) · TDOf,kr ) +O((q + 1)k3) ;

TDOf,kr is the running time for the partial-RSA decision oracle DOf,kr .

5 Security of TKEM1

5.1 TKEM1 Security Model

We define an attack model employing an adversary against TKEM1 who is given
free access to a decryption oracle; hence we consider the family of adaptive
chosen-ciphertext attacks (CCA2; see [17]). The task for the adversary is to
distinguish a secret s∗0 corresponding to a certain ciphertext y∗ with parameters
(z∗, ρ∗, L∗) from a random string.

The decryption oracle responds to a query (y, z, ρ, L) with the corresponding
secret s = h(t, Qs‖ρ) if y is a valid ciphertext and the tag z is correct (t =
h(D(y), Qt‖ρ)); otherwise, the oracle responds with a generic error message.
The decryption oracle accepts any query, except that previous nonces must not
be reused.

We will not make any specific assumptions about the digest function ∆. How-
ever, the function h will be instantiated as a random oracle. Thus the adversary
has no information about h(r, σ) unless she sends the query (r, σ) to an oracle
instantiating h. The h-oracle responds to queries with strings chosen uniformly
at random and independent from earlier queries and responses, except that a
string that is repeatedly queried to the oracle should have the same response
every time. To distinguish between different h-oracle queries, we let hs-queries
be queries prefixed by Qs, while ht-queries and hz-queries are queries prefixed
by Qt and Qz, respectively.
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The attack experiment runs as follows. First, the adversary is given a trap-
door mapping E generated via a trapdoor mapping generator G. The adversary
is allowed to send queries to the h-oracle and the decryption oracle during the
entire attack. At any time of the attack – but only once – the adversary sends a
query (ρ∗, L∗) to a challenge generator2. Here, ρ∗ must not be part of any pre-
vious or later decryption query. The challenge generator applies the TKEM1-
Encrypt operation, producing a ciphertext y∗, a tag z∗, and a secret s∗0. In
addition, the generator selects a uniformly random string s∗1 and flips a fair coin
b. The generator returns (y∗, z∗) and s∗b ; thus the response depends on b.

At the end, the adversary outputs a bit b′. The distinguishing advantage of the
adversary is defined as Pr(b′ = b)−Pr(b′ �= b) = 2Pr(b′ = b)−1; the probability is
computed over all possible trapdoor mappings for a given security parameter k.
The adversary is an IND-CCA2 adversary [17,25] (IND = indistinguishability).

5.2 Reduction from a POE-Assisted E-Inverter
to an IND-CCA2 Adversary Against TKEM1

In the full version of this paper, we show how to reduce a POE-assisted E-
inverter to an IND-CCA2 adversary against TKEM1. If E is equal to RSA-P1,
the result is easily translated into a reduction from the gap-partial-RSA problem
to the security of TKEM1 via Theorem 1. Let kr = 
log2 |R|�. The result is as
follows; the proof is suppressed in this extended abstract.

Theorem 2. Let qs, qt, qz, qD be parameters. Assume that there is an IND-
CCA2 adversary against TKEM1 with advantage at least ε′ within running time
T ′ making at most qs, qt, qz, and qD number of hs-queries, ht-queries, hz-
queries, and decryption queries, respectively. Then there is a POE(2qt)-assisted
E-inverter with running time at most T that is successful with probability at least
ε, where

ε = ε′ − ((qD + 2)(qD + qz) + qs) · 2−kt − qD · 2−kz ;
T = T ′ +O(2qt · TPOE ) + τ ;

TPOE is the running time for the plaintext-checking oracle POE, while τ is the
time needed for O(qD + qt + qs + qz) elementary table operations.

Remark. If E is deterministic, the E-inverter can implement POE directly by
applying E; thus we may replace TPOE with the running time for an application
of E. Note that when E is the RSA trapdoor permutation, we obtain a tight
reduction from the ordinary RSA problem to the security of TKEM1. This result
aligns with prior work on RSA-based key encapsulation mechanisms in [28,23].

2 Some authors denote this generator as an encryption oracle; since we find this no-
tation somewhat confusing, we have chosen another term.
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6 Security of TKEM2

In this section we restrict our attention to the TKEM2 mechanism defined in
Section 3.2. Let f be an RSA permutation; f(x) = xe mod N , where (N, e) is an
RSA public key. Let E denote the corresponding RSA-P1 trapdoor mapping with
RE = Bkr . We want to relate the security of TKEM2 to the gap-partial-RSA
problem with parameter kr.

Ideally, we would like to analyze the security of TKEM2 assuming that Ω
is a random oracle. Indeed, with this assumption TKEM2 would be a special
case of TKEM1. Unfortunately however, as the discussion in [18] indicates, this
assumption does not seem appropriate for the specific PRF in TLS. First, the
xor construction weakens the pseudo-randomness of the PRF output in terms of
the input. Second, MD5 is known to have certain theoretical weaknesses [4,12],
which makes the random oracle assumption even less reasonable.

Instead, we will assume that only h based on SHA-1 is a random oracle; g
based on MD5 will be treated as an ordinary function with no specific properties.
It is possible to obtain a proof in case g is a random oracle and h is an ordinary
function, but the reduction and the underlying decision oracle will be slightly
different. Introduce six functions gt, ht, gs, hs, gz, hz defined as

ht(rR, ρ) = h(rR, “master secret”‖ρ, kt) ;
hs(tR, ρ) = h(tR, “key expansion”‖ρ, ks) ;
hz(tR, δ) = h(tR, “client finished”‖δ, kz) ,

and analogously for gt, gs, and gz. Let hL
t (r

R, ρ) denote the first kr/2 bits of
ht(rR, ρ) and let hR

t (rR, ρ) denote the last kr/2 bits. Use the corresponding
notation for the two halves of gt(rL, ρ). With notations as in Section 3.2, note
that

s = gs
(
gL
t (rL, ρ)⊕ hL

t (r
R, ρ), ρ

)⊕ hs (gR
t (rL, ρ)⊕ hR

t (rR, ρ), ρ
)

;

the tag z satisfies a similar relation in terms of gt, ht, gz and hz.
Now, assume that ht, hs, and hz are random oracles, while the other functions

are just ordinary functions. Since we apply a random oracle only to the second
half of the RSA-P1 input r, we will relate the security of TKEM2 to a gap-
partial-RSA inverter with parameter kr/2 rather than kr. This is due to the
PRF construction; with a stronger PRF, we would be able to give a security
proof in terms of DOf,kr or POE . The result is as follows; a proof sketch is
given in Appendix B (see the full version of this paper for complete details).

Theorem 3. Let qt, qs, qz, qD be parameters. Assume that there is an IND-
CCA2 adversary against TKEM2 with advantage at least ε′ within running time
T ′ making at most qt, qs, qz, and qD queries to the ht-oracle, hs-oracle, hz-
oracle, and decryption oracle, respectively. Let q′ = 2qt + (k − kr/2)(qD + 1).
Then there is a DOf,kr/2(q

′)-assisted RSA inverter with running time at most
T that is successful with probability at least ε, where



On the Security of RSA Encryption in TLS 137

ε = c ·
(
ε′ − ((qD + 2)(qD + qz) + qs) · 2−kt/2 − qD · 2−kz

)
;

T = T ′ +O
(
q′ · TDOf,kr/2

)
+O((qD + 1)k3) + τ ;

c = 2−40−(k−kr−24)/1416. TDOf,kr/2 is the running time for the partial-RSA de-
cision oracle DOf,kr/2, while τ is the time needed for O(qD + qt + qs + qz)
elementary table operations.

Remark. The RSA problem is randomly self-reducible [14]: If an RSA inverter
fails on an input y, one may run the inverter on new random inputs of the form
y′ = (f(α) · y) mod N until the inverter is successful; f−1(y) is easy to derive
from f−1(y′) = (α · f−1(y)) mod N . The constant c in Theorem 3 is a lower
bound on the probability that the inverter will not trivially fail just because
the target ciphertext y is not a valid RSA-P1 ciphertext. Via 1/c applications
of the random self-reducibility principle, the inverter in Theorem 3 can hence
be translated into a new inverter with success probability and running time
approximately

(
1− (1− c)1/c) ε′ > ε′/2 and T ′/c, respectively.

7 Discussion and Conclusion

We have provided a security reduction from a variant of the RSA problem to
the tagged key-encapsulation scheme based on RSA-P1 used within TLS. As a
byproduct we have addressed the concern about the underlying function Ω. In
particular, our proof holds even if MD5 is insecure.

An important aspect of any security reduction is what it implies in practice.
Here, we might start with the typical assumption that the RSA problem, for
1024-bit keys, requires about 280 steps to break. Assuming that the gap-partial-
RSA problem is just as hard, and with typical parameters, Theorem 3 indicates
that no IND-CCA2 adversary against TKEM2 can succeed in fewer than about
240 steps. Of course, this does not mean that there is an attack that succeeds
in so few steps, and perhaps there is a better proof than ours that results in a
better bound3.

The security of RSA-P1 used within TLS depends on the difficulty of the gap-
partial-RSA problem. We conjecture that for typical parameters the gap-partial-
RSA problem is as hard as the RSA problem. However, this problem needs
further study. Indeed, an efficient solution to the problem might well lead to an
effective chosen-ciphertext attack on TLS servers. The study of this problem is
thus important in practice as well as in theory.

Though the security reduction for TKEM2 does not say very much for typical
key sizes, the reduction does show, at least intuitively, that there is some strength
in the way the RSA algorithm is employed in TLS. It also helps show how the
algorithm might be employed better. First, we need to get a tighter bound. This
3 In fact, we can get a better bound simply by changing assumptions: if we assume

that the gap-partial-RSA problem for a random, valid RSA-P1 ciphertext is as hard
as the RSA problem, then the bound will again be about 280.
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can be done by reducing the number of fixed octets in the input to the RSA
operation (there are currently up to five fixed octets). Second, we need to get to
the ordinary RSA problem. This can be done by processing all of the input to the
RSA operation with a secure function h. Essentially, TLS should use TKEM1
rather than TKEM2.

Security protocols have sometimes been designed with proofs of security in
mind, and sometimes only according to “reasonable design principles.” TLS was
designed originally according to the latter philosophy, but we have shown that
the former benefit is achieved as well, though this is somewhat accidental. In
general we would argue for an approach that considers both philosophies at the
same time.
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A Proof of Theorem 1

First we show that the partial-RSA decision oracle DOf,kr can simulate the E
plaintext-checking oracle POE . As a consequence, DOf,kr is at least as strong
as POE .

Lemma 1. Let E be an RSA-P1 trapdoor mapping with parameter kr. Given a
pair (r, y), POE can be perfectly simulated via k−kr+1 queries to DOf,kr , where
k is the bit length of the RSA modulus. The running time for the simulation is
bounded by

O((k − kr + 1)TDOf,kr ) +O(k3) .

Proof of Lemma 1. Suppose that we are given a pair (r, y). Send (r, y) to DOf,kr .
If the response is 0, then either y is not a valid ciphertext (i.e., D(y) = φ) or y
is the encryption of a plaintext different from r. In this case, simulate POE by
responding with 0.

If the response is 1, proceed as follows. We want to determine the whole
of x = f−1(y). To achieve this, define y0 = y and yi = 2eyi−1 mod N for
0 < i ≤ k − kr. Each yi can be computed in time O(k2); 2e mod N can be
precomputed in time O(log2 e · k2). Put x0 = x and

xi = f−1(yi) = 2xi−1 mod N = 2ix mod N ;

define ri = xi mod 2kr+i. Note that

rk−kr = xk−kr = 2k−krx mod N ,

which implies that x can be determined from rk−kr . We use an induction argu-
ment to demonstrate how to determine rk−kr from r0 in k − kr steps, each of
complexity O(k2) + O(TDOf,kr ); O(k2) bounds the time needed to compute yi
from yi−1. Assume that we know ri−1, where i is an integer between 1 and k−kr.
Since xi = 2xi−1 mod N , ri is either equal to 2ri−1 or (2ri−1 − N) mod 2kr+i.
To distinguish between the cases, send (2ri−1, yi) to the decision oracle. If the
response is 1, then ri = 2ri−1; otherwise, ri = (2ri−1 − N) mod 2kr+i. Thus
rk−kr can be determined via k − kr applications of the decision oracle.

Once we know rk−kr , we can easily determine x via k−kr halving operations
modulo N . Now check whether x is valid. Respond with 1 if this is true and 0
otherwise; it is clear that the simulation is perfect, which concludes the proof. �

Proof of Theorem 1. Suppose that we are given a random integer y∗ = f(x∗),
where x∗ is unknown. Generate a random integer α < N . With probability
|Y0|/|Y |, the integer y′ = αe · y∗ mod N is a valid encryption of a string r′.



On the Security of RSA Encryption in TLS 141

Assume that there is an E-inverter that with probability ε′ outputs the string
r′. Thus with probability ε′ · |Y0|/|Y |, we have recovered the last kr bits of
x′ = αx∗ mod N . (To increase the probability of success, this procedure can be
repeated with different values of α until a plaintext is found.) By Lemma 1, each
application of POE can be replaced with k − kr + 1 applications of DOf,kr .

Given that we know the last kr bits r′ of x′, we want to determine the
whole of x′, and thereby the whole of x∗. This is done using the method in
the proof of Lemma 1 via k − kr applications of DOf,kr . The time bound in
the theorem includes the time needed to perform q(k − kr + 1) + k − kr <
(q + 1)(k − kr + 1) DOf,kr -oracle queries plus a bound on the time needed for
the arithmetic computations in the simulation of POE and the computations
y′ = ce · y∗ mod N and x∗ = c−1x′ mod N above. �

B Proof Sketch of Theorem 3

Let y∗ be the target ciphertext. We deduced in Section 4 that the probability
that y∗ is a valid RSA-P1 ciphertext is lower-bounded by 2−24−(k−kr−24)/1416.
However, recall that there are 16 fixed bits in the RSA-P1 input r. This implies
that the probability that y∗ is a valid TKEM2 ciphertext is lower-bounded by
2−40−(k−kr−24)/1416. This is equal to the factor c in the theorem. From now on,
assume that y∗ is valid.

At the beginning of the attack, the RSA inverter I generates random strings
s∗0, s

∗
1, and z∗. There are additional strings related to the target ciphertext:

u∗L‖u∗R = gt(r∗L, ρ∗) ;
v∗L‖v∗R = ht(r∗R, ρ∗) ;

note that

s∗0 = gs(u∗L ⊕ v∗L, ρ∗)⊕ hs(u∗R ⊕ v∗R, ρ∗) ; (1)
z∗ = gz(u∗L ⊕ v∗L, δ∗)⊕ hz(u∗R ⊕ v∗R, δ∗) , (2)

where δ∗ = ∆(ρ∗, L∗, y∗). I does not have to generate v∗L or v∗R in advance,
but at the end of the simulation the identities (1) and (2) must be satisfied. Note
that ρ∗ and L∗ are not known yet since they are not provided by the adversary
until the challenge generator is queried.

We need to demonstrate how to simulate the oracles corresponding to ht, hs,
and hz. I responds to an ht-query (rR, ρ) as follows. First, I checks whether
the query is old; in that case the output is already defined. Otherwise, I sends
(rR, y∗) to the partial-RSA decision oracle. If the decision oracle outputs 1, we
can get the rest of the inverse f−1(y∗) via k− kr/2 additional queries, following
Lemma 1. In this case, I wins and exits. If the decision oracle outputs 0, I
generates a random string v as the response to the query.
I responds to an hs-query (tR, ρ) in the straightforward manner, generating

a random output (unless the query is old). I responds to an hz-query (tR, δ) in
an analogous manner.
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I proceeds as follows on a decryption query (y, z, ρ, L); recall that ρ is differ-
ent for each decryption query and not equal to ρ∗. First, I sends (rR, y) to the
decision oracle for each string rR such that (rR, ρ) is a previous ht-query. If the
decision oracle outputs 0 on all queries, then I returns “Error”. If the decision
oracle outputs 1 for some rR, then I proceeds as follows.
– Extract the entirety of x = f−1(y) via k−kr/2 queries to the decision oracle

using the approach in the proof of Lemma 1.
– If x is not a valid P1 encoding, then output “Error” and exit.
– With r = x mod 2kr , compute the corresponding tag z′ via the appropriate

query to the hz-oracle combined with the relevant evaluation of gz.
– If z = z′, then compute the corresponding secret s via the appropriate query

to the hs-oracle combined with the relevant evaluation of gs, output s, and
exit. Otherwise, output “Error” and exit.

In the following discussion, some technical details are omitted; see the full version
of this paper for a rigorous treatment. It is easily seen that there are only two
possible simulation failures:

First, there might be an inconsistency between the simulation of the oracles
and the simulation of the challenge generator. This can be the case only if t∗R =
u∗R ⊕ v∗R is part of an hs- or hz-query. Hence, let tBad be the event that there
is an hs- or hz-query from the adversary or from the decryption oracle including
t∗R. The probability of tBad is bounded as follows. Note that there are at most
2qD + qs + qz different hs- and hz-queries. Moreover, note that the simulation is
independent of t∗R (i.e., all responses to the adversary are independent of t∗R).
This implies that the probability of tBad is at most

(2qD + qs + qz) · 2−kt/2 . (3)

Second, some valid ciphertext (y, z, ρ, L) might be erroneously rejected; let
BadReject be the event that this is the case. This event occurs if there is a valid
decryption query (y, z, ρ, L) such there is no matching previous ht-query (rR, ρ).
Let (tR, δ) be the input to hz corresponding to this decryption query. If tR is not
part of a previous hz-query, then the probability that the tag z is valid is 2−kz .
The probability that tR is part of a previous hz-query is at most (qD+qz)·2−kt/2.
This implies that the probability of BadReject is at most

qD(qD + qz) · 2−kt/2 + qD · 2−kz (4)

(this is a very rough bound but sufficient for our purposes).
It can be shown that the inverter will be successful if the adversary is suc-

cessful and neither of tBad and BadReject occurs. Combining (3) and (4), rear-
ranging, and multiplying with c, we obtain the desired probability.
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Abstract. We present a security analysis of the Diffie-Hellman key-
exchange protocol authenticated with digital signatures used by the In-
ternet Key Exchange (IKE) standard. The analysis is based on an adap-
tation of the key-exchange model from [Canetti and Krawczyk, Euro-
crypt’01] to the setting where peers identities are not necessarily known
or disclosed from the start of the protocol. This is a common practi-
cal setting, including the case of IKE and other protocols that provide
confidentiality of identities over the network. The formal study of this
“post-specified peer” model is a further contribution of this paper.

1 Introduction
The Internet Key-Exchange (IKE) protocol [11] specifies the key exchange mech-
anisms used to establish secret shared keys for use in the Internet Protocol Se-
curity (IPsec) standards [14]. IKE provides several key-exchange mechanisms,
some based on public keys and others based on long-term shared keys. Its de-
sign emerged from the Photuris [13], SKEME [15] and Oakley [21] protocols.
All the IKE key-exchange options support Diffie-Hellman exchanges but differ
in the way authentication is provided. For authentication based on public-key
techniques two modes are supported: one based on public-key encryption and
the other based on digital signatures.

While the encryption-based modes of IKE are studied in [5], the security
of IKE’s signature-based mode has not been cryptographically analyzed so far.
(But see [19] where the IKE protocol is scrutinized under an automated protocol
analyzer.) This later mode originates with a variant of the STS protocol [8]
adopted into Photuris. However, this STS variant, in which the DH key is signed,
is actually insecure and was eventually replaced in IKE with the “sign-and-mac”
mechanism proposed in [16,18]. This mechanism forms the basis for a larger
family of protocols referred to as SIGMA (“SIGn-and-MAc”) [18] from which
the IKE signature modes are particular cases.

The main goal of the current paper is to provide cryptographic analysis of
IKE, and the underlying SIGMA protocols. The practical interest in this anal-
ysis work is natural given the wide deployment and use of IKE and the fact
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that authentication via signatures is the most common mode of public-key au-
thentication used in the context of IKE1. Yet, the more basic importance of
this analytical work is in contributing to a further development of a theory that
supports the analysis of complex and more functional protocols as required in
real-world applications. Let us discuss two such issues, that are directly relevant
to the design of IKE. One such issue (not dealt with in previous formal analy-
sis work of key-exchange protocols) is the requirement for identity concealment.
That is, the ability to protect the identities of the peers to a key-exchange ses-
sion from eavesdroppers in the network (and, in some case, from active attackers
as well). While this requirement may be perceived at first glance as having mi-
nor effects on the protocols, it actually poses significant challenges in terms of
design and analysis. One piece of evidence pointing out to this difficulty is the
fact that the STS protocol and its variants (see [8,20]) that are considered as
prime examples of key-exchange protocols offering identity protection, turned
out to be insecure (they fail to ensure an authenticated binding between peers
to the session and the exchanged secret key). The general reason behind this dif-
ficulty is the conflicting character of the authentication and identity-concealment
requirements.

Another issue arising in the context of IKE is the possible unavailability of
the peer identity at the onset of the protocol. In previous analytical work (such
as [2,22,5]) the peer identities are assumed to be specified and given at the onset
of a session activation, and the task of the protocol is to guarantee that it is this
particular pre-specified peer the one which the key is agreed. In contrast, in IKE a
party may be activated to exchange a key with an “address” of a peer but without
a specified identity for that peer. This is a common case in practical situations.
For example, the key-exchange session may take place with any one of a set of
servers sitting behind a (url/ip) address specified in the session activation. Or,
a party may respond to a request for a key exchange coming from a peer that is
not willing to reveal its identity over the network and, sometimes, not even to
the responder before the latter has authenticated itself (e.g., a roaming mobile
user connecting from a temporary address, or a smartcard that authenticates
the legitimacy of the card-reader before disclosing its own identity). So, how
do the parties know who they are authenticating? The point is that each party
learns the peer’s identity during the protocol. A secure protocol in this setting
will detect impersonation and will ensure that the learned identity is authentic
(informally, if Alice completes a session with the view “I exchanged the session
key k with Bob”, then it is guaranteed that no other party than Bob learns k,
and if Bob completes the session then it associates the key k with Alice)2. In
this paper we refer to this general setting as the “post-specified peer” model.

1 In particular, recent suggestions in the IPsec working group for variants of the key-
exchange protocols in IKE fall also under the family of protocols analyzed here.

2 The issue of whether a party may agree to establish a session with the particular
peer whose identity is learned during the key-exchange process is an orthogonal issue
taken care by a separate “policy engine” run by the party.
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Remark. Note the crucial difference between this “post-specified peer” model and the
“anonymous” model of protocols such as SSL where the server’s identity is publicly
known from the start of the protocol while the client’s identity remains undisclosed even
when the key exchange finishes. In the anonymous case, the client does not authenticate
at all to the server; authentication happens only in the other direction: the server
authenticates to the client. A formal treatment of this anonymous uni-directional model
of authentication is proposed in [22].

The combination of the requirement for identity protection and the “post-
specified peer” setting puts additional constraints on the design of protocols.
For example, the natural and simple Diffie-Hellman protocol authenticated with
digital signatures defined by ISO [12] and proven in [5], is not suitable for pro-
viding identity protection in the post-specified peer model. This is so since this
protocol instructs each party to sign the peer identity, which in turn implies that
the parties must know the peer identities before a session key is generated. In a
setting where the peer identities are not known in advance, these identities must
be sent over the network, in the clear, thus forfeiting identity concealment. As
we will see in Section 3, the IKE and SIGMA protocols use a significantly dif-
ferent approach to authentication. In particular, parties never sign other parties
identities; instead a MAC-based mechanism is added to “compensate” for the
unsigned peer’s identity. (See [18] for more information on the rationale behind
the design of the SIGMA protocols.)

We present a notion of security for key exchange protocols that is appro-
priate for the post-specified peer setting. This notion is a simple relaxation of
the key-exchange security model of [5] that suitably reflects the needs of the
“post-specified” model as well as allows for a treatment of identity concealment.
After presenting the adaptation of the security definition of [5] to our setting, we
develop a detailed security proof for the basic protocol (denoted Σ0) underlying
the signature-based modes of IKE. This is a somewhat simplified variant that
reflects the core cryptographic logic of the protocol and which already presents
many of the technical issues and subtleties that need to be dealt with in the anal-
ysis. One prime example of such subtleties is the fact that the IKE protocols use
the exchanged Diffie-Hellman key not only to derive a session key at the end of
the session but also to derive keys used inside the key-exchange protocol itself to
provide essential authentication functionality and for identity encryption. After
analyzing and providing a detailed proof of this simplified protocol, we show
how to extend the proof to deal with richer-functionality variants including the
IKE protocols. The resultant analysis approach and techniques are applicable to
other protocols, in particular other identity-concealing protocols and those that
use the DH key during the session establishment protocol.

The security properties guaranteed by our analysis consider a strong realis-
tic adversarial setting where the attacker has full control of the communication
lines, and may corrupt session and parties at will (in an adaptive fashion). In
particular, this security model and definition (even if relaxed with respect to [5])
guarantees that session keys derived in the protocol are secure for use in conjunc-
tion with symmetric encryption and authentication functions for implementing
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“secure channels” (as defined in [5]) that protect communications over realistic
adversarially-controlled networks. Deriving such keys is the quintessential appli-
cation of key-exchange protocols in general, and the fundamental requirement
from the IKE protocols.

In the full version of this paper [4] we show how to embed the post-specified
peer model in the framework of universally composable (UC) security [3]. Specif-
ically, we formulate a UC notion of post-specified secure key exchange and show
that protocol Σ0 presented here satisfies this notion. The UC notion ensures
strong composability guarantees with other protocols. In particular, we show
that it suffices for implementing secure channels, both in the UC formalization
of [6] and in the formalization of [5].
Paper’s organization. In Section 2 we describe the adaptation of the security
model of [5] to the post-specified peer setting, and establish the notion of secu-
rity for key-exchange used throughout this paper. In Section 3 we describe Σ0,
the basic SIGMA protocol underlying all the other variants including the IKE
signature-based protocols. In Section 4 we present the formal proof of the Σ0
protocol in the model from Section 2 (due to space constraints we omit most of
the lengthy technical details of this proof from this proceedings version – see [4]
for a full version). In Section 5 we treat several variants of the basic protocol and
extend the analysis from Section 4 to these cases. In particular, the two signature
authentication variants of IKE are analyzed here (Section 5.2 and 5.4).

2 The Security Model

Here we present the adaptation of the security model for key-exchange protocols
from [5] to the setting of post-specified peers as described above. We start by
providing an overview of the model in [5] (refer to that paper for the full details).
Then we describe the relaxation of the security definition required to support
the post-specified setting.

2.1 The SK-Security Definition from [5]

Following the work of [2,1], Canetti and Krawczyk [5] model key-exchange (KE)
protocols as multi-party protocols where each party runs one or more copies
of the protocol. Each activation of the protocol at a party results in a local
procedure, called a session, that locally instantiates a run of the protocol and
produces outgoing messages and processes incoming messages. In the case of
key-exchange, a session is intended to agree on a “session key” with one other
party (the “peer” to the session) and involves the exchange of messages with that
party. Sessions can run concurrently and incoming messages are directed to its
corresponding session via a session identifier. The activation of a KE session at
a party has three input parameters (P, s,Q): the local party at which the session
is activated, a unique session identifier, and the identity of the intended peer to
the session. (There is also a fourth input field, specifying whether the party is
the initiator or the responder in the exchange; however this field has no bearing
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on the security requirements and is thus ignored in this overview.) A party can
be activated as initiator (e.g., by an application calling the KE procedure) or as
a responder (upon an incoming key-exchange initiation message arriving from
another party). The output of a KE session at a party P consists of a public triple
(P, s,Q) that identifies the session, and of a secret value called the session key.
Sessions can also be “aborted” without producing a session key value, in which
case a special symbol is output instead of the session key. Sessions maintain
a local state that is erased when the session completes (i.e., when the session
produces output). Each party may have additional state, such as a long-term
signature key, which is accessed by different sessions and which is not part of
any particular session state.

The attacker model in [5] follows the unauthenticated-links model (um) of [1]
where the attacker is a (probabilistic) polynomial-time machine with full control
of the communication lines between parties and free to intercept, delay, drop,
inject or change all messages sent over these lines (i.e., a full-fledge “man-in-the-
middle” attacker). The attacker can also schedule session activations at will and
sees the output of sessions except for the values of session keys. In addition, the
attacker can have access to secret information via session exposure attacks of
three types: session-state reveal, session-key queries, and party corruption. The
first type of attack is directed at a single session while still incomplete (i.e., be-
fore producing output) and its result is that the attacker learns the session state
for that particular session (which does not include long-term secret information,
such as private signature keys, shared by all sessions at the party). A session-
key query can be performed against an individual session after completion and
the result is that the attacker learns the corresponding session-key (this models
leakage on the session key either via usage of the key by applications, cryptanal-
ysis, break-ins, known-key attacks, etc.). Finally, party corruption means that
the attacker learns all information in the memory of that party (including ses-
sion states and session-key information and also long-term secrets); in addition,
from the moment a party is corrupted all its actions are totally controlled by the
attacker. (We stress that all attacker’s actions can be decided by the attacker in
a fully adaptive way, i.e., as a function of its current view).

In the model of [5] sessions can be expired. From the time a session is expired
the attacker is not allowed to perform a session-key query or a state-reveal attack
against the session, but is allowed to corrupt the party that holds the session.
Protocols that ensure that expired sessions are protected even in case of party
corruption are said to enjoy “perfect forward secrecy” [20] (this is a central
property of the KE protocols analyzed here).

For defining the security of a KE protocol, [5] follows the indistinguishability
style of definitions as used in [2] where the “success” of an attacker is measured
via its ability to distinguish the real values of session keys from independent
random values. In order to be considered successful the attacker should be able
to distinguish session-key values for sessions that were not exposed by any of
the above three types of attacks. (Indeed, the attacker could always succeed
in its distinguishing task by exposing the corresponding session and learning
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the session key.) Moreover, [5] prohibits attackers from exposing the “matching
session” either, where two sessions (P, s,Q) and (P ′, s′, Q′) are called matching
if s = s′, P = Q′ and Q = P ′ (this restriction of the attacker is needed since the
matching session contains the session key as well).

As is customary, the ability of the attacker to distinguish between real and
random values of the session key is formalized via the notion of a test session that
the attacker is free to choose among all complete sessions in the protocol. When
the attacker chooses the test session it is provided with a value v which is chosen
as follows: a random bit b is tossed, if b = 0 then v is the real value of the output
session key, otherwise v is a random value chosen under the same distribution
of session-keys produced by the protocol but independent of the value of the
real session key. After receiving v the attacker may continue with the regular
actions against the protocol; at the end of its run the attacker outputs a bit b′.
The attacker succeeds in its attack if (1) the test session is not exposed, and (2)
the probability that b = b′ is significantly larger than 1/2. We note that in the
model of [5] the attacker is allowed to corrupt a peer to the test session once
the test session expires at that peer (this captures perfect forward secrecy). The
resultant security notion for KE protocols is called SK-security and is stated as
follows:

Definition 1. (SK-security [5]) An attacker with the above capabilities is called
an SK-attacker. A key-exchange protocol π is called SK-secure if for all SK-
attackers A running against π it holds:

1. If two uncorrupted parties complete matching sessions in a run of protocol
π under attacker A then, except for a negligible probability, the session key
output in these sessions is the same.

2. A succeeds (in its test-session distinguishing attack) with probability not more
that 1/2 plus a negligible fraction.

(The term ‘negligible’ represents any function (in the security parameter) that
diminishes asymptotically faster than any polynomial fraction, or a small specific
quantity in a concrete security treatment).
Remark. In [5] there are two additional notions that play a central role in the
analysis of KE protocols: the “authenticated-links model” (am) and “authenti-
cators” [1]. While these notions could have been used in our analysis too, they
would have required their re-formulation to adapt to the post-specified peer set-
ting treated here. We have chosen to save definitional complexity and develop
our protocol analysis in the current paper directly in the um model.

2.2 Adapting SK-Security to the Post-Specified Peer Setting

The model of [5] makes a significant assumption: a party that is activated with
a new session knows already at activation the identity of the intended peer to
the session. That is, the authentication process in [5] is directed to verify that
the “intended peer” is the party we are actually talking to. In contrast, in the
“post-specified setting” analyzed here (in particular in the setting of the IKE
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protocol) the information of who the other party is does not necessarily exist
at the session initiation stage. It may be learned by the parties only after the
protocol run evolves.

Adapting the security model from [5] to the post-specified peer setting re-
quires: (A) generalizing the formalism of key-exchange protocols to allow for
unspecified peers at the start of the protocol; and (B) relaxing the security
definition to accept protocols where the peer of a session may be decided (or
learned) only after a session evolves (possibly not earlier than the last protocol
message as is the case of IKE). Fortunately this adaptation requires only small
technical changes which we describe next; all the other definitional elements
remain unchanged from [5]. In particular, we keep the um model and most of
the key-exchange formalism unchanged (including full adversarial control of the
communication lines and the three types of session exposure: session-state reveal,
session-key queries, and party corruption).
(A) Session activation and identification. Instead of activating sessions
with input a triple (P, s,Q) as in [5] (where P is the identity of the local party, s
a session identifier, and Q the identity of the intended peer for the session), in the
post-specified case a session at a party P is activated with a triple (P, s, d) where
d represents a “destination address” that may have no implications regarding
the peer’s identity sitting behind this address, and is used only as information
for delivery of messages related to this session. This may be, for example, a
temporary address used by arbitrary parties, or an address that may identify a
set of parties, etc. Note that the above (P, s, d) formalism represents a gener-
alization of the formalism from [5]; in the latter, d is uniquely associated with
(and identifies) a specific party. We keep the convention from [5] that session
id’s are assumed to be unique among all the session id’s used by party P (this
is a simple abstraction of the practice where parties provide unique session id’s
for their own local sessions; we can see the identifier s as a concatenation of
these local identifiers – see [5] for more discussion on this topic). We use the pair
of entity identity and session-id (P, s) to uniquely name sessions for the pur-
pose of attacker actions (as well as for identification of sessions for the purpose
of protocol analysis). The output of a session (P, s) consists of a public triple
(P, s,Q) where Q is the peer to the session, and the secret value of the session
key. When the session produces such an output it is called completed and its
state is erased (only the session output persists after the session completes and
until the session expires). Sessions can abort without producing a session-key
output in which case the session is referred to as aborted (and not completed).
(B) SK security and matching sessions. The formalism used in [2,5] to
define the security of key-exchange protocols via a test session is preserved in
our work. The significant (and necessary) change here is in the definition of
“matching sessions” which in turn influences the limitations on the attacker’s
actions against the “test session” and its peers (recall, that the attacker is allowed
to attack any session except for the test-session and its matching session). In [5]
the matching session of a (complete) session (P, s,Q) within party P is defined
as (Q, s, P ) (running within Q). This is well-defined in the pre-specified setting
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where both peer identities are fixed from the start of the session. In our case,
however, the peer of a session may only be decided (or learned) just before the
completion of that session. In particular, a session (P, s) may complete with
peer Q, while the session (Q, s) may not have completed and therefore its peer
is not determined. In this case, corrupting Q or learning the state of (Q, s) could
obviously provide the attacker with information about the session key output
by (P, s,Q). We thus introduce the following modified definition of matching
session.

Definition 2. Let (P, s) be a completed session with public output (P, s,Q).
The session (Q, s) is called the matching session of (P, s) if either

1. (Q, s) is not completed; or
2. (Q, s) is completed and its public output is (Q, s, P ).

Note that by this definition only completed sessions have a matching session;
in particular the “matching” relation defined above is not symmetric (except
if the matching session is completed too — in which case the above definition
of matching session coincides with the definition in [5]). Also, note that if Q is
uncorrupted then the matching session of (P, s) is unique.

Definition 3. (SK-security in the post-specified setting) SK-security in the
post-specified peer setting is defined identically as in Definition 1 but with the
notion of matching sessions re-formulated via Definition 2.

Notes on the definition: 1. We argue that the combination of the two match-
ing conditions in Definition 2 above results in a sound definition of SK-security.
In particular, it is sufficient to preserve the proof from [5] that SK-security guar-
antees secure channels (see below). On the other hand, none of the two matching
conditions in isolation induces a satisfactory definition of security. In particular,
defining the session (Q, s) to always be the matching session of (P, s) without
requiring that the determined peer is correct (in condition (2)) would result
in an over-restriction of the actions of the attacker against the test session to
the point that such a definition would allow weak protocols to be called secure.
An example of such an insecure protocol is obtained by modifying protocol Σ0
from Section 3 by deleting from it the MAC applied to the parties identities.
This modified protocol can be shown to succumb to a key-identity mis-binding
(or “unknown key share”) attack as in [8], yet it would be considered secure
without the conditioning on the output of session (Q, s) as formulated in (2).
On the other hand, condition (2) alone is too permissive for the attacker, thus
resulting in a too strong definition that would exclude many natural protocols.
Specifically, if we eliminate (1) then an attacker could perform a state-reveal
query against (Q, s) and reveal the secret key (e.g., gxy) when this information
is still in the session’s state memory. This would allow the attacker a strategy in
which it chooses (P, s,Q) at the test session and forces (Q, s) to be incomplete,
and then learn the test session key through a state-reveal attack against (Q, s).
2. The above definition of secure key-exchange in the post-specified peer setting
implies a strict relaxation of the SK-security definition in [5]. On the one hand,
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any SK-secure protocol according to [5] is also post-specified secure provided that
we take care of the following formalities. First, we use the “address field” d in the
input to the session to specify the identity of a party. Then, before completing
a session, the protocol checks that the identity to be output is the same as the
identity specified in the “address field” (if not, the session is aborted). On the
other hand, there are protocols that are secure according to Definition 3 in the
post-specified model but are not secure in the pre-specified setting of [5]. The
IKE protocols studied here (in particular, protocols Σ0 and Σ1 presented in
the following sections) constitute such examples (see the remark at the end of
Section 3).
3. A natural question is whether the relaxation of SK-security adopted here is
adequate. One strong evidence supporting the appropriateness of the definition
is the fact that the proof in [5] that SK-security implies secure channels applies
also for SK-security in the post-specified peer setting (Definition 3). One tech-
nical issue that arises when applying the notion of secure channels from [5] in
our context is that this notion is formulated in the “pre-specified peer” model.
Yet, one can use a post-specified SK-secure KE protocol also in this setting. All
is needed is that each peer verifies, before completing a KE session, that the au-
thenticated peer (i.e., the identity to be output as the session’s peer) is the same
as the identity specified in the activation of the secure channels protocol. If this
verification fails, then the party aborts the KE session and the secure-channels
session. Alternatively, one can easily adapt the model of secure channels in [5] to
the post-specified peer setting. Also in this case an SK-secure KE protocol in the
post-specified model suffices for constructing (post-specified) secure channels. In
all we have:

Theorem 1. SK-security in the post-specified peer setting implies secure chan-
nels in the formulation of [5] (either with pre-specified or post-specified secure-
channel peers).

3 The Basic SIGMA Protocol: Σ0

Here we provide a description of a key-exchange protocol, denoted Σ0, that rep-
resents a simplified version of the signature-mode of IKE. The protocol contains
most of the core cryptographic elements and properties found in the full-fledge
IKE and SIGMA protocols. In the next section we provide a proof of this ba-
sic protocol, and in the subsequent section we will treat some variants and the
changes they require in the security analysis. These variants will include the
actual IKE protocols (see Sections 5.2 and 5.4). The Σ0 protocol is presented in
Figure 1. Further notes and clarifications on the protocol follow.

Notes on the Description and Actions of the Protocol

– For simplicity we describe the protocol under a specific type of Diffie-Hellman
groups, namely, a sub-group of Z∗p of prime order. However, the protocol and
subsequent analysis apply to any Diffie-Hellman group for which the DDH
assumption holds (see Section 4).
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Protocol Σ0

Initial information: Primes p, q, q/p−1, and g of order q in Z∗
p . Each

player has a private key for a signature algorithm sig, and all have the
public verification keys of the other players. The protocol also uses a message
authentication family mac, and a pseudorandom function family prf.
The protocol messages

Start message (I→R): s, gx

Response message (R→I): s, gy, IDr, sigr(“1”, s, gx, gy),mack1(“1”, s, IDr)
Finish message (I→R): s, IDi, sigi(“0”, s, gy, gx),mack1(“0”, s, IDi)

The protocol actions

1. The start message is sent by the initiator IDi upon activation with
session-id s (after checking that no previous session at IDi was initi-
ated with identifier s); the DH exponent gx is computed with x

R← Zq

and x is stored in the state of session (IDi, s).
2. When a start message with session-id s is delivered to a party IDr the (if

session-id s did not exist before at IDr) IDr activates a local session s (as
responder). It now generates the response message where the DH expo-
nent gy is computed with y

R← Zq, the signature sigr is computed under
the signature key of IDr, and the value gx placed under the signature
is the DH exponent received by IDr in the incoming start message. The
mack1 value is produced with k1 = prfgxy (1) where gxy is computed by
IDr as (gx)y. Finally, the value k0 = prfgxy (0) is computed and kept in
memory, and the values y and gxy are erased.

3. Upon receiving a (first) response message with session-id s, IDi retrieves
the public key of the party whose identity IDr appears in this message
and uses this key to verify the signature on the quadruple (“1”, s, gx, gy)
where gx is the value sent by IDr in the start message, and gy the value
received in this response message. IDi also checks the received mac un-
der key k1 = prfgxy (1) (where gxy is computed as (gy)x) and on the
identity IDr as it appears in the response message. If any of these verifi-
cation steps fails the session is aborted and a session output of “aborted
(IDi, s)” is generated; the session state is erased. If verification succeeds
then IDi completes the session with public output (IDi, s, IDr) and se-
cret session key k0 computed as k0 = prfgxy (0). The finish message is
sent and the session state erased.

4. Upon receiving the finish message of session s, IDr verifies the signature
(under the public key of party IDi and with gy being the DH value that
IDr sent in the response message), and verifies the mac under key k1

computed in step 2. If any of the verifications steps fails the session is
aborted (with the “aborted (IDr, s)” output), otherwise IDr completes
the session with public output (IDr, s, IDi) and secret session key k0.
The session state is erased.

Fig. 1. The basic SIGMA protocol
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– The notation I → R and R→ I is intended just to indicate the direction
between initiator and responser of the messages. The protocol as described
here does not specify where the messages are sent to. They can be sent to
a pool of messages, to a local broadcast network, to a physical or logical
address, etc. The protocol and its analysis accommodate any of these (or
other) possibilities. What is important is that the protocol does not make
any assumption on who will eventually get a message, how many times,
and when (these are all actions decided by the attacker). Also, there is no
assumption on the logical connection between the address where a message
is delivered and the identity (either IDi or IDr) behind that address. This
allows us to design the protocol (and prove its security) in the “post-specified
peer” model introduced in Section 2.

– IDi and IDr represent the real identities of the parties to the exchange. In
our model we assume that every party knows the other’s party public key
before hand. However, one can think of the above identities as full certificates
signed by a trusted CA and verified by the recipient. (In this case, the full
certificate may be included as the peer’s identity under the mac or just the
identity in the certificate – e.g. the “distinguished name”). Our proofs work
under this certification-based model as well.

– The strings “0” and “1” are intended to separate between authentication
information created by the initiator and responder in the protocol. They
serve as “symmetry breakers” in the protocol. However, in the case of Σ0
these tags are not strictly needed for security; we will see later (Section 5.1)
that the protocol is secure even without them. Yet, we include them here for
two reasons. First, they simplify analysis; second, they make the protocol’s
security more robust to changes as we will also discuss later (e.g., they defeat
reflection attacks in some of the protocol’s variants).

– Recall the uniqueness of session-id’s assumed by our model. We use this
assumption in order to simplify the model and to accommodate different
implementations of this assumption. A typical way to achieve this is to re-
quire each party in the exchange to choose a random number (say, si and
sr respectively) and then define s to be the concatenation of these values.
In this case the values si and sr can be exchanged before the protocol, or
si can replace s in the start message, and (si, sr) replace s in the response
message.

– Parties use the session id’s to bind incoming messages to existing (incom-
plete) sessions. However, only the first message of each type is processed.
For example if a response message arrives with session id s at the initiator
of session s, then the message is processed only if no previous response mes-
sage under this session was received. Otherwise the message is discarded.
Same for the other message types, or if a message arrives after the session is
completed or aborted.

– We note that in this description of Σ0 session identifiers serve a dual func-
tionality: they serve to identify sessions and bind incoming messages to these
sessions, but they also serve as “freshness guarantees” against replay attacks.
We choose to “overload” session id’s with the two functionalities in order to
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simplify presentation. However, actual protocol implementations may use
two different elements for these functions: a session identifier for the first
functionality above, and random (or non-repeating) nonces for replay pro-
tection.

– In practice, it is recommended not to use the plain value gxy of the DH key
but a hashed value H(gxy) where H is a hash function (e.g. a cryptographic
hash function such as SHA or a universal hash function, etc.). This has the
effect of producing a number of bits as required to key the prf, and (de-
pending on the properties of the hash function) may also help to “extracting
the security entropy” from the gxy output. If the plain gxy is used, our se-
curity results hold under the DDH assumption. Using a hashed value of gxy

is secure under the (possibly weaker) HDH assumption [9].

Remark. As mentioned in Section 2 it is illustrative to note that protocol
Σ0 is not secure in the original (pre-specified) model of [5]. In that model an
attacker could apply the following strategy: (1) initiate a session (P, s,Q) at
P ; (2) activate a session (Q, s,Eve) at Q as responder with the start message
from (P, s,Q) where Eve is a corrupted party (let gx be the DH exponent in
this message); (3) deliver the response message produced by Q to P (let gy be
the DH exponent in this message). The result is that P completes (P, s,Q) with
a session key derived from gxy, while the session (Q, s,Eve) is still incomplete
and its state contains the value gxy. Therefore, in the [5] model, the attacker
can choose (P, s,Q) as the test session and expose (Q, s,Eve) via a state-reveal
attack to learn gxy. This is allowed in [5] since (Q, s,Eve) is not a matching
session to the test session (only (Q, s, P ) is matching to the test session). In
our post-specified model, however, the attacker is not allowed to expose (Q, s)
which is incomplete and then by Definition 2 it is matching to the test session
(P, s). This restriction of the adversary is needed in the post-specified setting
since from the point of view of Q there is no information about who the peer is
until the very end of the protocol and then its temporary internal state (before
receiving the finish message) is identical whether its session is controlled by the
adversary (via Eve as in the above example) or it is a regular run with a honest
peer P . What is crucial to note is that protocol Σ0 (and any SK-secure protocol
in the post-specified model) guarantees that if Q completes the session (Q, s)
then its view of the peer’s identity is correct and consistent with the view in the
matching session (e.g., in the above example it is guaranteed that if Q completes
the session, it outputs P as the peer, and only P can compute the key gxy).

4 Proof of Protocol Σ0

4.1 The Statements

We start by formulating the Decisional Diffie-Hellman (DDH) assumption which
is the standard assumption underlying the security of the DH key exchange
against passive attackers. For simplicity, we formulate this assumption for a
specific family of DH groups, but analogous assumptions can be formulated for
other groups (e.g., based on elliptic curves).
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Assumption 2 Let κ be a security parameter. Let p, q be primes, where q is
of length κ bits and q/p−1, and g be of order q in Z∗p . Then the probability
distributions of quintuples
Q0 = {〈p, g, gx, gy, gxy〉 : x, y R← Zq} and Q1 = {〈p, g, gx, gy, gr〉 : x, y, r R← Zq}
are computationally indistinguishable.

In addition to the DDH assumption we will assume the security of the other
underlying cryptographic primitives in the protocol (digital signatures, message
authentication codes, and pseudorandom functions) under the standard security
notions in the cryptographic literature.

Theorem 3. (Main Theorem) Assuming DDH and the security of the under-
lying cryptographic functions sig, mac, prf, the Σ0 protocol is SK-secure in the
post-specified model, as defined in Section 2.

Proving the theorem requires proving the two defining properties of SK-secure
protocols (we use the term Σ0-attacker to denote an SK-attacker working against
the Σ0 protocol):
P1. If two uncorrupted parties IDi and IDr complete matching sessions ((IDi, s,
IDr) and (IDr, s, IDi), respectively) under protocol Σ0 then, except for a negligi-
ble probability, the session key output in these sessions is the same. The proof
of this property can be found in [4].
P2. No efficient Σ0-attacker can distinguish a real response to the test-session
query from a random response with non-negligible advantage. More precisely, if
for a given Σ0-attacker we define:

– Preal(A) = Prob(A outputs 1 when given the real test session key)
– Prand(A) = Prob(A outputs 1 when given a random test session key)

then we need to prove that for any Σ0-attacker A: |Preal(A) − Prand(A)| is
negligible.

4.2 Proof Plan of Property P2

We prove property P2 by showing that if a Σ0-attacker A can win the “real
vs. random” game with significant advantage then we can build an attacker
against one of the underlying cryptographic primitives used in the protocol: the
Diffie-Hellman exchange (DDH assumption), the signature scheme sig, the MAC
scheme mac, or the pseudorandom family prf.

More specifically we will show that from any Σ0-attacker A that succeeds in
distinguishing between a real and a random response to the test-session query
we can build a DDH distinguisher D that distinguishes triples gx, gy, gxy from
random triples gx, gy, gr with the same success advantage as A, or there is an
algorithm (that we can construct explicitly) that breaks one of the other un-
derlying cryptographic primitives. This distinguisher D gets as input a triple
(gx, gy, z) where z is either gxy or gr for r R← Zq. D starts by simulating a run
of A on a virtual instantiation of protocol Σ0 and uses the values gx and gy
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from the input triple as the DH exponents in the start and response message of
one randomly chosen session, say s0, initiated by A in this run of protocol Σ0.
The idea is that if A happens to choose this session s0 (or the corresponding
responder’s session) as its test session then D can provide A with z as the re-
sponse to the test-session query. In this case, if A outputs that the response was
real then D will decide that z = gxy, otherwise D will decide that z is random.
One difficulty here is that since D actually changes the regular behavior of the
parties in session s0 (e.g. it uses the value z to derive the key k1 used in the
mac function) then we still have to show that D has a good probability to guess
the right test session, and that the original ability of A to distinguish between
“real” and “random” is not significantly reduced by the simulation changes.
Proving this involves showing several properties of the protocol that relate to
the authentication elements such as signatures and MAC.

In order to specify the distinguisher D we need to define the above simula-
tion process and the exact rules on how to choose session s0 and how to change
the behavior of the parties to that session. In order to facilitate our analysis
we will actually define a sequence of several simulators which differ from each
other by the way they choose the keys (k0 and k1) used in the processing of the
s0 session. Each of these simulators will define a probability distribution on the
runs of attacker A. At one end of the sequence of simulators will be one that cor-
responds to a “real” run of A while at the other end the simulation corresponds
to a “random” experiment where the session key in session s0 provided to A is
chosen as a random and independent value k0. In between, there will be several
“hybrid” simulators. We will show that either all the distributions generated
by these simulators are computationally indistinguishable, or that a successful
distinguisher against DDH or against the prf family exists. From this we get
a proof that the “real” and “random” simulators at the ends of the sequence
are actually indistinguishable, and from this that the values Prand and Preal
differ by at most a negligible quantity (this negligible difference will depend on
the quantified security of DDH and of the cryptographic functions).
For a full proof of property P2 see [4].
Detailed proof. The detailed proof of properties P1 and P2 (and thus of the
Main Theorem 3) is lengthy and therefore omitted from these proceedings. See
[4] for a complete proof.

5 Variants and Discussions

We consider the security of several variants of the protocol and extensions to its
functionality. In particular, we extend the analysis to the elements found in the
IKE protocols and not included in the basic protocol Σ0.

5.1 Eliminating the Initiator and Responder Tags in Σ0

In protocol Σ0 the initiator and responder include under their signatures and
mac a special tag “0” and “1”, respectively. Here we show that protocol Σ0

′
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defined identically to Σ0 except for the lack of these tags is still secure. (We
stress that the signature modes of IKE do not use these tags; this is one main
reason to provide the analysis here without tags.)
For lack of space the rest of this subsection is omitted from these proceedings
(see [4]).

5.2 Putting the MAC under the Signature

One seemingly significant difference between protocol Σ0 and IKE signature-
mode is that in the latter the mac tag is not sent separately but rather it is
computed under the signature operation. That is, in the response message of
IKE the responder does not send sigr(“1”, s, gx, gy),mack1(“1”, s, IDr), as in
Σ0, but rather sends the value sigr(mack1(s, g

x, gy, IDr)). Similarly, the pair of
signature-mac is replaced in the finish message by the value sigi(mack1(s, g

y, gx,
IDi)). The reason for this inclusion of the mac under the signature in IKE is
twofold: to save the extra space taken by the mac tag and to provide a message
format consistent with other authentication modes of IKE3.

Fortunately, the analysis of the protocol when the mac goes under the sig-
nature is essentially the same as the simplified Σ0 version analyzed before. The
analysis adaptation is straightforward and is based in the following simple fact.

Lemma 1. If sig is a secure signature scheme and mac a secure message au-
thentication function then it is infeasible for an attacker to find different mes-
sages M and M ′ such that for a randomly chosen secret mac-key k1 the attacker
can compute sig(mack1(M

′)) even after seeing sig(mack1(M)).

Indeed, if the attacker can do that then either mack1(M
′) �= mack1(M) with sig-

nificant probability and this results in a signature forgery strategy, or mack1(M
′)

= mack1(M) with significant probability in which case the attacker has a strat-
egy to break the mac. (Note that the attacker cannot choose k1; if it could, the
lemma would not hold.)

This lemma implies that all the arguments in our proofs of Section 4 that use
the unforgeability of signatures remain valid in this case. More precisely, they are
extended through the above lemma to claim that if an attack is successful then
either the signature scheme or the mac are broken (the cases where the weakness
comes from the insecurity of either the prf family or the DDH assumption are
treated identically as in the proof of Σ0).
IKE’s aggressive mode. With the above changes, in which the mac is in-
cluded under the signature and the “0”/“1” tags are not included, Σ0 becomes
basically the so called “aggressive mode of signature authentication” which is
one of the two IKE’s protocols based on authentication via digital signatures.
One additional difference is that the IKE protocol uses the function prf itself
3 For example, the IKE mode where authentication is provided by a pre-shared key

is obtained from the signature mode by using the same mac expression but without
applying the signature on it (in this case the mac key is derived from the pre-shared
key).
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to implement the mac function. Since a pseudorandom family is always a secure
MAC then this implementation preserves security (in this case the key to the
prf is gxy itself as in the other uses of this function in the protocol; the protocol
also makes sure that the input to prf when used as MAC is different that the
inputs used for key derivation).

5.3 Encrypting the Identities

Here we consider the augmentation of Σ0 for providing identity concealment
over the network. We present the main ideas behind our treatment, and omit
much of the formal and technical issues.

We start by considering the following variant of protocol Σ0. Before trans-
mitting the response message, the responder computes a key k2 = prfgxy (2) and
encrypts under key k2 the response message excluding s and gy. That is, the re-
sponse message is changed to s, gy,enck2(IDr, sigr(“1”, s, gx, gy),mack1(“1”, s,
IDr)) where enc is a symmetric-key encryption algorithm. Upon receiving the
response message the initiator computes the key k2 as above, decrypts the in-
coming message with this key, and then follows with the regular verification
operations of Σ0. If successful, it prepares the finish message as in Σ0 but sends
it encrypted under enck2 (only s is sent in the clear). Upon reception of this
message the responder decrypts it and follows with the regular operations of Σ0.

The main goal of this use of encryption is to protect the identities of the
peers from disclosure over the network (at least in cases that these identities are
not uniquely derivable from the visible (say, IP) address from which communi-
cation takes place). We first argue that the addition of encryption preserves the
SK-security of the protocol. Then we claim that the encryption provides seman-
tic security of the encrypted information. For the response message semantic
security is provided against passive attackers only (indeed, at the point that this
encryption is applied by IDr, the initiator has not yet authenticated to IDr so
this encryption can be decrypted by whoever chose the DH exponent gx). For
information encrypted in the finish message we can provide a stronger guarantee
of security, namely, semantic security also against active attackers.

We start by claiming that the modified Σ0 protocol with encryption as de-
scribed above satisfies Theorem 3. The basic idea is that if we were encrypting
under a random key independent from the Diffie-Hellman exchange then the se-
curity of the protocol would be preserved (in particular, since the attacker itself
can simulate such an independent encryption on top of Σ0). However, since we
are using an encryption key that is derived from gxy then we need to show that if
the encryption helps the attacker in breaking the SK-security of (the encrypted)
Σ0 then we can use this attacker to distinguish gxy from a random value. Tech-
nically, this requires an adaptation of the proof of Theorem 3 (see [4] for more
details).

In order to show secrecy protection against a passive attacker (note that a
passive attacker means an eavesdropper in the network that does not collaborate
with the SK-attacker which is active by definition) we consider a run of the
protocol where k2 is chosen randomly. In this case semantic security against a
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passive attacker follows from the assumption that the encryption function (under
a random secret key) is semantically secure against chosen plaintext attacks.
Accounting for the fact that k2 is actually derived from gxy requires an argument
similar to the “hybrid simulators” technique in the proof of Theorem 3 (see [4]).

In the case of the finish message, the security guarantee is stronger and the
secrecy protection can stand active attackers too (assuming a suitable encryption
function secure against active attacks [5,17]). We can show that for any complete
session (IDi, s, IDr) that is not exposed by the attacker (i.e., neither this session
or its matching session are corrupted), breaking the semantic security of the
information transmitted under enck2 in the finish message of session (IDi, s)
implies a distinguishing test between k2 and a random (encryption) key. This in
turn can be used to build an attack against the SK-security of the protocol or
against one of its underlying cryptographic primitives.

5.4 A Four Message Variant: IKE Main Mode

Here we study a four-message variant of the Σ0 protocol. The interest in this
protocol is two-fold: on one hand, if encryption is added to it (as discussed be-
low) it allows concealing the responder’s identity from active attackers and the
initiator’s identity from passive attacks. This is in contrast to Σ0 where the
strong active protection is provided to the initiator’s identity (see Section 5.3).
The other source of interest for this protocol is that it actually represents the
core cryptographic skeleton of the so called “main mode with signature authen-
tication” in IKE (which is one of the two signature-based protocols in IKE – see
Section 5.2 for a discussion of the other IKE variant).

The four-message protocol, denoted Σ1, is similar to Σ0 except that the
responder delays its authentication (via sigr) to a fourth message.

I→R: s, gx

R→I: s, gy

I→R: s, IDi, sigi(“0”, s, gy, gx),mack1(“0”, s, IDi)
R→I: s, IDr, sigr(“1”, s, gx, gy),mack1(“1”, s, IDr)

The security analysis of Σ1 is similar to that of Σ0 as presented in Section 4.
It follows the same basic logic and structure of that proof but it requires some
changes due to the addition of the fourth message and the fact that the responder
authenticates after the initiator. The adaptation, however, of the previous proof
to this new protocol is mostly straightforward. The details are omitted. One
important point to note is that in this case (as opposed to Σ0 – see Section 5.1)
the use of the tags “0” and “1” is essential for security; at least if one regards
reflection attacks (where the attacker impersonates the initiator of the exchange
as responder by just replying to each of the initiator’s messages with exactly the
same message) as a real security threat (see discussion below).

Providing identity concealment in Σ1 is possible via the encryption of the last
two messages of the protocol (under a key k2 = prfgxy (2) as in Section 5.3). In
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this case, the identity IDr is protected against active attacks, while IDi against
passive attackers.
IKE’s main mode. Protocol Σ1 with the mac included under the signature
(as in Section 5.2), with encryption of the last two messages (not including the
session-id s), and without the “0”, “1” tags is essentially the “main mode signa-
ture authentication” in IKE. (There are some other secondary differences such
as: (i) the session id s equals a pair s1, s2, where s1, s2 are “cookies” exchanged
between the parties in two additional messages preceding the above four-message
exchange, and (ii) the MAC function is implemented using prfgxy ). Our analysis
here applies to this IKE protocol except for the fact that IKE does not use the
“0”, “1” tags and thus it is open to reflection attacks. We note that without the
use of these tags the protocol can be proven secure in our model if exchanges
from a party with itself are considered invalid, or if the initiator verifies, for
example, that the incoming DH exponent in the second message differs from the
one sent in the initial message. From a practical point of view, these potential
reflection attacks have been regarded as no real threats in the context of IKE;
in particular based on other details of the IKE specification, such as the way
encryption is specified, that make these attacks unrealistic. Yet, the addition of
tags as in Σ1 would have been advisable to close these “design holes” even if
currently considered as theoretical threats only.
Note: In case that the MAC goes under the signature (as in IKE and in Sec-
tion 5.2) then the “0”, “1” tags can go under the MAC only. Moreover, in this
case one can dispense of these tags and use instead different (and computation-
ally independent) keys k1 and k′1 to key the MAC going from IDi to IDr and
from IDr to IDi, respectively.

5.5 Not Signing the Peer’s DH Exponent

The protocols as presented before take care of signing each party’s own DH ex-
ponent as well as the peer’s DH exponent. While the former is strictly necessary
for security (against “man in the middle” attacks), the later is not essential and
is used mainly for simplifying the proofs. If the peer’s exponent is not included
under the signature then the proofs become more involved since the essential
binding between gx and gy cannot be argued directly but via a binding of these
exponents to the session id.
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Abstract. The Guillou-Quisquater (GQ) and Schnorr identification
schemes are amongst the most efficient and best-known Fiat-Shamir
follow-ons, but the question of whether they can be proven secure against
impersonation under active attack has remained open. This paper pro-
vides such a proof for GQ based on the assumed security of RSA under
one more inversion, an extension of the usual one-wayness assumption
that was introduced in [5]. It also provides such a proof for the Schnorr
scheme based on a corresponding discrete-log related assumption. These
are the first security proofs for these schemes under assumptions related
to the underlying one-way functions. Both results extend to establish
security against impersonation under concurrent attack.

1 Introduction

The Guillou-Quisquater (GQ) [20] and Schnorr [26] identification schemes are
amongst the most efficient and best known Fiat-Shamir [16] follow-ons, but the
question of whether they can be proved secure against impersonation under
active attack has remained open. This paper addresses this question, as well as
its extension to even stronger attacks, namely concurrent ones. We begin with
some background.

1.1 Identification Schemes and Their Security

An identification (ID) scheme enables a prover holding a secret key to identify
itself to a verifier holding the corresponding public key. Fiat and Shamir (FS)
[16] showed how the use of zero-knowledge techniques [19] in this area could lead
to efficient schemes, paving the road for numerous successors including [20,26],
which are comparable to FS in computational cost but have much smaller key
sizes.

The accepted framework for security notions for identification schemes is that
of Feige, Fiat and Shamir [14]. As usual, one considers adversary goals as well as
adversary capabilities, or attacks. The adversary goal is impersonation: playing
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the role of prover but denied the secret key, it should have negligible probability
of making the verifier accept. Towards this goal, one can allow it various attacks
on the honest, secret-key equipped prover which, as per [14], take place and
complete before the impersonation attempt. The weakest reasonable attack is a
passive attack, in which the adversary obtains transcripts of interactions between
the prover and verifier. However, the attack suggested by [14] as defining the
main notion of security is an active attack in which the adversary plays the
role of cheating verifier, interacting with the prover numerous times before the
impersonation attempt.

Security against impersonation under active attack has been the classical
goal of identification schemes. However, interest has been growing in stronger
attacks, namely concurrent ones. Here, the adversary would still play the role of
cheating verifier prior to impersonation, but could interact with many different
prover “clones” concurrently. The clones all have the same secret key but are
initialized with independent coins and maintain their own state. Security against
impersonation under concurrent attack implies security against impersonation
under active attack.

Analyses often approach the establishment of security against impersonation
via consideration of whether or not the protocol is a proof of knowledge, honest-
verifier zero knowledge, witness indistinguishable [15] and so on. These auxiliary
properties are important and useful tools, but not the end goal, which remains
establishing security against impersonation.

1.2 The GQ Scheme and Our Results about It

GQ is RSA based. The prover’s public key is (N, e,X), where N is an RSA
modulus, e is a prime RSA exponent, and X ≡ xe (mod N) where x ∈ Z∗N is the
prover’s secret key. As typical for practical ID schemes, the protocol, depicted
in Figure 2, has three moves: the prover sends a “commitment,” the verifier
sends a random challenge, the prover sends a “response,” and the verifier then
accepts or rejects. The protocol is honest-verifier zero knowledge and a proof of
knowledge of x [20], and it follows easily that it is secure against impersonation
under passive attack, assuming RSA is one-way.

The main question is whether the protocol is secure against impersonation
under active attack. No attack has been found. However, no proof of security has
been provided either. Furthermore, it is difficult to imagine such a proof being
based solely on the assumption that RSA is one-way. (The prover response is
the RSA inverse of a point that is a function of the verifier challenge, giving a
cheating verifier some sort of limited chosen-ciphertext attack capability, some-
thing one-wayness does not consider.) In other words, the protocol seems to be
secure against impersonation under active attack, but due to properties of RSA
that go beyond mere one-wayness.

The research community is well aware that RSA has important strengths
beyond one-wayness, and have captured some of them with novel assumptions.
Examples include the strong RSA assumption, introduced in [17,2] and exploited
in [18,13]; the dependent-RSA assumptions [24]; and the assumption of security
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under one more inversion [5]. The intent, or hope, of introducing such assump-
tions is that they underlie not one but numerous uses or protocols. Thus our
approach is to attempt to build on this existing experience, and prove security
based on one of these assumptions.

We prove that the GQ identification scheme is secure against impersonation,
under both active and concurrent attacks, under the assumption that RSA is se-
cure under one more inversion. The precise statement of the result is Corollary 1.
Let us now explain the assumption.

Security of RSA under one more inversion, as introduced in [5], considers
an adversary given input an RSA public key N, e, and access to two oracles.
The challenge oracle takes no inputs and returns a random target point in Z∗N ,
chosen anew each time the oracle is invoked. The inversion oracle given y ∈
Z∗N returns yd mod N , where d is the decryption exponent corresponding to e.
The assumption states that it is computationally infeasible for the adversary
to output correct inverses of all the target points if the number of queries it
makes to its inversion oracle is strictly less than the number of queries it makes
to its challenge oracle. (When the adversary makes one challenge query and no
inversion queries, this is the standard one-wayness assumption, which is why
security under one more inversion is considered an extension of the standard
one-wayness assumption.) This assumption was used in [5] to prove the security
of Chaum’s RSA-based blind-signature scheme [12] in the random oracle model.
(Our results, however, do not involve random oracles.) It was also used in [6] to
prove the security of an RSA-based transitive signature scheme due to [21].

Our result is based on a relatively novel and strong assumption that should be
treated with caution. But the result still has value. It reduces the security of the
GQ identification scheme to a question which is solely about the security of the
RSA function. Cryptanalysts need no longer attempt to attack the identification
scheme, but can instead concentrate on a simply stated assumption about RSA,
freeing themselves from the details of the identification model. Furthermore, our
result helps clarify and unify the global picture of protocol security by showing
that the properties of RSA underlying the security of the GQ identification
scheme and Chaum’s RSA-based blind-signature scheme are the same. Thus
our result brings the benefit we usually expect with a proof of security, namely
reduction of the security of many cryptographic problems to a single number-
theoretic problem. Finally, a proof under a stronger than standard assumption
is better than no proof at all in the context of a problem whose provable security
has remained an open question for more than ten years.

1.3 The Schnorr Scheme and Our Results about It

The Schnorr identification scheme is discrete logarithm based. The prover’s pub-
lic key is (g,X), where g is a generator of a suitable prime-order group and
X = gx where x is the prover’s secret key. The protocol, having the usual three-
move format, is depicted in Figure 4. Again the protocol is honest-verifier zero
knowledge and a proof of knowledge of x [26], and it follows easily that it is
secure against impersonation under passive attack, assuming hardness of com-
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putation of discrete logarithms in the underlying group. (That is, one-wayness
of the discrete exponentiation function.) As with GQ, the scheme appears to be
secure against impersonation under active attack in the sense that no attacks
are known, but proving security has remained open.

We prove that the Schnorr scheme is secure against impersonation, under
both active and concurrent attacks, under the assumption that discrete expo-
nentiation is secure under one more inversion in the underlying group. The pre-
cise statement of the result is Corollary 2. The assumption, also introduced in
[5], is the natural analogue of the one we used for RSA. The adversary gets
input the generator g. Its challenge oracle returns a random group element, and
its inversion oracle computes discrete logarithms relative to g. The assumption
states that it is computationally infeasible for the adversary to output correct
discrete logarithms of all the target points if the number of queries it makes to
its inversion oracle is strictly less than the number of queries it makes to its
challenge oracle. (When the adversary makes one challenge query and no inver-
sion queries, this is the standard discrete logarithm assumption, meaning the
standard assumption of one-wayness of the discrete exponentiation function.)

The benefits of this result are analogous to those for GQ. Although the
assumption is relatively novel and strong, our result reduces the security of the
Schnorr identification scheme to a question about the hardness of a number-
theoretic problem, thereby freeing a cryptanalyst from consideration of attacks
related to the identification problem itself.

1.4 Discussion and Related Work

Within the large class of FS follow-on identification schemes, proven security
properties vary. Some like GQ and Schnorr did not have proofs of security against
active or concurrent attacks. However, the FS scheme itself can be proven secure
against impersonation under active and concurrent attacks assuming factoring is
hard by exploiting its witness-indistinguishability (WI) and proof-of-knowledge
(POK) properties. Okamoto’s discrete logarithm based scheme [22] is also WI
and a POK, and can thus be proven secure against impersonation under active
and concurrent attacks, assuming hardness of the discrete logarithm problem.
Similar results hold for other schemes having the WI and POK properties. How-
ever, GQ and Schnorr are not WI, since there is only one secret key corresponding
to a given public key, so these techniques do not work for them. On the other
hand, they are preferable in terms of cost. Both have smaller key size than FS,
and Schnorr is more efficient than Okamoto.

The so-called 2m-th root identification scheme can be viewed as the analogue
of the GQ scheme with the RSA encryption exponent e replaced by a power of
two, or as a special case of the Ong-Schnorr scheme [23]. This has been proven
secure against impersonation under active attack assuming factoring is hard
[28,27]. As far as we know, its security against impersonation under concurrent
attack is an open question.

The signature schemes obtained from the GQ and Schnorr identification
schemes via the Fiat-Shamir transform are already known to be provably-secure
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in the random oracle model assuming, respectively, the one-wayness of RSA and
the hardness of the discrete logarithm problem [25], yet the security of the ID
schemes against impersonation under active attack has remained open. This is
not a contradiction, since the security of the signature scheme in the random or-
acle model relies on relatively weak security properties of the ID scheme, namely
the security of the latter against impersonation under passive attack [1].

Reset attacks (where the cheating verifier can reset the internal state of
prover clones with which it interacts [10,3]) are not considered here since GQ
and Schnorr, as with all proof-of-knowledge based schemes, are insecure against
these attacks.

2 Definitions

The empty string is denoted ε. If x is a string then |x| denotes its length, and if
S is a set then |S| denotes its size.

ID schemes. An identification (ID) scheme ID = (K, P, V ) is a triple of ran-
domized algorithms. On input security parameter k ∈ N, the poly(k)-time key-
generation algorithm K returns a pair consisting of a public key pk and a match-
ing secret key sk. P and V are polynomial-time algorithms that implement the
prover and verifier, respectively. We require the natural correctness condition,
namely that the boolean decision produced by V , in the interaction in which P
has input pk, sk and V has input pk, is one with probability one. This proba-
bility is over the coin tosses of both parties. We assume that the first and last
moves in the interaction always belong to the prover.

The following security notion uses the basic two-phase framework of [14] in
which, in a first phase, the adversary attacks the secret-key equipped P , and
then, in a second phase, plays the role of cheating prover, trying to make V
accept. We define and prove security only for impersonation under concurrent
attack, since the usual (serial) active attack [14] is a special case of a concurrent
attack.

Impersonation under concurrent attack. An imp-ca adversary A =
(V̂ , P̂ ) is a pair of randomized polynomial-time algorithms, the cheating ver-
ifier and cheating prover, respectively. We consider a game having two phases.
In the first phase, K is run on input k to produce (pk, sk), a random tape is cho-
sen for V̂ and it is given input pk. It then interacts concurrently with different
clones of prover P , all clones having independent random tapes and being ini-
tialized with pk, sk. Specifically, we view P as a function that takes an incoming
message and current state and returns an outgoing message and updated state.
Cheating verifier V̂ can issue a request of the form (ε, i). As a result, a fresh
random tape Ri is chosen, the initial state St i of clone i is set to (pk, sk, Ri),
the operation (Mout,St i) ← P (ε;St i) is executed, Mout is returned to V̂ , and
the updated St i is saved as the new state of clone i. Subsequently, V̂ can issue a
request of the form (M, i), in which case message M is sent to clone i, who com-
putes (Mout,St i)← P (M ;St i), returns Mout to V̂ , and saves the updated state
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St i. These requests of V̂ can be arbitrarily interleaved. Eventually, V̂ outputs
some state information St and stops, ending the first phase. In the second phase
of the game, the cheating prover P̂ is initialized with St , verifier V is initialized
with pk and freshly chosen coins, and P̂ and V interact. We say that adversary
A wins if V accepts in this interaction, and the imp-ca advantage of A, denoted

Advimp-ca
ID,A (k)

is the probability that A wins, taken over the coins of K, the coins of V̂ , the coins
of the prover clones, and the coins of V . (There is no need to give P̂ separate
coins, or even pk, since it can get them from V̂ via St .) We say that ID is secure
against impersonation under concurrent attack (IMP-CA secure) if the function

Advimp-ca
ID,A (·)

is negligible for all imp-ca adversaries A of time complexity polynomial in the
security parameter k.

We adopt the convention that the time complexity of imp-ca adversary A does
not include the time taken by the prover clones and the verifier to compute replies
to the adversary’s requests. Rather we view these as oracles, each returning
replies in unit time. Barring this, the time complexity of A is the execution time
of the entire two-phase game, including the time taken for key generation and
initializations. This convention simplifies concrete security considerations.

An active attack [14] is captured by considering cheating verifiers that in-
teract serially, one by one, with prover clones. (This means the cheating verifier
initializes a clone and finishes interacting with it before starting up another one.)

Comments. We clarify that we stay within the two-phase framework of [14]
even while considering concurrent attacks, in the sense that the first phase (in
which the adversary mounts a concurrent attack on the secret-key equipped P )
is assumed to be completed before the start of the second phase (in which the
adversary plays the role of cheating prover and tries to make V accept). This
reflects applications such as smart card based identification for ATMs [14]. For
identification over the Internet, it is more suitable to consider adversaries that
can interact with the prover or prover clones even while they are interacting
with the verifier in an attempt to make the latter accept. With this, one moves
into the domain of authenticated key-exchange protocols which is definitionally
more complex (see for example [9,8,29,11]) and where identification without an
associated exchange of a session-key is of little practical value.

3 Reset Lemma

We refer to a three-move protocol of the form depicted in Figure 1 as canoni-
cal. The prover’s first message is called its commitment. The verifier selects a
challenge uniformly at random from a set ChSetv associated to its input v, and,
upon receiving a response Rsp from the prover, applies a deterministic decision
predicate DECv(Cmt,Ch,Rsp) to compute a boolean decision. The verifier is
said to be represented by the pair (ChSet,DEC) which, given the verifier input
v, defines the challenge set and decision predicate.
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Prover Q Verifier

Initial State St = (q, R)

(Cmt,St)← Q(ε; St)
Cmt �

Ch R← ChSetv

Ch�
(Rsp,St)← Q(Ch; St)

Rsp �
d← DECv(Cmt,Ch,Rsp)

Fig. 1. A canonical protocol. Prover Q has input q and random tape R, and main-
tains state St . The verifier has input v and returns boolean decision d.

A prover is identified with a function Q that given an incoming message Min
(this is ε when the prover is initiating the protocol) and its current state St ,
returns an outgoing message Mout and an updated state. The initial state of the
prover is (q,R), where q is an input for the prover and R is a random tape.

The following lemma, which we call the Reset Lemma, upper bounds the
probability that a (cheating) prover Q can convince the verifier to accept as
a function of the probability that a certain experiment based on resetting the
prover yields two accepting conversation transcripts. We will use this lemma in
our proofs of security of the GQ and the Schnorr schemes at the time of exploiting
their proof-of-knowledge properties. In the past such analyses were based on the
techniques of [14] who considered certain “execution trees” corresponding to the
interaction, and their “heavy nodes.” The Reset Lemma provides a slightly better
bound, has a simple proof, and is general enough to be applicable in numerous
settings, saving the need to apply the techniques of [14] from scratch in each
analysis, and may thus be of independent interest. Note that the lemma makes
no mention of proofs of knowledge; it is just about relating two probabilities.
The formulation and proof of the lemma generalize some analyses in [4].

Lemma 1. (Reset Lemma) Let Q be a prover in a canonical protocol with
a verifier represented by (ChSet,DEC), and let q, v be inputs for the prover
and verifier, respectively. Let acc(q, v) be the probability that the verifier accepts
in its interaction with Q, namely the probability that the following experiment
returns 1:

Choose random tape R for Q ; St ← (q,R) ; (Cmt,St)← Q(ε;St)
Ch R← ChSetv ; (Rsp,St)← Q(Ch;St) ; d← DECv(Cmt,Ch,Rsp)
Return d

Let res(q, v) be the probability that the following reset experiment returns 1:

Choose random tape R for Q ; St ← (q,R) ; (Cmt,St)← Q(ε;St)
Ch1

R← ChSetv ; (Rsp1,St)← Q(Ch1;St) ; d1 ← DECv(Cmt,Ch1,Rsp1)
Ch2

R← ChSetv ; (Rsp2,St)← Q(Ch2;St) ; d2 ← DECv(Cmt,Ch2,Rsp2)
If (d1 = 1 AND d2 = 1 AND Ch1 �= Ch2) then return 1 else return 0
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Then

acc(q, v) ≤ 1
|ChSetv| +

√
res(q, v) .

Proof (Lemma 1). With q, v fixed, let r denote the length of the prover’s random
tape. For R ∈ {0, 1}r let Cmt(q,R) denote Q’s commitment when it has input
q and random tape R, and let Rsp(q,R,Ch) denote the response provided by Q
to verifier challenge Ch ∈ ChSetv when Q has input q and random tape R. We
define functions X,Y: {0, 1}r → [0, 1] as follows. For each R ∈ {0, 1}r we let

X(R) = Pr [ DECv(Cmt(q,R),Ch,Rsp(q,R,Ch)) = 1 ] ,

the probability being over a random choice of Ch from ChSetv. For each R ∈
{0, 1}r we let

Y(R) = Pr


 DECv(Cmt(q,R),Ch1,Rsp(q,R,Ch1)) = 1 and

DECv(Cmt(q,R),Ch2,Rsp(q,R,Ch2)) = 1 and
Ch1 �= Ch2


 ,

the probability being over random and independent choices of Ch1 and Ch2
from ChSetv. A conditioning argument shows that for any R ∈ {0, 1}r

Y(R) ≥ X(R) ·
[
X(R)− 1

|ChSetv|
]
.

We view X,Y as random variables over the sample space {0, 1}r of coins of Q.
Then letting p = 1/|ChSetv| and using the above we have

res(q, v) = E [Y]

≥ E [X · (X− p)]
= E

[
X2]− p ·E [X]

≥ E [X]2 − p ·E [X]

= acc(q, v)2 − p · acc(q, v) .

In the fourth line above, we used Jensen’s inequality1 applied to the convex
function f(x) = x2. Using the above we have(

acc(q, v)− p

2

)2
= acc(q, v)2 − p · acc(q, v) +

p2

4
≤ res(q, v) +

p2

4
.

Taking the square-root of both sides of the above, and using the fact that√
a+ b ≤ √a+

√
b for all real numbers a, b ≥ 0, we get

acc(q, v)− p

2
≤
√

res(q, v) +
p2

4
≤
√

res(q, v) +

√
p2

4
=
√

res(q, v) +
p

2
.

Re-arranging terms gives us the desired conclusion.

1 Jensen’s inequality states that if f is a convex function and X is a random variable,
then E [ f(X) ] ≥ f(E [X]).
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Algorithm K(k)

(N, e, d)← Krsa(k)

x
R← Z

∗
N

X ← xe mod N

pk ← (N, e, X)
sk ← (N, x)
Return (pk, sk)

Prover P Verifier V

y
R← Z

∗
N

Y ← ye mod N
Y �

c
R← {0, 1}l(k)

c�
z ← yxc mod N

z �
If ze ≡ Y Xc (mod N)
then d← 1 else d← 0

Fig. 2. GQ identification scheme. Prover P has input pk = (N, e, X) and sk =
(N, x). Verifier V has input pk.

4 Security of GQ under Concurrent Attack

A randomized, poly(k)-time algorithm Krsa is said to be a prime-exponent RSA
key generator if on input security parameter k ∈ N, its output is a triple (N, e, d)
where N is the product of two distinct primes, 2k−1 ≤ N < 2k (N is k bits long),
e < ϕ(N) is an odd prime, gcd(d, ϕ(N)) = 1, and ed ≡ 1 (mod ϕ(N)). We do
not pin down any specific such generator. Rather it is a parameter of the GQ
identification scheme, and security is proved based on an assumption about it.

GQ identification scheme. Let Krsa be a prime-exponent RSA key genera-
tor and let l: N → N be a polynomial-time computable, polynomially-bounded
function such that 2l(k) < e for any e output by Krsa on input k. The GQ
identification scheme associated to Krsa and challenge length l is the ID scheme
whose constituent algorithms are depicted in Figure 2. The prover’s commit-
ment is a random element Y ∈ Z∗N . For any verifier input pk = (N, e,X),
ChSetpk = {0, 1}l(k). A challenge c ∈ ChSetpk is interpreted in the natural way
as an integer in the set {0, . . . , 2l(k)−1} in the ensuing computations. Due to the
assumption that 2l(k) < e, the challenge is in Ze. The verifier’s decision predicate
DECpk(Y, c, z) evaluates to 1 if and only if z is the RSA-inverse of Y Xc mod N .

RSA assumption. We recall the notion of security under one more inversion
(omi) [5]. An rsa-omi adversary is a randomized, polynomial-time algorithm I
that gets input N, e and has access to two oracles. The first is an RSA-inversion
oracle (·)d mod N that given Y ∈ Z∗N returns Y d mod N . The second is a chal-
lenge oracle that, each time it is invoked (it takes no inputs), returns a random
challenge pointW ∈ Z∗N . The game considered is to run Krsa(k) to getN, e, d and
then run I(N, e) with its oracles. Let W1, . . . ,Wn denote the challenges returned
by I’s challenge oracle. We say that I wins if its output is a sequence of points
w1, . . . , wn ∈ Z∗N satisfying wi ≡W d

i (mod N) —meaning I inverts all the chal-
lenge points— and also the number of queries made by I to its RSA-inversion
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oracle is strictly less than n. The rsa-omi advantage of I, denoted Advrsa-omi
Krsa,I (k),

is the probability that I wins, taken over the coins of Krsa, the coins of I, and
the coins used by the challenge oracle across its invocations. We say that Krsa is
OMI secure if the function Advrsa-omi

Krsa,I (·) is negligible for any rsa-omi adversary
I of time complexity polynomial in k.

We adopt the convention that the time complexity of an rsa-omi adversary
I is the execution time of the entire game, including the time taken for key
generation and one time unit for each reply to an oracle query. (The time taken
by the oracles to compute replies to the adversary’s queries is not included.)

Result. The following theorem shows that the advantage of any imp-ca attacker
against the GQ scheme can be upper bounded via the advantage of a related
rsa-omi adversary and a function of the challenge length. The theorem shows
the concrete security of the reduction.

Theorem 1. Let ID = (K, P, V ) be the GQ identification scheme associated to
prime-exponent RSA key generator Krsa and challenge length l. Let A = (V̂ , P̂ )
be an imp-ca adversary of time complexity t(·) attacking ID. Then there exists
an rsa-omi adversary I attacking Krsa such that for every k

Advimp-ca
ID,A (k) ≤ 2−l(k) +

√
Advrsa-omi

Krsa,I (k) . (1)

Furthermore, the time complexity of I is 2t(k) + O(k4 + (n(k) + 1) · l(k) · k2),
where n(k) is the number of prover clones with which V̂ interacts.

Based on this theorem, which we will prove later, we can easily provide the
following security result for the GQ scheme. In this result, we assume that the
challenge length l is super-logarithmic in the security parameter, which means
that 2−l(·) is negligible. This assumption is necessary, since otherwise the GQ
scheme can be broken merely by guessing the verifier’s challenge.

Corollary 1. If prime-exponent RSA key generator Krsa is OMI secure and
challenge length l satisfies l(k) = ω(log(k)), then the GQ identification scheme
associated to Krsa and l is secure against impersonation under both active and
concurrent attacks.

We proceed to prove Theorem 1.

Proof (Theorem 1). We assume wlog that V̂ never repeats a request. Fix k ∈ N
and let (N, e, d) be an output of Krsa running on input k. Adversary I has access
to an RSA-inversion oracle (·)d mod N and a challenge oracle ON that takes no
inputs and returns a random challenge point W ∈ Z∗N each time it is invoked.
The adversary’s goal is to invert all the challenges returned by ON , while making
fewer queries to its RSA-inversion oracle then the number of such challenges.

A detailed description of the adversary is in Figure 3. It queries its challenge
oracle to obtain a random element W0 ∈ Z∗N and uses it to create a public key
pk for adversary A. It then uses A to achieve its goal by running V̂ and playing
the role of the prover clones to answer its requests. In response to a request (ε, i),
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Adversary I(·)d mod N, ON (N, e)
Make a query to ON and let W0 be the response ; pk ← (N, e, W0)
Choose a random tape R for V̂ ; Initialize V̂ with (pk, R) ; n← 0
Run V̂ answering its requests as follows:

When V̂ issues a request of the form (ε, i) do
n← n + 1 ; Make a query to ON , let Wi be the response
and return Wi to V̂

When V̂ issues a request of the form (c, i), where c ∈ {0, 1}l(k), do
ci ← c ; Make query WiW

ci
0 to (·)d mod N , let zi be the response

and return zi to V̂

Until V̂ outputs state information St and stops
St ← (St , ε) ; (Y,St)← P̂ (ε; St)
Ch1

R← {0, 1}l(k) ; (Rsp1,St)← P̂ (Ch1; St)
If Rspe

1 ≡ Y WCh1
0 (mod N) then d1 ← 1 else d1 ← 0

Ch2
R← {0, 1}l(k) ; (Rsp2,St)← P̂ (Ch2; St)

If Rspe
2 ≡ Y WCh2

0 (mod N) then d2 ← 1 else d2 ← 0
If (d1 = 1 AND d2 = 1 AND Ch1 �= Ch2) then

z ← Rsp1 ·Rsp−1
2 mod N ; (d, a, b)← EGCD(e,Ch1 −Ch2)

w0 ←W a
0 zb mod N ; For i = 1 to n do wi ← ziw

−ci
0 mod N

Return w0, w1, . . . , wn

else Return ⊥

Fig. 3. rsa-omi adversary I for the proof of Theorem 1.

I queries its challenge oracle and returns the answer Wi to V̂ . By the definition
of prover P , from V̂ ’s perspective, this is equivalent to picking a random tape
Ri for prover clone i, initializing clone i with state pk, Ri, computing clone i’s
commitment Wi, and returning the commitment to V̂ . I is not in possession
of the secret key sk = (N,W d

0 mod N) corresponding to pk, which the prover
clones would use to respond to V̂ ’s requests of the form (c, i), where c ∈ {0, 1}l(k),
but it compensates using its access to the RSA-inversion oracle to answer these
requests. Specifically, in response to request (c, i), I makes the query WiW

c
0 to its

inversion oracle and returns the answer zi to V̂ . Since zi = (WiW
c
0 )d mod N =

W d
i (W d

0 )c mod N , this is exactly the response that clone i would return to V̂ .
Hence I simulates the behavior of the prover clones perfectly.

If n(k) is the number of prover clones with which V̂ interacts, when V̂ stops I
has made n(k) queries to its RSA-inversion oracle and it needs to invert n(k)+1
points. I attempts to extract from P̂ , initialized with the output of V̂ , the RSA-
inverse of challenge W0. To do so, it runs P̂ obtaining its commitment, selects
two independent random challenges from {0, 1}l(k), runs P̂ to obtain its response
to each of these challenges (with the same state), and evaluates the verifier’s
decision predicate on P̂ ’s commitment and each challenge-response pair. If the
decision predicate evaluates to 1, meaning P̂ makes the verifier accept, on both
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accounts and the challenges are different, then I extracts the inverse of W0 as
follows. It computes the quotient mod N of the cheating prover’s responses to the
challenges and sets z to this value. We observe that ze ≡ WCh1−Ch2

0 (mod N).
Then I uses the extended Euclid algorithm, EGCD, to compute (d, a, b), where
d = gcd(e,Ch1 − Ch2) and a, b ∈ Z are such that ae + b(Ch1 − Ch2) = d. By
the assumptions that e is prime and 2l(k) < e (which implies Ch1,Ch2 ∈ Ze),
d = 1. Hence ae+ b(Ch1 −Ch2) = 1. Therefore, modulo N we have

W0 ≡ W ae
0 W

b(Ch1−Ch2)
0 ≡ W ae

0 (WCh1−Ch2
0 )b ≡ W ae

0 (ze)b ≡ (W a
0 z

b)e .

This shows that w0 = W a
0 z

b mod N is the RSA-inverse ofW0. For i = 1, . . . , n(k),
I computes the inverse of the i-th challenge point as wi = ziw

−ci
0 mod N . To

prove that this computation yields the desired RSA-inverse, we show that wei ≡
Wi (mod N). Since zi is the inverse of WiW

ci
0 and w0 is the inverse of W0,

wei ≡ (ziw−ci0 )e ≡ zei (w
e
0)
−ci ≡ WiW

ci
0 W

−ci
0 ≡ Wi (mod N) .

If the decision predicate does not evaluate to 1 on both occasions or the chal-
lenges coincide, then I fails. Therefore, I wins if and only if d1 = 1, d2 = 1 and
Ch1 �= Ch2. We proceed to relate the probability of this event with the imp-ca
advantage of adversary A.

We observe that pk has the same distribution as in the two-phase game that
defines a concurrent attack. Since I simulates the environment provided to V̂ in
that game perfectly, V̂ behaves as it does when performing a concurrent attack
against ID, and P̂ is given state information with the same distribution as in
that case. Therefore, the probability that d1 = 1 is exactly Advimp-ca

ID,A (k).
Let acc(St ,pk) denote the probability that d1 = 1 when the public key

created by I is pk and the output of V̂ is St . (This probability is over the choice
of challenge Ch1.) Let res(St ,pk) denote the probability that d1 = 1, d2 = 1 and
Ch1 �= Ch2 when the public key created by I is pk and the output of V̂ is St .
(The probability here is over the choice of challenges Ch1 and Ch2.) Then, if
E [ · ] denotes the expectation of random variable · over the choice of pk and St ,
the probability that d1 = 1 is E [ acc(St ,pk) ], and the probability that I wins
is E [ res(St ,pk) ]. Applying the Reset Lemma to P̂ with input St and verifier V
with input pk, where the latter is implemented by I, we have

acc(St ,pk) ≤ 2−l(k) +
√

res(St ,pk) .

We obtain Equation (1) as follows.

Advimp-ca
ID,A (k) = E [ acc(St ,pk) ]

≤ E
[
2−l(k) +

√
res(St ,pk)

]
= 2−l(k) + E

[√
res(St ,pk)

]
≤ 2−l(k) +

√
E [ res(St ,pk) ]

= 2−l(k) +
√

Advrsa-omi
Krsa,I (k) ,



174 Mihir Bellare and Adriana Palacio

Algorithm K(k)

(q, g)← Kdl(k)

x
R← Zq

X ← gx

pk ← (q, g, X)
sk ← (q, x)
Return (pk, sk)

Prover P Verifier V

y
R← Zq

Y ← gy

Y �
c
R← {0, 1}l(k)

c�
z ← y + cx mod q

z �
If gz = Y Xc

then d← 1 else d← 0

Fig. 4. Schnorr identification scheme. Prover P has input pk = (q, g, X) and
sk = (q, x). Verifier V has input pk.

where the last inequality follows from Jensen’s inequality2 applied to the concave
function f(x) =

√
x .

The proof of the claim about the time complexity of adversary I is in the
full version of this paper [7].

5 Security of Schnorr under Concurrent Attack

A randomized, poly(k)-time algorithm Kdl is said to be a discrete logarithm
parameter generator if given security parameter k ∈ N, it outputs a pair (q, g)
where q is a prime such that q | p − 1 for a prime p with 2k−1 ≤ p < 2k (p is k
bits long), and g is a generator of Gq, a subgroup of Z∗p of order q. As before,
we do not pin down any specific such generator. The generator is a parameter
of the Schnorr scheme, and security is proved based on an assumption about it.

Schnorr identification scheme. Let Kdl be a discrete logarithm parameter
generator and let l: N → N be a polynomial-time computable, polynomially-
bounded function such that 2l(k) < q for any q output by Kdl on input k. The
Schnorr identification scheme associated to Kdl and challenge length l is the
ID scheme whose constituent algorithms are depicted in Figure 4. The prover’s
commitment is a random element Y ∈ Gq. For any verifier input pk = (q, g,X),
ChSetpk = {0, 1}l(k). A challenge c ∈ ChSetpk is interpreted as an integer in
the set {0, . . . , 2l(k) − 1} in the ensuing computations. The assumption that
2l(k) < q implies that the challenge is in Zq. The verifier’s decision predicate
DECpk(Y, c, z) evaluates to 1 if and only if z is the discrete log of Y Xc.

DL assumption. We recall the notion of security under one more discrete loga-
rithm (omdl) [5]. An omdl adversary is a randomized, polynomial-time algorithm
I that gets input q, g and has access to two oracles. The first is a discrete log
2 Jensen’s inequality states that if f is a concave function and X is a random variable,

then E [ f(X) ] ≤ f(E [X]).
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oracle DLogGq,g(·) that given Y ∈ Gq returns y ∈ Zq such that gy = Y . The
second is a challenge oracle that, each time it is invoked, returns a random chal-
lenge point W ∈ Gq. The game considered is to run Kdl(k) to get q, g and then
run I(q, g) with its oracles. Let W1, . . . ,Wn denote the challenges returned by
I’s challenge oracle. We say that I wins if its output is a sequence of points
w1, . . . , wn ∈ Zq satisfying gwi = Wi, and also the number of queries made by I
to its discrete log oracle is strictly less than n. The omdl advantage of I, denoted
Advomdl

Kdl,I
(k), is the probability that I wins, taken over the coins of Kdl, the coins

of I, and the coins used by the challenge oracle across its invocations. We say
that Kdl is OMDL secure if the function Advomdl

Kdl,I
(·) is negligible for any omdl

adversary I of time complexity polynomial in k.
We adopt the same convention regarding time complexity as in the case of

an rsa-omi adversary.

Result. The following theorem guarantees that the advantage of any imp-ca
adversary attacking the Schnorr scheme can be upper bounded via the advantage
of a related omdl adversary and a function of the challenge length.

Theorem 2. Let ID = (K, P, V ) be the Schnorr identification scheme associ-
ated to discrete logarithm parameter generator Kdl and challenge length l. Let
A = (V̂ , P̂ ) be an imp-ca adversary of time complexity t(·) attacking ID. Then
there exists an omdl adversary I attacking Kdl such that for every k

Advimp-ca
ID,A (k) ≤ 2−l(k) +

√
Advomdl

Kdl,I
(k) . (2)

Furthermore, the time complexity of I is 2t(k)+O(k3 +(l(k)+n(k)) ·k2), where
n(k) is the number of prover clones with which V̂ interacts.

The proof of Theorem 2 is in the full version of this paper [7]. This theorem
implies the following security result for the Schnorr scheme.

Corollary 2. If discrete logarithm parameter generator Kdl is OMDL secure
and challenge length l satisfies l(k) = ω(log(k)), then the Schnorr identification
scheme associated to Kdl and l is secure against impersonation under both active
and concurrent attacks.

As in the case of the GQ scheme, the assumption that the challenge length l
is super-logarithmic in the security parameter is necessary since otherwise the
Schnorr scheme can be broken by guessing the verifier’s challenge.
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Abstract. Substantial efforts have been spent on characterizing the
round complexity of various cryptographic tasks. In this work we study
the round complexity of secure multiparty computation in the presence
of an active (Byzantine) adversary, assuming the availability of secure
point-to-point channels and a broadcast primitive. It was recently shown
that in this setting three rounds are sufficient for arbitrary secure com-
putation tasks, with a linear security threshold, and two rounds are suf-
ficient for certain nontrivial tasks. This leaves open the question whether
every function can be securely computed in two rounds.
We show that the answer to this question is “no”: even some very simple
functions do not admit secure 2-round protocols (independently of their
communication and time complexity) and thus 3 is the exact round com-
plexity of general secure multiparty computation. Yet, we also present
some positive results by identifying a useful class of functions which
can be securely computed in two rounds. Our results apply both to the
information-theoretic and to the computational notions of security.

Keywords: Secure multiparty computation, round complexity, lower
bounds.

1 Introduction

The race for improving the round complexity of cryptographic protocols appears,
quite miraculously, to never lose its steam1. In this work we study the round com-
plexity of secure multiparty computation. Following the initial plausibility results
in this area [32,21,5,10], considerable efforts have been spent on obtaining round-
efficient protocols [1,4,3,13,22,31,2,8,23,17,26,11,24]. In the multiparty setting, it
was recently shown in [17] that every function can be securely computed in three
rounds (tolerating a constant fraction of malicious players)2 and that for certain
� Most of this work was done while the author was at AT&T Labs—Research.

�� Most of this work was done while the author was at IBM T.J. Watson Research
Center.

1 It is somewhat reassuring to note in this context that the round complexity is
restricted to be a positive integer.

2 This is possible either with unconditional security, efficiently in the branching pro-
gram size of the function being computed, or with computational security, efficiently
in its circuit size.
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nontrivial tasks two rounds suffice. This naturally raises the question whether
every function can be securely computed in two rounds. In the current work
we focus on this question, examining the capabilities and limitations of 2-round
protocols.

The Model. We consider a system of n players, who interact in synchronous
rounds via authenticated secure point-to-point channels and a broadcast
medium3. Interfering with the interaction is an active (Byzantine) adversary,
who may corrupt up to t players (where t is referred to as the security thresh-
old), learn their internal data, and arbitrarily modify their behavior. By default,
we make the standard assumption that the adversary has a rushing capability,
namely in each round it may learn the messages sent at this round by un-
corrupted players to the corrupted players before sending its own messages.
This is the most commonly used model in the general secure multiparty com-
putation literature (e.g., [21,5,10,30,28,12]), and in particular it is the standard
model assumed in the context of constant-round secure multiparty computation
(e.g., [1,4,3,2,23,17]). We will also address the situation in the fully synchronous
setting, where the messages of each round are guaranteed to be simultaneous.
As for other aspects of the model, such as perfect vs. computational security,
and adaptive vs. non-adaptive adversary, they can be set appropriately so as
to achieve the strongest statements for both our positive and negative results.
Section 2 includes a more detailed description of the model and the standard
definition of security in this model.

1.1 Our Results

We obtain both positive and negative results, resolving the main qualitative
questions concerning the possibility of 2-round secure multiparty computation.
Our main results are outlined below.

Positive results. We show that any function whose outputs are determined by
the input of a single player can be securely computed in two rounds with a linear
security threshold, efficiently in its circuit size. In contrast to its appearance, this
function class is neither trivial nor useless. In particular, this result generalizes
the 2-round protocols for verifiable secret-sharing and secure multicast from [17],
implies 2-round distributed zero-knowledge protocols for NP [16], and also has
other applications that we discuss. In addition, we observe that there are also
functions outside this class which admit 2-round protocols.

Negative results. Our main conclusion is that 3 rounds are necessary for
general secure multiparty computation in any “standard” model (i.e., without
3 Broadcast allows each player to send an identical message to all players, without

allowing it to violate the consistency requirement. This primitive can be simulated
using secure point-to-point channels via a Byzantine Agreement protocol [29,25,7,14];
however the cost of such a simulation would exceed the round complexity we con-
sider here. From a more practical point of view, a broadcast medium may be im-
plemented either physically or via semi-trusted external parties, such as Internet
bulletin boards.
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public-key infrastructure or preprocessing and with full fairness requirement; see
below). Specifically, if t ≥ 2 (i.e., at least two players may be corrupted), then
even some very simple functions cannot be securely computed in two rounds, re-
gardless of the number of players, n, and the protocol’s communication and time
complexity. We consider the simple special cases of XORn2 and ANDn

2 (exclusive-
or and conjunction of two input bits, where all n players should learn the out-
put) and show that both functions do not admit 2-round protocols. Interestingly,
these two cases turn out to be quite different from each other, and each proof
represents a distinct type of security concern. Indeed, the impossibility result
in the former case is inherently linked to the adversary’s rushing capability, as
XORn2 (and more generally, any linear function) admits 2-round protocols in the
fully synchronous model. In contrast, the second negative result (for the function
ANDn

2 ) applies also to the fully synchronous model. Naturally, the above two
special cases generalize to larger classes of functions with “similar” properties.
Combining the above negative results with the 3-round upper bound of [17], we
have that 3 is the exact round complexity of general secure multiparty compu-
tation with a linear security threshold.

Extension to more liberal models. We note that the above negative results
can be extended to the common random string model or, more generally, to a
setting where a public string from an arbitrary trusted distribution is given to all
players. However, the results do not apply if we allow either a preprocessing stage
or distribution of correlated random resources by a trusted party prior to the
computation. In fact, in these models two rounds are sufficient for securely com-
puting every function with a linear security threshold. For instance, [18] shows
that two rounds are sufficient for achieving independence (i.e., a simultaneous
broadcast among n players) given a public-key infrastructure. It follows from
our results that some underlying infrastructure is indeed necessary, as otherwise
the corresponding functionality is impossible to compute securely in two rounds.
Our negative results also rely on the fairness requirement of secure computation,
and do not apply if the adversary is allowed to “abort” the computation after
learning its output.

1.2 Related Work

Most relevant to the current work are the works on the round complexity of
secure multiparty computation, cited above. Among those, the only work to
prove lower bounds on the round complexity is [17], where it is proved that perfect
VSS and secure multicast with optimal resilience (t < n/3) require 3 rounds.
However, settling for a slightly smaller security threshold (t < n/4), these tasks
require only two rounds. In contrast, our negative results for 2 rounds apply even
when the number of players n is arbitrarily larger than t, and even for the relaxed
notions of statistical and computational security. We stress though that our
negative results do not apply to more liberal settings of secure computation. For
instance, if the adversary is passive, then two rounds are sufficient for computing
any function with t < n/3; this can be achieved either with computational
security, efficiently in the circuit size [4], or with perfect security, efficiently in the
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branching program size [24]. In the two-party case, 2-round secure computation
is possible either against a passive adversary in the standard model [32,31], or
against an active adversary in the common reference string model, assuming that
only one player has an output [8].

The round complexity of zero-knowledge protocols has been extensively stud-
ied in various settings (e.g., see [20]). However, this line of work is very different
from ours both in the type of task being considered (zero-knowledge vs. general
secure computation) and, more importantly, in the setting. Indeed, our multi-
party setting is more liberal in the sense that it only requires security against
limited collusions of players, and in particular allows to assume that a strict
majority of the players remain uncorrupted.

Various papers deal with the round complexity of implementing Byzantine
Agreement and broadcast using only point-to-point channels (e.g., see [29,14,27]).
While these problems can be viewed as secure computation tasks, they are triv-
ialized in our model since we assume broadcast as a primitive.

Finally, the round complexity of collective coin-flipping (which may also be
viewed as a secure computation task) has been discussed in the full information
model [6]. This model is dual to the Byzantine Agreement one: it allows only
broadcast and no secure point-to-point communication. Similarly to our default
model, the adversary is allowed rushing. We note that the availability of secure
point-to-point channels in our model makes the coin-flipping task more feasible,
and thus negative results from the relevant literature do not apply in our context.

Organization. In Section 2 we present the model and definitions. Section 3
includes our positive results, followed by the lower bounds in Section 4.

2 Model and Definitions

In this section we outline the definition of secure computation, following Canetti’s
definition approach [9], and highlight some details that are important for our
purposes. The following version of the definition is somewhat simplified. In par-
ticular, this simplified version considers a protocol as a stand-alone application
and does not support any kind of composition; however, our positive results (and
obviously the negative results) hold for stronger versions of the definition as well.
We refer the reader to [9,19] for more complete definitions.

Communication model. We consider a network of n processors, denoted
P1, . . . , Pn and referred to as players. Each pair of players is connected via a
private, authenticated point-to-point channel. In addition, all players share a
common broadcast channel, which allows a player to send an identical message
to all other players. In some sense, the broadcast channel can be viewed as a
medium which “commits” the player to a specific value.

Function. A secure computation task is defined by some n-party function f :
({0, 1}∗)n → ({0, 1}∗)n, specifying the desired mapping from the players’ inputs
to their final outputs. While in certain interesting cases the players will have
to reach an agreement on a joint output, the definition allows for each player
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to compute its own output. When referring to a single-output function, it is
assumed by default that all players output its value. One may also consider
randomized functions, which take an additional random input; however, in this
work we focus by default on the deterministic case.

Protocol. Initially, each player Pi holds an input xi, a random input ri, and
a common security parameter k. The players are restricted to (expected) poly-
nomial time in k. The protocol proceeds in rounds, where in each round each
player Pi may send a “private” message to each player Pj (including itself) and
broadcast a “public” message, to be received by all players. The messages Pi
sends in each round may depend on all its inputs (xi, ri and k) and the messages
it received in previous rounds. From now on, we assume without loss of general-
ity that each Pi sends xi, ri, k to itself in the first round, so that the messages it
sends in each subsequent round may be determined from the messages received
in previous rounds. We assume that the protocol terminates after a fixed num-
ber of rounds, and each player locally outputs some function of the messages it
received.

Adversary. We consider an active t-adversary A, where the parameter t is
referred to as the security threshold. The adversary is an efficient interactive
algorithm4, which is initially given the security parameter k and a random in-
put r. Based on these, it may choose a set T of at most t players to corrupt5.
The adversary then starts interacting with a protocol (either a “real” protocol
as above, or an ideal-process protocol to be defined below), where it takes con-
trol of all players in T . In particular, it can read their inputs, random inputs,
and received messages, and it can fully control the messages they send. (In the
weaker setting of passive security, the adversary cannot modify the corrupted
players’ behavior, but only read their information.) We assume by default that
the adversary has a rushing capability: at any round it can first wait to hear all
messages sent by uncorrupted players to players in T , and use these to deter-
mine its own messages. However, we also consider the fully synchronous model,
in which the messages sent by the adversary in each round are independent of
the messages sent by uncorrupted players in the same round. Finally, upon the
protocol’s termination, A outputs some function of its entire view.

Security. Informally, a protocol computing f is said to be t-secure if whatever a
t-adversary can “achieve” by attacking the protocol, it could have also achieved
(by corrupting the same set of players) in an ideal process in which f is evalu-
ated using a trusted party. To formalize this definition, we have to define what
“achieve” means and what the ideal process is. The ideal process for evaluating
the function f is a protocol πf involving the n players and an additional, incor-
ruptible, trusted party TP. The protocol proceeds as follows: (1) each Pi sends
4 It is usually assumed that the adversary is given an “advice” string a, or is alter-

natively modeled by a nonuniform algorithm. In fact, the proofs of our negative
results are formulated in this nonuniform setting, but can be modified to apply in
the uniform one as well.

5 This corresponds to the non-adaptive security model; however, all our results apply
to the stronger adaptive model as well.
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its input xi to TP; (2) TP computes f on the inputs (using its own random input
in the randomized case), and sends to each player its corresponding output. Note
that when an adversary corrupts the ideal process, it can pick the inputs sent by
players in T to TP (possibly, based on their original inputs) and then output an
arbitrary function of all its view (including the outputs it received from TP). To
formally define security, we capture what the adversary “achieves” by a random
variable concatenating the adversary’s output together with the outputs and the
identities of the uncorrupted players. For a protocol π, adversary A, input vector
x, and security parameter k, let execπ,A(k, x) denote the above random variable,
where the randomness is over the random inputs of the uncorrupted players, the
trusted party (if f is randomized), and the adversary. The security of a proto-
col Π (also referred to as a real-life protocol) is defined by comparing the exec
variable of the protocol Π to that of the ideal process πf . Formally:

Definition 1. We say that a protocol Π t-securely computes f if, for any (real-
life) t-adversary A, there exists (an ideal-process) t-adversary A′ such that the
distribution ensembles execΠ,A(k, x) and execπf ,A′(k, x) are indistinguishable.
The security is referred to as perfect, statistical, or computational according to
the notion of indistinguishability being achieved. For instance, in the computa-
tional case it is required that for any family of polynomial-size circuits {Ck}
there exists some negligible function neg, such that for any x,

|Ck(execΠ,A(k, x))− Ck(execπf ,A′(k, x))| ≤ neg(k).

An equivalent form of Definition 1 quantifies over all input distributions X
rather than specific input vectors x, and gives X as an additional input to the
distinguisher Ck. This equivalent form is convenient for proving our negative
results.

Intuitive discussion. Definition 1 asserts that for any real-life t-adversary A
attacking the real protocol there is an ideal-process t-adversary A′ which can
“achieve” in the ideal process as much as A does in the real life. The latter
means that the output produced by A′ together with the inputs and outputs
of uncorrupted players in the ideal process is indistinguishable from the output
(wlog, the entire view) of A concatenated with the inputs and outputs of un-
corrupted players in the real protocol. This concatenation captures both privacy
and correctness requirements. On the one hand, it guarantees that the view of
A does not allow it to gain more information about inputs and outputs of un-
corrupted players than is possible in the ideal process and, on the other hand,
it ensures that the inputs and outputs of the uncorrupted players in the real
protocol be consistent with some correct computation of f in the ideal process.

Additional intuition regarding the definition, including our general paradigm
for proving negative results, is given in Section 4.

3 Positive Results

Which functions are the easiest to compute securely? In this section we obtain a
2-round protocol for every function whose outputs are determined by the input of
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a single player. We stress that this class of secure computation tasks is nontrivial,
and in fact it can be used to implement some important tasks such as VSS
and distributed zero-knowledge. To see that this class is nontrivial, note that
in the multi-output case the protocol has to ensure that all local outputs be
consistent with the same input, and at the same time must hide the players’
outputs from each other. Moreover, even in the single-output case (i.e., where
the same output is learned by all players) it is not enough to let the player
holding the input compute and broadcast the global output; indeed, in this naive
protocol the players may not be able to efficiently verify that the broadcasted
value is consistent with some valid input.

We now show that every function in the above class can be securely computed
in 2 rounds with perfect security and a linear security threshold, efficiently in its
circuit size. To prove our claim, we reduce the task of securely computing such a
function to that of securely computing a related vector of degree-2 polynomials,
and in return show how to compute such a vector in 2 rounds. We start by
describing the latter.

Lemma 1. Let p = (p1, . . . , ps) be a vector of degree-2 multivariate polynomials
in the inputs x = (x1, . . . , xm) over a finite field F , where |F | > n 6. Moreover,
suppose that P1 holds the entire input vector x and that each player gets some
specified subset of the outputs. Then, p(x) admits a perfectly secure 2-round
protocol with a linear security threshold in which the communication and time
complexity are linear in s+m and polynomial in the number of players.

Proof sketch: The protocol proceeds similarly to the 2-round VSS proto-
col from [17]. Here we outline a somewhat simplified version which does not
achieve an optimal security threshold, but suffices for our purposes. For sim-
plicity, assume that s = 1; the general case is handled by parallel repetition. In
the first round, P1 uses the bivariate polynomial secret-sharing of [5] to share
each of its inputs; that is, it chooses a random bivariate polynomial F l(y, z) over
F of degree at most t in each variable under the condition that F l(0, 0) = xl
for l = 1, 2, . . . ,m. It sends to player Pi the polynomials f li (y) = F l(y, i) and
gli(z) = F l(i, z). In parallel, each pair of players privately exchange random pads.
In the second round, each player Pi lets its primary share of xl be sli = f li (0)
(note that if P1 is honest then the points (i, sli) lie on a degree-t polynomial) and
sends, to each player who should receive the output, the value p(s1i , . . . , s

m
i ), i.e.

its share of the output p(x) 7. In parallel, each player Pj broadcasts the value
of each secondary share f li (j) and gli(j) masked with the pad exchanged with
Pj in Round 1. These broadcasts induce an inconsistency graph, each edge of
which represents a conflict between secondary shares of different players that
were supposed to be equal (if P1 and the two relevant players were honest).

6 This assumption on the size of F can be eliminated by the use of extension fields.
7 To guarantee privacy, these values have to be randomized so that they lie on a

random degree-2t polynomial with p(x) as its free coefficient. We ignore this detail,
since it complicates the presentation and is addressed in a standard way by letting
P1 share additional random values.
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We now describe how each player reconstructs the value of p from the n
output shares it received and from the (public) inconsistency graph. Suppose that
n > 6t. The players run a deterministic 2-approximation algorithm for vertex
cover on the inconsistency graph [15]. If it returns a vertex cover of size> 2t
(implying that there is no vertex cover of size t), then it is clear that P1 is
dishonest, and the output is taken to be p(0). Otherwise, let I be the complement
of the vertex cover (which is an independent set in the graph). Note that |I| > 4t,
and so the players in I contain at least 3t+ 1 uncorrupted players whose input
shares were all consistent with some input vector x′ = (x′1, . . . , x

′
m), and thus

their output shares lie on a degree-2t polynomial with free coefficient p(x′).
The output value is computed from the |I| output shares of the players in I by
applying a Reed-Solomon error correction procedure to find the “nearest” degree-
2t polynomial, and taking its free coefficient. Note that if P1 is uncorrupted then,
since the distance of the relevant code is greater than 2t, the correct output will
be computed. Conversely, if I indeed contains more than 4t players, then the
output will be consistent with the value of p on some input x′ defined by the
(consistent) shares of the uncorrupted players in I. ��

Theorem 1. Suppose that f is a deterministic function whose inputs are all
held by a single player. Then, f admits a perfectly secure 2-round protocol with
a linear security threshold, computing f efficiently in its circuit size.

Proof. We prove the theorem for the case of a single-output function represented
by a boolean circuit; a proof for the general case proceeds similarly. We reduce
the secure computation of f to the secure computation of degree-2 polynomials.
Suppose that C is a boolean circuit computing f , and let F be a finite field
where |F | > n. We construct a vector p of degree-2 polynomials over F . The
input variables of p are of three types: (1) variables x, such that xi corresponds
to the i-th input of f ; (2) variables y, such that yi corresponds to the i-th
intermediate wire in C (i.e., excluding input and output wires); (3) variables z,
such that zi corresponds to the i-th output wire of C. The vector p(x, y, z) will
serve to verify that the input values x are valid (i.e., each of these variables is
assigned either 0 or 1), and that the wire labels y, z are consistent with the gates
of C and the inputs x. Specifically, it should hold that p(x, y, z) is the zero vector
if all the above consistency requirements are met, and otherwise it contains at
least one nonzero entry. Note that each atomic consistency requirement can be
verified by a single degree-2 polynomial. For instance, the validity of an input
value xi can be verified by the polynomial xi(1− xi), and the consistency of an
internal NAND gate having input wires i, j and output wire k can be verified by
1− yiyj − yk. Hence, the total length of p is proportional to the size of C.

Now, let p′(x, y, z) = p(x, y, z) ◦ z (where ◦ denotes concatenation). Given a
secure protocol Π for computing p′(x, y, z), a secure protocol for C(x) proceeds
as follows:

– On input x ∈ {0, 1}m, player P1 computes the wire labels y, z, and invokes
Π on inputs x, y, z. Let v ◦ z denote the output of Π (by its security, the
same output must be obtained by all uncorrupted players).
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– Each player computes its output as follows: If v = 0 output z, otherwise
output C(0).

The correctness of this reduction can be sketched as follows. If P1 is honest,
the correct output z = C(x) will clearly be obtained (even in the presence of
an active t-adversary), and no additional information about x will be revealed.
Conversely, for either of the two possibilities for obtaining the output, it must
be consistent with some input x. ��

As a corollary of Theorem 1, it is possible to obtain 2-round distributed zero-
knowledge protocols for NP [16]. Indeed, if R is a polynomial-time predicate
defining an NP-language, P1 can prove that it knows a witness w such that
R(x,w) = 1 by invoking a secure protocol for the function f(x, y) = x ◦R(x, y)
(substituting w for y). Theorem 1 can also be applied for obtaining a wide array
of “certified secret-distribution” schemes, generalizing the VSS primitive. For
instance, let D(s, r) be a (t, n)-secret-sharing scheme (such that Di(s, r) is the
share of the secret s held by Pi), and let R(s) be an efficient predicate testing
whether s satisfies some validity condition. Define a function f whose inputs s, r
are held by P1, and such that Pi’s output is (Di(s, r), R(s)). Then, the secure
computation of f allows P1 to securely distribute his secret s among n players
ensuring consistency of the shares with some valid secret s, which can at a later
stage be reconstructed even in the presence of faulty players. Note that if P1
fails to pick the input r at random, then at most the secrecy of the secret s is
compromised (which anyway cannot be avoided) but not its validity.

We end this section by noting that Theorem 1 does not cover all functions
which admit 2-round protocols. We demonstrate this using the following “de-
generate” example, which in fact requires only one round, but more interesting
examples (requiring 2 rounds) can be obtained.

Example 1. Consider the function f(x1, x2, . . . , xn) = (x1 ⊕ x2,⊥, . . . ,⊥). The
value xi is the input of player Pi, only player P1 should output the exclusive-or
of the bits x1, x2 and other players have no output. Note that the output of f
depends on inputs of two players. Yet, it can be verified that the trivial protocol,
in which P2 sends its input to P1 and the latter computes the correct output, is
t-secure for any threshold t.

In the next section we will show that the above function does not admit a
2-round protocol if all players should output x1 ⊕ x2.

4 Negative Results

In this section we prove impossibility of 2-round secure computation for some
simple specific functions. Since defining the notion of security is a delicate issue,
it is not surprising that negative results may also involve some subtleties. In
particular, one has to account for all possible strategies of the ideal-process
adversary, who is not restricted to any particular behavior pattern. Our general
paradigm for proving negative results is the following. For a given function f and
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a protocol Π, we define a specific real-life adversary A0 which “breaks” Π in the
sense that it has some advantage over any ideal-process adversary A′ attacking
πf . To demonstrate this, we typically define some distribution on the inputs of
uncorrupted players, and then specify some concrete “challenge” which no A′
can meet (in the ideal process) as successfully as A0 by corrupting the same
players as A0 does. For specifying such a challenge, we may use any predicate on
the inputs and outputs of uncorrupted players. For instance, A0 may challenge
A′ to guess the input of a specific uncorrupted player, or to fix the output of
some uncorrupted player to 0. If we show that A0 can significantly outperform
every A′ in meeting such a challenge, then we have shown Π to be insecure.

4.1 The Functions SB and XOR, or: The Power of Rushing

In this section, we prove negative results for simultaneous broadcast (defined
below) and XOR. A common characteristic of these tasks is that they become
easier in the fully synchronous model; thus, in addition to proving the necessity
of 3 rounds, these examples also serve to separate the fully synchronous model
from the standard model.

We start by showing the impossibility of a 2-round simultaneous broadcast
(SB) protocol. This natural task is formally defined by the function SB(x1, x2,
. . . , xn) = x1 ◦ x2, i.e., each player should output the concatenation of the first
two inputs. (We refer to each of the two parts of the global output as an output
entry.) Note that the main security requirement imposed by an SB protocol is
independence: any ideal-process adversary attacking at most one of the first two
players should be unable to induce a non-negligible correlation between the two
output entries. We obtain our impossibility result by describing a strategy which
allows the adversary to break this independence requirement. The high-level idea
is the following. The adversary will corrupt one of the two input holders, say
P2, and some carefully chosen additional player Pj , where j > 2. It will pick its
Round 1 messages in such a way that will allow its action in Round 2 to have a
non-negligible effect on the second output entry (as seen by uncorrupted players).
It will then use its rushing capabilities and the fact that Pj was “honest-looking”
in Round 1 to first learn the first output entry, and then correlate the second
entry with the first one. This will contradict the independence requirement.

We now formalize the above intuition and fill in some missing details. It will
be convenient to use the following notation. By (B,M), where M = (M1, . . . ,
Mn), we denote some joint distribution of messages and broadcast sent by P2 in
Round 1 (where Mi is the message sent to Pi). By (B0,M0) (resp., (B1,M1))
we denote the honest distributions corresponding to the input x2 = 0 (resp.,
x2 = 1). For a distribution (B,M), let qσ(B,M) denote the probability that
the protocol’s second output entry is equal to 1, given that: (1) x1 = σ; (2)
P2’s Round 1 messages and broadcast are distributed according to (B,M);
(3) everyone else follows the protocol (including P2 in Round 2). Finally, let
q(B,M) = (q0(B,M), q1(B,M)). All the above distributions and probabilities
are parameterized by the security parameter k, which will usually be omitted.
We start with the following lemma.
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Lemma 2. The distributions ensembles (B0,M0
1 )(k) and (B1,M1

1 )(k) are com-
putationally indistinguishable.

Proof. Assume towards a contradiction that there is a distinguisher D such that
D always outputs 0 or 1, and |Pr[D(B0,M0

1 , k) = 1]− Pr[D(B1,M1
1 , k) = 1]| >

k−c, for some constant c and infinitely many values of k. We use D to show
that an adversary corrupting P1 can break the independence requirement. The
adversary’s strategy is simple: it waits to hear the broadcast b and message m
received from P2 in Round 1, evaluates D(b,m, k), and uses the result as its
input. Clearly, the correlation induced by the adversary cannot be emulated in
the ideal process (even up to computational indistinguishability). ��

Theorem 2. There is no 2-round (computationally) secure SB protocol, for any
t ≥ 2 and an arbitrarily large number of players n ≥ 3.

Proof. Assume towards a contradiction that a 2-round SB protocol is given.
Consider the following four pairs of probabilities:

Q1 = q(B1,M1
1 ,M

1
2 , . . . ,M

1
n)

Q2 = q(B1,M1
1 , 0, 0, . . . , 0)

Q3 = q(B0,M0
1 , 0, 0, . . . , 0)

Q4 = q(B0,M0
1 ,M

0
2 , . . . ,M

0
n)

By the protocol’s correctness, we must have Q1 ≥ (1 − neg, 1 − neg) and Q4 ≤
(neg, neg), where neg denotes some negligible function in k. Moreover, by Lemma
2, the difference betweenQ2 andQ3 is negligible. Hence, there is a substantial dif-
ference either between Q1 and Q2 or between Q3 and Q4. Assume wlog that the
difference between the first entries of Q1 and Q2 (corresponding to the probabil-
ity q0) is large, say, more than 1/3. By a hybrid argument, there exists i ≥ 2 such
that q0(B1,M1

1 , . . . ,M
1
i , 0, . . . , 0) − q0(B1,M1

1 , . . . ,M
1
i−1, 0, . . . , 0) > 1/(3n). It

follows that one of the two q0 probabilities above must be different by at least
1/(6n) from one of the two corresponding q1 probabilities. Assume, without loss
of generality, that

|q0(B1,M1
1 , . . . ,M

1
i , 0, . . . , 0)− q1(B1,M1

1 , . . . ,M
1
i−1, 0, . . . , 0)| > 1

6n
(1)

(the other cases are similar).
Now, we need to identify two players to complete two tasks in our attack. Yet,

it might be the case that both these tasks can be embodied into a single player.
We need an honest looking player Pj from whose local view we will compute the
correct output, and a second player Pi who can toggle the output of the rest
of the players in the protocol. The index of player Pi is given from Eq. (1). If
i > 2 then this player has acted honestly until now and thus can also be “used”
as the player Pj from which we extract the output. Otherwise, i.e. if i = 2,
then we set Pj = P3, as the player whose view we will examine. An adversary
corrupting P2, Pj can correlate the second output entry with the first as follows.
Its Round 1 messages are distributed according to (B1,M1

1 ,M
1
2 ,M

1
3 , . . . ,M

1
i , 0,
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. . . , 0). In Round 2, it waits to hear the messages from all uncorrupted players,
and then computes the first output entry from the entire view of Pj . Since Pj
was honest so far, the protocol’s correctness guarantees that it learns the correct
output with overwhelming probability8. Let α be the value of the first output
entry computed by Pj . The adversary correlates its output with α by letting Pi,
the toggling player, act as follows. If α = 0, Pi behaves honestly (i.e., uses the
original message M1

i received from P2 in Round 1). Otherwise, it behaves as if
this message was set to 0. It follows from Eq. (1) that the second output entry
will be significantly correlated with the first, contradicting the independence
requirement. ��

Note that the SB function admits a trivial 1-round protocol in the fully
synchronous model; thus in this case coping with a rushing adversary costs two
additional rounds. Another observation is that the requirement t ≥ 2 is essential.
Indeed, the following 5-player protocol computes SB with perfect 1-security in
two rounds: (1) Each of P1, P2 privately sends its input to each of the remaining
3 players; (2) Each of P3, P4, P5 passes the inputs it received to all other players;
Each player outputs the majority of the 3 candidates for each input it received
in Round 2. It is not hard to verify that the above protocol is a 1-secure SB
protocol.

The function XOR. We now turn to the function XOR(x1, x2, . . . , xn) defined
as x1 ⊕ x2. We show, by refining the previous arguments for the SB function,
that this function as well cannot be securely computed in two rounds.

Theorem 3. There is no 2-round (computationally) secure XOR protocol, for
any t ≥ 2 and an arbitrarily large number of players n ≥ 3.

Proof. Similarly to the proof of Theorem 2, the adversary corrupts the player
P2 which, together with an additional player (to be chosen carefully), is used
to violate the properties of the alleged protocol. We also follow some of the
notations used in the proof of Theorem 2. Specifically, by (B,M) we denote
some joint distribution of the broadcast and the private messages (respectively)
sent by P2 in Round 1 of the protocol. By (Bb,M b) (b ∈ {0, 1}) we denote
the honest distribution corresponding to the input x2 = b. Consider a scenario
where P1 chooses its input x1, at random. In such a case, in the ideal process,
the output is totally random (i.e., each value {0, 1} is obtained with probability
of exactly 0.5). On the other hand, we will show a strategy for the adversary to
significantly bias the output (towards one of the output values). As in the proof
of Theorem 2, let q(B,M) be a pair (p0, p1) indicating the probability that the
output of the function (as seen by the good players) is 1 provided that the input
x1 is 0 or 1 (respectively) and that the first round messages of P2 are distributed
as in (B,M). As before, consider the following four pairs:

Q1 = q(B0,M0
1 ,M

0
2 , . . . ,M

0
n)

Q2 = q(B0,M0
1 , 0, . . . , 0)

8 Note that there is no guarantee that the correct output can be inferred from the
view of P2, since P2 has deviated from the protocol in Round 1.
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Q3 = q(B1,M1
1 , 0, . . . , 0)

Q4 = q(B1,M1
1 ,M

1
2 , . . . ,M

1
n)

By the protocol’s correctness, it follows that Q1 = (neg, 1− neg) while Q4 =
(1 − neg, neg). In addition, similarly to Lemma 2, the distributions (B0,M0

1 )
and (B1,M1

1 ) must be indistinguishable (as otherwise P1, by using its rushing
capability in the first round is able to correlate its input x1 with input x2 and
bias the output; this is impossible to achieve in the ideal process). Hence, the
difference between q2, q3 is neg. Consider the L1-distance between two pairs
(p0, p1), (p′0, p

′
1) (defined as |p0−p′0|+|p1−p′1|). It follows that either the distance

between q1 and q2 is at least 1−neg or the distance between q3 and q4 is at least
1− neg. Assume, without loss of generality, that the first is true. We now argue
that, for some i (2 ≤ i < n), the two pairs

(pi0, p
i
1)
�
= q(B0,M0

1 , . . . ,M
0
i , 0, . . . , 0)

and
(pi−1

0 , pi−1
1 )

�
= q(B0,M0

1 , . . . ,M
0
i−1, 0, . . . , 0)

are such that either max{pi0, pi−1
0 } + max{pi1, pi−1

1 } > 1 − neg + 1/(5n) or
min{pi0, pi−1

0 }+ min{pi1, pi−1
1 } < 1− neg − 1/(5n). Otherwise, this in particular

implies that all the points (pi0, p
i
1) are such that 1 − neg − 1/(5n) < pi0 + pi1 <

1 − neg + 1/(rn). This in turn implies that the distance between two adjacent
pairs is smaller than 1/(2n) and the total distance between q1 and q2 is less than
0.5 < 1−neg, contradicting what we know about this distance. Suppose that for
some i we have max{pi0, pi−1

0 }+ max{pi1, pi−1
1 } > 1− neg + 1/(5n); we describe

a strategy for the adversary to bias the output towards 1 (in the other case
there is a dual strategy to bias the output towards 0). Now, the adversary picks
another corrupted player Pj : if i > 2 the adversary uses Pj = Pi; otherwise, if
i = 2 the adversary uses, say, Pj = P3. The adversary lets P2 play in the first
round as in (B0,M0

1 , . . . ,M
0
i , 0, . . . , 0). In the second round, the adversary uses

Pj as a Trojan horse; it lets Pj first get all the second round messages by other
players (rushing) and checks which message from P2 (either M0

i or 0) will cause
Pj to output 1 (the idea being that a difference which is only in the first round
message sent to Pi will only influence the second round message sent by Pi and
no other message). If there is such a message then Pj proceeds as if it got this
message (and since Pj is honest-looking its output is the same as the output of all
good players); otherwise, the adversary picks one of the two messages arbitrarily.
Since x1 is randomly chosen and by the choice of i, the probability of getting
the output 1 is now 0.5 · (max{pi0, pi−1

0 }+ max{pi1, pi−1
1 }) which is significantly

larger than 0.5, as needed. ��

4.2 The Function AND, or: The Advantage of Being Selfish

In this section we consider the function AND(x1, x2, . . . , xn) defined as x1 ∧ x2.
We will show that this function cannot be securely computed in two rounds. This
case differs from the previous ones in that the relevant impossibility result does
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not rely on the adversary’s rushing capability, and thus holds also in the fully
synchronous model. The intuition here is also different. In the previous examples,
we showed that the adversary could violate the correctness of the protocol by
inducing some invalid output distribution. In the current case, we will show that
the real-life adversary can somehow gain an information advantage over its ideal-
process counterpart. This will be achieved by practicing a typical selfish behavior:
the adversary, corrupting P2 and some other player Pj (j > 2), will manage to
collect information about x1 from all uncorrupted players and at the same time
refuse to contribute its own share of information to the community. This will
allow the real-life adversary to obtain a better prediction of the unknown input
than any of the uncorrupted players, which (for the specific case of the AND
function) is impossible to achieve in the ideal process.

Theorem 4. There is no 2-round (computationally) secure AND protocol, for
any t ≥ 2 and an arbitrarily large number of players n ≥ 3, even in the fully
synchronous model.

Proof. Similarly to the previous proofs, the adversary corrupts player P2, which
together with an additional player is used to violate the properties of the alleged
protocol. We also follow some of the previous notation. Specifically, by (B,M)
we denote some joint distribution of the broadcast and the private messages
(respectively) sent by P2 in Round 1 of the protocol. By (Bb,M b) (b ∈ {0, 1})
we denote the honest distribution corresponding to the input x2 = b. Consider
a scenario where P1 chooses its input x1 at random. We now argue that in the
ideal process the best prediction that the adversary has for the value of x1 is
OUT, the output of the good players, whereas we show a real-life adversary that
can guess x1 with significantly better probability than by using this output. For
(B,M) as above, let COR(B,M) denote the correlation of OUT with x1 provided
that the first round messages by P2 are distributed as in (B,M). Namely,

COR(B,M)
�
= |Pr[OUT = 1|x1 = 1, (B,M)]− Pr[OUT = 1|x1 = 0, (B,M)]| .

Consider the following four quantities:
q1 = COR(B0,M0

1 ,M
0
2 , . . . ,M

0
n)

q2 = COR(B0,M0
1 , 0, . . . , 0)

q3 = COR(B1,M1
1 , 0, . . . , 0)

q4 = COR(B1,M1
1 ,M

1
2 , . . . ,M

1
n)

By the protocol’s correctness, it follows that q1 = neg while q4 = 1 − neg. In
addition, similarly to Lemma 2, the distributions (B0,M0

1 ) and (B1,M1
1 ) must

be indistinguishable (otherwise an adversary corrupting, in a passive manner,
the player P1 gets a significantly better than 50% chance of guessing the input
x2 even when the honest players’ output is 0; this is impossible in the ideal
process). Hence, the difference between q2, q3 is neg. It follows that either the
distance between q1 and q2 is at least 0.5− neg or the distance between q3 and
q4 is at least 0.5− neg. Assume, without loss of generality, that the first is true.
Therefore, for some i (2 ≤ i < n) the quantity COR(B0,M0

1 , . . . ,M
0
i , 0, . . . , 0)

is significantly smaller than COR(B0,M0
1 , . . . ,M

0
i+1, 0, . . . , 0) (by at least (1 −
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neg)/(2n)). Now, the adversary picks another corrupted player Pj : if i > 2 the
adversary uses Pj = Pi; otherwise, if i = 2 the adversary uses, say, Pj = P3.
The adversary plays as in the distribution (B0,M0

1 , . . . ,M
0
i , 0, . . . , 0) 9 so as to

guarantee a lower correlation between the output of good players, OUT, and x1;
however, it also uses Pj to compute the output OUT′ of the good players (Pj
behaves like such a player) in case the messages of P2 come from the distribution
(B0,M0

1 , . . . ,M
0
i+1, 0, . . . , 0). This value OUT′ is significantly better correlated

with x1 than the actual output OUT.
Finally, we argue that in the ideal process the adversary has no better pre-

dictor for the value of x1 than OUT. For this, simply consider all the 4 poten-
tial views (x2,OUT) that the adversary may see. The view (0, 1) is impossible;
for both views (1, 0) and (1, 1) we have x1 = OUT. If the view is (0, 0) then
the adversary has no information about x1; in such a case, guessing the value
x1 = OUT is correct with probability 1/2 and is as good as any other way of
guessing. Hence, OUT is an optimal predictor for x1. ��

5 Concluding Remarks

We have answered some of the main qualitative questions concerning the round
complexity of secure multiparty computation in our standard model. In partic-
ular, we have shown that security against an active adversary requires strictly
more interaction than security against a passive adversary, and that general se-
cure computation tasks require more interaction than distributed zero-knowledge
and similar tasks. As a future goal, it remains to find a characterization of secure
computation tasks according to their exact round complexity. This question ap-
pears to be nontrivial, partly due to the difficulty of capturing the exact power
of an adversary attacking an ideal-process implementation of complex functions.
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Abstract. We study the role of connectivity of communication networks
in private computations under information theoretic settings. It will be
shown that some functions can be computed by private protocols even
if the underlying network is 1-connected but not 2-connected. Then we
give a complete characterisation of non-degenerate functions that can be
computed on non-2-connected networks.
Furthermore, a general technique for simulating private protocols on ar-
bitrary networks will be presented. Using this technique every private
protocol can be simulated on arbitrary k-connected networks using only
a small number of additional random bits.
Finally, we give matching lower and upper bounds for the number of
random bits needed to compute the parity function on k-connected net-
works.

1 Introduction

Consider a set of players, each knowing an individual secret. The goal is to
compute a function depending on these secrets such that after the computation
none of the players knows anything about the secrets that cannot be derived from
the result of the function. An example for such a computation is the secret voting
problem. The members of a committee wish to decide whether the majority votes
for yes or for no. But the ballot should be proprietary, i.e. after the vote nobody
should know anything about the opinion of the other committee members or
about the exact number of yes- or no-votes. The only thing known after the
computation is whether the majority votes for yes or for no. To exchange data
we allow that the committee member can talk to each other in private.

More formally, the players exchange messages to compute the value of a func-
tion. But no player should learn anything about the concrete input values of the
other players. Depending on the computational power of the players we distin-
guish between cryptographically secure privacy and privacy in an information
theoretic sense. In the first case we assume that no player is able to recompute
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any information about the input within polynomial time (see e.g. [5,15,21,22]).
In the second case we do not restrict the computational power of the players
(see e.g. [3,6]). Hence, this notion of privacy is much stronger than in the cryp-
tographic setting. In this paper we use the information theoretic approach.

Private computation has been the subject of a considerable amount of re-
search. Traditionally, one investigates the number of rounds and random bits
as complexity measures for private protocols. Chor and Kushilevitz [10] have
studied the number of rounds necessary to compute the sum modulo an in-
teger. This function has also been investigated by Blundo et al. [4] and Chor
et al. [8]. The number of random bits needed to compute the parity function,
i.e. the sum modulo 2, has been examined in [17,19]. Gál and Rosén [14] have
shown that the parity function cannot be computed by any private protocol in
o(log n/ log d) rounds using d random bits. They have also given an almost tight
randomness-round-tradeoff for private computations of arbitrary Boolean func-
tions depending on their sensitivity. Bounds on the maximum number of rounds
needed in the worst-case to compute a function by a private protocol are given
by Bar-Ilan and Beaver [2] and by Kushilevitz [16].

The number of random bits necessary to compute a Boolean function by a
private protocol is closely related to its circuit size. Kushilevitz et al. [18] have
shown that every function that can be computed with linear circuit size can also
be computed by a private protocol with only a constant number of random bits.
Using this result one can show that the majority function can be computed by
a private protocol using a constant number of random bits and simultaneously
a linear number of exchanged bits between players (for the circuit complexity of
majority see e.g. [20]).

So far we have assumed that players do not attempt to cheat. Depending
on the way players attempt to acquire information about the input of the other
players we distinguish between dishonest players and players that can work in
teams (e.g. [3,5,6,12]). The goal in this approach is to investigate the number
of dishonest players or players in a team that are necessary to learn anything
about the input of the remaining players. Chor and Kushilevitz [9] have shown
that Boolean functions with one bit output can be computed with teams either
of size at most

⌊
n−1

2

⌋
or of any size up to n. For extensions, see [7,8].

All papers mentioned above do not restrict the communication capabilities
of the players. In other words, they use complete graphs as underlying communi-
cation networks. However, most realistic parallel architectures have a restricted
connectivity and nodes of bounded degree. Franklin and Yung [13] have been
the first who studied the role of connectivity in private computations. They
have presented a protocol for k-connected bus networks. This protocol can sim-
ulate one communication step of a private protocol that was originally written
for a complete graph. To simulate such a communication step, their protocol
uses O(n) additional random bits.

In this paper we investigate the number of random bits needed to compute
functions by private protocols on k-connected networks. The consideration of k-
connected networks instead of complete networks seems to be quite realistic for
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practical applications. We present a new simulation technique that allows us to
reduce the number of random bits by taking the connectivity of the network into
account. Furthermore, we show that the parity function can be computed by a
private protocol on every k-connected network with

⌈
n−2
k−1

⌉− 1 random bits. On
the other hand, we will present k-connected networks where

⌈
n−2
k−1

⌉− 1 random
bits are necessary.

Furthermore, we investigate networks that are not 2-connected and present
non-trivial functions that can still be computed by private protocols on such
networks. We introduce the notion of a dominated function and prove that a
function can be computed by a private protocol on non-2-connected networks if
and only if the function is dominated. This result can be generalised to the case
where the players can work in teams. Such a computation is not possible if some
of the players are dishonest.

The paper is organised as follows. In the next section we define some notations
and give a formal definition of private computation. In Section 3 we present a new
technique to simulate private protocols on k-connected networks. Furthermore,
we present a simple non-trivial function that can be computed by a private
protocol on a non-2-connected network. In Section 4 we investigate the number
of random bits needed to compute the parity function on arbitrary k-connected
networks. Finally, in Section 5 we investigate non-2-connected networks and
give a structural property that precisely determines whether a function can be
computed on a non-2-connected network.

2 Preliminaries

2.1 Notations

For i, j ∈ IN define [i] := {1, . . . , i} and [i..j] := {i, . . . , j}. Throughout this
paper, we will often use the following string operations. Let x = x[1]x[2] . . . x[n] ∈
{0, 1}n be a string of length n. Then, for I ⊆ [n] and α ∈ {0, 1}|I|, x�I←α is
defined as follows:

z = x�I←α :⇐⇒ ∀i ∈ [n] : z[i] =



x[i] if i �∈ I
α[j] if i ∈ I and i is the jth smallest

element in I .

For sets I1, I2, . . . , Ik ⊆ [n] and strings α1, α2, . . . , αk ∈ {0, 1}∗ with |αi| = |Ii|
we define

x�I1,I2,...,Ik←α1,α2,...,αk := (x�I1←α1) �I2,...,Ik←α2,...,αk .

Let x denote the bitwise negation of x, i.e. ∀i ∈ [n] : x[i] = x[i]. For a function
f : {0, 1}n → {0, 1}, a set of indices I ⊆ [n], and a string α ∈ {0, 1}|I| define
the partially restricted function f�I←α : {0, 1}n−|I| → {0, 1} as the function
obtained from f by assigning the values given by α to the positions in I, i.e.

∀x ∈ {0, 1}n−|I| : f�I←α(x) := f(0n�I,J←α,x) ,
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where J = [n] \ I. Finally, for a string x ∈ {0, 1}n and a set I ⊆ [n] define
x[I] ∈ {0, 1}|I| as follows:

∀j ≤ |I| : (x[I])[j] = x[i] :⇐⇒ i is the jth smallest element in I .

A graph is called k-connected if, after deleting an arbitrary subset of at most
k − 1 nodes, the resulting node-induced graph remains connected.

2.2 Private Computation

We consider the computation of Boolean functions f : {0, 1}n → {0, 1} on a net-
work of n players. In the beginning each player knows a single bit of the input x.
The players can send messages to other players via point-to-point communica-
tion using secure links where the link topology is given by an undirected graph
G = (V,E). When the computation stops, all players know the value f(x). The
goal is to compute f(x) such that no player learns anything about the other
input bits in an information theoretic sense except for the information it can
deduce from its own bit and the result. Such a protocol is called private.

Definition 1. Let Ci be a random variable of the communication string seen by
player Pi, and let ci be a particular string seen by Pi. A protocol A for computing
a function f is private with respect to player Pi if for every pair of input
vectors x and y with f(x) = f(y) and x[i] = y[i], for every ci, and for every
random string Ri provided to Pi,

Pr[Ci = ci | Ri, x] = Pr[Ci = ci | Ri, y] ,

where the probability is taken over the random strings of all other players. A
protocol A is private if it is private with respect to every player Pi.

We call a protocol synchronous if the communication takes place in rounds
and each message consists of a single bit. We call a synchronous protocol oblivious
if the number of bits that player Pi sends to Pj in round t depends only on
i, j, and t but not on the input and the random strings. Furthermore, we do
not bound the computational resources of the players. We assume that all of
them are honest, i.e. the computation and the interactions between players are
determined only by the protocol.

For a synchronous oblivious protocol A let L(Pi, Pj ,A) be the number of bits
sent from Pi to Pj in A and

L(A) :=
∑
i∈[n]

∑
j∈[n] L(Pi, Pj ,A) .

We distribute the given input bits among the nodes of the graph. For conve-
nience, we call the node that gets the bit x[i] player Pi. The players Pi and Pj
can communicate directly if and only if they are connected by an edge in the
graph.
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3 Private Computation on k-Connected Networks

Most known private protocols are written for specific networks. A simulation of
such a private protocol on a different network can be done in such way that each
player of the new network simulates a player of the original network step-by-
step. Hence, we have to find a way to realize the communication steps between
all players that are not directly connected. Franklin and Yung [13] have presented
a strategy to simulate a transmission of one single bit on a hypergraph by using
O(n) additional random bits. Thus, the whole simulation presented there requires
O(m + nL(A)) random bits where m is the number of random bits used by
the original protocol. If we consider 2-connected graphs we can simulate each
communication step between two players Pi and Pj by one additional random
bit r as follows: Assume Pi has to send bit b to Pj . Then Pi chooses two disjoint
paths to Pj and sends r to Pj along the one path and r⊕ b along the other path.
In this way, O(m+ L(A)) random bits are sufficient.

To reduce the number of random bits even more we consider the following
problem:

Definition 2 (Max-Neighbour-Embedding). Let G = (V,E) be a graph
with edge weights σ : E → IN and G′ = (V ′, E′) a graph with |V | = |V ′|. Let
π : V → V ′ be a bijective mapping. Then the performance of π is defined as

ρ(π) :=
∑

{u, v} ∈ E and
{π(u), π(v)} ∈ E′

σ({u, v}) .

The aim is to find a bijection π : V → V ′ that maximizes ρ(π) over all bijections.

By a reduction from the 3-Dimensional-Matching-Problem, it can be shown
that the decision problem corresponding to finding an optimal bijection is NP-
hard. The Max-Neighbour-Embedding-problem is NP-hard even if both graphs
have maximum degree 4.

In the following lemma we estimate the performance for the case that G′ is
k-connected.

Lemma 1. Let G = (V,E) be an undirected graph with n nodes and edge weights
σ. Let G′ = (V ′, E′) be a k-connected graph with n nodes. Then we have

max
π : V → V ′

π is bijective

ρ(π) ≥ k

n− 1

∑
e∈E

σ(e) .

Proof. By the definition above, there is no difference between edges with weight
0 and nonexistent edges. Therefore, we treat nonexistent edges like edges with
weight 0 and restrict ourselves to the case that G is a complete graph.

The graph G′ is k-connected. Thus, every node in V ′ has degree at least k.
Let Π be a random bijection from V to V ′. Since every node in V ′ has degree

at least k, the probability that two arbitrary nodes u and v are neighbours under
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Π, i.e. {Π(u), Π(v)} ∈ E′, is at least k
n−1 . Thus, the edge e = {u, v} ∈ E yields

weight σ(e) with probability at least k
n−1 and its expected weight is at least

k
n−1 · σ(e). Hence, the expected performance ρ(Π) fulfils

E(ρ(Π)) ≥∑e∈E
k

n−1 · σ(e) = k
n−1 ·

∑
e∈E σ(e) .

Therefore, there exists a bijection with performance at least k
n−1 ·

∑
e∈E σ(e). �


A bijection that fulfils the requirements of the above lemma can be com-
puted in polynomial time using the method of conditional expectation (see e.g.
Alon et al. [1]).

Theorem 1. Every oblivious private protocol A using m random bits can be
simulated on every k-connected graph by using m+ (1− k

n−1 ) ·min{L(A), n2 +
L(A)
k−1 } random bits.

Proof. Let G = (V,E) be the network used in protocol A and G′ = (V ′, E′) be
the k-connected network for protocolA′. To simulateA we first choose a bijection
between the players in G and the players in G′. For every edge {Pi, Pj} ∈ E
define σ({Pi, Pj}) := L(Pi, Pj ,A) + L(Pj , Pi,A). In Lemma 1 we have seen
that there exists a bijection π : V → V ′ with performance ρ(π) ≥ k

n−1L(A).
Using this bijection, at least k

n−1L(A) bits of the total communication in A
are sent between players that are also neighbours in G′. Thus, this part of the
communication can be simulated directly and without additional random bits.

For the remaining (1− k
n−1 )L(A) bits we proceed as follows: Let Pi and Pj

be two players that are not directly connected in G′. Then Pi partitions the bits
it will send to Pj into blocks B1, . . . , B�L(Pi,Pj ,A)/(k−1)� of size at most k − 1.
Furthermore, Pi chooses k node-disjoint paths from Pi to Pj . Pi uses a separate
random bit r[�] for each block B�. It sends r[�] along the first path and b⊕ r[�]
for each b ∈ B� along the remaining paths, each bit on a separate path. �


We have seen that every function that can be computed by a private protocol
on some network can also be computed by a private protocol on an arbitrary
2-connected network. On the other hand, there exist functions that cannot be
computed by a private protocol, if the underlying network is not 2-connected.

Proposition 1. The parity function over n > 2 bits cannot be computed by a
private protocol on any network that is not 2-connected.

The above theorem can be generalised to a large class of non-degenerate
functions. This will be done in Section 5. There we give a characterisation for
the class of non-degenerate functions that can be computed by private protocols
on networks that are not 2-connected.

Definition 3. A function f : {0, 1}n → {0, 1} is called non-degenerate if for
every i ∈ [n] we have f�{i}←0 �= f�{i}←1.
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In other words, a non-degenerate function depends on all of its input bits. It
turns out that there are functions that can be computed by a private protocol,
even if the underlying network is not 2-connected.

Proposition 2. There are non-degenerate functions that can be computed by a
private protocol on networks that are not 2-connected.

Consider the following non-degenerate function f : {0, 1}2n+1 → {0, 1}:
f(z, x, y) := (z ∧∧ni=1 x[i]) ∨ (z ∧∧ni=1 y[i]) .

Here, z is a single bit and both x and y are bit strings of length n. We construct a
communication network G for f as follows: Let Gx and Gy be complete networks
with n players each. Then connect another player Pz with all players in both
Gx and Gy. Obviously, the obtained network is not 2-connected. Using a slight
modification of the protocol presented by Kushilevitz et al. [18] one can compute
the subfunctions

fx(z, x) := z ∧∧ni=1 x[i] and fy(z, y) := z ∧∧ni=1 y[i]

by a private protocol on the networks Gx with Pz and Gy with Pz, respectively.
After the computation has been completed, Pz is the only player that knows
the results of both subfunctions. Due to symmetry we consider the case that
z = 1. Then fy(z, y) = 0 and therefore, since fy has been computed by a private
protocol, Pz does not learn anything about y. Furthermore, Pz does not learn
anything about x what he has not already known before the computation started.

4 Computing Parity on k-Connected Networks

It is well known that the parity function of n bits can be computed on a cycle by
using only one random bit. On the other hand, using our simulation discussed
in Section 3 one gets an upper bound of n random bits for general 2-connected
networks. The aim of this section is to close this gap. We present a private
protocol for parity that uses

⌈
n−2
k−1

⌉− 1 random bits and show that there are k-
connected networks on which parity cannot be computed with less than

⌈
n−2
k−1

⌉−1
random bits.

Lemma 2. There exist k-connected networks with n ≥ 2k players on which the
parity function cannot be computed by a private protocol with less than

⌈
n−2
k−1

⌉−1
random bits.

Proof. We consider the bipartite graph Kk,n−k (which is obviously k-connected)
and show that every private protocol that computes the parity function on
this network needs at least

⌈
n−2
k−1

⌉ − 1 random bits. Let {P1, P2, . . . , Pk} and
{Pk+1, Pk+2, . . . , Pn} be the two sets of nodes of Kk,n−k. Recall that for each
i = 1, . . . , k and j = k + 1, . . . , n we have an edge {Pi, Pj} in Kk,n−k and that
there are no other edges. Now assume to the contrary that there exists a private
protocol A on Kk,n−k using less than

⌈
n−2
k−1

⌉− 1 random bits.
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Let R = (R1, . . . , Rn) be the contents R1, . . . , Rn of all random tapes. For
a string x ∈ {0, 1}n and i ∈ [n], let Ci(x,R) be a full description of the com-
munication received by Pi during the computation of A with R on the input x.
Moreover, let

C(x) = {〈c1, c2, . . . , ck〉 | ∃R ∀i ∈ [k] ci = Ci(x,R)} .

We consider computations of A on inputs

X = {x | x[1] = x[2] = . . . = x[k] = 0 and
⊕n

i=1x[i] = 0} .

Then for any x ∈ X and any communication c1 we define

C(c1, x) = {〈c2, . . . , ck〉 | 〈c1, c2, . . . , ck〉 ∈ C(x)} .

From the fact that A is private it follows:

Claim. ∃c1 ∀x ∈ X C(c1, x) �= ∅.
Indeed, because x is a valid input for the protocol A, there exists at least one
tuple 〈c1, . . . , ck〉 in C(x). Hence, there exists at least one c1 with C(c1, x) �= ∅.
On the other hand, if for some y ∈ X the set C(c1, y) is empty then one can
conclude that A is not private.

Note that |X| = 2n−k−1 and that for every x, y ∈ X and i ∈ [k] we have⋃
R Ci(x,R) =

⋃
R Ci(y,R). Furthermore, using a bound on the number of

different communication strings from Kushilevitz and Rosén [19] it follows that
|⋃R Ci(x,R)| < 2

n−k−1
k−1 . Hence, we have |⋃x∈X C(c1, x)| < 2n−k−1, because A

uses less than n−k−1
k−1 random bits. Therefore, by the pigeon hole principle and

the above claim we obtain

∃c1, c2, . . . , ck ∃x, y ∈ X x �= y and 〈c2, . . . , ck〉 ∈ C(c1, x) ∩ C(c1, y) .

This means that there are two different input string x, y ∈ X such that on
both strings the players P1, . . . , Pk receive c1, . . . , ck, respectively. Let i, with
k + 1 ≤ i ≤ n, be a position where x and y differ, i.e. x[i] �= y[i]. Let R =
〈R1, . . . , Rn〉 and R′ = 〈R′1, . . . , R′n〉 be the contents of the random tapes such
that ci = Ci(x,R) = Ci(y,R′) for all 1 ≤ i ≤ k.

It is easy to see that during a computation of A with random string R′′ =
〈R1, . . . , Ri−1, R

′
i, Ri+1, . . . Rn〉 on the input x�{i}←y[i] the players P1, P2, . . . , Pk

receive again communication strings c1, c2, . . . , ck, respectively. Hence, for this
input they give the same result as for x – a contradiction. �


Now we show that this bound is best possible. To obtain a private protocol
that computes the parity function with

⌈
n−2
k−1

⌉− 1 random bits we use the result
from Egawa, Glas, and Locke [11] that every k-connected graph G with minimum
degree at least d and with at least 2d vertices has a cycle of length at least 2d
through any specified set of k vertices. From this result we get the following
observations:
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Proposition 3. Let G = (V,E) be a k-connected graph with k ≤ |V | − 1. Then
for any subset V ′ ⊆ V with |V ′| = k+1 there exists a simple path containing all
nodes in V ′.

Proposition 4. Let G = (V,E) be a k-connected graph with k ≤ |V |. Then for
every subset V ′ ⊆ V with |V ′| = k there exists a simple cycle containing all
nodes in V ′.

Proposition 5. Let G = (V,E) be a k-connected graph. Then G has a simple
path of length at least min{2k + 1, |V |}.

To compute the parity function by a private protocol on an arbitrary k-
connected network G, we proceed as follows:

1. Mark all nodes in G red. Set z[i] := x[i] for each player Pi.
2. Choose a path in G of length 2k+1. According to Proposition 5 such a path

always exists. The first player Pi in the path generates a random bit r. Then
Pi computes r ⊕ z[i] and sends the result to the next player in the path.
Finally, Pi sets z[i] := r.
Each internal player Pj on the path receives a bit b from its predecessor in
the path, computes b ⊕ z[j], sends this bit to its successor, and changes its
colour to black.
The last player P� on the path receives a bit b from its predecessor and
computes z[�] := z[�]⊕ b.
After this step 2k − 1 players have changed their colour.

3. We repeat the following step �n−3k+1
k−1 � times.

Choose k+1 red nodes and a path in G containing all these nodes. According
to Proposition 3 such a path always exists. We can assume that the start and
the end node of the path are among the k + 1 given players, hence both are
red. Then the first player Pi on this path generates a random bit r, computes
r ⊕ z[i], and sends the result to the next player in the path. Finally, Pi sets
z[i] := r.
Each internal player of the path Pj receives a bit b from its predecessor in
the path. If Pj is a black player, it sends b to its successor. If Pj is a red
player, it computes b ⊕ z[j], sends this bit to its successor, and changes its
colour to black.
The last player P� on the path receives a bit b from its predecessor and
computes z[�] := z[�]⊕ b.
After this step k−1 players have changed their colour. Hence, after �n−3k+1

k−1 �
iterations of this step we have at least⌈

n−3k+1
k−1

⌉ · (k − 1) + 2k − 1 ≥ n− k

black players. Thus, at most k are red.
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4. Choose a cycle in G containing all red nodes. According to Proposition 4
such a cycle always exists. Let Pi0 be a red player. Then Pi0 generates a
random bit r, computes r ⊕ z[i0], and sends the result to the next player in
the cycle.
Each other player Pj on the cycle receives a bit b from its predecessor. If Pj
is a black player, it sends b to its successor. If Pj is a red player, it computes
b⊕ z[j], sends this bit to its successor, and changes its colour to black.
If Pi0 receives a bit b, it computes b⊕ r. The result of this step is the result
of the parity function.

Let us now count the number of random bits used in the protocol above. In
the second and in the last step we use one random bit. In the third step we need
�n−3k+1

k−1 � random bits. Hence, the total number of random bits is

⌈
n−3k+1
k−1

⌉
+ 2 =

⌈
n−2
k−1

⌉− 1 .

It remains to show that the protocol is private and computes the parity function.
The correctness follows from the fact that each input bit x[i] is stored by exactly
one red player and each random bit is stored by either none or two players that
are red after each step. By storing a bit b we mean that a player Pi knows a
value z[i] that depends on b. Since Pi0 is the last red player, it knows the result
of the parity function.

Every bit a player receives in the second and third step is masked by a
separate random bit. Hence, none of these players can learn anything from these
bits. The same holds for all players except for player Pi0 in the last step. So we
have to analyse the bits sent and received by Pi0 more carefully. In the last step
z[i0] is either x[i0], a random bit, or the parity of a subset of input bits masked
by a random bit. In neither case Pi0 can learn anything about the other input
bits from the bit it receives and the value of z[i0] except for what can be derived
from the result of the function and x[i0].

Theorem 2. Let G be an arbitrary k-connected network. Then the parity func-
tion of n bits can be computed by a private protocol on G using at most �n−2

k−1 �−1
random bits. Moreover, there exist k-connected networks for which this bound is
best possible.

For 2-connected networks, we obtain the following corollary.

Corollary 1. Let G be an arbitrary 2-connected network of n players (n ≥ 4).
Then the parity function over n bits can be computed by a private protocol on the
network G using n− 3 random bits. Moreover, there exists 2-connected networks
for which this bound is best possible.

5 Private Computation on Non-2-connected Networks

In Section 3 we have claimed that the parity function cannot be computed by
a private protocol on a network that is not 2-connected. On the other hand,
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we have presented a non-degenerate function that can be computed on a non-
2-connected network. In this section, we study this phenomenon to a greater
extend.

Throughout this section f : {0, 1}n → {0, 1} denotes the function we want to
compute. Furthermore, I1, I2, J1, J2 denote both subsets of input positions and
indices of players.

We say that a pair (J1, J2) of two disjoint subsets J1, J2 ⊆ [n] has the flip-
property if there exist an input x ∈ {0, 1}n and two strings α ∈ {0, 1}|J1| and
β ∈ {0, 1}|J2| with

f(x�J1,J2←α,β) �= f(x�J1,J2←α,β) = f(x�J1,J2←α,β) .

We call the strings α and β flip-witnesses for (J1, J2).

Lemma 3. If a function f : {0, 1}n → {0, 1} is non-degenerate, then for every
partition I1, I2 ⊆ [n] and every i ∈ I1 and j ∈ I2 we have: There exist subsets
J1 ⊆ I1 and J2 ⊆ I2 with i ∈ J1, j ∈ J2 such that (J1, J2) has the flip-property.

Loosely speaking, this lemma says that each non-degenerate function behaves
on subsets of input positions in some sense like the parity function.

Proof. By contradiction, assume that the lemma does not hold for a particular
partition I1, I2 ⊆ [n] and two indices i ∈ I1 and j ∈ I2. From Def. 3 it follows
that for every i ∈ I1 and j ∈ I2 there exist input strings y, z ∈ {0, 1}n such that

f(y�{i}←0) �= f(y�{i}←1) and f(z�{j}←0) �= f(z�{j}←1) .

If the lemma does not hold, we can conclude that

f(y�{i},{j}←0,0) = f(y�{i},{j}←0,1) �= f(y�{i},{j}←1,0) = f(y�{i},{j}←1,1) .

Otherwise, at least one of the following cases holds:

– f(y�{i},{j}←0,1) �= f(y�{i},{j}←1,1) and f(y�{i},{j}←0,1) = f(y�{i},{j}←1,0).
Choosing J1 = {i}, J2 = {j}, and α = β = 1 satisfies the claim of the
lemma.

– f(y�{i},{j}←0,0) �= f(y�{i},{j}←0,1) and f(y�{i},{j}←0,0) = f(y�{i},{j}←1,1)
Choosing J1 = {i}, J2 = {j}, α = 0 and β = 1 satisfies the claim of the
lemma.

Analogously, one can show that

f(z�{i},{j}←0,0) = f(z�{i},{j}←1,0) �= f(z�{i},{j}←0,1) = f(z�{i},{j}←1,1) .

W.l.o.g. assume that y[i] �= z[i] and y[j] �= z[j]. If f(y) = f(z), we flip the bits
y[j] and z[j]. Since f(y) does not depend on y[j], we have f(y) �= f(z). We
choose

Y1 := { k ∈ I1 | y[k] �= z[k] } and Y2 := { k ∈ I2 | y[k] �= z[k] } .
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Let Y1 := {i1, . . . , i|Y1|} with i1 < i1 < · · · < i|Y1| and Y2 := {j1, . . . , j|Y2|} with
j1 < j1 < · · · < j|Y2|. Define ρ ∈ {0, 1}|Y1| and σ ∈ {0, 1}|Y2| such that

∀� ∈ [1, |Y1|] : ρ[�] := y[i�] and ∀� ∈ [1, |Y2|] : σ[�] := y[i�] .

Note that y�Y1,Y2←ρ,σ = z.
Recall that f(y) �= f(z). To prove the claim we have to distinguish between

the following three cases: f(y) �= f(y�Y2←σ) = f(z), f(y) = f(y�Y1←ρ) �= f(z),
and f(y) �= f(y�Y1←ρ) = f(z). The last case can be reduced to the first case by
exchanging y and z with each other.

1. If f(y) �= f(y�Y2←σ) = f(z), we choose

α := y[i], β := σ, J1 := {i}, J2 := Y2, and x := y .

From the definition of non-degenerate functions and the observation above
we conclude that

y = x�J1,J2←α,β and J1 = {i} =⇒ f(x�J1,J2←α,β) �= f(x�J1,J2←α,β) ,
y�J2←σ = x�J1,J2←α,β =⇒ f(x�J1,J2←α,β) �= f(x�J1,J2←α,β) .

2. If f(y) = f(y�Y2←σ) = f(z�Y1←ρ) �= f(z) then we choose

α := ρ, β := z[j], J1 := Y1, J2 := {j}, and x := z .

It follows

z = x�J1,J2←α,β and J2 = {j} =⇒ f(x�J1,J2←α,β) �= f(x�J1,J2←α,β) ,
z�J1←ρ = x�J1,J2←α,β =⇒ f(x�J1,J2←α,β) �= f(x�J1,J2←α,β) .

Hence, we can always find subsets J1 ⊆ I1 and J2 ⊆ I2 fulfilling the claim – a
contradiction. �


For a given subset I1 of input positions define the flip-witness-set for I1

f-set(I1) := {(α, J1) |J1 ⊆ I1, α ∈ {0, 1}|J1|

and there exists J2 ⊆ [n] \ I1, β ∈ {0, 1}|J2|

such that α, β are flip-witnesses for J1, J2} .
A set I1 is dominated by an input position k ∈ I1 if the following holds: For
each pair of subsets J1 ⊆ I1 and J2 ⊆ [n] \ I1, such that (J1, J2) fulfils the
flip-property, we have k ∈ J1. A function is �-dominated if there exists a set
I1 ⊆ [n] of size � that is dominated by some k ∈ I1. A function f is called
dominated if there exists � > 1 such that f is �-dominated. Otherwise, f is
called non-dominated.

Theorem 3. Let f be a non-degenerate function and G be a network that can
be separated into two networks G1 and G2 of size n1 and n2, respectively, by
removing one bridge node from G. If f can be computed by a private protocol on
G, then f is (n1 + 1)- or (n2 + 1)-dominated.
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Theorem 3 follows directly from Lemma 3 and the lemma below. Recall that
for all i ∈ [n] player Pi initially knows x[i]. Hence, we can obtain every possible
allocation of players and input bits by permuting the enumeration of the players.

Lemma 4 (Fooling private protocols). Let G be a network with n nodes. As-
sume that there exist I1, I2 ⊆ [n] and k ∈ [n], such that the following conditions
hold:

1. I1, I2 �= ∅ and k �∈ I1 ∪ I2, I1 ∩ I2 = ∅,
2. for every path Wi,j from Pi to Pj, with i ∈ I1 and j ∈ I2, Pk ∈Wi,j, and
3. (I1, I2) has the flip-property.

Then f cannot be computed on G by a private protocol.

Proof. Assume that there exists such a protocol. Let M t
i be a message sent by

player Pi in round t and T (A) be the maximum number of rounds of A for all
inputs of length n and all random tapes. Obviously M t

i is a function of the input
string z and the random tapes R. Player Pi receives in round t ≤ T (A) the
messages

Cti (z,R) := M t
i1(z,R), . . . ,M t

is(z,R) ,

where Pi1 , . . . , Pis are all the players incident to player Pi. We denote the se-
quence C1

i (z,R), C2
i (z,R), . . . , CT (A)

i (z,R) by Ci(z,R).
Now let k, I1, I2 fulfil conditions 1, 2, and 3 of the lemma and choose x, α,

and β such that

f(x�I1,I2←α,β) �= f(x�I1,I2←α,β) = f(x�I1,I2←α,β) .

Keep R fixed. Then consider Ck(x�I1,I2←α,β , R), which is the sequence of mes-
sages received by the player k during the computation on x�I1,I2←α,β with
random bits R. Since the protocol is private and k �∈ I1 ∪ I2, there exists
R′ = (R′1, . . . , R

′
n), with Rk = R′k, such that

Ck(x�I1,I2←α,β , R′) = Ck(x�I1,I2←α,β , R) . (1)

Let Y := {� | there is a path W�,i from � to a node i ∈ I1 with k �∈W�,i }.
Obviously we have I1 ⊆ Y and I2 ∩ Y = ∅. Now let R′′ = (R′′1 , . . . , R

′′
n) be

a content of random tapes defined as follows: for every � ∈ Y let R′′� := R� and
for every j ∈ [n] \Y let R′′j := R′j . Note that R′′k = R′k = Rk. From Equation (1)
it follows that on input x�I1,I2←α,β and with random tapes R′′ the protocol
generates the following messages for every player i ∈ [n] and every t ≥ 1

M t
i (x�I1,I2←α,β , R′′) =

{
M t
i (x�I1,I2←α,β , R) if i ∈ Y ,

M t
i (x�I1,I2←α,β , R′) if i ∈ [n] \ Y .

Hence, given the input string x�I1,I2←α,β the protocol computes the same value
as on the input string x�I1,I2←α,β and x�I1,I2←α,β – a contradiction. �
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Corollary 2. A non-dominated non-degenerate function cannot be computed by
a private protocol on a network that is not 2-connected.

Examples of non-dominated non-degenerate functions are the parity function,
the or function, and the majority function. Hence, these functions cannot be
computed by private protocols on networks that are not 2-connected.

In the remainder of this section, we show that for every dominated function
f there is a non-2-connected network on which f can be computed by a private
protocol.

The following three lemmas can be proved similar to Lemma 3.

Lemma 5. Assume that a set I1 with |I1| ≥ 2 is dominated by an input position
k ∈ I1. Then every pair (a, J1) ∈ f-set(I1) assigns the same value to x[k].

For c ∈ {0, 1}, we call a set I1 (k, c)-dominated if I1 is dominated by k
and for each pair (α, J1) ∈ f-set(I1), α assigns c to x[k].

Lemma 6. Assume that a set I1 with |I1| ≥ 2 is (k, c)-dominated with k ∈ I1
for some c ∈ {0, 1}. Then for every α ∈ {0, 1}|I1| with α[k] �= c, for every
w ∈ {0, 1}n, J2 ⊆ [n] \ I1, and β ∈ {0, 1}|J2| we have

f(w�I1,J2←α,β) = f(w�I1,J2←α,β) .

By the previous lemma, we can conclude that for each set I1 with |I1| ≥ 2
that is (k, c)-dominated with k ∈ I1 there exists a function f1 : {0, 1}|I1| → {0, 1}
such that

f(x) = ((x[k] = c) ∧ f(x)) ∨ ((x[k] �= c) ∧ f1(x[I1])) .
This reduces the set of interesting variables to I1 if x[k] �= c. Let us now focus
on input strings with x[k] = c.

Lemma 7. Assume that a set I1 with |I1| ≥ 2 is (k, c)-dominated with k ∈ I1
for some c ∈ {0, 1}. Then for every pair w1, w2 ∈ {0, 1}n with w1[k] = w2[k] = c
and w1[i] = w2[i] for all i ∈ [n] \ I1 we have f(w1) = f(w2).

Thus, we can conclude that for each set I1 with |I1| ≥ 2 that is (k, c)-
dominated with k ∈ I1, there exists a function f2 : {0, 1}|I2| → {0, 1} such that
f(x) = ((x[k] �= c)∧f2(x[I2]))∨ ((x[k] = c)∧f1(x[I1])). Summarising the above
three lemmas we get the following result.

Theorem 4. Assume that a set I1 with |I1| ≥ 2 is (k, c)-dominated with k ∈
I1 for some c ∈ {0, 1}. Let I2 = [n] \ I1. Then there are two functions f1 :
{0, 1}|I1| → {0, 1} and f2 : {0, 1}|I2| → {0, 1} such that

f(x) = ((x[k] = c) ∧ f1(x[I1])) ∨ ((x[k] �= c) ∧ f2(x[I2])) .
Note, that k, I1, and I2 are uniquely determined by the function f . Hence,

every dominated function can be described by an if-then-else construction, i.e.
it is of the form if x[k] = c then f1(x[I1]) else f2(x[I2]).

Theorem 4 immediately implies that dominated functions can be computed
on networks that are not 2-connected.
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Theorem 5. If f is �-dominated with � > 1, then f can be computed by a private
protocol on a network that consists of two 2-connected components with one node
in common. One of the components has size � and the other one size n− �+ 1.

Corollary 3. Assume that f is a dominated function. Then there are non-2-
connected networks on which f can be computed by a private protocol.

Theorem 5 can be generalised to the case where we allow teams of players
to work together. Assume that all members of a team belong to the component
that computes, say, f1. Then f is t-private if f1 is t-private. If the members are
distributed among both components, then this virtually decreases the team sizes
for both components. f is t-private if both f1 and f2 are t-private.

6 Conclusions and Open Problems

We have investigated the relation between the connectivity of networks and the
possibility of computing functions by private protocols on these networks. Special
emphasis has been put on the amount of randomness needed.

We have presented a general simulation technique which allows us to transfer
every oblivious private protocol on an arbitrary network into an oblivious private
protocol on a given k-connected network of the same size, where k ≥ 2. The
new protocol needs

(
1 − k

n−1

) · min
{
L, n2 + L

k−1

}
random bits more than the

original protocol, where L is the total amount of bits sent in the original protocol.
The obvious open question here is either to further reduce the number of extra
random bits or to prove general lower bounds.

The parity function can be computed on a cycle using only one random bit
and only one message per link. Thus, 1 + n− kn

n−1 random bits are sufficient to
compute the parity function on an arbitrary k-connected graph by a private pro-
tocol using our simulation. We have strengthened this bound by showing that on
every k-connected graph, parity can be computed by an oblivious private proto-
col using at most

⌈
n−2
k−1

⌉− 1 random bits. Furthermore, there exist k-connected
networks for which this bound is sharp. The latter bound even holds for non-
oblivious protocols.

While every Boolean function can be computed on a 2-connected network
by a private protocol, this is no longer true for 1-connected networks. Starting
from this observation, we have completely characterized the functions that can
be computed by a private protocol on 1-connected networks.

Our simulation results focus on the extra amount of randomness needed. It
would also be interesting to bound the number of rounds of the simulation in
terms of the number of rounds of the original protocol and, say, the diameter of
the new network.
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Abstract. NTRU is an efficient patented public-key cryptosystem pro-
posed in 1996 by Hoffstein, Pipher and Silverman. Although no devas-
tating weakness of NTRU has been found, Jaulmes and Joux presented
at Crypto ’00 a simple chosen-ciphertext attack against NTRU as orig-
inally described. This led Hoffstein and Silverman to propose three en-
cryption padding schemes more or less based on previous work by Fu-
jisaki and Okamoto on strengthening encryption schemes. It was claimed
that these three padding schemes made NTRU secure against adaptive
chosen-ciphertext attacks (IND-CCA2) in the random oracle model. In
this paper, we analyze and compare the three NTRU schemes obtained.
It turns out that the first one is not even semantically secure (IND-
CPA). The second and third ones can be proven IND-CCA2–secure in the
random oracle model, under however rather unusual assumptions. They
indeed require a partial-domain one-wayness of the NTRU one-way func-
tion which is likely to be a stronger assumption than the one-wayness of
the NTRU one-way function. We propose several modifications to achieve
IND-CCA2–security in the random oracle model under the original NTRU
inversion assumption.

1 Introduction

The NTRU cryptosystem [13], patented by the company NTRU Cryptosys-
tems (see http://www.ntru.com), is one of the fastest public-key encryption
schemes known. Although this may not be a decisive advantage compared to
hybrid encryption with say RSA, NTRU has attracted considerable interest and
is being considered by the Efficient embedded security standards [6] and the
IEEE P1363 study group for future public-key cryptography standards [18]. It is
therefore important to know how to use the NTRU cryptosystem properly.

The security of NTRU is based on the hardness of some lattice problems,
namely the shortest and closest vector problems (see for instance the survey [24]).
More precisely, it was first noticed by Coppersmith and Shamir [3] that ideal
lattice basis reduction algorithms could heuristically recover NTRU’s private
key from the public key. This does not necessarily imply that NTRU is insecure,
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as currently known lattice basis reduction algorithms (such as LLL [20] or its
improvements [28]) do not seem to perform sufficiently well in practice in very
high dimension, while NTRU is so far the only lattice-based cryptosystem that
can cope with high dimensions without sacrificing performances. Nor does it
mean that the security of NTRU is strictly equivalent to the hardness of lattice
problems, although the basic NTRU problem is equivalent to the lattice shortest
vector problem in a very particular class of lattices called modular convolution
lattices in [21].

The NTRU cryptosystem as originally described is easily seen to be seman-
tically insecure. At Crypto ’00 [19], Jaulmes and Joux further presented simple
chosen-ciphertext attacks that can recover the private key. This shows that the
NTRU cryptosystem as originally described should be viewed as a probabilistic
trapdoor one-way function rather than a probabilistic cryptosystem (see also
recent work by Micciancio on lattice-based cryptosystems [22]). NTRU Cryp-
tosystems therefore proposed three padding schemes (two in [16] and a third
one in [15]) to make NTRU secure against adaptive chosen-ciphertext attacks
in the random oracle model. No security proof was provided by NTRU Cryp-
tosystems (see [16,15]). In this paper, we analyze the three NTRU schemes
obtained. It turns out that the first scheme is not even semantically secure (IND-
CPA). The second and third ones can be proven IND-CCA2–secure, in the random
oracle model, but under rather unusual assumptions. Indeed, a partial-domain
one-wayness of the NTRU one-way function is required, and that assumption is
likely to be stronger than the one-wayness of the NTRU one-way function, as
opposed to the situation of RSA (see [9]). Besides, the security proofs we obtain
for such paddings are not efficient enough to be meaningful for the parameters
recommended by NTRU Cryptosystems.

We therefore propose and compare new paddings to make NTRU IND-CCA2–
secure in the random oracle model under the basic NTRU assumption, and not
a stronger assumption: The new paddings give rise to better bounds for the
security proof, and their computational overhead appears to be negligible. It
should be stressed that no security proof in the standard model is known for
NTRU, and that the search for an efficient and secure NTRU padding scheme is
not a trivial matter. Although there now exist generic padding schemes (such as
REACT [25]) that can enhance the security (in the random oracle model) of any
cryptosystem, the case of NTRU differs from more usual cryptosystems such as
RSA or El Gamal because the cost of hashing is no longer negligible compared
to the cost of encryption and decryption, and because of special properties of
the NTRU trapdoor function.

The rest of the paper is organized as follows. In Section 2, we recall security
notions for public-key encryption schemes. In Section 3, we review the NTRU
primitive and related computational assumptions. In Section 4, we present and
analyze the various paddings proposed by NTRU. In Section 5, we consider
new paddings and compare several constructions which make NTRU IND-CCA2–
secure in the random oracle model.
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2 Public-Key Encryption

The goal of encryption schemes is to achieve confidentiality of communications.
In the public-key scenario, anyone knowing Alice’s public key pk can send Alice
a message that only she will be able to recover, thanks to her private key sk.

2.1 Definitions

A public-key encryption scheme Π over a message space SM is formally defined
by three algorithms:

– a key generation algorithm K(1k) (k being the security parameter), which
produces a pair (pk, sk) of public and private keys.

– an encryption algorithm Epk(m; r) which outputs a ciphertext c correspond-
ing to the plaintext m ∈ SM, using random coins r ∈ SR, according to the
public key pk.

– a decryption algorithm Dsk(c) which outputs the plaintext m associated to
the ciphertext c (or ⊥, if c is an invalid ciphertext), given the private key sk.

2.2 Security Notions

The simplest security notion is one-wayness: with public data only, an attacker
cannot recover the whole plaintext m of a given ciphertext c. More formally, the
success of any adversary A in inverting Epk without knowledge of the private key
should be negligible over the probability space SM×SR, and the internal random
coins of the adversary and the algorithms K and E :

Succow
Π (A) = Pr[(pk, sk)← K(1k), c = Epk(m; r) : A(pk, c) = m].

However, many applications require a higher security level, such as semantic se-
curity (a.k.a. indistinguishability of encryptions [11], denoted IND): if an attacker
has some information about the plaintext, the view of the ciphertext should not
leak any additional information. This security notion requires the computational
intractability of winning with probability significantly better than 1/2 the follow-
ing game: the adversary chooses two messages; the challenger selects at random
one of these two messages, encrypts it, and sends the ciphertext to the adver-
sary; the adversary guesses which one of the two messages has been encrypted. In
other words, an adversary is seen as a 2-stage Turing machine (A1, A2), and the
advantage Advind

Π (A) should be negligible for any adversary, where the advantage
is formally defined as:

2× Pr
r
R←SR

[
(pk, sk)← K(1k), (m0,m1, s)← A1(pk),
b
R← {0, 1}, c = Epk(mb; r) : A2(m0,m1, s, c) = b

]
− 1.

Another important security notion is non-malleability [5]. Here, we ask that an
adversary, given a ciphertext, should not be able to create a new ciphertext
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such that the two plaintexts are meaningfully related. This notion is, in general,
stronger than semantic security, but it was shown [1] to be equivalent in the
strongest scenario (see below).

On the other hand, an attacker can use many kinds of attacks, depending on
the information available to him. First, in the public-key setting, the adversary
can encrypt any plaintext of its choice with the public key: this basic scenario
is called chosen-plaintext attack, and denoted by CPA. Extended scenarios allow
the adversary restricted or unrestricted access to various oracles:

– a validity-checking oracle, which answers whether or not its input c is a valid
ciphertext. This leads to so-called reaction attacks [12].

– a plaintext-checking oracle, which given as input a pair (m, c) answers whe-
ther or not the ciphertext c is a ciphertext of the message m. This gives rise
to plaintext-checking attacks [25], which we denote by PCA.

– a decryption oracle, which returns the decryption of any ciphertext, with
the only restriction that it should be different from the challenge ciphertext.
When the oracle is available only before knowledge of the challenge cipher-
text, the attack is a non-adaptive chosen-ciphertext attack (a.k.a. lunchtime
attack [23]), which we denote by CCA1. When the adversary still has ac-
cess to the decryption oracle in the second stage, we talk about adaptive
chosen-ciphertext attacks [27], denoted by CCA2.

The article [1] provides a general study of all these security notions and attacks.
Its main result states that semantic security and non-malleability are equivalent
in the CCA2–scenario. This security level is now widely accepted as the standard
notion of security to be achieved by a public-key encryption scheme, and is
sometimes called chosen-ciphertext security.

3 The NTRU Primitive

3.1 Description and Notation

In this section, we present the NTRU cryptosystem as originally described in [13]
by Hoffstein, Pipher and Silverman. As mentioned in the introduction, this
should be viewed as a primitive function rather than a cryptosystem. Several
modifications of NTRU have recently been proposed in [15]: we will present
those later.

Let k be the security parameter. The NTRU primitive works in the ring
P = Z[X]/(XN − 1) where N is a safe prime typically around a few hundreds,
whose value increases with k: NTRU Cryptosystems recommends specific
values of N , such as N = 251 or N = 503. The ring P is identified with the
set of integer polynomials of degree < N , and its multiplication is denoted by ∗.
Polynomials will be denoted by letters in the Sans Serif font, such as f.

Note that the function that maps any polynomial f ∈ P to the sum f(1) ∈ Z
of its coefficients is a ring homomorphism. NTRU uses two integer parameters:
a small power of 2, denoted by q, such as q = 128 or q = 256, and a small integer
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p < q co-prime with q, such as p = 3. The restriction of N to safe primes was
apparently made to guarantee that the multiplicative order of p modulo N is
sufficiently large. NTRU performs operations in P modulo p or q.

The private key sk consists of two polynomials f, g ∈ P randomly chosen with
very small coefficients such that f is invertible modulo both p and q: there exist
fp and fq in P such that: f∗ fp ≡ 1 (mod p) and f∗ fq ≡ 1 (mod q). In [13], f and g
only have coefficients in {0,±1} with a prescribed (publicly known) number of 1,
-1 and 0 such that f(1) = 1 and g(1) = 0. All the integer constraints (N , p, q, the
number of 1, -1, 0 in polynomials, etc.) are deduced from a security parameter k,
and this process is described in [13,15]. Then, f and g are uniformly distributed
polynomials among the polynomials that satisfy the required constraints. The
public key pk is h = g ∗ fq (mod q). Therefore, (h, (f, g))← K(1k).

The message space is SM = {−(p−1)/2 . . .+(p−1)/2}N , whose elements are
viewed as elements of P. To encrypt a message m, one selects at random a sparse
polynomial r ∈ P with very small coefficients: In [13], r only has coefficients in
{0,±1} with a prescribed (publicly known) number of 1, -1 and 0 such that
r(1) = 0 (we denote the set of these specific polynomials by SR). The ciphertext
is:

Epk(m; r) = e = m + pr ∗ h (mod q).

To decrypt, the following congruence is used:

e ∗ f ≡ m ∗ f + pr ∗ g (mod q).

In the right-hand part of this congruence, we have two convolution products of
polynomials with very small coefficients and quite a few zeroes (except possibly
m). Therefore, if the above reduction is centered (one takes the smallest residue
in absolute value), the above congruence is likely1 to be an equality over Z[X].
By further reducing e ∗ f modulo p, one thus obtains m ∗ f (mod p), hence m
thanks to fp. Note that there is a potential probability of decryption failure, if
the above equality (mod q) does not hold in Z.

3.2 Efficiency

A multiplication in P requires O(N2 log q) elementary operations. It follows that
the cost of encryption and decryption is O(N2 log q). Since the key generation
process is such that q = O(N), the cost of both encryption and decryption is
almost quadratic in the security parameter. Note that in most of the required
convolution products, at least one of the polynomial is relatively sparse. And
since q is a small power of two, the above complexity is rather pessimistic in
practice.

1 We stress that no provable precise estimate on the probability of such an event
is known, and [13] only uses a heuristic estimate which seems to be validated by
practice.
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3.3 Optimizations

The authors of NTRU recently proposed several modifications in [15] to improve
the efficiency of the scheme:

– Choosing p as an appropriate polynomial p instead of a small number co-
prime with q (e.g. p = X + 2). The polynomial must be such that the ideal
spanned by the polynomial must be co-prime with the ideal 〈q〉 spanned by q
in P. The aim of this modification is to reduce the probability of decryption
failure. It also enables a simpler encoding of messages.

– Selecting f, g, and r with a special form instead of just a prescribed number
of 0, -1 and 1. For instance, r = r1r2 where r1 and r2 are sparse polynomials
with a prescribed number of 0, -1 and 1. In all the proposals of [15], the
values of f(1), g(1) and r(1) are always publicly known.

It is worth noting that such modifications may have an impact on the security
of NTRU, but at the moment, no specific attack is known.

Our results apply to the original NTRU scheme, as well as to most of these
optimizations of NTRU. However, to simplify the presentation, we will restrict
to the case of the original NTRU primitive Π = (K, E ,D), where p = 3, f(1) = 1
and g(1) = r(1) = 0.

3.4 Computational Assumptions

To formally analyze the security of the NTRU cryptosystem, one needs clear and
well-defined computational assumptions. First, we consider the one-wayness of
the NTRU primitive:

Definition 1 (The NTRU Inversion Problem). For a given security pa-
rameter k, which specifies N , p, q and several other constraints, as well as
(h, (f, g))← K(1k) and e = m + pr ∗ h, where m ∈ SM and r ∈ SR, find m.

For any adversaryA, we denote by Succow
ntru(A) its success for breaking the NTRU

Inversion Problem, where

Succow
ntru(A) = Pr

[
(h, (f, g))← K(1k),m ∈ SM, r ∈ SR,
e = m + pr ∗ h : A(e, h) = m

]
.

The NTRU assumption says that the NTRU inversion problem is hard to solve
for any sufficiently large parameter.

Next, we consider the difficulty of only partially inverting this function, which
will be useful to study NTRU paddings:

Definition 2 (The NTRU λ-Partial-Domain Inversion Problem). For a
given security parameter k, which specifies N , p, q and several other constraints,
as well as (h, (f, g))← K(1k) and e = m + pr ∗ h, where m ∈ SM and r ∈ SR, find
[m]λ, where [m]λ denotes the λ least significant coefficients of m.
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As above, for any adversary A, we denote by Succpd−owλ
ntru (A) its success for

breaking the NTRU λ-Partial-Domain Inversion Problem, where

Succpd−owλ
ntru (A) = Pr

[
(h, (f, g))← K(1k),m ∈ SM, r ∈ SR,
e = m + pr ∗ h : A(e, h) = [m]λ

]
.

Note that the NTRU encryption primitive is malleable with respect to circular
shifts: Epk(X ∗ m;X ∗ r) = X ∗ Epk(m; r). This implies that any λ-consecutive-
coefficient search problem is equivalent to the above NTRU λ-Partial-Domain
Inversion Problem. Because of the specific encodings used by NTRU, it will also
be useful to consider the difficulty of obtaining some information bits of the
pre-image only:

Definition 3 (The NTRU �-Partial-Information Inversion Problem).
For a given security parameter k, which specifies N , p, q and several other con-
straints, as well as (h, (f, g)) ← K(1k) and e = m + pr ∗ h, where m ∈ SM and
r ∈ SR, find � bits of information about m.

As above, we denote by Succpi−ow�
ntru (A) its success for breaking the NTRU �-

Partial-Information Inversion Problem, where

Succpi−ow�
ntru (A) = Pr

[
(h, (f, g))← K(1k),m ∈ SM, r ∈ SR,
e = m + pr ∗ h, (f, y)← A(e, h) : y = f�(m)

]
.

In the above definition, the adversary A outputs a (computable) bijective func-
tion f : SM → {0, 1}mLen (where mLen denotes the bit-length of an optimal
encoding for polynomials in SM) and y ∈ {0, 1}�. Furthermore, f� denotes the
truncation of f to its � least significant bits.

More generally, we denote by Succow
ntru(t), Succpd−owλ

ntru (t) and Succpi−ow�
ntru (t), the

maximal success among all the adversaries with a running time bounded by t.

Relations among Computational Assumptions. The definition of our as-
sumptions implies that for all t and λ

Succow
ntru(t) ≤ Succpd−owλ

ntru (t) ≤ Succpi−ow�
ntru (t),

where � is the bit-length of an optimal encoding for λ coefficients. And in the
specific case λ = N , all the inequalities become equalities:

Succow
ntru(t) = Succpd−owN

ntru (t) = Advpi−owmLen
ntru (t).

Remark that if Succpd−owλ
ntru (t) = 1 for some (t, λ), then Succow

ntru(
N/λ�t) = 1,
where 
x� denotes the smallest integer larger than x. This is because the mal-
leability of the NTRU encryption primitive allows to reduce any instance of the
NTRU inversion problem to 
N/λ� instances of the NTRU λ-partial-domain
inversion problem, using appropriate shifts of e. Note however that the multi-
plication by X does not provide a random self-reduction: the previous reduc-
tion implies nothing on Succow

ntru(
N/λ�t) if Succpd−owλ
ntru (t) < 1. In fact, since
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no random self-reducibility property is known for NTRU, it is likely that if
Succpd−owλ

ntru (t) < 1, then the NTRU λ-partial-domain inversion problem is strictly
harder than the NTRU inversion problem. Besides, the lack of random self-
reducibility also suggests that the NTRU �-partial-information inversion problem
is strictly harder than the NTRU λ-partial-domain inversion problem.

In the following, we assume that all the above problems become intractable
for a sufficiently large security parameter k, and for sufficiently large enough �

and λ (since random guesses lead to Succpd−owλ
ntru (1) = 1/pλ and Succpi−ow�

ntru (1) =
1/2�).

3.5 The Security of the NTRU Primitive

The best attack known against NTRU is based on lattice reduction, but this
does not imply that lattice reduction is necessary to break NTRU. See [3,13,24]
for further information. Based on numerous experiments, the authors of NTRU
claimed in [13] that all known lattice-based attacks are exponential in N , and
therefore suggested relatively small values of N . The parameter N must be
prime, otherwise the lattice attacks can be improved due to non-trivial factors
of XN − 1 (see [10]). Because the key-size of NTRU is only O(N log q), one can
allow reasonably high lattice dimensions, while all other known knapsack-based
or lattice-based cryptosystems have a key-size which is at least quadratic in the
security parameter.

NTRU, like most public-key cryptosystems, should not be directly used as
originally described. For instance, NTRU is easily seen to be semantically inse-
cure, as e(1) ≡ m(1) (mod q) because r(1) = 0. This yields a significant bias for
any adversary to distinguish between two possible plaintexts which one has been
encrypted. In fact, although the NTRU cryptosystem is probabilistic, there is a
public plaintext-checking oracle: one can easily check whether a given message
m corresponds to a ciphertext e, which implies that any security level in the
CPA scenario holds in the PCA one as well. This is because the shape of r is
publicly verifiable and the public key h is “pseudo-invertible” modulo q with
overwhelming probability. More precisely, one can compute from h a polynomial
H ∈ P such that for any polynomial s ∈ P such that s(1) ≡ 0 (mod q):

h ∗ H ∗ s ≡ s (mod q).

Then, if e = m+pr∗h (mod q) is a ciphertext of m, we have since r(1) ≡ 0 (mod q):

pr ≡ (e−m) ∗ H (mod q).

This allows to retrieve the random polynomial r modulo q, whose shape is pub-
licly verifiable. By injectivity of encryption, we thus obtain a public plaintext-
checking oracle.

We briefly explain this “pseudo-inversion” since we have not found any ref-
erence. Because N is an odd prime and q is a power of two, the ring Pq =
Zq[X]/(XN − 1) is isomorphic to P1 × P2 where P1 = Zq[X]/(X − 1) and
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P2 = Zq[X]/(XN−1 + XN−2 + · · · + 1). Denote by φ1 and φ2 respectively the
reduction modulo X − 1 and XN−1 +XN−2 + · · · + 1. Of course, φ1 is simply
the evaluation at 1. Since h(1) ≡ 0 (mod q), φ1(h) is not invertible in P1, and
therefore h is not invertible in Pq. However, φ2(h) is very likely to be invertible
in P2 (the proportion of invertible elements can be computed as in [14]). And
its inverse can easily be computed: for instance, by computing the inverse in
F2[X]/(XN−1 +XN−2 + · · ·+ 1), and then lifting it modulo q. Eventually, one
can derive an appropriate polynomial H ∈ P from this inverse.

As previously mentioned, NTRU is also easily malleable using multiplications
by X: Epk(X ∗m;X ∗ r) = X ∗Epk(m; r). Jaulmes and Joux [19] further presented
simple chosen-ciphertext attacks that can recover the private key. Curiously,
one of these attacks could be applied to a specific padding proposed by NTRU
Cryptosystems to avoid reaction attacks [17]. This stressed the need of an
appropriate padding scheme to obtain high levels of security against a vast class
of attacks, assuming the NTRU one-way function Epk(m; r) is hard to invert
(which, by definition, is equivalent to asking that the NTRU inversion problem
is hard).

4 The NTRU Cryptosystems

For clarity, in the following, we consider the encryption scheme Π ′ = (K′, E ′,D′),
which is the same as Π = (K, E ,D), up to the two public encodings:

M : {0, 1}mLen −→ SM and R : {0, 1}rLen −→ SR.

Π ′




K′(1k) = K(1k) = (pk = h, sk = (f, g)),
E ′pk(m; r) = Epk(M(m);R(r)) =M(m) + pR(r) ∗ h (mod q),
D′sk(e) =M−1(Dsk(e)) =M−1((e ∗ f (mod p)) ∗ fp).

Because of the encodings, without any assumption, recovering the bit-string m is
as hard as recovering the polynomial m =M(m). However, recovering � bits of
m only provides � bits of information about the polynomial m =M(m), which
is why we introduced the NTRU �-partial-information inversion problem. From
these remarks:

Succow−cpa
Π′ (t) = Succow−pca

Π′ (t) = Succow
ntru(t).

4.1 NTRU Paddings

Following the publication of [19], NTRU proposed several padding schemes
in [16,15] to protect NTRU against adaptive chosen-ciphertext attacks. We note
that at the time of the writing of [16], several generic transformations were
known to make NTRU IND-CCA2–secure in the random oracle model [2,7,8,26].
However, a few complications arise as the NTRU one-way function cannot be
assumed IND-CPA.

All NTRU paddings require a hash function H : {0, 1}mLen → {0, 1}rLen, and
possibly F and G, whose output size will be made explicit later.
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Let M be the original plaintext represented by a k1-bit string. For each
encryption, one generates a random string R, whose bit-length k2 is between
40 and 80 according to [16, page 2]. However, k1 + k2 ≤ mLen. Let ‖ denote
bit-string concatenation. The paddings proposed by NTRU are as follows.

Padding I. The first padding is proposed in [16, page 3]. The ciphertext of M
with random R is:

E1
pk(M ;R) = E ′pk(M ‖R;H(M ‖R)).

We denote by Π1 the corresponding encryption scheme.

Padding II. The second padding is proposed in [16, page 3]. The ciphertext is:

E2
pk(M ;R) = E ′pk((F (R)⊕M) ‖R;H(M ‖R)),

where F is a hash function that maps {0, 1}k2 → {0, 1}k1 , and ⊕ denotes bitwise
exclusive or. We denote by Π2 the corresponding encryption scheme.

Padding III. The third padding is proposed in [15, page 3], and not in [16].
This is rather curious, as [15] actually suggests the reading of [16] for further
details. It is this padding and not the previous ones which is being considered
in the CEES standards [6].

This padding first applies an all-or-nothing transformation (OAEP [2]) on
the concatenation M ‖R. More precisely, it splits each of M and R into equal
size pieces M = M ‖M and R = R ‖R. It then uses two hash functions F and
G that map {0, 1}k1/2+k2/2 into itself, to compute:

m1 = (M ‖R)⊕ F (M ‖R) and m2 = (M ‖R)⊕G(m1).

The ciphertext is then:

E3
pk(M ;R) = E ′pk(m1 ‖m2;H(M ‖R)).

We denote by Π3 the corresponding encryption scheme.

4.2 Security Analyses

First of all, one may note that because of the random polynomial r that is gen-
erated from H(M ‖R), nobody can generate a valid ciphertext without knowing
both the plaintext M and the random R, except with negligible probability. In-
deed, for a given ciphertext e, at most one r is acceptable. Without having asked
H(M ‖R), the probability for R(H(M ‖R)) to be equal to r is less than 1/2N .
As a consequence, any security notion satisfied in the CPA scenario is satisfied
in the CCA2-scenario. The latter scenario may increase the success probability
of an adversary by at most qD/2N , where qD is the number of queries asked to
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the decryption oracle. With a proper bookkeeping, the cost of the simulation
increases by qHTE , at most, where qH is the number of queries asked to the
random oracle H, and TE the time required for one encryption: for i = 1, 2, 3,

Advind−cca2
Πi (t) ≤ Advind−cpa

Πi (t+ qHTE) +
2qD
2N

.

Therefore, in the following, we focus on the chosen-plaintext attacks only.

Analysis of the First NTRU Padding. The first padding is exactly based
on the first Fujisaki-Okamoto conversion [8], which requires the primitive to be
IND-CPA, which is not the case of Π ′! However, the one-wayness OW-CPA of Π1

already relies on a stronger assumption than the hardness of the NTRU inversion
problem: the hardness of the NTRU k1-partial-information inversion problem.

More worryingly, contrarily to the claims of [16], the schemeΠ1 is not seman-
tically secure (IND-CPA): let us consider the following adversary which chooses
M0 = 0k1 and M1 = 1k1 . R is unknown, but whatever it is, if the encoding M
is such that R has an impact on at most k2 coefficients: M(M0 ‖R)(1) ≤ k2,
M(M1 ‖R)(1) ≥ k1. As already remarked, this value mod q is given by e(1),
which helps to distinguish which message has been encrypted, with advantage
1. Optimizations [15] (such as r(1) �= 0 but still a public constant) may slightly
worsen the advantage, but the advantage is still significant (more than 1/2).

Analysis of the Second NTRU Padding. The second padding is more sur-
prising. Even if it provides one-wayness under the sole NTRU assumption, se-
mantic security still requires a stronger assumption: the hardness of the NTRU
k2-partial-information inversion problem.

First, to get any information about the bit b such that the message Mb is
encrypted, any adversary has to ask either F (R) or H(Mi ‖R). If one denotes
by Ask such an event, one obtains: Advind−cpa

Π2 (t) ≤ 2 Pr[Ask]. In the worst case,
by randomly picking one candidate, one can extract R, and thus k2 bits of
information about the polynomial m:

Advind−cpa
Π2 (t) ≤ 2(qF + qH)× Succ

pi−owk2
ntru (t).

From a OW-adversaryA, which runs within a time bound t, one can get more,
whereas the simulations of F and H may be inconsistent. Indeed, the challenge
ciphertext e defines R uniquely, but M is a random variable later defined by
F (R), M = F (R)⊕M−1(m), and then H(M ‖R) = R−1(r). The latter may not
be correctly answered. If H(M ‖R) is not asked, the view of the adversary A is
perfect, and the output M gives m =M(ρ⊕M), where F (R) = ρ. But if F (R)
has not been asked, the success of the adversary is upper-bounded by 1/2k1 .
If H(M ‖R) has been asked, one guesses one pair (M ‖R) among the queries
asked to H, and performs the same as above. There are qF + qH possibilities for
R, in the first case, or qH possibilities for M ‖R in the second one. The good
candidate can easily be checked. As a result, one gets
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Succow−cpa
Π2 (t) ≤ 1

2k1
+ Succow

ntru(t+ (qF + 2qH)TE).

Analysis of the Third NTRU Padding. The third padding makes an incor-
rect use of the All-Or Nothing Transform, and therefore, the achieved security
level is not as high as one might have expected.

Let us first consider an adversary A against semantic security, which tries to
guess between M0 and M1 which one has been encrypted, within a time bound
t. It is clear that without having asked H(Mi ‖R), F (M i ‖R), or G(m1) (which
events are denoted AskH, AskF and AskG respectively), the plaintext M and the
random R are totally impredictable. However, the probability to ask F (M i ‖R),
without having asked G(m1), is less than 2qF /2k2/2. Similarly, the probability
to ask H(Mi ‖R), without having asked either G(m1) or F (M i ‖R), is less than
2qH/2k2 . Therefore, m1 has been asked to G, except with a small probability:

Advind−cpa
Π3 (A) ≤ 2 Pr[AskF ∨ AskG ∨ AskH]

≤ 2 Pr[AskG] + 2 Pr[AskF | ¬AskG] + 2 Pr[AskH | ¬AskG ∧ ¬AskF]

≤ 2 Pr[AskG] +
4qF
2k2/2

+
4qH
2k2

= 2 Pr[AskG] + 4× 2k2/2qF + qH
2k2

.

If the event AskG occurs, by correctly guessing the query asked to G, one gets
m1:

1
qG

Pr[AskG] ≤ Succ
pi−owmLen/2
ntru (t).

As a consequence,

Advind−cpa
Π3 (t) ≤ 2qG × Succ

pi−owmLen/2
ntru (t) +

2k2/2qF + qH
2k2−2 .

From a OW-adversary A, which outputs the whole plaintext M , one can
get more: indeed, A has to ask F (M ‖R) and G(m1), or H(M ‖R) to know
M , otherwise M is totally impredictable: only m1 and m2 are determined by
e. But M ‖R is a random variable defined later by M ‖R = m2 ⊕ G(m1), and
M ‖R is a random variable defined by M ‖R = m1 ⊕ F (M ‖R). Furthermore,
the probability to ask H(M ‖R), without having asked F (M ‖R) and G(m1) is
very low, since half of the bits are still impredictable:

Succow−cpa
Π3 (A) = Pr[M ← A(e) ∧ ((AskF ∧ AskG) ∨ AskH)]

+ Pr[M ← A(e) ∧ ¬((AskF ∧ AskG) ∨ AskH)]
≤ Pr[M ← A(e) ∧ AskF ∧ AskG]

+ Pr[AskH ∧ ¬(AskF ∧ AskG)] +
1

2k1

≤ Pr[M ← A(e) ∧ AskF ∧ AskG] +
qH

2k1/2+k2/2
+

1
2k1

With the solution M = M ‖M , the query M ‖R and its answer by F , as well
as the query m1 and its answer by G, one gets m2, which is possible to check.
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However, the adversary may detect the simulation, since some inconsistency in
the simulation of H may occur, if M ‖R is asked to H. But then one can fully
invert the problem, by trying all the candidates in the list of queries to H.
Finally, one first checks the qH possibilities for M ‖R, and then tries all the
possible combinations between m1 and M ‖R, to get m2:

Succow−cpa
Π3 (t) ≤ Succow

ntru(t+ (qH + qF qG)TE) +
qH2(k1−k2)/2 + 1

2k1
.

Discussion. One should remark that k2 is a crucial security parameter. With
too small of a value, some security results become meaningless, namely the se-
mantic security of the second and the third paddings. However, one can see
that splitting the k2-bit random value R in two parts R and R, which are used
independently, is a very bad idea: the provable security level of the third con-
struction is less than 1/2k2/2. The latter is thus at most 2−20, or 2−40, according
to [16, page 2]. Thus, the security proofs we obtain are rather inefficient for the
parameters suggested by [16]. Our proofs may however not be tight since we are
unaware of any attack achieving the previous security bounds. Nevertheless, the
lack of security proofs meaningful for the recommended parameters suggests to
look at different paddings.

5 Suggestions and Comparisons

We showed that none of the three suggested paddings provides the maximal secu-
rity level, that is, IND-CCA2 under the sole NTRU inversion problem. However,
some constructions do exist: a better OAEP-based construction or REACT [25],
which we will compare later.

5.1 Suggestions

An OAEP-Based Scheme. The first suggestion is a variant of the third
padding, using two more hash functions

F : {0, 1}k1 → {0, 1}k2 and G : {0, 1}k2 → {0, 1}k1 .

One first computes s = M ⊕G(R) and t = R⊕ F (s). The ciphertext consists of
E ′pk(s ‖ t;H(M ‖R)). The OAEP construction provides semantic security, while
the H function strengthens it to chosen-ciphertext security. An usual argument
(see the full version of the paper) shows that:

Advind−cca2
oaep′ (t) ≤ 2Succow

ntru(t+ (qH + qF qG)TE) +
2qD
2N

+
4qH
2k1

+
2qG
2k2

.

However, one can thus see that, as in the original OAEP construction with
partial-domain one-way permutations [2,9], the reduction is quadratic in the
number of queries to the hash functions F and G.
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NTRU-REACT. Thanks to the OW-PCA–security level of the NTRU primi-
tive, one can use the REACT construction. The straightforward application uses
two hash functions:

G : {0, 1}N → {0, 1}� and H : {0, 1}� → {0, 1}k2 .
On input a message M ∈ {0, 1}�, a random R ∈ {0, 1}mLen and another random
R′ ∈ {0, 1}N , one computes a = E ′pk(R;R′), b = M⊕G(R) and c = H(a, b,M,R).
The ciphertext is the triplet (a, b, c).

The semantic security is clear, since the adversary has no advantage without
having asked G(R) or H(a, b,Mi, R). Therefore R, and thus m, can be recovered
from the queries asked to G or H:

Advind−cpa
react (t) ≤ 2Succow

ntru(t+ (qG + qH)TE).

With chosen-ciphertext attacks, the adversary cannot produce a valid ciphertext
without having asked for H(a, b,M,R), except with probability 1/2k2 . With
proper bookkeeping, this does not increase the cost:

Advind−cca2
react (t) ≤ 2Succow

ntru(t+ (qG + qH)TE) +
2qD
2k2

.

Improved NTRU-REACT. Interestingly, the specific properties of NTRU
can be used to improve the above construction. Namely, one can reduce the size
and the number of random bits. It requires two hash functions:

G : {0, 1}mLen → {0, 1}� and H : {0, 1}� → {0, 1}N .
Like the original construction of REACT, it can use any symmetric encryption
scheme (E,D), with an �-bit key. On input a message M and a random element
R ∈ {0, 1}mLen, one computes K = G(R), b = EK(M) and R′ = H(R, b). Then
a = E ′pk(R;R′), and the ciphertext consists of the pair a ‖ b. One can prove that
with this improved scheme and the one-time pad:

Advind−cca2
react′ (t) ≤ 2Succow

ntru(t+ (qG + qH)TE) +
2qD
2N

.

A high rate can be achieved thanks to the hybrid construction. However, one
would need to compare the efficiency of the block cipher and the NTRU primi-
tive.

5.2 Comparison of NTRU Cryptosystems

We now compare the efficiency and the security level of all the above construc-
tions. Contrarily to previous complexity analyses, we need to consider the cost
of the generation of random bits as well as the cost of hashings. Indeed, this is
the only difference between each scheme, since all of them just need to apply
once the encryption and decryption primitives in the encryption and decryption
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algorithms respectively. In the figure given below, mLen and rLen are the bit-
length of the message and random inputs for the NTRU primitive, and cLen is
the bit-length of the output; k is a security parameter. The columns #rand, Hin
and Hout indicate the number of required random bits, the number of bits as
input of hash functions and the number of output bits respectively.

With classical parameters, where N is the most crucial data, chosen among
167, 251, 347 and 503, mLen = N log p = 
1.585N�, rLen = N , cLen = 7N and
k is between 40 and 80.

Schemes |M | |C| IND-CCA2 #rand Hin Hout
Π1 mLen− k cLen NO k mLen rLen
Π2 mLen− k cLen PI-OW k mLen + k rLen + mLen− k
Π3 mLen cLen PI-OW k 2mLen rLen + mLen
OAEP′ mLen− k cLen OW k 2mLen rLen + mLen
REACT′ mLen mLen + cLen OW mLen 3mLen rLen + mLen
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Abstract. A common practice to encrypt with RSA is to first apply a
padding scheme to the message and then to exponentiate the result with
the public exponent; an example of this is OAEP. Similarly, the usual
way of signing with RSA is to apply some padding scheme and then
to exponentiate the result with the private exponent, as for example in
PSS. Usually, the RSA modulus used for encrypting is different from the
one used for signing. The goal of this paper is to simplify this common
setting. First, we show that PSS can also be used for encryption, and
gives an encryption scheme semantically secure against adaptive chosen-
ciphertext attacks, in the random oracle model. As a result, PSS can be
used indifferently for encryption or signature. Moreover, we show that
PSS allows to safely use the same RSA key-pairs for both encryption
and signature, in a concurrent manner. More generally, we show that
using PSS the same set of keys can be used for both encryption and
signature for any trapdoor partial-domain one-way permutation. The
practical consequences of our result are important: PKIs and public-key
implementations can be significantly simplified.

Keywords: Probabilistic Signature Scheme, Provable Security.

1 Introduction

A very common practice for encrypting a message m with RSA is to first apply
a padding scheme µ, then raise µ(m) to the public exponent e. The ciphertext c
is then:

c = µ(m)e mod N

Similarly, for signing a message m, the common practice consists again in
first applying a padding scheme µ′ then raising µ′(m) to the private exponent
d. The signature s is then:

s = µ′(m)d mod N

For various reasons, it would be desirable to use the same padding scheme µ(m)
for encryption and for signature: in this case, only one padding scheme needs
to be implemented. Of course, the resulting padding scheme µ(m) should be
provably secure for encryption and for signing. We say that a padding scheme is
universal if it satisfies this property.

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 226–241, 2002.
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The strongest public-key encryption security notion was defined in [15] as
indistinguishability under an adaptive chosen ciphertext attack. An adversary
should not be able to distinguish between the encryption of two plaintexts, even
if he can obtain the decryption of ciphertexts of his choice. For digital signature
schemes, the strongest security notion was defined by Goldwasser, Micali and
Rivest in [10], as existential unforgeability under an adaptive chosen message
attack. This notion captures the property that an adversary cannot produce
a valid signature, even after obtaining the signature of (polynomially many)
messages of his choice.

In this paper, we show that the padding scheme PSS [3], which is originally
a provably secure padding scheme for producing signatures, can also be used as
a provably secure encryption scheme. More precisely, we show that PSS offers
indistinguishability under an adaptive chosen ciphertext attack, in the random
oracle model, under the partial-domain one-wayness of the underlying permu-
tation. Partial-domain one-wayness, introduced in [9], is a formally stronger
assumption than one-wayness. However, for RSA, partial-domain one-wayness
is equivalent to (full domain) one-wayness and therefore RSA-PSS encryption is
provably secure under the sole assumption that RSA is one-way.

Generally, in a given application, the RSA modulus used for encrypting is
different from the RSA modulus used for signing; our setting (and real-world
PKIs) would be further simplified if one could use the same set of keys for both
encryption and signature (see [11]). In this paper, we show that using PSS, the
same keys can be safely used for encryption and for signature.

2 Public-Key Encryption

A public-key encryption scheme is a triple of algorithms (K, E ,D) where:

– K is a probabilistic key generation algorithm which returns random pairs of
public and secret keys (pk , sk) depending on some security parameter k,

– E is a probabilistic encryption algorithm which takes as input a public key
pk and a plaintext M ∈ M, runs on a random tape r ∈ R and returns
a ciphertext c. M and R stand for spaces in which messages and random
strings are chosen respectively,

– D is a deterministic decryption algorithm which, given as input a secret key
sk and a ciphertext c, returns the corresponding plaintext M , or Reject.

The strongest security notion for public-key encryption is the aforementioned
notion of indistinguishability under an adaptive chosen ciphertext attack. An
adversary should not be able to distinguish between the encryption of two plain-
texts, even if he can obtain the decryption of ciphertexts of his choice. The attack
scenario is the following:

1. The adversary A receives the public key pk with (pk , sk)← K(1κ).
2. A makes decryption queries for ciphertexts y of his choice.
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3. A chooses two messages M0 and M1 of identical length, and receives the
encryption c of Mb for a random unknown bit b.

4. A continues to make decryption queries. The only restriction is that the
adversary cannot request the decryption of c.

5. A outputs a bit b′, representing its “guess” on b.

The adversary’s advantage is then defined as:

Adv(A) = |2 · Pr[b′ = b]− 1|
An encryption scheme is said to be secure against adaptive chosen ciphertext at-
tack (and denoted IND-CCA2) if the advantage of any polynomial-time bounded
adversary is a negligible function of the security parameter. Usually, schemes are
proven to be IND-CCA2 secure by exhibiting a polynomial reduction: if some ad-
versary can break the IND-CCA2 security of the system, then the same adversary
can be invoked (polynomially many times) to solve a related hard problem.

The random oracle model, introduced by Bellare and Rogaway in [1], is a
theoretical framework in which any hash function is seen as an oracle which
outputs a random value for each new query. Actually, a security proof in the
random oracle model does not necessarily imply that a scheme is secure in the
real world (see [6]). Nevertheless, it seems to be a good engineering principle to
design a scheme so that it is provably secure in the random oracle model. Many
encryption and signature schemes were proven to be secure in the random oracle
model.

3 Encrypting with PSS-R

In this section we prove that given any trapdoor partial-domain one-way per-
mutation f , the encryption scheme defined by first applying PSS with message
recovery (denoted PSS-R) and then encrypting the result with f achieves the
strongest security level for an encryption scheme, in the random oracle model.

3.1 The PSS-R Padding Scheme

PSS-R, defined in [3], is parameterized by the integers k, k0 and k1 and uses two
hash functions:

H : {0, 1}k−k1 → {0, 1}k1 and G : {0, 1}k1 → {0, 1}k−k1

PSS-R takes as input a (k−k0−k1)-bit message M and a k0-bit random integer
r. As illustrated in Figure 1, PSS-R outputs:

µ(M, r) = ω||s
where ‖ stands for concatenation, ω = H(M ||r) and s = G(ω)⊕(M‖r). Actually,
in [3], M‖r is used as the argument to H and r‖M is used as the mask to xor
with G(ω). Here for simplicity we use M‖r in both places, but the same results
apply either way.
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Fig. 1. The PSS-R padding scheme

3.2 The PSS-E Encryption Scheme

The new encryption scheme (K, E ,D), that we denote PSS-E, is based on µ and
a k-bit trapdoor permutation f :

– K generates the public key f and the secret key f−1.
– E(M, r): given a message M ∈ {0, 1}k−k0−k1 and a random r ∈ {0, 1}k0 , the

encryption algorithm outputs the ciphertext:

c = f(µ(M, r))

– D(c): the decryption algorithm recovers (ω, s) = f−1(c) and then M‖r =
G(ω) ⊕ s. If ω = H(M ||r), the algorithm returns M , otherwise it returns
Reject.

3.3 The Underlying Problem

The security of PSS-E is based on the difficulty of inverting f without knowing
f−1. As in [9], we use two additional related problems: the partial-domain one-
wayness and the set partial-domain one-wayness of f :
– (τ, ε)-one-wayness of f , means that for any adversary A who wishes to
recover the full pre-image (ω, s) of f(ω, s) in time less than τ , A’s success prob-
ability Succow(A) is upper-bounded by ε:

Succow(A) = Pr
ω,s

[A(f(ω, s)) = (ω, s)] < ε

– (τ, ε)-partial-domain one-wayness of f , means that for any adversary A
who wishes to recover the partial pre-image ω of f(ω, s) in time less than τ , A’s
success probability Succpd−ow(A) is upper-bounded by ε:

Succpd−ow(A) = Pr
ω,s

[A(f(ω, s)) = ω] < ε

– (�, τ, ε)-set partial-domain one-wayness of f , means that for any adver-
sary A who wishes to output a set of � elements which contains the partial pre-
image ω of f(ω, s), in time less than τ , A’s success probability Succs−pd−ow(A)
is upper-bounded by ε:

Succs−pd−ow(A) = Pr
ω,s

[ω ∈ A(f(ω, s))] < ε
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As in [9], we denote by Succow(τ), (resp. Succpd−ow(τ) and Succs−pd−ow(�, τ)) the
maximal probability Succow(A), (resp. Succpd−ow(A) and Succs−pd−ow(A)), over
all adversaries whose running times are less than τ . For any τ and � ≥ 1, we
have:

Succs−pd−ow(�, τ) ≥ Succpd−ow(τ) ≥ Succow(τ)

Moreover, by randomly selecting any element in the set returned by the adversary
against the set partial-domain one-wayness, one can break the partial-domain
one-wayness with probability 1/�, which gives:

Succpd−ow(τ) ≥ Succs−pd−ow(�, τ)/� (1)

We will see in Section 5 that for RSA, the three problems are polynomially
equivalent.

3.4 Security of PSS-E

The following theorem shows that PSS-E is semantically secure under adaptive
chosen ciphertext attacks (IND-CCA2), in the random oracle model, assuming
that the underlying permutation is partial-domain one-way.

Theorem 1. Let A be a CCA2-adversary against the semantic security of PSS-
E, with advantage ε and running time t, making qD, qH and qG queries to the
decryption oracle and the hash functions H and G, respectively. Then:

Succpd−ow(t′) ≥ 1
qH + qG

· (ε− qH2−k0 − qD2−k1
)

where t′ ≤ t+ qH · Tf , and Tf denotes the time complexity of f .

The theorem follows from inequality (1) and the next lemma:

Lemma 1. Using the notations introduced in Theorem 1, we have:

Succs−pd−ow(qH + qG, t
′) ≥ ε− qH · 2−k0 − qD · 2−k1 (2)

Proof. We describe a reduction B which usingA, constructs an adversary against
the set partial-domain one-wayness of f . We start with a top-level description
of the reduction and then show how to simulate the random oracles G, H and
the decryption oracle D. Eventually we compute the success probability of B.

Top-level description of the reduction B:

1. B is given a function f and c∗ = f(ω∗, s∗), for random integers ω∗ and s∗.
B’s goal is to output a list which contains the partial pre-image ω∗ of c∗.

2. B runs A with f and gets {M0,M1}. It chooses a random bit b and gives
c∗ as a ciphertext for Mb. B simulates the oracles G, H and D as described
below.

3. B receives from A the answer b′ and outputs the list of queries asked to G.
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Simulation of the random oracles G, H and D:
The simulation of G and H is very simple: a random answer is returned for each
new query of G and H. Moreover, when ω is the answer of a query to H, we
simulate a query for ω to G, so that G(ω) is defined.

On query c to the decryption oracle, the reduction B looks at each query
M ′||r′ to H and computes:

ω′ = H(M ′||r′) and s′ = G(ω′)⊕ (M ′‖r′)
Then if c = f(ω′, s′) the reduction B returns M ′. Otherwise, the reduction
outputs Reject.

Analysis:
Since c∗ = f(ω∗, s∗) is the ciphertext corresponding to Mb, we have the following
constraint for random oracles G and H:

H(Mb‖r∗) = ω∗ and G(ω∗) = s∗ ⊕ (Mb‖r∗) (3)

We denote by AskG the event: “ω∗ has been asked to G” and by AskH the
event: “there exists M ′ such that M ′||r∗ has been queried to H”.

If ω∗ was never queried to G, then G(ω∗) is undefined and r∗ is then a uni-
formly distributed random variable. Therefore the probability that there exists
M ′ such that (M ′, r∗) has been asked to H is at most qH · 2−k0 . This gives:

Pr[AskH|¬AskG] ≤ qH · 2−k0 (4)

Our simulation of D can only fail by rejecting a valid ciphertext. We denote
by DBad this event. Letting c = f(ω, s) be the ciphertext queried to D and

M‖r = G(ω)⊕ s
we reject a valid ciphertext if H(M ||r) = ω while M ||r was never queried to H.
However, if M‖r was never queried to H, then H(M‖r) is randomly defined.
Namely if the decryption query occured before c∗ was sent to the adversary, then
constraint (3) does not apply and H(M‖r) is randomly defined. Otherwise, if
the decryption query occured after c∗ was sent to the adversary, then c �= c∗

implies (M, r) �= (Mb, r
∗) and H(M‖r) is still randomly defined. In both cases

the probability that H(M, r) = ω is then 2−k1 , which gives:

Pr[DBad] ≤ qD · 2−k1 (5)

Let us denote by Bad the event: “ω∗ has been queried to G or (M ′, r∗) has
been queried to H for some M ′ or the simulation of D has failed”. Formally:

Bad = AskG ∨ AskH ∨ DBad (6)

Let us denote by S the event: “the adversary outputs the correct value for b, i.e.,
b = b′”. Conditioned on ¬Bad, our simulations of G,H and D are independent
of b, and therefore A’s view is independent of b as well. This gives:

Pr[S|¬Bad] =
1
2

(7)
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Moreover, conditioned on ¬Bad, the adversary’s view is the same as when inter-
acting with (perfect) random and decryption oracles, which gives:

Pr[S ∧ ¬Bad] ≥ 1
2

+
ε

2
− Pr[Bad] (8)

From (7) we obtain

Pr[S ∧ ¬Bad] = Pr[S|¬Bad] · Pr[¬Bad] =
1
2
(1− Pr[Bad])

which gives using (8):
Pr[Bad] ≥ ε (9)

From (6) we have:

Pr[Bad] ≤ Pr[AskG ∨ AskH] + Pr[DBad]
≤ Pr[AskG] + Pr[AskH ∧ ¬AskG] + Pr[DBad]
≤ Pr[AskG] + Pr[AskH|¬AskG] + Pr[DBad]

which yields using (4), (5) and (9):

Pr[AskG] ≥ ε− qH · 2−k0 − qD · 2−k1

and hence (2) holds. This completes the proof of lemma 1. ��

4 Signing and Encrypting with the Same Set of Keys

In this section we show that when using PSS, the same public key can be used
for encryption and signature in a concurrent manner. For RSA, this means that
the same set (N, e, d) can be used for both operations. In other words, when
Alice sends a message to Bob, she encrypts it using Bob’s public key (N, e); Bob
decrypts it using the corresponding private key (N, d). To sign a message M ,
Bob will use the same private key (N, d). As usual, anybody can verify Bob’s
signatures using his public pair (N, e).

Although provably secure (as we will see hereafter), this is contrary to the
folklore recommendation that signature and encryption keys should be distinct.
This recommendation may prove useful is some cases; this is particularly true
when a flaw has been found in the encryption scheme or in the signature scheme.
In our case, we will prove that when using PSS-R, a decryption oracle does not
help the attacker in forging signatures, and a signing oracle does not help the
attacker in gaining information about the plaintext corresponding to a cipher-
text.

Nevertheless, we advise to be very careful when implementing systems using
the same keys for encrypting and signing. For example, if there are some imple-
mentation errors in a decryption server (see for example [13]), then an attacker
could use this server to create forgeries.
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4.1 The PSS-ES Encryption and Signature Scheme

The PSS-ES encryption and signature scheme (K, E ,D,S,V) is based on PSS-
R and a k-bit trapdoor permutation f . As for the PSS-R signature scheme,
the signature scheme in PSS-ES is with message recovery: this means that the
message is recovered when verifying the signature. In this case, only messages of
fixed length k − k0 − k1 can be signed. To sign messages M of arbitrary length,
it suffices to apply a collision-free hash function to M prior to signing.
– K generates the public key f and the secret key f−1.
– E(M, r): given a message M ∈ {0, 1}k−k0−k1 and a random value r ∈ {0, 1}k0 ,
the encryption algorithm computes the ciphertext:

c = f(µ(M, r))

– D(c): the encryption algorithm recovers (ω, s) = f−1(c) and computes

M‖r = G(ω)⊕ s
If ω = H(M ||r), the algorithm returns M , otherwise it returns Reject.
– S(M, r): given a message M ∈ {0, 1}k−k0−k1 and a random value r ∈ {0, 1}k0 ,
the signing algorithm computes the signature:

σ = f−1(µ(M, r))

– V(σ): given the signature σ, the verification algorithm recovers (ω, s) = f(σ)
and computes:

M‖r = G(ω)⊕ s
If ω = H(M‖r), the algorithm accepts the signature and returns M . Otherwise,
the algorithm returns Reject.

4.2 Semantic Security

We must ensure that an adversary is still unable to distinguish between the
encryption of two messages, even if he can obtain the decryption of ciphertexts
of his choice, and the signature of messages of his choice. The attack scenario is
consequently the same as previously, except that the adversary can also obtain
the signature of messages he wants.

The following theorem, whose proof is given in Appendix A, shows that PSS-
ES is semantically secure under adaptive chosen ciphertext attacks, in the ran-
dom oracle model, assuming that the underlying permutation is partial domain
one-way.

Theorem 2. Let A be an adversary against the semantic security of PSS-ES,
with success probability ε and running time t, making qD, qsig, qH and qG queries
to the decryption oracle, the signing oracle, and the hash functions H and G,
respectively. Then, Succpd−ow(t′) is greater than:

1
qH + qG + qsig

(
ε− (qH + qsig) · 2−k0 − qD2−k1 − (qH + qsig)2 · 2−k1

)
where t′ ≤ t+ (qH + qsig) · Tf , and Tf denotes the time complexity of f .
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4.3 Unforgeability

For signature schemes, the strongest security notion is the previously introduced
existential unforgeability under an adaptive chosen message attack. An attacker
cannot produce a valid signature, even after obtaining the signature of (polyno-
mially many) messages of his choice. Here the adversary can also also obtain the
decryption of ciphertexts of his choice under the same public-key. Consequently,
the attack scenario is the following:

1. The adversary A receives the public key pk with (pk , sk)← K(1κ).
2. A makes signature queries for messages M of his choice. Additionally, he

makes decryption queries for ciphertexts y of his choice.
3. A outputs the signature of a message M ′ which was not queried for signature

before.

An encryption-signature scheme is said to be secure against chosen-message
attacks if for any polynomial-time bounded adversary, the probability to output
a forgery is negligible.

The following theorem shows that PSS-ES is secure against an adaptive cho-
sen message attack. The proof is similar to the security proof of PSS [3] and is
given in Appendix B.

Theorem 3. Let A be an adversary against the unforgeability of PSS-ES, with
success probability ε and running time t, making qD, qsig, qH and qG queries
to the decryption oracle, the signing oracle, and the hash oracles H and G,
respectively. Then Succow(t′) is greater than:

1
qH

(
ε− ((qH + qsig)2 + qD + 1) · 2−k1) (10)

where t′ ≤ t+ (qH + qsig) · Tf , and Tf denotes the time complexity of f .

5 Application to RSA

5.1 The RSA Cryptosystem

The RSA cryptosystem [16] is the most widely used cryptosystem today. In this
section, we show that by virtue of RSA’s homomorphic properties, the partial-
domain one-wayness of RSA is equivalent to the one-wayness of RSA. This en-
ables to prove that the encryption scheme RSA-PSS-E and the encryption and
signature scheme RSA-PSS-ES are semantically secure against chosen ciphertext
attacks, in the random oracle model, assuming that inverting RSA is hard.

Definition 1 (The RSA Primitive). The RSA primitive is a family of trap-
door permutations, specified by:
– The RSA generator RSA, which on input 1k, randomly selects two distinct
k/2-bit primes p and q and computes the modulus N = p ·q. It randomly picks an
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encryption exponent e ∈ Z∗φ(N), computes the corresponding decryption exponent
d = e−1 mod φ(N) and returns (N, e, d).
– The encryption function f : Z∗N → Z∗N defined by f(x) = xe mod N .
– The decryption function f−1 : Z∗N → Z∗N defined by f−1(y) = yd mod N .

In the following, we state our result in terms of the RSA primitive with a ran-
domly chosen public exponent. The same results apply to the common practice
of choosing a small public exponent. Actually, using Coppersmith’s algorithm
[7] as in [17] for OAEP [2], it would be possible to obtain tigther bounds for a
small public exponent.

5.2 Partial-Domain One-Wayness of RSA

The following lemma shows that the partial-domain one-wayness of RSA is equiv-
alent to the one-wayness of RSA. This is a generalization of the result that
appears in [9] for OAEP and in [4] for SAEP+, wherein the size of the par-
tial pre-image is greater than half the size of the modulus. The extension was
announced in [9] and [4], even if the proper estimates were not worked out.

The technique goes as follows. Given y = xe mod N , we must find x. We
obtain the least significant bits of x ·αi mod N for random integers αi ∈ ZN , by
querying for the partial pre-image of yi = y · (αi)e mod N . Finding x from the
least significant bits of the x · αi mod N is a Hidden Number Problem modulo
N . We use an algorithm similar to [5] to efficiently recover x.

Lemma 2. Let A be an algorithm that on input y, outputs a q-set containing
the k1 most significant bits of yd mod N , within time bound t, with probability
ε, where 2k−1 ≤ N < 2k, k1 ≥ 64 and k/(k1)2 ≤ 2−6. Then there exists an
algorithm B that solves the RSA problem with success probability ε′ within time
bound t′, where:

ε′ ≥ ε · (εn−1 − 2−k/8) (11)

t′ ≤ n · t+ qn · poly(k)

n =
⌈

5k
4k1

⌉

Proof. See the full paper [8].

5.3 RSA-PSS-E and RSA-PSS-ES

The RSA-PSS-E encryption scheme (K, E ,D) based on the PSS-R padding µ
with parameters k, k0, and k1 is defined as follows:
– K generates a (k + 1)-bit RSA modulus and exponents e and d. The public
key is (N, e) and the private key is (N, d).
– E(M, r): given a message M ∈ {0, 1}k−k0−k1 and a random r ∈ {0, 1}k0 , the
encryption algorithm outputs the ciphertext:

c = (µ(M, r))e mod N
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– D(c): the decryption algorithm recovers x = cd mod N . It returns Reject if
the most significant bit of x is not zero. It writes x as 0‖ω‖s where ω is a k1-bit
string and s is a k − k1 bit string. It writes M‖r = G(ω) ⊕ s. If ω = H(M ||r),
the algorithm returns M , otherwise it returns Reject.

The RSA-PSS-ES encryption and signature scheme (K, E ,D,S,V) is defined
as follows:
– K, E(M, r) and D(c) are identical to RSA-PSS-E.
– S(M, r): given a message M ∈ {0, 1}k−k0−k1 and a random value r ∈ {0, 1}k0 ,
the signing algorithm computes the signature:

σ = µ(M, r)d mod N

– V(σ): given the signature σ, the verification algorithm recovers x = σe mod N .
It returns Reject if the most significant bit of x is not zero. It writes x as 0‖ω‖s
where ω is a k1-bit string and s is a (k−k1)-bit string. It writes M‖r = G(ω)⊕s.
If ω = H(M ||r), the algorithm accepts the signature and returns M , otherwise
it returns Reject.

5.4 Security of RSA-PSS-E and RSA-PSS-ES

Combining Lemma 1 and Lemma 2, we obtain the following theorem which
shows that the encryption scheme RSA-PSS-E is provably secure in the random
oracle model, assuming that inverting RSA is hard.

Theorem 4. Let A be a CCA2-adversary against the semantic security of the
RSA-PSS-E scheme (K, E ,D), with advantage ε and running time t, making qD,
qH and qG queries to the decryption oracle and the hash function H and G,
respectively. Provided that k1 ≥ 64 and k/(k1)2 ≤ 2−6, RSA can be inverted with
probability ε′ greater than:

ε′ ≥ (ε− qH · 2−k0 − qD2−k1
)n − 2−k/8

within time bound t′ ≤ n · t+ (qH + qG)n · poly(k), where n = 
5k/(4k1)�.
We obtain a similar theorem for the semantic security of the RSA-PSS-ES

encryption and signature scheme (from Lemma 2 and Lemma 3 in appendix A).

Theorem 5. Let A be a CCA2-adversary against the semantic security of the
RSA-PSS-ES scheme (K, E ,D,S,V), with advantage ε and running time t, mak-
ing qD, qsig, qH and qG queries to the decryption oracle, the signing oracle and
the hash function H and G, respectively. Provided that k1 ≥ 64 and k/(k1)2 ≤
2−6, RSA can be inverted with probability ε′ greater than:

ε′ ≥ (ε− (qH + qsig) · 2−k0 − (qD + (qH + qsig)2) · 2−k1
)n − 2−k/8

within time bound t′ ≤ n · t+ (qH + qG + qsig)n · poly(k), where n = 
5k/(4k1)�.
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For the unforgeability of the RSA-PSS-ES encryption and signature scheme,
we obtain a better security bound than the general result of Theorem 3, by
relying upon the homomorphic properties of RSA. The proof of the following
theorem is similar to the security proof of PSS in [3] and is given in the full
version of this paper [8]

Theorem 6. Let A be an adversary against the unforgeability of the PSS-ES
scheme (K, E ,D,S,V), with success probability ε and running time t, making
qD, qsig, qH and qG queries to the decryption oracle, the signing oracle, and the
hash functions H and G, respectively. Then RSA can be inverted with probability
ε′ greater than:

ε′ ≥ ε− ((qH + qsig)2 + qD + 1
) · (2−k0 + 2−k1) (12)

within time bound t′ ≤ t+ (qH + qsig) · O(k3).

Note that as for OAEP [9], the security proof for encrypting with PSS is
far from being tight. This means that it does not provide a meaningful security
result for a moderate size modulus (e.g., 1024 bits). For the security proof to
be meaningful in practice, we recommend to take k1 ≥ k/2 and to use a larger
modulus (e.g., 2048 bits).

6 Conclusion

In all existing PKIs different padding formats are used for encrypting and sign-
ing; moreover, it is recommended to use different keys for encrypting and signing.
In this paper we have proved that the PSS padding scheme used in PKCS#1
v.2.1 [14] and IEEE P1363 [12] can be safely used for encryption as well. We have
also proved that the same key pair can be safely used for both signature and
encryption. The practical consequences of this are significant: besides halving
the number of keys in security systems and simplifying their architecture, our
observation allows resource-constrained devices such as smart cards to use the
same code for implementing both signature and encryption.
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A Proof of Theorem 2

The theorem follows from inequality (1) and the following lemma.

Lemma 3. Let A be an adversary against the semantic security of PSS-ES, with
success probability ε and running time t, making qD, qsig, qH and qG queries
to the decryption oracle, the signing oracle, and the hash functions H and G,
respectively. Then, the success probability Succs−pd−ow(qH+qG+qsig, t′) is greater
than:

ε− (qH + qsig) · 2−k0 − qD2−k1 − (qH + qsig)2 · 2−k1
where t′ ≤ t+ (qH + qsig) · Tf , and Tf denotes the time complexity of f .
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Proof. The proof is very similar to the proof of lemma 1. The top-level descrip-
tion of the reduction B is the same and the simulation of the decryption oracle
is the same. However, oracles H and G are simulated differently. Instead of sim-
ulating H and G so that µ(M, r) = y is a random integer, we simulate H and
G so that µ(M, r) = f(x) for a known random x, which allows to answer the
signature query for M .

Simulation of oracles G and H and signing oracle:
When receiving the query M‖r to H, we generate a random x ∈ {0, 1}k and
compute y = f(x). We denote y = ω‖s. If ω never appeared before, we let
G(ω) = s⊕ (M‖r) and return ω, otherwise we abort.

When receiving a query ω for G, if G(ω) has already been defined, we return
G(ω), otherwise we return a random (k − k1)-bit integer.

When we receive a signature query for M , we generate a random k0-bit
integer r. If M‖r was queried to H before, we know ω, s, y and x such that:

H(M‖r) = ω and G(ω) = s⊕ (M‖r) and y = f(x) = ω‖s
so we return the corresponding signature x. If M‖r was never queried before,
we simulate an H-query for M‖r as previously: we pick a random x ∈ {0, 1}k
and compute y = f(x). We denote y = ω‖s. If ω never appeared before, we let
H(M‖r) = ω, G(ω) = s⊕(M‖r) and return the signature x, otherwise we abort.

Analysis:
As in lemma 1, we denote by AskG the event: “ω∗ has been asked to G” and
by AskH the event: “there exists M ′ such that M ′||r∗ has been queried to H”;
we denote by DBad the event: “a valid ciphertext has been rejected by our
simulation of the decryption oracle D”. Moreover, we denote by SBad the event:
“the reduction aborts when answering an H-oracle query or a signature query”.
As previously, we have:

Pr[AskH|¬AskG] ≤ (qH + qsig) · 2−k0

and
Pr[DBad] ≤ qD · 2−k1

When answering an H-oracle query or a signature query, the integer ω which is
generated is uniformly distributed because f is a permutation. Moreover, at most
qH + qsig values of ω can appear during the reduction. Therefore the probability
that the reduction aborts when answering anH-oracle query or a signature query
is at most (qH + qsig) · 2−k1 , which gives:

Pr[SBad] ≤ (qH + qsig)2 · 2−k1

We denote by Bad the event:

Bad = AskG ∨ AskH ∨ DBad ∨ SBad

Let S denote the event: “the adversary outputs the correct value for b, i.e. b = b′”.
Conditioned on ¬Bad, our simulation of oracles G,H, D and of the signing oracle
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are independent of b, and therefore the adversary’s view is independent of b. This
gives:

Pr[S|¬Bad] =
1
2

(13)

Moreover, conditioned on ¬Bad, the adversary’s view is the same as when in-
teracting with (perfect) random oracles, decryption oracle and signing oracle,
which gives:

Pr[S ∧ ¬Bad] ≥ 1
2

+
ε

2
− Pr[Bad] (14)

which yields as in Lemma 1:
Pr[Bad] ≥ ε (15)

and eventually:

Pr[AskG] ≥ ε− (qH + qsig) · 2−k0 − qD · 2−k1 − (qH + qsig)2 · 2−k1

B Proof of Theorem 3

From A we construct an algorithm B, which receives as input c and outputs η
such that c = f(η).

Top-level description of the reduction B:
1. B is given a function f and c = f(η), for a random integer η.
2. B selects uniformly at random an integer j ∈ [1, qH ].
3. B runs A with f . It simulates the decryption oracle, the signing oracle and

random oracles H and G as described below. B maintains a counter i for the
i-th query Mi‖ri to H. The oracles H and G are simulated in such a way
that if i = j then µ(Mi‖ri) = c.

4. B receives fromA a forgery σ. LettingM and r be the corresponding message
and random, if (M, r) = (Mj , rj) then f(σ) = µ(Mj‖rj) = c and B outputs
σ.

Simulation of the oracles G, H, D and signing oracle:
When receiving the i-th query Mi‖ri to H, we distinguish two cases: if i �= j,
we generate a random xi ∈ {0, 1}k and compute yi = f(xi). If i = j, we let
yi = c. In both cases we denote yi = ωi‖si. If ωi never appeared before, we let
G(ωi) = si ⊕ (Mi‖ri) and return ωi, otherwise we abort.

When receiving a query ω for G, if G(ω) has already been defined, we return
G(ω), otherwise we return a random (k − k1)-bit integer.

When we receive a signature query for M , we generate a random k0-bit
integer r. If M‖r was queried to H before, we have M‖r = Mi‖ri for some i. If
i �= j, we have:

H(Mi‖ri) = ωi, G(ωi) = si ⊕ (Mi‖ri) and yi = ωi‖si = f(xi)

so we return the corresponding signature xi, otherwise we abort. If M‖r was
never queried before, we simulate an H-query for M‖r as previously: we generate
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a random x ∈ {0, 1}k and compute y = f(x). We denote y = ω‖s. If ω never
appeared before, we let H(M‖r) = ω and G(ω) = s ⊕ (M‖r) and return the
signature x, otherwise we abort.

The simulation of the decryption oracle is identical to that of Lemma 1.

Analysis:
Let σ be the forgery sent by the adversary. If ω was not queried to G, we
simulate a query to G as previously. Let ω‖s = f(σ) and M‖r = G(ω) ⊕ s.
If M‖r was never queried to H, then H(M‖r) is undefined because there was
no signature query for M ; the probability that H(M‖r) = ω is then 2−k1 .
Otherwise, let (M, r) = (Mi, ri) be the corresponding query to H. If i = j, then
µ(Mj , rj) = c = f(σ) and B succeeds in inverting f .

Conditioned on i = j, our simulation of H and the signing oracle are perfect,
unless some ω appears twice, which happens with probability less than (qH +
qsig)2 · 2−k1 . As in lemma 1, our simulation of D fails with probability less than
qD · 2−k1 . Consequently, the reduction B succeeds with probability greater than:

1
qH
· (ε− 2−k1 − (qH + qsig)2 · 2−k1 − qD · 2−k1

)
which gives (10).
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Abstract. We present lattice-based attacks on RSA with prime factors
p and q of unbalanced size. In our scenario, the factor q is smaller than
Nβ and the decryption exponent d is small modulo p− 1. We introduce
two approaches that both use a modular bivariate polynomial equation
with a small root. Extracting this root is in both methods equivalent to
the factorization of the modulus N = pq. Applying a method of Copper-
smith, one can construct from a bivariate modular equation a bivariate
polynomial f(x, y) over Z that has the same small root. In our first
method, we prove that one can extract the desired root of f(x, y) in
polynomial time. This method works up to β < 3−√

5
2 ≈ 0.382. Our

second method uses a heuristic to find the root. This method improves
upon the first one by allowing larger values of d modulo p− 1 provided
that β ≤ 0.23.

Keywords: RSA, lattice reduction, Coppersmith’s method, small secret
exponent

1 Introduction

An RSA key is a tuple (N, e) where N = pq is the product of two primes and
e is the public key. The corresponding secret key d satisfies the equation ed =
1 mod (p−1)(q−1)

2 with gcd(p − 1, q−1
2 ) = 1. The Chinese Remainder Theorem

(CRT) gives us the equations ed = 1 mod p− 1 and ed = 1 mod q−1
2 .

To speed up the RSA decryption and signature generation process, one is
tempted to use small secret decryption exponents d. Unfortunately, Wiener [17]
showed that d < 1

3N
1
4 leads to a polynomial time attack on the RSA cryptosys-

tem. This result was generalized by Verheul and Tilborg [16] to the case where
one guesses high-order bits of the prime factors. They showed that in order to
improve Wiener’s bound for r bits one has to guess approximately 2r bits.

Recently, Boneh and Durfee [3] showed how to improve the bound of Wiener
up to d < N0.292. Their attack works in polynomial time and builds upon Cop-
persmith’s method for finding small roots of modular polynomial equations. This
method in turn is based on the famous L3-lattice reduction algorithm of Lenstra,
Lenstra and Lovász [9]. Coppersmith’s method is rigorous for the univariate case
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but the proposed generalization in the modular multivariate case is a heuristic.
Since Boneh and Durfee use Coppersmith’s method in the bivariate modular
case, their attack is a heuristic. In contrast, the approach of Wiener is a prov-
able method. However, the Boneh-Durfee attack works very well in practice. In
fact, many other works (e.g. [1,5,8]) are based on this useful heuristical multi-
variate approach.

The results above show that one cannot use a small decryption exponent d.
But there is another way to speed up the decryption and signature generation
process. One can use a decryption exponent d such that dp = d mod p − 1 and
dq = d mod q−1

2 are small. Such an exponent d is called a small CRT-exponent.
In order to sign a message m, one computes mdp mod p and mdq mod q. Both
terms are combined using the Chinese Remainder Theorem to yield the desired
term md mod N . The attacks described before do not work in this case, since d
is likely to be large.

It is an open problem if there is a polynomial time algorithm that breaks
RSA if dp and dq are small. This problem is mentioned several times in the
literature, see e.g. [17,2,3]. The best algorithm that is known runs in time
O(min(

√
dp,
√
dq)) which is exponentially in the bit-size.

In this work, we give the first polynomial time attack on RSA with small
CRT-exponent. Unfortunately, our results are restricted to the case of unbal-
anced prime numbers p and q. The use of unbalanced primes was first proposed
by Shamir [13] to guard the modulus N against different kinds of factorization
algorithms and to speed up the computation. There are also other systems that
use unbalanced primes [10,15]. Interestingly, sometimes the use of unbalanced
primes decreases the security. For instance, Durfee and Nguyen [5] showed that
the Boneh-Durfee attack works for larger exponents d if the prime factors are
unbalanced. This breaks the RSA-type scheme of Sun, Yang and Laih [15].

We show in the following work that there is also a decrease in security for
unbalanced primes when using small CRT-exponents. The more unbalanced the
prime factors are, the larger are the CRT-exponents that can be attacked by our
methods.

Let q < Nβ and dp ≤ N δ. We show in Section 3 that an RSA public key tuple
(N, e) satisfying the condition 3β + 2δ ≤ 1− logN (4) yields the factorization of
N in time O(log2(N)). Thus, this method does only work provided that β < 1

3 .
Like the methods in [1,3,5,8], our approach is based on Coppersmith’s tech-

nique [4] in the modular multivariate case. More precisely, we use a modular
bivariate polynomial equation with a small root. This root gives us the factor-
ization ofN . Using a Theorem of Howgrave-Graham [7], we can turn the modular
bivariate polynomial into a polynomial f(x, y) over Z such that the desired small
root must be among the roots of f(x, y). Interestingly, for the polynomial f(x, y)
we are able to prove that this small root can be extracted easily. This shows that
our method provably factors the modulus N . Note, that this is in contrast to
other works using the multivariate approach [1,3,5,8] which rely on a heuristic
assumption. To our knowledge, this is the first rigorous method using a modular
bivariate approach. We think that this method will be useful in other settings
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as well. As an example, we show that our technique yields an elegant and simple
proof of the results of Wiener[17] and Verheul, Tilborg [16].

The attack in Section 3 uses a two-dimensional lattice. In Section 4, we gener-
alize our method to lattices of arbitrary dimension. This improves the condition
above to 3β − β2 + 2δ ≤ 1 − ε for some small error term ε. Therefore, this ap-
proach works as long as β < 3−√5

2 = φ̂2, where φ̂ = 1−√5
2 is the conjugate of

the golden ratio. Again, we can show that the desired root can be extracted in
polynomial time. This yields a rigorous method for factoring N .

In Section 5, we use a different modular bivariate polynomial. This approach
works for larger CRT-exponents than our first attack provided that β ≤ 0.23.
Unfortunately, we cannot give a rigorous proof for this method. It relies on
Coppersmith’s heuristic for modular multivariate polynomials.

Finally, we compare our approaches in Section 6.

2 Preliminaries

Let ZN denote the ring of integers modulo N . Let Z∗N denote the multiplicative
group of invertible integers modulo N . The order of Z∗N is given by the Euler
phi-function φ(N). Using RSA, we have N = pq and φ(N) = (p− 1)(q− 1). If x
is a random element in Z∗N , we use the notation x ∈R Z∗N .

Let f(x, y) =
∑
i,j ai,jx

iyj ∈ Z[x, y] be a bivariate polynomial with coeffi-
cients ai,j in the ring of integers. We will often use the short-hand notation f
when the parameters follow from the context. The degree of f is the maximal
sum i + j taken over all monomials ai,jxiyj with non-zero coefficients. The co-
efficient vector of f is the vector of the coefficients ai,j . The Euclidean norm of
f is defined as the norm of the coefficient vector: ||f ||2 =

∑
i,j a

2
i,j .

In the following, we state a few basic facts about lattices and lattice basis
reduction and refer to the textbooks [6,14] for an introduction into the theory
of lattices.

Let v1, . . . , vn ∈ Rm, m ≥ n be linearly independent vectors. A lattice L
spanned by {v1, . . . , vn} is the set of all integer linear combinations of v1, . . . , vn.
If m = n, the lattice is called a full rank lattice. The set of vectors B =
{v1, . . . , vn} is called a basis for L.

We denote by v∗1 , . . . , v
∗
n the vectors obtained by applying Gram-Schmidt

orthogonalization to the basis vectors. The determinant of L is defined as

det(L) =
n∏
i=1

||v∗i ||,

where ||v|| denotes the Euclidean norm of v. Any lattice L has infinitely many
bases but all bases have the same determinant. If a lattice is full rank, det(L) is
the absolute value of the determinant of the (n× n)-matrix whose rows are the
basis vectors v1, . . . , vn. Hence if the basis matrix is triangular, the determinant
is very easy to compute.

A well-known result by Minkowski relates the determinant of a lattice L to
the length of a shortest vector in L. Minkowski’s Theorem shows that every
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n-dimensional lattice L contains a non-zero vector v with ||v|| ≤ √n det(L)
1
n .

Unfortunately, the proof of this theorem is non-constructive.
In dimension 2, the Gauss reduction algorithm yields a shortest vector of a

lattice. In arbitrary dimension, we can use the famous L3-reduction algorithm
of Lenstra, Lenstra and Lovász [9] to approximate a shortest vector.

Fact 1 (Lenstra, Lenstra and Lovász) Let L be a lattice spanned by {v1, . . . ,
vn}. The L3-reduction algorithm will output in polynomial time a lattice basis
{v′1, . . . , v′n} with

||v′1|| ≤ 2
n−1

4 det(L)
1
n and ||v′2|| ≤ 2

n
2 det(L)

1
n−1 .

2.1 Key Generation Using the Chinese Remainder Theorem (CRT)

We briefly describe the key generation process. In our scenario, the RSA modulus
N is composed of a large prime factor p and a small prime factor q. The secret
decryption exponent d is chosen to be small modulo p− 1 and of arbitrary size
modulo q − 1.

CRT Key Generation Process

Fix a bit-size n for the public key modulus N . Additionally, fix two positive
parameters β, δ with β ≤ 1

2 and δ ≤ 1.

Modulus: Choose randomly prime numbers p and q with bit-sizes approxi-
mately (1 − β)n and βn. Additionally, p − 1 and q−1

2 must be coprime.
Compute the modulus N = pq. If the smaller prime factor q does not satisfy
q < Nβ , repeat the prime generation.

Secret exponent: Choose a small secret dp ∈R Z∗p−1 such that dp ≤ N δ.
Choose another secret dq ∈R Z∗q−1

2
arbitrarily.

Chinese remaindering: Compute the unique d mod φ(N)
2 that satisfies d =

dp mod p− 1 and d = dq mod q−1
2 .

Public exponent: Compute the inverse e of d in Z∗φ(N)
2

.

Public parameters: Publish the tuple (N, e).

In this work, we will study the following question:
Up to which parameter choices for β and δ does the public key tuple (N, e) yield
the factorization of N ?

Note, that the decryption and the signature generation process of a message
m are very efficient for small β and δ. Since dp is small, the computation of
mdp mod p − 1 requires only a small amount of multiplications. On the other
hand, the computation of mdq mod q−1

2 is cheap because q is small. Both terms
can easily be combined to yield the desired term md mod φ(N)

2 using the Chinese
Remainder Theorem(CRT).

In the next section, we will show that given the public key (N, e) there is a
provable polynomial time algorithm that factorsN if the condition 3β+2δ ≤ 1−ε
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holds, where ε is a small error term. This implies that our method works as long
as β < 1

3 . The smaller β is chosen, the larger δ can be in the attack. For β = 0,
we obtain δ < 1

2 . Later, we will improve the bound for β up to 3−√5
2 ≈ 0.382

and for δ up to 1.

3 An Approach Modulo p

Given a public key (N, e) that is constructed according to the CRT Key Gener-
ation process. We know that

edp = 1 mod p− 1.

Thus, there is an integer k such that

edp + k(p− 1) = 1 over Z. (1)

We can rewrite this equation as

edp − (k + 1) = −kp (2)

In the following, we assume that q does not divide k. Otherwise, the right hand
side of the equation is a multiple of N and we can obtain much stronger results.
This case will be analyzed later.
Equation (2) gives us the polynomial

fp(x, y) = ex− y

with a root (x0, y0) = (dp, k + 1) modulo p.
By construction, we have dp ≤ N δ . Since e < (p−1)(q−1)

2 , we obtain

|k + 1| =
∣∣∣∣edp − 2
p− 1

∣∣∣∣ < edp
p− 1

<
q − 1

2
dp < Nβ+δ.

Let as define two upper bounds X = N δ and Y = Nβ+δ. Then, we have a
modular bivariate polynomial equation fp with a small root (x0, y0) that satisfies
|x0| ≤ X and |y0| ≤ Y . This modular equation can be turned into an equation
over the integers using a theorem of Howgrave-Graham.

Fact 2 (Howgrave-Graham) Let f(x, y) be a polynomial that is a sum of at
most ω monomial. Suppose f(x0, y0) = 0 mod pm for some positive integer m,
where |x0| ≤ X and |y0| ≤ Y . If ||f(xX, yY )|| < pm√

ω
, then f(x0, y0) = 0 holds

over the integers.

Using our polynomial fp(x, y), we want to construct a polynomial f(x, y)
that satisfies the conditions of Howgrave-Graham’s theorem. Since we have to
find a small Euclidean norm polynomial f(xX, yY ), we use lattice reduction
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methods. Our first approach uses a lattice of dimension 2. In that dimension,
the Gauss reduction algorithm finds a shortest vector.

Let m be the integer defined in Fact 2. We choose m = 1. Next, we use the
helper polynomial f0(x) = Nx that also has the root x0 modulo p, since N is
a multiple of p. Therefore, every integer linear combination of f0 and fp has
the root (x0, y0) modulo p. We construct a lattice Lp that is spanned by the
coefficient vectors of the polynomials f0(xX) and fp(xX, yY ). These coefficient
vectors are the row vectors of the following (2× 2)-lattice basis Bp:

Bp =
[
NX
eX −Y

]

We will now give a condition under which the lattice Lp has a vector v with
norm smaller than p√

2
. This vector v can then be transformed into a polynomial

f(x, y) satisfying Fact 2.

Lemma 3 Let X = N δ and Y = Nβ+δ with

3β + 2δ ≤ 1− logN (4).

Then Lp has a smallest vector v with ||v|| < p√
2
.

Proof: By Minkowski’s Theorem, Lp must contain a vector v with ||v|| ≤√
2 det(Lp). Thus, v has norm smaller than p√

2
if the condition

√
2 det(Lp) <

p√
2

holds.
We have det(Lp) = NXY . This implies NXY < p2

4 .
By the CRT Key Generation Process, we know p > N1−β . On the other

hand, we have X = N δ and Y = Nβ+δ.
Hence, we obtain

N1+β+2δ ≤ 1
4
N2−2β <

p2

4
.

This implies the condition 3β + 2δ ≤ 1− logN (4) and the claim follows.

Using Lemma 3, we obtain for every fixed ε > 0 the condition 3β+2δ ≤ 1− ε
for suitably large moduli N .

Assume we have found a vector v in Lp with norm smaller than p√
2

by lattice
reduction. Let v be the coefficient vector of the polynomial f(xX, yY ). Applying
Fact 2, we know that f(x, y) has a root (x0, y0) = (dp, k + 1) over the integers.
The next theorem shows that the root (x0, y0) can easily be determined.

Lemma 4 Let v = (c0, c1) · Bp be a shortest vector in Lp with ||v|| < p√
2
. Then

|c0| = k and |c1| = qdp.
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Proof: We have v = c0(NX, 0)+c1(eX,−Y ). Define the polynomial f(xX, yY )
that has the coefficient vector v. By construction, ||f(xX, yY )|| < p√

2
and we can

apply Fact 2.
Therefore, the polynomial

f(x, y) = c0Nx+ c1(ex− y)
has the root (x0, y0) over Z. Plugging (x0, y0) into the equation yields

c0Nx0 = −c1(ex0 − y0).
We know that (x0, y0) = (dp, k + 1). That leads to

c0Ndp = −c1(edp − (k + 1)).

Using equation (2) and dividing by p gives us

c0qdp = c1k.

Since we assumed that q does not divide k, we have gcd(qdp, k) = gcd(dp, k).
Now, let us look at equation (1). Every integer that divides both dp and k must
also divide 1. Hence, gcd(dp, k) = 1.

Thus, we obtain
c0 = ak and c1 = aqdp

for some integer a. But v is a shortest vector in Lp. Therefore, we must have
|a| = 1 and the claim follows.

Summing up the results gives us the following theorem.

Theorem 5 Given an RSA public key tuple (N, e) with N = pq and secret
exponent d. Let q < Nβ, dp ≤ N δ and

3β + 2δ ≤ 1− logN (4).

Then N can be factored in time O(log2(N)).

Proof: Construct the lattice basis Bp and find a shortest vector v = (c0, c1) ·Bp
using Gauss reduction. Compute gcd(N, c1) = q. The total running time for
Gauss reduction and greatest common divisor computation is O(log2(N)).

In the previous analysis, we made the assumption that q does not divide k.
If we are in the very unlikely case that k = qr for some r ∈ Z, then we obtain
analogous to the reasoning before the following stronger result.

Theorem 6 Given an RSA public key tuple (N, e) with N = pq and secret
exponent d. Let q < Nβ, dp ≤ N δ,

k = qr and β + 2δ ≤ 1− logN (4).

Then N can be factored in time O(log2(N)).
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Proof: The polynomial fp(x, y) = ex− y has the root (x0, y0) = (dp, k+ 1) not
just modulo p but also modulo N . Thus, we can use the modulus N in Fact 2.
Analogous to Lemma 3, we conclude that Lp has a shortest vector v with norm
smaller than N√

2
as long as the condition β + 2δ ≤ 1− log4(N) holds. Following

the proof of Lemma 4, we see that v = (c0, c1) · Bp with |c0| = r and |c1| = dp.
Since 1−edp

r = q(p − 1) by equation (1), the computation gcd(1−edp
r , N) = q

reveals the factorization.

Interestingly , choosing β = 1
2 in Theorem 6 gives us the bound δ ≤ 1

4 −
logN (4). This is similar to Wiener’s bound in the attack on low secret exponent
RSA [17]. In fact, one can prove the results of Wiener and Verheul, Tilborg [16]
in terms of lattice theory in the same manner. We briefly sketch how to obtain
their results in a simpler fashion.

Verheul and Tilborg studied the case where they guess high order bits of
p. Assume we know p̃ with |p − p̃| ≤ N

1
2−γ and by calculating q̃ = N

p̃ we

know an approximation of q with accuracy N
1
2−γ as well. The RSA-equation

ed+ k(N +1− p− q)− 1 = 0 gives us a polynomial fN ′(x, y) = ex− y with root
(x′0, y

′
0) = (d, k(p − p̃ + q − q̃) + 1) modulo N + 1 − p̃ − q̃. We have |x′0| ≤ N δ

and |y′0| ≤ N δ+ 1
2−γ . Working through the arithmetic, this gives us the condition

δ ≤ 1
4 + γ

2 −ε, where ε is a small error term. Wiener’s result follows as the special
case where γ = 0.

4 Improving the Bound to β < N0.382

Using Theorem 5, our approach with the two-dimensional lattice Lp only works
provided that β < 1

3 . In this section, we use lattices of larger dimension to make
our method work for less unbalanced moduli. We are able to improve the bound
up to β < 3−√5

2 ≈ 0.382.
In section 3, we used Fact 2 with the parameter choice m = 1. Now, we

generalize the method for arbitrary m.
We define the x-shifted polynomials

gm,i,j(x, y) = Nmax(0,m−j)xif jp (x, y),

where fp is defined as in section 3. Note, that every integer linear combination
of polynomials gm,i,j has the zero (x0, y0) = (dp, k + 1) modulo pm.

We fix a lattice dimension n. Next, we build a lattice Lp(n) of dimension n
using as basis vectors the coefficient vectors of gm,i,j(xX, yY ) for j = 0 . . . n− 1
and i = n− j − 1. The parameter m is a function of n and must be optimized.

For example, take n = 4 and m = 2. The lattice Lp(n) is spanned by the row
vectors of the following (4× 4)-matrix

Bp(4) =



N2X3

eNX3 −NX2Y
e2X3 −2eX2Y XY 2

e3X3 −3e2X2Y 3eXY 2 −Y 3


 .
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Note, that the lattice Lp of section 3 is equal to Lp(2).
To apply Fact 2, we need a coefficient vector v with norm smaller than pm√

n
.

The following Lemma gives us a condition for finding such a vector.

Lemma 7 For every fixed ε > 0, there are parameters n and N0 such that for
every N ≥ N0 the following holds: Let X = n+1

2 N δ and Y = n+1
2 Nβ+δ with

3β − β2 + 2δ ≤ 1− ε.
Then using the L3-reduction algorithm, we can find a vector v in Lp(n) with
norm smaller than pm√

n
, where m is a function of n.

Proof: An easy computation shows that

det(Lp(n)) = N
m(m+1)

2 (XY )
n(n−1)

2 =
(n+ 1

2
)n(n−1)

N
m(m+1)

2 +(2δ+β)n(n−1)
2

for m < n. By Fact 1, the L3-algorithm will find a vector v in Lp(n) with

||v|| ≤ 2
n−1

4 det(Lp(n))
1
n .

Using p > N1−β , we must have

2
n−1

4 det(Lp(n))
1
n ≤ N (1−β)m

√
n

.

We plug in the value for det(Lp(n)) and obtain the inequality

N
m(m+1)

2 +(2δ+β)n(n−1)
2 ≤ cN (1−β)mn,

where the factor c =
((

2−
3
4 (n+ 1)

)n−1√
n
)−n

does not depend on N . Thus, c
contributes to the error term ε and will be neglected in the following.

We obtain the condition

m(m+ 1)
2

+ (2δ + β)
n(n− 1)

2
− (1− β)mn ≤ 0.

Using straightforward arithmetic to minimize the left hand side, one obtains
that m = (1 − β)n is asymptotically optimal for n → ∞. Again doing some
calculations, we finally end up with the desired condition 3β − β2 + 2δ ≤ 1.

Now, we can use the above Lemma 7 in combination with Fact 2 to construct
a bivariate polynomial f(x, y) of degree n with at most n monomials and root
(x0, y0). The problem is how to extract the root (x0, y0).

Analogous to Lemma 4, one can show for a vector v = (c1, c2, . . . , cn) ·Bp(n)
with norm smaller than pm√

n
that k divides c1 and dp divides cn. But we may not

be able to find these factors k and dp easily.
Therefore, we use another method to obtain the root. This is described in

the following Lemma.
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Lemma 8 Let X = n+1
2 N δ and Y = n+1

2 Nβ+δ. Let fp(x, y) = ex − y be a
polynomial with root (x0, y0) modulo p that satisfies |x0| ≤ N δ, |y0| ≤ Nβ+δ.
Let v be a vector in Lp(n) with norm smaller than pm√

n
, where v is the coefficient

vector of a polynomial f(xX, yY ). Then, the polynomial p(x, y) = y0x − x0y ∈
Z[x, y] must divide f(x, y). We can find p by factoring f over Z[x, y].

Proof: The point (x0, y0) is a root of fp. For every integer a, the point (ax0, ay0)
is also a root of fp. Every root (ax0, ay0) with |a| ≤ n+1

2 satisfies the conditions
|ax0| ≤ X and |ay0| ≤ Y of Fact 2. These are at least n+ 1 roots. According to
Fact 2, f must contain these roots over Z.

But these roots lie on the line y = y0
x0
x through the origin. Hence, they

are also roots of the polynomial p(x, y) = y0x − x0y ∈ Z[x, y]. Note, that p is
an irreducible polynomial of degree 1 and f is a polynomial of degree n. Us-
ing the Theorem of Bézout (see [12], page 20), either p and f share at most
n points or p must divide f . But we know n + 1 common points of p and f .
Thus, the polynomial p must divide f . Since p is irreducible, we can find an
integer multiple p′ = (by0)x − (bx0)y of p by factoring f over Z[x, y]. Note
that gcd(x0, y0) = 1 since by equation (2) we know that gcd(dp, k + 1) must
divide kp, but gcd(dp, kp) = gcd(dp, k) = 1. Hence, we obtain p by computing
p = p′

gcd(by0,bx0)
.

Summarizing the results in this section, we obtain the following theorem.

Theorem 9 Given an RSA public key tuple (N, e) with N = pq and secret
exponent d. Let q < Nβ, δ ≤ N δ and

3β − β2 + 2δ ≤ 1− ε,

where ε > 0 is arbitrary small for N suitably large. Then in deterministic time
polynomial in log(N), we can find the factorization of N .

Proof: Construct the lattice basis Bp(n) according to Lemma 7 and find a short
vector v with norm smaller than ||v|| < pm√

n
using the L3-reduction algorithm.

Find the polynomial p(x, y) = y0x−x0y using Lemma 8 which gives us (x0, y0) =
(dp, k + 1).

It is known that the factorization of the polynomial f(x, y) ∈ Z[x, y] in
Lemma 8 can be done in deterministic time polynomial in log(N). Note that the
coefficients of f(x, y) must be of bit-size polynomial in log(p) since the coefficient
vector of f(xX, yY ) has norm smaller than pm√

n
.

We may assume that we are in the case that k does not divide q in equa-
tion (2). Otherwise Theorem 6 proves the claim. Hence f(x0, y0) = −kp and
gcd(f(x0, y0), N) = p yields the factorization of N .

In practice, the factorization of polynomials over Z[x, y] is very fast. Thus,
our method is practical even for large n.
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5 An Approach Modulo e

Throughout this section, we assume that e is of the same order of magnitude as
N . The results in this section as well as the results in section 3 and 4 can be
easily generalized to arbitrary exponents e.

Analogous to the works [3,17] dealing with small secret exponent RSA, the
smaller the exponent e is the better our methods work. On the other hand, one
can completely counteract the attacks by adding to e a suitably large multiple
of φ(N). We will give a detailed analysis of this in the full version of the paper.

Let us look again at equation (1) and rewrite it as

(k + 1)(p− 1)− p = −edp.

Multiplying with q yields

(k + 1)(N − q)−N = −edpq

This gives as the polynomial

fe(y, z) = y(N − z)−N

with a root (y0, z0) = (k + 1, q) modulo e.
Let us define the upper bounds Y = Nβ+δ and Z = Nβ . Note, that |y0| ≤ Y

and |z0| ≤ Z. Analogous to section 3, we can define a three-dimensional lattice
Le that is spanned by the row vectors of the (3× 3)-matrix

Be =


 e

eY
−N NY −Y Z


 .

Using a similar argumentation as in section 3, one can find a vector v ∈ Le with
norm smaller than the bound e√

3
of Fact 2 provided that 3β+2δ ≤ 1− ε. Hence

as before, this approach does not work if β ≥ 1
3 or δ ≥ 1

2 . In section 4, we used
x-shifted polynomials to improve the bound for β. Now, z-shifted polynomials
will help us to improve the bound for δ up to δ < 1.

Fix the parameter m. Let us define the y-shifted polynomials

gi,j(y, z) = em−iyjf ie(y, z)

and the z-shifted polynomials

hi,j(y, z) = em−izjf ie(y, z).

All these polynomials have the common root (y0, z0) modulo em. Thus, every
integer linear combination of these polynomials also has the root (y0, z0).

We build a lattice Le(m) that is defined by the span of the coefficient vectors
of the y-shifted polynomials gi,j(yY, zZ) and hi,j(yY, zZ) for certain parameters
i, j. We take the coefficient vectors of gi,j for all non-negative i, j with i+ j ≤ m



Cryptanalysis of Unbalanced RSA with Small CRT-Exponent 253

and the coefficient vectors hi,j for i = 0 . . .m and j = 1 . . . t for some t. The
parameter t has to be optimized as a function of m.

For example, choose m = 2 and t = 1. We take the coefficient vectors of g0,0,
g0,1, g1,0, g0,2, g1,1, g2,0 and the coefficient vectors of h0,1, h1,1, h2,1 to build the
lattice basis Be(2):


e2

e2Y
−eN eNY −eY Z

e2Y 2

−eNY eN2Y 2 −eY 2Z
N2 −2N2Y 2NY Z N2Y 2 −2NY 2Z Y 2Z2

e2Z
eNY Z −eNZ −eY Z2

−2N2Y Z N2Y 2Z −2NY 2Z2 N2Z 2NY Z2 Y 2Z3




The row vectors of Be(2) span the lattice Le(2).
In order to apply Fact 2, we need a vector in Le(m) with norm smaller than
em√

dimLe(m)
. The following lemma gives us a condition under which we can find

such a vector.

Lemma 10 For every constant ε > 0 there exist m, N0 such that for every
N ≥ N0 the following holds: Let Y = Nβ+δ, Z = Nβ with

5
3
β +

2
3

√
3β − 5β2 + δ ≤ 1− ε,

where ε is arbitrary small for N suitably large. Then we can find a vector v in
Le(m) with norm smaller than em√

dimLe(m)
using the L3-algorithm.

Proof: A straightforward computation shows that

detLe(m) = (eY )
1
6 (2m3+(6+3t)m2+(4+3t)m)Z

1
6 (m3+(3+6t)m2+(2+9t+3t2)m+3t+3t2).

Let t = τm and e = N1−o(1). Using Y = Nβ+δ and Z = Nβ , we obtain

detLe(m) = N
1
6m

3((1+β+δ)(2+3τ)+β(1+6τ+3τ2)+o(1)).

Analogous to the reasoning in Lemma 7, we obtain the condition

detLe(m) < cN (1−o(1))m dimLe(m),

where c does not depend on N and contributes to the error term ε. An easy
calculation shows that dim(L) = (m+1)(m+2)

2 + t(m + 1). We plug in the value
for detLe(m) and dimLe(m). Neglecting all low order terms yields the condition

3β(τ2 + 3τ + 1) + δ(3τ + 2)− 3τ − 1 < 0
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for m→∞. Using elementary calculus to minimize the left hand side, we obtain
an optimal choice for the value τ = 1−3β−δ

2β . Plugging this value in, we finally

end up with the condition 5
3β + 2

3

√
3β − 5β2 + δ ≤ 1.

Using Lemma 10, we can again apply Fact 2 and obtain a polynomial f(y, z)
with root (y0, z0) over Z. But in contrast to the previous sections, we are not
able to give a rigorous method to extract this root. Instead, we follow a heuristic
approach due to Coppersmith [4]. Using the bounds of Fact 1 and a slightly
different error term ε in Lemma 10, the L3-algorithm must find a second vector
that is short enough. This gives us another polynomial g(y, z) with the same
root (y0, z0) over Z.

We take the resultant of f and g with respect to y. The resultant is a poly-
nomial in z that can be solved by standard root finding algorithms. This gives
as the unknown z0 = q and with it the factorization of N . Unfortunately, we
cannot prove that the resultant is not the zero polynomial. It may happen that
f and g share a non-trivial greatest common divisor. In this case, the resultant
vanishes.

We carried out several experiments. If both y-shifted and z-shifted polyno-
mials were used, we did not find any example where the resultant vanished.
Thus although we cannot state the result as a theorem due to the gap in the-
ory, the method works very well in practice. In fact, there are many results in
cryptanalysis that rely on this heuristic, this includes among others [1,3,5,8].

One can improve the shape of the curve for the approach modulo e slightly
by using only a certain subset of the z-shifted polynomials. This approach leads
to non-triangular lattice bases. We will analyze this in the full version of the
paper.

We do not know if our lattice based approach yields the optimal bound. But
there is a heuristic argument that gives us an upper bound for our method when
using the polynomial fe(y, z).

Assume that the function h(y, z) = y(N − z) mod e takes on random values
in Ze for |y| ≤ Y and |z| ≤ Z. Every tuple (y, z) with h(y, z) = N mod e is
a root of fe. The expected number of those tuples is Ω(Y Ze ) = Ω(N2β+δ−1).
As soon as 2β + δ − 1 is larger than some positive fixed constant, the number
of small roots satisfying fe is exponentially in log(N). All of these roots fulfill
the criterion in Fact 2. But we require that f(y, z) has a unique root over the
integers in order to extract this root by resultant computation.
Thus heuristically, we cannot expect to obtain a bound better than 2β + δ ≤ 1
using the polynomial fe.

It is an open problem if one can really reach this bound.

6 Comparison of the Methods

We compare the methods introduced in section 4 and section 5. In the figure
below, we plotted the maximal δ as a function of β for which our two approaches
succeed. The method modulo p is represented by the dotted line δ = 1

2− 3
2β+ 1

2β
2
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resulting from Theorem 9. The approach modulo e gives as the curve δ = 1 −
5
3β − 2

3

√
3β − 5β2 by Lemma 10. The points below the curves are the feasible

region of parameter choices for our attacks. We see that our method modulo e
yields better results for small β. The breaking point is approximately β = 0.23.

0
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d
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b

Fig. 1. Comparison of the two methods

One might we tempted to combine the two approaches and use the polyno-
mials ez · fp(x, y) and N · fe(y, z) in a single lattice basis (i.e. working modulo
eN). However, such a lattice will always contain an extremely short coefficient
vector corresponding to the polynomial f(x, y, z) = exz + y(N − z)− z over Z.
But this polynomial can be obtained by multiplying equation (1) with q and
does not help us any further. It is an open problem if there is a successful way
how to combine the methods.
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Abstract. We study the problem of information-theoretically secure en-
cryption in the bounded-storage model introduced by Maurer [10]. The
sole assumption of this model is a limited storage bound on an eavesdrop-
per Eve, who is even allowed to be computationally unbounded. Suppose
a sender Alice and a receiver Bob agreed on a short private key before-
hand, and there is a long public random string accessible by all parties,
say broadcast from a satellite or sent by Alice. Eve can only store some
partial information of this long random string due to her limited storage.
Alice and Bob read the public random string using the shared private
key, and produce a one-time pad for encryption or decryption. In this
setting, Aumann, Ding, and Rabin [2] proposed protocols with a nice
property called everlasting security, which says that the security holds
even if Eve later manages to obtain that private key. Ding and Rabin
[5] gave a better analysis showing that the same private key can be se-
curely reused for an exponential number of times, against some adaptive
attacks.
We study this problem from the approach of constructing randomness
extractors ([13,11,16,15] and more), which seems to provide a more in-
tuitive understanding together with some powerful tools. A strong ex-
tractor is a function which purifies randomness from a slightly random
source using a short random seed as a catalyst, so that its output and its
seed together look almost random. We show that any strong extractor
immediately yields an encryption scheme with the nice security prop-
erties of [2,5]. To have an efficient encryption scheme, we need strong
extractors which can be evaluated in an on-line and efficient way. We
give one such construction. This yields an encryption scheme, which has
the same nice security properties as before but now can encrypt longer
messages using a shorter private key. In addition, our scheme works even
when the long public random string is not perfectly random, as long as
it contains enough amount of randomness.

1 Introduction
Almost all cryptographic protocols in use today are based on some intractability
assumptions. That is, adversaries are assumed to be computationally bounded,
and some problems are assumed to be computationally hard. However, no such
complexity lower bound has been proved, and in fact it seems to remain far
beyond the reach of current techniques in complexity theory. So it is possi-
ble that future advances in cryptanalysis or computer technology may jeopar-
dize the security of today’s cryptographic systems. One extreme then is to look

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 257–271, 2002.
c© Springer-Verlag Berlin Heidelberg 2002



258 Chi-Jen Lu

for protocols with provable information-theoretical security, which is against an
computationally-unbounded adversary. However, a well-known pessimistic re-
sult of Shannon says that no interesting protocol can be expected. Taking a step
back, it would still be nice if one could prove information-theoretical security
basing only on some minimal and reasonable assumption. Maurer proposed one
such model, called the bounded-storage model [10], where the only assumption
is that an adversary has a bounded amount of storage. To exploit such weakness
of an adversary, a very long public random string, accessible by all parties, is
usually employed. With respect to this model, several interesting cryptographic
protocols have been proposed, with provable information-theoretical security.

One important task in cryptography is secure transmission against eavesdrop-
ping, where a sender Alice wants to send a message to a receiver Bob in a way
to keep an eavesdropper Eve from learning the content. Any public-key encryp-
tion scheme unavoidably must be based on some computational lower bound,
as an adversary with unbounded computation power certainly can invert the
publicly-known encryption procedure. To achieve information-theoretical secu-
rity, we have to use private-key encryption. In this paper, we study private-key
encryption using one-time pads in the bounded-storage model. Assume Alice
and Bob share a private key beforehand, say sent from Alice to Bob via today’s
public-key encryption. Then a long public random string X of length n is gen-
erated, say broadcast from a satellite or sent by Alice, which is accessible by
all parties. Eve only has a storage of νn bits, for some constant ν < 1, so she
can only store some partial information about X. To be reasonable, the same
storage bound is also imposed on Alice and Bob. Alice and Bob read the string
X on the fly, and compute a one-time pad Z. Then Alice encrypts her message as
C = M⊕Z and sends C to Bob. When X is sent, Eve computes and stores some
νn bits of information about X, hoping later to recover M after eavesdropping
the cipher-text C. In this setting, Aumann, Ding, and Rabin [2] gave protocols,
improving those of Maurer [10] and Cachin and Maurer [4], which enjoy a nice
provable property called everlasting security. This is an information-theoretical
security that will last even if Eve later after the transmission manages to ob-
tain that private key, say by breaking that public-key encryption. Such a feature
seems quite attractive, as the security is guaranteed by the limitation of current
storage technology, and will not be affected by future advances of any kind. It
is possible as some crucial information has been lost forever. Shortly after, Ding
and Rabin [5] gave a better analysis showing that the same private key in [2]
can be securely reused for an exponential number of times in a way that each
encryption remains secure even after revealing all previous plain-texts.

Observe that as Eve can only store νn bits of information Q from the n-bit
random string X, very likely a substantial amount of randomness still remains in
X relative to Q. The remaining randomness may be crude and not directly ap-
plicable, so one would like to have it purified. This is exactly the issue addressed
in the research on constructing the so-called extractors, first explicitly defined
by Nisan and Zuckerman [13]. Extractors turn out to have many important ap-
plications (see [11] for a survey) and have become a subject of intense study,
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with a break-through by Trevisan [16]. An extractor is a function that given
any source with enough randomness uses a short perfect random seed to extract
many bits which are close to random. We can use the output from an extractor
as a one-time pad for encryption as it looks random to Eve. A strong extractor
is an extractor with a stronger guarantee that its output and its seed together
are close to random, which gives the following nice properties. On one hand,
with high probability, the output of the extractor still looks random even given
the value of the seed, which guarantees the property of everlasting security of [2]
discussed above. On the other hand, with high probability, the seed still looks
random even given the output value of the extractor, which implies that the
same private key can be reused again for the next encryption even if Eve knows
the pads of previous encryptions. Formally, we show that any strong extractor
immediately yields an encryption scheme with everlasting security, against an
exponential number of adaptive attacks, the same property enjoyed by protocols
of Aumann, Ding, and Rabin [2,5].

However, for practical consideration, not every strong extractor is suitable for
an encryption scheme in the setting we consider here. As the public random string
is broadcast at a very high rate and each party does not have enough memory
to store the whole string, we need a strong extractor that can be evaluated in
an on-line and very efficient way. Existing extractor constructions fail to meet
this criterion. One way of constructing extractors, introduced by Trevisan [16],
is to encode the input string using some list-decodable code and then project
that codeword onto some dimensions determined by the random seed as output.
A list-decodable code, roughly speaking, is a code guaranteeing some upper
bound on the number of codewords in any Hamming ball of certain radius.
The work of Aumann, Ding, and Rabin [2,5] can also be understood within this
framework. Suppose the security parameter is k, so that Eve can only distinguish
different messages with an advantage 2−k. One of the main technical work in [2,5]
can be seen as constructing a list-decodable code mapping from an n-bit string
to an nO(k)-bit codeword, where each bit of a codeword is the parity of O(k)
input bits. For an extractor with one output bit, they encode the input, pick a
random dimension of that codeword, and output the bit there, needing a seed
of length O(k log n) for sampling. To output m bits, they independently choose
m random dimensions, and project that codeword onto those m dimensions,
needing a seed of length O(mk log n). So in their encryption scheme, a private
key of length O(mk log n) is required to encode a message of length m. That
is, in order to achieve the everlasting security, they need a private key much
longer than the message, which may limit the applicability of their protocol.
Our improvement comes from two directions. First, we construct a list-decodable
code mapping an n-bit string onto a codeword of length n2O(k), where each bit
of a codeword is again the parity of O(k) input bits. To have an m-bit output,
if we simply project the codeword onto m random dimensions, needing a seed of
length O(m(k+log n)), we already have improvement over that of [2,5]. For large
m, we follow the approach of [16,15] by picking some pseudo-random collection
of m dimensions, instead of m random dimensions, for projection. As a result, for



260 Chi-Jen Lu

any m ≤ nγ with γ ∈ (0, 1), we only need a seed of length O((log n+k)2/ log n).
Note that n is typically much larger than k. If we assume or choose n = 2Ω(k),
we get an encryption scheme using a private key of length O(log n), which is a
dramatic improvement over [2,5].

To encrypt an m-bit message, Alice and Bob need to prepare m families of
O(k) indices and remember them. We use random walk on expander graphs and
some set system to determine those m families, which seems to cost some extra
computation compared to [2,5]. However, this small extra effort is only required
during the preprocessing phase, when computation time may not be a concern,
so hopefully would not be an issue from a practical point of view. During the
broadcast of the long public random string X, what we do is exactly the same
as that of [2,5]. That is, Alice and Bob compute the m-bit one-time pad, where
each of the m bits is a parity of O(k) bits from X, which can be done in an
extremely fast way.

Our protocol enjoys the following key expansion property, which is addressed
by a new result of Dziembowski and Maurer [6]. In [2], to generate a one-time
pad of length m, Alice and Bob need to first agree on a private key of length
O(mk log n), much longer than the pad they want to generate. In [5], a key
doubling technique is used to generate a one-time pad of length m using a pri-
vate key of length O(k log n), but it requires a public random string of length
Θ(nk logm log n), much longer than Eve’s storage bound νn. So an open ques-
tion was whether one could generate a pad longer than the private key while
using a public random string only slightly longer than Eve’s storage bound. The
main contribution of Dziembowski and Maurer [6] is to settle this question, and
they need a private key of length O(k log n). Independently1, we also settles
this question but via a very different method, needing a private key of length
O((k + log n)2/ log n), which is smaller than theirs for k = O(log2 n). Both [6]
and our result allow the ratio between the length of public random string and
Eve’s storage bound to be arbitrarily close to one. On the other hand, we do not
require the long public random string X to be perfectly random, while this is
not clear in [6]. In reality, perfect random sources may not be available and one
may have to rely on sources of lower quality. Our scheme works as long as X
contains enough amount of randomness, which only needs to be slightly larger
than Eve’s storage bound.

In addition to obtaining a better construction, we try to place this line of
research in an appropriate framework, where ideas could be understood in a
more intuitive and perhaps deeper way and various powerful tools have been
developed. Most of the techniques we use are standard in the research area
on pseudo-randomness. The idea of using extractors in such a setting actually
appeared before in the work of Cachin and Maurer [4]. Since then, the theory
of pseudo-randomness has made some advancement, which enables us to have a
better understanding and derive stronger results.

Notation, definitions, and some simple facts are given in Section 2. In Sec-
tion 3, we prove that any strong extractor gives an encryption scheme with ev-

1 We were not aware of their result when we obtained ours.
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erlasting security. In Section 4, we construct an efficient on-line strong extractor
which yields an efficient encryption scheme.

2 Preliminaries

For a positive integer n, let [n] denote the set {1, . . . , n}. For an n-dimensional
vector m, let m(i), for i ∈ [n], denote the component in the i-th dimension of
m, and let m(I), for I ⊆ [n], denote the vector consisting of those m(i)’s for
i ∈ I. For our convenience, we use {−1, 1}, instead of the usual {0, 1}, for the
binary values unless noted otherwise. For a positive integer n, let Un denote
the uniform distribution over {−1, 1}n, and we omit the superscript n when no
confusion is caused. All the logarithms in this paper have base 2.

The distance between two vectors x, y is defined as dH(x, y) ≡ |{i : x(i) �=
y(i)}|, which is also known as their Hamming distance.

Definition 1. A mapping C : {−1, 1}n → {−1, 1}n̄ defines a code, with {C(x) :
x ∈ {−1, 1}n} as the set of codewords. It is called a list-decodable code with
parameter ( 1

2 − ε, L), or a ( 1
2 − ε, L)-list code, if for any z ∈ {−1, 1}n̄, there are

at most L codewords within distance ( 1
2 − ε)n̄ from z.

We also need a way to measure how close two distributions are.

Definition 2. The distance between two distributions A,B is defined as ‖A −
B‖ ≡ 1

2

∑
x |Pr[A = x]− Pr[B = x]|.

This is usually called the variational distance, and it is easy to verify that ‖A−
B‖ ≤ 1. We say that a distribution is ε-random if its distance to the uniform one
is at most ε. Here is a simple but useful lemma, which is proved in Appendix A.

Lemma 1. Suppose the distribution A is independent of distributions B and
B′. Then for any function g, ‖〈g(A,B), B〉 − 〈g(A,B′), B′〉‖ = ‖B −B′‖.

We need a measure to quantify the randomness contained in a slightly random
source. Shannon’s entropy function captures the average randomness of a source,
while we need some worst-case measure of randomness instead.

Definition 3. For a distribution X, its min-entropy is defined as H∞(X) ≡
minx log 1

Pr[X=x] .

So H∞(X) ≥ r iff Pr[X = x] ≤ 2−r for any x. For a distribution with enough
randomness, guaranteed by its min-entropy, we look for a procedure that can
purify the randomness by using a short random seed as a catalyst.

Definition 4. A function Ext : {−1, 1}n × {−1, 1}s → {−1, 1}m is called a
strong (r, ε)-extractor if for any distribution X over {−1, 1}n with H∞(X) ≥ r
and for Y = Us, the distribution of 〈Ext(X,Y ), Y 〉 is ε-random.
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The usual definition of extractors only requires the distribution of Ext(X,Y )
being ε-random. The stronger requirement of a strong extractor Ext gives the
following nice property. With high probability, the distribution of Ext(X,Y )
still looks random even given the value of Y , and also with high probability, the
distribution of Y still looks random even given the value of Ext(X,Y ). This is
guaranteed by the following lemma, which is proved in Appendix B.

Lemma 2. Suppose the distribution 〈A,B〉 is ε-random. Then the probability
over b ∈ B that the distribution 〈A | B = b〉 is not

√
ε-random is at most 2

√
ε.

We consider private-key encryption schemes using one-time pads. In such a
scheme, a sender Alice and a receiver Bob first agreed on a private key Y and
then later generate a one-time pad ZY so that the message M is encrypted as
C = M ⊕ZY , where ⊕ denote the bit-wise exclusive or operation. Note that an
eavesdropper Eve with C knows M iff she knows ZY . So for the security of such
a scheme, it suffices to show that ZY looks random to Eve. An even stronger
notion of security is the following, introduced by Aumann, Ding, and Rabin [2].

Definition 5. A private-key encryption scheme is said to have everlasting se-
curity of degree k, if with probability at least 1 − 2Ω(k), the distribution of ZY
remains 2−k-random conditioned on Eve’s information and Y .

This guarantees that even if Eve is given that private key Y afterwards, she is
still unlikely to know anything about the message M .

3 Everlasting Security from Strong Extractors

In this section, we show that using a strong extractor for encryption guarantees
the everlasting security of [2,5]. Recall the following scenario. Before the trans-
mission of an m-bit message M , a sender Alice and a receiver Bob agree on a
random private key Y . Then they read the n-bit public random string X, com-
pute the one-time pad Z, and the encrypted message C = M ⊕ Z is sent from
Alice to Bob. An adversary Eve uses a function f to store νn bits of information
Q = f(X) from the public string X, and then eavesdrops the encrypted message
C. If later Eve is given that private key Y , can she obtain any information about
M?

For the security parameter k, which is usually much smaller than n, choose
ε = 2−2k. Pick µ < 1−ν, say µ = 0.99−ν, so that 2−(1−µ−ν)n ≤ ε

2 , and let r = µn
. We will use a strong (r, ε2 )-extractor Ext : {−1, 1}n × {−1, 1}s → {−1, 1}m.
The private key Y is selected randomly according to the distribution Us and
the one-time pad is generated as Z = Ext(X,Y ). For M = C ⊕ Z, Eve knows
M iff she knows Z, so for the security, it suffices to show that Z looks random
to Eve even given Y . The idea is that X conditioned on Q is likely to contain
enough randomness, so for a strong extractor Ext, very likely the distribution
of Z = Ext(X,Y ) would still look random even given the value of Y . Here is
the key lemma.
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Lemma 3. ‖〈f(X), Y,Ext(X,Y )〉 − 〈f(X), Us, Um〉‖ ≤ ε.

Proof. First, note that ‖〈f(X), Y,Ext(X,Y )〉 − 〈f(X), Um, Us〉‖ equals

∑
q

Pr[f(X) = q] · ‖〈Y,Ext(X,Y ) | f(X) = q〉 − 〈Um, Us | f(X) = q〉‖.

We call a value q ∈ {−1, 1}νn bad if Pr[f(X) = q] ≤ 2−(1−µ)n, and let B denote
this set of bad q’s. For q /∈ B, Pr[X = x | f(X) = q] ≤ 2−n/2−(1−µ)n = 2−µn

for any x, so H∞(X | f(X) = q) ≥ µn. Then for q /∈ B,

‖〈Y,Ext(X,Y ) | f(X) = q〉 − 〈Us, Um | f(X) = q〉‖
= ‖〈Y,Ext(〈X | f(X) = q〉, Y )〉 − 〈Us, Um〉‖
≤ ε

2
.

For q ∈ B, we only have ‖〈Ext(X,Y ), Y | f(X) = q〉 − 〈Um, Us | f(X) = q〉‖ ≤
1, but fortunately it is unlikely to have a bad q as∑

q∈B
Pr[f(X) = q] ≤

∑
q∈B

2−(1−µ)n

≤ 2(ν−1+µ)n

≤ ε

2
.

Thus,

‖〈f(X), Y,Ext(X,Y )〉 − 〈f(X), Us, Um〉‖
=
∑
q

Pr[f(X) = q] · ‖〈Y,Ext(X,Y ) | f(X) = q〉 − 〈Us, Um | f(X) = q〉‖

≤
∑
q∈B

Pr[f(X) = q] · 1 +
∑
q/∈B

Pr[f(X) = q] · ε
2

≤ ε

2
+
ε

2
= ε. 
�

Now according to Lemma 2, even if Eve saved the information f(X) and later
obtains the private key Y , the distribution of Ext(X,Y ) is still 2−k-random
with probability at least 1− 2−k+1. That is, it gives an encryption scheme with
everlasting security of degree k.

Just like previous work, we assume above that the public string X is perfectly
random. However, such a perfect random source may not be available in reality,
and one may need to rely on sources of lower quality. Note that our proof above
actually works for any source X of length n′ > n with H∞(X) ≥ n. That is, our
result holds as long as Eve’s storage bound is at most a fraction ν of the source’s
min-entropy.
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3.1 Reusing the Same Private Key

Next, we show that the same key can be reused an exponential number of times,
even given all previous one-time pads. Now the idea is that for a strong extractor
Ext, very likely the distribution of Y would still look random even given the
value of Ext(X,Y ), so the same Y could be used again to extract randomness
in the next round.

Consider the following scenario, with K messages M1,M2, . . . ,MK to be
transmitted. For i ∈ [K], Alice reads the i-th block of n-bit public random
string Xi, computes the i-th pad Zi = Ext(Xi, Y ), and sends the encrypted
message as Ci = Mi ⊕ Zi to Bob. For i ∈ [K], suppose Eve is also given
Z[i−1] = (Z1, . . . , Zi−1) and uses a function fi to store νn bits of information
Qi = fi(Xi, Qi−1, Z[i−1]) from the public string Xi. Finally, Eve eavesdrops the
encrypted message CK and is given Y , can she learn anything about MK? For
the security, again it suffices to show that ZK looks random even given Z[K−1],
QK , and Y . We choose ε = 2−3k, r = µn, and use a strong (r, ε2 )-extractor Ext.
Here is the key lemma.

Lemma 4. For any i ∈ N, ‖〈Z[i−1], Qi, Y, Zi〉 − 〈Z[i−1], Qi, U
s, Um〉‖ ≤ iε.

Proof. We use induction on i. Lemma 3 handles precisely the case i = 1. So
assume it holds for some i ≥ 1 and let’s consider the case i + 1. By triangle
inequality, we have

‖〈Z[i], Qi+1, Y, Zi+1〉 − 〈Z[i], Qi+1, U
s, Um〉‖

≤ ‖〈Z[i], Qi+1, Y,Ext(Xi+1, Y )〉 − 〈Z[i], Qi+1, Y
′,Ext(Xi+1, Y

′)〉‖+
‖〈Z[i], Qi+1, Y

′,Ext(Xi+1, Y
′)〉 − 〈Z[i], Qi+1, U

s, Um〉‖,

where Y ′ is the distribution Us which is independent of Z[i]. The first term is
about how random Y remains after i iterations, while the second term is about
how good the (i + 1)-th extraction is using a new random key Y ′. In the first
term, Qi+1 = fi+1(Xi+1, Qi, Z[i]), and Xi+1 is independent of Qi, Z[i], Y , and
Y ′. Then according to Lemma 1, the first term equals

‖〈Z[i], Qi, Y 〉 − 〈Z[i], Qi, Y
′〉‖ = ‖〈Z[i], Qi, Y 〉 − 〈Z[i], Qi, U

s〉‖
= ‖〈Z[i−1], Qi, Y, Zi〉 − 〈Z[i−1], Qi, U

s, Zi〉‖
≤ iε,

where the inequality is from the inductive hypothesis. In the second term, Xi+1
is independent of Z[i], so only Qi+1 affects the distribution of Xi+1. Then using
an argument similar to the proof of Lemma 3, the second term can be bounded
above by ε. Therefore, we have

‖〈Z[i], Qi+1, Y, Zi+1〉 − 〈Z[i], Qi+1, U
s, Um〉‖ ≤ (i+ 1)ε,

which proves the inductive step and thus the lemma. 
�
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For K ≤ 2k, the distance is at most 2−2k. Then according to Lemma 2, even
given the previous pads Z1, . . . , ZK−1 and the private key Y , the K-th pad ZK
is still 2−k-random with probability at least 1− 2−k+1. So we have the following
theorem.

Theorem 1. Any strong (µn, 2−3k)-extractor yields an encryption scheme with
everlasting security of degree k, whose private key can be securely reused for 2k

times, against the adaptive attacks discussed above.

4 An On-Line Strong Extractor

Although using any strong extractor for encryption does provide a good secu-
rity guarantee, not any arbitrary strong extractor is suitable in the setting we
consider here. Recall that the public random string X is very long so it needs
to be broadcast at a very high rate. Alice and Bob do not have enough memory
to store the whole string, so they would like to be able to apply the extractor
in an on-line and efficient way. One way of constructing extractors, introduced
by Trevisan [16], is based on list-decodable codes. In order to have an efficient
on-line strong extractor, we need a list-decodable code with an efficient on-line
encoding procedure. The main work of [2,5] can be seen as constructing one such
code, where each output bit of a codeword is a parity of a small number of input
bits. Here we give another code with a better parameter.

4.1 An On-Line List-Decoding Code

We will use some type of graphs called expander graphs which have their second
largest eigenvalue bounded away from their largest one2.

Lemma 5. [7,8] There exists an explicit family of expander graphs (Gn)n∈N

with the following property. There is a constant d and a constant λ < d such
that for every n ∈ N, Gn is a d-regular graph of n vertices with the second largest
eigenvalue λ.

Expander graphs enjoys some pseudo-random properties, and we will use the
following one.

Lemma 6. [1] Suppose G is a d-regular graph with the second largest eigenvalue
λ, and B is a set containing at least α fraction of G’s vertices. Then a t-step
random walk on G misses B with probability at most βα ≡ (1− α+ (λd )2)t/2.

In fact, this probability is not far off away from the probability (1−α)t achieved
by sampling t vertices randomly and independently, but now we only need logn+
t log d = log n + O(t) random bits for sampling, instead of t log n random bits.
Observe that smaller λ

d gives smaller βα. This ratio could be reduced to (λd )i by
2 The eigenvalues of a graph’s adjacency matrix are called the eigenvalues of that

graph.
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considering the graph Gi, but then each step of a walk on Gi would need i log d
bits, instead of log d bits, to sample.

Let G denote one such d-regular expander graph on n vertices. For a vertex
v and for w ∈ [d]t, let WG(v, w) denote the sequence of t vertices visited by a t-
step walk on G starting from v and then following the directions w(1), . . . , w(t).
Consider the encoding Ecct : {−1, 1}n → {−1, 1}n̄, for n̄ = ndt2t, defined in
Figure 1.

– Input: x ∈ {−1, 1}n.
– Output index: (v, w, b) ∈ [n]× [d]t × {0, 1}t.
– Algorithm:
• Do a t-step walk on G to get WG(v, w) = (v1, . . . , vt).
• Output the bit indexed by (v, w, b) as

Ecct(x)(v, w, b) ≡
∏

i∈[t]

x(vi)b(i).

Fig. 1. The code Ecct

Note that the bit Ecct(x)(v, w, b) =
∏
i∈[t] x(vi)

b(i) is just the parity of at
most t input bits, those bits x(j)’s with j = vi and b(i) = 1. Suppose one had
(v, w, b) and derived those indices j beforehand. Then when x is given, the bit
Ecct(x)(v, r, b) can be computed in an on-line and extremely fast way.

To show that this is a good list-decodable code, we would like to bound the
number of codewords within any Hamming ball of some radius. The Johnson
bound in coding theory (e.g. Chapter 17 of [9]) provides one such bound for
codes with some minimum distance guarantee between any two codewords. It
cannot be applied directly to our code Ecct as some codewords are in fact
close to each other. However, we do have some distance guarantee between some
codewords, as shown by the following lemma.

Lemma 7. For any x, y ∈ {−1, 1}n with dH(x, y) ≥ αn, dH(Ecct(x),Ecct(y))
≥ ( 1

2 − βα)n̄.

Proof. Let B = {v ∈ [n] : x(v) �= y(v)}, which has at least αn elements. Consider
any walk (v1, . . . , vt) ∈ [n]t that hits B, say at vi0 with x(vi0) �= y(vi0). For any
assignment to b, flipping the bit b(i0) flips exactly one value of x(vi0)

b(i0) and
y(vi0)

b(i0), and thus exactly one value of
∏
i∈[t] x(vi)

b(i) and
∏
i∈[t] y(vi)

b(i). Then
for such a walk that hits B,

Pr
b∈{0,1}t


∏
i∈[t]

x(vi)b(i) =
∏
i∈[t]

y(vi)b(i)


 =

1
2
.
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According to Lemma 6, a t-step random walk on G misses B with probability
at most βα. So,

Pr
v,w,b

[Ecct(x)(v, r, b) = Ecct(y)(v, r, b)]

≤ Pr
v,w,b

[WG(v, w) misses B] +

Pr
v,w,b


∏
i∈[t]

x(vi)b(i) =
∏
i∈[t]

y(vi)b(i) |WG(v, w) hits B




≤ βα +
1
2
,

where WG(v, w) = (v1, . . . , vt) in the first inequality. Then,

dH(Ecct(x),Ecct(y)) =
(

1− Pr
v,w,b

[Ecct(x)(v, r, b) = Ecct(y)(v, r, b)]
)
n̄

≥
(

1
2
− βα

)
n̄.


�
Now for each codeword Ecct(x), the only possible codewords with distance

less than ( 1
2 −βα)n̄ from Ecct(x) are those Ecct(x′)’s with dH(x, x′) ≤ αn, and

there are at most 2h(α)n such codewords, where h(α) = α log 1
α +(1−α) log 1

1−α
is the binary entropy function. Choose α = 1 + (λd )2 − δ4/t, so βα ≤ δ2. Then
the following lemma implies that our code Ecct is a ( 1

2 − δ, 2h(α)n

2δ2 )-list code. It
can be seen as a generalization to the Johnson bound, and our proof generalizes
the version given in Appendix A of [3].

Lemma 8. Suppose Ecc ⊆ {−1, 1}n̄ is a code such that for any codeword c ∈
Ecc, there are at most M codewords in Ecc within distance ( 1

2 − β)n̄ from c.
Then for any z ∈ {−1, 1}n̄ and any δ >

√
β/2, the number of codewords within

distance ( 1
2 − δ)n̄ from z is at most M/(4δ2 − 2β).

Proof. For any two vectors u, v ∈ {−1, 1}n̄, let u� v denote their inner product,
and note that

u� v ≡
∑
j∈[n̄]

u(j)v(j) = |{j : u(j) = v(j)}| − |{j : u(j) �= v(j)}|.

Suppose c1 = Ecct(x1), . . . , cL = Ecct(xL) ∈ {−1, 1}n̄ are those codewords
within distance (1/2 − δ)n̄ from z. For i ∈ [L], let ui ∈ {−1, 1}n̄ represent the
discrepancy between ci and z, with ui(j) = ci(j)z(j) for j ∈ [n̄] 3. Define

T ≡

∑
i∈[L]

ui


�


∑
i∈[L]

ui


 .

3 In [3], ui(j) is defined as 1 if ci(j) = z(j) and 0 otherwise. Our definition makes the
proof slightly cleaner.
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On one hand,

T =
∑
j∈[n̄]


∑
i∈[L]

ui(j)




2

≥ 1
n̄


∑
j∈[n̄]

∑
i∈[L]

ui(j)




2

,

from Cauchy-Schwartz inequality. As
∑
j∈[n̄] ui(j) = ci�z ≥ 2δn̄ for any i ∈ [L],

we have

T ≥ 1
n̄


∑
i∈[L]

∑
j∈[n̄]

ui(j)




2

≥ 1
n̄

(2δn̄L)2

= 4δ2n̄L2.

On the other hand, we can write

T =
∑
i∈[L]

∑
i′∈[L]

ui � ui′ .

For i ∈ [L], let N(i) = {i′ ∈ [L] : dH(xi, xi′) ≤ αn}. For i′ /∈ N(i), we have
ui � ui′ ≤ 2βn̄. For i′ ∈ N(i), we only have ui � ui′ ≤ n̄, but |N(i)| ≤M . So

T =
∑
i∈[L]

∑
i′∈N(i)

ui � ui′ +
∑
i∈[L]

∑
i′ /∈N(i)

ui � ui′

≤ n̄ML+ 2βn̄L2,

Combining the two inequalities, we have 4δ2n̄L2 ≤ T ≤ n̄ML+2βn̄L2, which
implies L ≤M/(4δ2 − 2β). 
�

4.2 Expanding the Output

Given any list-decodable code Ecc′ : {−1, 1}n → {−1, 1}n̄, it is known according
to [16,15] that one immediately gets a strong extractor Ext′ : {−1, 1}n × [n̄]→
{−1, 1} defined as

Ext′(x, y) = Ecc′(x)(y).

That is, the extractor encodes the input string x as Ecc′(x) and projects it onto a
random dimension y. To obtain m output bits, the approach of [2,5] is to project
Ecc′(x) onto m independent and random dimensions, needing m log n̄ random
bits for sampling. That is, they use the extractor Ext′′ : {−1, 1}n × [n̄]m →
{−1, 1}m defined as

Ext′′ (x, (y1, . . . , ym)) =
(
Ecc′(x)(y1), . . . ,Ecc′(x)(ym)

)
.
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They use a code with n̄ = nO(k), so their extractor needs a seed of length
O(mk log n). Using our code Ecct for some t = O(k), we immediately have a
extractor of the same quality but needing a seed of length only O(m(k+log n)).

For large m, we can get a dramatic improvement by picking some pseudo-
random collection ofm dimensions instead ofm random ones for projection. This
is the idea behind Trevisan’s extractor construction [16] and the improvement by
Raz, Reingold, and Vadhan [15]. The pseudo-random projection is determined
by some set system defined next.

Definition 6. [15] A family of sets S1, . . . , Sm ⊆ [s] is called a weak (	, ρ)-
design if

– ∀i, |Si| = 	, and
– ∀i, ∑j<i 2

|Si∩Sj | ≤ ρ(m− 1).

Lemma 9. [15] For every 	,m and ρ > 1, there exists a weak (	, ρ)-design
S1, . . . , Sm ⊆ [s] with s =

⌈
�

ln ρ

⌉
	. Such a family can be found in time poly(m, s).

For a random y ∈ {−1, 1}s, such a weak (log n̄, ρ)-design gives a pseudo-
random collection of m dimensions y(S1), . . . , y(Sm), where each y(Si) is the
integer in [n̄] represented by the log n̄ bits of y indexed by Si.

Lemma 10. [16,15] Suppose S1, . . . , Sm ⊆ [s] is a weak (log n̄, ρ)-design, and
Ecc′ : {−1, 1}n → {−1, 1}n̄ is a ( 1

2 − ε
2m , L)-list code. Then the function Ext :

{−1, 1}n × {−1, 1}s → {−1, 1}m defined as

Ext(x, y) =
(
Ecc′(x)(y(S1)), . . . ,Ecc′(x)(y(Sm))

)
is a strong (r, ε)-extractor, for any r ≥ ρ(m− 1) + log 2L

ε .

To have a strong (µn, 2−3k)-extractor for our encryption scheme, we use our
( 1
2 − δ, L)-list code Ecct, with

– δ = 1
2m23k ,

– t = O(k) large enough and λ
d = O(1) small enough so that h(α) < µ for

α = 1 + (λd )2 − δ4/t, and
– L = 2h(α)n

2δ2 = 2h(α)n+6k+1m2.

Note that ρ(m− 1) + log 2L
ε = ρ(m− 1) + h(α)n+ 9k+ 2 + 2 logm. This can be

made smaller than µn for any m ≤ nγ with constant γ ∈ (0, 1), by choosing a
proper ρ = nO(1). Using such a weak (log n̄, ρ)-design and our (1

2 −δ, L) list-code
Ecct, we have the following theorem.

Theorem 2. For any constant γ ∈ (0, 1), there is a strong (µn, 2−3k)-extractor
with a seed of length O((k+log n)2/ log n) and a output of length nγ , where each
output bit is the parity of O(k) input bits.

This, together with Theorem 1, gives the encryption scheme we claim. Recall
that n is typically much larger than k. A larger n provides a higher security but
only costs a negligible slow-down during encryption time. If we assume or choose
n = 2Ω(k), then we have an encryption scheme using a private key of length only
O(log n).
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A Proof of Lemma 1

‖〈g(A,B), B〉 − 〈g(A,B′), B′〉‖
=

1
2

∑
b

∑
c

|Pr[g(A,B) = c ∧B = b]− Pr[g(A,B′) = c ∧B′ = b]|

=
1
2

∑
b

∑
c

|Pr[g(A, b) = c] Pr[B = b]− Pr[g(A, b) = c] Pr[B′ = b]|

=
1
2

∑
b

∑
c

Pr[g(A, b) = c] |Pr[B = b]− Pr[B′ = b]|

=
1
2

∑
b

|Pr[B = b]− Pr[B′ = b]|

= ‖B −B′‖,

where the second equality holds because A is independent of both B and B′.

B Proof of Lemma 2

The expectation of ‖〈A | B = b〉 − U‖, with b sampled from the distribution B,
is

∑
b

Pr[B = b]
1
2

∑
a

∣∣∣∣Pr[A = a | B = b]− 1
|A|
∣∣∣∣

=
1
2

∑
a,b

∣∣∣∣Pr[(A,B) = (a, b)]− Pr[B = b]
1
|A|
∣∣∣∣

≤ 1
2

∑
a,b

∣∣∣∣Pr[(A,B) = (a, b)]− 1
|A||B|

∣∣∣∣+ 1
2

∑
a,b

∣∣∣∣Pr[B = b]
1
|A| −

1
|A||B|

∣∣∣∣
= ‖〈A,B〉 − U‖+ ‖B − U‖
≤ 2ε.

Then the lemma follows from the Markov inequality.
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Abstract. A black-box secret sharing scheme for the threshold access
structure Tt,n is one which works over any finite Abelian group G. Briefly,
such a scheme differs from an ordinary linear secret sharing scheme (over,
say, a given finite field) in that distribution matrix and reconstruction
vectors are defined over Z and are designed independently of the group
G from which the secret and the shares are sampled. This means that
perfect completeness and perfect privacy are guaranteed regardless of
which group G is chosen. We define the black-box secret sharing problem
as the problem of devising, for an arbitrary given Tt,n, a scheme with
minimal expansion factor, i.e., where the length of the full vector of
shares divided by the number of players n is minimal.
Such schemes are relevant for instance in the context of distributed cryp-
tosystems based on groups with secret or hard to compute group order. A
recent example is secure general multi-party computation over black-box
rings.
In 1994 Desmedt and Frankel have proposed an elegant approach to
the black-box secret sharing problem based in part on polynomial in-
terpolation over cyclotomic number fields. For arbitrary given Tt,n with
0 < t < n− 1, the expansion factor of their scheme is O(n). This is the
best previous general approach to the problem.
Using certain low degree integral extensions of Z over which there exist
pairs of sufficiently large Vandermonde matrices with co-prime deter-
minants, we construct, for arbitrary given Tt,n with 0 < t < n − 1, a
black-box secret sharing scheme with expansion factor O(log n), which
we show is minimal.

1 Introduction

A black-box secret sharing scheme for the threshold access structure Tt,n is one
which works over any finite Abelian group G. Briefly, such a scheme differs from
an ordinary linear secret sharing scheme (over, say, a given finite field; see e.g.
[5,24,6,3,2,20,19,1,16,8]) in that distribution matrix and reconstruction vectors
are defined over Z and are designed independently of the group G from which
the secret and the shares may be sampled. In other words, the dealer computes
the shares for the n players as Z-linear combinations of the secret group element
� Basic Research in Computer Science (www.brics.dk), funded by the Danish National

Research Foundation.
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of his interest and secret randomizing group elements, and reconstruction of the
secret from the shares held by a large enough set of players is by taking Z-
linear combinations over those shares. Note that each player may receive one or
more group elements as his share in the secret. Perfect completeness and perfect
privacy are guaranteed regardless of which group G is chosen. Here, perfect
completeness means that the secret is uniquely determined by the joint shares of
at least t+1 players, and perfect privacy means that the joint shares of at most t
players contain no Shannon information at all about the secret of interest. Note
that these schemes are homomorphic in the sense that the sum of share vectors
is a share vector for the sum of the corresponding secrets.

We define the black-box secret sharing problem as the problem of devising,
for an arbitrary given Tt,n, a scheme with minimal expansion factor, i.e., where
the length of the full vector of shares divided by the number of players n is
minimized1. Note the case t = n − 1 is easily solved by “additive n-out-of-n
sharing,” which has expansion factor 1. The cases t = 0, n have no meaning for
secret sharing. For the rest of this discussion we assume 0 < t < n− 1.

The idea of black-box secret sharing was first considered by Desmedt and
Frankel [11] in the context of distributed cryptosystems based on groups with se-
cret order. Shamir’s polynomial based secret sharing scheme over finite fields [24]
cannot immediately be adapted to the setting of black-box secret sharing. Later,
Desmedt and Frankel [12] showed a black-box secret sharing scheme that ele-
gantly circumvents problems with polynomial interpolation over the integers by
passing to an integral extension ring of Z over which a sufficiently large invert-
ible Vandermonde matrix exists. Their scheme is then constructed using the fact
that (sufficiently many copies of) an arbitrary Abelian group can be viewed as
a module over such an extension ring.

For a given commutative ring R with 1, the largest integer l such that there
exists an invertible l × l Vandermonde matrix with entries in R is called the
Lenstra constant l(R) of the ring R. Equivalently, l(R) is the maximal size of a
subset E of R that is “exceptional” in that for all α, α′ ∈ E, α �= α′, it holds
that α− α′ is a unit of R.

Given an integral extension ring R of degree m over Z, they construct a
black-box secret sharing scheme with expansion factor m for a threshold access
structure on at most l(R) − 1 players. For any prime p, Lenstra’s constant for
the ring of integers of the pth cyclotomic number field is p 2. Given an arbitrary

1 That minimal expansion is at most polynomial in n, even when appropriately gener-
alizing the concept to encompass non-Abelian groups as well, is verified by combina-
tion of the technique of Benaloh-Leichter [2] with the classical result of complexity
theory that all monotone threshold functions are representable by poly-size mono-
tone Boolean formulas. See also [10].

2 It is not hard to find an exceptional set of size p in this ring. To see that the maximal
size of such a set is p, let K be a number field of degree m, and let ZK denote its
ring of algebraic integers. For an arbitrary non-trivial ideal I of ZK , it is easy to
see that l(ZK) ≤ |ZK/I| (≤ 2m). In the case where K is the pth cyclotomic number
field, the integer prime p totally ramifies. Hence l(ZK) ≤ |ZK/P | = p, where P is
the unique prime ideal of ZK lying above p.
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Tt,n and choosing R as the ring of integers of the pth cyclotomic number field,
where p is the smallest prime greater than n, they construct a black-box secret
sharing scheme for Tt,n with expansion factor between n and 2n. This is the
best previous general approach to the problem. Further progress on the black-
box secret sharing problem via the approach of [12] depends on the problem of
finding for each n an extension whose degree is substantially smaller than n and
whose Lenstra constant is greater than n. To the best of our knowledge, this is
an open problem of algebraic number theory (see also [12] and the references
therein).

Except for some quite special cases, namely when t is constant or when t
(resp. n− t) is small compared to n [14,4] or the constant factor gain from [15],
no substantial improvement on the general black-box secret sharing problem has
been reported since.

The crucial difference with our approach to the black-box secret sharing
problem is that we avoid dependence on Lenstra’s constant altogether. Namely,
first, we observe that a sufficient condition for black-box secret sharing is the
existence (over an extension of Z) of a pair of sufficiently large Vandermonde
matrices with co-prime determinants. And, second, we show how to construct low
degree integral extensions of Z satisfying this condition. For arbitrary given Tt,n,
this leads to a black-box secret sharing scheme with expansion factor O(log n).
Using a result of Karchmer and Wigderson [20], we show that this is minimal.

There are several applications of black-box secret sharing. For instance, the
result of [12] is exploited in [13] to obtain an efficient and secure solution for
sharing any function out of a certain abstract class of functions, including RSA.
The interest in application of the result of [12] to practical distributed RSA-
based protocols seems to have decreased somewhat due to recent developments,
see for instance [25] and the references therein. However, apart from the fact
that optimal black-box secret sharing is perhaps interesting in its own right,
we note that in [9] our black-box secret sharing scheme is applied in protocols
for secure general multi-party computation over black-box rings. Also, optimal
black-box secret sharing may very well be relevant to new distributed crypto-
graphic schemes for instance based on class groups.

This paper is organized as follows. In Section 2 we give a formalization of the
notion of black-box secret sharing, and show a natural correspondence between
such schemes and our notion of integer span programs (ISPs). This generalizes
the well-known correspondence between monotone span programs over finite
fields [20] and linear secret sharing schemes over finite fields. In Section 3 we
show lower bounds on the size of ISPs computing threshold access structures.
Our main result is presented in Section 4, where we construct an ISP with
minimal size for an arbitrary given threshold access structure. This leads to
an optimal black-box secret sharing scheme for an arbitrary given threshold
access structure. At the end, we point out further combinatorial properties of
our scheme that are useful when exhibiting efficient simulators as required in
the security proofs of threshold crypto-systems such as threshold RSA.
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2 Black-Box Secret Sharing

2.1 Definitions

Definition 1. A monotone access structure on {1, . . . , n} is a non-empty col-
lection Γ of sets A ⊂ {1, . . . , n} such that ∅ �∈ Γ and such that for all A ∈ Γ
and for all sets B with A ⊂ B ⊂ {1, . . . , n} it holds that B ∈ Γ .

Definition 2. Let t and n be integers with 0 < t < n. The threshold access
structure Tt,n is the collection of sets A ⊂ {1, . . . , n} with |A| > t 3.

Let Γ be a monotone access structure on {1, . . . , n}. Let M ∈ Zd,e be an
integer matrix, and let ψ : {1, . . . , d} → {1, . . . , n} be a surjective function.
We say that the jth row (j = 1 . . . d) of M is labelled by ψ(j) or that “ψ(j)
owns the jth row.” For A ⊂ {1, . . . , n}, MA denotes the restriction of M to the
rows jointly owned by A. Write dA for the number of rows in MA. Similarly, for
x ∈ Zd, xA ∈ ZdA denotes the restriction of x to the coordinates jointly owned
by A. For each A ∈ Γ , let λ(A) ∈ ZdA be an integer (column-) vector. We call
this the reconstruction vector for A. Collect all these vectors in a set R.

Definition 3. Let Γ be a monotone access structure on {1, . . . , n}, and let B =
(M,ψ,R) be as defined above. B is called an integer Γ -scheme. Its expansion
rate is defined as d/n, where d is the number of rows of M .

Let G be a finite Abelian group. We use additive notation for its group
operation, and use 0G to denote its neutral element. The group G is of course a
Z-module (see e.g. [23]), by defining the map Z×G→ G, (µ, g) �→ µ · g, where
0 · g = 0G, µ · g = g + . . . + g (µ times) for µ > 0 and µ · g = −((−µ) · g) for
µ < 0 4. We also write µg or gµ instead of µ · g. Note that it is well-defined how
an integer matrix acts on a vector of group elements.

Definition 4. Let Γ be a monotone access structure on {1, . . . , n} and let B =
(M,ψ,R) be an integer Γ -scheme. Then B is a black-box secret sharing scheme
for Γ if the following holds. Let G be an arbitrary finite Abelian group G, and let
A ⊂ {1, . . . , n} be an arbitrary non-empty set. For arbitrarily distributed s ∈ G,
let g = (g1, . . . , ge)T ∈ Ge be drawn uniformly at random, subject to g1 = s.
Define s = Mg. Then:

– (Completeness) If A ∈ Γ , then sTA · λ(A) = s with probability 1, where
λ(A) ∈ R is the reconstruction vector for A.

– (Privacy) If A �∈ Γ , then sA contains no Shannon information on s.

3 Note that some authors define Tt,n as consisting of all sets of size at least t. Our
definition is consistent with a convention in the multi-party computation literature.

4 If the group operation in G is efficient, multiplication by an integer can also be
efficiently implemented using standard “double-and-add.”
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Note that these schemes5 are homomorphic in the sense that the sum s + s′

of two share vectors s and s′, is a share vector for the sum s + s′ of their
corresponding secrets s and s′.

2.2 Monotone Span Programs over Rings

In this section we provide quite natural necessary and sufficient conditions under
which an integer Γ -scheme is a black-box secret sharing scheme for Γ . To this
end, we introduce the notion of monotone span programs over rings. This is a
certain variation of monotone span programs over finite fields, introduced by
Karchmer and Wigderson [20]. These are well-known to have a natural one-to-
one correspondence with linear secret sharing schemes over finite fields (see e.g.
[19,1]). Monotone span programs over Z (ISPs) will turn out to have a similar
correspondence with black-box secret sharing schemes. We also show an efficient
conversion of a monotone span program over an integral extension ring of Z to
an ISP.

As an aside, monotone span programs over rings are the basis for multi-party
computation over black-box rings, as studied in [9]. In particular, the techniques
of [8] for secure multiplication and VSS apply to this flavor of monotone span
program as well.

Throughout this paper, R denotes a (not necessarily finite) commutative ring
with 1. Let Γ be a monotone access structure on {1, . . . , n}, and let M ∈ Rd,e
be a matrix whose d rows are labelled by a surjective function ψ : {1, . . . , d} →
{1, . . . , n}.

Definition 5. ε = (1, 0, . . . , 0)T ∈ Re is called the target vector. Furthermore,
M = (R,M,ψ, ε) is called a monotone span program (over the ringR). If R = Z,
it is called an integer span program, or ISP, for short. We define size(M) = d,
where d is the number of rows of M .

For N ∈ Ra,b, imN denotes its column space, i.e., the space of all vectors
Nx ∈ Ra, where x ranges over Rb, and kerN denotes its null-space, i.e., the
space of all vectors x ∈ Rb with Nx = 0 ∈ Ra.

Definition 6. As above, let Γ be a monotone access structure and let M =
(R,M,ψ, ε) be a monotone span program over R. Then M is a monotone span
program for Γ , if for all A ⊂ {1, . . . , n} the following holds.

– If A ∈ Γ , then ε ∈ imMT
A .

– If A �∈ Γ , then there exists κ = (κ1, . . . , κe)T ∈ kerMA with κ1 = 1.

We also say that M computes Γ .
5 See [21] for an equivalent definition. We also note that only requiring reconstruction

to be linear, as some authors do, results in an equivalent definition of black-box
secret sharing. This is an easily proved consequence of Lemma 2, but we omit the
details here.
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If R is a field, our definition is equivalent to the computational model of
monotone span programs over fields [20]. Indeed, this model is characterized by
the condition that A ∈ Γ if and only if ε ∈ imMT

A . The equivalence follows from
the remark below.

Remark 1. By basic linear algebra, if R is a field, then ε �∈ imMT
A implies that

there exists κ ∈ kerMA with κ1 = 1. If R is not a field this does not necessarily
hold6. The implication in the other direction trivially holds regardless of R.

Using (generally inefficient) representations of monotone access structures as
monotone Boolean formulas and using induction in a similar style as in e.g. [2],
it is straightforward to verify that for all Γ and for all R, there is a monotone
span program over R that computes Γ .

Definition 7. For any Γ and for any R, mspR(Γ ) denotes the minimal size of
a monotone span program over R computing Γ . If R = Z, we write isp(Γ ).

Define a non-degenerate monotone span program as one for which the rows
of M span the target-vector. As opposed to the case of fields, a non-degenerate
monotone span program over a ring need not compute any monotone access
structure. This is of no concern here, though.

The following proposition characterizes black-box secret sharing schemes in
terms of ISPs.

Proposition 1. Let Γ be a monotone access structure on {1, . . . , n}, and let
B = (M,ψ,R) be an integer Γ -scheme. Then B is a black-box secret sharing
scheme for Γ if and only ifM = (Z,M, ψ, ε) is an ISP for Γ and for all A ∈ Γ ,
its reconstruction vector λ(A) ∈ R satisfies MT

Aλ(A) = ε.

Proof. The argument that the stated ISP is sufficient for black-box secret sharing
is quite similar to the well-known case of linear secret sharing over finite fields.
The other direction of the implication follows in essence from Lemma 1 below.
We include full details for convenience.

Consider the ISP from the statement of the proposition, together with the as-
sumption on the reconstruction vectors. Consider an arbitrary set A ⊂ {1, . . . , n}
and an arbitrary finite Abelian group G. Define s = Mg for arbitrary g =
(s, g2, . . . , ge)T ∈ Ge. Suppose A ∈ Γ , and let λ(A) ∈ R be its reconstruction
vector. It follows that sTAλ(A) = (MAg)Tλ(A) = gT (MT

Aλ(A)) = gTε = s.
Thus the completeness condition from Definition 4 is satisfied. If A �∈ Γ , then
there exists κ ∈ Ze with MAκ = 0 ∈ ZdA and κ1 = 1, by Definition 6. For
arbitrary s′ ∈ G, define s′ = M(g + (s′ − s)κ) ∈ GdA . The secret defined by s′

equals s′, while on the other hand s′A = sA. This implies perfect privacy: the
assignment g′ = g + (s′ − s)κ provides a bijection between the set of possible
vectors of “random coins” consistent with sA and s, and the set of those consis-
tent with sA and s′. Therefore, the privacy condition from Definition 4 is also
satisfied.
6 Consider for example the integer matrix M = (2 0).
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In the other direction of the proposition, we start with a black-box se-
cret sharing scheme for Γ according to Definition 4. Consider an arbitrary set
A ⊂ {1, . . . , n}. Suppose A ∈ Γ , and let λ(A) ∈ R be its reconstruction vec-
tor. For an arbitrary prime p, set G = Zp. By the completeness condition from
Definition 4, it follows that (1, 0, . . . , 0)T ≡ (MAIe)Tλ(A) ≡ MT

Aλ(A) mod p,
where Ie ∈ Ze,ep is the identity matrix. This holds for all primes p. Hence,
MT
Aλ(A) = (1, 0, . . . , 0)T = ε. Therefore, the condition on the sets A ∈ Γ in

Definition 6 and the condition on the reconstruction vectors R from the state-
ment of the proposition are satisfied.

To conclude the proof we show that the privacy condition from Definition 4
implies the condition on the sets A �∈ Γ from Definition 6. The following formu-
lation is equivalent. Let y ∈ ZdA denote the left-most column of MA, and let
NA ∈ ZdA,e−1 denote the remaining e− 1 columns. Then it is to be shown that
the linear system of equations NAx = y is solvable over Z.

By Lemma 1 below, it is sufficient to show that this holds modulo m, for all
m ∈ Z, m �= 0. With notation as in Definition 4 and considering G = Zm, it
follows from the privacy condition that there exists g′ ∈ Zem such that g′1 ≡ s−1
and sA ≡ MAg′. Setting κ ≡ g − g′ ∈ Zem, we have MAκ ≡ 0 with κ1 ≡ 1. In
other words, NAx = y is solvable over Zm for all integers m �= 0. �	

We note that [21] also gives a characterization. Although there are some
similarities in the technical analysis, the conditions stated there are still in terms
of the black-box secret sharing scheme, rather than by providing simple algebraic
conditions on the matrix M as we do. Therefore, we feel that our approach based
on integer span programs is perhaps more useful and insightful, especially since
monotone span programs over finite fields have since long been known to be
equivalent to linear secret sharing schemes over finite fields.

Lemma 1. Let N ∈ Za,b and y ∈ Za. Then the linear system of equations
Nx = y is solvable over Z if and only if it is solvable over Zm for all integers
m �= 0.

Proof. The forward direction of the proposition is trivial. In the other direction,
consider the Z-module H generated by the columns of N . By basic theory of
Z-modules (see e.g. [23]), there exists a Z-basis B = (b1, . . . ,ba) of Za, and
non-zero integers a1, . . . , al such that BH = (a1b1, . . . , albl) is a Z-basis of H.
Let L denote the Z-module with basis BL = (b1, . . . ,bl). Note that H ⊂ L.
Let p be an arbitrary prime, and let (·) denote reduction modulo p. Since the
determinant of B is ±1, B (resp. BL) provides a basis for the vector-space Fap
(resp. the vector-space L). Note that BL ⊂ B.

It follows from the assumptions that y ∈ H ⊂ L. Let (y1, . . . , ya) ∈ Za denote
the coordinates of y wrt. B. Since the latter observation holds for all primes p,
it follows that yl+1 = . . . = ya = 0. Hence, y ∈ L. Now set m̂ =

∏l
i=1 ai. By

the assumptions, there exists cm̂ ∈ Za such that y + m̂ · cm̂ ∈ H. Therefore,
m̂ · cm̂ ∈ L, and by the definition of L, cm̂ ∈ L. By the choice of m̂, it follows
that m̂ · cm̂ ∈ H. We conclude that y ∈ H, as desired. �	
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Remark 2. Let M = (R,M,ψ, ε) compute Γ . If R is a field or a principal ideal
domain (such as Z), then we may assume without loss of generality that e ≤ d,
i.e., there are at most as many columns in M as there are rows.

This is easily shown using elementary linear algebra, and using the basic
properties of modules over principal ideal domains (see e.g. [23] and the proof of
Lemma 1). Briefly, since M is non-degenerate, the last statement in Remark 1
implies that the space generated by the 2nd up to the eth column of M does
not contain even a non-zero multiple of the first column. Without changing the
access structure that is computed, we can always replace the 2nd up to the eth
column of M by any set of vectors that generates the same space. If R is a field
or a principal ideal domain, this space has a basis of cardinality at most d− 1.

Remark 3. We may now identify a black-box secret sharing scheme for Γ with
an ISP M = (Z,M, ψ, ε) for Γ . A reconstruction vector for A ∈ Γ is simply
any vector λ(A) ∈ ZdA such that MT

Aλ(A) = ε. Note that the expansion rate
of the corresponding black-box secret sharing scheme is equal to size(M)/n. By
Remark 2 it uses at most size(M) random group elements.

We now state some lemmas that are useful in the sequel.

Definition 8. The dual Γ ∗ of a monotone access structure Γ on {1, . . . , n} is
the collection of sets A ⊂ {1, . . . , n} such that Ac �∈ Γ .

Note that Γ ∗ is a monotone access structure on {1, . . . , n}, that (Γ ∗)∗ = Γ , and
that (Tt,n)∗ = Tn−t−1,n. The lemma below generalizes a similar property shown
in [20] for the case of fields.

Lemma 2. mspR(Γ ) = mspR(Γ ∗), for all R and Γ .

Proof. Let M = (R,M,ψ, ε) be a monotone span program for Γ . Select an
arbitrary generating set of vectors b1, . . . ,bl for kerMT , and choose λ with
MTλ = ε. Let M∗ be the matrix defined by the l+1 columns (λ,b1,b2, . . . ,bl),
and use ψ to label M∗ as well. Define M∗ = (R,M∗, ψ, ε∗), where ε∗ =
(1, 0, . . . , 0)T ∈ Rl+1. Note that size(M∗) = size(M). We claim that M∗ com-
putes Γ ∗. This is easy to verify.

If Ac �∈ Γ , then by Definition 6, there exists κ ∈ Rl+1 such that MAcκ = 0
and κ1 = 1. Define λ∗ = MAκ. Then (M∗)TAλ∗ = ((M∗)T ·M)κ = ε∗. On the
other hand, if Ac ∈ Γ , then there exists λ̂ ∈ Rd such that MT λ̂ = ε and λ̂A = 0.
By definition of M∗, there exists κ ∈ Rl+1 such that M∗κ = λ̂ and κ1 = 1.
Hence, M∗Aκ = λ̂A = 0 and κ1 = 1. This concludes the proof. �	

The lemma below holds in a more general setting, but we tailor it to ours.

Lemma 3. Let f(X) ∈ Z[X] be a monic, irreducible polynomial. Write m =
deg(f). Consider the ring R = Z[X]/(f(X)). Suppose M = (R,M,ψ, ε) is a
monotone span program over R for a monotone access structure Γ . Then there
exists an ISP M̂ = (Z, M̂ , ψ̂, ε̂) for Γ with size(M̂) = m · size(M).
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Proof. The proof is based on a standard algebraic technique for representing a
linear map defined over an extension ring in terms of a linear map defined over
the ground ring. This technique is also used in [20] for monotone span programs
over extension fields. Since our definition of monotone span programs over rings
differs slightly from the definitions in [20], we explain it in detail.

Note that R is a commutative ring with 1 and that it has no zero divisors, but
that it is not a field. Fix w ∈ R such that f(w) = 0 (such as w = X, the class of
X modulo f(X)). Then for each x ∈ R, there exists a unique coordinate-vector
x→ = (x0, . . . , xm−1)T ∈ Zm such that x = x0 · 1 + x1 ·w+ · · ·+ xm−1 ·wm−1. In
other words,W = {1, w, . . . , wm−1} is a basis for R when viewed as a Z-module.

For each x ∈ R there exists a matrix in Zm,m, denoted as [x], such that, for
all y ∈ R, [x]y→ = −→xy (the coordinate vector of xy ∈ R). The columns of [x] are
simply the coordinate vectors of x, x · w, . . . , x · wm−1. If x ∈ Z, then [x] is a
diagonal matrix with x’s on its main diagonal. Furthermore, for all x, y ∈ R, we
have the identities [x+ y] = [x] + [y] and [xy] = [x][y].

Consider the monotone span programM = (R,M,ψ, ε) from the statement
of the lemma. As before, write d (resp. e) for the number of rows (resp. columns)
of M . We define the ISP M̂ = (Z, M̂ , ψ̂, ε̂) as follows. Construct M̂ ∈ Zmd,me

from M by replacing each entry x ∈ R in M by the matrix [x]. The labeling ψ
is extended to ψ̂ in the obvious way, i.e., if a player owns a certain row in M ,
then that same player owns the m rows that it is substituted with in M̂ . The
target vector ε̂ is defined by ε̂ = (1, 0 . . . , 0)T ∈ Zme.

We verify that M̂ is an ISP for Γ . First, consider a set A ∈ Γ . By definition,
there exists a vector λ = (λ1, . . . , λdA)T ∈ RdA such that MT

Aλ = ε. Using the
identities stated above and carrying out matrix multiplication “block-wise,” it
follows that M̂T

A ([λ1], . . . , [λdA ])T = ([1], [0], . . . , [0])T . Define λ̂ ∈ ZmdA as the
first column of the matrix ([λ1], . . . , [λdA ])T . Then M̂T

A λ̂ = ε̂. Now consider a
set A �∈ Γ . By definition, there exists κ = (κ1, κ2, . . . , κe)T ∈ Re such that
κ1 = 1 and MAκ = 0 ∈ RdA . Using similar reasoning as above, it follows that
M̂A([κ1]T , . . . , [κe]T )T = ([0]T , . . . , [0]T )T . Define κ̂ ∈ Zme as the first column
of the matrix derived from κ in the above equation. Then, the first m entries of
κ̂ are 1, 0, . . . , 0 (since κ1 = 1) and M̂Aκ̂ = 0 ∈ ZdA .

This proves the lemma. As an aside, it follows directly from the analysis
above that we may delete the 2nd up to mth leftmost colums of M̂ and the
corresponding coordinates of ε̂ without changing the access structure computed.
Hence, 1 +m(e− 1) columns suffice, rather than me. �	

3 Lower Bounds for the Threshold Case

Proposition 2. For all integers t, n with 0 < t < n−1, isp(Tt,n) = Ω(n · log n).
Hence, the expansion factor of a black-box secret sharing scheme for Tt,n with
0 < t < n− 1 is Ω(log n).
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Proposition 2 follows quite directly from the bound shown in Theorem 1 for
binary monotone span programs, as proved in [20]7. Before we give the details
of the proof of Proposition 2, we include a proof of their bound for convenience.
Note that we have made constants for their asymptotic bound explicit.

Throughout this section, K denotes a field. LetM = (K,M,ψ, ε) be a non-
degenerate monotone span program. The access structure ofM, denoted Γ (M),
is the collection of sets A such that ε ∈ imMT

A . Note that by Remark 1 this is
consistent with our Definition 6. We write msp2(Γ ) instead of mspF2

(Γ ).

Proposition 3. [20] msp2(T1,n) ≥ n · log n.

Proof. Consider a monotone span programM = (F2,M, ψ, ε) such that Γ (M) =
T1,n. Define e as the number of columns of M , d as its number of rows, and di
as the number of rows of Mi for i = 1 . . . n, where we write Mi instead of M{i}
and di instead of d{i}. Without loss of generality, assume that the rows of each
Mi are linearly independent over F2. Let H1 collect the vectors in Fe2 with first
coordinate equal to 1. Since {i} �∈ T1,n, Remark 1 implies that |kerMi∩H1| �= ∅.
By assumption on Mi, |kerMi∩H1| = 2e−1−di for i = 1 . . . n. On the other hand,
{i, j} ∈ T1,n. Hence, by Remark 1, we have kerMi ∩ kerMj ∩H1 = ∅, for all i, j
with 1 ≤ i < j ≤ n. By counting and normalizing, 2−d1 + · · ·+2−dn ≤ 1. By the
Log Sum Inequality (see e.g. [7]), d = d1 + · · ·+ dn ≥ n log n. �	

Theorem 1. [20] n · (
log n�+ 1) ≥ msp2(Tt,n) ≥ n · log n+3
2 , for all t, n with

0 < t < n− 1.

Proof. The upper bound, which is not needed for our purposes, follows by con-
sidering an appropriate Vandermonde matrix over the field F2u , where u =
(
log n�+1). This is turned into a binary monotone span program for Tt,n using
a similar conversion technique as in Lemma 3.

For the lower bound, note that we may assume that t ≥ (n − 1)/2, since
msp2(Tt,n) = msp2(Tn−t−1,n) by Lemma 2. We have the following estimates.

msp2(Tt,n) ≥
n

t+ 2
·msp2(Tt,t+2) =

n

t+ 2
·msp2(T1,t+2)

≥ n

t+ 2
· (t+ 2) · log(t+ 2) ≥ n · log

n+ 3
2

.

The first inequality is argued as follows. Consider an arbitrary monotone span
programM = (F2,M, ψ, ε) for Tt,n. Assume without loss of generality that the
number of rows in Mi is at most the number of rows in Mi+1, i = 1, . . . , n− 1.
The first t + 2 blocks M1, . . . ,Mt+2 clearly form a monotone span program for
Tt,t+2. Hence, the total number of rows in these blocks is at least msp2(Tt,t+2).
Each other block Mj with j > t+2 has at least as many rows as any of the first
t+ 2 blocks. Therefore, Mj has at least msp2(Tt,t+2)/(t+ 2) rows. Summing up
over all i according to the observations above gives the first inequality.
7 Note that isp(Tn−1,n) = n: the case t = n−1 is solved by simple additive “n-out-of-n

secret sharing.”



282 Ronald Cramer and Serge Fehr

The equality is implied by Lemma 2, the second to last inequality follows
from Proposition 3, and the last one from t ≥ (n− 1)/2. �	

For the proof of Proposition 2, let an ISP for Tt,n be given, and consider the
ISP matrix, but with all entries reduced modulo 2. By our ISP definition and by
arguing the cases A �∈ Tt,n using Remark 1, it follows that a binary monotone
span program for Tt,n is obtained in this way. The argument is concluded by
applying Theorem 18. The statement about black-box secret sharing follows
from Proposition 1.

Note that our lower bound on black-box secret sharing can also be appre-
ciated without reference to Proposition 1, by essentially the same argument as
above. Namely, setting G = Z2 in Definition 4, we clearly obtain a (binary)
linear secret sharing scheme. This is well-known to be equivalent to a binary
monotone span program, as mentioned before. Hence, we can directly apply the
bound from Theorem 1.

4 Optimal Black-Box Threshold Secret Sharing

Theorem 2. For all integers t, n with 0 < t < n − 1, isp(Tt,n) = Θ(n · log n).
Hence, there exists a black-box secret sharing scheme for Tt,n with expansion
factor O(log n), which is minimal.

Proof. By Proposition 1 it is sufficient to focus on the claim about the ISPs.
The lower bound follows from Proposition 2. For the upper bound, we consider
rings of the form R = Z[X]/(f(X)), where f(X) ∈ Z[X] is a monic, irreducible
polynomial. Write m = deg(f), the degree of R over Z.

On account of Lemma 3, it is sufficient to exhibit a ring R together with
a monotone span program M over R for Tt,n such that m = O(log n) and
size(M) = O(n).

The proof is organized as follows. We first identify a certain technical property
of a ring R that facilitates the construction of a monotone span program over
R for Tt,n, with size O(n). We finalize the proof by constructing a ring R that
enjoys this technical property, and that has degree O(log n) over Z.

For x1, . . . , xn ∈ R, define

∆(x1, . . . , xn) =
n∏
i=1

xi ·
∏

1≤j<i≤n
(xi − xj).

Assume, for the moment, that there exist α1, . . . , αn ∈ R and r0, r1 ∈ R such
that

r0 ·∆(1, . . . , n)2 + r1 ·∆(α1, . . . , αn)2 = 1.

This assumption implies the existence of a monotone span program over R
for Tt,n with size 2n, as we now show. Define

∆0 = ∆(1, . . . , n) ∈ Z, and ∆1 = ∆(α1, . . . , αn) ∈ R.
8 See [21,22] for lower bounds on the randomness required in black-box secret sharing

schemes.



Optimal Black-Box Secret Sharing over Arbitrary Abelian Groups 283

Let N0 ∈ Rn,t+1 (resp. N1 ∈ Rn,t+1) be the matrix in which the i-th row is
equal to (∆0, i, i

2, . . . , it) (resp. (∆1, αi, α
2
i , . . . , α

t
i)), i = 1 . . . n. In both cases,

the ith row is labelled by i. When studied as possible monotone span programs
over R for Tt,n, N0 (resp. N1) satisfies Definition 6 for the sets A �∈ Tt,n. On the
other hand, in both cases, the rows owned by a set A ∈ Tt,n do not necessarily
span the target vector (1, 0, . . . , 0) ∈ Rt+1. However, these rows do span9 the
vector (∆2

0, 0, . . . , 0) ∈ Rt+1 (resp. (∆2
1, 0, . . . , 0) ∈ Rt+1). Both properties stated

can be verified immediately, for instance using the well-known expression for a
Vandermonde determinant in combination with Cramér’s rule (see e.g. [23]);
passing to the fraction field K of R (note that R has no zero-divisors), this rule
implies that a c × c linear system of equations Nx = y over the ring R, has a
solution at least in case where y ∈ det(N)·Rc. Another way is by using Lagrange
Interpolation over K, and clearing denominators.

Define a new monotone span program matrix M ∈ R2n,2t+1 consisting of all
pairs of rows

(∆0, i, i
2, . . . , it, 0, . . . , 0), and (∆1, 0, . . . , 0, αi, α2

i , . . . , α
t
i),

for i = 1 . . . n. The shown padding consists of t zeroes in both cases, and each
of the rows in a pair is labelled by i. Define ε = (1, 0, . . . , 0)T ∈ R2t+1. The
sets A �∈ Tt,n clearly satisfy Definition 6, and this time the rows owned by sets
A ∈ Tt,n span the target vector: they span in particular all vectors of the form
(r · ∆2

0 + s · ∆2
1, 0, . . . , 0), with r, s ∈ R. By setting r = r0 and s = r1, these

include the target vector ε.
To conclude, we exhibit a ring R with degree O(log n) over the integers and

α1, . . . , αn, r0, r1 ∈ R with r0 · ∆2
0 + r1 · ∆2

1 = 1, where ∆0 = ∆(1, . . . , n) and
∆1 = ∆(α1, . . . , αn).

These conditions are reformulated as follows. Let Πn denote the set of integer
primes p with 2 ≤ p ≤ n and define

Qn =
∏
p∈Πn

p ∈ Z.

Then we are looking for a ring R with degree O(log n) over the integers and
α1, . . . , αn ∈ R such that

∆1 ∈ (R/(Qn))∗,

i.e., the residue-class of ∆1 in the ring R/(Qn) is a unit.
Indeed, if ∆1 ∈ (R/(Qn))∗, then ∆1 ∈ (R/(Qkn))

∗ as well, for any positive
integer k. To verify this by induction, suppose that ∆1 · v = 1 +w ·Qin for some
v, w ∈ R and i ≥ 1: then ∆1 · (v − vw · Qin) = 1 − w2 · Q2i

n and 2i ≥ i + 1. As
a consequence, ∆1 ∈ (R/(∆2

0))
∗. Namely, as an integer, ∆2

0 factors completely
over the primes p ∈ Πn. Then choose k∗ large enough such that ∆2

0 divides Qk∗
n ,

and apply the previous observation. It follows that ∆
2
1 ∈ (R/(∆2

0))
∗ as well, or

equivalently, there exist r0, r1 ∈ R such that r0 ·∆2
0 + r1 ·∆2

1 = 1.
9 A similar property was first noticed and exploited in [17,18] and later in [25].
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Set m = 
log n�+ 1. Let f̂(X) ∈ Z[X] be any monic, irreducible polynomial
of degree m such that for all p ∈ Πn, f̂p(X) (the polynomial f̂(X) with its
coefficients reduced modulo p) is irreducible in Fp[X].

One way of constructing such a polynomial is as follows. For all p ∈ Πn, select
a monic, irreducible polynomial f̂p(X) ∈ Fp[X] of degree m. By the theory of
finite fields, this is always possible. Applying the Chinese Remainder Theorem to
each of the coefficients separately, select an arbitrary lift to a monic polynomial
f̂(X) ∈ Z[X] of degree m such that f̂(X) ≡ f̂p(X) mod p. Note that the monic
polynomial f̂(X) is irreducible in Z[X]: if not, reduction modulo p with p ∈ Πn,
gives a non-trivial factorization of f̂p(X) in Fp[X].

Set R = Z[X]/(f̂(X)). By definition of f̂(X), it follows that R/(p) is a finite
field, for all p ∈ Πn. Indeed, for all p ∈ Πn,

R/(p) � Z[X]/(p, f̂(X)) � Fp[X]/(f̂p(X)) � Fpm .

Note that all ideals (p) of R with p ∈ Πn are distinct and maximal. It follows,
using the Chinese Remainder Theorem for general rings, that

R/(Qn) �
∏
p∈Πn

Fpm .

For all p ∈ Πn we have |F∗pm | = pm−1 ≥ 2m−1 ≥ n. Therefore, for each p ∈ Πn,
distinct non-zero

β
(p)
1 , . . . , β(p)

n ∈ Fpm

can be selected. Finally, select arbitrary α1, . . . , αn ∈ R such that, for i = 1 . . . n,

R/(Qn) � αi ←→ (β(p)
i )p∈Πn ∈

∏
p∈Πn

Fpm ,

where the correspondence is via the (implicit) isomorphism. By construction,
for all i, j with 1 ≤ i, j ≤ n and i �= j, it holds that αi ∈ (R/(Qn))∗ and
αi − αj ∈ (R/(Qn))∗. Hence, ∆1 ∈ (R/(Qn))∗, as desired. �	

Corollary 1. For all integers t, n with 0 < t < n−1, there exists an ISP of size
n · (
log n�+ 2) for Tt,n.

Proof. Let R,α1, . . . , αn, r0, r1, N0, N1 be as constructed in the proof of The-
orem 2. Apply the construction from the proof of Lemma 3 to N1, and take
into account the final remark of that proof. This gives an ISP matrix N̂1 with
n · (
log n� + 1) rows and 1 + t(
log n� + 1) columns. Clearly, the sets A �∈ Tt,n
satisfy Definition 6. For the sets A ∈ Tt,n, the rows owned by A span δ1 · ε̂, where
δ1 ∈ Z is the first coordinate of r1 ·∆2

1.
The ISP matrix N0 has the properties stated in the proof of Theorem 2 also

over Z. Hence, the sets A �∈ Tt,n satisfy Definition 6 over Z. For the sets A ∈ Tt,n,
the rows owned by them clearly span (δ0, 0, . . . , 0) ∈ Zt+1, where δ0 ∈ Z is the
first coordinate of r0 ·∆2

0. Since δ0 +δ1 = 1, this leads directly to an ISP for Tt,n,
where the ISP matrix has n ·(
log n�+2) rows and t(
log n�+2)+1 columns. �	
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5 Concluding Remarks

5.1 A Note on Simulateability

The ISPs M̂ = (Z, M̂ , ψ̂, ε̂) constructed in the proofs of Theorem 2 and Corol-
lary 1 satisfy the following additional properties, which are helpful when proving
the security of certain threshold cryptosystems.

Let the share vector s = M̂g be computed according to the corresponding
black-box secret sharing scheme, then the following holds.

1. The entries of sA are independent random group elements for any subset A
of {1, . . . , n} with |A| ≤ t.

2. Every player i can compute a reconstruction share s′i by taking Z-linear com-
binations (of course independent of the group) of the entries of his original
share si, such that any t reconstruction shares s′i still allow to reconstruct
the secret s, and such that any t original shares si together with s allow
to compute the complete reconstruction share vector s′ (by taking Z-linear
combinations).

The former property is inherited from the two Vandermonde matrices upon
which the construction of M̂ is based on, and the latter holds for s′ defined as
s′ = M̂ ′g, where the ISP M̂′ = (Z, M̂ ′, ψ̂, ε̂) is constructed from the matrices
∆0N0 and ∆1N1 in a way similar to which M̂ is constructed from N0 and N1
in the proof of Theorem 2.

Assuming that the group operation is efficiently computatble and that (al-
most) random group elements can be sampled efficiently, these properties allow
the players of a set A with |A| ≤ t to efficiently simulate their joint view sA of
the distribution phase, by sampling (almost) random elements from the group
and to efficiently simulate their view of the corresponding reconstruction phase
by computing s′ from sA and the secret s.

When proving the security of a direct application of our black-box secret
sharing scheme to distributed RSA for instance, these properties enable an effi-
cient simulator for the adversary’s view of the distributed decryption or signing
process (see also [12,25]).

5.2 Implementation

We stress that in this paper we are primarily interested in the asymptotically
optimal result from Theorem 2. Several choices in its proof have been made to
simplify the mathematical exposition, while suppressing computational aspects.

There are a number of possible practical implementations of black-box secret
sharing based on our result. We do not optimize its performance here, but merely
indicate below that straightforward implementations run in time polynomial
in n.

Note that the scheme consumes O(n log n) random coins (group elements)
and that the expansion factor is O(log n) in any case, i.e., each player receives
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O(log n) groups elements as his share in a secret group element. For an imple-
mentation, it is important to limit the necessary computational resources for
dealer and players.

One implementation is based on the well-known fact that for any finite
Abelian group G, Gm can be viewed as a module over the ring R (see also [12]).
The multiplication of an element of R by an element of Gm can be performed
having only black-box access to the group operation of G. This way, the mono-
tone span program over R acts directly on vectors of elements of Gm. This leads
in a straightforward fashion to an attractive implementation of black-box secret
sharing where the actual ISP it is based upon can be left implicit. See for in-
stance [12] for the computational details of this general procedure, taking into
account the remarks below.

By the constructive method from the proof of Theorem 2, we may assume
without loss of generality that the coefficients of the polynomial f(X) have bit
length smaller than logQn ≤ log(n!) = O(n log n) bits. Recall that its degree
m is 
log n� + 1. For given threshold parameters t, n, it can be fixed once and
for all. One simple possible choice for the αi’s is to identify them with distinct,
non-zero integer polynomials of degree at most 
log n�, such that each of the
coefficients is either 0 or 1. For instance, αi can point to i by basing it on the
bit representation of i. ∆2

0 is simply represented by an integer with bit length
O(n2 · log n). The value ∆2

1 is the product of O(n2) elements of R, each of which
has integer coordinates −1, 0 or 1. The values r0 and r1 can be obtained by
computing the inverse u of ∆

2
1 ∈ R/(∆2

0), for instance by solving a linear system
of equations over Z∆2

0
, and by computing u ·∆2

1 ∈ R. The reconstruction vectors
are computed from r0, r1 and obvious “interpolation coefficients” obtained from
the αi’s.
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A Generalized Birthday Problem
(Extended Abstract)

David Wagner

University of California at Berkeley

Abstract. We study a k-dimensional generalization of the birthday
problem: given k lists of n-bit values, find some way to choose one el-
ement from each list so that the resulting k values xor to zero. For
k = 2, this is just the extremely well-known birthday problem, which
has a square-root time algorithm with many applications in cryptogra-
phy. In this paper, we show new algorithms for the case k > 2: we show
a cube-root time algorithm for the case of k = 4 lists, and we give an
algorithm with subexponential running time when k is unrestricted.
We also give several applications to cryptanalysis, describing new subex-
ponential algorithms for constructing one-more forgeries for certain blind
signature schemes, for breaking certain incremental hash functions, and
for finding low-weight parity check equations for fast correlation attacks
on stream ciphers. In these applications, our algorithm runs in O(22

√
n)

time for an n-bit modulus, demonstrating that moduli may need to be
at least 1600 bits long for security against these new attacks. As an
example, we describe the first-known attack with subexponential com-
plexity on Schnorr and Okamoto-Schnorr blind signatures over elliptic
curve groups.

1 Introduction

One of the best-known combinatorial tools in cryptology is the birthday problem:

Problem 1. Given two lists L1, L2 of elements drawn uniformly and indepen-
dently at random from {0, 1}n, find x1 ∈ L1 and x2 ∈ L2 such that x1⊕ x2 = 0.

(Here the ⊕ symbol represents the bitwise exclusive-or operation.) The birthday
problem is well understood: A solution x1, x2 exists with good probability once
|L1| × |L2| � 2n holds, and if the list sizes are favorably chosen, the complex-
ity of the optimal algorithm is Θ(2n/2). The birthday problem has numerous
applications throughout cryptography and cryptanalysis.

In this paper, we explore a generalization of the birthday problem. The above
presentation suggests studying a variant of the birthday problem with an arbi-
trary number of lists. In this way, we obtain the following k-dimensional ana-
logue, which we call the k-sum problem:

Problem 2. Given k lists L1, . . . , Lk of elements drawn uniformly and indepen-
dently at random from {0, 1}n, find x1 ∈ L1, . . . , xk ∈ Lk such that x1 ⊕ x2 ⊕
· · · ⊕ xk = 0.

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 288–304, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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We allow the lists to be extended to any desired length, and so it may aid the
intuition to think of each element of each list as being generated by a random
(or pseudorandom) oracle Ri, so that the j-th element of Li is Ri(j). It is easy
to see that a solution to the k-sum problem exists with good probability so long
as |L1| × · · · × |Lk| � 2n. However, the challenge is to find a solution x1, . . . , xk
explicitly and efficiently.

This first half of this paper is devoted to a theoretical study of this problem.
First, Section 2 describes a new algorithm, called the k-tree algorithm, that
allows us to solve the k-sum problem with lower complexity than previously
known to be possible. Our algorithm works only when one can extend the size of
the lists freely, i.e., in the special case where there are sufficiently many solutions
to the k-sum problem. For example, we show that, for k = 4, the k-sum problem
can be solved in O(2n/3) time using lists of size O(2n/3). We also discuss a
number of generalizations of the problem, e.g., to operations other than xor.
Next, in Section 3, we study the complexity of the k-sum problem and give
several lower bounds. This theoretical study provides a tool for cryptanalysis
which we will put to use in the second half of the paper.

The k-sum problem may not appear very natural at first sight, and so it may
come as no surprise that, to our knowledge, this problem has not previously
been stated or studied in full generality. Nonetheless, we show in the second half
of this paper a number of cases where the k-sum problem has applications to
cryptanalysis of various systems: in Section 4, we show how to break various
blind signature schemes, how to attack several incremental hash functions, and
how to find low-weight parity checks. Other examples may be found in the
full version of this paper [36]. We do not claim that this is an exhaustive list
of possible applications; rather, it is intended to motivate the relevance of this
problem to cryptography.

Finally, we conclude in Sections 5 and 6 with several open problems and final
remarks.

2 Algorithms

The classic birthday problem. We recall the standard technique for finding so-
lutions to the birthday problem (with 2 lists). We define a join operation �� on
lists so that S �� T represents the list of elements common to both S and T .
Note that x1 ⊕ x2 = 0 if and only if x1 = x2. Consequently, a solution to the
classic (2-list) birthday problem may be found by simply computing the join
L1 �� L2 of the two input lists L1, L2. We represent this algorithm schematically
in Figure 1.

The join operation has been well-studied in the literature on database query
evaluation, and several efficient methods for computing joins are known. A
merge-join sorts the two lists, L1, L2, and scans the two sorted lists, return-
ing any matching pairs detected. A hash-join stores one list, say L1, in a hash
table, and then scans through each element of L2 and checks whether it is
present in the hash table. If memory is plentiful, the hash-join is very efficient:
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��

L2L1

L1 �� L2

Fig. 1. An abstract representation of the standard algorithm for the (2-list) birthday
problem: given two lists L1, L2, we use a join operation to find all pairs (x1, x2) such
that x1 = x2 and x1 ∈ L1 and x2 ∈ L2. The thin vertical boxes represent lists, the
arrows represent flow of values, and the �� symbol represents a join operator.

it requires |L1| + |L2| simple steps of computation and min(|L1|, |L2|) units of
storage. A merge-join is slower in principle, running in O(n log n) time where
n = max(|L1|, |L2|), but external sorting methods allow computation of merge-
joins even when memory is scarce.

The consequence of these observations is that the birthday problem may be
solved with square-root complexity. In particular, if we operate on n-bit values,
then the above algorithms will require O(2n/2) time and space, if we are free to
choose the size of the lists however we like. Techniques for reducing the space
complexity of this algorithm are known for some important special cases [25].

The birthday problem has many applications. For example, if we want to
find a collision for a hash function h : {0, 1}∗ → {0, 1}n, we may define the j-th
element of list Li as h(i, j). Assuming that h behaves like a random function,
the lists will contain an inexhaustible supply of values distributed uniformly and
independently at random, so the premises of the problem statement will be met.
Consequently, we can expect to find a solution to the corresponding birthday
problem with O(2n/2) work, and any such solution immediately yields a collision
for the hash function [38].

The 4-list birthday problem. To extend the above well-known observations, con-
sider next the 4-sum problem. We are given lists L1, . . . , L4, and our task is to
find values x1, . . . , x4 that xor to zero. (Hereafter xi ∈ Li holds implicitly.) It
is easy to see that a solution should exist with good probability if each list is of
length at least 2n/4. Nonetheless, no good algorithm for explicitly finding such a
solution was previously known: The most obvious approaches all seem to require
2n/2 steps of computation.

We develop here a more efficient algorithm for the 4-sum problem. Let low�(x)
denote the least significant � bits of x, and define the generalized join operator
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���

L1 L2 L3 L4

L3 ��� L4L1 ��� L2

��

{〈x1, x2, x3, x4〉 :
x1 ⊕ · · · ⊕ x4 = 0}

���

Fig. 2. A pictorial representation of our algorithm for the 4-sum problem.

��� so that L1 ��� L2 contains all pairs from L1 × L2 that agree in their � least
significant bits. We will use the following basic properties of the problem:

Observation 1 We have low�(xi ⊕ xj) = 0 if and only if low�(xi) = low�(xj).

Observation 2 Given lists Li, Lj, we can easily generate all pairs 〈xi, xj〉 sat-
isfying xi ∈ Li, xj ∈ Lj, and low�(xi ⊕ xj) = 0 by using the join operator
���.

Observation 3 If x1 ⊕ x2 = x3 ⊕ x4, then x1 ⊕ x2 ⊕ x3 ⊕ x4 = 0.

Observation 4 If low�(x1⊕x2) = 0 and low�(x3⊕x4) = 0, then we necessarily
have low�(x1⊕x2⊕x3⊕x4) = 0, and in this case Pr[x1⊕x2⊕x3⊕x4 = 0] = 2�/2n.

These properties suggest a new algorithm for the 4-sum problem. First, we
extend the lists L1, . . . , L4 until they each contain about 2� elements, where � is
a parameter to be determined below. Then, we apply Observation 2 to generate
a large list L12 of values x1 ⊕ x2 such that low�(x1 ⊕ x2) = 0. Similarly, we
generate a large list L34 of values x3 ⊕ x4 where low�(x3 ⊕ x4) = 0. Finally,
we search for matches between L12 and L34. By Observation 3, any such match
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will satisfy x1 ⊕ x2 ⊕ x3 ⊕ x4 = 0 and hence will yield a solution to the 4-sum
problem. See Figure 2 for a visual depiction of this algorithm.

The complexity of this algorithm may be analyzed as follows. We have
Pr[low�(x1 ⊕ x2) = 0] = 1/2� when x1, x2 are chosen uniformly at random.
Thus, by the birthday paradox (or by linearity of expectation),

E[|L12|] = |L1| × |L2|/2� = 22�/2� = 2�.

Similarly, L34 has expected size 2�. Moreover, Observation 4 ensures that any
pair of elements from L12×L34 yields a match with probability 2�/2n. Therefore,
a second invocation of the birthday paradox shows that the expected number of
elements in common between L12 and L34 is about |L12|×|L34|/2n−�. The latter
is at least 1 when � ≥ n/3. Consequently, if we set � def= n/3 as the beginning
of the above procedure, we expect to find a solution to the 4-sum problem with
non-trivial probability. Since the size of all lists is around 2n/3, the resulting
algorithm can be implemented with O(2n/3) time and space.

Extensions. The above algorithm finds only solutions with a special property,
namely, x1⊕x2 and x3⊕x4 are zero in their low � bits. However, this restriction
was made merely for ease of presentation, and it can be eliminated. To sample
randomly from the set of all solutions, pick a random �-bit value α, and look for
pairs (x1, x2) and (x3, x4) whose low � bits xor to α. In other words, compute
(L1 ��� (L2 ⊕ α)) �� (L3 ��� (L4 ⊕ α)).

Also, the value 0 in x1⊕· · ·⊕xk = 0 is not essential, and can be replaced by
any other constant c without increasing the complexity of the problem. This may
be easily seen as follows: if we replace Lk with L′k = Lk⊕c def= {xk⊕c : xk ∈ Lk},
then any solution to x1⊕· · ·⊕xk−1⊕x′k = 0 will be a solution to x1⊕· · ·⊕xk = c
and vice versa. Consequently, we may assume (without loss of generality) that
c = 0.

As a corollary, when k > k′ the complexity of the k-sum problem can be
no larger than the complexity of the k′-sum problem. This can be proven us-
ing a trivial list-elimination trick. We pick arbitrary values xk′+1, . . . , xk from
Lk′+1, . . . , Lk and fix this choice. Then, we set c def= xk′+1 ⊕ · · · ⊕ xk and use
a k′-sum algorithm to find a solution to the equation x1 ⊕ · · · ⊕ xk′ = c. For
instance, this shows that we can solve the k-sum problem with complexity at
most O(2n/3) for all k ≥ 4.

More interestingly, we can use the above ideas to solve the k-sum problem
even faster than cube-root time for larger values of k. We extend the 4-list tree
algorithm above as follows. When k is a power of two, we replace the complete
binary tree of depth 2 in Figure 2 with a complete binary tree of depth lg k. At
internal nodes of height h, we use the join operator ���h (where �h = hn/(1 +
lg k)), except that at the root we use the full join operator ��. Each element
x of an internal list Li...j contains back-pointers to elements x′ and x′′ of the
two child lists used to form Li...j , such that x = x′ ⊕ x′′. In this way we will
obtain an algorithm for the k-sum problem that requires O(k · 2n/(1+lg k)) time
and space and uses lists of size O(2n/(1+lg k)). The complexity of this algorithm
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improves only slowly as k increases, though, so this does not seem to yield large
improvements unless k becomes quite large.

We can also obtain an algorithm for the general k-sum problem when k is
not a power of two. We take k′ def= 2�lg k� to be the largest power of two less
than k, and we use the list-elimination trick above. However, the results are
less satisfying: The algorithm obtained in this way runs essentially no faster for
k = 2i + j than for k = 2i.

Operations other than xor. The k-sum problem has so far been described over
the group (GF (2)n,⊕), but it is natural to wonder whether these techniques will
apply over other groups as well.

We note first that the tree algorithm above transfers immediately to the
additive group (Z/2nZ,+). In particular, we compute L12

def= L1 ��� −L2, L34
def=

L3 ��� −L4, and finally L12 �� −L34, where −L def= {−x mod 2n : x ∈ L}. The
result will be a set of solutions to the equation x1 + · · ·+ xk ≡ 0 (mod 2n). The
reason this works is that a ≡ b (mod 2�) implies (a+c mod 2n) ≡ (b+c mod 2n)
(mod 2�): the carry bit propagates in only one direction.

We can also apply the tree algorithm to the group (Z/mZ,+) where m is
arbitrary. Let [a, b] def= {x ∈ Z/mZ : a ≤ x ≤ b} denote the interval of elements
between a and b (wrapping modulom), and define the join operation L1 ��[a,b] L2
to represent the solutions to x1 + x2 ∈ [a, b] with xi ∈ Li. Then we may solve
a 4-sum problem over Z/mZ by computing (L1 ��[a,b] L2) �� (L3 ��[a,b] L4)
where [a, b] = [−m/2�+1,m/2�+1 − 1] and � = 1

3 lgm. In general, one can adapt
the k-tree algorithm to work in (Z/mZ,+) by replacing each ��� operator with
��[−m/2�+1,m/2�+1−1], and this will let us solve k-sum problems modulo m about
as quickly as we can for xor.

Finding many solutions. In some applications, it may be useful to find many
solutions to the k-sum problem. It is not too hard to see1 that we can find α3

solutions to the 4-sum problem with about α times the work of finding a single
solution, so long as α ≤ 2n/6. Similarly, we can find α1+�lg k� solutions to the
k-sum problem with α times as much work as finding a single solution, as long
as α ≤ 2n/(�lg k�·(1+�lg k�)).

Reducing the space complexity. As we have described it so far, these algorithms
require a lot of memory. Since memory is often more expensive than computing
time, this may be a barrier in practice. While we have not extensively studied the
memory complexity of the k-sum problem, we note that in some cases a trivial
technique can greatly reduce the space complexity of our k-tree algorithm. In
particular, when k � 2, we can evaluate the tree in postfix order, discarding
lists when they are no longer needed. In this way, we will need storage for only
about lg k lists. For example, if we take k = 2

√
n−1, then the k-tree algorithm

1 Simply use lists L1, . . . , L4 of size α · 2n/3, and filter on �′ = n/3 + lg α bits at the
lower level of the tree.
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will run in approximately 22
√
n time and

√
n2
√
n space using this optimization,

a significant improvement over naive implementations.

Related work. The idea of using a priority queue to generate pairwise sums
x1 + x2 in sorted order (for x1 ∈ L1, x2 ∈ L2 with lists L1, L2 given as input)
first appeared in Knuth, exercise 5.2.3-29, and was credited to W.S. Brown [20,
p.158].

Later, Schroeppel and Shamir showed how to generate 4-wise sums x1 + · · ·+
x4 in sorted order using a tree of priority queues [30,31]. In particular, given 4
lists of integers and a n-bit integer c, they considered how to find all solutions
to x1 + · · · + x4 = c, and they gave an algorithm running in Θ(2n/2) time
and Θ(2n/4) space when the lists are of size Θ(2n/4). In contrast, the problem
we consider differs in four ways: we relax the problem to ask only for a single
solution rather than all solutions; we allow an arbitrary number of lists; we
consider other group operations; and, most importantly, our main goal in this
paper is to break the Θ(2n/2) running time barrier. When looking for only a
single solution, it is possible to beat Schroeppel and Shamir’s algorithm—using
Floyd’s cycle-finding algorithm, distinguished points cycling algorithms [24], or
parallel collision search [25], one can often achieveΘ(2n/2) time andΘ(1) space—
but there was previously no known algorithm with running time substantially
better than 2n/2. Consequently, Schroeppel and Shamir’s result is not directly
applicable to our problem, but their idea of using tree-based algorithms can be
seen as a direct precursor of our k-tree algorithm.

Bernstein has used similar techniques in the context of enumerating solutions
in the integers to equations such as a3 + 2b3 + 3c3 − 4d3 = 0 [3].

Boneh, Joux and Nguyen have used Schroeppel and Shamir’s algorithm for
solving integer knapsacks to reduce the space complexity of their birthday at-
tacks on plain RSA and El Gamal [6]. They also used (a version of) our The-
orem 3 to transform a 4-sum problem over ((Z/pZ)∗,×) to a knapsack (i.e.,
4-sum) problem over (Z/qZ,+), which allowed them to apply Schroeppel and
Shamir’s techniques.

Bleichenbacher used similar techniques in his attack on DSA [4].
Chose, Joux, and Mitton have independently discovered a space-efficient algo-

rithm for finding all solutions to x1⊕· · ·⊕xk = 0 and shown how to use it to speed
up search for parity checks for stream cipher cryptanalysis [11]. For k = 4, their
approach runs in O(2n/2) time and O(2n/4) space if |L1| = · · · = |L4| = 2n/4 and
all values are n bits long, and so their scheme is in a similar class as Schroeppel
and Shamir’s result. Interestingly, the algorithm of Chose, et al., is essentially
equivalent to repeatedly running our 4-list tree algorithm once for each possible
predicted value of α = lowl(x1 ⊕ x2), taking � = n/4. Thus, their work is com-
plementary to ours: their algorithm does not beat the square-root barrier, but it
takes a different point in the tradeoff space, thereby reinforcing the importance
of the k-sum problem to cryptography.

Joux and Lercier have used related ideas to reduce the space complexity of
a birthday step in point-counting algorithms for elliptic curves [19].
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Blum, Kalai, and Wasserman previously have independently discovered some-
thing closely related to the k-tree algorithm for xor in the context of their work
on learning theory [5]. In particular, they use the existence of a subexponential
algorithm for the k-sum problem when k is unrestricted to find the first known
subexponential algorithm for the “learning parity with noise” problem. We note
that any improvement in the k-tree algorithm would immediately lead to im-
proved algorithms for learning parity with noise, a problem that has resisted
algorithmic progress for many years. Others in learning theory have since used
similar ideas [37], and the hardness of this problem has even been proposed as
the basis for a human-computer authentication scheme [17].

Ajtai, Kumar, and Sivakumar have used Blum, Kalai, and Wasserman’s al-
gorithm as a subroutine to speed up the shortest lattice vector problem from
2O(n logn) to 2O(n) time [1].

Bellare, et al., showed that the k-sum problem over (GF (2)n,⊕) can be solved
in O(n3 + kn) time using Gaussian elimination when k ≥ n [2, Appendix A].

Wagner and Goldberg have shown how to efficiently find solutions to x1 =
x2 = · · · = xk (where xi ∈ Li) using parallel collision search [35]. This is an
alternative way to generalize the birthday problem to higher dimensions, but
the techniques do not seem to carry over to the k-sum problem.

There is also a natural connection between the k-sum problem over (Z/mZ,+)
and the subset sum problem over Z/mZ. This suggests that techniques known
for the subset sum problem, such as LLL lattice reduction, may be relevant to
the k-sum problem. We have not explored this direction, and we leave it to future
work.

Summary. We have shown how to solve the k-sum problem (for the xor opera-
tion) in O(k · 2n/(1+�lg k�)) time and space, using lists of size O(2n/(1+�lg k�)). In
particular, for k = 4, we can solve the 4-sum problem with complexity O(2n/3).
If k is unrestricted, we obtain a subexponential algorithm running in O(22

√
n)

time by setting k = 2
√
n−1.

3 Lower Bounds

In this section we study how close to optimal the k-tree algorithm is. This section
may be safely skipped on first reading.

Information-theoretic bounds. We can easily use information-theoretic argu-
ments to bound the complexity of the k-sum problem as follows.

Theorem 1. The computational complexity of the k-sum problem is Ω(2n/k).

Proof. For the k-sum problem to have a solution with constant probability, we
need |L1| × · · · × |Lk| = Ω(2n), i.e., maxi |Li| = Ω(2n/k). The bound follows
easily.

This bound applies to the k-sum problem over all groups.
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However, this gives a rather weak bound. There is a considerable gap be-
tween the information-theoretic lower bound Ω(2n/k) and the constructive up-
per bound O(k · 2n/(1+�lg k�)) established in the previous section. Therefore, it is
natural to wonder whether this gap can be narrowed. In the general case, this
seems to be a difficult question, but we show next that the lower bound can be
improved in some special cases.

Relation to discrete logs. There are close connections to the discrete log problem,
as shown by the following observation from Wei Dai [12].

Theorem 2 (W. Dai). If the k-sum problem over a cyclic group G = 〈g〉 can
be solved in time t, then the discrete logarithm with respect to g can be found in
O(t) time as well.

Proof. We describe an algorithm for finding the discrete logarithm logg y of a
group element y ∈ G using any algorithm for the k-sum problem in G. Each list
will contain elements of the form gw for w chosen uniformly at random. Then
any solution to x1 × · · · × xk = y with xi ∈ Li will yield a relation of the form
gw = y, where w = w1 + · · · + wk, and this reveals the discrete log of y with
respect to g, as claimed.

This immediately allows us to rule out the possibility of an efficient generic
algorithm for the k-sum problem over any group G with order divisible by any
large prime. Recall that a generic algorithm is one that uses only the basic
group operations (multiplication, inversion, testing for equality) and ignores the
representation of elements of G.

Corollary 1. Every generic algorithm for the k-sum problem in a group G has
running time Ω(

√
p), where p denotes the largest prime factor of the order of G.

Proof. Any generic algorithm for the discrete log problem in a group of prime
order p has complexity Ω(

√
p) [23,33]. Now see Theorem 2.

Moreover, Theorem 2 shows that we cannot hope to find a polynomial-time
algorithm for the k-sum problem over any group where the discrete log problem
is hard. For example, finding a solution to x1×· · ·×xk ≡ 1 (mod p) is as hard as
taking discrete logarithms in (Z/pZ)∗, and thus we cannot expect any especially
good algorithm for this problem.

The relationship to the discrete log problem goes both ways:

Theorem 3. Suppose the discrete log problem in a multiplicative group G = 〈g〉
of order m can be solved in time t. Suppose moreover that the k-sum problem
over (Z/mZ,+) with lists of size � can be solved in time t′. Then the k-sum
problem over G with lists of size � can be solved in time t′ + k�t.

Proof. Let L′i = {logg x : x ∈ Li}; then any solution to the k-sum problem over
(Z/mZ,+) with lists L′1, . . . , L

′
k yields a solution to the k-sum problem over G

with lists L1, . . . , Lk.
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As we have seen earlier, there exists an algorithm for solving the k-sum problem
over (Z/mZ,+) in time t′ = O(k ·m1/(1+�lg k�)) so long as each list has size at
least � ≥ t′/k. As a consequence, there are non-trivial algorithms for solving the
k-sum problem in any group where the discrete log problem is easy.

4 Attacks and Applications

Blind signatures. Schnorr has recently observed that the security of several
discrete-log-based blind signature schemes depends not only on the hardness of
the discrete log but also on the hardness of a novel algorithmic problem, called
the ROS problem [28]. This observation applies to Schnorr blind signatures and
Okamoto-Schnorr blind signatures, particular when working over elliptic curve
groups and other groups with no known subexponential algorithm for the dis-
crete log.

We recall the ROS problem. Suppose we are working in a group of prime
order q. Let F : {0, 1}∗ → GF (q) represent a cryptographic hash function, e.g.,
a random oracle. The goal is to find a singular k × k matrix M over GF (q)
satisfying two special conditions. First, the entries of the matrix should satisfy

Mi,k = F (Mi,1,Mi,2, . . . ,Mi,k−1) for i = 1, . . . , k.

Second, there should be a vector in the kernel of M whose last component is
non-zero: in other words, there should exist v = (v1, . . . , vk)T ∈ GF (q)k with
Mv = 0 and vk = −1.

Any algorithm to solve the ROS problem immediately leads to a one-more
forgery attack using k − 1 parallel interactions with the signer. Previously, the
best algorithm known for the ROS problem required Θ(q1/2) time.

We show that the ROS problem can be solved in subexponential time using
our k-tree algorithm. To illustrate the idea, we first show how to solve the ROS
problem in cube-root time for the case k = 4. Consider matrices of the following
form:

M =



w1 0 0 F (w1, 0, 0)
0 w2 0 F (0, w2, 0)
0 0 w3 F (0, 0, w3)
w4 w4 w4 F (w4, w4, w4)


 ,

where w1, . . . , w4 vary over GF (q)∗. We note that M is of the desired form if
the unknowns w1, . . . , w4 satisfy the equation

F (w1, 0, 0)/w1 + F (0, w2, 0)/w2+

+F (0, 0, w3)/w3 − F (w4, w4, w4)/w4 ≡ 0 (mod q).

Thus, this can be viewed as an instance of a 4-sum problem over GF (q): we
fill list L1 with candidates for the first term of the equation above, i.e., with
values of the form F (w1, 0, 0)/w1, and similarly for L2, L3, L4; then we search
for a solution to x1 + · · · + x4 ≡ 0 (mod q) with xi ∈ Li. Applying our 4-list
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tree algorithm lets us break Schnorr and Okamoto-Schnorr blind signatures over
a group of prime order q in Θ(q1/3) time and using 3 parallel interactions with
the signer.

Of course, the above attack can be generalized to any number k > 4 of lists.
As a concrete example, if we consider an elliptic curve group of order q ≈ 2160,
then there is a one-more forgery attack using k−1 = 29−1 parallel interactions,
225 work, and 212 space. Compare this to the conjectured 280 security level that
seems to be usually expected if one assumes that the best attack is to compute
the discrete log using a generic algorithm. We see that the k-tree algorithm yields
unexpectedly devastating attacks on these blind signature schemes.

In the general case, we obtain a signature forgery attack with subexponential
complexity. If we take k = 2

√
lg q−1, the k-tree algorithm runs in roughly 22

√
lg q

time, requires 2
√
lgq−1√lg q space, and uses 2

√
lg q−1−1 parallel interactions with

the signer. Consequently, it seems that we need a group of order q � 21600 if we
wish to enjoy 80-bit security. In other words, the size of the group order in bits
must be an order of magnitude larger than one might otherwise expect from the
best currently-known algorithms for discrete logs in elliptic curve groups.

NASD incremental hashing. One proposal for network-attached secure disks
(NASD) uses the following hash function for integrity purposes [13,14]:

H(x) def=
k∑
i=1

h(i, xi) mod 2256.

Here x denotes a padded k-block message, x = 〈x1, . . . , xk〉. We reduce inverting
this hash to a k-sum problem over the additive group (Z/2256Z,+).

The inversion attack proceeds as follows. Generate k lists L1, . . . , Lk, where
Li consists of yi = h(i, xi) with xi ranging over many values chosen at random.
Then any solution to y1 + · · · + yk ≡ c (mod 2256) with yi ∈ Li reveals a pre-
image of the digest c. If we take k = 128, for example, we can find a 128-block
message that hashes to a desired digest using the k-tree algorithm and about
240 work.

The attack can be further improved by exploiting the structure of h, which
divides its one-block input xi into two halves yi, zi and then computes

h(i, 〈yi, zi〉) def= (SHA(2i, yi)� 96)⊕ SHA(2i+ 1, zi).

Our improved attack proceeds as follows. First, we find values z1, . . . , zk satis-
fying SHA(3, z1) + SHA(5, z2) + · · ·+ SHA(2k + 1, zk) ≡ 0 (mod 296). If we set
k = 128, this can be done with about 220 work using the k-tree algorithm. We fix
the values z1, . . . , zk obtained this way, and then we search for values y1, . . . , yk
such that h(1, 〈y1, z1〉)+ · · ·+h(k, 〈yk, zk〉) ≡ 0 (mod 2256). Due to the structure
of h, the left-hand side is guaranteed to be zero modulo 296, so 96 bits come for
free and we have a k-sum problem over only 160 bits. The latter problem can be
solved with about 228 work using a second invocation of the k-tree algorithm.
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This allows an adversary to find a pre-image with 228 work. Similar tech-
niques can be used to find collisions in about the same complexity. We conclude,
therefore, that the NASD hash should be considered thoroughly broken.

AdHash. The NASD hash may be viewed as a special case of a general incre-
mental hashing construction proposed by Bellare, et al., and named AdHash [2]:

H(x) def=
k∑
i=1

h(i, xi) mod m,

where the modulus m is public and chosen randomly. However, Bellare, et al.,
give no concrete suggestions for the size of m, and so it is no surprise that some
implementors have used inadequate parameters: for instance, NASD used a 256-
bit modulus [13,14], and several implementations have used a 128-bit modulus
[8,9,32]. Our first attack on the NASD hash applies to AdHash as well, so we find
that AdHash’s modulus m must be very large indeed: the asymptotic complexity
of the k-sum problem is as low as O(22

√
lgm) if we take k = 2

√
lgm−1, so we obtain

an attack on AdHash with complexity O(22
√

lgm).
To our knowledge, this appears to be the first subexponential attack on

AdHash. As a consequence of this attack, we will need to ensure that m� 21600

if we want 80-bit security. The need for such a large modulus may reduce or
negate the performance advantages of AdHash.

The PCIHF hash. We next cryptanalyze the PCIHF hash construction, proposed
recently for incremental hashing [15]. PCIHF hashes a padded n-block message
x as follows:

H(x) def=
n−1∑
i=1

SHA(xi, xi+1) mod 2160 + 1.

Our attack on AdHash does not apply directly to this scheme, because the blocks
cannot be varied independently: changing xi affects two terms in the above sum.
However, it is not too difficult to extend our attack on AdHash to apply to
PCIHF as well.

We first show how to compute pre-images. Let us fix every other block of x,
say x2 = x4 = x6 = · · · = 0, and vary the remaining blocks of x. Then the hash
computation takes the form

H(x) =
�(n+1)/2�∑

j=1

h(x2j−1) mod 2160 +1 where h(w) def= SHA(0, w)+SHA(w, 0).

Now we may apply the AdHash attack to this equation, and if we take n = 255
and apply the 128-list tree algorithm, we can find a 255-block preimage of H
with about 228 work.

Similarly, it is straightforward to adapt the attack to find collisions for
PCIHF. The above ideas can be used to find a pair of 127-block messages that
hash to the same digest, after about 228 work. These results demonstrate that
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PCIHF is highly insecure as proposed. Though the basic idea underlying PCIHF
may be sound, it seems that one must choose a much larger modulus, or some
other combining operation with better resistance to subset sum attacks.

Low-weight parity checks. Let p(x) be an irreducible polynomial of degree n over
GF (2). A number of attacks on stream cipher begin by solving an instance of
the following problem:

The parity-check problem. Given an irreducible polynomial p(x), find a
multiple m(x) of p(x) so that m(x) has very low weight (say, 3 or 4 or
5) and so that the degree of m(x) is not too large (say, 232 or so).

Here, the weight of a polynomial is defined as the number of non-zero coefficients
it has. Recently, there has been increased interest in finding parity-check equa-
tions of weight 4 or 5 [7,18,10,22], and the cost of the precomputation for finding
parity checks has been identified as a significant barrier in some cases [10]. Effi-
cient solutions for finding low-weight multiples of p(x) provide low-weight parity
checks and thereby enable fast correlation attacks on stream ciphers, so stream
cipher designers are understandably interested in the complexity of this problem.

We show a new algorithm for the parity-check problem that is faster on some
problem instances than any previously known technique. Let F

def= GF (2)[t]/(p(t))
be the finite field of size 2n induced by p(t), and let ⊕ denote addition in
F. We generate k lists L1, . . . , Lk, each containing values from F of the form
ta mod p(t) ∈ F where a ranges over many small integer values. Then any so-
lution of the form u1 ⊕ · · · ⊕ uk = 1 with ui ∈ Li, i.e., ui = tai mod p(t) ∈ F,
yields a non-trivial low-weight multiple m(x) def= xa1 + · · ·+ xak+1 of p(x): it is
a multiple of p(x) since m(t) = ta1 ⊕ · · · ⊕ tak ⊕ 1 = 0 in F and hence m(x) ≡ 0
(mod p(x)), it is non-trivial since it is very unlikely to find fully repeated ui’s,
and it has weight at most k + 1. If we ensure that a ∈ {1, 2, . . . , A} for every a
used in any list Li, then m(x) will also be guaranteed to have degree at most A,
so we have a parity check with our desired properties. With our k-tree algorithm,
we will typically need to take A ≈ 2n/(1+lg k) to find the first parity check.

Consequently, we obtain an algorithm to find a parity check of weight k + 1
and degree about 2n/(1+�lg k�) after about k · 2n/(1+�lg k�) work. If we wish to
obtain many parity checks, about d1/(1+�lg k�) times as much work will suffice to
find d parity checks, as long as d ≤ 2n/�lg k�. This algorithm is an extension of
previous techniques which used the (2-list) birthday problem [16,21,27,18].

As a concrete example, if p(x) represents a polynomial of degree 120, we can
find a multiple m(x) with degree 240 and weight 5 after about 242 work by using
the 4-tree algorithm. Compare this to previous birthday-based techniques, which
can find a multiple with degree 230 and weight 5, or a multiple with degree 260

and weight 3, in both cases using 261 work. Thus, our k-tree algorithm runs
faster than previous algorithms, but the multiples it finds have higher degrees
or larger weights, so where previous techniques for finding parity-checks are
computationally feasible, they are likely to be preferable. However, our algorithm
may make it feasible to find non-trivial parity checks in some cases that are
intractible for the previously known birthday-based methods.
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Interestingly, Penzhorn and Kühn also gave a totally different cubic-time
algorithm [26], using discrete logarithms in GF (2n). Their method finds a parity
check with weight 4 and degree 2n/3 in O((1+α) ·2n/3) time, where α represents
the time to compute a discrete log in GF (2n). Using batching, they predict α will
be a small constant. Also, they can obtain d times as many parity checks with
about d1/2 times as much work. Hence, when finding only a single parity check,
their method improves on our algorithm: it reduces the weight from 5 to 4, while
all other parameters remain comparable. However, when finding multiple parity
checks, our method may be competitive. Further implementation work may be
required to determine which of these algorithms performs better in practice.

5 Open Problems

Other values of k. We have shown improved algorithms only for the case where
k is a power of two. An open question is whether this restriction can be removed.
A case of particular interest might be where k = 3: is there any group operation
+ where we can find solutions to x1 + x2 + x3 = 0 more efficiently than a
naive square-root birthday search? It would also be nice to have more efficient
algorithms for the case where k is large: our techniques provide only very modest
improvements as k increases, yet the existence of other approaches (such as the
Gaussian elimination trick of Bellare, et al. [2]) inspires hope for improvements.

Other combining operations. We can ask for other operations + where the k-sum
problem x1 + x2 + · · ·+ xk = c has efficient solutions. For example, for modular
addition modulo n, can we find better algorithms using lattice reduction or other
methods?

Golden solutions. Suppose there is a single “golden” solution to x1 + · · · +
xk = 0 that we wish to find, hidden amongst many other useless solutions. How
efficiently can we find the golden solution for various group operations? Similarly,
how efficiently can we find all solutions to x1 + · · · + xk = 0? Better answers
would have implications for some attacks [6,18].

Memory and communication complexity. We have not put much thought into
optimizing the memory consumption of our algorithms. However, in practice, N
bytes of memory often cost much more than N steps of computation, and so it
would be nice to know whether the memory requirements of our k-tree algorithm
can be reduced. Another natural question to ask is whether the algorithm can
be parallelized effectively without enormous communication complexity. Over
the past two decades, researchers have found clever ways (e.g., Pollard’s rho,
distinguished points [24], van Oorschot & Wiener’s parallel collision search [25])
to dramatically reduce the memory and parallel complexity of standard (2-list)
birthday algorithms, so improvements are not out of the question. In the mean-
time, we believe it would be prudent for cryptosystem designers to assume that
such algorithmic improvements may be forthcoming: for example, in the absence
of other evidence, it appears unwise to rely on the large memory consumption
of our algorithms as the primary defense against k-list birthday attacks.
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Lower bounds. Finally, since the security of a number of cryptosystems seems to
rest on the hardness of the k-sum problem, it would be very helpful to have better
lower bounds on the complexity of this problem. As it stands, the existing lower
bounds are very weak when k � 2. Lacking provable lower bounds, we hope
the importance of this problem will motivate researchers to search for credible
conjectures regarding the true complexity of this problem.

6 Conclusions

We have introduced the k-sum problem, shown new algorithms to solve it more
efficiently than previously known to be possible, and discussed several appli-
cations to cryptanalysis of various cryptosystems. We hope this will motivate
further work on this topic.
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Abstract. Most guidelines for implementation of the RC4 stream ci-
pher recommend discarding the first 256 bytes of its output. This recom-
mendation is based on the empirical fact that known attacks can either
cryptanalyze RC4 starting at any point, or become harmless after these
initial bytes are dumped. The motivation for this paper is to find a con-
servative estimate for the number of bytes that should be discarded in
order to be safe. To this end we propose an idealized model of RC4 and
analyze it applying the theory of random shuffles. Based on our analysis
of the model we recommend dumping at least 512 bytes.

1 Introduction

RC4 is a stream cipher designed by Ron Rivest in 1987. This cipher is extremely
fast and exceptionally simple, which makes it ideal for protecting network traffic.
In particular, RC4 is part of SSL and WEP implementations, which probably
makes it, in the words of its author, “the most widely-used stream cipher in the
world” [Riv01]. The design of the cipher was kept as a trade secret until 1994,
when it was leaked to the cypherpunks mailing list.

Several vulnerabilities and possible attacks, surveyed in Section 3, have ap-
peared in the open literature. Most of these attacks revolve around the concept
of a distinguisher, which is an algorithm that can reliably distinguish a pseudo-
random number generator from a truly random source. We separate weak and
strong distinguishers. Weak distinguishers may be applied to any continuous
segment of the RC4 output stream. A strong distinguisher can only detect a
bias at the beginning of the output stream and usually requires access to sev-
eral streams generated for different keys. The most staggering discovery that
falls in the second category was a statistical anomaly in the second byte of the
RC4 output, which is zero with probability twice as much as it should [FMS01].
To thwart this and other strong attacks, researchers recommend discarding the
first 256 bytes of the output. This proposal can be traced back to 1995, when
a Usenet post suggested it as a hedge against a weak-key attack [Roo95]. RSA
Security, Inc. maintains that it has been its routine recommendation.

We propose a novel idealized model for studying RC4. We use this abstract
model to estimate the number of initial bytes that ought to be dumped from the
output stream. In other words, we want to know where the beginning of RC4
ends. We conclude that this number must be more than previously thought. As
� Supported by nsf contract #CCR-9732754.

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 304–319, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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a practical corollary we describe and explain a bias in the first byte of RC4
output. This phenomenon is almost as persistent and reliable as the bias in the
second byte, even though they are completely unrelated.

2 The RC4 Cipher

RC4 is a stream cipher in which the keystream is independent of the plaintext.
The internal state consists of a permutation on numbers 0. . . 255 represented
as an array of length 256 and two indices in this array. We parameterize the
length of the permutation by a variable n that may take any integer values (not
necessarily powers of 2). The high-level view of the encryption algorithm is as
follows:

Input: L-byte message m1, . . . , mL, key K
Output: ciphertext c1, . . . , cL

state0 ← KeySched(K)
for i := 1 to L do
〈statei, zi〉 ← PseudoRand(statei−1)
ci ← zi ⊕mi

The size of the key K is variable and typically ranges from 40 to 256 bits.
The internals of the algorithm (functions KeySched and PseudoRand) are

shown in Fig. 1. Throughout the paper we denote the permutation as S, the two
indices of the internal state as i and j and assume that all arrays are indexed
starting at 0. All arithmetic is done modulo n.

KeySched(K) PseudoRand(i, j, S)

for i := 0 to n− 1 do
S[i] := i

j := 0
for i := 0 to n− 1 do i := i + 1
j := j + S[i] + K[i mod �] j := j + S[i]
swap(S[i], S[j]) swap(S[i], S[j])

i, j := 0 output z := S[S[i] + S[j]]

Fig. 1. The RC4 stream cipher.

3 Existing Attacks

Since the encryption algorithm, namely XORing the plaintext with the output
stream, is so simple, any algorithm that predicts a bit in the RC4 output can be
used to launch an attack. Consequently, any statistical anomaly in the output
stream is a potential vulnerability.

The first weak distinguisher was Golić’s [Goli97] that exploited a correlation
between zi and zi+2. Later, twelve much stronger correlations between consecu-
tive bytes of the output stream were discovered by Fluhrer and McGrew [FM00].
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Two backtracking algorithms were independently proposed in [MT98] and
[K+98]. In this approach the attacker tries to guess the internal state of RC4 by
emulating its execution and checking it for consistency with the known output.
Both attacks are not practical because of their enormous computation complex-
ity.

Another approach has been taken by Roos and Wagner [Roo95,Wag95]. They
described several classes of weak keys that either generate predictable output
or, when these keys are used, several bytes of the key can be extracted from the
output stream. Ironically, according to our definitions, these classes of weak keys
lead to strong distinguishers since they can only be applied to the beginning of
the output stream.

The results due to Mantin and Shamir [MS01] and Fluhrer, Mantin, and
Shamir [FMS01] are of most practical importance. The first work describes the
bias in the second byte of RC4, which is zero with probability twice what you
would expect. The second work presents an analysis of a broad class of weak
keys based on some parity-preserving properties in the key scheduling.

The fullest study of RC4 to date with comprehensive description of attacks
of [MS01] and [FMS01] can be found in [Man01]. [Dur01] proves exact bounds
on the effectiveness of the distinguisher of [FMS01].

If cryptanalisys of [FMS01] favors short keys, [GW00] demonstrates a related-
key attack that works better on very long keys. It is generally bad practice to
use related keys in cryptographic applications. In the case of RC4 it has turned
out to be disastrous: the second part of the [FMS01] paper cryptanalyzed the
Wired Equivalent Privacy protocol (WEP) that did just that; the attack was
implemented and shown to be feasible by [SIR02].

To contrast our work with known results, we stress that we do not exploit
weak keys. We depart from the concept of modelling RC4 as a finite automaton
(as in [Fin94]) and consider the cipher as a random walk on a symmetric group.
We do not describe any practical distinguishers other than the one that detects
a bias in the first byte. Instead we prove a necessary condition for existence of
strong distinguishers in the idealized model.

4 Random Shuffles in RC4

In this section we describe our idealized model for RC4. We model KeySched and
PseudoRand as a random shuffle and study the resulting distribution of the per-
mutation S. After one application of KeySched this distribution is not uniform,
which results in a detectable bias in the first byte of the output. This raises the
question of convergence, i.e., how fast the distribution becomes indistinguishable
from the uniform. In Section 5 we tackle this problem.

4.1 Motivational Observation

It is often convenient to assume that the internal state is a random permutation.
Sometimes it is a valid assumption, but it is hardly so when we look at the
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behavior of the cipher just after the key scheduling algorithm. The following
observation explains why.

Claim. After execution of KeySched we may correctly guess the sign of the per-
mutation S with probability 56%.

Before proceeding with a heuristic argument we recall the definition of the
sign of a permutation. Here we use one of many equivalent definitions. For any
representation of a permutation π as a product of non-trivial transpositions

π = (a1b1)(a2b2) . . . (ambm),

the sign is defined as

sign(π) = (−1)m =

{
+1, if 2 | m
−1, otherwise

.

The RC4 cipher initializes the permutation S with the identity permutation.
Therefore sign(S) = +1 before the main loop of KeySched. Each iteration of the
loop transposes S[i] and S[j]. Unless i = j, the transposition changes the sign
of the permutation. Heuristically, i �= j with probability 1− 1

n and these events
are independent for different i. Therefore, the probability that the sign changes
every time, for a total of n times, is (1− 1

n )n ≈ e−1. Similarly, we may compute
the probability of the sign changing 1, 3, 5, . . . times taking on −1 at the end
and 2, 4, 6, . . . resulting in the +1 value. The limiting distribution for the two
possible values of the sign of the permutation S after KeySched is

Pr[sign(S) = (−1)n] =
(

1− 1
n

)n
+
(
n

2

)(
1− 1

n

)n−2 1
n2 + · · ·+ 1

nn
−−−−→

e−1
(

1 +
1
2!

+
1
4!

+ . . .

)
−−−−→
n→∞

1
2
(1 + e−2)

Pr[sign(S) = (−1)n−1] = 1− Pr[sign(Sn) = (−1)n] −−−−→
n→∞

1
2
(1− e−2).

Therefore we may predict the sign of the permutation S after execution of the
key scheduling algorithm with advantage 1

2e
−2 ≈ 6.7% over a random guess.

Significance of this anomaly. First, this computation is asymptotic and only
valid when n goes to infinity. However, n = 256 is large enough to make the
exact probabilities sufficiently close to their limit values.

Second, and more importantly, the argument hinges on the heuristic assump-
tion that i = j with probability 1

n and that these events for different i = 0 . . . n−1
are independent of one another. When the key length is maximal, i.e., n bytes,
and the key material is drawn from the uniform distribution, this argument is
rigorously true. For the actual RC4 parameters it is rarely the case, but the table
in Appendix B supports our heuristic.

Third, we do not suggest that this predictor can be useful for an attack on
RC4. What we want to stress, however, is that RC4’s state is by no means
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random, at least just after executing the key generation algorithm. We hope
that the above argument proves this point convincingly. In the next sections we
describe a model that captures some aspects of the permutation’s behavior and
explain other irregularities in its distribution.

4.2 Idealized Model

In idealizing (in other words, simplifying) the inner workings of RC4 we take
an approach which is seemingly consistent with the initial intent of the cipher’s
designer. Indeed, all arithmetic performed on the index j is supposed to ran-
domize it, rendering j unpredictable. The only modification we make to RC4 is
to explicitly assign to j a random value whenever j gets changed (see Fig. 2).

KeySched∗ PseudoRand∗

for i := 0 to n− 1 do
S[i] := i

for i := 0 to n− 1 do i := i + 1
j := random (n) j := random (n)
swap(S[i], S[j]) swap(S[i], S[j])

i := 0 output z := S[S[i] + S[j]]

Fig. 2. Idealized RC4 stream cipher.

A closer look at the two modified algorithms KeySched∗ and PseudoRand∗

comprising the idealized RC4 reveals that their actions on S are identical and can
be unified in a single procedure (Fig. 3). This procedure reflects transpositions
that occur in the permutation over the running time of the cipher, both in the key
scheduling and the pseudo-random number generator1. We call this procedure
the Pt shuffle, where t is the length of the output including the key scheduling
phase or the time, for short. The focus of the rest of the paper is on understanding
this shuffle and its connection with real RC4.

S ← id
for i := 0 to t− 1 do

swap(S[i mod n], S[random(n)])

Fig. 3. Pt shuffle.

1 There is a slight inaccuracy in this approximation. Index i points to S[1] rather than
S[0] at the beginning of PseudoRand. We ignore this difference in our theoretical
analysis but will take it into account in computations.
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5 Exchange Shuffle

The seemingly innocuous problem of shuffling cards has become a subject in its
own right, with books and Ph.D. theses devoted entirely to it. The richness and
difficulty of the problem lies in the fact that all shuffles are not alike, and no
general method exists for dealing with some of the most interesting cases.

Card shuffling is often disguised as a problem in the theory of random walks
on groups. We refer the reader to a monograph by Diaconis [Dia88] for both
introductory and advanced material and to a recently published survey [Sal01]
of an even broader range of topics.

It is even more surprising that the Pt shuffle (Fig. 3) has attracted little at-
tention compared to other shuffles. Examples of better studied shuffling schemes
include the random transposition shuffle, when pairs of randomly chosen card are
transposed, the riffle shuffle that is modelled after the way professional players
shuffle cards, analyzed by Shannon, and several others.

Keeping up with the tradition of a large body of literature, we refer to the
permuted elements as cards and to the permutation itself as a deck. For consis-
tency with our discussion of RC4 we enumerate cards starting at 0.

5.1 Combinatorial Results

To the best of our knowledge, the Pt shuffle first appeared in print as a prob-
lem in the American Mathematical Monthly [Tho65]. The problem asked for
which n the Pn shuffle is truly random, i.e. induces the uniform distribution on
permutations2. Later on, a series of papers [RB81,SS92,GM01] explored some
combinatorial properties of the shuffle, whose summary is given below. The first
paper due to Robbins and Bolker christened Pn the exchange shuffle. We expand
usage of this term, calling Pt the exchange shuffle even when t �= n. The shuffle
Pn, as well as any other full sweep through the deck starting with the first card,
is called a pass.

The simplest argument that demonstrates that the exchange shuffle cannot
be truly random is the following. Any single execution of Pt is chosen randomly
among nt equally likely possibilities. When n > 2, it is impossible for this scheme
to generate the uniform distribution on n! possible decks of n cards since n! does
not divide nn. It is then only natural to ask what are the most and the least
likely permutations after one application of the exchange shuffle.

Let us first explain how to fix the exchange shuffle to make it truly ran-
dom, resulting in a uniform distribution after n steps. Instead of swapping
S[i] with a random card, it must be transposed with a card randomly chosen
from S[i] . . . S[n − 1]. This algorithm is discussed and a detailed proof is given
in [Knu75, section 3.4.2].
2 Several years later another problem in the same venue [Gro77] asked to compute

the probability that i ended up in position j after the Pn shuffle. Apparently,
that problem prompted combinatorialists Robbins and Bolker to study the shuf-
fle deeper [RB81].



310 Ilya Mironov

We list several facts of varied difficulty known about the exchange shuffle Pn.

Fact 1 [RB81] The probability of obtaining the right cycle (i.e. the final permu-
tation being (1 2 . . . n− 1 0) in cycle notation) at the end of Pn is 2n−1/nn.

Fact 2 [RB81] The right cycle (1 2 . . . n − 1 0) is the least likely permutation
after one execution of Pn.

Fact 3 [RB81] The probability of obtaining the identity permutation is Qn/nn,
where Qn is the number of involutions on n elements (an involution is a permu-
tation which is its own inverse).

Fact 4 [Knu75, section 5.1.4] The number of involutions satisfies

Qn =
1√
2
nn/2e−n/2+

√
n−1/4(1 +O(n−1/2)).

Fact 5 [SS92] The probability of obtaining a derangement (a permutation with
no fixed points) using Pn is asymptotically exp(3e−1 + e−2/2 − 2) = 0.436 . . .
The expected number of fixed points is asymptotically 2− 3/e = 0.896 . . .

For comparison, if a permutation is drawn from the uniform distribution, its
probability of being a derangement is 1/e = 0.367 . . . and the expected number
of fixed points is 1.

Fact 6 [GM01] If n ≥ 18, the identity permutation is the most likely result of
the Pn shuffle.

From the facts above we conclude that the probability of any deck π is
contained within the following bounds:

1
2

(
2
n

)n
≤ Pr[π is generated by Pn] ≤ 1√

2
n−n/2e−n/2+

√
n−1/4.

The expected value for this probability is approximated using the Sterling for-
mula

E[Pr[π is generated by Pn]] =
1
n!
≈ 1√

2πn

( e
n

)n
.

There are asymptotically exponential gaps between the probabilities of the ran-
dom, the most and the least likely permutations.

However instructive and interesting these combinatorial results can be, they
are not very useful in analyzing RC4. Indeed, the chances of observing one of
the extreme permutations are negligibly small. The only notable exception is
Fact 5 that gives us a powerful distinguisher between random permutations and
the ones generated by Pn. We show more examples of this approach in the next
section.
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5.2 Distinguishers

If there is a statistical anomaly in distributions of permutations that can be used
to attack RC4, the most direct way to demonstrate existence of this anomaly is
to design an algorithm that can reliably distinguish a deck shuffled by Pt from
a truly random one. We already know one such distinguisher, namely comput-
ing the sign of the permutation (Section 4.1). A practical attack based on this
distinguisher is quite unlikely, but due to its theoretical importance (unveiled in
Section 5.4) we formally define it and complete the analysis.

Sign distinguisher. First, we describe the algorithm in pseudo-code (Fig. 4).

Input: n-card deck S, time t
Output: guessed bit b: true if S is random and false if S is output by Pt

if sign(S) = (−1)t

then return false
else return true

Fig. 4. Sign distinguisher.

A computation analogous to our first analysis of this algorithm in Section 4.1
proves that the advantage of guessing bit b correctly is approximately 1

2e
−2t/n.

Therefore, after two passes of the shuffle, which models discarding the first 256
bytes of the output of RC4, the sign is 1.83% more likely to be +1 than −1.
With more passes the advantage of guessing the sign vanishes exponentially fast.

To correctly compute the sign, we must know exactly the entire permuta-
tion. More useful distinguishers should be more robust to partial or inaccurate
information. Our next algorithm has precisely this property.

Position distinguisher. We observe that the likelihood of the ith card ending
up in the jth slot after the Pt shuffle is not constant, as it would be in the case
of a random deck, but instead depends on i, j, and t. Let

p
(t)
i,j = Pr[S[j] = i after Pt].

The following recurrence equation can be used to efficiently compute p for all t:

p
(0)
i,j =

{
1, if i = j

0, otherwise
(1)

and for t > 0

p
(t)
i,j =

{
p
(t−1)
i,j (1− 1

n ) + 1
np

(t−1)
t0,j

, j �= t0
1
n , otherwise

, (2)

where t0 = t (mod n). In Section A the recurrence is solved for the important
case t = n (also independently found by [Man01]).



312 Ilya Mironov

Given the probabilities p(t)
i,j , we assign to any permutation π a measure

pt(π) =
n−1∏
i=0

p
(t)
i,π(i)

that approximates the likelihood of π after Pt. The approximation is rather
crude, since the events π(i) = a and π(j) = b are not independent (in particular,
a �= b). In practice, instead of computing pt(π) directly, we evaluate log pt(π) =∑n−1
i=0 log p(t)

i,π(i). We also multiply the probabilities by a scaling factor n, which
shifts the distribution toward zero.

The expected value of pt(π) for π drawn from the uniform distribution can
be written in the following closed form. It is 1

n!perm ((p(t)
i,j )), where (p(t)

i,j ) is the
n× n matrix of p(t)-values and perm is the permanent of a matrix. However, in
addition to the expected values we also need the distribution of this measure on
random π, as well as its distribution on decks shuffled by the exchange shuffle.
We resort to a numerical computation and experimentally find the threshold
value A used in the distinguisher in Fig. 5.

Input: n-card deck S, time t, table (p(t)
i,j ), and the threshold value A

Output: guessed bit b: true if S is random and false if S is output by Pt

p := 0
for i := 0 to n− 1 do

p := p + log np
(t)
i,S[i]

if p < A
then return false
else return true

Fig. 5. Position distinguisher. The table (p(t)
i,j ) and the threshold value A are

precomputed.

The effectiveness of this measure for different t is summarized in Section B.
The table demonstrates that for t ≤ 3n the measure pt is a good distinguisher.
Distributions of measure pn on Pn outputs and on truly random decks are plotted
in Fig. 7.

The irregularities in permutations’ distribution exploited by this distinguisher
are directly observable and show up in the first byte of the RC4 output stream.
We analyze its bias in Section 6.

5.3 Variation Distance

We have demonstrated two statistical tests that the decks shuffled by Pt fail
to pass when t ≤ 3n. Once it is shown that two distributions are sufficiently
distant, existence of more potent distinguishers cannot be excluded. Our next
problem is to determine what number of passes of the exchange shuffle is enough
to rule out existence of any effective statistical tests. To put it another way, we
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are concerned about computational indistinguishability of two distributions: the
uniform distribution and the one induced by Pt.

One technique to prove that two distributions can not be told apart is to show
that they are statistically close. We define the distance between two distributions.

Definition 1 (variation distance). Let P and Q be probability distributions
on set F . The variation distance between P and Q is

‖P −Q‖ = max
G⊂F

|P (G)−Q(G)| = max
G⊂F

∣∣∣∣∣∣
∑
g∈G

P (g)−
∑
g∈G

Q(g)

∣∣∣∣∣∣ .
The following simple fact clarifies the relation between the variation distance
and statistical tests:

Fact 7 For two probability distributions P and Q on F and any probabilistic dis-
tinguisher A : F �→ {0, 1}, its probability of success is no more than the variation
distance between P and Q. Formally,∣∣∣∣ Pr

f←P (F )
[A(f) = 1]− Pr

f←Q(F )
[A(f) = 1]

∣∣∣∣ ≤ ‖P −Q‖,
where f ← P (F ) means that f is sampled from the set F according to the
probability distribution P .

The converse is not true, i.e. computational indistinguishability does not imply
statistical closeness [Gold01].

Let Sn be the symmetric group on n cards. Let U(Sn) be the uniform distri-
bution on this group and Pt(Sn) be the probability distribution of decks shuffled
by Pt. Then the main problem of this section can be formulated as follows:

What is the minimal t, as a function of n and ε, such that ‖Pt(Sn) −
U(Sn)‖ < ε?

The exchange shuffle can be modelled as a Markov chain (we organize the shuffle
in passes, which have identical transition matrices on Sn). This chain is finite,
aperiodic (a permutation may stay unchanged after one pass), irreducible (each
permutation can be reached from any other within one pass) and therefore con-
verges to the unique stationary distribution. Since the uniform distribution can
be shown to be stationary, Pt(Sn) −−−→

t→∞ U(Sn) and the question posed above is
correct when ε > 0. One technical step omitted from this argument is a proof
that the variation distance between Pt and U monotonically decreases in t (see
full version of the paper [Mir02]).

5.4 Upper and Lower Bounds

In this section we prove explicit bounds on the convergence rate of Pt(Sn), i.e.
its variation distance from U(Sn).
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Lower bound. For the lower bound we use the sign distinguisher (Fig. 4). Its
probability of success in distinguishing Pt(Sn) and the uniform distribution is
known and asymptotically equal to 1

2e
−2t/n. Combining it with Fact 7 we prove

that

Theorem 8. For n→∞ and t/n→ λ:

‖Pt(Sn)− U(Sn)‖ > 1
2
e−2λ.

Corollary 1. If the variation distance between Pt(Sn) and U(Sn) is to be made
smaller than ε, it must hold that t/n > 1

2 ln 1
2ε .

The conclusion is that the number of discarded shuffles must grow at least lin-
early in n. For example, taking ε = 2−20 leads to t ≥ 6.5n.

Upper bound. To prove an upper bound on the convergence rate we use a
variant of an ingenious argument credited to Andrei Broder by [Dia88,Mat88].
We begin by introducing strong uniform times instrumental in the proof.

Definition 2 (strong uniform time [Dia88]). Suppose we have a random-
ized shuffling process Qt on Sn, each execution of which can be unambiguously
described by a sequence q0, . . . , qt−1 in alphabet Q. A strong uniform time is a
function T : Q∗ �→ {0, 1, . . . ,∞} with the following properties:
1. If T (q0, . . . , qt) = r <∞, then T (q0, . . . , qs) = r for all r ≤ s ≤ t.
2. If T (q0, . . . , qt) = r < ∞, then T takes the same value r on all sequences

which are prefixed with q0, . . . , qt.
3. Conditionally on T being finite, the shuffle is uniform:

Pr[π = Pt(id) | T (q0, . . . , qt) <∞] =
1
n!
.

We say that T happens when it becomes finite (and equal to the current time).
Intuitively, the first two properties mean that T cannot change its value after
this has happened. The last property implies that if we look at the decks where
T has happened, their distribution is uniform.

The following construction adapted to the exchange shuffle (Fig. 3) from
Broder’s original algorithm is crucial for this section:

At the beginning all cards numbered 0 . . . n−2 are unchecked, the (n−1)th

card is checked. Whenever the shuffling algorithm exchanges two cards,
S[i] and S[j], one of the two rules may apply before the swap takes place:

a. If S[i] is unchecked and i = j, check S[i].
b. If S[i] is unchecked and S[j] is checked, check S[i].

The event T happens when all cards become checked.

Theorem 9. The event T defined above is the strong uniform time for the Pt
shuffle.
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Proof. At any given moment preceding t, let k be the number of checked cards,
A = {a1, . . . , ak} be the set of their positions, B = {b1, . . . , bk} be the set of
their labels, and Πk : A �→ B be the correspondence between the two.

Lemma 1. For all t, the permutations Πk are uniformly distributed conditional
on k,A, and B.

Proof. [Lemma] Intuitively, when a card is checked, it joins the permutation
on checked card in a random position, keeping the set of these permutations uni-
formly distributed. All other transpositions preserve the conditional distribution
of checked cards.

More formally, the proof is by double induction on k and t. When k = 1 or
k > 1 but t = 0, the claim is vacuous. Suppose the claim is true for all k and
t < t0. Any permutation on k checked cards at time t0 was either a permutation
on the same cards at time t0 − 1, or a new card was checked. If no new card is
checked, then all possible transpositions act identically on the permutations with
the same A and B sets. It is easy to see that when a new card gets checked, all k
positions for this card in the new permutation Πk are equally likely. Therefore,
the distribution on Πk conditional on k,A, and B is uniform for t0. �[Lemma]

If the distribution of Πk|t,k,A,B is uniform for all t, we can drop the de-
pendency on t from the condition. When all cards are checked, k = n and
A = B = {0, . . . , n − 1}, the permutation on checked cards is the same as the
permutation on all cards. Since the number of checked cards is monotone, the
first two requirements of Definition 2 are automatically satisfied; the third re-
quirement has just been proved. Therefore, the event T is the strong uniform
time for the shuffle Pt. �

We want to point out that many simpler or similar checking rules would
not define a strong uniform time. For instance, always checking S[i] or S[j], or
checking S[j] if S[i] is unchecked do not result in the uniform distribution on
permutations.

The following lemma demonstrates how a strong uniform time can be used
to bound the convergence rate of a shuffling process.

Lemma 2. [Dia88] Let Qt be a shuffling process with a strong uniform time TQ.
Then for all t

‖Qt(Sn)− U(Sn)‖ ≤ Pr[TQ > t].

The last step in proving an upper bound on the variation distance between Pt
and the uniform distribution is the following fact, whose proof is given in the
full version of the paper [Mir02]:

Theorem 10. There exists some constant c such that

Pr[T > cn log n]→ 0 when n→∞.
An upper bound on the variation distance follows from Lemma 2 and Theo-
rem 10:

For n→∞ and t > cn log n:

‖Pt(Sn)− U(Sn)‖ → 0.
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5.5 Experimental Results

Since our estimate of the rate of growth of the strong uniform time T is quite
loose and “too” asymptotic, we compute the distribution of T for n = 256
experimentally. The expected strong uniform time turns out to be

E[T ] ≈ 11.16n ≈ 1.4n log n, where n = 256.

The threshold ε = 1/n was chosen as a reasonable goal. Experimentally,

Pr[T > 2n log n] < 1/n, for n = 256.

These results3 are a far cry both from the provable upper and lower bounds on
the convergence rate of Pt. There is an apparent gap between theoretical bounds
and empirical evidence.

6 First Byte of RC4 Output

As was shown in Section 5.2, the permutation S is not random after the key
scheduling algorithm, and quite noticeably so (explicit formula for individual
probabilities is in [Mir02,Man01]). The first byte of RC4 output is z0 = S[S[1]+
S[S[1]]] (in some cases a swap would affect the result). If the permutation is not
uniform, there is no reason to believe that z0 will be uniformly distributed. It
is not, and in Fig. 6 we may see the fluctuations in distribution of z0 around
its mean value (the picture is zoomed in, the actual difference in probabilities is
0.6%).

0.00385

0.00387

0.00389

0.00391

0.00393

0.00395

1 33 65 97 129 161 193 225

Fig. 6. Bias in the first byte.

Since the distribution of z0 is different from the uniform distribution across
the map, the difference between the two distributions is easily observable. Ap-
plying the information-theoretic bound from [FM00] on the number of necessary
3 Tabulated for different n, the mean and the tail probability support the hypothesis

that their asymptotic is Θ(n log n).



(Not So) Random Shuffles of RC4 317

samples required for a reliable distinguisher, we have that about 1,700 first bytes
are sufficient to recognize the distribution with 10% double-sided error.

We note that the exact probability distributions following from (1) and (2)
are not sufficient to compute the bias in the first byte. The positions occupied
by individual cards are not independent, and this must be taken into account.

7 Conclusion

We identified a weakness in RC4 stemming from an imperfect shuffling algorithm
used in the key scheduling phase and the pseudo-random number generator. The
weakness is noticeable in the first byte but does not disappear until at least
the third or the fourth pass (512 or 768 bytes away from the beginning of the
output). To find out when the nonuniformity vanishes completely we analyze an
idealization of RC4 in the form of the exchange shuffle. There is an asymptotic
gap between the upper and lower bounds on the convergence rate of the exchange
shuffle, and there is no doubt that the constant factor in the upper bound can
be improved.

Our most conservative recommendation is based on the experimental data
on the tail probability of the strong uniform time T (Section 5.5). This means
that discarding the initial 12 · 256 bytes most likely eliminates the possibility of
a strong attack.

Dumping several times more than 256 bytes from the output stream (twice
or three times this number) appears to be just as reasonable a precaution. We
recommend doing so in most applications.

As a final remark we want to stress that the analysis of the idealized model
of RC4 should on no account be accepted as a proof of its security. Many known
vulnerabilities, such as weak attacks [Goli97,FM00] as well as results due to
Fluhrer, Mantin, and Shamir are not captured by our model.
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A A Solution to the Recurrence

Claim. Solution to the equations (1) and (2) at time t = n is given by

p
(n)
a,b =

{
1
n

[
(1− 1

n )n−b−1 + (1− 1
n )a
]
, if b < a

1
n

[
(1− 1

n )a +
(
1− (1− 1

n )a
)
(1− 1

n )n−b−1
]
, if b ≥ a.

Proof. Notice that the card that has been indexed by i at least once has equal
chances of ending up in any slot at time n. With this in mind consider the case
of b < a (the card moves left). There are two possibilities for this outcome.
First, it may happen if at time i = b the ath card is indexed by j and after the
swap, when S[b] = a, the bth slot is never visited again. The probability of this
event is 1

n (1− 1
n )n−b−1. Second, when i = a and a = S[a], the ath card become

“randomized” and has equal chances of being in any position at the end of the
pass. In this case, the probability that the ath card ends up in the bth slot is
1
n (1− 1

n )a.
The case a ≤ b is treated analogously. �

B Experimental Data

The following table summarizes success probability of the position distinguisher
for different t (Section 5.2) with n = 256.

t Cut-off A Advantage
n 0.0 60%
2n 0.0 3.4%
3n 0.0 0.1%
4n — unreliable

Figure 7 plots two distributions of the measure pt (Fig. 5), one on the random
decks and another on Pn(Sn) (decks shuffled with one pass of the exchange
shuffle).

Fig. 7. Two distributions of measure pt for U(Sn) and Pn(Sn), where n = 256.
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Abstract. Preneel, Govaerts, and Vandewalle [6] considered the 64 most
basic ways to construct a hash function H: {0, 1}∗ → {0, 1}n from a
block cipher E: {0, 1}n × {0, 1}n → {0, 1}n. They regarded 12 of these
64 schemes as secure, though no proofs or formal claims were given. The
remaining 52 schemes were shown to be subject to various attacks. Here
we provide a formal and quantitative treatment of the 64 constructions
considered by PGV. We prove that, in a black-box model, the 12 schemes
that PGV singled out as secure really are secure: we give tight upper
and lower bounds on their collision resistance. Furthermore, by stepping
outside of the Merkle-Damg̊ard approach to analysis, we show that an
additional 8 of the 64 schemes are just as collision resistant (up to a
small constant) as the first group of schemes. Nonetheless, we are able to
differentiate among the 20 collision-resistant schemes by bounding their
security as one-way functions. We suggest that proving black-box bounds,
of the style given here, is a feasible and useful step for understanding the
security of any block-cipher-based hash-function construction.

1 Introduction

Background. The most popular collision-resistant hash-functions (eg., MD5
and SHA-1) iterate a compression function that is constructed from scratch
(i.e., one that doesn’t use any lower-level cryptographic primitive). But there is
another well-known approach, going back to Rabin [7], wherein one makes the
compression function out of a block cipher. This approach has been less widely
used, for a variety of reasons. These include export restrictions on block ciphers,
a preponderance of 64-bit block lengths, problems attributable to “weak keys”,
and the lack of popular block ciphers with per-byte speeds comparable to that
of MD5 or SHA-1. Still, the emergence of the AES has somewhat modified this
landscape, and now motivates renewed interest in finding good ways to turn a
block cipher into a cryptographic hash function. This paper casts some fresh
light on the topic.
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The PGV paper. We return to some old work by Preneel, Govaerts, and Van-
dewalle [6] that considered turning a block cipher E: {0, 1}n×{0, 1}n → {0, 1}n
into a hash function H: ({0, 1}n)∗ → {0, 1}n using a compression function
f : {0, 1}n×{0, 1}n → {0, 1}n derived from E. For v a fixed n-bit constant, PGV
considers all 64 compression functions f of the form f(hi−1,mi) = Ea(b)⊕ c
where a, b, c ∈ {hi−1, mi, hi−1 ⊕mi, v}. Then define the iterated hash of f as:

function H (m1 · · ·m�)
for i← 1 to � do hi← f (hi−1,mi)
return h�

Here h0 is a fixed constant, say 0n, and |mi| = n for each i ∈ [1..�]. Of the 64
such schemes, the authors of [6] regard 12 as secure. Another 13 schemes they
classify as backward-attackable, which means they are subject to an identified
(but not very severe) potential attack. The remaining 39 schemes are subject to
damaging attacks identified by [6] and others.

Some missing results. The authors of [6] focused on attacks, not proofs. All
the same, it seems to be a commonly held belief that it should be possible to
produce proofs for the schemes they regarded as secure. Indeed [6] goes so far as
to say that “For each of these schemes it is possible to write a ‘security proof’
based on a black box model of the encryption algorithm, as was done for the
Davies-Meyer scheme [by Winternitz [10]]”. This latter paper uses a black-box
model of a block cipher—a model dating back to Shannon [8]—to show that
the scheme we will later call H5 is secure in the sense of preimage-resistance.
Specifically, [10] shows that any algorithm (with E and E−1 oracles) that always
finds a preimage under H5 for a fixed value y ∈ {0, 1}n will necessarily make at
least 2n−1 expected oracle queries.

The model introduced by Winternitz for analyzing block-cipher-based hash
functions was subsequently used by Merkle [5]. He gives black-box model ar-
guments for H1, and other functions, and considers questions of efficiency and
concrete security. The black-box model of a block cipher has also found use in
other contexts, such as [3, 4]. But, prior to the current work, we are unaware
of any careful analysis in the literature, under any formalized model, for the
collision-resistance of any block-cipher-based hash-function.

Summary of our results. This paper takes a more proof-centric look at the
schemes from PGV [6], providing both upper and lower bounds for each. Some
of our results are as expected, while others are not.

First we prove collision-resistance for the 12 schemes singled out by PGV as
secure (meaning those marked “�” or “FP” in [6]). We analyze these group-1
schemes, {H1, . . . , H12}, within the Merkle-Damg̊ard paradigm. That is, we show
that for each group-1 scheme Hı its compression function fı is already collision
resistant, and so Hı must be collision resistant as well.

PGV’s backward-attackable schemes (marked “B” in [6]) held more surprises.
We find that eight of these 13 schemes are secure, in the sense of collision resis-
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tance. In fact, these eight group-2 schemes, {H13, . . . , H20}, are just as collision-
resistant as the group-1 schemes.

Despite having essentially the same collision-resistance, the group-1 and
group-2 schemes can be distinguished based on their security as one-way func-
tions: we get a better bound on inversion-resistance for the group-1 schemes than
we get for the group-2 schemes. Matching attacks (up to a constant) demonstrate
that this difference is genuine and not an artifact of the security proof.

The remaining 44 = 64 − 20 hash functions considered by PGV are com-
pletely insecure: for these group-3 schemes one can find a (guaranteed) colli-
sion with two or fewer queries. This includes five of PGV’s backward-attackable
schemes, where [6] had suggested a (less effective) meet-in-the-middle attack (see
Appendix A).

Other surprises emerged in the mechanics of carrying out our analyses. Unlike
the group-1 schemes, we found that the group-2 schemes could not be analyzed
within the Merkle-Damg̊ard paradigm; in particular, these schemes are collision
resistant even though their compression functions are not. We also found that,
for one set of schemes, the “obvious attack” on collision resistance needed some
subtle probabilistic reasoning to rigorously analyze.

The security of the 64 PGV schemes is summarized in Fig. 1 and Fig. 2,
which also serve to define the different hash functions Hı and their compression
functions fı. Fig. 3 gives a more readable description of f1, . . . , f20. A high-level
summary of our findings is given by the following chart. The model (and the
meaning of q) will be described momentarily.

PGV Category Our Category Collision Bound OWF Bound

�or FP (12 schemes) group-1: H1..12 (12 schemes) Θ(q2/2n) Θ(q/2n)
group-2: H13..20 (8 schemes) Θ(q2/2n) Θ(q2/2n)

B (13 schemes)

group-3 (44 schemes) Θ(1) Θ(1)
F, P, or D (39 schemes)

Black-box model. Our model is the one dating to Shannon [8] and used for
works like [3, 4, 10]. Fix a key-length κ and a block length n. An adversary A is
given access to oracles E and E−1 where E is a random block cipher E: {0, 1}κ×
{0, 1}n → {0, 1}n and E−1 is its inverse. That is, each key k ∈ {0, 1}κ names
a randomly-selected permutation Ek = E(k, ·) on {0, 1}n, and the adversary is
given oracles E and E−1. The latter, on input (k, y), returns the point x such
that Ek(x) = y.

For a hash functionH that depends on E, the adversary’s job in attacking the
collision resistance of H is to find distinctM,M ′ such thatH(M) = H(M ′). One
measures the optimal adversary’s chance of doing this as a function of the number
of E or E−1 queries it makes. Similarly, the adversary’s job in inverting H is to
find an inverse under H for a random range point Y ∈ {0, 1}n. (See Section 2 for
a justification of this definition.) One measures the optimal adversary’s chance
of doing this as a function of the total number of E or E−1 queries it makes.



Black-Box Analysis of the Block-Cipher-Based Hash-Function Constructions 323

ı  hi = CR low-bnd CR up-bnd IR low-bnd IR up-bnd

1 Emi (mi)⊕ v 1 1 a

2 Ehi−1 (mi)⊕ v 1 1 b

13 3 Ewi (mi)⊕ v .3q(q−1)/2n 3q(q+1)/2n 0.15q2/2n 9(q+3)2/2n c

4 Ev(mi)⊕ v 1 1 a

5 Emi (mi)⊕mi 1 1 a

1 6 Ehi−1 (mi)⊕mi .039(q−1)(q−3)/2n q(q+1)/2n 0.4q/2n 2q/2n d

9 7 Ewi (mi)⊕mi .3q(q−1)/2n q(q+1)/2n 0.6q/2n 2q/2n e

8 Ev(mi)⊕mi 1 1 a

9 Emi (mi)⊕ hi−1 1 1 f

10 Ehi−1 (mi)⊕ hi−1 1 1 b

11 11 Ewi (mi)⊕ hi−1 .3q(q−1)/2n q(q+1)/2n 0.6q/2n 2q/2n e

12 Ev(mi)⊕ hi−1 1 1 b

13 Emi (mi)⊕ wi 1 1 f

3 14 Ehi−1 (mi)⊕ wi .039(q−1)(q−3)/2n q(q+1)/2n 0.4q/2n 2q/2n d

14 15 Ewi (mi)⊕ wi .3q(q−1)/2n 3q(q+1)/2n 0.15q2/2n 9(q+3)2/2n c

16 Ev(mi)⊕ wi 1 1 f

15 17 Emi (hi−1)⊕ v .3q(q−1)/2n 3q(q+1)/2n 0.15q2/2n 9(q+3)2/2n c

18 Ehi−1 (hi−1)⊕ v 1 1 a

16 19 Ewi (hi−1)⊕ v .3q(q−1)/2n 3q(q+1)/2n 0.15q2/2n 9(q+3)2/2n c

20 Ev(hi−1)⊕ v 1 1 a

17 21 Emi (hi−1)⊕mi .3q(q−1)/2n 3q(q+1)/2n 0.15q2/2n 9(q+3)2/2n c

22 Ehi−1 (hi−1)⊕mi 1 1 b

12 23 Ewi (hi−1)⊕mi .3q(q−1)/2n q(q+1)/2n 0.6q/2n 2q/2n e

24 Ev(hi−1)⊕mi 1 1 b

5 25 Emi (hi−1)⊕ hi−1 .3q(q−1)/2n q(q+1)/2n 0.6q/2n 2q/2n e

26 Ehi−1 (hi−1)⊕ hi−1 1 1 a

10 27 Ewi (hi−1)⊕ hi−1 .3q(q−1)/2n q(q+1)/2n 0.6q/2n 2q/2n e

28 Ev(hi−1)⊕ hi−1 1 1 a

7 29 Emi (hi−1)⊕ wi .3q(q−1)/2n q(q+1)/2n 0.6q/2n 2q/2n e

30 Ehi−1 (hi−1)⊕ wi 1 1 b

18 31 Ewi (hi−1)⊕ wi .3q(q−1)/2n 3q(q+1)/2n 0.15q2/2n 9(q+3)2/2n c

32 Ev(hi−1)⊕ wi 1 1 b

Fig. 1. Summary of results. Column 1 is our number ı for the function (we write fı for
the compression function and Hı for its induced hash function). Column 2 is the number
from [6] (we write f̂ and Ĥ). Column 3 defines fı(hi−1, mi) and f̂(hi−1, mi). We
write wi for mi⊕hi−1. Columns 4–7 give our collision-resistance and inversion-resistance
bounds. Column 8 comments on collision-finding attacks: (a) H(M) is determined by
the last block only; two E queries; (b) Attack uses two E queries and one E−1 query;
(c) Attack uses q/2 E queries and q/2 E−1 queries; (d) Attack given by Theorem 3;
(e) Attack given by Theorem 4; (f) H(M) independent of block order; two E queries;
(g) Attack uses (at most) two E queries. We do not explore inversion resistance for
schemes that are trivially breakable in the sense of collision resistance.
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ı  hi = CR low-bnd CR up-bnd IR low-bnd IR up-bnd

19 33 Emi (wi)⊕ v .3q(q−1)/2n 3q(q+1)/2n 0.15q2/2n 9(q+3)2/2n c

34 Ehi−1 (wi)⊕ v 1 1 b

35 Ewi (wi)⊕ v 1 1 g

36 Ev(wi)⊕ v 1 1 b

20 37 Emi (wi)⊕mi .3q(q−1)/2n 3q(q+1)/2n 0.15q2/2n 9(q+3)2/2n c

4 38 Ehi−1 (wi)⊕mi .039(q−1)(q−3)/2n q(q+1)/2n 0.4q/2n 2q/2n d

39 Ewi (wi)⊕mi 1 1 g

40 Ev(wi)⊕mi 1 1 g

8 41 Emi (wi)⊕ hi−1 .3q(q−1)/2n q(q+1)/2n 0.6q/2n 2q/2n e

42 Ehi−1 (wi)⊕ hi−1 1 1 b

43 Ewi (wi)⊕ hi−1 1 1 g

44 Ev(wi)⊕ hi−1 1 1 b

6 45 Emi (wi)⊕ wi .3q(q−1)/2n q(q+1)/2n 0.6q/2n 2q/2n e

2 46 Ehi−1 (wi)⊕ wi .039(q−1)(q−3)/2n q(q+1)/2n 0.4q/2n 2q/2n d

47 Ewi (wi)⊕ wi 1 1 g

48 Ev(wi)⊕ wi 1 1 g

49 Emi (v)⊕ v 1 1 a

50 Ehi−1 (v)⊕ v 1 1 a

51 Ewi (v)⊕ v 1 1 g

52 Ev(v)⊕ v 1 1 a

53 Emi (v)⊕mi 1 1 a

54 Ehi−1 (v)⊕mi 1 1 b

55 Ewi (v)⊕mi 1 1 g

56 Ev(v)⊕mi 1 1 a

57 Emi (v)⊕ hi−1 1 1 f

58 Ehi−1 (v)⊕ hi−1 1 1 a

59 Ewi (v)⊕ hi−1 1 1 g

60 Ev(v)⊕ hi−1 1 1 a

61 Emi (v)⊕ wi 1 1 f

62 Ehi−1 (v)⊕ wi 1 1 b

63 Ewi (v)⊕ wi 1 1 g

64 Ev(v)⊕ wi 1 1 b

Fig. 2. Summary of results, continued. See the caption of Fig. 1 for an explanation of
the entries in this table.

Discussion. As with [6], we do not concern ourselves with MD-strengthening
[2, 5], wherein strings are appropriately padded so that any M ∈ {0, 1}∗ may
be hashed. Simple results establish the security of the MD-strengthened hash
function H∗ one gets from a secure multiple-of-block-length hash-function H.
All of our attacks work just as well in the presence of MD-strengthening.
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Fig. 3. The compression functions f1, . . . , f20 for the 20 collision-resistant hash func-
tions H1, . . . , H20. A hatch marks the location for the key.
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It is important not to read too much or too little into black-box results.
On the one hand, attacks on block-cipher-based hash-functions have usually
treated the block cipher as a black box. Such attacks are doomed when one has
strong results within the black-box model. On the other hand, the only structural
aspect of a block cipher captured by the model is its invertibility, so one must
be skeptical about what a black-box-model result suggests when using a block
cipher with significant structural properties, such as weak keys. With a block
cipher like AES, one hopes for better. Overall, we see the black-box model as an
appropriate first step in understanding the security of block-cipher-based hash-
functions. Of course it would be nice to make due with standard assumptions,
such as the block cipher being a pseudorandom function, but that assumption
is insufficient for our purposes, and no sufficient assumption has been proposed.

Future directions. Though we spoke of AES as rekindling interest in block-
cipher-based hash-function designs, we do not address what we regard as the
most interesting practical problem in that vein: namely, how best to use an
n-bit block cipher to make a hash function with output length larger than n
bits. (Many people see n = 128 bits as an inadequate output length for a hash
function, particularly in view of [9].) The current work does not answer this
question, but it does lay the groundwork for getting there.

2 Definitions

Basic notions. Let κ, n ≥ 1 be numbers. A block cipher is a map E: {0, 1}κ×
{0, 1}n → {0, 1}n where, for each k ∈ {0, 1}κ, the function Ek(·) = E(k, ·) is
a permutation on {0, 1}n. If E is a block cipher then E−1 is its inverse, where
E−1
k (y) is the string x such that Ek(x) = y. Let Bloc(κ, n) be the set of all block

ciphers E: {0, 1}κ × {0, 1}n → {0, 1}n.
A (block-cipher-based) hash function is a map H: Bloc(κ, n)×D → R where

κ, n, c ≥ 1, D ⊆ {0, 1}∗, and R = {0, 1}c. The function H must be given by a
program that, given M , computes HE(M) = H(E,M) using an E-oracle. Hash
function f : Bloc(κ, n)×D → R is a compression function if D = {0, 1}a×{0, 1}b
for some a, b ≥ 1 where a + b ≥ c. Fix h0 ∈ {0, 1}a. The iterated hash of
compression function f : Bloc(κ, n) × ({0, 1}a × {0, 1}b) → {0, 1}a is the hash
function H: Bloc(κ, n) × ({0, 1}b)∗ → {0, 1}a defined by HE(m1 · · ·m�) = h�
where hi = fE(hi−1,mi). Set HE(ε) = h0. If the program for f uses a single
query E(k, x) to compute fE(m,h) then f (and its iterated hash H) is rate-1.
We often omit the superscript E to f and H.

We write x $← S for the experiment of choosing a random element from the
finite set S and calling it x. An adversary is an algorithm with access to one or
more oracles. We write these as superscripts.

Collision resistance. To quantify the collision resistance of a block-cipher-
based hash function H we instantiate the block cipher by a randomly chosen E ∈
Bloc(κ, n). An adversary A is given oracles for E(·, ·) and E−1(·, ·) and wants to
find a collision for HE—that is, M,M ′ where M �= M ′ but HE(M) = HE(M ′).
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We look at the number of queries that the adversary makes and compare this
with the probability of finding a collision.

Definition 1 (Collision resistance of a hash function). Let H be a block-
cipher-based hash function, H: Bloc(κ, n)×D → R, and let A be an adversary.
Then the advantage of A in finding collisions in H is the real number

Advcoll
H (A) = Pr

[
E

$← Bloc(κ, n); (M,M ′) $←AE,E
−1

:

M �= M ′ ∧ HE(M) = HE(M ′)
] ♦

For q ≥ 1 we write Advcoll
H (q) = maxA{Advcoll

H (A)} where the maximum is
taken over all adversaries that ask at most q oracle queries (ie, E-queries + E−1

queries). Other advantage functions are silently extended in the same way.
We also define the advantage of an adversary in finding collisions in a com-

pression function f : Bloc(κ, n) × {0, 1}a × {0, 1}b → {0, 1}c. Naturally (h,m)
and (h′,m′) collide under f if they are distinct and fE(h,m) = fE(h′,m′), but
we also give credit for finding an (h,m) such that fE(h,m) = h0, for a fixed
h0 ∈ {0, 1}c. If one treats the hash of the empty string as the constant h0 then
fE(h,m) = h0 amounts to having found a collision between (h,m) and the
empty string.

Definition 2 (Collision resistance of a compression function). Let f be
a block-cipher-based compression function, f : Bloc(κ, n) × {0, 1}a × {0, 1}b →
{0, 1}c. Fix a constant h0 ∈ {0, 1}c and an adversary A. Then the advantage
of A in finding collisions in f is the real number

Advcomp
f (A) = Pr

[
E

$← Bloc(κ, n); ((h,m), (h′,m′)) $←AE,E
−1

:(
(h,m) �= (h′,m′) ∧ fE(h,m) = fE(h′,m′)

) ∨ fE(h,m) = h0
] ♦

Inversion resistance. Though we focus on collision resistance, we are also
interested in the difficulty of inverting hash functions. We use the following
measure for the difficulty of inverting a hash function at a random point.

Definition 3 (Inverting random points). Let H be a block-cipher-based
hash function, H: Bloc(κ, n) × D → R, and let A be an adversary. Then the
advantage of A in inverting H is the real number

Advinv
H (A) = Pr

[
E

$← Bloc(κ, n); σ $←R; M ←AE,E
−1

(σ) : HE(M) = σ
] ♦

The PGV hash functions. Fig. 1 and Fig. 2 serve to define fı[n]: Bloc(κ, n)×
{0, 1}n × {0, 1}n → {0, 1}n and f̂[n]: Bloc(κ, n)× ({0, 1}n × {0, 1}n)→ {0, 1}n
for ı ∈ [1..20] and  ∈ [1..64]. These compression functions induce hash functions
Hı[n] and Ĥ[n]. Usually we omit writing the [n].

Discussion. The more customary formalization for a one-way function speaks
to the difficulty of finding a preimage for the image of a random domain point
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(as opposed to finding a preimage of a random range point). But a random-
domain-point definition becomes awkward when considering a function H with
an infinite domain: in such a case one would normally have to partition the
domain into finite sets and insist that H be one-way on each of them. For each
of the functions H1, . . . , H20, the value HE

ı (M) is uniform or almost uniform in
{0, 1}n when M is selected uniformly in ({0, 1}n)m and E is selected uniformly
in Bloc(n, n). Thus there is no essential difference between the two notions in
these cases. This observation justifies defining inversion resistance in the manner
that we have. See Appendix B.

Definition 3 might be understood as giving the technical meaning of preimage
resistance. However, a stronger notion of preimage resistance also makes sense,
where the range value σ is a fixed point, not a random one, and one maximizes
over all such points. Similarly, the usual, random-domain-point notion for a one-
way function (from the prior paragraph) might be understood as a technical
meaning of 2nd preimage resistance, but a stronger notion makes sense, where
the domain point M is a fixed string, not a random one, and one must maximize
over all domain points of a given length. A systematic exploration of different
notions of inversion resistance is beyond the scope of this paper.

Conventions. For the remainder of this paper we assume the following signifi-
cant conventions. First, an adversary does not ask any oracle query in which the
response is already known; namely, if A asks a query Ek(x) and this returns y,
then A does not ask a subsequent query of Ek(x) or E−1

k (y); and if A asks
E−1
k (y) and this returns x, then A does not ask a subsequent query of E−1

k (y) or
Ek(x). Second, when a (collision-finding) adversary A for H outputs M and M ′,
adversary A has already computed HE(M) and HE(M ′), in the sense that A
has made the necessary E or E−1 queries to compute HE(M) and HE(M ′).
Similarly, we assume that a (collision-finding) adversary A for the compression
function f computes fE(h,m) and fE(h′,m′) prior to outputting (h,m) and
(h′,m′). Similarly, when an (inverting adversary) A for H outputs a message M ,
we assume that A has already computed HE(M), in the sense that A has made
the necessary E or E−1 queries to compute this value. These assumption are all
without loss of generality, in that an adversary A not obeying these conventions
can easily be modified to given an adversary A′ having similar computational
complexity that obeys these conventions and has the same advantage as A.

3 Collision Resistance of the Group-1 Schemes

The group-1 hash-functions H1, . . . , H12 can all be analyzed using the Merkle-
Damg̊ard paradigm. Our security bound is identical for all of these schemes.

Theorem 1 (Collision resistance of the group-1 hash functions). Fix
n ≥ 1 and ı ∈ [1..12]. Then Advcoll

Hı[n](q) ≤ q(q + 1)/2n for any q ≥ 1. �

The proof combines a lemma showing the collision-resistance of f1, . . . , f12 with
the classical result, stated for the black-box model, showing that a hash function
is collision resistant if its compression function is.
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Lemma 1 (Merkle-Damg̊ard [2, 5] in the black-box model). Let f be a
compression function f : Bloc(n, n) × {0, 1}n × {0, 1}n → {0, 1}n and let H be
the iterated hash of f . Then Advcoll

H (q) ≤ Advcomp
f (q) for all q ≥ 1. �

Lemma 2 (Collision resistance of the group-1 compression functions).
Fix n ≥ 1 and ı ∈ [1..12]. Then Advcomp

fı[n] (q) ≤ q(q + 1)/2n for any q ≥ 1. �

Proof of Lemma 2: Fix a constant h0 ∈ {0, 1}n. We focus on f = f1;
assume that case. Let A?,? be an adversary attacking the compression func-
tion f . Assume that A asks its oracles a total of q queries. We are interested
in A’s behavior when its left oracle is instantiated by E

$← Bloc(n, n) and its
right oracle is instantiated by E−1. That experiment is identical, from A’s per-
spective, to the one defined in Fig. 4. Define ((x1, k1, y1), . . . , (xq, kq, yq), out)
by running SimulateOracles(A,n). If A is successful it means that A outputs
(k,m), (k′,m′) such that one of the following holds: (k,m) �= (k′,m′) and
f(k,m) = f(k′,m′), or else f(k,m) = h0. By our definition of f this means
that Ek(m)⊕m = Ek′(m′)⊕m′ for the first case, or Ek(m)⊕m = h0 for the
second. By our conventions at the end of Section 2, either there are distinct r, s ∈
[1..q] such that (xr, kr, yr) = (m, k,Ek(m)) and (xs, ks, ys) = (m′, k′, Ek′(m′))
and Ekr (mr)⊕mr = Eks(ms)⊕ms or else there is an r ∈ [1..q] such that
(xr, kr, yr) = (m, k, h0) and Ekr (xr) = h0. We show that this event is unlikely.

In the execution of SimulateOracles(A,n), for any i ∈ [1..q], let Ci be the
event that yi ⊕ xi = h0 or that there exists j ∈ [1..i − 1] such that either
yi ⊕ xi = yj ⊕ xj . In carrying out the simulation of A’s oracles, either yi or xi
was randomly selected from a set of at least size 2n−(i−1), so Pr[Ci] ≤ i/(2n−i).
By the contents of the previous paragraph, we thus have that Advcomp

f [n] (A) ≤
Pr[C1 ∨ . . . ∨ Cq] ≤

∑q
i=1 Pr[Ci] ≤

∑q
i=1

i
2n−(i−1) ≤ 1

2n−2n−1

∑q
i=1 i if q ≤ 2n−1.

Continuing, our expression is at most 1
2n−1

q(q+1)
2 = q(q+1)

2n . Since the above
inequality is vacuous when q > 2n−1, we may now drop the assumption that
q ≤ 2n−1. We conclude that Advcomp

f [n] (q) ≤ q(q + 1)/2n.

The above concludes the proof for the case of f1. Compression functions f2..12
are similar.

Algorithm SimulateOracles(A, n)
Initially, i← 0 and Ek(x) = undefined for all (k, x) ∈ {0, 1}n × {0, 1}n
Run A?,?, answering oracle queries as follows:

When A asks a query (k, x) to its left oracle:
i← i + 1; ki← k; xi← x; yi

$← Range(Ek); Ek(x)← yi; return yi to A
When A asks a query (k, y) to its right oracle:

i← i + 1; ki← k; yi← y; xi
$←Domain(Ek); Ek(xi)← y; return xi to A

When A halts, outputting a string out:
return ((x1, k1, y1), ..., (xi, ki, yi), out)

Fig. 4. Simulating a block-cipher oracle. Domain(Ek) is the set of points x where Ek(x)
is no longer undefined and Domain(Ek) = {0, 1}n − Range(Ek). Range(Ek) is the set
of points where Ek(x) is no longer undefined and Range(Ek) = {0, 1}n − Range(Ek).
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4 Collision Resistance of the Group-2 Schemes

We cannot use the Merkle-Damg̊ard paradigm for proving the security of H13..20
because their compression functions are not collision-resistant. Attacks for each
compression function are easy to find. For example, one can break f17(h,m) =
Em(h)⊕m as a compression function by choosing any two distinct m,m′ ∈
{0, 1}n, computing h = E−1

m (m) and h′ = E−1
m′ (m′), and outputting (h,m) and

(h′,m′). All the same, hash functions H13..20 enjoy almost the same collision-
resistance upper bound as H1..12.

Theorem 2 (Collision resistance of the group-2 hash functions). Fix
n ≥ 1 and ı ∈ [13..20]. Then Advcoll

Hı[n](q) ≤ 3q(q + 1)/2n for all q ≥ 1. �

Proof of Theorem 2: Fix constants h0, v ∈ {0, 1}n. We prove the theorem for
the case of H13, where f(h,m) = f13(h,m) = Eh⊕m(m)⊕ v.
We define a directed graph G = (VG, EG) with vertex set VG = {0, 1}n×{0, 1}n×
{0, 1}n and an arc (x, k, y)→ (x′, k′, y′) in EG if and only if k′ ⊕ x′ = y ⊕ v.
Let A?,? be an adversary attacking H13. We analyze the behavior of A when its
left oracle is instantiated by E $← Bloc(n, n) and its right oracle is instantiated
by E−1. Assume that A asks its oracles at most q total queries. We must show
that Advcoll

H13[n](A) ≤ 3q(q + 1)/2n. Run the algorithm SimulateOracles(A,n).
As A executes with its (simulated) oracle, color the vertices of G as follows:

Initially, each vertex of G is uncolored.
When A asks an E-query (k, x) and this returns a value y, or when A asks
an E−1-query of (k, y) and this returns x, then: if x⊕ k = h0 then vertex
(x, k, y) gets colored red ; otherwise vertex (x, k, y) gets colored black.

According to the conventions at the end of Section 2, every query the adver-
sary asks results in exactly one vertex getting colored red or black, that vertex
formerly being uncolored.

We give a few additional definitions. A vertex of G is colored when it gets colored
red or black. A path P in G is colored if all of its vertices are colored. Vertices
(x, k, y) and (x′, k′, y′) are said to collide if y = y′. Distinct paths P and P ′ are
said to collide if all of their vertices are colored and they begin with red vertices
and they end with colliding vertices. Let C be the event that, as a result of the
adversary’s queries, there are formed in G some two colliding paths.

Claim 1. Advcoll
H13[n](A) ≤ Pr[C] .

Claim 2. Pr[C] ≤ 3q(q + 1)/2n.

The theorem follows immediately from these two claims, whose proofs can be
found in the full paper [1]. Proofs for for H14..20 can be obtained by adapting
the proof for H13 using the rules from Fig. 5.
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ı hi = (x, k, y)→ (x′, k′, y′) if (x, k, y) red if (x, k, y), (x′, k′, y′) collide if

13 Ewi (mi)⊕ v y ⊕ v = x′ ⊕ k′ x⊕ k = h0 y = y′

14 Ewi (mi)⊕ wi k ⊕ y = x′ ⊕ k′ x⊕ k = h0 k ⊕ y = k′ ⊕ y′

15 Emi (hi−1)⊕ v y ⊕ v = x′ x = h0 y ⊕ v = x′

16 Ewi (hi−1)⊕ v y ⊕ v = x′ x = h0 y ⊕ v = x′

17 Emi (hi−1)⊕mi k ⊕ y = x′ x = h0 k ⊕ y = k′ ⊕ y′

18 Ewi (hi−1)⊕ wi k ⊕ y = x′ x = h0 k ⊕ y = k′ ⊕ y′

19 Emi (wi)⊕ v y ⊕ v = x′ ⊕ k′ x⊕ k = h0 y = y′

20 Emi (wi)⊕mi k ⊕ y = x′ ⊕ k′ x⊕ k = h0 k ⊕ y = k′ ⊕ y′

Fig. 5. Rules for the existence of arcs, the coloring of a vertex red, and when vertices
are said to collide. These notions are used in the proof of Theorem 2.

5 Matching Attacks on Collision Resistance

In this section we show that the security bounds given in Sections 3 and 4 are
tight: we devise and analyze attacks that achieve advantage close to the earlier
upper bounds. Our results are as follows.

Theorem 3 (Finding collisions in H1..4). Let ı ∈ [1..4] and n ≥ 1. Then
Advcoll

Hı[n](q) ≥ 0.039(q − 1)(q − 3)/2n for any even q ∈ [1..2(n−1)/2]. �

Let Perm(n) be the set of all permutations on {0, 1}n. Let Pq({0, 1}n) denote the
set of all q-element subsets of {0, 1}n. The proof of Theorem 3 uses the following
technical lemma whose proof appears in the full paper [1].

Lemma 3. Fix n ≥ 1. Then

Pr
[
π

$← Perm(n); Q $←Pq({0, 1}n) : ∃x, x′ ∈ Q such that x �= x′ and

π(x)⊕ x = π(x′)⊕ x′
]
≥ .039(q − 1)(q − 3)/2n

for any even q ∈ [1..2(n−1)/2]. �

Proof of Theorem 3: Consider the case HE = HE
1 and fix h0 ∈ {0, 1}n. Let A

be an adversary with the oracles E,E−1. Let A select m1, . . . ,mq
$←{0, 1}n and

compute yj = Eh0(mj)⊕mj , j ∈ [1..q]. If A finds r, s ∈ [1..q] such that r < s
and yr = ys then it returns (mr,ms); otherwise it returns (m1,m1) (failure).
Let π = Eh0 . By definition π is a uniform element in Perm(n), so we can invoke
Lemma 3 to see that the probability that A succeeds to find a collision among
m1, . . . ,mq under H is at least .039(q − 1)(q − 3)/2n.

This attack and analysis extends to H2..4 by recognizing that for each scheme
and distinct one-block messages m and m′ we have HE(m) = HE(m′) if and
only if π(x)⊕ x = π(x′)⊕ x′ where π = Eh0 and x, x′ are properly defined. For
example, for HE

2 define x = h0 ⊕m and x′ = h0 ⊕m′.
Analysis of collision-finding attacks on H5..20 is considerably less technical than
for H1..4. The crucial difference is that in each of H5..20 the block cipher is
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keyed in the first round by either the message m, or m⊕ h0, where h0 is a fixed
constant. Hence when A hashes q distinct one-block messages it always observes
q random values. See the full paper [1] for a proof of the following.

Theorem 4 (Finding collisions in H5..20). Let ı ∈ [5..20] and n ≥ 1. Then
Advcoll

Hı[n](q) ≥ 0.3q(q − 1)/2n for any q ∈ [1..2n/2]. �

6 Security of the Schemes as OWFs

From the perspective of collision resistance there is no reason to favor any par-
ticular scheme from H1..20. However, in this section we show that these schemes
can be separated based on their strength as one-way functions. In particular, for
an n-bit block cipher, an adversary attacking a group-1 hash function requires
nearly 2n oracle queries to do well at inverting a random range point, while an
adversary attacking a group-2 hash function needs roughly 2n/2 oracle queries
to do the same job.

We begin with the theorem establishing good inversion-resistance for the
group-1 schemes. The theorem is immediate from the two lemmas that follow it.
The first result is analogous to Lemma 1. The second result shows that f1..12 have
good inversion-resistance. All omitted proofs can be found in the full version of
the paper [1].

Theorem 5 (OWF security of the group-1 hash functions). Fix n ≥ 1
and ı ∈ [1..12]. Then Advinv

Hı[n](q) ≤ q/2n−1 for any q ≥ 1. �

Lemma 4 (Merkle-Damg̊ard for inversion resistance). Let f be a com-
pression function f : Bloc(n, n) × {0, 1}n × {0, 1}n → {0, 1}n and let H be the
iterated hash of f . Then Advinv

H (q) ≤ Advinv
f (q) for all q ≥ 1. �

Lemma 5 (Inversion resistance of the group-1 compression functions).
Fix n ≥ 1 and ı ∈ [1..12]. Then Advinv

fı[n](q) ≤ q/2n−1 for any q ≥ 1. �

Proof of Lemma 5: Fix a constant h0 ∈ {0, 1}n. We focus on compression
function fE = fE1 ; assume that case. Let A be an adversary with oracles E,E−1

and input σ. Assume that A asks its oracles q total queries.

Define ((x1, k1, y1), . . . , (xq, kq, yq), out) by running SimulateOracles(A,n). By
our conventions at the end of Section 2, if A outputs (h,m) such that
E(h,m)⊕m = σ then (m,h,E(h,m)) = (xi, ki, yi) for some i ∈ [1..q]. Let
Ci be the event that (xi, ki, yi) is such that xi ⊕ yi = σ. In carrying out
the simulation of A’s oracles, either xi or yi was randomly assigned from
a set of at least size 2n − (i − 1), so Pr[Ci] ≤ 1/(2n − (i − 1)). Thus
Pr[(h,m)←AE,E

−1
(z) : E(h,m)⊕m = σ] ≤ Pr[C1 ∨ . . .∨Cq] ≤

∑q
i=1 Pr[Ci] ≤∑q

i=1
1

2n−(i−1) ≤ q
2n−2n−1 if q ≤ 2n−1. Continuing, our expression is at most

q
2n−1 . Since the above inequality is vacuous when q > 2n−1, we may now drop
the assumption that q ≤ 2n−1.
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The above concludes the proof for the case of f1. Compression functions f2..12
are similar.

We cannot use Lemma 4 to prove the security of the group-2 schemes because
the associated compression functions are not inversion-resistant. An attack for
each is easy to find. For example, consider f13(h,m) = E(h⊕m,m)⊕ v. For
any point σ, the adversary fixes k = 0, computes m = E−1

0 (σ ⊕ v), and returns
(m,m), which is always a correct inverse to σ. Still, despite these compression
functions being invertible with a single oracle query, there is a reasonable security
bound for the group-2 schemes.

Theorem 6 (OWF security of the group-2 hash functions). Fix n ≥ 1
and ı ∈ [13..20]. Then Advinv

Hı[n](q) ≤ 9(q + 3)2/2n for any q > 1. �

The proof of Theorem 6 makes use of the following lemma, which guarantees
that, up to a constant, for messages of length greater than n-bits, the bounds
we have computed for collision resistance hold for inversion resistance as well.

Lemma 6 (Collision resistance ⇒ inversion resistance). Fix ı ∈ [1..20]
and n ≥ 1. Let H̃ = Hı[n] restricted to domain Bloc(n, n)×⋃i≥2{0, 1}in. Then
Advinv

H̃
(q) ≤ 3Advcoll

H (q + 2) + q/2n−1 for any q ≥ 1. �

Finally, we prove that the security bounds given in Theorems 5 and 6 are tight,
by describing adversaries that achieve advantage very close to the upper bounds.
The analysis falls into three groupings.

Theorem 7 (Attacking H1..4 as OWFs). Fix n ≥ 1 and ı ∈ [1..4]. Then
Advinv

Hı[n](q) ≥ 0.4q/2n for any q ∈ [1..2n−2]. �

Theorem 8 (Attacking H5..12 as OWFs). Fix n ≥ 1 and ı ∈ [5..12]. Then
Advinv

Hı[n](q) ≥ 0.6q/2n for any q ∈ [1..2n − 1]. �

Theorem 9 (Attacking H13..20 as OWFs). Fix n ≥ 1 and ı ∈ [13..20]. Then
Advinv

Hı[n](q) ≥ 0.15q2/2n for any even q ∈ [2..2n/2]. �

The proofs for the above three theorems appear in the full paper.
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A Fatal Attacks on Five of PGV’s B-Labeled Schemes

In [6] there are a total of 13 schemes labeled as “backward attackable.” We
have already shown that eight of these, H13..20, are collision resistant. But the
remaining five schemes are completely insecure; each can be broken with two
queries. Consider, for example, H = Ĥ39, constructed by iterating the compres-
sion function f = f̂39 defined by fE(hi−1,mi) = Emi ⊕ hi−1(mi ⊕ hi−1)⊕mi.
For any c ∈ {0, 1}n the strings (h0 ⊕ c) ‖ (Ec(c)⊕ h0) hashes to h0, and so
it so it takes only two queries to produce a collision. Variants of this attack,
break the schemes Ĥ40, Ĥ43, Ĥ55 and Ĥ59 defined in Fig. 1. Namely, for Ĥ40,
messages (h0 ⊕ c) ‖ (Ev(c)⊕ h0) collide; for Ĥ43, (h0 ⊕ c) ‖ (Ec(c)⊕ h0 ⊕ c); for
Ĥ55, (h0 ⊕ c) ‖ (Ec(v)⊕ h0); for Ĥ59, (h0 ⊕ c) ‖ (Ec(v)⊕ h0 ⊕ c).

B Two Notions of Inversion Resistance

We defined Advinv
H by giving the adversary a random range point σ ∈ {0, 1}n

and asking the adversary to find an H-preimage for σ. The usual definition for a
one-way function has one choose a random domain point M , apply H, and ask
then ask the adversary to invert the result.
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Definition 4 (Conventional definition of a OWF). Let H be a block-
cipher-based hash function, H: Bloc(κ, n) × D → R, and let � be a number
such that {0, 1}� ⊆ D. Let A be an adversary. Then the advantage of A in in-
verting H on the distribution induced by applying H to a random �-bit string
is the real number

Advowf
H (A, �) = Pr

[
E

$← Bloc(κ, n); M $← ({0, 1}n)�; σ←HE(M);

M ′←AE,E
−1

(σ) : HE(M ′) = σ
]

♦

For q ≥ 0 a number, Advowf
H (q, �) is defined in the usual way, as the maximum

value of Advowf
H (A, �) over all adversaries A that ask at most q queries.

Though the Advowf and Advinv measures can, in general, be far apart, it is
natural to guess that they coincide for “reasonable” hash-functions like H1..20. In
particular, one might think that the random variable HE

ı (M) is uniformly dis-
tributed in {0, 1}n if M $←{0, 1}n� and E $← Bloc(n, n). Interestingly, this is not
true. For example, experiments show that when E $← Bloc(2, 2) and M $←{0, 1}4
the string HE

1 (M) takes on the value 00 more than a quarter of the time (in
fact, 31.25% of the time) while each of the remaining three possible outputs (01,
10, 11) occur less than a quarter of the time (each occurs 22.916% of the time).
Still, for H1..20, the two notions are close enough that we have used Definition 3
as a surrogate for Definition 4. The result is as follows.

Lemma 7. Fix n ≥ 1 and ı ∈ [1..20]. Then for any q, � ≥ 1,∣∣∣Advinv
Hı[n](q)−Advowf

Hı[n](q, �)
∣∣∣ ≤ �/2n−1 ♦

The proof of Lemma 7 is found in [1].
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Abstract. For certain security applications, including identity based
encryption and short signature schemes, it is useful to have abelian va-
rieties with security parameters that are neither too small nor too large.
Supersingular abelian varieties are natural candidates for these appli-
cations. This paper determines exactly which values can occur as the
security parameters of supersingular abelian varieties (in terms of the
dimension of the abelian variety and the size of the finite field), and
gives constructions of supersingular abelian varieties that are optimal
for use in cryptography.

1 Introduction

The results of this paper show that it is the best of times and the worst of times
for supersingular abelian varieties in cryptology. The results in Part 1 give the
bad news. They state exactly how much security is possible using supersingular
abelian varieties. Part 2 gives the good news, producing the optimal supersin-
gular abelian varieties for use in cryptographic applications, and showing that it
is sometimes possible to accomplish this with all computations taking place on
an elliptic curve.

One-round tripartite Diffie-Hellman, identity based encryption, and short
digital signatures are some problems for which good solutions have recently been
found. These solutions make critical use of supersingular elliptic curves and Weil
(or Tate) pairings. It was an open question whether or not these new schemes
could be improved (more security for the same signature size or efficiency) using
abelian varieties in place of elliptic curves. This paper answers the question in
the affirmative. We construct families of examples of the “best” supersingular
abelian varieties to use in these cryptographic applications (§§5–6), and deter-
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Abelian varieties are higher dimensional generalizations of elliptic curves (el-
liptic curves are the one-dimensional abelian varieties). Weil and Tate pairings
exist and have similar properties for abelian varieties that they have for ellip-
tic curves. Supersingular abelian varieties are a special class of abelian vari-
eties. For standard elliptic curve cryptography, supersingular elliptic curves are
known to be weak. However, for some recent interesting cryptographic appli-
cations [18,15,2,3,22,9], supersingular elliptic curves turn out to be very good.
New schemes using supersingular elliptic curves and Weil or Tate pairings are
being produced rapidly. The abelian varieties in this paper can be utilized in
all these applications, to give better results (e.g., shorter signatures, or shorter
ciphertexts) for the same security.

The group of points on an abelian variety over a finite field can be used in
cryptography in the same way one uses the multiplicative group of a finite field.
The security of the system relies on the difficulty of the discrete logarithm (DL)
problem in the group of points. One of the advantages of using the group A(Fq)
of an abelian variety in place of the multiplicative group F∗q of a finite field
Fq is that there is no known subexponential algorithm for computing discrete
logarithms on general abelian varieties.

One of the attacks on the DL problem in A(Fq) is to map A(Fq) (or the
relevant large cyclic subgroup of A(Fq)) into a multiplicative group F∗qk , using
the Weil or Tate pairing [17,8,7]. If this can be done for some small k, then the
subexponential algorithm for the DL problem in F∗qk can be used to solve the
DL problem in A(Fq). Thus, to have high security, #A(Fq) should be divisible
by a large prime that does not divide #F∗qk = qk − 1 for any very small values
of k.

On the other hand, for cryptographic applications that make use of the Weil
or Tate pairing, it is important that A(Fq) (or the relevant large cyclic subgroup
of A(Fq)) can be mapped into F∗qk with k not too large, in order to be able to
compute the pairing efficiently. Thus for these applications it is of interest to
produce families of abelian varieties for which the security parameter k

g is not
too large, but not too small, where g is the dimension of the abelian variety. (In
defining the security parameter, one takes the minimal k.) Taking supersingular
elliptic curves (so g = 1), one can attain security parameter up to 6. However,
it seems to be difficult to systematically produce elliptic curves with security
parameter larger than 6 but not enormous. To obtain security parameters that
are not too large but not too small, it is natural to consider supersingular abelian
varieties.

In [9], Galbraith defined a certain function k(g) and showed that if A is a
supersingular abelian variety of dimension g over a finite field Fq, then there
exists an integer k ≤ k(g) such that the exponent of A(Fq) divides qk − 1. For
example, k(1) = 6, k(2) = 12, k(3) = 30, k(4) = 60, k(5) = 120, and k(6) = 210.

Note that, since cryptographic security is based on the cyclic subgroups of
A(Fq), for purposes of cryptology it is only necessary to consider simple abelian
varieties, i.e., abelian varieties that do not decompose as products of lower di-
mensional abelian varieties.
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Table 1. Upper bounds on the cryptographic exponents

g 1 2 3 4 5 6
q a square 3 6 9 15 11 21
q not a square, p > 11 2 6 ∗ 12 ∗ 18
q not a square, p = 2 4 12 ∗ 20 ∗ 36
q not a square, p = 3 6 4 18 30 ∗ 42
q not a square, p = 5 2 6 ∗ 15 ∗ 18
q not a square, p = 7 2 6 14 12 ∗ 42
q not a square, p = 11 2 6 ∗ 12 22 18

In §4, we determine exactly which security parameters can occur, for simple
supersingular abelian varieties. For example, we show that if A is a simple su-
persingular abelian variety over Fq of dimension g, then the exponent of A(Fq)
divides qk−1 for some positive integer k less than or equal to the corresponding
entry in Table 1 (where p = char(Fq)), and each entry can be attained. The
maximum of each column shows how these bounds compare with the bounds of
Galbraith stated above, and how they improve on his bounds when g ≥ 3. For
these bounds, see Theorems 11, 12, and 6 below. A ‘∗’ means that there are no
simple supersingular abelian varieties of dimension g over Fq.

In particular, we show that the highest security parameter for simple super-
singular 4-dimensional abelian varieties is 7.5 = 30/4, and this can be attained
if and only if p = 3 and q is not a square. In particular, this answers in the af-
firmative an open question from [3] on whether one can use higher dimensional
abelian varieties to obtain short signatures with higher security. When the di-
mension is 6 the highest security parameter is 7, and this can be attained if
and only if p = 3 or 7 and q is not a square. In dimension 2 the highest security
parameter is 6, which ties the elliptic curve case. However, these abelian surfaces
are in characteristic 2, while the best supersingular elliptic curves occur only in
characteristic 3. Therefore, there may be efficiency advantages in using abelian
surfaces over binary fields.

In §§5–6 we find the best supersingular abelian varieties for use in cryp-
tography. Theorem 17 gives an algorithm whose input is an elliptic curve and
whose output is an abelian variety with higher security. The abelian variety is
constructed as a subvariety of a Weil restriction of scalars of the elliptic curve
(in the same way that the “XTR supergroup” [16] turns out to be the Weil
restriction of scalars from Fp6 to Fp of the multiplicative group). The group of
points of the abelian variety lies inside the group of points of the elliptic curve
over a larger field, and thus all computations on the abelian variety can be done
directly on the curve. We construct 4-dimensional abelian varieties with security
parameter 7.5, thereby beating the security of supersingular elliptic curves, and
construct abelian surfaces over binary fields with security parameter 6. We ob-
tain efficient implementations of a variant of the BLS short signature scheme [3]
using these abelian varieties (embedded in elliptic curves over larger fields). This
gives the first practical application to cryptography of abelian varieties that are
not known to be Jacobians of curves.
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Theorem 20 gives a method for generating supersingular curves whose Jaco-
bian varieties are good for use in cryptography. This result produces varieties in
infinitely many characteristics. Example 21 gives families of examples of Jaco-
bian varieties that are “best possible” in the sense that they achieve the upper
bounds listed in the top row of Table 1.

Since k
ϕ(k) →∞ as k →∞ (where ϕ is Euler’s ϕ-function), Theorems 11 and

12 imply that security parameters for simple supersingular abelian varieties are
unbounded (as the dimension of the varieties grows). However, k

ϕ(k) grows very
slowly, and computational issues and security considerations preclude using high
dimensional abelian varieties with high security parameters, at least at this time.
We therefore restrict the examples in this paper to small dimensional cases.

The results in §4 rely on the theory of cyclotomic fields, Honda-Tate theory,
and work of Zhu. The proof of Theorem 17 uses the theory of Weil restriction of
scalars. The proof of Theorem 20 uses the theory of complex multiplication of
abelian varieties, applied to Fermat curves.

Part 1: Bounds on the Security

We begin with some preliminaries on abelian varieties.
Suppose A is an abelian variety over a finite field Fq, where q is a power of

a prime p. Then A is simple if it is not isogenous over Fq to a product of lower
dimensional abelian varieties, and A is supersingular if A is isogenous over Fq
to a power of a supersingular elliptic curve. (An elliptic curve E is supersingular
if E(Fq) has no points of order p.) A supersingular q-Weil number is a
complex number of the form

√
qζ where ζ is a root of unity. (Throughout the

paper,
√
q denotes the positive square root.)

Theorem 1 ([13,21,24]) Suppose A is a simple supersingular abelian variety
over Fq, where q is a power of a prime p, and P (x) is the characteristic polyno-
mial of the Frobenius endomorphism of A. Then:

(i) P (x) = G(x)e, where G(x) ∈ Z[x] is a monic irreducible polynomial and
e = 1 or 2;

(ii) the roots of G are supersingular q-Weil numbers;
(iii) A(Fq) ∼= (Z/G(1)Z)e unless q is not a square and either

(i) p ≡ 3 (mod 4), dim(A) = 1, and G(x) = x2 + q, or
(ii) p ≡ 1 (mod 4), dim(A) = 2, and G(x) = x2 − q;

in these exceptional cases, A(Fq) ∼= (Z/G(1)Z)a×(Z/G(1)
2 Z×Z/2Z)b with

non-negative integers a and b such that a+ b = e;
(iv) #A(Fq) = P (1).

The roots of G are called the q-Weil numbers for A. For a given abelian
variety, its q-Weil numbers are the Galois conjugates of a given one (under the
action of the Galois group of Q̄ over Q). We retain the notation of this section,
including P , G, and e, throughout the paper. Note that

dim(A) =
deg(P )

2
=
edeg(G)

2
.
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Theorem 2 ([13,21]) The map that associates to a simple supersingular abel-
ian variety over Fq one of its q-Weil numbers gives a one-to-one correspondence
between the Fq-isogeny classes of simple supersingular abelian varieties over Fq
and Galois conjugacy classes of supersingular q-Weil numbers.

2 Definition of the Cryptographic Exponent cA

We introduce a useful new invariant, cA, which we will call the cryptographic
exponent. In the next section we show that cA captures the MOV security [17]
of the abelian variety.

Suppose A is a simple supersingular abelian variety over Fq and
√
qζ is

a q-Weil number for A. Let m denote the order of the root of unity ζ. Note
that if

√
qζ ′ is another q-Weil number for A, and m′ is the order of ζ ′, then

ζ2 and (ζ ′)2 are Galois conjugate, and therefore have the same order, namely
m

gcd(2,m) = m′
gcd(2,m′) . If q is a square, then ζ and ζ ′ are Galois conjugate, and

thus m = m′. Therefore when q is a square, m depends only on A.

Definition 3

cA =

{
m
2 if q is a square,

m
gcd(2,m) if q is not a square.

We will call cA the cryptographic exponent of A. Let αA = cA/g and call it
the security parameter of A.

Roughly speaking, for a group G to have security parameter α means that
the DL problem in G can be reduced to the DL problem in the multiplicative
group of a field of size approximately |G|α. The group G = A(Fq) has order
approximately qg, and we will see in §3 below that qcA is the size of the smallest
field F such that every cyclic subgroup of A(Fq) can be embedded in F ∗.

When q is not a square, cA is a natural number. When q is a square, cA is
either a natural number or half of a natural number.

If gcd(t, 2cA) = 1, then the cryptographic exponent for A over Fqt is the
same as the cryptographic exponent for A over Fq.

Let N denote the set of natural numbers. If k ∈ N, write Φk(x) for the k-th
cyclotomic polynomial

∏
ζ (x− ζ), where the product is over the primitive k-th

roots of unity ζ. Note that deg(Φk) = ϕ(k), where ϕ is Euler’s ϕ-function.

Lemma 4 Suppose that Φm(d) is divisible by a prime number �, and � � m.
Then m is the smallest natural number k such that dk − 1 is divisible by �.

Proof. The roots of Φm in F� are exactly the primitive m-th roots of unity, since
� � m. By assumption, d is a root of Φm in F�, and so m is the order of d in F∗� .

We include a useful closely related result.

Proposition 5 If m, d ∈ N, d > 1, and (m, d) 
= (6, 2), then m is the smallest
natural number k such that dk − 1 is divisible by Φm(d).
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Proof. Since xm − 1 =
∏
r|m Φr(x), we have that Φm(d) divides dm − 1. The

proposition is true if m = 1 or 2. If m > 2 and (m, d) 
= (6, 2), it follows from an
1892 result of Zsigmondy (see Theorem 8.3, §IX of [14]) that Φm(d) has a prime
divisor that does not divide m. The proposition now follows from Lemma 4.

In the exceptional case (m, d) = (6, 2), we have Φm(d) = 3 = d2 − 1.

Theorem 6 Suppose A is a simple supersingular abelian variety over Fq.

(i) If q is a square then the exponent of A(Fq) divides Φ2cA(
√
q), which divides√

q2cA − 1.
(ii) If q is not a square then the exponent of A(Fq) divides ΦcA(q), which divides

qcA − 1.

Proof. By Theorem 1(iii), the exponent of A(Fq) divides G(1). Let π be a
q-Weil number for A. If q is a square, then Φ2cA( π√

q ) = 0. Thus, G(x) =
√
qϕ(2cA)Φ2cA( x√

q ) and G(1) =
√
qϕ(2cA)Φ2cA( 1√

q ) = ±Φ2cA(
√
q). If q is not a

square, then ΦcA(π
2

q ) = 0, so G(x) divides qϕ(cA)ΦcA(x
2

q ). Therefore G(1) di-
vides qϕ(cA)ΦcA( 1

q ) = ±ΦcA(q). As in Proposition 5, Φm(d) divides dm − 1.

3 The Cryptographic Exponent and MOV Security

The next result shows that the cryptographic exponent cA captures the MOV
security of the abelian variety. In other words, if A(Fq) has a subgroup of large
prime order �, then qcA is the size of the smallest field of characteristic p con-
taining a multiplicative subgroup of order �. Recall e ∈ {1, 2} from Theorem 1.

Theorem 7 Suppose A is a simple supersingular abelian variety of dimension
g over Fq, q = pn, � > 5 is a prime number, � | #A(Fq), and � > (1 +

√
p)ng/e.

Let r denote the smallest natural number k such that � | pk − 1. Then pr = qcA .

Since the proof is rather technical, we do not give it here, but instead prove
the following slightly weaker result.

Theorem 8 Suppose A is a simple supersingular abelian variety over Fq, � is
a prime number, � | #A(Fq), and � � 2cA. Then cA is the smallest half-integer k
such that qk − 1 is an integer divisible by �.

Proof. By Theorem 6, we have � | Φ2cA(
√
q) if q is a square, and � | ΦcA(q)

otherwise. The theorem now follows from Lemma 4.

Remark 9 For purposes of cryptography we are only interested in the case where
� is large. If � > 2g + 1, then � � 2cA, so the condition � � 2cA is not a problem.
This follows since 2g = deg(P ) = edeg(G), deg(G) = ϕ(2cA) if q is a square,
deg(G) = ϕ(cA) or 2ϕ(cA) if q is not a square, and ϕ(M) ≥ �− 1 if � |M .
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4 Bounding the Cryptographic Exponent

Next we determine exactly which values can occur as cryptographic exponents
for simple supersingular abelian varieties. Let

Wn = {k ∈ N : ϕ(k) = n}.

For example, W1 = {1, 2}, Wn = ∅ if n is odd and n > 1,

W2 = {3, 4, 6}, W4 = {5, 8, 10, 12}, W6 = {7, 9, 14, 18}.

Let k′ denote the odd part of a natural number k. If p is a prime, define

Xp =

{
{k ∈ N : 4 � k and 2 has odd order in (Z/k′Z)∗} if p = 2,
{k ∈ N : p � k and p has odd order in (Z/kZ)∗} if p is odd;

Vp =



{k ∈ N : k ≡ 4 (mod 8)} if p = 2,
{k ∈ N : p | k and k ≡ 2 (mod 4)} if p ≡ 3 (mod 4),
{k ∈ N : p | k and k is odd} if p ≡ 1 (mod 4);

Kg(p) =




(W2g ∩ Vp) ∪ (Wg − Vp) if g > 2,
(W4 ∩ Vp) ∪ (W2 − Vp) ∪ {1} if g = 2,
(W2 ∩ Vp) ∪ (W1 − Vp − {1}) if g = 1.

The next result can be shown to follow from Proposition 3.3 of [24].

Proposition 10 ([24]) Suppose A is a simple supersingular abelian variety of
dimension g over Fq.

(i) If q is a square, then e = 2 if and only if 2cA ∈ Xp.
(ii) If q is not a square, then e = 2 if and only if cA = 1 and g = 2.

Theorem 11 Suppose g and n are natural numbers and n is even. Then c = m
2

occurs as the cryptographic exponent of a simple supersingular abelian variety of
dimension g over Fpn if and only if m ∈ (Wg ∩Xp) ∪ (W2g −Xp).

Proof. If ζ is a primitive m-th root of unity, then
√
pnζ corresponds by The-

orem 2 to a simple supersingular abelian variety over Fpn of dimension d =
edeg(G)/2 = eϕ(m)/2. By Proposition 10(i), d = g if and only if m ∈ (Wg ∩
Xp) ∪ (W2g −Xp).

Theorem 12 Suppose g and n are natural numbers and n is odd. Then c oc-
curs as the cryptographic exponent of a simple supersingular abelian variety of
dimension g over Fpn if and only if c ∈ Kg(p).
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Proof. Suppose A is a simple supersingular abelian variety of dimension g over
Fq = Fpn with a q-Weil number π =

√
qζ with ζ a primitive m-th root of unity.

Then ϕ(cA) = [Q(π2) : Q]. We have 2g = e[Q(π) : Q] = e[Q(π) : Q(π2)][Q(π2) :
Q]. It follows from Lemma 2.6 of [24] that Q(π) = Q(π2) if and only if cA ∈ Vp.
It follows from Proposition 10(ii) that cA ∈ Kg(p). The converse follows by the
same reasoning.

For any given g and q, it is easy to work out from Theorems 11 and 12
exactly which values can occur as cryptographic exponents cA for g-dimensional
simple supersingular abelian varieties A over Fq, as is done in the following two
corollaries.

Corollary 13 If n is even, then the only possible cryptographic exponents cA
for simple supersingular abelian surfaces A over Fpn are the numbers of the form
m
2 with m ∈ {3, 4, 5, 6, 8, 10, 12}. For m ∈ {3, 4, 6}, m

2 occurs as a cA if and only
if p ≡ 1 (mod m), and for m ∈ {5, 8, 10, 12}, m

2 occurs as a cA if and only
if p 
≡ 1 (mod m). An analogous statement holds for 4-dimensional varieties,
with {3, 4, 6} and {5, 8, 10, 12} replaced by {5, 8, 10, 12} and {15, 16, 20, 24, 30},
respectively.

Corollary 14 If n is odd, then the exact sets of cryptographic exponents cA that
occur for simple supersingular abelian varieties A of dimension g over Fpn with
2 ≤ g ≤ 5 are given below.

(i) Suppose g = 2.

(a) cA ∈ {1, 3, 4, 6} if p ≥ 7;
(b) cA ∈ {1, 3, 4, 5, 6} if p = 5;
(c) cA ∈ {1, 3, 4} if p = 3;
(d) cA ∈ {1, 3, 6, 12} if p = 2.

(ii) Suppose g = 3.

(a) There does not exist such an A if
p 
= 3, 7;

(b) cA = 14 if p = 7;
(c) cA = 18 if p = 3.

(iii) Suppose g = 4.

(a) cA ∈ {5, 8, 10, 12} if p ≥ 7;
(b) cA ∈ {8, 10, 12, 15} if p = 5;
(c) cA ∈ {5, 8, 10, 12, 30} if p = 3;
(d) cA ∈ {5, 10, 20} if p = 2.

(iv) Suppose g = 5.

(a) There does not exist such an A if
p 
= 11;

(b) cA = 22 if p = 11.

Corollary 15 Suppose p is prime, n and g are odd natural numbers, and g > 1.

(i) If p 
≡ 3 (mod 4), then there does not exist a simple supersingular abelian
variety of dimension g over Fpn .

(ii) If p ≡ 3 (mod 4), and there exists a simple supersingular abelian variety of
dimension g over Fpn , then g = pb−1(p− 1)/2 for some natural number b.

Proof. Suppose there is a simple supersingular abelian variety A of dimension g
over Fpn . Since g > 1 is odd, we conclude from Theorem 12 that ϕ(cA) = 2g ≡ 2
(mod 4) and p | cA. This is only possible if cA = pb or 2pb, and p ≡ 3 (mod 4).
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Part 2: Optimal Supersingular Abelian Varieties

Definition 16 Suppose A is a supersingular abelian variety of dimension g over
Fq. We say that A is optimal if A is simple, and cA ≥ cB for every simple
supersingular abelian variety B of dimension g over Fq.

Optimal supersingular elliptic curves are well-known. The Jacobian of the
genus 2 curve y2 + y = x5 + x3 over F2 is optimal (cA = 12), and was given in
[9]. Recall that the genus of a curve is the same of the dimension of the Jacobian
variety of the curve.

The next two sections give two different constructions of families of exam-
ples of optimal supersingular abelian varieties. The first comes from taking a
piece of the Weil restriction of scalars of an elliptic curve. This construction has
the advantage of producing abelian varieties of dimensions 2, 3, 4, and 6 with
the largest security parameter possible for abelian varieties of that dimension,
namely 6, 6, 7.5, and 7, respectively. The best such examples occur in character-
istics 2 and 3, which gives a computational advantage. The second construction
comes from Jacobian varieties of superelliptic curves, and has the advantage of
giving a choice of infinitely many abelian varieties and characteristics.

5 A Subvariety of the Weil Restriction of Scalars

If k ⊂ k′ are finite fields, E is an elliptic curve over k, and Q ∈ E(k′), write
Trk′/kQ =

∑
σ∈Gal(k′/k) σ(Q). See the appendix for a proof of a generalization of

the following result.

Theorem 17 Suppose E is a supersingular elliptic curve over Fq, π is a q-Weil
number for E, and π is not a rational number. Fix r ∈ N with gcd(r, 2pcE) = 1.
Then there is a simple supersingular abelian variety A over Fq such that:

(i) dim(A) = ϕ(r);
(ii) for every primitive r-th root of unity ζ, πζ is a q-Weil number for A;
(iii) cA = rcE;
(iv) αA = r

ϕ(r)αE;
(v) there is a natural identification of A(Fq) with the subgroup of E(Fqr )

{Q ∈ E(Fqr ) : TrFqr/Fqr/�Q = O for every prime � | r}.

Abelian varieties of this form were considered by Frey in §3.2 of [6].

Remark 18 By Theorem 17(iii), A(Fq) has the same MOV security as E(Fqr ).
By Theorem 17(v), computation in A(Fq) is as efficient as computation in
E(Fqr ). The advantage of using A(Fq) is that (by Theorem 17(iv)) its secu-
rity parameter αA is higher than that of E(Fqr ) by a factor r/ϕ(r), so (for
example) it provides shorter signatures for the same security in the BLS short
signature scheme [3].
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Using E(Fqr ), a signature in the BLS scheme is the x-coordinate of a point
on the elliptic curve, which is an element of Fqr and therefore is r log2(q) bits.

Fixing a basis for Fqr over Fq, an element of Fqr can be viewed as a vector
with r coordinates in Fq. Using A(Fq) in the short signature scheme and identi-
fying it with a subgroup of E(Fqr ) as in Theorem 17(v), a signature will now be
only the first ϕ(r) coordinates of the x-coordinate of a point in E(Fqr ) (along
with a few extra bits to resolve an ambiguity that may arise), so the signature
is about ϕ(r) log2(q) bits. Thus, for signature generation there is no additional
computation required: just follow the algorithm in [3] to produce the x-coordinate
of a point in E(Fqr ), and drop the extra coordinates. However, for signature ver-
ification there is now an extra step: given a signature one must reconstruct the
missing coordinates to get the x-coordinate of a point in our subgroup of E(Fqr ),
and then follow the verification algorithm in [3]. For more information on this
extra verification step, see the examples below.

Theorem 17 can be applied in particular to the low dimensional cases where
the tuple (dim(A), p, r, cA) is (2, 2, 3, 12), (2, p > 3, 3, 6), (4, 2, 5, 20), (4, 3, 5, 30),
(6, 2, 9, 36), or (6, 3, 7, 42). Next we use Theorem 17 to give implementations in
the cases (4, 3, 5, 30) and (2, 2, 3, 12).

5.1 dim(A) = 4, p = 3

The largest security parameter for a 4-dimensional abelian variety is 7.5, and
this occurs only in characteristic 3.

When gcd(n, 6) = 1 there are exactly 2 isogeny classes of elliptic curves
over F3n with security parameter 6. Equations for a curve from each isogeny
class, along with one of its Weil numbers and its characteristic polynomial of
Frobenius, are given below, where ( 3

n ) denotes the Jacobi symbol, which is +1
if n ≡ ±1 (mod 12), and −1 if n ≡ ±5 (mod 12).

curve equation Weil number characteristic polynomial
E+
n y2 = x3 − x+ ( 3

n )
√

3ne7πi/6 Gn(x) = x2 + 3
n+1

2 x+ 3n

E−n y2 = x3 − x− ( 3
n )

√
3neπi/6 Hn(x) = x2 − 3

n+1
2 x+ 3n

By Theorem 11 there is no elliptic curve over F3n with security parameter 6
when n is even. If n is an odd multiple of 3 then there are again two isogeny
classes of curves with the same Weil numbers and characteristic polynomials as
in the above table, but with different curves E+

n and E−n .
Applying Theorem 17 to the elliptic curves E+

n and E−n over F3n with r = 5
produces 4-dimensional abelian varieties A+

n and A−n over F3n , described in the
following table.

Weil number characteristic polynomial
A+
n

√
3neπi/30 H5n(x5)/Gn(x)

A−n
√

3ne17πi/30 G5n(x5)/Hn(x)
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Write E for E±n and A for A±n . By Theorem 17(iv), αA = 5
4αE = 7.5. Using

the characteristic polynomials to compute #A(F3n) for various n, we find the
following sample values of n for which #A(F3n) is of a size suitable for cryp-
tographic applications, and has a large prime factor. Here the signature length
is 4 log2(3n) (see Remark 18), the DL security column contains log2(�) where �
is the largest prime dividing #A(F3n), and the MOV security column contains
log2(qcA) = log2(330n).

variety n signature length DL security MOV security
A+
n 15 95 95 713

A+
n 17 108 100 808

A+
n 19 120 112 903

A+
n 33 209 191 1569

A+
n 43 273 265 2045

Let k = F3n and k1 = F35n . As discussed in Remark 18, the extra computa-
tion required for signature verification amounts to solving the problem: given 4
of the 5 k-coordinates of x, where (x, y) ∈ E(k1) and Trk1/k(x, y) = O, compute
the fifth.

We next give an algorithm to do this. Suppose Q = (x, y) ∈ E(k1) and∑4
i=0 σ

i(Q) = O where σ generates Gal(k1/k). Then there is a function F on
E with zeros at the points σi(Q) for 0 ≤ i ≤ 4, a pole of order 5 at O, and
no other zeros or poles. Let g(z) =

∏4
i=0(z − σi(x)) ∈ k[z], and let X and Y

denote the coordinate functions on E. Then g(X) is a function on E with zeros
at ±σi(Q) for 0 ≤ i ≤ 4, a pole of order 10 at O, and no other zeros or poles.
Thus g(X) = FF̃ , where F̃ is F composed with multiplication by −1 on E.
Write F = f1(X) + f2(X)Y with f1(X), f2(X) ∈ k[X]. Since X has a double
pole at O and Y a triple pole, we have deg(f1) ≤ 2 and deg(f2) = 1. Setting
g(X) = f1(X)2 − Y 2f2(X)2 = f1(X)2 − (X3 − X ± 1)f2(X)2 gives equations
relating the coefficients of g, f1, and f2.

Suppose we know 4 of the 5 coordinates of x with respect to some fixed basis
of k1 over k, and let b ∈ k denote the missing coordinate. The coefficients of g are
polynomials in b with coefficients in k. Solving the above system of equations
for b reduces to computing the resultant of 2 polynomials in 2 variables, and
then finding the roots of a degree 9 polynomial in k[z]. (The extra bits in the
signature are used here in case the polynomial has more than one root.) This
extra verification step takes a few seconds on a desktop computer, using the
number theory software package KASH to compute the resultant and find its
roots, but this could be optimized by writing a dedicated program.

Remark 19 k-coordinates of x, An alternative way to generate a signature from
the point Q above is to take 4 of the 5 symmetric functions of x and its conjugates
(i.e., 4 of the 5 coefficients of the polynomial g), instead of taking 4 of the 5 k-
coordinates of x. It is computationally very fast to recover the missing coefficient
of g using the algorithm above. Then x can be computed by factoring g over k1.
In our experiments the method above, which works over k rather than k1, seems
to be more efficient.
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One could alternatively apply Theorem 17 with q = 3 and r = 5n and gain
an additional factor of n/ϕ(n) in the signature length. However, the verification
problem becomes harder.

5.2 dim(A) = 2, p = 2

The largest security parameter for an abelian surface is 6, and this occurs only
in characteristic 2.

When n is odd there are exactly 2 isogeny classes of elliptic curves over F2n

with αE = 4, namely those of y2 + y = x3 +x+1 and y2 + y = x3 +x. Applying
Theorem 17 with these curves and r = 3 produces two abelian surfaces A±n over
F2n with Weil number ±√2neπi/12 and characteristic polynomial of Frobenius

x4 ∓ 2
n+1

2 x3 + 2nx2 ∓ 2
3n+1

2 x+ 22n.

(One of these abelian varieties was given in [9] as the Jacobian of a hyperelliptic
curve.)

By Theorem 17(iv) (or directly from the definition), αA±
n

= 6. Using the
characteristic polynomials to compute #A±n (F2n) for various n, we find the
following sample values of n that are suitable for cryptographic applications.
Here the signature length is 2n.

variety n signature length DL security MOV security
A+ 43 86 82 516
A− 53 106 93 636
A+ 79 158 141 948
A+ 87 174 167 1044
A− 87 174 156 1044
A− 103 206 192 1236
A− 121 242 220 1452

As discussed in Remark 18, there is no extra computation required to gener-
ate short signatures using A±n , and the extra computation required for signature
verification amounts to solving the following problem: given two of the three F2n-
coordinates of a point in the subgroup of E±n (F23n) corresponding to A±n (F2n)
under Theorem 17(v), find the third coordinate. Using the method described
above in the case of p = 3, g = 4, and r = 5, in the present case the computation
reduces to taking one square root in F2n and solving one quadratic polynomial
over F2n . Taking square roots in a field of characteristic 2 is just a single expo-
nentiation, and solving a quadratic equation is not much harder. Neither of these
operations took measurable time on a desktop computer with the field F2103 .

6 Jacobian Varieties That Are Optimal
When q Is a Square

The next result gives families of examples of Jacobian varieties that are optimal.
They have the advantage of giving a choice of infinitely many field characteristics.
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Theorem 20 Suppose that a, b, n ∈ N have no common divisor greater than 1,
n is odd, and n+2− ((n, a)+ (n, b)+ (n, a+ b)) = ϕ(n). Let q be a prime power
congruent to −1 (mod n), and let F = Fq2 . For γ ∈ F ∗, let Cγ be the curve

yn = γxa(1− x)b

over F and write Aγ for its Jacobian variety. Then the dimension of Aγ is ϕ(n)/2
and Aγ is supersingular. If in addition γ generates F ∗ modulo n-th powers, then
Aγ is simple, cAγ = n, and Aγ(F ) is cyclic.

Proof. The dimension of Aγ is the genus of Cγ . The genus g of Cγ being ϕ(n)/2
follows from the fact that g is independent of γ, and the formula for the genus
of C±1 given on p. 55 of [4].

Since q ≡ −1 (mod n), Theorem 20.15 of [19] shows that the Frobenius
endomorphism of A1 is multiplication by −q. In particular, the characteristic
polynomial of Frobenius is (x+ q)2g, and A1 is supersingular. Since every Aγ is
isomorphic to A1 over the algebraic closure F̄ , every Aγ is supersingular.

The endomorphism ring End(Aγ) contains the group of n-th roots of unity
µn, where ξ ∈ µn acts on Cγ by sending (x, y) to (x, ξy). Fix an n-th root δ of
γ. Then δq

2
is also an n-th root of γ. Let ζ = γ(q2−1)/n = δq

2−1. Then ζn = 1,
so we can view ζ ∈ µn ⊂ End(Aγ). We have a commutative diagram

C1
φ1−−−−→ C1

λ

	 	λ′

Cγ
φγ−−−−→ Cγ

where φ1, φγ are the q2-power maps (x, y) �→ (xq
2
, yq

2
) of C1 and Cγ , respec-

tively, and λ, λ′ : C1 → Cγ are the isomorphisms (x, y) �→ (x, δy), (x, y) �→
(x, δq

2
y). Writing [φγ ], [λ′], etc. for the induced maps on A1 and Aγ , we noted

above that [φ1] = −q, and so the Frobenius endomorphism of Aγ is

[φγ ] = [λ′◦φ1◦λ−1] = [λ−1]◦[φ1]◦[λ′] = [λ−1]◦(−q)◦[λ′] = −q◦[λ′◦λ−1] = −ζq.

Suppose now that γ generates F ∗ modulo n-th powers. Then ζ is a primitive
n-th root of unity, and since n is odd, −ζ is a primitive 2n-th root of unity.
The characteristic polynomial P (x) of Frobenius on Aγ has degree 2g = ϕ(n) =
ϕ(2n), and has −ζq as a root, so P (x) =

∏
ξ(x − ξq), product over primitive

2n-th roots of unity ξ. Thus P (x) = qϕ(2n)Φ2n(x/q). Since Φ2n(x) is irreducible,
so is P (x). Therefore Aγ is simple and cA = n. By Theorem 1, Aγ(F ) is cyclic.
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Example 21 Suppose (g, n, a, b) is one of the following 4-tuples:

g n a b
3 9 3 1
4 15 5 3
6 21 7 3
9 27 9 1
10 33 11 3
�−1
2 � α β

where in the last row � is a prime, 1 ≤ α, β ≤ �−1, and α+β 
= �. Let q be a prime
power congruent to −1 (mod n), F = Fq2 , and γ a generator of F ∗ modulo n-th
powers. Let C be the curve yn = γxa(1 − x)b and A its Jacobian variety. Then
by Theorem 20, A is simple and supersingular, genus(C) = dim(A) = g, cA = n,
A(F ) is cyclic, and 2n is the smallest integer k such that #A(F ) divides qk− 1.
In the table, if g = 3, 4, 6, 9, 10, or if g > 3 and g is a prime of the form (�−1)/2,
then 2n is the largest element of W2g, so A is optimal. Optimal examples with
g = 1 and 5 are obtained by taking � = 3 and 11 in the last row, and non-optimal
examples with g = 2 and 3 by taking � = 5 and 7 in the last row.

7 Security

Proofs of security for cryptosystems based on elliptic curves rely on the difficulty
of some problem (EC Diffie-Hellman and/or Weil Diffie-Hellman, for the systems
in [18,15,2,3,22]). These hard problems generalize to abelian varieties, where
they are also believed to be hard. However, we note some additional security
considerations.

Allowing the cryptographic exponent cA to take half-integer values when q
is a square means that cA correctly captures the MOV security of the variety.
For example, for every prime p there is a supersingular elliptic curve E over Fp2
such that cA = 1

2 , by Theorem 11. By Theorem 1, E(Fp2) ∼= (Z/(p− 1)Z)2, and
the smallest field in which the Weil and Tate pairings take their values is Fp.
Therefore, solving the DL problem in F∗p will break cryptographic schemes that
base their security on the difficulty of solving the DL problem in a subgroup of
E(Fp2). In other words, the MOV security here really comes from Fp, and not
Fq. Theorem 7 says that in general the MOV security comes from a field of size
qcA .

It follows from Theorem 8 that in the special case where A is an elliptic curve,
q is not a square, and Q is a point in A(Fq) of large order, the cryptographic
exponent cA coincides with the “security multiplier” for Q that was defined in
[3].

Abelian varieties that are Jacobians of hyperelliptic curves over a finite field
whose size is small compared to the curve’s genus are considered to be weak
for use in cryptography, due to attacks in [1,11]. The examples coming from
§5 do not appear in general to be Jacobians of curves. The examples in §6 are
Jacobians, but outside of the cases equivalent to the a = b = 1 case they do not
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appear to be Jacobians of hyperelliptic curves. In any case, these attacks do not
apply to abelian varieties of small dimension.

Weil descent attacks [12,10] have been carried out for certain elliptic curves
over binary fields. In these attacks one starts with an elliptic curve over Fqr and
takes its Weil restriction of scalars down to Fq. This is an abelian variety B of
dimension r over Fq. The attack proceeds by looking for a hyperelliptic curve
whose Jacobian variety is related to B, solving the DL problem for this Jacobian
variety, and using it to solve the DL problem for the original elliptic curve. For
an abelian variety A produced by Theorem 17 from an elliptic curve E, we have
A(Fq) ⊆ E(Fqr ). It is tempting to try to break the associated cryptosystems
by solving the DL problem on E(Fqr ) using Weil descent. However, the Weil
descent attack replaces (the subfield curve) E by its Weil restriction of scalars
from Fqr to Fq, which has A as a large simple factor, so we are back where
we started. In addition, it is not known how to carry out Weil descent attacks
except when p = 2 and dim(A) ≥ 4, and the most important applications of
Theorem 17 (the examples in §5) have either p = 3 and dim(A) = 4, or p = 2
and dim(A) = 2. For these examples, one could ask whether there is an efficient
way to find hyperelliptic curves, if they exist, whose Jacobians are related to
the given abelian variety in a helpful way. This is likely to be a hard problem in
general. Its analogue in characteristic zero would solve a long-standing problem
by producing a sequence of elliptic curves of unbounded rank.
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Appendix

In this appendix we will state and prove a more general version (Theorem 24
below) of Theorem 17.

Write Res(f, g) for the resultant of two polynomials f and g.

Lemma 22 Suppose a, b, c are pairwise relatively prime integers. Then there are
g1(x), g2(x) ∈ Z[x] such that

g1(x)
∏

a|d|abc
Φd(x) + g2(x)

∏
b|d|abc

Φd(x) =
∏

ab|d|abc
Φd(x).

Proof. Let f1(x) =
∏
a|d|abc,b�d Φd(x) and f2(x) =

∏
b|d|abc,a�d Φd(x). If ηi is a

root of fi for i = 1 and 2, then η1/η2 is a root of unity of order divisible by both
a prime divisor of a and a prime divisor of b. Hence η1/η2 − 1 is a (cyclotomic)
unit in the ring of algebraic integers. Therefore Res(f1, f2), an integer which
is the product of the differences of the roots of f1 and the roots of f2, is ±1.
By Proposition 9 in §3.5 of [5], there are g1, g2 ∈ Z[x] such that g1(x)f1(x) +
g2(x)f2(x) = Res(f1, f2).

Lemma 23 Suppose M is a square matrix over a field F with characteristic
polynomial fM , and g(x) ∈ F [x]. Then det(g(M)) = Res(g, fM ).

Proof. This is clear if M is upper-triangular. To obtain the general case, replace
F by its algebraic closure and upper-triangularize M .

Recall the notation e from Theorem 1.

Theorem 24 Suppose E is a supersingular abelian variety over Fq with e = 1.
Fix r ∈ N such that gcd(r, 2pcE) = 1. Then there is a simple supersingular
abelian variety A over Fq such that:
(i) dim(A) = ϕ(r) dim(E);
(ii) if π is a q-Weil number for E, then πζ is a q-Weil number for A for every

primitive r-th root of unity ζ;
(iii) cA = rcE ;
(iv) αA = r

ϕ(r)αE ;
(v) there is a natural identification of A(Fq) with the subgroup of E(Fqr )

{Q ∈ E(Fqr ) : TrFqr/Fqr/�Q = O for every prime � | r}.

Proof. Let Ω be the set of q-Weil numbers for E , and d = dim(E). Since e = 1,
the characteristic polynomial of the Frobenius endomorphism φE on E is PE(x) =∏
π∈Ω(x− π).
Let k = Fq and k1 = Fqr , and let B denote the Weil restriction of scalars

(§1.3 of [23]) of E from k1 to k. Then B is an rd-dimensional abelian variety
defined over k, there is a natural isomorphism

B(k) ∼= E(k1), (1)
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and PB(x) =
∏
π∈Ω(xr − πr) is the characteristic polynomial of the Frobenius

endomorphism on B over k. Fix a π ∈ Ω and a primitive r-th root of unity ζ.
Then PB(πζ) = 0, so B has a simple supersingular abelian subvariety A with
πζ as a q-Weil number. We will show that the conclusions of the theorem hold
for A.

Assertion (iii) holds by Definition 3. By Proposition 10 and the fact that
p � r, e = 1 for A. Thus, 2 dim(A) = [Q(πζ) : Q]. Since gcd(r, 2pcE) = 1 we have
Q(ζ) ∩Q(π) = Q, so [Q(πζ) : Q] = [Q(π) : Q][Q(ζ) : Q] = 2 dim(E)ϕ(r). This
proves (i), and (ii) and (iv) follow. The isomorphism (1) identifies A(k) with a
subgroup of E(k1), and it remains only to determine this subgroup.

If � is a prime divisor of r, write r = �im with � � m, let k� = Fqr/� , and let
h�(x) =

∏
d|m Φ�id(x) = (xr − 1)/(xr/� − 1). Let

T = {Q ∈ E(k1) : Trk1/k�
Q = O for every prime � | r} = ∩�|r ker(h�(φE)).

Applying Lemma 22 inductively one can show that there are γ�(x) ∈ Z[x] such
that

∑
�|r γ�(x)h�(x) = Φr(x). It follows that T = ker(Φr(φE)). Since φE is

(purely) inseparable (see Proposition II.2.11 of [20]), it follows that Φr(φE) is
separable (its action on the space of differential forms on E is Φr(0) 
≡ 0 (mod p);
see Proposition II.4.2(c) of [20]). By Theorem III.4.10(c) of [20], #T is the degree
of the endomorphism Φr(φE).

Applying Lemma 23 to the matrix ME giving the action of φE on the �-adic
Tate module of E for some prime � 
= p shows that

#T = deg(Φr(φE)) = det(Φr(ME))

= Res(Φr, PE) =
∏

Φr(η)=0

PE(η) = PA(1) = #A(k).

If E(k1) is cyclic, it follows that the isomorphism (1) identifies A(k) with T .
In the special cases where E(k1) is not cyclic (Theorem 1(iii)) one can show that
#A(k) = PA(1) is odd, and since the odd part of E(k1) is always cyclic, (1)
identifies A(k) with T in this case also.
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Abstract. We describe fast new algorithms to implement recent crypto-
systems based on the Tate pairing. In particular, our techniques improve
pairing evaluation speed by a factor of about 55 compared to previously
known methods in characteristic 3, and attain performance comparable
to that of RSA in larger characteristics. We also propose faster algorithms
for scalar multiplication in characteristic 3 and square root extraction
over Fpm , the latter technique being also useful in contexts other than
that of pairing-based cryptography.

1 Introduction

The recent discovery [11] of groups where the Decision Diffie-Hellman (DDH)
problem is easy while the Computational Diffie-Hellman (CDH) problem is hard,
and the subsequent definition of a new class of problems variously called the
Gap Diffie-Hellman [11], Bilinear Diffie-Hellman [2], or Tate-Diffie-Hellman [6]
class, has given rise to the development of a new, ever expanding family of
cryptosystems based on pairings, such as:

– Short signatures [3].
– Identity-based encryption and escrow ElGamal encryption [2].
– Identity-based authenticated key agreement [29].
– Identity-based signature schemes [8,22,24].
– Tripartite Diffie-Hellman [10].
– Self-blindable credentials [33].

The growing interest and active research in this branch of cryptography has
led to new analyses of the associated security properties and to extensions to
more general (e.g. hyperelliptic and superelliptic) algebraic curves [6,23].

However, a central operation in these systems is computing a bilinear pairing
(e.g. the Weil or the Tate pairing), which are computationally expensive. More-
over, it is often the case that curves over fields of characteristic 3 are used to
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achieve the best possible ratio between security level and space requirements for
supersingular curves, but such curves have received considerably less attention
than their even or (large) prime characteristic counterparts. Our goal is to make
such systems entirely practical and contribute to fill the theoretical gap in the
study of the underlying family of curves, and to this end we propose several
efficient algorithms for the arithmetic operations involved.

The contributions of this paper are:

– The definition of point tripling for supersingular elliptic curves over F3m , that
is, over fields of characteristic 3. A point tripling operation can be done in
O(m) steps (or essentially for free in hardware), as opposed to conventional
point doubling that takes O(m2) steps. Furthermore, a faster point addition
algorithm is proposed for normal basis representation. These operations lead
to a noticeably faster scalar multiplication algorithm in characteristic 3.

– An algorithm to compute square roots over Fpm in O(m2 logm) steps, where
m is odd and p ≡ 3 (mod 4) or p ≡ 5 (mod 8). The best previously known al-
gorithms for square root extraction under these conditions take O(m3) steps.
This operation is important for the point compression technique, whereby a
curve point P = (x, y) is represented by its x coordinate and one bit of its y
coordinate, and its usefulness transcends pairing-based cryptography.

– A deterministic variant of Miller’s algorithm to compute the Tate pairing
that avoids many irrelevant operations present in the conventional algorithm
whenever one of the pairing’s arguments is restricted to a base field (as
opposed to having both in an extension field). Besides, in characteristics 2
and 3 both the underlying scalar multiplication and the final powering in
the Tate pairing experience a complexity reduction from O(m3) to O(m2)
steps.

All of these improvements are very practical and result in surprisingly faster
implementations. Independent results on this topic have been obtained by Gal-
braith, Harrison and Soldera, and are reported in [7]; in particular, they provide
a very clear and nice description of the Tate pairing.

This paper is organized as follows. Section 2 summarizes the mathematical
concepts we will use in the remainder of the paper. Section 3 describes point
tripling and derives a fast scalar multiplication algorithm for characteristic 3.
Section 4 introduces a fast method to compute square roots that works for half
of all finite fields, and an extension to half of the remaining cases. Section 5
presents our improvements for Tate pairing computation. Section 6 discusses
experimental results. We conclude in section 7.

2 Mathematical Preliminaries

Let p be a prime number, m a positive integer and Fpm the finite field with
pm elements; p is said to be the characteristic of Fpm , and m is its extension
degree. We simply write Fq with q = pm when the characteristic or the extension
degree are known from the context or irrelevant for the discussion. We also write
F∗q ≡ Fq −{0}.
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Table 1. Some cryptographically interesting supersingular elliptic curves.

curve equation underlying field curve order k

E1,b : y2 = x3 + (1− b)x + b, b ∈ {0, 1} Fp p + 1 2
E2,b : y2 + y = x3 + x + b, b ∈ {0, 1} F2m 2m + 1± 2(m+1)/2 4
E3,b : y2 = x3 − x + b, b ∈ {−1, 1} F3m 3m + 1± 3(m+1)/2 6

An elliptic curve E(Fq) is the set of solutions (x, y) over Fq to an equation of
form E : y2 +a1xy+a3y = x3 +a2x

2 +a4x+a6, where ai ∈ Fq, together with an
additional point at infinity, denoted O. The same equation defines curves over
Fqk for k > 0.

There exists an abelian group law on E. Explicit formulas for computing the
coordinates of a point P3 = P1 +P2 from the coordinates of P1 and P2 are given
in [27, algorithm 2.3]; we shall present in section 3 a subset of those formulas.

The number of points of an elliptic curveE(Fq), denoted #E(Fq), is called the
order of the curve over the field Fq. The Hasse bound states that #E(Fq) = q+
1−t, where |t| � 2

√
q. The quantity t is called the trace of Frobenius (for brevity,

we will call it simply ‘trace’). Of particular interest to us are supersingular curves,
which are curves whose trace t is a multiple of the characteristic p.

Let n = #E(Fq). The order of a point P ∈ E is the least nonzero integer
r such that rP = O. The set of all points of order r in E is denoted E[r], or
E(K)[r] to stress the particular subgroup E(K) for a field K. The order of a
point always divides the curve order. It follows that 〈P 〉 is a subgroup of E[r],
which in turn is a subgroup of E[n].

Let P be a point on E of prime order r where r2 � n. The subgroup 〈P 〉 is
said to have security multiplier k for some k > 0 if r | qk − 1 and r � qs − 1 for
any 0 < s < k. If E is supersingular, the value of k is bounded by k � 6 [16].
This bound is attained in characteristic 3 but not in characteristic 2, where the
maximum achievable value is k = 4 [15, section 5.2.2].

The group E(Fq) is (isomorphic to) a subgroup of E(Fqk). Let P ∈ E(Fq) be
a point of order r such that 〈P 〉 has security multiplier k. Then E(Fqk) contains
a point Q of the same order r but linearly independent of P .

We will consider in detail the curves listed in table 1, where k is the security
multiplier, both m and p are prime numbers, and either p ≡ 2 (mod 3) or p ≡ 3
(mod 4). The curve orders are explicitly computed in [15, section 5.2.2].

For our purposes, a divisor is a formal sum of points on the curve E(Fqm),
m > 0. The degree of a divisor A =

∑
P aP (P ) is the sum

∑
P aP . An abelian

group structure is imposed on the set of divisors by the addition of corresponding
coefficients in their formal sums; in particular, nA =

∑
P (naP )(P ).

Let f : E(Fqk)→ Fqk be a function on the curve and let A =
∑
P aP (P ) be a

divisor of degree 0. We define f(A) ≡∏P f(P )aP . Note that, since
∑
P aP = 0,

f(A) = (cf)(A) for any factor c ∈ F∗qk . The divisor of a function f is (f) ≡∑
P ordP (f)(P ) where ordP (f) is the order of the zero or pole of f at P (if f

has no zero or pole at P , then ordP (f) = 0). A divisor A is called principal if
A = (f) for some function (f). It is known [15, theorem 2.25] that a divisor A =∑
P aP (P ) is principal if and only if the degree of A is zero and

∑
P aPP = O.
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Two divisors A and B are equivalent, and we write A ∼ B, if their difference
A−B is a principal divisor. Let P ∈ E[n] where n is coprime to q, and let AP be
a divisor equivalent to (P )− (O); under these circumstances the divisor nAP is
principal, and hence there is a function fP such that (fP ) = nAP = n(P )−n(O).

Let � be a natural number coprime to q. The Tate pairing of order � is the
map e� : E(Fq)[�] × E(Fqk)[�] → F∗qk defined1 as e�(P,Q) = fP (AQ)(q

k−1)/�. It
satisfies the following properties:

– (Bilinearity) e�(P1 + P2, Q) = e�(P1, Q) · e�(P2, Q) and e�(P,Q1 + Q2) =
e�(P,Q1)·e�(P,Q2) for all P, P1, P2 ∈ E(Fq)[�] and all Q,Q1, Q2 ∈ E(Fqk)[�].
It follows that e�(aP,Q) = e�(P, aQ) = e�(P,Q)a for all a ∈ Z.

– (Non-degeneracy) If e�(P,Q) = 1 for all Q ∈ E(Fqk)[�], then P = O. Alter-
natively, for each P �= O there exists Q ∈ E(Fqk)[�] such that e�(P,Q) �= 1.

– (Compatibility) Let � = h�′. If P ∈ E(Fq)[�] and Q ∈ E(Fqk)[�′], then
e�′(hP,Q) = e�(P,Q)h.

Notice that, because P ∈ E(Fq), fP is a rational function with coefficients in Fq.

3 Scalar Multiplication in Characteristic 3

Arithmetic on the curve E3,b is performed according to the following rules. Let
P1 = (x1, y1), P2 = (x2, y2), P3 = P1 + P2 = (x3, y3). By definition, −O = O,
−P1 = (x1,−y1), P1 +O = O + P1 = P1. Furthermore,

P1 = −P2 ⇒ P3 = O.

P1 = P2 ⇒ λ ≡ 1/y1, x3 = x1 + λ2, y3 = −(y1 + λ3).

P1 �= −P2, P2 ⇒ λ ≡ y2 − y1
x2 − x1

, x3 = λ2 − (x1 + x2), y3 = y1 + y2 − λ3.

These rules in turn give rise to the double-and-add method to compute scalar
multiples V = kP , k ∈ Z. Let the binary representation of k > 0 be k =
(kt . . . k1k0)2 where ki ∈ {0, 1} and kt �= 0. Computation of V = kP ≡ P + P +
· · ·+ P (with k terms) proceeds as follows.

Double-and-add scalar multiplication:

set V ← P
for i← t− 1, t− 2, . . . , 1, 0 do {

set V ← 2V
if ki = 1 then set V ← V + P

}
return V

1 This definition differs from those given in [5,6] in that we restrict the first argument
of e� to E(Fq)[�] and the second argument to E(Fqk )[�] instead of E(Fqk )[�] and
E(Fqk )/�E(Fqk ) respectively, and we raise fP (AQ) to the power (qk − 1)/�, so that
e� maps to certain uniquely determined coset representatives. However, our definition
keeps the properties listed above unchanged, and captures the essential properties
needed in practice for cryptographical purposes.
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By extension, one defines 0P = O and (−k)P = k(−P ) = −(kP ).
Several improvements to this basic algorithm are well known [1,17]. However,

one can do much better than this, as we will now see.

3.1 Point Tripling

In characteristic 3, point tripling for the supersingular curve E3,b can be done in
time O(m) in polynomial basis, or simply O(1) in hardware using normal basis.
Indeed, since the cubing operation is linear in characteristic 3, given P = (x, y)
one computes 3P = (x3, y3) with the formulas:

x3 = (x3)3 − b
y3 = −(y3)3

These formulas are derived from the basic arithmetic formulas above in a
straightforward way.

The linearity of point tripling corresponds to that of point doubling for super-
singular curves in characteristic 2, as discovered by Menezes and Vanstone [18],
and it leads to a triple-and-add scalar multiplication algorithm much faster
than the double-and-add method. Let the signed ternary representation of k
be k = (kt . . . k1k0)2 where ki ∈ {−1, 0, 1} and kt �= 0. Computation of V = kP
proceeds as follows.

Triple-and-add scalar multiplication:

set V ← P if kt = 1, or V ← −P if kt = −1
for i← t− 1, t− 2, . . . , 1, 0 do {

set V ← 3V
if ki = 1 then set V ← V + P
if ki = −1 then set V ← V − P

}
return V

Obviously, the same advanced techniques used for the double-and-add method
can be easily applied to triple-and-add.

3.2 Projective Coordinates

Koblitz [12] describes a method to add curve points in characteristic 3 in pro-
jective coordinates with 10 multiplications. Actually, point addition can be done
with only 9 multiplications. Let P1 = (x1, y1, z1), P2 = (x2, y2, 1); one computes
P3 = P1 + P2 = (x3, y3, z3) as:

A← x2z1 − x1, B ← y2z1 − y1, C ← A3, D ← C − z1B2,

x3 ← x1C −AD, y3 ← BD − y1C, z3 ← z1C.

To recover P3 in affine coordinates one just sets P3 = (x3/z3, y3/z3). This
involves one single inversion, which is usually only performed at the end of a
scalar multiplication.
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4 Square Root Extraction

One can use the elliptic curve equation E : y2 = f(x) over Fq, where f(x) is a
cubic polynomial, to obtain a compact representation of curve points. The idea
is to use a single bit from the ordinate y as a selector2 between the two solutions
of the equation y2 = f(x) for a given x.

In a finite field Fpm where p ≡ 3 (mod 4) and odd m, the best algorithm
known [4,17] to compute a square root executes O(m3), or more precisely
O(m3 log p), Fp operations. By that method, a solution of x2 = a is given by
x = a(pm+1)/4, assuming a is a quadratic residue.

We first notice that, if m = 2k + 1 for some k:

pm + 1
4

=
p+ 1

4

[
p(p− 1)

k−1∑
i=0

(p2)i + 1

]
,

so that
a(pm+1)/4 = [(a

∑k−1
i=0 (p2)i)p(p−1) · a](p+1)/4.

These relations can be verified by straightforward induction. The quantity
a

∑k−1
i=0 u

i

where u = p2 can be efficiently computed in an analogous fashion to
Itoh-Teechai-Tsujii inversion [9], based on the Frobenius map in characteristic p:

a1+u+···+uk−1
=

{
(a1+u+···+u�k/2�−1

) · (a1+u+···+u�k/2�−1
)u

�k/2�
, k even,

((a1+u+···+u�k/2�−1
) · (a1+u+···+u�k/2�−1

)u
�k/2�

)u · a, k odd.

Notice that raising to a power of p is a linear operation in characteristic p
(and almost for free in normal basis representation). It can be easily verified
by induction that this method requires �lg k� + ω(k) − 1 field multiplications,
where ω(k) is the Hamming weight of the binary representation of k. Additional
O(log p) multiplications are needed to complete the square root evaluation due
to the extra multiplication by a and to the raisings to p − 1 and (p + 1)/4,
which can be done with a conventional exponentiation algorithm3. The overall
cost is O(m2(logm + log p)) Fp operations to compute a square root. If the
characteristic p is fixed and small compared to m, the complexity is simply
O(m2 logm) Fp operations.

Similar recurrence relations hold for a variant of Atkin’s algorithm [21, sec-
tion A.2.5] for computing square roots in Fpm when p ≡ 5 (mod 8) and odd
m, with the same O(m2(logm + log p)) complexity. The details are left to the
reader.
2 In certain cryptographic applications one can simply discard y. This happens, for

instance, in BLS signatures [3], where one only keeps the abscissa x as signature
representative. Notice that one could discard the ordinates of public keys as well
without affecting the security level.

3 If p is large, it may be advantageous to compute zp−1 as zp/z, trading O(log p)
multiplications by one inversion.
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The general case is unfortunately not so easy. Neither the Tonelli-Shanks
algorithm [4] nor Lehmer’s algorithm [21, section A.2.5] can benefit entirely
from the above technique, although partial improvements that don’t change the
overall complexity are possible.

The above improvements are useful not only for pairing-based cryptosystems,
but for more conventional schemes as well (see e.g. [12, section 6]).

5 Computing the Tate Pairing

In this section we propose several improvements to Miller’s algorithm [19] for
computing the Tate pairing in the cases of cryptographical interest. Let P ∈
E(Fq)[�] and Q ∈ E(Fqk)[�] be linearly independent points, and let n ≡ #E(Fq).
As we saw in section 2, the Tate pairing is defined as e�(P,Q) = fP (AQ)(q

k−1)/�,
where AQ ∼ (Q)−(O) and (fP ) = �(P )−�(O). Computation of the Tate pairing
is helped by the following observations.

Lemma 1. The value q − 1 is a factor of (qk − 1)/r for any factor r of n for a
supersingular elliptic curve over Fq with security multiplier k > 1.

Proof. Since F∗q is a multiplicative subgroup of F∗qk , it follows that # F∗q |# F∗qk ,
i.e. q−1 | qk−1. On the other hand, it is known [15, section 5.2.2] that the order
n of a supersingular curve with security multiplier k > 1 does not divide q − 1,
and hence no factor r of n does. Therefore (qk−1)/r contains a factor q−1. 
�

Theorem 1. Let r be a factor of n. As long as k > 1, er(P,Q) = fP (Q)(q
k−1)/r

for Q �= O.

Proof. Suppose R �∈ {O,−P} is some point on the curve. Let f ′P be a function
with divisor (f ′P ) = r(P + R) − r(R) ∼ (fP ), so that er(P,Q) = f ′P ((Q) −
(O))(q

k−1)/r. Since P has coordinates in Fp, and because f ′P does not have a zero
or pole at O, we know that f ′P (O) ∈ F∗q . Thus f ′P ((Q) − (O)) = f ′P (Q)/f ′P (O).
By Fermat’s Little Theorem for finite fields [13, lemma 2.3], f ′P (O)q−1 = 1.
Lemma 1 then ensures that f ′P (O)(q

k−1)/r = 1. Hence, f ′P (O) is an irrelevant
factor and can be omitted from the Tate pairing computation, i.e. er(P,Q) =
f ′P (Q)(q

k−1)/r. Now consider P,Q to be fixed and R to be variable. Since the
above statement holds for all R �∈ {O,−P} we have that f ′P (Q) is a constant
when viewed as a function of R, coinciding with the value of fP (Q). Therefore,
er(P,Q) = fP (Q)(q

k−1)/r. 
�

Corollary 1. One can freely multiply or divide fP (Q) by any nonzero Fq factor
without affecting the pairing value.

The above corollary is not the same property that enables one to replace
(f) by (cf); in particular, it does not hold for the Weil pairing. Notice that the
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special case Q = O where the theorem does not apply is trivially handled, since
then er(P,Q) = 1.

In the next theorem, for each pair U, V ∈ E(Fq) we define gU,V : E(Fqk) →
Fqk to be (the equation of) the line through points U and V (if U = V , then
gU,V is the tangent to the curve at U , and if either one of U, V is the point at
infinity O, then gU,V is the vertical line at the other point). The shorthand gU
stands for gU,−U : if U = (u, v) and Q = (x, y), then gU (Q) = x− u.
Theorem 2 (Miller’s formula). Let P be a point on E(Fq) and fc be a func-
tion with divisor (fc) = c(P ) − (cP ) − (c − 1)(O), c ∈ Z. For all a, b ∈ Z,
fa+b(Q) = fa(Q) · fb(Q) · gaP,bP (Q)/g(a+b)P (Q).

Proof. The divisors of the line functions satisfy:

(gaP,bP ) = (aP ) + (bP )− (−(a+ b)P )− 3(O),
(g(a+b)P ) = ((a+ b)P ) + (−(a+ b)P )− 2(O).

Hence, (gaP,bP )−(g(a+b)P ) = (aP )+(bP )−((a+b)P )−(O). From the definition
of fc we see that:

(fa+b) = (a+ b)(P )− ((a+ b)P )− (a+ b− 1)(O)
= a(P )− (aP )− (a− 1)(O)
+ b(P )− (bP )− (b− 1)(O)
+ (aP ) + (bP )− ((a+ b)P )− (O)
= (fa) + (fb) + (gaP,bP )− (g(a+b)P ).

Therefore fa+b(Q) = fa(Q) · fb(Q) · gaP,bP (Q) / g(a+b)P (Q). 
�
Notice that (f0) = (f1) = 0, so that f0(Q) = f1(Q) = 1. Furthermore, fa+1(Q) =
fa(Q) · gaP,P (Q)/g(a+1)P (Q) and f2a(Q) = fa(Q)2 · gaP,aP (Q)/g2aP (Q).

Let the binary representation of � � 0 be � = (�t, . . . , �1, �0) where �i ∈ {0, 1}
and �t �= 0. Miller’s algorithm computes fP (Q) = f�(Q), Q �= O by coupling the
above formulas with the double-and-add method to calculate �P :

Miller’s algorithm:

set f ← 1 and V ← P
for i← t− 1, t− 2, . . . , 1, 0 do {

set f ← f2 · gV,V (Q)/g2V (Q) and V ← 2V
if �i = 1 then set f ← f · gV,P (Q)/gV+P (Q) and V ← V + P

}
return f

5.1 Irrelevant Denominators

We will now show that, when computing en(P, φ(Q)) where Q ∈ E(Fq) and
where φ is a distortion map [32], the g2V and gV+P denominators in Miller’s
algorithm can be discarded. The choice of parameters is important, and is sum-
marized in table 2. Notice that there is no entry for E1,1.
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Table 2. Choice of distortion maps.

curve underlying field distortion map conditions
(see table 1)

E1,0 Fp, p > 3 φ1(x, y) = (−x, iy) i ∈ Fp2 ,
i2 = −1

E2,b, b ∈ {0, 1} F2m φ2(x, y) = (x + s2, y + sx + t) s, t ∈ F24m ,
s4 + s = 0,

t2 + t + s6 + s2 = 0
E3,b, b ∈ {−1, 1} F3m φ3(x, y) = (−x + rb, iy) rb, i ∈ F36m

r3
b − rb − b = 0,

i2 = −1

Theorem 3. With the settings listed in table 2, the denominators in Miller’s
formula can be discarded altogether without changing the value of en(P,Q).

Proof. We will show that the denominators become unity at the final powering
in the Tate pairing.

– (Characteristic 2) Let q ≡ 2m. From the defining condition s4 = s it follows
by induction that s4

t

= s for all t � 0; in particular, sq
2

= s2
2m

= s,
and hence (s2)q

2
= s2. The denominators in Miller’s formula have the form

gU (φ(Q)) ≡ x + s2 + c, where x ∈ Fq is the abscissa of Q and c ∈ Fq,
so that xq

2
= x and cq

2
= c. Hence, gU (φ(Q))q

2
= xq

2
+ (s2)q

2
+ cq

2
=

x+ s2 + c = gU (φ(Q)), using the linearity of raising to powers of q in Fq. It
follows that gU (φ(Q))q

2−1 = 1. Now the exponent of the final powering in
the Tate pairing has the form z = (q4 − 1)/n = (q + 1 ± √2q)(q2 − 1), i.e.
q2 − 1 | z. Therefore, gU (φ(Q))z = 1.

– (Characteristic 3) Let q ≡ 3m. From the defining condition r3b − rb − b = 0
it follows by induction that r3

t

b = rb + b(t mod 3) for all t � 0; in particu-
lar, rq

3

b = r3
3m

b = rb. The denominators in Miller’s formula have the form
gU (φ(Q)) ≡ rb−x− c, where x ∈ Fq is the abscissa of Q and c ∈ Fq, so that
xq

t

= x and cq
t

= c for all t � 0. Hence, gU (φ(Q))q
3

= rq
3

b − xq
3 − cq3 =

rb − x− c = gU (φ(Q)), using the linearity of raising to powers of q in Fq. It
follows that gU (φ(Q))q

3−1 = 1. Now the exponent of the final powering in
the Tate pairing has the form z = (q6− 1)/n = (q+ 1±√3q)(q3− 1)(q+ 1),
i.e. q3 − 1 | z. Therefore, gU (φ(Q))z = 1.

– (Characteristic p > 3) The denominators in Miller’s formula have the form
gU (φ(Q)) ≡ −x − c, where x ∈ Fp is the abscissa of Q and c ∈ Fp. Hence,
gU (φ(Q))p = −xp − cp = −x − c = gU (φ(Q)), using the linearity of raising
to p in Fp. It follows that gU (φ(Q))p−1 = 1. Now the exponent of final
powering in the Tate pairing is precisely z = (p2 − 1)/n = p− 1. Therefore,
gU (φ(Q))z = 1. 
�
One can alternatively couple the evaluation of fn with the more efficient

triple-and-add method in characteristic 3. To this end one needs a recursive
formula for f3a(Q), which is easy to obtain from Miller’s formula: the divisor of
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f3a is (f3a) = 3(fa) + (gaP,aP ) + (g2aP,aP ) − (g2aP ) − (g3aP ), hence discarding
the irrelevant denominators one obtains:

f3b(Q) = f3
b (Q) · gaP,aP (Q) · g2aP,aP (Q).

Notice that it is not necessary to actually compute 2aP , because the coeffi-
cients of g2aP,aP can be obtained from aP and 3aP .

In characteristic 3, the tripling formula is by itself more efficient than the
doubling formula, since the squaring operation, which takes O(m2) time, is re-
placed by cubing, which has only linear complexity at most; besides, it is invoked
only a fraction log3 2 times compared to the doubling case. Furthermore, for the
Tate pairing of order n = (3(m−1)/2 ± 1)3(m+1)/2 + 1 the contribution of the
underlying scalar multiplication to the complexity of Miller’s algorithm is only
O(m2) instead of O(m3), as it involves only two additions or one addition and
one subtraction. An analogous observation holds for supersingular elliptic curves
in characteristic 2.

An interesting observation is that, even if Miller’s algorithm computes fr(Q)
for r |n, it is often the case that a technique similar to that used for square root
extraction can be applied, reducing the number of point additions or subtractions
from O(m) down to O(logm). However, we won’t elaborate on this possibility,
as the above choice is clearly faster.

5.2 Choice of the Subgroup Order

Pairing evaluation over fields Fp2 of general characteristic (as used, for instance,
in the Boneh-Franklin identity-based cryptosystem [2]) with Miller’s algorithm
can benefit from the above observations with a careful choice of parameters,
particularly the size q of the subfield where calculations are performed. Instead of
choosing a random subfield prime, use a Solinas prime [30] of form q = 2α±2β±1
(it is always possible to find such primes for practical subgroup sizes), since
qP = (2β(2α−β ± 1) ± 1)P involves only two additions or subtractions plus α
doublings.

5.3 Speeding up the Final Powering

Evaluation of the Tate pairing en(P,Q), where n ≡ #E(Fpm), includes a final
raising to the power of (pkm−1)/n. The powering is usually computed in O(m3)
steps. However, this exponent shows a rather periodical structure in base p. One
can exploit this property in a fashion similar to the square root algorithm of
section 4, reducing the computational effort to O(m2 logm) steps. As it turns
out, it is actually possible to compute the power in only O(m2) steps, by carefully
exploiting the structure of the exponent. Details of this process are given in
appendix A.2.



364 Paulo S.L.M. Barreto et al.

5.4 Fixed-Base Pairing Precomputation

Actual pairing-based cryptosystems often need to compute pairings en(P,Q)
where P is either fixed (e.g. the base point on the curve) or used repeatedly (e.g.
a public key). In these cases, the underlying scalar multiplication in Miller’s
algorithm can be executed only once to precompute the coefficients of the line
functions gU (Q). The speedup resulting from this technique is more prominent
for characteristic p > 3.

5.5 MNT Curves

Until recently, the only elliptic curves known to have embedding degree k � 6
were supersingular like E2,b and E3,b. As it turns out, it is possible to construct
ordinary (non-supersingular) curves with k ∈ {3, 4, 6}. Such curves were first
described by Miyaji, Nakabayashi and Takano in [20]; we call them MNT curves.

Briefly, MNT curves are built with the complex multiplication (CM) method
[1, chapter VIII]. The idea is to impose certain constraints on the form of the
underlying finite field Fq, the curve order n, and the trace of Frobenius t, which
are linked to each other by the relation n = q + 1 − t. These in turn lead to
further constraints on the form of the CM equation DV 2 = 4q − t2, which for
k ∈ {3, 4, 6} reduces to a Pell equation4, whose solution is well known [28].

MNT curves address concerns that supersingular curves may not be as secure
as ordinary curves. They are suitable for variants of pairing-based cryptosystems
that do not involve distortion maps, like the BLS variant of [3, section 3.5] or
the general IBE variants of [2, section 4] and [6, section 3]. In such systems, the
pairings have the form e�(P,Q) where P ∈ E(Fq) and Q ∈ E(Fqk), and both are
chosen so that e�(P,Q) �= 1.

An important property of the MNT criteria is that n | Φk(q) but n � (qk −
1)/Φk(q), where Φk is the k-th cyclotomic polynomial. Due to this property,
lemma 1 holds for MNT curves as well, and consequently, so do theorem 1 and
corollary 1. Therefore, the deterministic version of Miller’s algorithm presented
in section 5 is equally valid for the MNT case. Furthermore, for even k it often
happens that the point Q = (x, y) in the variant cryptosystems can be chosen
so that x ∈ Fqk/2 but y �∈ Fqk/2 ; with this setting5, denominator elimination as
suggested in section 5.1 is also applicable.

4 There is reason to believe that one can effectively construct MNT-like curves with
k ∈ {5, 8, 10, 12}, for which the CM equation reduces to a quartic elliptic Diophantine
equation [31]. However, we refrain from further investigating this possibility here.

5 Representing Fqk in polynomial basis as Fq[t]/Rk(t) and carefully choosing Rk(t), it
is quite easy to find a point Q satisfying these constraints. For instance, if Rk(t) =
tk + t2 + c for some c ∈ Fq, one can show that a suitable Q can be found by
restricting the coordinates to the form x = ak−2t

k−2 + ak−4t
k−4 + · · · + a2t

2 + a0

and y = bk−1t
k−1 + bk−3t

k−3 + · · ·+ b3t
3 + b1t.
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6 Experimental Results

The heaviest operation in any pairing-based cryptosystem is the pairing compu-
tation. We give our timings for these operations in table 3.

Table 3. Tate pairing computation times (in ms) on a PIII 1 GHz.

underlying base field timing
F397 26.2
F2271 23.0

Fp, |p| = 512 bits 20.0
Fp with preprocessing 8.6

Table 4. Comparison of signing and verification times (in ms) on a PIII 1 GHz.

algorithm signing verification
RSA, |n| = 1024 bits, |d| = 1007 bits 7.90 0.40
DSA, |p| = 1024 bits, |q| = 160 bits 4.09 4.87

Fp ECDSA, |p| = 160 bits 4.00 5.17
F2160 ECDSA 5.77 7.15

F397 BLS (supersingular) 3.57 53.0
Fp BLS (MNT), |p| = 157 bits 2.75 81.0

Table 5. BLS and IBE times (in ms) on a PIII 1 GHz.

operation original [3,14] ours
BLS verification 2900 53
IBE encryption 170 48 (preprocessed: 36)
IBE decryption 140 30 (preprocessed: 19)

Boneh-Lynn-Shacham (BLS) signature generation is comparable to RSA or
DSA signing at the same security level. Table 4 compares the signing times for
the RSA, DSA (without precomputation), ECDSA (without precomputation),
and BLS signature schemes. We consider two BLS implementations, namely, one
using the curve E3,b and one using an MNT curve. Timings for BLS verification
and Boneh-Franklin identity-based encryption (IBE) are listed in table 5. BLS
signature verification speed for F397 shows an improvement by a factor of about
55 over published timings. The performance of IBE is also comparable to other
cryptosystems; the data refers to a curve over Fp where |p| = 512 bits, using a
subgroup of order q where q is a Solinas prime and |q| = 160 bits.

The implementations in this section were written in C/C++ and based on
the MIRACL [26] library.
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7 Conclusions and Acknowledgements

We have proposed several new algorithms to implement pairing-based cryptosys-
tems. Our algorithms are all practical and lead to significant improvements, not
only for the pairing evaluation process but to other operations as well, such as
elliptic curve scalar multiplication and square root extraction.

An interesting line of further research is the application of these techniques
to more general algebraic curves; for instance, a fast n-th root algorithm in the
lines of the square root algorithm presented here would be useful for super-
elliptic curves. Investigating the conditions leading to composition operations
computable in linear time in abelian varieties would also be of great interest.

We are very grateful to Dan Boneh, Steven Galbraith, Antoine Joux, Frederik
Vercauteren, and the anonymous referees for their valuable comments and/or
feedback regarding this work.
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A Implementation Issues

A.1 Field Representation

The authors of the BLS scheme suggest representing F36m as F36 [x]/τm(x) for a
suitable irreducible polynomial τm(x) [3, section 5.1]. It is our experience that the
alternative representation as F3m [x]/τ6(x) using an irreducible trinomial τ6(x)
(for instance, τ6(x) = x6 + x − 1) leads to better performance for practical
values of m; moreover, both signing and verification benefit at once from any
improvement made to the implementation of F3m . Karatsuba multiplication can
also be used to great effect, as one F36m multiplication can be implemented with
only 18 F3m multiplications. Similar observations apply to characteristic 2, where
one F24m multiplication takes 9 F2m multiplications.

As it turns out, however, Karatsuba is not the fastest multiplication tech-
nique in all circumstances. As seen in section 5.1, it is often the case that the
actual pairing to be computed is en(P, φ(Q)) where both P and Q are on the
curve over Fq (rather than the curve over the extension field Fqk), and the pair-
ing algorithm can explicitly use the form of the φ distortion map to reduce the
number of Fq products involved in Miller’s formula down to only two per line
equation evaluation.

A.2 Speeding up the Final Powering in the Tate Pairing

The exponentiation needed by the Tate pairing en(P,Q) = fP (Q)z where z =
(qk − 1)/n can be efficiently computed with the following observations:
1. (Characteristic p > 3) Assume that p ≡ 2 (mod 3) and p ≡ 3 (mod 4). The

order of a curve E1,b is n = p + 1. Let the order of the curve subgroup of
interest be r, and notice that r | p + 1. Consider the scenario where the
representation of a point t ∈ Fp2 is t = u+ iv where u, v ∈ Fp and i satisfies
i2 + 1 = 0. The Tate exponent is z = (p2 − 1)/r = ((p + 1)/r) · (p − 1).
To calculate s = wz mod p, compute t = w(p+1)/r ≡ u + iv and set s =
(u + iv)p−1 = (u + v)p/(u + iv) = (u − v)/(u + iv), using the linearity of
raising to p and the fact that ip = −i for p ≡ 3 (mod 4). We can further
simplify to obtain s = (u2 − v2)/(u2 + v2)− 2uvi/(u2 + v2).

2. (Characteristic 2) Let q = 2m. As we saw in the proof of theorem 3, the
Tate exponent is of form z = (q + 1±√2q)(q2 − 1). Therefore, to calculate
s = wz one computes t = wq · w · w±

√
2q and s = tq

2
/t. Raising to the

exponents q,
√

2q and q2 can be done in O(m) steps using normal basis, or
in O(m2) steps using polynomial basis with a careful choice of the reduction
polynomial (see [25], for instance), while the small (and constant) number
of multiplications and inversions can be done in O(m2) steps. Therefore, the
complete operation takes time O(m2).
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3. (Characteristic 3) Let q = 3m. As we saw in the proof of theorem 3, the
Tate exponent is of form z = (q + 1 ± √3q)(q3 − 1)(q + 1). Therefore, to
calculate s = wz one computes u = wq ·w ·w±

√
3q, t = uq

3
/u, and s = tq · t.

Raising to the exponents q,
√

3q and q3 can be done in O(m) steps using
normal basis, or in O(m2) steps using polynomial basis with a careful choice
of the reduction polynomial (see [25], for instance), while the small (and
constant) number of multiplications and inversions can be done in O(m2)
steps. Therefore, the complete operation takes time O(m2).
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Abstract. We present an algorithm for computing the zeta function of
an arbitrary hyperelliptic curve over a finite field Fq of characteristic 2,
thereby extending the algorithm of Kedlaya for small odd characteristic.
For a genus g hyperelliptic curve over F2n , the asymptotic running time
of the algorithm is O(g5+εn3+ε) and the space complexity is O(g3n3).
Keywords: Hyperelliptic curves, Kedlaya’s algorithm,
Monsky-Washnitzer cohomology

1 Introduction

Since elliptic curve cryptosystems were introduced by Koblitz [16] and Miller [23],
various other systems based on the discrete logarithm problem in the Jacobian of
curves have been proposed, e.g. hyperelliptic curves [17], superelliptic curves [10]
and Cab curves [1]. One of the main initialization steps of these cryptosystems
is to generate a suitable curve defined over a given finite field. To ensure the
security of the system, the curve must be chosen such that the group order of
the Jacobian is divisible by a large prime.

The problem of counting the number of points on elliptic curves over finite
fields of any characteristic can be solved in polynomial time using Schoof’s al-
gorithm [32] and its improvements due to Atkin [2] and Elkies [6]. An excellent
account of the resulting SEA-algorithm can be found in [3] and [20]. For finite
fields of small characteristic, Satoh [29] described an algorithm based on p-adic
methods which is asymptotically faster than the SEA-algorithm. Skjernaa [33]
and Fouquet, Gaudry and Harley [7] extended the algorithm to characteristic 2
and Vercauteren [35] presented a memory efficient version. Mestre proposed a
variant of Satoh’s algorithm based on the Arithmetic-Geometric Mean, which
has the same asymptotic behavior as [35], but is faster by some constant. Satoh,
Skjernaa and Taguchi [30] described an algorithm which has a better complexity
than all previous algorithms, but requires some precomputations.
� F.W.O. research assistant, sponsored by the Fund for Scientific Research - Flanders

(Belgium).
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The equivalent problem for higher genus curves seems to be much more dif-
ficult. Pila [28] described a theoretical generalization of Schoof’s approach, but
the algorithm is not practical, not even for genus 2 as shown by Gaudry and
Harley [12]. An extension of Satoh’s method to higher genus curves needs the
Serre-Tate canonical lift of the Jacobian of the curve, which need not be a Ja-
cobian itself and thus is difficult to compute with. The AGM method does gen-
eralize to hyperelliptic curves, but currently only the genus 2 case is practical.

Recently Kedlaya [14] described a p-adic algorithm to compute the zeta func-
tion of hyperelliptic curves over finite fields of small odd characteristic, using the
theory of Monsky-Washnitzer cohomology. The running time of the algorithm
is O(g4+ε log3+ε q) for a hyperelliptic curve of genus g over Fq. The algorithm
readily generalizes to superelliptic curves as shown by Gaudry and Gurel [11].

A related approach by Lauder and Wan [18] is based on Dwork’s proof of
the rationality of the zeta function and leads to a polynomial time algorithm for
computing the zeta function of an arbitrary variety over a finite field. Note that
Wan [36] suggested the use of p-adic methods, including the method of Dwork
and Monsky, already several years ago. Despite the polynomial complexity of the
Lauder and Wan algorithm, it is not practical for cryptographical sizes. Using
Dwork cohomology, Lauder and Wan [19] adapted their original algorithm for
the special case of Artin-Schreier curves, resulting in an O(g5+ε log3+ε q) time
algorithm. Denef and Vercauteren [4] described an extension of Kedlaya’s algo-
rithm for Artin-Schreier curves in characteristic 2 which has the same running
time O(g5+ε log3+ε q).

In this paper we describe an extension of Kedlaya’s algorithm to compute
the zeta function of an arbitrary hyperelliptic curve C defined over a finite field
Fq of characteristic 2. The resulting algorithm has running time O(g5+ε log3+ε q)
and needs O(g3 log3 q) storage space for a genus g curve. Furthermore, a first
implementation of this algorithm in the C programming language shows that
cryptographical sizes are now feasible for any genus g. For instance, computing
the order of a 160-bit Jacobian of a hyperelliptic curve of genus 2, 3 or 4 takes
less than 100 seconds. The theoretical version of this paper, co-authored by
Jan Denef [5], provides a detailed description of the underlying mathematics
of the algorithm and contains several proofs which we have omitted from the
current article.

The remainder of the paper is organized as follows: after recalling some ba-
sics about curves and zeta functions in Section 2, we give a brief overview of
the formalism of Monsky-Washnitzer cohomology in Section 3. In Section 4 we
study the cohomology of hyperelliptic curves over finite fields of characteristic 2
and in Section 5 we present a ready to implement description of the resulting
algorithm. We conclude in Section 6 with some numerical examples obtained by
an implementation of our algorithm in the C programming language.

2 Hyperelliptic Curves, Zeta Functions and p-Adics

In this section we briefly recall the definition of a hyperelliptic curve, the main
properties of its zeta function and some basic facts about p-adic numbers. More
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details can be found in the elementary books by Fulton [9], Lorenzini [21] and
Koblitz [15] or in the standard reference by Hartshorne [13].

2.1 Hyperelliptic Curves

Let Fq be a finite field with q = pn elements and fix an algebraic closure Fq
of Fq. For k ∈ N0, let Fqk be the unique subfield of Fq of order qk. An affine
hyperelliptic curve C of genus g is a plane curve defined by an equation of the
form

C : y2 + h(x)y = f(x) , (1)

where f(x) ∈ Fq[x] is a monic polynomial of degree 2g+ 1 and h(x) ∈ Fq[x] is a
polynomial of degree at most g. Furthermore, the curve should be non-singular,
i.e. there is no point in C(Fq) such that both partial derivatives

2y + h(x) and h
′
(x)y − f ′(x) ,

simultaneously vanish. Note that for g = 1 we recover the definition of an elliptic
curve and that for g > 1 the hyperelliptic curve C is singular at the point
at infinity. However, there always exists a unique smooth projective curve C̃
birational to C. Since the degree of f(x) is odd, C̃ has a unique place of degree 1
(i.e. a point) at infinity. Note that there exists an involution ı on C̃ which sends
the point (x, y) to the point (x,−y − h(x)).

Let C̃(Fqk) denote the set of points on C̃ with coordinates in Fqk . If C̃ is an
elliptic curve, one can define an additive abelian group law on the set C̃(Fqk) by
the chord-tangent method. For a hyperelliptic curve with g > 1 this is no longer
possible; instead one computes in the group of points on the Jacobian JC̃(Fqk)
of the curve.

A divisor D on a curve C̃ is a finite formal sum of points

D =
∑

P∈C̃(Fq)

nPP ,

where nP ∈ Z. The degree of D is defined as
∑
nP . A divisor is called Fqk -

rational if it is stable under the action of the qk-th power Frobenius endomor-
phism Fk : Fq → Fq : x �→ xq

k

. Every function on the curve gives rise to a so
called principal divisor, i.e. the degree zero divisor consisting of the formal sum of
the poles and zeros of the function. The Jacobian JC̃(Fqk) is then defined as the
group of Fqk -rational divisors of degree zero modulo principal divisors. This is a
finite abelian group and forms the basis of the cryptographic schemes based on
hyperelliptic curves. In this article we give an efficient algorithm for computing
the group order of JC̃(Fqk) for k ∈ N0 and Fq a finite field of characteristic 2.

2.2 Zeta-Functions

Let Nk denote the number of Fqk -rational points on C̃, i.e. Nk = #C̃(Fqk). The
zeta function Z(C̃/Fq;T ) of C̃ is then defined as
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Z(C̃/Fq;T ) := exp

( ∞∑
k=1

NkT
k

k

)
. (2)

Weil [37] conjectured and proved that Z(C̃/Fq;T ) has many remarkable prop-
erties, which we summarize in the next theorem.

Theorem 1 (Weil) Let C̃ be a smooth projective curve of genus g defined over
a finite field Fq, then

Z(C̃/Fq;T ) =
Ψ(T )

(1− qT )(1− T )
, (3)

where Ψ(T ) ∈ Z[T ] is a degree 2g polynomial with integer coefficients. Since
Z(C̃/Fq; 0) = 1, we have Ψ(0) = 1. Write Ψ(T ) =

∏2g
i=1(1−ωiT ), then |ωi| = √q

for i = 1, . . . , 2g, and we can label the ωi such that ωi ·ωg+i = q for i = 1, . . . , g.
Substituting the expression for Ψ(T ) in equation (3) and taking the logarithm of
equations (2) and (3), it follows that

Nk = #C̃(Fqk) = qk + 1−
2g∑
i=1

ωki . (4)

Furthermore, Ψ(1) = #JC̃(Fq) is the group order of the Jacobian of C̃ over Fq.

The above theorem shows that it is sufficient to compute the zeta function of
a hyperelliptic curve C̃/Fq to recover the group order of its Jacobian JC̃(Fq) as
Ψ(1). Let F : Fq → Fq : x �→ xq be the q-th power Frobenius automorphism, then
F extends naturally to the Jacobian JC̃(Fq). Denote with χ(T ) the characteristic
polynomial of F on JC̃(Fq), then one can prove that Ψ(T ) = T 2gχ(1/T ).

2.3 p-Adic Numbers

Let K be the degree n unramified extension of Qp with valuation ring R and
residue field R/pR = Fq. The field K can be constructed as follows: let P (t) be a
monic, irreducible polynomial of degree n over Fp, such that Fq � Fp[t]/(P (t)).
Take any lift P (t) ∈ Zp[t] of P (t) of degree n, then K is isomorphic with
Qp[t]/(P (t)). In practice, we represent an element α of R as a polynomial∑n−1
i=0 αit

i, with αi ∈ Z/(pNZ), where N is called the precision of the representa-
tion. The Galois group of K over Qp is cyclic of order n and there exists a unique
generator Σ which reduces to the p-th power Frobenius σ : Fq → Fq : x �→ xp.
This generator Σ is called the Frobenius substitution on K. By definition Σ is a
Qp-linear automorphism, so we can compute Σ(α) as

∑n−1
i=0 αiΣ(t)i. Since P (t)

is defined over Zp, it follows that P (Σ(t)) = 0, which implies that Σ(t) can be
computed by the Newton iteration Y → Y − P (Y )/P ′(Y ) initialized with tp.
Note that Σ is not a simple powering like σ.
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3 Monsky-Washnitzer Cohomology

We specialize the formalism of Monsky-Washnitzer cohomology to smooth affine
plane curves. The more general case of a smooth affine variety can be found
in the seminal papers by Monsky and Washnitzer [27, 24, 26], the lectures by
Monsky [25] and the survey by van der Put [34].

Let C be a smooth affine plane curve over a finite field Fq with q = pn and
let K be a degree n unramified extension of Qp with valuation ring R, such that
R/pR = Fq. The aim of Monsky-Washnitzer cohomology is to express the zeta
function of the curve C in terms of a Frobenius operator F acting on p-adic
cohomology groups Hi(C/K) associated to C. Although “p-adic cohomology
groups” sounds very complicated, these groups are simply finite dimensional
K-vectorspaces. Furthermore, the Frobenius operator F acts linearly on these
vectorspaces which implies that F can be represented as a matrix over K. For
smooth affine plane curves the only non-trivial cohomology groups are H0(C/K)
and H1(C/K). Let MF be the matrix through which the Frobenius operator F
acts on H1(C/K). The crux of the whole construction is that the characteristic
polynomial ofMF is equal to χ(T ), i.e. the characteristic polynomial of Frobenius
on C.

In the remainder of this section we will give a middlebrow overview of the
construction of the cohomology group H1(C/K). Suppose that the smooth affine
plane curve C is given by an equation g(x, y) = 0 and let A := Fq[x, y]/(g(x, y))
be its coordinate ring. Take any lift g(x, y) ∈ R[x, y] of g(x, y) and let C be
the curve defined by g(x, y) = 0 with coordinate ring A := R[x, y]/(g(x, y)). To
compute the zeta function of C in terms of a Frobenius operator, one needs to
lift the Frobenius endomorphism F on A to the R-algebra A, but in general this
is not possible. Note that in the special case of elliptic curves, Satoh [29] solves
this problem by using the Serre-Tate canonical lift, which does admit a lift of
the Frobenius endomorphism.

A first attempt to remedy this difficulty is to work with the p-adic comple-
tion A∞ of A, since we can lift F to A∞. But then a new problem arises since
the de Rham cohomology of A∞, which provides the vectorspaces we are looking
for, is too big. For example, consider the affine line over Fp, then A = R[x] and
A∞ is the ring of power series

∑∞
k=0 rkx

k with ri ∈ R and limk→∞ rk = 0. We
would like to define H1(A/K) as (A∞⊗K) dx/ d

dx (A∞⊗K), but this turns out to
be infinite dimensional. For instance, it is clear that each term in the differential
form

∑∞
n=0 p

nxp
n−1dx is exact, but its sum is not since

∑∞
n=0 x

pn is not in A∞.
The fundamental problem is that

∑∞
n=0 p

nxp
n−1 does not converge fast enough

for its integral to converge as well.
Monsky and Washnitzer therefore work with a subalgebra A† of A∞, whose

elements satisfy growth conditions. This dagger ring or weak completion A† is
defined as follows: letA = R[x, y]/(g(x, y)), then A† := R〈x, y〉†/(g(x, y)), where
R〈x, y〉† is the ring of overconvergent power series

{∑
ri,jx

iyj ∈ R[[x, y]] | ∃ δ, ε ∈ R, ε > 0,∀(i, j) : ordp ri,j ≥ ε(i+ j) + δ
}
.
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The ring A† satisfies A†/pA† = A and depends up to R-isomorphism only on
A. Furthermore, Monsky and Washnitzer show that if E is an Fq-endomorphism
of A, then there exists an R-endomorphism E of A lifting E. In particular, we
can lift the Frobenius endomorphism F on A to an R-endomorphism F on A.

For A† we define the universal module D1(A†) of differentials

D1(A†) := (A† dx+A† dy)/(A†(∂g
∂x

dx+
∂g

∂y
dy)) . (5)

Taking the total differential of the equation g(x, y) = 0 gives ∂g
∂x dx+ ∂g

∂y dy = 0,
which accounts for the module A†( ∂g∂x dx+ ∂g

∂y dy) in the above definition.
The first cohomology group is then defined as Hi(A/R) := D1(A†)/d(A†)

and H1(A/K) := H1(A/R) ⊗R K finally defines the first Monsky-Washnitzer
cohomology group. Elements of d(A†), i.e. differentials of the form d(l(x, y)) for
l(x, y) ∈ A†, are called exact. One can prove that H1(A/K) is well defined and
is in fact a finite dimensional vectorspace over K. Furthermore, for a smooth
affine curve of genus g, the dimension of H1(A/K) is 2g+m− 1, where m is the
number of points needed to complete the affine curve to a projective curve.

4 Cohomology of Hyperelliptic Curves in Characteristic 2

Let Fq be a finite field with q = 2n elements and consider the smooth affine
hyperelliptic curve C of genus g defined by the equation

C : y2 + h(x)y = f(x) ,

with h(x), f(x) ∈ Fq[x], f(x) monic of degree 2g+1 and deg h(x) ≤ g. Write h(x)
as c·∏s

i=0(x−θi)mi with θi ∈ Fq, c ∈ Fq the leading coefficient of h(x) and define
H(x) =

∏s
i=0(x−θi) ∈ Fq[x]. If h(x) is a constant, we setH(x) = 1. Without loss

of generality we can assume that H(x) | f(x). Indeed, the isomorphism defined
by x �→ x and y �→ y +

∑s
i=0 bix

i transforms the curve in

y2 + h(x)y = f(x)−
s∑
i=0

b2ix
2i − h(x)

s∑
i=0

bix
i .

The polynomial H(x) will divide the right hand side of the above equation if and
only if f(θj) =

∑s
i=0 b

2
i ·θ

2i
j for j = 0, . . . , s. This is a system of linear equations in

the indeterminates b2i and its determinant is a Vandermonde determinant. Since
the θj are the zeros of a polynomial defined over Fq, the system of equations is
invariant under the q-th power Frobenius automorphism F and it follows that
the b2i and therefore the bi are elements of Fq. We conclude that we can always
assume that H(x) | f(x).

Let π : C(Fq) → A1(Fq) be the projection on the x-axis. It is clear that π
ramifies at the points (θi, 0) ∈ Fq × Fq for i = 0, . . . , s where H(θi) = 0. Note
that the ordinate of these points is zero, since we assumed that H(x) | f(x). Let
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C ′ be the curve obtained from C by removing the ramification points (θi, 0) for
i = 0, . . . , s. Then the coordinate ring A of C ′ is

Fq[x, y,H(x)−1]/(y2 + h(x)y − f(x)) .

Note that it is not really necessary to work with the open subset C ′ instead
of with C itself, but it is more efficient to do so. The coordinate ring of C ′

contains the inverse of H(x) which will enable us to choose a particular lift of
the Frobenius endomorphism F of A.

Let K be a degree n unramified extension of Q2 with valuation ring R and
residue field R/2R = Fq. Write h(x) = c ·∏r

i=1 P i(x)
ti , where the P i(x) are

irreducible over Fq. Let D = maxi ti, then h(x) divides H(x)D, since we have the
identity H(x) =

∏r
i=0 P i(x). Lift P i(x) for i = 0, . . . , r to any monic polynomial

Pi(x) ∈ R[x] with Pi(x) ≡ P i(x) mod 2. Define H(x) =
∏r
i=0 Pi(x) and h(x) =

c ·∏r
i=0 Pi(x)

ti , with c any lift of c to R. Since H(x) divides f(x) we can define
Qf (x) = f(x)/H(x). Let Qf (x) ∈ R[x] be any monic lift of Qf (x) and finally
set f(x) = H(x) ·Qf (x). The result is that we have now constructed a lift C of
the curve C to R defined by the equation

C : y2 + h(x)y = f(x) .

Note that due to the careful construction of C we have the following properties:
H(x) | h(x), H(x) | f(x) and h(x) |H(x)D. Furthermore, let π : C(K) → A1(K)
be the projection on the x-axis, then it is clear that π ramifies at (θi, 0) for
i = 0, . . . , s where the θi are the zeros of H(x).

Let C′ be the curve obtained from C by deleting the points (θi, 0) for i =
0, . . . , s, then the coordinate ring A of C′ is

R[x, y,H(x)−1]/(y2 + h(x)y − f(x)) .

Let A† denote the weak completion of A. Using the equation of the curve, we
can represent any element of A† as a series

∑∞
i=−∞(Ui(x) + Vi(x)y)H(x)i, with

the degree of Ui(x) and Vi(x) smaller that the degree of H(x) if degH(x) > 0.
If H(x) = 1, every element can be written as

∑∞
i=0(Ui + Viy)xi with Ui, Vi ∈ K.

The growth condition on the dagger ring implies that there exist real numbers
δ and ε > 0 such that ord2(Ui(x)) ≥ ε · |i| + δ and ord2(Vi(x)) ≥ ε · |i + 1| + δ,
where ord2(W (x)) is defined as minj ord2(wj) for W (x) =

∑
wjx

j ∈ K[x].
Since F = σn with σ the 2-nd power Frobenius, it clearly is sufficient to

lift σ to an endomorphism Σ of A†. It is natural to define Σ as the Frobenius
substitution on R and to extend it to R[x] by mapping x to x2. Using the
equation of the curve we see that Σ(y) must satisfy

(Σ(y))2 +Σ(h(x))Σ(y)−Σ(f(x)) = 0 and Σ(y) ≡ y2 mod 2 .

In practice Σ(y) is computed as a Laurent series
∑BU
i=−BL(Si(x) +Ti(x)y)H(x)i

if degH(x) > 0 or
∑BU
i=0(Si + Tiy)xi if H = 1, via the Newton iteration

Wk+1 = Wk − W 2
k +Σ(h(x)) ·Wk −Σ(f(x))

2 ·Wk +Σ(h(x))
mod 2k+1 . (6)



376 Frederik Vercauteren

Note that we have to invert 2 ·Wk + Σ(h(x)) in the dagger ring A†. Since
h(x) |H(x)D, we can define QH(x) = H(x)D/h(x), which immediately leads to
1/h(x) = QH(x)/H(x)D. We can now compute the inverse of 2 ·Wk +Σ(h(x))
as

QH(x)2

H(x)2D ·
(

1 +
QH(x)2(2Wk +Σ(h(x))− h(x)2)

H(x)2D

) .

Note that Σ(h(x)) ≡ h(x)2 mod 2, which implies that the denominator in the
above formula is invertible in A†. Here we are using the fact that 1/H(x) is an
element of A†, which explains why we work with C′ instead of with C.

A detailed analysis of the Newton iteration shows that if we write Wk as∑Uk
i=−Lk(Si(x)+Ti(x)y)H(x)i for degH(x) > 0 or

∑Uk
i=0(Si+Tiy)x

i if H(x) = 1,
with ord2(Si(x)) < k, ord2(Ti(x)) < k and Lk, Uk ∈ N, then we get the following
bounds for Lk and Uk:

Lk ≤ 4kD and Uk ≤ 2k
(

deg f(x)− 2 deg h(x)
degH(x)

)
+ 2

deg h(x)
degH(x)

. (7)

In [5] we prove that the first Monsky-Washnitzer cohomology groupH1(A/K)
splits into eigenspaces under the hyperelliptic involution: a positive eigenspace
H1(A/K)+ with basis xi/H(x) dx for i = 0, . . . , s and a negative eigenspace
H1(A/K)− with basis xiy dx for i = 0, . . . , 2g − 1. Note that the positive
eigenspace corresponds to the deleted ramification points (θi, 0) for i = 0, . . . , s
and that only the negative eigenspace H1(A/K)− is related to the original
curve C.

The final step in the algorithm is to compute the action of the Frobenius
operator F = Σn on the basis of the first Monsky-Washnitzer cohomology group
H1(A/K). However, since only H1(A/K)− corresponds to the original curve C,
it is sufficient to compute the action of F on H1(A/K)− to recover the zeta
function of C̃. Let MF be the matrix through which F acts on H1(A/K)−,
then we can prove [5] that the characteristic polynomial of MF is precisely the
characteristic polynomial χ(T ) of the Frobenius morphism on the hyperelliptic
curve C̃. Let M be the matrix of Σ on H1(A/K)−, i.e.

Σ(xjy dx) ≡
2g−1∑
i=0

M(i, j)xiy dx for j = 0, . . . , 2g − 1 ,

then one easily verifies that MF = MΣ(M) · · ·Σn−1(M).
The only remaining difficulty in computing M is the reduction of Σ(xjy dx)

on the basis of H1(A/K)−. Since Σ(xjy dx) = Σ(x)jΣ(y) d(Σ(x)), we get the
following expansion Σ(xjy dx) = 2x2j+1∑∞

i=−∞(Si(x) + Ti(x)y)H(x)i dx if
degH(x) > 0 and Σ(xjy dx) = 2x2j+1∑∞

i=0(Si + Tiy)xi dx if H(x) = 1.
For i ≥ 0 we can reduce the differential form Ti(x)H(x)iy dx (or Tixiy dx

if H = 1), if we know how to reduce the form xky dx for k ∈ N. Rewriting the
equation of the curve as (2y + h(x))2 = 4f(x) + h(x)2 and differentiating both
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sides leads to (2y + h(x)) d(2y + h(x)) = (2f ′(x) + h(x)h′(x)) dx. Furthermore,
for all l ≥ 1, we have the following relations

xl(2f ′(x) + h(x)h′(x))(2y + h(x)) dx = xl(2y + h(x))2 d(2y + h(x))

≡ −1
3
(2y + h(x))3 dxl

= − l
3
xl−1(4f(x) + h(x)2)(2y + h(x)) dx .

Since W (x)h(x) dx is exact for any polynomial W (x) ∈ K[x], we finally obtain
that [

xl(2f ′(x) + h(x)h′(x)) +
l

3
xl−1(4f(x) + h(x)2)

]
y dx ≡ 0 .

The polynomial between brackets has degree 2g+ l and its leading coefficient is
2(2g + 1) + 4l/3 �= 0. Note that the formula is also valid for l = 0. This means
that we can reduce xky dx for any k ≥ 2g by subtracting a suitable multiple of
the above differential for l = k − 2g.

For i < 0 we need an extra trick to reduce the form Ti(x)H(x)iy dx. Recall
that Qf (x) = f(x)/H(x) and since the curve is non-singular, we conclude that
gcd(Qf (x), H(x)) = 1. Furthermore, H(x) has no repeated roots which implies
gcd(H(x), Qf (x)H ′(x)) = 1. We can partially reduce Tk(x)/H(x)ky dx where
k = −i > 0, by writing Tk(x) as Ak(x)H(x) +Bk(x)Qf (x)H ′(x), which leads to

Tk(x)
H(x)k

y dx =
Ak(x)
H(x)k−1 y dx+

Bk(x)Qf (x)H ′(x)
H(x)k

y dx .

The latter differential form can be reduced using the following congruence

Bk(x)
H(x)k

(2f ′(x) + h(x)h′(x))(2y + h(x)) dx ≡ −1
3
(2y + h(x))3d

(
Bk(x)
H(x)k

)
.

Substituting the expressions h(x) = Qh(x)H(x) and f(x) = Qf (x)H(x) we get

BkQfH
′

Hk
y dx ≡ Bk(kH ′Q2

h − 6Q′f − 3Qhh′)−B′k(4Qf +Qhh
′)

(6− 4k)Hk−1 y dx+
I

H
dx ,

where I(x)/H(x) dx is some invariant differential. However, we can ignore all
invariant differentials since we know that H1(A/K)− is stable under Σ.

5 Algorithm and Complexity

Using the formulae devised in the previous section, we describe an algorithm to
compute the zeta function of a hyperelliptic curve C̃ of genus g over Fq with
q = 2n. Theorem 1 implies that it is sufficient to compute the characteristic
polynomial χ(T ) of Frobenius and that χ(T ) can be written as

χ(T ) =
2g∏
i=1

(T − ωi) = T 2g + a1T
2g−1 + · · ·+ a2g ,
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Algorithm 1 (Hyperelliptic Zeta Function)

IN: Hyperelliptic curve C over Fq given by equation y2 + h(x)y = f(x).
OUT: The zeta function Z(C̃/Fq;T ).

1. B =
⌈
log2

((2g
g

)
qg/2

)⌉
+ 1; N − 3− �log2(2N deg f + g)� ≥ B;

2. h(x), f(x), H(x), D = Lift Curve(h, f);

3. αN , βN = Lift Frobenius y(h, f,H,D,N);

4. For i = 0 To 2g − 1 Do

4.1. Redi(x) = Reduce MW Cohomology(2x2i+1βN , h, f,H,N);

4.2. For j = 0 To 2g − 1 Do M [j][i] = Coeff(Redi, j);

5. MF = MΣ(M) · · ·Σn−1(M) mod 2N ;

6. χ(T ) = Characteristic Pol(MF) mod 2B;

7. For i = 0 To g Do

7.1. If Coeff(χ, 2g − i) > (2gi )qi/2 Then Coeff(χ, 2g − i) − = 2B;

7.2. Coeff(χ, i) = qg−i Coeff(χ, 2g − i);

8. Return Z(C̃/Fq;T ) =
T 2gχ(1/T )

(1− T )(1− qT )
.

with ωi · ωj = q for i = 1, . . . , g, |ωi| = √q and ai ∈ Z for i = 1, . . . , 2g. Since
qg−iai = a2g−i for i = 0, . . . , g, it suffices to compute a1, . . . , ag. Moreover, ai is
the sum of

(2g
i

)
products of i different zeros of the characteristic polynomial of

Frobenius, so we can bound the ai for i = 1, . . . , g by

|ai| ≤
(

2g
i

)
qi/2 ≤

(
2g
g

)
qg/2 ≤ 22gqg/2 .

Hence, to recover all the coefficients a1, . . . , a2g, we need to compute an approx-
imation of the characteristic polynomial χ(T ) modulo 2B , with

B ≥
⌈
log2

((
2g
g

)
qg/2

)⌉
+ 1 .

However, it is not sufficient to compute Σ(y) mod 2B , since the reduction process
causes some loss of precision. In [5] we prove that for i ∈ Z the valuation of the
denominators introduced during the reduction of Ti(x)H(x)iy dx is bounded by
c1 = 3 + �log2(−i+ 1)� for i < 0 and c2 = 3 + �log2((i+ 1) · degH + g + 1)� for
i ≥ 0. Combining this with the rate of convergence (7) of the Newton iteration
for computing Σ(y), we conclude that it is sufficient to compute Σ(y) mod 2N
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Algorithm 2 (Lift Frobenius y)

IN: Curve C : y2 + h(x)y = f(x) over K, polynomial H(x) ∈ R[x] with
H|h and H|f , D ∈ N such that h|HD and precision N .

OUT: Series αN , βN ∈ R[x,H,H−1] with Σ(y) ≡ αN + βNy mod 2N .

1. B = �log2N�+ 1; T = N ; QH := HD div h;

2. For i = B Down To 1 Do P [i] = T ; T = �T/2�;
3. α ≡ f mod 2; β ≡ −h mod 2; γ = 1; δ = 0;

4. For i = 2 To B Do

4.1. TA ≡
(
(α+Σ(h)) · α+ β2 · f −Σ(f)

) ·Q2
H ·H−2D mod 2P [i];

4.2. TB ≡ (2α− h · β +Σ(h)) · β ·Q2
H ·H−2D mod 2P [i];

4.3. DA ≡ 1 + (Σ(h)− h2 + 2α) ·Q2
H ·H−2D mod 2P [i−1];

4.4. DB ≡ 2β ·Q2
H ·H−2D mod 2P [i−1];

4.5. VA ≡ DA · γ +DB · δ · f − 1 mod 2P [i−1];

4.6. VB ≡ DA · δ +DB · (γ − δ · h) mod 2P [i−1];

4.7. γ ≡ γ − (VA · γ + VB · δ · f) mod 2P [i−1];

4.8. δ ≡ δ − (VA · δ + VB · (γ − δ · h)) mod 2P [i−1];

4.9. α ≡ α− (TA · γ + TB · δ · f) mod 2P [i];

4.10. β ≡ β − (TA · δ + TB · (γ − δ · h)) mod 2P [i];

5. Return αN = α, βN = β.

where N ∈ N satisfies

N − 3− �log2(2N deg f + g)� ≥ B .
The function Hyperelliptic Zeta Function given in Algorithm 1 computes

the zeta function of a hyperelliptic curve C defined over Fq where q = 2n. In
step 2 we call the subroutine Lift Curve, which first constructs an isomorphic
curve such that H(x) | h(x) and H(x) | f(x) and lifts the curve following the
construction described in Section 4. The result of this function is a hyperelliptic
curve C : y2+h(x)y = f(x) over R and a polynomial H(x) such that H(x) | h(x),
H(x) | f(x) and h(x) |H(x)D. Since this function is rather straightforward, we
have omitted the pseudo-code.

In step 3 we compute Σ(y) mod 2N using the function Lift Frobenius y
given in Algorithm 2. This function implements the Newton iteration (6), but has
quadratic, instead of linear, convergence. The parameters αN , βN are Laurent
series in H(x), with coefficients polynomials over R mod 2N of degree smaller
than degH(x) > 0. If H(x) = 1, then αN , βN are Laurent series in x.
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Algorithm 3 (Reduce MW Cohomology)

IN: Series G ∈ R[x,H,H−1], polynomials h, f,H ∈ R[x] and precision N .
OUT: R ∈ K[x], with degR < 2g such that Ry dx ≡ Gy dx in H1(A/K)−.

1. DG = degG; VG = Valuation(G); DT = (DG + 1) · degH; T = 0;

2. For i = DG Down To 0 Do T = T ·H+ Coeff(G, i) mod 2N ;

3. For i = DT Down To 2g

3.1. P ≡ xi−2g(2f ′ + h · h′) + i−2g
3 xi−2g−1(4f + h2) mod 2N ;

3.2. T ≡ T − (Coeff(T, i)·P )/ Coeff(P, i) mod 2N ;

4. Qf = f div H; Qh = h div H; P = 0;

5. For i = VG To −1

5.1. V ≡ P+ Coeff(G,i) mod 2N ;

5.2. P ≡ V div H mod 2N ; V ≡ V − P ·H mod 2N ;

5.3. C,LA, LB = XGCD(V ·H, V ·Qf ·H ′, N);

5.4. P ≡ P + LA + LB ·(−iQ2
h·H′−3(2Q′

f+Qh·h′))−L′
B ·(4Qf+Qhh)

6+4i mod 2N ;

6. Return R ≡ T + P mod 2N .

Note that the function Lift Frobenius y is a double Newton iteration: α+ βy
converges to Σ(y), whereas γ + δy is an approximation of the inverse of the
denominator in the Newton iteration.

Once we have determined an approximation of Σ(y), we compute the action
of Σ on the basis of H1(A/K)− as 2x2i+1Σ(y) dx for i = 0, . . . , 2g− 1. In step 4
we reduce these forms with the function Reduce MW Cohomology given in Algo-
rithm 3. Note that this algorithm is based on the reduction formulae given in
Section 4. The result of step 4 of Algorithm 1 is an approximation modulo 2B

of the matrix M through which Σ acts on H1(A/K)−. In step 5 we compute its
norm MF as MΣ(M) · · ·Σn−1(M). Note that since M is not necessarily defined
over R, we have to compute this product with slightly increased precision to ob-
tain the correct result. In steps 6 and 7 we recover the characteristic polynomial
of Frobenius from the first g coefficients of the characteristic polynomial of MF .
Finally, we return the zeta function of the smooth projective hyperelliptic curve
C̃ birational to C in Step 8.

The complexity analysis of the algorithm is similar to Kedlaya’s algorithm
in [14, Section 5], except that in our case the reduction takes O(g5+εn3+ε) time
instead of O(g4+εn3+ε) time. A detailed complexity analysis can be found in [5],
which proves that the zeta function of a genus g hyperelliptic curve C over a finite
field Fq with q = 2n elements, can be computed deterministically in O(g5+εn3+ε)
bit operations with space complexity O(g3n3).
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6 Implementation and Numerical Results

In this section we present running times of an implementation of Algorithm 1
in the C programming language and give some examples of Jacobians of hyper-
elliptic curves with almost prime group order.

The basic operations on integers modulo 2N where N ≤ 256 were written in
assembly language. Elements of R mod 2N are represented as polynomials over
Z/(2NZ) modulo a degree n irreducible polynomial, which we chose to be either a
trinomial or a pentanomial. For multiplication of elements in RN := R mod 2N ,
polynomials over RN and Laurent series over RN [x] we used Karatsuba’s algo-
rithm. In the near future, we plan to implement Toom’s algorithm which will
lead to a further speed-up of about 50%.

6.1 Running Times and Memory Usage

Table 1 contains running times and memory usages of our algorithm for genus 2, 3
and 4 hyperelliptic curves over various finite fields of characteristic 2. These
results were obtained on an AMD XP 1700+ processor running Linux Redhat 7.1.
Note that the fields are chosen such that g · n, and therefore the bit size of the
group order of the Jacobian, is constant across each row.

Table 1. Running times (s) and memory usage (MB) for genus 2, 3 and 4 hyperelliptic
curves over F2n

Size of Jacobian Genus 2 curves Genus 3 curves Genus 4 curves
g · n Time (s) Mem (MB) Time (s) Mem (MB) Time (s) Mem (MB)
120 30 4.5 38 5.4 35 5.2
144 44 5.7 61 7.3 59 7.2
168 71 8.6 101 11 100 11
192 116 13 143 14 139 13
216 170 16 196 17 185 16

6.2 Hyperelliptic Curve Examples

In this subsection we give two examples of Jacobians of hyperelliptic curves with
almost prime group order. The correctness of these results is easily proved by
multiplying a random divisor with the given group order and verifying that the
result is principal, i.e. is the zero element in the Jacobian JC̃(Fq).

It is clear that both curves are non-supersingular: for the genus 2 curve
note that a2 is odd and for the genus 3 curve this is trivial since there are no
hyperelliptic supersingular curves of genus 3 in characteristic 2 [31]. Furthermore,
both curves withstand the MOV-FR attack [8, 22].
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Genus 2 Hyperelliptic Curve over F283

Let F283 be defined as F2[t]/P (t) with P (t) = t83 + t7 + t4 + t2 + 1 and consider
the random hyperelliptic curve C2 of genus 2 defined by

y2 + (
2∑
i=0

hix
i)y = x5 +

4∑
i=0

fix
i ,

where
h0 = 7FF29B08993336B479CD2 h1 = 32C101713C722F8FB5BC9
h2 = 553E16B6A3BC6B2432CA8
f0 = 7AD44882C02B9743CD58B f1 = 327254FA330B44958262A
f2 = 204AB23E12828D061AF04 f3 = 1C827250FFDEFF93B43BE
f4 = 13D80106C0E5571DFD139 .

The group order of the Jacobian JC̃2
of C2 over F283 is

#JC̃2
= 2 · 46768052394566313810931349196246034325781246483037 ,

where the last factor is prime. The coefficients a1 and a2 of the characteristic
polynomial of Frobenius χ(T ) = T 4 + a1T

3 + a2T
2 + a3T + a4 are given by

a1 = −4669345964042 and a2 = 18983903513383986646766787 .

Genus 3 Hyperelliptic Curve over F259

Let F259 be defined as F2[t]/P (t) with P (t) = t59 + t7 + t4 + t2 + 1 and consider
the random hyperelliptic curve C3 of genus 3 defined by

y2 + (
3∑
i=0

hix
i)y = x7 +

6∑
i=0

fix
i ,

where
h0 = 569121E97EB3821 h1 = 49F340F25EA38A2
h2 = 2DE854D48D56154 h3 = 0B6372FF7310443
f0 = 1104FDBEB454C58 f1 = 0C426890E5C7481
f2 = 34967E2EB7D50C3 f3 = 1F1728AA28C616C
f4 = 1AE177BFE49826A f5 = 3895A0E400F7D18
f6 = 6DF634A1E2BFA8E .

The group order of the Jacobian JC̃3
of C3 over F259 is

#JC̃3
= 2 · 95780971407243394633762332360123160334059170481903949 ,

where the last factor is prime. The coefficients a1, a2 and a3 of the characteristic
polynomial of Frobenius χ(T ) = T 6 + a1T

5 + a2T
4 + a3T

3 + a4T
2 + a5T + a6

are given by

a1 = 620663068,
a2 = 848092512078818380,
a3 = 341008017371409573053936945 .
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7 Conclusion

We have presented an extension of Kedlaya’s algorithm for computing the zeta
function of an arbitrary hyperelliptic curve C over a finite field Fq of charac-
teristic 2. As a byproduct we obtain the group order of the Jacobian JC̃(Fq)
associated to C which forms the basis of the cryptographic schemes based on
hyperelliptic curves. The resulting algorithm runs in O(g5+εn3+ε) bit operations
and needs O(g3n3) storage space for a genus g hyperelliptic curve over F2n . A
first implementation of this algorithm in the C programming language shows that
cryptographical sizes are now feasible for any genus g. Computing the order of
a 160-bit Jacobian of a hyperelliptic curve of genus 2, 3 or 4 takes less than 100
seconds. In the near future we plan to use the formalism of Monsky-Washnitzer
cohomology as a basis for computing the zeta function of any non-singular affine
curve over finite fields of small characteristic.
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Abstract. In most password-authenticated key exchange systems there
is a single server storing password verification data. To provide some
resilience against server compromise, this data typically takes the form
of a one-way function of the password (and possibly a salt, or other
public values), rather than the password itself. However, if the server is
compromised, this password verification data can be used to perform an
offline dictionary attack on the user’s password. In this paper we propose
an efficient password-authenticated key exchange system involving a set
of servers, in which a certain threshold of servers must participate in the
authentication of a user, and in which the compromise of any fewer than
that threshold of servers does not allow an attacker to perform an offline
dictionary attack. We prove our system is secure in the random oracle
model under the Decision Diffie-Hellman assumption against an attacker
that may eavesdrop on, insert, delete, or modify messages between the
user and servers, and that compromises fewer than that threshold of
servers.

1 Introduction

Many real-world systems today rely on password authentication to verify the
identity of a user before allowing that user to perform certain functions, such as
setting up a virtual private network or downloading secret information. There are
many security concerns associated with password authentication, due mainly to
the fact that most users’ passwords are drawn from a relatively small and easily
generated dictionary. Thus if information sufficient to verify a password guess is
leaked, the password may be found by performing an offline dictionary attack:
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one can run through a dictionary of possible passwords, testing each one against
the leaked information in order to determine the correct password.

When password authentication is performed over a network, one must be
especially careful not to allow any leakage of information to one listening in,
or even actively attacking, the network. If one assumes the server’s public key
is known (or at least can be verified) by the user, then performing password
authentication after setting up an anonymous secure channel to the server is
generally sufficient to prevent leakage of information, as is done in SSH [28] or
on the web using SSL [13]. The problem becomes more difficult if the server’s
public key cannot be verified by the user. Solutions to this problem have been
coined strong password authentication protocols, and have the property that (in-
formally) the probability of an active attacker (i.e., one that may eavesdrop on,
insert, delete, or modify messages on a network) impersonating a user is only
negligibly better than a simple on-line guessing attack, consisting of the attacker
iteratively guessing passwords and running the authentication protocol. Strong
password authentication protocols were proposed by Jablon [23] and Wu [29],
among others. Recently, some protocols were proven secure in the random oracle
model1 (Bellare et al. [1], Boyko et al. [8] and MacKenzie et al. [26]), in the pub-
lic random string model (Katz et al. [25]), and in the standard model (Goldreich
and Lindell [21]). However, all of these protocols, even the ones in which the
server’s public key is known to the user, are vulnerable to server compromise in
the sense that compromising the server would allow an attacker to obtain the
password verification data on that server (typically some type of one-way func-
tion of the password and some public values). This could then be used to perform
an offline dictionary attack on the password. To address this issue (without re-
sorting to assumptions like tamper resistance), Ford and Kaliski [17] proposed
to distribute the functionality of the server, forcing an attacker to compromise
several servers in order to be able to obtain password verification data. Note
that the main problem is not just to distribute the password verification data,
but to distribute the functionality, i.e., to distribute the password verification
data such that it can be used for authentication without ever reconstructing the
data on any set of servers smaller than a chosen threshold.

While distributed cryptosystems have been studied extensively (and many
proven secure) for other cryptographic operations, such as signatures (e.g.,
[7,11,20,18]), to our knowledge Ford and Kaliski were the first ones to propose
a distributed password-authenticated key exchange system. However, they give
no proof of security for their system. Jablon [24] extends the system of Ford and
Kaliski, most notably to not require the server’s public key to be known to the
user, but again does not give a proof of security.

1 In the random oracle model [2], a hash function is modeled as a black box containing
an ideal random function. This is not a standard cryptographic assumption. In fact,
it is possible for a scheme secure in the random oracle model to be insecure for any
real instantiation of the hash function [9]. However, a proof of security in the random
oracle model is generally thought to be strong evidence of the practical security of
a scheme.
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Our contributions. In this paper we propose a completely different distributed
password authenticated key exchange system and prove it secure in the random
oracle model, assuming the hardness of the Decision Diffie-Hellman (DDH) prob-
lem [14] (see [6]). While the system of Ford and Kaliski and the system of Jablon
require all servers to perform authentication, our system is a k-out-of-n thresh-
old system (for any 1 ≤ k ≤ n), where k servers are required for authentication
and the compromise of k − 1 servers does not affect the security of the system.
This is the first distributed password-authenticated key exchange system proven
secure under any standard cryptographic assumption in any model, including the
random oracle model. To be specific, we assume the client may store public data,
and our security is against an active attacker that may (statically) compromise
any number of servers less than the specified threshold.

Technically, we achieve our result by storing a semantically-secure encryption
of a function of the password at the servers (instead of simply storing a one-way
function of the password), and then leveraging off some known solutions for dis-
tributing secret decryption keys, such as Feldman verifiable secret sharing [16]. In
other words, we transform the problem of distributing password authentication
information to the problem of distributing cryptographic keys. However, once
we make this transformation, verifying passwords without leaking information
becomes much more difficult, requiring intricate manipulations of ElGamal en-
cryptions [15] and careful use of efficient non-interactive zero-knowledge proofs
[5].

We note that a threshold password authentication system does not follow
from techniques for general secure multi-party computation (e.g., [22]) since we
are working in an asynchronous model, allow concurrent executions of protocols,
and assume no authenticated channels. (Note in particular that the goal of the
protocol is for the client to be authenticated.) The only work on general secure
multi-party computation in an asynchronous model, and allowing concurrency,
assumes authenticated channels [10].

2 Model

We extend the model of [1] (which builds on [3] and [4], and is also used by [25]).
The model of [1] was designed for the problem of authenticated key exchange
(ake) between two parties, a client and a server. The goal was for them to engage
in a protocol such that after the protocol was completed, they would each hold a
session key that is known to nobody but the two of them. Our model is designed
for the problem of distributed authenticated key exchange (dake) between a client
and k servers. The goal is for them to engage in a protocol such that after the
protocol is completed, the client would hold k session keys, one being shared
with each server, such that the session key shared between the client and a given
server is known to nobody but the two of them, even if up to k− 1 other servers
were to conspire together.

Note that a secure dake protocol allows for secure downloadable credentials,
by, e.g., having the servers store an encrypted credentials file with a decryption
key stored using a threshold scheme among them, and then having each send
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a partial decryption of the credentials file to the client, encrypted with the
session key it shares with the client. Note that the credentials are secure in
a threshold sense: fewer than the given threshold of servers are unable to obtain
the credentials. Details are beyond the scope of this paper.

In the following, we will assume some familiarity with the model of [1].
Protocol participants. We have two types of protocol participants: clients and
servers. Let ID def= Clients∪Servers be a non-empty set of protocol participants,
or principals.

We assume Servers consists of n servers, denoted {S1, . . . , Sn}, and that
these servers are meant to cooperate in authenticating a client2. Each client
C ∈ Clients has a secret password πC , and each server S ∈ Servers has a vec-
tor πS = [πS [C]]C∈Clients . Entry πS [C] is the password record. Let PasswordC
be a (possibly small) set from which passwords for client C are selected. We
will assume that πC

R← PasswordC (but our results easily extend to other pass-
word distributions). Clients and servers are modeled as probabilistic poly-time
algorithms with an input tape and an output tape.
Execution of the protocol. A protocol P is an algorithm that determines
how principals behave in response to inputs from their environment. In the real
world, each principal is able to execute P multiple times with different partners,
and we model this by allowing unlimited number of instances of each principal.
Instance i of principal U ∈ ID is denoted ΠU

i .
To describe the security of the protocol, we assume there is an adversary

A that has complete control over the environment (mainly, the network), and
thus provides the inputs to instances of principals. We will further assume the
network (i.e., A) performs aggregation and broadcast functions3. In practice, on
a point-to-point network, the protocol implementor would most likely have to
implement these functionalities in some way, perhaps using a single intermediate
(untrusted) node to aggregate and broadcast messages4. Formally, the adversary
is a probabilistic algorithm with a distinguished query tape. Queries written to
this tape are responded to by principals according to P ; the allowed queries
are formally defined in [1] and summarized here (with slight modifications for
multiple servers):

Send (U, i, M): causes message M to be sent to instance ΠU
i . The instance

computes what the protocol says to, state is updated, and the output of the
computation is given to A. If this query causes ΠU

i to accept or terminate,
this will also be shown to A. To initiate a session between client C and a
set of servers, the adversary should send a message containing a set I of k
indices of servers in Servers to an unused instance of C.

2 Our model could be extended to have multiple sets of servers, but for clarity of
presentation we omit this extension.

3 This is more for notational convenience than anything else. In particular, we make
no assumptions about synchronicity or any type of distributed consensus.

4 Note that since A controls the network and can deny service at any time, we do not
concern ourselves with any denial-of-service attacks that this single intermediate
node may facilitate.
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Execute (C, i, ((Sj1 , �j1), . . . , (Sjk , �jk))): causes P to be executed to completion
between ΠC

i (where C ∈ Clients) and Π
Sj1
�j1

, . . . , Π
Sjk
�jk

, and outputs the
transcript of the execution. This query captures the intuition of a passive
adversary who simply eavesdrops on the execution of P .

Reveal (C, i, Sj): causes the output of the session key held by ΠC
i correspond-

ing to server Sj , i.e., skiC,Sj .

Reveal (Sj , i): causes the output of the session key held by ΠSj
i , i.e., skiSj .

Test (C, i, Sj): causes ΠC
i to flip a bit b. If b = 1 the session key skiC,Sj is

output and if b = 0 a string drawn uniformly from the space of session keys
is output. A Test query (of either type) may be asked at any time during
the execution of P , but may only be asked once.

Test (Sj , i): causes ΠSj
i to flip a bit b. If b = 1 the session key skiSj is output;

otherwise, a string is drawn uniformly from the space of session keys and
output. As above, a Test query (of either type) may be asked at any time
during the execution of P , but may only be asked once.

The Reveal queries are used to model an adversary who obtains information
on session keys in some sessions, and the Test queries are a technical addition to
the model that will allow us to determine if an adversary can distinguish a true
session key from a random key.

We assume A may compromise up to k − 1 servers, and that the choice of
these servers is static. In particular, without loss of generality, we may assume
the choice is made before initialization, and we may simply assume the adversary
has access to the private keys of the compromised servers.

Partnering. A server instance that accepts holds a partner-id pid , session-
id sid , and a session key sk. A client instance that accepts holds a partner-id
pid , a session-id sid , and a set of k session keys (skj1 , . . . , skjk). Let sid be
the concatenation of all messages (or pre-specified compacted representations
of the messages) sent and received by the client instance in its communication
with the set of servers. (Note that this excludes messages that are sent only
between servers, but not to the client.) Then instances ΠC

i (with C ∈ Clients)
holding (pid , sid , (skj1 , . . . , skjk)) for some set I = {j1, . . . , jk} and Π

Sj
�j

(with
Sj ∈ Servers) holding (pid ′, sid ′, sk) are said to be partnered if j ∈ I, pid = Sj ,
pid ′ = C, sid = sid ′, and skj = sk. This is the so-called “matching conversation”
approach to defining partnering, as used in [3,1].

Freshness. A client instance/server pair (ΠC
i , Sj) is fresh if (1) Sj is not

compromised, (2) there has been no Reveal (C, i, Sj) query, and (3) if ΠSj
� is a

partner to ΠC
i , there has been no Reveal (Sj , �) query. A server instance ΠSj

i is
fresh if (1) Sj is not compromised, (2) there has been no Reveal (Sj , i) query,
and (3) if ΠC

� is the partner to ΠSj
i , there has been no Reveal (C, �, Sj) query.

Intuitively, the adversary should not be able to distinguish random keys from
session keys held by fresh instances.
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Advantage of the adversary. We now formally define the distributed au-
thenticated key exchange (dake) advantage of the adversary against protocol P .
Let Succdake

P (A) be the event that A makes a single Test query directed to some
instance ΠU

i that has terminated and is fresh, and eventually outputs a bit b′,
where b′ = b for the bit b that was selected in the Test query. The dake advantage
of A attacking P is defined to be

Advdake
P (A) def= 2 Pr

[
Succdake

P (A)
]
− 1.

The following fact is easily verified.

Fact 1.
Pr(Succdake

P (A)) = Pr(Succdake
P ′ (A))+ε ⇐⇒ Advdake

P (A) = Advdake
P ′ (A)+2ε.

3 Definitions

Let κ be the cryptographic security parameter. Let Gq ∈ G denote a finite
(cyclic) group of order q, where |q| = κ. Let g be a generator of Gq, and assume
it is included in the description of Gq.

Notation. We use (a, b)×(c, d) to mean elementwise multiplication, i.e., (ac, bd).
We use (a, b)r to mean elementwise exponentiation, i.e., (ar, br). For a tuple V ,
the notation V [j] means the jth element of V .

We denote by Ω the set of all functions H from {0, 1}∗ to {0, 1}∞. This
set is provided with a probability measure by saying that a random H from Ω
assigns to each x ∈ {0, 1}∗ a sequence of bits each of which is selected uniformly
at random. As shown in [2], this sequence of bits may be used to define the
output of H in a specific set, and thus we will assume that we can specify that
the output of a random oracle H be interpreted as a (random) element of Gq 5.
Access to any public random oracle H ∈ Ω is given to all algorithms; specifically,
it is given to the protocol P and the adversary A. Assume that secret session
keys are drawn from {0, 1}κ.

A function f : Z → [0, 1] is negligible if for all α > 0 there exists an κα > 0
such that for all κ > κα, f(κ) < |κ|−α. We say a multi-input function is negligible
if it is negligible with respect to each of its inputs.

4 Protocol

In this section we describe our protocol for threshold password-authenticated
key exchange. In the next section we prove this protocol is secure under the
DDH assumption [6,14] in the random-oracle model [2].

5 For instance, this can be easily defined when Gq is a q-order subgroup of Z
�
p, where

q and p are prime.



Threshold Password-Authenticated Key Exchange 391

4.1 Server Setup

Let there be n servers {Si}i∈{1,2,...,n}. Let (x, y) be the servers’ global key pair
such that y = gx. The servers share the global secret key x using a (k, n)-
threshold Feldman secret sharing protocol [16]. Specifically, a polynomial f(z) =∑k−1
j=0 ajz

j mod q is chosen with a0← x and random coefficients aj
R← Zq for

j > 0. Then each server Si gets a secret share xi = f(i) and a corresponding
public share yi = gxi , 1 ≤ i ≤ n. (In this paper we assume that a trusted dealer
generates these shares, but it should be possible to have the servers generate them
using a distributed protocol, as in Gennaro et al. [19].) In addition, each server
Si independently generates its own local key pair (x′i, y

′
i) such that y′i = gx

′
i ,

1 ≤ i ≤ n. Each server Si publishes its local public key y′i along with its share of
the global public key yi. Let H0, H1, H2, H3, H4, H5, H6

R←Ω be random oracles
with domain and range defined by the context of their use. Let h←H0(y) and
h′←H1(y) be generators for Gq.

Remark 1. We note that in the following protocol the servers are assumed to
have stored the 2n+1 public values y, {y′i}ni=1, and {yi}ni=1. Likewise, the client
is assumed to have stored the n+ 1 public values y and {y′i}ni=1. (Alternatively,
a trusted certification authority (CA) could certify these values, but we choose
to keep our model as simple as possible.)

4.2 Client Setup

A client C ∈ Clients has a secret password πC drawn from a set PasswordC .
We assume PasswordC can be mapped into Zq, and for the remainder of the
paper, we use passwords as if they were elements of Zq. C creates an ElGamal
ciphertext EC of the value g(πC)−1

, using the servers’ global public key y. More
precisely, he selects α R← Zq and computes EC ← (yαg(πC)−1

, gα). He sends EC
to each of the servers Si, 1 ≤ i ≤ n, who record (C,EC) in their database.
(Alternatively, a trusted CA could be used, but again we choose to keep our
model as simple as possible.)

Remark 2. We assume the the adversary does not observe or participate in either
the system or client setup phases. We assume the client saves a copy of EC locally.
It should be clear that since EC is public information, this is not the same as
storing a shared secret key with the client, which would then obviate the need to
use a password for authentication. In particular, it should be noted that instead
of storing EC locally, a client alternatively could obtain a certified copy of EC
through interaction with the servers. Details are beyond the scope of the paper.

4.3 Client Login Protocol

A high level description of the protocol is given in Figure 1, and the formal
description may be found in the full paper. Our protocol for a client C ∈ Clients
relies on a simulation-sound non-interactive zero-knowledge proof (SS-NIZKP)
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Client C Server Si (i ∈ I)

C,I=〈i1,...,ik〉 �

ci
R← Zq

Broadcast: ci

{ci}i∈I�

x̃, β, γ
R← Zq

ỹ← gx̃

B← (yβ , gβ)× (EC)π × (g−1, 1)
V ← (hγgπ, gγ)
τ ← 〈ỹ, ci1 , . . . , cik 〉
σ← ProveΦQ((τ, EC , B, V ), (β, π, γ))
∀i ∈ I, ỹi← (y′

i)
x̃

∀i ∈ I, Ki←H2(I, τ, ỹi)
B,V,ỹ,σ �

τ ← 〈ỹ, ci1 , . . . , cik 〉
If ¬VerifyΦQ((τ, EC , B, V ), σ)

Then Abort
DistVerify(τ, B, V )
ỹi← ỹx′

i

Ki←H2(I, τ, ỹi)

Fig. 1. Protocol P

scheme (see De Santis et al. [12] for a definition of an SS-NIZKP scheme) Q =
(ProveΦQ ,VerifyΦQ ,SimΦQ) over a language defined by a predicate ΦQ that takes
elements of {0, 1}∗ × (Gq ×Gq)3 and is defined as

ΦQ(τ, EC , B, V ) def=
∃β, π, γ :

(
B =

(
yβ , gβ

)× (EC)π × (g−1, 1)
)

and (V = (hγgπ, gγ)) .

The algorithms ProveΦQ , VerifyΦQ , and SimΦQ use a random oracle H3. ProveΦQ
may be implemented in a standard way as a three-move honest-verifier proof
made non-interactive by using the hash function to generate the verifier’s random
challenge, and having τ be an extra input to the hash function. Other proofs
defined below may be implemented similarly.

Here we discuss Figure 1. The client C ∈ Clients receives a set I of k servers
in Servers and initiates the protocol with that set, by broadcasting I along
with its own identity C. (As stated above, we assume aggregation and broadcast
functionalities in the network for the communication between the client and the
servers, and among the servers themselves.) In return C receives nonces from
the servers in I. The client then “removes” the password from the ciphertext
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EC by raising it to πC and dividing g out of the first element of the tuple, and
reblinds the result to form B. The quantity V is then formed to satisfy the
predicate ΦQ, and an SS-NIZKP σ is created to bind B, V , the session public
key ỹ, and the nonces from the servers. This SS-NIZKP also forces the client to
behave properly, and in particular to allow a simulator in the proof of security to
operate correctly. (The idea is similar to the use of a second encryption to achieve
(lunchtime) chosen-ciphertext security in [27].) After verifying the SS-NIZKP,
if the client has used the password π = πC , it will be that B[1] = yβ+απ and
B[2] = gβ+απ. The servers then run DistVerify(τ,B, V ) to verify that logg y =
logB[2]B[1]. Effectively, they are verifying (without decryption) that B is a valid
encryption of the plaintext message 1. Each server Si then computes a session
key Ki, which has also been computed by the client.

Efficiency For the following calculations we use the proof constructions of Fig-
ures 3 through 7. Recall that there are k servers involved in the execution of
the protocol. The protocol requires six rounds, where each round is an exchange
of messages among some of the participants. All messages are of length propor-
tional to the size of a group element. The client is involved in only the first three
rounds, while the servers are involved in all rounds. The client performs 15 + k
exponentiations, and each server performs 22 + 34k exponentiations.

Remark 3. These costs are obviously much higher than the Ford-Kaliski scheme,
but remember that our protocol is the first to achieve provable security (in the
random oracle model). Also, the costs may be reasonable for practical imple-
mentations with k in the range of 2 to 5.

Remark 4. Our protocol does not provide forward security. To achieve forward
security, each server Si would need to generate its Diffie-Hellman values dynam-
ically, instead of simply using y′i. Then these values would need to be certified
somehow by Si to protect the client against a man-in-the-middle attack. Details
are beyond the scope of this paper.

4.4 The DistVerify Protocol

The DistVerify protocol takes three parameters, τ , B, and V , and is run by the
servers {Si}i∈I to verify that logg y = logB[2]B[1], i.e., B is an encryption of
1. The parameter V is used in order to allow a proof of security. The protocol
is shown in Figure 2, and uses the standard notation for Lagrange coefficients:
λj,I =

∏
�∈I\{j}

−�
j−� mod q. The basic idea of the protocol is as follows. First

the servers distributively compute Br, thus using the (standard) technique of
randomizing the quotient B[1]/(B[2])x if it is not equal to 1. Then they take the
second component (i.e., (B[2])r) and distributively compute ((B[2])r)x using
their shared secrets. Finally they verify that ((B[2])r)x = (B[1])r, implying
B[1] = (B[2])x, and hence B is an encryption of 1. DistVerify uses an SS-NIZKP
scheme R = (ProveΦR ,VerifyΦR ,SimΦR) over a language defined by a predicate
ΦR that takes elements of Z× (Gq ×Gq)6 and is defined as
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Step 1: ri, r
′
i, γi, γ

′
i, γ

′′
i

R← Zq

Bi←Bri × (y, g)r′
i Vi← (hγigri , gγi)

V ′
i ← (hγ′

i(V [1])ri , gγ′
i) V ′′

i ← (hγ′′
i (V [2])ri , gγ′′

i )
σi← ProveΦR((i, B, V, Bi, Vi, V

′
i , V ′′

i ), (ri, r
′
i, γi, γ

′
i, γ

′′
i ))

Broadcast (Bi, Vi, V
′

i , V ′′
i , σi)

Step 2: ∀j ∈ I \ {i} : Receive (Bj , Vj , V
′

j , V ′′
j , σj)

∀j ∈ I \ {i} : If ¬VerifyΦR((j, B, V, Bj , Vj , V
′

j , V ′′
j ), σj) Then Abort

(y, g)← ∏

j∈I Bj

τ ′← 〈τ, B, V, Bi1 , . . . , Bik〉
ai← λi,Ixi Ci← gai Ri← (hζ(h′)ai , gζ)
∀j ∈ I : Cj ← (yj)λj,I

Γi← ProveΦS ((i, τ ′, Ci, Ri), ai)
Broadcast (Ri, Γi)

Step 3: ∀j ∈ I \ {i} : Receive (Rj , Γj)
∀j ∈ I \ {i} : If ¬VerifyΦS ((j, τ ′, Cj , Rj), Γj) Then Abort
Γ ′

i ← ProveΦT ((i, τ ′, g, Ci, Ci, Ri), ai)
Broadcast (Ci, Γ

′
i )

Step 4: ∀j ∈ I \ {i} : Receive (Cj , Γ
′
j)

∀j ∈ I \ {i} : If ¬VerifyΦT ((j, τ ′, g, Cj , Cj , Rj), Γ ′
j) Then Abort

If Πj∈ICj �= y Then Abort

Fig. 2. Protocol DistVerify(τ, B, V ) for Server Si (i ∈ I)

ΦR(i, B, V,Bi, Vi, V ′i , V
′′
i ) def= ∃ri, r′i, γi, γ′i, γ′′i : Bi = Bri × (y, g)r

′
i and

Vi = (hγigri , gγi)andV ′i = (hγ
′
i(V [1])ri , gγ

′
i)and

V ′′i = (hγ
′′
i (V [2])ri , gγ

′′
i ).

The algorithms ProveΦR , VerifyΦR , and SimΦR use a random oracle H4.
DistVerify also uses an SS-NIZKP scheme S = (ProveΦS ,VerifyΦS ,SimΦS )

over a language defined by a predicate ΦS that takes elements of Z× {0, 1}∗ ×
Gq × (Gq ×Gq) and is defined as

ΦS(i, τ ′, Ci, Ri)
def= ∃a, γ : Ci = ga andRi = (hγ(h′)a, gγ).

The algorithms ProveΦS , VerifyΦS , and SimΦS use a random oracle H5.
Finally, DistVerify uses an SS-NIZKP scheme T = (ProveΦT ,VerifyΦT ,SimΦT )

over a language defined by a predicate ΦT that takes elements of Z× {0, 1}∗ ×
Gq ×Gq ×Gq × (Gq ×Gq) and is defined as

ΦT (i, τ ′, g, Ci, Ci, Ri)
def= ∃a, γ : Ci = ga andCi = ga andRi = (hγ(h′)a, gγ).

The algorithms ProveΦT , VerifyΦT , and SimΦT use a random oracle H6.
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µ1, µ2, ν
R← Zq (e, z1, z2, z3)← Γi

B′← (yµ1 , gµ1)× (EC)µ2

V ′← (hνgµ2 , gν) B′← (yz1 , gz1)× (EC)z2 × (B × (g, 1))−e

e←H(τ, EC , B, V, B′, V ′) V ′← (hz3gz2 , gz3)× V −e

z1← βe + µ1 mod q

z2← πe + µ2 mod q Return true if e = H(τ, EC , B, V, B′, V ′)
z3← γe + ν mod q

σ← (e, z1, z2, z3)
Return σ

Fig. 3. ProveΦQ((τ, EC , B, V ), (β, π, γ)) and VerifyΦQ((τ, EC , B, V ), (e, z1, z2, z3))

µ1, µ2, ν1, ν2, ν3
R← Zq

B̃i←Bµ1 × (yµ2 , gµ2)
Ṽi← (hν1gµ1 , gν1)
Ṽ ′

i ← (hν2(V [1])µ1 , gν2)
Ṽ ′′

i ← (hν3(V [2])µ1 , gν3)
e←H(i, B, V, Bi, Vi, V

′
i , V ′′

i , B̃i, Ṽi, Ṽ
′

i , Ṽ ′′
i )

z1← rie + µ1 mod q

z2← r′
ie + µ2 mod q

z3← γie + ν1 mod q

z4← γ′
ie + ν2 mod q

z5← γ′′
i e + ν3 mod q

σ← (e, z1, z2, z3, z4, z5)
Return σ

Fig. 4. ProveΦR((i, B, V, Bi, Vi, V
′

i , V ′′
i ), (ri, r

′
i, γi, γ

′
i, γ

′′
i ))

5 Security of the Protocol

Here we state the DDH assumption. Following that we prove that the protocol
P is secure, based on the DDH assumption.

Decision Diffie-Hellman. Here we formally state the DDH assumption. For
full details, see [6]. Let Gq be as in Section 3, with generator g. For two values
X = gx and Y = gy, let DH(X,Y ) = gxy. Let A be an algorithm that on input
(X,Y, Z) outputs “1” if it believes that Z = DH(X,Y ), and “0” otherwise. For
any A running in time t

AdvDDH
Gq (A) def= Pr

[
(x, y) R← Zq; X ← gx; Y ← gy; Z← gxy : A(X,Y, Z) = 1

]
−Pr

[
(x, y, z) R← Zq; X ← gx; Y ← gy; Z← gz : A(X,Y, Z) = 1

]
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(e, z1, z2, z3, z4, z5)← Γi

B̃i←Bz1 × (yz2 , gz2)× (Bi)−e

Ṽi← (hz3gz1 , gz3)× (Vi)−e

Ṽ ′
i ← (hz4(V [1])z1 , gz4)× (V ′

i )−e

Ṽ ′′
i ← (hz5(V [2])z1 , gz5)× (V ′′

i )−e

Return true if e = H(i, B, V, Bi, Vi, V
′

i , V ′′
i , B̃i, Ṽi, Ṽ

′
i , Ṽ ′′

i )

Fig. 5. VerifyΦR((i, B, V, Bi, Vi, V
′

i , V ′′
i ), (e, z1, z2, z3, z4, z5))

µ, ν
R← Zq (e, z1, z2)← Γi

W ← gµ

R′← (hν(h′)µ, gν) R′← (hz2(h′)z1(Ri[1])−e, gz2(Ri[2])−e)
e←H(i, τ ′, Ci, Ri, W, R′) W ← gz1(Ci)−e

z1← ae + µ mod q

z2← γe + ν mod q Return true if e = H(i, τ ′, Ci, Ri, W, R′)

Γi← (e, z1, z2)
Return Γi

Fig. 6. ProveΦS ((i, τ ′, Ci, Ri), (a, γ)) and VerifyΦS ((i, τ ′, Ci, Ri), Γi)

Let AdvDDH
Gq (t) = maxA

{
AdvDDH

Gq (A)
}

, where the maximum is taken over all
adversaries of time complexity at most t. The DDH assumption states that for
t polynomial in κ, AdvDDH

Gq (t) is negligible.

5.1 Protocol P

Here we prove that protocol P is secure, in the sense that an adversary attack-
ing the system that compromises fewer than k out of n servers cannot determine
session keys with significantly greater advantage than that of an online dictio-
nary attack. Recall that we consider only static compromising of servers, i.e.,
the adversary chooses which servers to compromise before the execution of the
system. Let texp be the time required to perform an exponentiation in Gq.

Theorem 1. Let P be the protocol described in Figure 1 and Figure 2, using
group Gq, and with a password dictionary of size N (that may be mapped into
Zq). Fix an adversary A that runs in time t, and makes nse, nex, nre queries of
type Send,Execute,Reveal, respectively, and nro queries directly to the random
oracles. Then for t′ = O(t+ (nro + knse + k2nex)texp):

Advdake
P (A) =

nse

N
+O

(
AdvDDH

Gq (t′) +
n2 + knronse + nron+ (nse + knex)2

q
+
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µ, ν
R← Zq (e, z1, z2)← Γ ′

i

W ← gµ

W ← gµ R′← (hz2(h′)z1(Ri[1])−e, gz2(Ri[2])−e)
R′← (hν(h′)µ, gν) W ← gz1(Ci)−e

e←H(i, τ ′, g, Ci, Ci, Ri, W , W, R′) W ← gz1(Ci)−e

z1← ae + µ mod q

z2← γe + ν mod q Return true
if e = H(i, τ ′, g, Ci, Ci, Ri, W , W, R′)

Γ ′
i ← (e, z1, z2)

Return Γ ′
i

Fig. 7. ProveΦT ((i, τ ′, g, Ci, Ci, Ri), (a, γ)) and VerifyΦT ((i, τ ′, g, Ci, Ci, Ri), Γ ′
i )

(nse + knex)(nro + nse + knex)
q2

)
.

Proof: Our proof will proceed by introducing a series of protocols P0, P1, . . . , P7
related to P , with P0 = P . In P7, A will be reduced to simply “guessing” the
correct password πC . We describe these protocols informally in Figure 8. For
each i from 1 to 7, we will prove that the difference between the advantage of A
attacking protocols Pi−1 and Pi is negligible.

We will sketch these proofs here, and leave the details to the full paper.

P0 → P1 The probability of a collision of nonces is easily seen to be negligible.
P1 → P2 This can be shown using a standard reduction from DDH. On input

(X,Y, Z), we plug in random powers of Y for the servers’ local public keys,
and random powers of X for the clients’ ỹ values, and then check H2 queries
for appropriate powers of Z.

P2 → P3 This can be shown using a reduction from DDH. On input (X,Y, Z),
we plug Y in for h = H0(y), and we use X and Z to create (randomized)
encryptions for all V , Vi, V ′i , V

′′
i , and Ri values. Also, we must factor in the

negligible probability of a simulation error in one of the SS-NIZKP proofs,
P3 → P4 This can be shown using a reduction from DDH. On input (X,Y, Z),

we plug Y in for y, simulate the public shares of the uncompromised servers,
and use X and Z to create (randomized) encryptions for all B values. To
make sure authentication succeeds for a client that uses this B value, we
generate Ci values from uncompromised servers in such as way that the
product is the y value, and we simulate the SS-NIZKP proofs.
The difficulty is now in performing authentication on B values chosen by
the adversary, since we do not know the secret shares (the xi values) for
the uncompromised servers. Therefore to perform authentication, we plug a
value with a known discrete log in for h = H0(y) so we can decrypt all V ,
Vi, V ′i , and V ′′i values, and then use these decryptions to aid in computing
the correct value of gx (even though we don’t know x). Finally, we generate
Ci values from uncompromised servers in such as way that the product is
gx, and we simulate the SS-NIZKP proofs.
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P0 The original protocol P .
P1 The nonces are assumed to be distinct (and thus Reveal queries do not reveal

anything that could help in a Test query).
P2 The Diffie-Hellman key exchange between a client and an uncompromised

server is replaced with a perfect key exchange (and thus an adversary that
does not succeed in impersonating a client to an uncompromised server does
not obtain any information that could help in a Test query).

P3 Value V from a client, and values Vi, V
′

i , V ′′
i , Ri from uncompromised servers,

are replaced by random values. The Q-SS-NIZKP σ, and each R-SS-NIZKP
σi, S-SS-NIZKP Γi, and T -SS-NIZKP Γ ′

i , are constructed using the associ-
ated simulators.

P4 Value B from a client is replaced with a random value, but the Ci values from
uncompromised servers are changed to force the associated authentication to
succeed.

P5 The adversary succeeds if it ever sends a V value associated with the correct
password.

P6 Abort if the adversary creates a new and valid S-SS-NIZKP proof or T -SS-
NIZKP proof associated with an uncompromised server.

P7 Value EC for each client is changed to a random value, and on any adversary
login attempt for C, the Ci values from uncompromised servers are replaced
with values generated to form a random y (so as to force a failure).

Fig. 8. Informal description of protocols P0 through P7

P4 → P5 This is straightforward, since this could only increase the probability
of the adversary succeeding.

P5 → P6 This can be shown using a reduction from DDH. On input (X,Y, Z),
we plug Y in for y, simulate the public shares of the uncompromised servers,
and let h′ = X. Given a correct SS-NIZKP for an uncompromised server, we
can compute (h′)x, where y = gx (where x is not known). Then we simply
check if Z = (h′)x.

P6 → P7 This can be shown using a reduction from DDH. On input (X,Y, Z),
we plug Y in for y, simulate the public shares of the uncompromised servers,
and use X and Z to create (randomized) encryptions for all EC values. This
does not affect authentication usingB values generated by clients (since these
values are random at this point, anyway). The difficulty is in obtaining the
right distribution of Ci values while authenticating B values chosen by the
adversary. To do this we use X and Z in our creation of the Bi values for
uncompromised servers, which leaves Ci values correct if (X,Y, Z) is a true
DH triple, but has the affect of randomizing the Ci values if (X,Y, Z) is a
random triple. Again, the decryptions of V , Vi, V ′i , and V ′′i are used to aid in
computing the true gx value (even though we don’t know x) when (X,Y, Z)
is a true DH triple, or the appropriate random value, when (X,Y, Z) is a
random triple.
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One can see that in P2, an adversary that does not succeed in impersonating a
client to an uncompromised server gains negligible advantage in determining a
real session key from a random session key. The remainder of the protocols are
used to show that an adversary gains negligible advantage in impersonating a
client over a simple online guessing attack. In particular, in P7 the password is
only used to check V values submitted by the adversary attempting to imper-
sonate a client. The theorem follows.
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Abstract. We give the first construction of a practical threshold pseudo-
random function. The protocol for evaluating the function is efficient
enough that it can be used to replace random oracles in some protocols
relying on such oracles. In particular, we show how to transform the effi-
cient cryptographically secure Byzantine agreement protocol by Cachin,
Kursawe and Shoup for the random oracle model into a cryptographi-
cally secure protocol for the complexity theoretic model without loosing
efficiency or resilience, thereby constructing an efficient and optimally re-
silient Byzantine agreement protocol for the complexity theoretic model.

1 Introduction

The notion of pseudorandom function was introduced by Goldreich, Goldwasser
and Micali[GGM86] and has found innumerable applications. A pseudorandom
function family is a function F taking as input a key K and element x, we write
FK(x), where for a random key the output of FK cannot be distinguished from
uniformly random values if one does not know the key. If one have to require
that the input of FK is uniformly random for the output of FK to look uniformly
random, we say that F is weak pseudorandom.

One immediate application of pseudorandom functions is using them for im-
plementing random oracles: Consider a protocol setting with n parties. A c-
threshold random oracle with domain D is an ideal functionality (or trusted
party). After c parties have input (evaluate, x), where say x ∈ {0, 1}∗, the
functionality will return a uniformly random value rx

R← D to all parties that
input (evaluate, x). This functionality defines a uniformly random function from
{0, 1}∗ to D. Numerous protocol constructions are known that can be proved
secure assuming that a random oracle is available. However, any implementation
of such a protocol must also provide an implementation of the oracle. In prac-
tice, a hash function is often used to replace a 1-random oracle, but then the
implementation is only secure if an adversary can do no better with the hash
function than he could with the oracle. This is something that in general cannot
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Centre of the Danish National Research Foundation
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c© Springer-Verlag Berlin Heidelberg 2002



402 Jesper Buus Nielsen

be proved, but must be a belief based on heuristics – in fact, for some protocols,
this belief is always wrong [CGH98,Nie02].

In contrast, pseudorandom functions can be used to implement random ora-
cles without loss of security. This can be done by generating K at the beginning
of the protocol and letting rx = FK(x) when rx is needed. It is however clearly
necessary that no party should know the key of FK , since the output of a pseudo-
random function only looks random to parties who do not have the key. Therefore
the key – and hence also ability to evaluate the function – must be distributed
among the parties using, for instance, a threshold secret-sharing scheme.

Our Results. In this paper we construct a new pseudorandom function family.
The key will be a prime Q, where P = 2Q + 1 is also a prime, a random
value x from the subgroup QP of Z∗P of order Q, along with 2l random values
{αj,b}j=1,...,l,b=0,1 from ZQ. The function family maps from the set of strings of
length at most l to QP , and given σ = (σ1, . . . , σm) ∈ {0, 1}≤l, the output will
be x

∏m
i=1 αi,σi mod P . We prove this function family secure under the decisional

Diffie-Hellman (DDH) assumption.
More importantly, we give a secure n-party protocol for evaluating the func-

tion. Our protocol is for the asynchronous model with authenticated public point-
to-point channels. This is a very realistic model of communication and can be
efficiently implemented[CHH00]. The protocol is statically secure as long as less
than n/3 parties misbehave. In some applications the protocol can communicate
as much as O(ln2k) bits per evaluation, where k is the security parameter (for
each exponent each party sends to each other party k bits). However, in many
uses the communication complexity will be O(n2k) bits.

To demonstrate the applicability of our new threshold pseudorandom func-
tion, we describe how to implement efficient Byzantine agreement (BA) in the
complexity theoretic model, by replacing the random oracles in the protocol
[CKS00] with our threshold pseudorandom function. The resulting protocol has
the same resilience as the protocol in [CKS00], namely resilience against a mali-
cious coalition of one third of the parties. It has the same communication com-
plexity of O(n2k) bits per activation and the same (constant) round complexity
up to a small constant factor. As part of the implementation we show how to
replace the random oracles in the threshold signature scheme from [Sho00] by
our threshold pseudorandom function.

Related Work. The notion of distributed pseudorandom function, which is
similar to our threshold pseudorandom function, was introduced by Naor, Pinkas
and Reingold in [NPR99]. They do not define distributed pseudorandom func-
tions in a general multiparty computation model – their model is more ad-hoc
and implementation-near. Since there are differences between the two notions,
we have chosen a different name for our definition.

Until now the most efficient known construction of threshold pseudorandom
functions was using general multiparty computation techniques or coin-toss pro-
tocols, or were restricted to a (logarithmic) small number of parties because of
the way the key was distributed[MS95,BCF00].
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In [NPR99] an efficient threshold weak pseudorandom function was con-
structed based on the DDH assumption, and it was left as an interesting open
problem to construct an efficient threshold pseudorandom function. Our proto-
col uses the protocol from [NPR99]. Indeed, our construction contains a general
and efficient construction of threshold pseudorandom functions from threshold
weak pseudorandom functions. This technique is reminiscent of the construction
of pseudorandom functions from pseudorandom generators in [GGM86].

Our pseudorandom function is similar to a function from [NR97], but there
are some essential differences, which allows to efficiently distribute our function.
Indeed, the construction from [NR97] does not seem to allow an efficient secure
distributed protocol.

Organization. In Section 2 we give some preliminary notation and definitions.
In Section 3 we describe our pseudorandom function and prove that it is pseudo-
random under the DDH assumption. In Section 4 we sketch the framework for
secure multiparty computation from [Can01] and define the notions of thresh-
old function family, c-threshold random oracle, threshold trapdoor permutation,
threshold signatures and Byzantine agreement in this framework. In Section 5 we
construct a threshold pseudorandom function by giving a distributed protocol
for our threshold pseudorandom function. In Section 6 we show how to use this
threshold function family and the RSA based threshold trapdoor permutation
from [Sho00] to implement a threshold signature scheme based on the RSA and
DDH assumptions. Finally in Section 7 we show how to use this threshold sig-
nature scheme along with our threshold pseudo-random function to implement
the BA protocol from [CKS00] in the complexity theoretic model under the RSA
and DDH assumptions.

2 Preliminaries

We use ε to denote the empty string and for l ∈ N we use {0, 1}≤l to denote
the set

⋃l
i=0{0, 1}i of all strings of length at most l. For a set S we use x R← S

to denote the action of sampling an element x (statistically close to) uniformly
random from S, and for a probabilistic algorithm we use a R← A to denote the
action of running A with uniformly random bits and letting a be the output.
We use k ∈ N to denote the security parameter. We will often skip the security
parameter if it is implicitly given by the context. If e.g. S = {Sk}k∈N is a
sequence of sets we will write x ∈ S to mean x ∈ Sk, where k is the security
parameter given by the context.

Trapdoor Commitment Scheme. A trapdoor commitment scheme can be
described as follows: first a public key pk is chosen based on a security parameter
k, by running a probabilistic polynomial time (PPT) generator G. Further more,
there is a fixed function commit that the committer C can use to compute a com-
mitment c to s by choosing some random input r, computing c = commitpk(s, r),
and sending c. Opening takes place by sending (s, r); it can then be checked that
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commitpk(s, r) is the value S sent originally. We require that the scheme is per-
fect hiding and computationally binding. The algorithm for generating pk also
outputs a string t, the trapdoor, and there is an efficient algorithm which on in-
put t, pk outputs a commitment c, and then on input any s produces uniformly
random r for which c = commitpk(s, r). In other words, a trapdoor commitment
scheme is binding if you know only the public key, but given the trapdoor, you
can cheat arbitrarily and undetectable.

Pseudorandom Functions. The following definitions are adaptions of defini-
tions from [Gol01,BDJR97].

Definition 1. A function family is a sequence F = {Fk}k∈N of random vari-
ables, so that the random variable Fk assume values which are functions. We
say that a function family is a PPT function family if the following two condi-
tions hold:
Efficient indexing There exists a PPT algorithm, I, and a mapping from

strings to functions, φ, so that φ(I(1k)) and Fk are identically distributed.
We denote by fi the function φ(i).

Efficient evaluation There exists a PPT algorithm, V, so that V (i, x) = fi(x).

Let F and G be two function families. We write F ⊂ G if for all k the func-
tions that receive non-zero probability mass in Fk is a subset of the functions that
receive non-zero probability mass in Gk. Consider two sequences A = {Ak}k∈N

and B = {Bk}k∈N of sets. If all Ak and Bk are finite, we use [A → B] to
denote the function family {Fk}k∈N where Fk is uniform over the set of all
functions from Ak to Bk. We say that a function family F maps from A to B if
F ⊂ [A→ B].

Definition 2. Let F ⊂ [A → B] be a PPT function family. Let b ∈ {0, 1}. Let
D be a distinguisher that has access to an oracle. Let Of be the oracle which on
input s ∈ A outputs f(s), and let Rf be the oracle which on input gen generates
a uniformly random s ∈ A and outputs (s, f(s)). Now consider the following
experiments and corresponding advantages.

proc Expwprf-b
F,D ≡

f0
R← [A→ B]

f1
R← F

d← DRfb

return d

proc Expprf-b
F,D ≡

f0
R← [A→ B]

f1
R← F

d← DOfb

return d

AdvwprfF,D = Pr[Expwprf-1
F,D = 1]− Pr[Expwprf-0

F,D = 1]

AdvprfF,D = Pr[Expprf-1
F,D = 1]− Pr[Expprf-0

F,D = 1]

We say that F is a weak pseudorandom function family (WPRF) from A to B
(is a pseudorandom function family (PRF) from A to B) if for all PPT distin-
guishers D the advantage AdvwprfF,D (AdvprfF,D) is negligible.
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3 The DDH-Tree Function Family

Definition 3. The DDH-Tree function family is indexed by values
i = (Q, {αj,b}j∈{1,...,l},b∈{0,1}, xε), where Q is a random k-bit prime s.t. P =
2Q + 1 is also a prime, l is some polynomial in k, the elements αj,b are ran-
dom in Z∗Q, and xε is random in QP (the sub-group of Z∗P of order Q). For

an index i we define a function fi : {0, 1}≤l → QP , fi(σ) = x
∏m

i=1 αi,σi
ε mod P ,

where σ = (σ1, . . . , σm) ∈ {0, 1}≤l. We will sometimes use the notation xσ to
mean fi(σ), when i is clear from the context. Note that in particular, we have
fi(ε) = xε.

We would like the function family to output bit-strings, instead of elements in
QP . To this end, given an element y ∈ QP , let �y� = min(y, P−y). Consider then
an index i as above except that Q is a (k+ δ(k))-bit prime, where log(k)/δ(k) ∈
o(1). We define the function gi : {0, 1}≤l → {0, 1}k, gi(σ) = �fi(σ)� mod 2k.
The DDH-Tree function family is given by the functions gi.

Definition 4. Given P = 2Q + 1 and a random generator g of QP , the DDH
assumption is that the random variable (g, gα mod P, gβ mod P, gαβ mod P ),
where α, β R← ZQ, is computationally indistinguishable from the random variable

(g, gα mod P, gβ mod P, gγ mod P ), where α, β, γ R← ZQ.

Theorem 1. Under the DDH assumption, the DDH-Tree function family is
pseudorandom from {0, 1}≤l to {0, 1}k.
Proof: Let i = (Q, {αj,b}j∈{1,...,l},b∈{0,1}, xε) be a random index. Since −1 is
not a square in Z∗P , the map �·� is bijective. Since Q is a (k + δ(k))-bit prime,
for a uniformly random value x ∈ ZQ, the value x mod 2k is statistically close
to uniform in {0, 1}k. It is therefore enough to prove that the output of fi for
random i cannot be distinguished from uniformly random values from QP . For
this purpose define for j ∈ {1, . . . , l} and b ∈ {0, 1} a function fj,b : QP → QP ,
fj,b(x) = xαj,b mod P and a function gj,b which is uniformly random from QP to
QP . Then for m ∈ {0, . . . , l} let hmj,b = fj,b if j ≥ m and let hmj,b = gj,b otherwise.
Finally let hmi (σ) = hml,σl

◦· · ·◦hm1,σ1
(xε). Then fi = h0

i and hli is statistically close
to a uniformly random function from {0, 1}≤l to QP . Only statistically close as
collisions will distinguish hli from a uniformly random function: If |σ1| = |σ2|
and hli(σ1) = hli(σ2), then for all suffixes σ, hli(σ1‖σ) = hli(σ2‖σ).

It is therefore enough to prove that h0
i and hli cannot be distinguished, which

can be done by a hybrids argument. Assume namely that there exists m ∈
{1, . . . , l} such that the functions hm−1

i and hmi can be distinguished by a PPT
distinguisher D having black-box access to the functions. We will show that this
contradicts the DDH assumption. For this purpose, assume that we have access
to a black-box o which returns random values of the form (x, fj,0(x), fj,1(x)) if
b = 0 and returns random values of the form (x, gj,0(x), gj,1(x)) if b = 1. By a
simple application of the DDH assumption it can be seen that no PPT algorithm
can guess b with anything but negligible advantage. We reach our contradiction
by using D to guess b. To be able to do this we show how to generate values
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{xσ}σ∈{0,1}≤l distributed as those defined by hm−1+b
i given oracle access to o:

Pick all the values xσ for σ ∈ {0, 1}≤m−1 as uniformly random values with the
only restriction that they are consistent with random functions, i.e. if |σ1| = |σ2|
and xσ1 = xσ2 , then for all suffixes σ make sure xσ1‖σ = xσ2‖σ. To generate a
value xσ where |σ| = m−1, query o and receive a random evaluation (x, x1, x2),
where x is uniformly random from QP . Then let xσ = x, let xσ‖0 = x1, and let
xσ‖1 = x2. Then generate the remaining values xσ where |σ| > m as done in
hm−1
i and hmi using random exponents. It is straightforward to verify that the

values thus defined are distributed as in hm−1
i if b = 0 and as in hmi if b = 1.

To use D to distinguish, run it, and when it queries on σ ∈ {0, 1}≤l return xσ.
To make the process efficient, the values xσ are generated when needed.

4 The Multiparty Computation Model

We will study our protocol problems in the framework for universally composable
asynchronous multiparty computation from [Can01]. Below we sketch the model.

First the real-life execution of the protocol is defined. Here the protocol π is
modeled by n interactive Turing machines (ITMs) P1, . . . , Pn called the parties of
the protocols. Also present in the execution is an adversary A and an environment
Z modeling the environment in which A is attacking the protocol. The environ-
ment gives inputs to honest parties, receives outputs from honest parties, and
can communication with A at arbitrary points in the execution. Both A and Z
are PPT ITMs.

Second an ideal process is defined. In the ideal process an ideal functionality
F is present to which all the parties have a secure communication channel. The
ideal functionality is an ITM defining the desired input-output behavior of the
protocol. Also present is an ideal adversary S, the environment Z, and n so-called
dummy parties P̃1, . . . , P̃n – all PPT ITMs. The only job of the dummy parties is
to take inputs from the environment and send them to the ideal functionality and
take messages from the ideal functionality and output them to the environment.

The security of the protocol is then defined by requiring that the protocol
emulates the ideal process. We say that the protocol securely realizes the ideal
functionality.

The framework also defines the hybrid models, where the execution proceeds
as in the real-life execution, but where the parties in addition have access to an
ideal functionality. An important property of the framework is that an ideal func-
tionality in a hybrid model can securely be replaced by a sub-protocol securely
realizing that ideal functionality.

Below we add a few more details. For a more elaborate treatment of the
general framework, see [Can01].

The environment Z is the driver of the execution. It can either provide a
honest party, Pi or P̃i, with an input or send a message to the adversary. If a
party is given an input, that party is then activated. The party can then, in
the real-life execution, send a message to another party or give an output to
the environment. In the ideal process an activated party just copies its input
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to the ideal functionality and the ideal functionality is then activated, sending
messages to the parties and the adversary according to its program. After the
party and/or the ideal functionality stops, the environment is activated again.

If the adversary, A or S, is activated it can do several things. It can corrupt a
honest party, send a message on behalf of a corrupted party, deliver any message
sent from one party to another, or communicate with the environment. After a
corruption the adversary sends and receives messages on behalf of the corrupted
party. We assume a static adversary which corrupts t parties before the execution
of the protocol, and then never corrupts again.

The adversary controls the scheduling of the message delivery. In the real-life
execution the adversary A can see the contents of all message and may decide
which messages should be delivered and when – it can however not change mes-
sages or add messages to a channel. In the ideal process the adversary S cannot
see the contents of the messages as the channels are assumed to be secure. It can
only see that a message has been sent and can then decide when the message
should be delivered. We will assume that the network is non-blocking. This means
that though the adversary is allowed to delay a message for an arbitrary number
of activations, any message is eventually delivered if the adversary is activated
enough times. If the adversary delivers a message to some party, then this party
is activated and the environment resumes control when the party stops.

There is one additional way that the adversary can be activated. An ideal
functionality has the opportunity of calling the adversary. This means that the
ideal functionality sends a value to the adversary, which then computes a value
which is passed back to the ideal functionality. The ideal functionality then
proceeds with its actions. Typically, this mechanism is used for modeling some
adversarially controlled non-determinism of the ideal functionality. When we
specify the functionality for Byzantine agreement, we will use this mechanism
to allow the adversary to decide on the result if the honest parties disagree.

At the beginning of the protocol all entities are given as input the security
parameter k and random bits. Furthermore the environment is given an auxil-
iary input z. The environment is then activated and the execution proceeds as
described above. At some point the environment stops activating parties and
outputs some bit. This bit is taken to be the output of the execution. We use
REALπ,A,Z(k, z) to denote the output of the environment in the real-life execu-
tion and use IDEALF,S,Z(k, z) to denote the output of the environment in the
ideal process.

We are now ready to state the definition of securely realizing an ideal func-
tionality. For this purpose let REALπ,A,Z denote the distribution ensemble
{REALπ,A,Z(k, z)}k∈N ,z∈{0,1}∗ and let IDEALF,S,Z denote the distribution en-
semble {IDEALF,S,Z(k, z)}k∈N ,z∈{0,1}∗ .

Definition 5. We say that π t-securely realizes F if for all real-life adversaries
A, which corrupts at most t parties, there exists an ideal-process adversary S such
that for all environments Z we have that the distribution ensembles IDEALF,S,Z
and REALπ,A,Z are computationally indistinguishable.

The following theorem (here stated informally) is proven in [Can01].
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Theorem 2. If π t-securely realizes F in the hybrid model with ideal function-
ality G and ρ t-securely realizes G, then π, with the use of G implemented using
ρ, t-securely implements F in the model without ideal functionality G.

4.1 Some Functionalities

Definition 6. Let V be a PPT algorithm outputting an (n+ 1)-tuple of values.
A V -preprocessing model is a model equipped with an ideal functionality, which
when activated the first time generates (v0, v1, . . . , vn)

R← V , outputs vi to party
Pi, and outputs v0 to the adversary.

We will use the preprocessing model for distributing keys for various crypto-
graphic primitives prior to running the actual protocols.

Definition 7. A (c, t)-threshold protocol π for function family F is a t-secure
realization of the functionality FF,c described below.

Init On the first activation, the functionality generates f R← F and outputs
(init) to all parties.

Evaluate If a party Pi inputs (j, x), we say that the permission to evaluate on
x is given to Pj by Pi. The message (i, j, x) is output to the adversary and
Pj. If at some point a total of c parties have given permission to some party
to evaluate on x, then (x, f(x)) is given to the adversary. If at some point a
total of c parties have given Pj permission to evaluate on x, then (x, f(x))
is given to Pj.

If F is pseudorandom from X to Y we call π a (c, t)-threshold pseudorandom
function from X to Y .

Definition 8. The c-threshold random oracle from X to Y is the ideal function-
ality Fro,c,X,Y = F[X→Y ],c for evaluating a random function from X to Y .

The following theorem is an easy exercise in using the definitions.

Theorem 3. A (c, t)-threshold pseudorandom function from X to Y t-securely
realizes the c-threshold random oracle from X to Y .

Definition 9. Let F be a family of trapdoor permutations. A (c, t)-threshold
protocol for F is a protocol t-securely implementing the following functionality
FF,c:

Init On the first activation, the functionality generates (f, f−1) R← F and out-
puts f to all parties and the adversary.

Invert If a party Pi inputs (invert, j, x), we say that the permission to invert
on x is given to Pj by Pi. The message (invert, i, j, x) is output to the
adversary and Pj . If at some point a total of c parties have given permission
to some party to invert on x, then (invert, f−1(x)) is given to the adversary.
If at some point a total of c parties have given Pj permission to invert on x,
then (invert, f−1(x)) is given to Pj .
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Definition 10. The ideal functionality for threshold signatures Ftsig,c is given
by the following description.

Init Let M be the message space. The functionality keeps for each M ∈ M
a set see(M) ⊂ {0, 1, . . . , n}. The interpretation of see(M) = P is that the
parties indexed by P (the adversary is index by 0) see a signature on M .
Initially see(M) = ∅ for all M ∈M.

Sign If a party Pi inputs (sign, j,M), we say that the permission to sign M is
given by Pi to Pj . The message (sign, i, j,M) is output to the adversary and
Pj . If at some point a total of c parties have given some party permission to
sign M , then set see(M) = see(M)∪{0} and output (signature,M) to the
adversary. If at some point a total of c parties have given Pj permission to
sign M , then set see(M) = see(M)∪ {j} and output (signature,M) to Pj .

Send If a party Pi or the adversary (P0) inputs (send, j,M) and i ∈ see(M),
then set see(M) = see(M) ∪ {j} and output (send, i,M) to Pj and the
adversary.

Definition 11. The ideal functionality for Byzantine agreement Fba,t is given
by the following description.

Vote If a party inputs (vote, vid, b), where b ∈ {0, 1}, then (vote, vid, i, b) is
output to the adversary and we say that the party has voted b in voting vid.
The adversary is also allowed to vote.

Decide
The result of voting vid is computed using one of the following rules:
– If n− t parties have voted and t+ 1 of them voted b and the adversary

voted b, then the result is b.
– If n− t honest parties have voted b, then the result is b.
– If n− t honest parties have voted, but do not agree, then the adversary

is called to decide the result.
When the result of voting vid has been decided to be b, then (decide, vid, b)
is output to all parties and the adversary.

Note, that the three rules for decision are consistent. Especially, if n−t honest
parties vote b, then no t + 1 parties voted 1− b and therefore the functionality
always terminates with decision b.

5 The Threshold DDH-Tree

We now describe our threshold protocol πc,DDH-Tree for the DDH-Tree function
family.

Key Generation The protocol runs in the preprocessing model for the follow-
ing values.
– For i = 1, . . . , n, a random public key pki for a trapdoor commitment

scheme.
– P = 2Q + 1, where P and Q are random primes and Q is of length
k + δ(k) bits, where log(k)/δ(k) ∈ o(1).
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– g, a random generator of QP .
– For j = 1, . . . , l and b = 0, 1:
• αj,b ∈ Z∗Q, a uniformly random element.
• yj,b = gαj,b mod P .
• fj,b(X) ∈ ZQ[X], a uniformly random degree c − 1 polynomial for

which fj,b(0) = αj,b.
• For i = 1, . . . , n:
∗ αj,b,i = fj,b(i).
∗ yj,b,i = gαj,b,i mod P .

– xε ∈ QP , a uniformly random element.
The values ({pki}ni=1, Q, g, xε, {yj,b}l,1j=1,b=0, {yj,b,i}l,1,nj=1,b=0,i=1) are output to
all parties and the adversary, and the values {αj,b,i}l,1j=1,b=0 is output to Pi
only.

Evaluation On input (evaluate, σ), where σ ∈ {0, 1}l, the party Pi picks the
largest possible prefix σ′ of σ for which xσ′ is known. Then for j = |σ′| +
1, . . . , l the party does the following: The party computes the evaluation share
xσ[1..j],i = x

αj,b,i

σ[1..(j−1)] mod P and sends the value to all parties and proves in
zero-knowledge (ZK) to all parties that logxσ[1..(j−1)]

(xσ[1..j],i) = logg(yj,b,i)
(see below for a description of how to do the ZK-proof). When a party has
received evaluation shares and accepted ZK-proofs from all i ∈ I, where
|I| = c, the party computes xσ[1..j] ←

∏
i∈I x

λi,I

σ[1..j],i = x
αj,b

σ[1..(j−1)] mod P ,
where the λi,I are the appropriate Lagrange coefficients. When xσ becomes
known, output �xσ� mod 2k.

ZK-Proofs Assume that Pi knows α ∈ ZQ and has sent g, h,A = gα, B = hα

to Pj , where g and h are generators of QP , and wants to prove in ZK that
logg(A) = logh(B). This is done as follows.
Commit Message Pi computes a ← gβ mod P and b ← hβ mod P for

uniformly random β ∈ ZQ, and c← commitpki((a, b), rc) for appropriate
random bits rc for the commitment scheme, and sends (commit, c) to Pj .

Challenge Pj generates e R← ZQ and sends e to Pi.
Response Pi computes z ← αe+ β mod Q and sends (a, b, rc, z) to Pj .
Check Pj checks that c = commitpki

((a, b), rc), Aea = gz mod P , and
Beb = hz mod P and if so, accepts the proof.

Theorem 4. For (c, t) where 0 ≤ t < c ≤ n − t, the protocol πc,DDH-Tree is a
(c, t)-threshold pseudorandom function from {0, 1}l to {0, 1}k.
Proof: In [NPR99] Naor, Pinkas and Reingold described a threshold protocol
for the weak pseudorandom function x �→ xα mod P and analysed it for the
case c = t + 1. Subsequently in [CKS00] Cachin, Kursawe and Shoup made a
generalization of the proof to handle parameters where 0 ≤ t < c ≤ n − t.
Our protocol for computing xαj,b

σ[1..(j−1)] from xσ[1..(j−1)] is exactly this protocol,
except that we use interactive zero-knowledge proofs, and as detailed below the
techniques used in [NPR99,CKS00] generalize straightforwardly to prove our
protocol secure. Note, that the theorem specifies input domain {0, 1}l, and not
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{0, 1}≤l. This is to make it secure to reveal fi(σ′) for all prefixes σ′ of σ when we
compute fi(σ). The only difference between our way of computing xσ from xσ′

and the protocol used in [NPR99,CKS00] is that we use interactive ZK-proofs.
Here we describe how to generalize the analysis to handle this. We show how to
simulate the ZK-protocol to an adversary A while running as an ideal adversary
in the ideal process. Say that Pi is giving a proof to Pj . There are two cases:

Assume first that Pi is honest and we as an ideal adversary must give a
proof for (g,A, h,B) that logh(B) = logg(A) mod P . The simulators used in
[NPR99,CKS00] is such that a honest Pi never has to give such a proof without
it actually being true. However, the witness α = logg(A) = logh(B) mod P is not
always known, so the simulator cannot just run the protocol. We deal with this
as follows: As the commit message c we send a trapdoor commitment, which can
be opened arbitrarily. When we receive e we then pick z R← ZQ and compute a←
gzA−e mod P and b← hzB−e mod P . Using the trapdoor of the commitment
scheme, we then construct random bits rc such that c = commitpki((a, b), rc) and
send (a, b, rc, z) to Pj . This conversation is distributed exactly as in the protocol.

Assume then that Pi is corrupted. We can then simply run the protocol,
as the code of all other parties than Pi is trivial. All that we have to check is
that when we accept (g,A, h,B), then indeed logh(B) = logg(A) mod P . That
this is the case, except with exponentially small probability, is a well-known
result[CP92].

The theorem specifies input domain {0, 1}l. If however the oracle is evaluated
on consecutive values ε, 0, 1, 00, 01, 10, 11, 000, . . ., or more generally, if it is never
evaluated on a prefix of a previous input, then the input domain {0, 1}≤l would
be secure. In that case the loop in Evaluation should just be repeated for
j = |σ′| + 1, . . . , |σ|. For consecutive values the worst-case round complexity
would be 3 and the worst-case communication complexity would be about 3n2k
bits.

If the oracle is evaluated on arbitrary values, then an extra overhead of a
factor l will be added. If no bound on the length of inputs is known, or to keep
l as low as possible, we can use a family of collision resistant hash-functions:
If F : {0, 1}l → {0, 1}m is a pseudorandom function and H : {0, 1}∗ → {0, 1}l
is a collision resistant hash-function, then F ◦H : {0, 1}∗ → {0, 1}m is again a
pseudorandom function, which we can distribute by first hashing the input value
locally and then running the threshold pseudorandom function on the hash-value.
In practice a hash-function with output length at least 160 bits would probably
by recommended, and so the round complexity would be 480.

Since the time for one round of network communication probably dominates
the time to access even a large database, some of this overhead can by removed
by preprocessing: Consider the 2m key values {αi,b}i=j,...,j+m−1,b=0,1. If instead
of sharing these values we share the 2m values {αj,σ =

∏m
i=1 αi+j−1,σi mod

Q}σ∈{0,1}m , then the computation of x
∏l

j=1 αj,σi mod P could be speed up by a
factor m. By setting m = 20 the round complexity could be brought down to
27. The price is a key of about 1Gb for k = 1024.
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6 An RSA and DDH Based Threshold Signature Scheme

In this section we construct a threshold signature protocol πtsig,c secure rela-
tive to the DDH and RSA assumptions. We will describe the protocol assuming
access to a random oracle and an oracle for inverting the RSA function. Us-
ing the modular composition theorem, the random oracle can be replaced with
our threshold pseudorandom function protocol and the oracle for RSA can be
replaced with the protocol given by the following theorem.

Theorem 5. For the RSA function family with a modulus that is a product of
two strong primes and for (c, t), where n > 3t and t < c ≤ n − t, there exists
a statically secure (under the RSA assumption) (c, t)-threshold protocol running
in the preprocessing model.

Proof: In [Sho00] exactly such a protocol is described, which is secure in the
model that we consider here, i.e. asynchronous communication and a static ad-
versary. The protocol uses the random oracle model to get non-interactive proofs
of equality of discrete logarithms, but we can dispense of the random oracle by
doing interactive zero-knowledge proofs.

The round complexity of the protocol from [Sho00], using interactive zero-
knowledge proofs, is 3, and the communication complexity is about 3n2k bits.

Our threshold signature protocol πtsig,c is given by the following description.

Oracles The protocol runs in the hybrid-model with access to an (n, c)-thresh-
old trapdoor permutation functionality FF,c and a c-threshold random oracle
fromM to {0, 1}k.
We denote the value output by the random oracle on input M by H(M).

Sign
1. If a party Pi gets input (sign, j,M), then Pi inputs (evaluate, i,M) to

the random oracle and sends a message to all other parties instructing
them to do the same.

2. If the party later sees the output (evaluate,M,H(M)) from the random
oracle, then the party inputs (invert, j,H(M)) to FF,c.

3. If a party have received (evaluate,M,H(M)) from the random oracle
and (invert, f−1(H(M))) from FF,c, then the party outputs
(signature,M).

Send
1. If a party Pi gets input (send, j,M) and receives (evaluate,M,H(M))

from the random oracle and receives (invert, f−1(H(M))) from FF,c,
then Pi sends the message (send,M, f−1(H(M))) to Pj .

2. If a party Pj receives (send,M, f−1(H(M))) from party Pi and re-
ceives (evaluate,M,H(M)) from the random oracle, then Pj outputs
(send, i,M).

Theorem 6. For c < n− t, the protocol πtsig,c t-securely realizes the function-
ality Ftsig,c.
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Proof (sketch): We give a slightly informal proof of the theorem, by arguing
correctness (if more than c honest parties give a honest Pj permission to sign
M , then Pj will eventually output (signature,M)) and non-forgeability (if at
most c honest parties give any other party permission to sign M , then no honest
party will ever output (signature,M) or (send, i,M)). Constructing a formal
proof by formulating the proof as a simulator is an easy task and is left to the
reader.
Correctness: If more than c honest parties give Pj permission to sign M , then
because of the non-blocking assumption all these parties will eventually receive
H(M) and give Pj permission to invert on H(M). Because of the non-blocking
assumption Pj will eventually receive H(M) and f−1(H(M)) and will output
(signature,M).
Non-forgeability: If at most c honest parties give any other party permission to
sign M , then F will never output f−1(H(M)) and especially no honest party
will ever output (signature,M). For a honest party to output (send, i,M) the
party then has to receive the value f−1(H(M)) from (corrupted) Pi. Since F
did not output f−1(H(M)) and H(M) is uniformly random, this requires the
adversary to break the one-wayness of the trapdoor permutation family F .

To sign a message, one call to the oracle functionality and one call to the
threshold permutation functionality is used. Using the implementations of The-
orems 4 and 5 instead of the ideal functionalities, the round complexity is 6
and the communication complexity is about 6n2k bits, if consecutive values are
signed. The overhead over the protocol in [Sho00] is a factor 6. If arbitrary values
are signed, the overhead will be in the order 3l+ 3, where l is the output-length
of the hash-function used for hashing the messages.

7 Byzantine Agreement

The protocol πba,t is given by the following description.

Oracles The protocol runs in the hybrid-model with access to an (n − t, t)-
threshold signature functionality and a (t+1, t)-threshold signature function-
ality. By input (signn−t,M) we mean input (sign, j,M) to the (n − t, t)-
threshold signature functionality for all j and we use input (signt+1,M)
similarly. The protocol also has access to a (n− t, t)-threshold random ora-
cle. By flip the coin Cr we mean input (evaluate, r) to the random oracle
and take Cr to be the first bit of the output.

Decide If a party receives a signature on (main, r, o) for some r ∈ N and
some o ∈ {0, 1}, then it sends it to all parties and terminates with output
(decide, vid, o). In the remaining description we drop the vote id vid.

Initial Round. On input (vote, bi), party Pi follows the code described below.
Initialize the round counter r ← 0.
Input (signt+1, (pre, 0, bi)) and wait for 2t + 1 parties to do the same,
i.e. wait until the (t + 1, t)-threshold signature functionality has output
(sign, j, (pre, 0, bj)) for bj ∈ {0, 1} for 2t+ 1 different j.
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Wait for a signature on some (pre, 0, b) and input (signn−t, (main, 0, b)).
Wait for n− t parties to do the same.

Flip coin. Let r = r + 1 and flip coin Cr.
Pre-vote.

1. If for some b ∈ {0, 1} a signature on (pre, r − 1, b) is known, then send
the signature to all parties and input (signn−t, (pre, r, b)).

2. If a signature on (main, r − 1,⊥) is known, then send the signature to
all parties and input (signn−t, (pre, r, Cr)).

Say that a party Pj has pre-voted when values are received verifying that the
party did one of the above.

Pre-collect Wait until n−t parties have pre-voted. This either gives a signature
on some (pre, r, b) (if all pre-voted in the same way or b = Cr) or (otherwise)
gives a signature on (pre, r − 1, 1− Cr).

Main-vote.
1. If a signature on (pre, r, b) is known, then send the signature to all parties

and input (signn−t, (main, r, b)).
2. If a signature on (pre, r − 1, 1 − Cr) is known, input (signn−t,

(main, r,⊥)).
Say that a party Pj has main-voted when values are received verifying that
he did one of the above.

Main-collect Wait until n − t parties have main-voted. This either gives a
signature on (main, r,⊥) or gives a signature on some (pre, r, b).
Go to Flip coin.

Theorem 7. For t where n > 3t the protocol πba,t t-securely realizes Fba,t in
the preprocessing model.

Proof (sketch): We give an informal proof that the ideal functionality and the
protocol behaves consistently. A full proof can be constructed along the lines of
the proof in [CKS00].

If at least n − t honest parties agree on the value b, then at most t parties
will allow to sign (pre, 0, 1 − b) and thus it will not be signed. Therefore all
honest parties that come through the initial round have seen n− t parties send
(pre, 0, b) and input (signn−t, (main, 0, b)), and will thus terminate with decision
b. The non-blocking assumption guarantees that all honest parties terminate.
This justifies the second decision rule of the ideal BA functionality. The same
line of reasoning shows that if less than t+1 parties voted 1− b, then all parties
that terminate, do so after the initial round with output b. However, if less than
n − t honest parties participates, termination is not guaranteed. This justifies
the first decision rule.

To justify the third decision rule, we must argue that if at least n− t honest
parties participate, then all honest parties terminate, and agree. For termination,
call a round randomizing if when party number n − t contributed to flipping
Cr, for one of the values b ∈ {0, 1} it was impossible for (pre, r − 1, b) to be
signed. We need the fact that out of two consecutive rounds, at least one is
randomizing. To see this assume that exactly n − t parties have contributed to



A Threshold Pseudorandom Function Construction and Its Applications 415

Cr and round r is not randomizing. If any of the contributors had seen a signature
on (pre, r − 1, b), then n − t parties allowed to sign it and thus at least n − 2t
honest parties allowed to sign it. This means that at most 2t parties would allow
to signed (pre, r−1, 1−b), which will thus never be signed. So, since round r is not
randomizing, no party saw a signature on any (pre, r−1, b). So, the n−2t honest
of them are going to input (signn−t, (pre, r, Cr)), and thus (pre, r, 1−Cr)) will
never be signed, which proves that round r−1 is randomizing. Assume then that
n− t honest parties have received some input. Since at no point more than n− t
parties are waited for, if none of them terminates, arbitrary many rounds will be
executed. This means that arbitrary many randomizing rounds are executed, a
contradiction as there is a probability of at least 1

2 that the protocol terminates
after a randomizing round (namely if Cr = 1 − b, where (pre, r − 1, b) is never
signed). We then argue agreement. For any party to terminate there must be
a least r such that n − t parties allowed to sign (main, r, b) for some b. This
means that (main, r,⊥) will never be signed and that (pre, r, b) must have been
signed. This means that any honest party that goes through Main-collect sees
n − t parties go through case one in Main-vote and receives a signature on
(main, r, b). The parties that do not get through Main-collect will receive a
copy of (main, r, b) sent be a terminating party.

Finally, there is an implicit fourth decision rule: If less that n− t− t′ honest
parties, where t′ is the number of corrupted parties, participate, none of the other
rules apply no matter what the adversary does, and thus the ideal functionality
will dead-lock. However, in the protocol less than n− t parties will participate,
so no (main, r, b) can get signed, so the protocol behaves accordingly.

If the honest parties do not terminate after the initial round (which costs the
signing of two messages), they terminate after an average of four iterations of the
main loop as every second round is randomizing. One iteration costs the signing
of two messages and one random oracle call. Therefore, the expected round
complexity will be at most 72 and the expected communication complexity will
be about 72n2k bits. These complexities are about a factor 5 larger than for the
protocol in [CKS00].
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Abstract. We present a new protocol for efficient distributed computa-
tion modulo a shared secret. We further present a protocol to distribu-
tively generate a random shared prime or safe prime that is much more
efficient than previously known methods. This allows one to distribu-
tively compute shared RSA keys, where the modulus is the product of
two safe primes, much more efficiently than was previously known.

Keywords: RSA, safe primes, threshold cryptography, distributed pri-
mality test.

1 Introduction

Many distributed protocols, e.g., [14,17,19], require that an RSA modulus N =
pq is generated during system initialization, together with a public exponent e
and shares of the corresponding private exponent. Moreover, many protocols,
e.g., [23,11,18,3,7], even require that N is the product of “safe” primes, i.e.,
p = 2p′ + 1 and q = 2q′ + 1, where p′ and q′ are themselves prime. While
the requirement for safe primes can sometimes be avoided (e.g., [13,15]), this
typically comes at the cost of extra communication, computation, and/or non-
standard intractability assumptions.

While the initialization of the system with an RSA modulus N can be ac-
complished using a “trusted dealer,” it would be preferable not to rely on this.

Given a distributed protocol to generate a random (safe) prime, securely
shared among the players, it is not too difficult to solve the above problem. One
can of course use general multi-party computation techniques of Ben-Or, Gold-
wasser and Wigderson [5] to generate a random, shared (safe) prime. Indeed,
that would work as follows: one starts with a standard algorithm for generat-
ing a random (safe) prime, and converts this algorithm into a corresponding
Boolean or arithmetic circuit, and then for each gate in this circuit, the players
perform a distributed multiplication modulo a small prime t. This protocol is
not very practical, especially as the players need to perform a distributed com-
putation for every gate in the circuit, and so unlike in the non-distributed prime
generation case, they cannot use much more efficient algorithms and practical
implementation techniques for working with large integers.
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In this paper, we present new protocols that allow one to perform arithmetic
modulo a secret, shared modulus in a way that is much more efficient than
can be done using the general techniques of Ben-Or et al. More specifically, we
develop a new protocol to efficiently compute shares of c, where c ≡ ab (mod p),
given shares of a, b, and p. The shares of a, b, c, and p are integers modulo Q,
where Q is a prime whose bit-length is roughly twice that of p, and the cost
of this protocol is essentially the cost of performing a small, constant number
of distributed multiplications modulo Q. Actually, this is the amortized cost of
multiplication modulo p assuming many such multiplications are performed for
a fixed p. This protocol, together with several other new supporting protocols,
gives us a protocol to generate a random, shared prime, or safe prime, that is
much more efficient than the generically derived protocol discussed above. In
particular, we obtain a protocol for jointly generating an RSA modulus that is
the product of two safe primes that is much more efficient in practice than any
generic circuit-based protocol (which are the only previously known protocols
for this problem), even using the most efficient circuits for integer multiplication,
division, etc.

Our protocols work in the so-called “honest-but-curious” model. That is, we
assume that all players follow the protocol honestly, but we guarantee that even
if a minority of players “pool” their information they cannot learn anything
that they were not “supposed” to. Even though we make this restriction, fairly
standard techniques can be used to make our protocols robust, while maintaining
their practicality. In fact, using “optimistic” techniques for robustness, we can
obtain a fully robust protocol for distributively generating an RSA modulus that
is not significantly less efficient than our honest-but-curious solution – this is the
subject of on-going work.

Related Work. Boneh and Franklin [6] present a protocol for jointly generating
an RSA modulus N = pq along with a a public exponent and shares of the corre-
sponding private key. Like us, they also work in the honest-but-curious adversary
model. Unlike ours, their protocol is not based on a sub-protocol for generating
a random, shared prime. While our protocol for this task is asymptotically more
efficient than the protocol of Boneh and Franklin (when the number of players
is small), we do not claim that our protocol is in practice more efficient than
theirs for typical parameter choices. The relative performance of these protocols
in such a practical setting depends on a myriad of implementation details.

Unlike our techniques, those of Boneh and Franklin do not give rise to a
protocol for jointly generating an RSA modulus N = pq, where p and q are
safe primes. Indeed, prior to our work, the only known method for solving this
problem was to apply the much less efficient general circuit technique of Ben-Or
et al. [5].

As our protocols rely mainly on distributed multiplication over a prime field,
rather than over the integers, one can easily make them robust using traditional
techniques for verifiable secret sharing modulo a prime, avoiding the somewhat
less efficient techniques by Frankel et al. [16] for robust distributed multiplication
over the integers. Moreover, using the optimistic approach mentioned above, even
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further improvements are possible, so that we can get robustness essentially “for
free.”

2 Model

We consider k players P1, . . . , Pk that are mutually connected by secure and
authentic channels. Our protocols are secure against a static and honest-but-
curious behaving adversary, controlling up to τ = �k−1

2 � players. That is, all
players follow the protocol honestly but the dishonest players may pool their
data and try to derive additional information. We finally assume that no party
stops participating prematurely (we use k-out-of-k secret sharing schemes).

However, these assumptions can be relaxed: First, it’s possible to force the
participants to behave honestly by having them to commit to their inputs, to gen-
erate their individual random strings jointly, and to prove (using zero-knowledge
proofs) that they followed the protocols correctly. Second, the k-out-of-k secret
sharing schemes can easily be converted into τ + 1-out-of-k ones by the ‘share
back-up’ method introduced by Rabin [21]. We do not pursue these possibilities
here.

We prove security in the model by Canetti [8]. Here, we describe a simplified
version of it for a static adversary in the honest-but-curious model. Such an
adversary first chooses the players he wants to corrupt and then gets to see their
inputs, their internal state and all the messages they receive. A protocol π is
proved secure by specifying the functionality f the protocol should provide in
an ideal world where all the parties send their inputs to a trusted third party
T who then returns to them the outputs they are to obtain according to f . Let
πi(x1, . . . , xk, ρ) denote the output of party Pi when running protocol π on input
xi in the presence of adversary A, where ρ is a security parameter. As A has
honest-but-curious behavior, the output πi(x1, . . . , xk, ρ) does not depend on A.

Definition 1. A protocol is said to be statistically secure if for any honest-
but-curious behaving adversary A there exists a probabilistic polynomial-time
simulator S such that the two ensembles of random variables

{A(z), π1(x1, . . . , xk, ρ), . . . , πk(x1, . . . , xk, ρ)}ρ∈N;z,x1,...,xk∈{0,1}∗

and

{S(z), f1(x1, . . . , xk, ρ), . . . , fk(x1, . . . , xk, ρ)}ρ∈N;z,x1,...,xk∈{0,1}∗

are statistically indistinguishable.

It can be shown that security in this sense is preserved under non-concurrent,
modular composition of protocols [8].

3 Preliminaries
3.1 Notation

Let a be a real number. We denote by �a� the largest integer b ≤ a, by �a� the
smallest integer b ≥ a, and by �a� the largest integer b ≤ a+ 1/2. We denote by
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trunc(a) the integer b such that b = �a� if a < 0 and b = �a� if a ≥ 0; that is,
trunc(a) rounds a towards 0.

Let Q be a positive integer. All modular arithmetic is done centered around 0;
to remind the reader of this, we use ‘rem’ as the operator for modular reduction
rather than ‘mod’, i.e., c remQ is c− �c/Q�Q.

Define ZQ as the set {x ∈ Z | − Q/2 < x ≤ Q/2} (we should emphasize
that ZQ is properly viewed as a set of integers rather than a ring). We denote
an additive sharing of a value a ∈ ZQ over ZQ by 〈a〉Q1 , . . . , 〈a〉Qk ∈ ZQ, i.e.,
a =

∑k
j=1〈a〉Qj remQ and by [a]Q1 , . . . , [a]

Q
k ∈ ZQ we denote a polynomial sharing

(also called Shamir-sharing [22]), i.e., a =
∑τ
j=1 λj [a]

Q
j remQ, where λj are the

Lagrange coefficients. The latter only works if Q > k and if Q is prime.
For a ∈ Z we denote by 〈a〉I1, . . . , 〈a〉Ik ∈ Z an additive sharing of a over the

integers, i.e., a =
∑k
j=1〈a〉Ij .

We denote protocols as follows: the term b := PROTOCOLNAME(a) means
that the player in consideration runs the protocol PROTOCOLNAME with local
input a and gets local output b as the result of the protocol. Finally, lg(x) denotes
the logarithm of x to the base 2.

3.2 Known Primitives

We recall the known secure multi-party protocols for efficient distributed com-
putation with shared secrets that we will use to compose our protocols, and
we state the number of bit-operations for which we assume lgQ = Θ(n) and
that the bit-complexity of a multiplication of two n-bit integers is O(n2) (which
is a reasonable estimate for realistic values of n, e.g., n = 1024). The round-
complexity of all primitives is O(1) and their communication is O(kn) bits (we
consider communication complexity to be the number of bits each player sends
on average).

Additive sharing over ZQ: To share a secret a ∈ ZQ player Pj chooses 〈a〉Qi ∈R
ZQ for i �= j, sets 〈a〉Qj := a−∑k

i=1,i �=j〈a〉Qi remQ, and sends 〈a〉Qi to player
Pi. This takes O(kn) bit operations.

Polynomial sharing over ZQ: To share a secret a ∈ ZQ player Pj chooses coef-
ficients al ∈R ZQ for l = 1, . . . , τ , where τ = �(k − 1)/2�, and sets [a]Qi :=
a +

∑τ
l=1 ali

l remQ, and sends [a]Qi to player Pi. This takes O(nk2 lg k) bit
operations.

Additive sharing over Z: To share a secret a ∈ [−A,A] player Pj chooses 〈a〉Ii ∈R
[−A2ρ, A2ρ] for i �= j, where ρ is a security parameter, and sets 〈a〉Ij := a −∑k
i=1,i �=j〈a〉Ii , and sends 〈a〉Ii to player Pi. Note that for any set of k−1 players,

the distribution of shares of different secrets are statistically indistinguishable
for suitably large ρ (e.g., ρ = 128). This takes O(k(ρ+ lgA)) bit operations.

Distributed computation over ZQ: Addition and multiplication modulo Q of a
constant and a polynomially shared secret is done by having all players lo-
cally add or multiply the constant to their shares. Hence [a]Qj + c remQ is a
polynomial share of a + c remQ and c · 〈a〉Qj remQ is a polynomial share of
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ac remQ. These operations take O(n) and O(n2) bit operations, respectively.
Addition of two shared secrets is achieved by having the players locally add
their shares. Thus [a]Qj + [b]Qj remQ is a polynomial share of a+ b remQ and
takes O(lgQ) bit operations.
Multiplication modulo Q of two polynomially shared secrets is done by jointly
executing a multiplication protocol due to Ben-Or, Goldwasser and Wigder-
son [5] or by a more efficient variant due to Gennaro, Rabin and Rabin [20]
which requires O(n2k + nk2 lg k) bit operations for each player. We denote
this protocol by MUL([a]Qj , [b]

Q
j ).

Joint random sharing over ZQ: To generate shares of a secret chosen jointly at
random from ZQ, each player chooses a random number ri ∈R ZQ and shares
it according to the required type of secret sharing scheme and sends the shares
to the respective players. Each player adds up all the shares gotten to obtain
a share of a random value. We denote this protocol by JRS(ZQ) in case the
players get additive shares and by JRP(ZQ) if they get polynomial shares. The
protocols requireO(nk) andO(nk2 lg k) bit operations per player, respectively.

Joint random sharing of 0: In protocols it is often needed to re-randomized
shares obtained from some computation by adding random shares of 0. Such
shares can be obtained for any sharing scheme by having each player share 0
according to the required type of secret sharing scheme and sending them to
the respective players. Each player adds up all the shares gotten to obtain a
share of 0. We denote this protocol by JRSZ(ZQ) in case the players get ad-
ditive shares over ZQ and JRPZ(ZQ) if they get polynomial shares over ZQ.
The protocols require O(nk) and O(nk2 lg k) bit operations per player, respec-
tively. In case we want to have additive shares over the integers, it is required
to give the range (e.g., [−A,A]) from which the players choose the shares they
send to the other players. We denote this protocol by JRIZ([−A,A]) and it
requires O(k(ρ+ lgA)) bit operations per player.

Computing shares of the inverse of a shared secret: This protocol works only for
polynomial sharings over ZQ. Let a be the shared invertible element. Then,
using a protocol due to Bar-Ilan and Beaver [4], the players can compute
shares of a−1 remQ given shares [a]Qj . The protocol, denoted by INV([a]Qj ), is
as follows: first run [r]Qj := JRP(ZQ), then compute [u]Qj := MUL([a]Qj , [r]

Q
j ),

reveal [u]Qj , and reconstruct u. If u ≡ 0 (mod Q), the players start over.
Otherwise, they each locally compute their share of a−1 remQ as (u−1 remQ)·
[r]Qj remQ. This protocol requires an expected number of O(n2k + nk2 lg k)
bit operations per player.

Joint random invertible element sharing: This protocol, denoted JRP-INV(ZQ),
is due to Bar-Ilan and Beaver [4]. The players generate shares of random
elements [r]Qj := JRP(ZQ) and [s]Qj := JRP(ZQ), jointly compute [u]Qj :=
MUL([s]Qj , [r]

Q
j ), reveal [u]Qj and then reconstruct u. If u is non-zero, they each

take [r]Qj as their share of a random invertible element. Otherwise, they repeat
the protocol. The protocol requires an expected number of O(nk2 lg k + n2k)
bit operations per player.
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4 Conversions between Different Sharings

In our protocols, we work with all three secret sharing schemes introduced in the
previous section. For this we need methods to convert shares from one sharing
scheme into shares of another one. This section reviews the known methods for
such transformations and provides a method to transform additive shares over
ZQ into additive shares over the integers. The latter is apparently new. The
section also provides a method to obtain shares of the bits of a shared secret.

4.1 Converting between Integer Shares and ZQ Shares

It is well known how to convert additive shares modulo Q into polynomial shares
modulo Q and vice versa: If the players hold additive (or polynomial) shares of
a value a they re-share those with a polynomial (additive) sharing and send
the shares to the respective players, which add up (or interpolate) the received
shares to obtain a polynomial (or additive) share of a. We denote the first trans-
formation by SQ2PQ(·) and the latter by PQ2SQ(·).

Conversions between shares over the integers into shares over ZQ naturally
requires that Q/2 is bigger than the absolute shared value. If this is the case, an
additive sharing 〈c〉I1, . . . , 〈c〉Ik over the integers of a secret c with −2n−1 < c <
2n−1 < Q/2 can be converted in an additive sharing over ZQ (and thus also a
polynomial sharing) by reducing the shares modulo Q, i.e., 〈c〉Qi := 〈c〉Ii remQ.
We denote this transformation by SI2SQ(·).

Obtaining additive shares over the integers from additive shares over ZQ is
not so straightforward. The main problem is that if one considers the additive
shares over ZQ as additive shares over the integers then one is off by an unknown
multiple Q, the multiple being the quotient of the sum of these shares and Q.
However, if the shared secret is sufficiently smaller than Q (i.e., ρ bits smaller,
where ρ is a security parameter), then the players can reveal the high-order bits
of their shares without revealing anything about the secret. Knowledge of these
high-order bits is sufficient to compute the quotient. This observation leads to
the following protocol.

Let 〈c〉Qj ∈ ZQ be the share of party Pj and let −2n−1 < c =
∑
i〈c〉Qi remQ <

2n−1. If Q > 2ρ+n+lg k+4 holds, the parties can use the following protocol to
securely compute additive shares of c over the integers.

Protocol SQ2SI(〈c〉Qj ):
Let t = ρ+ n+ 2. Party Pj executes the following steps.

1. Reveal aj := trunc(
〈c〉Qj
2t ) to all other parties.

2. Compute l :=
⌈

2t
∑

i ai
Q

⌋
.

3. Run 〈0〉Ij := JRIZ([−Q2ρ, Q2ρ]).
4. If j ≤ |l| set the output to 〈c〉Ij := 〈c〉Qj − Q + 〈0〉Ij if l > 0 and to 〈c〉Ij :=
〈c〉Qj +Q+ 〈0〉Ij if l < 0.
If j > |l| set the output to 〈c〉Ij = 〈c〉Qj + 〈0〉Ij .
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Theorem 1. Let 〈c〉Q1 , . . . , 〈c〉Qk be a random additive sharing of −2n−1 ≤ c <
2n−1. If lgQ > ρ+n+lg k+4, where ρ is a security parameter, then the protocol
SQ2SI(〈c〉Qj ) securely computes additive shares of c over the integers.

Proof. We have to provide a simulator that interacts with the ideal world trusted
party T and produces an output indistinguishable from that of the adversary.
The trusted party T gets as input the shares 〈c〉Q1 , . . . , 〈c〉Qk , computes c and
re-shares c over the integers by choosing integer shares of 0 the same way as it
would be done if the parties ran the protocol 〈0〉Ii := JRIZ([−Q2ρ, Q2ρ]). Then T
sets 〈c〉I1 := 〈0〉I1 + c and 〈c〉Ii := 〈0〉Ii for i �= 1, and then sends 〈c〉Ii to player Pi.
Note that the players’ outputs are additive shares of c with the right distribution
(i.e., the distribution of any subset of k − 1 shares is statistically close to the
distribution of the corresponding subset if another value c′ was shared).

A simulator is as follows: it forwards the inputs 〈c〉Qi of the corrupted players
to T and obtains the shares 〈c〉Ii for these players from T . It extends the set
of shares 〈c〉Qi of the corrupted players into a full (and random) sharing of any
valid c′ (e.g., 0). Let r1, . . . , rn be the thereby obtained shares. The simulator
then computes ai = trunc( ri2t ) and lets the adversary know the ai’s that the
corrupted players would receive in the protocol. Then the simulator computes
l =

⌈
2t

∑

i ai
Q

⌋
and, for every i where Party Pi is corrupted, it sets

〈0〉Ii :=



〈c〉Ii − 〈c〉Qi +Q if l > 0, i ≤ |l|
〈c〉Ii − 〈c〉Qi −Q if l < 0, i ≤ |l|
〈c〉Ii − 〈c〉Qi otherwise.

The simulator finally runs the simulator for JRIZ([−Q2ρ, Q2ρ]) such that these
shares 〈0〉Ii are the outputs of the corrupted players. Finally the simulator stops,
outputting whatever the adversary outputs.

It remains to show that for this simulator the distributions of the players’
and the simulators outputs are statistically indistinguishable from the views and
outputs of the players and the adversary when running protocol SQ2SI(〈c〉Qj ).

Let us first prove that the players’ outputs of protocol SQ2SI(〈c〉Qj ) are indeed

shares of c. Let l̂ =
⌈∑

i〈c〉Qi
Q

⌋
. Thus c =

∑
i〈c〉Qi − l̂Q fulfills |c| < 2n−1 by

assumption. Define bi = 〈c〉Qi − ai2t. Note that |bi| < 2t. We have to show that

l = l̂. As
∑
i ai2

t = c + l̂Q −∑i bi we have l =
⌈

2t
∑

i ai
Q

⌋
=
⌈
c
Q + l̂ −

∑

i bi
Q

⌋
.

Because l̂ is an integer, we have l = l̂ if | cQ | < 1/4 and |
∑

i bi
Q | < 1/4, that is,

if n < lgQ − 2 and 2 + t + lg k = ρ + n + lg k + 4 < lgQ holds. As 〈c〉Qi ∈ ZQ
we have |l| < k and thus c =

∑
i〈c〉Qi − lQ =

∑
i〈c〉Ii . Furthermore it is easy to

see that the distribution of the shares output is statistically close to the ones
produced by T .

Let us now show that the distribution of the ai’s for different shared values
c are statistically indistinguishable. We consider the probability that the ai’s
take different values if a different value of c was shared. W.l.o.g., we can as-
sume that 〈c〉Q1 , . . . , 〈c〉Qk−1 are random elements from ZQ and that 〈c〉Qk = c −
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∑k−1
i=1 〈c〉Qi remQ. Clearly, the values a1 = trunc( 〈c〉

Q
1

2t ), . . . , ak−1 = trunc(
〈c〉Qk−1

2t )
do not depend on the shared value. It remains to consider ak. We have 〈c〉Qk rem
Q = ak2t + bk with bk < 2t. First note that C = −∑k−1

i=1 〈c〉i remQ is uniformly
distributed over ZQ and that Q > 2t. If C > Q−2n or if C rem 2t > 2t−2n then
ak takes a value that depends on c. These conditions are fulfilled with prob-
ability at most 2n+2n

2t+2n < 2n+1

2t = 2−t+n+1. Therefore, the statistical difference
between the distribution of the ai’s for different shared values must be smaller
than 2 · 2−t+n+1 = 2−t+n+2 = 2−ρ.

As the JRIZ([−Q2ρ, Q2ρ]) protocol is secure, the distributions of the outputs
in the real world and the outputs of the ideal world with our simulator are
statistically indistinguishable.

Combining the above protocols, we can move from polynomial shares over
ZQ to additive shares over the integers and vice versa. The bit-complexities for
these conversions are O(nk2 lg k + n2k) and O(nk2 lg k), respectively. For both,
the communication-complexity is O(kn) bits and the round-complexity is O(1).

Moreover, it follows that we can also move from polynomial shares over ZQ
to polynomial shares over ZQ′ provided Q and Q′ are sufficiently large w.r.t. the
security parameter and the shared value.

4.2 Computing Shares of the Binary Representation
of a Shared Secret

To do a distributed exponentiation with a shared exponent b it is useful when
the players are given shares of the bits of b. In the following we assume (w.l.o.g.)
that the players hold additive shares of the exponent b over the integers. The
idea of the following protocol to obtain shares of b’s bits is that each player
distributes polynomial shares modulo Q̃ of the bits of her or his additive share.
Then the players perform a (general) multi-party computation to add these bits
to obtain shares of the bits of b. This multi-party computation, however, is
rather simple. In fact, we need to implement a circuit of size O(kn) and depth
O(lg k + lg n) (c.f., [10]). Each gate in this circuit requires O(1) invocations of
the multiplication protocol MUL(·, ·) over ZQ̃, where Q̃ can be small.

Protocol I2Q-BIT(〈b〉Ij ):
Let n to be (an upper-bound on) the number of bits of b. Party Pj runs the
following steps.

1. Re-share each bit of the share 〈b〉Ij with a polynomial sharing over Q̃ and

send each share to the respective player. Let [bi,l]
Q̃
j denote the share held by

party Pj of the i-th bit of party Pl’s additive share of b.
2. The player use the computation techniques of Ben-Or, Goldwasser and

Wigderson [5] on a circuit for adding the k n-bit numbers. This takes O(lg k+
lg n) steps.
Let [b1]

Q̃
j , i = 1, . . . , n, be the shares of the bits of the result. (Recall that it

is ensured that b has n-bits.)
3. Output ([b1]

Q̃
j , . . . , [bn]

Q̃
j ).
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Proving the security of this protocol is straightforward given the security of
its sub-protocols and the composition theorem.

Efficiency analysis: computing shares of the bits of b requires O(nk3 lg k lg Q̃+
nk2(lg Q̃)2) bit operations per player. This protocol requires only a relatively
small Q̃, e.g., ρ + 5 + lg k bits. If shares of the bits modulo a larger prime
Q are required, it is more efficient to compute shares modulo a small Q̃ us-
ing the above protocol and then convert these shares into ones modulo Q.
The following protocol converts polynomial shares of c modulo Q̃ to polyno-
mial shares of c modulo Q: 〈c〉Q̃j := PQ2SQ([c]Q̃j ); 〈c〉Ij := SQ2SI(〈c〉Q̃j ); 〈c〉Qj :=
SI2SQ(〈c〉Ij ); [c]Qj := SQ2PQ(〈c〉Qj ). The number of bit operations for this is
O(γnk3 lg k + γ2nk2 + n2k2 lg k), where lgQ = Θ(n) and lg Q̃ = Θ(γ), as op-
posed to O(n2k3 lg k + n3k2) when using the bigger Q only. This optimization
may be quite important in practice as γ may be much smaller than n (e.g.,
γ = 100 and n = 2000). The communication-complexity for both variants is
O(n2k + nk lgQ) bits. and their round-complexity is O(lg k + lg n).

4.3 Approximate Truncation

This section presents a truncation protocol, that on input polynomial shares of
a and a parameter n outputs polynomial shares of b such that |b−a/2n| ≤ k+1.

Protocol TRUNC(a, n):
Party Pj executes the following steps.

1. Get additive shares of a over the integers: 〈a〉Ij := SQ2SI(PQ2SQ([a]Qj )).

2. Locally compute 〈b〉Ij := trunc( 〈a〉
I
j

2n ).
3. Get polynomial shares of b over ZQ: [b]Qj := SQ2PQ(SI2SQ(〈b〉Ij )).
4. Output [b]Qj .

It is easy to see that the protocol is secure and correct, if lgQ > ρ + n +
lg k+ 4 holds, where ρ is a security parameter (c.f. requirements of the SQ2SI(·)
protocol). Its bit-complexity is O(nk2 lg k+n2k), its communication-complexity
is O(kn) bits, and its round-complexity is O(1) rounds.

5 Distributed Computation Modulo a Shared Integer

This section provides efficient protocols for distributed computation modulo a
shared, secret modulus p. All computations will be done using shares modulo a
prime Q whose bit-length is roughly twice that of p. The main building block
is an efficient protocol for reducing a shared secret modulo p. This immediately
gives us distributed modular addition and multiplication. The section further
provides a protocol for efficient modular exponentiation where the exponent is
a shared secret as well. As our modular reduction protocol does not compute
the smallest residue in absolute value but only one that is bounded by a small
multiple of the modulus, the usual approach for comparing two shared secrets no
longer works and therefore a new protocol for comparing such ‘almost reduced’
shared secrets modulo p is also presented.
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The idea of our protocol for modular reduction is based on classical algo-
rithmic techniques (c.f. [1]). Recall that c rem p = c − � cp�p. Thus the problem
reduces to the problem of distributively computing � cp�.

By interpreting an integer m as the mantissa of a floating point number
with a public exponent, we can interpret shares of this integer as shares of
the corresponding floating point number. To multiply two such floating point
numbers we distributively multiply the mantissas and locally add the exponents.
To keep the shared numbers small, we ‘round’ the product by converting the
polynomial shares of the product mantissa modulo Q to additive shares over the
integers, by having each party locally right-shift its additive share by ξ bits and
add ξ to the exponent, and by converting back to polynomial shares modulo Q.
This rounding technique introduces a relative error of O(k2ξ/m).

So we split the problem of distributively computing � cp� into the problem of
distributively computing a floating point approximation of 1/p, and of distribu-
tively computing � cp� using the precomputed shares of 1/p. The first problem
can be solved using Newton iteration and is described in the next subsection.
In Section 5.2 we show how to compute a close approximation to � cp� if we are
given additive shares of a good approximation to c

p over the integers by having
each participant locally truncate its share. The resulting (shared) integer s sat-
isfies |s − � cp�| ≤ k + 1. It turns out that this is accurate enough to compute
a value congruent to c modulo p that is sufficiently small to allow for on-going
computations modulo p (Section 5.3).

5.1 Computation of Shares of an Approximation to 1/p

Assume each party is given polynomial shares [p]Qi of p, with 2n−1 < p < 2n. This
section provides a protocol that allows the parties to compute polynomial shares
of an integer 0 < p̃ < 2t+2 such that p̃ 2−n−t = 1/p+ε, where |ε| < (k+1)2−n−t+4

and t is a parameter whose choice is discussed below.
As already mentioned we employ Newton iteration for this task with the

function f(x) = 1/x− p/2n which leads to the iteration formula xi+1 := xi(2−
xip/2n) that has quadratic convergence. Using 3/2 as a start value gives us an
initial error of |2n/p− 3/2| < 1/2 and hence we need to do about lg t iterations
to get a t-bit approximation x̃ to 2n/p. We set p̃ = 2tx̃, which is an integer.

Protocol APPINV([p]Qj ):
Party Pj executes the following steps.

1. Set [u0]
Q
j := u0 = 3 · 2t−1 remQ.

2. For i = 0 to �lg(t− 3− lg(k + 1))� − 1 run
(a) Distributively compute [zi+1]

Q
j := MUL([p]Qj , [ui]

Q
j ).

(b) [wi+1]
Q
j := TRUNC([zi+1]

Q
j , n).

(c) Compute [vi+1]
Q
j := 2t+1 · [ui]Qj −MUL([wi+1]

Q
j , [ui]

Q
j ).

(d) [ui+1]
Q
j := TRUNC([vi+1]

Q
j , t).

3. Output [p̃]Qj := [ui+1]
Q
j .
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Theorem 2. Let ρ be a security parameter and let Q > 2ρ+t+ν+6+lg k, where
ν = max(n, t). Then, for any t > 5+lg(k+1) and any p satisfying 2n−1 < p < 2n

for some n, the protocol APPINV([p]Qj ) securely computes shares of an integer p̃,
such that ∣∣∣2n

p
− p̃

2t

∣∣∣ < k + 1
2t−4 ,

with 0 < p̃ < 2t+2. That is, p̃/2t+n is an approximation to 1/p with relative
error k+1

2t−4 .

Proof. We need to show that the protocol actually computes an approximation
to 1/p. Then the security follows from the security of the sub-protocols for
multiplication and truncation of the shares.

Consider how ui+1 is computed from ui in the protocol. Because of the local
truncation, we have 2ui−pu2

i 2
−n−t−(k+1)(1+ui/2t) ≤ ui+1 ≤ 2ui−pu2

i 2
−n−t+

(k+1)(1+ui/2t). As we will see ui/2t < 3 holds. Thus | 2np − ui+1
2t | < 2n

p −2ui2t +
p
2n (ui2t )

2+ (k+1)
2t (1+ui/2t) = p

2n ( 2n
p − ui

2t )
2+ (k+1)

2t (1+ui/2t). From this it follows
that

∣∣ 2n
p − ui+1

2t
∣∣ < ε2i + k+1

2t−2 =: εi+1. As 2n−1 < p < 2n and u0 = 3 ·2t−1 we have

ε0 < 1/2 and by requiring k < 2t−5 − 1 we get ε1 < 1/2 and εi = 2−2i + k+1
2t−3 <

1/2. In particular, we have εi = k+1
2t−4 for i = �lg(t− 3− lg(k + 1))�.

Consider the size of the integers ui that are shared during the protocol. As
εi < 1/2 and 1 < 2n/p < 2 we have 0 < ui/2t < 2+1/2 and hence 0 < ui < 2t+2

for all i and hence 0 < zi < 2n+t+2. Similarly, one can show that 0 < vi < 22t+2.
The lower-bound on Q follows from the fact that the TRUNC(·, ·) algorithm

must work on the vi’s and the zi’s.

Let us discuss the choice of t: in order for the b most significant bits of 1/p
and p̃/2t+n to be equal, tmust be chosen bigger than b+5+lg (k + 1). The cost of
the protocol is dominated by the MUL(·, ·) protocol and is O(lg t(n2k+nk2 lg k))
bit-operations per player. Its communication-complexity is O(kn lg t) bits and
its round-complexity is O(lg t).

5.2 Reduction of a Shared Integer Modulo a Shared p

Assume the players hold polynomial shares moduloQ of the three integers−2w <
c < 2w, 0 < p̃ < 2t+2, and 2n−1 < p < 2n, where p̃ 2−n−t is an approximation of
1/p as computed by the protocol in the previous paragraph. Using the following
protocol, the players can compute shares of an integer d such that d ≡ c (mod p)
and lg |d| < lg(k + 1) + w − t+ 5.

As already mentioned this protocol computes d as c − �cp̃2−n−t�p. For dis-
tributively computing the product cp̃ the size of Q would need to be about w+ t
bits. However, as the n least significant bits of c do not significantly affect the
computation of the quotient, we can first cut off say 
 ≈ n low-order bits, ob-
taining c̃, and then compute d as c− �c̃p̃2−n−t+��p which requires the size of Q
to be only about w + t− 
 bits.
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Protocol MOD([c]Qj , [p]
Q
j , [p̃]

Q
j ):

Player Pj executes the following steps.

1. [c̃]Qj := TRUNC([c]Qj , 
).
2. Compute [q̂]Qj := MUL([c̃]Qj , [p̃]

Q
j ).

3. [q]Qj := TRUNC([q̂]Qj , n+ t− 
).
4. Compute [d]Qj := [c]Qj −MUL([p]Qj , [q]

Q
j ).

Theorem 3. Assume Q > max (2ρ+6+w−�+t+2 lg(k+1), 2ρ+w+4+lg(k+1)). Then,
given shares of three integers −2w < c < 2w, 0 < p̃ < 2t+2, and 0 < p < 2n,
the above protocol securely computes shares of d = (c rem p) + ip with |i| ≤
(k + 1)(1 + 2w+4−n−t + 2�−n+2), where k is the number of players.

Proof. Due to the local rounding in the TRUNC(·, ·) protocol in Step 1, we have
c− (k+1)2� ≤ c̃2� ≤ c+(k+1)2�. Due to the local rounding in the TRUNC(·, ·)
protocol in Step 3, we have trunc(c̃p̃2−n−t+�)−k ≤ q ≤ trunc(c̃p̃2−n−t+�)+k. As
p̃2−(n+t) is only an approximation to 1/p, we have trunc( cp− c(k+1)

2n−4+t− p̃(k+1)
2n+t−� )−k ≤

q ≤ trunc( cp+ c(k+1)
2n−4+t+

p̃(k+1)
2n+t−� )+k and, as−2w < c < 2w and 0 < p̃ < 2t+2 , we get

� cp�−(k+1)(1+2w+4−n−t+2�−n+2) ≤ q ≤ � cp�+(k+1)(1+2w+4−n−t+2�−n+2).
Thus d = (c rem p) + ip with |i| < (k + 1)(1 + 2w+4−n−t + 2�−n+2).

The bound on Q follows from the requirements of the SQ2SI(·) in the
TRUNC(·, ·) protocol.

The cost of the MOD(·, ·, ·) protocol is dominated by the MUL(·, ·) proto-
col and is O(n2k + nk2 lg k) bit operations per players. The communication-
complexity of the protocol is O(kn) bits and its round-complexity is O(1).

5.3 Computing with a Shared Modulus p

Now, we are ready to discuss “on-going” distributed computation modulo a
shared integer. In particular, we discuss how the parameters for the MOD(·, ·, ·)
and APPINV(·) protocols must be set such that such computation is possible.
Assume that the players hold polynomial shares modulo a primeQ of the integers
0 < p̃ < 2t+2, and 2n−1 < p < 2n, where p̃ 2−t−n is an approximation of 1/p as
computed above. Let


 = n− 2 , t = �n+ 10 + 2 lg(3(k + 1))� ,
Q > 2ρ+2n+36+6 lg(k+1) , and v = n+ lg(3(k + 1)) + 1 .

Then, given polynomial shares modulo a prime Q of an integer −22v < c <
22v, the players can compute shares of an integer −2v < d < 2v as [d]Qj :=
MOD([c]Qj , [p]

Q
j , [p̃]

Q
j ). In particular, given polynomial shares modulo a prime Q

of the integers −2v < a, b < 2v the players can compute shares of an integer
−2v < d′ < 2v as [d′]Qj := MOD(MUL([a]Qj , [b]

Q
j ), [p]Qj , [p̃]

Q
j ). Thus d and d′ can

be used as inputs to further modular multiplication computations.
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Exponentiation with a Shared Exponent: Assume the players want to compute
shares of c ≡ ab (mod p), where a, b, p, p̃ are shared secrets and p̃ is an approx-
imation to 2n+t/p . This can be done by distributively running the square and
multiply algorithm where the fact that abi = (a− 1)bi + 1 if bi ∈ {0, 1} comes in
handy. We assume that the players hold shares ([b1]

Q
j , . . . , [bn]

Q
j ) of the bits of

b, where b1 is the low-order bit of b (as computed, say, by protocol I2Q-BIT(·)).
Assuming that |a| < 2v then the following protocol securely computes shares

of c such that |c| < 2v and c ≡ ab (mod p).

Protocol EXPMOD([a]Qj , ([b1]
Q
j , . . . , [bn]

Q
j ), [p]Qj , [p̃]

Q
j ):

Player Pj executes the following steps.

1. Compute [cn]
Q
j := MUL([a]Qj − 1 remQ, [bn]

Q
j ) + 1 remQ.

2. For i = n− 1, . . . , 1 do
(a) [di]

Q
j := MUL([a]Qj − 1 remQ, [bi]

Q
j ) + 1 remQ.

(b) [csi]
Q
j := MOD(MUL([ci+1]

Q
j , [ci+1]

Q
j ), [p]Qj , [p̃]

Q
j ).

(c) [ci]
Q
j := MOD(MUL([csi]

Q
j , [di]

Q
j ), [p]Qj , [p̃]

Q
j ).

3. Output [c]Qj := [c1]
Q
j .

Efficiency analysis: This protocol invokes about 3n times MUL(·, ·) and about
2n times MOD(·, ·, ·) and hence requires O(n3k + n2k2 lg k)) bit operations per
player. The communication complexity is O(n2k) bits and it has O(n) rounds.

Set membership: Assume the players want to establish whether a ≡ b (mod p)
holds for three shared secrets a, b and p (where p is not necessarily a prime). This
can in principle be done by computing shares of c := a − b rem p, (re-)sharing
c modulo Q, multiplying it with a jointly generated random invertible element
from ZQ, revealing the result, and checking if it is 0 modulo Q (provided Q > p).
However, because of the properties of MOD(·, ·, ·), we can only compute shares
of c = (a − b rem p) + ip with |i| < 3(k + 1) and therefore the test does not
quite work. But as i is relatively small, it is possible to distributively compute
the integer s :=

∏3(k+1)−1
l=−3(k+1)+1(c − lp) which will be zero if c ≡ 0 (mod p) and

non-zero otherwise. This also holds for s modulo Q because Q � s if Q > p6(k+1)
as then Q > |(c− lp)| holds for all l ∈ [−3(k + 1), 3(k + 1)].

The protocol below is a generalization of what we just described in that it
allows the players to check whether a equals one of b1, . . . bm modulo p. Here,
first an si is computed for each bi similarly as the s above for b and then it is
tested whether

∏
i si ≡ 0 (mod Q).

Assuming that a, b1, . . . , bm are less than 2v in absolute value, then the fol-
lowing protocol securely tests if a ≡ bi (mod p) for some i.

Protocol SETMEM([a]Qj , {[b1]Qj , . . . , [bm]Qj }, [p]Qj , [p̃]Qj ):
Player Pj runs the following steps.

1. For all i = 1, . . . ,m compute [ci]
Q
j := MOD([a]Qj − [bi]

Q
j remQ, [p]Qj , [p̃]

Q
j ) (in

parallel).
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2. For all i = 1, . . . ,m do (in parallel)
(a) Set [u(i,−3(k+1)+1)]

Q
j := [ci]

Q
j − (3(k + 1)− 1)[p]Qj remQ.

(b) For l = −3(k + 1) + 2, . . . , 3(k + 1)− 1 do
i. Compute [u(i,l)]

Q
j := MUL([u(i,l−1)]

Q
j , ([ci]

Q
j − l[p]Qj remQ)).

3. Let [ũ1]
Q
j := [u(1,3(k+1)+1)]

Q
j .

4. For i = 2, . . . ,m do
(a) Compute [ũi]

Q
j := MUL([ũi−1]

Q
j , [u(i,3(k+1)+1)]

Q
j ).

5. Perform [r]Qj := JRP-INV(ZQ), compute [z]Qj := MUL([ũm]Qj , [r]
Q
j ) and send

[z]Qj to all other players.
6. Reconstruct z and output success if z ≡ 0 remQ and failure otherwise.

Security of this protocol follows from the security of its sub-protocols, and
the fact that if z is non-zero, then it is a random element from ZQ and hence no
information about a or any of the bi’s is revealed other than that a is different
from all the bi’s modulo p.

Note that this protocol includes as a special case the comparison of two
almost reduced residues. It requires O(mk(n2k + nk2 lg k)) bit operations per
player. The communication-complexity O(mnk2) bits and it takes is O(k + n)
rounds. However, it is trivial to get the number of rounds down to O(lg k+ lg n)
by using a “tree multiplication method” in step 2b and 4.

We note that an alternative to the above protocol would be to use the tech-
niques of Ben-Or et al. [5] on a circuit to fully reduce a and b modulo p. As a
and b are “almost reduced” modulo p, this circuit is small.

6 Generation of Shared Random Primes and Safe Primes

We shortly discuss how the protocols described in the previous section can be
used to distributively generate random primes and safe primes. Clearly, the latter
allows to distributively generate random RSA moduli that are the product of
two primes or safe primes.

The strategy for generating a random shared prime is the same as the one
usually applied in the non-distributed case: choose a random number, do trial
division, and then run sufficiently many rounds of some primality test, e.g., the
Miller-Rabin test. To generate a random shared safe prime, one can apply the
strategy proposed by Cramer and Shoup [12]. To reduce the round complexity,
one tests many candidates in parallel. We refer the reader to the full version of
this paper [2] for a detailed discussion and complexity analysis.

Many applications require also that the players generate shares of the private
exponent. This is much less computationally involved than distributively gener-
ating the modulus N . In particular, Boneh and Franklin [6] as well as Catalano
et al. [9] present efficient protocols to accomplish this, given additive shares over
the integers of the factors of N . Our techniques can in fact be used to improve
the latter protocol as well.

Let us compare the computational cost of the method described above of
generating a shared prime product to the one by Boneh and Franklin. (We do not
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consider the improvement on the latter protocol described by Malkin, Wu, and
Boneh [24], as most of them apply to our protocol as well.) We first summarize
the latter approach. Boneh and Franklin propose to first choose random n-bit
strings and to do a distributed trial division of them. When two strings are found
that pass this trial division, they are multiplied to obtain N . Then, local trial
division is done on N , and finally a special primality test on N is applied that
checks whether N is the product of two primes. Thus, from a bird’s eyes view,
one finds that with this method one needs to test about (n/ lg n)2 candidates as
opposed to about n/ lg n with our method.

A more careful analysis assuming lg k 
 n shows that the expected bit-
complexity of their protocol is O((n/ lg n)2(n3 + n2k + nk2 lg k) whereas it is
O(n2/ lg n(k3 lg kγ+k2γ2 +nk2 lg k+n2k)) for ours, where γ ≈ 128 is a security
parameter smaller than n. For this analysis we assumed that the bound B for
trial division is about O(n). For small number of players k these figures become
O(n5/(lg n)2) and O(n4/ lg n). Round and communication complexities are O(1)
rounds and O(kn3/(lg n)2) bits for theirs and O(n) rounds and O(kn3/ lg n) bits
for ours. We note that, in practice, the round-complexities and communication
complexities are not relevant as for this kind of application one would run many
instances of the protocol in parallel and thereby keep the party with the least
computational power constantly busy.
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Abstract. We consider a certain generalization of the hidden number
problem introduced by Boneh and Venkatesan in 1996. Considering the
XTR variation of Diffie-Hellman, we apply our results to show security
of the log1/2 p most significant bits of the secret, in analogy to the results
known for the classical Diffie-Hellman scheme. Our method is based on
bounds of exponential sums which were introduced by Deligne in 1977.
We proceed to show that the results are also applicable to the LUC
scheme. Here, assuming the LUC function is one-way, we can in addition
show that each single bit of the argument is a hard-core bit.

1 Introduction

When a new cryptosystem is proposed, some maturity period is normally needed
before we see practical deployment. This is natural since some amount of public
scrutiny is needed before we feel confident that there are no (serious) attacks
possible. We can for instance see this in the case of elliptic curve cryptography
where it is not until now, almost twenty years after the introduction by Koblitz
and Miller [18,31], that we start to see commercial use. For this reason, a formal
proof of security for a brand new scheme speeds up acceptance.

In 1994, Smith and Skinner [47] proposed a public key scheme, LUC, based
on Lucas sequences modulo p. One reason for introducing LUC was a hope that
there would not be any sub-exponential attacks on it. Although, this hope has
failed, see [2] and the discussion below, LUC still seems to have both better
speed and higher security than the classical Diffie-Hellman scheme [20].

While Lucas sequences have a rich mathematical theory, and have seen ap-
plications in computer science, for example, primality testing, there has been
no formal proof of security relative to for example, discrete logarithms. Indeed,
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shortly after publication, Bleichenbacher et al. showed in [2] that the very pa-
rameter settings that made LUC so efficient, also made it possible to reduce
the security to discrete logarithms in IFp2 , implying sub-exponential attacks. A
natural question turns up: does LUC have other (worse) defects, not present in
standard discrete logarithm based schemes?

One of the most recently proposed schemes is XTR, invented in 2000 by
Lenstra and Verheul [23]. XTR can be thought of as a generalization of LUC to
an extension field of degree six rather than two, and is based on initial ideas by
Brouwer et al. [6]. The idea is to get a security against attackers corresponding to
discrete logarithms in IFp6 while the actual computation and messages exchanged
are in IFp2 . For XTR, a proof of security exists; breaking XTR is computationally
equivalent to computing discrete logarithms in IFp6 , see also [23].

Still, even if completely breaking the respective schemes (LUC, XTR) re-
quires finite field discrete logarithm computation, it is not clear what other
security properties these schemes have. For instance, one can ask the natural
question on “partial breaking”, for example, in terms of computing certain bits
of the XTR/LUC-secrets (the “logarithms”).

The perhaps most interesting application of XTR (and LUC) is the Diffie-
Hellman (DH) analogues; the exchanged messages are small, and, according to
the recent evaluation [20,22] of the relative performance of various cryptosys-
tems, XTR and LUC are the fastest non-elliptic curve schemes. Hence, it would
be important to establish bit-security results for the DH version; given the ex-
changed DH messages, can certain parts or bits of the DH secret key be com-
puted? For the conventional DH scheme over IFp, such results were shown by
Boneh and Venkatesan [4], as consequences of a generalization of the hidden
number problem introduced in the same paper [4]: given polynomially many ti
and approximations to tiα (mod p), recover α. Their results roughly state that
if one can compute all of the �log1/2 p� most significant bits of the DH secret
without errors, then the remaining bits can be found as well.

In fact, the original security proof of the Diffie-Hellman bits in [4] contained
a slight gap, corrected in a later work by Shparlinski and González-Vasco [11].
That paper [11] is based on using bounds on certain exponential sums to establish
approximate uniformity for some distributions over IFp.

For XTR, Shparlinski [45] has recently extended the techniques to show se-
curity also for the XTR Diffie-Hellman secret. We here improve these results
and also extend the techniques to LUC Diffie-Hellman. Our results follow from
bounds on exponential sums, established using algebraic-geometric means.

For prime fields IFp, or cyclic multiplicative groups of prime order, the secu-
rity of all individual bits (except possibly the the least significant bits, depending
on group order) of the discrete logarithms follows from the works [3,13,29,38,42],
showing that computing any single bit with non-negligible advantage (over the
trivial 1/2) implies polynomial time discrete logarithm computations. In this
paper we show that the results can be carried over to LUC in a natural way.
Further, when the generator has even order, the predictability for the least sig-
nificant bits also applies.
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2 Preliminaries

2.1 Notation

Let p be a prime. To ease notation, we write IF for the prime field IFp, and IK
for a degree m extension IFpm of IF. As usual we assume that IF is represented
by {0, . . . , p− 1}. For integers s and r ≥ 1 denote by �s�r the remainder of s on
division by r. We also use log z to denote the binary logarithm of z > 0. Let

Tr(z) = TrIK/IF(z) = z + zp + . . .+ zp
m−1

be the trace of z ∈ IK in IF, see [28] for basics of the theory of finite fields.
For a prime p and k ≥ 0 we denote by MSBk,p(x) any integer u such that∣∣∣�x�p − u∣∣∣ ≤ p/2k+1. (1)

Roughly speaking MSBk,p(x) gives k most significant bits of x, however this
definition is more flexible and suits better our purposes. In particular, in (1),
k need not be integer. Also, the notion of most significant bits is tailored to
modular residues and does not match the usual definition for integers.

Throughout the paper the implied constants in symbols ‘O’ depend on m
and occasionally, where obvious, may depend on the small positive parameter δ;
they all are effective and can be explicitly evaluated.

We now give a short introduction to the XTR and LUC cryptosystem, as
well as to the hidden number problem and its use of lattices. The reader familiar
with these can proceed directly to Sect. 3.

2.2 The XTR and LUC Cryptosystems

Below, we concentrate only on the details relevant to this work.
Letm = 2 so that IK = IFp2 and let TrIK/IF(u) = Tr(u) as above. Let g ∈ IK be

a root of an irreducible quadratic polynomial f(X) = X2−PX+1 ∈ IFp[X], thus
P 2 − 4 is a quadratic non-residue of IFp. It is easy to show that such elements
exist. For example, for any root ϑ ∈ IK of an arbitrary irreducible quadratic
polynomial over IF, g = ϑp−1 is such an element. Note also that f above is
the characteristic polynomial of the recurrence Vn(P ) ≡ PVn−1(P ) − Vn−2(P )
(mod p), V0 = 2, V1 = P , and that Vn(P ) = Tr(gn).

In the LUC variant of Diffie–Hellman (known as LUCDIF) the communicat-
ing parties exchange Tr (gx) and Tr (gy) (that is, Vx(P ) and Vy(P )), then, using
Vxy(P ) = Vx(Vy(P )) = Vy(Vx(P )), compute the common secret Tr (gxy). For
details refer to [2,47].

XTR can be thought of as a generalization of LUC and has been introduced
by Lenstra and Verheul, see [6,23,24,25,43,48] for basic properties and ideas
behind XTR. Let m = 6 so that IK = IFp6 . We also consider the field IL = IFp2 ,
thus we have a tower of extensions IF ⊆ IL ⊆ IK. Accordingly, we denote by
TrIK/IL(u) and TrIL/IF(v) the trace of u ∈ IK in IL and the trace of v ∈ IL in IF.
In particular, TrIL/IF

(
TrIK/IL(u)

)
= Tr(u) for u ∈ IK.
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The idea of XTR is based on the observation that for some specially selected
element g ∈ IK∗, the XTR generator, of prime order l > 3 such that l|p2− p+ 1,
one can also here efficiently compute TrIK/IL (gxy) from the values of x and
TrIK/IL (gy) (alternatively from y and TrIK/IL (gx)). This reduces the size of the
Diffie-Hellman messages to exchange (namely, TrIK/IL (gx) and TrIK/IL (gy) rather
than gx and gy) to create a common key TrIK/IL (gxy).

2.3 The Hidden Number Problem

We shall be interested in a variant of the hidden number problem introduced by
Boneh and Venkatesan [4,5]. The problem can be stated as follows: recover an
unknown α ∈ IF, given approximations to �αt�p for polynomially many known
random t ∈ IF.

Let G be a subgroup of the multiplicative group IK∗. Motivated by the ap-
plication of bit security for XTR and LUC, we consider the following question:
recover α ∈ IK, given approximations of Tr(αt) for polynomially many known
random t ∈ G. Then we apply our results to obtain a statement about the bit
security of the XTR and LUC cryptosystems.

For the general hidden number problem, it has turned out that for many
applications (as we shall see, including the one at hand) the condition that t
is selected uniformly at random is too restrictive. Examples include the earlier
bit security results for the Diffie-Hellman, Shamir, and several other cryptosys-
tems [11,12] and rigorous results on attacks (following the heuristic arguments
of [14,32]) on the DSA(-like) signature schemes [9,33,34].

The aforementioned papers [9,11,12,33,34] have exploited that the method
of [4] can be adjusted to the case when t is selected from a sequence which has
some uniformity of distribution property. Thus, a central ingredient is bounds
on exponential sums; a natural tool to establish such properties.

2.4 Bounds on Exponential Sums

The case when t is selected from a small subgroup of IF∗ was studied in [11] to
generalize (and correct) the results of [4] on the bit security of the Diffie-Hellman
key in IFp. The results of [11] are based on bounds of exponential sums with
elements of subgroups of IF∗, namely on Theorems 3.4, 5.5 of [19].

Unfortunately, analogues of the bounds of exponential sums of Theorems 3.4,
5.5 of [19] are not known for non-prime fields. However, in [45] an alternative
method of [44] has been used, which applies to very small subgroups G and is
based on bounds of [7,10] for the number of solutions of certain equations in
finite fields. Unfortunately it produces much weaker results.

It is remarked in [45] that for subgroups G of cardinality |G| ≥ pm/2+δ,
with any fixed δ > 0, the bound of exponential sums given by Theorem 8.78
in [28] combined with Theorem 8.24 of the same work (see also (3.15) in [19])
can be used. These bounds would provide analogues of the results [4,11] but,
unfortunately, the subgroups G associated with XTR and LUC fall below this
square-root threshold.
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Nevertheless, thanks to the special property of these subgroup, we show in
Sect. 3 how one can use an approach from [8], developed in [26,27], to apply
the exponential sum technique to studying the subgroups related to XTR and
LUC. We get a substantial improvement to the results of [45] on the bit-security
for XTR (from αn bits for a constant 0 < α < 1, to log1/2 n bits), and a new
equally strong result for LUC.

2.5 Lattices

As in [4,5], our results related to the hidden number problem rely on round-
ing techniques in lattices. We review a few related results and definitions. Let
{b1, . . . ,bs} be a set of linearly independent vectors in IRs. The set

L = {z : z = c1b1 + . . .+ csbs, c1, . . . , cs ∈ ZZ}

is called an s-dimensional full rank lattice with basis {b1, . . . ,bs}. For a vector
u, let ‖u‖ denote its Euclidean norm.

It has been remarked in [30], and then in [35,36] that the following statement
holds, which is somewhat stronger than that usually used in the literature. It
follows from the lattice basis reduction algorithm of [21] and results of [41,15].

Lemma 1. There exists a deterministic polynomial time algorithm which, for a
given s-dimensional full rank lattice L and r ∈ IRs, finds v ∈ L with

‖v − r‖ ≤ exp
(
O

(
s log2 log s

log s

))
min {‖z− r‖, z ∈ L} .

3 Distribution of Trace

First, we need the following result which, as mentioned, is essentially Theo-
rem 8.78 of [28] (combined with Theorem 8.24 of the same work) or the
bound (3.15) of [19]. Let G be a subgroup of IK = IFpm .

Lemma 2. For any γ ∈ IK∗, we have∣∣∣∣∣
∑
t∈G

exp (2πiTr (γt) /p)

∣∣∣∣∣ ≤ pm/2.
Lemma 2 is nontrivial when |G| ≥ pm/2+δ. Much less is known when G has size

less than pm/2. For prime finite fields, m = 1, Theorems 3.4, 5.5 of [19] provide
a nontrivial upper bound for |G| ≥ p1/3+δ for all primes p and for |G| ≥ pδ

for almost all primes p, respectively, which underlies the result of [11]. However
these results have not been extended to composite fields (and it seems that such
extensions will require some substantially new ideas).

Nevertheless, applying the results of [8,26,27] for some special subgroups we
obtain non-trivial estimates beyond the pm/2-threshold.
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For a divisor s|m let Ns be the set of z ∈ IK with Nms(z) = 1, where

Nms(z) = z1+pm/s+...+pm−m/s

is the norm of z ∈ IK = IFpm in IFpm/s ⊆ IK. Thus |Ns| = (pm − 1)/(pm/s − 1).
Our results depend on the following estimate conjectured by Deligne in [8]

(and proved in the case of the trivial character χ = χ0). In the full generality
it has been proved by Katz [17] (to be precise Theorem 4.1.1 of [17] and some
standard transformations). For the cases relevant to XTR and LUC, we may
also refer to the simpler and more explicit statements of [26,27].

Lemma 3. For any divisor s|m, any γ ∈ IK∗, and any multiplicative character
χ of IK, we have ∣∣∣∣∣

∑
t∈Ns

χ(t) exp (2πiTr (γt) /p)

∣∣∣∣∣ ≤ sp(m−m/s)/2.

To proceed, recall the following property of the group of characters of an abelian
group.

Lemma 4. Let H be an abelian group and let Ĥ = Hom(H,C∗) be its dual
group. Then for any character χ of H,

1
|H|

∑
h∈H

χ(h) =

{
1, if χ = χ0,

0, if χ �= χ0,

where χ0 ∈ Ĥ is the trivial character.

Lemma 5. For any divisor s|m, any subgroup G of Ns and any γ ∈ IK∗,∣∣∣∣∣
∑
t∈G

exp (2πiTr (γt) /p)

∣∣∣∣∣ ≤ sp(m−m/s)/2.

Proof. Let ΩG be the set of all multiplicative characters of Ns, trivial on G.
Using Lemma 4, we write

∑
t∈G

exp (2πiTr (γt) /p) =
1
|ΩG |

∑
t∈Ns

exp (2πiTr (γt) /p)
∑
χ∈ΩG

χ(t)

=
1
|ΩG |

∑
χ∈ΩG

∑
t∈Ns

χ(t) exp (2πiTr (γt) /p) .

Applying the inequality of Lemma 3, we obtain the desired estimate. �

For γ ∈ IK and integers r and h, denote byNγ(G, r, h) the number of solutions

of the congruence

Tr(γt) ≡ r + y (mod p), t ∈ G, y = 0, . . . , h− 1.
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Using standard relations between the uniformity of distribution and bounds
of exponential sums, for example, see Corollary 3.11 of [37], from Lemma 2
and Lemma 5 one immediately derives the following asymptotic formulas for
Nγ(G, r, h).
Lemma 6. For any γ ∈ IK∗ and any subgroup G ⊆ IK∗, we have

Nγ(G, r, h) =
h

p
|G|+O(pm/2 log p).

Lemma 7. For any divisor s|m, any subgroup G ⊆ Ns, and any γ ∈ IK∗,

Nγ(G, r, h) =
h

p
|G|+O(p(m−m/s)/2 log p).

These bounds can be turned into statements on the form of the shortest
vector in certain lattices. Let ω1, . . . , ωm be a fixed basis of IK over IF. For an
integer k ≥ 0 and d(≥ 1) elements t1, . . . , td ∈ IK, let Lk (t1, . . . , td) be the
d+m-dimensional lattice generated by the rows of the (d+m)× (d+m)-matrix:



p . . . 0 0 . . . 0
0 . . . 0 0 . . . 0
...

. . .
...

...
0 . . . p 0 . . . 0
Tr(ω1t1) . . . Tr(ω1td) 1/2k+1 . . . 0
...

...
...

. . .
...

Tr(ωmt1) . . . Tr(ωmtd) 0 . . . 1/2k+1



. (2)

Lemma 8. Let p be a sufficiently large prime number and let G be a subgroup
of IK∗ with |G| ≥ pm/2+δ for some fixed δ > 0. Then for

η =
⌈
log1/2 p

⌉
and d =

⌈
m+ 1
η − 3

log p
⌉
,

the following holds. Let α = a1ω1+. . .+amωm, a1, . . . , am ∈ IF, be a fixed element
of IK. Assume that t1, . . . , td ∈ G are chosen uniformly and independently at
random. Then with probability exceeding 1−p−1 for any s = (s1, . . . , sd, 0, . . . , 0)
with (

d∑
i=1

(Tr(αti)− si)2
)1/2

≤ 2−ηp,

all vectors v = (v1, . . . , vd, vd+1, . . . , vd+m) ∈ Lk (t1, . . . , td) satisfying

(
d∑
i=1

(vi − si)2
)1/2

≤ 2−ηp,
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are of the form

v =



 m∑
j=1

bjTr (ωjt1)


p

, . . . ,

 m∑
j=1

bjTr (ωjtd)


p

,
b1

2k+1 , . . . ,
bm

2k+1




with some integers bj ≡ aj (mod p), j = 1, . . . ,m.

Proof. As in [4] we define the modular distance between two integers r and l as

dist p(r, l) = min
b∈ZZ
|r − l − bp| = min

{
�r − l�p , p− �r − l�p

}
.

We see from Lemma 6 that for any β ∈ IK with β �= α the probability P (β) that

dist p (Tr(αt),Tr(βt)) ≤ 2−η+1p

for t ∈ G selected uniformly at random is

P (β) ≤ 2−η+2 +O(pm/2|G|−1 log p) ≤ 2−η+2 +O(p−δ log p) ≤ 2−η+3,

for large enough p. Therefore, with d = �(m+ 1)/(η − 3)�, for any β ∈ IK,

Pr
[∀i ∈ [1, d] | dist p (Tr(αti),Tr(βti)) ≤ 2−η+1p

]
= P (β)d ≤ p−m−1,

where the probability is taken over t1, . . . , td ∈ G chosen uniformly and indepen-
dently at random. From here, we derive

Pr
[∀β ∈ IK\{α}, ∀i ∈ [1, d] | dist p (Tr(αti),Tr(βti)) ≤ 2−η+1p

] ≤ p−1.

The rest of the proof is identical to the proof of Theorem 5 of [4]. Indeed, we fix
some t1, . . . , td ∈ G with

min
β∈IK\{α}

max
i∈[1,d]

dist p (Tr(αti),Tr(βti)) > 2−η+1p. (3)

Let v ∈ Lk (t1, . . . , td) be a lattice point satisfying

(
d∑
i=1

(vi − si)2
)1/2

≤ 2−ηp.

Since v ∈ Lk (t1, . . . , td), there are integers b1, . . . , bm, z1, . . . , zd such that

v =


 m∑
j=1

bjTr (ωjt1)− z1p, . . . ,
m∑
j=1

bjTr (ωjtd)− zdp, b1
2k+1 , . . . ,

bm
2k+1


 .

If bj ≡ aj (mod p), j = 1, . . . ,m, then for all i = 1, . . . , d we have

m∑
j=1

bjTr (ωjti)− zip =

 m∑
j=1

bjTr (ωjti)


p

= Tr(αti),
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since otherwise there would be i ∈ {1, . . . , d} such that |vi − si| > 2−ηp.
Now suppose that bj �≡ aj (mod p) for some j = 1, . . . ,m. Put β = b1ω1 +

. . .+ bmωm. In this case we have

(
d∑
i=1

(vi − si)2
)1/2

≥ max
i∈[1,d]

dist p


 m∑
j=1

bjTr (ωjti) , si




≥ max
i∈[1,d]


dist p


Tr(αti),

m∑
j=1

bjTr (ωjti)


− dist p (si,Tr(αti))




≥ max
i∈[1,d]

( dist p (Tr(αti),Tr (βti))− dist p (si,Tr(αti)))

> 2−η+1p− 2−ηp = 2−ηp

that contradicts our assumption. As we have seen, the condition (3) holds with
probability exceeding 1− p−1 and the result follows. �


Accordingly, using Lemma 7 instead of Lemma 6 we obtain:

Lemma 9. Let p be a sufficiently large prime number and let s be a divisor of
m. Let G be a subgroup of Ns with |G| ≥ |Ns|1/2pδ for some fixed δ > 0. Then
for

η =
⌈
log1/2 p

⌉
and d =

⌈
m+ 1
η − 3

log p
⌉
,

the following holds. Let α = a1ω1+. . .+amωm, a1, . . . , am ∈ IF, be a fixed element
of IK. Assume that t1, . . . , td ∈ G are chosen uniformly and independently at
random. Then with probability exceeding 1−p−1 for any s = (s1, . . . , sd, 0, . . . , 0)
with (

d∑
i=1

(Tr(αti)− si)2
)1/2

≤ 2−ηp,

all vectors v = (v1, . . . , vd, vd+1, . . . , vd+m) ∈ Lk (t1, . . . , td) satisfying

(
d∑
i=1

(vi − si)2
)1/2

≤ 2−ηp,

are of the form

v =



 m∑
j=1

bjTr (ωjt1)


p

, . . . ,

 m∑
j=1

bjTr (ωjtd)


p

,
b1

2k+1 , . . . ,
bm

2k+1




with some integers bj ≡ aj (mod p), j = 1, . . . ,m.
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4 Hidden Number Problem for the Trace

Using Lemma 8 in the same way as Theorem 5 of [4] was used in the proof of
Theorem 1 of that paper, we obtain

Theorem 1. Let p be a sufficiently large prime number and let G be a subgroup
of IK∗ with |G| ≥ pm/2+δ for some fixed δ > 0. Then for k = �2 log1/2 p�, d =
�4(m+ 1) log1/2 p�, the following holds. There exists a deterministic polynomial
time algorithm A such that for any α ∈ IK given 2d values ti ∈ G and si =
MSBk,p (Tr(αti)), i = 1, . . . , d, its output satisfies

Pr
t1,...,td∈G

[A (t1, . . . , td; s1, . . . , sd) = α] ≥ 1− p−1

if t1, . . . , td are chosen uniformly and independently at random from G.
Proof. We follow the arguments in the proof of Theorem 1 in [4], here briefly
outlined for completeness. We refer to the first d vectors in the matrix (2) as
p-vectors and the remaining m vectors as trace-vectors. Write

α =
m∑
j=1

ajωj ∈ IK, a1, . . . , am ∈ IF.

We consider the vector s = (s1, . . . , sd, sd+1, . . . , sd+m) where sd+j = 0, for
j = 1, . . . ,m. Multiplying the jth trace-vector of the matrix (2) by aj and
subtracting a certain multiple of the jth p-vector for j = 1, . . . ,m, we obtain a
lattice point

uα = (u1, . . . , ud, a1/2k+1, . . . , am/2k+1) ∈ Lk (t1, . . . , td)

such that |ui − si| ≤ p2−k−1, i = 1, . . . , d + m, where ud+j = aj/2k+1 for
j = 1, . . . ,m. Therefore,

‖uα − s‖ ≤ (d+m)1/22−k−1p.

Let η = �log1/2 p�. By Lemma 1 (with a slightly rougher constant 2(d+m)/4) in
polynomial time we find v = (v1, . . . , vd, vd+1, . . . , vd+m) ∈ Lk (t1, . . . , td) such
that

‖v − s‖ ≤ 2o(d+m) min {‖z− s‖, z ∈ Lk (t1, . . . , td)} ≤ 2−k+o(d)p ≤ 2−η−1p,

provided that p is large enough. We also have

(
d∑
i=1

(ui − si)2
)1/2

≤ d1/22−k−1p ≤ 2−η−1p.

Therefore, (
d∑
i=1

(ui − vi)2
)1/2

≤ 2−ηp.
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Applying Lemma 8, we see that v = uα with probability at least 1 − p−1,
and therefore the components a1, . . . , am of α can be recovered from the last m
components of v = uα. �

Accordingly, Lemma 9 implies:

Theorem 2. Let p be a sufficiently large prime number and let s be a divisor of
m, s|m. Let G be a subgroup of of Ns with |G| ≥ |Ns|1/2pδ for some fixed δ > 0.
Then for k = �2 log1/2 p�, d = �4(m+1) log1/2 p� the following holds. There exists
a deterministic polynomial time algorithm A such that for any α ∈ IK given 2d
values ti ∈ G and si = MSBk,p (Tr(αti)), i = 1, . . . , d, its output satisfies

Pr
t1,...,td∈G

[A (t1, . . . , td; s1, . . . , sd) = α] ≥ 1− p−1

if t1, . . . , td are chosen uniformly and independently at random from G.

5 Bit Security of XTR

From Theorem 24 of [48] (see also [6,23,25]), any efficient algorithm to com-
pute TrIK/IL (gxy) from gx and gy can be used to construct an efficient algo-
rithm to compute gxy from the same information. In [43] the same result was
obtained with an algorithm which computes TrIK/IL (gxy) only for a positive
proportion of pairs gx, gy. Furthermore, the same results hold even for algo-
rithms which compute only Tr (gxy). Any v ∈ IL can be represented by a pair(
TrIL/IF(v),TrIL/IF(ϑv)

)
where ϑ is a root of an irreducible quadratic polynomial

over IF, so Tr (gxy) is a part of the representation of TrIK/IL (gxy). In fact the
same result holds for Tr (ωgxy) with any fixed ω ∈ IK∗.

Thus the above results suggest that breaking XTR is not easier than breaking
the classical Diffie–Hellman scheme. Here we obtain one more result of this kind.
We would like to show that an oracle computing a certain proportion of bits of
Tr (gxy) from TrIK/IL (gx) and TrIK/IL (gy) can be used to break classical Diffie–
Hellman. However, we instead prove that an oracle that computes a certain
proportion of bits of Tr (gxy) from gx, gy can be used to compute gxy from
gx, gy. This is stronger; the former oracle could be used to simulate the latter so
if the latter oracle cannot exist, neither can the former.

Thus, to really benefit from our results, one would need to use the trace over
IFp rather than IFp2 in XTR based systems. As Tr(z) = TrIK/IL(z) + TrIK/IL(z)p

and as pth powers are “free” in XTR (due to the specific representation of IFp2)
this could easily be done.

For a positive integer k we denote by XT Rk the oracle such that for any
given values of gx and gy, it outputs MSBk,p (Tr (gxy)).

Theorem 3. Let p be a sufficiently large n-bit prime number. Suppose the XTR
generator g has prime order l satisfying l|p2 − p + 1 and l ≥ p3/2+δ for some
fixed δ > 0. Then there exists a polynomial time algorithm which, given U = gu

and V = gv, for some u, v ∈ {0, . . . , l− 1}, makes O(log1/2 p) calls of the oracle
XT Rk with k = �2 log1/2 p� and computes guv correctly with probability at least
1− p−1.



444 Wen-Ching W. Li, Mats Näslund, and Igor E. Shparlinski

Proof. The case u = 0 is trivial. Now assume that 1 ≤ u ≤ l − 1. Then gu = gu

is an element of order l (because l is prime).
Select random r ∈ {0, . . . , l− 1}. Applying the oracle XT Rk to U and Vr =

gv+r = V gr we obtain MSBk,p
(
Tr
(
gu(v+r)

))
= MSBk,p (Tr (gvut)) where t = gru.

For d = O(log1/2 p) independent, random r1, . . . , rd ∈ [0, l − 1], we can now
apply Theorem 2 with α = guv, m = 6, and the group G generated by gu (equal
to the group generated by g). Indeed, we see that

Nm2(g) = g1+p3 = g(p+1)(p2−p+1) = 1

thus G ∈ N2 and from Theorem 2 we obtain the desired result. �


6 Bit Security of LUC

For a positive integer k we denote by LUCk an oracle that for any given val-
ues of gx, gy, outputs MSBk,p (Tr (gxy)). In complete analogy with the proof of
Theorem 3 we establish the following.

Theorem 4. Let p be a sufficiently large n-bit prime number. Suppose the LUC
generator g has prime order l satisfying l|p + 1 and l ≥ p1/2+δ for some fixed
δ > 0. Then there exists a polynomial time algorithm which, given U = gu and
V = gv, for some u, v ∈ {0, . . . , l − 1}, makes O(log1/2 p) calls of the oracle
LUCk with k = �2 log1/2 p� and outputs guv with probability at least 1− p−δ/2.

7 Hard-Core Bits of LUC

The security of LUC clearly depends on the hardness of inverting the function

x �→ fg(x) = TrIFp2/IFp(g
x) = Tr(gx),

where, as above, g is the LUC generator of order l|p+ 1. That is, it is necessary
that this is a one-way function, otherwise the LUCDIF scheme would clearly
be insecure. Even if this is true, the function could still have other undesirable
properties in the form of “leakage”, for example, it may be possible to determine
individual bits of x. Note that Theorem 4 roughly says that, unless fg(x) can be
efficiently inverted, it cannot be the case that all of the log1/2 p most significant
bits of x can be simultaneously computed without errors from fg(x). Still, it
does not exclude the possibility of computing in polynomial time a single bit of
x, with probability, say, 1/2+ ε(log p) for a non-negligible function ε(n). (Recall
that ν(n) is negligible if for any c > 0, ν(n) = o(n−c).)

As usual let {0, 1}∗ denote the set of all finite binary strings and let Gn, G∗

be some subsets of {0, 1}n, {0, 1}∗, respectively. Suppose f : G∗ �→ {0, 1}∗ and
b : G∗ �→ {0, 1}. Then b is called a hard-core function for f if for all non-negligible
ε(n) and all probabilistic polynomial time algorithms, for sufficiently large n,

Pr[A(f(x)) = b(x)] ≤ 1
2

+ ε(n),



Hidden Number Problem with the Trace and Bit Security of XTR and LUC 445

probability taken over x ∈ Gn and the random coin tosses required by A.
We are interested in the case that f(x) = Vx(P ) = Tr(gx) and b(x) = biti(x),

the ith bit of x (where bit0(x) = lsb(x) is the least significant bit). A problem
is that Vx(P ) is not uniquely invertible. Note however that Vx(P ) = Vz(P ),
precisely when z = l − x. To make “the ith bit of x” well-defined by Vx(P ), we
restrict the domain to {x | x < l/2}. (This hurts the group structure, but not
our proofs.) Hence, we also assume that the oracle’s advantage is averaged over
this smaller set.

In Sect. 6, we assumed the existence of an oracle that returned Tr(tgx), where
the oracle took care of selecting t (and computing the answer). Here we need
that we from Tr(gx) can ourselves efficiently compute values of form Tr(gwx+s)
for w, s of our own choice. Note that by the Diffie-Hellman-like properties of
LUC, the case s = 0 is easy. We thus start with a certain technical statement.
Why traces of this form is of interest will shortly be made clear.

Lemma 10. Given Tr(gx), for any set of N = (log p)O(1) triples (kj , rj , sj) ∈
ZZ∗l ×ZZl×ZZl, we can in polynomial time compute two sets Tν = {Tν,1, . . . Tν,N},
so that for at least one ν = 1, 2, Tν,j = Tr(gk

−1
j rjx+sj ) for j = 1, . . . , N .

Proof. As observed in [2], the conjugates of gx are the roots, H0, H1, of X2 −
Tr(gx)X + 1, and they can be found in polynomial time. The conjugates h0, h1
of g are trivial to compute and Hi = hxπ(i) for some permutation π ∈ S2. Thus,
for any w = k−1r and s,

Tr(gwx+s) = hsπ(0)H
w
0 + hsπ(1)H

w
1 .

Now, we do not know π, but there are only two possibilities. We thus obtain two
candidates Tν , ν = 1, 2. �


As noted, as with conventional discrete logarithm not all bits are secure.

Theorem 5. Suppose l = 2sr, s > 0, r odd. There is a polynomial time algo-
rithm to determine biti(x) from Vx(P ) for every i = 0, . . . , s− 1.

Proof. For the least significant bit, note that Vxl/2(P ) = (−1)lsb(x)V0(P ), a
condition that can be easily checked. Using Lemma 10, the rest follows from a
straight-forward generalization of the Pohlig-Hellman algorithm [39] to decide
x (mod 2s). �


All other bits are, however, hard:

Theorem 6. Let c > 0 be a constant. Except with probability o(1) over random
choices of n-bit prime p = 2sr − 1, r odd, and g the LUC generator of order
l = p + 1, the following holds. If for some i, 0 ≤ i ≤ n − c log n there is an
algorithm that given Vx(P ) for random x, computes biti(x) with probability at
least 1/2 + ε(n), then there is a probabilistic algorithm that in time polynomial
in nε(n)−1 computes x with non-negligible probability.
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Proof. In [38,13], reductions are given from discrete logarithms in IFp to comput-
ing biti(x) from gx, for any i. The reduction only uses operations transforming
y = gx into values of form yk

−1agb = gk
−1ax+b. By Lemma 10, the same trans-

formations can be applied to Tr(gx), for invertible k (as will be the case).
The only complication that arise is that we have here restricted the domain

of Vx(P ) = Tr(gx) to x < l/2. However, a closer look at [13] we see that in each
step of the reduction, a good approximation to the relative magnitude of each
k−1ax + b (modulo the order of g) is maintained. Using this information, we
simply discard all samples on k−1ax + b > l/2. As the samples are uniformly
distributed, this increases the complexity by a factor two. Taking into account
the two choices for the list of samples from Lemma 10, we loose another (non-
critical) factor of two, trying both possibilities. �

For prime l, l|p+ 1, the same result follows for all i and all large p from [42].

We note that the k = O(log n) most significant bits of x can also be shown
to be hard by [13] and a security notion for biased functions from [46]. For such
k, from [3,29] also follows hardness for the “related” function MSBk,p.

7.1 Hard-Core Bits of XTR

Superficially, all details (for example, a generalization of Lemma 10) seem to go
through for XTR. However, problems are encountered by the fact that the XTR
function, TrIFp6/IFp2 (gx), is three-to-one, rather than two-to-one, and there seems
to be no obvious way to restrict the domain to a set on which: (a) XTR is 1–1,
(b) the set has non-negligible density, and, (c) the set is an interval, [a..b] ⊂ ZZl.
These properties seem necessary to apply the techniques of [13].

8 Summary and Open Problems

Establishing security of new cryptosystems is important. We have shown that
LUC and XTR share security properties with the more well-established discrete
logarithm based systems. The Diffie-Hellman variant enjoys security features as
of the original Diffie-Hellman key exchange. To this end, we have seen a new
application for exponential sums; we believe there are more such in store. This
paper is the most recent in a series studying variants of the hidden number
problem, using such exponential sums. One can ask if there is a “general” the-
orem to be sought, rather than treating each special case. Such generalization
seem difficult though: make the group a little smaller (for example, the proposed
XTR-extensions to IFp2·3·5) and everything breaks down.

For the LUC scheme, we also showed that no non-trivial information about
individual bits leak. Though likely to be true, the analogue for XTR is left open.
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Abstract. Given any weak pseudorandom function, we present a gen-
eral and efficient technique transforming such a function to a new weak
pseudorandom function with an arbitrary length output. This implies,
among other things, an encryption mode for block ciphers. The mode is
as efficient as known (and widely used) encryption modes as CBC mode
and counter (CTR) mode, but is provably secure against chosen-plaintext
attack (CPA) already if the underlying symmetric cipher is secure against
known-plaintext attack (KPA). We prove that CBC, CTR and Jutla’s
integrity aware modes do not have this property. In particular, we prove
that when using a KPA secure block cipher, then: CBC mode is KPA
secure, but need not be CPA secure, Jutla’s modes need not be CPA
secure, and CTR mode need not be even KPA secure. The analysis is
done in a concrete security framework.

1 Introduction

A block cipher that is secure against known plaintext attacks (KPA) is a natural
example of a weak pseudorandom function: as long as the key is unknown, and an
adversary is given a set of random plaintext blocks and corresponding ciphertext
blocks (of length, say, k bits each), he cannot distinguish the encryption function
from a random function mapping k bits to k bits – or at least he can only do
so with a small advantage. In general, a weak pseudorandom function is just
a function F that maps a key K and input string x to a string y, we write
y ← F (K,x). It does not have to be invertible and y does not have to be the
same length as x. Weak pseudorandomness means that even if an adversary is
given (x1, FK(x1)), . . . , (xt, FK(xt)), for uniformly random K and xi, he cannot
distinguish this from (x1, R(x1)), . . . , (xt, R(xt)) where R is a random function.
Pseudorandomness means that distinguishing remains hard, even if the adversary
gets to pick the xi’s. An example of a weak pseudorandom function can be
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derived in a natural way from the Decisional Diffie-Hellman Assumption (DDH).
Here there are some public parameters, a large prime P and an element g of large
prime order q such that the DDH assumption holds in the group generated by g.
A random element α ∈ Zq functions as the secret key, the domain is the group
generated by g, and the function maps h to hα mod P .

In this paper, we consider the case where we are given any weak pseudo-
random function F with output length k. We present a general construction
transforming F into a weak pseudorandom function G for which GK(x) is nk
bits long and where n is any positive integer. The construction is efficient in the
sense that to evaluate G, we need exactly n evaluations of F . We believe this is
the best we can expect, since if nk random looking bits could be generated with
fewer evaluations of F , it seems the construction would have to do some sort
of pseudorandom generation “on its own”. Whereas this construction requires
key size logarithmic is n, we give a way to modify the construction such that
variable output length can be handled using a constant amount of key material.

Note that G may also be used as a pseudorandom generator that expands K
and a randomly chosen input into a random looking string of nk bits. If we apply
our construction to the above function based on the DDH assumption, we obtain
a pseudorandom generator that outputs k bits for each exponentiation done,
where k is the security parameter. This is slightly faster than the generator that
follows from Naor and Reingolds DDH-based pseudorandom function [NR97].

Our construction also implies an encryption mode for block ciphers that
is secure against chosen plaintext attacks (CPA) already if the block cipher
is KPA secure. We call this Pseudorandom Tree (PRT) mode. While an en-
cryption scheme with such properties could be easily constructed using generic
methods [BM84,GL89], the result would be very inefficient. In contrast, to en-
crypt/decrypt a message, PRT requires exactly the same number of block encryp-
tions as the well known CBC and CTR modes and produces ciphertexts of the
same lengths as does CBC/CTR. The only overhead compared to CBC/CTR
is logarithmic in the length of the message, namely a key-schedule requiring
2 log2(n)) key expansions and block encryptions for a message containing n
blocks. This can be precomputed, so that the actual throughput can be ex-
actly the same as in the standard modes. Note that CBC and CTR also provide
CPA security, but here we have to assume that the block cipher is also CPA
secure. As in CTR mode, our mode allows easy random access decryption: To
decrypt an arbitrary block in an n block message, we need at most log2(n) block
encryptions. Also as in CTR mode, we only use the block cipher in the encryp-
tion direction, even when we decrypt – in implementations, this can sometimes
save code or chip area.

From a theoretical point of view, it is of course always better to prove security
under the weakest possible assumption. But we believe the result is also useful
from a more practical point of view: even though a block cipher was designed
to be CPA secure, there may always be surprises and hence relying only on the
KPA security of the block cipher gives extra protection. Moreover, we prove in
the concrete security framework a bound on how CPA security of PRT mode
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relates to KPA security of the block cipher, i.e., if we assume the block cipher can
be broken with at most a certain advantage under a KPA, we obtain a bound on
the advantage with which PRT can be broken under a CPA. This bound behaves
similarly to the bound that relates CPA security of CBC to CPA security of the
block cipher. Now, considering that it may well be reasonable to assume that
the block cipher performs better against KPA than against CPA, we see that
we may get a better concrete bound on the security of PRT than we can get for
CBC.

We mentioned that PRT introduces a slight overhead compared to using CBC
or CTR. One might wonder whether it is possible to obtain the “amplification”
from KPA to CPA with no overhead at all. As a partial answer, in Section 4,
we analyse CBC mode, CTR mode and Jutla’s integrity aware modes [Jut01]
and show that none of these schemes can guarantee CPA security unless the
underlying block cipher is CPA secure itself. Indeed, we prove that when using
a KPA secure block cipher, CBC mode and Jutla’s modes are KPA secure, but
need not be CPA secure and counter mode need not even be KPA secure. The
same simple techniques applied there can be applied to most other known modes
of operations to demonstrate that they also do not guarantee CPA security unless
the underlying block cipher is CPA secure itself (to our knowledge they can be
applied to all efficient such modes). We therefore leave it as an interesting open
question to investigate whether one can amplify from KPA to CPA and make
do with a constant amount of overhead.

Finally, we discuss the problem of achieving chosen ciphertext (CCA) security
(in addition to CPA). While we can argue that this is possible based only on a
KPA secure block cipher, some overhead is introduced, and we do not know how
to provide CCA security as efficiently as the CPA secure construction.

Related Work. The first work to relate the security of modes of operations to
the underlying block cipher is [BDJR97]. In [BDJR97] notions of CPA security
and CCA security of block ciphers and symmetric encryption are developed in
a concrete security framework, and the security of three well-known encryption
modes, CBC mode and CTR mode (in its deterministic and probabilistic vari-
ants), are analysed. In [BDJR97] the modes of operations are analysed under
the assumption that the underlying block cipher is CPA secure. In Section 2
we review their framework and make a straightforward extension to cover KPA
security.

The first, and to our knowledge only, other paper to consider security enhanc-
ing modes of operations is [HN00]. What is investigated there is the possibility
to generate a key stream given a one-way function, after which encryption is
just Xoring the message and key stream. To be able to base their construc-
tion on block-ciphers, they consider the function f : K �→ EK(P ) mapping a
key to the encryption of a fixed plaintext under that key and assume that it is
one-way. This assumption is of course well-motivated: If the encryption function
should be secure in any reasonable sense, one should not be able to find the key
given a plaintext/ciphertext pair. However, this assumption alone is not enough:
The scheme, called Key Feedback Mode (KFB) is a variant of the technique
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of [BM84,Lev85,GL89], and works by iterating the one-way function, i.e., we
compute f(K), f(f(K)), . . . and extract some number of bits from each value
computed. For this to work, one must assume that f stays one-way even when
iterated, i.e., from f i(K) it is hard to find f i−1(K). We believe that this assump-
tion is closely related to our assumption on KPA security, but the assumptions
do not seem to be directly comparable. In any case, KFB is significantly less ef-
ficient than PRT: in KFB, a key expansion is needed for every block encryption
performed, and each block encryption can only contribute significantly less than
k bits to the output stream (where k is block size) – from an asymptotic point
of view, only a logarithmic number of bits can be produced. In contrast, PRT
can use all k bits produced by each block encryption, and needs a logarithmic
number of key expansions.

An Intuitive Introduction to the Main Idea. Assume that we have access
to a length-preserving and weak pseudorandom function F·(·), where FK could
be, e.g., the encryption function of a KPA secure block cipher. From this we can
build a length doubling weak pseudorandom function GK by letting the key be a
pair of keys K = (K1,K2) for F , letting the input domain be that of F , and let-
ting the output be GK1,K2(R) = FK1(R)‖FK2(R). We can repeat this operation
as follows. Let C1‖C2 = GK1,K2(R) and assume we have another key (K ′1,K

′
2)

for G. We can then compute C3‖C4 = GK′
1,K

′
2
(C1) and C5‖C6 = GK′

1,K
′
2
(C2)

and let the output (generated from input R) be C1‖C2‖C3‖C4‖C5‖C6. We then
have a function six-doubling its input using six applications of F . Continuing
this we will soon have a pseudorandom function with a very large output length.
Using essentially the fact that a new key is used for each ’level’ in this con-
struction, it can be shown to be weak pseudorandom if F has this property.
This construction can also handle variable-length output, if we can find a secure
way to produce produce a key for each level in the construction (to an arbitrary
depth) from a constant number of keys for F . How to do this using only weak
pseudorandomness of F is shown in detail in Section 3. Finally, to use this con-
struction to encrypt a message M , we can simply choose R at random, and let
the ciphertext be R,GK(R)⊕M , where G is the function we construct from the
encryption function of the block cipher. Clearly, a CPA attack on this scheme
will allow the adversary to get the value of GK on random inputs – and noth-
ing more than that. Hence weak pseudorandomness of G is sufficient for CPA
security.

2 Notions of Security

The following definitions are straightforward extensions of definitions from
[BDJR97,Des00] to consider also KPA security. Of the four notions of security
considered in [BDJR97] we have chosen real-or-random (ROR) indistinguishabil-
ity. A symmetric encryption scheme SE = (K, E ,D) consists of three randomized
algorithms. The key generation algorithm K returns a key K; we write K ← K.
The encryption algorithm E takes as input the key K and a plaintext M and
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returns a ciphertext C; we write C ← EK(M). The decryption algorithm D takes
as input the key K and a string C and returns a unique plaintext M or ⊥; we
write x← DK(C). We require that DK(EK(M)) = M for all M ∈ {0, 1}∗.
Definition 1 (ROR-KPA, ROR-CPA). Let SE = (K, E ,D) be a symmetric
encryption scheme. Let b ∈ {0, 1}. Let A be an adversary that has access to an
oracle. Let RK,b be the oracle which on input l ∈N , if b = 1, outputs (x, EK(x))
for uniformly random x ∈ {0, 1}l, and, if b = 0, outputs (x, EK(r)) for uniformly
random x, r ∈ {0, 1}l. Let OK,b be the oracle which on input x ∈ {0, 1}∗, if b = 1,
outputs EK(x), and, if b = 0, outputs EK(r) for uniformly random r of the same
length as x. Now consider the following experiments:

proc Expror-kpa- b
SE,A ≡

K ← K
d← ARK,b

return d

proc Expror-cpa- b
SE,A ≡

K ← K
d← AOK,b

return d

We define the advantage of the adversary via

Advror-kpa
SE,A = Pr[Expror-kpa- 1

SE,A = 1]− Pr[Expror-kpa- 0
SE,A = 1]

Advror-cpa
SE,A = Pr[Expror-cpa- 1

SE,A = 1]− Pr[Expror-cpa- 0
SE,A = 1] .

We define the advantage function of the scheme as follows. For any integers
t, q, µ,

Advror-kpa
SE (t, q, µ) = max

A

{
Advror-kpa

SE,A
}

Advror-cpa
SE (t, q, µ) = max

A

{
Advror-cpa

SE,A
}

where the maximum is over all A with “time complexity” t, making at most q
queries to the oracle, these totaling at most µ bits.

By the “time complexity” we mean the worst case total running time of
the experiment with b = 1, plus the size of the code of the adversary, in some
fixed RAM model of computation. We stress that the total execution time of the
experiment includes the time of all operations in the experiment, including the
time for key generation and the encryptions done by the oracle. For a discussion
of this time complexity, see [Des00].

A function family with key-space K, input-length l, and output-length L is a
map F : K × {0, 1}l → {0, 1}L. For each key K ∈ K we define a map FK :
{0, 1}l → {0, 1}L by FK(x) = F (K,x). We write f

R← F for the operation
K

R← K; f ← FK . We call F a family of permutations if for all K ∈ K,
FK is a permutation. We use Randl→L to denote the family of all functions
{0, 1}l → {0, 1}L.

If a random function from the function family looks like a random function
from Randl→L, we call the family a pseudorandom function family. Below we
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define this notion formally for KPAs. The definitions for CPAs and CCAs can
be found in [BDJR97], but will not be used in the present paper.

A variable-length output function family with key-space K and input-length l
is a map F : K × N × {0, 1}l → {0, 1}∗. For each key K ∈ K we define a
map FK : N × {0, 1}l → {0, 1}∗ by FK(L, x) = F (K,L, x). We require that
|F (K,L, x)| = L for all inputs. We use VO-Randl to denote the probabilistic
function generated as follows: On input (L, r) check if a string or is defined, if
not define it to be the empty string. Then check whether or has length at least
L, if not append to or a uniformly random string from {0, 1}L−|or|. Then output
the L first bits of or. We define what it means for at variable-length output
function family to be KPA secure.

Definition 2 (VO-PRF-KPA). Let F be a variable-length output function
family with input-length l. Let D be a distinguisher that has access to an oracle.
Let Rf be the oracle which on input L ∈ N generates a uniformly random
r ∈ {0, 1}l and outputs (r, f(L, r)). Now consider the following experiments:

proc Expvo-prf-kpa- 0
F,D ≡

d← DRVO-Randl

return d

proc Expvo-prf-kpa- 1
F,D ≡

f
R← F

d← DRf

return d

We define the advantage of the distinguisher via

Advvo-prf-kpa
F,D = Pr[Expvo-prf-kpa- 1

F,D = 1]− Pr[Expvo-prf-kpa- 0
F,D = 1] .

We define the advantage function of the function family as follows. For any t, q, l,

Advvo-prf-kpa
F (t, q, µ) = max

D

{
Advvo-prf-kpa

F,D

}
.

where the maximum is over all D with time complexity t, making at most q
queries to the oracle, these totaling at most µ bits..

The notion of KPA security of a fixed output function family with input-
length l can easily be derived from the above definition, giving rise to the notions
Advprf-kpa

F,D and Advprf-kpa
F (t, q) – we skip the explicit mentioning of µ as it is

given by q.

3 PRT Mode

PRT mode is a construction of a VO-PRF-KPA secure variable-length output
function family from a PRF-KPA secure function family. The encryption will
then be done using the variable-length output function family F as

VO-PRF-ENC[F ]K(M) = (r, FK(|M |, r)⊕M) ,

where r is uniformly random in {0, 1}l. The following theorem relates the ROR-
CPA security of VO-PRF-ENC[F ] to the VO-PRF-KPA security of F .
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Theorem 1. Suppose F is a variable-length output function family. If F is VO-
PRF-KPA secure, then VO-PRF-ENC[F ] is ROR-CPA secure1. Specifically, for
any t, q, µ,

Advror-cpa
VO-PRF-ENC[F ](t, q, µ) ≤ Advvo-prf-kpa

F (t, q, µ) +
q(q − 1)

2l+1 .

Proof: We prove the specific bound. Consider an ROR-CPA distinguisher D
expecting access to an oracle OK,b for the VO-PRF-ENC[F ] scheme. We con-
struct a distinguisher D having access to a VO-PRF-KPA oracle Rf for the
variable-length output function family F as follows. The distinguisher D runs
the code of D. Each time D request an encryption of message M , request a pair
(r,R), where r is uniformly random in {0, 1}l and R = f(|M |, r). Then return
c = (r,M ⊕R). When D returns with some value d, return d.

If b = 1, then f is a random function from F and the values c are distributed
as values from OK,1. If on the other hand b = 0, then f is VO-Randl, and in that
case the values c are distributed as values from OK,0, as long as there are no
collisions among the r-values returned by Rf . Since the r values are uniformly
random l-bit values and q of them are drawn, the probability of collision are
well-known to be upper bounded by q(q − 1)/2l+1, which proves the theorem.

�

Security Preserving Operations on KPA Secure PRFs. Before presenting
the actual construction, we present some operations on PRFs which preserves
KPA security. Assume that we are given PRFs

F : {0, 1}m1 → {0, 1}n1 , G : {0, 1}m2 → {0, 1}n2

with key-length k1 resp. k2. For operations only involving F , we use the notation
m = m1, n = n1, k = k1. Our first operation makes the output domain larger. It
gives the function family

F→β : {0, 1}m → {0, 1}βn, F→βK1,...,Kβ
(R) = FK1(R)‖ · · · ‖FKβ

(R) ,

where we generate a key for F→β by generating β independent keys K1, . . . ,Kβ

for F . Our second operation is similar, but has shorter key-length. Assume that
k ≤ m, so that an output-block can be used as key, and consider the following
function family
1 Actually, we have not assigned a meaning to the claim that VO-PRF-ENC[F ] is

ROR-CPA secure if F is VO-PRF-KPA secure, as we have no definition of security: In
this paper we consider a concrete security framework without a security parameter.
If, however, we introduced a security parameter k, then in the asymptotic security
framework, all of t, q, µ, l, and L would be polynomial in k and typically l = Θ(k).
We would then define security by requiring that the advantage of all probabilistic
polynomial time (in k) adversaries is negligible (in k). The claim would then follow
from the specific bound on Advror-cpa

VO-PRF-ENC[F ](t, q, µ) given by the theorem. In the
following we will use the term “secure” with this meaning.
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F→β : {0, 1}m → {0, 1}βn, F→βK,R1
(R2) = FK1(R2)‖ · · · ‖FKβ

(R2) ,

where K1 = K and inductively Ki+1 = FKi
(R1). Now consider the operation

making both the input and the output domain larger

Fα→α : {0, 1}αm → {0, 1}αn, Fα→αK (R) = FK(R1)‖ · · · ‖FK(Rα) ,

where R = (R1, . . . , Rα). For completeness we name the following operation

Fα→αβ : {0, 1}αm → {0, 1}αβn, Fα→β = (F→β)α→α .

Finally assume that n1 ≥ m2 and consider the following composition operation

G◦F : {0, 1}m1 → {0, 1}n1+n2 , (G◦F )K1,K2(R) = FK1(R)‖GK2(FK1(R)) .

We give a short example of the use of these operations. Assume that we
are given any KPA secure PRF F : {0, 1}m → {0, 1}m. From this family, we
can using the → 2 operation and construct a KPA secure PRF G : {0, 1}m →
{0, 1}2m. From G we can then construct the KPA secure PRF G2→2 : {0, 1}2m →
{0, 1}4m, and can using the composition operation construct the KPA secure
PRF G2→2 ◦ G : {0, 1}m → {0, 1}6m. This can be iterated. In Fig. 1 the PRF
G8→8 ◦ G4→4 ◦ G2→2 ◦ G : {0, 1}m → {0, 1}30m is depicted. This construction
works even if F is not length preserving. We can always define G by computing
F→β for appropriate choice of β and use the first 2m bits of the output.

S0

S1

S2

S3

GK1

GK2 GK2

GK3GK3GK3

GK4GK4GK4GK4GK4

GK3

GK4GK4GK4

S4

Fig. 1. The structure of the PRF G8→8 ◦ G4→4 ◦ G2→2 ◦ G. Note that the output
of the function is all levels except the root level, which is the input. The key K =
K1‖K2‖K3‖K4 consists of four keys for the PRF G.



Expanding Pseudorandom Functions 457

Lemma 1. If F is PRF-KPA secure, then F→β and F→β are PRF-KPA secure.
Specifically, for any t, q,

Advprf-kpa
F→β (t, q) ≤ βAdvprf-kpa

F (t, q)

Advprf-kpa
F→β

(t, q) ≤ βAdvprf-kpa
F (t, q + 1) +

q

2m
.

Proof: We do the proof for F→β . The proof for F→β is equivalent.
Let S = S1‖ · · · ‖Sβ be a random function from {0, 1}m to {0, 1}βn. Let

K be a random key for F , let R1 be uniformly random in {0, 1}m and for
i = 1, . . . , β + 1 let

Hi
S,K,R1

(R2) = S1(R2)‖ · · · ‖Si−1(R2)‖FKi
(R2)‖ · · · ‖FKβ

(R2) ,

where Ki = K and inductively Kj+1 = FKj
(R1). Let D be any distinguisher

running in time t using q queries. We want to prove that D cannot distinguish
F→β and S with advantage better than βAdvprf-kpa

F (t, q + 1) + q
2m . Since the

event that R1 occurs as one of the uniformly random R2 values is at most
q

2m it is enough to prove that D cannot distinguish F→β and S with advan-
tage better than βAdvprf-kpa

F (t, q+ 1) when this event does not occur. So, since

H1
S,K,R1

= F→βK,R1
(R2) and Hβ+1

S,K,R1
= S it is in turn enough to prove that for

i = 1, . . . , β, D cannot distinguish Hi
S,K,R1

from Hi+1
S,K,R1

with better advantage
than Advprf-kpa

F (t, q + 1).
To prove this assume we have access to an oracle Rf where f is a random

function from F or a random function {0, 1}m → {0, 1}n. We simulate an oracle
to D as follows: First request a generation from Rf and obtain (R1, T1). Let
Ki+1 = T1 and inductively Kj+1 = FKj

(R1). Further more maintain a random
function S = S1‖ · · · ‖Si−1 using a dictionary. When D request a generation,
request a generation from Rf to obtain (R2, T2), and return to D the value
(R2, HS,f,R1(R2)), where

HS,f,R1(R2) = S1(R2)‖ · · · ‖Si−1(R2)‖T2‖FKi+1(R2)‖ · · · ‖FKβ
(R2) .

If f = FK , then using the renaming Ki = K we have that Ki+1 = FKi(R1)
and T2(R2) = FKi(R2) and thus HS,f,R1(R2) = Hi

S,K,R1
(R2). If f is a random

function R : {0, 1}m → {0, 1}n, then Ki+1 = R(R1) and

HS,f,R1(R2) = S1(R2)‖ · · · ‖Si−1(R2)‖R(R2)‖FKi+1(R2)‖ · · · ‖FKβ
(R2)

= Hi+1
S,Ki+1,R1

(R2) .

Since Ki+1 is uniformly random and independent of all the other values as long
as no R2 equals R1, the theorem follows. �
Lemma 2. If F : {0, 1}m → {0, 1}n is PRF-KPA secure, then Fα→α is PRF-
KPA secure. Specifically, for any t, q,

Advprf-kpa
Fα→α (t, q) ≤ Advprf-kpa

F (t, αq) +
qα(qα− 1)

2m+1 .
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Proof: Assume that D can distinguish D1 = (R1, . . . , Rα, FK(R1), . . . , FK(Rα))
fromD0 = (R1, . . . , Rα, S1, . . . , Sα) with probability δ when the Si are uniformly
random values. We use D to distinguish values of the form (Ri, Ti) where Ti =
FK(Ri) if b = 1 and Ti = Si if b = 1. When D asks for a value, get α values
(R1, T1), . . . , (Rα, Tα) and hand V = (R1, · · · , Rα, T1, · · · , Tα) to D. If b = 1,
then V = D1 and if b = 0, then V = D0 unless there are identical Ri values – if
there are identical Ri values, the corresponding Si values will also be identical,
which would typically not occur if S = S1‖ · · · ‖Sα was a uniformly random αn-
bit-string. Since the Ri values are m-bit values and there is generated a total of
qα of them, the probability of collisions is bounded by qα(qα−1)

2m+1 , which proves
the theorem. �

Lemma 3. If F and G are PRF-KPA secure, then G ◦ F is PRF-KPA secure.
Specifically, for any t, q,

Advprf-kpa
G◦F (t, q) ≤ Advprf-kpa

F (t, q) + Advprf-kpa
G (t, q) +

q(q − 1)
2m1+1 .

Proof: We must show that one cannot distinguish D0 and D1, where D1 =
(R,FK1(R), GK2(FK1(R))), where R is random, and D0 = (R,R1(R), R2(R)),
where R is random and R1 and R2 are random functions. We consider two
hybrids: H1 = (R,R1(R), GK2(R1(R))), where R is random and R1 is a random
function and H2 = (R,R1(R), R2(R1(R))), where R is random and R1 and R2
are random functions. It is easy to see that H2 = D0 unless identical R1 values
occur. To prove the lemma it is therefore enough to prove that D1 cannot be
distinguished from H1 with better advantage than Advprf-kpa

F (t, q), and that H1

cannot be distinguished from H2 with better advantage than Advprf-kpa
G (t, q).

Both claims follows using trivial reductions. �

The PRT Family. As the basic primitive in our PRT construction, we will
need a KPA secure PRF G : {0, 1}m → {0, 1}n with key length k, where n ≥
max(2m, k). Using Lemmas 1 and 2 such a function can be constructed from
any KPA secure PRF F with k-bit keys.

If we use Rijndael with 128 bit keys and 128-bit blocks (call this function
family Rin), we can let G = Rin→2. Then G has 256-bit keys, 128-bit input, and
256-bit output. Keys will simply consist of two Rijndael keys, and the function
will be Rin→2

K1,K2
(R) = RinK1(R)‖RinK2(R). If DES is used, then we can let

G = DES→2. Then G has 112-bit keys, 64-bit input, and 128-bit output. Since
for all families which one would use in practice, the loss of security in going
from F to G is minimal, we will in the following express the security of our
construction in that of G.

Starting with a random input S0 for G and keys K = (K1, . . . ,Kd), we
can compute a pseudorandom output of length exponential in d by computing
(G2d−1→2d−1 ◦ · · · ◦G2→2 ◦G)K(S0). However, we are after a VO-PRF which the
construction will not provide for any fixed number of key. This is the reason for
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proc PRTK(R, l) ≡
T0 = K[1..k]
R1 = K[(k + 1)..(k + m)]
R2 = K[(k + m + 1)..(k + 2m)]
S0 = R
O = ε
i = 1
while |O| < l do

Ki = (GTi−1(R1))[1..k]
Ti = (GTi−1(R2))[1..k]
Si+1 = ε
j = 1
while j ≤ |Si−1| −m + 1 do

Si = Si‖GKi(Si−1[j..(j + m− 1)])
j = j + m od

O = O‖Si

i = i + 1 od
return O[1..l]

Fig. 2. The VO-PRF PRTK(R, l) obtained from a PRF G : {0, 1}m → {0, 1}n with
key-length k where n ≥ max(2m, k). The domains of the inputs are K ∈ {0, 1}k+2m

and R ∈ {0, 1}m. The first two lines of the outer loop constitutes the key scheduling
and can be preprocessed to prepare the functions GK1 , . . . , GKl to some appropriate
depth.

the second requirement that the output of G is at least as long as the key. This
allows to schedule an arbitrary number of keys from one key K using Lemma
1: Pick R ∈ {0, 1}2m at random and to schedule d keys, compute G→d(R). This
gives a random string of length dn ≥ dk and allows to define d random keys.
The entire construction is given in more detail in Fig. 2 using pseudo-code.

Theorem 2. If G : {0, 1}m → {0, 1}n is PRF-KPA secure, then PRT[G] is
VO-PRF-KPA secure. Specifically, for any t, q, µ,

Advprf-kpa
PRT[G](t, q, µ) ≤ d(Advprf-kpa

G (t, ql) + Advprf-kpa
G (t, q + 1)) +

ql(ql − 1) + q

2m

where L is the maximal length of a query in bits, l = �L/m
, and d = log2(l+1)
is the maximal depth of any PRT used. Using L ≤ µ this easily translates into a
bound depending only on t, q and µ.

Proof: A pseudorandom tree of depth d is used to generate between 2d− 1 and
2d+1 − 2 blocks. Thus the maximal depth of the pseudorandom trees used in
each evaluation is upper bounded by d.

Note that a pseudorandom tree, PRT[F ]K(R, l), of depth d can be computed
by first computing K = G→dK[1..(k+m)](K[(k +m + 1)..(k + 2m)]) and then com-

puting O = (◦di=1G
2i−1→2i−1

)K(R) and outputting O[1..l].
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If K was uniformly random, then by the above observations and Lemmas 2
and 3

Advprf-kpa
PRT[F ](t, q, µ) ≤

d−1∑
i=0

Advprf-kpa
G2i→2i (t, q) +

d−2∑
i=0

(q(q − 1)
2m+1

≤
d−1∑
i=0

(
Advprf-kpa

G (t, 2iq) +
q2i(q2i − 1)

2m+1 +
q(q − 1)
2m+1

)

≤
d−1∑
i=0

Advprf-kpa
G (t, 2iq) +

q2d−1(q2d−1 − 1)
2m

.

The theorem then follows using that 2d−1 ≤ ql and using Lemma 1 in a hybrids
argument. �

The theorem tells us that even if G was a perfect PRF, i.e. Advprf-kpa
G (t, q) =

0, the PRF that we build out of it will not necessarily be perfect. Intuitively it
is easy to see that this imperfectness is not by failure of our analysis. It is
the birthday attack, to which almost all encryption modes must surrender. The
intuition is that if at some level in a pseudorandom tree as that in Fig. 1 a
collision occurs, then because the next levels are build using functions, sub-trees
under collisions will be identical. On the other hand, identical sub-tree will occur
very seldom if each bit in the tree is chosen uniformly at random and independent
of the other bits. A careful analysis of the probability of find such collisions will
allow to prove that the bound in the theorem is fairly sharp.

To see why it is essential to the construction that different keys are used at
each level, we refer the reader to Theorem 4 and the discussion following it.

4 Analysis and Comparison
of CBC, CTR, Jutla’s Modes, and PRT

We will now compare the security of our new encryption mode to that of the well-
known encryption modes CBC and CTR, and also the integrity aware modes of
Jutla[Jut01] – he proposed two modes, namely IACBC and IAPM, both of which
provide both integrity and confidentiality – we will only consider confidentiality
in this section, however. We are going to prove the results given by the table
below, which gives the “maximal” security that holds in general for various
combinations of encryption and attack modes. For instance the entry CBC \
PRF-KPA being equal to ROR-KPA means that CBC-encryption using a KPA-
secure PRF family is ROR-KPA secure, and there exists a KPA-secure PRF
family G such that CBC[G] is not CPA-secure.

MODE \ATKimpl PRF-KPA PRF-CPA
CBC ROR-KPA ROR-CPA
CTR insecure ROR-CPA
Jutla ROR-KPA ROR-CPA
PRT ROR-CPA ROR-CPA
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The bottom row and the right-most column follows from known results from
[BDJR97,Jut01] and Section 3. We now prove the remaining claims in the fol-
lowing theorems. The CBC and CTR encryption modes are given in Fig. 3.

proc CBC[P ]K(M) ≡
m← 	|M |/l

n← ml − |M |
r

R← {0, 1}n
M ←M‖r
c0

R← {0, 1}l
for i = 0 to m− 1 do

ci+1 ← PK(M [il..(il + l − 1)]⊕ ci)
od
return (n, c0‖c1‖ . . . ‖cm)

proc CTR[F ]K(M) ≡
m← 	|M |/L

n← |M | − (m− 1)L
r

R← {0, 1}l
for i = 1 to m do

ri ← FK(r + i mod 2l)
od
return (r, M ⊕ (r1‖ . . . ‖rm−1‖rm[1..n]))

Fig. 3. CBC[P ] mode and CTR[F ] mode.

Jutla’s IACBC mode is essentially CBC encryption, but where the sequence
of blocks coming from the CBC encryption is Xor’ed by a sequence of pseudo-
random blocks generated using an independent key. The IAPM mode first Xor’s
the sequence of plaintext blocks by a pseudorandom sequence of blocks, then
encrypts in ECB mode, and finally Xor’s the result by the same pseudorandom
sequence. Both IACBC and IAPM also generate a checksum that receives special
treatment, but this is not relevant for our discussion.

Theorem 3. Suppose P is a permutation family with length l. If P is PRF-
KPA secure, then CBC[P ], IACBC[P ], and IAPM[P ] are ROR-KPA secure.
Specifically, for any t, q,

Advror-kpa
CBC[P ](t, q, µ),Advror-kpa

IACBC[P ](t, q, µ),Advror-kpa
IAPM[P ](t, q, µ)

≤ Advprf-kpa
P (t, ν) +

ν(ν − 1)
2l+1 ,

where ν = �µ/l�+ q.

Proof: Consider an ROR-KPA distinguisher D expecting access to an oracle
RK,b for the CBC[P ] scheme. We construct a distinguisher D having access to a
PRF-KPA oracle Rf for the permutation family P as follows. The distinguisher
D runs the code of D. Each time D requests an encryption of length m′, request
m = �m′/l
 pairs (xi, f(xi)) from Rf . Then generate a random l-bit string
c0 and for i = 1, . . . ,m let ci = f(xi) and let pi = xi ⊕ ci−1. Then output
(M,C) = (p1‖ . . . ‖pm, (ml −m′, c0‖c1‖ . . . ‖cm)).

In all cases M is uniformly random and C is distributed exactly as a CBC
encryption of p using f . So, if f = PK is a random permutation from P , then
(M,C) is distributed exactly as values from RK,1, and if f is a random function,
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then C is uniformly random and independent of M , unless M has collisions
among the blocks, which proves the theorem for CBC.

Since IACBC is clearly no weaker than CBC under any notion of security the
result also covers IACBC, and the result for IAPM follows from Lemma 2. �
Theorem 4. For any permutation family P with length l, there exists a permu-
tation family P such that P is PRF-KPA secure if P is PRF-KPA secure, but
neither CBC[P ] nor IACBC[P ] are ROR-CPA secure.

Proof: Given some permutation family P , consider the permutation family P
given by PK(x1, x2) = (P−1

K (x2), PK(x1)). A random evaluation of P just con-
sists of two random evaluations of P , and so P is PRF-KPA secure if P is
PRF-KPA secure. To see that P is not PRF-CPA secure in CBC mode, ask for
an encryption of the all-zero-string of length 4l and use that permutations from
P are their own inverses.

This can be generalized to IACBC mode: In one version of this mode, the
pseudorandom sequence S that is Xor’ed to the result of CBC encryption is
of form si = e(i)W , where e() is a public injective map from the integers mod
2l−1 to GF (2l)∗, l is the block length of the cipher, and W is a pseudorandomly
generated block. The multiplication is in GF (2l). Now, it is easy to see that if
we request the IACBC encryption of a message with 4 zero-blocks, the first and
third block output from the CBC part will be equal. Hence, the Xor of the
corresponding blocks in the IACBC encryption will equal (e(1) + e(3))W . Since
e() is public and e(1) + e(3) �= 0 we can compute W and hence all of S, Xor
with the ciphertext and obtain the output from the CBC part. Now we are in
a situation equivalent to what we had for CBC. Similar arguments apply to the
other suggested variants of IACBC. �

Note that the function P constructed in the above proof demonstrates that it
is essential to the PRT construction that different keys are used at each level. The
function family P is KPA-PRF secure, but if it was used in a PRT construction
with the same key at each level, the tree would be scattered with repeating
blocks.

Theorem 5. For any permutation family P with length l, there exists a permu-
tation family P such that P is PRF-KPA secure if P is PRF-KPA secure, but
CTR[P ] is not ROR-KPA secure.

Proof: Given some permutation family P , consider the permutation family P
given by PK(x1, x2) = (PK(x1), PK(x2)). By Lemma 2, P is PRF-KPA se-
cure if P is PRF-KPA secure. To see that P is not PRF-KPA secure in CTR
mode, note that if a permutation from P is evaluated on two consecutive ele-
ments x, x + 1, where x = x1x2, then the result will typically be of the form
(PK(x1), PK(x2)), (PK(x1), PK(x2 + 1)), which will not look random. �
Theorem 6. There exists a function family P such that P is PRF-KPA secure,
but IAPM [P ] is not ROR-CPA secure.

Proof: In IAPM mode, a ciphertext block is of form si⊕PK(pi⊕si) where si is a
pseudorandom block and pi is the i’th plaintext block. Suppose that si = e(i)W
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for a random block W as described in the proof of Theorem 4. Then si, sj for
i �= j are related by sj = e(j)e(i)−1si. Since e() ranges over all non-zero values in
GF (2l), we can choose i, j such that α := e(j)e(i)−1 is a generator of GF (2l)∗.
Now, a function PK in our family is constructed as follows: we will think of it as
a mapping from GF (2l) to itself. We choose two random values as the images
of 0 and 1. For every element αm, where 1 ≤ m < 2l − 1 is odd we choose
a random value as image, whereas we set PK(αm+1) = αPK(αm). Now, P is
PRF-KPA secure, because a set of random inputs has to be exponentially large
in l in order to contain both of αm, αm+1 for odd m with significant probability.
But in a CPA on IAPM, an attacker can choose all pi = 0, which means that PK
receives the sequence of si’s as inputs. If W is random, then with probability 1/2,
si = αm for an odd m. Hence sj = αm+1, and so we have for ciphertext blocks
Ci and Cj that Cj = sj + PK(sj) = αsi + αPK(si) = α(si + PK(si)) = αCi.
This correlation allows to distinguish from a random encryption. Other ways to
generate the si’s can be handled in a similar way. �

5 CCA Security

Having constructed CPA secure encryption, we can construct CCA secure en-
cryption using a number of known techniques. One can e.g. do with a KPA
secure VO-PRF G : {0, 1}k → {0, 1}∗ acting as key-stream generator and a
CPA secure variable-length input PRF (VI-PRF) MAC : {0, 1}∗ → {0, 1}k act-
ing as a MAC. Given a message M one generates a uniformly random input
R for G and computes C = R‖(GK1(|M |, R) ⊕M) and lets the encryption be
EK1,K2(M) = (C,MACK2(C)). This scheme can be proven CCA secure using
standard techniques, see e.g. [Des00].

We can construct a CPA secure VI-PRF from a KPA secure PRF using
known techniques. From any KPA secure PRF F one can build a pseudorandom
generator by mapping key K and input R for the PRF to FK(R). Using the
technique in Section 3 the PRF can be modified to give this pseudorandom
generator expansion factor two. Using the technique in [GGM86] this then allows
to build a CPA secure VI-PRF using in the order of l applications of F per
evaluation, where l is the length of the message.

To do a CCA secure encryption using PRT mode, one will then need l/k +
log2(l/k) applications of F for the key-stream, where k is the block-size, and l
applications of F for the MACing. This is too large a overhead for the solution
to be practical and leaves the open problem of finding an efficient CCA secure
encryption scheme relying only on the KPA security of the underlying block
cipher.

If one is willing to make the extra assumption that a collision resistant hash-
function H : {0, 1}∗ → {0, 1}h is given the above scheme can be made practical.
By first hashing the message and then MACing the hash, the result is still a CPA
secure VI-PRF. However, now the price for encrypting is (neglecting the price
for hashing) l/k + log2(l/k) + h applications of F , where h in current practice
could be 160.
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6 Conclusion

We have shown how to efficiently enlarge the output-length of a weak pseudoran-
dom function and how to use this for constructing CPA secure encryption from
any weak pseudorandom function without essential loss of efficiency compared
to known modes as CBC and CTR. We showed that also CCA secure encryp-
tion can be based on a KPA secure PRF, and opened the problem of finding an
efficient CCA secure encryption scheme based on a KPA secure PRF.
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Abstract. In this paper, we investigate the recent paradigm for group
signatures proposed by Rivest et al . at Asiacrypt ’01. We first improve on
their ring signature paradigm by showing that it holds under a strictly
weaker assumption, namely the random oracle model rather than the
ideal cipher. Then we provide extensions to make ring signatures suit-
able in practical situations, such as threshold schemes or ad-hoc groups.
Finally we propose an efficient scheme for threshold scenarios based on a
combinatorial method and provably secure in the random oracle model.

1 Introduction

In many multi-user cryptographic applications, anonymity is required to ensure
that information about the user is not revealed. Typical examples are electronic
voting [4,14], digital lotteries [17,21], or e-cash applications [6,10]. In these ap-
plications releasing private information is highly undesirable and may result in
a large financial loss. The concept of group signatures introduced in 1991 [11],
allows a registered member of a predefined group to produce anonymous sig-
natures on behalf of the group. However, this anonymity can be revoked by an
authority if needed. The extra trapdoor information stored by the authority is
used to reveal the identity of the actual signer. This mechanism provides some
level of security for non-signing members in case of dispute. Hence, group sig-
natures are only the appropriate tool when members have agreed to cooperate.
The distinct but related concept of ring signature has recently been formalized
by Rivest et al [25]. This concept is of particular interest when the members do
not agree to cooperate since the scheme requires neither a group manager, nor
a setup procedure, nor the action of a non-signing member.

A ring signature specifies a set of possible signers and a proof that is intended
to convince any verifier that the author of the signature belongs to this set, while
hiding his identity. More precisely, these schemes differ in several ways from
classical group signature schemes. First of all, for any message, a signer may
add his name to any set of other users he chooses, and produce a ring signature
on it which reveals only that the anonymous author (in fact, himself) belongs
to this set. This is infeasible with standard group signatures where the possible
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signers, by definition, are registered members of the group. In particular, the non-
signing members may even be completely unaware that they are involved in such
signature. Secondly, the absence of a revocation manager allows unconditional
anonymity. This is not achievable in typical group signatures for which there
must be some trap-door information to be used by the authority. Thirdly, ring
signatures can be made extremely efficient. While previously proposed group
signature schemes heavily use asymmetric computations, such as zero-knowledge
proofs, the ring signature scheme proposed in [25] is very fast, and thus very
practical to implement.

Using ring signatures in ad-hoc groups. The steadily growing importance of
portable devices and mobile applications has spawned new types of groups of
interacting parties: ad-hoc groups [2,22]. The highly dynamic nature of such
groups raises new challenges for networking [22]. Ad-hoc networks may be de-
scribed as networks with minimal infrastructure, lacking fixed routers or stable
links. Such ad-hoc networks inherently deal with spontaneous ad-hoc groups;
other instances of ad-hoc groups are not dependent on the particular network
infrastructure. For example, a group of users who spontaneously decide they
wish to communicate sensitive data need a suite of protocols which do not in-
volve any trusted third party or certification of any new public keys. Security
goals have to be considered in this new context. Ring signatures are perfectly
suited to such a setting, since no setup protocol is required to use them.

Now assume that in order to create a certain signature at least k out of the
n parties need to combine their knowledge. Threshold cryptography allows n
parties to share the ability to perform a cryptographic operation (e.g., creat-
ing a digital signature). We consider the use of ring signatures in this ad-hoc
threshold setting, and begin by defining the security notions useful for protocols
involving such ad-hoc groups. The paradigm of ring signatures provides us with
first building block. It gives a recipe for a single member of an ad-hoc group
to sign anonymously on behalf of the group. Our flexible construction extends
the solution of [25] to solve the threshold problem; in fact it is a solution for all
custom signatures on an ad-hoc group.

Contributions. In this paper we significantly improve the ring signature scheme
proposed by Rivest et al. [25]. We first show that security can be based on strictly
weaker complexity assumptions, without sacrificing efficiency. Furthermore, this
greatly simplifies the security proof provided in [25].

Next, we show how the ring signature paradigm and the stand alone protocol
of [25] extend to a generic building block to make new schemes, in a multi-signer
threshold setting. To achieve this aim, we formalize the notion of ad-hoc group
signature, which is also of independent interest for general multi-party protocols
relying on limited public key infrastructure. We define a formal security model to
deal with such extended signatures, and we provide an interesting composition
theorem which may be used to prove security for classical threshold structures. In
case of threshold subgroups, the result remains very efficient for small threshold
values and is provably secure, based on RSA, under the strictly weaker assump-



Threshold Ring Signatures and Applications to Ad-hoc Groups 467

tion of random oracles. In that construction, we use a combinatorial notion we
call fair partition, which is of independent interest.

Related work. Informal notions of ring signatures were discussed simultaneously
with the appearance of group signatures [11,12] but the concept itself has only
been formalized recently in [25].

Many schemes have been proposed for group signatures, offering various ad-
ditional properties [19,20,23] as well as increasing efficiency [3,8,9]. The related
Witness hiding zero knowledge proofs were treated in [13], and an application
to group signatures (without a manager) was discussed at the end of this same
article. This, and another construction [15] can also be seen as ring signature
schemes. However, the scheme by Rivest et al . [25] is the most efficient one.

While it is well-known that theoretical very general witness-hiding signature
constructions are realizable, they are also widely believed to be completely im-
practical. In fact, presenting an efficient general signature construction comple-
ments the general theory which, for example, tells us that arbitrary statements
in NP can be proven in zero knowledge. Our work combines the known gen-
eral techniques with some novel constructions and specializes to the case where
custom signatures are required in an environment with only a pre-existing PKI.
The constructions herein are adaptable to both ad-hoc and traditional threshold
structures via a standard procedure which produces custom signatures, complete
with a specialization of the security proof and efficiency analysis.

Thus, this work is at the crossroad of three corresponding trends in cryptog-
raphy research: provable security, custom protocol design, efficiency analysis.

The organization of the rest of the paper is as follows: we review the concept
of ring signature in section 2 and explain how improve it in section 3. Next in
section 4, we extend the notion, propose a formal security model and finally
prove the security of our new scheme in section 5.

2 Overview of Ring Signatures

In this section, we follow the formalization proposed by Rivest, Shamir and
Tauman in [25].

2.1 Definitions

One assumes that each user has received (via a PKI or a certificate) a public
key Pk, for which the corresponding secret key is denoted Sk. A ring signature
scheme consists of the following algorithms.

– Ring-sign. A probabilistic algorithm which, on input a message m, the
public keys P1, . . . , Pr of the r ring members, together with the secret key
Ss of a specific member, produces a ring signature σ for the message m.

– Ring-verify. A deterministic algorithm which on input (m,σ) (where σ
includes the public key of all the possible signers), outputs either “True” or
“False”.
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Properties. A ring signature scheme must satisfy the usual correctness and
unforgeability properties: a fairly-generated ring signature should be accepted
as valid with respect to the specified ring with overwhelming probability; and it
must be infeasible for any user, except with negligible probability, to generate a
valid ring signature with respect to a ring he does not belong to.

We also require the signature to be anonymous, in the sense that no verifier
should be able to guess the actual signer’s identity with probability greater than
1/r + ε, where r is the size of the ring, and ε is negligible.

Note that the size of the ring signature grows linearly with the size of the
specified group: this is inherent to the notion, since the ring membership is not
known in advance, and therefore, has to be provided as a part of the signature.

Combining Functions. The formal concept of a ring signature can be related
to an abstract concept called combining functions. We slightly modified the
definition given in [25] as follows.

Definition 1 (Combining functions). A combining function Ck,v(y1, . . . , yn)
takes as input a key k, an initialization value v, and a list of arbitrary values
of the same length �. It outputs a single value z ∈ {0, 1}�, such that for any
k, v, any index s and any fixed values of {yi}i �=s, Ck,v is a permutation over
{0, 1}�, when seen as a function of ys. Moreover, this permutation is efficiently
computable as well as its inverse.

The authors of [25] proposed a combining function based on a symmetric
encryption scheme E modeled by a (keyed) random permutation

z=Ck,v(y1, . . . , yn) = Ek

(
yn ⊕ Ek

(
yn−1 ⊕ Ek

( · · · ⊕Ek(y1 ⊕ v) . . . ))
)

(1)

For any index s, we can easily verify that Ck,v is a combining function by
rewriting equation (1) as follows:

ys = E−1
k

(
ys+1 ⊕ . . . E−1

k

(
yn ⊕ E−1

k (z)
))⊕ Ek(ys−1 ⊕ . . . Ek(y1 ⊕ v) . . .

))

2.2 Ring Signatures by Rivest et al. [25]

We denote by �, �b, �0 three security parameters. We consider a symmetric en-
cryption scheme E defined over {0, 1}� using �0-bit keys and a hash function
H that maps arbitrary strings on �0-bit strings. In fact, we use H to define the
symmetric key for E. Finally, we assume that each user Pi uses a regular signa-
ture scheme built on a trapdoor one-way permutation fi such as RSA [27] and
that the modulus has length �b < �; typically, we choose �− �b ≥ 160. All these
assumptions follow [25].

The scheme proposed by Rivest, Shamir and Tauman is based on combining
functions as described above. In that scheme, the inputs yi to the combining
function are computed as fi(xi) for some xi ∈ {0, 1}�b . A ring signature on
a message m consists in a tuple (v, x1, . . . , xn). Setting z = CH(m),v(f1(x1),
. . . , fn(xn)), the signature is valid iff z = v.
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Ek yn = gn(xn)

Ek

z

v

y1 =
g1(x1)

EkEk

yis =
gis(xis)

E−1
k

E−1
k

Fig. 1. The ring signature paradigm. The equation is verified if z = v. Given all the
yi’s, the verifier just goes along the ring and checks z

?= v. The signer chooses v first,
goes clockwise from 1 through is − 1 and counter-clockwise from n through is + 1. His
trap-door allows him to extract xis .

As explained in the previous section, for any message m, any fixed values v
and {xi}i �=s, one can efficiently compute the value ys such that the combining
function outputs v. Now using his knowledge of the trapdoor for function fs,
member Ps (the actual signer) is able to compute xs such that fs(xs) = ys. This
is illustrated on Figure 1.

However, the RSA moduli ni involved in the scheme are different. An adapta-
tion has to be made in order to combine them efficiently. One extends the RSA
trapdoor permutation fi(x) = xei mod ni in order that all fi’s have identical
domain. Briefly speaking, one defines:

gi(x) =
{
qini + fi(ri) if (qi + 1)ni ≤ 2�

x otherwise

where x = qini + ri, with 0 ≤ ri < ni. That is, the input x is sliced into �b-
bit long parts which then go through the RSA function. The probability that a
random input is unchanged becomes negligible as � − �b increases. See [25] for
more details.

If the trap-door one-way functions are RSA functions with public exponent
equal to 3, the scheme is very efficient, requiring only one modular exponentia-
tion (and a linear number of multiplications) for signing, and only two modular
multiplications per ring member for verification.

2.3 Assumptions and Security

The authors proved unconditional anonymity, in an information-theoretic sense.
They showed that even an infinitely powerful adversary cannot guess the identity
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of the signer with probability greater than 1/r. This is due to the fact that for
any k = H(m) and any z = v the equation (1) has exactly (2b)r−1 solutions
which can be obtained with equal probability regardless of the signer’s identity.

The unforgeability of the ring signature is based on the hardness of inverting
the extended RSA permutations gi defined above; this is easily seen equivalent
to RSA assumption.

The proof provided in [25] holds in the ideal-cipher model. In this model, one
assumes the existence of a family of keyed random permutations Ek. That is, for
each parameter k, Ek and E−1

k are random permutations over {0, 1}�; access to
these permutations is modeled via oracle queries. The ideal-cipher model is very
strong, and to the best of our knowledge it is strictly stronger than the random
oracle model. See [5] for a discussion.

The sketch of the proof is as follows. One wants to use a forger against the
ring signature scheme to invert one of the RSA permutations. That is, we are
given a value y ∈ {0, 1}� and we want to extract its �-bit “cubic” root. To do
so, we try to slip y as a “gap” between two consecutive E functions along the
ring. Doing so, the exclusive OR between the input and the output of these E
functions is set to y, and then, with non-negligible probability, the forger will
have to extract the cubic root of y. Such a slip is feasible at index i only if a
query “arriving” to i is asked after the other query “arriving” to or “starting”
form i. The proof relies on the following lemma, which proves that this is always
the case in a forgery. We refer to it as the ring lemma:

Lemma 1 (Ring lemma). In any forgery output by an adversary, there must
be an index between two cyclically consecutive occurrences of E in which the
queries were computed in one of the following three ways:

– The oracle for the i-th E was queried in the “clockwise” direction and the
oracle for the (i+ 1)-st E was queried in the “counterclockwise” direction.

– Both E’s were queried in the “clockwise” direction, but the i-th E was queried
after the (i+ 1)-st E.

– Both E’s were queried in the “counterclockwise” direction, but the i-th E
was queried before the (i+ 1)-st E.

The proof provided in [25] is based on this lemma; one has to “guess” the
index where such a situation will occur as well as the two queries involved. Thus,
the guess is correct with probability at least 1/rQ2

E , where QE is the number of
ideal-cipher queries. The concrete security of the scheme is related to the security
of inverteing (extended) RSA by this multiplicative factor.

3 Modifications of the Existing Scheme

In this section, we explain how to significantly improve the scheme by Rivest et
al . by removing the assumption of an ideal-cipher and obtaining at the same
time a simplified proof with exactly the same security bound.

Let us first recall the ring equation that characterizes the verification of a
ring signature:
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v = Ck,v(y1, . . . , yn)

= Ek

(
yn ⊕ Ek

(
yn−1 ⊕ Ek

( · · · ⊕Ek(y1 ⊕ v) . . . ))
)

where k = H(m)

A Simple Observation. The main idea consists in verifying the ring equation
from another starting point than index 1 so that one just needs to go “clockwise”.
For instance, the signer can put an index of his choice i0 within the signature,
indicating the ring equation should start with Ek(yi0 ⊕ v) ⊕ . . . . This slight
modification allows us to remove the assumption that E is a random permuta-
tion; instead, we will only need a hash function, and thus we can simply replace
EH(m)(x) by H(m,x).

3.1 Modified Algorithms and Simplified Security Proof

We can use this observation to simplify the original scheme. The idea is to have
a signer Ps compute successive values along the ring, starting from his own index
is. He chooses a random seed σ, and goes along the ring, hashing m‖σ, XOR-
ing with gis+1(xis+1), concatenate with m and hash, and so on. Of course, we
consider index n+ 1 as being 1. We denote the successive values as follows:

vis+1 = H(m,σ), vis+2 = H(m, vis+1 ⊕ gis+1(xis+1)),
. . . . . . vis = H(m, vis−1 ⊕ gis−1(xis−1))

Just before “closing” the ring, the signer uses his secret key to extract the last
input. That is, he computes xis such that vis ⊕ gis(xis) = σ. Then, in order to
make the signature anonymous, he chooses at random an index i0, and outputs
a modified signature (i0, vi0 , x1, . . . , xn). The verification is straightforward, the
only point is that the verifier starts at index i0 with value vi0 . The efficiency is
unchanged.

The resulting proof of unforgeability is significantly simplified, since we do not
use ideal-ciphers anymore, but only a hash function. Indeed, the proof provided
in [25] is essentially based on lemma 1. In the original scheme, the difficulty
lies in the fact that a forger can go both clockwise and counter-clockwise along
the ring. When using hash functions only, the ring lemma becomes trivial: there
always exist two cyclically consecutive queries such that the leading one has been
asked before the trailing one. Thus, the security bound is unchanged, while the
complexity assumptions are weakened.

3.2 How to Simulate a Ring

Another interesting variant in Rivest’s scheme [25] is the following; the original
scheme defines a ring signature as valid if satisfying z = v. However this is purely
arbitrary and not necessary as it for the security. Indeed, such a condition can
be replaced by any other condition fixing the “gap” between z and v, provided
that such a “gap” cannot be chosen by a forger. For instance, one can require
that z = v ⊕ Ek(0) instead of z = v.
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More precisely, let γ be a publicly known �-bit “gap value” (for instance γ = 0
or γ = Ek(0)). We can easily produce ring signatures with only a hashing-oracle
as above, but now such that γ appears as a “gap” between z and v, or, more
generally, between any two consecutive indices, at any specified position iγ . The
algorithm is modified in that, when arriving at index iγ , the verifier just replaces
viγ with viγ ⊕γ before continuing hashing and going along the ring. The figure 2
below illustrates this.

H

viγ

yiγ = giγ (xiγ )

Before hashing, one
introduces the

“gap” value⊕γ

σγ H
viγ+1

yiγ+1 =
giγ+1(xiγ+1)

H

H
vi0

yi0

H

vi0+1

yi0+1

H

H
vis

yis =
gis(xis)

σ

H vis+1

Fig. 2. The modified ring. The signer starts from its own index is and a seed value σ
and he closes the ring when computing vis , using his trapdoor. The verifier starts from
i0 with value vi0 and checks whether the last hash outputs vi0 . A “simulator” starts
from iγ and a seed σγ to define γ at closure only, when computing viγ . H is a public
hash function.

Doing so, the symmetry of the ring is somewhat broken, but in a crucial man-
ner, since it allows us to simulate a ring signature, provided we can choose the
value of γ freely. Viewing the gap value as a “challenge” (as in an identification
scheme) the ring signature can be simulated if, and only if, the challenge can be
chosen. This feature will be in crucial importance in the next section.

Modified Combining Functions. We are going to use a generalized version
of the combining functions; Given a “gap” value γ, occurring at index iγ , and a
starting index i0, we denote this modified function as Cv,i0,m:
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Cv,i0,m(iγ , γ, y1, . . . , yn) =
H(m, yi0−1 ⊕H(m, yi0−2 ⊕ . . .H(m, γ ⊕ yγ ⊕H(· · · ⊕ H(m, yi0 ⊕ v) . . . ))︸ ︷︷ ︸

viγ+1 is computed from γ⊕yγ⊕viγ

. . . ))

The ring equation is verified if Cv,i0,m(.) = v. The “gap” value being included
in the arguments, this modification generalizes the definition given in [25]; in
the original scheme, we have i0 = iγ = 1 and γ = 0. In the remaining of our
paper, and without loss of generality, we assume that i0 is fixed (the verifier
always starts from 1), as well as iγ (the gap appears between indices n and
1, that is v1 = H(vn ⊕ yn ⊕ γ)). We will omit iγ in the notations and use
Cv,i0,m(γ, y1, . . . , yn). Also we (abusively) denote by:

ys = C−1
s,γ,m(σs, y1, . . . , yn)

the solution that a signer Ps computes using seed σs as illustrated in Figure 2.
Keep in mind, however, that ys must not be considered as an argument to this
function.

4 Threshold and Ad-hoc Ring Signature Schemes

In this section, we formalize the definition and security requirements for extended
ring signatures, which we call threshold ring signatures. Traditional “t-out-of-n”
threshold structures may be viewed as a special case of more general access struc-
tures, for which any criteria of minimum collaboration may be specified. In this
section we also formally define such ad-hoc groups and the security requirements
of the corresponding ad-hoc signatures.

4.1 Preliminaries

Assume that t users want to leak some juicy information, so that any verifier
will be convinced that at least t users among a select group vouch for its validity.
Simply constructing t ring signatures clearly does not prove that the message
has been signed by different signers. A threshold ring signature scheme effec-
tively proves that a certain minimum number of users of a certain group must
have actually collaborated to produce the signature, while hiding the precise
membership of the subgroup. Similarly, an ad-hoc signature might be used to
modify the meaning of such a signature by giving certain members increased
importance.

Definition 2. A threshold ring signature scheme consists of two algorithms:

– T-ring-sign algorithm. On input a message m, a ring of n users includ-
ing n public keys, and the secret keys of t members, it outputs a (t, n)-ring
signature σ on the message m. The value of t as well as the n public keys of
all concerned ring members are included in σ.

– T-ring-verify algorithm. On input a message m and a signature σ, it
outputs either “True” or “False”.
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We emphasize that there is no key-generation; only existing PKI is used.
The natural formalization for ad-hoc signatures follows that of threshold

signatures. In both cases there are some users Ai who want to cooperate, and
some others who do not cooperate, say Bi. However for the more general case,
not all potential signers have equal standing. The definition of ad-hoc group
captures the specification of a particular access structure. That is, it specifies
which subsets of potential signers should be allowed to create a valid signature.

Definition 3. An Ad-hoc group, Σ, is a list of n users, including n certified
public keys, accompanied by a list of subsets Sj of these users, called the accept-
able subsets. This second list may be optionally replaced with a predicate defining
exactly which subsets are acceptable.

Informally, an ad-hoc signature is one which retains maximal anonymity, yet
proves that the signing members all belong to at least one acceptable subset.
The signature and verification algorithms are therefore relative to this structure.

Ad-hoc-sign algorithm. On input a message m, a specification of an ad-hoc
group Σ (n users with some acceptable subsets), it outputs an ad-hoc-ring
signature σ on the message m. The ad-hoc group structure Σ as well as the
n public keys of all concerned ring members are included in σ.

Ad-hoc-verify algorithm. On input a message m and a signature σ, it out-
puts “True” if σ is a valid ad-hoc-ring-signature on m, relative to the user
list and acceptable subset list specified in Σ, and “False” otherwise.

4.2 The Boolean Structure of Ad-hoc Signatures

Here we make some remarks on the structure of arbitrary ad-hoc signatures,
and draw parallels with threshold ring signatures. The standard threshold ring
signature construction contains all of the techniques needed for general ad-hoc
signatures, and is presented in detail in Section 5. The observations here serve to
indicate exactly how the details of threshold ring signatures apply in the general
case. We prefer this exposition, which provides an inclusive proof of security, yet
appeals to the reader’s intuition of familiar threshold structures.

A threshold ring signature scheme is clearly a special case of a general ad-hoc
ring signature; out of all subgroups of the n members, every subgroup consisting
of at least t members is an acceptable subset. One approach, though far from
the most efficient one, is to list all acceptable subgroups and prove that one
contains the cooperating signers. For each subgroup, we form the concatenation
of the signatures of all concerned players; obviously such values can be simulated.
Then we use a meta-ring mechanism to prove that at least one of these |Σ|
(concatenation of) values has not been simulated but rather computed using
as many private keys as needed. Indeed, such meta-ring shows that at least an
acceptable subset has simultaneously received agreement and cooperation from
all its members. Thus one can prove for example that player P1 has signedm, OR
P2 AND P3 AND P4 have, OR P2 AND P5 have. We observe that any collection
of acceptable subsets may be (recursively) described in this way, by using the
boolean operations AND, OR.
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More complex signatures may be constructed recursively. Because we have
shown how to simulate a ring, and the same trivially holds for sequential compo-
sition (AND), an ad-hoc signature may serve as a node in a larger, meta-ring. For
a general ad-hoc signature, a particular specification of the acceptable subsets
in terms of boolean operations corresponds to a particular (nested) composite
ring structure.

4.3 Our Security Model

We now derive a security model from [25]. We first focus on standard threshold
signatures, and proceed to the general case.
Threshold Security: First of all, we want the signature to be anonymous, in
the sense that no information is leaked about the group of actual signers, apart
from the fact that they were at least t among the n specified ring members.

Next, we define the unforgeability property as follows. The adversary A is
given access to a signing oracle, which can be queried to threshold-sign any
message. Also, A can corrupt some users in order to obtain their private secret
key, and is allowed to do so adaptively. Doing so, we include collusion attacks.

A t-forger is an adversary that is able to sign a message on behalf of t users,
having corrupted up to t − 1 users, under an adaptive chosen message attack.
The scheme is t-CMA-secure (threshold Chosen-Message Attack -secure) if no
t-forger A can succeed with non-negligible probability. If we denote the number
of hash queries by qH and the number of signing queries by qS , such a probability
is denoted by Succcma

t,qH ,qS (�), where � is the security parameter.
General Ad-hoc Security: The above security definitions generalize naturally
as follows. First, the scheme should be anonymous, in the sense that no infor-
mation will be leaked about the group of signers except that these actual signers
form an acceptable subset. For the unforgeability property, we apply the same
adversarial model as above, except that A can corrupt any number of users,
provided that no set of corrupted users contains an acceptable subset.

A Σ-forger against a signature scheme for the ad-hoc group Σ is an adver-
sary that is able to sign a message on behalf of a Σ-acceptable subset, having
corrupted no acceptable subset in its entirety, under an adaptive chosen message
attack. The scheme is Σ-CMA-secure (ad-hoc group Chosen-Message Attack -
secure) if no Σ-forger can succeed with non-negligible probability. Analogously
to above, such a probability is denoted by Succcma

Σ,qH ,qS (�), where � is the security
parameter.

5 An Efficient Threshold Ring Signature Scheme

In this section, we describe a methodology to achieve the threshold ring signa-
tures with size O(nlogn), while remaining essentially efficient in terms of sign-
ing/verifying. We not only provide details for signature composition, efficiency
tracking, but also present a particularly efficient specification of the acceptable
subsets by using fair partitions. Moreover, our solution is provably secure in the
random oracle model.



476 Emmanuel Bresson, Jacques Stern, and Michael Szydlo

Outline. Consider a ring of r members, and among them two users who want to
demonstrate that they have been cooperating to produce a ring signature. The
idea is to split the group into two disjoint sub-groups, and to show that each of
these sub-groups contains one signer. However doing so may compromise perfect
anonymity since such split restricts the anonymity of each user to a sub-ring.
The solution consists in splitting the group many times, in such a way that there
always exists a split for which any two users are in two different sub-rings. Then
all of these splits are used as nodes in a super-ring. The super ring proves that
at least one split has been solved, that is, two sub-rings has been individually
solved. For the other splits, one will have to simulate a correct ring signature,
for every unsolved sub-ring.

5.1 Fair Partitions of a Ring

Before describing our scheme, we introduce a few notations. Let t be an integer
and π = (π1, . . . , πt) denote a partition of [1, n] in t subsets; π defines a partition
of the ring R = (P1, . . . , Pn) in t sub-rings R1 through Rt. Finally, the i-th bit
of a string x is denoted by [x]i.

Case t = 2. Let π = {π1, π2} be a partition of [1, n] and Pa and Pb two users
that want to produce a “2-out-of-n” signature on a message m. If Pa and Pb
belongs to distinct sub-rings, for instance, Pa ∈ R1 and Pb ∈ R2, then they are
able to produce two correct ring signatures, relatively to R1 and R2 respectively.
In that case, we say that π is a fair partition for indices {a, b}. If is not the case,
for instance {Pa, Pb} ⊂ R1, then it is infeasible for Pa and Pb to produce a valid
ring signature with respect to R2.

To ensure anonymity, we need to provide a set Π of partitions such that for
any indices a and b in [1, n], there exists a fair partition π ∈ Π for {a, b}. A
(2, n)-ring signature is a meta-ring over Π, which prove that for at least one
partition π, both underlying sub-rings can be solved at the same time. Such
a set can be efficiently constructed as stated in the (straightforward) following
lemma:

Lemma 2. For any integer n, there exists a set Πn of �log2 n� partitions satis-
fying the above requirements.

General Case. We generalize the previous definitions as follows. Let π =
(π1, . . . , πt) a partition of [1, n] in t subsets and I = {i1, . . . , it} a set of t indices
in {1, n}. If all integers in I belongs to t different sub-sets, for instance ij ∈ πj ,
we say that π is a fair partition for I. Intuitively, a secret is known in every
sub-ring Rj defined by π.

Now, to ensure anonymity, we need to provide a set Π of partitions such that
there exists a fair partition for any set of cardinality t.

Definition 4. Let t < n be two integers. We say that a set Π of partitions of
[1, n] is a (n, t)-complete partitioning system if for any set I of cardinality t,
there exists a fair partition in Π for I:
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∀I ⊂ [1, n], #(I) = t, ∃π = (π1, . . . , πt) ∈ Π, ∀j ∈ [1, t], #(I ∩ πj) = 1

To provide such a complete system, we use the notion of perfect hash function.
A perfect hash function for a set I is a mapping h : [1, n] → [1, t] which is 1-1
on I. A (n, t)-family of perfect hash functions, H, is such that that for any I of
size t, there exists h ∈ H which is perfect on I. It is thus clear that defining a
partition in t sub-rings for each member of a (n, t)-family makes a (n, t)-complete
partitioning system.

The following result has been proven in [1]:

Lemma 3. There exists a (n, t)-family of perfect hash functions which has size
of 2O(t) log n. Moreover each of these functions is efficiently computable.

5.2 Description of the New Scheme

We now describe formally our scheme. We are based on the notion of fair par-
tition, in case of a threshold scenario (which is likely to be used in practice).
Consider a (n, t)-complete partitioning system and a set of t signers. If π is fair
partition for this set, they can solve all the sub-rings defined by π. For the other
partitions, the sub-rings are just simulated and put along a super-ring.

We introduce another function G, viewed as a random hash function re-
turning (t × �)-bit strings and we denote p = 2t log n. We assume that for all
integers n and t ≤ n, a (n, t)-complete partitioning system is publicly avail-
able : Πn = {π1, . . . , πp}. Finally, we introduce the straightforward notation
Cv,io,m(γ, yj , j ∈ R) to properly deal with sub-rings.

GG

G

us

γi’s are set by parsing

us = γ1‖γ2‖γ3

G

σs

γ3

γ1

γ2

︸ ︷︷ ︸

πs

Fig. 3. The ring composition paradigm. Here we have t = 3. If πs is a fair partition
w.r.t. three signers, they start from a seed σs and compute us. Finally they solve the
sub-rings in πs according to the obtained gaps γ1, . . . , γ3. The equation is verified in a
straightforward way, starting at any given index.
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Signing Algorithm. We denote by Pi1 , . . . , Pit a subgroup of users that want
to sign a message m while proving there were at least t signers among n ring
members. The idea is to solve a collection of sub-ring signatures corresponding
to a fair partition (each signer belongs to a sub-ring), then to concatenate the
results and to apply a ring-like mechanism in order to prove that at least one
of the collection of sub-rings has been entirely solved. To do so, they proceed
as follows: We denote by πs a fair partition for I = {i1, . . . , it}. We assume for
simplicity that for each j ∈ [1, t], we have ij ∈ πjs
1. Choose random seeds for each sub-ring of each partition.

For i = 1, . . . , p, Do
For k = 1, . . . , t, Do vk

i
R← {0, 1}�.

2. Simulate rings for all partitions but πs.
For i = 1, . . . , p, i �= s, Do

For j = 1, . . . , n, Do xj
i

R← {0, 1}�, and yj
i ← gj(xj

i ).
For k = 1, . . . , t, Do

zk
i ← Cvki ,1,m(0, yj

i , j ∈ πk
i (R)) and γk

i ← vk
i ⊕ zk

i .
3. Compute a “super-ring” with so-obtained gaps.

σs
R← {0, 1}t�, and us+1 ← G(σs)

For i = s + 2, . . . , p, 1, . . . , s, Do
ui ← G

(
ui−1 ⊕ (γ1

i−1‖ . . . ‖γt
i−1)

)

4. Compute the gap values for sub-rings of πs by closing the super-ring.
(γ1

s‖ . . . ‖γt
s)← us ⊕ σs.

5. Solve the sub-rings for the fair partition πs.
For j ∈ [1, n]\I, Do xj

s
R← {0, 1}�, and yj

s ← gj(xj
s).

For j ∈ I, Do
σk

R← {0, 1}� for k such that j ∈ πk
s

yj
s ← C−1

j,γks ,m
(σk, yj

s, j ∈ πk
s (R)) and xj

s ← gj
−1(yj

s).
6. Output the signature.

ν
R← [1, p] and output

(

ν, uν ,
⋃

1≤i≤p

(

x1
i , . . . , x

n
i , v1

i , . . . , vt
i

))

.

Verification Algorithm. A t-out-of-n ring signature is verified as follows:

1. Compute all rings starting from index 1.
For i = 1, . . . , p, Do

For j = 1, . . . , n, Do yj
i ← gj(xj

i ).
For k = 1, . . . , t, Do

zk
i ← Cvki ,1,m(0, yj

i , j ∈ πk
i (R)), and γk

i ← vk
i ⊕ zk

i .
2. Verify the super-ring from index ν and obtained gaps.

uν
?= G(γ1

ν−1‖ . . . ‖γt
ν−1 ⊕G(. . . G(γ1

ν‖ . . . ‖γt
ν ⊕ uν) . . . )).

This scheme uses a super ring to prove that at least one of the partition
is entirely solved. We may seen a ring (either sub-ring or super-ring) as an
“OR” connective, while the partitions are used to “AND” the signatures – by
concatenating the gaps γ1‖ . . . ‖γt before embedding them in the super-ring.
Thus, our construction can be described as a composition technique.
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5.3 Security Result

Theorem 1. Our scheme is secure in the random oracle model against an adap-
tive chosen-message attacks involving qH and qG hash-queries to H and G re-
spectively, and qS signing queries, under the RSA assumption.

Succcma
t,τ,qH ,qG,qS (�) ≤ q2Hq2Gt2

(
n

t

)
Succow

RSA(�)

Due to lack of space, the proof will appear in the full version [7].

5.4 Discussion

We discuss here the efficiency of our threshold ring signature scheme. The size of
the signature grows with both the number of users n and the number of signers
t. More precisely, the size of such t-out-of-n signature is: 2O(t)�log2 n� ×

(
t ∗

�+ n ∗ �) = O(�2tn log n). Signing requires t inversions of the g’s functions and
O(2tn log n) computations in the easy direction. This is clearly a more efficient
implementation than the generic solution wherein one lists all the subgroups of
cardinality t since this would lead to

(
n
t

)
= O(nt) size.

This is also more efficient than the more or less straightforward solution using
Shamir secret sharing scheme [28]1. Indeed, it can be shown that such solution
leads to O(n2) sized signatures. This is due to additional terms that appear in
the security estimates that follow from the reduction. Details will appear in the
full version of the paper.

6 Conclusion

This paper addresses the open problem of allowing a subgroup of t members to
sign anonymously on behalf of an ad-hoc ring. Our construction thus improves
on ring signatures, group signatures, threshold signatures and on the Bellare-
Rogaway paradigm for constructing composite protocols. Further work may focus
on some new research by R. Canetti on universally composable protocols.
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Abstract. Digital Signatures enable authenticating messages in a way
that disallows repudiation. While non-repudiation is essential in some
applications, it might be undesirable in others. Two related notions of
authentication are: Deniable Authentication (see Dwork, Naor and Sahai
[25]) and Ring Signatures (see Rivest, Shamir and Tauman [38]). In this
paper we show how to combine these notions and achieve Deniable Ring
Authentication: it is possible to convince a verifier that a member of
an ad hoc subset of participants (a ring) is authenticating a message m
without revealing which one (source hiding), and the verifier V cannot
convince a third party that message m was indeed authenticated – there
is no ‘paper trail’ of the conversation, other than what could be produced
by V alone, as in zero-knowledge.
We provide an efficient protocol for deniable ring authentication based
on any strong encryption scheme. That is once an entity has published
a public-key of such an encryption system, it can be drafted to any
such ring. There is no need for any other cryptographic primitive. The
scheme can be extended to yield threshold authentication (e.g. at least
k members of the ring are approving the message) as well.

1 Introduction

An authentication protocol allows a receiver of a message, Bob, to verify that
the message received is indeed the one sent by the sender, Alice. It is one of
the basic issues which cryptography deals with. One of the key insights in the
seminal paper of Diffie and Hellman [22] was the idea that it is possible to make
authentication transferable, i.e. that Bob can convince a third party that Alice
had indeed sent him the message. This involves Alice having a public-key as well
as a secret-key that allows her to produce a digital signature of the message,
verifiable by anyone knowing her public-key, but one that cannot be generated
by anyone not holding her secret-key. This non-repudiation property is essential
to contract signing, e-commerce and a host of other applications. In the last
25 years a lot of effort has been devoted to digital signatures in the research
community, as well as the legal and business one.

However, one question to consider is whether non-repudiation of messages
is always desirable. One obvious reason is privacy - one need not be a card
� Research supported in part by the RAND/APX grant from the EU Program IST
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carrying EFF1 member to appreciate that not everything we ever say should be
transferable to anyone else - but this is precisely the case as more and more of
our interactions move on-line. Another motivation arises where Bob is paying
for the authentication (e.g. for checking a piece of software); should he be free
to turn and give it away to Charlie? To address these concerns several notions
of deniable authentication were developed (see more in Section 1.1 below.) In
general an authentication provides (plausible) deniability if the recipient could
have generated the authentication all by itself.

A different form of protection to the sender of the messages is hiding its
identity or source. This is needed for leaking information - something that can
be viewed as an important part of the checks and balances that monitor an open
society. Keeping the sender’s identity secret while being sure that it is a valid
confirmation of the message may sound paradoxical, since the receiver verifies
the authenticity of the message with respect to some public information related
to the party doing the authentication (e.g. a public key). However a method for
doing just that was recently suggested by Rivest, Shamir and Tauman [38]. They
proposed the notion of Ring Signatures (a generalization of group signatures of
Chaum and van Heyst [16]) that allows a member of an ad hoc collection of users
S (e.g. Crypto’2002 Program Committee members), to prove that a message is
authenticated by a member of S. The assumption is that each member of S has
published a public signature key of a scheme with certain properties (where RSA
and Rabin are examples). The construction given in [38] is very efficient, but its
analysis is based on the ideal cipher model (a strengthening of the random oracle
one.)

In this work we propose a notion that merges Ring Signatures and Deniable
Authentication to form Deniable Ring Authentication. Roughly speaking, for a
scheme to be Deniable Ring Authentication it should: (i) Enable the sender for
any message he wishes and for any ad hoc collection S of users containing the
sender to prove (interactively) that a member of S is the one confirming the
message. (ii) Be a good authentication scheme, i.e. not allowing forgeries, where
the notions of forgeability of Goldwasser, Micali and Rivest [30] are relevant.
Ideally an adversary should not be able to make a receiver accept any message
not sent by a member of S. (iii) The authentication is deniable in the zero-
knowledge sense, i.e. the recipient could have simulated the conversation alone
and the result would have been indistinguishable. (iv) The authentication should
be source hiding or preserve the “anonymity in a crowd” of the sender: for any
arbitrary subset S of users, any two members of S generate indistinguishable
conversations to the recipient. (v) The scheme should not assume that the verifier
of the authentication is part of the system and has established a public key. This
is needed for two reasons: The PKI may be of a special nature (e.g. high-ranking
government officials) and thus there is no reason for the recipient to be part of
it. The second reason is that it is difficult to assure the independence of keys in
the PKI and there is no reason to assume that the receiver has chosen its key
properly (see Footnote 4 for an example.)

1 Electronic Frontier Foundation.
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We provide a construction of a Deniable Ring Authentication protocol based
sole on the assumption that users have public-keys of some2 good encryption
scheme. The scheme is quite efficient: it requires |S| encryptions by the sender
and receiver and a single decryption by the sender. One can view the scheme
as evolving from the deniable authentication scheme of Dwork, Naor and Sahai
[25] (described in Section 4.) The analysis of the scheme is based on the security
of the encryption scheme, without resorting to additional random oracles (or
any additional cryptographic primitive.) Note that users have “no choice” about
being recruited to the subset S. Once a user has established an encryption key
he might be drafted to such a crowd S.

1.1 Related Work

Issues related to deniability and anonymity have been investigated quite exten-
sively from the early days of open scientific investigations of Cryptography3.
Hence there are quite a few variants of deniability and anonymity protection
and we will try to briefly describe them and their relationship to our work.
Group and Ring Signatures: a group signature scheme allows members of a fixed
group to sign messages on the group’s behalf while preserving their anonymity.
This anonymity is conditional and a group manager can revoke it. Note that
groups here are not ad hoc and the group manager sets up a special type of
key assignment protocol. There are quite a few papers on the subject [4,8,12],
yielding reasonably efficient protocols. A related notion is that of identity Escrow
allowing proofs of membership in a subset, with the group manager being able
to identify and revoke membership [34,10]. Some of the protocols do support
subsets authentication [4] as well as general key choices by the participants, but
these all assume special set-up and managers. Ring Signatures, as introduced in
[38], support ad hoc subset formation and by definition do not require special
setup. They rely on a Public-Key Infrastructure (for signatures of certain type
in the construction of [38].) Note that some of the protocols for group signatures
can actually be used as ring signatures, e.g. [9].
Designated Verifier Proofs were proposed by [31] to enable signatures that con-
vince only the intended recipient, who is assumed to have a public-key. See
Footnote 4 for the problems this approach might encounter in our setting.
Deniable Authentication: the work of Dwork, Naor and Sahai [25] on deniable
authentication provides a system that addresses the deniability aspects, i.e. that
following the protocol there is no paper trail for the authentication of the mes-
sage. This is the same property we are trying to achieve, and the protocols
presented there are our starting point (see Section 4.)
Undeniable signatures are digital signatures in which the recipient cannot trans-
fer the signature without the help of the signer. If forced to either acknowledge
or deny a signature, however, the signer cannot deny it if it is authentic (thus the
term “invisible” is probably better). They were introduced in 1989 by Chaum
and Van Antwerpen [15] and further developed in [17]. A specific and appealing
2 Actually each user can use their favorite encryption scheme.
3 An early proponent was David Chaum, e.g. [14].
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version of them are the Chameleon Signatures of Krawczyk and Rabin [35]. The
difference in the deniability requirement between this line of work and that of
deniable authentication [25] as well as the current paper, is that in our case the
authentication is not intended for ultimate adjudication by a third party, but
rather to assure V – and only V – of the validity of the message.

Contributions of this work: We present a simple and efficient scheme that allows
leaking an authenticated secret, without the danger of being traced (Protocol 3
below.) The scheme does not assume any special infrastructure, beyond the one
given by standard PKI for encryption. The analysis of the scheme is straightfor-
ward and does not resort to random oracles.

We also extend the scheme to be able to authenticate more complex state-
ments than “a member of S is confirming the message”, to statements such
as “at least k members of S confirm the message” and other access structures
(Protocol 4 in Section 6.)

We also deal in Section 7 with the case where the adversary A may have all
the secret keys of the authenticator, which is the appropriate model for Identity
Based Encryption [41,5] and the Subset Cover Framework of [37]. Protocol 5
handles this case at the cost of two additional rounds.

There are a number of differences between the properties of our setting and
scheme and those of Rivest, Shamir and Tauman [38]: on the negative side (from
this paper’s point of view), our scheme requires interaction, since the verifier
is not assumed to have established a public-key. This requires some mechanism
of anonymous routing (e.g. MIX-nets.) Also our scheme involves sending longer
messages (proportional to the size of S). On the neutral side, the time complexity
of our scheme and that of [38] are roughly comparable (to within multiplicative
constants), if one uses an encryption scheme where the encryption process is
very efficient, such as RSA with low exponent. On the positive side: (i) Our
analysis does not rely on any additional assumptions except the underlying en-
cryption scheme is good (immune to chosen ciphertext attacks.) (ii) Since we
only need that the encryption scheme is good, there is no way for an organiza-
tion that wishes that its members have public-keys to try and fight our system
by establishing ones with some weird formats (that deter the [38] scheme, e.g.
tree based ones.) (iii) Our deniability guarantees are stronger than in [38]: their
deniability is achieved by assuming that the verifier is a member of the system
and has established a public key. He is then added to the Ring (and hence could
have generated the conversation himself). However this assumes not only that
the verifier has a public key, but that this key was properly chosen4. (iv) it is
not clear how to extend the [38] protocol to handle threshold and other access
structures over the ring5, whereas we do that with no computational penalty in
Protocol 4.
4 To see why this issue may be problematic, consider a large corporation A dealing

with a small user B. The user B chooses its public-key KB to be the same as KA,
the public key of corporation A. Now suppose that A sends to B a message signed
in a ring scheme were the ring consists of A and B. Given that the public keys used
are {KA, KA} this is hardly deniable for A.

5 But see the recent work [7].
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2 Definition of Deniable Ring Authentication

We now summarize the setup and requirements of a deniable ring authentication
scheme.

Setup: We assume that participants have published public-keys. The public keys
are generated via some key generation process that gives corresponding secret
keys. We do not make any particular assumption about this process, except that
good participants choose their keys properly, i.e. following the key generation
protocol. However bad participants, that are under the control of the adversary,
may have chosen them arbitrarily and in particular as a function of the good
public keys. A ring S is a any subset of participants. A (good) authenticator P is
a member of S. The verifier of a message is an arbitrary party and has not neces-
sarily published a public-key. The only assumption is that both the verifier and
the authenticator know the public-keys of all members of S. The authenticator
P engages with the verifier in an interactive protocol to authenticate a message
m. At the end of the interaction the verifier accepts or rejects the authentication.

Given that the protocol is interactive (it must be so, since the verifier has not
established any credentials) we must assume that it is possible to route messages
anonymously, i.e. that the verifier and prover can exchange message without the
adversary being able to trace who is the recipient. How this is achieved is beyond
the scope of this paper.

We assume that the adversary A controls some of the participants of the sys-
tem. For those participants it chooses (and knows) all the secret bits (we do not
deal here with dynamic corruption of good users, though the methods presented
seem to be resilient to such attacks as well). The authentication protocol should
satisfy:

Completeness: For any subset of participants S and for any good authenticator
P ∈ S, for any message m, if the prover and verifier follow the protocol for
authenticating the message m (with P using his secret key), then the verifier
accepts; this can be relaxed to “accepts with high probability.”

Soundness - Existential Unforgeability: Consider an adversaryA trying to
forge a message. It may know and choose the secret keys of all bad partic-
ipants, but the good members choose their public-keys properly. The ad-
versary runs an attack on the protocol as follows: it adaptively chooses a
sequence of arbitrary messages m1,m2, . . ., arbitrary rings S1, S2, . . . and
good participants P1, P2, . . . where Pi ∈ Si, and asks that Pi will authenti-
cate message mi as part of ring Si (using the deniable ring authentication
protocol) where the verifier is controlled by A. We say that A successfully
attacks the scheme if it can find a ring S of good participants so that a forger
C, under control of A and pretending to be a member of S, succeeds in au-
thenticating to a third party D (running properly the verifier’s V protocol) a
message m �∈ {mi}i=1,2,.... The soundness requirement is for all probabilistic
polynomial time adversaries A the probability of success is negligible.
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Source Hiding: For any two good participants A1 and A2, for any subset S
containing A1 and A2, it is computationally infeasible for any V ∗ acting
as the verifier to distinguish between protocols where A1 is doing the au-
thentication and A2 is the one running it (that is the probability it guesses
correctly which case it is should be negligibly close to 1/2.) Note that not all
the members of S are necessarily good, but we only protect the anonymity
of the good ones.

Zero-Knowledge - Deniability: Consider an adversary A as above and sup-
pose that a member of S is willing to authenticate any polynomial number of
messages. Then for each A there exists a polynomial-time simulator Z that
outputs an indistinguishable transcript (to everyone but the sender). A pos-
sible relaxation is to allow the simulator to depend on ε, the distinguishing
advantage (this is known as ε -knowledge.)

Note that Source Hiding and Deniability seem to be related but they are
incomparable. In particular, the requirement for Source Hiding should hold even
for an online verifier, whereas the requirement for Deniability is only after the
fact.

Concurrency: One issue that we have not specified is whether the many various
protocols that the adversary may be running are executed concurrently, where
timing is under the control of the adversary, or sequentially. This is largely
orthogonal to those definitions and we will specify for our main scheme (Protocol
3) for each property whether it withstands concurrent attacks or not.

Big brother: A stronger model for deniability and source hiding is when the
adversary A knows the secret keys of the good players as well as those of the
bad ones. This case and its motivating examples is discussed in Section 7.

3 Tools

3.1 Encryption Schemes

Our main tool is encryption schemes. We assume some good public-key encryp-
tion scheme E. To specify what we mean by good, we have to provide the type
of attack that the encryption scheme is assumed to withstand , e.g. known6 or
chosen plaintext, or chosen ciphertext. And we have to specify what breaking the
encryption scheme means, where the two leading notions are semantic security
and non-malleability. The latter is the relevant notion we will require from E.
Roughly speaking, a public key cryptosystem is non-malleable if, seeing an en-
cryption E(α) “does not help” an attacker to generate an encryption E(β) such
that α and β are related (with certain trivial exceptions). This is formalized and
treated at length in [23]. See also [1] and [39].

As for the type of attack, this varies depending on the precise properties we
want from our deniable ring authentication process (in particular whether we
6 Not really relevant in public-key encryption.
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want to withstand concurrent attacks). We can already gain some properties
simply assuming that E is immune to chosen plaintext attack. However for the
full strength we require that the scheme be immune against chosen ciphertexts
in the post-processing mode, also known as CCA2. This means that the attacker
has access to a decryption device and can feed it with ciphertexts of its choice.
At some point it gets a challenge ciphertext (so that it should perform some
operation on the corresponding plaintext) and still has access to the decryption
device, except that now it cannot feed it with the challenge ciphertext. Under
such an attack semantic security and non-malleability coincide. (See [23,1] for
background one the subject.)

For a public key K the encryption scheme EK maps a plaintext into a ci-
phertext. This mapping must be probabilistic, otherwise the scheme cannot even
be semantically secure. Therefore EK induces for each message m a distribution
of ciphertexts. To encrypt m one has to choose a random string ρ and then
C = EK(m, ρ) is a ciphertext of m. Given C and the corresponding private
decryption key K−1 the decryption process retrieves m, but we do not assume
that it retrieves ρ as well (in some schemes the process does retrieve while in
others it does not). When we write “generate C = EKi(m)” we mean choose
random ρ and let C = EKi(m, ρ).

A procedure we use quite extensively in our protocols is for the creator of
a ciphertext C to prove that C is an encryption of a message m. In order to
perform this it is sufficient to produce ρ, the random bits used to generate C
and then anyone can verify that C = EKi(m, ρ)). The property we require from
E is that it be binding or unique opening. If K was generated properly, then for
any ciphertext C there should be a unique message m for which there exists a
ρ such that C = EK(m, ρ) (there could be more than one ρ but no more than
one plaintext corresponding to C)7. We do not assume any binding in case the
key are badly formed (except for Section 6 where this issue arises.) Thus when
we write “open ciphertext C” we mean give the plaintext and the random bits
ρ used to generate C.

Implementations of the Encryptions Schemes: There are a number of possibil-
ities for encryption scheme meeting the standards outlines above. If one wants
to avoid employing random oracles, (which is one of the goals of this paper)
then the famed Cramer-Shoup [20] one is the most efficient. It is based on the
Decisional Diffie-Hellman problem. One drawback of it is that encryption is as
expensive as decryption, i.e. requires (a few) modular exponentiations. Other-
wise the system known as OAEP [2] over low exponent RSA or Rabin offers
the most efficient implementation (See [42,27,3] for the state-of-the-art on the
subject.) Using such an encryption in Protocol 3 yields a scheme of complexity
comparable (up to multiplicative constants to that of [38]. Another possibility

7 This property more or less follows from the non-malleability requirement (without
it one has to specify what is the meaning of such a ciphertext) but we added it
explicitly to prevent confusion. Note that the complement of this property was used
in [13] to obtain deniable encryption.
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for avoiding random oracles while maintaining efficiency is is to use interactive
encryption, as proposed by Katz [32]. We do not explore it further in this paper,
but see [32] for its application for deniable encryption.

3.2 Commitment Schemes

A commitment scheme allows the sender to deposit a hidden value with the
receiver, so that the latter has no idea what it is, but at a later point the sender
can reveal the hidden value and the receiver can be sure that this is the original
one. There are a number of variants on the precise security offered to the two
sides. We will be interested in commitment schemes where the sender is offered
computational secrecy and the receiver is assured that there is a unique value.
More precisely, following the commitment phase the receiver cannot decide (with
non-negligible advantage) whether the hidden value is r1 or r2. There are quite
simply and efficient protocols with these properties (e.g. [36]).

For most of the protocols of the paper we will actually use encryption for
the purpose of commitment (this means that it is not secret to the owner of the
secret key.) The reason is that we need to obtain non-malleability with respect to
another encryption, and this is achieved in the easiest way using an encryption
scheme which is non-malleable. However, for the big brother setting, where A is
assumed to know all the secret keys in the system, this is not good enough and
we will need a more involved solution in Protocol 5 in Section 7.

3.3 Zero-Knowledge

We do not apply zero-knowledge protocols as tools, but the deniability require-
ment means that our protocol should be zero-knowledge8. We use the standard
tricks of the trade to come up with a simulators Z.

The subject of preserving zero-knowledge for concurrently executed protocols
has received much attention recently and in general it is a quite difficult problem.
One way to bypass it was proposed in [25] by adding relatively benign timing
assumptions. It is possible to use the same techniques to achieve deniability in
the presence of concurrent attacks for Protocol 3.

4 Some Background Protocols

In this section we describe two protocols that can be viewed as the precursors of
our main protocol. We recommend reading them before Protocol 3. We use the
term “prover” for the party doing the authentication or proving the statement
“message m is authentic” and “verifier” or V to the receiver or the party doing
the verification of the claim. The first protocol simply provides an interactive
authenticated protocol. It is based on adding a random secret value to m en-
crypted under P ’s public key as a challenge. Note that in all our protocols we
8 This is a relatively rare case where zero-knowledge is needed as an end result and

not as a tool in a subprotocol.
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assume that the sender and receiver already know what is the candidate message
(otherwise an additional preliminary round is needed.)

Protocol 1 Interactive Authentication
The prover has a public key K of an encryption scheme E. The prover wishes
to authenticate the message m. The parameter � sufficiently large that 2−� is
negligible. The concatenation of x and y is denoted x ◦ y.
1. V → P : Choose random r ∈R {0, 1}�.

Generate and send the encryption C = EK(m ◦ r) to the prover.
2. P → V : Decrypt C to obtain r.

Verify that the prefix of the plaintext equals m. Send r.
The verifier V accepts if the value P sends in Step 2 equals r.

This protocol was proposed in [23] (see Section 3.5 there) and proved to be
existentially unforgeable assuming that the encryption scheme is secure against
chosen ciphertext attacks (post-processing, or CCA2). Note that if E is malleable
in certain ways then the scheme is not secure, since it is possible to switch the
prefix of the message.

Is this scheme deniable? It is deniable against an honest verifier that chooses
r at random. However one cannot hope to argue that it remains so against a
malicious verifier, since zero-knowledge is impossible to obtain in two rounds
(see [29], at least with auxiliary input).

Consider now the following extension that was proposed by Dwork, Naor and
Sahai, [25], where the idea is that the verifier should prove knowledge of r before
the prover reveals it. For this we use the “opening” of ciphertexts as defined in
Section 3.1, by giving away the plaintext and the random bits used to generate
it.

Protocol 2 Deniable Authentication
The prover P has a public key K of an encryption scheme E. The message to
be authenticated in m, known to both parties.)

1. V → P : Choose r ∈R {0, 1}�. Generate and send C = EK(m ◦ r)
2. P → V : Decrypt C to obtain r (the suffix of the message).

Generate and send D = EK(r).
3. V → P : Open C by sending r and ρ,

the random bits used in the encryption in Step 1.
4. P → V : Verify that the prefix of the opened C equals m.

Open D by sending r and σ,
the random bits used in the encryption in Step 2.

V accepts if the value sent in Step 4 equals r and D was opened correctly.

Note that the verification m is only done at Step 4, that is if a bad C was
sent, then the prover does not reveal the fact that it detected it at Step 2. The
deniability of the scheme is obtained by the possibility that the simulator extract
the value of r from any verifier V ∗, at least in expected polynomial time, as is
common in proofs of zero-knowledge. After r has been extracted it is possible
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to finish the execution of the protocol. Soundness follows from the fact that the
ciphertext D = EK(r) serves as a non-malleable commitment to r.

5 The Main Scheme

The idea for obtaining a ring authentication protocol from Protocol 2 is to run
in parallel a copy of the protocol for each member of S, but using the same r,
but otherwise with independent random bits. However there are a few delicate
points. In particular if we want to assure source hiding, then it is unsafe for
the prover to encrypt the decrypted r using all the Ki’s before it verifies the
consistency of the Step 1 encryption in all the protocols. Otherwise by using a
different r for each encryption key the adversary who may be controlling one
member of S may figure out the identity of P . To handle this we let P split r
into r1, r2, . . . rn and encrypt each one separately in Step 2.

Setup: Participants in the system have public keys of an encryption scheme E,
as described in Section 3.1. Each good member knows the corresponding secret
key. Let the ring be denoted by S and by slight abuse of notation we will also
identify S with the set of public keys of its member {K1,K2, . . . ,Kn}. Both P
(where we assume P ∈ S) and the verifier V know all the public keys in S.

Protocol 3 Deniable Ring Authentication
for S = {K1,K2, . . . ,Kn} where P knows the jth decryption key. The message
to be authenticated is m.

1. V → P : Choose random r ∈ {0, 1}�. Generate and Send
〈C1 = EK1(m ◦ r), C2 = EK2(m ◦ r), . . . Cn = EKn(m ◦ r)〉.

2. P → V : Decrypt Cj to obtain r.
Choose random r1, r2, . . . rn so that r = r1 + r2 + · · ·+ rn.
Generate and send 〈D1 = EK1(r1), . . . , Dn = EKn(rn)〉.

3. V → P : Open C1, C2 . . . Cn by sending r and ρ1, ρ2, . . . ρn,
the random bits used in the encryption process in Step 1.

4. P → V : Verify that C1, C2 . . . Cn were properly formed (same m and r).
Send r1, r2, . . . rn and σ1, σ2, . . . σn,
the random bits used to generate D1, D2, . . . Dn.

V accepts if r = r1 + r2 + · · ·+ rn and D1, D2, . . . Dn were properly formed.

Complexity: Running the protocol involves on the verifier’s side n encryptions
and n verifications of encryptions. On the prover’s side it involves one decryp-
tion, n encryptions and n verifications of encryption. If the underlying encryption
scheme is based on low exponents (Rabin or low exponent RSA with OAEP),
then this consists of O(n) multiplication and O(1) exponentiations. If the en-
cryption is Diffie-Hellman based (for instance Cramer-Shoup [20]) then O(n)
exponentiations are involved. In term of communication, the major burden is
sending (both ways) n ciphertexts.
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5.1 Functionality and Security of the Scheme

To prove that Protocol 3 is indeed a deniable Ring Authentication Protocol
we have to argue that the four requirements, completeness, soundness, source-
hiding and deniability are satisfied, as we now sketch. As for completeness it
is easy to verify that if both sides follows the protocol than they accept. The
only requirement we need from a bad public key Ki is that it will be easy to
verify even for bad keys that C = EKi(m, ρ) which we can assume without loss
of generality that holds.

Soundness/Unforgeability: Recall that we may assume that all keys in S are
properly formed for this property. The key point of to understanding why the
protocol is that 〈D1 = EK1(r1), D2 = EK2(r2), . . . Dn = EKn(rn)〉 is a non-
malleable commitment to r = r1 +r2 + · · · rn, where the non-malleability is with
respect to 〈C1 = EK1(m ◦ r), C2 = EK2(m ◦ r), . . . Cn = EKn(m ◦ r)〉.

For this to hold it is sufficient that E be non-malleable against chosen plain-
text attacks (no need for protection against chosen ciphertext attacks, unless
we are interested in concurrent attacks .) The fact that P is committed to the
value follows from the binding property of E (See Section 3.1.) Once we have
established this then soundness follows, as it does for Protocol 2. To handle a
concurrent attacks we assume that E is secure against chosen ciphertext secure
attacks (post-processing, or CCA2). (We do not know whether this is essential,
see Section 8.)

Source Hiding: we claim that the of the key which was used in Step 2 (among well
chosen keys in S) is computationally hidden during the protocol and statistically
hidden after protocol, if things went well, i.e. the protocol terminated success-
fully. This follows from the fact that if at Step 1 all the 〈C1 = EK1(m ◦ r), C2 =
EK2(m ◦ r), . . . Cn = EKn(m ◦ r)〉 are consistent (with the same m and r), at
least among the good keys, then the hiding of the source is perfect. Suppose that
they are not consistent. Then at step 3 they will be caught (from the binding
property of E, and hence Step 4 will not take place.

This property is maintained even when the adversary can schedule concur-
rent executions. The reason is that witness indistinguishable protocols can be
composed concurrently.

Deniability: we can run a simulator ‘as usual’ and extract r: run the protocol
with P using first a random r′. If at Step 3 the verifier opens then rewind to just
after Step 1 and run again with the correct r. A few things worth noting: the
complications to address, as is usual in proofs of a zero-knowledge property are
a V ∗ that refuses to open. One key point to notice is that the semantic security
of E means that it is enough that one key Ki be good and unknown to V ∗ for
〈D1 = EK1(r1), D2 = EK2(r2), . . . Dn = EKn(rn)〉 to be a semantically secure
commitment scheme to r.

This is the only property that is problematic under concurrent executions.
We can appeal to the timing model of [25] and get a variant of this protocol that
would work there. However this is beyond the scope of this paper.
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6 Extension: Threshold and Other Access Structures

One can view Ring Authentication (both ours and the Rivest Shamir and Tau-
man one [38]) as a proof system that 1 out of the ring S is confirming the
message. In this section we discuss an extension of Rings into proving more gen-
eral statements, e.g. that (a least) k members out of the ring S are confirming
the message, without revealing any information about the subset T of confirm-
ers. In general, we can deal with any monotone access structure, provided that
it has a good secret sharing scheme (see [43] for bibliography on the subject.)

In this setting we assume that there is a subset T ⊂ S of members that
collude and want to convince the verifier that T satisfies some monotone access
structure M. As in the rest of this paper, all this can be ad hoc, i.e. there is
no need to fix neither S nor M in advance (or T of course). We do assume that
there is one representative P of T that communicates with the verifier. Note
that the members of T need to trust P to the extent that a bad P can make the
protocol loose its deniability and source hiding, but the unforgeability.

We adapt an idea suggested by Cramer, Damg̊ard and Shoenmaker [19] and
DeSantis et al. [21] for combining zero-knowledge statements via secret sharing.
In our context we use this idea by letting the verifier split r according to the
secret sharing scheme for M. Only if enough shares are known, then r can be
reconstructed, otherwise it remains completely unknown.

We do not have to assume any additional properties from the access structure
for M, i.e. the protection could be information theoretic or computational. We
assume of course that secret generation and reconstruction are efficient. We also
assume that given shares s1, s2, . . . sn it is possible to verify that they were
properly formed, i.e. that for each subset T that satisfies M the reconstruction
algorithm will output the same secret. This is very simple in most, if not all,
schemes we are aware of, e.g. Shamir’s polynomial based one [40].

Protocol 4 Ring Authentication for Monotone Access Structure M
Ring S = {K1,K2, . . . ,Kn} where P represents a subset T ⊆ S.

1. V → P : Choose random r ∈ {0, 1}�.
Generate shares s1, s2, . . . sn of r according to the scheme for M.
Send 〈C1 = EK1(m ◦ s1), C2 = EK2(m ◦ s2), . . . Cn=EKn(m ◦ sn)〉.

2. P → V : P gets from each j ∈ T the decryption of Cj.
P reconstructs r from the shares sj for j ∈ T .
Choose random r1, r2, . . . rn such that r = r1 + r2 + · · ·+ rn.
Generate and send 〈D1 = EK1(r1), . . . , Dn = EKn(rn)〉.

3. V → P : Open C1, C2 . . . Cn by sending s1, s2, . . . sn and ρ1, ρ2, . . . ρn,
the random bits used in the encryption in Step 1.

4. P → V : Verify that s1, s2, . . . sn yield the same secret for all subsets.
Verify that C1, C2 . . . Cn were properly formed
( same m and corresponding si.)
Send r1, . . . rn and σ1, . . . σn (bits used to generate D1, . . . Dn.)

V accepts if r = r1 + r2 + · · ·+ rn and D1, . . . Dn were properly formed.
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This extended protocol is not much more complex (computationally as well as
to implement) than the original Protocol 3. The additional computation consists
simply of the secret sharing generation, reconstruction and verification.

The Completeness and Deniability of Protocol 4 follow from the same prin-
cipals as Protocol 3. As for unforgeability, we should argue that if the subset
S∗ ⊂ S of participants the adversary controls does not satisfyM, then it cannot
make the adversary accept a message m (not authenticated by the good partici-
pants) with non-negligible probability. One point is the binding property of E. In
Protocol 3 the assumption was that all of S consists of good players (otherwise
unforgeability is not meaningful), but here some members of S might be under
the control of A (but not enough to satisfy M) and might have chosen their
public-keys improperly. For this we either have to assume that EK is binding
even if the key K was not properly chosen, or modify the protocol to and add
for each Di a commitment to ri as well. The protection against reconstruction
by a non qualified subset that the secret sharing scheme M offers then assures
that A cannot retrieve r following Step 1.

As for source hiding, we should argue that for two sets T1 and T2 deciding
which one is doing the confirmation is difficult. This follows form the fact that at
Step 4 P checks the consistency of s1, s2, . . . sn and hence revealing r1, r2, . . . rn
will not yield information about T .

7 Deniable Ring Authentication
in the Presence of Big Brother

In this Section we deal with the case of where the adversary A actually knows
the secret key of the authenticator. Why is this an interesting case, after all
we usually think of the public-key setting as providing users with the freedom
of choosing their own keys? There are several possible answers: first, there are
settings where users do not choose their own private keys. These include Identity
Based Encryption [5,18,41] where a center provides a key to each users as a
function of their identity, and a broadcast encryption type of setting where users
receive secret keys of various subsets to which they belong (see in particular [37]
and more below). Another answer is that it is desirable to avoid a situation
where the distinguisher has an incentive to extract the secret key for j by, say,
legal means.

Protocol 3 does not offer anonymity and deniability in case the adversary A
knows the secret key of P - it is possible for A to figure out whether it is j who is
authenticating the message by the following active attack: In Step 1 in protocol
send 〈C1 = EK1(m◦r), C2 = EK2(m◦r), . . . Cj = EKj (m◦r′), . . . Cn = EKn(m◦
r)〉, that is Cj is the only one with suffix r′. When receiving D1, D2, . . . Dn the
adversary can check whether the suffix of decryption of Dj equals r or r′.

There are two possible approaches for correcting this problem, one is for P
to make sure that all the Ci’s are proper before decrypting any of them. This
requires some form of proof of consistency. The other is for P not to commit
to r using the E’s but rather using a scheme that is secure against everyone.
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This requires coming up with non-malleable commitment with respect to the
encryptions of Step 1. Both approaches seem viable, but we found a reasonably
efficient implementation of only the second one. The major obstacle is to pre-
serve soundness. The idea is simple and is an adaptation of old tricks (e.g. the
commitment scheme in [23]): the prover splits r into two parts and will reveal
one of them to prove knowledge.

Let W be a commitment scheme with perfect binding and computational
protection to the sender, as in, e.g. [36]. We assume that the commitment phase
is unidirectional (this even fits the scheme of [36], since it can be sent together
with the message.) We assume that commitment to value r involves choosing
a random string σ and sending D = W (r, σ). The computational protection it
offers the sender means that given D which is a commitment to r1 or r2 it is hard
to distinguish between the two cases. We will have as our security parameter �,
we assume is sufficiently large so that 2−� is negligible.

Protocol 5 Ring Authentication in the presence of big brother
for Ring S = {K1,K2, . . . ,Kn} where P knows the jth decryption key.
The message to be authenticated is m.

1. V → P : Choose random r ∈ {0, 1}�. Generate and Send
〈C1 = EK1(m ◦ r), C2 = EK2(m ◦ r), . . . Cn = EKn(m ◦ r)〉.

2. P → V : Decrypt Cj to obtain r.
Choose � pairs (r01, r

1
1), (r

0
2, r

1
2), . . . (r

0
� , r

1
� ) such that r0i + r1i = r

Generate and send � pairs 〈(D0
1, D

1
1), (D

0
2, D

1
2), . . . , (D

0
� , D

1
� )〉

where for 1 ≤ i ≤ � and b ∈ {0, 1} generate Db
i = W (rbi , σ

b
i ).

3. V → P : Choose and send � random bits b1, b2, . . . b�
4. P → V : For 1 ≤ i ≤ � open Dbi

i by sending rbii and σbii .
5. V → P : Verify that the opening are consistent: ∀1 ≤ i ≤ � Dbi

i = W (rbii , σ
bi
i )

Open C1, . . . , Cn by sending r and ρ1, ρ2, . . . ρn,
the random bits used in the encryption process in Step 1.

6. P → V : Verify that C1, . . . , Cn were properly formed (same m and r).
Open the remaining members of 〈(D0

1, D
1
1), (D

0
2, D

1
2), . . . (D

0
� , D

1
� )〉

by sending r1−bii and σ1−bi
i .

V accepts if the revealed values (r01, r
1
1), (r

0
2, r

1
2), . . . (r

0
� , r

1
� ) were properly

formed and ∀1 ≤ i ≤ � we have r0i + r1i = r.

In order to prove that soundness/unforgeability still holds, consider Proto-
col 1. For this protocol we are assured of its soundness in case E is secure against
chosen ciphertext attacks in the postprocessing mode (CCA2) [23]. We will need
the same assumption here. The key point is that it is possible to extract the
value r0i + r1i (which should be r) by rewinding the forger to just before Step
3. If the forger has probability δ of succeeding, then with probability at least
δ2 such a value can be extracted and hence a guess for r can be mounted. This
(plus the original proof of Protocol 1) are sufficient for proving the soundness of
Protocol 5.

As for source hiding, it follows from the semantic security of W . The only
problem is when V ∗ is not following the protocol. But in this case in Step 6 the
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prover does not open the remaining commitments. Similarly, for deniability, the
simulator should extract r from V ∗, which can be done by sending commitments
to random values in Step 2.

The Subset Cover Environment: An interesting case of using Protocol 5 is in the
Subset Cover Environment described in [37]. In this setting there is a collection
of subsets of users U1, U2, . . .. For each subset Ui in the collection there is an
associated public key Li. Each user u is given secret information enabling it to
compute the corresponding secret key of Li for all subsets Ui such that u ∈ Ui.
There are many types of rings S where it is easy express S as the union of
not too many subsets from the collection. One such example is where the users
correspond to points on a line and the collection U1, U2, . . . to segments9. If the
ring S consists of a small number of segments, then the number of subsets in
the union is small. In such cases using Protocol 5 is very attractive: first even
though S may be large, there is no need to perform the encryption in Step 1 for
each member of S but rather for each segment. The deniable and source hiding
properties assure us that even though the prover did not choose his keys by
himself, and they might be known to the adversary, he can still enjoy anonymity.

8 Open Problems and Discussion

There are several specific questions that arise from this work, as well as more
general ones:

– In the access scheme of Section 6 is it possible for the members to be mutually
untrusting with respect to deniability. The protocol is presented so that P is
the one responsible for checking that the shares are proper. Is this necessary
(without resorting to a complex multi-part computation).

– What is the communication complexity of ring authentication, in particular
is it possible to perform such authentication by sending o((|S|) bits, assuming
the identity of the members of S is known, or a the very least without sending
|S| encryptions (or signatures). Note that [38] manage to achieve that using
random oracles. Also Boaz Barak (personal communication) has pointed
out that using Kilian’s arguments [33] it is possible in principle to obtain
inefficient but succinct protocols, so the remaining question is whether it is
possible to do so while maintaing the efficiency of the protocol.

– What is the weakest form of security required from an encryption scheme
that is sufficient to be used in our ring deniable authentication scheme. In
particular what are the minimum requirements for Protocol 3?

– Is obtaining source hiding only an easier task than achieving deniability?
Our approach was to take a deniable scheme (Protocol 2 and turn it into a
ring scheme, but perhaps aiming directly for source hiding will yield other
schemes and in particular 2-round ones (note that Witness Indistinguisha-
bility is possible in 2-rounds [24].)

9 The Subtree Difference example of [37] can be adapted to work in this case.
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– Is it possible to obtain source hiding in the case of shared keys, say in the
Subset Cover Framework? Note that shared key authentication implies de-
niability, but running a protocol like 3 is problematic, since proving in zero-
knowledge the consistency of shared-key encryptions is difficult.

– Is it possible to use the Fiat-Shamir heuristic10 and remove the interaction
from authentication protocols such as Protocols 1, 2 and 3 and thus get new
types of signature schemes from encryptions schemes?

An important social concern that both this work and [38] raise is the im-
plication to PKI. The fact that a user that has established a public key can be
‘drafted’ to a ring S without his consent might be disturbing to many users.
On the other hand we believe in a more positive interpretation of the results.
Allowing some degree of anonymity as well as leaking secret has always been
important at least in modern societies and this form of protocols allows the
re-introduction of it.

In general we find the issue of anonymity and deniability to be at the heart
of the open scientific investigation of cryptography. A very natural research pro-
gram is to find the precise mapping between possible and impossible in this area.
It seems that behind every impossibility result lies a small twist (in the model
perhaps) that allows the tasks to be performed.
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Abstract. We propose a new notion of signer-base intrusion-resilient
(SiBIR) signatures, which generalizes and improves upon both forward-
secure [And97,BM99] and key-insulated [DKXY02] signature schemes.
Specifically, as in the prior notions, time is divided into predefined time
periods (e.g., days); each signature includes the number of the time pe-
riod in which it was generated; while the public key remains the same,
the secret keys evolve with time. Also, as in key-insulated schemes, the
user has two modules, signer and home base: the signer generates signa-
tures on his1 own, and the base is needed only to help update the signer’s
key from one period to the next.
The main strength of intrusion-resilient schemes, as opposed to prior no-
tions, is that they remain secure even after arbitrarily many compromises
of both modules, as long as the compromises are not simultaneous. More-
over, even if the intruder does compromise both modules simultaneously,
she will still be unable to generate any signatures for the previous time
periods.
We provide an efficient intrusion-resilient signature scheme, provably se-
cure in the random oracle model based on the strong RSA assumption.
We also discuss how such schemes can eliminate the need for certificate
revocation in the case of on-line authentication.

1 Introduction

Key exposures appear to be unavoidable. Thus, limiting their impact is extremely
important and is the focus of active research. While this issue applies to a wide
range of security protocols, here we focus on digital signatures.

1.1 Previous Work

Forward Security. Forward-secure signature schemes [And97,BM99] pre-
serve the security of past signatures even after the secret signing key has been
exposed: time is divided into predefined time periods, with the signer updating
his secret at the end of each time period; the adversary is unable to forge sig-
natures for past periods even if she learns the key for the current one. In this
1 We use masculine pronouns for signer, feminine for adversary, and neuter for base.
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model, nothing can be done about the future periods: once the adversary exposes
the current secret, she has the same information as the signer.
Threshold and Proactive Security. An alternative approach explores
the multi-party computation paradigm [Yao82,GMW87]: in threshold schemes
[DF89], the signing key is somehow shared among a number of signers, and sig-
nature generation requires a distributed computation involving some subset of
them. The adversary, however, cannot generate valid signatures as long as the
number of compromised signers is less than some predetermined security param-
eter (smaller than the number of signers needed to generate a valid signature).
Proactive schemes [OY91,HJJ+97] improve upon this model by allowing multiple
corruptions of all signers, limiting only the number of simultaneous corruptions.
Proactive forward-secure signatures considered in [AMN01] combine this with
the advantages of forward-security.
Key-Insulated Security. The recently proposed model of Dodis, Katz, Xu
and Yung [DKXY02] addresses the limitation of forward security: the adversary
cannot generate signatures for the future (as well as past) time periods even
after learning the current signing key2. This is accomplished via the use of two
modules: a (possibly mobile) signer, and a (generally stationary) home base3.
The signer has the secret signing key, and can generate signatures on its own. At
the end of each time period, the signing key expires and the signer needs to up-
date his keys by communicating with the home base and performing some local
computations (the communication with the base is, in fact, limited to a single
message from the base to the signer). Thus, although the signer’s keys are vul-
nerable (because they are frequently accessed, and, moreover, because the signer
may be mobile), key exposure is less valuable to the adversary, as it reveals only
short-term keys. Perhaps the most compelling application of such a model is the
example of a frequently traveling user, whose laptop (or handheld) is the signer,
and office computer is the home base. (Alternative approaches with such appli-
cations in mind were proposed by [Mic96,Riv98,GPR98,LR00,MR01b,MR01a].)
This model enables security that is not possible in ordinary or even forward-
secure schemes: even if the signing key is compromised (for up to k time periods,
for predetermined security parameter k), the adversary will be unable to forge
signatures for any other time periods. (Notice that in forward-secure schemes
model, signatures for any time period following a compromise are necessarily
forgeable.)

1.2 Our Results: Intrusion-Resilient Security

Model. We define intrusion-resilient signature schemes to combine benefits of
the above three approaches. Namely, while maintaining the efficiency of non-
interactive computation of signatures (not provided by threshold and proactive
2 [DKXY02] primarily addresses encryption schemes. Signature schemes are addressed

in [DKXY].
3 The terms user and secure device are used in [DKXY02]; we find “signer” and “home

base” to be more descriptive.
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schemes), intrusion-resilient schemes preserve security of past and future time
periods when both signer and base are compromised, though not simultaneously
(not preserved by key-insulated and forward-secure schemes), and security of
past time periods in the case of simultaneous compromise (not preserved by
key-insulated4 and most proactive schemes).

These points deserve some elaboration. To address potential compromise of
the base key, [DKXY02] introduce a stronger version of key-insulated security,
which requires that the base cannot generate signatures on its own. However,
no security is guaranteed in [DKXY02] if the adversary manages to compromise
both the base and the signer, even during different time periods. (In fact, the
encryption scheme becomes completely insecure in such a case.) This is a serious
limitation. If the user’s key is compromised even just once, then the prudent
thing to do would be to revoke the entire public key and erase the secrets of the
home base. Otherwise, a single compromise of the home base would expose not
only the future, but also all the past, messages.

In contrast, the salient feature of our new model is the guarantee that a
compromise of the home base is entirely inconsequential as long as the signer’s
secret is not exposed at the same time. It thus has the benefits of proactive
security. Moreover, our model retains the benefits of forward security even when
all the secrets are compromised simultaneously.

Indeed, our intrusion-resilient model appears to provide the maximum pos-
sible security in the face of corruptions that occur.

Construction. In Section 3 we provide an efficient SiBIR signature scheme we
call SiBIR1. Its signing and verifying are as efficient as in the Guillou-Quisquater
(ordinary) signatures [GQ88], requiring just two modular exponentiations with
short (typically, 128-160 bits) exponents for both signing and verifying. This is
as or more efficient than many of the ordinary signatures used in practice today.
The construction is based on our forward-secure signature scheme [IR01].

As for that underlying scheme [IR01], our SiBIR1 security proof relies on the
strong RSA assumption (see Section 4.1) and is in the random oracle model.

1.3 Towards Obsoletion of Certificate Revocation

On-line authentication is a common application of signatures. For example, a
user establishing an authenticated connection to a web site (e.g., over SSL),
must verify the web site’s signature on a protocol message, as well as the web
site’s certificate that attests to the authenticity of the web site’s public key. If
the web site’s secret key is compromised, the certificate needs to be revoked.

Certificate revocation, however, is a complex logistical problem that results
in some of the most cumbersome aspects of public key infrastructures. The most
4 Because the focus of [DKXY02] is on encryption schemes, and no non-trivial

forward-secure encryption schemes had been known until very recently [Kat02], it
was, in a sense, by necessity that key-insulated notion of [DKXY02] did not provide
forward security when all the secrets are compromised.
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common, though perhaps not the most efficient, mechanism is to consult a cer-
tificate revocation list (CRL), which would most likely be stored at a remote
location (certificates usually include a pointer to the corresponding CRL site).

However, if the web site uses our signature scheme, then an exposed secret
key would compromise the authenticity of the web site only for a limited time
(which could be made less than the time required for the certificate revocation
process, which is typically one day). Then the users need not check whether the
site’s certificate is revoked or not: by the time the revocation information could
be updated, the web site would be authentic again, anyway.

Note that forward-secure signatures do not help address this problem: the
web site’s certificate would still have to be revoked in case of compromise. In
contrast, if the web site uses intrusion-resilient signatures, the certificate would
have to be revoked only in the unlikely case that the web site and its (presum-
ably, separately protected) home base are compromised simultaneously. (We note
that short-lived certificates [Mic96,GGM00], key-insulated signatures [DKXY02]
and proactive signature [OY91,HJJ+97] can also be used to address certificate
revocation; our solution, however, seems to provide the most security if one is in-
terested in abandoning certificate revocation/reissuing entirely and having truly
off-line certification authorities.)

2 Intrusion-Resilient Security Model

Our definitions are based on the definitions of key-insulated security [DKXY02],
which, in turn, are based on the definitions of forward secure [BM99] and or-
dinary [GMR88] signatures schemes. Before describing our model formally, we
explain its differences from that of [DKXY02].

First, in our model the home base updates its internal state at the end of
each time period (in addition to sending the update information to the signer).
Second, we also provide for a special refresh procedure (akin to proactivization):
if a refresh is run after a compromise of one of the modules but before the
compromise of the other, the information the adversary learned during the com-
promise becomes essentially useless, and the system remains secure (except, in
the case of signer compromise, for the current time period). Moreover, because
our refresh involves just one message from the home base to the signer, it can
be combined with update and thus run at least every time period.

The adversary in our model is allowed the usual adaptive-chosen-message-
and-time-period attack, and, additionally, can obtain the secrets from the home
base and the signer for time periods of her choice. Furthermore, the adversary
can intercept update and refresh messages of her choice between the base and the
signer. Like in [DKXY02], if the adversary only compromises the base (in fact,
even if the base is continuously monitored by the adversary from the start), she
still cannot forge signatures. Also like in [DKXY02], if the adversary compromises
the signer, then she can forge signatures only for the periods for which the
secrets were obtained (either directly via signer compromise, or by combination
of signer compromise and interception of some update and refresh messages).
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In contrast to [DKXY02], however, our model tolerates multiple compromises of
both base and signer (in arbitrary order), as long as there is a refresh between
any compromise of the different modules. Moreover, the scheme still remains
forward-secure, even if there is no such refresh between some compromises of
the two modules.

We treat all compromises in one definition, as opposed to separately defin-
ing security against different kinds of compromises. This allows us to precisely
specify the security requirements when different types of compromises (base,
signer, update messages) are combined. This is in contrast to the key-insulated
definitions of [DKXY02], where compromises of the base key are considered in
isolation, and compromises of key update messages are reduced to compromises
of pairs of consecutive time periods5.

The definitions below are given in the standard model, but can easily incor-
porate random oracles (used in our proofs).

2.1 Functional Definition

We first define the functionality of the various components of the system; the
security definition is given in the subsequent section. Recall that the system’s
secret keys may be modified in two different ways, called update and refresh.
Updates change the secrets from one time period to the next (e.g. from one day
to the next), changing also the period number in the signatures. In contrast,
refreshes affect only the internal secrets and messages of the system, and are
transparent to the verifier.

Thus we use notation SK t.r for secret key SK , where t is the time period
(the number of times the key has been updated) and r is the “refresh number”
(the number of times the key has been refreshed since the last update). We say
t.r = t′.r′ when t = t′ and r = r′. Similarly, we say t.r < t′.r′ when either t < t′

or t = t′ and r < r′. We follow the convention of [BM99], which requires key
update immediately after key generation in order to obtain the keys for t = 1
(this is done merely for notational convenience, in order to make the number of
time periods T equal to the number of updates, and need not affect the efficiency
of an actual implementation). We also require key refresh immediately after key
update in order to obtain keys for r=1 (this is also done for convenience, and
need not affect efficiency of an actual implementation; in particular, the update

5 With respect to key update information, [DKXY02] define a scheme as having “se-
cure key updates” if key update information sent for time period i can be computed
from the signer’s keys for time period i and i−1. We find this requirement to be both
too strong and too weak. It is too strong because it is quite possible that, while key
update information cannot be computed from the signer’s keys, it is no more useful
than the two consecutive signer’s keys. It is too weak, because it does not rule out
the possibility for the adversary to forge signatures for two consecutive time periods
if key update information is compromised. In fact, in [DKXY02], if the number of
signer compromises that the scheme resists is limited to c, then number of update
information exposures is limited to only c/2.
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and refresh information that the base sends to the signer can be combined into
a single message).

Definition 1. A 〈signer-base〉 key-evolving signature scheme is a septuple of
probabilistic polynomial-time algorithms (Gen,Sign,Ver ; US,UB; RB,RS)6:

1. Gen, the key generation algorithm7.
In: security parameter(s) (in unary), the total number T of time periods
Out: initial signer key SKS0.0, initial home base key SKB0.0, and the

public key PK.
2. Sign, the signing algorithm.

In: current signer key SKS t.r, message m
Out: signature (t, sig) on m for time period t

3. Ver, the verifying algorithm
In: message m, signature (t, sig) and public key PK
Out: “valid” or “invalid” (as usual, signatures generated by Sign must

verify as “valid”)
4. UB, the base key update algorithm

In: current base key SKB t.r

Out: new base key SKB (t+1).0 and the key update message SKU t

5. US, the signer update algorithm
In: current signer secret key SKS t.r and the key update message SKU t

Out: new signer secret key SKS (t+1).0
6. RB, the base key refresh algorithm

In: current base key SKB t.r

Out: new base key SKB t.(r+1) and the corresponding key refresh message
SKRt.r

7. RS, the signer refresh algorithm
In: current signer key SKS t.r and the key refresh message SKRt.r

Out: new signer key SKS t.(r+1) (corresponding to the base key SKB t.(r+1))

Note that this definition implies that messages are processed by the signer in
the same order in which they are generated by the base.
Differences from Prior Notions. If only Gen,Sign,Ver are used, then t.r
and SKB can be ignored in these algorithms, and the above functional definition
becomes that of an ordinary signature scheme.
6 Intuitively (and quite roughly), the first three correspond to the ordinary signatures;

the first four correspond to forward-secure ones, the first five (with some restrictions)
correspond to key-insulated ones; and all seven are needed to provide the full power
of the intrusion-resilient signatures.

7 As opposed to the other algorithms below, which are meant to be run by a single
module (signer, verifier or base), it may be useful to implement the key generation
algorithm as distributed between the signer and the home base modules, in such
a way that corruption even during key generation does not fully compromise the
scheme. Alternatively, key generation may be run by a trusted third party. For
simplicity, we postpone this discussion until Section 3, where we propose a practical
intermediate solution.
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Relaxing the above restrictions to also allow the use of US (while setting
SKU t = 1 for all t), extends the definition to that of forward-secure signatures
(or a “key-evolving” scheme [BM99], to be more precise).

Functional definition of a “key-insulated” signature scheme [DKXY02] is ob-
tained by further relaxing the restrictions to allow the use of UB as well (and
thus removing SKU t = 1 restriction), but restricting SKB t = 〈SKB , t〉 for some
secret SKB and for every period t (i.e. the base secret does not change).

Finally, our model is obtained by removing the remaining restrictions: allow-
ing the base secret to vary and using RB,RS.

2.2 Security Definition

In order to formalize security, we need a notation for the number of refreshes in
each period: Let RN (t) denote the number of times the keys are refreshed in the
period t: i.e., there will be RN (t)+1 instances of signer and base keys. Recall
that each update is immediately followed by a refresh; thus, keys with refresh
index 0 are never actually used. RN is used only for notational convenience:
it need not be known; security is defined below in terms of RN (among other
parameters).

Now, consider all the keys generated during the entire run of the signature
scheme. They can be generated by the following “thought experiment” (we do
not need to actually run it – it is used just for definitions).

Experiment Generate-Keys(k, T,RN )
t← 0; r ← 0
(SKS t.r,SKB t.r,PK )← Gen(1k, T )
for t = 1 to T

(SKB t.0,SKU t−1)← UB(SKB (t−1).r)
SKS t.0 ← US(SKS (t−1).r,SKU t−1)
for r = 1 to RN (t)

(SKB t.r,SKRt.(r−1))← RB(SKB t.(r−1))
SKS t.r ← RS(SKS t.(r−1),SKRt.(r−1))

Let SKS∗, SKB∗, SKU ∗ and SKR∗ be the sets consisting of, respectively,
signer and base keys and update and refresh messages, generated during the
above experiment. We want these sets to contain all the secrets that can be
directly stolen (as opposed to computed) by the adversary. Thus, we omit from
these sets the keys SKS t.0,SKB t.0 for 0 ≤ t ≤ T , SKU 0 and SKR1.0, which are
never actually stored or sent (because key generation is immediately followed by
update, and each update is immediately followed by refresh). Note that SKRt.0
for t > 1 is used (it is sent together with SKU t−1 to the signer), and thus is
included into SKR∗.

To define security, let F , the adversary (or “forger”), be a probabilistic
polynomial-time oracle Turing machine with the following oracles:

– Osig , the signing oracle (constructed using SKS∗), which on input (m, t, r)
(1 ≤ t ≤ T , 1 ≤ r ≤ RN (t)) outputs Sign(SKS t.r,m)
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– Osec, the key exposure oracle (based on the sets SKS∗,SKB∗,SKU ∗ and
SKR∗), which
1. on input (“s”, t.r) for 1 ≤ t ≤ T, 1 ≤ r ≤ RN (t) outputs SKS t.r;
2. on input (“b”, t.r) for 1 ≤ t ≤ T, 1 ≤ r ≤ RN (t) outputs SKB t.r;
3. on input (“u”, t) for 1 ≤ t ≤ T − 1 outputs SKU t and SKRt+1.0; and
4. on input (“r”, t.r) for 1 ≤ t ≤ T, 1 ≤ r < RN (t), outputs SKRt.r.

Queries to Osec oracle correspond to intrusions, resulting in the corresponding
secrets exposures. Exposure of an update key SKU t−1 automatically exposes the
subsequent refresh key SKRt.0, because they are sent together in one message.

Adversary’s queries to Osig and Osec must have the t.r values within the
appropriate bounds. It may be reasonable to require the adversary to “respect
erasures” and prohibit a value that should have been erased from being queried
(or used for signature computation). However, this restriction is optional, and
in fact we do not require it here. Note, that respecting erasures is local to signer
and base and is different from requiring any kind of global synchronization.
For any set of valid key exposure queries Q, time period t ≥ 1 and refresh number
r, 1 ≤ r ≤ RN (t), we say that key SKS t.r is Q-exposed :

[directly] if (“s”, t.r) ∈ Q; or
[via refresh] if r > 1, (“r”, t.(r−1)) ∈ Q, and SKS t.(r−1) is Q-exposed; or
[via update] if r = 1, (“u”, t−1) ∈ Q, and SKS (t−1).RN (t−1) is Q-exposed.

Replacing SKS with SKB throughout the above definition yields the defini-
tion of base key exposure (or more precisely, of SKB t.r being Q-exposed). Both
definitions are recursive, with direct exposure as the base case.

Clearly, exposure of a signer key SKS t.r for the given t and any r enables the
adversary to generate legal signatures for this period t. Similarly, simultaneous
exposure of both base and signer keys (SKB t.r,SKS t.r, for some t, r) allows the
adversary to run the algorithms of definition 1 to generate valid signatures for
any messages for all later periods t′ ≥ t.

Thus, we say that the scheme is (t, Q)-compromised, if either

– SKS t.r is Q-exposed for some r, 1 ≤ r ≤ RN (t); or
– SKS t′.r and SKB t′.r are both Q-exposed for some t′ < t.

In other words, a particular time period has been rendered insecure if either
the signer was broken into during that time period, or, during a previous time
period, the signer and the base were compromised without a refresh in between.
Note that update and refresh messages by themselves do not help the adversary
in our model – they only help when combined, in unbroken chains, with signer
or base keys8. If the scheme is (j,Q)-compromised, then clearly adversary, pos-
8 Interestingly, and perhaps counter-intuitively, a secret that has not been exposed

might still be deduced by adversary. For example, it may be possible in some im-
plementations to compute SKB t.r from SKB t.r+1 and SKRt.r (similarly for update
and for the signer). The only case we cannot allow – in order to stay consistent with
our definition – is that of adversary computing SKS t.r without Q-exposing some
SKS t.r′ . So, it may be possible to compute SKS t.r from SKS t.r+1 and SKRt.r, but
not from SKS t+1.0 and SKU t.r (even if r = RN (t)).



SiBIR: Signer-Base Intrusion-Resilient Signatures 507

sessing the secrets returned by Osec in response to queries in Q, can generate
signatures for the period t.

The following experiment captures adversary’s functionality. Intuitively, ad-
versary succeeds if she generates a valid signature without “cheating”: not ob-
taining this signature from Osig , asking only legal queries (e.g. no out of bounds
queries), and not compromising the scheme for the given time period. We call this
adversary “adaptive” because she is allowed to decide which keys and signatures
to query based on previous answers she receives.

Experiment Run-Adaptive-Adversary(F, k, T,RN )
Generate-Keys(k, T,RN )
(m, j, sig)← FOsig,Osec(1k, T,PK ,RN )
Let Q be the set of key exposure queries F made to Osec;
if Ver(m, j, sig) =“invalid” or (m, j) was queried by F to Osig or there

was an illegal query or the scheme is (j,Q)-compromised
then return 0
else return 1

We now define security for the intrusion resilient signature schemes.

Definition 2. Let SiBIR[k, T,RN ] be a 〈signer-base〉 key-evolving scheme with
security parameter k, number of time periods T , and table RN of T refresh
numbers. For adversary F , define adversary success function as

SuccIR(F,SiBIR[k, T,RN ]) def= Pr[Run-Adaptive-Adversary(F, k, T,RN ) = 1] .

Let insecurity function InSecIR−adaptive(SiBIR[k, T,RN ], τ, qsig) be the max-
imum of SuccIR(F,SiBIR[k, T,RN ]) over all adaptive adversaries F that run in
time at most τ and ask at most qsig signature queries.

Finally, SiBIR[k, T,RN ] is (τ, ε, qsig)-intrusion-resilient if

InSecIR−adaptive(SiBIR[k, T,RN ], τ, qsig)<ε .

Although the notion of (j,Q)-compromise depends only the set Q, it is im-
portant how Q is generated by the adversary. Allowing the adversary to decide
her queries based on previous answers gives her potentially more power.

While we do not see an attack on our scheme in Sec. 3 by a fully adap-
tive adversary, the proof for such a strong adversary seems elusive. Instead, we
consider two types of slightly restricted adversaries. The first type, which we
call partially adaptive, is allowed to adaptively choose queries to Osig , but not
to Osec. To be precise, the experiment Run-Adaptive-Adversary is modified
Run-Partially-Adaptive-Adversary by requiring F to output the set Q of all
her Osec queries before she makes any of them. The rest of the definitions remain
the same, giving us InSecIR−partially−adaptive instead of InSecIR−adaptive.

The second type of restricted adversary is partially synchronous. She may
select all of her queries adaptively, but is not allowed to go back in time “too
far.” Specifically, upon querying any key in time period t, she is not allowed to
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query keys in time period t − 2 (note that the choice of 2 is arbitrary and can
be replaced with another constant). This is a reasonable assumption in practice,
essentially saying that the base, the network and the signer can be at most
one time period apart at any given time. In order to formally define security
against such an adversary, we simply expand the definition of “illegal queries”
to encompass the above restriction. The rest of the definitions remain the same,
giving us InSecIR−partially−synchronous instead of InSecIR−adaptive.

3 Intrusion-Resilient Scheme: Construction

Our scheme, which we call SiBIR1, is based on the [IR01] forward-secure signa-
ture scheme (which will call FSIGIR). In turn, FSIGIR is based on the Guillou-
Quisquater [GQ88] ordinary signature scheme. In fact, the [IR01] forward-secure
scheme can be obtained from our scheme by simply eliminating the base, and
setting all the messages that the signer expects equal to 1.

The scheme utilizes two security parameters, l and k. Let H : {0, 1}∗ →
{0, 1}l be a hash function (modeled in the security proof as a random oracle).
In the interests of conciseness, we do not present the rationale behind FSIGIR

here. We do, however, recall how keys are generated and updated in the FSIGIR

scheme (utilizing our own notation, rather than notation used in [IR01], in the
interests of clarity)

Keys in FSIGIR. Both the public and the secret keys contain a modulus n=p1p2,
where p1 and p2 are (k/2)-bit safe primes: pi=2qi+1 such that qi are odd primes
(such qi, satisfying 2qi+1 is prime, are known as Sophie Germain primes)9. The
public key also contains a value v ∈ Z∗n. For each time period t, there is a
corresponding (l+1)-bit exponent et that the signer can easily compute (we
require all the exponents to be relatively prime; then they need not be stored in
the public key, but rather the appropriate et is included in each signature – see
[IR01] for further details).

Messages during time period t are signed using the secret value ŝt, such that
ŝett ≡ 1/v (mod n).

The factorization of n must be erased after key generation in order to achieve
forward security. Knowledge of secrets ŝt, ŝt+1, . . . , ŝT , is equivalent (by the so-
called “Shamir’s trick” [Sha83] – see Proposition1 in [IR01]) to knowledge of
the root of 1/v of degree e[t,T ]

def= et · et+1 · . . . · eT . Call this root ŝ[t,T ]: then
ŝ
e[t,T ]

[t,T ] ≡ 1/v (mod n).
At key generation we actually select ŝ[1,T ] at random, and compute v as

v ← 1/ŝe[1,T ]

[1,T ] mod n.
Subsequently (just before each time period t), ŝ[t,T ] is updated as follows:

ŝ[t+1,T ] ← ŝet[t,T ] mod n; and the “current” signing secret is computed as ŝt ←
ŝ
e[t+1,T ]

[t,T ] mod n.

9 See [CS00] for an excellent discussion on efficient generation of safe primes and short
primes.
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algorithm SiBIR1.Gen(k, l, T )
Generate a modulus n:

Generate random (�k/2� − 1)-bit primes q1, q2 s.t. pi = 2qi + 1 are both prime
n← p1p2

Generate exponents:
Generate primes ei s.t. 2l(1 + (i− 1)/T ) ≤ ei < 2l(1 + i/T ) for i = 1, 2, . . . , T

(Some seed E can be used with H to generate these e1, . . . , eT .
This E might need to be stored for later regeneration of e1, . . . , eT .)

s[1,T ]
R← Z∗

n; SKS0 ← (0, T, n, ∅, s[1,T ], ∅, E) % ∅’s will be filled in in US
b[1,T ]

R← Z∗
n; SKB0 ← (0, T, n, b[1,T ], E)

v ← 1/(s[1,T ]b[1,T ])e1·...·eT mod n; PK ← (n, v, T )
return (SKS0,SKB0,PK )

Fig. 1. Key generation. Refresh index on the keys is omitted to simplify notation.

Key generation and update in SiBIR1. We use essentially the same keys
in SiBIR1. However, in order to achieve intrusion-resilience, ŝ[t,T ] is never stored
explicitly. Rather, it is shared multiplicatively between the signer and the base.
The signer stores s[t,T ] and the base stores b[t,T ], such that ŝ[t,T ] = s[t,T ]b[t,T ].
This multiplication is never explicitly performed: instead, the signer computes
st = s

e[t+1,T ]

[t,T ] , the base computes bt = b
e[t+1,T ]

[t,T ] , and the two values are multiplied
together to obtain ŝt.

Following the conventions that key generation is immediately followed by
key update, the first signer secret key contains blanks for ŝ0 and e0. We note
that, in actual implementation, it will be more efficient to combine the first key
generation and update.

Also, following the convention that the only “storage” available to the base
and the signer is the secret key, we store some values in the secret key that need
not really be secret, such as the current time period and the information needed
to regenerate the et values. The only values that the signer needs to keep secret
are st,T and ŝt; the only values that the base needs to keep secret are bt,T .

Finally, note that key generation and update algorithms do not affect the
refresh index, so we omit it in Figures 1 and 2 in order to simplify notation.

Distributing Key Generation. Most of the key generation algorithm can be
easily split between the signer and the base. Namely, once the shared modulus n
is generated and given to both parties (without factoring), the base can generate
b[1,T ] on its own, and the signer can generate s[1,T ] on its own, as well. Both
parties can then generate “shares” b

e[1,T ]

[1,T ] and s
e[1,T ]

[1,T ] that can be combined to
compute the public key. The shares themselves can be made public without
adversely affecting security. Thus, the amount of cooperation required during
key generation is minimal.

The same modulus n can be used by multiple signature schemes. In particu-
lar, our signature scheme can be made identity-based if a third party is trusted
to take roots modulo n of the identity v.
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algorithm SiBIR1.UB(SKB t)
Let SKB t = (t < T, T, n, b[t+1,T ], E)
Regenerate et+1, . . . , eT using E
bt+1 ← b

et+2·...·eT
[t+1,T ] mod n; b[t+2,T ] ← b

et+1
[t+1,T ] mod n

return (SKB t+1 = (t + 1, T, n, b[t+2,T ], E),SKU t = bt+1)

algorithm SiBIR1.US(SKS t,SKU t)
Let SKS t = (t < T, T, n, ŝt, s[t+1,T ], et, E); SKU t = bt+1

Regenerate et+1, . . . , eT using E
st+1 ← s

et+2·...·eT
[t+1,T ] mod n; s[t+2,T ] ← s

et+1
[t+1,T ] mod n

ŝt+1 ← st+1bt+1 mod n
return SKS t+1 = (t + 1, T, n, ŝt+1, s[t+2,T ], et+1, E)

Fig. 2. Update algorithms. Refresh index on the keys is omitted to simplify notation.

algorithm SiBIR1.RB(SKB t.r)
Let SKB t.r = (t, T, n, b[t+1,T ], E)
Rt.r

R← Z∗
n

b[t+1,T ] ← b[t+1,T ]/Rt.r

return (SKB t.r+1 = (t, T, n, b[t+1,T ], E),SKRt.r = Rt.r)

algorithm SiBIR1.RS(SKS t.r,SKRt.r)
Let SKS t.r = (t, T, n, ŝt, s[t+1,T ], et, E); SKRt.r = Rt.r

s[t+1,T ] ← s[t+1,T ] ·Rt.r

return SKS t.r+1 = (t, T, n, ŝt, s[t+1,T ], et, E)

Fig. 3. Key refresh algorithms.

Refresh. Because the signer and the base share a single value multiplica-
tively, the refresh algorithm presented in Figure 3 is quite simple: the base di-
vides its share by a random value, and signer multiplies its share by the same
value. Recall that each update is immediately followed by refresh (and, in fact,
update and refresh information can be sent by the base to the signer in one
message).

Signing and Verifying. Figure 4 describes our signature and verification
algorithms. They are exactly the same as in the forward-secure signature scheme
of [IR01]. Again, we omit the refresh index on the signer’s key for ease of notation.

Variations. Our scheme can be easily modified (with no or minimum increase
in storage requirement!) to “re-charge” the signer for more than one time period
at a time. To enable the signer to compute ŝt1 , ŝt1+1, . . . ŝt2 , the base simply needs
to send the signer b[t1,t2] = b

e[t2+1,T ]

[t1,T ] . In fact, it is easy to extend this method to
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algorithm SiBIR1.Sign(M,SK t) %same as IR.Sign in [IR01]
Let SK t = (t, T, n, ŝt, s[t+1,T ], et, E)
x

R← Z∗
n

y ← xet mod n
σ ← H(t, et, y, M)
z ← xŝσ

t mod n
return (z, σ, t, et)

algorithm SiBIR1.Ver(M,PK , (z, σ, t, e)) %same as IR.Ver in [IR01]
Let PK = (n, v, T )
if e ≥ 2l(1 + t/T ) or e < 2l or e is even then return 0
if z ≡ 0 (mod n) then return 0
y′ ← zevσ mod n
if σ = H(t, e, y′, M) then return 1 else return 0

Fig. 4. Signing and verifying algorithms. Refresh index on the keys is omitted to sim-
plify notation.

non-contiguous time periods. This feature may have interesting applications for
delegation (including self-delegation).

Another simple modification of our scheme can yield forward-secure thresh-
old and proactive scheme (similar to, but more efficient than, the scheme of
[AMN01]). Efficiency for the verifier and for each of the modules participating
in the signing will be essentially the same as for the regular Guillou-Quisquater
scheme.

4 Security

4.1 Complexity Assumption

We use a variant of the strong RSA assumption (introduced in [BP97] and
[FO97], our variant is identical to the one in [IR01]), which postulates that it
is hard to compute any root of a fixed value modulo a composite integer. More
precisely, the strong RSA assumption states that it is intractable, given n that
is a product of two primes and a value α in Z∗n, to find β ∈ Z∗n and r > 1 such
that βr = α.

In our version, we restrict ourselves to the moduli that are products of so-
called “safe” primes (a safe prime is one of the form 2q + 1, where q itself is a
prime). Note that, assuming safe primes are frequent, this restriction does not
strengthen the assumption. Second, we upperbound the permissible values or r
by 2l+1, where l is a security parameter for our scheme (in an implementation,
l will be significantly shorter than the length k of the modulus n).

More formally, let A be an algorithm. Consider the following experiment.
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Experiment Break-Strong-RSA(k, l, A)
Randomly choose two primes q1 and q2 of length 	k/2
 − 1 each

such that 2q1 + 1 and 2q2 + 1 are both prime.
p1 ← 2q1 + 1; p2 ← 2q2 + 1; n← p1p2
Randomly choose α ∈ Z∗n.
(β, r)← A(n, α)
If 1 < r ≤ 2l+1 and βr ≡ α (mod n) then return 1 else return 0

Let SuccSRSA(A, k, l) = Pr[Break-Strong-RSA(k, l, A) = 1]. Let the “insecurity
function” InSecSRSA(k, l, τ) be the maximum of SuccSRSA(A, k, l) over all the
adversaries A who run in expected time at most τ . Our assumption is that
InSecSRSA(k, l, τ), for τ polynomial in k, is negligible in k. The smaller the
value of l, of course, the weaker the assumption.

In fact, for a sufficiently small l, our assumption follows from a variant of the
fixed-exponent RSA assumption. Namely, assume that there exists a constant ε
such that, for every r, the probability of computing, in expected time τ , an r-th
root of a random integer modulo a k-bit product of two safe primes, is at most
2−k

ε

. Then, InSecSRSA(k, l, τ) < 2l+1−kε , which is negligible if l = o(kε).

4.2 Security Proof

Our security proof is more complex that the one of [IR01], although the two
proofs are quite similar. Both are based on the forking lemma of [PS96].

Theorem 1. For any τ , qsig, and qhash,

InSecIR−partially−adaptive(SiBIR1[k, l, T,RN ]; t, qsig, qhash) ≤
T

√
(qhash + 1)InSecSRSA(k, l, τ ′) + 2−l+1T (qhash + 1) + 22−kqsig(qhash + 1) ,

where τ ′ = 4τ +O(lT (l2T 2 + k2)).

A similar theorem also holds for partially synchronous adversary. The proofs
of these theorems will be given in the full version of the paper.

4.3 Active Attacks

Because information flows only from the base to the signer, the adversary’s only
possible active attack is to send a bad SKR or SKU value to the signer. An
active attacker can thus always prevent signatures from being issued. While
our definition does not consider active attacks for the sake of simplicity, in our
implementation in Section 3, the active adversary cannot do anything worse
that merely sabotage the system. It is easy to show that, in terms of forging
new signatures, its powers are no greater than those of a passive attacker who
merely obtains SKR and SKU values.
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BP97. Niko Barić and Birgit Pfitzmann. Collision-free accumulators and fail-
stop signature schemes without trees. In Walter Fumy, editor, Advances in
Cryptology – EUROCRYPT 97, volume 1233 of Lecture Notes in Computer
Science, pages 480–494. Springer-Verlag, 11–15 May 1997.

CS00. Ronald Cramer and Victor Shoup. Signature schemes based on the strong
RSA assumption. ACM Transactions on Information and System Security,
3(3):161–185, 2000.

DF89. Yvo Desmedt and Yair Frankel. Threshold cryptosystems. In G. Brassard,
editor, Advances in Cryptology – CRYPTO ’89, volume 435 of Lecture
Notes in Computer Science, pages 307–315. Springer-Verlag, 1990.

DKXY. Yevgeniy Dodis, Jonathan Katz, Shouhuai Xu, and Moti Yung. Strong
key-insulated signature schemes. Unpublished Manuscript.

DKXY02. Yevgeniy Dodis, Jonathan Katz, Shouhuai Xu, and Moti Yung. Key-
insulated public key cryptosystems. In Lars Knudsen, editor, Advances
in Cryptology – EUROCRYPT 2002, Lecture Notes in Computer Science.
Springer-Verlag, 28 April–2 May 2002.

FO97. Eiichiro Fujisaki and Tatsuaki Okamoto. Statistical zero knowledge pro-
tocols to prove modular polynomial relations. In Burton S. Kaliski Jr.,
editor, Advances in Cryptology – CRYPTO ’97, volume 1294 of Lecture
Notes in Computer Science, pages 16–30. Springer-Verlag, 17–21 August
1997.

GGM00. Irene Gassko, Peter Gemmell, and Philip MacKenzie. Efficient and fresh
certication, 2000.

GMR88. Shafi Goldwasser, Silvio Micali, and Ronald L. Rivest. A digital signature
scheme secure against adaptive chosen-message attacks. SIAM Journal on
Computing, 17(2):281–308, April 1988.

GMW87. Oded Goldreich, Silvio Micali, and Avi Wigderson. How to play any men-
tal game or a completeness theorem for protocols with honest majority.
In Proceedings of the Nineteenth Annual ACM Symposium on Theory of
Computing, pages 218–229, New York City, 25–27 May 1987.



514 Gene Itkis and Leonid Reyzin

GPR98. Oded Goldreich, Birgit Pfitzmann, and Ronald L. Rivest. Self-delegation
with controlled propagation – or – what if you lose your laptop. In Hugo
Krawczyk, editor, Advances in Cryptology – CRYPTO ’98, volume 1462
of Lecture Notes in Computer Science, pages 153–168. Springer-Verlag,
23–27 August 1998.

GQ88. Louis Claude Guillou and Jean-Jacques Quisquater. A “paradoxical”
indentity-based signature scheme resulting from zero-knowledge. In Shafi
Goldwasser, editor, Advances in Cryptology – CRYPTO ’88, volume 403 of
Lecture Notes in Computer Science, pages 216–231. Springer-Verlag, 1990.

HJJ+97. Amir Herzberg, Markus Jakobsson, Stanis�law Jarecki, Hugo Krawczyk,
and Moti Yung. Proactive public key and signature systems. In Fourth
ACM Conference on Computer and Communication Security, pages 100–
110. ACM, April 1–4 1997.

IR01. Gene Itkis and Leonid Reyzin. Forward-secure signatures with optimal
signing and verifying. In Joe Kilian, editor, Advances in Cryptology –
CRYPTO 2001, volume 2139 of Lecture Notes in Computer Science, pages
332–354. Springer-Verlag, 19–23 August 2001.

Kat02. Jonathan Katz. A forward-secure public-key encryption scheme. Cryptol-
ogy ePrint Archive, Report 2002/60, 2002. http://eprint.iacr.org/.

LR00. Anna Lysyanskaya and Ron Rivest. Bepper-based signatures. Presented
by Rivest at the CIS seminar at MIT, 27 October 2000.

Mic96. Silvio Micali. Efficient certificate revocation. Technical Report
MIT/LCS/TM-542b, Massachusetts Institute of Technology, Cambridge,
MA, March 1996.

MR01a. Philip D. MacKenzie and Michael K. Reiter. Delegation of cryptographic
servers for capture-resilient devices. In Eighth ACM Conference on Com-
puter and Communication Security, pages 10–19. ACM, November 5–8
2001.

MR01b. Philip D. MacKenzie and Michael K. Reiter. Networked cryptographic
devices resilient to capture. In IEEE Symposium on Security and Privacy,
pages 12–25, 2001.

OY91. Rafail Ostrovsky and Moti Yung. How to withstand mobile virus attacks.
In 10-th Annual ACM Symp. on Principles of Distributed Computing, 1991.

PS96. David Pointcheval and Jacques Stern. Security proofs for signature
schemes. In Ueli Maurer, editor, Advances in Cryptology – EURO-
CRYPT 96, volume 1070 of Lecture Notes in Computer Science, pages
387–398. Springer-Verlag, 12–16 May 1996.

Riv98. Ronald L. Rivest. Can we eliminate certificate revocation lists? In Rafael
Hirschfeld, editor, Financial Cryptography, volume 1465 of Lecture Notes
in Computer Science. Springer-Verlag, 1998.

Sha83. Adi Shamir. On the generation of cryptographically strong pseudorandom
sequences. ACM Transactions on Computer Systems, 1(1):38–44, 1983.

Yao82. A.C. Yao. Protocols for secure computations. In 23rd Annual Symposium
on Foundations of Computer Science, pages 160–164, Chicago, Illinois, 3–5
November 1982. IEEE.

http://eprint.iacr.org/


Cryptanalysis of Stream Ciphers
with Linear Masking

Don Coppersmith, Shai Halevi, and Charanjit Jutla

IBM T. J. Watson Research Center, NY, USA
{copper,shaih,csjutla}@watson.ibm.com

Abstract. We describe a cryptanalytical technique for distinguishing
some stream ciphers from a truly random process. Roughly, the ciphers
to which this method applies consist of a “non-linear process” (say, akin
to a round function in block ciphers), and a “linear process” such as an
LFSR (or even fixed tables). The output of the cipher can be the linear
sum of both processes. To attack such ciphers, we look for any property
of the “non-linear process” that can be distinguished from random. In
addition, we look for a linear combination of the linear process that
vanishes. We then consider the same linear combination applied to the
cipher’s output, and try to find traces of the distinguishing property.
In this report we analyze two specific “distinguishing properties”. One is
a linear approximation of the non-linear process, which we demonstrate
on the stream cipher SNOW. This attack needs roughly 295 words of
output, with work-load of about 2100. The other is a “low-diffusion”
attack, that we apply to the cipher Scream-0. The latter attack needs
only about 243 bytes of output, using roughly 250 space and 280 time.

Keywords: Hypothesis testing, Linear cryptanalysis, Linear masking,
Low-Diffusion attacks, Stream ciphers.

1 Introduction

A stream cipher (or pseudorandom generator) is an algorithm that takes a short
random string, and expands it into a much longer string, that still “looks ran-
dom” to adversaries with limited resources. The short input string is called the
seed (or key) of the cipher, and the long output string is called the output stream
(or key-stream). Although one could get a pseudorandom generator simply by
iterating a block cipher (say, in counter mode), it is believed that one could get
higher speeds by using a “special purpose” stream cipher.

One approach for designing such fast ciphers, is to use some “non-linear
process” that may resemble block cipher design, and to hide this process using
linear masking. A plausible rationale behind this design, is that the non-linear
process behaves roughly like a block cipher, so we expect its state at two “far
away” points in time to be essentially uncorrelated. For close points, on the
other hand, it can be argued they are masked by independent parts of the linear
process, and so again they should not be correlated.

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 515–532, 2002.
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Some examples of ciphers that use this approach include SEAL [18] and
Scream [2], where the non-linear process is very much like a block cipher, and
the output from each step is obtained by adding together the current state of the
non-linear process and some entries from fixed (or slowly modified) secret tables.
Other examples are PANAMA [4] and MUGI [21], where the linear process
(called buffer) is an LFSR (Linear Feedback Shift Register), which is used as
input to the non-linear process, rather than to hide the output. Yet another
example is SNOW [5], where the linear LFSR is used both as input to the non-
linear finite state machine, and also to hide its output.

In this work we describe a technique that can be used to distinguish such
ciphers from random. The basic idea is very simple. We first concentrate on the
non-linear process, looking for a characteristic that can be distinguished from
random. For example, a linear approximation that has noticeable bias. We then
look at the linear process, and find some linear combination of it that vanishes.
If we now take the same linear combination of the output stream, then the linear
process would vanish, and we are left with a sum of linear approximations, which
is itself a linear approximation. As we show below, this technique is not limited
to linear approximations. In some sense, it can be used with “any distinguishing
characteristic” of the non-linear process. In this report we analyze in details two
types of “distinguishing characteristics”, and show some examples of its use for
specific ciphers.

Perhaps the most obvious use of this technique, is to devise linear attacks (and
indeed, many such attacks are known in the literature). This is also the easiest
case to analyze. In Section 4 we characterize the statistical distance between the
cipher and random as a function of the bias of the original approximation of the
non-linear process, and the weight distribution of a linear code related to the
linear process of the cipher.

Another type of attacks uses the low diffusion in the non-linear process.
Namely, some input/output bits of this process depend only on very few other
input/output bits. For this type of attacks, we again analyze the statistical
distance, as a function of the number of bits in the low-diffusion characteristic.
This analysis is harder than for the linear attacks. Indeed, here we do not have a
complete characterization of the possible attacks of this sort, but only an analysis
for the most basic such attack.

We demonstrate the usefulness of our technique by analyzing two specific
ciphers. One is the cipher SNOW [5], for which we demonstrate a linear attack,
and the other is the variant Scream-0 of the stream cipher Scream [2], for which
we demonstrate a low-diffusion attack.

1.1 Relation to Prior Work

Linear analyses of various types are the most common tool for cryptanalyzing
stream ciphers. Much work was done on LFSR-based ciphers, trying to discover
the state of the LFSRs using correlation attacks (starting from Meier and Staffel-
bach [17], see also, e.g., [14,13]). Golić [9,10] devised linear models (quite similar
to our model of linear attacks) that can be applied in principle to any stream
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cipher. He then used them to analyze many types of ciphers (including, for exam-
ple, a linear distinguisher for RC4 [11]). Some examples of linear distinguishers
for LFSR based ciphers, very similar to our analysis of SNOW, are [1,6], among
others. Few works used also different cryptanalytical tools. Among them are the
distinguishers for SEAL [12,7] and for RC4 [8].

The main contribution of the current work is in presenting a simple frame-
work for distinguishing attacks. This framework can be applied to many ciphers,
and for those ciphers it incorporates linear analysis as a special case, but can be
used to devise many other attacks, such as our “low-diffusion attacks”. (Also,
the attacks on SEAL due to [12] and [7] can be viewed as special cases of this
framework.) For linear attacks, we believe that our explicit characterization of
the statistical distance (Theorem 1) is new and useful. In addition to the crypt-
analytical technique, the explicit formulation of attacks on stream ciphers, as
done in Section 3, is a further contribution of this work.

Organization. In Section 2 we briefly review some background material on sta-
tistical distance and hypothesis testing. In Section 3 we formally define the
framework in which our techniques apply. In Section 4 we describe how these
techniques apply to linear attacks, and in Section 5 we show how they apply to
low-diffusion attacks.

2 Elements of Statistical Hypothesis Testing

If D is a distribution over some finite domainX and x is an element ofX, then by
D(x) we denote probability mass of x according to D. For notational convenience,
we sometimes denote the same probability mass by PrD[x]. Similarly, if S ⊆ X
then D(S) = PrD[S] =

∑
x∈S D(x).

Definition 1 (Statistical distance). Let D1,D2 be two distributions over
some finite domain X. The statistical distance between D1,D2, is defined as

|D1 −D2| def=
∑
x∈X
|D1(x)−D2(x)| = 2 ·max

S⊆X
D1(S)−D2(S)

(We note that the statistical distance is always between 0 and 2.) Below are two
useful facts about this measure:
• Denote by DN the distribution which is obtained by picking independently N
elements x1, ..., xn ∈ X according to D. If |D1−D2| = ε, then to get |DN1 −DN2 | =
1, the number N needs to be between Ω(1/ε) and O(1/ε2). (A proof can be
found, for example, in [20, Lemma 3.1.15].) In this work we sometimes make
the heuristic assumption that the distributions that we consider are “smooth
enough”, so that we really need to set N ≈ 1/ε2.
• If D1, ...,DN are distributions over n-bit strings, we denote by

∑Di the distri-
bution over the sum (exclusive-or),

∑N
i=1 xi, where each xi is chosen according

to Di, independently of all the other xj ’s. Denote by U the uniform distribution
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over {0, 1}n. If for all i, |U − Di| = εi, then |U −∑Di| ≤ ∏i εi. (We include
a proof of this simple “xor lemma” in the long version of this report [3].) In
the analysis in this paper, we sometimes assume that the distributions Di are
“smooth enough”, so that we can use the approximation |U −∑Di| ≈∏i εi.

Hypothesis testing. We provide a brief overview of (binary) hypothesis test-
ing. This material is covered in many statistics and engineering textbooks (e.g.,
[16, Ch.5]). In a binary hypothesis testing problem, there are two distributions
D1,D2, defined over the same domain X. We are given an element x ∈ X,
which was drawn according to either D1 or D2, and we need to guess which
is the case. A decision rule for such hypothesis testing problem is a func-
tion DR : X → {1, 2}, that tells us what should be our guess for each ele-
ment x ∈ X. Perhaps the simplest notion of success for a decision rule DR,
is the statistical advantage that it gives (over a random coin-toss), in the case
that the distributions D1,D2 are equally likely a-priori. Namely, adv(DR) =
1
2 (PrD1 [DR(x) = 1] + PrD2 [DR(x) = 2])− 1

2 .

Proposition 1. For any hypothesis-testing problem 〈D1,D2〉, the decision rule
with the largest advantage is the maximum-likelihood rule, ML(x) = 1 if D1(x) >
D2(x), and 2 otherwise. The advantage of the ML decision rule equals a quarter
of the statistical distance, adv(ML) = 1

4 |D1 −D2|.

3 Formal Framework

We consider ciphers that are built around two repeating functions (processes).
One is a non-linear function NF (x) and the other is a linear function LF (w).
The non-linear function NF is usually a permutation on n-bit blocks (typically,
n ≈ 100). The linear function LF is either an LFSR, or just fixed tables of
size between a few hundred and a few thousand bits. The state of such a cipher
consists of the “non-linear state” x and the “linear state” w. In each step, we
apply the function NF to x and the function LF to w, and we may also “mix”
these states by xor-ing some bits of w into x and vice versa. The output of the
current state is also computed as an xor of bits from x and w. To simplify the
presentation of this report, we concentrate on a special case, similar to Scream1.
In each step i we do the following:

1. Set wi := LF (wi−1)
2. Set yi := L1(wi), zi = L2(wi) // L1, L2 are some linear functions
3. Set xi := NF (xi−1 + yi) + zi // ‘+’ denotes exclusive-or
4. Output xi

1 We show how our techniques can handle other variants when we describe the at-
tack on SNOW, but we do not attempt to characterize all the variants where such
techniques apply.
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3.1 The Linear Process

The only property of the linear process that we care about, is that the string
y1z1y2z2 . . . can be modeled as a random element in some known linear subspace
of {0, 1}�. Perhaps the most popular linear process is to view the “linear state”
w as the contents of an LFSR. The linear modification function LF clocks the
LFSR some fixed number of times (e.g., 32 times), and the functions L1, L2 just
pick some bits from the LFSR. If we denote the LFSR polynomial by p, then
the relevant linear subspace is the subspace orthogonal to p · Z2[x].

A different approach is taken in Scream. There, the “linear state” resides
in some tables, that are “almost fixed”. In particular, in Scream, each entry in
these tables is used 16 times before it is modified (via the non-linear function
NF ). For our purposes, we model this scheme by assuming that whenever an
entry is modified, it is actually being replaced by a new random value. The
masking scheme in Scream can be thought of as a “two-dimensional” scheme,
where there are two tables, which are used in lexicographical order2. Namely, we
have a “row table” R[·] and a “column table” C[·], each with 16 entries of 2n-bit
string. The steps of the cipher are partitioned into batches of 256 steps each. At
the beginning of a batch, all the entries in the tables are “chosen at random”.
Then, in step i = j + 16k in a batch, we set (yi|zi) := R[j] + C[k].

3.2 Attacks on Stream Ciphers

We consider an attacker that just watches the output stream and tries to distin-
guish it from a truly random stream. The relevant parameters in an attack are
the amount of text that the attacker must see before it can reliably distinguish
the cipher from random, and the time and space complexity of the distinguish-
ing procedure. The attacks that we analyze in this report exploit the fact that
for a (small) subset of the bits of x and NF (x), the joint distribution of these
bits differs from the uniform distribution by some noticeable amount. Intuitively,
such attacks never try to exploit correlations between “far away” points in time.
The only correlations that are considered, are the ones between the input and
output of a single application of the non-linear function3.

Formally, we view the non-linear process not as one continuous process, but
rather as a sequence of uncorrelated steps. That is, for the purpose of the attack,
one can view the non-linear state x at the beginning of each step as a new
random value, independent of anything else. Under this view, the attacker sees
a collection of pairs 〈xj + yj , NF (xj) + zj〉, where the xj ’s are chosen uniformly
at random and independently of each other, and the yj , zj ’s are taken from the
linear process.

One example of attacks that fits in this model are linear attacks. In linear
cryptanalysis, the attacker exploits the fact that a one-bit linear combination of
2 The scheme in Scream is actually slightly different than the one described here, but

this difference does not effect the analysis in any significant way.
3 When only a part of x is used as output, we may be forced to look at a few consecutive

applications of NF . This is the case in SNOW, for example.
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〈x,NF (x)〉 is more likely to be zero than one (or vice versa). In these attack, it
is always assumed that the bias in one step is independent of the bias in all the
other steps. Somewhat surprisingly, differential cryptanalysis too fits into this
framework (under our attack model). Since the attacker in our model is not given
chosen-input capabilities, it exploits differential properties of the round function
by waiting for the difference xi+xj = ∆ to happen “by chance”, and then using
the fact that NF (xi)+NF (xj) = ∆′ is more likely than you would expect from
a random process. It is clear that this attack too is just as effective against pairs
of uncorrelated steps, as when given the output from the real cipher.

We are now ready to define formally what we mean by “an attack on the
cipher”. The attacks that we consider, observe some (linear combinations of)
input and output bits from each step of the cipher, and try to decide if these
indeed come from the cipher, or from a random source. This can be framed as a
hypothesis testing problem. According to one hypothesis (Random), the observed
bits in each step are random and independent. According to the other (Cipher),
they are generated by the cipher.

Definition 2 (Attacks on stream ciphers with linear masking). An at-
tack is specified by a linear function �, and by a decision rule for the following
hypothesis-testing problem: The two distributions that we want to distinguish are

Cipher. The Cipher distribution is Dc = 〈� (xj + yj , NF (xj) + zj)〉j=1,2,...,
where the yjzj’s are chosen at random from the appropriate linear subspace
(defined by the linear process of the cipher), and the xj’s are random and
independent.

Random. Using the same notations, the “random process” distribution is Dr def=〈
�(xj , x′j)

〉
j=1,2,...

, where the xj’s and x′j’s are random and independent.

We call the function �, the distinguishing characteristic used by attack.

The amount of text needed for the attack is the smallest number of steps
for which the decision rule has a constant advantage (e.g., advantage of 1/4) in
distinguishing the cipher from random. Other relevant parameters of the attack
are the time and space complexity of the decision rule. An obvious lower bound
on the amount of text is provided by the statistical distance between the Cipher
and Random distributions after N steps.

4 Linear Attacks

A linear attack [15] exploits the fact that some linear combination of the input
and output bits of the non-linear function is more likely to be zero than one (or
vice versa). Namely, we have a (non-trivial) linear function � : {0, 1}2n → {0, 1},
such that for a randomly selected n bit string x, Pr[�(x,NF (x)) = 0] = (1+ε)/2.
The function � is called a linear approximation (or characteristic) of the non-
linear function, and the quantity ε is called the bias of the approximation.

When trying to exploit one such linear approximation, the attacker observes
for each step j of the cipher, a bit σj = �(xj + yj , NF (xj) + zj). Note that
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σj by itself is likely to be unbiased, but the σ’s are correlated. In particular,
since the y, z’s come from a linear subspace, it is possible to find some linear
combination of steps for which they vanish. Let J be a set of steps such that∑
j∈J yj =

∑
j∈J zj = 0. Then we have∑

j∈J
σj =

∑
j∈J

�(xj , NF (xj)) +
∑
j∈J

�(yj , zj) =
∑
j∈J

�(xj , NF (xj))

(where the equalities follow since � is linear). Therefore, the bit ξJ =
∑
j∈J σj

has bias of ε|J|. If the attacker can observe “sufficiently many” such sets J , it
can reliably distinguish the cipher from random.

This section is organized as follows: We first bound the effectiveness of linear
attacks in terms of the bias ε and the weight distribution of some linear subspace.
As we explain below, this bound suggests that looking at sets of steps as above
is essentially “the only way to exploit linear correlations”. Then we show how
to devise a linear attack on SNOW, and analyze its effectiveness.

4.1 The Statistical Distance

Recall that we model an attack in which the attacker observes a single bit per
step, namely σj = �(xj + yj , NF (xj) + zj). Below we denote τj = �(xj , NF (xj))
and ρj = �(yj , zj). We can re-write the Cipher and Random distributions as

Cipher. Dc def= 〈τj + ρj〉j=1,2,..., where the τj ’s are independent but biased,
Pr[τj = 0] = (1 + ε)/2, and the string ρ1ρ2 . . . is chosen at random from
the appropriate linear subspace (i.e., the image under � of the linear sub-
space of the yjzj ’s).

Random. Dr def= 〈σj〉j=1,2,..., where the σj ’s are independent and unbiased.

Below we analyze the statistical distance between the Cipher and Random dis-
tributions, after observing N bits σ1 . . . σN . Denote the linear subspace of the
ρ’s by L ⊆ {0, 1}N , and let L⊥ ⊆ {0, 1}N be the orthogonal subspace. The
weight distribution of the space L⊥ plays an important role in our analysis. For
r ∈ {0, 1, . . . , N}, let AN (r) be the set of strings χ ∈ L⊥ of Hamming weight r,
and let AN (r) denote the cardinality of AN (r). We prove the following theorem:

Theorem 1. The statistical distance between the Cipher and Random distribu-

tions from above, is bounded by
√∑N

r=1AN (r)ε2r .

Proof. Included in the long version [3].

Remark. Heuristically, this bound is nearly tight. In the proof we analyzed the
random variable ∆ and used the bound E[|∆ − E[∆]|] ≤ √VAR[∆]. One can
argue heuristically that as long as the statistical distance is sufficiently small,
“∆ should behave much like a Gaussian random variable”. If it were a Gaussian,
we would have E[|∆|] =

√
VAR[∆] ·√2/π. Thus, we expect the bound from

Theorem 1 to be tight up to a constant factor
√

2/π ≈ 0.8.
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4.2 Interpretations of Theorem 1

There are a few ways to view Theorem 1. The obvious way is to use it in order
to argue that a certain cipher is resilient to linear attacks. For example, in [2]
we use Theorem 1 to deduce a lower-bound on the amount of text needed for
any linear attack on Scream-0.

Also, one could notice that the form of Theorem 1 exactly matches the com-
mon practice (and intuition) of devising linear attacks. Namely, we always look
at sets where the linear process vanishes, and view each such set J as providing
“statistical evidence of weight ε2|J|” for distinguishing the cipher from random.
Linear attacks work by collecting enough of these sets, until the weights sum up
of to one. One can therefore view Theorem 1 as asserting that this is indeed the
best you can do.

Finally, we could think of devising linear attacks, using the heuristic argument
about this bound being tight. However, the way Theorem 1 is stated above, it
usually does not imply efficient attacks. For example, when the linear space L
has relatively small dimension (as is usually the case with LFSR-based ciphers,
where the dimension of L is at most a few hundreds), the statistical distance is
likely to approach one for relatively small N . But it is likely that most of the
“mass” in the bound of Theorem 1 comes from terms with a large power of ε
(and therefore very small “weight”). Therefore, if we want to use a small N , we
would need to collect very many samples, and this attack is likely to be more
expensive than an exhaustive search for the key.

Alternatively, one can try and use an efficient sub-optimal decision rule. For a
given bound on the work-load W and the amount of text N , we only consider the
first few terms in the power series. That is, we observe the N bits σ = σ1 . . . σN ,
but only consider the W smallest sets J for which χ(J) ∈ L⊥. For each such set
J , the sum of steps

∑
j∈J σj has bias ε|J|, and these can be used to distinguish

the cipher from random. If we take all the sets of size at most R, we expect the

advantage of such a decision rule to be roughly 1
4

√∑R
r=1AN (r)ε2r . The simplest

form of this attack (which is almost always the most useful), is to consider only
the minimum-weight terms. If the minimum-weight of L⊥ is r0, then we need to
make N big enough so that 1

4

√
AN (r0) = ε−r0 .

4.3 The Attack on SNOW

The stream cipher SNOW was submitted to NESSIE in 2000, by Ekdahl and
Johansson. A detailed description of SNOW is available from [5]. Here we outline
a linear attack on SNOW along the lines above, that can reliably distinguish it
from random after observing roughly 295 steps of the cipher, with work-load of
roughly 2100.

SNOW consists of a non-linear process (called there a Finite-State Machine,
or FSM), and a linear process which is implemented by an LFSR. The LFSR
of SNOW consists of sixteen 32-bit words, and the LFSR polynomial, defined
over GF (232), is p(z) = z16 + z13 + z7 + α, where α is a primitive element
of GF (232). (The orthogonal subspace L⊥ is therefore the space of (bitwise
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reversal of) polynomials over Z2 of degree ≤ N , which are divisible by the LFSR
polynomial p.) At a given step j, we denote the content of the LFSR by Lj [0..15],
so we have Lj+1[i] = Lj [i−1] for i > 0 and Lj+1[0] = α ·(Lj [15]+Lj [12]+Lj [6]).

The “FSM state” of SNOW in step j consists of only two 32-bit words,
denoted R1j , R2j . The FSM update function modifies these two values, using
one word from the LFSR, and also outputs one word. The output word is then
added to another word from the LFSR, to form the step output. We denote
the “input word” from the LFSR to the FSM update function by fj , and the
“output word” from the FSM by Fj . The FSM uses a “32×32 S-box” S[·] (which
is built internally as an SP-network, from four identical 8×8 boxes and some bit
permutation). A complete step of SNOW is described in Figure 1. In this figure,
we deviate from the notations in the rest of the paper, and denote exclusive-or
by ⊕ and integer addition mod 232 by +. We also denote 32-bit cyclic rotation
to the left by 	<.

1. fj := Lj [0]
2. Fj := (fj + R1j)⊕R2j

3. output Fj ⊕ Lj [15]
4. R1j+1 := R1j ⊕ ((R2j + Fj)�< 7)
5. R2j+1 := S[R1j ]
6. update the LFSR

Fig. 1. One step of SNOW: ⊕ is xor and + is addition mod 232.

To devise an attack we need to find a good linear approximation of the non-
linear FSM process, and low-weight combinations of steps where the Lj [·] values
vanish (i.e., low-weight polynomials which are divisible by the LFSR polynomial
p). The best linear approximation that we found for the FSM process, uses six
bits from two consecutive inputs and outputs, fj , fj+1, Fj , Fj+1. Specifically, for
each step j, the bit

σj
def= (fj)15 + (fj)16 + (fj+1)22 + (fj+1)23 + (Fj)15 + (Fj+1)23

is biased. (Of these six bits, the bits (fj)15, (Fj)15 and (Fj+1)22 are meant to
approximate carry bits.) We measured the bias experimentally, and it appears
to be at least 2−8.3.

At first glance, one may hope to find weight-4 polynomials that are divisible
by the LFSR polynomial p. After all, p itself has only four non-zero terms.
Unfortunately, one of these terms is the element α ∈ GF (232), whereas we need
a low-weight polynomial with 0-1 coefficients. What we can show, however, is
the existence of 0-1 polynomials of weight-six that are divisible by p.

Proposition 2. The polynomial q(z) = z16×232−7 +z13×232−7 +z7×232−7 +z9 +
z6 + 1 is divisible by the LFSR polynomial p(z) = z16 + z13 + z7 + α.

Proof. Included in the long version [3].
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Corollary 1. For all m,n, the polynomial qm,n(z)
def= q(z)2

m · zn is divisible by
p(z).

If we take, say,m = 0, 1, . . . 58 and n = 0, 1, . . . 294, we get about 2100 different
0-1 polynomials, all with weight 6 and degree less than N = 295, and all divisible
by p(z). Each such polynomial yields a sequence of six steps, Jm,n, such that
the sum of the Lj [·] values in these steps vanishes. Therefore, if we denote the
output word of SNOW at step j by Sj , then for all m,n we have,

τm,n
def=

∑
j∈Jm,n

(Sj)15 + (Sj+1)23 =
∑

j∈Jm,n
σj

and therefore each τm,n has bias of 2−8.3×6 = 2−49.8. Since we have roughly 2100

of them, we can reliably distinguish them from random.

5 Low-Diffusion Attacks

In low-diffusion attacks, the attacker looks for a small set of (linear combinations
of) input and output bits of the non-linear functionNF , whose values completely
determine the values of some other (linear combinations of) input and output
bits. The attacker tries to guess the first set of bits, computes the values of the
other bits, and uses the computed value to verify the guess against the cipher’s
output. The complexity of such attacks is exponential in the number of bits that
the attacker needs to guess.

We introduce some notations in order to put such attacks in the context of
our framework. To simplify the notations, we assume that the guessed bits are
always input bits, and the determined bits are always output bits. (Eliminating
this assumption is usually quite straightforward.) As usual, let NF : {0, 1}n →
{0, 1}n be the non-linear function. The attack exploits the fact that some input
bits �in(x) are related to some output bits �out(NF (x)) via a known deterministic
function f . That is, we have �out(NF (x)) = f(�in(x)). Here, �in, �out are linear
functions, and f is an arbitrary function, all known to the attacker. We denote
the output size of �in, �out by m,m′, respectively. That is, �in : {0, 1}n → {0, 1}m,
�out : {0, 1}n → {0, 1}m′

, and f : {0, 1}m → {0, 1}m′
.

In each step j, the attacker observes the bits �in(xj+yj) and �out(NF (xj)+zj)
(where yj , zj are from the linear process, as in Section 3.1). Below we denote
uj = �in(xj), u′j = �out(NF (xj)), vj = �in(yj), v′j = �out(zj), and wj = uj + vj ,
w′j = u′j + v′j . We can re-write the Cipher and Random distributions as

Cipher. Dc def=
〈
(wj = uj + vj , w

′
j = u′j + v′j)

〉
j=1,2,...

, where the uj ’s are uni-
form and independent, u′j = f(uj), and the string v1v′1v2v

′
2 . . . is chosen at

random from the appropriate linear subspace (i.e., the image under �in, �out
of the linear subspace of the y, z’s).

Random. Dr def=
〈
(wj , w′j)

〉
j=1,2,...

, all uniform and independent.
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It is not hard to see that there may be enough information there to distinguish
these two distributions after only a moderate number of steps of the cipher.
Suppose that the dimension of the linear subspace of the vj ’s and v′j ’s is a, and
the attacker observes N steps such that m′N > a. Then, the attacker can (in
principle) go over all the 2a possibilities for the vj ’s and v′j ’s. For each guess, the
attacker can compute the uj ’s and u′j ’s, and verify the guess by checking that
u′j = f(uj) for all j. This way, the attacker guesses a bits and gets m′N bits of
consistency checks. Since m′N > a we expect only the “right guess” to pass the
consistency checks.

This attack, however, is clearly not efficient. To devise an efficient attack, we
can again concentrate on sets of steps where the linear process vanishes: Suppose
that we have a set of steps J , such that

∑
j∈J [vj , v′j ] = [0, 0]. Then we get∑

j∈J
(wj , w′j) =

∑
j∈J

(uj , u′j) =
∑
j∈J

(uj , f(uj))

and the distribution over such pairs may differ from the uniform distribution by
a noticeable amount. The distance between this distribution and the uniform
one, depends on the specific function f , and on the cardinality of the set J .
Below we analyze in details perhaps the simplest cases, where f is a random
function. Later we explain how this analysis can be extended for other settings,
and in particular for the case of the functions in Scream.

5.1 Analysis for Random Functions

For a given function, f : {0, 1}m → {0, 1}m′
, and an integer n, we denote

Dnf def=
〈
d =

∑n
j=1 uj , d

′ =
∑n
j=1 f(uj)

〉
, where the uj ’s are uniform in {0, 1}m

and independent. We assume that the attacker knows f , and it sees many in-
stances of 〈d, d′〉. The attacker needs to decide if these instances come from Dnf
or from the uniform distribution on {0, 1}m+m′

. Below we denote the uniform
distribution by R. If the function f “does not have any clear structure”, it makes
sense to analyze it as if it was a random function. Here we prove the following:

Theorem 2. Let n,m,m′ be integers with n2 	 2m 4. For a uniformly selected
function f : {0, 1}m → {0, 1}m′

, Ef [|Dnf −R|] ≤ c(n) · 2m
′−(n−1)m

2 , where

c(n) =



√

(2n)! / (n! 2n) if n is odd

(1 + o(1))

√
(2n)!
n! 2n −

(
n!

(n/2)! 2n/2

)2
if n is even

Proof. Included in the long version [3]. We note that the term 2
m′−(n−1)m

2 is
due to the fact that the attacker guesses (n − 1)m bits and gets m′ bits of
consistency check, and the term c(n) is due to the symmetries in the guessed
bits. (For example, the vector u = u1 . . . un is equivalent to any permutation of
u.)
4 It can be shown that the same bounds hold also for larger n’s, but assuming n2 � 2m

makes some proofs a bit easier.
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How tight is this bound? Here too we can argue heuristically that the random
variables in the proof “should behave like Gaussian random variables”, and again
we expect the ratio between E[|X −E[X]|] and

√
VAR[X] to be roughly

√
2/π.

Therefore, we expect the constant c(n) to be replaced by
√

2/π · c(n) ≈ 0.8c(n).
Indeed we ran some experiments to measure the statistical distance |Dnf − R|,
for random functions with n = 4 and a few values of m,m′. (Note that c(4) =
(1 + o(1))

√
96 ≈ 9.8 and

√
2/π · c(4) ≈ 7.8). These experiments are described in

the long version of this report [3]. The results confirm that the distance between
these distributions is just under 7.8 · 2(m′−3m)/2.

5.2 Variations and Extensions
Here we briefly discuss a few possible extensions to the analysis from above.

Using different f ’s for different steps. Instead of using the same f everywhere, we
may have different f ’s for different steps. I.e., in step j we have �out(NF (xj)) =
fj(�in(xj)), and we assume that the fj ’s are random and independent. The dis-
tribution that we want to analyze is therefore 〈d =

∑
uj , d

′ =
∑
fj(uj)〉. The

analysis from above still works for the most part (as long as �in, �out are the
same in all the steps). The main difference is that the factor c(n) is replaced by
a smaller one (call it c′(n)).

For example, if we use n independent functions, we get c′(n) = 1, since all
the symmetries in the proof of Theorem 2 disappear. Another example (which is
used in the attack on Scream-0) is when we have just two independent functions,
f1 = f3 = · · · and f2 = f4 = · · ·. In this case (and when n is divisible by four),

we get c′(n) = (1 + o(1))

√(
n!

(n/2)! 2n/2

)2
−
(

(n/2)!
(n/4)! 2n/4

)4
.

When f is a sum of a few functions. An important special case, is when f is a
sum of a few functions. For example, in the functions that are used in the attack
on Scream-0, the m-bit input to f can be broken into three disjoint parts,
each with m/3 bits, so that f(x) = f1(x1) + f2(x2) + f3(x3). (Here we have
|x1| = |x2| = |x3| = m/3 and x = x1x2x3.) If f1, f2, f3 themselves do not have
any clear structure, then we can apply the analysis from above to each of them.
That analysis tells us that each of the distributions Di def= (

∑
j u

i
j ,
∑
j f

i(uij)) is
likely to be roughly c(n) · 2(m′−(n−1)m/3)/2 away from the uniform distribution.

It is not hard to see that the distribution Dnf that we want to analyze can
be cast as D1 + D2 + D3, so we expect to get |Dnf − R| ≈

∏ |Di − R| ≈(
c(n) · 2(m′−(n−1)m/3)/2

)3
= c(n)32(3m′−(n−1)m)/2. More generally, suppose we

can write f as a sum of r functions over disjoint arguments of the same length.
Namely, f(x) =

∑r
i=1 f

i(xi), where |x1| = ... = |xr| = m/r and x = x1...xr.
Repeating the argument from above, we get that the expected distance |Dnf −R|
is about c(n)r2(rm′−(n−1)m)/2 (assuming that this is still smaller than one). As
before, one could use the “Gaussian heuristics” to argue that for the “actual
distance” we should replace c(n)r by (c(n) ·√2/π)r. (And if we have different
functions for different steps, as above, then we would get (c′(n) ·√2/π)r.)
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Linear masking over different groups. Another variation is when we do linear
masking over different groups. For example, instead of xor-ing the masks, we add
them modulo some prime q, or modulo a power of two. Again, the analysis stays
more or less the same, but the constants change. If we work modulo a prime
q > n, we get a constant of c′(n) =

√
n!, since the only symmetry that is left

is between all the orderings of {u1, . . . , un}. When we work modulo a power of
two, the constant will be somewhere between c′(n) and c(n), probably closer to
the former.

5.3 Efficiency Considerations

The analysis from above says nothing about the computational cost of distin-
guishing between Dnf and R. It should be noted that in a “real life” attack, the
attacker may have access to many different relations (with different values of
m,m′), all for the same non-linear function NF . To minimize the amount of
needed text, the attacker may choose to work with the relation for which the
quantity (n − 1)m − m′ is minimized. However, the choice of relations is lim-
ited by the attacker’s computational resources. Indeed, for large values of m,m′,
computing the maximum-likelihood decision rule may be prohibitively expensive
in terms of space and time. Below we review some strategies for computing the
maximum-likelihood decision rule.

Using one big table. Perhaps the simplest strategy, is for the attacker to prepare
off-line a table of all possible pairs 〈d, d′〉 with d ∈ {0, 1}m, d′ ∈ {0, 1}m′

. For each
pair 〈d, d′〉 the table contains the probability of this pair under the distribution
Dnf (or perhaps just one bit that says whether this probability is more than
2−m−m

′
).

Given such a table, the on-line part of the attack is trivial: for each set
of steps J , compute (d, d′) =

∑
j∈J(wj , w′j), and look into the table to see if

this pair is more likely to come from Dnf or from R. After observing roughly
2(n−1)m−m′

/c(n)2 such sets J , a simple majority vote can be used to determine
if this is the cipher or a random process. Thus, the on-line phase is linear in the
amount of text that has to be observed, and the space requirement is 2m+m′

.
As for the off-line part (in which the table is computed), the naive way is to go

over all possible values of u1 . . . un ∈ {0, 1}m, for each value computing d =
∑
ui

and d′ =
∑
f(ui) and increasing the corresponding entry 〈d, d′〉 by one. This

takes 2mn time. However, in the (typical) case where m′ 	 (n − 1)m, one can
use a much better strategy, whose running time is only O(log n(m+m′)2m+m′

).
First, we represent the function f by a 2m × 2m

′
table, with F [x, y] = 1 if

f(x) = y, and F [x, y] = 0 otherwise. Then, we compute the convolution of F
with itself, E def= F � F 5,

5 Recall that the convolution operator is defined on one-dimensional vectors, not on
matrices. Indeed, in this expression we view the table F as a one-dimensional vector,
whose indexes are m + m′-bits long.
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E[s, t] =
∑

x+x′=s

∑
y+y′=t

F [x, y] · F [x′, y′] = |{x : f(x) + f(x+ s) = t}|

(Note that E represents the distribution D2
f .) One can use the Walsh-Hadamard

transform to perform this step in time O((m+m′)2m+m′
) (see, e.g., [19]). Then,

we again use the Walsh-Hadamard transform to compute the convolution of E
with itself,

D[d, d′] def= (E � E)[d, d′] =
∑

s+s′=d

∑
t+t′=d′

E(s, t) · E(s′, t′)

= |{〈x, s, z〉 : f(x) + f(x+ s) + f(z) + f(z + s+ d) = d′}|
= |{〈x, y, z〉 : f(x) + f(y) + f(z) + f(x+ y + z + d) = d′}|

thus getting the distribution D4
f , etc. After log n such steps, we get the distri-

bution of Dnf .

When f is a sum of functions. We can get additional flexibility when f is
a sum of functions on disjoint arguments, f(x) = f1(x1) + · · · + fr(xr) (with
x = x1 . . . xr). In this case, one can use the procedure from above to compute the
tablesDi[d, d′] for the individual f i’s. If all the xi’s are of the same size, then each
of the Di’s takes up 2m

′+(m/r) space, and can be computed in time O(log n(m′+
(m/r))2m

′+(m/r)). Then, the “global” D table can again be computed using
convolutions. Specifically, for any fixed d = d1...dr, the 2m

′
-vector of entries

D[d, ·] can be computed as the convolutions of the 2m
′
-vectors D1[d1, ·], D2[d2, ·],

..., Dr[dr, ·],
D[d, ·] = D1[d1, ·] � D2[d2, ·] � · · · � Dr[dr, ·]

At first glance, this does not seem to help much: Computing each convolution
takes time O(r ·m′2m′

), and we need to repeat this for each d ∈ {0, 1}m, so the
total time is O(rm′2m+m′

). However, we can do much better than that.
Instead of storing the vectors Di[di, ·] themselves, we store their image un-

der the Walsh-Hadamard transform, ∆i[di, ·] def= H(Di[di, ·]). Then, to compute
the vector D[

〈
d1...dr

〉
, ·], all we need is to multiply (point-wise) the correspond-

ing ∆i[di, ·]’s, and then apply the inverse Walsh-Hadamard transform to the
result. Thus, once we have the tables Di[·, ·], we need to compute r · 2m/r
“forward transforms” (one for each vector Di[di, ·]), and 2m inverse transforms
(one for each

〈
d1...dr

〉
. Computing each transform (or inverse) takes O(m′2m

′
)

time. Hence, the total time (including the initial computation of the Di’s) is
O
(
log n(rm′ +m)2m

′+(m/r) +m′2m+m′
)
, and the total space that is needed is

O(2m+m′
).

If the amount of text that is needed is less than 2m, then we can optimize
even further. In this case the attacker need not store the entire table D in
memory. Instead, it is possible to store only the Di tables (or rather, the ∆i[·, ·]
vectors), and compute the entries of D during the on-line part, as they are
needed. Using this method, the off-line phase takes O(log n(rm′+m)2m

′+(m/r))
time and O(r2m

′+m/r) space to compute and store the vectors ∆i[·, ·], and the
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on-line phase takes O(m′2m
′
) time per sample. Thus the total time complexity

here is O(log n(rm′+m)2m
′+(m/r) +Sm′2m

′
), where S is the number of samples

needed to distinguish D from R.

5.4 An Attack on Scream-0

The stream cipher Scream (with its variants Scream-0 and Scream-F) was pro-
posed very recently by Coppersmith, Halevi and Jutla. A detailed description of
Scream is available in [2]. Below we only give a partial description of Scream-0,
which suffices for the purpose of our attack.

Scream-0 maintains a 128-bit “non-linear state” x, two 128-bit “column
masks” c1, c2 (which are modified every sixteen steps), and a table of sixteen
“row masks” R[0..15]. It uses a non-linear function NF , somewhat similar to a
round of Rijndael. Roughly speaking, the steps of Scream-0 are partitioned to
chunks of sixteen steps. A description of one such chunk is found in Figure 2.

1. for i = 0 to 15 do
2. x := NF (x + c1) + c2
3. output x + R[i]
4. if i is even, rotate c1 by 64 bits
5. if i is odd, rotate c1 by some other amount
6. end-for
7. modify c1, c2, and one entry of R, using the function NF (·)

Fig. 2. sixteen steps of Scream-0.

Here we outline a low-diffusion attack on the variant Scream-0, along the
lines above, that can reliably distinguish it from random after observing merely
243 bytes of output, with memory requirement of about 250 and work-load of
about 280. This attack is described in more details in the long version of [2].

As usual, we need to find a “distinguishing characteristic” of the non-linear
function (in this case, a low-diffusion characteristic), and a combination of steps
in which the linear process vanishes. The linear process consists of the ci’s and
the R[i]’s. Since each entry R[i] is used sixteen times before it is modified, we
can cancel it out by adding two steps were the same entry is used. Similarly,
we can cancel c2 by adding two steps within the same “chunk” of sixteen steps.
However, since c1 is rotated after each use, we need to look for two different
characteristics of the NF function, such that the pattern of input bits in one
characteristic is a rotated version of the pattern in the other.

The best such pair of “distinguishing characteristics” that we found for
Scream-0, uses a low-diffusion characteristic for NF in which the input bits
pattern is 2-periodic (and the fact that c1 is rotated every other step by 64
bits). Specifically, the four input bytes x0, x5, x8, x13, together with two bytes
of linear combinations of the output NF (x), yield the two input bytes x2, x10,
and two other bytes of linear combinations of the output NF (x). In terms of the
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parameters that we used above, we have m = 48 input and output bits, which
completely determine m′ = 32 other input and output bits.

To use this relation, we can observe these ten bytes from each of four steps,
(i.e., j, j+1, j+16k, j+1+16k for even j and k < 16). We can then add them up
(with the proper rotation of the input bytes in steps j+1, j+17), to cancel both
the “row masks” R[i] and the “column masks” c1, c2. This gives us the following
distribution D = 〈u1 + u2 + u3 + u4, f1(u1) + f2(u2) + f1(u3) + f2(u4)〉, where
the ui’s are modeled as independent, uniformly selected, 48-bit strings, and f1, f2
are two known functions fj : {0, 1}48 → {0, 1}32. (The reason that we have two
different functions is that the order of the input bytes is different between the
even and odd steps.) Moreover, each of the two fj ’s can be written as a sum
of three functions over disjoint parts, fj(x) = f1

j (x1) + f2
j (x2) + f3

j (x3) where
|x1| = |x2| = |x3| = 16.

This is one of the “extensions” that were discussed in Section 5.2. Here we
have n = 4, m = 48, m′ = 32, r = 3, and two different functions. Therefore, we
expect to get statistical distance of c′(n)3 · 2(3m′−(n−1)m)/2, with

c′(n) ≈
√

2/π ·
√(

n!
(n/2)! 2n/2

)2

−
(

(n/2)!
(n/4)! 2n/4

)4

Plugging in the parameters, we have c′(4) ≈ √2/π · √8, and the expected sta-
tistical distance is roughly (16/π)3/2 · 2−24 ≈ 2−20.5. We therefore expect to be
able to reliably distinguish D from random after about 241 samples. Roughly
speaking, we can get 8 · (142 ) ≈ 210 samples from 256 steps of Scream-0. (We
have 8 choices for an even step in a chunk of 16 steps, and we can choose two
such chunks from a collection of 14 in which the three row masks in use remain
unchanged.) So we need about 231 · 256 = 239 steps, or 243 bytes of output.

Also, in Section 5.3 we show how one could efficiently implement the maxi-
mum-likelihood decision rule to distinguish D from R, using Walsh-Hadamard
transforms. Plugging the parameters of the attack on Scream-0 into the general
techniques that are described there, we have space complexity of O(r2m

′+m/r),
which is about 250. The time complexity isO(log n(rm′+m)2m

′+(m/r)+Sm′2m
′
),

where in our case S = 241, so we need roughly 280 time.

6 Conclusions

In this work we described a general cryptanalytical technique that can be used to
attack ciphers that employ a combination of a “non-linear” process and a “linear
process”. We analyze in details the effectiveness of this technique for two special
cases. One is when we exploit linear approximations of the non-linear process,
and the other is when we exploit the low diffusion of (one step of) the non-linear
process. We also show how these two special cases are useful in attacking the
ciphers SNOW [5] and Scream-0 [2].

It remains an interesting open problem to extend the analysis that we have
here to more general “distinguishing characteristics” of the non-linear process.
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For example, extending the analysis of the low-diffusion attack from Section 5.1
to the case where the functions f is key-dependent (and thus not known to the
adversary) may yield an effective attack on Scream [2].

In addition to the cryptanalytical technique, we believe that another contri-
bution of this work is our formulation of attacks on stream ciphers. We believe
that explicitly formalizing an attack as considering sequence of uncorrelated
steps (as opposed to one continuous process) can be used to shed light on the
strength of many ciphers.
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11. J. D. Golić. Linear statistical weakness of alleged RC4 keystream generator. In
W. Fumy, editor, Advances in Cryptology – Eurocrypt’97, volume 1233 of Lecture
Notes in Computer Science, pages 226–238. Springer-Verlag, 1997.

12. H. Handschuh and H. Gilbert. χ2 cryptanalysis of the SEAL encryption algorithm.
In Proceedings of the 4th Workshop on Fast Software Encryption, volume 1267 of
Lecture Notes in Computer Science, pages 1–12. Springer-Verlag, 1997.

13. T. Johansson and F. Jönsson. Fast correlation attacks based on turbo code tech-
niques. In Advances in Cryptology – CRYPTO ’99, volume 1666 of Lecture Notes
in Computer Science, pages 181–197. Springer-Verlag, 1999.



532 Don Coppersmith, Shai Halevi, and Charanjit Jutla

14. T. Johansson and F. Jönsson. Improved fast correlation attacks on stream ciphers
via convolution codes. In Advances in Cryptology – Eurocrypt ’99, volume 1592 of
Lecture Notes in Computer Science, pages 347–362. Springer-Verlag, 1999.

15. M. Matsui. Linear cryptanalysis method for DES cipher. In Advances in Cryptol-
ogy, EUROCRYPT’93, volume 765 of Lecture Notes in Computer Science, pages
386–397. Springer-Verlag, 1993.

16. R. N. McDonough and A. D. Whalen. Detection of Signals in Noise. Academic
Press, Inc., 2nd edition, 1995.

17. W. Meier and O. Staffelbach. Fast correlation attacks on stream ciphers. Journal
of Cryptology, 1(3):159–176, 1989.

18. P. Rogaway and D. Coppersmith. A software optimized encryption algorithm.
Journal of Cryptology, 11(4):273–287, 1998.

19. D. Sundararajan. The Discrete Fourier Transform: Theory, Algorithms and Ap-
plications. World Scientific Pub Co., 2001.

20. S. P. Vadhan. A Study of Statistical Zero-Knowledge Proofs. PhD thesis, MIT
Department of Mathematics, August 1999.

21. D. Watanabe, S. Furuya, H. Yoshida, and B. Preneel. A new keystream
generator MUGI. In Fast Software Encryption, Lecture Notes in Com-
puter Science. Springer-Verlag, 2002. Description available on-line from
http://www.sdl.hitachi.co.jp/crypto/mugi/index-e.html.



The Filter-Combiner Model
for Memoryless Synchronous Stream Ciphers

Palash Sarkar

Cryptology Research Centre
Applied Statistics Unit

Indian Statistical Institute
203, B.T. Road,

Kolkata 700035 India
palash@isical.ac.in

Abstract. We introduce a new model – the Filter-Combiner model –
for memoryless synchronous stream ciphers. The new model combines
the best features of the classical models for memoryless synchronous
stream ciphers – the Nonlinear-Combiner model and the Nonlinear-Filter
model. In particular, we show that the Filter-Combiner model provides
key length optimal resistance to correlation attacks and eliminates weak-
nesses of the NF model such as the the Anderson leakage and the In-
version Attacks. Further, practical length sequences extracted from the
Filter-Combiner model cannot be distinguished from true random se-
quences based on linear complexity test. We show how to realise the
Filter-Combiner model using Boolean functions and cellular automata.
In the process we point out an important security advantage of sequences
obtained from cellular automata over sequences obtained from LFSRs.

Keywords: synchronous stream ciphers, linear feedback shift registers,
cellular automata, nonlinear filter model, nonlinear combiner model,
filter-combiner model.

1 Introduction

Stream ciphers are a basic cryptographic primitive. They are used widely for both
defence communications and industrial applications. The underlying principle
behind stream ciphers is the following. Letm(t), t ≥ 0 be the sequence of message
bits. Let z(t), t ≥ 0 be a sequence of pseudorandom bits (also called the key
sequence). Then c(t) = m(t)⊕z(t), t ≥ 0 is the sequence of cipher bits. Decryption
is done by computing c(t) ⊕ z(t) = m(t). The security of the system depends on
the security of the pseudorandom bits z(t).

Stream ciphers are usually classified into two broad categories – synchronous
and asynchronous stream ciphers. In synchronous stream ciphers the key bits do
not depend on the message or cipher bits while in asynchronous stream ciphers
the key bits depend on previous cipher and/or message bits. There are two
classical models of memoryless synchoronous stream ciphers – the Nonlinear-
Filter model and the Nonlinear-Combiner model. See [12,14,5] for more details
on stream ciphers.

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 533–548, 2002.
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Both the standard models are built using Linear Feedback Shift Registers
(LFSRs) and Boolean functions. In the Nonlinear-Combiner model exactly one
bit sequence is extracted from each LFSR and all the bit sequences are combined
using a Boolean function to generate the key sequence. In the Nonlinear-Filter
model several bit sequences are generated from a single LFSR and these are then
combined using a Boolean function to generate the key sequence.

Here we introduce the Filter-Combiner model for memoryless synchronous
stream ciphers. This model is a combination of the Nonlinear-Filter and the
Nonlinear-Combiner model. In the Filter-Combiner model there are several Lin-
ear Finite State Machines (LFSMs) each of which generate multiple bit se-
quences. These sequences are combined using a Boolean function to produce
the key sequence. We show that the Filter-Combiner model has the following
features.

1. Provides key length optimal resistance to correlation attack and hence over-
comes the main disadvantage of the Nonlinear-Combiner model.

2. Eliminates weaknesses of the Nonlinear-Filter model which arises due to the
fact that multiple sequences are extracted from a single LFSR.

3. Practical sized key sequences extracted from the Filter-Combiner model can-
not be distinguised from random strings based on linear complexity tests.

Thus the new model combines the best features of the previous two models.
An important part in eliminating LFSR based weaknesses is the realisation of
the LFSMs by Cellular Automata (CA). We identify the main problem of using
LFSR in the Nonlinear-Filter model and show that this can be eliminated by
using an important property of sequences obtained from CA. To the best of our
knowledge, this is the first work to identify the important security advantage
that can be obtained in replacing LFSR by CA.

We believe that as a consequence of our work, future models for practical
stream ciphers will be based on the Filter-Combiner model rather than the
Nonlinear-Filter or the Nonlinear-Combiner model.

2 Standard Models

IF2 is the finite field of two elements and ⊕ denotes addition over IF2 as well as
the vector space IFl2 over IF2. The common models of generating the key stream
are built out of two kinds of primitives – linear finite state machines (LFSMs)
and Boolean functions.

An l-bit LFSMM is a pair (IFl2,M), where M is an l× l matrix. The internal
state of M is described by an l-bit vector. The evolution of M over discrete
time points t ≥ 0 is described by a sequence of l-bit vectors S(0), S(1), . . ., where
S(t+1) = MS(t). Thus only the vector S(0) (called the initial condition of M)
need to be specified for M to start operation. For t ≥ 0, the vector S(t) will be
written as S(t) = (s(t)1 , . . . , s

(t)
l ).

An n-variable Boolean function f is a map f : {0, 1}n → {0, 1}. The weight
of a binary string s, denoted by wt(s) is defined to be the number of ones in s.
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2.1 Nonlinear-Filter (NF) Model

In this model one LFSM M = (IFl2,M) and one n-variable Boolean function
f(x1, . . . , xn) are used. Let S(0), S(1), . . . be the sequence of n-bit vectors gener-
ated byM. Then the key stream z(t) is obtained in the following manner.

z(t) = f(s(t)i1 , . . . , s
(t)
in

), for t ≥ 0, (1)

where S(t) = (s(t)1 , . . . , s
(t)
l ), i1, . . . , in ∈ {1, . . . , l} and are distinct.

In this case, the secret key of the entire system is the initial condition S(0)

of the LFSM giving rise to an l-bit secret key. We will call the nonlinear filter
model the NF model.

2.2 Nonlinear-Combiner (NC) Model

In this model n LFSMs M1 = (IFl12 ,M1), . . . ,Mn = (IFln2 ,Mn) and one n-
variable Boolean function f(x1, . . . , xn) are used. Let S(t)

i , t ≥ 0 be the sequence
of vectors generated by LFSMMi, 1 ≤ i ≤ n. Further, let S(t)

i = (s(t)i,1, . . . , s
(t)
i,li

).
Then the key stream z(t) is generated in the following manner.

z(t) = f(s(t)1,1, . . . , s
(t)
n,1), for t ≥ 0. (2)

In this case the secret key of the entire system consists of the intial conditions
S

(0)
1 , . . . , S

(0)
n of all the LFSMs giving rise to an (l1 + . . .+ ln)-bit secret key. We

will call the nonlinear combiner model the NC model.

3 Model Components

3.1 Linear Finite State Machines

Let M = (IFl2,M) be an LFSM generating the sequence of l-bit vectors S =
S(0), S(1), . . ., where S(t) = (s(t)1 , . . . , s

(t)
l ). Let p(x) = xl⊕al−1x

l−1⊕. . .⊕a1x⊕a0
be the characteristic polynomial for M . It is known that if p(x) is primitive over
IF2, then the sequence S has period 2l−1 (see [9]). Further, each of the sequences
s
(t)
i , 1 ≤ i ≤ l also has period 2l − 1. This is the maximum possible period that

can be obtained from a linear machine.
The most popular implementation of an LFSM is by a Linear Feedback Shift

Register (LFSR). We will also consider implementation using Cellular Automata
(CA). Below we briefly describe both LFSR and CA.

Linear Feedback Shift Register (LFSR). For an LFSR, the matrix M is
the companion matrix of p(x) and as a result the following two relations hold.

s
(t+1)
j+1 = s

(t)
j t ≥ 0, 1 ≤ j < l,

s
(t+1)
1 =

⊕l−1
i=0 al−1+is

(t)
i+1.

}
(3)
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Each of the sequences s(t)i , 1 ≤ i ≤ t satisfy a linear recurrence whose character-
istic polynomial is p(x) (see [9]). For i ≥ 1 the sequence s(t)i+1 is obtained from
the sequence s(t)i by a single shift in the time domain. We record this as follows.

Fact 1 The relative shift between two sequences s(t)i and s
(t)
j extracted from a

single LFSR is |i− j|.
An LFSR is simple to implement in hardware using an l-bit register and

l1 = |{i : ai = 1, 0 ≤ i ≤ l − 1}| XOR gates. The initial condition S(0) is loaded
into the register to start operation. The next state is determined by (3).

Cellular Automata (CA). In case of CA the matrix M is a tridiagonal ma-
trix. If the upper and lower subdiagonal entries of M are all 1 then the CA
is called a 90/150 CA. We will only consider 90/150 CA. Let c1 . . . cl be the
main diagonal entries of M . Then the following relations hold for the sequence
of vectors S(0), S(1), . . ..

s
(t+1)
1 = c1s

(t)
1 ⊕ s(t)2 ,

s
(t+1)
i = s

(t)
i−1 ⊕ cis(t)i ⊕ s(t)i+1 for 2 ≤ i ≤ l − 1,

s
(t+1)
l = s

(t)
l−1 ⊕ cls(t)l .


 (4)

A CA can be implemented in hardware using an l-bit register and l XOR
gates. The initial condition S(0) is loaded into the register for the CA to start
operation. The next state of the CA is obtained using (4).

For 1 ≤ i < j < l, the shift between the sequences s(t)i and s
(t)
j depends

upon the CA being used. A general algorithm to compute these shifts have been
obtained in [16]. Observations suggest that these shifts can be exponential in l.
In Section 7, we discuss this point in detail and conclude that this feature is an
important security advantage of CA over LFSR.

3.2 Boolean Functions

An n-variable Boolean function f(x1, . . . , xn) can be represented by a unique
multivariate polynomial over IF2. Thus f(x1, . . . , xn) can be written as

f(x1, . . . , xn) =
⊕

(i1,...,in)∈IFn

2

g(i1, . . . , in)xi11 . . . xinn (5)

where g(x1, . . . , xn) is another n-variable Boolean function. The representation
of f in (5) is called the algebraic normal form (ANF) of f . The degree of f ,
deg(f) is defined to be max{wt(i1 . . . in) : g(i1, . . . , in) = 1}.

The weight of an n-variable Boolean function f is denoted by wt(f) and is
defined as wt(f) = |{(i1, . . . , in) ∈ IFn2 : f(i1, . . . , in) = 1}|. The function f
is balanced if wt(f) = 2n−1. The distance between two n-variable functions f
and g is denoted by d(f, g) and is defined as d(f, g) = |{(i1, . . . , in) ∈ IFn2 :
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f(i1, . . . , in) �= g(i1, . . . , in)}|. The probability that f and g are unequal is given
by Prob[f �= g] = d(f,g)

2n .
The Walsh transform of f is an integer valued function Wf : {0, 1}n →

[−2n, 2n] defined as Wf (u) =
∑
x∈IFn

2
(1)f(x)⊕〈u,x〉, where 〈u, x〉 = u1x1 ⊕ . . . ⊕

unxn is the inner product of u and x considered as vectors over IF2.
The notion of correlation immune (CI) functions was introduced by Siegen-

thaler [18]. A characterization of correlation immunity in terms of Walsh trans-
form was obtained in [21]. We present this characterization as our definition.
An n-variable function f is said to be correlation immune of order m (m-CI)
if Wf (u) = 0 for all 1 ≤ wt(u) ≤ m. A balanced m-CI function is said to be
m-resilient.

For u ∈ IFn2 , let λu(x1, . . . , xn) be a linear function defined as

λu(x1, . . . , xn) = 〈u, (x1, . . . , xn)〉.
Then Wf (u) = 2n − 2 × d(f, λu). Let An = {λu ⊕ b : u ∈ IFn2 , b ∈ {0, 1}}
be the set of all n-variable affine functions. The nonlinearity of f is defined
to be nl(f) = ming∈An d(f, g). Equivalently, this can be written as nl(f) =
2n−1 − 1

2 maxu∈IFn

2
|Wf (u)|. Any function g ∈ An such that d(f, g) = nl(g) is

said to be a best affine approximation of f .

4 Correlation Attacks

The currently known most powerful class of attacks on both the NF and the
NC model is the class of correlation attacks. We describe the basic idea of a
correlation attack with reference to the NC model.

In the NC model, n input bit sequences are combined by an n-variable
Boolean function f(x1, . . . , xn) to produce the key sequence z(t). For notational
convenience we will denote the n input sequence to f by x(t)

1 , . . . , x
(t)
n . The input

sequence x(t)
i is produced by an LFSM of length li. For t ≥ 0, we have

z(t) = f(x(t)
1 , . . . , x(t)

n ). (6)

Suppose Wf (u) �= 0 for some u ∈ IFn2 , with wt(u) = 1. Let i be such that
ui = 1 and for j �= i, uj = 0. In this situation first order correlation attacks
are applicable. The function λu(x1, . . . , xn) is equal to xi. The idea is to use
the bias βu = |Prob(λu = f) − 1

2 | = |Wf (u)|
2n+1 to estimate the sequence x(t)

i from
the sequence z(t) (or even from the cipher sequence c(t)). This was originally
proposed by Siegenthaler [19]. Recently a great deal of work has been done in
this area (see [3,4]).

If βu = 0 for all u with wt(u) = 1, then it is not possible to directly estimate
any x(t)

i from z(t). In this case a higher order attack can be carried out as follows.
Suppose f is m-CI but not (m+ 1)-CI. Then there exists u ∈ IFn2 with wt(u) =
m+ 1 such that Wf (u) �= 0. Let i1, . . . , im+1 be such that ui1 = . . . = uim+1 = 1
and uj = 0 for j �∈ {i1, . . . , im+1}. Define βu as before. Then the bias βu is
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used to estimate the sequence y(t) = x
(t)
i1
⊕ . . .⊕x(t)

im+1
. The individual sequences

x
(t)
i1
, . . . , x

(t)
im+1

can be obtained from y(t) by solving a system of linear equations.
Define L = li1 + . . . + lim+1 . The linear complexity (see Section 8) of the

sequence x(t)
i1
⊕ . . . ⊕ x(t)

im+1
is L (see Lemma 1). Let N be the number of key

bits required to successfully carry out the attack. The parameter N depends on
the bias βu and the length L. Most work on correlation attacks present only
simulation studies. Recently, some theoretical analysis has been done in [4,3].
We briefly describe the analysis from [4].

N 	 1
4
· (2kt!ln2)

1
t · β−2

u · 2
L−k

t , (7)

where k and t are algorithm parameters. The attack stores certain parity check
relations and consists of a precomputation phase and a decoding phase. The
complexity of the precomputation phase is approximatelyN�(t−1)/2� and requires
N�(t−1)/2	 memory. The number of parity check relations that need to be stored
is roughly Nt

t! · 2−(L−k) and the decoding complexity is 2k times the number of
parity checks. Thus the attack becomes infeasible if either βu is sufficiently close
to 0 or L is sufficiently large.

4.1 Resistance of the NC Model to Correlation Attacks

For u ∈ {0, 1}n, define l(u) = u1l1 + · · · + unln. For an m-resilient function f
define

αf = min
Wf (u) 
=0,wt(u)=m+1

l(u).

The lengths of the LFSMs in the NC model are l1, . . . , ln and the secret key
length is l = l1 + · · · + ln. However, the complexity of a correlation attack
depends on the parameter αf which is less than l. Thus we obtain the following
fact.

Fact 2 The resistance to correlation attack provided by the NC model is sub-
optimal in the secret key length.

Remark: A consequence of this fact is that to obtain a desired level of secu-
rity one has to choose a significantly longer secret key. This is clearly a major
shortcoming of the NC model.

5 The Filter-Combiner (FC) Model

In this section we present our new model – the Filter-Combiner Model. We will
call this model the FC model. We present a formal description of the model.
Components of the model: An n-variable Boolean function f(x1, . . . , xn) and
k (1 < k < n) LFSMsM1 = (IFl12 ,M1), . . . ,Mk = (IFlk2 ,Mk). The characteristic
polynomials of M1, . . . ,Mk are chosen to be primitive and l1, . . . , lk are chosen
to be all distinct.
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Keystream generation: LFSMMj produces lj bit sequences. Out of these ij
bit sequences yj,1, . . . , yj,ij are chosen, where i1 + . . .+ ik = n. The key stream
z(t) is generated as follows.

z(t) = f(y(t)
1,1, . . . , y

(t)
1,i1 , y

(t)
2,1, . . . , y

(t)
2,i2 , . . . , y

(t)
k,1, . . . , y

(t)
k,ik

) for t ≥ 0. (8)

Constraints on the model: Denote the sequences

y
(t)
1,1, . . . , y

(t)
1,i1 , y

(t)
2,1, . . . , y

(t)
2,i2 , . . . , y

(t)
k,1, . . . , y

(t)
k,ik

by x(t)
1 , . . . , x

(t)
n , where x1, . . . , xn are the input variables to the function f . For

each variable xi define FSM(xi) = j such that the sequence x(t)
i is one of the

sequences y(t)
j,1, . . . , y

(t)
j,ij

. The following conditions must hold on the model.

1. If Wf (u) �= 0, then {FSM(xi1), . . . , FSM(xip)} = {1, . . . , k}, where ui1 =
. . . = uip = 1 and uj = 0 for j /∈ {i1, . . . , ip}.

2. For 1 ≤ j ≤ k, ij bit sequences are extracted from LFSM Mj where i1 +
· · · + ik = n. Let n = qk + r = r(q + 1) + (k − r)q, where 0 ≤ r < k. We
require i1 = . . . = ir = 
nk � and ir+1 = . . . = ik = �nk 
.

3. ij ≤ log2 lj for 1 ≤ j ≤ k.
4. If FSM(xi) = FSM(xj) = p, then the shift between the sequences x(t)

i and
x

(t)
j must be in the range [2

lp

ip
− εp, 2lp

ip
+ εp] for some εp � 2lp .

5. The maximum length of a message that should be encrypted by the system
is min1≤j≤k( 2lj

ij
− εj).

Remark: Suppose x(t) and y(t) are obtained from a LFSM of length l having
period 2l − 1. Further suppose the shift between x(t) and y(t) is s. Since the
sequences x(t) and y(t) both have period 2l − 1, the backward shift between
these two sequences is 2l − 1 − s. We would like to have both the forward and
backward shifts between x(t) and y(t) to be exponential in l. Hence in Constraint
4 above we require the (forward) shift between x(t) and y(t) to be within a certain
range instead of requiring a lower bound on this shift.

Proposition 1. Let f be m-resilient and suppose Constraint 1 holds. Then k ≤
m+ 1.

Proof. Suppose k > m + 1 and u ∈ IFn2 be such that wt(u) = m + 1 and
Wf (u) �= 0. Let ui1 = . . . = uim+1 = 1 and uj = 0 for j �∈ {i1, . . . , im+1}. Then
|{FSM(xi1), . . . , FSM(xim+1)}| ≤ m+ 1 < k. Hence Constraint 1 is violated.

��
Proposition 2. Suppose Constraint 2 holds. Then Constraint 3 holds if and
only if

lj ≥ 2�(n/k)� if 1 ≤ j ≤ r
≥ 2�(n/k)	 if r + 1 ≤ j ≤ k. (9)
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Proposition 3. Suppose Constraints 3 and 4 hold. Then the shift between the
sequences x(t)

i and x(t)
j is at least 2lp−log2 log2 lp − εp, where

FSM(xi) = FSM(xj) = p.

Remark: 1. Proposition 3 assures us that the shift between any two sequences
obtained from the same LFSM is “exponential” in the length of the LFSM.
2. Constraint 5 guarantees that no bit generated by any LFSM is used more
than once.
3. Constraint 4 is to be contrasted with Fact 1 in Section 3.1. An immediate
consequence is that Constraint 4 cannot be realised using LFSR. In Section 9.2
we show that Constraint 4 can be achieved using CA.

6 Resistance to Correlation Attacks

In this section we show that the resistance to correlation attacks provided by the
FC model is optimal in the key length. This is a direct consequence of Constraint
1 in the design criteria. We first prove the following result.

Lemma 1. Let x(t)
1 and x

(t)
2 be two linear recurring sequences having distinct

characteristic polynomials p1(x) and p2(x) of degrees d1 and d2 respectively.
Assume that p1(x) and p2(x) are both primitive. Then the linear complexity of
the sequence x(t) = x

(t)
1 ⊕ x(t)

2 is d1 + d2.

Proof. Let α1, . . . , αd1 be the roots of p1(x) and β1, . . . , βd2 be the roots of p2(x).
We can write (see for example [15])

x
(t)
1 = A1α

t
1 ⊕ . . .⊕Ad1αtd1 ,

x
(t)
2 = B1β

t
1 ⊕ . . .⊕Bd2βtd2 .

(10)

Here A1, . . . , Ad1 (resp. B1, . . . , Bd2) are constants determined solely by the ini-
tial d1 (resp. d2) bits of x(t)

1 (resp. x(t)
2 ). Thus we can write

x(t) = A1α
t
1 ⊕ . . .⊕Ad1αtd1 ⊕B1β

t
1 ⊕ . . .⊕Bd2βtd2 (11)

The roots α1, . . . , αd1 and β1, . . . , βd2 are elements of the field GF (2lcm(d1,d2)).
Since p1(x) and p2(x) are primitive it is not difficult to see that {α1, . . . , αd1} ∩
{β1, . . . , βd2} = ∅. Hence using (11) it follows that the linear complexity of x(t)

is d1 + d2 (see [15]). ��
Theorem 1. The FC model provides key length optimal resistance to correlation
attacks.

Proof: Let f(x1, . . . , xn) be the m-resilient Boolean function which combines
the input bit sequences. Let xi1 , . . . , xim+1 be such that Wf (u) �= 0, where ui1 =
. . . = uim+1 = 1 and for j /∈ {i1, . . . , im+1}, uj = 0. Using Constraint 1 this
implies {FSM(xi1), . . . , FSM(xim+1)} = {1, . . . , k}.
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Let the characteristic polynomials of the LFSMs be p1(x), . . . , pk(x) of de-
grees l1, . . . , lk. Let the roots of the polynomial pi(x) be αi,j , 1 ≤ j ≤ li in
the field GF (2a), where a = lcm(l1, . . . , lk). Then any bit sequence y(t) ob-
tained from LFSM Mi can be written as y(t) = A1α

t
i,1 ⊕ . . . ⊕ Aliαti,li , where

A1, . . . , Ali are constants dependent on the initial li bits of the sequence y(t).
Let x(t) = xi1 ⊕ . . .⊕xim+1 . The characteristics polynomials p1(x), . . . , pk(x)

are primitive by model criteria. Hence the roots αi,j are all distinct. Using the
fact that {FSM(xi1), . . . , FSM(xim+1)} = {1, . . . , k}, we can write

x(t) =
k⊕
i=1

li⊕
j=1

Ci,jαi,j . (12)

Here Ci,j ∈ GF (2a) are constants and are completely determined by the bits

x
(1)
i1
, . . . , x

(l1)
i1

, . . . , x
(1)
im+1

, . . . , x
lm+1
im+1

.

Hence the linear complexity of the sequence x(t) is L = l1 + . . . + lk. In other
words, if we want to obtain x(t) by a linear recurrence, then the degree of the
characteristic polynomial of the recurrence is at least L. Thus in any correlation
attack, the number of key bits required for a successful attack depends on L.
Since the length of the secret key is also L, the resistance to correlation attacks
is optimal in the key length. ��
Remark: Theorem 1 shows that with respect to correlation attacks the FC model
is superior to the NC model (see Fact 2 in Section 4.1).

7 Eliminating Weaknesses of the NF Model

In traditional implementation of the NF model a single LFSR is used to imple-
ment the LFSM. This means that more than one sequence is extracted from a
single LFSR. Extracting more than one sequence from a single LFSR makes the
system vulnerable to certain kinds of attacks.
Anderson Leakage: Suppose an LFSR of length l and an n-variable function
f(x1, . . . , xn) is used to implement the NF model. Let the l sequences of the
LFSR be s(t)i , for 1 ≤ i ≤ t. Suppose the sequence x(t)

j = s
(t)
ij

for 1 ≤ j ≤ n.

Then the relative shift between two sequences x(t)
j1

and x
(t)
j2

is |ij1 − ij2 | ≤ l.

Since the period of any of the sequences x(t)
j is 2l−1, the relative shifts between

the sequences are comparatively small. Thus the inputs to the function f are
obtained from the same sequence with small shifts. This results in information
leakage from the input to the output even if the function f is resilient. No
general algorithm is known which can exploit this attack. However, Anderson [1]
has provided convincing evidence of the leakage phenomenon.

We use Proposition 3 and Constraint 5 to show that the FC model is resistant
to Anderson leakage. Proposition 3 states that the relative shift in the sequences
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extracted from two tap positions must be “exponential” in the length of the
LFSM. Constraint 5 states that the maximum length of the message that should
be enciphered by the system is less than the minimum shift between any two
sequences obtained from a single LFSM. Thus any bit of an extracted sequence
is used at most once to generate the pseudo random key stream. Thus Anderson
leakage is not applicable to the FC model.
Inversion Attacks: The idea behind a basic or generalized inversion attack [7,8]
is the following. Suppose the LFSR used is of length l. The attack proceeds as
follows.

1. Guess q (< l) bits of the initial condition.
2. Extend these q bits to l bits using (l− q) of the known bits of the keystream

and the relation among the bits of the LFSR defined by the Boolean function.
3. Use the l-bits to generate a segment of the key and check whether this

segment is equal to the segment produced by the secret initial condition. If
two are equal, then the l-bits form a possibly correct initial condition.

Step 2 is the most important step in the attack. However, the realisation of
this step is crucially dependent on the fact that the n input sequences to the
Boolean function satisfy the same linear recurrence, i.e., they are obtained from
a single LFSR.

In the FC model, the input sequences to the Boolean function satisfy distinct
linear recurrences. There does not seem to be any way of applying the inversion
attack even when the input sequences are obtained from only two distinct linear
recurrences. In fact, it appears that this is also the reason why the inversion
attack has not been applied to the NC model.
Remark: An anonymous referee has provided an example to show that the
property of exponential size shifts between the sequences do not necessarily
provide resistance to inversion attacks.

We summarize the discussion of this section in the following fact.

Fact 3 Anderson leakage and Inversion attacks are not applicable to the FC
model.

Remark: Combining the results of Sections 6 and 7 we see that with respect
to the considered attacks the FC model is superior to both the NF and the NC
models.

8 Linear Complexity

Given a bit sequence, a parameter of fundamental importance is its linear com-
plexity which is defined to be the length of a minimum length LFSR which can
generate the sequence. The linear complexity of a bit sequence generated by an
LFSMM = (IFl2,M) is l. Given an arbitrary bit sequence, its linear complexity
can be determined using the Berlekamp-Massey algorithm [11]. We record some
facts about linear complexity.

Fact 4 The expected linear complexity of a random string of length L is �L2 

(see [12]).
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Fact 5 In case of the NC model the linear complexity can be determined us-
ing a result of Rueppel and Staffelbach [15]. Suppose the lengths of the LFSMs
are l1, . . . , ln and the sequences are combined using an n-variable Boolean func-
tion f(x1, . . . , xn) whose ANF is

⊕
(i1,...,in)∈IFn

2
g(i1, . . . , in)xi11 . . . xinn . The lin-

ear complexity of z(t) = x
(t)
1 ⊕ . . . x(t)

n is ≤ ∑(i1,...,in)∈IFn

2
g(i1, . . . , in)li11 . . . linn

where equality is achieved if the lengths li, 1 ≤ i ≤ n are all distinct.

Fact 5 shows that (1 + l1) . . . (1 + ln) is an upper bound on the maximum
possible linear complexity in the NC model. Note that this upper bound is
substantially less than the value 2l1+...+ln .

For the NF model, it is more difficult to compute the linear complexity of
the generated entire key sequence. Let l be the secret key length. Rueppel [14]
has shown that for a class of Boolean functions it is possible to generate a key
sequence of guaranteed linear complexity at least

(
l
� l

2 	
)
. However, the functions

in this class do not necessarily satisfy the other requirements of high nonlinearity,
high correlation immunity (see [5]).

In case of the FC model, it is difficult to compute the linear complexity of
the entire sequence. Instead we conducted several experiments with different set
ups. We describe two set ups.

1. System 1 used 3 CA of lengths 15,16 and 17 bits whose characteristic poly-
nomials are primitive. Two sequences were extracted from the first two CA
and three sequences were extracted from the third CA satisfying Constraint
4 of the FC model. A 7-variable, resiliency 3, degree 3, nonlinearity 48 func-
tion was used to combine the extracted sequences satisfying Constraint 1 of
the FC model. The secret key length of the system is 48 bits.

2. System 2 used 3 CA of lengths 16,17 and 18 bits with primitive characteristic
polynomials. Two sequences were extracted from the first CA and three
sequences each were extracted from the last two CA satisfying Constraint 4
of the FC model. A 8-variable, resiliency 4, degree 3, nonlinearity 96 function
was used to combine the extracted sequences satisfying Constraint 1 of the
FC model. The secret key length is 51 bits.

In each of the above two cases we generated key sequences of lengths L equal to
210, 211, 212, 213, 214, 215 from randomly chosen secret keys (initial configurations
of the CA involved). The linear complexity was obtained in each case using the
Berlekamp-Massey algorithm as described in [12]. In all our experiments we
obtained linear complexity very close to L

2 , which is as expected for a random
bit sequence.

The secret key sizes of 48 and 51 bits are not sufficient in practical stream
ciphers. In practical situations the secret key length would be at least 128 and
the generated key sequence would be at most 230 between two key changes. It
would have been better to test the linear complexity of key sequences of length
around 230. However, the Berlekamp-Massey algorithm requires L2 operations
to compute the linear complexity of a key sequence of length L (see [12]). Thus
computing the linear complexity of a sequence of length 230 would require around
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260 operations. This makes it impractical to run such experiments. On the other
hand, our experiments confirm the following fact.

Fact 6 If the length L of the extracted key sequence of the FC model is small
compared to 2l (where l is the secret key length), then the linear complexity of the
sequence cannot be distinguished from the linear complexity of a random string.

9 Realization of the FC Model

There are four main constraints on the model that must be satisfied to build a
particular system. The first concerns the Boolean function and the connection
of the Boolean function to the LFSMs. The second to fourth concerns the imple-
mentation of the LFSMs. We describe methods for satisfying these constraints.

9.1 Satisfying Constraints 1 and 2

For u ∈ {0, 1}n, define Au = {i1, . . . , ip}, where ui1 = . . . = uip = 1 and uj �= 0
for j �∈ {i1, . . . , ip}.

Constraint 1 asks the following question. Can we construct an n-variable, m-
resilient Boolean function such that the variables x1, . . . , xn can be partitioned
into k sets A1, . . . , Ak, where Ai ∩ Au �= ∅ for 1 ≤ i ≤ k and for each u ∈ IFn2
with Wf (u) �= 0? We now describe a simple solution to this problem. We begin
with the following simple result.

Proposition 4. Let f(x1, . . . , xn) be a Boolean function of the form

f(x1, . . . , xn) = x1 ⊕ . . .⊕ xk ⊕ g(xk+1, . . . , xn).

If Wf (u) �= 0, then u1 = . . . = uk = 1.

Proof: Suppose that for some j ∈ {1, . . . , k}, we have uj = 0. Then the variable
xj does not occur in the linear function lu(x1, . . . , sn) = 〈u, (x1, . . . , xn)〉. Thus
the function

f(x1, . . . , xn)⊕ lu(x1, . . . , xn) = xj ⊕ h(x1, . . . , xj−1, xj+1, . . . , xn),

for some function h. Hence f ⊕ l is a balanced function and so Wf (u) = 0. ��
We can now describe our construction. Let f be an n-variable, m-resilient

function of the form

f(x1, . . . , xn) = x1 ⊕ . . .⊕ xk ⊕ g(xk+1, . . . , xn). (13)

Construction: Construct the sets Aj (1 ≤ j ≤ k) as follows.

1. Put element j in Aj .
2. Distribute the elements k+ 1, . . . , n to the sets Aj such that |Aj | = 
(n/k)�

if 1 ≤ j ≤ r and |Aj | = �(n/k)
 if r + 1 ≤ j ≤ k. Note that this can easily
be done.



The Filter-Combiner Model for Memoryless Synchronous Stream Ciphers 545

This construction ensures that for any u such that Wf (u) �= 0, we have Aj∩Au �=
∅ for all 1 ≤ j ≤ k. Thus Constraint 1 is satisfied. We extract the input sequences
x

(t)
i1
, . . . , x

(t)
ij

from LFSM Mi. By construction, each |Aj | is either �(n/k)
 or

(n/k)�. Hence Constraint 2 is also satisfied.

We briefly comment on the availability of n-variable, m-resilient Boolean
functions of the form described in (13). The construction of functions in the
form (13) was first described by Siegenthaler [18]. Later work [2,10] have inves-
tigated this construction. Note that a necessary condition is that k ≤ m. Under
this condition it is always possible to get n-variable, m-resilient functions in the
form (13). In fact, for certain values of the parameters n and m, it is also possible
to get functions in the form (13) which achieve the best possible trade-off among
resiliency, degree and nonlinearity (see [17]).

Let us now turn the question around and consider the following problem. We
first describe Constraint 1 formally as a decision problem.

Problem: CONS1

Instance: A family F = {Au ⊂ {1, . . . , n} : u ∈ IFn2 ,Wf (u) �= 0}, where f is
an n-variable, m-resilient Boolean function and a positive integer k such that
2 ≤ k ≤ m.

Question: Is there a k-partition A1, . . . , Ak of {1, . . . , n} such that Au∩Ai �= ∅,
for every Au ∈ F?

Even though Constraint 1 has been described as a decision problem we are
really interested in an actual k-partition A1, . . . , Ak. If we are able to obtain such
a partition, then for each Ai we can assign the variables xj1 , . . . , xji to the FSM
i. Solving CONS1 does not seem to be easy in general. We describe a modified
version of CONS1 which is easily proved to be NP-complete.

Problem: Generalized Set Splitting (GSS)

Instance: A family F = {T ⊂ {1, . . . , n} : |T | ≥ m}, and a positive integer k
with 2 ≤ k < n and k ≤ m.

Question: Is there a k-partition A1, . . . , Ak of {1, . . . , n} such that Ai ∩ T �= ∅
for 1 ≤ i ≤ k and for each T ∈ F?

The GSS problem is a generalized version of the set splitting problem (see [6,
page 221]) and is easily proved to be NP-complete. This does not prove the
CONS1 problem to be NP-complete, since in CONS1 the family F is obtained
from the nonzero points of the Walsh transform of a Boolean function whereas
in GSS the family F is an arbitrary collection. Thus it may be possible to
use algebraic properties of the Walsh transform of f to solve CONS1 easily
even though GSS is NP-complete. However, the NP-completeness of GSS is very
strong evidence of the intractibility of solving CONS1.

Remark: Given an n-variable, m-resilient Boolean function it might not be
possible to satisfy Constraint 1, i.e., there might not be a proper partition or
it might be computationally intractible to find a proper partition. However, we
have shown that for a large class of cryptographically significant functions it is
always possible to satisfy Constraint 1. Also there are examples of functions not
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of the type (13) for which it is possible to satisfy Constraint 1. Further research
will throw more light on the set of functions which satisfy Constraint 1.

9.2 Satisfying Constraints 3 and 4

Constraint 4 depends on the properties of the M1, . . . ,Mk. Suppose sequences
x

(t)
j1
, . . . , x

(t)
ji

are extracted from Mi. We require the relative shift between two

sequences x(t)
jk

and x(t)
jp

to be exponential in li.
We consider the use of CA to implement the LFSMs to satisfy Constraint 4.

(Note that from Fact 1 in Section 3.1 it follows that LFSRs cannot be used to
satisfy Constraint 4.) To do this we need to do the following two things.

1. Given an primitive polynomial p(x) of degree l, we need to construct a 90/150
CA which realizes M = (IFl2,M) such that the characteristic polynomial of
M is p(x).

2. Given a 90/150 CA producing l-bit state vectors S(t) = (s(t)1 , . . . , s
(t)
l ), we

need to compute the relative shift between any two sequences s(t)i and s(t)j .

Based on a result by Mesirov and Sweet [13], an efficient solution to the first
problem has been presented in [20]. Further, in [16] an algorithm to solve the
second problem has been presented.

Experimental results based on the algorithm of [16] show the following Fact.

Fact 7 For a 90/150 CA of length l with primitive characteristic polynomial,
it is possible to obtain at least p (log2 l ≤ p < l) positions such that the relative
shift between any two pair of these p positions is in the range [ 2

l

p − ε, 2l

p + ε] for
some ε� 2l.

Remark: Fact 7 should be contrasted with Fact 1. This underlines the enhanced
security features of CA sequences over LFSR sequences.

It immediately follows from Fact 7 that Constraints 3 and 4 can be satisfied
using CA. For the purpose of illustration we present a concrete example of a
24-cell 90/150 CA.
Example: Consider a 24 cell CA. Choose p(x) = x24 ⊕ x4 ⊕ x3 ⊕ x ⊕ 1 to
be the characteristic polynomial of the CA. The polynomial p(x) is primitive
(see [12, page 161]). We wish to obtain a 90/150 CA whose characteristic poly-
nomial is p(x). It is enough to obtain the main diagonal entries of the state
transition matrix (see Section 3.1). The main diagonal entries can be described
by a 24-bit string. Using the algorithm of [20], we obtain this string to be
110100111001001111001011. Let the sequences obtained from the 24 cells of the
CA be denoted by s

(t)
1 , . . . , s

(t)
24 . Define integers b1 = 0, b2, . . . , b24, such that

s
(t)
1 = s

(t+bi)
i for all t ≥ 0 and 1 ≤ i ≤ 24. Using the algorithm of [16], we obtain

the values (b1, . . . , b24) to be equal to

(0, 11662498, 16777213, 3837988, 12949649, 13910896, 13911015, 959496,
3720499, 15512414, 9453076, 13780753, 15184694, 2216344, 15313151, 3521236,

760233, 13711752, 13711633, 12750386, 3638725, 16577950, 11463235, 16577952).
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We select tap positions 1, 4, 11 and 20 and extract 4 = �log2(24)
 bit sequences
from the CA. The tuple (b1, b4, b11, b20) = (0, 3837988, 9453076, 12750386) rep-
resents the shift of the 4 sequences from the first sequence. The value of 224 is
16777216. We have

1. b4 = 222 − a4, where a4 = 356316.
2. b11 = 223 + a11, where a11 = 1064468.
3. b20 = 223 + 222 + a20, where a20 = 167474.

We have min{b4− b1, b11− b4, b20− b11, 224−1− b20} = min{222−a4, 222 +a11 +
a4, 222 + a20 − a11, 222 − a20 − 1} = 222 − 886994. Thus the system can encrypt
messages of length 222 − 886994 > 221. ��

10 Conclusion

In this paper we have introduced new ideas to improve upon the well studied
classical models of stream ciphers. An important constituent of our model is
the use of cellular automata. We point out an important security advantage of
cellular automata over linear feedback shift registers. We believe that our model
will form the basic skeleton for designing new practical stream cipher systems.
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Abstract. Thanks to a new upper bound, we study more precisely the
nonlinearities of Maiorana-McFarland’s resilient functions. We charac-
terize those functions with optimum nonlinearities and we give examples
of functions with high nonlinearities. But these functions have a pecu-
liarity which makes them potentially cryptographically weak. We study
a natural super-class of Maiorana-McFarland’s class whose elements do
not have the same drawback and we give examples of such functions
achieving high nonlinearities.
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1 Introduction

The Boolean functions used in stream ciphers are functions from Fn2 to F2, where
n is a positive integer. In practice, n is often small (smaller than or equal to 10),
but even for small values of n, searching for the best cryptographic functions by
visiting all Boolean functions in n variables is computationally impossible since
their number 22n is too large (for instance, for n = 7, it would need billions of
times the age of the universe on a work-station). Thus, we need constructions of
Boolean functions satisfying all necessary cryptographic criteria. Before describ-
ing the known constructions, we recall what are these cryptographic criteria.

Any Boolean function f in n variables (i.e. any F2-valued function defined
on the set Fn2 of all binary vectors of length n) admits a unique algebraic normal
form (A.N.F.):

f(x1, . . . , xn) =
∑

I⊆{1,...,n}
aI
∏
i∈I

xi,

where the additions are computed in F2, i.e. modulo 2, and where the aI ’s are
in F2. We call algebraic degree of a Boolean function f and we denote by d◦f
the degree of its algebraic normal form. The affine functions are those functions
of degrees at most 1. They are the simplest functions, from cryptographic view-
point. On the contrary, cryptographic functions must have high degrees (cf. [3,
16, 21, 27]).

M. Yung (Ed.): CRYPTO 2002, LNCS 2442, pp. 549–564, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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The Hamming weight wH(f) of a Boolean function f in n variables is the
size of its support {x ∈ Fn2 ; f(x) = 1}. The Hamming distance dH(f, g) between
two Boolean functions f and g is the Hamming weight of their difference, i.e. of
f + g (this sum is computed modulo 2). The nonlinearity of f is its minimum
distance to all affine functions. We denote by Nf the nonlinearity of f . Func-
tions used in stream ciphers must have high nonlinearities to resist the known
attacks on these ciphers (correlation and linear attacks) [3]. A Boolean function
f is called bent if its nonlinearity equals 2n−1 − 2n/2−1, which is the maximum
possible value (obviously, n must be even). Then, its distance to every affine
function equals 2n−1 ± 2n/2−1. This property can also be stated in terms of
the Walsh (i.e., discrete Fourier, or Hadamard) transform of f defined on Fn2
as f̂(u) =

∑
x∈Fn2 f(x) (−1)x·u (where x · u denotes the usual inner product

x · u =
∑n
i=1 xi ui). But it is more easily stated in terms of the Walsh transform

of the “sign” function χf (x) = (−1)f(x), equal to χ̂f (u) =
∑
x∈Fn2 (−1)f(x)+x·u:

f is bent if and only if χ̂f (u) has constant magnitude 2n/2 (cf. [14, 20]). Indeed,
the Hamming distances between f and the affine functions u ·x and u ·x+1 are
equal to 2n−1 − 1

2 χ̂f (u) and 2n−1 + 1
2 χ̂f (u). Thus:

Nf = 2n−1 − 1
2

max
u∈Fn2

|χ̂f (u)|. (1)

Bent functions have degrees upper bounded by n/2. They are characterized by
the fact that their derivatives Daf(x) = f(x) + f(x+ a), a �= 0, are all balanced,
i.e. have weight 2n−1. But cryptographic functions themselves must be balanced,
so that the systems using them resist statistical attacks [21]. Bent functions are
not balanced.

The last (but not least) criterion considered in this paper is resiliency. It
plays a central role in stream ciphers: in the standard model of these ciphers
(cf. [26]), the outputs of n linear feedback shift registers are the inputs of a
Boolean function, called combining function. The output of the function pro-
duces the keystream, which is then bitwisely xored with the message to produce
the cipher. Some devide-and-conquer attacks exist on this method of encryption
(cf. [3, 27]). To resist these attacks, the system must use a combining function
whose output distribution probability is unaltered when any m of the inputs
are fixed [27], with m as large as possible. This property, called m-th order
correlation-immunity [26], is characterized by the set of zero values in the Walsh
spectrum [30]: f is m-th order correlation-immune if and only if χ̂f (u) = 0, i.e.
f̂(u) = 0, for all u ∈ Fn2 such that 1 ≤ wH(u) ≤ m, where wH(u) denotes the
Hamming weight of the n-bit vector u, (the number of its nonzero components).
Balanced m-th order correlation-immune functions are called m-resilient func-
tions. They are characterized by the fact that χ̂f (u) = 0 for all u ∈ Fn2 such
that 0 ≤ wH(u) ≤ m.
Siegenthaler’s inequality [26] states that any m-th order correlation immune
function in n variables has degree at most n−m, that any m-resilient function
(0 ≤ m < n−1) has algebraic degree smaller than or equal to n−m−1 and that
any (n−1)-resilient function has algebraic degree 1. Sarkar and Maitra [23] have
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shown that the nonlinearity of anym-resilient function (m ≤ n−2) is divisible by
2m+1 and is therefore upper bounded by 2n−1−2m+1. If a function achieves this
bound (independently obtained by Tarannikov [28] and Zheng and Zhang [31]),
then it also achieves Siegenthaler’s bound (cf. [28]) and the Fourier spectrum of
the function has then three values (such functions are often called “plateaued”
or “three-valued”; cf. [2]), these values are 0 and ±2m+2. More precisely, it has
been shown by Carlet and Sarkar [7, 8] that if f is m-resilient and has degree
d, then its nonlinearity is divisible by 2m+1+�n−m−2

d � and can therefore equal
2n−1 − 2m+1 only if d = n −m − 1. We shall say that an m-resilient function
achieves the best possible nonlinearity if its nonlinearity equals 2n−1 − 2m+1.
If 2n−1 − 2m+1 is greater than the best possible nonlinearity of all balanced
functions (and in particular if it is greater than the best possible nonlinearity of
all Boolean functions) then the Sarkar-Maitra-Tarannikov-Zheng-Zhang’s bound
can obviously be improved. In the case n is even, the best possible nonlinearity
of all Boolean functions being equal to 2n−1 − 2n/2−1 and the best possible
nonlinearity of all balanced functions being smaller than 2n−1 − 2n/2−1, Sarkar
and Maitra deduce from their divisibility result that Nf ≤ 2n−1−2n/2−1−2m+1

for every m-resilient function f with m ≤ n/2 − 2. In the case n is odd, they
state that Nf is smaller than or equal to the highest multiple of 2m+1 which
is less than or equal to the best possible nonlinearity of all Boolean functions,
which is smaller than 2n−1−2n/2−1 (see [17] for more details). For m ≤ n/2−2,
a potentially better upper bound can be given, whatever is the evenness of n:
Sarkar-Maitra’s divisibility bound shows that χ̂f (a) = ϕ(a) · 2m+2 where ϕ(a)
is integer-valued. But Parseval’s relation

∑
a∈Fn2 χ̂f

2(a) = 22n and the fact that
χ̂f (a) is null for every word a of weight ≤ m implies

∑
a; wH(a)>m ϕ

2(a) =

22n−2m−4 and thus maxa∈Fn2 |ϕ(a)| ≥
√

22n−2m−4

2n−
∑m

i=0 (ni)
= 2n−m−2√

2n−
∑m

i=0 (ni)
. Thus we

have maxa∈Fn2 |ϕ(a)| ≥
⌈

2n−m−2√
2n−
∑m

i=0 (ni)

⌉
(where �λ� denotes the smallest integer

greater than or equal to λ)) and this impliesNf ≤ 2n−1−2m+1
⌈

2n−m−2√
2n−
∑m

i=0 (ni)

⌉
.

We shall call “Sarkar et al.’s bounds” all these bounds, in the sequel.
High order resilient functions with high degrees and high nonlinearities are

needed for applications in stream ciphers, but designing constructions of Boolean
functions meeting these cryptographic criteria is still a crucial challenge nowa-
days in symmetric cryptography. We observe now some imbalance in the knowl-
edge on cryptographic functions for stream ciphers, after the results recently
obtained on the properties of resilient functions [7, 8, 22, 23]. Examples of m-
resilient functions achieving the best possible nonlinearities have been obtained
for small values of n [19, 22, 23] and for every m ≥ 0.6 n [29] (n being then not
limited). But these examples give very limited numbers of functions (they are
often defined recursively or obtained after a computer search) and these func-
tions often have cryptographic weaknesses such as linear structures. Designing
constructions leading to large numbers of functions would permit to choose in



552 Claude Carlet

applications cryptographic functions satisfying specific constraints. It would also
make more efficient those cryptosystems in which the cryptographic functions
themselves would be part of the secret keys.

The paper is organized as follows. At section 2, we study the known construc-
tions of resilient functions and the nonlinearities of the functions they produce.
We study the nonlinearities of Maiorana-McFarland’s functions more efficiently
than the previous papers on this subject could do, thanks to a new upper bound
that we introduce. We characterize then those functions which reach Sarkar et
al.’s bound and we exhibit functions achieving high nonlinearities. At section 3,
we introduce a super-class of Maiorana-McFarland’s class. We study the degrees,
the nonlinearities and the resiliency orders of its elements and we give examples
of functions in this class having good cryptographic parameters.

2 The Known Constructions of Reasonably Large Sets
of Cryptographic Functions, and Their Properties

Only one reasonably large class of Boolean functions is known, whose elements
can be cryptographically analyzed.

2.1 Maiorana-McFarland’s Construction

In [1] is introduced a modification of Maiorana-McFarland’s construction of bent
functions (cf. [12]) whose elements, viewed as binary vectors of length 2n, are
the concatenations of affine functions1: let k and r be integers such that n ≥ r >
k ≥ 0; denote n− r by s; let g be any Boolean function on F s2 and φ a mapping
from F s2 to F r2 such that every element in φ(F s2 ) has Hamming weight strictly
greater than k. Then the function:

fφ,g(x, y) = x · φ(y) + g(y) =
r∑
i=1

xiφi(y) + g(y), x ∈ F r2 , y ∈ F s2 (2)

where φi(y) is the ith coordinate of φ(y), is m-resilient with m ≥ k. Indeed, for
every a ∈ F r2 and every b ∈ F s2 , we have

χ̂fφ,g (a, b) = 2r
∑

y∈φ−1(a)

(−1)g(y)+b·y, (3)

since every (affine) function x 	→ fφ,g(x, y) + a · x+ b · y either is constant or is
balanced and contributes then for 0 in the sum

∑
x∈F r2 ,y∈F s2 (−1)fφ,g(x,y)+x·a+y·b.

The degree of fφ,g is s + 1 = n − r + 1 if and only if φ has degree s (i.e. if
at least one of its coordinate functions has degree s), which is possible only if
1 As noted e.g. in [22], concatenations of m-resilient functions produce also, more

generally, m-resilient functions. But this observation has not permitted until now to
produce larger classes of resilient functions.
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k ≤ r − 2, since if k = r − 1 then φ is constant. Otherwise, the degree of fφ,g is
at most s. Thus, if m = k then the degree of fφ,g reachs Siegenthaler’s bound
n −m − 1 if and only if either m = r − 2 and φ has degree s = n −m − 2 or
m = r − 1 and g has degree s = n −m − 1. There are cases where m > k (see
below).
The nonlinearity of Maiorana-McFarland’s functions could not be determined in
the literature in a precise and a general way: the lower bound Nfφ,g ≥ 2n−1 −
2r−1 maxa∈F r2 |φ−1(a)| (where |φ−1(a)| denotes the size of φ−1(a)) obtained in
[24] is rather precise, but the upper bound Nfφ,g ≤ 2n−1 − 2r−1 obtained in
[9, 10] does not involve the size of φ−1(a). This upper bound is efficient when
φ is injective. Notice that in this case, fφ,g is then exactly k-resilient, where
k + 1 is the minimum weight of φ(y), y ∈ F s2 and that g plays no role in
the nonlinearity of fφ,g or in its resiliency order. Thanks to these bounds, the
nonlinearity of fφ,g can also be precisely determined when g is null (as noted in
[9, 10]) and more generally when g is affine, and also when maxa∈F r2 |φ−1(a)| ≤ 2:
according to relation (3), Nfφ,g equals then 2n−1−2r−1 maxa∈F r2 |φ−1(a)|. Notice
that, φ being chosen, the case g affine is unfortunately not the most interesting
one from nonlinearity viewpoint. Indeed, in relation (3), for a given a, the sum∑
y∈φ−1(a)(−1)g(y)+b·y has maximum magnitude when g(y)+ b · y is constant on

φ−1(a) for some b.
In the next proposition, we improve upon the upper bound proved in

[9, 10] and we deduce further information on the nonlinearities of Maiorana-
McFarland’s functions, which shows for instance why Sarkar and Maitra could
not find 4-resilient Maiorana McFarland’s functions in 10 variables with nonlin-
earity 480.

Proposition 1. Let fφ,g be defined by (2). Then the nonlinearity Nfφ,g of fφ,g
satisfies

2n−1 − 2r−1 max
a∈F r2

|φ−1(a)| ≤ Nfφ,g ≤ 2n−1 − 2r−1

⌈√
max
a∈F r2

|φ−1(a)|
⌉
. (4)

Assume that every element in φ(F s2 ) has Hamming weight strictly greater than k

(fφ,g is then m-resilient with m ≥ k). Then Nfφ,g ≤ 2n−1−2r−1


 2s/2√∑r

i=k+1 (ri)


.

Under this hypothesis, if fφ,g achieves the best possible nonlinearity 2n−1−2k+1,
then either r = k + 1 or r = k + 2.
If r = k + 1 then φ takes constant value (1, · · · , 1) and n ≤ k + 3. Either s = 1
and g(y) is then any function in one variable or s = 2 and g is then any function
of the form y1y2 + l(y) where l is affine (thus, f is quadratic, i.e. has degree at
most 2).
If r = k + 2, then φ is injective, n ≤ k + 2 + log2(k + 3), g is any function in
n− k − 2 variables and d◦fφ,g ≤ 1 + log2(k + 3).

Proof: The inequality Nfφ,g ≥ 2n−1 − 2r−1 maxa∈F r2 |φ−1(a)| is a direct conse-
quence of relations (1) and (3). Let us prove now the upper bound. The sum



554 Claude Carlet

∑
b∈F s2

(∑
y∈φ−1(a)(−1)g(y)+b·y

)2
=
∑
b∈F s2

(∑
y,z∈φ−1(a)(−1)g(y)+g(z)+b·(y+z)

)
equals: 2s|φ−1(a)| (indeed,

∑
b∈F s2 (−1)b·(y+z) is null if y �= z). The maximum

of a set of values being always greater than or equal to its mean, we deduce
maxb∈F s2 |

∑
y∈φ−1(a)(−1)g(y)+b·y| ≥√|φ−1(a)| and thus

max
a∈F r2 ;b∈F s2

|χ̂fφ,g (a, b)| ≥ 2r
⌈√

max
a∈F r2

|φ−1(a)|
⌉
.

Hence, according to relation (1): Nfφ,g ≤ 2n−1 − 2r−1
⌈√

maxa∈F r2 |φ−1(a)|
⌉
.

If every element in φ(F s2 ) has Hamming weight strictly greater than k, we have

maxa∈F r2 |φ−1(a)| (∑r
i=k+1

(
r
i

)) ≥ 2s and Nfφ,g ≤ 2n−1 − 2r−1


 2s/2√∑r

i=k+1 (ri)


.

If Nfφ,g = 2n−1 − 2k+1, then according to (4), we have
√

maxa∈F r2 |φ−1(a)| ≤
2k−r+2 and thus k + 1 ≤ r ≤ k + 2 since maxa∈F r2 |φ−1(a)| ≥ 1. If r = k + 1,
then since every element in φ(F s2 ) has Hamming weight strictly greater than k,
φ must take constant value (1, · · · , 1) and maxa∈F r2 |φ−1(a)| is then equal to 2s.

Since
√

maxa∈F r2 |φ−1(a)| ≤ 2k−r+2, this implies s ≤ 2(k − r + 2) = 2. Thus,

fφ,g is quadratic and of the form f(x, y) =
∑r
i=1 xi+g(y). Its nonlinearity being

equal to 2n−1− 2k+1, we have maxb∈F s2

∣∣∣∑y∈F s2 (−1)g(y)+b·y
∣∣∣ = 2. Thus s ≥ 1. If

s = 1 then f(x, y1) =
∑r
i=1 xi + g(y1) (if g is constant then f is (n− 2)-resilient

with null nonlinearity and if g is not constant, then f is (n − 1)-resilient with
null nonlinearity). If s = 2 then g must be bent, i.e. equal to y1y2 + l(y) where
l is affine. If r = k + 2, then maxa∈F r2 |φ−1(a)| = 1 and φ is injective. Since
φ is injective and is valued in {a ∈ F r2 ; wH(a) ≥ k + 1 = r − 1} we deduce
2s ≤ ( r

r−1

)
+
(
r
r

)
= r + 1 and thus n− r ≤ log2(r + 1). Siegenthaler’s inequality

completes the proof. �

Examples of Optimum Functions. We give now examples of resilient
Maiorana-McFarland’s functions with high nonlinearities. The existence of some
of these functions have been already shown in the literature. But this was often
done by random search while a deterministic construction is provided here. We
shall reduce our investigation to m-resilient functions with n even or with n odd
and m > n/2− 2, since in the case n is odd and m ≤ n/2− 2, we do not know
what is the precise bound.
– We first complete Proposition 1 when φ(y) = (1, · · · , 1), ∀y ∈ F s2 . Then φ−1(a)
is empty if a �= (1, · · · , 1) and equals F s2 if a = (1, · · · , 1), and the function fφ,g
is (r− 1)-resilient if g is not balanced and it is (r+ k)-resilient if g is k-resilient.
Nfφ,g equals 2rNg and is at most equal to 2n−1−2r−1+s/2 = 2n−1−2n/2−1+r/2.
If g is not balanced, the functions fφ,g achieving Sarkar et al.’s bound have been
studied in Proposition 1 for m = r − 1 > n/2− 2. For m = r − 1 ≤ n/2− 2 (n
even) the only possible cases for which we can obtain functions with nonlinearity
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2n−1−2n/2−1−2r are clearly for r ≤ 2. For r = 1, we have Ng = 2n−2−2n/2−2−1
which is possible for n = 4 only. For r = 2, the function fφ,g achieves Sarkar
et al.’s bound if and only if r = n/2 − 1, i.e. n = 6 and g is bent. If g is k-
resilient, then if r+k > n/2−2, fφ,g achieves Sarkar et al.’s bound if and only if
k > s/2−2 and if g does; and if r+k ≤ n/2−2 then fφ,g cannot achieve Sarkar
et al.’s bound (i.e. Ng cannot equal 2s−1−2n/2−r−1−2k+1) unless, maybe, r = 1
and k = (s− 5)/2.
– We show now that for every even n ≤ 10, Sarkar et al.’s bound with m =
n/2 − 2 can be acheived by Maiorana-McFarland’s functions. The nonlinearity
the function fφ,g must reach is 2n−1 − 2n/2 (this number is often called the
quadratic bound, see next paragraph). Take r = n/2 + 1 and s = n/2 − 1. For
n ≤ 10, we have 1 + r +

(
r
2

) ≥ 2s and we deduce that there exist injective
mappings φ : F s2 	→ {x ∈ F r2 ; wH(x) > r − 3 = m}. For every such φ and for
every g : F s2 	→ F2, the function fφ,g is (n/2− 2)-resilient and its nonlinearity is
2n−1 − 2r−1 = 2n−1 − 2n/2.
– We describe now a general situation in which Maiorana-McFarland’s functions
can have high nonlinearities (but do not achieve in general Sarkar et al.’s bound,
which is not known to be tight in these ranges except for small values of n). Let
r, k and s be three positive integers such that k ≤ r − 1 and

∑r
i=k+1

(
r
i

) ≥ 2s.
Set n = r + s. Let φ be any one-to-one mapping from F s2 to the set {x ∈
F r2 ;wH(x) > k} (such mapping φ exists thanks to the inequality above). Then
for every Boolean function g on F s2 , the function fφ,g is a k-resilient function
on Fn2 and has nonlinearity 2n−1 − 2r−1. Examples of such situation are the
following:
• For any k > 0, choose r = 2k + 1 and s = 2k; then the nonlinearity of
fφ,g equals 2n−1 − 22k = 2n−1 − 2

n−1
2 which is known as the best possible

nonlinearity of all Boolean functions on Fn2 for odd n ≤ 7 and the best possible
nonlinearity of quadratic functions on Fn2 for every odd n (it is often called the
quadratic bound). There exist only few known examples of functions on Fn2 (n
odd) with nonlinearities strictly greater than 2n−1 − 2

n−1
2 (these examples are

known for odd n ≥ 15, cf. [17]) and of balanced such functions (cf. [15, 22, 25]);
here we have an example, for every n ≡ 1 mod 4, of n−1

4 -resilient functions
on Fn2 with nonlinearity equal to 2n−1 − 2

n−1
2 . This nonlinearity is the best

known nonlinearity for k-resilient functions; moreover, for k = 1, 2 (n = 5, 9) it
achieves Sarkar et al.’s bound (this does not imply, in the case n = 9, that fφ,g
achieves Siegenthaler’s bound because 2n−1 − 22k > 2n−1 − 2k+1; in fact, the
maximum possible degree of fφ,g is 2k+1). For n = 9, this optimal function can
be obtained by Sarkar and Maitra’s algorithm A given in [22]. We have here its
precise description.
Notice that it is impossible to obtain nonlinearity 2n−1− 2

n−1
2 with a quadratic

n−1
4 -resilient function (or even more generally with a partially-bent function):

recall that such function has this nonlinearity if and only if its kernel has di-
mension 1 (see [5]) and that it can then be n−1

4 -resilient only if there exists an
affine hyperplane with minimum weight strictly greater than n−1

4 . This is clearly
impossible for n ≥ 9.
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• For any s > 0, choose r ≥ 2s − 1 and set k = r − 2. The nonlinearity of fφ,g
equals then 2n−1 − 2r−1 = 2n−1 − 2k+1 and fφ,g achieves Sarkar et al.’s bound
and Siegenthaler’s bound.

• There exist other examples of r, k, s leading to good functions.

Improved Resiliency Orders. The functions satisfying the hypothesis of
Proposition 1 are not the only ones in Maiorana-McFarland’s class which can
achieve Sarkar et al.’s bound. We describe below two other cases. The first one
has also been considered by Cusick in [11], but in a more complex way and
without looking for the best possible nonlinearity.

Proposition 2. Let fφ,g be defined by (2).

1. Assume that every element in φ(F s2 ) has Hamming weight strictly greater than
k and that, for every a ∈ F r2 of weight k + 1, either the set φ−1(a) is empty or
it has an even size and the restriction of g to this set is balanced. Then fφ,g
is m-resilient with m ≥ k + 1. Under this hypothesis, if fφ,g achieves the best
possible nonlinearity 2n−1 − 2k+2, then r ≤ k + 2.
If r = k + 1 then either s = 2 and g and f are affine or s = 3 and g is balanced
and has nonlinearity 4.
If r = k + 2 then n ≤ k + 4 + log2(k + 3) and d◦f ≤ 2 + log2(k + 3).

2. Assume in addition that:
a. for every a ∈ F r2 of weight k + 1 and every i ∈ {1, · · · , s}, denoting by Hi the
linear hyperplane of equation yi = 0 in F s2 , either the set φ−1(a) ∩Hi is empty
or it has an even size and the restriction of g to this set is balanced;
b. for every a ∈ F r2 of weight k + 2, either the set φ−1(a) is empty or it has
an even size and the restriction of g to this set is balanced. Then fφ,g is m-
resilient with m ≥ k+ 2. Under this hypothesis, if fφ,g achieves the best possible
nonlinearity 2n−1 − 2k+3, then r ≤ k + 3.
If r = k + 1, then 3 ≤ s ≤ 5 and φ takes constant value (1, · · · , 1). If s = 3
then g and f are affine. If s = 4, then g has nonlinearity 4. If s = 5 then g has
nonlinearity 12.
If r = k + 2 then n ≤ k + 6 + log2(k + 3) and d◦f ≤ 3 + log2(k + 3).
If r = k+3 then n ≤ k+5+log2(

(
k+3
2

)
+k+3) and d◦f ≤ 2+log2(

(
k+3
2

)
+k+3).

The proof has to be omitted because of length constraints.

Other Examples of Optimum Functions. Choose again three positive in-
tegers r, k and s such that

∑r
i=k+1

(
r
i

) ≥ 2s and a one-to-one mapping φ from
F s2 to the set {x ∈ F r2 ;wH(x) > k}. Set s′ = s + 1 and modify φ into a two-
to-one mapping φ′ : F s

′
2 	→ {x ∈ F r2 ; wH(x) > k}. For any x ∈ F r2 such

that wH(x) > k, let g′ : F s
′

2 	→ F2 take each value 0 and 1 once on the pair
φ′−1(x). Then, according to Proposition 2, the function fφ′,g′ is (k+ 1)-resilient
on Fn

′
2 with n′ = s′ + r = n + 1 and its nonlinearity is twice that of fφ,g for

every g : F s2 	→ F2 (thus, fφ′,g′ achieves Sarkar et al.’s bound if fφ,g does).
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Another way of modifying fφ,g into a function with the same number of vari-
ables and the same parameters as the function fφ′,g′ above would be to take
f ′(x, xr+1, y) = fφ,g(x, y)+xr+1. But this kind of function having a linear term,
it is less suited for cryptographic use (for instance, it has a linear structure, i.e.
the derivative f ′(x, xr+1, y) + f ′(x, xr+1 + 1, y) is a constant).

Remark: In the case that every non-empty set φ−1(a) is an affine set, then more
can be said: assume that φ−1(a) is either the empty set or a flat for every a, that
it is empty for every word a of weight ≤ k, and that, for some positive integer
l, the restriction of g to every non-empty set φ−1(a) such that wH(a) = k + i,
i ≤ l, is (l− i)-resilient. Then according to relation 3, fφ,g is (k + l)-resilient. �

A drawback of Maiorana-McFarland’s functions is that their restrictions ob-
tained by fixing y in their input are affine. Affine functions being cryptographi-
cally weak functions, there is a risk that this property be used in attacks. Also,
Maiorana-McFarland’s functions have high divisibilities of their Fourier spectra,
and there is also a risk that this property be used in attacks as it is used in [4] to
attack block ciphers. A purpose of this paper is to produce a construction hav-
ing not this drawback and leading to a larger class of cryptographic functions.
Before that, we study the other known constructions.

2.2 Dillon’s Construction

In [6] is used an idea of Dillon (cf. [12]) to obtain a construction of resilient
functions. Similar observations as for Maiorana-McFarland’s construction can
be made on the ability of these functions to have nonlinearities near Sarkar et
al.’s bound. But this class has few elements.

2.3 Dobbertin’s Construction

In [13], Hans Dobbertin studies an interesting method for modifying bent func-
tions into balanced functions with high nonlinearities. Unfortunately:

Proposition 3. Dobbertin’s construction cannot produce m-resilient functions
with m > 0.

3 Maiorana-McFarland’s Super-class

The functions of the super-class of Maiorana-McFarland’s class that we intro-
duce now are concatenations of quadratic functions (i.e. functions of degrees at
most 2).

3.1 Quadratic Functions

It is shown in [14] that any quadratic function f(x) is linearly equivalent to a
function of the form

x1x2 + · · ·+ x2i−1x2i + · · ·+ x2t−1x2t + l(x) (5)
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where 2t is smaller than or equal to the number of variables and where l is affine.
The functions we shall concatenate below are not general quadratic functions,
because the parameters of the functions could then not be evaluated, but they
have a slightly more general form than (5). They are defined on F 2t

2 and have
the form

f(x) =
t∑
i=1

uix2i−1x2i + l(x) =
t∑
i=1

uix2i−1x2i +
2t∑
j=1

vixi + c, (6)

where u = (u1, · · · , ut) is an element of F t2 , v = (v1, · · · , v2t) is an element of
F 2t

2 and c is an element of F2. We shall need in the sequel to compute sums∑
x∈F 2t

2
(−1)f(x). We know (and it is a simple matter to check) that if there

exists i = 1, · · · , t such that ui is null and v2i−1 or v2i is not null, then f
is balanced and thus

∑
x∈F 2t

2
(−1)f(x) = 0. We consider now the case where

such an i does not exist. Then we have f(x) =
∑t
i=1 ui(x2i−1 + v2i)(x2i +

v2i−1) +
∑t
i=1 v2i−1v2i + c. Changing x2i−1 into x2i−1 + v2i and x2i into x2i +

v2i−1 does not change the value of
∑
x∈F 2t

2
(−1)f(x). Hence:

∑
x∈F 2t

2
(−1)f(x) =∑

x∈F 2t
2

(−1)
∑t

i=1
uix2i−1x2i+

∑t

i=1
v2i−1v2i+c. It is a simple matter to check that∑

x2i−1,x2i∈F2
(−1)uix2i−1x2i equals 4 if ui = 0 and equals 2 if ui = 1. Thus∑

x∈F 2t
2

(−1)f(x) = 22t−wH(u)(−1)
∑t

i=1
v2i−1v2i+c. Applying this to the function

f(x) +
∑2t
j=1 ajxj , we deduce:

Proposition 4. Let u = (u1, · · · , ut) ∈ F t2 , v = (v1, · · · , v2t) ∈ F 2t
2 , c ∈ F2 and

set f(x) =
∑t
i=1 uix2i−1x2i+

∑2t
j=1 vjxj+c. Let a be any element of F 2t

2 . If there
exists i = 1, · · · , t such that ui = 0 and v2i−1 �= a2i−1 or v2i �= a2i, then χ̂f (a) is

null. Otherwise, χ̂f (a) equals 22t−wH(u)(−1)
∑t

i=1
(v2i−1+a2i−1)(v2i+a2i)+c.

3.2 The Maiorana-McFarland’s Super-class

Definition 1. Let n and r be positive integers such that r < n. Denote the
integer part

⌊
r
2

⌋
by t and n− r by s. Let ψ be a mapping from F s2 to F t2 and let

ψ1, · · · , ψt be its coordinate functions. Let φ be a mapping from F s2 to F r2 and let
φ1, · · · , φr be its coordinate functions. Let g be a Boolean function on F s2 . The
function fψ,φ,g is defined on Fn2 = F r2 × F s2 as

fψ,φ,g(x, y) =
t∑
i=1

x2i−1x2iψi(y) + x · φ(y) + g(y) =

t∑
i=1

x2i−1x2iψi(y) +
r∑
j=1

xi φi(y) + g(y); x ∈ F r2 , y ∈ F s2 .

The restrictions of fψ,φ,g obtained by fixing y in its input are quadratic func-
tions of the form (6) or their extensions with one linear variable (r odd), and
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fψ,φ,g(x, y), viewed as a binary vector of length 2n, equals the concatenation
of quadratic functions. Maiorana-McFarland’s functions correspond to the case
where ψ is the null mapping. As a direct consequence of Proposition 4, we have:

Theorem 1. Let fψ,φ,g be defined as in Definition 1. Then for every a ∈ F r2
and every b ∈ F s2 we have

̂χfψ,φ,g (a, b) =
∑
y∈Ea

2r−wH(ψ(y))(−1)
∑t

i=1
(φ2i−1(y)+a2i−1)(φ2i(y)+a2i)+g(y)+y·b,

where Ea is the superset of φ−1(a) equal if r is even to

{y ∈ F s2 / ∀i ≤ t, ψi(y) = 0⇒ (φ2i−1(y) = a2i−1 and φ2i(y) = a2i)} ,

and if r is odd to{
y ∈ F s2 /

{∀i ≤ t, ψi(y) = 0⇒ (φ2i−1(y) = a2i−1 and φ2i(y) = a2i)
φr(y) = ar

}
.

Remark: let y be an element of F s2 . Denote the weight of ψ(y) by l. Then y
belongs to 4l sets Ea. One of them is Eφ(y). The others correspond to the vectors
a �= φ(y) such that a2i−1 = φ2i−1(y) and a2i = φ2i(y) for every index i outside
the support of the vector ψ(y).

4 Cryptographic Properties of the Constructed Functions

4.1 Algebraic Degree

Let fψ,φ,g be defined as in Definition 1. The degree of fψ,φ,g clearly equals
max(2 + d◦ψ1, · · · , 2 + d◦ψt, 1 + d◦φ1, · · · , 1 + d◦φr, d◦g). It is upper bounded by
2 + s.

4.2 Nonlinearity

Theorem 2. Let fψ,φ,g be defined as in Definition 1. Denote by M the maximum
weight of ψ(y) for y ∈ F s2 , and by M ′ its minimum weight. Then the nonlinearity
Nfψ,φ,g of fψ,φ,g satisfies

2n−1−2r−M
′−1 max

a∈F r2
|Ea| ≤ 2n−1−max

a∈F r2

∑
y∈Ea

2r−wH(ψ(y))−1 ≤ Nfψ,φ,g ≤

2n−1 − max
a∈F r2

√∑
y∈Ea

22r−2wH(ψ(y))−2 ≤ 2n−1 − 2r−M−1 max
a∈F r2

√
|Ea|

where |Ea| denotes the size of the set Ea defined in Theorem 1.
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The proof is similar to that of Proposition 1 and is omitted because of length
constraints.

We have seen above that the nonlinearity of a Maiorana-McFarland’s func-
tion fφ,g can be more easily determined when φ is injective. The function is
then “three-valued”. The nonlinearity of fψ,φ,g can similarly be more precisely
determined when all the sets Ea have size at most 1, i.e. when the quadratic
functions whose concatenation is fψ,φ,g have disjoint spectra.

Proposition 5. Let fψ,φ,g be defined as in Definition 1. Every set Ea has at
most one element if and only if, for every two distinct elements y and y′ of F s2 ,
denoting by Jy the set of indices equal to {j ≤ 2t/ ψ� j2�(y) = 0} if r is even and
to {j ≤ 2t/ ψ� j2�(y) = 0} ∪ {r} if r is odd, there exists i ∈ Jy ∩ Jy′ such that
φj(y) �= φj(y′).

Notice that, even in this case, fψ,φ,g is not necessarily three-valued: the magni-
tude of ̂χfψ,φ,g being bounded between 2r−M and 2r−M

′
where M (resp. M ′) is

the maximum (resp. minimum) weight of ψ(y), y ∈ F s2 , the function fψ,φ,g is
three-valued if M ′ = M . We study below a situation in which the hypothesis of
Proposition 5 is satisfied.

Corollary 1. Let fψ,φ,g be defined as in Definition 1 and let M be the maximum
weight of ψ(y), y ∈ F s2 . Suppose that φ is injective and that for every two distinct
elements y and y′ of F s2 , the set {i ≤ t; φ2i−1(y) �= φ2i−1(y′) or φ2i(y) �= φ2i(y′)}
has size strictly greater than 2M (this condition is satisfied in particular if the set
φ(F s2 ) has minimum Hamming distance strictly greater than 4M). Then, every
set Ea has size at most 1, and Nfψ,φ,g = 2n−1 − 2j where r −M − 1 ≤ j ≤
r −M ′ − 1.

Proof. For every two elements y �= y′ of F s2 , since ψ(y) and ψ(y′) have weights
smaller than or equal to M , at most 2M indices i ≤ t satisfy ψi(y) = 1 or
ψi(y′) = 1. The condition satisfied by φ implies that there exists i ≤ t such
that ψi(y) = ψi(y′) = 0 and φ2i−1(y) �= φ2i−1(y′) or φ2i(y) �= φ2i(y′), and the
hypothesis of Proposition 5 is satisfied. Thus every set Ea contains at most one
element. Theorem 2 completes the proof. �

4.3 Balancedness and Resiliency

Theorem 3. Let fψ,φ,g be defined as in Definition 1 and let k be non-negative.
For every y ∈ F s2 , denote by Iy the set of indices equal to {j ≤ 2t/ ψ� j2�(y) =
0 and φj(y) = 1} if r is even or if r is odd and φr(y) = 0, and to {j ≤
2t/ ψ� j2�(y) = 0 and φj(y) = 1} ∪ {r} if r is odd and φr(y) = 1. Assume that
for every y ∈ F s2 , Iy has size strictly greater than k. Then fψ,φ,g is m-resilient
with m ≥ k.
In particular, if for every y ∈ F s2 , the set Iy is not empty, then fψ,φ,g is balanced.

Proof: Let a ∈ F r2 and b ∈ F s2 . Assume that (a, b) has weight smaller than or
equal to k. Then a has weight smaller than or equal to k. Let y be an element
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of the set Ea (defined in Theorem 1), then for every index j in Iy, we must have
aj = 1. According to the hypothesis on Iy, the word a must then have weight
strictly greater than k, a contradiction. We deduce that the set Ea is empty and,
thus, that χ̂f (a, b) = 0. �

In the case of Maiorana-McFarland’s functions, the condition of Theorem 3
reduces to the fact that every element in φ(F s2 ) has Hamming weight strictly
greater than k, since all coordinate functions of ψ are null. Let us translate the
condition similarly in the general case.

Corollary 2. Let fψ,φ,g be defined as in Definition 1 and let k be a non-negative
integer. Consider the mapping Φ from F s2 to F r2 whose jth coordinate function
for j ≤ 2t equals the product of the Boolean functions φj and 1+ψ� j2� and whose
rth coordinate function equals φr if r is odd. If the image of every element in F s2
by Φ has Hamming weight strictly greater than k, then fψ,φ,g is m-resilient with
m ≥ k.

In particular, if the image of every element in F s2 by Φ is nonzero, then fψ,φ,g
is balanced.

Proof: For every y ∈ F s2 , the set Iy introduced in Theorem 3 equals the support
of Φ(y). Thus, it has size strictly greater than k if and only if Φ(y) has Hamming
weight strictly greater than k. Theorem 3 completes the proof. �
Remark:

– If the mapping φ satisfies wH(φ(y)) > k for every y ∈ F s2 , then the mapping
Φ satisfies wH(Φ(y)) > k − 2M for every y, since the vectors φ(y) and Φ(y)
lie at distance at most 2M from each other.

– The results of Theorem 3 and Corollary 2 can be refined the same way as in
Proposition 2.

Constructions of Highly Nonlinear Resilient Functions
from the Super-class
– Let n be even and φ : Fn/22 	→ F

n/2
2 \ {0} be chosen such that every vector

different from (1, · · · , 1) has one reverse image by φ and (1, · · · , 1) has two reverse
images by φ. For every g : Fn/22 	→ F2, the function fφ,g is then balanced, since
φ does not take the zero value; but it has nonlinearity 2n−1 − 2r = 2n−1 − 2n/2

only. We shall increase this nonlinearity by considering, instead of fφ,g, a function
fψ,φ,g where ψ is chosen such that fψ,φ,g is still balanced. Choose ψ(y) equal
to the zero vector, except at one element u of φ−1(1, · · · , 1). If n/2 is odd or
if it is even and if we choose as value of ψ(u) a vector of F t2 different from
(1, · · · , 1), then for every g : Fn/22 	→ F2, the function fψ,φ,g is balanced since
E(0,···,0) = ∅. According to Theorem 1, its nonlinearity equals 2n−1 − 2n/2−1 −
2n/2−wH(ψ(u))−1. So let us choose for ψ(u) a vector of highest possible weight:⌈
n
4

⌉−1. Then fψ,φ,g has nonlinearity 2n−1−2n/2−1−2n/2−�n4 � = 2n−1−2n/2−1−
2�n4 �. If n/2 is odd, then fψ,φ,g has nonlinearity 2n−1 − 2n/2−1 − 2(n/2−1)/2,
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which is the best known nonlinearity for balanced functions if n ≤ 26 (this same
nonlinearity can be also reached with Dobbertin’s method; the other methods
do not work here: it can be checked that extending Patterson-Wiedemann’s
functions [17] or their modifications by Maitra-Sarkar [15] to even numbers of
variables gives worse nonlinearities). Notice that this nonlinearity is impossible
to exceed with a Maiorana-McFarland’s function with φ : Fn−r2 	→ F r2 \ {0}.
Indeed, if r ≥ n/2 then fφ,g has nonlinearity at most 2n−1 − 2n/2 (since φ
cannot be injective if r = n/2) and if r < n/2 then there exists a ∈ F r2 such
that |φ−1(a)| ≥ 2n−r

2r−1 and thus, according to Proposition 1, Nfφ,g ≤ 2n−1 −
2r−1

⌈√
2n−r
2r−1

⌉
= 2n−1 − 2r−1

⌈
2n/2−r

√
2r

2r−1

⌉
. We have

√
2r

2r−1 > 1 + 2−r−1.

Thus Nfφ,g ≤ 2n−1 − 2n/2−1 − 2r−1
⌈
2n/2−2r−1 + ε

⌉
where ε > 0. We checked

that Nfφ,g cannot then exceed 2n−1 − 2n/2−1 − 2(n/2−1)/2. It seems impossible
that Nfφ,g equals 2n−1 − 2n/2−1 − 2(n/2−1)/2, but we could not prove it.

– Let n be even and and let k be an integer such that
∑k
i=0

(
n/2−2
i

) ≤ 2n/2−2

5 .
Then we have 2n/2−2−∑n/2−2

i=k+1

(
n/2−2
i

) ≤ 1
52n/2−2, thus 2n/2 ≤ 5

∑n/2−2
i=k+1

(
n/2−2
i

)
and there can exist φ : Fn/22 	→ {x ∈ Fn/22 ; wH(x3, · · · , xn/2) > k} such that for
every u ∈ Fn/2−2

2 , at most one element of F 2
2 ×{u} has two reverse images by φ

and the three others have at most one reverse image. For every element a ∈ Fn/22
which has two reverse images, choose y ∈ φ−1(a) and take ψ(y) = (1, 0, · · · , 0).
Take ψ(y) = (0, · · · , 0) for every other element. Then fψ,φ,g is at least k-resilient
and has nonlinearity 2n−1−2n/2−1−2n/2−2, while fφ,g is also at least k-resilient
but has nonlinearity 2n−1 − 2n/2.
– A general method: Let φ : F s2 	→ F r2 be injective and such that φ−1(a) = ∅ for
every a of Hamming weight at most k (fφ,g is then k-resilient for every g; we
have seen that such functions can achieve high nonlinearities). Choose a subset I
of {1, · · · , t}, where t =

⌊
r
2

⌋
and denote its size by M . In our choice of the values

taken by ψ, some of the vectors in ψ(F t2) will have I as support and the others
will be null. To ensure that fψ,φ,g is k-resilient, we need that for every y ∈ F s2
such that ψ(y) �= 0, the word obtained from φ(y) by erasing all its coordinates
of indices j ≤ 2t such that

⌈
j
2

⌉ ∈ I has weight strictly greater than k. So we
choose a subset U of F r−2M

2 of minimum weight at least k + 1, we denote by Ũ
the set of all y ∈ F s2 such that the word φ̃(y) obtained from φ(y) by erasing all
these coordinates belongs to U , and we set ψ such that ψi(y) = 1 if y ∈ Ũ and
i ∈ I and ψi(y) = 0 otherwise. Assume that every non-empty set Ea is a flat
and that, for every a such that φ−1(a) ∈ Ũ , the restriction of g to Ea is bent.
Then the upper bound of Theorem 2 is achieved. We have Ea = ∅ for every a
of Hamming weight at most k, |Ea| = 1 for every a such that wH(a) > k and
φ−1(a) �∈ Ũ and |Ea| = 22M for every a such that. wH(a) > k and φ−1(a) ∈ Ũ .
Then fψ,φ,g has same resiliency order and nonlinearity as fφ,g.
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Abstract. We present a general treatment of all non-cryptographic (i.e.,
information-theoretically secure) linear verifiable-secret-sharing (VSS)
and distributed-commitment (DC) schemes, based on an underlying se-
cret sharing scheme, pairwise checks between players, complaints, and
accusations of the dealer. VSS and DC are main building blocks for un-
conditional secure multi-party computation protocols. This general ap-
proach covers all known linear VSS and DC schemes. The main theorem
states that the security of a scheme is equivalent to a pure linear-algebra
condition on the linear mappings (e.g. described as matrices and vec-
tors) describing the scheme. The security of all known schemes follows
as corollaries whose proofs are pure linear-algebra arguments, in con-
trast to some hybrid arguments used in the literature. Our approach is
demonstrated for the CDM DC scheme, which we generalize to be se-
cure against mixed adversary settings (some curious and some dishonest
players), and for the classical BGW VSS scheme, for which we show that
some of the checks between players are superfluous, i.e., the scheme is
not optimal. More generally, our approach, establishing the minimal con-
ditions for security (and hence the common denominator of the known
schemes), can lead to the design of more efficient VSS and DC schemes
for general adversary structures.

1 Introduction

The concept of secret sharing was introduced by Shamir [12] as a means to
protect a secret simultaneously from exposure and from being lost. It allows
a so called dealer to share the secret among a set of entities, usually called
players, in such a way that only certain specified subsets of the players are able
to reconstruct the secret (if needed) while smaller subsets have no information
about it. While secret sharing only guarantees security against curious players
that try to gather information they are not supposed to obtain but otherwise
behave honestly, its stronger version verifiable secret sharing (VSS), introduced
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in [4], is secure in the following sense against dishonest players (which are of
course also curious) and a dishonest dealer that behave in an arbitrary manner.

Privacy: If the dealer is honest, then the curious players learn nothing about
the secret k.

Correctness: After the secret is shared, there exists a unique value k′ that
can be reconstructed by the players (no matter how the dishonest players
behave), and for an honest dealer k′ is equal to the shared secret k.

Reconstruction must work even if the dealer does not cooperate in the recon-
struction. If an efficient reconstruction of the secret requires the cooperation of
the dealer, then such a scheme is called a distributed commitment (DC) scheme.
In such a scheme a dishonest dealer can prevent the reconstruction by refusing
to cooperate, but he cannot achieve that a different secret is reconstructed, not
even with the help of the dishonest players. A DC scheme is almost a VSS, except
for the efficiency of the reconstruction, since the players could try all possible
behaviors of the dealer in the reconstruction.

Linear VSS and DC schemes are a main building block for general secure
multi-party protocols. Linearity implies that any linear function on shared values
can be computed without interaction by each player (locally) computing the
linear function on the corresponding individual shares.

The goal of this paper is a unified treatment of (linear) VSS and DC schemes.
We present a very natural and general sharing protocol which converts an arbi-
trary given linear secret sharing scheme into a DC (or VSS) scheme, provided
of course that this is possible at all, by enforcing pairwise consistency among
the shares of the (honest) players. Namely, by pairwise checking, complaining
and accusing, it ensures that pairwise linear dependences among the shares that
should hold do hold. This seems to be not only a very natural but the only pos-
sible approach for the construction of secure DC and VSS schemes in our model
(i.e. unconditionally secure and zero error probability), and indeed, all known
schemes can be seen as concrete instances of this general approach. Then we
state the condition under which such a scheme is a secure DC (or VSS) scheme.
This characterization is a predicate in the language of pure linear algebra, de-
pending only on the parameters of the underlying secret sharing scheme and of
the sharing protocol.

As a consequence, the security of all known schemes (and possibly even all
future ones) follow as corollaries whose proofs are linear-algebra arguments, in
contrast to some hybrid arguments used in the literature. This is demonstrated
for two schemes, for the CDM DC scheme of [5] and for the classical BGW VSS
scheme of [1]. We show how the security of the CDM DC scheme can be proven by
a simple linear-algebra argument – even with respect to a mixed adversary which
strictly generalizes the results of [5] – and characterize the general-adversary
condition under which a secure VSS scheme exists. For the BGW VSS scheme,
we show that some of the checks between players are superfluous, i.e., the scheme
is not optimal. This also shows that arguing about the security of such schemes
becomes conceptually simpler. Finally, our approach, establishing the minimal
conditions for security, can lead to the design of linear VSS or DC schemes for
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general adversary structures which are more efficient than the schemes resulting
from generic constructions as for instance that of [5].

The outline of the paper is as follows. In the next section, we introduce
the notation we use throughout the paper, describe the communication and
adversary model and define VSS and DC schemes. In Section 3, we consider
general, i.e. not necessarily linear, secret sharing schemes and investigate what
is needed to achieve a unique reconstruction as required by the above correctness
property, while in Section 4 we then show how this is reduced to a linear-algebraic
property in case of linear schemes. In Section 5 and 6 we then discuss the already
mentioned applications to the existing schemes of [5] and [1], and in Section 7
we draw some final conclusions.

2 Preliminaries

2.1 Notation

Throughout the paper, P stands for the player set P = {p1, . . . , pn}, and for
simplicity we set pi = i. We call a subsetΠ of the power set 2P of P a (monotone)
structure of P if it is closed under taking subsets, i.e., if P ∈ Π and P ′ ⊆ P
implies P ′ ∈ Π. We call it a (monotone) anti-structure if it is closed under taking
supersets, i.e., if the complement Πc := {P ∈ 2P | P �∈ Π} is a structure. Given
two structures Π1 and Π2, Π1 � Π2 denotes the element-wise union, i.e., the
structure

Π1 �Π2 := {P1 ∪ P2 | P1 ∈ Π1, P2 ∈ Π2}.
Consider a finite set K (the set of secrets), n finite sets S1, . . . ,Sn, where Si

is the set of possible shares for player pi, and let S be the Cartesian product
S = S1 × · · · × Sn. Elements of S will sometimes be called a sharing.

For two sharings s = (s1, . . . , sn) and s̃ = (s̃1, . . . , s̃n), the set δ(s, s̃) ⊆ P is
defined as

δ(s, s̃) := {i ∈ P | si �= s̃i}.
Note that δ can be treated similar to a metric, as for all s, s′, s′′ ∈ S we have
δ(s, s) = ∅, δ(s, s′) = δ(s′, s) and δ(s, s′′) ⊆ δ(s, s′) ∪ δ(s′, s′′).

For a subset Q = {i1, . . . , i�} ⊆ P, a sharing s ∈ S and a subset U ⊆ S
of sharings, prQ denotes the projection prQ : S → Si1 × · · · × Si� , and sQ and
UQ stand for sQ = prQ(s) and UQ = {prQ(u) | u ∈ U}, respectively. Finally,
if S1, . . . ,Sn and hence S are in fact vector spaces, which will be the case in
Section 4, then, for a sharing s ∈ S, the support supp(s) denotes the smallest
set Q ⊆ P with prP\Q(s) = (0, . . . , 0), in other words supp(s) = δ(s, 0), and, for
Q ⊆ P and U ⊆ S, U |Q denotes the subset U |Q = {u ∈ U | supp(u) ⊆ Q}.

2.2 Model

We consider the secure-channels model, as introduced in [1,3], where the set
of players (including the dealer) is connected by bilateral synchronous reliable
secure channels. Broadcast channels are not assumed to be available, though can
be implemented for the cases we consider [2,8] and thus will be treated as given
primitives.
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Like in previous literature on VSS and secure multi-party computation, we
consider a central adversary who can corrupt players, subject to certain con-
straints, for example an upper bound on the total number of corrupted players.
The selection of which player to corrupt can be adaptive, depending on the
course of the protocol. The dealer is one of the players that can potentially also
be corrupted.

Passive corruption of a player means that the adversary learns the player’s
entire information, but the player performs the protocol correctly. This models
what is often also called “honest but curious” players. Active corruption of a
player means that the adversary takes full control and can make the player
deviate from the protocol in an arbitrary manner. Such a player is also called
dishonest, or simply a cheater. Active corruption is hence strictly stronger than
passive corruption. The adversary is characterized by a privacy structure ∆ ⊆ P
and an adversary structure A ⊆ ∆ with the intended meaning that the adversary
can be tolerated to corrupt any players passively or actively (one variant being
the upgrading of a passive corruption to an active corruption), as long as the
total set D of corrupted players satisfies D ∈ ∆ and the subset A of them being
actively corrupted satisfies A ∈ A. In other words, all players in D\A are honest
but curious. The complement H = Ac is sometimes called the honest-players
structure.

Finally, we assume that the adversary has unbounded computing power, and
we achieve zero error probability.

2.3 Definition of VSS and DC

Let K be a finite set (as described in Section 2.1), let ∆ be a privacy structure,
and let A ⊆ ∆ be an adversary structure (as described in Section 2.2).

Definition 1. A (∆,A)-secure verifiable secret sharing (VSS) scheme is a pair
(Share,Rec) of protocols (phases), the sharing phase, where the dealer shares a
secret k ∈ K, and the reconstruction phase, where the players try to reconstruct
k, such that the following two properties hold, even if the players of a set A ∈ A
are dishonest and behave in an arbitrary manner:

Privacy: If the dealer remains honest, then the players of any set D ∈ ∆ with
A ⊆ D learn nothing about the secret k as a result of the sharing phase.

Correctness: After the secret is shared, there exists a unique value k′ that can
be reconstructed by the players, and for an honest dealer this value k′ is equal
to the shared secret k.

Reconstruction must work even if the dealer does not cooperate in the recon-
struction. If an efficient reconstruction of the secret requires the cooperation of
the dealer, then such a scheme is called a distributed commitment (DC) scheme.

In a DC scheme, a dishonest dealer can prevent the (efficient) reconstruction
by refusing to cooperate correctly, but he cannot achieve that a different secret
is reconstructed, not even with the help of the dishonest players. Note that if
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one would define a default value for the case the dealer refuses to reconstruct,
then a cheating dealer would not be committed because he could open a sharing
in two different ways: as the real or as the default value.

A VSS or DC scheme is called linear if the list of shares, i.e., the information
given to the players during the sharing phase, is a linear function of the secret
and randomly chosen values.

3 General Schemes

Even though our goal is a general treatment of linear schemes, we first consider
arbitrary, not necessarily linear secret sharing schemes and discuss facts that
are independent of the linearity of the scheme. More precisely, we present a
sufficient condition on the (possibly not correctly) distributed shares in order to
have uniqueness of the shared secret as required by the correctness property of
VSS and DC schemes. And then, in the next section, we show how this can be
achieved using linear schemes.

Most of the arguments of this section have been used – implicitly or explicitly
– in the literature, but typically with respect to some restricted model. This
unification not only generalizes arguments that have been used before (to non-
linear schemes and to a mixed adversary), it also leads to a better understanding
of the security of (linear and general) VSS and DC schemes.

Let K and S = S1 × · · · × Sn be defined as defined in Section 2.1.

Definition 2. A secret sharing scheme is given by a joint conditional probability
distribution PS|K : S × K −→ [0, 1]. The privacy structure ∆ is defined as the
structure

∆ = {D ⊆ P | PSD|K( · , k) = PSD|K( · , k′) for all k, k′ ∈ K} 1,

and the access structure Γ is defined as the anti-structure2

Γ = {Q ⊆ P | PS|K(s, k), PS|K(s′, k′) > 0 ∧ sQ = s′Q =⇒ k = k′ } .
A sharing s ∈ S is called correct of a secret k if PS|K(s, k) > 0, and, by defining
the relation corr := {(s, k) |PS|K(s, k) > 0} ⊂ S ×K, is denoted by (s, k) ∈ corr.

Typically, a secret sharing scheme PS|K is given in terms of an (efficiently
computable) function f : K × R → S, where R is some finite set, such that
PS|K(·, k) is the distribution of f(k, r) for a uniformly random chosen r ∈ R.
This is often directly used as the definition of a secret sharing scheme. Note
that we do not require, as is usually the case in the literature, that the privacy
structure ∆ be the complement Γ c of the access structure Γ , but for linear
schemes this is the case.

By the definition of ∆ and Γ , the following properties are guaranteed.
1 PSD|K( · , k) is naturally defined by PSD|K(sD, k) =

∑
s′∈S:s′

D=sD
PS|K(s′, k).

2 Note that even though Γ is an anti-structure, it is called access structure (and not
access anti-structure).
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Privacy: For any secret k and for s = (s1, . . . , sn) chosen according to the
distribution PS|K( · , k) 3 the shares si1 , . . . , sik corresponding to a set D =
{i1, . . . , ik} ∈ ∆ give no information about the secret k.

Correctness: For any (s, k) ∈ corr, the shares sj1 , . . . , sj� corresponding to a
set Q = {j1, . . . , j�} ∈ Γ uniquely define k (and hence k can – at least in
principle – be computed from sj1 , . . . , sj�).

Hence, the correctness property guarantees that the secret is uniquely defined
by the set of shares even if some are missing, i.e., in this sense the scheme is
robust against lost shares. We now investigate what it means to be robust against
incorrect shares.

Let A ⊆ ∆ be an adversary structure.

Proposition 1. The following robustness property is fulfilled if and only if
P �∈ Γ c � A �A.

Robustness: For any (s, k) ∈ corr, any sharing s̃ with δ(s, s̃) ∈ A uniquely
defines k, in the sense that for any s̃ ∈ S

(s, k), (s′, k′) ∈ corr ∧ δ(s, s̃), δ(s′, s̃) ∈ A =⇒ k = k′ . (1)

Namely, by the definition of Γ , (1) holds if and only if for every pair A1, A2 ∈
A the set Q = P \ (A1 ∪A2) is in Γ , which is equivalent to P �∈ Γ c � A �A.

Note that in the literature A typically coincides with ∆ and, as already men-
tioned, ∆ with Γ c, in which case P �∈ Γ c�A�A coincides with the Q3 property
of [10] which states that no three sets in A cover P, which itself generalizes the
classical bound t < n/3. However, we consider this more general case because it
gives deeper insight but also because it makes perfect sense to separate the pri-
vacy from the adversary structure, i.e., to consider curious as well as dishonest
players as argued in Section 2, and in fact will generalize in Section 5 the DC
scheme from [5] to such mixed adversaries.

Robustness guarantees that the secret is uniquely defined by the set of shares
even if some might be incorrect. If, as usual, the secret k is shared by a so-called
dealer by choosing s according to PS|K( · , k) and distributing the shares among
the players in P, then this allows the correct reconstruction of the secret even
if the players of a set A ∈ A are dishonest and do not provide correct shares.
However, this is only guaranteed to hold if the dealer is honest and indeed
distributes a correct sharing s of k. Hence, it seems that to achieve security
against a possibly dishonest dealer, in the sense that a unique secret is defined,
the dealer has to be forced to distribute a correct sharing s. We will now show in
the remainder of this section that this is actually overkill and a weaker condition
already suffices.

Definition 3. A function ρ : Γ × S � (Q, s) �→ ρQ(s) ∈ K is called a recon-
struction function for a secret sharing scheme PS|K if, for every Q ∈ Γ , ρQ(s)
only depends on sQ, i.e., ρQ : S → K can be seen as a function ρQ : SQ → K,
3 e.g. computed as s = f(k, r) for a random r ∈ R
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and ρQ(sQ) = k for every correct sharing s ∈ S of a secret k ∈ K.
A (not necessarily correct) sharing s ∈ S is called a consistent sharing of a se-
cret k (with respect to ρ) if ρQ(sQ) = k for every Q ∈ Γ , and is denoted by
(s, k) ∈ consρ. And, similarly, sH with H ∈ Γ is called a consistent sharing of a
secret k for the players in H (with respect to ρ) if ρQ(sQ) = k for every Q ∈ Γ
with Q ⊆ H, and is denoted by (sH , k) ∈ consHρ

4.

It is easy to verify that the access structure Γ coincides with

Γρ = {Q ⊆ P | (s, k), (s′, k′) ∈ consρ ∧ sQ = s′Q =⇒ k = k′ }

Indeed, if Q ∈ Γρ and (s, k), (s′, k′) ∈ corr with sQ = s′Q, then (s, k), (s′, k′) ∈
consρ and hence k = k′, and therefore Q ∈ Γ . On the other hand, if Q ∈ Γ and
(s, k), (s′, k′) ∈ consρ with sQ = s′Q, then, by the properties of ρ, k = ρQ(sQ) =
ρQ(s′Q) = k′, and therefore Q ∈ Γρ.

Hence, arguing as before, we have

Proposition 2. The following strong robustness property is fulfilled for an ar-
bitrary reconstruction function ρ if and only if P �∈ Γ c � A �A.

Strong robustness: For any (s, k) ∈ consρ, any sharing s̃ with δ(s, s̃) ∈ A
uniquely defines k, in the sense that for any s̃ ∈ S

(s, k), (s′, k′) ∈ consρ ∧ δ(s, s̃), δ(s′, s̃) ∈ A =⇒ k = k′ . (2)

Hence, if indeed P �∈ Γ c � A � A, as long as the dealer is partially honest
and hands out a consistent (but not necessarily correct) sharing s, there is a
unique secret k defined, assuming that the shares sH of an honest-players set
H ∈ H = Ac remain unchanged. We finally show that this even holds as long as
the dealer hands out a consistent sharing sH for the players in H.

Proposition 3. The following very strong robustness property is fulfilled for an
arbitrary reconstruction function ρ if and only if P �∈ Γ c � A �A.

Very strong robustness: For any honest-players set H ∈ H and (sH , k) ∈
consHρ , any sharing s̃ with sH = s̃H uniquely defines k, in the sense that for
any s̃ ∈ S

H ∈ H ∧ (sH , k) ∈ consHρ ∧ sH = s̃H
∧ H ′ ∈ H ∧ (s′H′ , k′) ∈ consH

′
ρ ∧ s′H′ = s̃H′

}
=⇒ k = k′ . (3)

Indeed, (3) holds if and only if H∩H ′ ∈ Γ for all H,H ′ ∈ H, which is equivalent
to P \ (A1 ∪ A2) ∈ Γ for all A1, A2 ∈ A, which, as already noticed earlier, is
equivalent to P �∈ Γ c � A �A.
4 Clearly, if s is a consistent sharing then, for any H ∈ Γ , sH is a consistent sharing

for the players in H; however, if sH is a consistent sharing for the players in H for
some H then, in general, sH cannot be completed to a consistent sharing s.
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4 Linear Schemes

We have seen in the above Section 3 that the uniqueness of the shared secret
(that is required by the correctness property of VSS or DC) is guaranteed if (and
only if) P �∈ Γ c � A �A and if the dealer is at least partially honest and hands
out a consistent sharing to the honest players, or if he can be forced to behave
this way. In this section we now concentrate on linear schemes, and we present a
very natural sharing protocol which enforces some kind of consistency. Namely,
by pairwise checking, complaining and accusing, it ensures pairwise consistency
among the shares (of the honest players). All known DC and VSS schemes can
be seen as concrete instances of this general approach. Finally, we give a charac-
terization in the language of linear algebra of when the sharing protocol results
in a secure DC (or VSS) scheme. As a consequence, the security of all known
schemes follow as corollaries whose proofs are linear-algebra arguments, and,
more generally, it becomes conceptually very simple to argue about the security
of such schemes, as it involves only pure linear algebra.

From now on, K is a field, and S1, . . . ,Sn are vector spaces over K with
inner products 〈·, ·〉S1 , . . . , 〈·, ·〉Sn , respectively, which naturally induce an inner
product 〈·, ·〉S for the vector space S = S1 × · · · × Sn by 〈s, s′〉S =

∑
i〈si, s′i〉Si .

As usual in linear algebra, for a subset U ⊆ S, span(U) denotes the subspace
consisting of all linear combinations of vectors in U and the orthogonal comple-
ment U⊥S is the subspace defined by U⊥S := {s ∈ S | 〈s, u〉S = 0 ∀u ∈ U}. We
also write s ⊥S U instead of s ∈ U⊥S .

4.1 Secret Sharing

A linear secret sharing scheme is given by a pair (M, ε), consisting of a linear
map

M : V −→ S = S1 × · · · × Sn
and a vector ε ∈ V, where V is a vector space over the field K with inner product
〈·, ·〉V and S is as described above. A secret k ∈ K is shared by choosing a random
x ∈ V such that 〈ε, x〉V = k and computing s as s = Mx.

Consider the special case where V = Ke for some e and Si = Kdi for some
d1, . . . , dn, where every inner product is the respective standard inner product,
and where M is a matrix multiplication M : Ke → KΣdi = Kd1 × . . . × Kdn ,
x �→M ·x 5. In this case, (M, ε) is called a monotone span program [11]. Clearly,
by fixing orthogonal bases of V and S1, . . . ,Sn, respectively, one can always have
this simplified and more familiar view. However, as this simplification might (and
indeed would in Section 5.1) destroy the naturalness of additional structures in
V or S, we keep this more general view. Nevertheless, because of this reduction,
it follows from [11] that the access structure Γ and the privacy structure ∆ of a
linear secret sharing scheme (M, ε) are given by

Γ = {Q ⊆ P | ∃λ ∈ S : supp(λ) ⊆ Q,M∗λ = ε}
5 We slightly abuse notation and use the same symbol, M , for the matrix M ∈ KΣdi×e

as well as the corresponding linear map M : Ke → KΣdi = Kd1 × . . .×Kdn .
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and ∆ = Γ c, respectively, where M∗ : S → V is the conjugate of M (i.e.
such that 〈λ,Mx〉S = 〈M∗λ, x〉V for all λ ∈ S and x ∈ V, and, in the simplified
monotone span program view, M∗ = MT , the transposed matrix). Furthermore,
any subset Λ of

Λmax = {λ ∈ S |M∗λ = ε}
which is complete in the sense that for every Q ∈ Γ there exists λ ∈ Λ|Q,
naturally induces a reconstruction function ρ : Γ × S → K by

ρQ(s) =
{ 〈λ, s〉S if 〈λ, s〉S is the same for every λ ∈ Λ|Q

0 otherwise

Note that λ ∈ Λmax fulfills 〈λ, s〉S = 〈λ,Mx〉S = 〈M∗λ, x〉V = 〈ε, x〉V = k for
any correct sharing s of a secret k.

4.2 Verifiable Secret Sharing and Distributed Commitments

Consider a linear secret sharing scheme, given by M : V → S = S1 × · · · × Sn
and ε ∈ V, with an access structure Γ . According to Section 3, in order to turn
this scheme into a DC scheme or a VSS, secure against the privacy structure
∆ = Γ c and the adversary structure A ⊆ ∆, it is necessary that P �∈ ∆�A�A,
and additionally, as part of the sharing procedure, it has to be checked that the
dealer behaves partially honest and hands out a consistent sharing with respect
to some reconstruction function ρ to the honest players. However, it seems to
be impossible to directly check this kind of consistency, i.e. to verify something
like 〈λ, s〉 = 〈λ′, s〉 for λ �= λ′, without violating privacy. The only thing that can
be checked without violating privacy is pairwise consistency, i.e. whether (some)
pairwise linear dependences 〈γ, s〉 = 0 with supp(γ) = {i, j} that should hold
indeed do hold; namely by comparing in private the respective contributions
〈γi, si〉 and 〈γj , sj〉 (which, up to the sign, are supposed to be equal) of the two
involved players. A player complains in case of a pairwise inconsistency, but this
may be due to the dealer’s or another player’s misbehavior, and he accuses (the
dealer) if he knows that the dealer misbehaved. In any case, the dealer has to
publicly clarify the situation, such that finally the shares of all honest players
are pairwise consistent and privacy is satisfied. This is described in full detail in
the protocol Share below. Finally, a simple linear algebra condition is given that
is sufficient (and also necessary) in order for the pairwise consistency to imply
consistency with respect to a given reconstruction function, and hence in order
for the scheme to result in a secure DC respectively VSS.

Consider the set

Checks(M) := {γ ∈ kerM∗ | |supp(γ)| ≤ 2} ⊆ S
of all possible (pairwise) checking vectors, where kerM∗ denotes the kernel
kerM∗ = {ξ ∈ S | M∗ξ = 0} of M∗. Clearly, for any γ ∈ Checks(M) and
any correct sharing s = Mx, we have

〈γ, s〉S = 〈γ,Mx〉S = 〈M∗γ, x〉V = 〈0, x〉V = 0.
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For an arbitrary but fixed subset C ∈ Checks(M), the following sharing pro-
tocol enforces pairwise consistency with respect to the checking vectors γ ∈ C
among the players that remain honest during the execution, without revealing
any information about the shared secret. The concrete choice of the protocol is
somewhat arbitrary, in that it can be modified in different ways without loosing
its functionality and without nullifying the upcoming results. For instance, tech-
niques from [9] can be applied to improve the round complexity (at the cost of
an increased communication complexity), and some secret sharing schemes M
allow “early stopping”.

Protocol Share(M,ε),C(k)
1. The dealer chooses a random x ∈ V such that 〈ε, x〉 = k, computes s = Mx

and sends to every player pi ∈ P the corresponding share si.
2. For every checking vector γ ∈ C, it is as follows checked whether 〈γ, s〉S = 0:

If supp(γ) = {pi}, then player pi verifies whether 〈γi, si〉Si
= 0, and he

broadcasts an “accusation” against the dealer if it does not hold.
If supp(γ) = {pi, pj} with pi < pj , then then player pi sends cij = 〈γi, si〉Si

to pj who verifies whether cij + 〈γj , sj〉Sj = 0 and broadcasts a “complaint”
if it does not hold. The dealer answers such a complaint by broadcasting
cij = 〈γi, si〉, and if this value does not coincide with pi’s cij respectively if
it does not fulfill cij+〈γj , sj〉Sj = 0, then player pi respectively pj broadcasts
an “accusation” against the dealer.

3. The following is repeated until there is no further “accusation” or the dealer
is declared faulty (which requires at most n rounds). For every “accusation”
from a player pi, the dealer answers by broadcasting pi’s share si, and pi
replaces his share by this si. If this share contradicts the share of some
player pj , in the sense that 〈γi, si〉Si

+ 〈γj , sj〉Sj
�= 0 for some γ ∈ C with

supp(γ) = {pi, pj}, then pj broadcasts an “accusation” (if he has not yet
done so in an earlier step). If this share si contradicts itself, in the sense that
〈γi, si〉 �= 0 for some γ ∈ C with supp(γ) = {pi}, or it contradicts a share sj
that has already been broadcast, then the dealer is publicly declared to be
faulty.

It is easy to see that if the dealer remains honest, then no matter what the
dishonest players do, nobody learns anything beyond his share, and hence the
players of any set D ∈ ∆ learn nothing about the shared secret. Furthermore, in-
dependent of the behavior of the dishonest players, ifH denotes the set of players
that remain honest during the protocol execution (though some might become
curious) then the protocol achieves pairwise consistency among the players in
H, i.e., 〈γ, s〉S = 0 for every γ ∈ C|H , or, in other words,

s ⊥S C|H .
In order for the protocol to achieve consistency with respect to a reconstruction
function ρ, it must be guaranteed for a complete subset of reconstruction vectors
Λ ⊆ Λmax that 〈λ, s〉 = 〈λ′, s〉 for all λ, λ′ ∈ Λ|H , or, in other words, that

s ⊥S {λ− λ′ | λ, λ′ ∈ Λ|H} .
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This implies

Proposition 4. Let ρ : Γ × S → K be a reconstruction function induced by a
complete subset of reconstruction vectors Λ ⊆ Λmax (as defined Section 4.1).
Then, the sharing protocol Share(M,ε),C is guaranteed to produce a consistent
sharing for the honest players with respect to ρ if and only if

{λ− λ′ | λ, λ′ ∈ Λ|H} ⊆ span(C|H) for every H ∈ H. (4)

Combing this with Proposition 3 leads to

Theorem 1. Let (M, ε) be a linear secret sharing scheme with privacy structure
∆, C ⊆ Checks(M) a subset of checking vectors and A ⊆ ∆ an adversary
structure. Then the protocol Share(M,ε),C can be completed to a (∆,A)-secure
DC scheme (Share(M,ε),C ,Rec(M,ε),C) if (and only if) P �∈ ∆ � A � A and if (4)
holds for some complete subset Λ ⊆ Λmax of reconstruction vectors.
If additionally C{i,j} ⊆ span(C|{i}∪Q∪C|{j}∪Q) for all i, j and every Q �∈ ∆, then
Share(M,ε),C can be completed to a (∆,A)-secure VSS scheme.

Proof. With respect to a not necessarily efficient reconstruction procedure, the
claim follows from Proposition 4 and 3 (even without the additional requirement
for the VSS case). It remains to show the existence of efficient reconstruction
procedures: In the DC reconstruction, the dealer publishes the vector x used in
Step 1 of the sharing protocol and every player pi publishes his share si, and
then the players take k = 〈ε, x〉V as the reconstructed secret if δ(Mx, s) ∈ A
and reject the reconstruction otherwise (as if the dealer had refused to take part
at all). In the VSS reconstruction, every player pi publishes his share si, then
any share si that is pairwise inconsistent (with respect to the checking vectors
in C) with the shares of a set A �∈ A is rejected, and the secret is reconstructed
from the accepted shares by applying the reconstruction function ρ induced by
Λ. Note that the additional requirement for C implies that all accepted shares
are pairwise consistent and hence consistent with respect to ρ. ��

To our knowledge, the condition P �∈ ∆�A�A for VSS to be possible has not
been stated previously in the literature, although the condition for secure multi-
party computation has been given in [7]. In the threshold case, this confirms
Lemma 1 of [6]: If the total number of (passively) corrupted players is t and if
w of them can even be actively corrupted, then VSS is possible if and only if
t+ 2w < n.

The following lemma will be helpful in the next section.

Lemma 1. Predicate (4) is fulfilled if every pair λ, λ′ ∈ Λ fulfills

λ− λ′ ∈ span(C|supp(λ)∪supp(λ′)) .

Proof. Let H ∈ H be arbitrary but fixed. Then, for λ, λ′ ∈ Λ|H ⊆ Λ, we have
by assumption λ− λ′ ∈ span(C|supp(λ)∪supp(λ′)), which is of course contained in
span(C|H). ��
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5 Application I: Proving the Security of the CDM Scheme

We now demonstrate the power of Theorem 1 and prove the security of the CDM
DC scheme [5] by proving a pure linear-algebra statement. We only have to show
that {λ−λ′ |λ, λ′ ∈ Λ|H} ⊆ span(C|H) for every H ∈ H, or, and that is what we
are going to do, that λ − λ′ ∈ span(C|supp(λ)∪supp(λ′)) for every pair λ, λ′ ∈ Λ.
As a by-product, because of our general treatment in Section 3, we generalize
the CDM DC scheme to a mixed adversary.

5.1 The CDM Scheme

In [5], a generic construction was presented to convert any linear secret sharing
scheme, described by a monotone span program, into a linear DC scheme. As
mentioned in Section 4, a monotone span program is given by a matrix M◦ ∈
KΣdi×e and a vector ε◦ ∈ Ke. The CDM DC scheme works as follows, assuming
for simplification that ε◦ = (1, 0, . . . , 0)T and d1 = . . . = dn = 1. To share (or
commit to) a secret k, the dealer chooses a random symmetric matrix X ∈ Ke×e
with k in the upper left corner and sends the share si = M◦i · X to player pi,
where M◦i denotes the i-th row of M◦. Now, every pair pi, pj of players verifies
whether M◦i · sTj = M◦j · sTi and, in case it does not hold, start complaining and
accusing as in the protocol from the above section.

It is not hard to see that this scheme is a concrete instance of the class of
schemes described in the previous section. Indeed, it coincides with Share(M,ε),C
for M , ε and C as described in the following. M is the linear map

M : V → S = Kn×e = Ke × · · · × Ke
X �→ s = M◦ ·X

where V is the vector space consisting of all symmetric e × e-matrices over K
and 〈·, ·〉V is given by

〈a, b〉V =
∑

1≤i,j≤e
a[i, j]b[i, j]

for matrices a and b in V with entries a[i, j] and b[i, j]. Furthermore, ε ∈ V is
the matrix with a 1 in the upper left corner and zeros otherwise, and the set C
is given by

C = {γij = µij − µji | 1 ≤ i < j ≤ n} ⊆ Checks(M)

where µij ∈ S has M◦j as i-th row and zero-entries otherwise. In this example
the checking vectors γ ∈ C are in fact matrices.

Note that S = S1 × · · · × Sn with Si = Ke (and 〈·, ·〉Si
the standard inner

product) is interpreted as S = Kn×e. Hence, for any matrix s ∈ S, si is the
i-th row of s, and therefore if s = M◦ · X then si = M◦i · X. Furthermore,
〈ε,X〉V = k if and only if the upper left corner of X is k and for a check vector
γij ∈ C we have 〈γij , s〉S = 〈M◦j , si〉Si−〈M◦i, sj〉Sj = M◦j ·sTi −M◦i ·sTj . Hence,
Share(M,ε),C indeed coincides with the CDM protocol [5].

Finally, note that (as it is also shown in [5]) the access structure Γ of the
secret sharing scheme (M, ε) coincides with the access structure Γ◦ of the original
scheme (M◦, ε◦).
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5.2 The Security Proof

If λ◦ is a reconstruction vector for the original secret sharing scheme (M◦, ε◦), i.e.
〈λ◦,M◦x〉Kn = k for x ∈ Ke with k as first entry (such that 〈ε◦, x〉Ke = k), then
the matrix λ = [λ◦| 0 ] ∈ S with λ◦ as first column and zero-entries otherwise
is a reconstruction vector for M , i.e. 〈λ,M◦X〉S = k for X ∈ V with k in the
upper left corner (such that 〈ε,X〉V = k). Since Γ = Γ◦, the subset Λ ⊂ Λmax

consisting of such reconstruction vectors λ = [λ◦| 0 ] is complete. Furthermore,
we will show the following linear-algebraic fact.

Lemma 2. For every pair λ, λ′ ∈ Λ,

λ− λ′ ∈ span(C|supp(λ)∪supp(λ′)) .

The following corollary now follows directly from Theorem 1 and Lemma 1,
generalizing the results of [5] to a mixed adversary.

Corollary 1. The CDM DC scheme based on a linear secret sharing scheme
with access structure Γ and corresponding privacy structure ∆ = Γ c is secure
with respect to an adversary structure A ⊆ ∆ if and only if P �∈ ∆ � A �A.

Proof of Lemma 2: Let λ = [λ◦| 0 ] and λ′ = [λ′◦| 0 ] be reconstruction vectors
from C. We have

∑
i λ◦[i]M◦i = λ◦

T ·M◦ = ε◦
T = (1, 0, . . . , 0) and hence

∑
i

λ◦[i]µji =
∑
i

λ◦[i]




0
M◦i

0


 =




0
1 0 · · · 0

0




where the non-zero row is at the j-th position, and hence λ′ can be written as

λ′=[λ′◦| 0 ]=
∑
j

λ′◦[j]




0
1 0 · · · 0

0


 =

∑
j

λ′◦[j]

(∑
i

λ◦[i]µji
)

=
∑
ij

λ◦[i]λ′◦[j]µ
ji .

Similarly λ =
∑
ij λ◦[i]λ′◦[j]µ

ij and therefore

λ− λ′ =
∑
ij

λ◦[i]λ′◦[j]
(
µij − µji) =

∑
ij

λ◦[i]λ′◦[j]γ
ij ∈ span(C|supp(λ)∪supp(λ′)) ,

which proves the claim. ��

6 Application II: Reducing the Number of Checks
in the BGW Scheme

Theorem 1 tells us that as long as the set {λ − λ′ | λ, λ′ ∈ Λ|H} is contained
in the subspace span(C|H) ⊆ S, where H ∈ H collects the honest players, the
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corresponding scheme is secure. By this it is obvious that if the vectors in C|H are
not linearly independent, then C|H contains more vectors than actually needed.
We will now use this simple observation to reduce the number of checks in the
(symmetric version of the) BGW VSS scheme [1].

The variation of the scheme of [1] where a symmetric bivariate polynomial is
used instead of an arbitrary one can be seen as a special case of the CDM scheme,
where the matrix M◦ is a Van-der-Monde matrix, i.e., M◦i = [1, αi, α2

i , . . . , α
t
i]

for disjoint α1, . . . , αn �= 0. We have the following fact.

Lemma 3. Let Q∗ ∈ Γ = {Q ⊆ P | |Q| ≥ t+ 1} and H ⊇ Q∗. Then

span({γij ∈ C|H | i ∈ Q∗ or j ∈ Q∗}) = span(C|H).

As the proof is purely technical and does not give any new insight, it is
moved to the appendix. Similarly, it can be shown using linear algebra that
C{i,j} ⊆ span(C|{i}∪Q ∪ C|{j}∪Q) for all i, j and every Q with |Q| ≥ t + 1. The
following corollary follows now from Theorem 1, showing that (the symmetric
version of) the classical VSS scheme of [1] is not optimal with respect to the
number of required pairwise checks.

Corollary 2. The symmetric version of the BGW VSS scheme with threshold
privacy structure ∆ = {D ⊆ P | |D| ≤ t} is secure with respect to a threshold
adversary structure A = {A ⊆ P | |A| ≤ w} with w ≤ t if and only if n > t+2w,
even if C is replaced by

C̄ = {γij ∈ C | j > w} .

Proof. Let H be the set of honest players, hence |H| ≥ n−w > t+w. Clearly, the
set Q∗ = {i ∈ H | i > w} is in Γ and hence C̄|H = {γij ∈ C|H | i ∈ Q∗ or j ∈ Q∗}
fulfills span(C̄|H) = span(C|H). ��

Alternatively, this shows that the classical BGW VSS scheme allows “early
stopping”, as it is also used in the 4-round VSS of [9].

7 Conclusions

We presented a general treatment of all linear VSS and DC schemes based on an
underlying linear secret sharing scheme, pairwise checks, complaints and accusa-
tions (against the dealer), and we analysed the security of this class of schemes.
This class covers all currently known linear schemes, and possibly even all future
ones. We reduced the security of these schemes to a pure linear-algebra predi-
cate and showed with two concrete examples that this makes arguing about the
security of such schemes conceptually very simple, as no cryptographic reason-
ing is needed anymore but just pure linear algebra. Furthermore, given a fixed
adversary structure (e.g. described by a monotone span program) this might al-
low the construction of secure schemes which are more efficient than the generic
construction of [5].
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A Proof of Lemma 3

Recall that the checking vectors γij ∈ C (which are actually matrices) are of the
following form: The i-th row is M◦j , the j-th row is −M◦i, and all remaining
entries are zero, i.e., γiji = M◦j and γijj = −M◦i and γijl = 0 for l �= i, j.

Proof of Lemma 3: We assume without loss of generality that Q∗ = {pn−t, . . . ,
pn}. Consider an arbitrary but fixed checking vector γi0j0 with i0, j0 ∈ H and
i0 < j0 < n− t, i.e. i0, j0 �∈ Q∗ (otherwise, nothing needs to be shown). We have
to show that γi0j0 is contained in span({γij ∈ C|H | i ∈ Q∗ or j ∈ Q∗}. This will
be done by the following claim.
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Claim: There exists a sequence δn−t−1, . . . , δn ∈ span({γij ∈ C|H |i ∈ Q∗ or j ∈
Q∗}) such that for every n− t− 1 ≤ i ≤ n

δik =

{
γi0j0k if k ≤ i∑n
k �=l=i+1(λ

i0
k λ

j0
l − λi0l λj0k )M◦l otherwise

where for 1 ≤ i ≤ n and n−t ≤ l ≤ n we let λil �= 0 be such that
∑n
l=n−t λ

i
lM◦l =

M◦i.
Truly, we can set

δn−t−1 =
n∑

l=n−t
(λj0l γ

i0l − λi0l γj0l) ∈ span({γij ∈ C|H | i ∈ Q∗ or j ∈ Q∗})

Then for k ≤ n− t− 1 we indeed have δn−t−1
k = γi0j0k , namely

δn−t−1
i0

=
∑
l

λj0l M◦l = M◦j0 = γi0j0i0

δn−t−1
j0

= −
∑
l

λi0l M◦l = −M◦i0 = γi0j0j0
and

δn−t−1
k = 0 = γi0j0k if k �= i0, j0

while for k > n− t− 1 we have

δn−t−1
k = −λj0k M◦i0 + λi0k M◦j0 = −λj0k (

n∑
l=n−t

λi0l M◦l) + λi0k (
n∑

l=n−t
λj0l M◦l)

=
n∑

l=n−t
(λi0k λ

j0
l − λi0l λj0k )M◦l =

n∑
l=n−t

l �=k

(λi0k λ
j0
l − λi0l λj0k )M◦l

And inductively for i = n− t− 1, . . . , n− 1, given δi as demanded, we can set

δi+1 = δi−
n∑

l=i+2

(λi0i+1λ
j0
l −λi0l λj0i+1)γ

i+1,l ∈ span({γij ∈ C|H |i ∈ Q∗ or j ∈ Q∗})

Then, clearly, for k < i+ 1 we have δi+1
k = δik = γi0j0k . Furthermore, we have

δi+1
i+1 = δii+1 −

n∑
l=i+2

(λi0i+1λ
j0
l − λi0l λj0i+1)M◦l = 0 = γi0j0i+1

while for k > i+ 1

δi+1
k = δik + (λi0i+1λ

j0
k − λi0k λj0i+1)M◦i+1 =

n∑
l=i+2

l �=k

(λi0k λ
j0
l − λi0l λj0k )M◦l

as required. ��
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Abstract. Canetti and Fischlin have recently proposed the security no-
tion universal composability for commitment schemes and provided two
examples. This new notion is very strong. It guarantees that security is
maintained even when an unbounded number of copies of the scheme
are running concurrently, also it guarantees non-malleability and secu-
rity against adaptive adversaries. Both proposed schemes use Θ(k) bits
to commit to one bit and can be based on the existence of trapdoor
commitments and non-malleable encryption.
We present new universally composable commitment (UCC) schemes
based on extractable q one-way homomorphisms. These in turn exist
based on the Paillier cryptosystem, the Okamoto-Uchiyama cryptosys-
tem, or the DDH assumption. The schemes are efficient: to commit to k
bits, they use a constant number of modular exponentiations and commu-
nicates O(k) bits. Furthermore the scheme can be instantiated in either
perfectly hiding or perfectly binding versions. These are the first schemes
to show that constant expansion factor, perfect hiding, and perfect bind-
ing can be obtained for universally composable commitments.
We also show how the schemes can be applied to do efficient zero-
knowledge proofs of knowledge that are universally composable.

1 Introduction

The notion of commitment is one of the most fundamental primitives in both
theory and practice of modern cryptography. In a commitment scheme, a com-
mitter chooses an element m from some finite set M , and releases some infor-
mation about m through a commit protocol to a receiver. Later, the committer
may release more information to the receiver to open his commitment, so that
the receiver learns m. Loosely speaking, the basic properties we want are first
that the commitment scheme is hiding: a cheating receiver cannot learn m from
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the commitment protocol, and second that it is binding: a cheating committer
cannot change his mind about m, the verifier can check in the opening that the
value opened was what the committer had in mind originally. Each of the two
properties can be satisfied unconditionally or relative to a complexity assump-
tion. A very large number of commitment schemes are known based on various
notions of security and various complexity assumptions.

In [CF01] Canetti and Fischlin proposed a new security measure for commit-
ment schemes called universally composable commitments. This is a very strong
notion: it guarantees that security is maintained even when an unbounded num-
ber of copies of the scheme are running concurrently and asynchronous. It also
guarantees non-malleability and maintains security even if an adversary can de-
cide adaptively to corrupt some of the players and make them cheat. The new
security notion is based on the framework for universally composable security
in [Can01]. In this framework one specifies desired functionalities by specifying
an idealized version of them. An idealized commitment scheme is modeled by
assuming a trusted party to which both the committer and the receiver have a
secure channel. To commit to m, the committer simply sends m to the trusted
party who notifies the receiver that a commitment has been made. To open,
the committer asks the trusted party to reveal m to the receiver. Security of
a commitment scheme now means that the view of an adversary attacking the
scheme can be simulated given access to just the idealized functionality.

It is clearly important for practical applications to have solutions where only
the two main players need to be active. However, in [CF01] it is shown that
universal composability is so strong a notion that no universally composable
commitment scheme for only two players exist. However, if one assumes that a
common reference string with a prescribed distribution is available to the players,
then two-player solutions do exist and two examples are given in [CF01]. Note
that common reference strings are often available in practice, for instance if a
public key infrastructure is given.

The commitment scheme(s) from [CF01] uses Ω(k) bits to commit to one bit,
where k is a security parameter, and it guarantees only computational hiding
and binding. In fact, as detailed later, one might even get the impression from
the construction that perfect hiding, respectively binding cannot be achieved.
Here, by perfect, we mean that an unbounded receiver gets zero information
about m, respectively an unbounded committer can change his mind about m
with probability zero.

Our contribution is a new construction of universally composable commit-
ment schemes, which uses O(k) bits of communication to commit to k bits.
The scheme can be set up such that it is perfectly binding, or perfectly hiding,
without loosing efficiency1. The construction is based on a new primitive which
we call a mixed commitment scheme. We give a general construction of mixed

1 [CF01] also contains a scheme which is statistically binding and computationally
hiding, the scheme however requires a new setup of the common reference string per
commitment and is thus mostly interesting because it demonstrates that statistically
binding can be obtained at all.
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commitments, based on any family of so called extractable q one-way homomor-
phisms, and show two efficient implementations of this primitive, one based on
the Paillier cryptosystem and one based on the Okamoto-Uchiyama cryptosys-
tem. A third example based on the DDH assumption is less efficient, but still
supports perfect hiding or binding. Our commitment protocol has three moves,
but the two first messages can be computed independently of the message com-
mitted to and thus the latency of a commitment is still one round as in [CF01].
We use a “personalized” version of the common reference string model where
each player has a separate piece of the reference string assigned to him. It is an
open question if our results can also be obtained with a reference string of size
independent of the number of players.

As a final contribution we show that if a mixed commitment scheme comes
with protocols in a standard 3-move form for proving in zero-knowledge rela-
tions among committed values, the resulting UCC commitment scheme inherits
these protocols, such that usage of these is also universally composable. For our
concrete schemes, this results in efficient protocols for proving binary Boolean
relations among committed values and also (for the version based on Paillier en-
cryption) additive and multiplicative relations modulo N . We discuss how this
can be used to construct efficient universally composable zero-knowledge proofs
of knowledge for NP, improving the complexity of a corresponding protocol from
[CF01].

An Intuitive Explanation of Some Main Ideas. In the simplest type of
commitment scheme, both committing and opening are non-interactive, so that
committing just consists of running an algorithm commitK , keyed by a public
key K, taking as input the message m to be committed to and a uniformly
random string r. The committer computes c ← commitK(m, r), and sends c to
the receiver. To open, the committer sends m and r to the receiver, who checks
that c = commitK(m, r). For this type of scheme, hiding means that given just
c the receiver does not learn m and binding means that the committer cannot
change his mind by computing m′, r′, where c = commit(m′, r′) and m′ �= m.

In a trapdoor scheme however, to each public key K a piece of trapdoor
information tK is associated which, if known, allows the committer to change
his mind. We will call such schemes equivocable. One may also construct schemes
where a different type of trapdoor information dK exists, such that given dK , one
can efficiently computem from commitK(m, r). We call such schemes extractable.
Note that equivocable schemes cannot be perfect binding and that extractable
schemes cannot be perfect hiding.

As mentioned, the scheme in [CF01] guarantees only computational binding
and computational hiding. Actually this is important to the construction: to
prove security, we must simulate an adversary’s view of the real scheme with
access to the idealized functionality only. Now, if the committer is corrupted by
the adversary and sends a commitment c, the simulator must find out which
message was committed to, and send it to the idealized functionality. The uni-
versally composable framework makes very strict demands to the simulation
implying that rewinding techniques cannot be used for extracting the message.
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A solution is to use an extractable scheme, have the public key K in the ref-
erence string, and set things up such that the simulator knows the trapdoor
dk. A similar consideration leads to the conclusion that if instead the receiver is
corrupt, the scheme must be equivocable with trapdoor tK known to the simula-
tor, because the simulator must generate a commitment on behalf of the honest
committer before finding out from the idealized functionality which value was
actually committed to. So to build universally composable commitments it seems
we must have a scheme that is simultaneously extractable and equivocable. This
is precisely what Canetti’s and Fischlin’s ingenious construction provides.

In this paper, we propose a different technique for universally composable
commitments based on what we call a mixed commitment scheme. A mixed
commitment scheme is basically a commitment scheme which on some of the
keys is perfectly hiding and equivocable, we call these keys the E-keys, and on
some of the keys is perfectly binding and extractable, we call these keys the
X-keys. Clearly, no key can be both an X- and an E-key, so if we were to put the
entire key in the common reference string, either extractability or equivocability
would fail and the simulation could not work. We remedy this by putting only
a part of the key, the so-called system key, in the reference string. The rest of
the key is set up once per commitment using a two-move protocol. This allows
the simulator to force the key used for each commitment to be an E-key or an
X-key depending on whether equivocability or extractability is needed.

Our basic construction is neither perfectly binding nor perfectly hiding be-
cause the set-up of keys is randomized and is not guaranteed to lead to any
particular type of key. However, one may add to the reference string an extra
key that is guaranteed to be either an E- or an X-key. Using this in combination
with the basic scheme, one can obtain either perfect hiding or perfect binding.

2 Mixed Commitments

We now give a more formal description of mixed commitment schemes. The most
important difference to the intuitive discussion above is that the system key N
comes with a trapdoor tN that allows efficient extraction for all X-keys. The
E-keys, however, each come with their own trapdoor for equivocability.

Definition 1. By a mixed commitment scheme we mean a commitment scheme
commitK with some global system key N , which determines the message space
MN and the key space KN of the commitments. The key space contains two sets,
the E-keys and the X-keys, for which the following holds:

Key generation One can efficiently generate a system key N along with the so-
called X-trapdoor tN . One can, given the system key N , efficiently generate
random keys from KN and given tN one can sample random X-keys. Given
the system key, one can efficiently generate an E-key K along with the so-
called E-trapdoor tK .

Key indistinguishability Random E-keys and random X-keys are both com-
putationally indistinguishable from random keys from KN as long as the
X-trapdoor tN is not known.
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Equivocability Given E-key K and E-trapdoor tK one can generate fake com-
mitments c, distributed exactly as real commitments, which can later be
opened arbitrarily, i.e. given a message m one can compute uniformly ran-
dom r for which c = commitK(m, r).

Extraction Given a commitment c = commitK(m, r), where K is an X-key,
one can given the X-trapdoor tN efficiently compute m.

Note that the indistinguishability of random E-keys, random X-keys, and
random keys from KN implies that as long as the X-trapdoor is not known the
scheme is computationally hiding for all keys and as long as the E-trapdoor is
not known either the scheme is computationally binding for all keys.

For the construction in the next section we will need a few special require-
ments on the mixed commitment scheme. First of all we will assume that the
message space MN and the key space KN are finite groups in which we can
compute efficiently. We denote the group operation by +. Second we need that
the number of E-keys over the total number of keys is negligible and that the
number of X-keys over the total number of keys is negligibly close to 1. Note that
this leaves only a negligible fraction which is neither X-keys nor E-keys. We call
a mixed commitment scheme with these properties a special mixed commitment
scheme.

The last requirement is that the scheme has two ’independent’ E-trapdoors
per E-key. We ensure this by a transformation. The keys will be of the form
(K1,K2). We let the E-keys be the pairs of E-keys and let the X-keys be the pairs
of X-keys. The message space will be the same. Given a message m we commit as
(commitK1(m1), commitK2(m2)), wherem1 andm2 are uniformly random values
for which m = m1 +m2. If both keys are E-keys and the E-trapdoor of one of
them, say Kb, is known a fake commitment is made by committing honestly to
random m1−b under K1−b and making a fake commitment cb under Kb. Then to
open to m, open cb to mb = m1−b−m. Note that the distribution of the result is
independent of b – this will become essential later. All requirements for a special
mixed commitment scheme are maintained under the transformation.

Special Mixed Commitment Scheme Based on q One-Way Homomor-
phisms. Our examples of special mixed commitment schemes are all based on
q one-way homomorphism generators, as defined in [CD98]. Here we extend the
notion to extractable q one-way homomorphisms. In a nutshell, we want to look
at an easily computable homomorphism f : G → H between Abelian groups
G,H such that H/f(G) is cyclic and has only large prime factors in its order.
And such that random elements in f(G) are computationally indistinguishable
from random elements chosen from all of H (which in particular implies that f
is hard to invert). However, given also a trapdoor associated with f , it becomes
easy to extract information about the status of an element in H.

More formally, a family of extractable q one-way homomorphisms is given by
a probabilistic polynomial time (PPT) generator G which on input 1k outputs
a (description of a) tuple (G,H, f, g, q, b, b′, t), where G and H are groups, f :
G→ H is an efficiently computable homomorphism, g ∈ H \ f(G), q, b, b′ ∈N ,
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and t is a string called the trapdoor. Let F = f(G). We require that gF gen-
erates the factor group H/F and let ord(g) = |H/F |. We require that ord(g)
is superpolynomial in k (e.g. 2k), that q is a multiple of ord(g), and that b is a
public lower bound on ord(g), i.e., we require that 2 ≤ b ≤ ord(g) ≤ q. We say
that a generator has public order if b = ord(g) = q. Also b′ is superpolynomial
in k (e.g. 2k/2) and it is a public lower bound on the primefactors in ord(g),
i.e., all primefactors in ord(g) are at least b′. We write operations in G and H
multiplicatively and we require that in both groups one can multiply, exponenti-
ate, take inverses, and sample random elements in PPT given (G,H, f, g, q, b, b′).
The final central requirements are as follows:

Indistinguishability. Random elements from F are computationally indistin-
guishable from random elements from H given (G,H, f, g, q, b, b′).

Extractability. This comes in two flavors. We call the generator fully ex-
tractable if given (G,H, f, g, q, b, b′, t) and y = gif(r) one can compute
i mod ord(g) in PPT. Note that, given (G,H, f, g, q, b, b′, t), one can compute
ord(g) easily. We call a generator 0/1-extractable if given (G,H, f, g, q, b, b′, t)
and y = gif(r) one can determine whether i = 0 in PPT.

q-invertibility Given (G,H, f, g, q, b, b′) and y ∈ H, it is easy to compute x
such that yq = f(x). Note that this does not contradict indistinguishability:
since q is a multiple of ord(g), it is always the case that yq ∈ F .

We give three examples of extractable q one-way homomorphism generators:

Based on Paillier encryption: Let n = PQ be an RSA modulus, where P
and Q are k/2-bit primes. Let G = Z∗n, let H = Z∗n2 , and let f(r) =
rn mod n2. Let g = (n + 1), let b = q = n, b′ = 2k/2−1,and let t = (P,Q).
Then it follows directly from [Pai99] that relative to the DCRA assumption
we have a fully extractable generator with public order.

Based on Okamoto-Uchiyama encryption: Now let N = Pn = P 2Q. Let
G = Z∗n, let H = Z∗N , and let f(r) = rN mod N . Let g = (N + 1), q = N ,
b = b′ = 2k/2−1 and t = (P,Q). Then it follows directly from [OU98] that
relative to the p-subgroup assumption we have a fully extractable generator.

Based on Diffie-Hellman encryption: Let 〈α〉 be a group of prime order Q.
Let β = αx for uniformly random x ∈ Z∗Q. Let G = ZQ, let H = 〈α〉 × 〈α〉,
and let f(r) = (αr, βr). Let g = (1, β), b = b′ = q = Q and t = x. Then
the scheme is 0/1-extractable: let (A,B) = gmf(r) = (αr, βr+m), then Ax =
B iff m = 0. Relative to the DDH assumption we have a 0/1-extractable
generator with public order.

We now show how to transform an extractable generator into a special mixed
commitment scheme. We treat fully extractable and 0/1-extractable generators
in parallel, as the differences are minimal.

The key space will be H, the message space will be Zb for fully extractable
schemes and Z2 for 0/1-extractable schemes. We commit as commitK(m, r) =
Kmf(r), where r is uniformly random in H. The E-keys will be the set F =
f(G) and the E-trapdoor will be f−1(K). By the requirement that ord(g) is
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superpolynomial in k, the set of E-keys is a negligible fraction of the keyspace
as required. For equivocability, we generate a fake commitment as c = f(rc) for
uniformly random rc ∈ H. Assume that K = f(rK) and that we are given m ∈
Zb. Compute r = r−mK rc. Then r is uniformly random and c = commitK(m, r).

For a fully extractable generator the X-keys will be the elements of form
K = gif(rK), where i is invertible in Zord(g). By the requirement that ord(g)
only has large primefactors, the X-keys are the entire key-space except for a
negligible fraction as required. They can be sampled efficiently given the trap-
door since then ord(g) is known. Assume that we are given c = Kmf(r) for
m ∈ Zb. Using fully extractability we can from c compute im mod ord(g) and
from K we can compute i mod ord(g). Since i is invertible we can then com-
pute m mod ord(g) = m. For a 0/1-extractable generator the X-keys will be
the elements of the form K = gif(rK), where i ∈ Zord(g) \ {0}. By the 0/1-
extractability these keys can be efficiently sampled given t. For extraction, note
that commitK(0, r) ∈ F and commitK(1, r) �∈ F and use the 0/1-extractability
of the generator. For the fully extractable construction and the 0/1-extractable
construction, the indistinguishability of the key-spaces follows directly from the
indistinguishability requirement on the generator. The transformed scheme is
given by commitK1,K2(m, (r1, r2,m1)) = (Km1

1 f(r1),Km2
2 f(r2)), where m2 =

m−m1 mod q.

Proofs of Relations. For the mixed commitment schemes we exhibit in this
paper, there are efficient protocols for proving in zero-knowledge relations among
committed values. As we shall see, it is possible to have the derived universally
composable commitment schemes inherit these protocols while maintaining uni-
versal composability. In order for this to work, we need the protocols to be
non-erasure Σ-protocols.

A non-erasure Σ-protocol for relation R is a protocol for two parties, called the
prover P and the verifier V . The prover gets as input (x,w) ∈ R, the verifier gets
as input x, and the goal is for the prover to convince the verifier that he knows
w such that (x,w) ∈ R, without revealing information about w. We require that
it is done using a protocol of the following form. The prover first computes a
message a← A(x,w, ra), where ra is a uniformly random string, and sends a to
V . Then V returns a random challenge e of length l. The prover then computes
a responds to the challenge z ← Z(x,w, ra, e), and sends z to the verifier. The
verifier then runs a program B on (x, a, e, z) which outputs b ∈ {0, 1} indicating
where to believe that the prover knows a valid witness w or not. Besides the
protocol being of this form we furthermore require that the following hold:

Completeness If (x,w) ∈ R, then the verifier always accepts (b = 1).
Special honest verifier zero-knowledge There exists a PPT algorithm, the

honest verifier simulator hvs, which given instance x (where there exists w
such that (x,w) ∈ R) and any challenge e generates (a, z) ← hvs(x, e, r),
where r is a uniformly random string, such that (x, a, e, z) is distributed
identically to a successful conversation where e occurs as challenge.
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State construction Given (x,w, a, e, z, r), where (a, z) = hvs(x, e, r) and
(x,w) ∈ R it should be possible to compute uniformly random ra for which
a = A(x,w, ra) and z = Z(x,w, ra, e).

Special soundness There exists a PPT algorithm, which given x, (a, e, z), and
(a, e′, z′), where e �= e′, B(x, a, e, z) = 1, and B(x, a, e′, z′) = 1, outputs w
such that (x,w) ∈ R.

In [Dam00] it is shown how to use Σ-protocols in a concurrent setting. This
is done by letting the first message be a commitment to a and then letting the
third message be (a, r, z), where (a, r) is an opening of the commitment and z is
computed as usual. If the commitment scheme used is a trapdoor commitment
scheme this will allow for simulation using the honest verifier simulator. In an
adaptive non-erasure setting, where an adversary can corrupt parties during
the execution, it is also necessary with the State Construction property as the
adversary is entitled to see the internal state of a corrupted party.

Proofs of Relations for the Schemes Based on q One-Way Homomor-
phisms. The basis for the proofs of relations between commitments will be the
following proof of knowledge which works for fully extractable generators with
public order, so we have (G,H, f, g, q, b, b′, t), with b = ord(g) = q. Assume that
the prover is given K ∈ H, m ∈ Zb and r ∈ G, and the verifier is given K and
C = Kmf(r). To prove knowledge of m, r, we do as follows:

1. The prover sends C = Kmf(r) for uniformly random m ∈ Zq and r ∈ G.
2. The verifier sends a uniformly random challenge e from Zb′ , where b′ is the

public bound on the smallest primefactor in ord(g).
3. The prover replies with m̃ = em + m mod q and r̃ = f−1(Kq)ĩrer, where
ĩ = em+mdiv q. The verifier accepts iff Km̃f(r̃) = CeC.

We argue that this is a non-erasure Σ-protocol: The completeness is imme-
diate. For special soundness assume that we have two accepting conversations
(C, e, m̃, r̃) and (C, e′, m̃′, r̃′). By the requirement that b′ is smaller than the
smallest primefactor of q we can compute α, β s.t. 1 = αq + β(e − e′). By our
assumptions, we can compute rc = f−1(Cq) and r′K = f−1(Kq). Then compute
n = (m̃− m̃′)β, m = n mod q, and r = (r̃/r̃′)βrαc (r′K)n div q. Then C = Kmf(r).
For special honest verifier zero-knowledge, given C and e, pick m̃ ∈ Zq and r̃ ∈ G
at random and let C = Km̃f(r̃)C−e. For the state construction, assume that
we are then given m, r such that C = Kmf(r). Then let m = m̃ − em mod q,
ĩ = em+mdiv q, r = r̃f−1(Kq)ĩr−e. Then all values have the correct distribu-
tion.

We extend this scheme to prove relations between committed values. Assume
that the prover knows K1,m1, r1, . . . ,Kl,ml, rl where

∑l
i=1 aimi = a0 mod q for

a0, . . . , al ∈ Zq, and assume that the verifier knows Ki and Ci = Kmi
i f(ri) for

i = 1, . . . , l and knows a0, . . . , al. The prover proves knowledge as follows: Run
a proof of knowledge as that described above for each of the commitments using
the same challenge e in them all. Let m̃i be the m̃-value of the protocol for Ci.
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We furthermore instruct the verifier to check that
∑l
i=1 aim̃i = ea0. For special

soundness assume that we have accepting conversations for the two challenges
e �= e′. Then we can compute mi = (m̃i − m̃′i)(e− e′)−1 mod q and ri as above
such that Ci = Kmi

i f(ri). Furthermore
∑l
i=1 aimi = (e − e′)−1(

∑l
i=1 aim̃i −∑l

i=1 aim̃
′
i) = (e− e′)−1(ea0− e′a0) = a0. The other properties of a non-erasure

Σ-protocol follows using similar arguments.
This handles proofs of knowledge for the basic scheme. Recall, however, that

in our UCC construction we need a transformed scheme where pairs of basic
commitments are used, as described above. So assume, for instance, that we
are given transformed commitments (C1, C2), (C3, C4), (C5, C6) and we want to
prove that the value committed to by (C1, C2) is the sum modulo q of the
values committed by (C3, C4) and (C5, C6). This can be done by using the above
protocol to prove knowledge of m1, . . . ,m6 contained in C1, . . . , C6 such that
(m1+m2)−(m3+m4)−(m5+m6) = 0. All linear relations between transformed
commitments can be dealt with in a similar manner.

By extending the proof of multiplicative relations from [CD98] in a manner
equivalent to what we did for the additive proof we obtain a non-erasure Σ-
protocol for proving multiplicative relations between transformed commitments.

Now for schemes without public order, the Σ-protocols given above do not
directly apply because we were assuming that b = ord(g) = q. However, we can
modify the basic protocol by setting m = m = m̃ = 0. This results in a non-
erasure Σ-protocol which allows the prover to prove knowledge of r, where C =
f(r) is known by the verifier. I.e. the prover can prove that C ∈ F , in other words
that C commits to 0. Given C = Kf(r) the prover can using the same protocol
prove that CK−1 ∈ F , i.e. prove that C ∈ KF , in other words that C commits
to 1. Using the technique from [CDS94] for monotone logical combination of
Σ-protocols we can then combine such proofs. Let C1, . . . , Cl be commitments
and let R = {(bi1, . . . , bil)}ai=1 ⊂ {0, 1}l be a Boolean relation. We can then prove
that C1, . . . , Cl commits to (m1, . . . ,ml) ∈ R by proving

∨a
i=1
∧l
i=1 Ci ∈ KmiF .

Let in particular 0 = {(0, 0), (1, 1)} and let 1 = {(0, 1), (1, 0)}. Then proving
knowledge of (m1,m2) ∈ 0 for transformed commitment C = (C1, C2) proves
that C commits to 0, similar for 1. Then using the relation And = 0× 0× 0 ∪
0×0×1∪0×1×0∪1×1×1, we can prove that three transformed commitments
C1, C2, C3 commits to bits m1,m2,m3 s.t. m1 = m2 ∧m3. All Boolean relations
of arity O(log(k)) can handled in a similar manner. This will work for both fully
and 0/1-extractable schemes.

The following theorem summarizes what we have argued:

Theorem 1. If there exists a fully (0/1) extractable q one-way homomorphism
generator, then there exists a special mixed commitment scheme with message
space Zb (Z2) as described above and with proofs of relations of the form m =
f(m1,m2, . . . ,ml) where f is a Boolean predicate and l = O(log(k)). If the
scheme is with public order b = ord(g) = q and is fully extractable, we also have
proofs of additive and multiplicative relations modulo q.
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3 Universally Composable Commitments

In the framework from [Can01] the security of a protocol is defined by comparing
its real-life execution to an ideal evaluation of its desired behavior.

The protocol π is modeled by n interactive Turing Machines P1, . . . , Pn called
the parties of the protocol. In the real-life execution of π an adversary A and an
environment Z modeling the environment in which A is attacking the protocol
participates. The environment gives inputs to honest parties, receives outputs
from honest parties, and can communication with A at arbitrary points in the
execution. The adversary can see all messages and schedules all message deliver-
ies. The adversary can corrupted parties adaptively. When a party is corrupted,
the adversary learns the entire execution history of the corrupted party, includ-
ing the random bits used, and will from the point of corruption send messages
on behalf of the corrupted party. Both A and Z are PPT interactive Turing
Machines.

Second an ideal evaluation is defined. In the ideal evaluation an ideal func-
tionality F is present to which all the parties have a secure communication line.
The ideal functionality is an interactive Turing Machine defining the desired
input-output behavior of the protocol. Also present is an ideal model adversary
S, the environment Z, and n so-called dummy parties P̃1, . . . , P̃n – all PPT in-
teractive Turing Machines. The only job of the dummy parties is to take inputs
from the environment and send them to the ideal functionality and take mes-
sages from the ideal functionality and output them to the environment. Again
the adversary schedules all message deliveries, but can now not see the contents
of the messages. This basically makes the ideal process a trivially secure protocol
with the same input-output behavior as the ideal functionality. The framework
also defines the hybrid models, where the execution proceeds as in the real-life
execution, but where the parties in addition have access to an ideal functionality.
An important property of the framework is that these ideal functionalities can
securely be replaced with sub-protocols securely realizing the ideal functional-
ity. The real-life model including access to an ideal functionality F is called the
F-hybrid model.

At the beginning of the protocol all parties, the adversary, and the envi-
ronment is given as input the security parameter k and random bits. Further-
more the environment is given an auxiliary input z. At some point the envi-
ronment stops activating parties and outputs some bit. This bit is taken to
be the output of the execution. We use REALπ,A,Z(k, z) to denote the output
of Z in the real-life execution and use IDEALF,S,Z(k, z) to denote the output
of Z in the ideal evaluation. Let REALπ,A,Z denote the distribution ensemble
{REALπ,A,Z(k, z)}k∈N ,z∈{0,1}∗ and let IDEALF,S,Z(k, z) denote the distribu-
tion ensemble {IDEALF,S,Z(k, z)}k∈N ,z∈{0,1}∗ .

Definition 2 ([Can01]). We say that π securely realizes F if for all real-life
adversaries A there exists an ideal model adversary S such that for all environ-
ments Z we have that IDEALF,S,Z and REALπ,A,Z are computationally indis-
tinguishable.
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An important fact about the above security notion is that it is maintained
even if an unbounded number of copies of the protocol (and other protocols)
are carried out concurrently – see [Can01] for a formal statement and proof. In
proving the composition theorem it is used essentially that the environment and
the adversary can communicate at any point in an execution. The price for this
strong security notion, which is called universal composability in [Can01], is that
rewinding cannot be used in the simulation.

The Commitment Functionality. We now specify the task that we want
to implement as an ideal functionality. We look at a slightly different version
of the commitment functionality than the one in [CF01]. The functionality in
[CF01] is only for committing to one bit. Here we generalize. The domain of
our commitments will be the domain of the special mixed commitment used in
the implementation. Therefore the ideal functionality must specify the domain
by initially giving a system key N . For technical reasons, in addition, the X-
trapdoor of N is revealed to the the ideal model adversary, i.e., the simulator.
This is no problem in the ideal model since here the X-trapdoor cannot be
used to find committed values – the ideal functionality stores committed values
internally and reveals nothing before opening time. The simulator, however,
needs the X-trapdoor in order to do the simulation of our implementation. The
implementation, on the other hand, will of course keep the X-trapdoor of N
hidden from the real-life adversary. The ideal functionality for homomorphic
commitments is named FHCOM and is as follows.

0. Generate a uniformly random system key N along with the X-trapdoor tN .
Send N to all parties and send (N, tN ) to the adversary.

1. Upon receiving (commit, sid, cid, Pi, Pj ,m) from P̃i, where m is in the do-
main of system key N , record (cid, Pi, Pj ,m) and send the message
(receipt, sid, cid, Pi, Pj) to P̃j and the adversary. Ignore subsequent
(commit, sid, cid, . . .) messages. The values sid and cid are a session id and
a commitment id.

2. Upon receiving the message (prove, sid, cid, Pi, Pj , R, cid1, . . . , cida) from
P̃i, where (cid1, Pi, Pj ,m1), . . . , (cida, Pi, Pj ,ma) have been recorded, R is
an a-ary relation with a non-erasure Σ-protocol, and (m1,m2, . . . ,ma) ∈ R,
send the message (prove, sid, cid, Pi, Pj , R, cid1, . . . , cida) to P̃j and the ad-
versary.

3. Upon receiving a message (open, sid, cid, Pi, Pj) from P̃i, where (cid, Pi,
Pj ,m) has been recorded, send the message (open, sid, cid, Pi, Pj ,m) to P̃j
and the adversary.

It should be noted that a version of the functionality where N and tN are not
specified by the ideal functionality could be used. We could then let the domain
of the commitments be a domain contained in (or easy to encode in) the domain
of all the system keys.

The Common Reference String Model. As mentioned in the introduction
we cannot hope to construct two-party UCC in the plain real-life model. We
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need a that a common reference string (CRS) with a prescribed distribution
is available to the players. It is straightforward to model a CRS as an ideal
functionality FCRS, see e.g. [CF01].

4 UCC with Constant Expansion Factor

Given a special mixed commitment scheme com we construct the following pro-
tocol UCCcom.

The CRS The CRS is (N,K1, . . . ,Kn), where N is a random system key and
K1, . . . ,Kn are n random E-keys for the system key N , Ki for Pi.

Committing

C.1 On input (commit, sid, cid, Pi, Pj ,m) party Pi generates a random com-
mitment key K1 for system key N and commits to it as c1 =
commitKi

(K1, r1), and sends (com1, sid, cid, c1) to Pj 2.
R.1 Pj replies with (com2, sid, cid,K2) for random key K2.
C.2 Pi computes K = K1 + K2 and c2 = commitK(m, r2) for random

r2, and records (sid, cid, Pj ,K,m, r2) and sends the message
(com3, sid, cid,K1, r1, c2) to Pj .

R.2 Pj checks that c1 = commitKi
(K1, r1), and if so computes K = K1+K2,

records (sid, cid, Pj ,K, c2), and outputs (receipt, sid, cid, Pi, Pj).

Opening

C.3 On input (open, sid, cid, Pi, Pj), Pi sends (open, sid, cid,m, r2) to Pj .
R.3 Pj checks that c2 = commitK(m, r2), and if so outputs (open, sid, cid, Pi,

Pj ,m).

Proving Relation

C.4 On input (prove, sid, cid, Pi, Pj , R, cid1, . . . , cida), where (sid, cid1, Pj ,
K1,m1, r1), . . ., (sid, cida, Pj ,Ka,ma, ra) are recorded commitments,
compute the first message, a, of the Σ-protocol from the recorded wit-
nesses and compute c3 = commitKi

(a, r3) for random r3 and send (prv1,
sid, cid,R, cid1, . . . , cida, c3) to Pj .

R.4 Pj generates a random challenge e and sends (prv2, sid, cid, Pj , e) to Pi.
C.5 Pi computes the answer z and sends (prv3, sid, cid, a, r3, z) to Pj .
R.5 Pj checks that c3 = commitKi

(a, r3) and that (a, e, z) is an accepting
conversation. If so Pj outputs (prove, sid, cid, Pi, Pj , R, cid1, . . . , cida).

Theorem 2. If com is a special mixed commitment scheme, then the protocol
UCCcom securely realizes FHCOM in the CRS-hybrid model.

2 We assume that the key space is a subset of the message space. If this is not the
case the message space can be extended to a large enough Ml

N by committing to l
values in the original scheme.
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Proof. We construct a simulator S running a real-life adversary A and simulates
to it a real-life execution consistent with the values input to and output from the
ideal functionality in ideal-world in which S is running. The main requirements
is that S given |m| can simulate a commitment to m in such a way that it can
later open the commitment to any value of m; That S can extract from the
commitments given by A the value committed to; And that S does not rewind
A as this is not possible in the model from [Can01].

The simulator S sets up the CRS s.t. the keys Ki are E-keys for which S
knows the E-trapdoor, and such that the X-trapdoor is known too. When S is
simulating a honest party acting as the committing party it use the E-trapdoor
to open c1 to K1 = K − K2, where K is generated as a random E-key with
known E-trapdoor. Then S generates c2 as an equivocable commitment, which
it can later open to the actual committed value once it becomes known. When
S is simulating a honest party acting as the receiver in a commitment it simply
follows the protocol. Since no trapdoors are known to the adversary, the resulting
key K will be random and in particular it will be an X-key except with negligible
probability since all but a negligible fraction of the keys are X-keys. So, since
S knows the X-trapdoor, it can compute from the c2 sent by the adversary the
value m committed to except with negligible probability.

For the proofs of relations, when A is giving a proof, S simply follows the
protocol. The proofs given by honest Pi are simulated by S. Here the non-
rewinding simulation technique from [Dam00] applies. If the party Pi is later
corrupted, the messages which should have been committed to are learned. Us-
ing the E-trapdoor the simulator then opens the commitments in the relation
appropriately. Then given the messages and the random bits (the witnesses of
the proof), the state construction property of the proof allows to construct a
consistent internal state to show to the adversary.

The main technical problem in proving this simulation indistinguishable from
the real-life execution is that the X-trapdoor is used by the simulator, so we
cannot do reductions to the computational binding of the mixed commitment
scheme. We deal with this by defining a hybrid distribution that is generated by
the following experiment: Run the simulation except do not use the X-trapdoor.
Each time the adversary makes a commitment instead simply use the message
0 as input to the ideal functionality. When the adversary then opens the com-
mitment to m, simply change the ideal-world communication to make it look as
if m was the committed value. Up to the time of opening, the entire execution
seen from the the environment and A is independent of whether 0 or m was
given to the ideal functionality, and hence this hybrid is distributed exactly as
the simulation. It is therefore enough to prove this hybrid indistinguishable from
the real-life execution, which is possible using standard techniques. ��

Perfect Hiding and Perfect Binding. The scheme described above has nei-
ther perfect binding nor perfect hiding. Here we construct a version of the com-
mitment scheme with both perfect hiding and perfect binding. The individual
commitments are obviously not simultaneously perfect hiding and perfect bind-
ing, but it can be chosen at the time of commitment whether a commitment
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should be perfect binding or perfect hiding and proofs of relations can include
both types of commitments. We sketch the scheme and the proof of its security.
The details are left to the reader.

In the extended scheme we add to the CRS a random E-keyKE and a random
X-key KX (both for system key N). Then to do a perfect binding commitment
to m the committer will in Step C.2 compute c2 = commitK(m, r2) as before,
but will in addition compute c3 = commitKX (m, r3). To open the commitment
the committer will then have to send both a correct opening (m, r2) of c2 and a
correct opening (m, r3) of c3. This is perfect binding as the X-key commitment
is perfect binding.

To do a perfect hiding commitment the committer computes a uniformly
random message m and commits with c2 = commitK(m + m, r2) and c3 =
commitKE (m, r3). To open to m the committer must then send a correct opening
(m2, r2) of c2 and a correct opening (m3, r3) of c3 for which m2 = m3 +m. This
is perfect hiding because c3 hides m perfectly and m+m thus hides m perfectly.

To do the simulation simply let the simulator make the excusable mistake of
letting KE be a random X-key and letting KX be a random E-key. This mistake
will allow to simulate and cannot be detected by the fact that E-keys and X-
keys are indistinguishable. For perfect binding commitments both K and KX

will then be E-keys when the simulator does a commitment, which allows to
fake. When the adversary does a commitment K will (except with negligible) be
an X-key and the simulator can extract m from commitK(m). For perfect hiding
commitments both K and KE will (except with negligible probability) be X-
keys when the adversary does a commitment, which allows to extract. When
the simulator commits, K will be an E-key, which allows to fake an opening by
faking commitK(m).

For perfect binding commitments the proofs of relations can be used directly
for the modified commitments by doing the proof on the commitK(m) values.
For perfect hiding commitments there is no general transformation that will
carry proofs of relations over to the modified system. If however there is a proof
of additive relation, then one can publish commitK(m) and prove that the sum
of the values committed to by commitK(m) and commitKE (m) is committed to
by commitK(m + m), and then use the commitment commitK(m) when doing
the proofs of relations.

5 Efficient Universally Composable
Zero-Knowledge Proofs

In [CF01] Canetti and Fischlin showed how universally composable commitments
can be used to construct simple zero-knowledge (ZK) protocols which are uni-
versally composable. This is a strong security property, which implies concurrent
and non-malleable ZK proof of knowledge.

The functionality FRZK for universally composable zero-knowledge (for binary
relation R) is as follows.
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1. Wait to receive a value (verifier, id, Pi, Pj , x) from some party Pi. Once
such a value is received, send (verifier, id, Pi, Pj , x) to S, and ignore all
subsequent (verifier, . . .) values.

2. Upon receipt of a value (prover, id, Pj , Pi, x′, w) from Pj , let v = 1 if x = x′

and R(x,w) holds, and v = 0 otherwise. Send (id, v) to Pi and S, and halt.

Exploiting the Multi-bit Commitment Property. In [CF01] a protocol
for Hamiltonian-Cycle (HC) is given and proven to securely realize FHC

ZK . The
protocol is of a common cut-and-choose form. It proceeds in t rounds. In each
round the prover commits to l bits m ∈ {0, 1}l. Then the verifier sends a bit
b as challenge. If b = 0 then the prover opens all commitments and if b = 1
the prover opens some subset of the challenges. Say that the subset is given
by S ∈ {0, 1}l, where Si = 1 if commitment number i should be revealed.
Then if b = 0 the prover should see m and if b = 1 the prover should see
(S,m ∧ S). The verifier has two predicates V0 and V1 for verifying the reply
from the prover. If b = 0 it verifies that V0(m) = 1 and if b = 1 it verifies
that V1(S,m ∧ S) = 1. The protocol is such that seeing m or (S,m ∧ S) reveals
no knowledge about the witness (Hamiltonian cycle), but if V0(m) = 1 and
V1(S,m ∧ S) = 1, then one can compute a witness from m and S. The verifier
accepts if it can verify the reply in each of the t rounds. Obviously S should
be kept secret when b = 0 – otherwise m and S would reveal the witness. This
makes it hard to use the multi-bit commitments to commit to the l bits in such
a way that just the subset S can be opened later. However, in [KMO89] Kilian,
Micali, and Ostrovski presented a general technique for transforming a multi-
bit commitment scheme into a multi-bit commitment scheme with the property
that individual bits can be open independently. Unfortunately their technique
adds one round of interaction. However, we do not need the full generality of
their result. This allows us to modify the technique to avoid the extra round of
interaction.

We commit by generating a uniformly random pad m1 ∈ {0, 1}l and commit-
ting to the four values S, m1, m2 = m⊕m1, and m3 = m1∧S individually using
multi-bit commitments. The verifier then challenges uniformly with b ∈ {0, 1, 2}.
If b = 0, then reveal m1 and m2 and verify that V0(m1 ⊕m2) = 1. If b = 1 then
reveal S, m2, m3 and verify that V1(S,m2 ∧ S ⊕m3) = 1. Finally, if b = 2, then
reveal S, m1, and m3 and verify that m3 = m1 ∧ S. This is still secure as at
no time are S and m revealed at the same time. For the soundness, note that if
V0(m1⊕m2) = 1, V1(S,m2∧S⊕m3) = 1, andm3 = m1∧S, then form = m1⊕m2
we have that V0(m) = 1 and V1(S,m ∧ S) = 1 and can thus compute a witness.
If we increase the number of rounds by a factor log3/2(2) < 1.71 we will get
cheating probability no larger than for t rounds with cheating probability 1/2 in
each round. The number of bits committed to in each round is 4l for a total of
less than 6.84tl bits. However, now the bits can be committed to k bits at a time
using the multi-bit commitment scheme. Therefore, if we implement the modi-
fied protocol using our commitment scheme, we get communication complexity
O((l+k)t). This follows because we can commit to O(l) bits by sending O(l+k)
bits. This is an improvement by a factor θ( lk

l+k ) = θ(min(l, k)) over [CF01].
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Exploiting Efficient Proofs of Relations. We show how we can use the
efficient proofs of relations on committed values to reduce the communication
complexity and the round complexity in a different way. This can simply be
done by the parties agreeing in a Boolean circuit for the relation. Then the
prover commits to the witness and the evaluation of the circuit on the witness
and instance bit by bit and proves for each gate in the circuit that the committed
values are consistent with the gate. The commitment to the output gate is opened
and the prover then takes the revealed value as its output.

This protocol will have no messages of its own. All interaction is done through
the ideal commitment functionality FHCOM. Let l be the size of the gate used.
This protocol requires O(l) commitments to single bits, each of which require
O(k) bits of communication. Then we need to do O(l) proofs of relations, each
of which require O(k) bits of communication. This amounts to O(lk) bits of
communication, and is an improvement over the O(lkt) bits when using the
scheme of [CF01] by a factor O(t).
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Abstract. A unique signature scheme has the property that a signa-
ture σPK(m) is a (hard-to-compute) function of the public key PK and
message m, for all, even adversarially chosen, PK. Unique signatures, in-
troduced by Goldwasser and Ostrovsky, have been shown to be a building
block for constructing verifiable random functions. Another useful prop-
erty of unique signatures is that they are stateless: the signer does not
need to update his secret key after an invocation.
The only previously known construction of a unique signature in the
plain model was based on the RSA assumption. The only other previ-
ously known provably secure constructions of stateless signatures were
based on the Strong RSA assumption. Here, we give a construction of a
unique signature scheme based on a generalization of the Diffie-Hellman
assumption in groups where decisional Diffie-Hellman is easy. Several
recent results suggest plausibility of such groups.
We also give a few related constructions of verifiable random functions
(VRFs). VRFs, introduced by Micali, Rabin, and Vadhan, are objects
that combine the properties of pseudorandom functions (i.e. indistin-
guishability from random even after querying) with the verifiability prop-
erty. Prior to our work, VRFs were only known to exist under the RSA
assumption.

Keywords: Unique signatures, verifiable random functions, application
of groups with DH-DDH separation.

1 Introduction

Signature schemes are one of the most important cryptographic objects. There
were invented, together with the entire field of public-key cryptography, by Diffie
and Hellman, and Rivest, Shamir and Adleman followed up with the first candi-
date construction. Goldwasser, Micali and Rivest [GMR88] gave the first signa-
ture scheme that is secure even if the adversary is allowed to obtain signatures
on messages of its choice. This notion of security for signature schemes is also
due to Goldwasser, Micali, and Rivest (GMR).

Since the GMR seminal work, it has become clear that the first requirement
from a signature scheme is that it should satisfy the GMR definition of security.
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However, to be most useful, two additional properties of signature schemes are
desirable: (1) that the scheme be secure in the plain model, i.e., without a random
oracle or common parameters; and (2) that the scheme be stateless, i.e., not
require the signer to update the secret key after each invocation.

The only signature schemes satisfying both of these additional properties are
the Strong-RSA-based schemes of Gennaro et al. [GHR99] and of Cramer and
Shoup [CS99], and the scheme implied by the verifiable random function due to
Micali et al. [MRV99], based on RSA. An open question was to come up with
a signature scheme satisfying the two additional properties, such that it would
be secure under a different type of assumption. Here, we give such a signature
scheme, based on a generalization of the Diffie-Hellman assumption for groups
where decisional Diffie-Hellman is easy.
Unique signatures. The signature scheme we propose is a unique signature
scheme. Unique signature schemes are GMR-secure signature schemes where the
signature is a hard-to-compute function of the public key and the message. They
were introduced by Goldwasser and Ostrovsky [GO92]1.

Intuitively, unique signatures are the “right” notion of signatures. This is
because if one has verified a signature on a message once, then why should it be
necessary to verify the signature on the same message again? Yet, even if indeed
the given message has been accepted before, it is a bad idea to just accept it
again – what if this time it came from an unauthorized party? Hence, one must
verify the signature again, if it happens to be a different signature. If a signature
scheme allows the signer to easily (that is to say, more efficiently than the cost of
verifying a signature) generate many signatures on the same message, this leads
to a simple denial-of-service attack on a verifier who is forced to verify many
signatures on the same message. Although this is not a cryptographic attack, it
still illustrates that intuitively unique signatures are more desirable.

In the random-oracle model, a realization of unique signatures is well-known.
For example, some RSA signatures are unique: σn,e,H(m) = (H(m))1/e mod
n is a function of (n, e,H,m) so long as e is a prime number greater than
n (this is because for a prime e, e > n implies that e is relatively prime to
φ(n)). Goldwasser and Ostrovsky give a solution in the common-random-string
model. However, in the standard model, the only known construction of unique
signatures was the one due to Micali, Rabin, Vadhan [MRV99].

On the negative side, Goldwasser and Ostrovsky have also shown that even
in the common random string model, unique signatures require assumptions
of the same strength as needed for non-interactive zero knowledge proofs with
polynomial-time provers. The weakest assumption known that is required for
non-interactive zero knowledge proofs with polynomial-time provers, is existence
of trapdoor permutations [FLS99,BY96]. However, we do not know whether
this is a necessary assumption; neither do we know whether this assumption is
sufficient for constructing unique signatures in the plain model.
Verifiable random functions. Another reason why unique signatures are valu-
able is that they are closely related to verifiable random functions. Verifiable ran-
1 They call it an invariant signature
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dom functions (VRFs) were introduced by Micali, Rabin, and Vadhan [MRV99].
They are similar to pseudorandom functions [GGM86], except that they are also
verifiable. That is to say, associated with a secret seed SK, there is a public key
PK and a function FPK(·) : {0, 1}k �→ {0, 1}u such that (1) y = FPK(x) is
efficiently computable given the corresponding SK; (2) a proof πPK(x) that this
value y corresponds to the public key PK is also efficiently computable given
SK; (3) based purely on PK and oracle calls to FPK(·) and the corresponding
proof oracle, no adversary can distinguish the value FPK(x) from a random value
without explicitly querying for the value x.

VRFs [MRV99] are useful for protocol design. They can be viewed as a com-
mitment to an exponential number of random-looking bits, which can be of
use in protocols. For example, using verifiable random functions, one can re-
duce the number of rounds for resettable zero knowledge proofs to 3 in the bare
model [MR01]. Another example application, due to Micali and Rivest [MR02],
is a non-interactive lottery system used in micropayments. Here, the lottery
organizer holds a public key PK of a VRF. A participant creates his lottery
ticket t himself and sends it to the organizer. The organizer computes the value
y = FPK(t) on the lottery ticket, and the corresponding proof π = πPK(t). The
value y determines whether the user wins, while the proof π guarantees that the
organizer cannot cheat. Since a VRF is hard to predict, the user has no idea how
to bias the lottery in his favor.

These objects are not well-studied; in fact, only one construction, based on
the RSA assumption, was previously known [MRV99]. Micali, Rabin and Vadhan
showed that, for the purposes of constructing a VRF, it is sufficient to construct
a unique signature scheme. More precisely, from a unique signature scheme with
small (but super-polynomial) message space and security against adversaries that
run in super-polynomial time, they constructed a VRF with an arbitrary input
size that tolerates a polynomial-time adversary2 They then gave an RSA-based
unique signature scheme for a small message space.

Constructing VRFs from pseudorandom functions (PRFs) is a good problem
that we don’t know how to solve in the standard model. This is because by
its definition, the output of a PRF should be indistinguishable from random.
However, if we extend the model to allow interaction, it is possible to commit
to the secret seed of a PRF and let that serve as a public key, and then prove
that a given output corresponds to the committed seed using a zero-knowledge
proof. This solution is unattractive because of the expense of communication
rounds. In the so-called common random string model where non-interactive
zero-knowledge proofs are possible, a construction is possible using commit-
ments and non-interactive zero knowledge [BFM88,BDMP91,FLS99]. However,
this is unattractive as well because this model is unusual and non-interactive
ZK is expensive. Thus, construction of verifiable random functions from general
assumptions remains an interesting open problem.

2 Intuitively, it would seem that the connection ought to be tighter: a unique signature
secure against polynomial-time adversaries should imply a secure verifiable random
function. This is an interesting open problem, posed by Micali et al.
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DH–DDH separation. Recently, Joux and Nguyen [JN01] demonstrated that
one can encounter groups in which decisional Diffie-Hellman is easy, and yet
computational Diffie-Hellman seems hard. This is an elegant result that, among
other things, sheds light on how reasonable it is to assume decisional Diffie-
Hellman.

Joux [Jou00] proposed using the DH-DDH separation to a good end, by ex-
hibiting a one-round key exchange protocol for three parties. Subsequently, in-
sight into such groups has proved relevant for the recent construction of identity-
based encryption due to Boneh and Franklin [BF01] which resolved a long stand-
ing open problem [Sha85]. Other interesting consequences of the study of these
groups are a construction of a short signature scheme in the random-oracle
model [BLS01] and of a simple credential system [Ver01].

Our results. We give a simple construction of a unique signature scheme based
on groups where DH is conjectured hard and DDH is easy. Ours is a tree-like
construction. The message space consists of codewords of an error-correcting
code that can correct a constant fraction of errors. For n-bit codewords, the
depth of the tree is n. The root of the tree is labelled with g, a generator of a
group where DH is hard and DDH is easy. The 2n leaves of the tree correspond
all the possible n-bit strings. The 2i nodes of depth i, 1 ≤ i < n correspond to
all the possible i-bit prefixes of an n-bit string.

A pair of group elements (Ai,0 = gai,0 , Ai,1 = gai,1) is associated with each
depth of the tree as part of the public key. The label of a node of depth i is
derived from the label of its parent by raising the parent’s label to the exponent
ai,0 if this node is its parent’s left child, or ai,1 if it is the parent’s right child.

Computing the signature on each codeword m amounts to computing the
labels of the nodes on the path from the root of the tree all the way down to the
leaf corresponding to m.

At first glance, this may seem very similar to the Naor-Reingold [NR97] pseu-
dorandom function. However the proof is not immediate. The major difference
from the cited result is that here we must give a proof that the function was
evaluated correctly. That makes it harder to prove security. For example, proof
by a hybrid argument, as done by Naor and Reingold [NR97] is ruled out im-
mediately: there is no way we can answer some of the adversary’s queries with
truly random bits, since for such bits there will be no proof.

Our proof of security for the unique signature relies on a generalization of
the Diffie-Hellman assumption. We call it the “Many-DH” assumption. However,
for directly converting this simple US to VRF, we need to make a very strong
assumption; however the resulting VRF is very simple. We also suggest a more
involved but also more secure construction of a VRF based on the Many-DH
assumption. This last construction is closely related to that due to Micali et
al. [MRV99].

Outline of the rest of the paper. In Section 2 we introduce our notation.
In Section 3 we give definitions of verifiable random functions and unique signa-
tures. In Section 4 we state our complexity assumptions for the unique signatures.
In Section 5 we give our unique signature and prove it secure in Section 6. We
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then provide a simple construction for a VRF under a somewhat stronger as-
sumption, in Section 7. We conclude in Section 8 with a construction of a VRF
based on the weaker assumption alone, but whose complexity (both in terms of
computation and in terms of conceptual simplicity) is the same as that of Micali
et al. [MRV99].

2 Notation

The notation in this paper is based on the Cryptography class taught by Silvio
Micali at MIT [Mic].

Let A(·) be an algorithm. y ← A(x) denotes that y was obtained by running
A on input x. In case A is deterministic, then this y is unique; if A is probabilistic,
then y is a random variable.

Let b be a boolean function. The notation (y ← A(x) : b(y)) denotes the
event that b(y) is true after y was generated by running A on input x.

Finally, the statement such as Pr[y ← A(x); z ← B(y) : b(z)] = α means
that the probability that b(z) is TRUE after the value z was obtained by first
obtaining y by running algorithm A on input x, and then running algorithm B
on input y.

By AO(·)(·), we denote a Turing machine that makes oracle queries to machine
O. I.e., this machine will have an additional (read/write-once) query tape, on
which it will write its queries in binary; once it is done writing a query, it inserts
a special symbol “#”. By external means, once the symbol “#” appears on
the query tape, an oracle O is invoked on the value just written down, and
the oracle’s answer appears on the query tape adjacent to the “#” symbol. By
Q = Q(AO(·)(x)) ← AO(·)(x) we denote the contents of the query tape once
A terminates, with oracle O and input x. By (q, a) ∈ Q we denote the event
that q was a query issued by A, and a was the answer received from oracle O.
Sometimes, we will write, for example, AO(x,·), to denote the fact that the first
input to O is fixed, and A’s query supplies only the second input to O.

We say that ν(k) is a negligible function, if for all polynomials p(k), for all
sufficiently large k, ν(k) < 1/p(k).

3 Definitions

3.1 Unique Signatures

Unique signatures are simply secure signatures where the signature is a function
as opposed to a distribution.

Definition 1. A function family σ(·)(·) : {0, 1}k �→ {0, 1}�(k) is a unique
signature scheme (US) if there exists probabilistic algorithm G, efficient deter-
ministic algorithm Sign, and probabilistic algorithm Verify such that G(1k)
generates the key pair PK,SK, Sign(SK,x) computes the value σ = σPK(x)
and Verify(PK,x, σ) verifies that σ = σPK(x). More formally (but assuming,
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for simplicity, that Verify is a deterministic algorithm; in case it is not, the
adjustment to the definition is straightforward):

1. (Uniqueness of σPK(m)) There do not exist values (PK,m, σ1, σ2) such that
σ1 �= σ2 and Verify(PK,m, σ1) = Verify(PK,m, σ2) = 1.

2. (Security) For all families of probabilistic polynomial-time oracle Turing ma-
chines {A(·)

k }, there exists a negligible function ν(k) such that

Pr[(PK,SK)← G(1k);

(Q, x, σ)← A
Sign(SK,·)
k (1k); : Verify(PK,x, σ) = 1 ∧ (x, σ) /∈ Q] ≤ ν(k)

On a relaxed definition. Goldwasser and Ostrovsky [GO92] give a relaxed defi-
nition. In their definition, even though the signature is unique, the verification
procedure may require, as an additional input, a proof that the signature is
correct. This proof is output by the signing algorithm together with the signa-
ture, and it might not be unique. Here we give the stronger definition because
we can satisfy it (Goldwasser and Ostrovsky do not, even though they work in
the common random string model). However, note that the relaxed definition is
sufficient for constructing VRFs [MRV99].

Unique signatures are stateless. Since a unique signature is a function of the
public key and the message, a signature on a given message will be the same
whether this was the first message signed by the signer, or the n’th message. As
a result, it is easy to see that the signer does not need to remember anything
about past transactions, i.e., a unique signature must be stateless.

3.2 Verifiable Random Functions

The definition below is due to Micali et al. [MRV99]. We use somewhat different
and more compact notation, however.

The intuition of this definition is that a function is a verifiable random func-
tion if it is like a pseudorandom function with a public key and proofs.

Definition 2. A function family F(·)(·) : {0, 1}k �→ {0, 1}�(k) is a verifi-
able random function (VRF) if there exist probabilistic algorithm G, and de-
terministic algorithms Eval, and Prove, and algorithm Verify such that: G(1k)
generates the key pair PK,SK; Eval(SK,x) computes the value y = FPK(x);
Prove(SK,x) computes the proof π that y = FPK(x); and Verify(PK,x, y, π)
verifies that y = FPK(x) using the proof π. More formally (but assuming, for
simplicity, that Verify is a deterministic algorithm; in case it is not, the adjust-
ment to the definition is straightforward):

1. (Uniqueness of FPK(x)) There do not exist values (PK,SK,x, y1, y2, π1, π2)
such that y1 �= y2 and Verify(PK,x, y1, π1) = Verify(PK,x, y2, π2) = 1.

2. (Computability of FPK(x)) FPK(x) = Eval(SK,x).
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3. (Provability of FPK(x)) If (y, π) = Prove(SK,x), then

Verify(PK,x, y, π) = 1.

4. (Pseudorandomness of FPK(x)) For all families of probabilistic polynomial-
time Turing machines {A(·)

k , Bk}, there exists a negligible function ν(k) such
that

Pr[(PK,SK)← G(1k);

(QA, x, state)← A
Prove(SK,·)
k (1k);

y0 = Eval(SK,x);
y1 ← {0, 1}�(k);

b← {0, 1};
(QB , b′)← B

Prove(SK,·)
k (state, yb) : b = b′ ∧ (x, Prove(SK,x)) /∈ QA ∪QB ]

≤ 1/2 + ν(k)

(The purpose of the state random variable is so that Ak can save some
useful information that Bk will then need.)
In other words, the only way that an adversary could tell FPK(x) from a
random value, for x of its own choice, is by querying it directly.

It is easy to see [MRV99] that given a VRF F(·) : {0, 1}�(k) �→ {0, 1}, one can

construct a VRF F ′(·) : {0, 1}�′(k) �→ {0, 1}m(k), where �′(k) = �(k)−	logm(k)
,
as follows: F ′S(x1 ◦ . . .◦x�′(k)) = FS(x1 ◦ . . .◦x�′(k) ◦u0)◦FS(x1 ◦ . . .◦x�′(k) ◦u1)◦
. . .◦FS(x1◦. . .◦x�′(k)◦um(k)) where ui denotes the 	logm(k)
-bit representation
of the integer i, and “◦” denotes concatenation.

Thus in the sequel we will focus on constructing VRFs with binary outputs.

Unique signatures vs. VRFs. Micali et al. showed how to construct VRFs from
unique signatures. The converse, namely construction of a unique signature from
a VRF, holds immediately if the proofs in the VRFs are unique. If the proofs
are not unique, then no construction satisfying our strong definition of unique
signatures in known. However, constructing relaxed unique signatures in the
sense of Goldwasser and Ostrovsky (see the end of Section 3.1) is immediate.

4 Assumptions

Let S be the algorithm that, on input 1k, generates a group G = (∗, q, g) with
efficiently computable group operation ∗, of prime order q, with generator g.
We require that g is written down in binary using O(log q) bits, and that every
element of the group has a unique binary representation.

We require that the decisional Diffie-Hellman problem be easy in G. More
precisely, we require that there is an efficient algorithm D for deciding the fol-
lowing language LDDH(G):

LDDH(G) = {(∗, q, g,X, Y, Z) | ∃x, y ∈ Zq such that X = gx, Y = gy, Z = gxy}



604 Anna Lysyanskaya

One the other hand, we will need to make the following assumption which
is somewhat stronger than computational Diffie-Hellman. It is essentially like
computational Diffie-Hellman, except that instead of taking two inputs, gx and
gy, and the challenge is computing gxy, we have a logarithmic number of bases
gy1 , . . . , gy� , as well as all the products g

∏

j∈J yj for all proper subsets J of the
naturals up to and including �, and the challenge is to come up with the value
g

∏�
j=1 yj .

Assumption 1 (Many-DH Assumption) For all � = O(log k), for all prob-
abilistic polynomial-time families of Turing machines {Ak},

Pr[(∗, q, g)← S(1k); {yi ← Zq : 1 ≤ i ≤ �};
{zJ =

∏
j∈J

yj ;ZJ = gzJ : J ⊂ [�]};

Z ← Ak(∗, q, g, {ZJ : J ⊂ [�]}) : Z = g
∏
yi ] ≤ ν(k)

For an exposition of groups of this flavor, where the decisional Diffie-Hellman
problem is easy, and yet generalizations of the computational Diffie-Hellman
problem are conjectured hard, we refer the reader, for example, to the recent pa-
pers by Joux and Nguyen [JN01], Joux [Jou00] and Boneh and Franklin [BF01].
In the sequel, we will not address the number-theoretic aspects of the subject.

5 Construction of a Unique Signature

Suppose the algorithms S, D, as in Section 4, are given. Let k be the secu-
rity parameter. Let the message space consist of strings of length n0. Our only
assumption on the size of the message space is that n0 = ω(log k).

Let C : {0, 1}n0 �→ {0, 1}n be an error-correcting code of distance cn, where
c > 0 is a constant. In other words, C is a function such that if M �= M ′ are
strings of length n0, then C(M) differs from C(M ′) in at least cn places. For an
overview of error-correcting codes, see the lecture notes of Madhu Sudan [Sud].
Here, we note that since we will not need the decoding operation, only the
encoding operation, we can easily achieve n = O(n0).

We need to construct algorithms G, Sign, Verify as specified in Definition 1.

Algorithm G Run S(1k) to obtainG = (∗, q, g). Choose n pairs of random
elements in Zq: (a1,0, a1,1), . . . , (an,0, an,1). Let Ai,b = gai,b , for 1 ≤ i ≤ k,
b ∈ {0, 1}. Output the following key pair:

SK =

a1,0 a2,0 . . . an,0

a1,1 a2,1 . . . an,1
PK =

A1,0 A2,0 . . . An,0

A1,1 A2,1 . . . An,1
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Algorithm Sign On input a message M of length n0, compute the encoding of
M using code C: m = C(M). To sign the n-bit codeword m = m1 ◦ . . .◦mn,
output σPK(m) = (s1, . . . , sn), where s0 = g and si = (si−1)ai,mi for 1 ≤
i ≤ n.

Algorithm Verify Let sm,0 = 1. Verify that, for all 1 ≤ i ≤ n,

D(∗, q, g, sm,i−1, Ai,mi , sm,i) = ACCEPT

Graphically, we view the message space as the leaves of a balanced binary
tree of depth n. Each internal node of the tree is assigned a label, as follows:
the label of the root is g. The label of a child, denoted lc is obtained from the
label of its parent, denoted lp, as follows: if the depth of the child is i, and it is
the left child, then its label is lc = l

ai,0
p , while if it is the right child, its label

will be lc = l
ai,1
p . The signature on an n-bit message consists of all the labels on

the path from the leaf corresponding to this message all the way to the root. To
verify correctness of a signature, one uses the algorithm D that solves the DDH
for the group over which this is done.

Efficiency. In terms of efficiency, this signature scheme is a factor of O(n) worse
than the Cramer-Shoup scheme, in all parameters such as the key and signature
lengths and the complexity of relevant operations. This means that it is still
rather practical, and yet has two benefits: uniqueness, and security based on a
different assumption. In comparison to the unique signature of Micali et al., our
construction is preferable as far as efficiency is concerned. This is because our
construction is direct, while they first give a unique signature for short messages,
then show how to construct a VRF and a unique signature of arbitrary length
from that.

Reducing the length of signatures. Boneh and Silverberg [BS02] point out that,
if the language L(∗, q, g) = {gy1 , . . . , gyn , g

∏n
i=1 yi} is efficiently decidable, then

the signature does not need to contain the labels of the intermediate nodes.
I.e., to sign a message M , m = C(M), it is sufficient to give s = g

∏n
i=1 ai,mi .

This reduces the length of a signature by a factor of n. However, finding groups
where L(∗, q, g) is efficiently decidable, and yet the Many-DH Assumption is still
reasonable, is an open question [BS02].

6 Proof of Security for the Unique Signature

In this section, we show how to reduce breaking the Many-DH problem to forging
a signature of the construction in Section 5.

First, we show the following lemma:

Lemma 1. Suppose Verify(((∗, q, g), {Ai,b}1≤i≤n,b∈{0,1}),m, (s1, . . . , sn)) = 1.
Then sj = g

∏j
i=1 ai,mi , where ai,mi denotes the unique value Zq such that gai,mi =

Ai,mi .
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Proof. We show the lemma by induction on j. For j = 1, the verification algo-
rithm will accept only if s1 = A1,mi .

Let the lemma hold for j − 1. The verification algorithm will accept sj only
if D(∗, q, g, sj−1, Aj,mj , sj) = 1. But by definition of D, this is the case only if
sj = gσaj,mj , where σ is the unique value in Zq such that gσ = sj−1. By the
induction hypothesis, σ =

∏j−1
i=1 ai,mi . Therefore, sj = gσaj,mj = g

∏j
i=1 ai,mi . ��

6.1 Description of the Reduction

In the following, “we” refers to the reduction, and the forger for the signature
scheme is “our adversary.”

Recall that k is the security parameter, and that n0 = ω(log k), n = O(n0).
Suppose that our adversary’s running time is t(k). Recall that c is the distance

of the error-correcting code we use. Let � = �log t(k)�+2
log(1/(1−.99c)) + 1. (Note that � =

O(log k)). Assume G is as in Section 4.

Input to the reduction: As in Assumption 1, we are given a group G = (∗, q, g)
and � elements Y1, Y2, . . . , Y� of G, where Yu = gyu . We are also given the values
ZI = g

∏

u∈I yu , for I ⊂ [�]. The goal is to break Assumption 1, i.e., compute
g

∏�
u=1 yu .

Key generation: Pick a random �-bit string B = b1 ◦ . . . ◦ b� and a random �-bit
subset J ⊂ [n]. (For simpler notation, assume that the indices are ordered such
that ju < ju+1 for all ju ∈ J .)

Set up the public key as follows: Aju,bu = Yu. To set up Ai,b where i /∈ J or
i = ju ∈ J but b �= bu, choose value ai,b ← Zq and set Ai,b = gai,b . Figure 1
gives an example of what the reduction does in this step.

PK =

ga1,0 ga2,0 ga3,0 Y2 ga5,0 ga6,0 ga7,0 ga8,0 ga9,0 ga10,0

ga1,1 ga2,1 Y1 ga4,1 ga5,1 ga6,1 ga7,1 ga8,1 Y3 ga10,1

Fig. 1. Toy example of a public key produced by the reduction. In this example,
n = 10, � = 3. The reduction randomly picked J = {3, 4, 9}, B = 101.

Responding to signature queries: We will respond to at most 2t signature queries
from the adversary, as follows.

Suppose the adversary’s query is M where C(M) = m = m1 ◦ . . . ◦mn. Let
J(m) denote the string mj1 ◦ . . . ◦mj� .

Check if J(m) = B. If so, terminate with “Fail.” Otherwise, compute the
signature as follows: Let Z0 = g. Let b′ = b′(J) be an n-bit string such that
bju = bu for all ju ∈ J . By Iu, we denote the �-bit string which has a 1 in
position u, and 0’s everywhere else.
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Compute (s1, . . . , sn) using the following loop:
Initialize c := 0�

For i = 1 to n
(1) If i = ju ∈ J and mi = bu, then c := c⊕ Iu
(2) si = Z

∏

j /∈J,j≤i aj,mj
∏

j∈J,j≤i,mj �=b′
j
aj,mj

c

(3) Increment i
(end of loop)

Processing the forgery: Now suppose that the adversary comes back with a forged
signature on message M ′ for which it has not queried R. Let m′ = C(M ′).
This forgery is σPK(m′) = {sm′,i}. This forgery is good if J(m′) = B. If the
forgery is good, we obtain the value g

∏�
u=1 yu by Lemma 1, by simply computing

(sm′,i)1/
∏

i/∈J a
m′
i

i .

6.2 Analysis of the Reduction

Let t = t(k) be the expected running time of the adversary. For the purposes of
the analysis, consider the following algorithms:

– Algorithm 1 runs the signing algorithm and responds to the adversary’s
queries as the true signing oracle would. If the adversary outputs a valid
forgery, this algorithm outputs “Success.”

– Algorithm 2 runs the signing algorithm but only responds to 2t queries. If
the adversary issues more queries, output “Fail.” Otherwise, if the adversary
outputs a valid forgery, this algorithm outputs “Success.”

– Algorithm 3 is the same as Algorithm 2, except in one case. Namely, it
chooses a random J ⊂ [n], |J | = �, J = {j1, . . . , j�}, and outputs “Fail”
if it so happens that J(C(M ′)) = J(C(M)) where M ′ is the adversary’s
forgery, andM is any previously queried message, and notation J(m) denotes
mj1 ◦mj2 ◦ . . . ◦mj� .

– Algorithm 4 is just like Algorithm 3 except in one case Namely, it chooses a
random �-bit string B and outputs “Fail” whenever the forged message M ′

is such that C(M ′) = m′ where J(m′) �= B.
– Algorithm 5 is just like Algorithm 4 except in one case. Namely, it outputs

“Fail” whenever the queried message M is such that C(M) = m where
J(m) = B.

– Algorithm 6 runs our reduction. It outputs “Success” whenever the reduction
succeeds in computing its goal.

By pi, let us denote the success probability of algorithm i.

Lemma 2. The success probability of Algorithm 1 is the same as the success
probability of the forger.

Proof. By construction, this algorithm outputs “Success” iff the forger succeeds.
��
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Lemma 3. p2 ≥ p1/2.

Proof. Suppose a successful forgery requires t queries on the average. Then by
the Markov inequality, 2t queries are sufficient at least half the time. ��

Lemma 4. p3 ≥ p2/2.

Proof. Recall that m′ = C(M ′) is a codeword of an error-correcting code of
distance cn. That implies that for all M , m′ differs from m = C(M) on at
least cn locations. So, if we picked � locations at random with replacement,
PrJ [J(m) = J(m′)] ≤ (1 − c)−�. Since we are picking without replacement,
PrJ [J(m) = J(m′)] ≤∏�

i=1(n− cn− i)/n ≤ (1− c+ ε)� for any constant ε > 0.
Let ε = .01c for simplicity. Let Q denote the set of messages queried by the
adversary. By the union bound

Pr
J

[∃M ∈ Q such that J(C(M)) = J(m′)] ≤ 2t(1− c+ ε)� < 1/2

if 4t < (1/(1 − c + ε))�. Taking the logarithm on both sides of the equation,
we get the condition log t + 2 < � log(1/(1 − .99c)), and so since we have set
� > log t+2

log(1/(1−.99c)) , this is satisfied. ��

Lemma 5. p4 ≥ p3/2�.

Proof. Note that Algorithm 3 and Algorithm 4 can be run with the same ad-
versary, but Algorithm 4 may output “Fail” while Algorithm 3 outputs “Suc-
cess.” Consider the case when both of them output “Success.” In this case, (1)
J(C(M ′)) �= J(C(M)) for all previously queried M , and (2) J(C(M)) = B.
Note that, given that (1) is true, the probability of (2) is exactly 2−�. ��

Lemma 6. p5 = p4.

Proof. Note that the only difference between the two algorithms is that Algo-
rithm 5 will sometimes output “Fail” sooner. Algorithm 4 will continue answering
queries, but, if Algorithm 5 has output “Fail,” then J(C(M ′)) �= J(C(M)) = B,
and so Algorithm 4 will output “Fail” as well. ��

Lemma 7. p6 = p5.

Proof. First, note that whether we are running Algorithm 5 or Algorithm 6,
the view of the adversary is the same. Namely: (1) the public key is identically
distributed; (2) both algorithms respond to at most 2t signature queries; (3)
both algorithms pick J and B uniformly at random and refuse to respond to a
signature query M if J(C(M)) = B. Therefore, the probability that the adver-
sary comes up with a forgery in the two cases is the same. Now, note that the
probability that the forgery is good is also the same: in both cases, the forgery
is good if J(C(M ′)) = B. ��

Putting these together, we have:
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Lemma 8. If the forger’s success probability is p, and expected running time is
t, then the success probability of the reduction is p/2�+2 = p/O(t).

In turn, this implies the following theorem:

Theorem 1. Under Assumption 1, the construction presented in Section 5 is a
unique signature.

7 A Simple Construction of a VRF

Consider the following, rather strong, complexity assumption:

Assumption 2 (Very-Many-DH-Very-Hard Assumption) There exists a
constant ε > 0 such that for all probabilistic polynomial-time families of Turing
machines {Ak} with running time O(2k

ε

),

Pr[(∗, q, g)← S(1k); {yi ← Zq : 1 ≤ i ≤ kε};
Z ← A

O[∗,q,g,{yi}](·)
k (∗, q, g, {gyi : 1 ≤ i ≤ kε}) : Z = g

∏
yi ] ≤ poly(k) ∗ 2−2kε

where O[∗, q, g, {yi}](·), on input an kε-bit string I, outputs g
∏kε

i=1 y
Ii
i iff I is not

an all-1 string.

Definition 3 (VUF [MRV99]). A verifiable unpredictable function (VUF)
(G, Eval, Prove, Verify) with input length a(k), output length b(k), and security
s(k) is defined as a VRF except that requirement 4 of Definition 2 is replaced
with the following: Let T (·, ·) be any oracle algorithm that runs in time s(k) when
its first input is 1k. Then:

Pr[(PK,SK)← G(1k);
(Q, x, y)← T Prove(SK,·)(1k) : y = Eval(SK,x) ∧

(x, Prove(SK,x)) /∈ Q] ≤ 1/s(k)

Lemma 9. The unique signature in Section 5 is a VUF with security 2k
ε

under
Assumption 2.

Proof. (Sketch) Following the proof in Section 6, let � = kε. Then, by Lemma 8,
using an adversary that succeeds in breaking the unique signature in 2k

ε

steps
with probability 2−k

ε

corresponds to computing g
∏
yi in time 2k

ε

with proba-
bility Ω(2−2kε), which contradicts the assumption. ��
The following proposition completes the picture:

Proposition 1 ([MRV99]). If there is a VUF (G, Eval, Prove, Verify) with
input length a(k), output length b(k), and security s(k), then, for any a′(k) ≤
a(k), there is a VRF (G′, Eval′, Prove′, Verify′) with input length a′(k), output
length b′(k) = 1, and security s′(k) = s(k)1/3/(poly(k) · 2a′(k)). Namely, the
following is a VRF with security s′(k):
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– G′(1k) = (G(1k), r), where r is a b(k)-bit string chosen at random.
– Eval′(SK,x) = Eval(SK,x).r, where “.” denotes the inner product.
– Verify′(SK,x) = (Eval(SK,x), Verify(SK,x)).

Corollary 1. We have obtained a VRF with input length k, output length 1,
and security poly(k).

A natural open problem is to give better security guarantee to a VRF ob-
tained from a unique signature in this fashion, or to show evidence of impossi-
bility.

8 Complicated but More Secure VRF

Here, we construct a VRF and a unique signature based on the weaker assump-
tion alone. This is the same as the Micali et al. [MRV99] construction, except
that the underlying verifiable unpredictable function is different.

Proposition 2 ([MRV99]). If there is a VRF with input length a(k), output
length 1, and security s(k), then there is a VRF with unrestricted input length,
output length 1, and security at least min(s(k)1/5, 2a(k)/5).

The proof of the proposition gives the VRF construction, which we omit here.
Now let us restate Assumption 1 to make explicit use of security:

Assumption 3 (s(k)-Many-DH assumption) For some s(k) > poly(k), for
all {Ak}, if {Ak} is a family of probabilistic Turing machines with running time
t(k) = O(s(k)), then for all � > log t(k),

Pr[(∗, q, g)← S(1k); {yi ← Zq : 1 ≤ i ≤ �};
{zJ =

∏
j∈J

yj ;ZJ = gzJ : J ⊂ [�]};

Z ← A(∗, q, g, {ZJ : J ⊂ [�]}) : Z = g
∏
yi ] < 1/s2(k)

We will construct a VUF with input length Ω(log s′(k)), and security s′(k) =
2ω(log k) based on this assumption. By Propositions 1 and 2, this implies a VRF
with unrestricted input length and security min(s′(k)1/5, 2a(k)/5) = 2ω(log k).

This is the same as our unique signature construction, only here the public
key and the depth of the tree are smaller. The proof works in exactly the same
way as in the previous construction.

Theorem 2. The following construction is a VUF: set ai,b at random from Zq,
for 1 ≤ i ≤ �, � > log s(k), b ∈ {0, 1}. Let PK = {gai,b : 1 ≤ i ≤ �, b ∈ {0, 1}},
SK = {ai,b}. If J is a binary string of length �, then let FPK(g

∏�
i=1 ai,Ji ). The

verification is as in the construction described in Section 5. Its security is at
least s(k) under Assumption 3.
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Proof. (Sketch) This proof is essentially the same as in Section 6, with n =
� = log s(k); except this case is simpler as there is no code. Here, too, we hope
that the adversary’s forgery will be good, and by Lemma 8, if s(k) is the size of
the message space, then 1/s(k) of the forgeries will be good. By contrapositive,
in O(s(k)) running time, the probability of a forgery is 1/s(k). Therefore, the
probability of a good forgery is 1/s2(k). This contradicts Assumption 3. ��

Combining the above, we get a VRF with unrestricted input length, out-
put length 1, and security min(s′(k)1/5, 2a(k)/5) = min(s(k)1/10, 2log(s(k))/5) =
Θ(s(k)1/10) = 2ω(log k).
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Abstract. We study the security of partial-domain hash signature sche-
mes, in which the output size of the hash function is only a fraction of
the modulus size. We show that for e = 2 (Rabin), partial-domain hash
signature schemes are provably secure in the random oracle model, if the
output size of the hash function is larger than 2/3 of the modulus size.
This provides a security proof for a variant of the signature standards
ISO 9796-2 and PKCS#1 v1.5, in which a larger digest size is used.

Keywords: Signature Schemes, Provable Security, Random Oracle Model.

1 Introduction

A common practice for signing with RSA or Rabin consists in first hashing the
message m, then padding the hash value with some predetermined or message-
dependent block, and eventually raising the result µ(m) to the private exponent
d. This is commonly referred to as the “hash-and-sign” paradigm:

s = µ(m)d mod N

For digital signature schemes, the strongest security notion was defined by
Goldwasser, Micali and Rivest in [8], as existential unforgeability under an adap-
tive chosen message attack. This notion captures the property that an attacker
cannot produce a valid signature, even after obtaining the signature of (polyno-
mially many) messages of his choice.

The random oracle model, introduced by Bellare and Rogaway in [2], is a
theoretical framework allowing to prove the security of hash-and-sign signature
schemes. In this model, the hash function is seen as an oracle which outputs a
random value for each new query. Bellare and Rogaway defined in [3] the Full
Domain Hash (FDH) signature scheme, in which the output size of the hash
function is the same as the modulus size. FDH is provably secure in the random
oracle model assuming that inverting RSA is hard. Actually, a security proof in
the random oracle model does not necessarily imply that the scheme is secure in
the real world (see [4]). Nevertheless, it seems to be a good engineering principle
to design a scheme so that it is provably secure in the random oracle model.
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Many encryption and signature schemes were proven to be secure in the random
oracle model

Other hash-and-sign signature schemes include the widely used signature
standards PKCS#1 v1.5 and ISO 9796-2. In these standards, the digest size is
only a fraction of the modulus size. As opposed to FDH, no security proof is
known for those standards. Moreover, it was shown in [5] that ISO 9796-2 was
insecure if the size of the hash function was too small, and the standard was
subsequently revised.

In this paper, we study the security of partial-domain hash signature schemes,
in which the hash size is only a fraction of the modulus size. We show that for
e = 2, partial-domain hash signature schemes are provably secure in the random
oracle model, assuming that factoring is hard, if the size of the hash function
is larger than 2/3 of the modulus size. The proof is based on a modification of
Vallée’s generator of small random squares [16]. This provides a security proof
for a variant of PKCS#1 v1.5 and ISO 9796-2 signatures, in which the digest
size is larger than 2/3 of the size of the modulus.

2 Definitions

In this section we briefly present some notations and definitions used throughout
the paper. We start by recalling the definition of a signature scheme.

Definition 1 (Signature Scheme). A signature scheme (Gen, Sign, Verify)
is defined as follows:

– The key generation algorithm Gen is a probabilistic algorithm which given
1k, outputs a pair of matching public and private keys, (pk, sk).

– The signing algorithm Sign takes the message M to be signed, the private
key sk, and returns a signature x = Signsk(M). The signing algorithm may
be probabilistic.

– The verification algorithm Verify takes a message M , a candidate signature
x′ and pk. It returns a bit Verifypk(M,x′), equal to one if the signature
is accepted, and zero otherwise. We require that if x ← Signsk(M), then
Verifypk(M,x) = 1.

In the previously introduced existential unforgeability under an adaptive cho-
sen message attack scenario, the forger can dynamically obtain signatures of
messages of his choice and attempt to output a valid forgery. A valid forgery is
a message/signature pair (M,x) such that Verifypk(M,x) = 1 whereas the sig-
nature of M was never requested by the forger. Moreover, in the random oracle
model, the attacker cannot evaluate the hash function by himself; instead, he
queries an oracle which outputs a random value for each new query.

RSA [14] is undoubtedly the most widely used cryptosystem today:

Definition 2 (RSA). The RSA cryptosystem is a family of trapdoor permuta-
tions, specified by:
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– The RSA generator RSA, which on input 1k, randomly selects two distinct
k/2-bit primes p and q and computes the modulus N = p · q. It picks an
encryption exponent e ∈ Z∗φ(N) and computes the corresponding decryption
exponent d such that e · d = 1 mod φ(N). The generator returns (N, e, d).

– The encryption function f : Z∗N → Z∗N defined by f(x) = xe mod N .
– The decryption function f−1 : Z∗N → Z∗N defined by f−1(y) = yd mod N .

An inverting algorithm I for RSA gets as input (N, e, y) and tries to find
yd mod N . Its success probability is the probability to output yd mod N when
(N, e, d) are obtained by running RSA(1k) and y is set to xe mod N for some
x chosen at random in Z∗N .

The Full-Domain-Hash scheme (FDH) [3] was the first practical and provably
secure signature scheme based on RSA. It is defined as follows: the key generation
algorithm, on input 1k, runs RSA(1k) to obtain (N, e, d). It outputs (pk, sk),
where the public key pk is (N, e) and the private key sk is (N, d). The signing
and verifying algorithms use a hash function H : {0, 1}∗ → Z∗N which maps bit
strings of arbitrary length to the set of invertible integers modulo N .

SignFDHN,d(M) VerifyFDHN,e(M,x)
y ← H(M) y ← xe mod N
return yd mod N if y = H(M) then return 1 else return 0.

The following theorem [6] proves the security of FDH in the random oracle
model, assuming that inverting RSA is hard. It provides a better security bound
than [3].

Theorem 1. Assume that there is no algorithm which inverts RSA with proba-
bility greater than ε within time t. Then the success probability of a FDH forger
making at most qhash hash queries and qsig signature queries within running
time t′ is less than ε′, where

ε′ = 4 · qsig · ε
t′ = t− (qhash + qsig + 1) · O(k3)

We say that a hash-and-sign signature scheme is a partial-domain hash sig-
nature scheme if the encoding function µ(m) can be written as:

µ(m) = γ ·H(m) + f(m) (1)

where γ is a constant, H a hash function and f some function of m. A typical
example of a partial-domain hash signature scheme is the ISO 9796-2 standard
with full message recovery [11]:

µ(m) = 4A16‖m‖H(m)‖BC16
The main result of this paper is to show that for e = 2, partial-domain hash

signature schemes are provably secure, if the hash size is larger than 2/3 of the
modulus size. In the following, we recall the Rabin-Williams signature scheme
[12]. It uses a padding function µ(m) such that for all m, µ(m) = 6 mod 16.
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– Key generation: on input 1k, generate two k/2-bit primes p and q such that
p = 3 mod 8 and q = 7 mod 8. The public key is N = p · q and the private
key is d = (N − p− q + 5)/8.

– Signature generation: compute the Jacobi symbol

J =
(
µ(m)
N

)

The signature of m is s = min(σ,N − σ), where:

σ =
{
µ(m)d mod N if J = 1
(µ(m)/2)d mod N otherwise

– Signature verification: compute ω = s2 mod N and check that:

µ(m) ?=



ω if ω = 6 mod 8
2 · ω if ω = 3 mod 8
N − ω if ω = 7 mod 8
2 · (N − ω) if ω = 2 mod 8

3 Security of Partial-Domain Hash Signature Schemes

To prove the security of a signature scheme against chosen message attacks, one
must be able to answer the signature queries of the attacker. In FDH’s security
proof, when answering a hash query, one generates a random r ∈ ZN and answers
H(m) = re mod N so that the signature r of m is known. Similarly, for partial-
domain hash signature schemes, we should be able to generate a random r such
that:

µ(m) = γ ·H(m) + f(m) = re mod N

with H(m) being uniformly distributed in the output space of the hash function.
For example, if we take µ(m) = H(m) where 0 ≤ H(m) ≤ Nβ and β < 1,
one should be able to generate a random r such that re mod N is uniformly
distributed between 0 and Nβ .

Up to our knowledge, no such algorithm is known for e ≥ 3. For e = 2,
Vallée constructed in [16] a random generator where the size of r2 mod N is
less than 2/3 of the size of the modulus. [16] used this generator to obtain
proven complexity bounds for the quadratic sieve factoring algorithm. Vallée’s
generator has a quasi-uniform distribution; a distribution is said to be quasi-
uniform if there is a constant � such that for all x, the probability to generate
x lies between 1/� and � times the probability to generate x under the uniform
distribution. However, quasi-uniformity is not sufficient here, as we must simulate
a random oracle and therefore our simulation should be indistinguishable from
the uniform distribution.

Our contribution is to modify Vallée’s generator in order to generate random
squares in any interval of size N2/3+ε, with a distribution which is statistically
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indistinguishable from the uniform distribution. From this generator we will
derive a security proof for partial-domain hash signatures, in which the digest
size is at least 2/3 of the modulus size.
Remark: for Paillier’s trapdoor permutation [13] with parameter g = 1 + N , it
is easy to show that half-domain hash is provably secure in the random oracle
model, assuming that inverting RSA with e = N is hard.

4 Generating Random Squares in a Given Interval

4.1 Notations

We identify ZN , the ring of integers modulo N with the set of integers between
0 and N − 1. We denote by Z+

N the set of integers between 0 and (N − 1)/2. We
denote by Q the squaring operation over ZN :

Q(x) = x2 mod N

Given positive integers a and h such that a+ h < N , let B be the set:

B = {x ∈ Z+
N | a ≤ Q(x) ≤ a+ h}

Our goal is to generate integers x ∈ B with a distribution statistically indistin-
guishable from the uniform distribution. The statistical distance between two
distributions X and Y is defined as the function:

δ =
1
2

∑
α

|Pr[X = α]− Pr[Y = α]|

We say that two ensembles X = {Xn}n∈N and Y = {Yn}n∈N are statistically
indistinguishable if their statistical distance δn is a negligible function of n.

4.2 Description of B

In this section, we recall Vallée’s description of the set B. We denote by b the
cardinality of B. The following lemma, which proof can be derived from equation
(6) in [16], shows that b is close to h/2.

Lemma 1. Let N be a �-bit RSA modulus. We have for � ≥ 64:∣∣∣∣b− h

2

∣∣∣∣ ≤ 4 · � · 2�/2

In the following, we assume that the bit size of N is greater than 64. As in [16],
we introduce Farey sequences [9]:

Definition 3 (Farey sequence). The Farey sequence Fk of order k is the
ascending sequence of irreducible fractions between 0 and 1 whose denominators
do not exceed k. Thus p/q belongs to Fk if 0 ≤ p ≤ q ≤ k and gcd(p, q) = 1.
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The characteristic property of Farey sequences is expressed by the following
theorem [9]:

Theorem 2. If p/q and p′/q′ are two successive terms of Fk, then q·p′−p·q′ = 1

Given p/q ∈ Fk, we define the Farey interval I(p, q) as the interval of center
pN/(2q) and radius N/(2kq). Given the terms p′/q′ and p′′/q′′ of Fk which
precede and follow p/q, we let J(p, q) be the interval:

J(p, q) =
[
N(p+ p′)
2(q + q′)

,
N(p+ p′′)
2(q + q′′)

]

If p/q = 0/1, then p/q has no predecessor and we take p′/q′ = 0/1. Similarly, if
p/q = 1/1, we take p′′/q′′ = 1/1. The set of intervals J(p, q) forms a partition of
Z+
N . The following lemma [16] shows that intervals I(p, q) and J(p, q) are closely

related.

Lemma 2. I(p, q) contains J(p, q) and its length is at most twice the length of
J(p, q).

Given p/q ∈ Fk with p/q �= 0/1, let x0 be the integer nearest to the rational
pN/2q:

x0 − pN

2q
= u0 with |u0| ≤ 1

2

Let L(x0) be the lattice spanned by the two vectors (1, 2x0) and (0, N). Let P1
and P2 be the two parabolas of equations:

P1 : ω + u2 + x2
0 = a+ h and P2 : ω + u2 + x2

0 = a

Let P be the domain of lattice points comprised between the two parabolas:

P = {(u, ω) ∈ L(x0) | a ≤ ω + u2 + x2
0 ≤ a+ h}

The following lemma, which proof is straightforward, shows that the elements
of B arise from the intersection of the lattice L(x0) and the domain comprised
between the two parabolas (see figure 1).

Lemma 3. x = x0 + u belongs to B iff there exists a unique ω such that the
point (u, ω) belongs to P .

We let B(p, q) be the set of integers in B∩J(p, q). From Lemma 3 the integers
in B(p, q) arise from the domain of lattice points:

P (p, q) = {(u, ω) ∈ P | x0 + u ∈ J(p, q)}

From Lemma 2, the set P (p, q) is included inside the set of lattice points:

Q(p, q) = {(u, ω) ∈ P | x0 + u ∈ I(p, q)}
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w0

w1

w2

w3

D0

D1

D2

D3

r
s

−u0−N/(2kq) −u0+N/(2kq)

P1

P2

Fig. 1. The intersection between the lattice L(x0) and the domain between the two
parabolas P1 and P2

whose abcissae u are comprised between −u0 − N/(2kq) and −u0 + N/(2kq).
In the following, we describe the domain Q(p, q), using the following two short
vectors of L(x0) (see figure 1):

r = q(1, 2x0)− p(0, N) = (q, 2qu0) (2)
s = q′(1, 2x0)− p′(0, N) = (q′, 2q′u0 +N/q) (3)

where p′/q′ is the term of Fk which precedes p/q.
We consider the lines of the lattice parallel to vector r which intersect the

domain Q(p, q). These lines have a slope equal to 2u0. The first extremal position
of these lines is the tangent D0 to the first parabola:

D0 : ω − (−u2
0 − x2

0 + a+ h) = 2u0(u+ u0)

The second extremal position joins the two points of the second parabola with
abscissae −u0−N/(2kq) and −u0 +N/(2kq). This line D3 has also a slope equal
to 2u0 and satisfies the equation:

ω + (u0 +
N

2kq
)2 − a+ x2

0 = 2u0(u+ u0 +
N

2kq
)
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The two lines intersect the vertical axis at the respective points:

ω0 = a− x2
0 + u2

0 + h and ω3 = a− x2
0 + u2

0 −
N2

4k2q2

All the lines parallel to r that intersect P (p, q) are the ones that intersect the
segment [ω3, ω0] on the vertical axis. We denote by D(ν) a line parallel to r
which intersects the vertical axis at ordinate equal to ω0− νN/q. The line D0 is
the line D(ν0 = 0), whereas the line D3 is the line D(ν3) such that:

ν3 =
hq

N
+

N

4k2q
(4)

Eventually, we denote by D1 = D(ν1) the line which joins the two points of
the first parabola with abcissae −u0 − N/(2kq) and −u0 + N/(2kq), and by
D2 = D(ν2) the tangent to the second parabola, with a slope equal to 2u0. We
have:

ν1 =
N

4k2q
and ν2 =

hq

N
(5)

A real ν is called an index if D(ν) is a line of L(x0). The difference between two
consecutive indices is equal to one.

4.3 Our New Generator

In this section, we describe our new generator of integers in B. The difference
with Vallée’s generator is that we use different parameters for k and h, and we
do not generate all the integers in B; instead we avoid a negligible subset of B.

First, we describe a generator G(p, q) of integers in B(p, q), and we show that
its distribution is statistically indistinguishable from the uniform distribution.
We assume that N ≤ 2 · k · q · √h, which gives ν1 ≤ ν2. Therefore the line
D1 is above the line D2 (see figure 1). We restrict ourselves to the integers in
B(p, q) such that the corresponding points (u, ω) ∈ P (p, q) lie on D(ν) with
ν1 ≤ ν ≤ ν2. These points are the points on D(ν) whose abscissae u are such
that x0 + u ∈ J(p, q).

Generator G(p, q) of integers in B(p, q):

1. Generate a random index ν uniformly distributed between ν1 and ν2.
2. Generate a point (u, ω) ∈ P (p, q) on D(ν) such that x0 + u ∈ J(p, q), with

the uniform distribution.
3. Output x0 + u.

The following lemma shows that under some conditions on k, h and q, the
cardinality b(p, q) of B(p, q) is close to h · j(p, q)/N , where j(p, q) is the number
of integers in the interval J(p, q). Moreover, under the same conditions, the
distribution induced by G(p, q) is statistically indistinguishable from the uniform
distribution in B(p, q). The proof is given in appendix A.
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Lemma 4. Let α > 0 and k = N
1
3−α. Assume that k ≥ 6, Nα ≥ 3 and

N
2
3+13·α ≤ h < N . Then for all p/q ∈ Fk such that N1/3−4α ≤ q ≤ k, we have:∣∣∣∣b(p, q)− h · j(p, q)

N

∣∣∣∣ ≤ 4h · j(p, q)
N

N−3α (6)

Moreover, G(p, q) generates elements in B(p, q) with a distribution whose dis-
tance δG from the uniform distribution is at most 7 ·N−3α.

Now we construct a generator V of p/q ∈ Fk such that the probability to
generate p/q is close to b(p, q)/b. It only generates p/q ∈ Fk such that q ≥
N1/3−4α, so that from the previous lemma, b(p, q) is nearly proportional to the
number of integers in J(p, q), and the distribution induced by G(p, q) is close to
the uniform distribution.

Generator V of p/q ∈ Fk

1. Generate a random integer x ∈ Z+
N with the uniform distribution.

2. Determine which interval J(p, q) contains x.
3. If q ≥ N1/3−4α then output p/q ∈ Fk, otherwise output ⊥.

Lemma 5. Let denote by D the distribution induced by choosing p/q ∈ Fk with
probability b(p, q)/b. Under the conditions of lemma 4, the statistical distance δV
between D and the distribution induced by V is at most 9 ·N−3α.

Proof. See appendix B.

Eventually, our generator G of elements in B combines the two generators V
and G(p, q):
Generator G of x ∈ B

1. Generate y using V.
2. If y = ⊥, then output ⊥.
3. Otherwise, y = p/q and generate x ∈ B(p, q) using G(p, q). Output x.

The following theorem, whose proof is given in appendix C, shows that the
distribution induced by G is statistically indistinguishable from the uniform dis-
tribution in B.

Theorem 3. For any ε > 0, letting h = N
2
3+ε and α = ε/13. If Nα ≥ 3, then

the distance δ between the distribution induced by G and the uniform distribution
in B is at most 16 ·N−3·ε/13. The running time of G is O(log3N).

5 A Security Proof
for Partial-Domain Hash Signature Schemes

In this section, using the previous generator G of random squares, we show that
partial-domain hash signature schemes are provably secure in the random oracle
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model, for e = 2, assuming that factoring is hard, if the size of the hash function
is larger than 2/3 of the modulus size. Moreover, we restrict ourselves to small
constants γ in (1), e.g. γ = 16 or γ = 256. This is the case for all the signature
standards of the next section. We denote by k0 the hash function’s digest size.
The proof is similar to the proof of theorem 1 and is given in the full version of
this paper [7].

Theorem 4. Let S be the Rabin-Williams partial-domain hash signature scheme
with constant γ and hash size k0 bits. Assume that there is no algorithm which
factors a RSA modulus with probability greater than ε within time t. Then the
success probability of a forger against S making at most qhash hash queries and
qsig signature queries within time t′ is upper bounded by ε′, where:

ε′ = 8 · qsig · ε+ 32 · (qhash + qsig + 1) · k1 · γ · 2− 3
13 ·k1 (7)

t′ = t− k1 · γ · (qhash + qsig + 1) · O(k3) (8)

and k1 = k0 − 2
3k.

6 Application to Signature Standards

6.1 PKCS#1 v1.5 and SSL-3.02

The signature scheme PKCS#1 v1.5 [15] is a partial-domain hash signature
scheme, with:

µ(m) = 000116‖FFFF16 . . . FFFF16‖0016‖cSHA‖H(m)

where cSHA is a constant and H(m) = SHA(m), or

µ(m) = 000116‖FFFF16 . . . FFFF16‖0016‖cMD5‖H(m)

where cMD5 is a constant and H(m) = MD5(m).
The standard PKCS#1 v1.5 was not designed to work with Rabin (e = 2).

However, one can replace the last nibble of H(m) by 6 and obtain a padding
scheme which is compatible with the Rabin-Williams signature scheme. The
standard is then provably secure if the size of the hash-function is larger than
2/3 of the size of the modulus. This is much larger than the 128 or 160 bits which
are recommended in the standard. The same analysis applies for the SSL-3.02
padding scheme [10].

6.2 ISO 9796-2 and ANSI x9.31

The ISO 9796-2 encoding scheme [11] is defined as follows:

µ(m) = 6A16‖m[1]‖H(m)‖BC16
where m[1] is the leftmost part of the message, or:
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µ(m) = 4A16‖m‖H(m)‖BC16
[11] describes an application of ISO 9796-2 with the Rabin-Williams signature
scheme. Note that since µ(m) = 12 mod 16 instead of µ(m) = 6 mod 16, there
is a slight change in the verification process. However, the same security bound
applies: the scheme is provably secure if the size of the hash-function is larger
than 2/3 of the size of the modulus. The same analysis applies for the ANSI
x9.31 padding scheme [1].

7 Conclusion

We have shown that for Rabin, partial-domain hash signature schemes are prov-
ably secure in the random oracle, assuming that factoring is hard, if the size of
the hash function is larger than 2/3 of the modulus size. Unfortunately, this is
much larger than the size which is recommended in the standards PKCS#1 v1.5
and ISO 9796-2. An open problem is to obtain a smaller bound for the digest
size, and to extend this result to RSA signatures.
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A Proof of Lemma 4

From the conditions of lemma 4, we obtain:

hq

N
≥ N9α and

N

k2q
≤ N6α (9)

which gives N ≤ 2 · k · q · √h and then ν1 < ν2.
Recall that j(p, q) denotes the number of integers in interval J(p, q). From

lemma 2 the length of J(p, q) is at least N/(2kq) and therefore, j(p, q) ≥
N/(2kq)− 1, which gives using k ≥ 6:

j(p, q)
q
≥ N3α

3
(10)

Let us denote by n(ν) the number of points of P (p, q) on a line D(ν). The
distance between the abcissae of two consecutive points of P (p, q) on a line
D(ν) is equal to q. Therefore, for all indices ν, we have n(ν) ≤ �j(p, q)/q� + 1.
Moreover, for ν1 ≤ ν ≤ ν2, n(ν) is either �j(p, q)/q� or �j(p, q)/q�+1. This gives
the following bound for b(p, q):

(ν2 − ν1 − 1) ·
(
j(p, q)
q
− 1
)
≤ b(p, q) ≤ (ν3 + 1) ·

(
j(p, q)
q

+ 1
)

which gives using (4), (5), (9), (10) and Nα ≥ 3:∣∣∣∣b(p, q)− h · j(p, q)
N

∣∣∣∣ ≤ 4h · j(p, q)
N

N−3α (11)

Let n′ be the number of indices ν such that ν1 ≤ ν ≤ ν2. We have n′ = �ν2−ν1� or
n′ = �ν2−ν1�+1. The probability that G(p, q) generates an element x ∈ B(p, q)
corresponding to a point of index ν is given by:

Pr[x] = P (ν) =
1

n′ · n(ν)
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for ν1 ≤ ν ≤ ν2 and P (ν) = 0 otherwise. The number of integers x ∈ B(p, q)
such that Pr[x] = 0 is then at most:

(ν1 + ν3 − ν2 + 2) ·
(
j(p, q)
q

+ 1
)
≤ N6α · j(p, q)

q
(12)

For all ν1 ≤ ν ≤ ν2, we have using (4), (5), (9), (10), (11) and Nα ≥ 3:∣∣∣∣P (ν)− 1
b(p, q)

∣∣∣∣ ≤ 10 · N

h · j(p, q) ·N
−3α (13)

Eventually, the statistical distance from the uniform distribution is:

δG =
1
2

∑
x∈B(p,q)

∣∣∣∣Pr[x]− 1
b(p, q)

∣∣∣∣
and we obtain using (11), (12) and (13):

δG ≤ 7 ·N−3α

B Proof of Lemma 5

Let us denote qm = N1/3−4α. For q ≥ qm, the probability to generate p/q ∈
Fk using V is j(p, q)/|Z+

N |. Moreover, using lemma 2, the probability that V
generates ⊥ is at most:

Pr[⊥] =
∑

Fk|q<qm

2 · j(p, q)
N + 1

≤ 3
qm
k
≤ 3 ·N−3α (14)

Consequently, the statistical distance δV between D and the distribution induced
by V is at most:

δV =
1
2

∑
Fk|q≥qm

∣∣∣∣2 · j(p, q)N + 1
− b(p, q)

b

∣∣∣∣+ 1
2

Pr[⊥] +
1
2

∑
Fk|q<qm

b(p, q)
b

(15)

Let � be the size of N in bits. From lemma 1, we obtain for � ≥ 64:

|b− h

2
| ≤ 4 · � · 2�/2 ≤ 1

2
·N2/3 ≤ h

2
·N−3α (16)

For q ≥ qm, we obtain from Lemma 4 and (16):∣∣∣∣b(p, q)b
− 2 · j(p, q)

N + 1

∣∣∣∣ ≤ 12 · j(p, q)
N + 1

·N−3α (17)

This gives:

∑
Fk|q<qm

b(p, q)
b

= 1−
∑

Fk|q≥qm

b(p, q)
b
≤ 1− (1− 6 ·N−3α) ·

∑
Fk|q≥qm

2 · j(p, q)
N + 1
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From (14) and using: ∑
Fk

2 · j(p, q)
N + 1

= 1

we obtain: ∑
Fk|q<qm

b(p, q)
b
≤ 9 ·N−3α (18)

From equation (15) and inequalities (14), (17) and (18), we obtain:

δV ≤ 9 ·N−3α

C Proof of Theorem 3

The generator G combines the generators V and G(p, q). Moreover, V generates
p/q ∈ Fk such that the statistical distance δG of the distribution induced by
G(p, q) from the uniform distribution in B(p, q) is at most 7 · N−3α. Therefore
the statistical distance δ of G from the uniform distribution in B is at most:

δ ≤ δV + δG ≤ 16 ·N−3ε/13
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