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Preface

ASTACRYPT 2006 was held in Shanghai, China, during December 3-7, 2006.
This was the 12th annual ASTACRYPT conference, and was sponsored by the
International Association for Cryptologic Research (IACR), in cooperation with
the State Key Labs of Information Security, Chinese Academy of Sciences (LOIS),
Lab for Cryptography and Information Security, Shanghai Jiaotong University
(CIS/SJTU) and Natural Science Foundation of China (NSFC).

This year we received a record number of 314 submissions, of which 303 regu-
lar submissions were reviewed by 32 members of the Program Committee, with
the help of 250 external referees. After a two-month review process, the Program
Committee selected 30 papers for presentation. This volume of proceedings con-
tains the revised version of the 30 selected papers. The IACR 2006 distinguished
lecture by Ivan Damgaard was also in the program. The paper “Finding SHA-1
Characteristics” by Christophe De Canniére and Christian Rechberger received
the best paper award.

The reviewing process was a challenging task, and we had to reject many good
submissions that could have been accepted under normal circumstances. I am
very grateful to Program Committee for their efforts to carry out this challenging
task and to keep the high standard of ASIACRYPT conferences. We gratefully
acknowledge our 250 external referees; without their help it would be infeasible
to provide 1008 high-quality, often extensive, reviews. More importantly, I would
like to thank all the authors who submitted their work to ASTACRYPT 2006.

This year submissions were processed using Web-based software iChair, and
would like to thank Thomas Baigneres, Matthieu Finiasz and Serge Vaudenay
for providing this valuable tool. I am grateful to Ruimin Shen for his generous
and indispensable support and I would like to thank Changzhe Gao, Haining Lu
and Jingjing Wu for the smooth operation of our Web-sites.

I would also like to thank the General Chair, Dingyi Pei, for organizing the
conference and the Organization Chair, Kefei Chen, for taking over all the hard
tasks and preparing these proceedings.

Last but not least, my thanks to all the participants of the ASTACRYPT 2006
conference.

September 2006 Xuejia Lai
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Finding SHA-1 Characteristics:
General Results and Applications

Christophe De Canniere':? and Christian Rechberger!

! Graz University of Technology
Institute for Applied Information Processing and Communications
Inffeldgasse 16a, A—8010 Graz, Austria
2 Katholieke Universiteit Leuven, Dept. ESAT/SCD-COSIC,
Kasteelpark Arenberg 10, B-3001 Heverlee, Belgium
{Christophe.DeCanniere, Christian.Rechberger}@iaik.tugraz.at

Abstract. The most efficient collision attacks on members of the SHA
family presented so far all use complex characteristics which were man-
ually constructed by Wang et al. In this report, we describe a method to
search for characteristics in an automatic way. This is particularly useful
for multi-block attacks, and as a proof of concept, we give a two-block
collision for 64-step SHA-1 based on a new characteristic. The highest
number of steps for which a SHA-1 collision was published so far was 58.
We also give a unified view on the expected work factor of a collision
search and the needed degrees of freedom for the search, which facili-
tates optimization.

1 Introduction

Shortcut attacks on the collision resistance of hash functions are usually differ-
ential in nature. In the differential cryptanalysis of block ciphers, characteristics
with arbitrary starting and ending differences spanning less than the full num-
ber of rounds and having a sufficient high probability allow key recovery attacks
faster than brute force. This contrasts the situation in the case of collision at-
tacks on hash functions. Here characteristics of sufficiently high probability need
to start and end with chaining input and output difference being zero, injected
differences (via the message input) are expected to cancel out themselves.
Members of the MD4 hash function family like the widely used SHA-1 mix
simple building blocks like modular addition, 3-input bit-wise Boolean functions
and bit-wise XOR, combine them to steps and iterate these steps many times.
High probability characteristics which are needed for fast collision search attacks
exploit situations where differences with respect to one operation propagate with
high probability through other building blocks as well. As an example, an XOR
difference in the most significant bit of a word propagates with probability one
through a modular addition. The best characteristics for SHA-1 are constructed
such that these and similar effects are maximized. However they do not fulfill the
requirement of zero differences at the chaining inputs/outputs which makes them
not directly usable for fast collision search attacks. Earlier work on SHA-1 [21T3]

X. Lai and K. Chen (Eds.): ASTACRYPT 2006, LNCS 4284, pp. 1-20] 2006.
© International Association for Cryptologic Research 2006



2 C. De Canniere and C. Rechberger

therefore consider characteristics which fulfill this requirement at the cost of a
less optimal probabilities.

However, the fact that an attacker has complete control over the message
input, and thus control over the propagation of all differences in the first steps,
gives more freedom in the choice of good characteristics. Roughly speaking, the
probability of complex characteristics spanning the first steps which connect
to a desired high probability characteristic does not affect the performance of a
collision search. Hence, finding these complex connecting characteristics helps to
improve the performance of collision search attacks. In the case of SHA-1, finding
such characteristics made differential collision search attacks on the full SHA-1
possible in the first place. To reflect the fact that the desired characteristics to
connect to have usually probability one in a linearized model of the hash function,
they are referred to as L-characteristics. The connecting characteristics do not
have this property, hence the name NL-characteristics.

So far, little is known about the construction of these connecting NL-char-
acteristics. Wang et al. describe in their seminal paper [20] an approach which is
based on following and manipulating differences manually [23] in combination
with a great deal of experience and intuition. Follow-up work on SHA-1 [16] as
well as on MD4 [9], MD5 [3I7I8/15] and SHA-0 [1I0] all build up on the char-
acteristics given in the papers of Wang et al. [I7J20021122]. The only exception
is recent work by Schléaffer and Oswald [14] on the conceptually much simpler
MD4, where an algorithm for finding new characteristics given the same mes-
sage difference as originally used by Wang et al. is reported. No one succeeded
so far in showing a similar ability in the case of SHA-1. By employing a new
method and using SHA-1 as an example, we show in this article that finding
useful NL-characteristics is also possible in more complex hash functions.

As shown in informal presentations by Wang [I8/19], the actual shape/design
of these connecting NL-characteristics interacts with speed-up techniques at the
final-search stage. These techniques are referred to as message modification tech-
niques and little details about them in the context of SHA-1 are publicly known
so far. To sum up, two important methods (finding connecting NL-characteristics
and message modification) are not fully understood, but heavily affect the actual
collision-search complexity. Therefore, it currently seems impossible to reason
about the limits of these techniques, other than improving on the current results
in an ad-hoc manner. Hence the need for automated search tools as the one
presented in this paper.

Looking at the recent results of Wang et al. on SHA-1, we see that more de-
grees of freedom are needed for speedup-purposes. As mentioned in [I8], message
conditions and state variable conditions need to be fulfilled for that purpose. It
is observed that “the available message space is tight”, which refers to the re-
maining degrees of freedom.

The new view we propose unifies finding complex characteristics and speeding
up the final search phase. By calculating the expected number of collisions, given
the degrees of freedom, we tackle questions related to optimization. If the goal is to
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find one collision, why should the used method allow to find more than that? The
new view gives an attacker the ability to exploit all available degrees of freedom.

The remainder of the paper is structured as follows. Subsequently we define
some notation in Table [l A short description of SHA-1 is given in Sect. 2l We
tackle the core of the problem in Sect. [3, where we revisit the approach of finding
collisions based on differential techniques. To do that, we generalize the concept
of characteristics and introduce a new way to calculate the expected work to
find a collision. Some examples are given there to illustrate the new concept.
Based on that, in Sect. d] we finally describe a way to automatically find the
complex NL-characteristics needed. Also there we give examples which illustrate
its behavior. As an application of the described technique, we give a two-block
64-step SHA-1 colliding message pair including all used characteristics in Sect. bl
Sect. [l puts our contribution into the context of related and previous work. We
conclude and survey future work in Sect. [7

Table 1. Notation

notation description
X @Y bit-wise XOR of X and Y

AX  difference with respect to XOR
X +Y addition of X and Y modulo 232

6X  difference with respect to modular addition

X arbitrary 32-bit word

x;  value of the i-th bit

X2 pair of words, shortcut for (X, X*)

M;  input message word 7 (32 bits)

W;  expanded input message word t (32 bits)
X < n bit-rotation of X by n positions to the left, 0 <n < 31
X >> n bit-rotation of X by n positions to the right, 0 < n < 31

N number of steps of the compression function

2 Short Introduction to SHA-1

SHA-1 [11], as most dedicated hash functions used today, is based on the design
principles of MD4. First, the input message is padded and split into 512-bit
message blocks. An 80-step compression function is then applied to each of these
512-bit message blocks. It has two types of inputs: a chaining input of 160 bits
and a message input of 512 bits. Let g(m, h) denote the compression function
with message input m and chaining input h. The chaining input h,4; for the
next compression function is calculated by h,, + g(m, h,), called feed forward.
The chaining variables for the first iteration are set to fixed values (referred to
as IV). The result of the last call to the compression function is the hash of the
message. The compression function basically consists of two parts: the message
expansion and the state update transformation.
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Message Expansion. In SHA-1, the message expansion is defined as follows.
The message is represented by 16 32-bit words, denoted by M;, with 0 <14 < 15.
In the message expansion, this input is expanded linearly into 80 32-bit words
W;. The expanded message words W; are defined as follows:

(1)

W M; for 0<1i<15,
e Wis @W,_s @Wi_14 @ Wi_16) 1 for 16 <i<79.

State Update Transformation. The state update transformation starts by
copying the chaining input into the five 32-bit state variables A, ..., E, which
are updated in 80 steps (0, ..., 79) by using the word W; and a round constant
K; in step i. A single step of the state update transformation is shown in Fig. [l
The function f in Fig. [l depends on the step number: steps 0 to 19 (round 1)

Fig. 1. One step of the state update transformation of SHA-1

use frp and steps 40 to 59 (round 3) use faras. The function fxor is applied
in the remaining steps (round 2 and 4). The functions are defined as:

fir(B,C, D) =BAC®BAD (2)
fmas(B,C,D)=BAC®BAD®CAD (3)
fxor(B,C,D)=Ba&CeD. (4)

Note that B; = Ai—h Ci=A;_2> 2, D; = Ai_3 > 2, FE; = A;_4 >> 2. This
also implies that the chaining inputs fill all A; for —4 < j < 0. Thus it suffices to
consider the state variable A, which we will for the remainder of this paper.

3 Collision Attacks Revisited

The objective of this paper is to develop a method to find SHA-1 characteristics
which are suitable for collision attacks. However, in order to solve this problem,
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we first have to determine exactly what ‘suitable’ means in this context. In
this section, we will therefore consider collision attacks and characteristics in a
general setting, and analyze how the choice of the characteristic affects the work
factor of the attack.

3.1 How Dedicated Collision Attacks Work

If we are given an n-bit hash function whose output values are uniformly dis-
tributed and use it to hash an arbitrary pair of messages, then we expect the
hash values to collide with a probability of 27". Hence, without knowing anything
about the internals of the hash function, we should be able to find a collision
after trying out 2" pairs. Since any set of 2™ pairs will do, this approach can be
turned into a birthday attack requiring only 2/2 hash evaluations.

Instead of testing arbitrary pairs, dedicated collision attacks try to use the
internal structure of the hash function to locate a special subset of message pairs
which (1) are considerably more likely to collide than random pairs, and (2) can
efficiently be enumerated. A particularly effective way to construct such subsets
is to restrict the search space to message pairs with a fixed difference. The
goal is to pick these differences in such a way that they are likely to propagate
through the hash function following a predefined differential characteristic which
eventually ends in a zero difference (a collision).

As was observed in [4], the probability for this to happen can be increased
by restricting the subset even further and imposing conditions not only on the
differences but also on the values of specific (expanded) message bits. Moreover,
since the internal variables of a hash function only depend on the message (and
not on a secret key as for example in block ciphers), we can also restrict the set
of message pairs by imposing conditions on the state variables. Depending on
their position, however, these conditions might have a considerable impact on
the efficiency to enumerate the messages fulfilling them. This important point is
analyzed in detail in Sect.

3.2 Generalized Characteristics

In order to reflect the fact that both the differences and the actual values of bits
play a role in their attack, Wang et al. already extended the notion of differential
characteristics by adding a sign to each non-zero bit difference (1 or —1). In
this paper we generalize this concept even further by allowing characteristics to
impose arbitrary conditions on the values of pairs of bits.

The conditions imposed by such a generalized characteristic on a particular
pair of words X? will be denoted by VX. It will turn out to be convenient
to represent VX as a set, containing the values for which the conditions are
satisfied, for example

VX ={X?|x7-23=0,2; =} for 2<i <6, x; #a}, and zg =z}, = 0} .

In order to write this in a more compact way, we will use the notation listed in
Table 2l Using this convention, we can rewrite the example above as

VX = [7?7----x0].



6 C. De Canniere and C. Rechberger

Table 2. Possible conditions on a pair of bits

(mivxi*) (070) (170) (07 1) (171) (:L‘—L,Q:f) (070) (170) (071) (171)

? v v v v 3 v v - -
- v - - v 5 v - v -
X - v ov - 7 v o v v -
0 v - - - A - v - v
u - v - - B v v - v
n - - v - C - VR
1 - - - v D v - v v
# - - - - E - v v v

A generalized characteristic for SHA-1 is then simply a pair of sequences
VA_47 ey VAN and VW(), ey VWN_l.

3.3 Work Factor and Probabilities

Let us now assume that we are given a complete characteristic for SHA-1, spec-
ified by VA_4,..., VAN and VW,,..., VIWx_1. Our goal is to estimate how
much effort it would take to find a pair of messages which follows this charac-
teristic, assuming a simple depth-first search algorithm which tries to determine
the pairs of message words M? one by one starting from M¢g.

In order to estimate the work factor of this algorithm, we will compute the
expected number of visited nodes in the search tree. But first we introduce some
definitions.

Definition 1. The message freedom Fy (i) of a characteristic at step i is the
number of ways to choose W2 without violating any (linear) condition imposed

on the expanded message, given fixed values sz for 0 <j <.

We note that since the expanded message in SHA-1 is completely determined
by the first 16 words, we always have Fyy (i) = 1 for ¢ > 16.

Definition 2. The uncontrolled probability P,(i) of a characteristic at step i
1s the probability that the output A12+1 of step i follows the characteristic, given
that all input pairs do as well, i.e.,

P,(i)=P (A}, € VAiy1 | A} ; € VA;_j for 0 < j <5, and W? € VW) .

Definition 3. The controlled probability P.(i) of a characteristic at step i is
the probability that there exists at least one pair of message words W2 following
the characteristic, such that the output A?ﬂ of step i follows the characteristic,
given that all other input pairs do as well, i.e.,

P(i)=P (W} € VW;: A}, € VA1 | A7 ; € VA;_j for 0<j <5) .

With the definitions above, we can now easily express the number of nodes
N, (i) visited at each step of the compression function during the collision search.
Taking into account that the average number of children of a node at step 7 is
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Fw (i) - P,(i), that only a fraction P.(i) of the nodes at step ¢ have any children
at all, and that the search stops as soon as step N is reached, we can derive the
following recursive relation:

. 1 iti=N,
0= {maX{Ns(i +1) - Fw (@)~ P, PO} ifi< N

The total work factor is then given by

In order to understand what the different quantities defined above represent,
it might be helpful to walk through a small example. Table B shows two hypo-
thetical search trees with corresponding values of Fy, P,, and P.. The nodes
which are visited by the search algorithm, and hence contribute to the com-
plexity of the collision search, are filled. Note that the values of P.(i) do not
always influence the complexity of the attack. The trees in Table[3, however, are
examples where they do.

Table 3. How P. affects the search tree

i tree® Fw P,(i) P.(i) No(i) 1 tree Fw P.(i) P.(i) Ns(7)
0: 4 12 1 1 o0 4 12 1 1
1: 4 12 1 1 L 4 1/2 1/2 2
2 1 1/2 12 2 2 1 1/2 1/2 2
3: 1 1 1 1 3 1 1 1 1
4: 1 4 1

“ Both 0 and @ represent values of W2 ; which lead to a consistent A?; the nodes
visited by the search algorithm are filled. Inconsistent values are denoted by ®.

Let us now illustrate the previous concepts with two examples on 64-step
SHA-1. In the first example, shown in Table @, we consider a generalized char-
acteristic which does not impose any conditions, except for a fixed IV value at
the input of the compression function and a collision at the output. The values
of N,(i) in the table tell us that the search algorithm is expected to traverse
nearly the complete compression function 210 times before finding a colliding
pair (note that from here on all values listed in tables will be base 2 logarithms).

In the example of Table Bl we force the state variables and the expanded
message words to follow a given differential characteristic starting from the out-
put of the 16th step (i.e., Asg, ..., E1g). How such diffential characteriscs can be
found will be explained in Sect.[d The most significant effect is that the five con-
secutive uncontrolled probabilities of 2732 in the previous example move up to
steps 11-15, where their effect on the number of nodes is completely neutralized
by the degrees of freedom in the expanded message, resulting in a considerable
reduction of the total work factor.
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The examples above clearly show that small probabilities have a much larger
impact on the work factor when they occur after step 16 (where Fy (i) = 1).
Therefore, when constructing characteristics, we will in the first place try to
optimize the probabilities in the second part of the compression function (steps
16 to N —1), even if this comes at the cost of a significant decrease of probabilities
in the first part.

4 Constructing Characteristics

Having the necessary tools to estimate the work factor corresponding to any
given generalized characteristic, we now turn to the problem of finding charac-
teristics which minimize this work factor.

The search method presented in this section constructs characteristics by it-
eratively adding more conditions as long as it improves the work factor. During
this process, two important tasks need to be performed: (1) determining when
and where to add which condition, and (2) letting conditions propagate and
avoiding inconsistent conditions. We first discuss the second problem.

4.1 Consistency and Propagation of Conditions

When analyzing the interaction of bit conditions imposed at the inputs and
the outputs of a single step of the state update transformation, three situations
can occur: (1) the conditions are inconsistent, (2) the conditions are consistent,
and (3) the conditions are consistent, provided that a number of additional bit
conditions are fulfilled as well (the conditions are said to propagate). This third
case is illustrated in Table [l where the conditions imposed on the expanded
message words in the previous example propagate to the state variables. It should
be noted that such consistency checks can be implemented in a very efficient way,
thanks to the fact that bits at different bit positions only interact through the
carries of the integer additions.

4.2 Determining Which Conditions to Add

In Sect. we noted that conditions in a characteristic affect the work factor in
very different ways depending on the step where they are enforced. This is also
reflected in the procedure which we are about to propose: in order to determine
where to add which conditions, we will proceed in a number of distinct stages,
each of which tries to optimize a specific part of the characteristic.

Stage 1. As observed in Sect. B3l the work factor of the collision search al-
gorithm is mainly determined by the shape of the characteristic after step 16.
Hence, our first goal is to find a high probability differential characteristic, which
can start with any difference in the state variables after step 16, but ends in a
zero difference in the last step (later on, when we consider multi-block collisions,
this constraint will be removed as well).
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Table 4. Example 1, no conditions

i VA, W, Fw Pu(i) Po(i) Ns(i)
-4: 00001111010010111000011111000011
-3: 01000000110010010101000111011000
-2: 01100010111010110111001111111010
-1: 11101111110011011010101110001001

0: 01100111010001010010001100000001 77777777777 777777777777777777777? 64 0.00 0.00 0.00
1: 72722722707 77070000 0070027270707 200000007 °°°°0°7°77°7?7?7?7277777 64 0.00 0.00 0.00
12: ?72727777772727270707 07277770777 POOOPOPOO°0O0P0?° 070 ?°777777777777 64 0.00 0.00 0.00

13: ?277772727277272727777772772777777 ?7°772772777772727?7727272727?27?7 64 0.00 0.00 0.00

14: 2227222722727 227227227207207270°77 20?0 OVROYRVO?OV?OYNTYNY???T 64 0.00 0.00 32.00

15: ?272772777277277722727772272777277777 P77072P770727727772727277227272722?2?7 64 0.00 0.00 96.00

16: 7727777727727772272777227777277777 P2 7072°777727727272727272227272722?2?7 0 0.00 0.00 160.00

17: ?27777272727272727277777727272777777 ?72°772772777772727?772727227272?27?27 0O 0.00 0.00 160.00

59: ?77777777772777772777°7727727777 ?77777727727777777772772727272?2?7 0 -32.00 0.00 160.00

60: PTPTPTIVTOOOVOTOTOTO? 20?077 7?7?70 -32.00 0.00 128.00
61: PTPTPTIVTOOOOOTOTOTO??0?°????7?7 0 -32.00 0.00 96.00
62: PPTTTTVVVVVVVVVVVVVVVVTV0077077°77 0 -32.00 0.00 64.00
63: PPTTTTVVVVVVVVVVVVVVTVVV0077977977 0 -32.00 0.00 32.00
64:

Table 5. Example 2, less message freedom, better work factor by specifying a suitable
message difference

% VA; vWw; Fw P,(i) P.(i) Ns(i)
0: 01100111010001010010001100000001 -xx 32 0.00 0.00 0.00
1: ?7272727777727777777777777777777 XXX x-x-x- 32 0.00 0.00 0.00
T ?P7P0OPOOVOVOVOVOVVVOVVOOVVOVOV? —xx xx--x- 32 0.00 0.00 0.00
8: 77TT?ITTVYITVVYIVIVVYVVVVVVVVVYYY ~xx x----xx 32 0.00 0.00 5.00
9: 7777777V YIVVVYIVVVCVVVNVIVVVYT? ——x X 32 0.00 0.00 37.00

10: ?7272727777777277777777777777777 XXX x----x- 32 0.00 0.00 69.00
11: ?7272727272727272277777777777777 —xx x- 32 -32.00 -29.00 101.00
12: x X x 32 -32.00 -31.00 101.00
13: x X——=== 32 -32.00 -31.00 101.00
14: xx 32 -32.00 -31.19 101.00
15: x XX X x-x--x- 32 -32.00 -27.83 101.00
16: X- =X X 0 -7.00 -4.00 101.00
17: x X- XXX x-x--x- 0 -7.00 -2.00 94.00
18: X-X 0 -5.00 -3.00 87.00
19: X- X X 0 -4.00 -3.00 82.00
49: x- X 0 -2.00 -1.00 7.00
50: X x- 0 -3.00 -2.00 5.00
51: 0 -1.00 -1.00 2.00
52: X 0 -1.00 -1.00 1.00
53: X 0 0.00 0.00 0.00
54: 0 0.00 0.00 0.00
60: 0 0.00 0.00 0.00
61: 0 0.00 0.00 0.00
62: 0 0.00 0.00 0.00
63: 0 0.00 0.00 0.00
64:

In general, the sparser a differential characteristic, the higher its probability,
and in the case of the SHA family, it has been shown before that sparse char-
acteristics can easily be found by linearizing all components of the state update
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Table 6. Propagation of conditions in Example 2

i VA; VW; Fw Py (i) Pe(i) Ns(4)
0: 01100111010001010010001100000001 -xx 32 0.00 0.00 0.00
1: ?7x XXX x-x-x- 32 0.00 0.00 0.00
2: ?TPTITTRIVTNYITIVNYOVVNOYVTTY?x— — =% x----xx 32 0.00 0.00 0.00
3: ?TTTITTVIVVVYITVVVVVVNNOVTVYTY x-xX X 32 0.00 0.00 0.00

transformation, representing the resulting compression function as a linear code,
and searching for low-weight vectors (see [BIT2/T320]).

Once a suitable differential characteristic is found for the linearized variant
(called an L-characteristic), we determine the corresponding message difference,
and impose it to our generalized characteristic. The differences in the state vari-
ables after step 16 are copied in the same way, except that we do not directly
impose constraints to the most significant and the two least significant bits, but
instead determine them by propagation. This will avoid inconsistencies caused
in some cases by the nonlinear f-functions.

Stage 2. At this point, the largest part of the work factor is most likely concen-
trated in steps 12 to 16 (see e.g. Table (), where the state variables, which are
not constraint in any way in the previous steps, are suddenly forced to follow
a fixed difference. In order to eliminate this bottleneck, we want to guide the
state variables to the target difference by imposing conditions to the first steps
as well.

Although the probability of this part of the characteristic is not as critical
as before, we still want the differences to be reasonably sparse. Unfortunately,
because of the high number of constraints (the message difference and both the
differences at the input of the first step and at the output of step 16 are fixed
already), suitable L-characteristics are extremely unlikely to exist in this case.
In order to solve this problem, we will use a probabilistic algorithm which bears
some resemblance to the algorithms used to find low-weight code words, but
instead of feeding it with a linear code, we directly apply it to the unmodified
(non-linear) compression function.

The basic idea of the algorithm is to randomly pick a bit position which is
not restricted yet (i.e., a ‘?’-bit), impose a zero-difference at this position (a
‘~’-bit), and calculate how the condition propagates. This is repeated until all
unrestricted bits have been eliminated, or until we run into an inconsistency, in
which case we start again. The algorithm can be optimized in several ways, for
example by also picking ‘x’-bits once they start to appear, guessing the sign of
their differences (‘u’ or ‘n’), and backtracking if this does not lead to a solution.
It turns out that inconsistencies are discovered considerably earlier this way.

An interesting property of the proposed procedure is that the sparser a char-
acteristic, the higher the probability that it will be discovered. The number of
trials before a consistent characteristic is found, is very hard to predict, though.
Experiments show that this number can range from a few hundreds to several
hundreds of thousands.
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Stage 3. In the final stage, we try to further improve the work factor corre-
sponding to the characteristic by performing local optimizations. To this end,
we run through all bit positions of every state variable and every expanded
message word, check which conditions can be added to improve the total work
factor, and finally pick the position and corresponding condition which yields
the largest gain. By repeating this many times, we can gradually improve the
work factor. The example in Table [7]shows how our previous characteristic looks
like after applying this greedy approach for a number of iterations.

An interesting issue here, is when to stop adding new conditions. In order
to answer this question, we first notice that every additional condition reduces
the size of the search tree, but at the same time lowers the expected number
of surviving leaves at step N. In general, the work factor will improve as long
as the search tree is reduced by a larger factor than the number of surviving
leaves. At some point, however, the expected number of leaves will drop below
one, meaning that message pairs which actually follow the characteristic are only
expected to exist with a certain probability. This is not necessarily a problem if
we are prepared to repeat the search for a number of different characteristics,
and in fact, that is exactly how we constructed the second block of the 64-step
collision presented in the next section. In this case, three different characteristics
were used, the third of which is shown in Table [0 (notice that the expected
number of characteristics needed to find one surviving leave can directly be read
from N, (0), in this example 214 ~ 3). Coming back to our original question, we

Table 7. Example 3, after adding conditions to minimize workfactor

i VA; VW; Fw P, (1) P.(t) Ns(3)
0: 01100111010001010010001100000001 0uu01010110011010000111101110101 0.00 0.00 0.00
1: nOn01010100000011010100000101000 unn00001000110100010110111u1ulOn0 0.00 0.00 0.00
2: OOulunnnnnnnnnnnnnnnnnnnnnnnOiu0 00n1110100110011111111011n1011uu 0.00 0.00 0.00
3: 1000101001100100100111u11100u111 nOun011000011010110011010u111100 0.00 0.00 0.00
4: u000u01n11uu010u11ui10100101010u0 unOn011010010000100010110n1udluu 0.00 0.00 0.00
5: n01001000n100011n1n000101uu0n010 wuini1010111110011101110110n000u0 0.00 0.00 0.00
6: 010100110n0101u00100001000001100 10n10000111111000000000000010011 0.00 0.00 0.00
7: 1011111unnnnnnnnnn100000nu101n10 1nu0100000010111001----001nu01lul -1.00 0.00 0.00
8: n1100110111000000101---00110nu00 Onu1101110111--—=======—~ u0011nu -8.00 0.00 0.00
9: n01010010000111101110----n10111n 11u1100001111--—=====——= Oul00111 -0.13 0.00 0.00

10: n011010010111--==-=—~ -000000n0 nnn111101----- ---n1010u0 -4.00 -0.68 0.68
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11: u0110101011-- -n1100100 1un1001-0-- --0011ul .

12: u0010100101----- -0-110001 u10110-0-0---- --11000u -11.00 -2.96 17.36
13: u11100101110010- --0100000 0010010100000~~~ --u00101 -4.00 -2.42 24.36
14: 01110011011111-- ---11000 1001000111111--- --1001uu -3.00 -2.00 33.36
15: u1010110101-1----- --1001uu On110--0----- ---n0n00n0 -10.14 -0.14 41.36
16: 1100011000000000-- ---110n0 1u0100101000---- ---u100100 0.00 0.00 50.22
17: u000111011-————==——=—=—m—m—— 11ul unn11101000000-- ---nOn10n1 -0.22 -0.21 50.22
18: 11101 1001 n1u0--1--- --01100101 -1.00 -0.48 50.00
19: --0 1ul u00110-0-- ---n101011 -1.00 -0.54 49.00
20: ----0 1-- 10u00-1-1------——————-———- 011100n 0.00 0.00 48.00
21: u 00n--0 nu01010 0.00 0.00 48.00
22: n1000-0 010010u -1.00 -1.00 48.00
60: 0 0 0.00 0.00 0.00
61: 1-0 0 0.00 0.00 0.00
62: 1-1-—-—- 0 0.00 0.00 0.00
63: 0 0 0.00 0.00 0.00
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can conclude that we should in principle continue adding conditions as long as
the gain in work factor justifies the cost of generating additional characteristics.

5 Applications

To illustrate our method, we give a characteristic for a two-block collision of
SHA-1 reduced to 64 steps with the standard IV. Note that for different initial
chaining variables, different characteristics might be needed. This is in contrast
to MD4 or MD5 where good characteristics are possible without having condi-
tions on the chaining variables. In addition to the characteristic, we also give a
message pair which follows the described characteristic and collides. Note that,
to the best of our knowledge, not a single second block characteristics for SHA-0
or SHA-1 has been presented so far, neither in the literature nor in informal
public talks. Hence the example we give is the first of its kind. Additionally,
it is a collision for SHA-1 with the highest number of steps published so far
(previously known collisions covered up to 58 steps).

5.1 On the Choice of the Message Difference

The choice of the message difference determines the high-probability character-
istics Ly that is followed in the later part of the compression function. This is
illustrated in Fig.[2 In a first step, only '=” and ’x’ conditions are needed, i. e. we
only allow XOR-differences. The signs of the differences as well as some values
of bits are determined in a later stage of the attack.

As previous work shows [BII2/T320], it turns out that interleaving so-called
local collisions (a disturbing and a set of correcting differences) is the best way to
construct these high-probability characteristics in the case of SHA-1. It turns out
that these characteristics are L-characteristics. In order to allow for a small work
factor, we do not put restrictions on the output difference of the compression
function. Thus, §h; will be nonzero. Good L-characteristics for variants of SHA-1
with other than 80 steps are usually shifted versions of each other. These effects
have also been considered in previous work, thus we do not expand on this
issue here. In order to turn such high probability characteristics, which actually
describe a pseudo-near-collision, into a collision-producing characteristic, NL-
characteristics are needed. As illustrated in Fig.[2] a first NL-characteristic (NL)
is needed to connect from a zero-difference in the chaining variables to L. After
the feed-forward of the first block, we expect to have a modular difference +d
in the chaining variables.

However, this difference does not fit to the difference needed to directly con-
nect to the same L-characteristic used in the first block. Regardless of that, we
want to follow this L-characteristics in the second block again (with the excep-
tion of different signs for some differences). The reason is that we want to cancel
out the expected low-weight difference after the last step of the second block
with the difference that is fed forward. We require

0g(h1,m1) + dhy =0.
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Shi=+d

NL L1 & NL, L4 &
3hy=0 Shy=+d sg(h,ms)  5hp=0
=-d

AmoT Am1T

Fig. 2. Two-block approach to produce collisions

Thus, a new NL-characteristic (VL) for the second block is needed, taking into
account the difference between dhy and dh; and the actual values at the chaining
input of the second block. Note that with the ability to find these general NL-
characteristics NL; and NLo, collision-producing characteristics covering more
than two blocks do not improve the work factor.

In [20022], examples for NL-characteristics are given which connect to a pre-
viously selected L-characteristic in the first block. It is commonly assumed that
finding these NL-characteristics was based on experience and intuition, and done
manually. Based on Sect. [}l and [ we describe in the following an application
for the automatical search for suitable NL-characteristics, which succeeds for the
first and the second block.

5.2 A Two-Block Collision for 64-Step SHA-1

Herein we present a collision for 64-step SHA-1 using two message blocks. Ta-
ble[@ and [0 detail the used characteristic for the first block and the second block
respectively (see Sect. for an explanation of the notation). Using our current
(unoptimized) methods, we have an expected work factor of about 23% compres-
sion function evaluations to find it. This compares favorably to the estimate of
236 given in [20].

The number of nodes in the tree visited in the search, N,,, is given as the
sum of all Ny in Tables[@ and [0 N,, relates to the expected work factor in the
following way. We measured the cost of visiting a node in the search tree to be
about 27° compression function evaluations. For that, we used as a means of
comparison the SHA-1 implementation of OpenSSL 0.9.7g, which can do about
219 compression functions per second on our PC. Note that the work factor for
both blocks is lower than estimated. The reason is that carry differences in the
last steps can be ignored and that the characteristic of the second block can be
adjusted to allow additional deviations in the last steps of the first block.

In Table B we give the colliding messages. Note that we do not consider
padding rules in our example, which would simply mean adding a common block
to both messages after the collision. At this point we stress that this example
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Table 8. Example of a 64-step collision using the standard IV

% Message 1 (mg), first block Message 1 (m1), second block
1-4 63DAEFDD 30A0D167 52EDCDA4 90012F5F 3B2AB4E1 AAD112EF 669C9BAE 5DEA4D14
5—-8 ODB4DFB5 E5A3F9AB AE66EE56 12A5663F 1DBE220E AB46A5EO 96E2D937 F3E58B63
9-12 DO0320F85 8505C67C 756336DA DFFF4DB9 BE594F1C BD63F044 50C42AA5 8B793546
13-16 596D6A95 0855F129 429A41B3 EDSAE1CD A9B24128 816FD53A D1B663DC B615DD0O1

% Message 2 (mg)), first block Message 2 (m7]), second block
1-4 63DAEFDE 70A0D135 12EDCDE4 70012FOD 3B2AB4E2 EAD112BD 269C9BEE BDEA4D46
5—8 ADB4DFB5 65A3F9EB 8EG6EE57 32A5665F BDBE220E 2B46A5A0 B6E2D936 D3ES8B03
9-12 50320F84 C505C63E B5633699 9FFF4D9B 3E594F1D FD63F006 90C42AE6 CB793564

13-16 596D6A96 4855F16B 829A41F0 2D5AE1EF A9B2412B C16FD578 11B6639F 7615DD23

% XOR-difference are the same for both blocks
1-4 00000003 40000052 40000040 E0000052 00000003 40000052 40000040 E0000052
5—-8 A0000000 80000040 20000001 20000060 A0000000 80000040 20000001 20000060
9-12 80000001 40000042 CO000043 40000022 80000001 40000042 CO000043 40000022
13—-16 00000003 40000042 C0000043 C0000022 00000003 40000042 CO000043 C0000022

% The colliding hash values
1-5 A750337B 55FFFDBB CO8DB36C 0C6CFD97 A12EFFEO

serves as a proof of concept for the unified approach to searching for complex
characteristics and optimizing the characteristic for the final search phase. Hence
it does not rule out other, probably more efficient ways to speed up the search
for colliding pairs using the given characteristic.

6 Comparison with Previous Work

In order to put our contribution into perspective, we compare it with related
previous work.

On finding suitable characteristics. In 1998, the pioneering work of Chabaud
and Joux [4] resulted in a collision-search attack on an earlier version of SHA-1
(termed SHA-0). Their attack is based on L-characteristics they found. The Ham-
ming weight of these characteristics (or a part of them) was used as a rough es-
timate of the attack complexity. However, the details depend on the positions of
all differences. For each difference, the sign, the step in which it occurs, the bit-
position within the word as well as its relative position to neighboring differences
influence its impact on the attack complexity. A general and practical way to cal-
culate this impact was described in Sect. [3.3

In 2005, Rijmen and Oswald reported an attack on step-reduced SHA-1 [I3],
which is based on L-characteristics as well. Also the complexity of a collision
search on SHA-0 was improved by Biham and Chen using the neutral-bit tech-
nique [I], and by Biham etal. using a multi-block approach [2]. Note that the
attack on SHA-0 [2] employed four message blocks. Using the presented method
of automatically finding complex characteristics, we eliminate the need for more
than two blocks for an efficient collision-search attack.

Recent results of Wang et al. [20022] describe further major improvements.
By employing the multi-block technique as described in Sect. 511, together with
the ability to manually find NL-characteristics, attack costs are improved by
many orders of magnitude. As shown in Sect. B our method can be used to
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automatically reach the same goal. This also answers the question left open
n [16]. Since the NL-characteristic for the second block (NLy) depends on the
chosen message pair for the first block, this also prevents a manual search for
new characteristics in the middle of a collision search.

The only related work which also aims for automatic search for complex char-
acteristics is by Schliffer and Oswald [I4] on MD4. Their method is very dif-
ferent from ours. It assumes a fixed differential behavior of the function f and
limits carry extensions to only a few bit positions to reduce the search space.
Thus it is not easy to extend it to more complex hash functions since these
restrictions are too strict. Our method is not restricting anything, but is still
practical.

On the cost of the final search. In previous work, the cost of the attack
is further improved by a technique called message modification. The ideas de-
veloped in Sect. Bl and [ can also be used for similar improvements. Both the
originally published results by Wang et al. [20] as well as work by Sugita et al. [16]
give rough estimates for the cost of message modification: 2! and 22 compression
function evaluations(c,), respectively. Sugita et al. also give a different trade-off.
By using Grobnerbasis-methods they reduce the number of trials significantly at
the cost of increased message modification costs. Overall, this method does not
lead to improvements in practice.

Note that for the recently announced but to the best of the authors knowledge
unpublished improvements of the complexity of the collision search for full SHA-
1 [18] (from 259 to 25%), no message modification costs are given, thus we lack
comparability here.

Our approach can be seen as a trade-off towards very fast trials without
the overhead of expensive message modification. As mentioned in Sect. [5.2] the
cost of visiting one node in our search is only in the order of 2*509. Note that
the neutral-bit technique [1I2] can also be seen as a trade-off in this direction.
However, as reported in [I], only a small fraction (one out of eight in the simpler
case of SHA-0) of the trials conforms to a previously selected characteristic.
Comparing the neutral-bit technique to our method, we observe two differences.
Firstly, instead of a small fraction, we can be sure that every trial will conform
to the characteristic we select. Secondly we don’t rely on randomly generating
message pairs which conform to a previously selected characteristic to bootstrap
the final search. Instead we can exploit the available degrees of freedom in a
sensible way.

On exploiting degrees of freedom. In Sect. B3, we described a method
to calculate the expected number of collisions given a particular characteristic.
Thus we can make a sensible use of degrees of freedom up to the point where
we expect to find only one suitable message pair. In fact, also this distinguishes
our approach from all previous work.
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Table 9. Characteristic used for the first block of the 64-step collision

VA; VW;

: 00001111010010111000011111000011
: 01000000110010010101000111011000
: 01100010111010110111001111111010
:11101111110011011010101110001001
: 01100111010001010010001100000001 011000111101101011101111110111nu
: 0000001110001111100010001001000n 0n1100001010000011010-010uin01ul
: 0n0010010100001010110-00011u0un0 0u01001011101101----11011n100100
: 1u10100001110010100-1un110nuu110 unn10000000000-1001----10u0uliul
: 1un0010110011110un1100-0n1nl1inul n0n01101101101001-01111-10110101

n1u10110101un00010nu10u111000010 u1100101101000111111----1n101011
---101011n

: 0100000000001000000111100-011000 0n001000010101---=---=—=—-

: 10011000100011000-0-----~ 0110101 nu00001010011-----=-—-—=
: 1101101011111--1 00010n uu101101010-1-1 -1-1n011n1
: 11111100---————=————-—-——- 0-0111 1101001010100----------~ 1010101u
: 0000 1-1111 1u0011100111-—-—=—=-—-—- 111011u0
Y 01lu- un00111011-0-0- -0n0011nu
n 1u1100011111- -1un011n0
n1101001100- --011000n
n- 1u1000110-1- -0u1000n0
n- 1n011010011- -0u0110n1
0n10011011-- -011111n0
00101001-0-0---=-=—=--—~ 001010n1
n- 0001110111----—-——-—-——- 1u100100
1n00010000 0-1111ini
n001111-1-1--—-————————— 11101010
u10111110 11001n0
n- n0011100 1u110010
001010-1-1--—-—=—=————- 101010110
n- u0110101------————-—-——- Ou110111
u101001 011111010
u- 00010-1-0-------—-———- 110n100000
u011010 001101110
n- 101111-————-—-———————- 010u111001
niii-1-1 1010110u0
110110 100000000
n1001 010111110
ull-0-1 101101011
01010 01011100
1011 100100000
00-0-0 100111001
1101 001111011
011 10010000
1-1-0 101111000
110 1011010010
01 101011000
-0-0 101100001
10 1101010111
0 1010101n11
n-- 0-1 10u100011-
1 001000u1l
110111n00u
n -1 ui1101i-u
101010u00u
0111n10u-
n 0 u111000-u-
0-1010uniu-
u--- 1n0inliu--
n u-11000xu-0
0000n01ux-
1000n00n-x-
n u-10010-n-n-

Fw Py (i) Pe(i) Ns(i)

NN AN O = O

4

0.00
0.00
-3.00
-4.00
-2.00
-4.00
-5.00
-5.00
-6.00
-3.00
-5.00
-9.00
-3.00
-4.00
-2.00
-0.07
-1.00
-1.00
0.00
0.00
-1.00
-2.00
-2.00
-1.00
-1.00
0.00
-1.00
0.00
-1.00
0.00
-2.00
0.00
-2.00
0.00
-2.00
0.00
-1.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
0.00
-1.00
-2.00
-1.00
-1.00
-2.00
-1.00
-2.00
-2.00
-2.00
-2.00
-3.00
-1.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
-0.99
0.00
0.00
-1.00
-2.00
-2.00
-1.00
-1.00
0.00
-1.00
0.00
-1.00
0.00
-2.00
0.00
-2.00
0.00
-2.00
0.00
-1.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
0.00
-1.00
-2.00
-1.00
-1.00
-1.91
-1.00
-1.83
-1.87
-1.00
-1.00
-1.89
-1.00

1.07

1.07

2.07

3.07

4.07

4.07

4.07

6.07

8.07

9.07
10.07
11.07
11.07
12.07
19.07
28.07
39.00
38.00
37.00
37.00
37.00
36.00
34.00
32.00
31.00
30.00
30.00
29.00
29.00
28.00
28.00
26.00
26.00
24.00
24.00
22.00
22.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
20.00
20.00
19.00
17.00
16.00
15.00
13.00
12.00
10.00

8.00

6.00

4.00

1.00
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n- 11111-0-0 0-u100101
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u- 100100 010n011010
n100-0-1 0-1-11010n0
010111 100001001
u0001 0-0001101
u00-0-0 101010100
11110 010000101
0011 011010010
00-1-0 01-001100
1010 001111100
000 11-0011100
0-1-0 1-1100101
000 0---010010
11 001010101
-0-0 1100111001
10 0-1111110
0 11-1100n10
n-- 1-0 10u010110-
1 0000001u10
011011n10u
n -1 u-11011-u
111011u01u
01-00n10u-
n----1 ul0111l-u-
10-00unOu-
u--- OnOlullu--
u n-0-111xu-0
0100u01ux-
O-ulln-x-
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Py (i) Pe(i) Ng(2)

0.00
-3.00
-2.00

0.00

0.00
-1.00
-2.00
-4.00
-7.00

-10.00
-8.00
-6.00
-2.00
-2.24
-4.00
-1.00

0.00
-1.00

0.00
-1.00
-1.00
-1.00
-2.00
-1.00
-1.00

0.00
-1.00

0.00
-1.00

0.00
-2.00

0.00
-2.00

0.00
-2.00

0.00
-1.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00
-1.00

0.00
-1.00
-2.00
-1.00
-1.00
-2.00
-1.00
-2.00
-2.00
-2.00
-2.00
-3.00
-1.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
0.00
0.00
0.00
0.00
-0.99
0.00
-1.00
-1.00
-1.00
-2.00
-1.00
-1.00
0.00
-1.00
0.00
-1.00
0.00
-2.00
0.00
-2.00
0.00
-2.00
0.00
-1.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-1.00
0.00
-1.00
-2.00
-1.00
-1.00
-1.91
-1.00
-1.83
-1.87
-1.00
-1.00
-1.89
-1.00

1.24

2.24

2.24

2.24

2.24

2.24

3.24

6.24

8.24
10.24
12.24
13.24
13.24
14.24
20.00
28.00
38.00
38.00
37.00
37.00
36.00
35.00
34.00
32.00
31.00
30.00
30.00
29.00
29.00
28.00
28.00
26.00
26.00
24.00
24.00
22.00
22.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
21.00
20.00
20.00
19.00
17.00
16.00
15.00
13.00
12.00
10.00

8.00

6.00

4.00

1.00
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7 Conclusions and Future Work

We described, for the first time, a computer-implementable method to search for
complex characteristics as needed in the effective cryptanalysis of hash functions
of the MD4 family like SHA-1. As a proof of concept, we gave the characteristics
needed for a 64-step two-block collision of SHA-1. Furthermore, for the first time
an actual collision for 64-step SHA-1 is produced, with an expected work factor
of 235 compression function computations.

We also tackled issues like work factors or degrees of freedom and put them
into a precise framework. Thus an optimal exploitation of available degrees of
freedom gets possible for goals like fast collision search.

Future work includes optimization of the found characteristics for different
final search strategies, or the application of the described technique to other
hash functions. Given the increased design complexity of members of the SHA-2
family compared to SHA-1, an automatic approach as described in our article
seems to be highly beneficial for the analysis of these hash functions.

Given the ability to automatically incorporate some differences from the chaining
variables at the start of the compression function, applications such as meaningful
collisions or speeding up techniques like herding attacks [6] are also future work.
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Abstract. At CRYPTO02005, Xiaoyun Wang, Hongbo Yu and Yiqun
Lisa Yin proposed a collision attack on SHA-0 that could generate a col-
lision with complexity 23° SHA-0 hash operations. Although the method
of Wang et al. can find messages that satisfy the sufficient conditions
in steps 1 to 20 by using message modification, it makes no mention of
the message modifications needed to yield satisfaction of the sufficient
conditions in steps 21 and onwards.

In this paper, first, we give sufficient conditions for the steps from
step 21, and propose submarine modification as the message modifica-
tion technique that will ensure satisfaction of the sufficient conditions
from steps 21 to 24. Submarine modification is an extension of the multi-
message modification used in collision attacks on the MD-family. Next,
we point out that the sufficient conditions given by Wang et al. are not
enough to generate a collision with high probability; we rectify this short-
fall by introducing two new sufficient conditions. The combination of our
newly found sufficient conditions and submarine modification allows us
to generate a collision with complexity 23 SHA-0 hash operations. At
the end of this paper, we show the example of a collision generated by
applying our proposals.

Keywords: SHA-0, Collision Attack, Message Modification, Sufficient
Condition.

1 Introduction

SHA-O0 is the hash function issued by NIST in 1993 [5]. All hash functions must
hold 3 properties: Pre-image Resistance, Second Pre-image Resistance and Col-
lision Resistance. Collision Resistance means that it is very hard to find z, y such
that © # y and H(x) = H(y), where H(-) is any hash function. Collision Resis-
tance is more difficult to keep than any other property. The Collision Resistance
of SHA-0 was broken recently [2]. This paper uses the term Collision Attack to
refer to attacks that break Collision Resistance.

The first collision attack on SHA-0 was proposed by F. Chabaud and A. Joux
in 1998 [3]. They employed differential attack and used XOR as the differential.
After that, E. Biham and R. Chen improved [3], and found near collisions [IJ.
Near collision means z,y such that x # y and H(z), H(y) differ only by a small

X. Lai and K. Chen (Eds.): ASTACRYPT 2006, LNCS 4284, pp. 21-[38] 2006.
© International Association for Cryptologic Research 2006
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number of bits. At the rump session of CRYPT 02004, the first announcement of
finding a collision of SHA-0 was made by A. Joux [4]. Details of this attack were
presented in EUROCRYPT2005 by E. Biham, R. Chen, A. Joux, P. Carribault,
W. Jalby and C. Lemuet [2]. In 2004, Wang proposed an independent collision
attack method on SHA-0 [I0/TI]. Wang’s method uses the differential attack ap-
proach in which numerical operations are used as the differential. Subsequently,
X. Wang, H. Yu and Y. Lisa Yin proposed an improved version of Wang’s attack
[14]. This method has complexity of 23° SHA-0 hash operations, and is the most
efficient collision attack method proposed so far.

The method of Wang et al. can be divided into 2 phases. In the pre-computation
phase, a differential path and conditions that indicate that a collision is possi-
ble are constructed. In this paper, we call these conditions “sufficient conditions”.
Sufficient conditions define the triggers for ending collision search. In the collision
search phase, an input message satisfying all sufficient conditions is searched for.
If this message is found, a collision can be generated. In this phase, message modi-
fication is used to efficiently find a message that satisfies the sufficient conditions.

According to Wang et al., in the case of SHA-0, a message satisfying sufficient
conditions from steps 1 to 20 can be located efficiently by using message modi-
fication. The specification of SHA-0 states that the messages used in steps 1-16
are input messages, whereas messages used in steps after 16 are determined by
message expansion as is defined by the specification of SHA-0. In the method
of Wang et al., messages satisfying the sufficient conditions in steps 1-16 can,
with probability 1, be generated by using message modification. Since steps 1-16
are not affected by the limitations placed on message expansion, it is possible to
choose values of chaining variables to satisfy all sufficient conditions, and then
calculate messages that can yield these chaining variables. Regarding the suffi-
cient conditions in steps 17-20, if these conditions are not satisfied and message
modification is executed, these sufficient conditions are satisfied with probabil-
ity of almost 1. Since the steps from 17 are affected by message expansion, the
message modification in steps after 16 proposed by Wang et al., is executed by
generating the differential in the step not affected by message expansion. Since
this differential (We call this differential “transmission differential”) is trans-
ferred to subsequent steps, sufficient conditions are satisfied by the transferred
differential. We call this method “transmission method”. Without using these
methods, the probability that a sufficient condition is satisfied in 1 time is é
For example, suppose there exists 1 condition in step ¢ and the complexity to
calculate all necessary operations up to step i is j steps. In this case, the number
of steps needed to ensure the success of step i is 25 (on average). By using these
methods, if the complexity of message modification is p steps, the number of
steps needed to ensure the success of step ¢ is j + ; - p (on average). Since we
choose message modification such that the complexity is p < j, message modi-
fication reduces the complexity by j — % - p steps. Therefore, we can efficiently
locate a collision by using message modification. Note that message modifica-
tion in the steps after 16 is particularly important in reducing the complexity of
collision search.
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Our Results
Our paper makes 2 contributions.

1st Result: Wang et al. have not proposed message modification to satisfy
the sufficient conditions from step 21; their solution is random search. In
this paper, we propose message modification for steps 21-24. We call this
proposal “submarine modification”. It takes advantage of the ideas of multi-
message modification for the MD-family (we call multi-message modification
for the MD-family “cancel method”) and transmission method (Details are
described below). Since the same discussion about the complexity of message
modification made with regard to the proposal of Wang et al., discussed
above, can be applied to submarine modification, submarine modification can
more efficiently satisfy the sufficient conditions than random search. Since
the structure of the MD-family or SHA-1 is very similar to that of SHA-0,
submarine modification may also be applicable to those hash functions.

2nd Result: We show that the sufficient conditions given by Wang et al. are
missing two conditions, and then describe the missing sufficient conditions.

From the second result, even if a message satisfying all sufficient conditions
given by Wang et al. is found, collision search does not always succeed. Since
their conditions are two short, their method will fail with probability i' We
identify the two missing sufficient conditions and use them with our submarine
modification proposal to search for a collision. Considering the fact that the
number of sufficient conditions in steps 21-24 is 4 and given the complexity of
submarine modification, a computer experiment finds that our method finds a
collision with complexity 236 SHA-0 hash operations. The PC used had a Pen-
tium4 3.4GHZ CPU(OS: Linux 2.6.9 (Fedora Core 3, Red Hat 3.4.2), Compiler:
gece 3.4.2-1386). In the fastest case, a collision was found in 8 hours. The average
time to find a collision was roughly 100 hours.

Overview of Our Main Idea: Submarine Modification

Submarine modification uses two ideas of message modifications, “transmission
method” and “cancel method”. We can satisfy sufficient conditions for up to
step 24 by using submarine modification.

“Transmission method” is the method that can satisfy sufficient conditions
for up to step 21 of SHA-0 (Wang et al. apply transmission method to sufficient
condition for steps 17-20. We confirm that transmission method is applicable to
satisfy sufficient conditions for steps 17-21). Namely, transmission method can
satisfy sufficient conditions for 5 steps from a start step of transmission.

“Cancel method” is the method that uses the idea of the local collision. The
local collision is the method where we create a differential and offset the differ-
ential in within several. We construct the method that inputs differentials and
offsets the effects of these differentials before step 16 such that the differential
(we call this differential “latent differential”) appears again from step 17 due
to message expansion after the differential is offset. Differentials don’t appear
for steps between the step where the differential offsets and the step where the
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latent differential appears. We call these steps “latent period”. We denote the
number of steps in latent period after step 17 as t. Influence of differentials cre-
ated before the step where the latent differential appears does not occur. Cancel
method is the method with which the sufficient condition for the step where
the latent differential appears is satisfied by using the latent differential. We use
the idea of cancel method in order to allow the start step of transmission to
locate between step 17 to step 19. Note that cancel method itself does not use
transmission of the latent differential.

The method that we propose in this paper satisfies sufficient conditions for up
to step 24. If we use transmission method to satisfy sufficient conditions for up
to step 24, we need to extend the range where the transmission differential can
be started from step 16 to step 19. We can realize it by using the idea of cancel
method. Since maximum number of latent period after step 17 for SHA-0 is t = 3,
we can extent the range of the start step of transmission from step 16 to step
19 if we adopt the transmission differential as the latent differential. The latent
differential can be created by using cancel method. Since there exists no influence
for satisfied sufficient conditions in latent period by using cancel method, and we
can satisfy sufficient conditions for 5 steps from the start step of transmission
by applying transmission method. Since this method takes advantage of the
differentials whose local effects are cancelled in the earlier steps, we call this
message modification technique “submarine modification”.

2 Structure of SHA-0[5]

SHA-0 is a hash function issued by NIST in 1993. SHA-0 has the Merkle-
Damgard structure, therefore, it repeatedly applies a compression function. SHA-
0 input is an arbitrary length message M, and SHA-0 output is 160 bit data
H(M). If the length of the input message is not a multiple of 512, the message is
padded to realized a multiple of 512 bits. The padding process is M* = M||10...0.
First, 1 is added, and then as many 0’s as are needed. Padded message M™ is
divided into several messages M; each 512 bits long (M* = (M ||Ma]|...||My)).
These divided messages are input to the compression function.

h1=compress(Mi,IV) — ha=compress(Ma,h1) — - -+ — hn=compress(Mn, hn—1)
H(M) = hy,

In this paper, we call the calculation performed in a single run of the compression
function 1 block. I'V in the above expression is defined as (ag, b, co, do,€0) =
(0x67452301,0xe f cdab89,0x98badc f €,0x10325476,0xc3d2el f0). We next explain
the structure of the compression function of SHA-0. All calculations in this are
32-bit. In this paper, we exclude the description of “mod 232”.

Procedure 1. Divide the input message M; into 32 bit messages mg, my, ..., ms.
Procedure 2. Calculate myg to m7g by m; = m;_3 & m;—_g ® mi_14 & M;—16
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Procedure 3. Calculate chaining variables a;, b;, ¢;, d;, e; in step @ by the fol-
lowing procedures.

a; = (ai—1 <& 5) + f(bi—1, ci1,di—1) + €i—1 +mi—1 + ki1,
b =a;_1,¢;, =b;_1 &« 30,d; =c;_1,6;, =d;i_1

“< j” denotes left cyclic shift by j bits. Repeat this process 80 times.
Initial values ag, bg, cg, do, €9 for the compression function of the first block
are IV. ag, by, cg, dp, €9 for the compression function from the second block
are the output values of the previous block. Steps 1-20 are called the first
round. Steps 21-40, 41-60, and 61-80 are the second, third, and fourth rounds,
respectively, k; is a constant defined in each round. Function f is a boolean
function defined in each round. The specifications of k; and f are shown in
Table 1.

Table 1. Function f and Constants k in SHA-0

round function f constant k;
1 (bAc)V (=bAd) 0x5a827999
2 bdchd 0x6ed9ebal
3 |(bAc)V(eAd)V (dAD)| 0x8f1lbbede
4 bdchHd 0xca62cld6

Procedure 4. (ag+ aso, by + bso, co + ¢s0, do + dso, €0 + esp) is the output of the
compression function.

3 Collision Attack by Wang et al.[8/9/14/15]

The method of Wang et al. is based on differential attack which uses subtraction
as the differential. If a collision is found on hash function H(-), that is, M, M’
such that H(M) = H(M'), M # M’ is found, the differential values of M and
H(M) become AM = M'— M #0, AH(M,M')=H(M') — H(M) =0. Let
and 2’ be certain values. We write 2’ — x as Az, and we call Az the differential
value of z. Since the differential value of input message AM # 0, differential
values of the chaining variables of the hash function are not O.

The method of Wang et al. first notes differential values. It determines the
differential values of the chaining variables and the differential value of the in-
put message so that the output differential value of hash function AH (M, M’)
becomes AH(M,M') = 0 and the differential value of the input message be-
comes AM # 0. However, even if we find a pair of messages M, M’ that satisfy
AM, the output differential value is not always H(M’) — H(M) = 0. This can
happen since the differentials of chaining values from M and M’ do not always
satisfy the differential values of the chaining variables. Therefore, we need to set
conditions for satisfying the differential values of the chaining variables. We call
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these conditions “sufficient conditions”. These procedures (deciding the differen-
tial value of the input message, differential values of the chaining variables and
sufficient conditions) are pre-computations.

We start collision search by using the differential value of input message AM
and sufficient conditions decided in the pre-computation phase. First, we search
for message M satisfying all sufficient conditions. Next, we calculate M’ = M +
AM. M and M’ thus become collision messages, that is, H(M) = H(M').
In order to efficiently locate a message that satisfies all sufficient conditions,
message modification can be used.

3.1 Message Modification for SHA-0 and MD-Family

First, we explain message modification for SHA-0, and clarify the range wherein
message modification can be applied. Next, since we use the idea of cancel
method, which is originally proposed for MD-family, as part of the proposed
submarine modification, we explain the procedures of cancel method.

Message Modification for SHA-0 [14]
Message modification for SHA-O can generate messages satisfying all sufficient
conditions in steps 1-16 with probability of 1. This procedure is shown below.

— Message Modification for step i (1 <i < 16):
1. Generate a; satisfying all sufficient conditions for a;.
2. Calculate m;_q1 «— a; — (ai,1 K 5) — f(bi,hCi,h difl) —ei—1 —ki_1.

Transmission method was proposed by Wang et al as follows. These modifications
are executed when sufficient conditions are checked and found to be not satisfied.
In message modification for steps 17-20, differentials are generated in order to
create a differential on a bit where the sufficient condition that we want to satisfy
exists. From the specification of SHA-0, since we can freely choose messages only
for steps 1-16, we input the differential on the message used in up to step 16.
We then transfer this differential to step 17, which yields the differentials that
impact the targeted bits in the subsequent steps.

Multi-message Modification for MD-Family [8/9]

Multi-message modification for the MD-family (which we call cancel method)
involves modifying messages to satisfy the sufficient conditions from step 17 of
the MD-family. In cancel method, differentials are input in steps which are not
affected by message expansion, and then cancel the impact of those differentials.
The differentials that are input appear in step 17 and later steps due to mes-
sage expansion, and this leads to satisfaction of the sufficient conditions. Cancel
method does not use the technique where the latent differential transfers.

3.2 Collision Search for SHA-0O

Collision search is done to locate a message that satisfies all sufficient condi-
tions; it involves the use of 2 block messages. The sufficient conditions on the
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first block are set in order to control the differentials of the chaining variables
on the second block. Since all conditions are conditions of output values, they
cannot be satisfied by message modification. Therefore, we don’t execute any
message modification when searching for a message that satisfies all sufficient
conditions of the first block. Fortunately, since the complexity of message search
in the first block (2'*SHA-0 operations) is much smaller than that of the sec-
ond block (23SHA-0 operations), the complexity of the first block does not
impact overall complexity. Collision search on the second block is done by using
message modification. Furthermore, the early stopping technique can be used
to efficiently find a message that satisfies the sufficient conditions. In the early
stopping technique, after step 24 is calculated, the sufficient conditions up to
step 24 are checked to determine whether they are satisfied or not. If all con-
ditions are satisfied, steps from 25 are calculated. Otherwise, collision search is
repeated from the first procedure. It is important to remember that this method
still cannot find a message that is assured of satisfying the sufficient conditions
in steps 21-24 with probability of almost 1. Submarine modification, proposed
in this paper, can satisfy the sufficient conditions in steps 21-24 with probability
of almost 1.

Another problem of the existing method is that it is impossible to execute the
algorithm proposed by Wang et al. since their description of it is incomplete. We
rectify this omission in Appendix B.

4 New Message Modification Techniques

The method of Wang et al. uses message modification to efficiently locate a
collision. Their method can efficiently generate messages that satisfying the suf-
ficient conditions up to step 20. However, Wang et al. did not propose message
modification for subsequent steps. This section studies message modification,
and proposes message modification so as to satisfy the sufficient conditions in
steps 21 to 24. In this paper, we call this modification submarine modification.
Since the structure of SHA-0 is very similar to those of the MD-family or SHA-1,
submarine modification may also be applicable to those hash functions.

4.1 Main Idea of Submarine Modification

Transmission method can be applied to satisfy sufficient conditions for 5 steps
from the start step of transmission. If we use transmission method to satisfy
sufficient condition for after step 22, we need to extend the range where the
transmission differential can be started after step 17. Therefore, we use the idea
of cancel method in order to extend the range where the transmission differential
can be started. If we use the latent differential as the transmission differential, we
can extend the range where the transmission differential can be started to step
19 followed by the 5 steps. In the case of SHA-0, the maximum number of latent
period after step 17 is ¢t = 3 B Asa result, we can satisfy sufficient conditions

1 'We confirm the number of applicable steps by a computer experiment.
2 By considering a local collision and message expansion, we can find ¢t = 3.
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for up to step 24 by combining ideas of cancel method and transmission method.
We use the idea of cancel method to create the latent differential for steps 17-19.
Since there is no influence for satisfied sufficient conditions in latent period by
using cancel method, we can satisfy sufficient conditions for 5 steps from the
start step of transmission by applying transmission method. A brief explanation
of submarine modification is shown in Figure 1.

Step Differential
i da=2 Input a differential to m, ;

i+l Ob=2
Execute procedures canceling the differential

i+5 0

17 Differentials of chaining values are 0
5 0_ ok Appear the differential

* asl_C()rrect from the message expansion

sufficient condition

Fig. 1. Outline of Submarine Modification

Remark. In this paper, we apply submarine modification to only the case of
steps 21-24. However, submarine modification can be also applied to steps 17-20.
We want to note that submarine modification is not limited to only the case of
steps 21-24.

4.2 How to Construct Submarine Modification

Submarine modification involves inputting and offsetting differentials and trans-
ferring differentials. The procedure of submarine modification is as follows:

1. Decide differentials that satisfy a target sufficient condition in step j(j > 17)
by considering the transfer of differentials.(The idea of transmission method)

2. Decide the method for inputting and offsetting differentials before step 16
to yield the necessary differentials in step j.(The idea of cancel method)

4.3 Proposal of Submarine Modification

There are 4 sufficient conditions from steps 21 to 24: ag14 = ag0,4 (Or az1 4 #
a20,4), a22 2 = M21,2,022,4 = (21,4 (or a22 4 #* a21,4), a23.2 = M22.2. In this section,
we propose message modification to satisfy each of these sufficient conditions.

Theorem 1. Suppose we set following conditions as Extra Conditions. ass =
ms.6,Me,11 7 M5,6,M7,6 = Ms6,07,4 = 0,a84 = 1,m10,4 # mse. If we modify
the message as shown below, the sufficient condition a1 4 = ag04 (0T a21.4 #
ag0,4) s satisfied with probability of almost 1.

5 10 5 3
ms < ms @ 2°,mg < Mg @ 2, my < my @ 2°,m1g < mio D 2
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In order to satisfy extra conditions, we generate messages that satisfy these
extra conditions in advance by a method similar to that used to satisfy the
sufficient conditions.

Proof. We explain the change in each chaining variable Theorem 1 is executed
in every step.

Step 6. In this step, differential dms = 25 is input. Here, 6z is the differential
created by message modification on chaining variable z. In this step, ag is
calculated as follows:

ag = (a5 < 5) + f(bs, c5,ds) + e5 + ms + ks.

After this equation is calculated, dag becomes dag = +2° because dms =
+2°. Since as,6 = M3 is set as the extra condition, dag = +25 does not
trigger differential carry. By this condition, since dms = £2° does not cause
carry in ms, and the sign of dag and dms ¢ are the same, which confirms
that no carry occurs.

Step 7. In step 7, a7 is calculated as follows:

a7 = (ag < b) + f(bg, cs,ds) + es + me + kg.

To ensure daz; = 0, we cancel dag = +2° by dmg = £2'°. Since mg 11 # ms 6
was set as the extra condition, the sign of dag = £2° and the sign of dmg =
4210 become opposite, and they cancel each other. Due to this condition,
in the case of ms6 = 0, mg,11 becomes mg 11 = 1. In this situation, ms¢
changes from 0 to 1 because of the differential, and msg ;1 changes from 1
to 0. Since we have ensured that no carry occurs, dms and dmg become
dms = 25 and dmg = —2'°, respectively. Since dms = 2°, Jag becomes
dag = 2°. Therefore, da; = 0 from dag = 2° <« 5 = 2! and dmg = —2'°.
In the case of ms = 0 and mg 11 = 1, a similar analysis finds that day is
assured of being 0.
Step 8. In step 8, ag is calculated as follows:

ag = (a7 K 5) + f(b'r, cr, d7) +e7+m7+ kr.

To ensure dag = 0, we cancel 6b; = £2° by dm7; = £2°. Since mr 6 = ms 6
was set as the extra condition, m7 s = 0 when ms ¢ = 0. In this situation,
ms, ¢ changes from 0 to 1, and my7 ¢ changes from 0 to 1. Since we have ensured
that no carry occurs, dms and dm; become dms = 2° and émy; = 2°. Since
dms = 2° dag = 2°, that is, dby = 2°, respectively. Since function f is
f(br,er,d7) = (br Ner) V (mbr Adr), and c76 = 0,d7g = 1 are ensured to
be satisfied by the sufficient conditions; the 2nd bit of f(b7,c7,d7) before
differential input is 1, and the 2nd bit of f(b7, c7,dr) after differential input
is 0. Therefore, 0 f (b7, c7,d7) becomes —2° and is canceled by dmy = 2°. As a
result, dag becomes dag = 0. In the case of m7 ¢ =1 and ms5 ¢ = 1, a similar
analysis confirms that dag is assured of being 0.
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Step 9. In step 9, ag is calculated as follows:
ag = (ag <& 5) + f(bs, cs,ds) + es + mg + ks.

Since a7,4 = 0 is set as the extra condition, we can cancel dcg = +23 from the
property of function f. Since the function f is f(bs, cs,ds) = (bgAcg)V (—bs A
ds), if b874 = 07 the 4-th bit of f(bg, Cs, ds) is equal to d874, and if 6874 = 1, the
4-th bit of f(bs, cs, ds) is equal to cg 4. Therefore, since dcg = £23, §cg = 423
is canceled by setting the extra condition a7 4 = 0, that is, bg4 = 0. As a
result, dag becomes 0.

Step 10. In step 10, ajg is calculated as follows:

a1p = (ag < 5) + f(bg, co,dg) + €9 + mg + ko.

Since ag 4 = 1 is set as the extra condition, we can cancel ddy = +23 from
the property of function f. This basically follows Step 9.
Step 11. In step 11, aq1 is calculated as follows:

a1 = (a0 <« 5) + f(bio, c10, d1o) + €10 + mio + k1o-

To ensure da;; = 0, we cancel dejp = £23 by dmio = £23. Since Mmio4 7#
ms,6 is set as the extra condition, mq9,4 becomes myp.4 = 1 when ms¢ = 0.
In this situation, ms ¢ changes from 0 to 1, and mjp 4 changes from 1 to 0.
Since we have ensured that no carry is triggered by the differential, §ms and

dmig become dms = 2° and dmig = —23, respectively. Since dms = 2°, dag
becomes dag = 2°, that is, de;g = 23. Therefore, de;g = 23 is canceled by
dmig = —23, and da;; becomes 0. In the case of mse = 1 and mig4 =0, a

similar analysis shows that da;; becomes 0.

From Step 17. Because of input differentials and message expansion, the fol-
lowing message differentials appear from step 19: dmg = 23, dmg = +2°
and dmog = £2'0. dmig = +23 is transferred as shown below, and a21,4 =
a20,4 (OI‘ 21,4 7’5 a2074) is satisfied by 5&21 = :|:23.

(5777,18 = :|:23 — (50,19 = :t23 — (5b20 = :t23 — 5a21 = :|:23 O

Remark. We experimentally confirmed that the probability that this message
modification can satisfy the target condition without affecting other sufficient
conditions is almost 100%. The complexity of this message modification is less
than the operations of 2 steps.

Theorem 2. Suppose we set following conditions as Fxtra Conditions: ai1,21 =
Mmi10,21,M11,26 7 M10,21,010,23 = G923,01219 = 0,a1310 = 1,mi519 #
M10,21, M19,26 7 Mis21. If we modify a message as shown below, the sufficient

condition asz 2 = Moy 2 s satisfied with probability of almost 1.

20 25 18
mig < mio © 27, m1 +— mi1 D27, M5 «— mi5 D 2

Proof. Since the proof of Theorem 2 is almost the same as the proof of Theorem
1 and due to lack of space, we omit the explanation of this proof.
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Remark. We experimentally confirmed that the probability that this message
modification can satisfy the target condition without affecting the other sufficient
conditions is 97.5%. The complexity of this message modification is less than the
operations of 3 steps.

Theorem 3. Suppose we set the following conditions as Extra Conditions:
ai1,g = 71M10,8,7711,13 75 mio,8,@10,10 = 0a9,10,A12,6 = 0,a13,6 = 17m15,6 7é
M10,8, M19,13 7 Mig,s. If we modify the message as shown below, sufficient con-
dition a4 = ag1,4 (0T a4 7 G21,4) is satisfied with probability of almost 1.

7 12 5
mig < Mo D 2°, M1 + m11 D277, M5 — mis D2

Proof. Since the proof of Theorem 3 is almost same as that of Theorem 1 and
due to lack of space, we omit the explanation of this proof.

Remark. We experimentally confirmed that the probability that this message
modification can satisfy the target condition without affecting the other sufficient
conditions is almost 100%. The complexity of this message modification is less
than the operations of 3 steps.

Theorem 4. Suppose we set following conditions as Fxtra Conditions: ai1,16 =
mio,16, 711,21 75 m10,16, 112,16 7'5 mio,16, 12,14 = 0,a13,14 = 1,m15,14 75 mi0,16,
M19,21 7 Mis,16- If we modify the message as shown below, the sufficient condi-
tion ag3 2 = Mag 2 1s satisfied with probability of almost 1.

15 20 15 13
Mg < Mo @ 277, m11 + Mm11 D 27, m12 < m12 O 27, m15 + Mm15 D2

Proof. Since the proof of Theorem 4 is almost the same as the proof of Theorem
1 and due to lack of space, we omit the explanation of this proof.

Remark. We experimentally confirmed that the probability that this message
modification can satisfy the target condition without affecting the other sufficient
conditions is 97%. The complexity of this message modification is less than the
operations of 4 steps.

4.4 Application to SHA-1

Since a collision attack on SHA-1 [15] is similar to an attack on SHA-0, sub-
marine modification would be applicable to SHA-1. This section considers the
application of submarine modification to SHA-1.

Collision search of SHA-1 is done by using message modification as well as
collision search of SHA-0. In SHA-1, only message modification for sufficient
conditions up to step 22 has been proposed. Therefore, we discuss the possibility
of applying submarine modification to realizing the sufficient conditions after
step 22 of SHA-1. For example, we discuss message modification to satisfy as3 2 =

m22,2.
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Example. Suppose we set following conditions as Extra Conditions: ai1,15 =

mio,15, 711,20 7'5 mi0,15,@10,17 7'5 mog,17, 012,13 = 076113,13 = 17m15,13 7'5 mio,15,
M19,21 7 Mis,16 If we modify the message as shown below, the sufficient condition
a23,2 = Mag 2 is satisfied with probability of almost 1.

14 19 12
mig < Mo D277, m11 +— mi1 D277, M5 — mis5 D 2

However, this message modification can impact other sufficient conditions. An
analysis of this is a future work.

If we execute this procedure, the following message differentials appear from
step 19 due to message expansion: dmig = +2'3 4+ 21 dmyg = £220 dmyy =
+215 §mo; = £214 + 216 §myy = +221 Since m19,21 7# Mg, 16 is set as the extra
condition, we can minimize the probability of breaking the other sufficient condi-
tions. We omit this explanation since it basically follows that of Theorem 2.

dmyg = £2'3 is transferred as shown below, and a3 2 = mag o is satisfied by
5&23 = +2.

5m18 =:|:213 —>5a19 = :t213 —>5a20 =:|:218 —>(5a21 =:|:223 —>5a22 = :t228 —>5a23 =12

Remark. Wang et al. announced an improved version of their original attack
on SHA-1 [15] at NIST HASH WORKSHOP 2005 and CT-RSA’06 [12J13].

5 Lack of Sufficient Conditions

When we use the sufficient conditions given by Wang et al. [14], a collision

attack does not necessarily succeed even if all sufficient conditions are satisfied.

This problem occurs because their approach lacks two conditions. Our analysis,

detailed below, showed that the missing conditions are by 9 = 0 and bg 11 = 1.
as is calculated as follows:

a3 = (Clz K 5) + f(bz,cz,dz) + eo + mo + ko.
We transform the above equation for f.
f(b27627d2) = asz — (CZQ < 5) — €2 — M9y — kQ

Since Aaz = 2 —29 — 211 £ 216 Agy = —2% — 26 41 211 Aey = 0 and Amy =

2+ 26 £ 231 Af(by, ca,ds) is calculated as follows:

Af(bg, Ca, dg) = Aasg — (AGQ K 5) — Aey — Amyg
=(2-29—211 4 210) _((—21 204 21!) « 5)—0—(24+2°4+2+31)
=20 4231

Since Aby = —2+4264211, by, is fixed to change from 1 to 0 due to the differential

-2, by7 is fixed to change from 1 to 0, by g is fixed to change from 1 to 0, bz g
is fixed to change from 0 to 1 due to the use of differential 2°. The sign of the
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change by differential £23! does not have to be considered since it is MSB. Here,
we focus on the 7th and 9th bits.

First, we discuss the 7th bit. Wang et al. takes advantage of the fact that bs 7
changes from 1 to 0 in order to make differential —25 on f(bg, ca,d2). From the
property of f(bs,ca,d2) = (ba A c2) V (mbe Adyg), if we set co7 =1 and dg 7 =0,
that is, ap,9 = 1 and by 9 = 0 as sufficient conditions, we can make differential
—26. However, by = 0 was not one of the sufficient conditions described by
Wang et al.

We turn now to the 9th bit. by g changes from 0 to 1. Wang et al. cancel this
influence in function f. From the property of f(be, ca,ds) = (ba Aca)V (—ba Ads),
if we set ca9 = day9, that is, ap,11 = bo,11, we can cancel the influence of the
change of by 9. Since ag11 = 1 is one of the sufficient conditions given by Wang
et al, we need to set by 11 = 1 as a sufficient condition. This sufficient condition
was not specified by Wang et al.

From the above, we need to use by9 = 0 and bg,11 = 1 as sufficient conditions
in addition to those given by Wang et al.

6 Complexity of Collision Search

Without the additional sufficient conditions the generation of a message that
yields a collision will fail with probability ?1'

Combining the two additional sufficient conditions with those of Wang et al.
and using submarine modification reduces the complexity of collision search to
236 SHA-0 operations. This calculation is given below.

1st block and Step 1-13 of 2nd block. The complexity of generating mes-
sages for these steps is insignificant. Refer to the paper written by Wang et
al. [14].

Step 14-20 of 2nd block. The complexity of generating messages that satisfy
all sufficient conditions in steps 14-20, including message modification, is less
than 8 steps.

Step 21 of 2nd block. The complexity of generating messages that satisfy all
sufficient conditions up to step 21 including submarine modification is less
than,

1
8—|—1—|—2-2:10.

Step 22 of 2nd block. The complexity of generating messages that satisfy all
sufficient conditions up to step 22 including submarine modification is cal-
culated as follows: Let the complexity where conditions up to step 22 are
satisfied and the number of times mq4, m15 is chosen is less than i times
2292,;. In this situation, the following equation below is valid. Here 222 ¢ = 0.

1 ot 1 1
X224 = (20025> . <1O+1+2'3+2'3>+$22,i1

The complexity is about 15 steps since lim x99 ; ~ 15.
1— 00
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Table 2. An example of generated collision pair

Mipiock |f459644¢ b87cdael ed98d4a6 7f5¢304b a8606648 073ddal’8d 9f044c3a 2386¢95f

8b611aad d66ed3b9 c4854f6e d57662b3 d687ebel f61cefe5 6d0252¢2 01f298bce

Rhibiock |41£3e784 96831ef3 563e0aa9 d7def7ba 232e8581

Moapiock | 76¢21fb3 8a725cha 13a6039¢ a23c¢1950 53e65762 b70bbb88 705ec5b6 079e5dd5
5879316 d67d305e 352ee1b8 87¢36500 fd012chb5 ab51c4269 6a72aabd 7a2449cc

Mp0ek |f6c211F1 8a725c5a 93a603de a23c¢1910 53e65722 b70bbbca f05ec5b4 879e5dd7

f58793b6 567d305e b52eelf8 07¢36502 fd012cb7 251c¢4229 ea72aabd fa24498c

hopiock |[cad68lal 354105dc ac31607b 6cecabadd c76d1948

Step 23 of 2nd block. The complexity of generating messages that satisfy all
sufficient conditions up to step 23 including submarine modification is cal-
culated as follows: Let the complexity where conditions up to step 23 are
satisfied and the number of times mq4, m15 is chosen is less than i times
x23,. In this situation, the following equation below is valid. Here 2239 = 0.

1—1
1 1
To3,; = (2 003) . (15 +1+ 9 4) + T23,i—1

The complexity is about 18 steps since lim x23; ~ 18.

11— 00

Step i(i = 24 — 80) of 2nd block. Let the complexity of generating messages
that satisfy all sufficient conditions up to the ¢ — 1 step be y;_1. If there are
n; sufficient conditions in the i-th step, the probability that all of them are
satisfied is 27 ™. Therefore, y;, the complexity of generating messages that
satisfy all sufficient conditions up to the i-th step, is y; = (yi—1 + 1) - 2™.
From this equation, ygp = 6180766429108. This is equivalent to 236 SHA-0
operations. From the above consideration, the total complexity of collision
search is 236 SHA-0 operations.

Remark. There is a possibility the collision attack could be further improved
by using another differential path. We discuss this topic in Appendix A.

7 Conclusion

In this paper, we proposed submarine modification, message modification that can
satisfy the sufficient conditions in steps 21-24. Moreover, we showed that subma-
rine modification is applicable to SHA-1. We also showed that the sufficient con-
ditions given by Wang et al. are incomplete since they are missing by9 = 0 and
bo,11 = 1. Therefore, even if a message that satisfies all sufficient conditions given
by Wang et al. is discovered, a collision generation may fail with probability i. By
utilizing the two additional sufficient conditions and submarine modification, the
complexity of collision search is reduced to 23¢ SHA-0 operations.

Table 2 shows a collision found by using the technique proposed herein.
Mipioer, is a message of the 1st block, hipcr is the output of the compres-
sion function of the 1st block. Mapjock is a message for the 2nd block, M, . is
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a message of 2nd block after the differential is input, hopiock is the output of the
compression function of 2nd block.

Acknowledgement. We would like to thank The Telecommunications Advance-
ment Foundation for supporting our research.
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A A Study of Other Disturbance Vectors

Wang et al. chose a disturbance vector under the condition that the sufficient
conditions up to step 20 can be satisfied by message modification. Therefore,
they chose a disturbance vector to minimize the number of sufficient conditions
after step 20. However, submarine modification can satisfy sufficient conditions
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up to step 24 can be satisfied by message modification. Therefore, we expect
that if we choose a disturbance vector to minimize the number of sufficient
conditions after step 24, we can generate a collision with complexity under 236
SHA-0 operations. If we use the disturbance vector chosen by Wang et al, the
number of conditions after step 24 is 38. However, by using the disturbance
vector shown in Table 3, the number of conditions after step 24 is 37. Therefore,
we expect that the disturbance vector shown in Table 3 enables us to generate
a collision with complexity under 236 SHA-0 operations. Additional analysis on
this matter is a future task.

Table 3. A Disturbance Vector for Reduced Complexity

) value
—5,.,-101110
0,..,19 00000111001101111101
20,..,39 01101110001000101010
40,...,59 00000000100100001000
60,...,79 00100001001011000000

B Complement of Collision Search by Wang et al.

B.1 2nd Bit and 7th Bit of Messages

The complexity claims of Wang et al. claim address only the sufficient conditions
of chaining variables. They don’t consider the complexity of satisfying the suf-
ficient conditions of messages. However, when a random message is generated,
it must satisfy the sufficient conditions of messages, and this takes a few steps.
This raises the complexity of collision search. This increase can be suppressed
by fixing the 2nd bit and 7th bit of the messages in advance in order to ensure
satisfaction of the sufficient conditions.

B.2 Sufficient Conditions Given by Wang et al.

The sufficient conditions of Wang et al. include those for ai3.4, @144, @15 4, @16 4,
a17,2. These values depend on the method used to fix the 2nd and 7th bits of the
messages (Discussed in Appendix B.1). That is, if a fixing method different from
that of Wang et al. is chosen, the sufficient conditions for @13 4, @14,4, @15,4, @16,4,
a17,2 are also changed.
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Abstract. In this paper, we analyze the security of HMAC and NMAC,
both of which are hash-based message authentication codes. We present
distinguishing, forgery, and partial key recovery attacks on HMAC and
NMAC using collisions of MD4, MD5, SHA-0, and reduced SHA-1. Our
results demonstrate that the strength of a cryptographic scheme can be
greatly weakened by the insecurity of the underlying hash function.

1 Introduction

Many cryptographic schemes use hash functions as a primitive. Various assump-
tions are made on the underlying hash function in order to prove the security
of the scheme. For example, some proofs assume that the hash function behaves
as a random oracle, while other proofs only assume collision resistance. With
the continuing development in hash function research, especially several popular
ones are no longer secure against collision attacks, a natural question is whether
these attacks would have any impact on the security of existing hash-based cryp-
tographic schemes.

In this paper, we focus our study on HMAC and NMAC, which are hash-based
message authentication codes proposed by Bellare, Canetti and Krawczyk [2].
HMAC has been implemented in widely used security protocols including SSL,
TLS, SSH, and IPsec. NMAC, although less known in the practical world, is the
theoretical foundation of HMAC — existing security proofs [2[1] were first given
for NMAC and then extended to HMAC. It is commonly believed that the two
schemes have identical security.

The constructions of HMAC and NMAC are based on a keyed hash function
F(m) = F(k,m), in which the IV of F' is replaced with a secret key k. NMAC
has the following nested structure: NMAC(x, i,)(m) = F, (Fr,(m)), where k =
(K1, k2) is a pair of secret keys. HMAC is similar to NMAC, except that the key
pair (k1, ko) is derived from a single secret key using the hash function. Hence,
we can view HMAC as NMAC plus a key derivation function.

The security of HMAC and NMAC was carefully analyzed by its design-
ers [2]. They showed that NMAC is a pseudorandom function family (PRF)

X. Lai and K. Chen (Eds.): ASTACRYPT 2006, LNCS 4284, pp. 37-[53] 2006.
© International Association for Cryptologic Research 2006
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under the two assumptions that (A1) the keyed compression function fj of
the hash function is a PRF, and (A2) the keyed hash function Fj is weakly
collision resistandl. The proof for NMAC was then lifted to HMAC by fur-
ther assuming that (A3) the key derivation function in HMAC is a PRF. The
provable security of HMAC, besides its efficiency and elegancy, was an im-
portant factor for its wide deployment. However, recent collision attacks on
hash functions [21I24] imply that assumption (A2) in the original proof no
longer holds when considering concrete constructions such as HMAC-MD5 and
HMAC-SHA1. To fix this problem, Bellare recently showed [I] that NMAC is
a PRF under the sole assumption that the keyed compression function fj is
a PRF. This implies that the security of HMAC now depends only on as-
sumptions (Al) and (A3). The main advantage of the new analysis is that
the proof assumptions do not seem to be refuted by existing attacks on hash
functions.

The new security proofs are quite satisfying, especially since they are based on
relatively weak assumptions of the underlying hash function. On the other hand,
they have also raised interesting questions as whether the proof assumptions
indeed hold for popular hash functions. In particular, does any existing collision
attack on a hash function compromise the PRF assumption? And if so, does it
lead to possible attacks on HMAC and NMAC?

1.1 Summary of Main Results

In this paper, we analyze the security of HMAC and NMAC. We answer the
aforementioned questions in the affirmative by constructing various attacks on
HMAC and NMAC based upon weaknesses of the underlying hash function.

Our analysis is based upon existing analyses of hash functions, especially the
attacks on MD4, MD5, SHA-0, and reduced SHA-1 presented in [25/9JT0I7]. We
first show that the collision differential path in these earlier attacks can be used
to construct distinguishing attacks on the keyed compression function fj. Hence,
for MD4, MD5|§, SHA-0, and reduced SHA-1, fi is not a PRF.

Building upon the above attacks, we show how to construct distinguishing,
forgery, and partial key recovery attacks on HMAC and NMAC when the under-
lying hash functions are MD4, MD5, SHA-0, and reduced SHA-1. The complexity
of our attacks is closely related to the total probability of the collision differential
path, and in some cases it is less than the 2"/2 generic bound for birthday-type
attacks. A summary of our main results is given in Table 1. We remark that in
our key recovery attack the adversary can retrieve the entire inner key k. This
can greatly weaken the security of the scheme. In particular, when the keyed
inner function is degraded to a hash function with a known IV, further attacks
such as single-block forgeries become possible.

I Please refer to Section [ for precise definitions of fr and Fj. The notion of weakly
collision resistant (WCR) was introduced in [2]. Roughly, Fj, is WCR if it is compu-
tationally infeasible to find m # m' s.t. Fx(m) = Fx(m’) for hidden k.

2 In the case of MD5, fi is not a PRF under related-key attacks.
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Table 1. Result summary: number of queries in our attacks on HMAC/NMAC

hash  distinguish & key recovery comments
function forgery attacks  attacks
HMAC/NMAC MD4 258 263
NMAC MD5 247 247 related-key attacks
HMAC/NMAC SHA-0 284 284
reduced 234 234 inner function

HMAC/NMAC SHA-1 is 34 rounds

1.2 TUse of Hash Collisions in Our Attacks

Our attacks on HMAC and NMAC are based on collisions of the keyed inner
function F},. The main reason that an adversary can observe such collisions is
that in our scenario the outer function Fy,, although hiding the output of the
inner function, does not hide the occurrence of an inner collision.

In our key recovery attacks, each bit of collision information — whether or not
a collision occurs from a set of properly chosen messages — roughly reveals one bit
of the inner key. This is due to the fact that a collision holds information about
the entire hash computation, and hence the secret key. Our techniques illustrate
that collisions within a hash function can potentially be very dangerous to the
security of the upper-layer cryptographic scheme.

1.3 Other Results

General framework for analyzing HMAC and NMAC. We extend the approach
in our attacks to provide a general framework for analyzing HMAC and NMAC.
This framework also points to possible directions for hash function attacks that
most likely lead to further improved attacks on HMAC and NMAC.

Attacks on key derivation in HMAC-MD5. We study the key derivation func-
tion in HMAC-MD5, which is essentially the MD5 compression function keyed
through the message input. We describe distinguishing and second preimage
attacks on the function with complexity much less than the theoretical bound.

New modification technique. We develop a new message modification tech-
nique in our key recovery analysis. In contrast with Wang’s techniques [2T1j22],
our method does not require full knowledge of the internal hash computation
process. We believe that our new technique may have other applications.

1.4 TImplications

In practice, HMAC is mostly implemented with MD5 or SHA-1. To a much lesser
extent, there is some deployment of HMAC-MD4 (for example, see [12]). We are
not aware of any deployment of NMAC. The attacks presented in this paper do
not imply any immediate practical threat to implementations of HMAC-MD5 or
HMAC-SHA1. However, our attacks on HMAC-MD4 may not be out of range
of some adversaries, and therefore it should no longer be used in practice.
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We emphasize that our results on HMAC complement, rather than contradict,
the analysis in [2/I]. While the designers proved that HMAC is secure under
certain assumptions on the underlying hash function, we show that attacks are
possible when these assumptions do not hold.

1.5 Organization of the Paper

In Section 3] we provide brief descriptions of HMAC, NMAC and the MDx family.
In Section [ we present all three types of attacks on NMAC-MD5, which is
based on the MD5 pseudo-collision (Section H]). The simplicity of the underlying
differential path in this case facilitates our explanation, especially the technical
details of our key recovery attack. For attacks on HMAC and NMAC using other
underlying hash functions, the methods are similar and thus we just focus on
what is different in each case in Section [6l In Section [7, we describe a general
framework for analyzing HMAC and NMAC.

2 Related Work

Our analysis on HMAC and NMAC is closely related to various attacks on hash
functions, especially those in the MDx family. In addition, our work is also re-
lated to the rich literature on message authentication codes. Many early heuristic
designs for MACs were broken, sometimes in ways that allowed forgery and key
recovery [ITJI8IT9]. These early analyses were the driving force behind proposals
with formal security proofs, namely HMAC and NMAC [2]. Since their publi-
cation, most of the security analysis was provided by the designers. Recently,
Coron et al. [II] studied the security of HMAC and NMAC in the setting of
constructing iterative hash functions. After our submission to Asiacrypt’06, we
learned that Kim et al. [15] did independent work on distinguishing and forgery
attacks on HMAC and NMAC when the underlying functions are MD4, SHA-0,
and reduced SHA-1. They did not consider key recovery attacks.

Some of our attacks are in the related-key setting. Related-key attacks were
introduced by Biham [5] and Knudsen [14] to analyze block ciphers. A theoret-
ical treatment of related-key attacks was given by Bellare and Kohno [4]. The
relevance of related-key cryptanalysis is debated in the cryptographic commu-
nity. For example, some suggest that the attacks are only practical in poorly
implemented protocols. On the other hand, cryptographic primitives that resist
such attacks are certainly more robust, and vulnerabilities can sometimes indi-
cate weaknesses in the design. See the introduction to [I3] for example settings in
which related-key attacks can be applied. We note that the designers of HMAC
and NMAC did not consider the related key setting in their security analysis.

3 Preliminaries

3.1 Hash Functions and the MDx Family

A cryptographic hash function is a mathematical transformation that takes an
input message of arbitrary length and produces an output of fixed length, called
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the hash value. Formal treatment of cryptographic hash functions and their prop-
erties can be found in [20]. In practice, hash functions are constructed by iterat-
ing a compression function f(cv,z) which takes fixed length inputs: a chaining
variable cv of n bits and a message block x of b bits. The hash function F' is
defined as follows: First divide the input message m into x1, x2, ..., zs according
to some preprocessing specification, where each z; is of length b. Then set the
first chaining variable cvg as the fixed IV, and compute cv; = f(cv;—1,x;) for
1 =1,2,...,s. The final output cvs of the iteration is the value of F.

The MDx family of hash functions includes MD4, MD5, SHA-0, SHA-1, and
others with similar structure. Here we briefly describe the structure of MD5 and
omit others. The compression function of MD5 takes a 128-bit chaining variable
and a 512-bit message block. The chaining variable is split into four registers
(A, B,C, D), and the message block is split into 16 message words myo, ..., m15.
The compression function consists of 4 rounds of 16 steps each, for a total of 64
steps. In each step, the registers are updated according to one of the message
words. The initial registers (Ao, Bo, Co, Dy) are set to be some fixed IV. Each
step t (0 <t < 64) has the following general formP:

Xt — (A + ¢(Be, Cp, Dy) + wy + Ky ) <54
(Aty1, Biy1, Cipr, Dig1) — (Dy, Xt + By, By, C)

In the above equation, ¢ is a round-dependent Boolean function, K; is a step-
dependent constant, and s; is a step-dependent rotation amount. In each round,
all 16 message words are applied in a different order, and so w; is one of the
16 message words. After the 64 steps, the final output is computed as (Ags +
Ag, Bes + By, Ces + Co, Dy + Dy).

3.2 Message Authentication Codes, HMAC and NMAC

A message authentication code is a mathematical transformation that takes as
inputs a message and a secret key and produces an output called authentication
tag. The most common attack on MACs is a forgery attack, in which the adver-
sary can produce a valid message/tag pair without knowing the secret key. For
MACs that are based on iterative hash functions, there is a birthday-type forgery
attack [I7)3] that requires about 2"/2 MAC queries, where n is the length of the
authentication tag.

HMAC and NMAC are both hash-based MACs. Let F' be the underlying
hash function and f be the compression function. The basic design approach
for NMAC is to replace the fixed IV in F with a secret key (aka keyed via the
IV). Following the notation in [2], we use fx(z) = f(k,x) to denote the keyed
compression function and Fy(x) = F(k,z) the keyed hash function. Let (k1, k2)
be a pair of independent keys. The NMAC function, on input message m and
secret key (k1, k), is defined as:

NMAC(kl)kZ)(m) = Iy, (Fr,(m)).

3 We use a slightly different notation from previous work so that there is a unified
description for all the steps.
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The construction of HMAC was motivated by practical implementation needs.
Since NMAC changes the fixed IV in F' into a secret key, this requires a modifi-
cation of existing implementations of the hash function. To avoid this problem,
the designers introduced the fixed-IV variant HMAC. Let const; and const,
be two fixed constants. The HMAC function, on input message m and a single
secret key k, is defined as:

k1 = f(IV,k @ const,) (1)
ks = f(IV,k ® const,) (2)
HMAC},(m) = NMAC 1, j,)(m).

In the above description for HMAC, we can consider Equations (1) and (2)
together as a key derivation function KDF which takes a single secret key k£ and
outputs a pair of keys (k1,k2). That is, (k1,k2) = KDF(k). Hence, HMAC is
essentially “KDF + NMAC”. We remark that the term “key derivation function”

was not used in [2], but this view of the HMAC construction will be quite
convenient for our later analysis.

4 Pseudo-collisions of MD5

In [9], den Boer and Bosselaers analyzed the compression function of MD5 and
found pseudo-collisions of the form f(cv,m) = f(cv’,m), where cv and cv’ are
two different IVs. Such pseudo-collisions of MD5 are the basis for our related-
key attacks on NMAC-MD5. In this section, we discuss some properties of the
pseudo-collisions under the framework of differential cryptanalysis.

Differential cryptanalysis was introduced by Biham and Shamir [§] to analyze
the security of DES. The idea also applies to the analysis of hash functions. In
a hash collision attack, we consider input pairs with an appropriately defined
difference and analyze how the differences in the chaining variables evolve dur-
ing the hash computation. The intermediate differences collectively are called
a differential path, and its probability is defined to be the probability that the
path holds when averaged over all input pairs satisfying the given difference.

For the MD5 pseudo-collisions in [9], the messages are the same and the input
difference is only in the chaining variables. The pair of initial chaining variables
(cv, cv’) as well as all the intermediate values satisfy the following difference:

cv ® v’ = (180000000 80000000 80000000 80000000 ) ' A" (3)

Putting in concrete terms, the differences are only in the most significant bit
(MSB) of each register Ay, By, Cy, Dy. This simple pattern propagates through
all 64 steps of MD5. Because of the extra addition operation at the end, the
difference disappears, yielding a pseudo-collision.

The differential path requires the following conditions on the IV:

MSB(By) = MSB(Cy) = MSB(Dy) = b, (4)
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where b = 0 or 1. Moreover, the MSBs of the intermediate registers are the same
for most of the first round. Namely, for 1 <¢ < 15,

MSB(A;) = MSB(B,) = MSB(C}) = MSB(D) = b.

The total probability of the differential is 2745,

5 Related-Key Attacks on NMAC-MD5

In this section, we present distinguishing, forgery, and partial key recovery at-
tacks on NMAC-MD5 in the related-key setting. In this setting, the goal of the
adversary is to break the MAC by obtaining input/output pairs of two MAC
oracles whose keys are different but with a known relation.

As described in Section [ the differential path for the MD5 pseudo-collision
holds with probability 2746, Given the path, we can construct a related-key dis-
tinguishing attack on the keyed MD5 compression function that requires about
247 queries. This distinguishing attack is the basis for all three types of attacks on
NMAC-MD5. Since the distinguishing attacks on the MD5 compression function
and on NMAC-MD?5 are nearly identical, we omit the details of the former.

Recall that in NMAC, the inner function Fy, is keyed through the IV. Hence,
in our related-key attacks, the difference in the inner key ks is set according to
the input IV difference given by Equation (B]). More specifically, we have the
following setting for our related-key attacks on NMAC-MD5:

— There are two oracles NMAC(y, 1,) and NMAC(j; x;). The relation between
(k1,k2) and (K, k%) is set as:

k1 = kll and ko @ klz = APSP, (5)

— The adversary queries each oracle on input messages of its choice and is
given the corresponding authentication tag.

5.1 Related-Key Distinguishing and Forgery Attacks on
NMAC-MD5

We first present a related-key distinguishing attack on NMAC-MD5, based upon
the lack of pseudorandomness of the keyed MD5 compression function. In this
attack, the adversary is given two oracles (O,O’), which can either be the two
NMAC oracles as defined by Equation (@l or oracles for truly random functions.
The adversary generates 246 random messages and queries both oracles. If a
collision O(m) = O’(m) is observed for any message m, it identifies the oracles
as NMAC; otherwise, it identifies them as a truly random function.

The correctness of the attack is easy to see: After 246 messages, a collision of
the inner function is expected. That is, Fi, (m) = Fy, (m). Since the outer key kq
is the same, the inner collision yields a collision for the two NMAC oracles. The
complexity is 246 random queries to each oracle, for a total of 247 queries. The
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attack succeeds if ko satisfies the condition given by Equation (). Hence, for
two random NMAC key pairs which satisfy the relation given by Equation (&),
the success probability of our distinguishing attack is 1/4.

It is worth noticing that the outer function in NMAC, although making the
output of the inner function hidden, does not hide the occurrence of an inner
collision. This property is very useful for converting the distinguishing attack
on the inner function (which is the keyed MD5 compression) to a distinguishing
attack on NMAC. Such a conversion also applies to HMAC.

The attack can be extended to a forgery attack as follows [I7U3]: Once a
message m is found that causes a collision of the two NMAC oracles, the ad-
versary queries the first oracle on m||e for any extension e and obtains tag =
NMAC (i, k,)(m]|e). Then, it produces (ml|e,tag) as a forgery for the second ora-
cle. Since NMAC(x, 1,)(m|[e) = NMAC (4 1;)(m|[e), the forged authentication tag is
valid. The complexity is 247 random queries plus one chosen query. Hence, the
total number of queries is about 247 and the success probability is 1/4.

5.2 Related-Key Key Recovery Attack on NMAC-MD35

We present a partial key recovery attack on NMAC-MD5, in which the adversary
can retrieve the entire inner key ko in NMAC. This is the most technical part of
the paper, so we start with a high level description of the key recovery algorithm
consisting of four phases:

— Phase 1. The attacker generates random messages until it obtains a message
m that causes a collision of the two NMAC oracles.

— Phase 2. The attacker modifies certain bits of m to create new messages
m™ and observes whether any m* causes a new collision. This collision infor-
mation allows the attacker to recover many bits in the intermediate registers
S = (A14, B14,C14, D14) in the computation of Fj,(m).

— Phase 3. Similar to Phase 2, the attacker recovers a few additional bits from
other registers, and uses this information to determine more bits of .S with
a possible small additive error.

— Phase 4. The attacker guesses all remaining unknown bits of S and steps
through the MD5 computation backwards to get (Ao, Bo, Co, Do) — a candi-
date for ko. It verifies whether Fy,(m) = Fy, (m). If so, it outputs k2 as the
inner key; Otherwise, go back to Phase 1.

Phase 1 and Phase 4 of the key recovery algorithm are fairly straightforward,
and so for the rest of the section we focus on Phase 2 and Phase 3. We first
explain the main idea and then present detailed analysis.

Main idea. For Phase 2 and Phase 3, the objective is to recover bits of some
intermediate registers through collision information. To achieve this goal, we take
a closer look at the collision differential paths and analyze what information can
be derived from such paths. Let DP,,, denote the differential path induced by m,
i.e., all the intermediate differences in the computation of Fj,(m) and Fy, (m).
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Since m yields a collision, we know that DP,, follows the differential path for
the MD5 pseudo-collision. In particular, for the computation of Fy,(m), we have
MSB(B;) = b for 1 <t < 15. WLOG, we assume b = 0.

For a given step t in the first round, we introduce a new message m* that is
defined based on message m as follows:

m; 1f0§j<t
m; =< m;+Aifj=t (6)
random if t < j < 16

We next consider the differential path DP,,, induced by m*. Since m and m*
are the same up to Step ¢t —1, the two paths DP,,, and DP,,,» are the same until this
step. For Step ¢, let Bf, | be the newly computed register by replacing m; with
my = my+A. We know that B}, ; will be different from By ;. A key observation
is that if MSB(B}, ;) changes from 0 to 1, then the path DP,,- will drift away from
the collision differential path, and hence the chance of it producing a collision
after 64 steps is negligible. More precisely, we have the following lemma.

Lemma 1. Let m* be a message defined as in Equation (@), and let p* be the
probability that m* causes a collision Fy,(m*) = Fy,(m*). If MSB(B/ ;) = 0,
then p* = 2145 when averaged over all random mj (j >t). If MSB(B,,) =1,
then p* ~ 27128,

For a given value A, Lemma 1 can be used to detect the MSB of By, ; as follows:
generate about 2*°~! messages satisfying Equation (@) and query both NMAC
oracles on these messages. If a collision is observed, then the MSB of B, is 0;
otherwise, the bit is 1.

In what follows, we show how to use the above collision information to recover
Biy1. To better illustrate the intuition, we consider a simplified step function
where the rotate is eliminated. Hence Step t becomes By = m;+T and B} | =
m; + T, where the value T" has been determined before Step ¢. To detect bit i
of Biy1, we set m} = my + 2¢. This implies that

B:Jrl =DBi1 + 21, (7)

We consider the effect of the above increment, depending on whether bit i of
Byy1is0Oor 1:

— If bit ¢ of By is 0, then the increment will not cause a carry. In this case,
MSB(Bj, 1) = MSB(B;+1) = 0, and we will observe a collision in the expected
number of queries.

— If bit i of By41 is 1, then the increment causes a carry. Furthermore, if we
can set bits [(i+1)..30] of By, ; to be all 1, then the carry will go all the way
to the MSB of B}, . In this case, MSB(B}, ;) = MSB(By41) + 1 = 1, and we
will not observe a collision.

To ensure carry propagates to the MSB, we set m} = m; + 2% + d, for an
appropriate choice of d. So Equation () becomes By, ; = Bi41 + 2 + d.
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The above analysis yields an algorithm for determining B;y1 one bit at a time,
from bit 30 to bit 0. (Note that we already know bit 31 of Byy; is 0 by assump-
tion.) We refer to this algorithm as the bit flipping algorithm, and the complete
description is given in Appendix A.

Detailed analysis. The main idea described above generally applies to any
register By for 0 < ¢ < 15. In Phase 2, the registers to be recovered are

(B11, Bi2, Bis, B14) = (Ai4, D14, C14, B14).

The reason why we choose later registers rather than earlier ones is to minimize
the number of oracle queries, which is 24°~* per oracle per bit computed of
register Byy1. We leave Bjs, Big free so that there is enough randomness for
generating new collisions.

We now consider how to apply the bit flipping algorithm in the presence of
rotation. We need to do Bf,; = Biy1 + 20 4+ d for i = 30,29,...,0. However,
we are not able to do so by just setting m; = m; + 2° + d because of the
rotation operation <« s;. Instead, we use a modified bit ﬂlppmg algorithm (see
Appendix A for details). In this algorithm, we set m} = m; + 2° + d’ where

i’ + s; =1 mod 32 and d<s; =d.

Note that if addition and rotation could commute, then setting m; as above
would have the same effect as B}, ; = Byy1 + 2¢ 4+ d. Since this is not the case,
some error might occur when applying the modified algorithm. Fortunately, the
error is manageable — we can show that the modified algorithm almost always
succeeds for recovering the most significant (32— s;) bits of Byy1. In other words,
if it fails, it is almost always on the least significant s; bits. More precisely, we
have the following lemma. The proof is omitted due to space limit.

Lemma 2. For step t, let p, be the probability that the modified bit flipping
algorithm correctly recovers the most significant (32 — s;) bits of Byt1, when
averaged over all possible input messages m. Then py > 1 — 275 — 27st—1,

For the four steps ¢t = 10,11, 12,13, the rotation amounts are s; = 17,22,7,12.
Hence, we can use the modified bit flipping algorithm to determine the following
bits of the registers:

Aq4 = By1 : most significant 15 bits
D14 = Bio : most significant 10 bits
C14 = Bi13 : most significant 25 bits
By4 = Bj4 : most significant 20 bits

In total we already recover 70 bits of the registers. We could proceed to Phase 4
and guess the remaining 58 bits. This would yield a key recovery algorithm with
query complexity 247 and time complexity equal to about 2°® MD5 operations,
which is much less than exhaustive key search.
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With refined analysis, we can further reduce the workload by doing an in-
significant number of additional queries in Phase 3. We do so by following similar
steps as in Phase 2, except recovering bits of earlier registers, namely the most
significant (32 — s;) bits of Bjg, By, Bs. Once these bits are known, the inter-
action between successive steps can be used to determine 10 more bits of the
registers (A14, D14, C14, B14) up to a possible small additive error. Due to space
limits, specific details are omitted. Together with an early stopping technique in
Phase 4, the remaining workload is at most 245 MD5 operations. This can be
reduced further, but 2% is already do-able with moderate computing resources.
The total number of queries is still dominated by that of Phase 1, which is 2%7.

Implementation results. We have implemented the key recovery attack on
NMAC-MD5. In our implementation, we used a reduced-round version of MD5,
in which the last round (16 steps) is omitted. Since the attack only depends on
properties of the first round, the reduction in rounds does not affect the analysis
except that the query complexity is reduced from 2*7 to 23!. In our experiment,
the algorithm correctly recovered the inner key bits.

Remarks on message modification techniques. In the key recovery analy-
sis, we use information about the collision differential paths to derive information
about the intermediate registers. To generate useful paths, we developed a new
message modification technique that works even when the internal hash compu-
tation is unknown due to the presence of the secret key.

It is worth comparing our modification techniques with Wang’s original mes-
sage modification techniques [21I22], which deals with the situation where the
entire hash computation is known since there is no secret for a keyless hash
function. Note that the objective of the modification is also different for collision
attacks and our key recovery attacks: the goal for the former is to modify mes-
sages so that collisions can occur with high probability; the goal for the latter is
to modify messages so that certain collisions may or may mot occur, depending
upon the value of the secret key.

5.3 Attacks on the KDF in HMAC-MD5

Given our related-key attacks on NMAC-MD5, an immediate question is whether
they are applicable to HMAC-MD5. Since the difference between HMAC and
NMAUC is the extra key derivation function KDF, we analyze properties of KDF in
HMAC-MD5, which consists of two functions of the form k; = f(IV, k@ const;).
Here the MD5 compression function f is used as f(z, K), where z € {0,1}!28
and the key K € {0,1}512. For ease of reference, we denote f(x, K) by gx(z).
So {9K } kefo,13512 is a family of functions indexed by K.

As noted in Section 5.4 of [I], Rijmen observed that it seems possible to
extend the pseudo-collision of MD5 [0] to a distinguishing attack on {gx }. Here,
we describe the details of such an attack: The adversary generates 26 random
pairs (z,2') such that @z’ = AP and queries an oracle, which is either gx or
a truly random function. If the adversary observes a collision for any pair, then
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it identifies the oracle as gg; otherwise, it identifies the oracle as a truly random
function. The complexity of the attack is 247 queries.

Recall that the HMAC security proofs [II2] require KDF to be a PRF. However,
the above distinguishing attack implies that the KDF in HMAC-MD?5 is not a
PRF. Despite the non-pseudorandomness, its presence does help HMAC-MD5
to resist our related-key attacks for the following reason. In order to apply the
attacks to HMAC-MD5, we would need to set appropriate differences in the
single key k and hope that (k1, k2) = KDF(k) would yield the required difference
for ko while keeping k1 the same (see Equation (Bl)). However, this appears to be
very difficult, since any differences in k would almost certainly cause differences
in both k1 and ks, thus making the attacks impossible.

Of independent interest, we present a second preimage attack on gk, also
based on [9]. Here the key K can be either secret or known. The attack works as
follows: For a given random input = € {0, 1}!?8, the adversary sets ' such that
x®x’ = AP, and outputs z’ as a second preimage of z. The success probability
is about 2748, since the probability that x satisfies Equation (@]) is 272, and the
probability that the pair (x,2’) then follows the differential path to produce a
collision is 2746 (meaning 2’ is a second preimage of x). Hence, the above attack
requires O(1) workload, no queries, and succeeds with probability 2748 which
is much higher than the 27128 theoretical bound.

6 Attacks on HMAC/NMAC with Other Hash Functions

The basis for our attacks on NMAC-MDS5 is a collision differential path for the
keyed MDb5 compression function that holds with relatively large probability. The
same ideas and techniques also apply to other underlying hash functions such
as MD4, SHA-0, and reduced SHA-1. In this section, we present three types of
attacks on HMAC and NMAC for these underlying hash functions, all in the
standard setting.

6.1 Attacks on HMAC/NMAC-MD4

MD4 has long been known to be insecure, but it was an open question whether
HMAC-MD4 can still be used as a PRF or a secure MAC. We answer the question
in the negative by presenting attacks on HMAC/NMAC-MD4.

Our attacks are based upon the second preimage attack on MD4 by Yu et
al. [25]. Table 3 of [25] gives a differential path that leads to a collision with
probability 2762, The details that are most relevant to our attacks are the mes-
sage difference: there is only a one-bit difference in one of the message words,
namely, m4 @ m} = 2¢, and the path holds for any i (0 < i < 32), for a total
of 32 possible paths. Given the paths, we can mount a distinguishing attack on
the keyed MD4 compression function, implying that the function is not a PRF.

For our distinguish attack on HMAC-MD4, there is only a single oracle O,
which can be either HMACy, or a truly random function. The adversary generates
about 262 message pairs (m, m’) such that m4 @ m/} = 2¢ for some 4, queries the
oracle, and observes whether a collision O(m) = O(m') occurs. If so, it identifies
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the oracle as HMAC; otherwise, it identifies it as a truly random function. The
expected query complexity is 263, and the success probability is one. From the
collision, a forgery attack easily follows (similar to Section 5.1) which requires
an additional chosen query.

We can reduce the query complexity to 2°% by using a structure, which is a
common trick in differential cryptanalysis. The idea is to take advantage of the
multiple differential paths by generating input pairs (m,m’) in a more compact
way as follows: First, generate 226 random ms3 (it can actually be any message
word m; as long as j # 4). Second, for each ms, generate all 232 possible values
for m4. Hence, the total number of messages is 2°%. It is easy to show that the
258 messages collectively create 262 pairs of (m,m’) for which my @ m/, = 2% for
some i. One of the pairs is expected to produce a collision.

We can construct a partial key recovery attack on HMAC-MD4 following
similar phases as that of NMAC-MD5. Given the form of the 32 differential
paths and their associated conditions, it is better to use only one path (i = 22)
for key recovery. Our analysis shows that the query complexity is roughly 263
and the remaining computation is order 24° MD4 operations.

6.2 Attacks on HMAC/NMAC-SHAO

Chabaud and Joux [10] presented the first collision attack on SHA-0 with com-
plexity 26'. Their analysis also introduced important concepts such as local
collisions and disturbance vectors, which prove to be the basis for all subsequent
attacks on SHA-0 and SHA-1. The differential path used in their attack holds
with probability p = 2783 (see Table 4 in [I0] for detailed calculation). We can
use the differential path to construct distinguish and forgery attack on HMAC-
SHAO with query complexity 284, One subtle issue for SHA-0 (and SHA-1) is
that we should generate message pairs so that they not only satisfy the required
message difference but also extra conditions on certain message bits.

A partial key recovery attack on HMAC-SHAOQ can also be constructed. In
fact, the analysis would be much simpler than that of NMAC-MD5 due to
the particular form of the SHA-0 (and SHA-1) step function, which is 4; =
(A1) + fi(Bi—1,Ci—1,Di—1) + E;—1 +m;_1 + k;. Since there is no rotation
associated with the message word, we can use the bit flipping algorithm directly
(rather than the modified version) to recover the register A;. Our analysis shows
that the query complexity is about 284, and the time complexity is about 2°.

6.3 Attacks on Reduced-Round Variants of HMAC/NMAC-SHA1

Biham et al. [7] presented collision attacks on several reduced-round variants of
SHA-1. Their attack on 34-round SHA-1 used a disturbance vector with very
low Hamming weight (see Table 1 of [7]). Based on this vector, we calculated
the probability of the differential path to be 2733, and it holds for half of the
randomly chosen IVs. This path implies that 34-round SHA-1 is not a PRF.
Using our techniques developed earlier, we can construct all three types of attacks
on HMAC-SHA1 when the inner function is reduced to 34 rounds. The query
complexity is about 234 and the success probability is 1/2 for a random key.
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6.4 Further Improvements

It is possible to further improve the complexity of our attacks. Krawczyk [16]
pointed out a useful tradeoff between query complexity and the success prob-
ability of the attacks. More specifically, we can construct new attacks with 2
queries and success probability 2¢79, where 29 is the number of queries in our
original attacks and 1 < t < ¢. Biham [0] suggested that attacks on HMAC can
be extended to 40-round SHA-1 using results in [7].

7 A General Framework for Analyzing HMAC/NMAC

In this section we extend the approach in our attacks to provide a general frame-
work for analyzing HMAC/NMAC. Let DP be a collision differential path for the
compression function f, and let A = (Acv, Am) be the required input difference
for the path. Suppose that the path holds with probability at least Py = 27
for a fraction ¢ of all randomly chosen inputs (cv, cv’) and (m,m’) satisfying A.
We consider two cases depending on Acuv:

— Acv = 0. In this case, the path DP yields a real collision. The attacks to be
considered are in the standard setting and apply to both HMAC and NMAC.

— Acv # 0. In this case, the path DP yields a pseudo-collision. The attacks to
be considered are in the related-key setting and apply only to NMAC.

There are three types of possible attacks, all having success probability q.

1. Distinguishing attack. The complexity is about O(2¥*1) queries.

2. Forgery attack. If the hash function F is iterative, the distinguishing attack
implies a forgery attack with one additional chosen query.

3. Key recovery attack. If F has similar step functions as MDx, the collision
path may allow the recovery of the inner key in HMAC and NMAC. The
query complexity is O(2¥*1), and the time complexity depends on the form
of the collision path.

To beat the generic birthday-type forgery attack, we need to find a collision
differential path such that Py > 27"/2 and to beat the exhaustive key search
attack, we need Py > 27™. Hence, the above general framework reduces the
problem of attacking HMAC/NMAC to the problem of finding a “good” collision
differential path for the underlying compression function.

Finding suitable differential paths. There have been many collision attacks
on hash functions, each relying on a specific differential path. One important
point is that a differential path that works best for finding collisions may not
be the best for the purpose of attacking HMAC and NMAC. To better explain
this, we introduce a variable P,., which is the probability of the differential path
from Step r to the last step.

— For collision attacks, we should select a path such that P, is minimized,
assuming message modification techniques can apply up to Step r-1 of the
hash function.

— For attacks on HMAC and NMAC, we should select a path such that Py is

minimized.
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For example, for the purpose of analyzing HMAC-SHAQO, Chabaud and Joux’s
attack offers a better differential path than the improved collision attack in [23],
since the probability Py associated with the differential path in the former attack
is much larger than the latter.

To break HMAC-MD5, we would need to find differential paths that hold with
large enough probability Py and lead to real collisions. The differential path in
Wang’s MD5 attack [21] was constructed to minimize Pi7 (=~ 2737) so that it
works best with modification techniques. The total probability Py of the path
is only about 27390, So far, improvements to the MD5 attack were all due to
refined modification techniques: nobody has discovered new differential paths.
An open question is whether differential paths for MD5 with Py > 27128 can be
found. New automated search methods may provide promising ways for finding
such differential paths.
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A The Bit Flipping Algorithms

We first give the bit flipping algorithm in Figure 1. This is for the simplified
MD5 step function where the rotation is eliminated.

For j = 0,...,t—1, set m; =m;
Set d=0 (a)
For 4 = 30 downto O do (b)
{ |
Set mf=m;+2"+d (c)
Repeat order 2%0~! times
{
Choose mj,q,...,mi5 at random.

/* now all 16 words of m* have been set */
Query the two nmac oracles on m*
If there is a collision, then

{

Bit ¢ of Bt+1 is 0
Set d=d+ 2 @
break;

}
}

If no collision found, then bit ¢ of Byy; is 1

Fig. 1. Bit flipping algorithm for computing Bit1
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The modified bit flipping algorithm is similar, except the following four steps:

— Step (a) = Set d' =0

— Step (b) = For ¢/ = 30 —s; downto 0 do
— Step (¢) = Set mi =my+2" +d

— Step (d) = Set d' =d' 427
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Abstract. We propose a new type of guess-and-determine attack on
the self-shrinking generator (SSG). The inherent flexibility of the new
attack enables us to deal with different attack conditions and require-
ments smoothly. For the SSG with a length L LFSR of arbitrary form,
our attack can reliably restore the initial state with time complexity
0(2°-%5¢L) ' memory complexity O(L?) from O(2°*¢*L)-bit keystream for
L > 100 and time complexity O(2°°™F), memory complexity O(L?)
from O(2°194)-bit keystream for L < 100. Therefore, our attack is bet-
ter than all the previously known attacks on the SSG and especially, it
compares favorably with the time/memory/data tradeoff attack which
typically has time complexity O(2%%%), memory complexity O(2%-5%)
and data complexity O(2%2°F)-bit keystream after a pre-computation
phase of complexity O(2°7°%). Tt is well-known that one of the open re-
search problems in stream ciphers specified by the European STORK
(Strategic Roadmap for Crypto) project is to find an attack on the
self-shrinking generator with complexity lower than that of a generic
time/memory/data tradeoff attack. Our result is the best answer to this
problem known so far.

Keywords: Stream cipher, Self-shrinking, Guess-and-determine, Linear
feedback shift register (LFSR).

1 Introduction

The self-shrinking generator is an elegant keystream generator proposed by W.
Meier and O. Staffelbach at EUROCRYPT’94 [22]. It applies the shrinking idea
[7] to only one maximal length LFSR and generates the keystream according
to the following rule: let a = ag, a1,... be a binary sequence produced by the
LFSR, consider the bit pair (a;,a;41), if a; = 1, output a;41 as a keystream
bit, otherwise no output is produced. It is suggested in [22] that the key of the
SSG consists of the initial state of the LESR and (preferably) also of the LFSR
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feedback logic. As in other articles, e.g. [I8I26l3T3], we assume that the primitive
feedback polynomial is known to the attacker.

Although many LFSR based stream ciphers are found vulnerable to (fast)
correlation attacks [ABITAITHITE232425] and algebraic attacks [T2I89], the self-
shrinking generator has shown remarkable resistance against such cryptanalysis.
For a length L LFSR, the previously known best concrete attack is the BDD
attack in [I8], which has time complexity O(2°-°6L) at the expense of O(2%-656L)
memory from [2.41 - L] bits keystream. One of the open research problems in
stream ciphers specified by the STORK (Strategic Roadmap for Crypto) project
[29] is to find an attack on the self-shrinking generator with complexity lower
than that of a generic time/memory/data (TMD) tradeoff attack, which typically
has time complexity O(2°°%), memory complexity O(2°-°F) by using O(2°-25F)-
bit keystream after a pre-computation phase of complexity O(2%-751),

In [22], a simple method of reducing the key space is introduced and the en-
tropy leakage analysis shows that the average key space of the self-shrinking
generator is O(2°7F). A faster cryptanalysis of the SSG is proposed by Mihal-
jevi¢ in [26] with time complexity varying from O(2%-°L) to O(2°7°L) and the
required keystream length ranging from 2°5% to 20-25L accordingly. To get the
best complexity estimation O(2%°%), the intercepted keystream length must be
greater than L/2 - 2L/2 which is beyond the realistic scope for large value of L.
In [31], a search tree algorithm is presented to restore an equivalent state of the
LFSR from a short segment of the keystream with time complexity O(20-694L).
However, the main bottleneck of the attacks in [3TI8] is their unrealistically
large requirement of memory. Since the self-shrinking generator uses only one
LFSR, the method of reducing the memory complexity in [I7] is inapplicable.
In 2003, P. Ekdahl et al. showed that certain week feedback polynomials allow
very efficient distinguishing attacks on the SSG [10]. Except for these concrete
attacks, there is a general time/memory/data tradeoff attack [3] applicable to all
stream ciphers in theory. This kind of attack should be taken into consideration
especially when a technique called BSW sampling [3] is applicable to the cipher
system. It is known that the sampling resistance of the self-shrinking generator
is 271/4 thus the reduced search space is O(2°7°F). However, such an attack
always has a time-consuming preprocessing phase and requires large amount of
memory, which are usually impossible for individual cryptanalysts.

In this paper, we propose a new type of guess-and-determine attack on the
self-shrinking generator. The large flexibility inherent in the new attack enables
us to handle different attack conditions and requirements smoothly. It has no
restriction on the form of the LFSR and can reliably recover the initial state
of the LFSR with time complexity O(2%-556) memory complexity O(L?) from
O(20-161L)_bit keystream for L > 100 and time complexity O(29-°71L) mem-
ory complexity O(L?) from O(2%'%4L).bit keystream for L < 100. Compared
with the general time/memory/data tradeoff attack, our attack avoids the time-
consumptive pre-computation phase and the large memory requirement in the
TMD attack, while without a substantial compromise of the real processing
complexity. Comparisons with other known attacks against the self-shrinking
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generator show that our attack offers the best tradeoff between the complexi-
ties (time, memory and pre-computation) and the required keystream length.
Therefore, our result is the best answer to the open problem in STORK project
known so far.

The rest of this paper is organized as follows. We present a detailed description
of our attack in Section 2 with theoretical analysis. In Section 3, experimental
results to verify the feasibility of our attack and comprehensive comparisons
with the previously known attacks on the self-shrinking generator are provided.
Finally, some conclusions are given in Section 4.

2 Our Attack

The aim of our attack is to restore the initial state or an equivalent initial state
of the LFSR used in the self-shrinking generator from a keystream segment of
realistic length. We first state some basic facts on the self-shrinking generator
and on the underlying maximal length sequences, then the guess-and-determine
attack is presented in detail followed by the theoretical complexity analysis.

2.1 Basic Facts

Let a = ag, a1, ... be the maximal length sequence produced by LFSR A used
in the self-shrinking generator and z = zg, 21, ... be the keystream. First note
that the two decimated sequences ag, as, ..., ag, ... and a1, as,...,a2+1, ... are
shift equivalent to the original sequence a [I3]. They share the same feedback
polynomial as that of sequence a and differ only by some shift. The following
lemma determines the shift value between sequence {as;} and {ag;4+1}-

Lemma 1. Let a = ag,aq,... be a binary maximal length sequence produced by
a LFSR of length L, then the shift value T between the two decimated sequences
c={ag} and b = {ag;+1} is 2E7L, i.e. for each integeri >0, b; = CijtoL—1.

Proof. It suffices to note that ¢; or-1 = ag.(j19r-1) = agj1or = agip1400_1 =
azi+1 = b;.

Lemma 1 shows the exact shift value between {as;} and {az;y1}, which will
facilitate the determination of the relationship between them. Keep the notations
as above, we have the following lemma.

Lemma 2. Let f(x) = 1 + 12 + c22® + -+ + cp12P= + z& be the primi-
tive feedback polynomial of LESR A over GF(2), i.e. for each i > 0, a5 =
Z]L:l ¢jGit1—j, where cr, = 1, then there exists a polynomial h(x) = ZiL:_Ol h;xt
such that h(z) = x"mod f*(x), where f*(x) is the reciprocal polynomial of f(x)
and T = 2571 is the shift value between ¢ = {a2;} and b = {az;11}. Besides, the
polynomial h(x) can be efficiently computed as illustrated below for very large

value of L.
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Proof. The former part of this lemma is a straightforward conclusion according
to the theory of maximal sequences [I3]. It reveals that

L-1 L-1
bi = agit1 = Y hjcip; =Y hjaaiiy), (1)
=0 =0

i.e. each b; is a linear combination of some c¢;.

We follow the following recursive procedures to compute h(z). More pre-
cisely, the linear coefficients h; can be determined by recursively computing
r'mod f*(x) = x(2* 'mod f*(x)) mod f*(x) for moderately large L. For very
large value of L, this can be fulfilled by the combination of the recursive proce-
dure with the following small step strategy, i.e. we first determine a set of values
{71, , 7t} such that

22" " mod f*(z) = 21li=1 mod f*(z) = ((z™ mod f*(z))™ ---)™mod f*(z),

where H;:l 7+ = 2L71 and each 7; is chosen so that zmod f*(x) can be
computed efficiently by the available method such as the Square-and-Multiply
method [20] in rational time. Hence, the linear coefficients h; can be computed
in an acceptable time for very large L in this way.

Table 1 lists the corresponding h(z), obtained by the above combination
method, of some primitive polynomials of length up to 300. Here we use 7; = 210
for i =1,--,[(L —1)/10] = 1 and 7(;,_1)/10] = 2L71710UTE=D/101=D) g0 that
even 22 mod f*(z) with f(z) being a primitive polynomial of degree 300 can
be computed in about one hour on a Pentium 4 Processor. This completes the
proof.

Lemma 2 shows that compared with the real attack complexity O(2°-5°6%) or
O(2%571L) " the complexity of computing the linear relationship between {ag;}
and {az;+1} is negligible. The overall complexity of our attack is dominated by
the complexity of the guess-and-determine algorithm given below.

2.2 The Guess-and-Determine Algorithm

The basic idea of a guess-and-determine attack on a stream cipher is to guess
some bits of the internal state and derive other bits of the internal state through
the relationship between the keystream bits and the internal state bits introduced
by the keystream generation process. The validity of a guessed and determined
internal state is checked by running the cipher forward from that state. If the
generated keystream matches the intercepted keystream, we accept it. Otherwise,
we discard the current candidate and try the attack again to get new state
candidates.

Oppositely to the methods in other articles, here we do not directly apply the
guess-and-determine idea to sequence {a;}. Instead we consider the decimated
sequence {ag;}. With the knowledge of {az;}, {a;} can be easily recovered from
simple linear algebra.
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Table 1. Computational results of h(z) on a Pentium 4 processor using Mathematica
with the above combination method

f(x) z*"" modf* (x)
14z + 257 + 238 4 280 24zt +ab a2 a2t
Sl 15 4 1T 4 19 4 220
a2t 28 g 24 4 25 4 20
B2 4 83 4 35 4 87 | 38
I S R I L I T
B GUEP SR NI LRI
59 4 260 4 62 4 63 4 64
485 4 69 4 072 4 78 L 75
4277 4 2™ 4 270
14 237 4 100 219 + 232 4 2%
1422 + 215 4 217 4 5168 22+ 270 4+ 277 4 2% 4 %2
l+x7+m18+m35+183+1130 +$206+$253 +$300 $6+$9—|—£E11 +$16 +$21 +$23
G2t 4 25 4 226 4 030 4 32
133 4 34 4 35 4 036 4 37
IR S S RN R
46 4 g5 4 55 4 56 4 57
160 4 65 4 68 4 70 4 71
4275 4 76 4 78 4 80 4 282
88 4 g8 4 85 4 87 | 80
9 b 92 4 93 4 094 L 95
429 4 297 4 98 4 102
4104 4 105 | 2107 4 100
10 4 112 | 118 115
418 4 120 4 p122 4 125
4126 4 128 | 2120 4 136
4139 4 141 4 146 4 147
JptPl g 183 4 154 4 155
4156 4 160 | 162 4 163
4164 4 165 | (166 4 167
4168 4 171 | 178 | 17
175 4 179 4 181 4 83
4184 4 185 | 186 4 187
4188 4 190 | p191 L 196
4200 4 4201 | 208 4 204
42209 4 218 | 2214 4 215
216 4 217 | 218 L 210
4220 4 4228 | 231 4 232
4238 4 238 | 2230 4 o241
243 4 245 | 1246 | 247
4248 4 4252 | 254 4 255
4256 4 257 | 1258 L 260
4263 | 265 | 1266 | 267
1270 4 4278 4 276 4 277
4282 4 289 | 2200 4 1201
43295 4 296 | (298 | 209
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More precisely, to attack a self-shrinking generator, we first guess a I-bit length
segment

Ay = (ag,az, -+, az-1)) (2)

of the initial state (ao, a2, -+ ,as—1)) of {az}, as shown in Figure 1, thus
there are L — [ bits (black points in Figure 1) of the initial state left unknown.
Let Wg () be the hamming weight of the corresponding vector, then from the
guessed segment, we can get W (AL™!) linear equations on the remaining L — [
bits via the shift structure (illustrated by arrowhead in Figure 1). For example,
if ag; =1 (0 <i<1[l—1), then we have

L—-1 -1 L—1
bi = azipr = Y hjasivy) = ) hjoneg) + ) hioaeg) = 2xicig, (3)
j=0 =0 =1

where h(z) = Zf;ol h;z? is the polynomial satisfying h(z) = 22" mod f(x)
found by Lemma 2. Note that the partial sum Zé;t hjas(i+jy in (3) is a known

0 1 2 W/27-1 I-1i L-1}

ap; o o o . o o O i O ° @ ceeee- ° o 0 e
v v i : :

ai+1 o o o o o O s O 1O O eeeen o O 10 eeeees

Fig. 1. Guess-and-determine process

parameter because we guessed the value of (ag,az,---,az—1)), thus (3) is a
linear equation on L — [ variables (ag, - - -, asr,—1)). Once there is a bit ag; = 1
for 0 <4 <1 —1, we will have one linear equation on (ag,--- ,as—1)). Our

observation is that the more 1 in the guessed segment Aéﬁl, the more linear
equations on the remaining L — [ bits we can get. The extreme case is that if
(ao,az,--- ,asq-1)) = (1,1,---,1), then we will have [ linear equations on L —1
variables. In order to get an efficient attack, here we do not exhaustively search
over all the possible values of Aé_l. Instead, we just search over those possible
values of Aéfl satisfying (without loss of generality, we assume ag = 1)

Wi (A ") > [a-1], (4)

where [z] gives the smallest integer greater than or equal to z and « (0.5 < a <
1) is a parameter to be determined later. Hence, we can get at least [a-1] linear
equations on the remaining L — [ bits by this method.

Now a crucial question arises naturally, i.e. how about the linear dependency
of these linear equations? Fortunately, from the initial state (ao, a2, - - , ag(L—1))
of {az;}, we have

(a07 Ty G2(L—-1), G20, 0 7a2(N—1)) = (a07a27 e 7a2(L—1)) : G7
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where N is the length of sequence {as;} under consideration and G is a L x N
matrix over GF(2):

0 0 0

9 91 " 9n-a1

G = . . . . ’

L1 L1 4

9o % TON—1
i.e. each ay; is a linear combination of (ao, az, - -+, asr—1)). Since for each i > 0,
A2i11 = Ggi4pp-1, the column vectors g; = (g9, g},--, g% )T corresponding
to the bits selected in (a1, as, - ,a—1) according to the pattern of (ag,as, - -

, ;1)) can be regarded as random vectors over GF(2)F. Thus, this holds also
for the truncated versions of g; over GF(2)~~! which form the coefficient matrix
on the remaining L — [ unknown bits. The following lemma guarantees that the
matrix formed by the truncated random column vectors always has the rank
close to its maximum.

Lemma 3. ([30]) The probability that a random generated m x n binary matriz
has rank r (1 <r < min(m,n)) is

1 _ 21 m ( _ 2i7n)
2r(m+n r)—nm ) 5
H 1— 21 T ( )

Although we can sometimes get more than [al] linear equations by the above
searching method, we only use the lower bound [al] in the estimation of the
linear independent equations and let [« - I] = L — I. The reason for doing so is
to derive the worst case complexity of our guess-and-determine algorithm in the
Section 2.3. By lemma 3, the probability that a random generated [al] x (L —1)
binary matrix has rank r > [al] — 5 is

[(xl] r—1 . i
1 _ 9t [al] )(1 Y L+l)
o _ (r—lall)(r—L+1)
P(r>fal] =5) = rE”_52 J:IO 1 _gi-r . (6)

Simulation results show that P(r > [al] —5) > 0.99 for L < 1500, i.e. the linear
equations we get are almost linear independent. We can compensate the linear
dependency of the linear system by an exhaustive search at a small scale.

The entire description of the guess-and-determine attack (algorithm A) is as
follows (in C-like notation).

— Parameter: o, L
— Input: keystream {zi}ﬁv:f)l, feedback polynomial f(z)
— Processing:

1. Apply the combination strategy illustrated in Section 2.1 to compute z2
mod f*(z), where f*(x) is the reciprocal polynomial of f(z)
2. for all I-bit segment Af)_l satisfying (4) do
e fork=0to!l—1do
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* if asr = 1 then
Using h(x) obtained in step 1 and f(z), derive a linear expression
on the remaining bits in AZL_1 = (a2, ,a(1—1)) and store the
expression in matrix U
end if
end for
e forj=0toN—1—[a-l] do
(a) Check the linear consistency [32] of the linear system using keystream
indexed from z;
(b) if the linear consistency test is OK then
x Solve the linear system in U according to the keystream indexed
from z; to get a state candidate (ag, a3, -+, a5y _qy) or a small list
of candidates
x for each candidate state do
i. Run the SSG forward from the candidate state and check the
generated keystreams with {z; iv:;1
ii. if the correlation test is OK then
Output that candidate and break the loop
else continue
end if
end for
else continue
end if
end for
end for
— Output: the initial state or an equivalent state (ao, a2, - ,az—1))

Here the for loop works in the same way as in C language. Assume we start with
the keystream {zi}]igl. We first derive the linear expressions as in (3) from the
guessed segment Aéfl, then associate them with the keystream indexed from zg
and test the linear consistency of the resulting system. If the test fails, then try
the keystream indexed from z1, indexed from zs, ..., and so on. If we cannot get
a consistent linear system based on the keystream in hand, discard the current
guess of Affl and try another guess to restart. If we find it, solve the system
to get a candidate state (af), aj, - - 7al2(L71)) or a small list of candidate states.
Run the self-shrinking generator forward from each candidate state and generate
the corresponding keystream. If the generated keystream does not match the
intercepted keystream, discard that candidate and try another one. If all the
candidates failed to find a match, then try another guess of Aéfl to restart
the above whole process. If enough keystream is available, we expect to find the
initial state (or an equivalent state) corresponding to the intercepted keystream
with high success probability.

2.3 Complexity Analysis

Now we analyze the time, memory and data complexity of the algorithm A. We
first establish the basic equation of our attack. Then, the corresponding time,
memory and data complexity are derived in the most general case, respectively.
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Finally, we discuss the success rate of the algorithm A and point out the optimal
choices of the attack parameters.

From algorithm A, to cover the L — I unknown bits by O(« - 1) linear inde-
pendent equations, we let

1

Ola-)=L-1 = lzo(1+a.

L). (7)
Since we just want to derive the magnitude, here we ignore the possible small
number of linear dependent equations.

In algorithm A, we only search over those possible values of Aéfl that satisfy
(4). Let H = {ALY | [al] < Wr(ALY) <land ag = 1}, then

S (1)

i=[al]—1

where | - | denotes the cardinality of a set. The proportion between the I-bit

[H|

o s We rewrite it as

values contained in |H| and all the 2! possible values is

-1 -1
Yiztan-1 () _P 9—(1-B)-1

2! 2! ’

where (3 is a parameter determined by « and I. From (8), we have

ﬂ:}-]ogQ § (l;1>. (9)

i=[al]—1

(®)

Combining with (7), we have a function 8 = 3(«, L), as shown in Figure 2. It is
worth noting that 3 decreases with « increasing.

Fig. 2. § as a function of a and the LFSR length L

For the algorithm A to succeed, we must find at least one match pair between
the state set H and the keystream segments involved in algorithm A. Assume
sequence {a;} is purely random (consisting of independent and uniformly dis-
tributed binary random variables), thus the keystream length N should satisfy
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LS ()=

i=[al]—1
ie.
2171 2l71
-1 -1\ 98-
Zi:]’aﬂfl ( i ) 2
Algorithm A searches over the state set H and at each iteration, it checks along

the keystream {zi}ﬁgl to find the suited segment. Therefore, the worst case
time complexity is

N > = 920-A1=1 — N~ 02140 L) . (10)

O(N — L)-0(2°) = 0(21+a"1) . (11)
The following theorem summarizes the above results.

Theorem 1. Keep the notations as above. The guess-and-determine algorithm
A in section 2.2 has time complexity O(L3 - 21ia'L), memory complezity O(L?)
and data complezity 0(2};514), where L is the length of the LFSR used in the
SSG, 0.5 < a <1, B is a parameter determined by o and L.

Proof. For the time complexity, note (11) and that in each iteration of algorithm
A, we have to check the linear consistency of the linear system and then solve it.
This contributes the L? factor to time complexity. For the memory complexity,
it suffices to note that in the algorithm A, we only need to store the matrix U
corresponding to the current guess of Aéﬁl and the memory usage in step 2 is
dominating. The data complexity follows (10).

Corollary 1. Keep the notations as those in Theorem 1 and under the above
complezities, the success probability of algorithm A is

R@ucc =1- (1 — 2. 2_};§'L)N7L

where N is the length of the keystream used in the attack.

Proof. It suffices to note that in algorithm A, we totally check N — L keystream
L

segments and each segment matches to a state in H with probability 2-2~ el
To get the optimal performance of our attack, we should optimize the parameters
« and 3 of the algorithm A. Table 2 lists the asymptotic time, memory and data
complexities corresponding to the different choices of a with the LFSR length
L > 100. It is worth noting that the values of 8 are just approximations. In a real
attack, we recommend using (7) and (9) to compute the more accurate values.
(In Table 2, 3 and 4, we ignore the polynomial factors in the corresponding
time complexities of these attacks, e.g. for the attack in [31], this factor is L*
and for the BDD-based attack in [I8], this factor is L?™1)).To beat the general
time/memory/data tradeoff attack, we recommend using o = 0.8. Accordingly,
the asymptotic time, memory and data complexities are O(2°-5°6F), O(L?) and
O(2%-161L)  respectively.



64 B. Zhang and D. Feng

Table 2. The asymptotic time, memory and data complexities of algorithm A corre-
sponding to different choices of « (L > 100)

a pf Time Memory  Data

0.5 0.99 O(2°57E) O(L?) O(2°°7F)
0.6 0.96 O(2°5%%) O(L?*) 0O(20:9%%)
0.75 0.80 O(2°571L)  O(L?) O(201141)
0.8 0.71 O(2°%%%%) O(L*) O(2°161F)
0.9 0.46 O(2°°%6%) O(L*) O(2°281L)
1.0 0.00 O(2%%%) O(L?*) 0(2%%%)

Table 3. The time, memory and data complexities of algorithm A corresponding to
different choices of a (40 < L < 100)

a B Time Memory Data

0.5 0.93 O(2%%7F) O(L?) O(20%47L)
0.6 0.88 O(2"°%%) O(L?) 0(2°°7")
0.75 0.66 O(2"°™") O(L?) O(2'*F)
0.8 0.57 O(2"°°%) O(L?) 0(2°**%)
0.9 0.36 O(2°°%") O(L?*) 0(2"*™)
1.0 0.00 O(2°°%) O(L*) 0(2"°")

Note that the values listed in Table 2 are asymptotic. For 40 < L < 100,
the corresponding values are listed in Table 3.To beat the TMD attack with
40 < L < 100, we recommend using a = 0.75 or a = 0.8. In both cases, the
corresponding memory and data complexities are better than those of the TMD
attack, while without a substantial compromise of the time complexity.

3 Comparisons and Experimental Results

We first present a detailed comparison with some other well-known attacks
against the self-shrinking generator. Then, a number of experimental results
are provided to verify the actual performance of the new attack. The advantages
of our attack are pointed out at the end of this section.

3.1 Comparisons with Other Attacks

We mainly focus on the following attacks against the self-shrinking generator,
i.e. the Mihaljevié’s attack in [26], the search tree attack in [31], the BDD-
based attack in [I§] and the time/memory/data tradeoff attack in [3]. Table 4
summarizes the corresponding results.

We can see from Table 4 that our attack achieves the best tradeoff between
the time, memory, data and pre-computation complexities. More precisely, The
attack in [26] suffers from the large amount of the keystream, which reaches
O(2%°1) to obtain the best time complexity O(2°-°%). Both the search tree attack
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Table 4. Asymptotic complexity comparisons with some other well-known attacks
against the self-shrinking generator with the LFSR of length L

Attack Pre-computation  Time Memory Data
[26]A - 0(2°5L) O(L) 0(205%)
[26]B - 0(2075k) o(L) 0(20-25L)

[3]_] . 0(20.694L) 0(20.694L) O(L)
[18] . 0(20.656L) 0(20.656L) O(L)
B]A 0(2°75%L) 0(2%5L)  O(205L) 0202
BB 0(267%) O(2067L)  O(2033L) O(20-33L)
Ours (a = 0.5) - 020657y O(L?)  O(20-007L)
Ours (a = 0.75) - 02051y O(L?)  O(20-114F)
Ours (a = 0.8) - 0295561y O(L2)  O(20161L)

in [31] and the BDD-based attack in [I§] are unrealistic in terms of the memory
requirement. In addition, the data complexity of our attack with a = 0.5 are
in the same order as those in [3I] and [I8] for the LFSR length L up to 2000.
The two typical TMD attacks are derived according to the two points T' = N2/3,
M=D=NY3andT =M = NY2, D = N'/* on the curve TM2D? = N? with
pre-computation P = N/D, where T, M, D, N denote time, memory, data and
search key space, respectively. Even regardless of the heavy pre-computation
phase of the TMD attack, our attack with o = 0.8 has much better memory
and data complexity compared with the two TMD attacks, while without a
substantial compromise of the real time complexity.

On the other hand, our attack can deal with different attack conditions and re-
quirements smoothly due to the flexible choices of a. If only very short keystream
and very limited disk space are available to the attacker, we still can launch a
guess-and-determine attack successfully against the SSG with a < 0.6. In this
way, we avoid the large memory requirement of the two attacks in [3I] and [18].

3.2 Experimental Results

We made a number of experimental results in C language on a Pentium 4 pro-
cessor to check the actual performance of our attack.

Since the guess-and-determine attack in Section 2.2 has no restriction on the
LFSR form, it has been implemented and tested many times for random chosen
initial states and primitive polynomials of degree 10 < L < 50 involved in
the self-shrinking generator. For 10 < L < 40, we use a = 0.6 to mount the
attack on the self-shrinking generator. For 40 < L < 50, we use o = 0.8. The
results are rather satisfactory. The required keystream length are very close to
the theoretical value in magnitude and the time complexity seems to be upper
bounded by the theoretical value, which is just in expectation.

For example, let the LFSR’s feedback polynomial be f(z) = 1 + 22 + 2% +
2214 240, then the shift value is 22" mod () = 21+ 2% 4+ 230 where f*(x) is
the reciprocal polynomial of f(z). For a random chosen initial state, our attack
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takes several minutes to recover the initial state or an equivalent state with
success rate (see Table 3 and Corollary 1)

1 _ (1 _ 2 . 27(170.88)-40/(1“”0.6))(200740) > 099

from 200 bits keystream.
As a summary, our attack has at least the following advantages over the past
relevant attacks against the self-shrinking generator:

— significantly smaller memory complexity with the time complexity quite close
to O(20-5L).

— no pre-computation or if like (pre-compute h(x)), significantly smaller pre-
processing time complexity without a compromise of the real attack com-
plexity.

— flexibility to different attack conditions and requirements

These features guarantee that the proposed guess-and-determine attack can pro-
vide a better tradeoff between the time, memory and data complexities than all
the previously known attacks against the self-shrinking generator. Especially, it
compares favorably with the general time/memory/data tradeoff attack. Thus,
our attack is the best answer known so far to a well-known open problem spec-
ified by the European STORK project.

4 Conclusions

In this paper, we proposed a new type of guess-and-determine attack on the self-
shrinking generator. The new attack adapts well to different attack conditions
and enables us to analyze the self-shrinking generator with the best tradeoff
between the time, memory, data and pre-computation complexities known so far.
So our result is the best answer to the corresponding open problem in STORK
project known so far.

Acknowledgements. We would like to thank one of the anonymous reviewers
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Abstract. Stream ciphers play an important role in symmetric cryptol-
ogy because of their suitability in high speed applications where block
ciphers fall short. A large number of fast stream ciphers or pseudoran-
dom bit generators (PRBG’s) can be found in the literature that are
based on arrays and simple operations such as modular additions, ro-
tations and memory accesses (e.g. RC4, RC4A, Py, Py6, ISAAC etc.).
This paper investigates the security of array-based stream ciphers (or
PRBG’s) against certain types of distinguishing attacks in a unified way.
We argue, counter-intuitively, that the most useful characteristic of an
array, namely, the association of array-elements with unique indices, may
turn out to be the origins of distinguishing attacks if adequate caution
is not maintained. In short, an adversary may attack a cipher simply ex-
ploiting the dependence of array-elements on the corresponding indices.
Most importantly, the weaknesses are not eliminated even if the indices
and the array-elements are made to follow uniform distributions sepa-
rately. Exploiting these weaknesses we build distinguishing attacks with
reasonable advantage on five recent stream ciphers (or PRBG’s), namely,
Py6 (2005, Biham et al.), IA, ISAAC (1996, Jenkins Jr.), NGG, GGHN
(2005, Gong et al.) with data complexities 268-61, 232:89 16.89 '932.89 51,
23289 respectively. In all the cases we worked under the assumption that
the key-setup algorithms of the ciphers produced uniformly distributed
internal states. We only investigated the mixing of bits in the keystream
generation algorithms. In hindsight, we also observe that the previous
attacks on the other array-based stream ciphers (e.g. Py, etc.), can also
be explained in the general framework developed in this paper. We hope
that our analyses will be useful in the evaluation of the security of stream
ciphers based on arrays and modular addition.

1 Introduction

Stream ciphers are of paramount importance in fast cryptographic applications
such as encryption of streaming data where information is generated at a high
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speed. Unfortunately, the state-of-the art of this type of ciphers, to euphemize,
is not very promising as reflected in the failure of the NESSIE project to select a
single cipher for its profile [13] and also the attacks on a number of submissions for
the ongoing ECRYPT project [6]. Because of plenty of common features as well
as dissimilarities, it is almost impossible to classify the entire gamut of stream ci-
phers into small, well-defined, disjoint groups, so that one group of ciphers can be
analyzed in isolation of the others. However, in view of the identical data struc-
tures and similar operations in a number of stream ciphers and the fact that they
are vulnerable against certain kinds of attacks originating from some basic flaws
inherent in the design, it makes sense to scrutinize the class of ciphers in a unified
way. As the title suggests, the paper takes a closer look at stream ciphers connected
by a common feature that each of them uses (i) one or more arrayd] as the main
part of the internal state and (ii) the operation modular addition in the pseudo-
random bit generation algorithm. Apart from addition over different groups (e.g,
GF(2") and GF(2)), the stream ciphers under consideration only admit of sim-
ple operations such as memory access (direct and indirect) and cyclic rotation of
bits, which are typical of any fast stream cipher. In the present discussion we omit
the relatively rare class of stream ciphers which may nominally use array and ad-
dition, but their security depends significantly on special functions such as those
based on algebraic hard problems, Rijndael S-box etc.

To the best of our knowledge, the RC4 stream cipher, designed by Ron Rivest in
1987, is the first stream cipher which exploits the features of an array in generating
pseudorandom bits, using a few simple operations. Since then a large number of
array-based ciphers or PRBG’s — namely, RC4A [14], VMPC stream cipher [20],
TA,IBAA,ISAAC [10], Py [2], Py6 [4], Pypy [3], HC-256 [18], NGG [12], GGHN [§]
— have been proposed that are inspired by the RC4 design principles. The Scream
family of ciphers [9] also uses arrays and modular additions in their round func-
tions, however, the security of them hinges on a tailor-made function derived from
Rijndael S-box rather than mixing of additions over different groups (e.g., GF(2")
and GF(2)) and cyclic rotation of bits; therefore, this family of ciphers is excluded
from the class of ciphers to be discussed in the paper.

First, in Table [l we briefly review the pros and cons of the RC4 stream
cipher which is the predecessor of all the ciphers to be analyzed later. Unfor-
tunately, the RC4 cipher is compatible with the old fashioned 8-bit processors
only. Except RC4A and the VMPC cipher (which are designed to work on 8-
bit processors), all the other ciphers described before are suitable for modern
16/32-bit architectures. Moreover, those 16/32-bit ciphers have been designed
with an ambition of incorporating all the positive aspects of RC4, while ruling
out it’s negative properties as listed in Table[Il However, the paper observes that
a certain amount of caution is necessary to adapt RC4-like ciphers to 16/32-bit
architecture. Here, we mount distinguishing attacks on the ciphers (or PRBG’s)
Py6, IA, ISAAC, NGG, GGHN - all of them are designed to suit 16/32-bit pro-
cessors — with data 20861 23289 916.89 '932.89 514 23289 regpectively, exploiting

1 An array is a data structure containing a set of elements associated with unique
indices.
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Table 1. Pros and cons of the RC4 cipher

Advantages of RC4 Disadvantages of RC4
Arrays allow for huge secret internal state Not suitable for 16/32-bit architecture
Fast because of fewer operations per round Several distinguishing attacks
Simple Design Weak Key-setup algorithm

No key recovery attacks better than brute force

similar weaknesses in their designs (note that another 32-bit array-based cipher
Py has already been attacked in a similar fashion [BII5]). Summarily the attacks
on the class of ciphers described in this paper originate from the following basic
although not independent facts. However, note that our attacks are based on the
assumptions that the key-setup algorithms of the ciphers are ‘perfect’, that is,
after the execution of the algorithms they produce uniformly distributed internal
states (more on that in Sect. [[2]).

— Array-elements are large (usually of size 16/32 bits), but the array-indices
are short (generally of size 8 bits).

— Only a few elements of the arrays undergo changes in consecutive rounds.

— Usage of both pseudorandom index-pointers and pseudorandom array-
elements in a round, which apparently seems to provide stronger security
than the ciphers with fixed pointers, may leave room for attacks arising
from the correlation between the index-pointers and the corresponding array-
elements (see discussion in Sect. 22)).

— Usage of simple operations like addition over GF(2") and GF(2) in output
generation.

Essentially our attacks based on the above facts have it origins in the fortuitous
states attack on RC4 by Fluhrer and McGrew [7].

A general framework to attack array-based stream ciphers with the above
characteristics is discussed in Sect. 2l Subsequently in Sect. B.1] and B.3] as
concrete proofs of our argument, we show distinguishing attacks on five stream
ciphers (or PRBG’s). The purpose of the paper is, by no means, to claim that the
array-based ciphers are intrinsically insecure, and therefore, should be rejected
without analyzing its merits; rather, we stress that when such a PRBG turns
out to be extremely fast — such as Py, Py6, IA, ISAAC, NGG, GGHN - an alert
message should better be issued for the designers to recheck that they are free
from the weaknesses described here. In Sect. [35, we comment on the security of
three other array-based ciphers (or PRBG’s) IBAA, Pypy and HC-256 which,
for the moment, do not come under attacks, however they are slower than the
ones attacked in this paper.

1.1 Notation and Convention

— The symbols @, +, —, K&, >>, >, < are used as per convention.
— The ith bit of the variable X is denoted X(;) (the Isb is the Oth bit).
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The segment of m — n 4+ 1 bits between the mth and the nth bits of the
variable X is denoted by X, ,)-

The abbreviation for Pseudorandom Bit Generator is PRBG.

P[A] denotes the probability of occurrence of the event A.

E° denotes the compliment of the event E.

At any round ¢, some part of the internal state is updated before the output
generation and the rest is updated after that. Example: in Algorithm [3] the
variables ¢ and m are updated before the output generation in line 5. The
variables ¢ and b are updated after or at the same time with the output
generation. Our convention is: a variable S is denoted by S; at the time of
output generation of round t. As each of the variables is modified in a single
line of the corresponding algorithm, after the modification its subscript is
incremented.

1.2 Assumption

In this paper we concentrate solely on the mizing of bits by the keystream gener-
ation algorithms (i.e., PRGB) of several array-based stream ciphers and assume
that the corresponding key-setup algorithms are perfect. A perfect key-setup
algorithm produces internal state that leaks no statistical information to the at-
tacker. In other words, because of the difficulty of deducing any relations between
the inputs and outputs of the key-setup algorithm, the internal state produced
by the key-setup algorithm is assumed to follow the uniform distribution.

2 Stream Ciphers Based on Arrays and Modular
Addition

2.1 Basic Working Principles

The basic working principle of the PRBG of a stream cipher, based on one or
multiple arrays, is shown in Fig. [l For simplicity, we take snapshots of the
internal state, composed of only two arrays, at two close rounds denoted by
round ¢ and round t' = t + §. However, our analysis is still valid with more
arrays and rounds than just two. Now we delineate the rudiments of the PRBG
of such ciphers.

— Components: The internal state of the cipher comprises all or part of the
following components.
1. One or more arrays of n-bit elements (X; and X5 in Fig. [T).
2. One or more variables for indexing into the arrays, i.e., the index-pointers
(down arrows in Fig. [T]).
3. One or more random variables usually of n-bit length (mq, ma, m}, m}
in Fig. [T)).
— Modification to the Internal State at a round
1. Index Pointers: The most notable feature of such ciphers is that it has
two sets of index pointers. (i) Some of them are fixed or updated in a
known way, i.e., independent of the secret part of the state (solid arrows
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Output ,
L ! Output
zt

Fig. 1. Internal State at (a) round ¢ and (b) round t' =t + 4§

in Fig.[I]) and (ii) the other set of pointers are updated pseudorandomly,
i.e., based on one or more secret components of the internal state (dotted
arrows in Fig. []).

2. Arrays: A few elements of the arrays are updated pseudorandomly based
on one or more components of the internal state (the shaded cells of
the arrays in Fig. [[l). Note that, in two successive rounds, only a small
number of array-elements (e.g. one or two in each array) are updated.
Therefore, most of the array-elements remain identical in consecutive
rounds.

3. Other variables if any: They are updated using several components of
the internal state.

— Output generation: The output generation function at a round is a non-
linear combination of different components described above.

2.2 Weaknesses and General Attack Scenario

Before assessing the security of array-based ciphers in general, for easy under-
standing, we first deal with a simple toy-cipher with certain properties which
induce distinguishing attack on it. Output at round ¢ is denoted by Z,.

Remark 1. The basis for the attacks described throughout the paper including
the one in the following example is searching for internal states for which the
outputs can be predicted with bias. This strategy is inspired by the fortuitous
states attacks by Fluhrer and McGrew on the RC4 stream cipher [7].

Ezxample 1. Let the size of the internal state of a stream cipher with the follow-
ing properties be k bits.

Property 1. The outputs Z;,, Z;, are as follows.

Zy, =X0Y +(AK B),
Zy, =M+ N & (C <« D)

(1)
2)

where X, Y, A, B, M, N, C, D are uniformly distributed and independent.
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Property 2. [Bias-inducing State] If certain k' bits (0 < k¥’ < k) of the internal
state are set to all 0’s (denote the occurrence of such state by event E) at round
t1, then the following equations hold good.

X=M,Y=N,B=D=0,A=C.
Therefore, () and (2) become
Z,=X0Y+A, Z,,=X+Y T A.

Now, it follows directly form the above equations that, for a fraction of 2=+ of
all internal states,

P[Zy = (Zi, ® Z1,)(0) = 0|E] = 1. (3)

Property 3. If the internal state is chosen randomly from the rest of the states,
then
o 1
PlZ) = 0/E] = . (4)

Combining (@) and (@) we get the overall bias for Z(g),

1 1
PlZ =0] = 14+(1- .
[ (0) 0] ok’ + ( oK ) 2
1 1
S+ o) (5)
Note that, if the cipher were a secure PRBG then P[Z) = 0] = J. O

Discussion. Now we argue that an array-based cipher has all the three proper-
ties of the above example; therefore, the style of attack presented in the example
can possibly be applied to an array-based cipher too. First, we discuss the op-
erations involved in the output generation of the PRBG. Let the internal state
consist of N arrays and M other variables. At round ¢, the arrays are denoted by
S1.tl], S2.¢[-], -+, Sn[-] and the variables by m1 ¢, may, - -, mas,.. We observe
that the output Z; is of the following form,

Z; = ROT[---ROT[ROT[ROT[V1.¢] ® ROT[V4,,]]
®ROT[V3,¢]] ® - - - ® ROT[Vy ] (6)

where V; ; = mgy; or S [;]; ROT[] is the cyclic rotation function either constant
or variable depending on the secret state; the function ®[-,-] is either bit-wise
XOR or addition modulo 2.

Now we describe a general technique to establish a distinguishing attack on an
array-based cipher from the above information. We recall that, at the first round
(round ¢; in the present context), the internal state is assumed to be uniformly
distributed (see Sect. [L2).
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Step 1. [Analogy with Property 1 of Example 1] Observe the elements of the in-
ternal state which are involved in the outputs Zy,, Z,,- - (i.e., the V; ;’s in (@)
when the rounds in question are close (t; <t < ---).

Step 2. [Bias-inducing state, Analogy with Property 2 of Ezample 1] Fix a
few bits of some array elements (or fix a relation among them) at the initial
round t; such that indices of array-elements in later rounds can be predicted
with probability 1 or close to it. More specifically, we search for a partially spec-
ified internal state such that one or both of the following cases occur due to
predictable index-pointers.

1. The V;;’s involved in Z;,, Z,,--- are those array-elements whose bits are
already fixed.
2. Each V;; is dependent on one or more other variables in Z; , Z;,,- - .

Now, for this case, we compute the bias in the output bits. Below we identify the
reasons why an array-based cipher can potentially fall into the above scenarios.

REASON 1. Usually, an array-based cipher uses a number of pseudorandom
index-pointers which are updated by the elements of the array. This fact turns
out to be a weakness, as fixed values (or a relation) can be assigned to the
array-elements such that the index-pointers fetch values from known locations.
In other words, the weakness results from the correlation between index-pointers
and array-elements which are, although, uniformly distributed individually but
not independent of each other.

REASON 2. Barring a few, most of the array-elements do not change in rounds
which are close to each other. Therefore, by fixing bits, it is sometimes easy to
force the pseudorandom index-pointers fetch certain elements from the arrays in
successive rounds.

REASON 3. The size of an index-pointer is small, usually 8 bits irrespective
of the size of an array-element which is either 16 bits or 32 bits or 64 bits.
Therefore, fixing a small number of bits of the array-elements, it is possible to
assign appropriate values to the index-pointers. The less the number of fixed
bits, the greater is the bias (note the parameter k¥’ in (&)).

REASON 4. If the rotation operations in the output function are determined
by pseudorandom array elements (see (6))) then fixing a few bits of internal
state can simplify the function by freeing it from rotation operations. In many
cases rotation operations are not present in the function. In any case the output
function takes the following form.

Zy =Vt @ Vo, ® V3, ® - @ Vit

Irrespective of whether ‘®’ denotes ‘@’ or ‘+’, the following equation holds for
the Isb of Z;.

Zt(O) = Vl,t(o) 2 Vv2,t(0) 2] Vl},t(o) S D Vk,t(0)~
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Now by adjusting the index-pointers through fixing bits, if certain equalities

t
among the V; ;’s are ensured then @ Z; ) = 0 occurs with probability 1 rather
than probability 1/2.

Step 3. [Analogy with Property 8 of Example 1] Prove or provide strong evi-
dence that, for the rest of the states other than the bias-inducing state, the bias
generated in the previous step is not counterbalanced.

REASON. The internal state of such cipher is huge and uniformly distributed
at the initial round. The correlation, detected among the indices and array-
elements in Step 2, is fortuitous although not entirely surprising because the
variables are not independent. Therefore, the possibility that a bias, produced
by an accidental state, is totally counterbalanced by another accidental state
is negligible. In other words, if the bias-inducing state, as explained in Step 2,
does not occur, it is likely that at least one of the V;;’s in (@) is uniformly dis-
tributed and independent; this fact ensures that the outputs are also uniformly
distributed and independent.

Step 4. [Analogy with (@) of Fzample 1] Estimate the overall bias from the
results in Step 2 and 3. (]

In the next section, we attack several array-based ciphers following the methods
described in this section.

3 Distinguishing Attacks on Array-Based Ciphers or
PRBG’s

This section describes distinguishing attacks on the ciphers (or PRBG’s) Py6,
TA, ISAAC, NGG and GGHN - each of which is based on arrays and modular
addition. Due to space constraints, full description of the ciphers is omitted; the
reader is kindly referred to the corresponding design papers for details. For each
of the ciphers, our task is essentially two-forked as summed up below.

1. Identification of a Bias-inducing State. This state is denoted by the
event E which adjusts the index-pointers in such a way that the Isb’s of the
outputs are biased. The Isb’s of the outputs are potentially vulnerable as
they are generated without any carry bits which are nonlinear combinations
of input bits (see Step 2 of the general technique described in Sect. 2.2)).

2. Computation of the Probability of Overall Bias. The probability is
calculated considering both E and E°. As suggested in Step 3 of Sect. 2.2
for each cipher, the Isb’s of the outputs are uniformly distributed if the event
E does not occur under the assumption mentioned in Sect.

Note. For each of the five ciphers attacked in the subsequent sections, it can be
shown that, if E' (i.e., the bias-inducing state) does not occur then the variable
under investigation is uniformly distributed under the assumption of uniformly
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distributed internal state after the key-setup algorithm. We omit those proofs
due to space constraints.

3.1 Bias in the Outputs of Py6

The stream cipher Py6, designed especially for fast software applications by Bi-
ham and Seberry in 2005, is one of the modern ciphers that are based on arrays
[2.,4]@ Although the cipher Py, a variant of Py6, was successfully attacked [15/5],
Py6 has so far remained alive. The PRBG of Py6 is described in Algorithm [l
(see [2/4] for a detailed discussion).

Algorithm 1. Single Round of Py6
Input: Y[-3,...,64], P[0, ..., 63], a 32-bit variable s
Output: 64-bit random output
/*Update and rotate P*/
1: swap (P[0], P[Y[43]&63]);
2: rotate (P);
/* Update s*/
3: s+ =Y[P[18]] — Y[P[57]];
4: s = ROTL32(s, ((P[26] + 18)&31));
/* Output 8 bytes (least significant byte first)*/
5: output ((ROTL32(s,25) @ Y[64]) + Y[P[8]]);
6: output (( s Y [-1]) + Y[P[21]]);
/* Update and rotate Y*/
7: Y[-3] = (ROTL32(s,14) ® Y[-3]) + Y [P[48]];
8: rotate(Y);

Bias-producing State of Py6. Below we identify six conditions among the
elements of the S-box P, for which the distribution of Z1 1 & Zs 3 is biased (Z1 4
and Z3; denote the lower and upper 32 bits of output respectively, at round t).

C1. P,[26] = —18(mod 32); C2. P5[26] = 7(mod 32); C3. P,[18] = P5[57] + 1;
C4. P,[57) = P5[18] + 1; C5. P1[8] = 1; C6. P;[21] = 62.

Let the event E denote the simultaneous occurrence of the above conditions
(PIE] &~ 273%86) Tt can be shown that, if £ occurs then Zg, = 0 where Z
denotes Zi1 @ Zs 3 (see the full version of the paper [16]). Now we calculate the
probability of occurrence of Zg).

1
_1.9—33.86 (1 — 93386
Pl )

1
2

% The cipher has been submitted to the ECRYPT Project [6].

(14 273386) (7)
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Note that, if Py6 had been an ideal PRBG then the above probability would
have been exactly J.

Remark 2. The above bias can be generalized for rounds ¢ and ¢t + 2 (¢ > 0)
rather than only rounds 1 and 3.

Remark 3. The main difference between Py and Py6 is that the locations of
S-box elements used by one cipher is different from those by the other. The
significance of the above results is that it shows that changing the locations
of array-elements is futile if the cipher retains some intrinsic weaknesses as ex-
plained in Sect. Note that Py was attacked with 2847 data while Py6 is with
208-61 (explained in Sect. [3.4)).

3.2 Biased Outputs in TA and ISAAC

At FSE 1996, R. Jenkins Jr. proposed two fast PRBG’s, namely IA and ISAAC,
along the lines of the RC4 stream cipher [I0]. The round functions of TA and
ISAAC are shown in Algorithm Pl and Algorithm Bl Each of them uses an array
of 256 elements. The size of an array-element is 16 bits for TA and 32 bits for
ISAAC. However, IA and ISAAC can be adapted to work with array-elements
of larger size too. For TA, this is the first time that an attack is proposed. For
ISAAC, the earlier attack was by Pudovkina who claimed to have deduced its
internal state with time 4 - 67 - 10'24° which was way more than the exhaustive
search through the keys of usual size of 256-bit or 128-bit [I7]. On the other
hand, we shall see later in Sect. 3.4 that our distinguishing attacks can be built
with much lower time complexities. The Z; denotes the output at round t.

Algorithm 2. PRBG of TA

Input: m[0, 1,...255], 16-bit random variable b
Output: 16-bit random output
1: ¢+ =0;
x = mli;
: m[i] = y = m[ind(z)] + b mod 2'%; /* ind(z) = z(7,0) */
: Output= b = m[ind(y > 8)] + = mod 2'°;
i =1+ 1 mod 256;
: Go to step 2;

Bias-inducing State of IA. Let my[i; + 1 mod 256] = a. If the following
condition

ind((a + Z) > 8) = ind(a) = i1 (8)
is satisfied then

Z(0)(= Zi(0) ® Ziv1(9)) =0



On the (In)security of Stream Ciphers 79

A pictorial description of the state is provided in the full version of the paper
[16]. Let event E occur when (B) holds good. Note that P[E] = 2716 assuming
a and Z; are independent and uniformly distributed. Therefore,

1
:1-2—16+2-(1—2—16)
1
. (1+2716), (9)

Algorithm 3. PRBG of ISAAC

Input: m[0, 1, ...255], two 32-bit random variables a and b
Output: 32-bit random output

1: ¢+ =0;

2: x = mli;

3: a=a® (a < R)+m[i + K mod 256] mod 2%?;

4: m[i + 1] = y = m[ind(z)] + a + b mod 2°%; /* ind(z) = z(9.2) */
5: Output= b = mfind(y > 8)] + 2 mod 2°?;

6: i =i+ 1 mod 256;

7: Go to Step 2.

Bias-inducing State of ISAAC. For easy understanding, we rewrite the
PRBG of the ISAAC in a simplified manner in Algorithm [Bl The variables R
and K, described in step 3 of Algorithm [3] depend on the parameter i (see [10]
for details); however, we show that our attack can be built independent of those
variables.

Let my_1[it] = x. Let event E occur when the following equation is satisfied.

ind((me—1[ind(x)] + at + be—1) > 8) = iy. (10)

If E occurs then Z; = x 4+ 2 mod 232, i.e., Zy0) = 0 (see the full version of the
paper [16]). As at, b;—1 and z are independent and each of them is uniformly
distributed over Zss2, the following equation captures the bias in the output.

P[Zi0) = 0] = P[Zy0) = O|E] - P[E] + P[Zy) = 0|E“] - P[E"]
:1-2—8+;-(1—2—8)

;-(1+2—8). (11)

3.3 Biases in the Outputs of NGG and GGHN

Gong et al. very recently have proposed two array-based ciphers NGG and GGHN
with 32/64-bit word-length [T28] for very fast software applications. The PRBG’s
of the ciphers are described in Algorithm [ and Algorithm[El Both the ciphers are
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claimed to be more than three times as fast as RC4. Due to the introduction of an
extra 32-bit random variable k, the GGHN is evidently a stronger version of NGG.
We propose attacks on both the ciphers based on the general technique described
in Sect. Note that the NGG cipher was already experimentally attacked by Wu
without theoretical quantification of the attack parameters such as bias, required
outputs [19]. For NGG, our attack is new, theoretically justifiable and most impor-
tantly, conforms to the basic weaknesses of an array-based cipher, as explained in
Sect. For GGHN, our attack is the first attack on the cipher. In the following
discussion, the Z; denotes the output at round t.

Algorithm 4. Pseudorandom Bit Generation of NGG
Input: S[0,1,...255]
Output: 32-bit random output
1: 1 =0, 5 =0;
i =1+ 1 mod 256;
: j =7+ S[i] mod 256;
: Swap (S[d], S[5]);

N DU WD

: Output= S[S[i] + S[4] mod 256];
: S[S[i] + S[j] mod 256] = S[i] + S[j] mod 232
: Go to step 2;

Bias-inducing State of NGG. Let the event F occur, if iy = j; and Syyq[i¢11]+
Stt1ljer1] = 2 - Stlir] mod 256. We observe that, if E occurs then Z; 1) = 0
(see the full version of the paper [16]). Now we compute P[Z;;1¢) = 0] where
P[E] = 2716

P[Zy11(0) = 0] = P[Zi11(0) = 0|E] - P[E] + P[Zy11(0) = 0|E°] - P[E°]

1
12—w+2~u—2*%

;-(1-+2—46). (12)

Algorithm 5. Pseudorandom Bit Generation of GGHN
Input: S[0,1,...255], k

Output: 16-bit random output

1Li=0,j=0;

2: ¢ =14+ 1 mod 256;

3: j =j+ S[i] mod 256;
&k—k+ﬂ]mﬂ?2

5: Output= S[S[i] + S[j] mod 256] + k mod 2%?;
6: S[S[i] + S[j] mod 256] = k + S[i] mod 23,

7: Go to step 2;

Bias-producing State of GGHN. If S;[i;] = Si41[je+1] and Si[j:] = Stp1lizs1]
(denote it by event E) then Z; ) = 0 (see the full version of the paper [16]).
Now we compute P[Z;41(p) = 0] where P[E] =271
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P[Zy11(0) = 0] = P[Zi11(0) = O|E] - P[E] + P[Zy11(0) = 0|E°] - P[E°]
1
:1.2716+ 2 .(1_2716)
1
o 1+ 2716y, (13)

3.4 Data and Time of the Distinguishing Attacks

In the section we compute the data and time complexities of the distinguishers
derived from the biases computed in the previous sections. A distinguisher is an
algorithm which distinguishes a stream of bits from a perfectly random stream
of bits, that is, a stream of bits that has been chosen according to the uniform
distribution. The advantage of a distinguisher is the measure of its success rate
(see [I] for a detailed discussion).

Let there be n binary random variables z1, 23, - - -, 2, which are independent
of each other and each of them follows the distribution Dgjas. Let the uniform
distribution on alphabet Zs be denoted by Dyyj. Method to construct an optimal
distinguisher with a fixed number of samples is given in [1]E While the detailed
description of an optimal distinguisher is omitted, the following theorem deter-
mines the number of samples required by an optimal distinguisher to attain an
advantage of 0.5 which is considered a reasonable goal.

Theorem 1. Let the input to an optimal distinguisher be a realization of the
binary random variables z1, z2, 23, -+ , zn, where each z; follows Dgjas. To attain
an advantage of more than 0.5, the least number of samples required by the
optimal distinguisher is given by the following formula

n=0.4624- M? where

1
PDBIAS[Zi = 0} - PDUNI[Zi = 0] = M-

Proof. See Sect. 5 of [I5] for the proof.

Now Dynt is known and Dppag can be determined from (@) for Py6, (@) for IA,
(1) for ISAAC, (I2) for NGG, ([I3) for GGHN. In Table 2 we list the data
and time complexities of the distinguishers. Our experiments agree well with the
theoretical results. The constant in O(m) is determined by the time taken by
single round of the corresponding cipher.

3.5 A Note on IBAA, Pypy and HC-256

IBAA, Pypy and HC-256 are the array-oriented ciphers/PRBG’s which are still
free from any attacks. The IBAA works in a similar way as the ISAAC works,

3 Given a fixed number of samples, an optimal distinguisher attains the maximum
advantage.
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Table 2. Data and time of the distinguishers with advantage exceeding 0.5

PRBG M Bytes of a single stream = 0.4624 - M? Time

Py6 234.86 268.61 0(268.61)
IA 217 232.89 0(232.89)
ISAAC 29 216.89 0(216.89)
NGG 217 232.89 0(232.89)
GGHN 217 232.89 0(232.89)

except for the variable a which plays an important role in the output generation
of IBAA [10]. It seems that a relation has to be discovered among the values
of the parameter a at different rounds to successfully attack IBAA. Pypy is a
slower variant of Py and Py6 [3]. Pypy produces 32 bits per round when each
of Py and Py6 produces 64 bits. To attack Pypy a relation need to be found
among the elements which are separated by at least three rounds. To attack
HC-256 [18], some correlations need to be known among the elements which are
cyclically rotated by constant number of bits.

4 Conclusion

In this paper, we have studied array-based stream ciphers or PRBG’s in a general
framework to assess their resistance against certain distinguishing attacks origi-
nating from the correlation between index-pointers and array-elements. We show
that the weakness becomes more profound because of the usage of simple modu-
lar additions in the output generation function. In the unified framework we have
attacked five modern array-based stream ciphers (or PRBG’s) Py6, IA, ISAAC,
NGG, GGHN with data complexities 26861, 232.89 916.89 932.89 5114 93289 pegpec-
tively. We also note that some other array-based stream ciphers (or PRBG’s) IBAA,
Pypy, HC-256 still do not come under any threats, however, the algorithms need to
be analyzed more carefully in order to be considered secure. We believe that our in-
vestigation will throw light on the security of array-based stream ciphers in general
and can possibly be extended to analyze other types of ciphers too.
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Abstract. In this paper, we study the construction of (2t + 1)-variable
Boolean functions with maximum algebraic immunity, and we also ana-
lyze some other cryptographic properties of this kind of functions, such
as nonlinearity, resilience. We first identify several classes of this kind of
functions. Further, some necessary conditions of this kind of functions
which also have higher nonlinearity are obtained. In this way, a modi-
fied construction method is proposed to possibly obtain (2t + 1)-variable
Boolean functions which have maximum algebraic immunity and higher
nonlinearity, and a class of such functions is also obtained. Finally, we
present a sufficient and necessary condition of (2¢ + 1)-variable Boolean
functions with maximum algebraic immunity which are also 1-resilient.

Keywords: Algebraic attack, algebraic immunity, Boolean functions,
balancedness, nonlinearity, resilience.

1 Introduction

The recent progress in research related to algebraic attacks [TI2J516] seems to
threaten all LEFSR-based stream ciphers. It is known that Boolean functions used
in stream ciphers should have high algebraic degree [11]. However, a Boolean
function may have low degree multiples even if its algebraic degree is high. By
this fact it is possible to obtain an over-defined system of multivariate equations
of low degree whose unknowns are the bits of the initialization of the LFSR(s).
Then the secret key can be discovered by solving the system.

To measure the resistance to algebraic attacks, a new cryptographic property
of Boolean functions called algebraic immunity (AI) has been proposed by W.
Meier et al. [16]. When used in a cryptosystem, a Boolean function should have
high AI. Now, it is known that the AI of an n-variable Boolean function is upper
bounded by (TQL—‘ [6/16]. Balancedness, nonlinearity and correlation-immunity are
three other important cryptographic criteria. In some sense, algebraic immunity
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is compatible with the former two criteria: a Boolean functions with low nonlin-
earity will have low AI [7I14], a Boolean function of an odd number of variables
with maximum AT must be balanced [7]. The existence of links between algebraic
immunity and correlation-immunity remains open.

Constructions of Boolean functions with maximum Al are obviously impor-
tant. Further, it is more important to construct these functions which also satisfy
some other criteria (such as balancedness, a high nonlinearity, a high correlation-
immunity order, ...). Some classes of symmetric Boolean functions with max-
imum AI were obtained in [3] and [9], and it was shown in [12] that there is
only one such symmetric function (besides its complement) when the number
of input variables is odd. A construction keeping in mind the basic theory of
algebraic immunity was presented in [9], which also provided some functions
with maximum AL In [], Carlet introduced a general method (for any number
of variables) and an algorithm (for an even number of variables) for construct-
ing balanced functions with maximum AI. In [I3], a method was proposed for
constructing functions of an odd number of variables with maximum AI, which
convert the problem of constructing such a function to the problem of finding an
invertible submatrix of a 2"~! x 27! matrix. And it was stated that any such
function can be obtained by this method.

In this paper, we study the construction of (2¢+ 1)-variable Boolean functions
with maximum Al, and we also analyze some other cryptographic properties of
this kind of functions. From the characteristic of the matrix used in the con-
struction proposed in [13], we obtain some necessary or sufficient conditions of
(2t + 1)-variable Boolean functions with maximum AI. Further, by studying the
Walsh spectra of this kind of functions, we obtain some necessary conditions of
this kind of functions which also have higher nonlinearity and thus we propose
a modified construction to obtain such functions. We finally present a sufficient
and necessary condition of (2t + 1)-variable Boolean functions with maximum
AT which are also 1-resilient.

2 Preliminaries

Let F5 be the set of all n-tuples of elements in the finite field Fo. To avoid
confusion with the usual sum, we denote the sum over Fs by $.

A Boolean function of n variables is a function from F3 into Fs. Any n-
variable Boolean function f can be uniquely expressed by a polynomial in
Fao[z1,...,20]/ (2% — x1,...,22 — x,,), which is called its algebraic normal form
(ANF). The algebraic degree of f, denoted by deg(f), is the degree of this poly-
nomial. Boolean function f can also be identified by a binary string of length
2™ called its truth table, which is defined as

(£(0,0,...,0), f(1,0,...,0), £(0,1,...,0),..., f(1,1,...,1)).

Let
1y ={X e F3|f(X) = 1},0; = {X € F3|f(X) = 0}.
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The set 17 (resp. Of) is called the on set (resp. off set). The cardinality of 1y,
denoted by wt(f), is called the Hamming wight of f. We say that an n-variable
Boolean function f is balanced if wt(f) = 2"~1. The Hamming distance between
two functions f and g, denoted by d(f,g), is the Hamming weight of f @ g. Let
S = (s1,82,...,5n) € F3, the Hamming weight of S, denoted by wt(S), is the
number of 1’s in {s1, 82,..., 8, }.

Walsh spectra is an important tool for studying Boolean functions. Let X =
(z1,...,2,) and S = (s1, ..., s,) both belonging to F% and their inner product
X -S=x151®...Px,8,. Let f be a Boolean function of n variables. Then the
Walsh transform of f is an integer valued function over F§ which is defined as

Wi(s) = 3 (-1)/0es,

XeFy

Affine functions are those Boolean functions of degree at most 1. The nonlinearity
of an n-variable Boolean function f is its Hamming distance from the set of all
n-variable affine functions, i.e.,

nl(f) = min{d(f, g)|g is an affine function}.

The nonlinearity of f can be described by its Walsh spectra as ni(f) = 2"~ ! —
ymaxgerz | Wy (S)|. Correlation immune functions and resilient functions are two
important classes of Boolean functions. A function is mth order correlation im-
mune (resp. m-resilient) if and only if its Walsh spectra satisfies

Wi (S) =0, for 1 <wt(S) <m (resp. 0 < wit(S) < m).

Definition 1. [16] For a given n-variable Boolean function f, a nonzero n-
variable Boolean function g is called an annihilator of f if f-g = 0, and the
algebraic immunity of f, denoted by AI(f), is the minimum value of d such that
f or f®1 admits an annihilating function of degree d.

For convenience, two orderings on vectors and monomials are defined as follows.

Definition 2. A vector ordering <, on F% is defined as:

let (a1,...,an),(b1,...,bn) € FY, then (a1,...,an) <y (b1,...,b,) if and only if
Somiap < Dty b, or Yo a; =Y b; and there exists 1 < i < n such that
ai>bi, aj:bjf0r1§j<i.

Ezample 1. If n = 3, then (0,0,0) <, (1,0,0) <, (0,1,0) <, (0,0,1) <,
(1,1,0) <, (1,0,1) <, (0,1,1) <, (1,1,1).

Definition 3. A monomial ordering <, onFalx1,...,z,]/(23—21,..., 22 —x,)
is defined as:

lebt x]h .l;xf%“,xlf. .. xﬁ"gFg[xl,. e o)/ (T3 — 21, 22— 1), then (' .. 28 <,
2t oz if and only if (a1, ... an) <o (b1,...,0p).

It is clear that <, and <,, are both total orderings.
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Let A be an [ x ] matrix, and integers 1 < iq,49...,0, < 1,1 < j1,J2..., 7k < 1.
Denoted by A, .. i, the k x 1 matrix with the rth (1 <r < k) row vector equal
to the i,th row vector of A, and A, . i,.j,,...j,) the k X k matrix with the rth
(1 <7 < k) column vector equal to the j,.th column vector of Ay, . ;).

3 Construction of Boolean Functions with Maximum Al

In this section, we briefly review the method to construct Boolean functions with
maximum AT proposed in [I3].
Let n be a positive integer, X = (z1,...,2,) € F5. Let

V(X)) =(1,21, ..., Ty, T1T2, -+ oy Ty 1Ty e e e - ,

xl"'95[31717""“”[3“2“'%)E]Fz = 2

where the monomials are ordered according to the ordering <,,. It is clear that
nl_1

ZL“’O] () = 277! when n is odd. Let f be an n-variable Boolean function,

let V(1) denote the wt(f) x ZZE(]?I (') matrix with the set of row vectors

?

{v(X)|X € 1;}, and V(0;) denote the (27 — wit(f)) x Y12 ™ (") matrix with
the set of row vectors {v(X)|X € 0y}.

Lemma 1. [3[9] Let odd n = 2t + 1 and f be an n-variable Boolean function
which satisfies

a®l forwt(X)>t’
where a € Fy, then AI(f) =t+ 1.

f(X)z{ a forwt(X)<t

When a = 1, the function described in Lemma [Iis called the majority function,
and we denote it by F,,. It is clear that F,, is balanced. We arrange the vectors
in 1p, (resp. 0p,) according to the order <,, and denote them by X,..., Xon—1
(resp. Y1,...,Yon-1), 1le. X5 <y ... <y Xon—1 (vesp. Y7 <y ... <y You-1). Let
Xj = (.Z‘j@, ey Z‘jm) (resp. }/z = (yi,h ey yun)) The ith row vector of V(an)
(resp. V(0r,)) is v(X;) (resp. v(Y7)).

The idea of the construction proposed in [I3] is to obtain a new function
by changing the values of the majority function at some vectors. The problem
of finding out the appropriate vectors is converted to the problem of finding
out a k x k invertible submatrix of the 2”71 x 277! invertible matrix W =
V(g V(g )t

Theorem 1. [13] Let n =2t + 1, and f an n-variable Boolean function. Then,
AI(f )=t + 1 if and only if there exist integers 1 < iy < ... < i, < 2" 711 <
g1 < oo < gi <2771 such that f = s )y and W, 18
invertible, where f;, .

etk T, Jk U1yeeyiB5915 0 Tk)

cinieejn) 18 defined as
F.(X)®l f X e{X,,...,X,., Y, .-, Y, }
f(i1,...,ik§j1w.,jk)(X) = { Fn(X) n else Tk ! L (1)
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Construction 1. [I3] Let n = 2t + 1. The following method can generate a
Boolean function of n variables with maximum Al.

Stepl: Select randomly an integer 1 < k < 2”72 and k integers 1 < i; < ... <
i < 2771

Step2: Find out k integers 1 < j; < ... < ji < 2"~!, such that the jith, ...,
Jirth column vectors of W(;, . ;) are linearly independent.

Then, the Boolean function f;, . _jw) defined by (@) has AL ¢ + 1.

k301

Remark 1. 1) For any fixed 1 < k < 2"=2 and any k integers 1 < i1 < ... <
ir, < 277! there always exist k integers 1 < j; < ... < jr < 2"7! such that
W(i1,~~~,ik;j1,m,jk) is invertible.

2) Any Boolean function of 2t + 1 variables with maximum AI can be con-
structed by this method.

For the rest of this paper, we always suppose n = 2t + 1.

4 Properties of W and Several Classes of n-Variable
Boolean Functions with Maximum Al

In this section, we first show some important properties of the matrix W =
V(0r,)V(1g,)"t, then use these conclusions to obtain some necessary or suffi-
cient conditions of n-variable Boolean function achieving maximum Al
Let A be a 2"~ x 2"~ matrix, and divide A into (¢+1)? submatrixes, denoted
by A;j,1<i<t+1,1<j5<t+1, defined as
A

i = A 420 s s 14208

{ 0 ifl=0 { 0 ifl=0
T = l n . ,SL = -1 /n\ - .
et (p) H1>0 ho (1) if1>0

It is clear that the row (resp. column) vectors of W ; correspond to the vectors
in F} with Hamming weight ¢ + ¢ (resp. j — 1).

where

Proposition 1. [10/ V(1g,) 1=V (1E,).

Proposition 2. Let W = V(0g, )V (1, )~ !, then

t+ifj+1) -0

j+1
:o( r T for1<idj<t+1,

t—
Wi, = 0 if 7AEB

V(0g,)i,; else
where 0 denotes the matrixz with all entries 0.
Proof. By Proposition [l W = V(0g,)V(1g,)" ' = V(0p,)V(1g,). Let Y =

(Y1,-++,Yn) € 0p, and wt(Y) =i >t, x,, --- 2, be a monomial of degree j(0 <
j < t). Denote the transpose of the column vector of V(1g,) corresponding to
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Tpy -y, by u(zp, - xp;). That is, u(z,, - - - 2,,) is the evaluation of @, - - -z,
at the vectors belonging to 1x,. We can represent u(z;, ---x,,) as

(9(1), g(z1), ..., 9(zn), g(z122), 9(T123), . . .,
(2)
g(mn_lxn), cee 79('731 e xt)7 cee ,g($t+2 e xn))a
where ¢ is a function on the monomials of degree at most ¢, which satisfies
1if wpy -y |yt - - aln
ar . p0n) — T1 511 n
statai) = { o . B
On the other hand, we can also represent v(Y") as
(h(1), h(x1), ..., h(xn), h(z122), h(z123), - - .,
h(zp—12pn), ... h(x1 @), ..., h(Tig2 - Tn)),

where h is a function on the monomials of degree at most ¢, which satisfies

].lf 1.111 ...man|$y1 ceexYn
ar | p0n) — 1 n 1 n
bt o) = { il . 6

Denote the inner product of v(Y') and u(z,, - --z,,) by c.
If Yr,,...,y,, are not all 1, by @), @), @) and @), we have ¢ = 0 =

h(zp, - ;). oy, ...,y are all 1, we have h(z,, ---2,,) = 1 and
t—j .
t=17
= @ 1= ( )
r
1:7‘1”"'1:7']‘"'1:?1”"'1:%"7 r=0
R R

wt(a,...,an)<t

It is clear that the row (resp. column) vectors of W; ; correspond to the vectors
in F% with Hamming weight i+ ¢ (resp. j —1). Therefore, we complete the proof.

Corollary 1. 1) For any2 <i<t+1, W;412_, =0.
2) Forany 1 <j<t+1, Wi ; =V(0p,)1,;-
3) Forany 1 <i<t+1, W;111 =V(0p,)itt+1-

Proof. NIt 2<i<t+1andj=t+2—1i, then

t—j+1 . i1 .
t+i—j3+1 21—-1 29

r=0 r=0

2) If i =1, then

t—j+1 o t—j+1 .
t — 1 t— 2 .
®<+Z J+>:®< J+>=2t]+2—1mod2:1.
r ~ r

r=0
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3)If j =t + 1, then

t‘éa“ ti—j 1) _
; — 1.

r=0

We can obtain some necessary conditions of n-variable Boolean functions with
maximum Al

Theorem 2. Let 1 <k<2" 1 1<ij<...<ip <2 1<ji<...<jr<

t—j
2n=L If there exist 0 < j <t, t +1 <i<n such that @ (Z;j) =0, and
r=0

#{X € {lev s vXjk}‘wt(X) = J} + #{Y € {Y;n .- 'VKk}‘wt(Y) = 7’} > k,
then, AI(f(il7---7’ik§j17---7jk)) <t + ].

Proof. By Theorem[l it is sufficient to show that W;, ., .5, ..j.) is not invert-
ible. By Proposition 2l and the first condition, we have that W;_; ;41 = 0. Then
the second condition implies that W, | i, .5 .. ;) has a submatrix with the
number of rows and columns greater than k whose entries are all 0. Therefore,

Wit inijrsnje) 18 DOt invertible.

Corollary 2. Let 1 <k <2" 1 1<i<...<ip <2 1<j) <...<jp <
2n=1, If there exists 0 < r < t — 1 such that

#{X e {X;,,.. ., X, Hwt(X) =r}+#{Y e {Vi,,.... Y Hwt(Y)=n—r} >k,
then, AI(f(il7---7’ik§j17---7jk)) <t + ].

In the following of this section, several classes of n-variable Boolean functions
with maximum Al are provided.

Theorem 3. Let 1 < k<21 1<i < ...<i <21 1 <n<...<jr <
27~1 . If the following conditions are both satisfied, then AL(f (i, inignege)) =
t+1.

1) There exist 1 < a1 < ... < as < n, such that ©j, o, = ... =T}, 4, =0 for
1<r<k.

2) For any X;, (1 <r < k), there exists correspondingly Y;» € {Ys,,.... Y5, },
such that y;,r o = xj, .4 for a ¢ {a1,...,as}, and

t—wt(X;,.)

B (wt(}/ir’) ;wt(Xﬁ )> - 1.

=0

Proof. If X;,,...,X;, and Y, ,...,Y;, satisfy the two conditions, then by Propo-
sition Bl Wi,/ i,7141,....5,) 18 in the form of lower triangular with all entries on
the diagonal equal to 1. Therefore W(; + . s, . ;. is invertible, which implies

that W, ipin,....je) 18 invertible, and the result holds by Theorem I
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Ezample 2. Let n=7, L, = {(1,0,0,0,0,0,0),(0,1,1,0,0,0,0),(0,0,1,1,0,0,0),
(17 1’ 17O’ 07 O’ 07 )}g 1FTI,7 Lzz{(l’ 0707 07 17 17 1)7 (07 17 17O’ 17 170)’(0707 1’ 1’ 07 17 1)7
(1,1,1,0,1,1,1,)} C Op, . Then the function

C(FuX)®1 ifXelUL
f(X)_{ F,(X) else1 :

has AI 4.

Theorem 4. Let 1 < 2k <2771 1 < i < ... <ig, < 2”*1, 1< n<...<
Jor < 277 wt(X;,) = wy, wi(Y;) = w) for 1 < r <k, and wt(X;,.) = wa,
wt(Y;,) = wh for k+1 < r < 2k. If one of the following two conditions is
satisﬁed then AI(fq, .. ’m,]h Lga)) =t 1

1) @ (wz “1) and @ (wl “2) are not both 1, and

(f(il k315 0k) ) = AI(f(ik+1 ----- i2k;jk+1v---7j2k)) =t+1

2) éjl (wizwl) and @ (“’2 “2) are not both 1, and

r=0
Al(f(ilv";ik§jk+1w~;j2k)) - Al(f(ik+1;~~~7i2k§j1w~xjk)) =t+1

Proof. Let M denote the 2k x 2k matrix W, | i,..i.. . j,.)- The first condition
implies that My g1, k) and M(xq1,.. 2k;k+1,...,2k) are both invertible, and at
least one of M, kkrt,...,2k) and Moy, 2851,...1) 18 0. Then, M is invertible,
and the result holds by Theorem [II

If the second condition is satisfied, the result can be proved in the same way.

Ezample 3. Let n =7, L1={(0,0,0,0,1,1,0),(0,0,0,0,1,0,1),(0,0,0,0,0,1,
(1,1,0,0,1,0,0),(1,1,0,0,0,1,0),(1,1,0,0,0,0,1)}, Lo={(1, (1
0,0,1,0,1),(1,1,0,0,0,1,1),(1,1,1,1,1,0,0),(1,1,1,1,0,1,0),(1,1,1,1,0,0,1)}.
Then the function

C(FuX)®1 ifXelUL
f(X)_{ F,(X) else1 :

has Al 4.

Theorem 5. Let 1 < k < n, Y;,....Y; belong to Op, and their Hamming
weight are wi, ..., Wy, respectively. If

J)EB(““ 1)—1f0r1<z<k and

2) there erist 1 < j1 < ... < jr < mn, such that the jith, ..., jpth column of
Y;

i1
the matriz | ... | are linearly independent,
Y;

1k

then, AI(fay,..ixijit1,n+1) =t + 1.

Proof. By Proposition 2, W, is invertible if the two conditions

(i1,.0s igid1 L, Jr+1)

are both satisfied, and the result holds by Theorem [I1
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Ezample 4. Let n=7, Li={(1 ,0,0,0 0,0,0),(0,1,0,0,0,0,0), (0,0,1,0,0,0,0)},
Ly={(1,0,1,0,1,1,1),(0,1,1,0,1,0,1),(1,1,1,1,0,1,0)}. Then the function

Fn )EBI if XeLi ULy
nX) else

has Al 4.

5 Nonlinearity and Resilience of Boolean Functions with
Maximum Al

At first, we give the Walsh spectra of majority functions. Note that although the
first item and the case of wt(S) = 1 in the second item in the following lemma
have been given in [9], we still give the proof for completeness.

Lemma 2. Let S € Fy.
1) If wt(S) is even, then Wg, (S) = 0.
2) If wt(S) is odd, then

(wt(S)—1)/2

(o wtS) 12 (L 2i—-1
Wr, () = (1) 2( ; ) | G——
Proof. Since Y. (=1)%% = K;(wt(S),n), we have
wt(X)=1
t
Z K;(wt(S ZKi(wt(S),n), (6)

i=t+1 =0

where K;(k,n) is the so-called Krawtchouk polynomial [15, Page 151, Part I

defined by .
: kN (n—k\ |
Ki(k,n)=Z(—1)J<.)<. .>7Z=071,...,n.

=0 J/\t—17J
Krawtchouk polynomials also have properties [15, Page 153, Part I] as follows.

Pl. K;(k,n) = (-1)*K,,_;(k,n).

P2. 3¢ Ki(k,n) = Ke(k—1,n—1).

P3. (n — k)K;(k+ 1,n) = (n — 2i)K;(k,n) — kK;(k — 1,n) for nonnegative
integers ¢ and k.

If wt(S) is even, then by (@) and P1, we have Wg, (S) = 0.

If wt(S) is odd, then by (@), P1 and P2, we have

t
Wk, (S) = =2 Ki(wt(S),n) = 2K, (wt(S) — 1,n — 1).
i=0
By the definition of Krawtchouk polynomials, we have K;(k,n —1) = 0 if k is
odd. Thus by P3, we have



Construction and Analysis of Boolean Functions 93

(wi(5)-1)/ B
— _1 wt(S)—1 2+12K _ 1
Wr, (8) = (-1) (0,0 —1) 1] Y
(wt(S)—-1)/2 .
—1 21 —1
— (—1)wt(S)+1)/29 (T )
(=1) t H n— 24

i=1

Lemma 3. Let S,T € F3.
1) If wt(S) + wt(T) = n+ 1, then Wg,(S) = (=1)!WEg, (T).

n

2) If both wit(S) and wt(T) are odd, and 0 < wt(S) < wt(T) < t+ 1, then
|WF71(S)| > |WFn (T)|’

Proof. 1) Since Krawtchouk polynomials have the following property,
Ki(k,n) = (=1)"K;(n — k,n),
we have that

W, (S) = 2K, (wt(S) — 1,n — 1)
= —2(~1)'Ki(n—1— (wt(S) — 1),n — 1)
= (- 1) Ky (wt(T) —1,n — 1) = (—1)'Wp, (T).

n

2) Tt is obvious from the second item of Lemma

Remark 2. By Lemma [3] we have

—1
Wi, (1) = W, (51)] = W (5,01 =2(" 7).

where wt(S;) = 1, wt(S,,) = n. Therefore, nl(F,) = 2"t — (*;') [9]. And

t

9 -1
max \Wr, (T)| = |Wg, (S3)] = |[WE, (Sn_2)| = Ty (n )

TeFy wt(T)#1,n t

where wt(S3) = 3, wt(S,—2) = n — 2. We note that the difference between the
maximal and the secondarily maximal absolute value of Walsh spectra is quite

great, which is
n—3 (n - 1)
2 .
n—2 t

Algebraic immunity has the following relationship with nonlinearity.
Lemma 4. [T} Let f be an n-variable Boolean function, AI(f) =k, then
nl(f)>2""1— nif <n_ 1)
B i=k—1 i)

and this bound is tight.
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Remark 3. Lemma [ together with Remark B implies that F, has the worst
nonlinearity among all n-variable Boolean functions with maximum Al.

Theorem 6. The Walsh spectra of f = f(,

..... ikijtsengn) 08 given by

k k
Wi(8) = Wr, (5) —4(3_ S X;, = ) S-V;,).
r=1 r=1

2n71 on— 1
= > (XS Xe 4 Z 1)) +8Ys
r=1
= Z (=1)Fn (X8 X0 Z X ) F1+5- X5, 4
ref{l,....27 = 1\ {j1,...,.Jk } r=1
Z (—1)Fn (Y5, +Z )P (Vi J 4148V,
re{l,....2n= 1\ {i1,..., ik}
k k
= Wi, (8) = 2D (“) PG+ X5 3 (1) P £S5 Yoy
r=1 r=1
k k
=Wk, (S) =203 (-5 % 43 (-
r=1 r=1
k k
= Wr, () =203 (25-X;, 1)+ Y (1-25-Y,,))
r=1 r=1

k k
40> 8- X;, > 8-Y;,).
r=1 r=1

From the above analysis in this section, some necessary conditions of Boolean
functions with maximum AI and these functions which also have higher nonlin-
earity than that of F;, can be obtained.

Theorem 7. Let 1 < k<271 1<i;<...<ip <2 1<ji< ... <jp <
2n=1. If one of the following conditions is satisfied, then AL(fir,sinignnge)) <

t+ 1.

1) There exists 1 <r <n, such that Tj, » + ...+ Tjo.r > Yiyr + -+ Yir.r-
2)Ifn =1 mod 4,

#{X e {X;,,..., X, Hwt(X) is odd} > #{Y € {Yi,,..., Y5, Hwt(Y) is odd};

if n =3 mod 4,

#{X e {X;,,..., X, Hwt(X) is odd} < #{Y € {Yi,,.... Y5, Hwt(Y) is odd}.
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Proof. By Theorem [@] the first condition means that [Wy, . . . (S)] >
\WF, (S)| for S = (0,...,0,1,0,...,0). Thus, we have nl(fu,,  iviji,...in)) <
N~ ~ -
r—1

nl(F,) by Remark 2. Therefore, by Remark Bl we have AI(fu, . ivijr,..i0)) <
t+ 1.

If the second condition is satisfied, then |Wf(i1=---vik?j1‘---v.jlg)
S =(1,1,...,1). In the same way, the result can be proved.

(S)| > |Wg, (S)| for

Theorem 8. Let f = fu, . ivijr,...jn) b€ an n-variable Boolean function with
Al t + 1. If one of the following conditions is satisfied, then f has the worst
nonlinearity among all n-variable Boolean functions with maximum Al
1) There exists 1 <r <n, such that Tj, » + ...+ Tjo.r = Yirr + -+ Yir.r-
2) #{Xe{X,,, ..., Xj, Hwt(X) is odd} =#{Ye{Y;,,.... Y, Hwt(Y) is odd}.

Proof. By Theorem [6, the first condition means that Wy, . .. (5)
W, (S)| for S = (0,...,0,1,0,...,0). Thus, we have nl(fu, . ipiji,....jx))
AV
r—1

nl(F,) by Remark B . Therefore, by Remark [B] we have nl(f
nl(F,), and the result is proved.

If the second condition is satisfied, then Wy, . . . (S)| = |Wg,(5)| for
S=(1,1,...,1). In the same way, the result can be proved.

IA

ilw";ik§j1;~~~7jk)) =

Corollary 3. For any 1 < i,j < 2" 1 if AI(fu;)) = t+ 1 then fq) has the
worst nonlinearity among all n-variable Boolean functions with mazimum AL

Proof. From Theorem[] it is sufficient to consider the case of i = 2", = 1, i.e.
X =1(0,0,...,0),Y =(1,1,...,1). In this case, from the first item of Corollary
@ we have AI(f(;;)) <t+1 which contradicts the assumption.

Theorem 9. If1 <k < 4(’;__32) ("Zl), then nl(fi,,.. . ixijr,....jr)) 18 given by
"1 k k
ne1 — . . o ‘ EEY _
2 ( ; ) +2mln{1rgnslgn(;ﬂyzr,s 21%’5)7( AN = No),

Ny = #{Y € {V,,....Y; Ywt(Y) is odd },
Ny = #{X € {X;,,..., X, Y wt(X) is odd }.

Proof. Denote f(;, y by f. From Theorem [@l we have,

yeeesBh 3150 Tk

(W, (9)] = 4k < [W;(9)| < [WE, (5)] + 4k.

Let S,T € F4, and wt(S) = Lorn, wt(T) ¢ {1,n}. U1 <k < 4&132
by Remark 2

) ("Zl) , then

(Wi (S)] = W, (9)] = 4k = W, (T)| + 4k = [W(T)].
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Therefore, we have maxrepy Wy (T)| = max,(sy—=1,,|Wy(9)|-

Case 1. wt(S) =1 and S = (0,...,0,1,0,...,0). By Theorem [f] we have
N~ ~ 4

s—1

wisi=2("] )—42% Zaw

Case 2. wt(S) = n. By Theorem [6] we have

n—1
Wi =2(" 1) - a1 - v
Hence the result holds from nl(f) =271 — émaXSEFg|Wf(S)|.

Now, we modify Construction 1 to construct n-variable Boolean functions
with maximum Al and possibly having higher nonlinearity.

Construction 2. Stepl: Select randomly an integer 1 < k < 2"~2 and k integers
1<4 <. < ir < 2771, which satisfy
i) 1r<m£1 Z Yi,..s 15 as large as possible;

ii) if n = 1 mod 4, #{Y € {Yi,....Y; Hwt(Y) is odd } is as large as
possible; if n = 3 mod 4, #{Y € {Vi,,...,Y; Hwt(Y) is even } is as large as
possible.

Step2: Find out k integers 1 < j; < ... < ji < 2" 1, which satisfies

i) the jith, ..., jkth column vectors of W(;, . ;) are linearly independent;

k
i) a = rmn (Z Yins — 2. Zj,s) is as large as possible;
Ss<np= =1
iii) ifn =1 mod 4,
b=#{Ye{Y,,....Y;, Hwt(Y) is odd }—#{X e{X,,,..., Xj, Hwt(X) is odd }
is as large as possible; if n = 3 mod 4,

c=#{Xe{X;,..., X, Hwt(X) is odd }—#{Y e{Y;,,..., Vi Hwt(Y) is odd }

is as large as possible.
Then, the Boolean function f;, .
has possibly a higher nonlinearity.

defined by () has AT ¢t + 1 and

k315w Tk)

Remark 4. From Theorem [0 the function obtained by Construction 2 will has

a higher nonlinearity than that of F,, if 1 < k < ( 2) (";1) anda>0,0>0

(f n=1mod 4) or ¢ >0 (1f n = 3 mod 4), and it possibly has a nonlinearity
equal to that of F, if k > 4(n 2)
Further, the following theorem provides a class of n-variable Boolean functions
with maximum AI which also have higher nonlinearity than that of F,.
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Theorem 10. Let n = 3 mod 4, 1 < k < min{n,4"_3 (";1)}, Yi,.., Y

(n—2) k
belong to O, and their Hamming weights are wy, ..., wy, respectively. If
t—1
1)@ (" )=1,i=1,...,k; and
r=0
2) wi,...,wx are not all odd; and
3) there exist 1 < j1 < ... < jr < n, such that the jith, ..., jxth columns of
Y;
the matriz | ... | are linearly independent; and
Y,

ik
4) forany s & {j1, ...k}, Yir,s+ - -+ Yip,s > 1; and for any s € {j1,...,Jx},
Yiq,s + ...+ Yiy,s > 2.
then, AI(f(il,...,ik;lerl,...,ijrl)):t+1 cmd nl(f(il,...,ik;j1+1,...,jk+1)) Z nl(Fn)—FQ

Ezample 5. The Boolean function defined in Example @ has AI 4. And nl(f) =
nl(F,) + 2.

Finally, we obtain the following sufficient and necessary condition of Boolean
functions with maximum AI which are also resilient functions.

Theorem 11. Let f=fu, . iijr,...jn) b€ an n-variable Boolean function. Then,
f is 1-resilient function if and only if

k k
D
Yir,s grs T g " )
r=1 r=1
fors=1,...,n.

Corollary 4. Let f = f,.....ipij1,....j») be an n-variable Boolean function. Then,
f is I1-resilient function and has AIt+ 1 if and only if

b b 1/n—1
;yir,s _;x]’r,s = 2( ¢ >7

Jors=1,....n, and W, i .i....50) 15 invertible.

6 Conclusion

Possessing a high algebraic immunity is a necessary condition for Boolean func-
tions used in stream ciphers against algebraic attacks. In this paper, some classes
of (2t + 1)-variable Boolean functions with maximum Al are obtained. Further,
some necessary conditions of this kind of functions which also have higher non-
linearity are presented and thus a modified construction method is proposed to
obtain such functions. Finally, a sufficient and necessary condition of (2t + 1)-
variable Boolean functions with maximum AI which are also 1-resilient is pre-
sented. However, it is still open that what is the highest nonlinearity of Boolean
functions with maximum AI and how to construct Boolean functions which have
maximum Al and the highest nonlinearity.
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Abstract. There have been active discussions on how to derive a con-
sistent cryptographic key from noisy data such as biometric templates,
with the help of some extra information called a sketch. It is desirable
that the sketch reveals little information about the biometric templates
even in the worst case (i.e., the entropy loss should be low). The main
difficulty is that many biometric templates are represented as points in
continuous domains with unknown distributions, whereas known results
either work only in discrete domains, or lack rigorous analysis on the
entropy loss. A general approach to handle points in continuous domains
is to quantize (discretize) the points and apply a known sketch scheme in
the discrete domain. However, it can be difficult to analyze the entropy
loss due to quantization and to find the “optimal” quantizer. In this
paper, instead of trying to solve these problems directly, we propose to
examine the relative entropy loss of any given scheme, which bounds the
number of additional bits we could have extracted if we used the optimal
parameters. We give a general scheme and show that the relative entropy
loss due to suboptimal discretization is at most (nlog 3), where n is the
number of points, and the bound is tight. We further illustrate how our
scheme can be applied to real biometric data by giving a concrete scheme
for face biometrics.

Keywords: Secure sketch, biometric template, continuous domain.

1 Introduction

The main challenge in using biometric data in cryptography is that they cannot
be reproduced exactly. Some noise will be inevitably introduced into biometric
samples during acquisition and processing. There have been active discussions
on how to extract a reliable cryptographic key from such noisy data. Some
recent techniques attempt to correct the noise in the data by using some public
information P derived from the original biometric template X. These techniques
include fuzzy commitment [12], fuzzy vault [II], helper data [19], and secure
sketch [7]. In this paper, we follow Dodis et al. [7] and call such public information
P a sketch.

X. Lai and K. Chen (Eds.): ASTACRYPT 2006, LNCS 4284, pp. 99-[IT3] 2006.
© International Association for Cryptologic Research 2006
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Typically, there are two main components in a secure sketch scheme. The first is
the sketch generation algorithm, which we will refer to as the encoder. It takes the
original biometric template X as the input, and outputs a sketch P. The second al-
gorithm is the biometric template reconstruction algorithm, or the decoder, which
takes another biometric template Y and the sketch P as the input and outputs X’.
If Y and X are sufficiently similar according to some similarity measure, we will
have X = X’. An important requirement for such a scheme is that the sketch P
should not reveal too much information about the biometric template X. Dodis
et al. [7] gives a notion of entropy loss, which (informally speaking) measures the
advantage that P gives to any adversary in guessing X, when X is discrete in na-
ture (Section Bl provides the details). It is worth to note that the entropy loss is a
worst case bound for all distributions of X.

There are several difficulties in applying many known secure sketch tech-
niques to known types of biometric templates directly. Firstly, many biometric
templates are represented by sequences of n points in a continuous domain (say,
R), or equivalently, points in an n-dimensional space (say, R™). In this case,
since the entropy of the original data can be very large, and the length of the
extracted key is typically quite limited, the “entropy loss” as defined in [7] can
be very high for any possible scheme. For example, X is often a discrete approx-
imation of some points in a continuous domain (e.g., decimal fractions obtained
by rounding real numbers). As the precision of X gets higher, both the entropy
of X and the entropy loss from P become larger, but the extracted key can
become stronger. Hence, this notion of entropy loss alone is insufficient, and the
seemingly high entropy loss for this type of biometric data would be misleading.
We will discuss this issue in detail in Section ] and give a complimentary defini-
tion of relative entropy loss for noisy data in the continuous domain. Informally
speaking, the relative entropy loss of a sketch measures the imperfectness of the
rounding, which is the maximum amount of additional entropy we can obtain
by the “optimal” rounding. At the same time, the entropy loss from P serves as
a measure of the security of the sketch in the discrete domain.

Secondly, even if the biometric templates are represented in discrete form,
there are practical problems when the entropy of the original template is high.
For example, the iris pattern of an eye can be represented by a 2048 bit binary
string called iris code, and up to 20% of the bits could be changed under noise
[9]. The fuzzy commitment scheme based on binary error-correcting codes [12]
seems to be applicable at the first glance. However, it would be impractical to
apply a binary error-correcting code on such a long string with such a large
error-correcting capability. A two-level error-correcting technique is proposed in
[9], which essentially changes the similarity measure. As a result, the space is no
longer a metric space.

Thirdly, the similarity measures for many known biometric templates can
be quite different from those considered in many theoretical works (such as
Hamming distance, set difference and edit distance in [7]). This can happen as
a result of technical considerations (e.g., in the case of iris codes). However,
in many cases this is due to the nature of biometric templates. For instance,
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a fingerprint template usually consists of a set of minutiae (feature points in
2-D space), and two templates are considered as similar if more than a certain
number of minutiae in one template are near distinct minutiae in the other. In
this case, the similarity measure has to consider both Euclidean distance and set
difference at the same time.

The secure sketch for point sets [B] is perhaps the first rigorous approach to
similarity measures that do not define a metric space. A generic scheme is pro-
posed in [5] for point sets in bounded discrete d-dimensional space for any d,
where the underlying similarity measure is motivated by the similarity measure
of fingerprint templates. While such a scheme is potentially applicable to fin-
gerprints represented as minutiae, other types of biometrics are different both
in representations and similarity measures, thus require different considerations
and different schemes.

In this paper, we study how to design secure sketch for biometric templates,
where the worst case bound can be proved. We observe that many biometric
templates can be represented in a general form: The original X can be considered
as a list of n points, where each point x of X is in a bounded continuous domain.
Under noise, each point can be perturbed by a distance less than §, and on top
of that, at most ¢ points can be replaced. Similar to [5], we will refer to the
first noise as the white noise, and the second replacement noise. We note that
this similarity measure can be applied to handwritten online signatures [8], iris
patterns [9], voice features [15], and face biometrics [I7]. This formulation is
different from that in [5] in two ways: (1) The points are in a continuous domain,
and (2) the points are always ordered.

To handle points in continuous domain, a general two step approach is to
(1) quantize (i.e., discretize) the points in X to a discrete domain with a scalar
quantizer Qy, where A is the step size, and (2) apply secure sketch techniques on
the quantized points X = 9, (X) in the quantized domain, which is discrete. For
example, if points in X are real numbers between 0 and 1, assume that we have
a scalar quantizer Q) with step size A = 0.01, such that Q,(x) = Z if and only
if Z\ <z < (Z + 1)), then every point in X would be mapped to an integer in
[0,99]. After that, we can apply a secure sketch for discrete points in the domain
[0,99]™ to achieve error-tolerance.

However, there are two difficulties when this approach is applied. Firstly, if we
follow the notion of secure sketch and entropy loss as in [7], the quantization error
X — X in the first step has to be kept in the sketch, since exact reconstruction of
X is required by definition. However, it can be difficult to give an upper bound on
the entropy loss from the quantization errors. Even if we can, it can be very large.

Furthermore, as the quantization step A becomes very small, the bound on the
entropy loss in the quantized domain during the second step can be very high. For
instance, for x € [0,1) and § = 0.01, when A = 0.01, the entropy loss in Step
(2) will be log 3, and the bound is tight. When A = 0.001, the entropy loss will
be log 21. However, the big difference in entropy loss in the quantized domain can
be misleading. We will revisit this example in Section Bl and will show that the
second case actually results in a stronger key if X is uniformly distributed.
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To address the above problems, we consider the following strategy. Instead of
trying to answer the question of how much entropy is lost during quantization,
we study how different quantizers affect the strength of the key that we can
finally extract from the noisy data. In particular, given a secure sketch scheme
in the discrete domain and a quantizer Q; with step size A, we consider any
quantizer Qs with step size Ao. Assuming that m; and mo are the strengths of
the keys under these two quantizers respectively, we found that it is possible to
give an upper bound on the difference between m, and ms, for any distribution
of X, and any choices of Ay (hence Qs) within a certain range. This bound can
be expressed as a function of A;. In other words, although we do not know what
is the exact entropy loss due to the quantizer Q1, we do know that at most how
far away Qi can be from the “optimal” one. Based on this, we give a notion
of relative entropy loss for data in continuous domain. Furthermore, we show
that if X is uniformly distributed, the relative entropy loss can be bounded by
a constant for any choice of A;.

To illustrate how our general approach can be applied to practical biometric
templates, we give a scheme based on the authentication scheme for face biomet-
rics in [I7]. We will also discuss some practical issues in designing secure sketch
schemes for biometric templates.

We note that our proposed schemes and analysis can be applied for two parties
to extract secret keys given correlated random variables (e.g., [14]), where the
random variables take values in a continuous domain (e.g. R). The entropy loss
in the quantized domain measures how much information can be leaked to an
eavesdropper, while the relative entropy loss measures how many additional bits
that we might be able to extract.

We will give a review of related works in Section 21 followed by some pre-
liminary formal definitions in Section [Bl Our definition of secure sketch and its
security will be presented in Section @l We give a general similarity measure and
our proposed schemes in Section [ together with a security analysis and some
discussions on choosing the parameters. A concrete secure sketch scheme for face
biometrics will be given in [6l

2 Related Works

It is not surprising that the construction of the sketch largely depends on the
representation of the biometric templates and the underlying distance function
that measures the similarity. Most of the known techniques assume that the
noisy data under consideration are represented as points in some metric space.
The fuzzy commitment scheme [12], which is based on binary error-correcting
codes, considers binary strings where the similarity is measured by Hamming
distance. The fuzzy vault scheme [I1] considers sets of elements in a finite field
with set difference as the distance function, and corrects errors by polynomial
interpolation. Dodis et al. [7] further gives the notion of fuzzy extractors, where a
“strong extractor” (such as pair-wise independent hash functions) is applied after
the original X is reconstructed to obtain an almost uniform key. Constructions
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and rigorous analysis of secure sketch are given in [7] for three metrics: Hamming
distance, set difference and edit distance. Secure sketch schemes for point sets in
[5] are motivated by the typical similarity measure used for fingerprints, where
each template consists of a set of points in 2-D space, and the similarity measure
does not define a metric space.

On the other hand, there have been a number of works on how to extract
consistent keys from real biometric templates, which have quite different rep-
resentations and similarity measures from the above theoretical works. Such
biometric templates include handwritten online signatures [8], fingerprints [20],
iris patterns [9], voice features [I5], and face biometrics [I7]. These works, how-
ever, do not have sufficiently rigorous treatment of the security, compared to
well-established cryptographic techniques. Some of the works give analysis on
the entropy of the biometrics, and approximated amount of efforts required by
a brute-force attacker.

Boyen [2] shows that a sketch scheme that is provably secure may be insecure
when multiple sketches of the same biometric data are obtained. Boyen et al.
further study the security of secure sketch schemes under more general attacker
models in [I], and techniques to achieve mutual authentication are proposed.

Linnartz and Tuyls [I3] consider a similar problem for biometric authentica-
tion applications. They consider zero mean i.i.d. jointly Gaussian random vectors
as biometric templates, and use mutual information as the measure of security
against dishonest verifiers. Tuyls and Goseling [T9] consider a similar notion of
security, and develop some general results when the distribution of the original
is known and the verifier can be trusted. Some practical results along this line
also appear in [18].

3 Preliminaries

3.1 Entropy and Entropy Loss in Discrete Domain

In the case where X is discrete, we follow the definitions by Dodis et al. [7]. They
consider a variant of the average min-entropy of X given P, which is essentially
the minimum strength of the key that can be consistently extracted from X
when P is made public.

In particular, the min-entropy H.(A) of a discrete random variable A is
defined as Hoo(A) = — log(max, Pr[A = a]). For two discrete random variables
A and B, the average min-entropy of A given B is defined as fIOO(A | B) =
—log(Ep p[2 7 He(AIB=1)]),

For discrete X, the entropy loss of the sketch P is defined as £ = Hoo(X) —
H.(X|P). This definition is useful in the analysis, since for any /-bit string B,
we have Hoo (A | B) > Hoo(A) — £. For any secure sketch scheme for discrete X,
let R be the randomness invested in constructing the sketch, it is not difficult to
show that when R can be computed from X and P, we have

L=Hy(X)—Hy(X | P) <|P|—Huy(R). (1)
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In other words, the entropy loss can be bounded from above by the difference
between the size of P and the amount of randomness we invested in computing
P. This allows us to conveniently find an upper bound of £ for any distribution
of X, since it is independent of X.

3.2 Secure Sketch in Discrete Domain

Our definitions of secure sketch and entropy loss in the discrete domain follow
that in [7]. Let M be a finite set of points with a similarity relation S C M x M.
When (X,Y) € S, we say the Y is similar to X, or the pair (X,Y") is similar.

Definition 1. A sketch scheme in discrete domain is a tuple (M, S, Enc, Dec),
where Enc : M — {0,1}* is an encoder and Dec : M x {0,1}* — M is a decoder
such that for all X, Y € M, Dec(Y,Enc(X)) = X if (X,Y) € S. The string
P = Enc(X) is the sketch, and is to be made public. We say that the scheme is
L-secure if for all random variables X over M, the entropy loss of the sketch P
is at most L. That is, Heo (X) — Hoo(X | Enc(X)) < L.

We call Hoo (X | P) the left-over entropy, which in essence measures the “strength”
of the key that can be extracted from X given that P is made public. Note that
in most cases, the ultimate goal is to maximize the left-over entropy for some par-
ticular distribution of X. However, in the discrete case, the min-entropy of X is
fixed but can be difficult to analyze. Hence, entropy loss becomes an equivalent
measure which is easier to quantify.

4 Secure Sketch in Continuous Domain

In this section we propose a general approach to handle noisy data in a contin-
uous domain. We consider points in a universe I/, which is a set that may be
uncountable. Let S be a similarity relation on U, i.e., S C U x U. Let M be a
set of finite points, and let Q : Y — M be a function that maps points in U to
points in M. We will refer to such a function Q as a quantizer.

Definition 2. A quantization-based sketch scheme is a tuple (U,S,Q,M,Enc,Dec),
where Enc : M — {0, 1}* is an encoder and Dec : M x {0,1}* — M is an decoder
such that for all XY € U, Dec(Q(Y),Enc(Q(X))) = Q(X) if (X,Y) € 8. The
string P = Enc(Q(X)) is the sketch. We say that the scheme is L-secure in the
quantized domain if for all random variable X over U, the entropy loss of P is at
most L, i.e., Hoo (Q(X)) — Hoo (Q(X) | Enc(Q(X))) < L.

In other words, a quantization is applied to transform the points in the con-
tinuous domain to a discrete domain, and a sketch scheme for discrete domain
is applied to obtain the sketch P. During reconstruction, we require the exact
reconstruction of the quantization Q(X) instead of the original X in the contin-
uous domain. When required, a strong extractor can be further applied to Q(X)
to extract a key (as the fuzzy extractor in [7]). That is, we treat Q(X) as the
“discrete original”. Similarly, we call Hoo(Q(X) | P) the left-over entropy.
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When Q is fixed, we can use the entropy loss on Q(X) to analyze the security
of the scheme, and bound the entropy loss of P. However, using this entropy loss
alone may be misleading, since there are many ways to quantize X, and different
quantizer would make a difference in both the min-entropy of Q(X) and the
entropy loss. Since our ultimate goal is to maximize the left-over entropy (i.e.,
the average min-entropy Hoo (Q(X) | P)), the entropy loss alone is not sufficient
to compare different quantization strategies.

To illustrate the subtleties, we consider the following example. Let x be a point
uniformly distributed in the interval [0, 1), and under noise, it can be shifted but
still within the range [x — 0.01, 2+ 0.01). We can use a scalar quantizer Q; with
step size 0.01, such that all points in the interval [0, 1) are mapped to integers
[0,99]. In this case, the min-entropy Heo (Q1(z)) = log 100. As we can see later,
there is an easy way to construct a secure sketch for such Q;(x) with entropy
loss of log 3. Hence, the left-over entropy is log(100/3) ~ 5.06. Now we consider
another scalar quantizer Q2 with step size 0.001, such that the range of Qs(x) is
[0,999]. A similar scheme on Qs () would give entropy loss of log 21, which seems
much larger than the previous log 3. However, the min-entropy of Qs (x) is also
increased to log 1000, and the left-over entropy would be log(1000/21) ~ 5.57,
which is slightly higher than the case where Q; is used.

Intuitively, for a given class of methods of handling noisy data in the quantized
domain, it is important to examine how different precisions of the quantization
process affect the strength of the extracted key. For this purpose, we propose
to consider not just one, but a family of quantizers Q, where each quantizer Q
drawn from Q defines a mapping from U to a finite set Mg. Let M be the set
of such Mg for all Q@ € Q. We also define a family of encoders E and decoders
D, such that for each Q and Mg, there exist uniquely defined Encg € E and
Decg € D that can handle Q(X) in Mg.

Definition 3. A quantization-based sketch family is a tuple (U,S,Q, M, E, D),
such that for each quantizer Q € Q, there exist M € M, Enc € E and Dec € D,
and (U,S, Q, M,Enc,Dec) is a quantization-based sketch scheme. We say that
such a scheme is a member of the family, and is identified by Q.

Definition 4. A quantization-based sketch family (U,S,Q,M,E,D) is (L,R)-
secure for functions LR : Q — R if for any member identified by Q1 (with
encoder Ency ) it holds that

1. This member is L(Q1)-secure in the quantized domain; and
2. For any random variable X, and any member identified by Qo (with encoder
Ency), we have

Hoo(Q2(X) | Enca(Qs(X))) — Hoo(Q1(X) | Enci(Q1(X))) < R(Q).

In other words, to measure the security of the family of schemes, we examine two
aspects of the family. Firstly, we consider the entropy loss in the quantized do-
main for each member of the family. This is represented by the function L, which
serves as a measure of security when the quantizer is fixed. Secondly, given any
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quantizer in the family, we consider the question: If we use another quantizer, how
many more bits can be extracted? We call this the relative entropy loss, which is
represented by the function R.

We observe that for some sketch families, the relative entropy loss for any given
member can be conveniently bounded by the size of of the sketch generated by
that member. We say that such sketch families are well-formed. More precisely,
we have

Definition 5. A quantization-based sketch family (U,S,Q,M,E D) is well-formed
if for any two members (U,S,Q1,M1,Ency,Decy) and (U, S, Qa2, Mo, Enca, Decs), it
holds for any random variable X that

Hoo (Qu(X) | (P1, P2)) = Hoo (Qa(X) | (P1, P2)) 2)
where P, = Ency(Q1(X)) and P; = Ence(Q2(X)).

Theorem 1. For any well-formed quantization-based sketch family, given any
two members (U, S, Q1, M1,Ency,Decy) and (U, S, Q2, Ma, Ency, Deca), it holds
for any random variable X that

Hoo(Q:(X) | P) — Hoo(Q1(X) | P1) < [P
where P, = Ency(Q1(X)) and Py = Ence(Q2(X)).

Proof: First, it is not difficult to show that for any random variables A, B and
C, we have

Ho (A|B) - 0] < Hu(A | (B,C)) < Hu(A | B). ®3)

Let X; = 91(X) and X, = Q2(X). Since the sketch family is well-formed,
H,, ()A(l | <P17P2>> = H. ()A(z \ <P17P2>)~ (4)
Substituting B by P;, C by P3, and A by X and X, respectively in (), we have
Ho (R2| P2) = |P1| < Hoe (X2 | (P1,P2))

=H. ()?1 \ <P17P2>) <H, ()?1 |P1)~ )

5 A General Scheme for Biometric Templates

We observe that many biometric templates can be represented as a sequence of
points in some bounded continuous domain. There are two types of noise that
can occur. The first noise, white noise, perturbs each points by a small distance,
and the second noise, replacement noise, replaces some points by different points.
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Without loss of generality, we assume that each biometric template X can be
written as a sequence X = (x1,22, -+, %), where each z; € R and 0 < z; < 1.
In other words, X € U = [0,1)™. For each pair of biometric templates X and
Y, we say that (X,Y) € 8 if there exists a subset C' of {1,---,n}, such that
|C| > n —t for some threshold ¢, and for every ¢ € C, it holds that |z; — y;| < 9,
for some threshold §.

Similar to the two-part approach in [5], we construct the sketch in two parts.
The first part, the white noise sketch, handles the white noise in the noisy data,
and the second part, the replacement noise sketch, corrects the replacement noise.
We will concentrate on the white noise sketch in this paper, and the replacement
noise sketch can be implemented using a known secure sketch scheme for set
difference (e.g., that in [7/3]).

5.1 Proposed Quantization-Based Sketch Family

Each member of the family is parameterized by a A such that A € R and 0 <
A<6.

Quantizer Q). Each quantizer Q) in Q is a scalar quantizer with step size
A € R. For each x € U, Qx(z) = T if and only if AT < & < AT + 1), and
the quantization of X is defined as X = Q\(X) £ (Qx(z1), - -- , Ox(xn)). The
corresponding quantized domain is thus My = [0, [;]]". The encoders and the
decoders work only on the quantized domain. The white noise appeared in the
quantized domain is of level dy = [§/A]. In other words, under white noise, a
point 7 in the quantized domain can be shifted by a distance of at most gA. Let
us denote Ay £ 26y + 1.

Codebook Cy. Furthermore, for each quantized domain M) we consider a code-
book Cy, where every codeword ¢ € C, has the form ¢ = kA, for some
non-negative integer k. We use Cy(-) to denote the function such that given

a quantized point Z, it returns a value ¢ = C)(Z) such that |z —¢| < 5x. That is,
the functions finds the unique codeword c that is nearest to Z in the codebook.

Encoder Ency. Given a quantized Xe My, the encoder Ency does the following.
1. For each 7; € )/(:, compute ¢; = CA(Z);
2. Output P = Ency(X) = (d1, - ,dn), where d; = &; — ¢; for 1 < i < n.

In other words, for every Z;, the encoder outputs the distance of Z; from its
nearest codeword in the codebook C.

Decoder Decy. For a corrupted template Y, it is first quantized by Y = a\(Y).
Given P = (dy, -+ ,d,) and Y = (g1, ,¥,), and the decoder Decy does the
following.

1. For each y; € 37', compute ¢; = Ca(yi — d;);

2. Output X = Dec)(Y) = (c1 +d1, -+ ,cn + dy).
In other words, the decoder shifts every ; by d;, maps it to the nearest codeword
in Cy, and shifts it back by the same distance.
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5.2 Security Analysis

For each member of the sketch family with parameter A, the difference d; be-
tween T; and p; ranges from —d, to dy. Intuitively, log Ay bits are sufficient
and necessary to describe the white noise in the quantized domain (recall that
Ay=20,+1= 2[35\] + 1). Hence, we have

Lemma 2. The quantization-based sketch scheme (U,S,Qx,My,Ency,Decy) is
(nlogA)y)-secure in the quantized domain.

Proof: Note that the size of each d; generated in the second step of the encoder
is log Ay. Hence the total size of the sketch is nlog Ay. Therefore, the entropy
loss of the sketch P is at most nlog Ay by Equation ().

It is not difficult to see that the above bound is tight. For example, when each
7 is uniformly distributed in the quantized domain, the min-entropy of each =
after quantization would be log[}], and the average min-entropy of Z given P
would be at most log |Cy| = log[ 5 | — log Ay.

Now we consider the relative entropy loss. First of all, we observe that the
proposed sketch family is well-formed according to Definition [El

Lemma 3. The quantization-based sketch family defined in Section [5] is well-
formed.

Proof: We consider any two members in the sketch family. The first is identified
by Q,, with step size A1, and the second is identified by Q,, with step size As.

For any point = € X, let 1 = Q,, (z). Recall that during encoding, a code-
word is computed as ¢; = Cy, (Z1), and the difference di = 1 — ¢; is put into
the sketch. Similarly, let Zo = Qx, (), ca = Ca,(T2) and do = Ta — ca.

Since A\; < § and Ay < 4, it is easy to see that if di,ds and 7y is known, we
can compute To deterministically. Similarly, given dy, ds and Z2, Z1 can also be
determined. Thus, we have

Ho (21 | (dy,d2)) = Hoo ((F1,T2) | (d1,da)) = Hoo (T2 | (d1,d2)).  (6)

The same arguments can be applied to all the points in X. Hence, let P, =
Ency, (X) and P, = Ency,(X), we have

Hoo (R0 [(PP)) = B ((X0,%2) | (P, P2)) = e (R2 [ (P P)) . (T)
That is, the proposed sketch family is well-formed.

By combining Theorem [I] and Lemma Bl and considering that for the member
of the sketch family identified by Q,, with step size A1, the size of the sketch
|P1| =n(log Ay, ), we have the following lemma.

Lemma 4. For the quantization-based sketch family defined in Section[5 1, given
any member identified by Qx, with step size A1 and encoder Ency, it holds that, for
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every random variable X € U and any member identified by Qx, with step size o
and encoder Ency,, we have

Hoo (@, (X) | Encay (Qaa (X)) = Hoo(Qx, (X)) | Ency, (Qx, (X)) < n(log Ay,).
In other words, the relative entropy loss is at most n(log Ay,) for Qy,.

Not only the above is a worst case bound, we can show that the worst case can
indeed happen.

Lemma 5. The relative entropy loss in Lemmal[j] is tight for sufficiently small §.

A

Proof: For any given A, we find a Ay such that it is possible to find Ay, =
(2[0/A1]+1) points W = {wo, - -+ ,wa, 1} such that Qy, (w;)—Cx, (Qx, (w1)) =
i—[6/A1], and Cy,(w;) = ¢; for some codeword ¢; € Cy,. In other words, we
want to find points such that each of them would generate a different d; in the
final sketch with Qj,, but would generate exactly the same number (i.e., 0) in
the sketch when Q), is used. Note that when ¢ is sufficiently small, there would
be sufficiently many codewords in Cy,, and it is always possible to find such Ao
(e.g., )\2 = /\1/2)

When each z € X is uniformly distributed over W, we can see that the sketch
from the scheme identified by Qx, would reveal all information about X, but in
the case of Q,,, the left-over entropy would be exactly log Ay, .

Therefore, combining lemmas 2l @ and [l we have

Theorem 6. The quantization-based sketch family defined in Section[d1lis (L,R)-
secure where for each member in the family identified by Q. with step size \, where
L(Q)) = R(Qx) = nlog Ay. Furthermore, the bounds are tight.

For example, if A = §, we would have L(Q,) = R(Q,\) = n(log3). Note that
although decreasing A might give a larger left-over entropy, this is not guaranteed.
In fact, if we use a X' < A, by applying the above theorem on Q,/, we can see
that it may result in a smaller left-over entropy than using Qy (e.g., consider
the example in the proof of Lemma [).

5.3 A Special Case

We further study a special case when each point x € X is independently and
uniformly distributed over [0,1). We further assume that 1/§ is an integer, and
the family of schemes only consists of members with step size A such that 1/ is
an integer that is a multiple of Ay. This additional assumption is only for the
convenience of the analysis, and would not make too much difference in practice.

In this case, the entropy loss in the quantized domain for the member identified
by Q, with step size A would be exactly n(log Ay), which shows that Lemma
is tight. Moreover, it is interesting that the relative entropy loss in this case can
be bounded by a constant.
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Corollary 7. When each x € X is independently and uniformly distributed, the
quantization-based sketch family defined in Section [51 is (L, R)-secure where
for each member in the family identified by Qx with step size \, where L(Qy) =
n(log Ay), and R(Qy) = nlog(1 + ;) < nlog(3/2).

Proof: The claim L(Q,) = n(logAy) follows directly from Lemma [ so we
only focus on R. Consider two members of the family identified by Q,, and
Q,, respectively. Without loss of generality, we assume A1 > Ao. Consider any
x € X, let T = Qy, (x), c1 = Cy, (Z1). Similarly we define To = Q),(z) and ¢o =
Cx, (Z2). Hence, the min-entropy in the quantized domain would be log(1/A;)
and log(1/A2) respectively.

Clearly, ¢; and ¢y are also uniformly distributed over Cy, and Cy, respectively,
and do not depend on d; and dy. Hence, the left-over entropy for these two
members would be log(|Cy,|) = log /\1}#26 and log(|Cy,|) = log )\zi% respectively.
Furthermore, recall that 0 < Ay < A1 < 9, and the difference between these two
quantities can be bounded as

A1+ 26 A1

1 3
< log(1 <log °
Ny 125 los(l+ ,0) <log

log(|Cx,[) — log(|Cx, |) = log 05 9

Therefore, the relative entropy loss is bounded by nlog(3/2) as claimed.

5.4 Remarks

Choosing the step size \. We can view the step size A as a measure of the precision
of X. Since the white noise in the continuous domain is fixed at §, when A becomes
smaller, the corresponding white noise in the quantized domain would increase,
and vice versa. That is intuitively why it is not possible to obtain much more left-
over entropy by simply having X represented in a higher precision. In fact, it is
not difficult to show that there are certain distributions of X such that a smaller
step size would reveal more information. Furthermore, the scheme can be more
efficient if we use a relatively larger step size, since we would need fewer bits to
represent both X and the white noise in the quantized domain. If we use the same
quantizer for both encoding and decoding, the simplest form of white noise in the
quantized domain can be achieved when A = ¢, where a quantized Z can be either
left unchanged, or shifted by 1. In this case, from Theorem[G we can get at most
nlog 3 additional bits if we choose other A" < §. If X is uniformly distributed, the
increment is at most nlog(3/2) by Corollary [

When A > §, the form of white noise in the quantized domain would remain
unchanged, but we may lose too much information about X due to the large
quantization step, which may result in a much lower left-over entropy. There-
fore, it is not desirable to have a step size larger than ¢ in general. If different
quantizers are used during encoding and decoding, with large step size (e.g., 20),
it is possible to reduce the white noise in the quantized domain to a special 0-1
noise, under which an Z is either left unchanged or shifted to Z + 1, as observed
in [4]. Nevertheless, this strategy may give lower left-over entropy.
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Handling replacement noise. After the white noise has been corrected, an exist-
ing scheme for set difference can be applied in the quantized domain to correct
the replacement noise. There are known schemes that can achieve entropy loss
of O(tlog[ }]) with small leading constant, such as those in [7J3]. Although the
replacement noise is not considered for the face biometrics that we study in
Section [@] it may need to be addressed for other biometric templates (e.g., iris
patterns [9]).

Extension to higher dimensions. It is straightforward to extend our scheme to
higher dimensions, where each z € X is a point in some d-dimensional space. For
example, we can apply a scalar quantizer on each coordinate of every point, and
let the distance of two points in d-dimensional space be measured by max-norm
(i.e., the maximum distance in all dimensions). The entropy loss of the resulting
scheme would be d times that in the current construction for 1-D points. If there
is no replacement noise, we could also expand the n points in d-dimensional
space into nd points in 1-D and apply the proposed scheme.

The choice of the sketch family. It is important to note that even if a quantization-
based sketch family is well-formed, it does not guarantee the existence of a “good”
quantizer in that family. Nevertheless, it does allow us to evaluate any given mem-
ber in the family with respect to the “optimal” member in the family. We consider
it a challenging open problem to find a general algorithm to find the optimal quan-
tizer among all possible quantizers, given certain practical constraints (e.g., the
smallest possible quantization step and the distribution of X).

6 A Concrete Construction for Face Biometrics

Face images, especially those taken from a controlled environment, can be used
as the basis of identity verification, Here we follow the techniques employed in
[I7] and make use of the singular value decomposition (SVD) of the face images
for verification, which is a well-known strategy in the face recognition literature
(such as [10I6]). Given a face image A of size M x N, we can always find matrices
U, ¥ and V such that A = UXVT where X is an M x N matrix with min(M, N)
non-zero elements ordered according to their significance. As noted in [17], some
(say, n) most significant coefficients of X contain significant identity information
of the individual. Typically n is chosen such that the sum of these n coefficients
is more than, say, 98% of the sum of all the coefficients.

In [I7], the biometric template of an individual is obtained as follows. First,
we take a few face images, compute the SVD, and obtain the minimum min;
and maximum maz; of the i-th significant coefficient, for 1 < ¢ < n, where n
is chosen to be 20. The mean value a; = (maz; + min;)/2 is then taken as
a point in the template. When a new face image is presented for verification,
its SVD is computed, and if for 1 < ¢ < n, the i-th significant coefficient is
sufficiently close to a;, it is considered as authenticated. The scheme in [I7] is
applied to face images from the Essex Faces94 Database [16], which contains
152 faces with 20 images for each face (24bit color JPEG). Twelve images per
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face are randomly chosen to compute the templates, and the rest 8 are used for
testing. The experiments show that when the false accept rate is 0.005, the false
reject rate is less than 0.045.

To apply our sketch scheme, for each coefficient, we further compute the min-
imum min and the maximum max of all the templates in the database (assuming
that the number of templates is large). Hence, we can compute our biometric
template X as a sequence of n points, where the i-th point z; = m‘;:‘;f; . We
set the noise level §; = k(lﬁifm_ls) for some constant £ > 1. In this way, each
point z; will be between 0 and 1 so that our scheme can be applied. There is a
difference, however, that we have a different §; for each point, which we have to
put as part of the sketch. Nevertheless, our analysis on the entropy loss can be
easily adapted to this case, and the difference here will not affect the security of
the scheme. Here we choose \; = §; for all 1 <1 <n.

In this way, the sketch produced by our proposed scheme, would be the tuple

P = (min7max7>\17' o 7>\n7/$\1 _CAl(/x\l)?' o 7%\” —C)\"(/x\n))

where Z; = Q) (z;) for 1 <4 < n. By applying the arguments in Theorem [Gl and
Corollary [0 to each point in X, we have

Corollary 8. The entropy loss in the quantized domain for the aforementioned
scheme is at most nlog3. Let m be the left-over entropy. When \; < 6; for any
i, 1 <14 < n, let the left-over entropy be m'. We have m' — m < nlog3. If all
points are uniformly distributed, we have m' —m < nlog(3/2).

When n = 20, the above bounds are approximately 31.7 and 11.7 respectively.
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Abstract. The complex multiplication (CM) method for genus 2 is cur-
rently the most efficient way of generating genus 2 hyperelliptic curves
defined over large prime fields and suitable for cryptography. Since low
class number might be seen as a potential threat, it is of interest to push
the method as far as possible. We have thus designed a new algorithm
for the construction of CM invariants of genus 2 curves, using 2-adic
lifting of an input curve over a small finite field. This provides a nu-
merically stable alternative to the complex analytic method in the first
phase of the CM method for genus 2. As an example we compute an ir-
reducible factor of the Igusa class polynomial system for the quartic CM
field Q(i\/75 +12V/17), whose class number is 50. We also introduce a
new representation to describe the CM curves: a set of polynomials in
(j1,j2,73) which vanish on the precise set of triples which are the Igusa
invariants of curves whose Jacobians have CM by a prescribed field. The
new representation provides a speedup in the second phase, which uses
Mestre’s algorithm to construct a genus 2 Jacobian of prime order over
a large prime field for use in cryptography.

1 Introduction

In the late 1980’s, Koblitz proposed the use of hyperelliptic curves in cryptog-
raphy. Since then, significant progress has been made in turning this idea into
practice, and currently genus two cryptosystems present the same security ben-
efits as elliptic curves, together with potential benefits in terms of performance
and new protocols [STI2I1722].

The efficient generation of genus two groups of prime or nearly prime order
over finite fields of large characteristic, however, remains an important issue.
Random curve generation in characteristic 2 is amenable to efficient versions of
Kedlaya’s algorithm or Mestre’s AGM algorithm. In contrast, over large prime
fields the latest records for point counting (see [18]) still require about a week’s
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computation time for each curve. In this case, the complex multiplication method
currently provides the only efficient approach to cryptographic curve construc-
tion. For genus one, several authors have introduced improvements to the CM
method using p-adic lifting [I3[7J6)24]. Our article generalizes such work to the
case of genus two. Furthermore, in the past few years, the elliptic CM method has
gained new interest as the key tool for building curves with a special structure,
in particular curves with a computable bilinear map [29]. Similar constructions
in genus two will also require explicit CM methods.

The first phase of the CM method constructs the Igusa class polynomials for
CM genus two curves, which determine the triples (j1,jo,j3) of invariants of
curves whose Jacobians have prescribed endomorphism ring. These polynomials
are determined by complex analytic techniques, or, in this work, by p-adic ana-
lytic construction. After solving for the roots of these polynomials over a chosen
finite field of large characteristic, the algorithm of Mestre [28] allows one to con-
struct a model of the curve for which the group order of its Jacobian has been
previously determined to be prime or nearly prime. In this article, we extend
the computational limit for Igusa class polynomials in genus two, addressing
concerns that a CM field of low class number might give rise to weak curves in
a cryptographic protocol.

Our first contribution is to use a 2-adic lifting method in place of the classical
floating point complex approach. We start with a binary curve over a field small
enough so that point counting is possible using naive methods. We determine not
only the number of points but also the endomorphism ring of the Jacobian and
therefore the CM field K associated to it. By computing the canonical 2-adic lift
with sufficiently high precision we are able to get the class polynomials which
we recognize as polynomials over the rationals. This bypasses the costly step of
evaluating theta functions. We also introduce a simple representation of the ideal
of CM invariants in terms of univariate polynomials. Prior authors focused on
finding the degree hj}; minimal polynomials Hy(X), H2(X), and H3(X) of the
invariants j1, j2, and j3. However in the second phase of the CM method, this re-
quires a combinatorial match of k%> roots to find one of h% valid triples, when
constructing a CM curve. For those small values of hj, previously attainable,
this was not particularly onerous, but with our 2-adic method, our largest ex-
amples computed have reached A}, = 100, for which this combinatorial matching
problem is undesirable.

Our Magma and C implementation of the 2-adic CM method allow us to com-
pute a degree 50 irreducible factor of Igusa class polynomials for the quartic CM
field K = Q(i\/75 4+ 124/17). The class number of K is 50 and the Igusa class
polynomials for K have degree hj. = 100.

The paper is organized as follows. In section 2] we introduce the mathematical
objects we need to explain the 2-adic CM method and the generati