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Abstract In this paper, we present a new system that attempts to
make traffic-analysis-resistant anonymous broadcast mes-
This paper presents Riposte, a new system for anonymeaging practical at Internet scale. Our system, called Ri-
broadcast messaging. Riposte is the first such systg@mste, allows a large number of clients to anonymously
to our knowledge, that simultaneously protects agaimsist messages to a shared “bulletin board,” maintained
traffic-analysis attacks, prevents anonymous denial-bft a small set of minimally trusted servers. (As few as
service by malicious clients, and scales to million-usgiree non-colluding servers are sufficient). Whistleblow-
anonymity sets. To achieve these properties, Riposis could use Riposte as a platform for anonymously pub-
makes novel use of techniques used in systems for priviidaing Tweet- or email-length messages and could com-
information retrieval and secure multi-party computatiobine it with standard public-key encryption to build point-
For latency-tolerant workloads with many more readeis-point private messaging channels.
than writers (e.g. Twitter, Wikileaks), we demonstrate tha

. . : While there is an extensive literature on anonymity sys-
a three-server Riposte cluster can build an anonymity ?gms [23,29], Riposte offers a combination of security and
of 2,895,216 users in 32 hours. e

scalability properties unachievable with current designs
To the best of our knowledge, Riposte is the only anony-
mous messaging system that simultaneously:

1 Introduction 1. protects against traffic analysis attacks,

2. prevents malicious clients from anonymously exe-
In a world of ubiquitous network surveillance [7, 35,  cuting denial-of-service attacks, and
36, 40, 63], prospective whistleblowers face a daunting?- scales to anonymity set sizesmillions of users, for
task. Consider, for example, a government employee who certain latency-tolerant applications.

wants to anonymously leak evidence of waste, fraud, Bf achieve these three properties in Riposte by adapt-
incompetence to the public. The whistleblower coulfly yree different techniques from the cryptography and
email an investigative reporter directly, ast ho@nal- a0y literature. First, we defeat traffic-analysis el
ysis OT emf':ul server Iogs could easily reveal the tigy,q protect against malicious servers by using a protocol,
ster's |dlent|ty. The whistleblower could contact ‘f",rE?hspired by client/server DC-nets [15, 78], in which ev-
porter via Tor [28] or another low-latency anonymizingy narticipating client sends a fixed-length secret-share
proxy [32, 54, 60, 72], but this would leave the leakgpogqaqe to the system's servers in every time epoch. Sec-
vulnerable to traffic-analysis attacks [4, 61, 62].  Thgng e achieve efficient disruption resistance by using a
whistleblower could msteqd USe an anonymous messaglag, e multi-party protocol to quickly detect and exclude
system that protects against tra}ff|c analysis attacks [Igaiformed client requests [30, 42, 79]. Third, we achieve
39' 78], but these sfystems typically only support re|‘:%‘E:alability by leveraging a specific technique developed in
tively small anonymity sets (tens of thousands of useffg context of private information retrieval (PIR) to min-
at most). Protecting whistleblowers in the digital age rgsi-e the number of bits each client must upload to each
quires anonymous messaging systems that provide str@afler in every time epoch. The tool we use is called a

security guarantees, but that also scale to very large Nglyinyted point functiorf17, 38]. The novel synthesis

work sizes. of these techniques leads to a system that is efficient (in
This is the extended version of a paper by the same name tpeawga  t€rms of bandW'qth and computation) and practical, even
at thelEEE Symposium on Security and PrivagyMay 2015. for large anonymity sets.
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Our particular use of private information retrieval (PIRa high-level.) Thes-server variant uses client-produced
protocols is unusual: PIR systems [18] allow a client ero-knowledge proofs to guarantee the well-formedness
efficiently read a row from a database, maintained colleaf-client requests.
tively at a set of servers, without revealing to the serversUnlike Tor [28] and other low-latency anonymity sys-
which row it is reading. Riposte achieves scalable anortgms [39, 49, 54, 72], Riposte protects against active traf-
mous messaging by running a private information réie analysis attacks by a global network adversary. Prior
trieval protocolin reverse with reverse PIR, a Ripostesystems have offered traffic-analysis-resistance onheat t
client can efficientlywrite into a database maintained atost of scalability:
the set of servers without revealing to the servers whiche Mix-net-based systems [16] require large zero-
row it has written [68]. knowledge proofs of correctness to provide privacy

As we discuss later on, a large Riposte deployment in the face of active attacks by malicious servers [2,
could form the basis for an anonymous Twitter service. 5,33,46,66].

Users would “tweet” by using Riposte to anonymously e DC-nets-based systems require clients to transfer
write into a database containing all clients’ tweets for a datalinear in the size of the anonymity set [15, 78]
particular time period. In addition, by having read-only  and rely on expensive zero-knowledge proofs to pro-
users submit “empty” writes to the system, the effective tect against malicious clients [21, 45].

anonymity set can be much larger than the number of whtfe discuss these systems and other prior work in Sec-
ers, with little impact on system performance. tion 7.

Messaging in Riposte proceeds in regulare epochs Experiments. To demonstrate the practicality of Ri-
(e.g., each time epoch could be one hour long). To p@siste for anonymous broadcast messaging (i.e., anony-
a message, the client generatearite request crypto- mous whistleblowing or microblogging), we implemented
graphically splits it into many shares, and sends one sharel evaluated the complete three-server variant of the sys-
to each of the Riposte servers. A coalition of servetsm. When the servers maintain a database table large
smaller than a certain threshold cannot learn anythiegough to fit 65,536 160-byte Tweets, the system can pro-
about the client's message or write location given its sutess 32.8 client write requests per second. In Section 6.3,
set of the shares. we discuss how to use a table of this size as the basis

The Riposte servers collect write requests until the efat very large anonymity sets in read-heavy applications.
of the time epoch, at which time they publish the aggred&then using a larger 377 MB database table (over 2.3 mil-
tion of the write requests they received during the epodion 160-byte Tweets), a Riposte cluster can process 1.4
From this information, anyone can recover the set of post®nt write requests per second.
uploaded during the epoch, but the system reveals no inWriting into a 377 MB table requires each client to
formation about who posted which message. The identitgload less than 1 MB of data to the servers. In con-
of the entire set of clients who posted during the intervaltiast, a two-server DC-net-based system would require
known, but no one can link a client to a post. (Thus, eaelach client to upload more than 750 MB of data. More
time epoch must be long enough to ensure that a laggnerally, to process a Riposte client request for a table of
number of honest clients are able to participate in easizeL, clients and servers perform on®(v/L) bytes of
epoch.) data transfer.

In this paper, we describe two Riposte variants, whichThe servers’ AES-NI encryption throughput limits the
offer slightly different security properties. The first iar rate at which Riposte can process client requests at large
ant scales to very large network sizes (millions of clientgble sizes. Thus, the system’s capacity to handle client
but requires three servers such that no two of these serwerite request scales with the number of available CPU
collude. The second variant is more computationally ezeres. A large Riposte deployment could shard the
pensive, but provides security even when all but one of tatabase table acroksnachines to achieve a nelafold
s> 1 servers are malicious. Both variants maintain theipeedup.
security properties when network links are actively adver-We tested the system with anonymity set sizes of up
sarial, when all but two of the clients are actively malto 2,895,216 clients, with a read-heavy latency-tolerant
cious, and when the servers are actively malicious (subjetdtroblogging workload. To our knowledge, this is the
to the non-collusion requirement above). largest anonymity setver constructeih a system defend-

The three-server variant uses a computationally inérg against traffic analysis attacks. Prior DC-net-based
pensive multi-party protocol to detect and exclude maystems scaled to 5,120 clients [78] and prior verifiable-
formed client requests. (Figure 1 depicts this protocol stiuffle-based systems scaled to 100,000 clients [5]. In
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(@) A client submits one share (b) The database servers gen- (c) The audit server (d) The servers apply the
of its write request to each of erate blinded “audit request” uses the audit request write request to their local
the two database servers. If the messages derived from their messages to validate database state. The XOR of

database has length each share  shares of the write request. the client's request the servers’ states contains
has lengtrO(v/L). and returns an “OK” the clients message at the
or “Invalid” bit to the given row.

database servers.

Figure 1: The process of handling a single client write retju&he servers run this process once per client in each
time epoch.

contrast, Riposte scales to millions of clients for certal@onceptually, the database table is just a long fixed-length
applications. bitstring divided into fixed-length rows.

Contributions. This paper contributes: To write into the database, a client generatesite re-
e two new bandwidth-efficient and traffic-analysisquest The write request encodes the message to be writ-

resistant anonymous messaging protocols, obtairiéf and the row index at which the client wants to write.
by running private information retrieval protocols “ilA single client write request modifies a single database
reverse” (Sections 3 and 4), row at a time.) Using cryptographic techniques, the client

e a fast method for excluding malformed client resSPlits its write request into a number of shares and the
quests (Section 5), client sends one share to each of the servers. By construc-

e a method to recover from transmission collisions #Pn of the shares, no coalition of servers smaller than a
DC-net-style anonymity systems, particular pre-specified threshold can learn the contents o
e experimental evaluation of these protocols with Single client's write request. While the cluster of sesver

anonymity set sizes of up to 2,895,216 users (SdBUst remain online for the duration of a protocol run, a
tion 6). client need only stay online for long enough to upload its

write request to the servers. As soon as the servers receive

In Section 2, we introduce our goals, threat model, agdurite request, they can apply it to to their local state.
security definitions. Section 3 presents the high-level sys

tem architecture. Section 4 and Section 5 detail our tecfﬁ—T_he R|p0§t$ cluster d|r\1/|des time |nt(|)| a fe”es of eptochs.
niques for achieving bandwidth efficiency and disruptio uring each ime epoch, Servers collect many write re-

resistance in Riposte. We evaluate the performance of sts from clients. When th? servers agree that the epoch
system in Section 6, survey related work in Section 7, as ended, they combine their shares of the database to re-

conclude in Section 8. veal the_cllents pIalntext messages. A partlcul_ar clent
anonymity set consists of all of the honest clients who
submitted write requests to the servers during the time

2 Goals and Problem Statement epoch. Thus, if 50,000 distinct honest clients submitted
write requests during a particular time epoch, each honest

In this section, we summarize the high-level goals of ti§i€nt is perfectly anonymous amongst this set of 50,000
Riposte system and present our threat model and secufftgnts-

definitions. The epoch could be measured in time (e.g., 4 hours), in
a number of write requests (e.g., accumulate 10,000 write
requests before ending the epoch), or by some more com-
plicated condition (e.g., wait for a write request signed
Riposte implements an anonymous bulletin board usifrgm each of these 150 users identified by a pre-defined
a primitive we call awrite-private database schem®i- list of public keys). The definition of what constitutes an
poste enables clients to write into a shared database, eplech is crucial for security, since a client’'s anonymity
lectively maintained at a small set of servers, without reet is only as large as the number of honest clients who
vealing to the servers the location or contents of the writaibmit write requests in the same epoch [74].

2.1 System Goals



When using Riposte as a platform for anonymous nstate of the database revealed at the end of a protocol run
croblogging, the rows would be long enough to fit & equal to the result of applying each valid client write
Tweet (140 bytes) and the number of rows would blequests to an empty database (i.e., a database of all ze-
some multiple of the number of anticipated users. Tos).

anonymously Tweet, a client would use the write-private Since we rely on all servers for availability, correctness

database scheme to write its message nto a raljdom H¥d only hold when all servers run the protocol correctly.
of the database. After many clients have written to

the database, the servers can reveal the clients’ plainT0 be useful as an anonymous bulletin board, the
text Tweets. The write-privacy of the database scheff@tabase scheme mustwste-privateanddisruption re-
prevents eavesdroppers, malicious clients, and coaditigistant We define these security properties here.

of malicious servers (smaller than a particular threshol@)t)-\write Privacy. Intuitively, the system provides

from learning which client posted which message. (s,t)-write-privacyif an adversary’s advantage at guess-
ing which honest client wrote into a particular row of the
2.2 Threat Model database is negligibly better than random guessing, even

when the adversary controls all but two clients and up to
Clients in our system areompletely untrustedhey may t out of s servers (where is a parameter of the scheme).
submit maliciously formed write requests to the systewWe define this property in terms ofgivacy gamegiven
and may collude with servers or with arbitrarily manjys full in Appendix A.
other clients to try to break the security properties of tig) finiti . .
system. efinition 2 ((s,t)-Write Privacy) We say that the proto-

Servers in our system are trusted for availability. T e ! pr_ovides(s,t)-\{vrite privacyif the ady ersgry’s a(_jv_an-_
failure—whether malicious or benign—of any one servlhge_In the_ securlt_y game of Appendix A is negligible in
renders the database state unrecoverabledbet not the (implicit) security parameter.

compromise the anonymity of the clients. To protect Riposte provides a very robust sort of privacy: the ad-
against benign failures, server maintainers could imphersary can select the messages that the honest clients will
ment a single “logical” Riposte server with a cluster afend and can send maliciously formed messages that de-
many physical servers running a standard state-machipend on the honest clients’ messages. Even then, the ad-
replication protocol [55, 67]. versary still cannot guess which client uploaded which

For each of the cryptographic instantiations of Ripostaessage.

there is a threshold parametehat defines the number ofp;qy tion resistance. The system islisruption resistant

malicious servers that the system can tolerate while sfjll, adversary who controls clients can write into at
maintaining its security properties. We make no assUMBystn database rows during a single time epoch. A sys-

tions about the behavior of malicious servers—they Cll, that |acks disruption resistance might be susceptible
misbehave by publishing their secret keys, by colluding yanial-of-service attacks: a malicious client could-cor

with coalitions of up tat malicious servers and arb|trar-rupt every row in the database with a single write request.

ily many clients, or by mounting any other sort of attack,en worse, the write privacy of the system might prevent

against the system. _ the servers from learning which client was the disruptor.
The threshold depends on the particular cryptographig eyenting such attacks is a major focus of prior anony-
primitives in use. For our most secure scheaiehutone .\« messaging schemes [15, 39, 45, 76, 78]. Under our
of the servers can collude without compromising Cliegeat model, we trust all servers for availability of the
privacy ¢ = [Servers| —1). For our most efficient schemegy stom (though not for privacy). Thus, our definition of
no twoservers can colludé ¢ 1). disruption resistance concerns itself only with clients at
tempting to disrupt the system—wa® nottry to prevent
2.3 Security Goals servers from corrupting the database state.
_ _ ) ) We formally definedisruption resistancesing the fol-
The Riposte system implements write-private and |gywing game, played between a challenger and an adver-
disruption-resistantdatabase scheme. We describe t@%ry. In this game, the challenger plays the role of all of

ﬁorrectness and security properties for such a schef€ servers and the adversary plays the role of all clients.
ere.
1. The adversary sendswrite requests to the chal-

Definition 1 (Correctness)The scheme isorrectif, when lenger (wheren is less than or equal to the number
all servers execute the protocol faithfully, the plaintext of rows in the database).



2. The challenger runs the protocol for a single time In the simple scheme, we have two servéksand B,
epoch, playing the role of the servers. The challengand each server stores &nbit bitstring, initialized to
then combines the servers’ database shares to rewatlareros. We assume for now that the servéosnot
the plaintext output. collude—i.e., that one of the two servers is honest. The

bitstrings represent shares of the database state and each

The adversary wins the game if the plaintext outpyiy” of the database is a single bit.

contains more than non-zero rows. Consider a client who wants to write a “1” into rofv

of the database. To do so, the client generates a random
L-bit bitstringr. The client sends to serverA andr @ e,
serveB, whereg, is anL-bit vector of zeros with a one
index?¢ and & denotes bitwise XOR. Upon receiving
the write request from the client, each server XORs the
received string into its share of the database.

2.4 Intersection Attacks After processing write requests, the database state at

: - . serverAwill be:
Riposte makes it infeasible for an adversary to determine

which client posted which messagéthin a particular
time epoch. If an adversary can observe traffic patterns
acrossmany epochs, as the set of online clients changggq the database at ser&will be:

the adversary can make statistical inferences about which

client is sending which stream of messages [25, 52, 57]. dg=(e,@ - Dey)® (@ @rn)
These “intersection” or “statistical disclosure” attacis — (e, @ e, ) Bd

fect many anonymity systems and defending against them 1 ‘n) WEA
is an important, albeit orthogonal, problem [57,77]. Ev
S0, intersection attacks typically become more difficult
mount as the size of the anonymity set increases, so
poste’s support for very large anonymity sets makesiitle
vulnerable to these attacks than are many prior systemlgb "

Definition 3 (Disruption Resistance)Ve say that the pro-
tocol isdisruption resistarnif the probability that the ad-
versary wins the game above is negligible in the (impliciﬁ
security parameter.

da=ri1®---®ry

%\ the end of the time epoch, the servers can reveal
e plaintext database by combining their local states
I"andds.

he construction generalizes to fields larger tfign

example, each “row” of the database could betét

bitstring instead of a single bit. To preventimpersonation
network-tampering, and replay attacks, we use authenti-
cated and encrypted channels with per-message nonces
thund to the time epoch identifier.

3 System Architecture

As described in the prior section, a Riposte deploym

consists of a small number of servers, who maintain therpig protocol satisfies the write-privacy property as

database state, and a large number of clients. To Wigfig as the two servers do not collude (assuming that the

into the database, a client splits its write request using gfents and servers deploy the replay attack defenses men-

cret sharing techniques and sends a single share to gafkd above). Indeed, servarcan information theoreti-

of the servers. Each server updates its database state:5y simulate its view of a run of the protocol given only

ing the client’s share. After collecting write requestsifro &, -+ @ ey, as input. A similar argument shows that the

many clients, the servers combine their shares to reVSﬁitocol is write-private with respect to senas well.

the plaintexts represented by the write requests. The securpjs first-attempt protocol has two major limitations.

rity requirement is that no coalition ofservers can learmn tpe first limitation is that it is not bandwidth-efficient. If

which client wrote into which row of the database. millions of clients want to use the system in each time
epoch, then the database must be at least millions of bits

3.1 AFirst-Attempt Construction: Toy Pro- in length. To flip asingle bitin the database then, each

tocol client must sendnillions of bitsto each database, in the

form of a write request.

As a starting point, we sketch a simple “straw man” The second limitation is that it is not disruption resis-

construction that demonstrates the techniques behind taunt: a malicious client can corrupt the entire database

scheme. This first-attempt protocol shares some desigth a single malformed request. To do so, the malicious

features with anonymous communication schemes bastent picks randoni-bit bitstringsr andr’, sendsr to

on client/server DC-nets [15, 78]. serverA, and sends’ (instead of ¢ e/) to serveB. Thus,



a single malicious client can efficiently and anonymous8o, if we want an expected success rate of 95% then we

deny service to all honest clients. needn ~ 19.5m. For example, wittm = 219 writers, we
Improving bandwidth efficiency and adding disruptiomwould use a table of size~ 20,000.

resistance are the two core contributions of this work, a

we return to them in Sections 4 and 5. pf%\ndllng collisions. We can shrink the table size by

coding the writes so that we can recover from collisions.
We show how to handle two-way collisions. That is,
3.2 Collisions when at most two clients write to the same location in the
database. Let us assume that the messages being written

Putting aside the issues of bandwidth efficiency and dl?)'the database are elements in some fietd odd char-

ruption resistance for the moment, we now discuss theé%teristic (sayF — F, wherep — 264 —59). We replace
=TFp = —59),

sue ofcolliding writesto the shared database. If client e XOR operation used in the basic scheme by addition
write into random locations in the database, there is SOip&;

chance that one client’s write request will overwrite a pre-
vious client’s message. If client A writes messageinto
location/, client B might later write messagmas into the
same locatiord. In this case, row will contain ma @ mg,
and the contents of rodwill be unrecoverable.

To recover from a two-way collision we will need to
double the size of each cell in the database, but the overall
number of cells1 will shrink by more than a factor of two.
When a clientA wants to write the messagea € F

- . to location/ in the database the client will actually write
To address this issue, we set the size of the databas‘fﬁ@'pair(mA mi) € F2 into that location. Clearly if no

ble to be_large enoughto ac.comgnodate the ex,|'oected N'8¥lision occurs at locatioAthen recoveringn at the end

ber of write requests for a given success ratg, For eXal¥ine epoch is trivial: simply drop the second coordinate
ple, the servers can choose atable size thatis large enodpjg easy to test that no collision occurred because the
to accommodate'? write requests such that 95% of write. ., .4 coordinate is a square of the first). Now, Suppose
requests will not be involved in a collision (in expectay jlision occurs with some cliewho also add;ed her
tion). Under these parameters, 5% of the write requests,, messagéme, m2) € F2 to the same location (and

will fail and those clients will have to resubmit theirwritg10 other client wr%tei to locatiof). Then at the end of the

requests in a future time epoch. epoch the published values are
We can determine the appropriate table size by solving

a simple “balls and bins” problem. If we throm balls 5, —my+mg (modp) and S=mi+m3 (mod p)
independently and uniformly at random intcbins, how

many bins contain exactly one ball? Here, theballs From these values it is quite easy to recover bothand
represent the write requests and thbins represent the mg by observing that

rows of the database.

LetB;; be the probability that ballfalls into bin j. For 25— S = (m—mg)* (modp)
alli andj, PriB;;] = 1/n. LetO{" be the event thaxactly from which we obtainma — mg by taking a square root
one ball falls into biri. Then modulop (it does not matter which of the two square roots
m-1 we use—they both lead to the same result). SiBce
Pr[Oi(l)} _m (1_ }) ma + Mg is also given it is now easy to recover batia
n n andmg.

. . . . . . Now that we can recover from two-way collisions we
Expanding using the binomial theorem and ignoring low

order terms we obtain can shrink the number of celfsin the table. LeOi(2> be
the event that exactly two balls fell into bin Then the
Pr[O-(l)} ~ M (E‘)Z 1 (E‘)3 expected number of received messages is
! n n 2\n
nPrOM] + 2nP0?] (1)

where the approximation ignores terms of or¢iey/'n)*

ando(1/n). Thenn- Pr[Oi(l)] is the expected number ofwhere P[oi(2>] = (g‘)ﬁlz (1- %)mfz. As before, dividing

bins with exactly one ball which is the expected numbete expected number of received messages (I, ogx-
of messages successfully received. Dividing this quantignding using the binomial theorem, and ignoring low or-

by mgives the expected success rate so that: der terms gives the expected success rate as:
N pioW 1M m? _lmz 1emd
E[SuccessRate- p- PO~ 1 —t5 ( n) E[SuccessRatex 1 5 ( n) +3 ( n)



So, if we want an expected success rate of 95% we neethmunicate using encrypted channels which themselves
a table withn =~ 2.7m cells. This is a far smaller tablehave forward secrecy [51].)

than before, when we could not handle collisions. In thatThis forward security property means that clients need
case we needed~ 19.5m which results in much biggernot trust thatS—t servers stay honest forever—just that
tables, despite each cell being half as big. Shrinking ttieey are honest at the moment when the client submits its
table reduces the storage and computational burden ondpad request. Being able to weaken the trust assumption
servers. about the servers in this way might be valuable in hostile

enwronments in which an adversary could compromise a
This two-way collision handling technique generalizes y P

to handlek-way collisions fork > 2. To handlek-way sepller atfmé/ tlmet\;]vnhom:rtwwarnmg . i
collisions, we increase the size of each cell by a factor of x-nets do not have this property, Since servers mus

k and have each clieftwrite (my, m? 'Tﬁk ) € Pk to its accumulate a set of onion-encrypted messages before
chosen cell. Ak-collision givesk equations irk variables shuffling and decrypting them [16]. If an adversary al-

that can be efficiently solved to recover hlimessages ways controls the first mix server and if it can compro-

as long as the characteristicBfis greater thak. Using mise the rest of the mix servers after accumulating a set

k > 2 further reduces the table size as the desired succ%f %tlphertexts thelzject:dve:ssry c(;';m d?[ anor:%/n:lze al‘l‘;lf the
rate approaches one. ystem’s users net-based systems that use “blame”

The collision handling method described in this sec,u(’f”otocols to retroactively discover disruptors have a-simi

will also improve performance of our full system, whic arTv;/]ea:ck“es_s [29[’78]'t | maintains this f d
we describe in the next section. e full Riposte protocol maintains this forward secu-

rity property.
Adversarial collisions. The analysis above assumes that
clients behave honestly. Adversarial clients, however, . . o
need not write into random rows of the database—i.e., 4 Improving Bandwidth Efficiency

m balls might not be thrown independently and uniformly with Distributed Point Functions
at random. A coalition of clients might, for example, try

to increase the probability of collisions by writing inteth 1s section describes how application of private informa-

database using some malicious strategy. tion retrieval techniques can improve the bandwidth effi-
By symmetry of writes we can assume thatathdver- ciency of the first-attempt protocol.

sarial clients write to the database before the honesttslien

do. Now a message from an honest client is properly fdotation. The symbolF denotes an arbitrary finite field,
ceived at the end of an epoch if it avoids all the cells fill@L is the ring of integers modulb. We usee, € F*- to

by the malicious clients. We can therefore carry out tfigpresent a vector that is zero everywhere except at index
honest client analysis above assuming the database dohZL, Where it has value “1.” Thus, fon € F, the vector
tainn— rmcells instead of cells. In other words, given am- &, € F*- is the vector whose value is zero everywhere
boundm on the number of malicious clients we can cakxcept at index, where it has valuen. For a finite sef,
culate the required table size In practice, if too many the notatiorx «—r Sindicates that the value ofis sam-
collisions are detected at the end of an epoch the serv@ggl independently and uniformly at random fr@&nThe
can adaptively double the size of the table so that the nel@mentv[i] is the value of a vector at indexi. We index
epoch has fewer collisions. vectors starting at zero.

3.3 Forward Security 4.1 Definitions

Even the first-attempt scheme sketched in Section 3.1 pftve  bandwidth inefficiency of the protocol sketched
videsforward securityin the event that all of the serversabove comes from the fact that the client must send an
secret keys are compromised [14]. To be precise: an aebit vector to each server to flip a single bit in the logical
versary could compromise the state and secret kegdl ofdatabase. To reduce th®&(L) bandwidth overhead, we
serversafter the servers have processedrite requests apply techniques inspired by private information retrleva
from honest clients, buieforethe time epoch has endedprotocols [17, 18, 38].

Even in this case, the adversary will be unable to deter-The problem of private information retrieval (PIR) is
mine which of then clients submitted which of theplain- essentially the converse of the problem we are interested
text messages with a non-negligible advantage over ramhere. In PIR, the client mustada bit from a replicated
dom guessing. (We assume here that clients and sendatabase without revealing to the servers the index being



read. In our setting, the client mustite a bit into a repli- where the probability is taken over the randomness

cated database without revealing to the servers the index of the Gen algorithm.

being written. Ostrovsky and Shoup first made this con-e Privacy. Let Sbe any subset of0,...,s— 1} such

nection in the context of a “private information storage”  that|S| <t. Then forany € Z andmeF, letDgym

protocol [68]. denote the distribution of keygk;) | i € S} induced
PIR schemes allow the client to split its query to the by (ko,...,ks_1) + Gen(¢,m). We say that aifs,t)-

servers into shares such that (1) a subset of the shares doesDPF maintains privacy if there exists a p.p.t. algo-

not leak information about the index of interest, and (2) rithm Sim such that the following distributions are

the length of the query shares is much less than the length computationally indistinguishable:

of the database. The core building block of many PIR

schemes, which we adopt for our purposes distributed Ds¢m ~c Sim(S)

point function Although Gilboa and Ishai [38] defined , )

distributed point functions as a primitive only recently, ' natis, any subset of at mdskeys leaks no informa-

many prior PIR schemes make implicit use the primi- tion about’ orm. (We can also strengthen this defi-

tive [17, 18]. Our definition of a distributed point function ~ Nition to require statistical or perfect indistinguisha-

follows that of Gilboa and Ishai, except that we generalize  PIlity:)

the definition to allow for more than two servers. ] ) o
First, we define a (non-distributed) point function. Toy Construction. To make this definition concrete, we

first construct a trivial information-theoretically seeur

Definition 4 (Point Function) Fix a positive integer L and (s,s— 1)-distributed point function with length-keys.
afinite fieldF. Forall £ € Z, and me I, thepoint function As above, we fix a length and a finite fieldF.
Prm: ZL — F is the function such thatR(¢) =m and ¢ Gen(¢,m) — (ko,...,ks_1). Generate random vec-
Prm(¢') =0forall £ # ¢'. torsko,...,Ks 2 € FL. Setks 1 = m- e — Z>2k;.

e Eval(k,¢') — . Interpretk as a vector ifFL. Return

the value of the vectdt at index?’.

The correctness property of this construction follows im-
mediately. Privacy is maintained because the distribution
of any collection os— 1 keys is independent éfandm.

This toy construction uses lengthkeys to distribute a
(point function with domairZ,_. Later in this section we
describe DPF constructions which use much shorter keys.

That is, the point functior®, ,, has the value 0 when
evaluated at any input not equal#and it has the valum
when evaluated dt For example, it. =5 andF = IF,, the
point functionPs 1 takes on the value®,0,0,1,0) when
evaluated on the valu€®,1,2,3,4) (note that we index
vectors from zero).

An (s,t)-distributed point function provides a way t
distribute a point functio®, ,, amongss servers such that
no coalition of at most servers learns anything abdiar
mgiven theirt shares of the function. 4.2 Applying Distributed Point Functions

Definition 5 (Distributed Point Function (DPE))Fix a for Bandwidth Efficiency

positive integer L and a finite field. An(s,t)-distributed \we can now use DPFs to improve the efficiency of the
point functionconsists of a pair of possibly randomizegrite-private database scheme introduced in Section 3.1.
algorithms that implement the following functionalities: we show that the existence of 4st)-DPF with keys

e Gen(¢,m) — (ko,...,ks-1). Given anintegef € Zi  of length|k| (along with standard cryptographic assump-

and Va“fe me IF, output a list of s keys. _ tions) implies the existence of write-private database
e BEval(k (') — ftf Given a key k generated usiGgn, scheme using servers that maintains anonymity in the
and an index’ € Z, return a value rhe F. presence of malicious servers, such that write requests

We define correctness and privacy for a distributdfve !engths!k|. An_y DI,DF constructiqn With_ ;hort keys
point function as follows: thus immediately implies a bandwidth-efficient write-

e Correctness. For a collection ofs keys generated private database scheme.

usingGen (¢, m), the sum of the outputs of these keys The (;onstrut_:tion is a generalization of the one pre-
(generated usingval) must equal the point functionsented in Section 3.1. We now assume that theresare

P, m. More formally, for all¢, ¢’ € Z, andme F: servers such that no more thaf them collude. Each
’ of the s servers maintains a vector #+ as their database
Pr(Ko,...,Ks_1) < Gen(£,m) : state, for some fixed finite fiel# and integer.. Each
<1 , , “row” in the database is now an element Bfand the
T oBval(ki, ') = P m(€)] = 1 database hdsrows.



When the client wants to write a messages F into This is a(2,1)-DPF with keys of lengtrO(+/L) op-
location? € Z,_ in the database, the client uses(@rt)- erating on a domain of size. This DPF yields a two-
distributed point function to generate a ses@PF keys: server write-private database scheme tolerating one ma-

licious server such that writing into a database of dize
(ko, - Ks-1) ¢ Gen(¢, m) requires sendin@(+/L) bits to each server. Gilboa and

The client then sends one of the keys to each of ti&ai [38] construct 42,1)-DPF with even shorter keys

servers. Each servércan then expand the key into 4|k| = polylog(L)), but the construction presented here is
vectorv € F- by computingv(?') = Eval(k,¢) for ¢ = efficient enough for the database sizes we use in practice.

0,...,L—1. The server then adds this vectomto its Although the DPF construction works over any field, we

database state, using additionih. At the end of the describe it here using the binary fieid= . (the field of
time epoch, all servers combine their database state&-jt bitstrings) to simplify the exposition.

reveal the set of client-submitted messages. WhenEval(k, ') is run on every integef € {0,...,L—
1}, its output is a vector oL field elements. The DPF

C_orrectness.The correctness of this construction follow§ey construction conceptually works by representing this
directly from the correctness of the DPF. For each of tl&e\/ector ofL field elements as anx y matrix, such that
n write requests submitted by the clients, denotejttie Xy > L. The trick that makes the construction work is that

key in thei-th request ak; j, denote the write location Sy, g6 of the keys needs only to grow with the size of
ti, and the message being writtennas When the Serversy, o siqesof this matrix rather than itarea The DPF keys

combine the_ir databases at the e_nd of the epoch, the SRt Gen(¢,m) outputs give an efficient way to construct
tents of the final database at réwvill be:

two matricesMa andMg that differ only at one cell =
nls-1 n1 Uy, by) € Zy X Zy (Figure 2).
d, = Z} ZOEvaKki,j,/?) = Z) Pim(f) €F ( Fi>)</)a binary };inite fieldF = F,, a DPF domain size
== = L, and integersx andy such thatxy > L. (Later in this
In words: as desired, the combined database containsgbetion, we describe how to choasandy to minimize
sum ofn point functions—one for each of the write rethe key size.) The construction requires a pseudo-random
quests. generator (PRGE that stretches seeds from some sgface

Anonymity. The anonymity of this construction follows @ lengthy vectprs of elements df [478]' So _the signa-
directly from the privacy property of the DPF. Given tthr_e of the PRGIS:S Ey' In practice, an implemen-
plaintext database statt(as defined above), any coalitdtion might use AES-128 in counter mode as the pseudo-
tion of t servers can simulate its view of the protocol. Biﬁ‘”dom generator [65]. -

definition of DPF privacy, there exists a simulagim, | Ne algorithms comprising the DPF are:

which simulates the distribution of any subsettd@PF ~ ® Gen(t;m) — (ka,kg). Compute integers & Zx and
keys generated usin@en. The coalition of servers can ty € Zy such that :X {xy+Ly. Sample a random bit-
use this simulator to simulate each of therite requests vectorb,; «r{0, 1_}  arandom vector of PRG seeds
it sees during a run of the protocol. Thus, the servers can A RS and asingle random PRG segd«rS.

simulate their view of a protocol run and cannot win the Givenba andsa, we definebg ands as:

anonymity game with non-negligible advantage. ba = (bo,...,bp, ..., by 1)
Efficiency. A client in this scheme sendk| bits to each bg = (bp, .. .,5&7 ey bye1)
server (wherd is a DPF key), so the bandwidth efficiency SA=(S0s- -, S 1)

of the scheme depends on the efficiency of the DPF. As B X
we will show later in this sectiork| can be much smaller S8 = (S0r 80+ S-1)
than the length of the database. That is, the vectorba andbg (similarly sy andsg)
differ only at index/y.

4.3 A Two-Server Scheme Tolerating One Letm-ey, be the vector ifY of all zeros except that it

Malicious Server gegz*v;lluenatindexfy. Definev < m-e;, +G(sy,) +

) ).

Having established that DPFs with short keys lead to ThexoutputDPF keys are:
bandwidth-efficient write-private database schemes, we ka = (ba,Sa,V) ke = (b v)
now present one such DPF construction. This construc- A Arshs 8 B %8,
tion is a simplification of computational PIR scheme of e Eval(k,¢') — m. Interpretk as a tuple(b,s,v). To
Chor and Gilboa [17]. evaluate the PRF at inde, first write ¢/ as an
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Figure 2: Left: We represent the outputifal as anx x y matrix of field elements. Left-center: Construction of the
v vector used in the DPF keys. Right: using thes, andb vectors,Eval expands each of the two keys intoan y
matrix of field elements. These two matrices sum to zero evieeye except at’y, fy) = (3,4), where they sum ton.

(3, 4y) tuple such that} € Zy, {y € Zy, and{’ = and conclude that the optimal valuesandy are:

6y + 4. Use the PRGG to stretch the/)-th seed

of siinto a lengthy vector: g «+ G(s[4;]). Return 1 B

< (glt5] + bIEIVIE). x=ovL and y=CvL where o= /3 0

Figure 2 graphically depicts holawal stretches the keys
into a table ofx x y field elements. The key size is the@(v/L).
) When using a database table of one million rows in

Corrgctness.We prove correctness of the scheme in AWéngth L = 229, a row length of 1 KB per row[ =
pendix B. Fe102), and a PRG seed size of 128 bits (using AES-128,

Privacy. The privacy property requires that there exis{8" €x@mple) the keys will be roughly 263 KB in length.
an efficient simulator that, on inpu\” or “B,” outputs For these parameters, the keys for the naive construction
samples from a distribution that is computationally indi$S€ction 3.1) would be 1 GB in length. Application of ef-
tinguishable from the distribution of DPF keks or k. ficient DPFs thus yields a 4,080bandwidth savings in

The simulatorSim simulates each component of th&is case.

DPF key as follows: It sampléis < {0,1}*, s<—r 5%, Computational Efficiency. A second benefit of this
andv «-r Y. The simulator returngb, s,v). scheme is that both th@en andEval routines are com-
We must now argue that the simulator’s output distristationally efficient, since they just require performing
bution is computationally indistinguishable from that infinjte field additions (i.e., XOR for binary fields) and PRG
duced by the distribution of a single output@én. Since gperations (i.e., computations of the AES function). The

the b and s vectors outputted bysen are random, the construction requires no public-key primitives.
simulation is perfect. The vector outputted byGen is

computationally indistinguishable from random, since it .

is padded with the output of the PRG seeded with a séedt An s-Server Scheme Toleratings — 1
unknown to the holder of the key. An efficient algorithm Malicious Servers

to distinguish the simulated vector from random can

then also distinguish the PRG output from random. The (2,1)-DPF scheme described above achieved a key

size of O(v/L) bits using only symmetric-key primitives.
Key Size.A key for this DPF scheme consists of: a vectarhe limitation of that construction is that it only maintain

in {0,1}*, a vector inS*, and a vector irfY. Let a be privacy when a single key is compromised. In the context
the number of bits required to represent an elemeist obf a write-private database scheme, this means that the
and letB be the number of bits required to represent @enstruction can only maintain anonymity in the presence

element off. The total length of a key is then: of a singlemalicious server. It would be much better to
have a write-private database scheme witervers that
|kl = (14 a)x+ By maintains anonymity in the presence ©f 1 malicious

servers. To achieve this stronger security notion, we need
For fixed spaceS and[F, we can find the optimal choicesa bandwidth-efficients, s— 1)-distributed point function.
of x andy to minimize the key |ength To do SO, we solve: In this section, we construct E(IS,S— 1)-DPF where
) _ each key has siz&(+/L). We do so at the cost of requir-
r'Q"yn((1+ a)x+pBy) subjectto xy>L ing more expensive public-key cryptographic operations,
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instead of the symmetric-key operations used in the prior of s into a lengthy vector: g < G(s[¢]). Return
DPF. While the(2,1)-DPF construction above directly '« (g[{] + b[£]v[4]).

follows the work of Chor and Gilboa [17], this,s— 1)- We omit correctness and privacy proofs, since they fol-
DPF construction is novel, as far as we know. low exactly the same structure as those used to prove se-

. . . curity of our prior DPF construction. The only difference
This construction uses seed-homomorphic pseudos. y P y

q o3 11. 641, t lit the kev for th IS that correctness here relies on the fact théd a seed-
random generatoff3, 11, 64], to spli € Key for the homomorphic PRG, rather than a conventional PRG. As
pseudo-random generatBGracross a collection of DPF

K in the DPF construction of Section 4.3, the keys here are
Eys. of lengthO(+/L).

Definition 6 (Seed-Homomorphic PRG)A seed- computational Efficiency. The main computational cost
homomorphicPRG is a pseudo-random generator Gf this DPF construction comes from the use of the
mapping seeds in a grou®,®) to outputs in a group seed-homomorphic PRG. Unlike a conventional PRG,
(G, ®) with the additional property that for anyssy € S: which can be implemented using AES or another fast
block cipher in counter mode, known constructions of
G(so@s1) = G(so) ® G(s1) seed-homomorphic PRGs require algebraic groups [64] or

lattice-based cryptography [3, 11].

Itis possible to construct a simple seed-homomorphic,, . .- instantiating thés, s— 1)-DPF with the DDH-

PRG from the decision Diffie-Hellman (DDH) assuMBsased PRG construction in elliptic curve groups, each

g?n u:ﬁggt(;rrzecﬁgtsﬂeﬁp;;r?;wzgeésggr;hz:?emrf)sre I&s&” to the DPFEval routine requires an expensive ellip-
Y9 gigroup tic curve scalar multiplication. Since elliptic curve oper

?E(?ir}sV\g]r;Cer:|itgt?cl?:la:epgr;g:?r:n[E:Z]h?rzgrEltg]é ;J:Sl;|iecx|§;r;2|ne1tions are, per byte, orders of magnitude slower than AES
eters will bey points(Ry,..., R, 1) € GY. The seed space_re o o~ thigs, s— 1)-DPF will be orders of magnitude

. : slower than th€2,1)-DPF. Security against an arbitrary
IS Zq and the generator outputs vectorsG#. On input number of malicious servers comes at the cost of compu-
S € Zq, the generator outpuish,...,sR_1). The gen-

. X tational efficiency, at least for these DPF constructions.
erator is seed-homomorphic because, for &g € Zg,

and foralli € {1,...,y}: SR +s1P = (s0+s1)PR. With DPFs, we can now construct a bandwidth-efficient

.\write-private database scheme that tolerates one mali-

. AsLm thg pr;or DPF c%nstruc::ciﬂ, \ge ';'Xf DTZF dom"’“Bious server (first construction) s 1 out ofsmalicious
sizeL, and Integerx andy such thay = L. 1he con- o qrg (second construction).

struction requires a seed-homomorphic PRGS — GV,
for some grougs of prime ordem.
For consistency with the prior DPF construction, w§ Preventing Disruptors
will write the group operation iz using additive nota-
tion. Thus, the group operation applied component-wisge first-attempt construction of our write-private
to vectorsu,v € G” results in the vectofu+v) € G¥. database scheme (Section 3.1) had two limitations: (1)
SinceG has orden, gA=0forallA€ G. client write requests were very large and (2) malicious
The algorithms comprising thes, s— 1)-DPF are: clients could corrupt the database state by sending mal-
e Gen(¢,m) — (ko,...,ks-1). Compute integeréx € formed write requests. We addressed the first of these two
Zx andly € Zy such that’ = 4y + fy. Sample ran- challenges in Section 4. In this section, we address the
dom integer-valued vectolisy, ...,bs » <—r (Zq)*, second challenge.
random vectors of PRG seesls. .., S 2 <rS*,and A client write request in our protocol just consists of
a single random PRG sesti«R . a collection ofs DPF keys. The client sends one key to
Selecths 1 € (Zq)* such thay_gby =€, (modq) each of thes servers. The servers must collectively de-
and selecss 1 € S* such thab:ﬁ;%sk =s"-e, € G*. cide whether the collection afkeys is a valid output of

Definev <— m-e;, — G(s*). the DPFGen routine, without revealing any information
The DPF key for server € {0,...,s—1} is kj = aboutthe keys themselves.
(bi,s,Vv). One way to view the servers’ task here is as a secure

e Eval(k, /') — m. Interpretk as a tupleb,s,v). To multi-party computation [42, 79]. Each seni& private
evaluate the PRF at indeX, first write ¢ as an input is its DPF keyk. The output of the protocol is a
(45, 4y) tuple such that} € Zy, £, € Zy, and/’ = single bit, which determines if the keys (ko,...,ks 1)
6y + 4. Use the PRGG to stretch the/i-th seed are a well-formed collection of DPF keys.
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Since we already rely on servers for availability (Sec- We denote an instance of the three-party protocol as
tion 2.2), weneed noprotect against servers maliciouslyAimostEqual(va,Vvg), where the arguments denote the
trying to manipulate the output of the multi-party protatwo secret inputs of parth and partyB. The protocol
col. Such manipulation could only result in corrupting theroceeds as follows:
database (if a malicious server accepts a write request that o
it should have rejected) or denying service to an honest: S€rversh andB use a coin-flipping protocol [9] to
client (if a malicious server rejects a write request that it SamPlenhash functionso, ..., hn_1 from a family of

should have accepted). Since both attacks are tantamount SalrW|_se mdehpendent haslh functioHs[56] havmgd
to denial of service, we need not consider them. omainF. The servers also agree upon a random

We do care, in contrast, about protecting client privacy shift” value f & Zy.
against malicious servers. A malicious server participat2, Server A computes the valuesn « h (vali])
ing in the protocol should not gain any additional infor-  for every index i e {0,...,n—1} and sends
mation about the private inputs of other parties, no matter (m¢ my_4,....m,_1,mo,...,ms_1) to the auditor.
how it deviates from the protocol specification. _

We construct two protocols for checking the validity 3: ServeiB repeats Step 2 withg.
of client write requests. The first protocol is computa-
tionally inexpensive, but requires introducing a third non
colluding party to the two-server scheme. The second
protocol requires relatively expensive zero-knowledge
proofs [31, 43, 44, 71], but it maintains security when all
but one ofs servers is malicious. Both of these protocols We include proofs of soundness, correctness, and zero-
must satisfy the standard notions of soundness, compldtgswledge for this construction in Appendix C.

ness, and zero-knowledge [13] The keys for thé2, 1)-DPF construction have the form

Ka = (ba,Sa,V) kg = (bg,s8,V).

) . . In a correctly formed pair of keys, the and s vectors
Ouir first protocol for detecting malformed write reques y b y

ffer at a single indexXy, and th tor i It
works with the (2,1)-DPF scheme presented in Sec; :er;éeeafg?sfwg)ié(;&xn ev vecloris equat fo
y .

tion_z_1.3. The p_ro_tocol Uses qnly has_hing and_finite field To determine whether a pair of keys is correct, server
additions, so it is computationally inexpensive.  Thg congtrycts a test vectog such thattali] = bali]||sali]
downside is that it requires introducing a thiedidit ¢, € {0,...,x—1}. (where|| denotes concatenation)

server, which must not collude with either of the OthpéerverB constructs a test vectos in the same way and
two SEIVErS. the two servers, along with the auditor run the protocol
We first develop a three-party protocol calle@|stEqual(ta,tg). If the output of this protocol is 1
AlmostEqual that we use as a subroutine to impleyen the servers conclude that thieiands vectors differ
ment the full write request validation protocol.  They 3 single index, though the protocol does not reveal to the

AlmostEqual protocol takes place between three partiegaryers which index this is. Otherwise, the servers reject
serverA, serverB, and an audit server. Servls private e \write request.

input is a vectowa € [ and serveB's private inputis @ eyt the servers must verify that thevector is well-

. . o= .
vectorvg € . The audit server has no private input. Thgy:meq. To do so, the servers compute another pair of test
output of theAlmostEqual protocol is “1” bit if va and \,actors:

vg differ at exactly one index and is “0” bit otherwise.

As with classical secure multi-party computations, the x1 _ 1 .

goal of the protocol is to accurately compute the output A= _;G(SA[']) Ug=V+ _;G(SB['])'

without leaking any extraneous information about the - =

players’ private inputs [30, 42, 79]. We usémostEqual The servers ruAlmostEqual(ua,ug) and accept the write
in such a way that, whenever the client’'s write requestrisquest as valid if it returns “1.”

properly formed and whenever no two servers collude,We prove security of this construction in Appendix D.
the output of the protocol will be “1.” Thus, we need only An important implementation note is thatnfi = 0—
prove the protocol secure in the case when the outputhat is, if the client writes the string of all zeros into the
‘1 database—then the vectors will not differ at any index

4. The audit server returns “1” to servé&kandB if and
only if the vectors it receives from the two servers are
equal at every index except one. The auditor returns
“0” otherwise.

5.1 Three-Party Protocol
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and this information is leaked to the auditor. The protocol Here, we assume that tlig s— 1)-DPF is instantiated
only provides security if the vectors differ akactly one with the DDH-based PRG introduced in Section 4.4 and
index. To avoid this information leakage, client requestisat the groupG used for the Pedersen commitments is
must be defined such that£ 0 in every write request. Tothe same ordeg-group used in the PRG construction.
achieve this, clients could define some special non-zerdlo execute the proof, the client first generates Peder-
value to indicate “zero” or could use a padding schemegen commitments to elements of each of $HiaPF keys.
ensure that zero values occur with negligible probabilitythen each servercan verify that the client computed the
As a practical matter, the audit server needs to bemmitment to the-th DPF key elements correctly. The
able to match up the portions of write requests comiisgrvers use the homomorphic property of Pedersen com-
from serverA with those coming from servd8. Riposte mitments to generate commitments to twenof the ele-
achieves this as follows: When the client sends its uploanénts of the DPF keys. Finally, the client proves in zero
request to servef, the client includes a cryptographiknowledge that these sums have the correct values.
hash of the request it sent to sengKand vice versa). The protocols proceed as follows:
Both servers can use these hashes to derive a common ) )
nonce for the request. When the servers send audit ré= The client generates vectors of Pedersen commit-
quests to the audit server, they include the nonce for the MentsBi andS committing to each element bf and
write request in question. The audit server can use the S- clientsends th& andS vectors toevery server

nonce to match every audit request from seAeiththe 5 14 servei, the client sends the opening of the com-

corresponding request from sener mitmentsB; andS. Each server verifies thatB;
This three-party protocol is very efficient—it only re-  andS are valid commitments to tHg ands vectors
quiresO(v/L) applications of a hash function a{+/L) in the DPF key. If this check fails at some server

communication from the servers to the auditor. The audi- serveri notifies the other servers and all servers reject
tor only performs a simple string comparison, so it needs the write request.

minimal computational and storage capabilities. . . _
P g P 3. Using the homomorphic property of the commit-

_ ments, each server can compute vectors of com-
5.2 Zero Knowledge Techniques mitmentsBsum and Ssum to the vectorsS lb; and

. . . —1
Our second technique for detecting disruptors makes use 258

of\r;\;)n-mtelractlve iero-rndowledgr(]a proofs [12’;'14'713' 4. Using a non-interactive zero-knowledge proof, the
€ app% zero-” ?OW edge tec fnu?]ut-_:‘s tola ow clients client proves to the servers thBt,n and Sgym, are
to prove the well-formedness of their write requests. ., miiments to zero everywhere except at a single

This technique works in combination \{vith_tma 5™ 1)- : (secret) indexy, and thaBsym[/x] is a commitment
DPF presented in Section 4.4 and maintains client write- to onel This proof uses standard witness hiding

pri¥zcy l\é\/hemfl” burt]oneof Siegg:s s c:‘ishonest. | techniques for discrete-logarithm-based zero knowl-
b € eysh ohr t_ e(ss—1)- scheme are tuples edge proofs [12,22]. If the proof is valid, the servers
(bi,5;,v) such that continue to check the vector.

s-1 s-1
Zﬁbi =gy, Z}a =5s"-g, v=m-g, —G(s") This first protocol convinces each server thatlhend
i= i= scomponents of the DPF keys are well formed. Next, the
To prove that its write request was correctly formed, vaervers check the component:
have the client perform zero-knowledge proofs over col- ) )
lections of Pedersen commitments [69]. The public pa—l' Fc_>r each server t_he cllent:ijmg up the s_eed values
rameters for the Pedersen commitment scheme consist of S 't SENt 10 server. o; = Zj:oS[J]- The F:I|ent then
a groupG of prime orderg and two generato® andQ of generates the output &f(dk) and blinds it:
G such that no one knows the discrete logarithm,|Bg o ,
A Pedersen commitment to a message Zq WithrrFan- Gi=(aR+nQ aR+rQ,...)
domness € Z.q 'S C(”.".” =(MP+rQ) €G (wnt!ng the 2. The client sends thé values to all servers and the
group opera_tlc_)n add|t|_vely). Pedgrsen commitments are i+ sands the opening & to each serveir
homomorphigcin that given commitments toy andny,

it is possible to compute a commitmentrtg + my: ITechnically, this is a zero-knowledge proof of knowledgdahiproves
that the clienkknowsan opening of the commitments to the stated val-
C(mo,ro) +C(my,r1) = C(mp+my,ro+r1) ues.
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3. Each server verifies that the openings are correct, autbmit write requests to the servers as quickly as possi-
all servers reject the write request if this check failsle. In all experiments, the server nodes connected to
at any server. a common switch via 100 Mbps links, the clients nodes

) ] connected to a common switch via 1 Gbps links, and
4. Using the homomorphic property of Pedersen cofiye client and server switches connected via a 1 Gbps

mitments, every server can compute a vector of Coffky - The round-trip network latency between each pair
mitmentsGsum = (2_Gi) +V. If vis well formed, ot hoges was 20 ms. We chose this network topology to
then theGsum vector contain commitments t0 Zergjyjt the handwidth between the servers to that of a fast
at every index except one (at which it will contain gyaN  but to leave client bandwidth unlimited so that the
commitment to the client's messagg. small number of client machines could saturate the servers

5. The client uses a non-interactive zero-knowleddtn Write requests. o o
proof to convince the servers that the vector of com- Error bars in the charts indicate the standard deviation
mitmentsGs,m contains commitments to zero at alPf the throughput measurements.
indexes except one. If the proof is valid, the servers

acceptthe write request. 6.1 Three-Server Protocol

WZ p:jove n App(?ndlx Edthat this proitocol sat|sf|e3 thR three-server Riposte cluster consists of two database
standard notions of soundness, completeness, and ZglQvers and one audit server. The system maintains its

knowledge [13]. security properties as long ae twoof these three servers
collude. We have fully implemented the three-server pro-

6 Experimental Evaluation tocol, including the audit protocol (Section 5.1), so the
throughput numbers listed hereludethe cost of detect-

To demonstrate that Riposte is a practical platform {819 and rejecting malicious write requests.
traffic-analysis-resistant anonymous messaging, we im-The prototype used AES-128 in counter mode as the
plemented two variants of the system. The first vafseudo-random generator, Poly1305 as the keyed hash
ant uses the two-server distributed point function (Seéinction used in the audit protocol [8], and TLS for link
tion 4.3) and uses the three-party protocol (Section 5&fcryption.
to prevent malicious clients from corrupting the database Figure 3 shows how many client write requests our Ri-
This variant is relatively fast, since it relies primarilp o Poste cluster can service per second as the number of 160-
symmetric-key primitives, but requires that no two of thidyte rows in the database table grows. For a database table
three servers collude. Our results for the first varia@t 64 rows, the system handles 751.5 write requests per
include the cosbf identifying and excluding malicioussecond. At a table size of 65,536 rows, the system han-
clients. dles 32.8 requests per second. At a table size of 1,048,576
The second variant uses teeerver distributed point rows, the system handles 2.86 requests per second.
function (Section 4.4). This variant protects agamstl We chose the row length of 160 bytes because it was the
colluding servers, but relies on expensive public-key opmallest multiple of 32 bytes large enough to to contain a
erations. We have not implemented the zero-knowledt#0-byte Tweet. Throughput of the system depends only
proofs necessary to prevent disruptors fordiserver pro- the total size of the table (number of rowsrow length),
tocol (Section 5.2), so the performance numbers repressmtarger row lengths might be preferable for other appli-
only an upper bound on the system throughput. cations. For example, an anonymous email system using
We wrote the prototype in the Go programming larRiposte with 4096-byte rows could handle 2.86 requests
guage and have published the source code onlinepat second at a table size of 40,960 rows.
https://bitbucket.org/henrycg/riposte/. We  An upper bound on the performance of the system is
used the DeterLab network testbed for our expethe speed of the pseudo-random generator used to stretch
ments [59]. All of the experiments used commoditgut the DPF keys to the length of the database table. The
servers running Ubuntu 14.04 with four-core AES-Nidashed line in Figure 3 indicates this upper bound (605
enabled Intel E3-1260L CPUs and 16 GB of RAM. MB/s), as determined using an AES benchmark written in
Our experimental network topology used between tw&o. That line indicates the maximum possible through-
and ten servers (depending on the protocol variant in upelf we could hope to achieve without aggressive opti-
and eight client nodes. In each of these experiments, thization (e.g., writing portions of the code in assembly)
eight client machines used many threads of executionaiomore powerful machines. Migrating the performance-
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Figure 3: As the database table size grows, the throughput Database table size (# of 160-byte rows)
of our system approaches the maximum possible given the
AES throughput of our servers. Figure 5: The total client and server data transfer scales
sub-linearly with the size of the database.
S 50 - . o
R P line at the top of the chart indicates the number of bytes
[%] . . . .
ELQ 30 - a client would need to send for a single write request if
§’§ 20 - we did not use bandwidth-efficient DPFs (i.e., the dashed
g 10 - line indicates the size of the database table). As the fig-
2 _ 7 M ure demonstrates, the total data transfer in a Riposte clus-
= 0.0001  0.01 1 100 10000 ter scalesub-linearlywith the database size. When the

Database table width-height ratio database table is 2.5 GB in size, the database server trans-

) ) o ) fers only a total of 1.23 MB to process a write request.
Figure 4: Use of bandwidth-efficient DPFs gives a ¥68

speed-up over the naive constructions, in which a client’s
request is as large as the database. 6.2 s-Server Protocol

In some deployment scenarios, having strong protection
critical portions of our implementation from Go to C (Usagainst server compromise may be more important than
ing OpenSSL) might increase the throughput by a fagerformance or scalability. In these cases, stsrver
tor of as much as§, sinceopenssl speed reports AES Riposte protocol provides the same basic functionality as
throughput of 3.9 GB/s, compared with the 605 MB/s w@e three-server protocol described above, except that it
obtain with Go’s crypto library. At very small table sizesmaintains privacy even i§— 1 out of s servers collude
the speed at which the server can set up TLS connectigpgieviate arbitrarily from the protocol specification. We
with the clients limits the overall throughput to roughlymplemented the basiserver protocol but have not yet
900 requests per second. implemented the zero-knowledge proofs necessary to pre-

Figure 4 demonstrates how the request throughment malicious clients from corrupting the database state
varies as the width of the table changes, while the nufSection 5.2). These performance figures thus represent
ber of bytes in the table is held constant at 10 MB. Théh upper boundon thes-server protocol’s performance.
figure demonstrates the performance advantage of ushuyling the zero-knowledge proofs would require an addi-
a bandwidth-efficienO(+/L) DPF (Section 4) over thetional ©(v/L) elliptic curve operations per server in bn
naive DPF (Section 3.1). Using a DPF with optimal taew database. The computational cost of the proofs would
ble size yields a throughput of 38.4 requests per setmost certainly be dwarfed by ti@(L) elliptic curve op-
ond. The extreme left and right ends of the figure indérations required to update the state of the database table.
cate the performance yielded by the naive construction, ifThe experiments use the DDH-based seed-
which making a write request involves sendin@la< L)- homomorphic pseudo-random generator described
dimension vector to each server. At the far right extreneSection 4.4 and they use the NIST P-256 elliptic curve
of the table, performance drops to 0.05 requests per sesthe underlying algebraic group. The table row size is
ond, so DPFs yield a 768speed-up. fixed at 160 bytes.

Figure 5 indicates the total number of bytes transferredrFigure 6 demonstrates the performance of an eight-
by one of the database servers and by the audit serserver Riposte cluster as the table size increases. At a
while processing a single client write request. The dashidble size of 1,024 rows, the cluster can process one re-
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100 - anonymous microblogging service. A whistleblower, for
Actual throughput —+— example, might want to anonymously blog about an in-

j 10 — e £ oo stance of bureaucratic corruption in her organization.
é’ig : The utility of such a system depends on the size of the
5’% 1= anonymity set it would provide: if a whistleblower is only
= - anonymous amongst a group of ten people, it would be
2 01g e easy for the whistleblower’'s employer to retaliate against

- everyonen the anonymity set. Mounting this “punish-
00 g them-all” attack does not require breaking the anonymity
Database table size (¥ of 160-byte rows) system |_tself, since the anonymity set is put_)llf:_. As the
anonymity set size grows, however, the feasibility of the
Figure 6: Throughput of an eight-server Riposte clustgtunish-them-all” attack quickly tends to zero. At an
using the(8, 7)-distributed point function. anonymity set size of 1,000,000 clients, mounting an
“punish-them-all” attack would be prohibitively expen-
sive in most situations.

- 16-row table F——
bé-row fable. Riposte can handle such large anonymity sets as long
as (1) clients are willing to tolerate hours of messaging
latency, and (2) only a small fraction of clients writes into
the database in each time epoch. Both of these require-

ments are satisfied in the whistleblowing scenario. First,

Throughput
(client requests/sec)

P N W A OO N 0O
|

[ I I T JJ whistleblowers might not care if the system delays their
t ! posts by a few hours. Second, the vast majority of users
s 3 4 s & 7 8 o 10 Ofamicrobloggingservice (especiallyinthe whistleblow-

ing context) are more likely teeadposts than write them.
To get very large anonymity sets, maintainers of an anony-
Figure 7: Throughput of Riposte clusters using two diffemous microblogging service could take advantage of the
ent database table sizes as the number of servers varidgrge set of “read-only” users to provide anonymity for the
relatively small number of “read-write” users.

quest every 3.44 seconds. The limiting factor is the rateThe client application for such a microblogging ser-
at which the servers can evaluate the DDH-based psewidoe would enable read-write users to generate and sub-
random generator (PRG), since computing each 32-byi& Riposte write requests to a Riposte cluster running the
block of PRG output requires a costly elliptic curve scalaficroblogging service. However, the client application
multiplication. The dashed line in the figure indicates theould also allow read-only users to submit an “empty”
maximum throughput obtainable using Go’s implementarite request to the Riposte cluster that would always
tion of P-256 on our servers, which in turn dictates therite a random message into the first row of the Riposte
maximum cluster throughput. Processing a single requésatabase. From the perspective of the servers, a read-only
with a table size of one million rows would take nearlglient would be indistinguishable from a read-write client
one hour with this construction, compared to 0.3 secor@igleveraging read-only users in this way, we can increase
in the AES-based three-server protocol. the size of the anonymity set without needing to increase
Figure 7 shows how the throughput of the Riposte clue size of the database table.

ter changes as the number of servers varies. Since th?o demonstrate that Riposte can support very large
workload is heavily CPU-bound, the throughput only d%fnonymity set sizes—albeit with high latency—we con-
creases slightly as the number of servers increases fr]‘?gﬁﬂred a cluster of Riposte servers with a 65,536-row
two to ten. database table and left it running for 32 hours. In that
period, the system processed a total of 2,895,216 write
6.3 Discussion: Whistleblowing and requests at an average rate of 25.19 requests per second.

Microblogging  with Million-User (To our knowledge, this is the largest anonymity eeer
Anonymity Sets constructedn a system that offers protection against traf-

fic analysis attacks.) Using the techniques in Section 3.2,
Whistleblowers, political activists, or others discuggina table of this size could handle 0.3% of users writing at
sensitive or controversial issues might benefit from ancollision rate of under 5%. Thus, to get an anonymity

Number of servers
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set of roughly 1,000,000 users with a three-server Ripobi@ve been a number of mix-net-style systems proposed,
cluster and a database table of size535, the time epoch many of which explicitly weaken their protections against
must be at least 11 hours long. a near omni-present adversary [75] to improve prospects

As of 2013, Twitter reported an average throughput @r practical usability (i.e., for email traffic) [24]. In o8
5,700 140-byte Tweets per second [53]. That is equivteast, Riposte attempts to provide very strong anonymity
lent roughly 5,000 of our 160-byte messages per secogdarantees at the price of usability for interactive agplic
At a table size of one million messages, our Riposte clu®ns.

ter's end-to-end throughput is 2.86 write requests per secg-yoting systems (also called “verifiable shuffles”)
ond (Figure 3). To handle the same volume of Tweets géhieve the sort of privacy properties that Riposte offers,
Twitter does with anonymity set sizes on the order of huand some systems even provide stronger voting-specific
dreds of thousands of clients, we would need to increagigarantees (receipt-freeness, proportionality, etm)gh

the computing power of our cluster by “only” a factor omost e-voting systems cannot provide the forward secu-

~1,750? Since we are using only three servers now, Wy property that Riposte offers (Section 3.3) [1, 19, 33,
would need roughly 5,250 servers (split into three nomg, 47,66, 70].

colluding data centers) to handle the same volume of trafy, 5 typical e-voting system, voters submit their en-

fic.as Tw?tter. Furthgrmore, since the audit server is ] pted ballots to a few trustees, who collectively shuf-
doing string comparisons, the system would likely negd -4 decrypt them. While it is possible to repurpose

many fewer audit servers than database servers, so theel%ting systems for anonymous messaging, they typi-
tal number of servers required might be closer,000. .51y require expensive zero-knowledge proofs or are in-
efficient when message sizes are large. Mix-nets that do
not use zero-knowledge proofs of correctness typically do
7 Related Work not provide privacy in the face of active attacks by a subset

. . of the mix servers.
Anonymity systems fall into one of two general cate- .
For example, the verifiable shuffle protocol of Bayer

gories: systems that provide low-latency communication

and those that protect against traffic analysis attacks b§"! Groth [5] is one of the most efficient in the litera-
global network adversary. ure. Their shuffle implementation, when used with an

Aqua [54], Crowds [72], LAP [49], Shad-anonymity set of sizeN, requires 18l group exponen-

owWalker [60], Tarzan [32], and Tor [28] belong tdiations per server and data trans@{N). In additipn,.
the first category of systems: they provide an anonymdi§SSages must be small enough to be encoded in single
proxy for real-time Web browsing, but they do not prote@OUP élements (a few hundred bytes at most). In con-
against an adversary who controls the network, mafigSt: Our protocol requiréS(L) AES operations and data

of the clients, and some of the nodes on a victim’s patlrﬁnsferO(\/E), whereL is the size of the database table.
through the network. Even providing a formal definitiowh?n messages are short gnd when the writer/reader ratio
of anonymity for low-latency systems is challenging [50§ Nigh, the Bayer-Groth mix may be faster than our sys-
and such definitions typically do not capture the need 1 In contrast, when messages are long and when the
protect against timing attacks. writer/reader ratio is low (i.el, < O(N)), our system is

Even so, it would be possible to combine Tor (or af@ster.
other low-latency anonymizing proxy) and Riposte to Chaum’s Dining Cryptographers network (DC-net) is
build a “best of both” anonymity system: clients woul@n information-theoretically secure anonymous broad-
submit their write requests to the Riposte servers \gast channel [15]. A DC-net provides the same strong
the Tor network. In this configuration, evenafl of anonymity propertiesas Riposte does, butit requires every
the Riposte servers colluded, they could not learn whigger of a DC-net to participate in every run of the proto-
user wrote which message without also breaking tfel- As the number of users grows, this quickly becomes
anonymity of the Tor network. impractical.

David Chaum’s “cascade” mix networks were one of The Dissent [78] system introduced the idea of us-
the first systems devised with the specific goal of deferidg partially trusted servers to make DC-nets practical in
ing against traffic-analysis attacks [16]. Since then,ehatistributed networks. Dissent requires weaker trust as-

sumptions than our three-server protocol does but it re-
2We assume here that scaling the number of machines by a fafckor

increases our throughput by a factorkof This assumption is reason-qUIreS clients to send)(L) bits to each server per time

able given our workload, since the processing of write retpiis an epoch (compgred with OL@(\/E)) Also, excludinga sin-
embarrassingly parallel task. gle disruptor in a 1,000-client deployment takes over an
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hour. In contrast, Riposte can excludes disruptors as fastles. This work leaves open a number of questions for
as it processes write requests (tens to hundreds per $eiwre work, including:
ond, depending on the database size). Recent work [21¢ Does there exist afs,s— 1)-DPF construction for
uses zero-knowledge techniques to speed up disruption s> 2 that uses only symmetric-key operations?
resistance in Dissent (building on ideas of Golle ande Are there efficient technigues (i.e., using no public-
Juels [45]). Unfortunately, these techniques limit the-sys  key primitives) for achieving disruption resistance
tem’s end to end-throughput end-to-end throughput to 30 without the need for a non-colluding audit server?
KB/s, compared with Riposte’s 450+ MB/s. e Are there DPF constructions that enable processing
Herbivore scales DC-nets by dividing users into many write requests in amortized tin@L ), for a lengthL
small anonymity sets [39]. Riposte creates a single large database?
anonymity set, and thus enables every client to be anoRyith the design and implementation of Riposte, we have
mous amongst thentire seftof honest clients. demonstrated that cryptographic techniques can make
Our DPF constructions make extensive use of prigraffic-analysis-resistant anonymous microblogging and
work on private information retrieval (PIR) [17,18,34,38whistleblowing more practical at Internet scale.
Recent work demonstrates that it is possible to make the-
oretical PIR fast enough for practical use [26,27,41].
Gertner et al. [37] considaymmetri®IR protocals, in Acknowledgements
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mutually distrustful clientsise a single Riposte cluster,

our protocol must also handle malicious clients.
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2. Inthe second step, the challenger responds to the Ia%lt-(
versary:

3. For each clientin {0,...,n—1} \ Hc, the adversary

4.

5. The adversary makes a gugstor the value ob.

The adversary wins the game lif=b'. We define

e For each servej € Hs, the challenger com-

« The adversary selects a set of cliests C B Correctness Proof for(2,1)-DPF

{0,...,n—1}, such thatH.| > 2, representing
the set of honest clients. The adversary seledibis appendix proves correctness of the distributed point
one message-location pair per honest client: construction of Section 4.3. For the scheme to be correct,
. . it must be that, fofka,kg) «+ Gen(¢,m), forall ¢/ € Z:
M={(i,m.,4) i€ Hc}

Eval(ka, ¢') + Eval(kg, ') = Pym(¢').

The adversary send4s and M to the challenger.

Uy, ty) be the tuple irZy x Zy representing locatioh
and let(¢, £y) be the tuple representirfgy Let:

e For each(i,m, ) € M, the challenger gener- M < Eval(ka, ') mg < Eval(kg,?').

ates a write request: . _
We use a case analysis to show that the left-hand side of

(Wfo), . 7Wi(sfl)) + Write(4;,my) the equation above equdlsy, for all ¢
The set of shares of thé&h write request Case b fy # #. Whenty # (}, the seedsa[¢}] andsg[(;]
revealed to the malicious servers W = are equal, sga = gg. Similarlyba[¢] = bg[¢]. The
(W} e outputn, will be ga[£)] + ba[6]v[(]], The outputm

In the next Steps of the game, the Cha”enger will be identical tomA. Since the field is a binary
will random'y reorder the honest clients’ write f|e|d, add|ng a value to itself results in the zero ele-
requests. The challenger should learn nothing Ment, so the summ, + mg will be zero as desired.

about which client wrote what, despite all th )

information at ts disposal. P Tase II: /éx =0 ar)d by # £y Whenty = £, the s_ee_ds
sa[ty] andsg[¢;] arenot equal, soga # gg. Simi-

Thg challenger then samples a random permu- |arly ba[¢,] # bg[l]. Whendy # £, v[(;] = gally] +

tationrrover{0,...,[He| —1}. The challenger  gg[¢/]. Assumeba[f}] = 0 (an analogous argument

sends the following set of write requests to the  applies wherba[¢}] = 1), then:

adversary, permuted accordingrto

V[€] = (m-ey)[¢)] + galty] + gs[¢].
(Wiz0), Wir(1) - - - Wig( 746 -1)) ] = (m-ey )16 4 ]

The summ), + mg will then be:

computes a write reque@lvi(O), e ,Wi(sfl)) (possibly My +mg = gA[z;] + QB[%] + V[g;] =0.
according to some malicious strategy) and sends the
set of these write requests to the challenger. Case lll: ¢ ={} andéy = . This is the same as Case

I, except that(m- e, )[(y] = mwhen/y = £, so the

putes the server’s final statg by running the sumn, +mg = m, as desired.

Update functionality on each of the client

write requests in order. L&= {(j,0j) | j € -
s} be the set of states of the honest servers.C Pr?OfS for the AImostEqual Proto
Cco

The challenger samples a lnt—g {0,1}. If
cery. Otheraiae, the challonger samples a LR 3PPENdi proves securty of thmstEqusl proto-
permutationrt* on Hc and setyS ) to the col of Section 5.1.
adversary. Soundness.We compute the probability that an honest
audit server will output “1” when the vectors are not equal
at exactly one index. First, consider the case whervthe
vectors are equal everywhere. In this case, the test vectors

the adversary’s advantage &Brlb = b/| —1/2|. The that server$\ andB send to the audit server will be equal
scheme maintainss,t)-write privacy if no efficient ad- everywhere and the audit server will always output “0.”
versary wins the game with non-negligible advantage (inNext, consider the case when thkievectors differ at
the implicit security parameter). k+ 1 positions, wheré > 0. The soundness errgg is
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equal to the probability that, feeveryindexi’ where the D Security Proof for Three-Server
vectors are unequal (except one), there is a hash collision. Protocol
Since the probability of many hash collisions is bounded

by the probability of a single hash collisiog < £1. The ;g appendix contains the security proofs for the three-

probab!l|ty, &, of a s!ngl_e collision we know from the geryer protocol for detecting malicious client requests
properties of a pairwise-independent hash function fa'@ection 5.1)

ily, where each member of the family has rarjje

Completeness. If the pair of keys is well-formed then
<« T the ba and bg vectors (also thesy, and sz vectors) are
- |R]2 equal at every indei=# ¢« and they differ at index= /y.
i Even in the negligibly unlikely event that the random seed
The overall soundness error is then at most 1/|R|. .pogen asa[/y is equal to the random seed chosen at
Since|R| (the output space of the hash function) is €XPY:(4,], the test vectorsa andtg will still differ because
.nentiaI.Iy_Iarge in the security parameter, this proba;bilibA[éx] £ bg[f]. Thus, a correct pair db ands vectors
is negligible. will pass the firstAlmostEqual check.
Completeness.If the vectorsva andvg differ in exactly ~ The secondimostEqual check is more subtle. If the
one position, the audit server must output “1” with ovekector is well formed then, letting, be the index where
whelming probability. Since the audit server only outhesvectors differ, we have:
puts “1” if exactlyone element of the test vectors is equal,

. .. . x—1
whenever there is at least one collision in the hash func- Ug — <Z}G(SA[i])> + G(sally]) + G(sa[lx]) +V
i=

& = Prlhy «—r H : hi(vali]) = hi(vg[i])]

tion, the protocol will return an incorrect result. The prob
ability of this event happening is negligible, however, as
long as the length of the vectors is polynomial in the se-
curity parameter.

= Ua+ G(sa[fx]) + G(sa[tx]) +V
=Uuap+m- egy

Zero Knowledge. The zero-knowledge property needf v is well-formed, then two test vectous andug differ
only hold when the vectors differ at exactly one index. lanly at index?y.

th|s_case, serve“rA”andB receive a _smg_le b.'t _from theSoundness. To show soundness, we must bound the
audit server (a “1”), so the simulation is trivial for the

robability that the audit server will output “1” when the
database servers. Thus, we only need to prove that the : .
. servers take a malformed pair of DPF keys as input. If
zero-knowledge property holds for the audit server.
) " theb andsvectors are not equal everywhere except at one
Whenever the vectors differ at exactly one position the ‘ o
audit server can also simulate its view of the protocol. T lildex, the soundness of témostEqual protocol implies
audit server simulator runs by picking len hE)ectors c;f rt1|$at the audit server will return “0” with overwhelming
: yp 9 _gl_ robability when invoked the first time.
random elements in the range of the pairwise hash funcs . . .
. . ) : Now, given that thes vectors differ at one index, we
tion family # subject to the constraint that the vectors are :
O . can demonstrate that if the vectors pass the second
equal at arandom indéxe Zn. The simulator outputs the

) AlmostEqual check, therv is also well formed. Lety
two vectors as the vectors received from serveandB. . . . .
) . . ) . . be the index at which thevectors differ. Write the val-
The simulation is valid becausgl is a pairwise-

independent hash function family. L&t be a family of ggisct):ut;(iasn\{ectors atindexy ass, andss. Then, by
hash functiorh; : D — R Then for allx,y € D, by defini- '

tion of pairwise independence: x—1 .
Up = ; G(sali]) | +G(sa)
i7#lx

Prih«+rH 1 h(x) = h(y)] < x-1
Ug = (; G(SB[i])> +G(sg) +V

1

R

This property implies that the two vectors sent to the audit
server leak no information about tivevectors, since an
honest client’ss vector will be independent of the choicélhe first term of these two expressions are equal (be-
of hash functionh, and so every element of the vectorsause thes vectors are equal almost everywhere). Thus,
sent to the audit servers takes on every valu® with to violate the soundness property, an adversary must con-
equal probability. As in the real protocol, the simulatestruct a tuple(s,,ss,v) such that the vector§(s,) and
vectors are equal at one random index. (G(s5) + v) differ at exactly one indexand such that
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v # G(sy) + G(s5) + m-&. This is a contradiction, how- Soundness. The soundness of the non-interactive zero-

ever, since ifG(s,) and(G(sg) + v) differ at exactly one knowledge proof in the first half of the protocol guaran-

index, then: tees that thé8 vectors sum tae, and that thes vectors
sum tos’ - e, for some values, € Zy ands® € S.

m- ey, = G(sa) + [(G(sg) + V)] We must now argue that the probability that all servers
accept an invalid write request in the second half of the
protocol is negligible. The soundness property of the un-
Zero Knowledge. The audit server can simulate its vieviirlying zero-knowledge proof used in Step 5 implies that
of a successful run of the protocol (one in which the if0® veCtorGsum contains commitments to zero at all in-

put keys are well-formed) by invoking th&lmostEqual dices except one. A client who violates the soundness
simulator twice. property produces a vectorand seed valug® such that

(Z-0Gi) +V = m-g, for some valuesy, € Zy andme G,
_ and that # m- e, — G(s"). This is a contradiction, how-
E Security Proof for  Zero- ever sincdz31Gi) = G(s'), by the first half of the pro-

Knowledge Protocol tocol, and so:
(Z3Gi) +Vv=m-e, =G(S") +V

for somefy andm, by definition ofm- e, .

CompletenessCompleteness for the first half of the pro-
tocol, which checks the form of thg andS vectors, fol- Finally, we conclude that = m- e, — G(s").

lows directly from the construction of those vectors.  7q,q Knowledge. The servers can simulate every mes-
The one slightly subtle step comes in Step 5 of the s@gyye they receive during a run of the protocol. In particu-
ond half of the protocol. For the protocol to be completg,; ey see only Pedersen commitments, which are statis-
it must be thaiGsym is zero at every index except onejca|ly hiding, and non-interactive zero-knowledge pof
This is true because: which are simulatable in the random-oracle model [6].

Gsum= (£3Gi) +V=G(s") + M-y, — G(s") =m- ey
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