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* 3 Major Sections
1. Intro Bitcoin Development Process
2.  Intro to Bitcoin Improvement Proposals
3.  Bitcoin Performance Engineering
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Intro to Bitcoin Development
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So You Want to Be a Bitcoin Developer
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Foundations

Development Environment
Beginning to Code Bitcoin
Contributing

General Advice
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Understand Development Philosophy

1%/273 Bitcoin1—H %! JARILF 5
7 DEIRBILE "’Cﬁ#:ﬂ%’é’%}
Bitcoin MFIAHIL S
Pp-<Y t#%@
RICL7a I CHENR TN BIEES S

* Respect all kinds of Bitcoin users

e Scratch your own itch

e Bitcoin use is free speech

* Slow and steady

* Not everyone has same goal for project
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Communications
 BE{#EMRBILERZEL -
e DTARAAYN—IFIRERZT4RAHA Y a0 L
TWADOMIZEREES
— WAATEFA A2 TA—S LIF Bitcoin FIFE
HQEE HNHO

 Someone already probably asked your question online
Be respectful of what other developers are working on or currently discussing

— The various forums are like Bitcoin Dev HQ ©
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Communications

bitcoincore.slack.com [Z&09 5
IRC F¥ 1)L

— #tbitcoin, #bitcoin-wizards, #bitcoin-core-dev

— B 1BlD£E (T #bitcoin-core-dev [ZT
github.com/bitcoin/bitcoin 274 0—9 %
Linux Foundation M A—1 > F RIS MY S
— bitcoin-core-dev, bitcoin-dev, bitcoin-discuss
Bitcoin StackExchange

Join bitcoincore.slack.com
IRC channels
—  #bitcoin, #bitcoin-wizards, #bitcoin-core-dev
—  Weekly meeting in #bitcoin-core-dev
Follow github.com/bitcoin/bitcoin
Join Linux Foundation mailing lists
—  bitcoin-core-dev, bitcoin-dev, bitcoin-discuss
Bitcoin StackExchange



http://github.com/bitcoin/bitcoin
http://github.com/bitcoin/bitcoin
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For

k, Clone, Build

 ‘git clone glt@glt

nub.com:bitcoin/bitcoin.git’

—FNELETDITA—U TS

* ‘git checkout —b my-devel-branch

« EJLFFIEAEYIC
ANVANGSY)

= LR 5 (1

* ‘git clone git@github.com:bitcoin/bitcoin.git’

— or your own fork!

‘git checkout —b my-devel-branch’

* Follow build instructions (first

build is slow)

A

[XEFRA A


mailto:git@github.com:bitcoin/bitcoin.git`
mailto:git@github.com:bitcoin/bitcoin.git`

Bitcoin Node ZZE 179 5%

Run Bitcoin Nodes

FIFEAUNAILLFzNNAF)—ZFaE—T 5

— src/bitcoind and src/bitcoin-cli

*./bitcoind -debug=bench’ [£/—FZ#ZE{T9 5. ./bitcoin-
cli' #@F@>TTALT S

Testnet /—I: *./bitcoind -testnet -debug=bench’,
"./bitcoin-cli -testnet’

BEDOF—/I\DBEFLOTIILEF !

Copy the binaries you just compiled

— src/bitcoind and src/bitcoin-cli

"./bitcoind -debug=bench” will run a node, use "./bitcoin-cli’ to test it
Testnet node: "./bitcoind -testnet -debug=bench’, "./bitcoin-cli -testnet’
Useful if you have a few servers to develop on!
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BEGINNING TO CODE BITCOIN
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Pick a Good “Bad Idea”

. FADIFLHTOTODIE
— DoSERHCT=HIZDBD I UN)—E5 2 LET 5
—- WMEEIET AT S
— TROYN—oT—R/\wI%EK
« B(\J &
— L\ob\DB(i&ﬁb\mEEéllLE%(i MLLhE
— BT AD/IN\NF—2FFEBATELLY
¢ Eb\ut
— SR DFFER

My First Project
— Randomize order of a databases entries to prevent DoS on bad DB access pattern
— Implemented a proof of concept
— Asked a developer for feedback
* Bad
— We may eventually want DB iterable in order
— Couldn’t demonstrate an example of bad access pattern
* Good
— Learning experience
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Build C++ Expertise
Bitcoin[XC++11TEMNNT= SRR

ey -‘f 7\] 7"'7]\] 297

IROIEMNEC++11F LR e
BT B (RIID25EZELS SN,
1H12E)

cppreference com!

C++: O[T “FHE"  ZL4L ++
“-H-ELL\”

7[377\/ llull

: ‘?ﬂ:}lli r}(. ]

Bitcoin is written in C++11

Learn C++11 well as you start (first ~25
chapters or so, a chapter or two a day)

cppreference.com!
C++: “easy” to read, “hard” to write



http://cppreference.com
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ctags (%D

Using ctags

Bitcoin MO—KFI[XZ LV ctags TREHIZARNS

Vim T3 AV, Emacs/Atom RILZEMNH B!

— srcdir F1[Z ‘ctags —R ." T generate 9%

—C-] TEEBICRATHI.EBDLECATHNIE
tts' TEIRT S

— 'C-t' THID ESAANTL

Bitcoin has a lot of code! ctags helps you browse it quickly
Vim specific, but Emacs/Atom has equivalent!
— ‘ctags —R . in src dir to generate

— Hit 'C-]" in vim to jump to definition, ":ts" to select if there are multiple
possible locations

— Hit 'C-t" to go back to prior location
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Testing Bitcoin

‘make check’ T =Y F TR MZEETTH
*./aa/pull-tester/rpc-tests.py’ TCRPCTAMEZEITT 5

Travis Cl ZEX €9 AEBEIRIIZXO-TLVS
HLWTRAREECCEETWT ARG CETO—F D AR
TixEDHD !

— BitcoinMTAMAREE (X EBLGEWMTE ., B<XG-oTLVS !
— HERGEZELwIELK !

‘make check’ runs unit tests
"./qa/pull-tester/rpc-tests.py” to run rpc tests
Enable Travis Cl on your fork for testing to happen automatically

Writing new tests & reading old ones is a great way to ensure you understand how
the code works!

— Bitcoin test coverage is not great, but getting better!
— It’s not grunt work!




gdb/lldb Z{F5
Use gdb/lldb

WBUWNFa—RYT7IL

- 1R D2a—Fx2R%

RAVA = ¥]

- ZFLTWSTRY S LERET S

FE OVINMS—PEETIENH S !

Brief Tutorial

Basically
— See what your code is doing step-by-step
— Find bugs
— Inspect running programs

 Warning: Compiler can play tricks on you!
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'g++ -std=c++11 -g main.cpp 7
AVNAILT B

Compile ‘g++ -std=c++11 -g main.cpp’

void fn(int& x) {
++X ;

}

int main() {
int x = 0;
fn(x);
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Now Run:

1. gdb --args a.out

— starts gdb running with a.out

2. bfn

— sets a breakpoint at fn

3.1

— runs ./a.out
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gdb cheatsheet

up/down

— jump up/down function
callstack

continue

— resume executing code till
next breakpoint

step

— take one step through the
program

b function
— breakpoint at function

I
— start executing

* bfile:lineno
— breakpoint at location
* p<x>
— prints out the variable x

* info thread
— lists running threads

e thread <n>

— switches debugger to
thread n

* C-XC-a

— Shows source code
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Review Others’ Code

e github.com/bitcoin/bitcoin/pulls Z &R %
o FNER[Z/ZATE:
— D NIEADRRBIZEET HH
— EANTEHETI4— R \vIO%=H1T5
— EATET4— R\ DOELH2 5
o RICALTAIA— RN\ OEHITHIL. 65 AE
NVE—[Z155

* Look through github.com/bitcoin/bitcoin/pulls
 You'll learn
— What topics people are working on
— How people communicate feedback
— What kinds of feedback people get
* If you leave useful feedback for someone, they will be happy



https://github.com/bitcoin/bitcoin/pulls
https://github.com/bitcoin/bitcoin/pulls
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Let’s See What’s Hot

35 labels Sort -
115 open issues
o P2P 89 open issues

75 open issues

2> Feature 65 open issues

64 open issues
2> Refactoring 62 open issues
2> Bug 43 open issues
> Priority Low 38 open issues
2 Tests 35 open issues

> Build system 35 open issues
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Here’s One of Mine

il 41 Open + 254 Closed Author - Labels ~ Milestones ~

Il Remove coin age priority and free transactions - implementation «+ Mining RESE kel ]

#9602 opened 3 days ago by morcos 0.15.0

1 [Qt] Add checkbox in the GUI to opt-in to RBF when creating a transaction .~ [GUI W&t
#9597 opened 4 days ago by ryanofsky « Approved

1 Add missing mempool lock for CalculateMemPoolAncestors .~ [Wallgt
#9578 opened 5 days ago by TheBlueMatt

(I [wallet] Remove redundant initialization .~ [Waligt}
#9576 opened 5 days ago by practicalswift

(1 Wallet: Refactor ReserveKeyFromKeyPool for safety .~ [Waiiet)
#9537 opened 11 days ago by luke-jr

(I Enable RBF transactions in wallet by default v LTt (Wallsh
#9527 opened 11 days ago by ryanofsky

| listreceivedbyaddress Filter Address .~ [Wallefl

#9503 opened 13 days ago by JeremyRubin

Assignee ~

Reviews~ Sort-

(1 Complete hybrid full block SPV mode .~ [GUl [Wallet
#9483 opened 17 days ago by jonasschnelli
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Let’s See What Happened

. Conversation 23 - Commits 2 Fileschanged 2

¢

£

JeremyRubin commented 13 days ago Contributor

This gives listreceivedbyaddress the ability to filter for a single address.

This functionality is useful for users such as TumbleBit who need to filter by address.

jnewbery commented 13 days ago Contributor

A couple of general comments:

* How large are the results from the listreceivedbyaddress rpc expected to be? If the rpc only ever
returns a small number of addresses, it should be easy enough for the client to receive the full list
of balances and then filter the list itself?

» if there's a chance that this functionality needs to be extended further to filter on a list of
addresses rather than a single address, it'd be better to include that now. Since #8811, the
arguments to the RPCs are part of the API, so changing them later becomes more troublesome.



N EE-MZRFELLD
Let’s See What Happened

et e et~

| think (2) isn't really needed since if you need more than a small number you can just do un-filtered or
a few repeated calls. I'm no expert on this use-case though.

JeremyRubin commented 20 days ago Contributor

@EthanHeilman thoughts?

Another optimization would be to allow for caching of this table on construction (maybe
keep_cache/clear_cache parameters). This could reduce the O(n*m) complexity for making m repeated
calls to O(n + m).

NicolasDorier commented 20 days ago » edited Member

@JeremyRubin The reason why | am interested into that is that here is the code | am using for querying
the transactions of a scriptPubKey: Using listtransactions in tumblebit.

L i T e e e 1 1 ™ 1 i e L L 1 e
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Important Contributions to Bitcoin

oA T—i3y

HEET AT 7 EWR
MDOANDIA—RETATTDLE 21—
fREET AR

HUTILVR /AZ2ZTADEE
TAOY/AA—@EITDY—)L
FLiva—Frzs<!

Documentation

Novel ideas and research

Review others’ code & ideas

Rigorous Testing

Conference/Community organizing

Tools for developers
Write new code!
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Write Good Code
j(I::ET-tIEIEI\O—CL\%n% 7&* '5_
=

/\

1.
2.
1. Fnﬁw_éﬁ’i;’k’ééélﬁ\ﬁ
2. BRFELGKRX A T—I3aY
3. A—FZEENDTAE
3. BODIA—ODNTSFIZTvad 3

1. Find anissue that you think is important
2. Write

1. Patches that you think solves it

2. Clear documentation

3. Tests that cover the code
3.  Push to a branch on your fork
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Seek Early Feedback

ZDMNITAYE—D%FED:

— B2 &S5E T EF D TLVSBitcoindAV M E 2—4

— TheBlueMatt, theuni, jonasschnelli, EFAIXEBLLNVE O
— #bitcoin-core-dev [TT74—R/\V I Z{KFET S

DZELIFELED ' EELELOOHEHIEH AT
PR 7R !

*  Write a message to:

— A Bitcoin contributor who works on similar things
— TheBlueMatt, theuni, jonasschnelli, and myself are friendly default contacts
— ping #bitcoin-core-dev with a request for feedback

Be gracious! Negativity on your work is not negativity to you!
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Run New Nodes
¢« A ETARRYE
— B3P —/N\EFED

—TIHILN/—FDTF /YT a5 %#LELTR

To BET=DN—320DANRBELN? T

Main and test net
— Recommend using a different server

ELLNV?

— Compare debug logs to compare to your default nodes. Is your version

better/correct?
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Restructuring Code Changes

TAMMIBIDAZYMMILELLD

— ‘Tests after Code’ A" ‘Code after Tests’
BRELGET/INEINAIYMILELELD

— BRVWSRENI—REETEEIT AEIILGS

1D MDpull-requesti AN T FELVKSIZ

— 10x HEDIA—FIZ1DD2xTSRAEDSXD ADELD
‘git rebase —i' ZR{ELVEL LD

Tests should be a separate commit

— Either ‘Tests after Code’ or ‘Code after Tests’
Small commits that individually make sense

— Sometimes you rewrite code you don’t actually need to make that work
Don’t pack too much in one pull-request

— Better to leave a 10x improvement to an initial 2x and a follow up 5x later
‘git rebase —i" is your friend
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Open a Pull-Request on Github

« BHDITZUFDIA—ITravish g hLT1=C
&’EEEE?’.,\?’%

cuckoocache-pull-request JeremyRubin v 0|64 i New pull request [T

cuckoocache-pull-request-not-squa. JeremyRubin ¥ 0|76 n New pull request m

« ZEHNOEHAELRIAZAEIZEL]
« ZSZDT=HIZ{D mergecNT=PRE*R %

Make sure Travis is enabled and passing on your fork for your branch
Write up a few paragraphs motivating and describing the changes
Look at other merged PRs for examples



FDOIE
Waiting Game
o LEaA—IIEBFREIMNMS !
o J4—FI\VIZHRRISIREETZT D

thnl

* Review takes time!
* Respond to feedback as you get it
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Your First Contribution

{ELN) X9 TCBitcoin PR7ALRZAKERT S
NZP->TRTESL

— Fx a2 AF7—23 % EMT S

- TAMZEMT S

— A(TIREET

Bl SEER/NILPREDLH-THROO

BMADAAMR 5T

— https://github.com/bitcoin/bitcoin/blob/master/CONTRIBUTING.md

— https://github.com/bitcoin/bitcoin/blob/master/doc/developer-
notes.md

Experience Bitcoin PR process with low stakes trial
Try to
— Add documentation
— Add tests
— Fix typos
Homework: Do a small PR this weekend ©
Read Official Contribution Guides:
— https://github.com/bitcoin/bitcoin/blob/master/CONTRIBUTING.md
— https://github.com/bitcoin/bitcoin/blob/master/doc/developer-notes.md



https://github.com/bitcoin/bitcoin/blob/master/CONTRIBUTING.md
https://github.com/bitcoin/bitcoin/blob/master/doc/developer-notes.md
https://github.com/bitcoin/bitcoin/blob/master/CONTRIBUTING.md
https://github.com/bitcoin/bitcoin/blob/master/doc/developer-notes.md
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GENERAL ADVICE
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Good to Read

Bitcoin SoK Paper [Felten et al.]

Pull Requests/Issues on Repo

Bitcoin Improvement Proposal notes [BIPs]

Kanzure’s Archive [diyhpl.us/~bryan/papers2/bitcoin]
Peter Todd’s Blog [petertodd.org]

Computer Systems Security (6.858, 6.857, 6.875)
[css.csail.mit.edu]

Game Theory with Engineering Applications [OCW]
Follow CCS/Oakland/Crypto/FC/... conferences
Scaling Bitcoin Archive [scalingbitcoin.org]

Twitter



http://wws.princeton.edu/system/files/research/documents/Felten_SoK.pdf
https://github.com/bitcoin/bips
http://diyhpl.us/~bryan/papers2/bitcoin
https://petertodd.org
http://css.csail.mit.edu
https://ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-254-game-theory-with-engineering-applications-spring-2010/lecture-notes/
https://scalingbitcoin.org

SR /FWDNEDIHARLY

Bad to Read

o KIAEITHIFO>MNERELY:
— Reddit® A+
— NYT/Economist/etc HMio D BitcoinD FHFE D ELE

« “MAUTZIEIARLY LDIE+7H5 !

‘Tt

Mostly Avoid:
— Comments on reddit
— Articles in NYT/Economist/etc about Bitcoin development
 There’s enough “Good to Read” to keep you busy and happy!
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Socialize
s EOENSELAIFLDELNNS !
e Scaling BitcoinM A I77L 2 AANTTL

« O—A)LDBitcoin Meetup (B 21O 2
9 ! KEBSAIZRELYTH)

e Twitter

/

* Lots of really great people to talk to!
* Go to Scaling Bitcoin conference
* Local Bitcoin Meetups (Ask Taro-San, Next Week!)

e Twitter
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Be Patient

e Bitcoinl& 129 SV Ik
- FFEIE T11<...
— FROvy/N—[Fa—F% 95..
—ENf-O0—FkT
— TH.HE-DEXIE D!

e Bitcoin is security focused software
— Development will be slow...
— Developers will nitpick your code...
— Broken code will upset you...
— but... Your work is high impact!
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Questions/Break Time
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The BIP Process



Bitcoin Improvement Proposals

» REQGT—FTIFYv—DER
* https://github.com/bitcoin/bips [Zd 5D
- ENRAGTOER
—CDHETCTHELEDHZIENZ LN, INTIE
HWHETHEENHSHAZESHZLY

Process for large, architectural changes to Bitcoin
Kept at https://github.com/bitcoin/bips
Semi-Formal Process
— Lots of development happens this way, lots of development doesn’t

%L <I& https://github.com/bitcoin/bips/blob/master/bip-0002.mediawiki (2T,
Details following from https://github.com/bitcoin/bips/blob/master/bip-0002.mediawiki, under license listed therein.



https://github.com/bitcoin/bips
https://github.com/bitcoin/bips
https://github.com/bitcoin/bips/blob/master/bip-0002.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0002.mediawiki

BIP& (...

A BIP Can Be...
HTLLVEEEDIEE

HHEEICHT ST 2 =T DER
BEICREST-THAMDRF A T—3Y

A New Feature Proposal
Community Input on an Issue
Documenting Design Decisions that have gone into Bitcoin
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BIPIXZ AL 47500

A BIP Shouldn’t be...

EIEENA T LA T—2aV (TSI VBERE
AIZEBLCE TSNE=TAT7T

EEDEE

s H3\EHE A TLVA BIP

EFAR—=23 0 ENED

EMNLWNTESED

)77 REENENED

lm

Small Features that are non-standard or implementation dependent
Ideas previously discussed and rejected

Duplicated Efforts

Malformatted BIPS

Without Motivation

Overly Broad

Without Reference Implementations
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Basic BIP Skeleton

Ay —
217
AN

—— \\ ~ \

N—/3_/

EIR

HID/N—3> DB A

) D7 RELE

“Header

“ Abstract

“Specification

" Motivation

“Rationale

*Backwards compatibility
Reference implementation
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Three Kinds of BIP

AAVF—K 59 Y
— [FIZEEDBitcoinDA 2 TLAVT—avIZEZENHD
o FybkD—o0O7Okall
« TAYY /NSO IV DOEMEDI—ILER
« BitcoinZ WS T T DR EERMICHELNHIHIEE
— 2DMIN—YY:
- FHAODER
. YDFLRELE
TR
— BitcoinDTH A2, TNEL—ARRIZZOY B DEREA
— FLLMEEREDIREL w4

— AVt RALHAL!
JAatX

— BitcoinDAH/\NF 2 RADEEE
Standards Track

Informational
Process
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Draft

BIP Life
Proposed Final /Active
Rejected
Replaced
Withdrawn

Deferred
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Small BIP Review

* 3IDMBIPZRTAHFELELD
1. BIP9: VersionBits
2. BIP141: Segregated Witness
3. BIP32: Hierarchical Deterministic Wallets

Let’s take a look at three BIPs
1.  BIP9: VersionBits
2.  BIP141: Segregated Witness
3.  BIP32: Hierarchical Deterministic Wallets



BIP 9: VERSION BITS



Version Bits

THERDBIP

— meta, Standards Track®D 74— D {ER A i%
Bitcoin32-Bit/\— 3757 ZFI AL TR IZHE
soft-forkZx=E1T9 544

Soft forklZ & FiI. Ewk(0~28) . BAIREE. 31 LT 9k
=HE-oTL\S

HIN20167 AV IIEFDEYREERELE=DIETFTY
795

Informational BIP
— meta, how to make Standards Track Forks
Describes how to use Bitcoin’s 32-Bit version flag to deploy simultaneous soft-forks

* Soft fork has a name, a bit (0-28), a start time, and a timeout

Check that 95% of the preceding 2016 blocks set the bit
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Version Bit Deployment

DEFINED timeout <= MTP

starttime <= MTP < timeout FAILED

@ STARTED m{; MTP

(MTP < timeout) AND (threshold reached)

(_

<

LOCKED_IN

Always

@ ACTIVE

(_




BIP 141: SEGWIT



Segregated Witnhess

Standards Track
BitcoinM2 D D REAXfZ R
- 7y A4 X (T Ry ol L2 2ETXAND)
— Transaction Malleability (k223> ETE)
« EELNENGEOESTEXDERIEIMNGYHES
Segregated Witness
- EHDERZT—RIADECAHIZIES !

Standards Track
Fix two problems in Bitcoin
— Block Size (slightly more transactions/block)
— Transaction Malleability
* Transactions that can be changed significantly without invalidating signatures
Segregated Witness
— All Signature data is separately committed to!




SegWit(DE

SegWit Implementation

Before Segwit

e txid =
H([nVersion][txins][txouts][
nLockTime])

— txin = previous txid | |
witness

« TxOEFHIFFZAITKELT
AV

Chain of transactions is dependent
on the signatures ®

After Segwit

txid =
H([nVersion][txins][txouts][nLock
Time])

— txin = previous txid +{-withess
wtxid =
h([nVersion][marker][flag][txins][t
xouts][witness][nLockTime])

2 0v90F(ZH|DwtxidsD
commitment

TXDEH (T F A EXKEFL TG
AY®)

Separate commitment to wtxids in block

Chain of transactions is independent of
the signatures ©
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SegWit3E ZEBIP9 VersionBits

SegWit Deployment BIP9 VersionBits
e start time: midnight 15
November 2016 UTC

* timeout: midnight 15
November 2017 UTC

* name: “segwit”
e bit: 1

15. Dec 26. Dec 16. Jan 23. Jan
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Is this Bad?

Matt Corallo <If-lists@mattcorallo.com=> Jan 15 (8 days ago) {4= Reply to all
to lightning-dev, Rusty, Andrés |~

On January 15, 2017 9:30:48 PM EST, Rusty Russell <rusty@rustcorp.com.au> wrote:
>|f segwit doesn't activate, something is badly broken in Bitcoin. This

>is not really a lightning issue; there's been no significant technical

=objection to segwit, and it really does make Bitcoin work better.

Depends on your point of view.... If you want a digital gold and don't care too much about
payments, segwit not activating may be a good thing. It is a strong indication of how hard it is
to change Bitcoin, and may even be an indication Bitcoin will never change in a major way
again - a strong confirmation of exactly what you'd want from Bitcoin.

b



BIP 32:
HIERARCHICAL DETERMINISTIC WALLETS



Hierarchical Deterministic Wallets

[FERDBIP

F D “master key’ ML FHEHDBENENSD
“‘A—H” flDa—F., At RERYE
=L

TH,. CCDEETEX ) T4Z25HS

* Informational BIP

* Allow deriving a tree of keys from a root “master key”

« “User” code, not consensus or network

e Still, standards here improve user security



BIP 32 - Hierarchical Deterministic Wallets

Master Master Wallets / Wallet Addresses
Seed Node Accounts Chains
i oo
xternal
om0 S -M/0/0/0_ MO0/l - miO/O/K
)— ™o )
el (T3] ts g ... (8
m/0  como.n el s~ -mi0/0,_ MOl . m/OiK

3 ]
Entropy CK;:::: 0)

128 bits CKDIm. 1) - m/1/0
e // o ——— [ ]
¥ HMAC-SHAS12 - Internal t
AT, - i m/1 CKD(mL, 1) 1 .
m

ATy

S

CKD(m, 1) L]

KD, O
7____._-———7——- ~ m/if0
i —— () ) ... €3

m/i CROmA 1 i e =m0 _ Ml e milk

S —

Depth =0 Depth =1 Depth = 2 Depth = 3

Child Key Derivation Function ~ CKD(x,n) = HMAC-SHAS512(X chain » X pusey || N)
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Questions/Break Time
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Performance Engineering Bitcoin
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This Section
e BitcoinMD/\NTA—IARIZTFTY (2D
LNT
 CuckooCache

* Discuss Performance Engineering in Bitcoin

* CuckooCache
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Why Performance Engineering
« RT—FEUTAD=HIZLYELGHRSE
— AE—=FBNED D EUXNKLTGED
—TX/sh\m LT %

* Bitcoin needs to be faster to scale
— Faster is Better User Experience
— Handle more TX/s
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Why Performance Engineering
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“Easy” to get started
— Can measure objective quantity by profiling
— Don’t need to know much about Bitcoin to start
e Learn through investigation
— Small scale & large scale problems
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Why Performance Engineering
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Many “Open” Problems for engineers of different backgrounds
— Signature Validation

— Network Relay

— Database Caching

— Wallet Scanning
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Why Performance Engineering
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Signatures
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e Asignature is a string sig such that verify(sig, pubkey) is true
* Asignature verification is deterministic

— if verify(sig, pubkey) is true, then running it again will also be true
* Asignature is expensive to compute
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Mempool Validation

e MempoolD/N\)T—3>DOT7AOvATIENS
o3 DHRDETHDEREZFIVIT S

* Mempool validation process checks all signatures in a
transaction
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Block validation process checks all transactions in

the

block

Checking a transaction checks all signatures



Can we avoid checking signatures 2x?
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Signature Cache

e verify(sig, pubkey) DMtrue D BEFIZSHA256(sig
|| pubkey) ZHash SetlZZ®REFT 5
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» if verify(sig, pubkey), then save SHA256(sig | | pubkey) in a hash table
* Hash table is cheaper than a signature check
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Bitcoin’s Naive Implementation
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use unordered_set<Hash> set
unordered_set: bad overhead, allocation, and indirection
if DynamicMemoryUsage(set) > limit
— Discard random buckets of elements until <= limit
—  Could loop forever!
Concurrency (Worse to run on 16 Cores than 8 ®)
— Read Lock to read
Write Lock to insert
Write Lock to erase ®
erase on every successful read ®
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Bitcoin’s Naive Implementation

unordered_set<Hash> set % ¥l F
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use unordered_set<Hash> set
unordered_set: bad overhead, allocation, and indirection
if DynamicMemoryUsage(set) > limit
— Discard random buckets of elements until <= limit
—  Could loop forever!
Concurrency (Worse to run on 16 Cores than 8 ®)
— Read Lock to read
Write Lock to insert
Write Lock to erase ®
erase on every successful read ®



Cache Wish List

HWELGEFIZEITHIBRT S

Lo XN, —BHWLWIUMN) —%FEICHIBRT 5
RIRFIEITHEARLY

BEETS A DL

AE—EEHNDITO

R IJL—T (D RIRETE) AV

AEY—DEY HTH DAL

RAMFE vy 1D ML

BRERFEONRE

Only erase when new space needed
When full, delete less needed entries first
Improve Concurrency

Decrease Indirection

Decrease Memory Overhead

No (potentially) Infinite Loops

Decrease Memory Allocation

Decrease RAM Cache Contention
Improve Lookup Runtime
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CAN WE FIX IT ALL?
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Base Idea: Cuckoo Hashing

FILAYXLIED DT
— BE25: hash a[NELEMS]
— 1\ aB#: hash H1(elem e), hash H2(elem e)
— insert(k, h = H1, iterations = 0)
e a[h(k)] [Z k2 BB
— a[h(k)] € k
— insert(k2, H1(k2) == h(k) ? H2 : H1, iterations+1)
o« #8YIRLHO(log(NELEMS)) [ZTEoT=b, T—T LY A XZE{EIZT D
— lookup(k) return a[H1(k)] ==k | | a[H2(k)] ==
HEEN RN, /Ny 1B EAEH3,HA .. E1E A0 (X432, (BEBAIZEELLY...)
Very simple algorithm:
— array: hash a[NELEMS]
— hash functions: hash H1(elem e), hash H2(elem e)
— insert(k, h = H1, iterations = 0)
* ifa[h(k)] is occupied by k2
— afh(k)] €k
— insert(k2, H1(k2) == h(k) ? H2 : H1, iterations+1)

* if hit O(log(NELEMS)) iterations, double table size
Performs very well, especially with more hashes H3, H4... (complicated proof...)
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insert(k)
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Fixed size table (no doubling)

— drop last element at O(log(NELEMS)) recursion limit

Use H1...H8 hash functions

— because SHA256 is 32 bytes/4 bytes =
Keep a array of atomic bit-packed bytes

—  for marking erasable

— don’t erase element until new data
Keep a array of bit-packed bytes for generati

8

on

— retire generations when table gets cramped

—  Age when older than THRESHOLD
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Generation

Erased

old | new | new | old | new | old | old | new
0 1 0 1 | o 1 0 1
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insert(x)
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Generation

Erased
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insert(x)
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Generation

Erased

insert(y)
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insert(y)
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insert(y)

MBIt DERAPZHIBRF=ZEI

Erase Old

Generation [“old Tnew [ new [ old T new [ old T old T new

Erased 1 0 0 1 | o 1 1 1
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Generation

Erased

insert(y)
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How’'d We Do?
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Lazy erasure on future inserts
Bonus: Better performance during Reorgs
Generations ensure older entries deleted first
Older - Less needed
Zero locks needed for Reads and Erases
Almost Zero indirection
Almost Zero memory overhead (< 1%)
All operations terminate
Zero memory allocation
40% faster on 16 cores
0O(1) lookup



How’'d | know | did better?

BRIEDFLIT—aVTHIBOEZEZ LR TES vy
avIal—A

SERR=-6D DT ST 495

B2t DIE. oo TINEZaL—aEo1- ]
RYRT—DICEHL TS /—RD3aL—oavidk
ZRETIHN, LYHEHLL ! L-EBULBEAFRY—ILAE

- BRZHF->TWAEYr AV Ry —Y ETLU3al—23Y
T AHT-OIZHIE— AR B TIXELNY—ILEE T

Cache simulator to compare old & new implementations across situations
Graphical demonstration
A simulator was one of the first things | did!

Networked node simulation is very important, but harder to do! Better dev tools
needed...

— non-public tools to simulate historical bitcoin network
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Near Optimal Hit Rate!
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Low Variance
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How’'d | know | did better?
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Cache simulator to compare old & new implementations across situations
Graphical demonstration
A simulator was one of the first things | did!

Networked node simulation is very important, but harder to do! Better dev tools
needed...

— non-public tools to simulate historical bitcoin network



T AR
Testing
¢« AL —R2ZFEHT:
— Xy aDINTA—T U ADEILERLS
—TONTADELSEZERT S

Used the simulator to
— prevent cache performance regression
— ensure correctness properties
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Review Process Timeline

O—FDIEFEY :2016F E
PRZFAL/=:20165F10A5H

— AAVN: SR LTSV IA—LDIS—..
M4 10DBH0: 20165108 20H
10A21H®MaA

— sipa:2"M YA XIZEFEL . bitmaskZE{E>THa. (a%n)[FELHS
11A9H DA

— Deprecated 727 DLW EILFDIS—
PRIEmergectLf-:20165F12 A 14H
sipal&2"DH|RZF4 ML T=:2017F1H12H

Code Started: Summer 2016
PR Opened: Oct 5%, 2016
— Comments: Random Platform Errors...
Added Generations: Oct 20t", 2016
Oct 215t Comments:

— sipa: please fix size to 2" and use bitmask, (a%n) is slow
Nov 9 Comments:
—  More esoteric build errors with deprecated flags
PR Merged: Dec 14th, 2016
Power of 2 restriction lifted by sipa: Jan 12t, 2017 -> (a%b) ~~ (((uint64_t) a)*n)>>32
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Takeaways:
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Bitcoin is ripe with opportunity for purely algorithmic improvements
Not everything needs to be a tradeoff!
Set up metrics first
— | almost threw away this code because | wasn’t sure if it would help much ©
Don’t Get Demotivated in Review
— It takes a long time!
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Code

e https://github.com/bitcoin/bitcoin/pull/8895



https://github.com/bitcoin/bitcoin/pull/8895
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BITCOIN WHO’S WHO
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e WiladimirlJ. van der Laan
* Bitcoin Core @) Lead Maintainer

=l

« MITDCIDRREE

WIladimir J. van der Laan
Bitcoin Core Lead Maintainer
Employed by MIT DCI
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Pieter Wuille
RKELEHADBitcoinT NAwW/\—
— SegWitDFHBAH

BlockStream Co-Founder

http://pieterwuillefacts.com

— Pieter Wuille AV 1[EISHA-2% RERL 1=, THLENILE
H DT,

Pieter Wuille
Prolific Bitcoin Developer
— Made SegWit
BlockStream co-founder
http://pieterwuillefacts.com
— Pieter Wuille once inverted SHA-2. But that just proves that it's impossible.



http://pieterwuillefacts.com
http://pieterwuillefacts.com

gavinandresen

Gavin Andresen
JC Lead Maintainer
J¢ MIT DC]

SO ;EE): ?7?7?

* Gavin Andresen

* Ex-Lead Maintainer
 Ex-MIT DCI

* Current Activities: ??7?
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Cory Fields
Bitcoin Core TARA w/N— EJLNATLDI
JRIN—k

MIT DCIDFZE &

B<{EHns:
— “CoryN B Eo =0t/ \ (1) —E JLRTELLY

Cory Fields

Bitcoin Core Developer, build system guru
Employed by MIT DCI
Oft Repeated:

“No one would be able to build the bitcoin binary if Cory went away”
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Matt Corallo

Bitcoin Core TN
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 Matt Corallo

e Bitcoin Core Developer
e BlockStream co-founder
* Relay Network Guru

— invented Compact Blocks

* Very Blue Hair
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* Jonas Schnelli
« 94 Ly FEUXDO—FIZEFE TS
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* Jonas Schnelli
e Largely works on wallet & UX code
e Building a bitcoin hardware wallet



morcos & sdaftuar

 Alex Morcos & Suhas Daftuar
 Chaincode Labs @) Founder

 Alex Morcos & Suhas Daftuar
* Founders of Chaincode Labs
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* Greg Maxwell

o BDIETE=NEZ=CLILEER Greg HEEIZFHA
L. bitcointalk [Z¥&FaL71- ©

* BlockStream @) Co-Founder

* Greg Maxwell
* Almost anything you can think of, Greg invented it in a post on bitcointalk ©

e BlockStream co-founder
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 Peter Todd
 Bitcoin® XIBHE

* Peter Todd
e Bitcoin’s Top Contrarian



Adam Back

 BlockStream CEO

e TARAOYN—LBHEWNTE, —REEET
H B

e HashCash)FHAE |

e BlockStream CEO
* Not a developer, but a leading scientist
* Invented HashCash!



Satoshi Nakamoto
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Omitted People

« {L2LWVSTI M., LEEDLFIZRIE=HIEE
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* There are lots more, but the above are names you’ll see
around & can ask for help!



