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Abstract. Many blockchain researches focus on the privacy protec-
tion. However, criminals can leverage strong privacy protection of the
blockchain to do illegal crimes (such as ransomware) without being pun-
ished. These crimes have caused huge losses to society and users. Im-
plementing identity tracing is an important step in dealing with issues
arising from privacy protection. In this paper, we propose a blockchain
traceable scheme with oversight function (BTSOF). The design of BT-
SOF builds on SkyEye (Tianjun Ma et al., Cryptology ePrint Archive
2020). In BTSOF, the regulator must obtain the consent of the com-
mittee to enable tracing. Moreover, we construct a non-interactive verifi-
able multi-secret sharing scheme (VMSS scheme) and leverage the VMSS
scheme to design a distributed multi-key generation (DMKG) protocol
for the Cramer-Shoup public key encryption scheme. The DMKG proto-
col is used in the design of BTSOF. We provide the security definition
and security proof of the VMSS scheme and DMKG protocol.

Keywords: blockchain traceable scheme - oversight function - verifiable
multi-secret sharing scheme - distributed multi-key generation protocol

1 Introduction

Nowadays, the blockchain that originated in Bitcoin [23] has attracted great
attention from industry and academia. The reason of high concern is mainly
the large-scale application scenarios of blockchain. That is, the blockchain is no
longer limited to the decentralized cryptocurrencies (e.g. PPcoin [17], Litecoin
[1]), and can also be applied to other fields, such as military, insurance, supply
chain, and smart contracts.

In a nutshell, the blockchain can be seen as a distributed, decentralized,
anonymous, and data-immutable database. The blockchain stores data in blocks.
A block contains a block header and a block body. The block body stores data
in the form of a Merkle tree. The block header contains the hash value of the

* The corresponding author.
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block header of the previous block to form a chain. Moreover, the block header
also stores information such as the time stamp, version number, and root of
the Merkle tree. The blockchain uses consensus mechanism (such as proof of
work (POW) [23], proof of stake (POS) [4,9,16], or practical byzantine fault
tolerance (PBFT) [6]) to guarantee nodes to reach consensus on some block. In
other words, the consensus mechanism ensures that the entire network reaches
a consensus on a unique blockchain.

There are many researches on the blockchain privacy protection [5,8,22,26].
However, criminals can leverage strong privacy protection of the blockchain to do
illegal crimes (such as ransomware, money laundering) without being punished.
These crimes have caused huge losses to society and users. CipherTraces third
quarter 2019 cryptocurrency anti-money laundering report shows that the total
amount of fraud and theft related to cryptocurrencies are $4.4 billion in aggregate
for 2019.

In blockchain applications, implementing identity tracing is an importan-
t step in dealing with issues arising from privacy protection. Tianjun Ma et
al. proposed SkyEye [20], a blockchain traceable scheme. SkyEye can be ap-
plied in the SkyEye-friendly blockchain applications, that is, each user in these
blockchain applications has the public information generated from the private
information, and the users’ public information can be displayed in the blockchain
data. SkyEye allows the regulator to trace the users’ identities of the blockchain
data. However, in SkyEye, there are no restrictions and oversight measures for
the regulator, and the regulator can arbitrarily trace the blockchain data.

In this paper, we propose a blockchain traceable scheme with oversight func-
tion (BTSOF) to limit the tracing right of the regulator. Our main contributions
are as follows:

1. We construct a non-interactive verifiable multi-secret sharing (VMSS) scheme
based on the non-interactive verifiable secret sharing scheme proposed by
Pedersen (Pedersen-VSS) [25]. We leverage the Franklin-Yung multi-secret
sharing scheme [13] in the design of the VMSS scheme. In addition, we pro-
vide the security definition and security proof of the VMSS scheme.

2. We use the VMSS scheme to construct a distributed multi-key generation
(DMKG) protocol for the Cramer-Shoup public key encryption scheme [7].
The construction of the DMKG protocol builds on the techniques of dis-
tributed key generation (DKG) protocol proposed by Gennaro et al [15]. We
define the security of the DMKG protocol and prove the security of this
protocol.

3. We propose a blockchain traceable scheme with oversight function. The de-
sign of BTSOF builds on SkyEye [20]. There is a committee in BTSOF.
The regulator must obtain the consent of the committee to enable tracing.
The regulator can trace one data, multiple data or data in multiple period.
Moreover, the design of the BTSOF scheme leverages some cryptographic
primitives, including the DMKG protocol, non-interactive zero-knowledge,
and digital signature scheme.
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1.1 Notation

Let p and ¢ denote two large primes such that ¢ — 1|p. We use Z, to denote a
group of order p and Z, to denote a group of order g. Unless otherwise noted,
the exponential operation performs modulo p operation by default. For example,
g* denotes g* mod p, where g € Z, and = € Z,. Let || denote the concatenate
symbol, such as a||b denotes the concatenation of a and b. Let | - | denote the
size of some set, such as |A| represents the number of elements in the set A.

1.2 Paper organization

The remainder of this paper is organized as follows. Section 2 provides the back-
ground. Section 3 provides an overview of the blockchain traceable scheme with
oversight function. Section 4 describes the VMSS scheme. Section 5 details the
DMKG protocol. Section 6 describes the blockchain traceable scheme with over-
sight function. We discuss related work in Section 7 and summarize this paper
in Section 8.

2 Background

2.1 SkyEye

SkyEye, a traceable scheme for blockchain, was introduced by Tianjun Ma et
al [20]. SkyEye uses some cryptographic primitives (e.g., chameleon hash scheme
[18]) in the design. SkyEye consists of a tuple of polynomial-time algorithms
(Setup, Geninfo, Verinto, GENproot, V erproos, Trace), where Setup generates the
public parameters pp for the system, Gen,ro, and Veri,r, create and verify the
user registration information respectively, Genpyroor and Verproor generate and
verify the user’s identity proof respectively, and Trace algorithm traces the users’
true identities in the blockchain data. A complete formal definition about these
algorithms can be found in [20].

The regulator’s encryption public-private key pair (pkyeg, skreg), that is called
the traceable public-private key pair, is generated by Setup algorithm, where
Dkreg is included in the pp and sk,.4 is obtained by the regulator. The identity
proof of each user includes the ciphertext of the user’s chameleon hash public key
under pk,.,. We use u to denote a user, id, to denote the u’s true identity and
pke, to denote the chameleon hash public key of the user u. Let C'H;q, denote
the chameleon hash value of identity id, and MT denote the Merkle tree. Each
leaf node of MT stores the value of each successfully registered user, which is the
concatenation of the chameleon hash public key and the chameleon hash value
of the identity.

Figure 1 shows an overview of the blockchain application using SkyEye. The
user u generates the registration information regin fo and sends regin fo to the
regulator. If the verification of reginfo is successful, the regulator can extract
some information record, = (pke,,idy, CH;q,) from reginfo, store record, to
the database, add pk.,||CH;q, to MT, and publish the Merkle tree MT. If
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Fig. 1. An overview of the blockchain application using SkyEye.

the w’s (pke,||CH;a,) appears in the Merkle tree MT, the user u successfully
registers in the regulator. Then, the user u can generate the blockchain data
data,, consisting of data contents and the identity proofs of users involved in data
creation. The user sends data,, to the node network which includes ordinary users
and verification nodes. Unlike traditional verification process in the blockchain,
the verification process works as follows: (i) verifying data contents; (ii) verifying
identity proofs in the data. If the verification of data,, is successful, data,, is added
to the block that is generated by the verification node (e.g., miner). According
to a consensus mechanism, the nodes in the network select a final block and add
it to the blockchain. The tracing process is shown as follows: the regulator
obtains data,, from the blockchain, and gets the chameleon hash public key set
PK¢ by decrypting each ciphertext of chameleon hash public key in data,, using
the private key sk,.q. Finally, the regulator can obtain the users’ true identity
set ID in data, by searching the database according to PK¢.

2.2 Cryptographic Building Blocks

The cryptographic building blocks include the following: Cramer-Shoup encryp-
tion scheme, non-interactive zero-knowledge, digital signature scheme, and multi-
secret sharing scheme. Below, we informally describe these notions.
Cramer-Shoup Encryption Scheme. The Cramer-Shoup Encryption Scheme
CS = (Setup, KeyGen, Enc, Dec) is described below (more details are described
in [7]).

o Setup(A) = ppenc. Given a security parameter A, this algorithm samples
91,92 € Z, at random, where the order of g; and g» is ¢. Then, this algorithm
chooses a hash function H form the family of universal one-way hash functions.
Finally, Setup returns the public parameters ppene = (p, ¢, H, g1, 92)-

o KeyGen(ppene) — (pk, sk). Given the public parameters ppen., this al-

gorithm randomly samples x1, 22,91, Yy2,2 € Z,4, and computes ¢; = g7 g52,
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co = g¥'¢%?, and c3 = g7. Finally, KeyGen returns a pair of public/private keys
(pk, sk) = ((c1, c2, ¢3), (T1, T2, Y1, Y2, 2)).

e Enc(pk, m) — C. Given the public key pk and a message m, this algorithm
first randomly samples r € Z,. Then it computes

up = gq,uz = gy, e = csm, o = H(uy,uz,e),v = cjcy™.
Finally, this algorithm returns C' = (uq, ua, €, v).
e Dec(sk,C) — m/L. Given the private key sk and the ciphertext C, this
algorithm computes o = H (u1,u2,e), and checks if

u (2
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2

If the check fails, this algorithm outputs L; otherwise, it outputs m = e/uf.
Non-Interactive Zero-Knowledge. Let R : {0,1}* x {0,1}* — {0,1} be an
NP relation. The language for R is £ = {z € {0,1}*|Fw € {0,1}* s.t. R(z,w) =
1}. A non-interactive zero-knowledge scheme NIZK = (K, P, V) corresponds to
the language £, which is described below:

e K(A) — crs. Given a security parameter \, K returns a common reference
string crs.

e P(ers,z,w) — m. Given the common reference string crs, a statement z,
and a witness w, P returns a proof 7.

e V(ers,x,m) — {0,1}. Given the common reference string crs, the statement
x, and the proof m, V returns 1 if verification succeeds, or 0 if verification fails.

A non-interactive zero-knowledge scheme satisfies three secure properties: (i)
completeness; (i) soundness; and (iii) perfectly zero knowledge. More details are
available in [2].

Digital Signature Scheme. A digital signature scheme Sig = (KeyGen, Sign
,Ver) is described below:

o KeyGen(A) — (pksig, sksig). Given a security parameter \, KeyGen re-
turns a pair of public/private keys (pksig, Sksig)-

o Sign(sksig,m) — o. Given the private key sks;; and a message m, Sign
returns the signature o of the message m.

e Ver(pksig, m,o) — b. Given the public key pks;4, the message m, and the

signature o, Ver returns b = 1 if the signature o is valid; otherwise, it outputs
b=0.
Multi-Secret Sharing Scheme. We use the Franklin-Yung multi-secret shar-
ing scheme [13]. A (t — [ + 1,t + 1;I,n)-multi-secret sharing scheme has two
phases: distribution phase and recovery phase, where [ denotes the number of
secrets, t denotes the threshold, and n denotes the number of participants.

Distribution phase. The dealer D distributes a secret set S = {s1,..., 8} € Zfl
to n participants, P, ..., P,. D first chooses a random polynomial f of degree ¢
such that f(—k) = s for k =1,...,l and f(—k) is random for k =1+1, ...t + 1.
and then sends st; = f(i) secretly to P; for i = 1,...,n.

Recovery phase. Any at least ¢ + 1 participants can compute the polynomial
f via the Lagrange interpolation formula, and then reconstruct the secret set .S.
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The above scheme satisfies two properties: (1) any at least ¢ + 1 participants
can reconstruct the secret set S; (2). Any at most ¢t — [ + 1 participants can not

find anything about the secret set S from their shares in an information-theoretic
sense.

3 An Overview of the Blockchain Traceable Scheme with
Oversight Function
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Fig. 2. An Overview of the Blockchain Traceable Scheme with Oversight Function.

We design oversight measures for the regulator on the basis of SkyEye, so
as to construct the blockchain traceable scheme with oversight function. The
main design idea is shown in the Figure 2. If the regulator wants to trace the
blockchain data data,,, it must send the data data, and corresponding evidence
wit, to the committee. And if the committee agrees this tracing, it sends the
information for tracing to the regulator. Finally, the regulator can trace the data
data,, according to the information sent by the committee. The specific ideas are
described as follows.

From Section 2.1, it can be seen that in SkyEye, the prerequisite for tracing
by the regulator is to use the traceable private key sk,., to decrypt all the
chameleon hash public key ciphertexts in the blockchain data data, to obtain
the chameleon hash public key set PK¢. For the encryption scheme in SkyEye,
we use the Cramer-Shoup encryption scheme, and let the committee periodically
generates the traceable public-private key pair of the Cramer-Shoup encryption
scheme. In other words, the regulator must obtain the consent of the committee
to enable tracing. We design a DMKG protocol suitable for the Cramer-Shoup
encryption scheme based on the DKG protocol [15] (more details are described
in Section 5). Without loss of generality, in this paper, we analyze the interaction
between the committee and regulator in one period. Let T' denote one period
and (pkyeg, skreg) denote the traceable public-private key pair that is generated
by the committee using the DMKG protocol in this period.
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For ease of describing the next design ideas, we assume that the committee
has n participants P, ..., P, where each member P; is honest for i € {1,...n}
(and in Section 6, we analyze the case of corrupted participants in the com-
mittee). Assuming that each committee member P; has the encryption private
key component (z1;,22;,Y1i, Y2, 2;) and the encryption public key component
(c14,c2iyc3:) = (g7 952, g7 g5, g7'), then the private key sk;.4 is equal to (z1 =
Die(t,.ny T MO @, T2 =3 ety oy T2 MOd @, Y1 = D ey Y1 mod Y2 =
Zie{l,...n} yoi mod q,z = Zie{l,...n} z; mod q). and the public key pk is equal to
(c1 = Hie{l,...n} cli =91'g5",c2 = H’L‘G{l,“,n} coi = 97'95°,c3 = Hie{l,..‘n} C3i =
91)-

Although the traceable public-private key pair (pkyeg, Skreg) has been gen-
erated by the committee, an issue remains. When the regulator sends the data
set and corresponding evidence to the committee and the committee agrees this
tracing, if the committee sends the private key sk,., directly to the regulator,
this will cause the regulator to trace not only the data set that it sends, but also
the data of other participants using pk,.y, during the 7" period.

To address the above issue, we ask the committee to send the private key
skreg to the regulator only when the regulator needs to trace all data of the T
period. In other cases, the committee sends some information to the regulator,
which allows the regulator to trace only the data set sent to the committee. Next,
we describe the design idea for the other cases. We assume that data, only has a
chameleon hash public key ciphertext C,, = (uy,us,e,v) = (g7, g5, chpke, , ¢ c5%),
where r is a random number used for encryption and « = H (u1, us,e). When
the regulator sends (data,,, wit,) to the committee, if the committee agrees this
tracing, for each i € {1,...n}, P; processes the ciphertext C,, as follows .

_ (z1ityie) _ r(ziityiie)
Uil = Uy =0 )

_ o (@2ity2ia) _ r(raity2ic) oz TZ
Ui2 = Ug =92 y U3 = Uy = g1

P; broadcasts the (u;1,u;2,u;3) to other members. Finally, for each ¢ €
{1,...n}, P; can compute

o _ r(z1j+yrjo) r(xejtyz;o)
wiz = g, myujitje = Hieq, . mygy 77 "9y 77

- T(E_je{l,...n}$1j+a2j€{1,...n}ylj)gT(Eje{1,...n}w2j+a2je{l,...n}y2j)
— J1l 2

o r(zityia) r(zetyza) _ xityia wetyso,
=09 92 =Uu Uy )
rX; Zj
_ . je{1,..n}*3 __ rz __ .z
winy = Hjeq1,. . m)Ujs = g1 =g;" = uj.

Then, P; sends (u;12,u;13) to regulator for each i € {1,...n}.

Because all committee members are honest, the regulator can choose the
(ui12,u413) for some ¢ € {1,...n} to decrypt C,. The regulator first checks if
u;12 = v. If the check passes, the regulator computes pk., = e/u;13, and then
searches his database to determine the true identity id, corresponding to the
chameleon hash pubic key pk., .
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4 Non-Interactive Verifiable Multi-Secret Sharing
Scheme

In this section, we describe the definitions, construction, and security of the
VMSS scheme.

4.1 Definitions

A VMSS scheme consists of the distribution phase, verification phase, and re-
covery phase. In the distribution phase, the dealer distributes the secret set and
sends shares to the participants. In verification phase, the participants verify
the shares sent by the dealer. In recovery phase, the participants reconstruct the
secret set.

We assume that a dealer D distributes a secret set S = {s1,...,8} € Zfl
to n participants, P,..., P,. Let Ver,,, denote the verification protocol that
runs on the dealer D and participants Py, ..., P,. A VMSS scheme is secure with
threshold ¢ if it satisfies the following two definitions (cf. [25]).

Definition 1 The Very,, must satisfy the following two requirements:

1. If the dealer and P; follow Very., for i € {1,...,n}, and the dealer follows
the distribution agreement, P; accepts the dealer’s share with a probability of
1.

2. For all subsets Uy, Uy of the set U = {1,...,n} (|Ui| = |Us| = t+ 1), if all
participants in Uy and Us have accepted their respective share sent by the
dealer in Very,, the secret set S; that is reconstructed by U, (i € {0,1})
satisfies S1 = .

Definition 2 For any A C {1,...,n} (|A| <=t —1+4+1) and any Viewya, the
VMSS protocol has:

P[D has a secret set S | Viewa] = P[D has a secret set S|,

where S = {s1,...8;} and Viewa denotes the view of the set A.

4.2 Construction

We assume that the dealer D has a secret set S = {s1,...,5} € Zfl , and a
trusted authority has chosen g,h € Z,, where h = g7,y € Z,. The VMSS
scheme is described as following.

Distribution phase. The dealer D samples 31, ..., §; € Z4 at random, and
broadcasts E; = g*hP for i =1, ...,1.

Then, P; randomly chooses two polynomials f(z), f'(x) € Zg[x] of degree t
such that f(—k) = sx and f/(—k) = By for k = 1,...,1. Let f(z) = ag + a1z +
o+t and f'(x) = by + bz + ... + byat. Then, D broadcasts cm; = g% hbi
for j =0,1,...,¢. Finally, D computes st; = f(i), sh; = f'(i) and sends (st;, sh;)
secretly to P; fori =1,...,n.
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Verification phase. For each i € {1,...,n}, P; first verifies Ej, for k =1,...0
and checks if

t )
By =g¥ihPi = H cmg-fk)' . (1)
j=0

If the check fails for an index k, P; declines (st;, sh;); otherwise, P; verifies
(sti, sh;) and checks if
t
gstihshi = H cm?. (2)
j=0

If the check fails, P; declines (st;, sh;); otherwise, P; accepts (st;, sh;).

Recovery phase. Any at least ¢t + 1 participants that have accepted their
shares can compute the polynomial f via the Lagrange interpolation formula,
and then reconstruct the secret set S.

4.3 Security

Theorem 1. If the dealer D can not compute -y, the VMSS scheme described
in Section 4.2 is secure. That is, the VMSS scheme satisfies Definition 1 and
Definition 2.

We provide the proof of Theorem 1 in Appendix A. According to Theorem 1,
we can get the following lemma.

Lemma 1. The VMSS scheme satisfies the following properties in the presence
of an adversary that corrupts at most t —l+ 1 participants and can not compute

v

1. If the dealer is honest in the protocol, all shares owned by the honest partic-
ipants can interpolate to a unique polynomial of degree t. In particular, any
t + 1 shares of the honest participants can effectively reconstruct the secret
set S = {s1,...s1}.

2. The public information generated in the protocol can be used to check the
correctness of each share. Therefore, even in the presence of a malicious ad-
versary that corrupts at most t—1+1 participants, it is possible to reconstruct
the secret set S from any subset that contains at least t + 1 correct shares.

8. The view of the adversary and the secret set S are independent of each other.

5 Distributed Multi-key Generation for the
Cramer-Shoup Encryption Scheme

In this section, we describe the threat model, security requirements, construction,
and security proof of the DMKG protocol.



10 Tianjun Ma, Haixia Xu, and Peili Li

5.1 Threat Model and Security Requirements

Threat Model. We assume that there are n probabilistic polynomial-time
participants Py, ...P, in the DMKG protocol. These participants are in a fully
synchronous network. All participants have a common broadcast channel, and
there is a private point-to-point channel between the participants. The adversary
A is static. That is, the corrupted participants must be chosen by the adversary
A at the beginning of the DMKG protocol. The adversary can corrupt at most
t — 1 participants in any way, where t — 1 < n/2.

Security Requirements The DMKG protocol is used to generate the public-
private key pair (pk, sk) in the Cramer-Shoup encryption scheme, where pk =
(c1,c2,¢3) = (971952, 97 952, g7) and sk = (z1, T2, Y1, Y2, z). The DMKG protocol
is secure with threshold ¢ if it satisfies the following requirements in the presence
of the adversary A that corrupts at most ¢t — 1 participants (cf. [15]).

1. Correctness
(P1). Any subset of t + 1 shares provided by honest participants can deter-
mine the same private key sk = (z1, z2,y1, Y2, 2)-
(P2). There is an effective algorithm that on input the participants’ n shares
and public messages generated by the DMKG protocol, outputs the unique
private key sk, even if at most ¢ — 1 shares are generated by the corrupted
participants.
(P3). All honest participants have the same public key pk = (c1,¢2,¢3) =
(971952, 97 952, g7), where (x1, T2, Y1, Y2, 2) is determined by P1.
(P4). The values x1,x2,y1,y2, and z of the private key are uniformly dis-
tributed in Z,.

2. Secrecy
The adversary gets nothing about sk except for the pubic key pk. More for-
mally, for each probabilistic polynomial-time adversary A that can corrupt
at most ¢ — 1 participants, there is a simulator @ such that on input the
public key pk, the output distribution produced by the simulator O is in-
distinguishable from the adversary’s view in the real DMKG protocol that
outputs the public key pk.

5.2 Construction

We assume that a trusted authority has chosen g1, h1, g2, h2 € Z,, where hy =
91" and hy = ¢3° for 1,72 € Z,. The DMKG protocol consists of two phases of
generating the private key sk = (21,2, y1,¥y2,2) and generating the public key
pk = (c1 = g7'g5%,c2 = g¥' g4, c3 = g7). The above two phases are presented in
detail in Figure 3 and Figure 4. The key ideas are described below.

In generating the private key sk phase, for each i = 1,...,n, P; randomly
chooses the components x1;, 2i, Y14, Y2i, 2i of sk in Z,. The distribution process
of z; uses the Pedersen-VSS scheme [25], which is the same as the DKG proto-

col [15]. P; randomly chooses a t-degree polynomial H;(x) satisfying H;(0) = z;
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to distribute z;. We use the VMSS protocol to distribute (x14, T2;, Y14, Y2:)- Specif-
ically, P; first broadcasts the commitments of x1;, x2;, Y15, and y9;. Then, P,
commits to two polynomials F;(x),G;(x) of degree t such that F;(—1) = x1,,
F;(=2) = y1i, Gi(—1) = x9;, and G;(—2) = yo;. Finally, P; broadcasts the prod-
uct of two polynomial commitments so that other participants can verify the
shares sent by P; and the commitments on x4, T2, Y14, and yo; (Eq. 3 and Eq.
4 in Figure 3). At the end of this phase, P; obtains a set of qualified participants
Qfinal, and holds the values F; (i), G; (i), and H; (%) for j € Q finai-

In generating the public key pk phase, each participant P; broadcasts the
components c1; = g7''g5%, coi = g7 g5y, and c3; = g7’ = gfi(o) of pk for
i € Qfinai- The verification process of cg; is the same as the DKG protocol [15].
P; broadcasts the public values A, for k = 0,...,¢, so that other participants
can verify (c14, co;) through Ak, and verify A; via the shares sent by P; (Eq. 5
and Eq. 6 in Figure 4).

5.3 Security

Theorem 2. The DMKG protocol described in Figure 8 and Figure 4 is a secure
protocol for distributed multi-key generation in the Cramer-Shoup encryption
scheme. That is, it satisfies correctness and secrecy requirements in the presence
of an adversary that corrupts at most t — 1 participants for any t —1 < n/2.

A simulator O is provided in Figure 5. We provide the proof of Theorem 2 in
Appendix B.

6 A Blockchain Traceable Scheme with Oversight
Function

In this section, we describe the threat model, goal, construction and security of
BTSOF.

6.1 Threat Model and Goal

From Section 3, it can be seen that BTSOF is constructed by adding oversight
measures to SkyFEye [20]. That is, the traceable public-private key pair is gen-
erated by the committee through the DMKG protocol, and the regulator must
obtain the consent of the committee to enable tracing. These measures are rela-
tively independent of SkyEye. Therefore, in BTSOF, we only consider the threat
model that is same as the threat model in the DMKG protocol except that the
set (Py, ..., P,) is called a committee and n is equal to 3t — 2. Because the ad-
versary controls at most ¢t — 1 committee members, the honest members are the
majority on the committee. Moreover, we assume that the regulator can receive
each committee member’ reply at time ¢,.,. The goal of BTSOF is to ensure
that the regulator must obtain the consent of the committee to enable tracing,
and can only trace the data set sent to the committee.
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1. Each participant P; performs the following operations for ¢ = 1, ..., n:

(a) P; randomly chooses T14i, L2i, Yli, Y2i, Zi € Zq, and ﬁo»;,ﬁli,ﬂm‘,ﬂg,i,ﬂM c Zq.
Then, P; broadcasts Ey; = gfl Ry, By = gV k2 By = ¢%%1h5% ) and
By = g¥? h§4i.

(b) P; randomly chooses two polynomials F;(z), F; () € Zq4[x] of degree t such
that Fi(—l) = :L‘M,Fi(—2) = yli,FiI(—l) = ,311' and FZ/(—Q) = ﬂgi. Let Fl(l‘) =
aio + a1z + ... + aixt and F}(z) = bio + birz + ... + bzt
Then, P; randomly chooses two polynomials G;(x), G;(z) € Zq[z] of degree t
such that Gi(—l) = ZL'Qi,Gi(_Q) = yzi,G;(—l) = f3; and G;(—Q) = Pai. Let
Gi(x) = alg + a1z + ... + ajxt and Gi(x) = bjg + bz + ... + bzt
Finally, P; randomly chooses two polynomials H;(x), H;(z) € Zg4|z] of degree
t such that H;(0) = z; and H.(0) = Bo;. Let H;(x) = aly + afix + ... + aj,x’
and H}(x) = bly + b1z + ... + bj,x*, where ajy = 2z and bly = Bo;.

P; broadcasts CM;, = gfikh?ikggi"hgé’“ and cmg, = g?él’“higl’“ for k = 0,...t,
where cmio = gfgo h’# = giipfi,

(c¢) For each i = 1,...,n, Each participant P; verifies F.; for 7 = 1,2,3,4 and

tests if
t

EriBriog = [[(CME ) for r=1,2 (3)
k=0
If this check does not hold for an index i, P; is marked as disqualified. Because
E.; is public for 7 = 1,2, 3,4, each participant can build the set of qualified
participants Qtem. In particular, all honest participants build the same set
Qtem‘

(d) For each i € Qiem, Pi computes the shares sfi; = F;(j), sfi; = Fi(j), 95 =
Gi(4),s9i; = Gi(4), shiy = Hi(j), and shi; = H;(j) for j = 1,...,n. Then, P;
sends (sfij, Sfij, 89ij, $9ij, Shij, shi;) secretly to participant P; for j = 1,...,n.
(All honest participants refuse to accept the shares of these participants who
are not in Qtem)

(e) Each participant P; verifies the shares received from the other participants.
For each i € Qtem, Pj checks if

{ gifij hifij g;gi/j B :szo(CMik)jk @

sh;:, shy.: -k
g: ”hl ij :HZ:O(Cmik)J

If the check fails for an index i, P; broadcasts a complaint against P;.
(f) For each i € Qtem, if P; received a complaint from P;, P; broadcasts the values
sfij, $fij 89is, 8915, shij, shi; that satisfy Eq. 4.
(g) A participant P; is marked as disqualified for i € Qem, if either of the following
two conditions is satisfied:
— the number of complaints against P; is more than ¢ — 1 in Step le.
— The values broadcast by P; in Step 1f do not satisfy Eq. 4.

2. Each participant in Q¢em builds the final set of qualified participants Q finas. In
particular, all honest participants build the same set @ finai-

3. For each i =1, ...,n, P; computes the shares sf; = Zjlemal sfj: mod q, sf] =
2 25€Q inar sfj; mod q, sgi = 225cQ ina 5930 mod q, sg; = 2 2i€Q i sgj; mod g,
sh; = Zjlemﬂ; shj; mod q, and sh; = ZjleMM sh; mod q. The private key sk

is not computed by any party, but sk is equals to (z1 = Y x1; mod q,x2 =

1€Q final
Di€Q imay T2 mOd @Y1 = Yic v mod Y2 = Dicq,, Y2 mod g,z =
1€Q pina Zi mod q).

Fig. 3. Generating the private key sk = (z1, z2, y1, y2, 2)
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4. For each i € Qfinat, P; broadcasts Ay, = g ga®*, Al = gy'* for k = 0,...,t,
c1i = g7"gy*, and co; = g""g§*". Let csi = Ajp = g;" = g7

5. For each j € Qfinal, Pj goes through the following two steps to check whether
the values broadcast by other participants in @ fina are correct.

(a) For each i € Qfinal, Pj checks if

t
eri = [TAS™) for r=1,2 (5)
k=0
If the check fails for an index i, P; broadcasts the shares (sfij, sgij, shij).
Because A;r and c,; for 7 = 1,2 are public, all honest participants broadcast
the shares sent by P;. Therefore, the number of shares exceeds the threshold
t, and all honest participants can reconstruct (1, T2, Y1, Y2i, 2i)-
(b) If the check succeeds in 5a for an index i, P; then checks if
{ gif” g;g” :HZ=0(AU€)]Z (6)
gih” :szo( ;k)]

If the check fails for an index i, P; complains against P; by broadcasting the
shares sfij, sfi;, s9ij, 89ij, shiz, shi; that satisfy Eq. 4 but do not satisfy Eq.
6.

6. If there is at least one valid complaint about P;, then the other participants in
Q finai reconstruct (z1i, T2i, Y14, Y2i, 2 ), Aix, and Aj, for k=0, ..., ¢.
Finally, the participants in Qfinat can obtain pk = (a1 = Hile_ ,Cli =

T1 T2 — . — Y1 Y2 — . — g%
g1 927,C2 = HiEQf'inul C2i = g1 937, C3 = Hileinal C3q = gl)

Fig. 4. Generating the public key pk = (c1 = ¢g71g52,c2 = g¥1 932, ¢35 = ¢f)
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Let corr = {1,...,t'} denote the set of corrupted participants controlled by the
adversary where ¢’ < t — 1 and uncorr = {t' + 1, ...,n} denote the set of honest
participants controlled by the simulator O.

Input: c1 = g7'g5%, c2 = g{' 95>, ¢c3 = gi

1. O performs the steps 1-2 in Figure 3 on behalf of the honest participants in the
set uncorr. At the end of step 2, the following results are satisfied:

(2) Qfina is correctly defined, and uncorr C Qfinai. Moreover, F;(z), Fj(z),
Gi(z), Gi(x), Hi(z), and H;(z) for i € uncorr are randomly chosen.

(b) The view of the adversary contains F;(z),F; (z),Gi(z),Gi(z),H;(x),H;(x) for
i € corr, the shares (sfij, sfi;, $gij, 89i;, shij, shij) for i € Qyinal, j € corr,
and all public values E;, C Mk, cmg for i € Qfinar, 7=1,2,3,4, k=0, ..., t.

(c) Because O receives enough consistent shares from the adversary, then O
can computes all polynomials of the participants in @ finai. Therefore, the
view of O consists of all shares (sfi;, sfi;, 5gij, $9i;, Shij, shi;), all coefficients
@ik, bik, alp, b, aty, bl and all public values E.;, C Mk, cmuk for i € Qfinai,
j=1,.m,7=1,2,34k=0,..t.

2. Then, O performs the following steps:

(a) O sets Ay = A = g1 go™, Af} = A = g, e o= e = g7t g,
cs; = co; = g¥lgy? and c; = Ajy = g?o for i € Qfinar \ {n}, k=0, .A.,t.l

(b) O computes 5, = 3 [Licq,,, o fmy G0 = 917> €in = €1 Licqunimy i =
915", and ¢35, = c2 HiEQfmaz\{n} eyt = gi'm g . (O does not know the
Values 211, /2?\1»,1, i’\Qn, @\1", j/y\zn)

(c) O sets sfr; = Sfnj,SGn; = Sgnj for j = 1,...,t — 1, and sh;,; = shy; for
j=1,..t

(d) The point  set ((_la/x\l’ﬂ)7(_27§1”)v(155f;1)5'-'5(t - las.f;,t—l)) can
determine a polynomial F)(z) of degree ¢, and the point set
((—1,Z2n), (—2,%2n), (1,8g01)s ..., (t — 1,sg5+-1)) can also determine a
polynomial G (z) of degree t. Let Fi(z) = ajo + afix + ... + afx’ and
Gi(x) = ally +ariz + ... + arxt.
According to the Lagrange interpolation formula, each coefficient of
the polynomials F,(z) and G (z) is the linear combination of
(/x\ln7:/y\17laSfr*le"wsf'rt,tfl) and (57\2717@\2”759:17“'789:1,,1571)7 respeCtiVEIY' Be-
cause the abscissas of the above two point sets are the same, the scalars
of the two linear combinations of (ank,a',fk) are the same for £k = 0,...t.
That is, if ank = Ak,—1Z1n + Ak,—2Y1n + Ak1Sfa1 + ... + Agt—15fn -1 , where
Ak,—1, Ak, —2, Ak1,...; Ak,t—1 are corresponding scalars for k& = 0,...,¢, then
any = Ak,—1T2n + Ao, —202n + Ae18gn1 + - + Akt—159m -1

Therefore, O can computes A%, = [[2_, (k) T H;;i (gff"j g5V ki for

k=0,..,t.

The point set ((0,2), (1, shn1),..., (¢, shy;)) can determine a polynomial

H;(x). According to the Lagrange interpolation formula, each coefficient of

the polynomial H;(z) is a linear combination of (Z,, shy,...,Sfn:). There-

fore, O sets ALy = c3,, and computes A, = (cgn))‘;v0 H;Zl(gih"]‘))‘;ﬁ where
%0, ---» At are corresponding scalars for k =1, ..., ¢.

(e) O broadcasts A, A}y, for i € Qfinal \ {n} and A%, A for k=0,...,t.

(f) O performs the verifications of Eq. 5 on the values cis, c2:, Aix for i € corr,
k =0, ...,t on behalf of all honest participants. If the verification fails for some
© € corr, O reconstructs the secrets (xu, T2i, Y1iy Y2, zl)

(g) O performs the verifications of Eq. 6 on the values A;x, A}, for i € corr,
k =0, ...,t on behalf of each honest participant. If the verification fails for some
i € corr, j € uncorr, O broadcasts a complaint sfij, sfi;, sgij, 89, shij, shi;
that satisfy Eq. 4 but do not satisfy Eq. 6.

(h) O performs the step 6 in Figure 4 on behalf of the honest participants.

Fig. 5. Simulator O
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6.2 Construction

We modify the Setup and Trace algorithms in SkyEye and keep the other algo-
rithms unchanged. We add the step of generating the common reference string
crs for non-interactive zero-knowledge proof to the Setup algorithm, and leave
the process of generating the traceable public-private key pair in the Setup
algorithm to the committee. Let the committee use the DMKG protocol to pe-
riodically generate the traceable public-private key pair. We modify the Trace
algorithm to the interaction between the committee and the regulator to ensure
that the regulator only trace the data set sent to the committee.

Without loss of generality, we analyze the interaction between the committee
and regulator in one period. Let T' denote one period and (pkreg, skreg) denote
the traceable public-private key pair in this period. Let Q finq denote the set of
qualified members in the committee’s process of generating (pkyeg, Skreg) in this
period. For each i € Q finai, P; has the public-private key pair (pksig, , sksig;) of
the signature scheme, the traceable private key component (x1;, Ta;, Y1i, Y2i, i),
and the traceable public key component (ci;,c2:,¢3:,) = (97952, 97" 95, g7").
The operations of the committee and the regulator are presented in detail in
Figure 6 and Figure 7. The key ideas are described below.

The regulator broadcasts a message to the committee to indicate the data
set it wants to trace. The message has two types:

e The message myi. = (R, dw) = (R, (data;, wit;)cq1,... 1en}) indicates that
the regulator wants to trace the data set with len elements, where R denotes
the identifier of the regulator, and (data;, wit;) denotes the 1-th data and the
corresponding evidence for [ € {1, ...,len}.

e The message myic = (R,dw) = (R, (T, witr)) indicates that the regulator
wants to trace all data of the T period, where R denotes the identifier of the
regulator and witp denotes the corresponding evidence.

After receiving the above message myc, for each i € Qfinai, P; verifies the
correctness of the corresponding evidence in m..¢.. If the verification is successful,
P; signs dw in the message m.+., and sends the signature to the regulator.

Every time a signature is received from a committee member, the regulator
verifies the signature and keeps it in the set sigall if the verification is successful.
Finally, if the size of sigall is greater than or equal to ¢, the regulator broadcasts
the message m,¢. = (R, dw, sigall) to the committee.

After receiving the above message m,i. = (R,dw, sigall), each committee
member in @ ¢inq first verifies each signature in the set sigall, and counts the
number of valid signature. If the number is greater than or equal to ¢, the com-
mittee members in @ finq; perform the following processing.

— If myse = (R, (T, wity), sigall), the members in @ finq construct the private
key skycq. For each i € Qfinai, P; sends the message m; = sk,., to the
regulator.

— If myge = (R, (datar, wit;)iequ,.... 1eny, Sigall), let C' denote the ciphertext set
about the users’ chameleon hash public keys in the data set. For each ci-

. (z1s+yriar)
phertext C = (up1,ur2,ex,vr) € C, P; computes ujp1 = uy, =
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For each i € Qfinat, P; performs the following steps upon receiving my.. sent by
the regulator.

1. P; sets num = 0;

2. If meee = (R,dw) = (R, (datar, wit;)ieq1,... 1eny) OF Mre = (R,dw) =
(R, (T, witr)), P; first checks the correctness of dw. If this check is successful,
P; then computes the signature o; = Sig.sign(sksig,, dw), sets m; = (dw, o)
and sends m; to the regulator.

3. If mpee = (R, (T, witr), sigall), for each o; € sigall, P; first computes b =
Sig.verify(pksig;, dw, 0;), and sets num = num+1if b=1. Finally, if num >=
t, P; publishes the share (sfi,sgi, sh:). Because the number of the honest
participants is in the majority in the set Qfinai, according to the second
property of correctness of the DMKG protocol, P; can receive enough correct
shares to construct the private key sk;.y and send the message m; = sk eq to
the regulator.

4. If mrie = (R, (datar, wity)eqa,... 1en}, stgall), for each o; € sigall, P; first
computes b = Sig.verify(pksig;,dw,o;), and sets num = num + 1 if b=1.
Finally, if num >=t, P; performs the following steps.

(a) P; extracts the ciphertext of each user’s chameleon hash public key from
the (datai)iequ,... 1eny and obtains the ciphertext set C.

.....

T T T 1 T T O
(b) For each Ck = (ur1,ur2,ex,vk) = (91%, 95", ¢c5*"", ci* ey %) € C where
r is a random number used for encryption and ax = H (uk1, uke, k), P
computes:
T1;+Y1i (T, +y1iopk
Uil = ul(ﬂh 1) _ glk( 1ity1i k)’
To;+Y2i T (T2; +y2;
Uina = ul(€227 2i0%) _ g2k( 2i+Y2i k>’

wiks = Uiy = g7+
Then7 PZ’ computes T = NIZK.P((uikl, Uik2, Uik3, Ck, C1i, C24, 631'), (l’u, T2,
Y1i,Y2i, 2i)), and broadcasts (statement;,m;), where statement; =
(uik17uik27uik3ack7cli,02i,c3i)-

(c) For (statementj,m;) broadcast by P; for each j € Qpina, Pi first
checks if (cij,c2j5,c35) € statement; matches the values received in
the DMKG protocol. If the check passes, P; then computes b =
NIZK.V(statement;, n;). If b = 0 for an index j, P; broadcasts the shares
(sfji, 8943, shji). Because each committee member in Qfinas checks the
(wjk1, Ujk2, Wjks, Ck, c1j, c25, ¢35, 7;), then if P; is honest, the number of
shares about P; exceeds the threshold t, and all honest participants can
reconstruct (33’1‘7', T25,Y15,Y25, Z]').

(d) For each Cy € C, P; computes

Uirts = HjlemalUjkl’U«jm _ Hjlemalg:k(x1j+y1jak)g;;«(aczﬁ-yzjak)

. Tk(Ejleinalzlj‘Hlk'Ejleinalylj)grk(EjGinnalz2j+ak2jleinaly2j)

=% 2

re(zityrog) rp(@etyzag) | rit+yiog, Tatysog,
91 9o = Upq Ugo ;

Tk ¥iE€Q final % r
_ . . . _ KZ _ . Z
Uik13 = Uglemalung =9 =01 = U1

(e) Finally, Pi sends m; = (uiklg,uik13)k€(1,m7‘c‘) to the regulator.

Fig. 6. Committee Member Operations
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re(Tiityriar) _(z2ityziar) _ rie(z2ityzion) _ 2% A TkZi
gy T i = gy T =gt T and wiks = gy = gy

where 7y, is a random number used for encryption and oy = H (ug1, ugs, €)-
In order to allow the other committee members to verify that w;k1, wk2,
and w3 are indeed generated by (z1;, Z2i, Y1, Y2i, 2i), We use non-interactive
zero-knowledge technology to produce the proof 7;, which proves that ”I
know (214, 24, Y14, Y2i, 2;) that can generate (wg1, wik2, wiks) and (c14, 24, €34)” .
Finally, P; broadcasts (statment;, 7;), where statment; = (w1, Uik2, ik, Ck,
011‘702@'7630-

For each j € Qpina, P; verifies (statment;,m;). If the verification fail-
s for some index j and P; is honest, all honest members can reconstruct
(215, T25, Y15, Y255 %5)-

Therefore, P; can compute Uik1z = ITjeq ., UikiUjke = Ups U ups V2
and wir13 = IjeqQ;i,a Ujks = uf- Finally, P; sends m; = (uir12, ik13)ke(1,....|C))
to the regulator.

9

After receiving the message m; sent by P; for i € Qfinal, the regulator
chooses the value that is in the majority in these messages, and achieves tracing
according to the value.

6.3 Security

We briefly describe the security of the scheme. If the size of the signature set
stgall provided by the regulator to the committee is greater than or equal to ¢
(the adversary controls at most t-1 participants), this means that at least one
honest participant agrees the message m..t. = (R, dw) that is previously sent by
the regulator. Because the message m,+. = (R, dw) is public, this means that all
honest participants that are in the majority on the committee have also agreed.
That is, the majority of the members of the committee agree with the regulator
tracing the data set in M.

When the regulator does not trace all data of the T period, for each i €
Q final, after generating (u;k1, Uik2, ir3), P; use non-interactive zero-knowledge
technique to guarantee that other committee members can verify the correctness
of (uikl, Uik2, uik’3) and can not obtain the (1‘11', T2is Y1is Y2i, Zi)-

Finally, the message m; = (uix12, Uir13)ke(1,...,|c|) sent by each member does
not contain any information about the private key sk. Therefore, the regulator
only trace the data set that it sends. Moreover, because the honest members
are in the majority of the committee, the value that is in the majority in these
messages can ensure that the regulator can trace the data set.

7 Related Work

Blockchain research focuses primarily on privacy [5, 8,22, 26], efficiency [11, 28],
security [12,19], and its applications in other fields [21,27]. However, research
on traceable mechanisms is limited, and is mainly concentrated in the field of
cryptocurrencies.
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The regulator performs the following steps:

1.

The regulator sets num =0, ID = &, Qrsig = J, Qrsk = &, and sigall = @.

2. The regulator creates m,tc = (R,dw), where dw is equal to (T, witr) or

10.

(data;, wit;)eqa,... .1en}, and broadcasts mr¢ to the committee.

The regulator receives each committee member’s reply about myi. = (R, dw)
at time trep, and adds each reply to the set Qrsig-

For each committee member’s reply m; = (dw, 0;) € Qrsig where dw is equal
to (T, witr) or (datai, wit)ie(1,...1en}, and o; denotes the signature of dw,
the regulator verifies the signature b = Sig.verify(pksig,, dw,0;). If b =1, the
regulator sets num = num + 1 and sigall = sigall | o;.

If num >= ¢, the regulator sets mrtc = (R, dw, sigall), and broadcasts mr¢c
to the committee; otherwise, the regulator aborts operation.

The regulator receives each committee member’s reply about m,i. =
(R, dw, sigall) at time trep, and adds each reply to the set Qrsk.

If the number of some same value is in the majority in Q,sx where the same
value is denoted by my, the regulator continues with the following steps.

If my = (Wir12,Uik13)keq,...,|c) for some i € Qfinal, for each ¢ =
(uk1,uke, ek, vx) € C, the regulator checks if uik12 = vg. If the check passes,
the regulator computes pkc, = ex/uir13, searches his database to determine
the true identity ¢dx corresponding to the chameleon hash pubic key pk., , and
sets ID = IDJids.

If my = skreg = (x1,22,Y1, Y2, 2), for each cx = (ug1, ur2,ex,vr) € C, the
regulator computes ay = H(ug1,ur2,ex) and checks if ui}+y1a’“u£§+y2a"’ =
vg. If the check passes, the regulator computes pk., = er/uj,, searches his
database to determine the true identity idx corresponding to the chameleon
hash pubic key pke, , and sets ID = ID|Jids.

Finally the regulator obtains the users’ identity set ID.

Fig. 7. Regulator Operations
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Ateniese and Faonio [3] proposed a scheme for Bitcoin. In their scheme, a
user is certifiable if it obtains certified Bitcoin address from a trusted certifi-
cate authority. The regulator can determine the certifiable users’ identities in
the Bitcoin transactions via the certificate authority. Garman, Green and Mier-
s [14] constructed a new decentralized anonymous payment system based on
Zerocash [5]. Their scheme achieves tracing by adding privacy preserving policy-
enforcement mechanisms.

Narula, Vasquez, and Virza [24] designed the first distributed ledger system,
which is called zkLedger. zkLedger can provide strong privacy protection, public
verifiability, and practical auditing. Their scheme is mainly used for auditing
digital asset transactions over some banks. The ledger exists in the form of
a table in zkLedger. Each user’s identity corresponds to each column in the
table. Therefore, the regulator can determine each users identity according to
the correspondence between each column and the identity of each user in the
table.

Defrawy and Lampkins [10] proposed a proactively-private digital currency
(PDC) scheme. In their scheme, the ledger is kept by a group of ledger servers.
Each ledger server has two ledgers: a balance ledger and a transaction ledger. The
balance ledger contains a share of each user’s identity. Therefore, the regulator
can trace the users’ identities in transactions via these ledger servers.

Tianjun Ma et al. proposed SkyEye [20], a traceable scheme for blockchain.
their scheme can be applied to a class of blockchain applications. SkyEye allows
the regulator to trace the users’ identities of the blockchain data. However, the
regulator can arbitrarily trace the users’ identities of the blockchain data without
any restrictions and oversight measures in SkyEye. We propose a blockchain
traceable scheme with oversight function based on SkyEye to limit the tracing
right of the regulator. The regulator must obtain the consent of the committee
to enable tracing.

8 Conclusion

In this paper, we propose BTSOF, a blockchain traceable scheme with oversight
function, based on SkyEye. In BTSOF, The regulator must obtain the consent of
the committee to enable tracing. The regulator can trace one data, multiple data
or data in multiple period. Moreover, we construct a non-interactive verifiable
multi-secret sharing scheme (VMSS scheme) and leverage the VMSS scheme to
design a distributed multi-key generation (DMKG) protocol for the Cramer-
Shoup public key encryption scheme. The DMKG protocol is used in the design
of BTSOF. We provide the security definition and security proof of the VMSS
scheme and DMKG protocol.
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A Proof of Theorem 1

Lemma 2. Let A C {1,...,n} denote the participant set, where |A| =t + 1. If
the commitment of each secret in S broadcast by the dealer D satisfies Eq. 1,
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and the share of each participant in A satisfies Eq. 2, then all participants in A
can determine the set ST' = {(s},5}), ..., (s}, B])} that satisfies E; = g*thPi for
i=1,..,1L

Proof. According to the conditions, all participants in A can compute two unique
polynomials f*, f"* of degree ¢ via the Lagrange interpolation formula. For each

1€ A, f* and f'* satisfy:
F*G) = st;
(i) = sh;

The following result can be obtained from Eq. 2.
gf*(i)-‘r’Yf,*(i) — gst71+’YSh7t7,L' cA

That is, (f* + vf"™)(z) is the unique t-degree polynomial that maps i to
st; + ysh;.

Because cm; = g%h% = g% for j = 0,...,¢, then e(z) = >
vb;)z? satisfies e(i) = st; +ysh; for i € A.

Therefore, e(x) = (f* + vf*)(x) and B; = ¢¢C) = ¢f o+ f"(=i) —
gf ORI D,

Finally, s} = f*(—i), 8, = f™*(—i) for i = 1,...,1.

t

j:O(aj +

Theorem 3. Assuming that the dealer D can not compute vy, the verification
protocol Very,, satisfies Definition 1.

Proof. If the dealer D and all participants follow the VMSS scheme, the secrets
set S and all participants’s shares satisfy Eq. 1 and 2. This means that the VMSS
scheme satisfies the first requirement in Definition 1.

Let A, A" C{1,...,n}, where |A| = |A’| =t + 1. All participants in A and A’
have accepted their shares. Therefore, according to Lemma 2, the participants
of A and A’ can find ST = ((s1,51), ..., (s1, 1)) and ST = ((s1, B1), ..., (5], B])),
respectively, such that E; = g% hP = gS;hﬁi fori=1,..,1.

All shares are consistent if and only if there is a polynomial f of degree t
such that f(i) = st; for i =1,...,n. Here, ST = ST".

If the shares are inconsistent, there is k € {1,..n} such that f(k) # sts.
Thus, the dealer can construct two sets A = {1,....t + 1} and A" = {1, ...t, k}.
This situation causes ST # ST’. Assuming that (s;,3;) # (s;,ﬁg) for some
j € {1,..,1}, the dealer can compute v = (s; — s})/(8; — B;) according to
Ej = g5ihPi = g=itBi = g%ipfi = g%it7% . This contradicts the assumption.

Theorem 4. The VMSS scheme satisfies Definition 2.

Proof. Let the size of Aist — 1+ 1. If A does not find anything about S, then
neither does the set that the size is fewer than ¢ — [ + 1.

Let A={1,..,k—1+1} and Viewy = {F, ..., B}, cmyg, ..., cmy, (st;, shi)ica}.
There are two polynomials f, f’ of degree t satisfying

f(=i) =54, fori=1,..,1
f@@)=sti, fori=1,.,t—1+1
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fl(=i) =B, fori=1,..,1
f'G) = shg, fori=1,.,t—1+1

Let f(z) = ao+ a1z + ... + a;zt and f'(x) = by + b1z + ... + byzt. According
to the verification protocol, f and f’ are chosen by the dealer, if f and f’ satisfy

{Ei =gl CORF D for i =1,..,1

em; = g¥hY fori=0,..,t

According to Lemma 2, There is a unique polynomial e satisfy ¢¢(—?) =
gf(*i)hf/(’i) = ¢%hP for i = 1,...,l. And according to the second property of
Franklin-Yung multi-secret sharing scheme, A can not get anything about the
polynomial f. That is, A can not find anything about S.

B Proof of Theorem 2

We need to use the following lemma about the Pedersen-VSS scheme [25] (cf.
[15]) to prove Theorem 2. In the Pedersen-VSS scheme with threshold ¢, the
dealer distributes the secret s to n participants Py, ..., P,. We assume that a
trusted authority has chosen g,h € Z,, where h = g7,y € Z, for the Pedersen-
VSS scheme.

Lemma 3. Pedersen-VSS scheme satisfies the following properties in the pres-
ence of an adversary that corrupts at most t participants and can not compute

v

1. If the dealer is honest in the protocol, all shares owned by the honest partic-
ipants can interpolate to a unique polynomial of degree t. In particular, any
t + 1 shares of the honest participants can effectively reconstruct the secret
s.

2. The public information generated in the protocol can be used to check the
correctness of each share. Therefore, even in the presence of a malicious
adversary that corrupts at most t participants, it is possible to reconstruct
secret s from any subset that contains at least t + 1 correct shares.

3. The view of the adversary and the secret s are independent of each other.

Proof of Correctness. It can been seen that according to the public broad-
cast information that is used to determine whether every participant is qualified,
all honest participants can get the same set @) fina1, which is defined at the end
of the step 2 in Figure 3.

(P1). P; as a dealer honestly performs the Pedersen-VSS and VMSS proto-
col for © € Qfinai.- Therefore, according to the first property of Lemma 1 and
Lemma 3, all honest participants use their shares of P; to compute three poly-
nomials F;(z), G;(x), H;(x) such that F;(—1) = 214, F;(—2) = y1;, Gi(-1) =
xoi, Gi(—2) = y2u, and H;(0) = z;. Therefore, for any set R of ¢t + 1 cor-
rect shares, x1; = Y ;crV158fij, T2 = Djer M55%i5, Y = Djer V2i8fijs
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Yoi = ZjER V25895, and z; = ZjeR ~o;8hi; where vo; = erR,kgéjkak; Y15 =
ern7k¢j%;’“, and 7o, = HkERvk?éj%_kk are the Lagrange interpolation coef-

ficients. Finally, z; can be generated f] om the shares of R as follows:

] = Z T = Z Z’Yljsfij:Z'Ylj Z sz‘jZZ’Ylijj~

ileinal ileinaljeR JER ileinal JGR

Similarly, zo = 7,z 715895, Y1 = Xojer 1255f5 Y2 = Xjer 712595, and
z = ZjG'R ’yojsh]—.
. The shares (sf;,5g:,sh;) of P; for i € Qfina can be verified via the
P2). The sh h;) of P; for i ¥ b ified via th
following equations.

t
a i 2icq ina sfis 2lieq inat 29 ij ij ik
gisf g3 =g, €Qfinal go €Qfinal _ H gffjgggj — H H(Aik)j ,

ileinal ileinal k=0
t
> _ sh; - "
shi __ Pi€Q final b shij Y
9 =9 = Il 9 " = II Il( )
1€Q final 1€Q final k=0

The last equality of the above two equations follows Eq. 6. Therefore, Eq. 6
makes each participant to verify the correctness of share (sf;, sg;, sh;).
(P3). The public key pk is equal to (c1,co,c3), where ¢; = []

1€Q final Cli
911952, ca = Hile,;ml co;i = 97" g5, and ¢3 = HileMM c3i = g%. Thus, We need
to prove that ¢1; = g7 g5%", co; = ¢ g5, and ¢3; = ¢;* for each i € Q final-

If the public values A;, Al;, c1;, and c; do not satisfy Eq. 5 or Eq. 6 for
some i € Qrina and k = 0,...,¢, other participants in @ fine can reconstruct
the values z1;, T2, Y14, Y2i, 2; of P; according to the steps 5a and 6 in Figure
4; otherwise, these public values satisfy Eq. 5 and Eq. 6, and the values A
for k = 0,...,¢ define two polynomials F;(z), G;(x) of degree t. We use F;(x)
and G;(z) to denote the polynomials defined by any t+1 shares of the honest
participants. Then, according to the Eq. 6, it can be seen that ﬁl(x) and F;(x)
have at least t + 1 common points, as do @l(:c) and G;(x). Because they are

t-degree polynomials, ﬁz(m) and Fj(x) are same and so are @l(x) and G;(x).

. Fi(—1) Gi(— i i _ Fi(=2) Gi(-2) _ i i
That is, c;; = g;'0 Vs = g7 g5, and ey = gf P gy TP = gl
Similarly, ¢is = g3 =g7.

(P4). For z1 = ZiEinnaL Z1;, as long as xy; for some i € Q fing; is randomly
selected, then it can be guaranteed that x; is randomly chosen. According to
the DMKG protocol, 1 and z1; are determined by the set Q finai- Let P; be a
honest participant for ¢ € @ finar- 1, is distributed by the P; via VMSS protocol.
According to the third property of Lemma 1, z1; is uniformly random. Thus, x is
uniformly distributed. Similarly, xs, y1, y2, and z are also uniformly distributed.

Proof of Secrecy. According to the Figure 5, it can be seen that the ad-
versary’s view about the data produced by the honest participants in the real
DMKG protocol consists of the shares (sfij;, sf;;) = (Fi(4), F} (7)), (59i5,59i;) =
(Gi(4), Gi(5)), (shij, shi;) = (Hi(j), H{(j)) for i € uncorr, j € corr, and E;,
C M, emyg, Aig, ALy, c1i, co; for i € uncorr, 7=1,2,3,4, k=0, ..., t.
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The above distribution of the values depends on the choice of the polyno-
mials F;(z), F!(x),Gi(x),Gi(x), Hi(z), H!(x) for i € uncorr. These polynomials

satisfy
Fi(—1) G;(—1 x
¢l = H 15 = H 91( )g2 ( ):gflg;?’
'Lleinal 'Lleinal
Fi(—=2) Gi(-2
2 = H C2i = H 91 ( )92 ( ):911!19?2427 (7)
1€Q final 1€Q final
H; (0
cs= I esi= [ o =0i
1€Qfinal 1€Q final

In other words, this distribution is induced by the choice of the polynomials
Fi(z), Fl(z), Gi(x), Gi(z), H;(z), and H[(z) for i € uncorr \ {n} and F,(z),
FE!(z), Gp(2), Gl (x), Hy(x), H! (z). The polynomials F,(x), G,(x), H,(z) sat-

. Fr(=1) Gn(—1 - Fr(=2) Gn(-2

isfy cin = g ( )92 0= €1 Hileinal\{n} clil’ Con = g3 ( )92 2 =
—1 H, (0 —1 .

Co Hileinal\{n} ¢y, and ¢z, = ¢ © = 3 [Licq inal\{n} C3; - Moveover, this

distribution depends on the set Q) finq that is defined at the end of Step 2 in
Figure 3.

Next, We prove that the probability distribution that is output by the simu-
lator is equal to the above distribution. It can be seen that the steps 1 and 2 of
the simulator O are identical to the steps 1 and 2 of the real DMKG protocol.
Therefore, the @ finq: that is defined in the simulator O is identical to the @ fina
that is defined in the real DMKG protocol.

As show in Figure 5, the polynomials F(x), F/*(z), G5 (z), Gi*(x), H} (z),
and H/*(z) are identical to the polynomials F;(z), F/(x), G;(x), Gi(x), H;(z),
and H/(x), respectively, for i € uncorr \ {n}. For i = n, from the construction

process of A%, A of the simulator, it can be seen that F,f(z) is defined by
these values Fjy(—1) = T1n, F;(=2) = Yin, F;(j) = sfy; = Fu(j) for j =
1,...,t — 1, G%(x) is defined by these values GX(—1) = Zap, G5 (—2) = Yon,
Gy (7) = sgn; = Gu(j) for j =1,...,t — 1, and H;(z) is defined by these values
Hy(0) = 2, H;(j) = shy; = Hy(j) for j = 1,...,t. Because hy = g™, hy =
992, then the polynomials F/*(z), G'*(z) and H}(z) are defined by the relation
F3 (@) + nFy () = Fu(2) + 11 F(2): Gi (@) +13G () = G(z) + 726Gl (2) and
H:(z)+ v HY(z) = Hy(x) + v1 H), (2), respectively.

According to the above definition of these polynomials, we can know that
the values F*(j), F/*(j), Gi(4), G (j), H(j), and H/*(j) are identical to the
values F;(j), F!(3), Gi(j), Gi(4), Hi(j), and H/(j) for i € uncorr, j € corr, and
the coefficients of these polynomials agree with the public values C Mk, cmg,
Al Aly for i € corr, k =0, ...t. Therefore, the values received by the adversary
satisfy Eq. 3, Eq. 4, Eq. 5, and Eq. 6.

The remaining task is to prove that the polynomials F}*(z), F/*(x), GI(z),
G*(x), Hf (x), H*(x) for i € uncorr are randomly chosen. Because the poly-
nomials F;(z), F!(z), Gi(z), Gi(z), H;(z), and H](x) are randomly chosen for
i € uncorr \ {n}, So are the polynomials F;(x), F/*(x), G} (z), Gi*(x), H} (z),
and H[*(z) for i € uncorr\{n}. For F*(z), G (x) and H}(x), the values F*(j),
G:(j), and H (k) are random for j = 1,..t — 1, k = 1,...,t, and the values
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EX(-1), Fx(-2), Gi(-1), G5 (—2) and H}:(0) satisfy Eq. 7. Therefore, F(z),
G} (x) and H}(z) are randomly chosen. Moreover, because F) (z), G, (z) and
H] (z) are random polynomials, so are F/*(z), G/*(z) and H*(x) according to
the definition of these polynomials.



